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Management

IT Administrator Sl

0\,‘5\9{3,/”‘\

ECMP-WAN S

. inside | == e s s
[an M__\rn.__ o ___
o pre -V i
\ ~ econdar unnel rou
Employee Ir&tlgrnal Se ECMP-VTI Y 9 Corporate
ient Branch/Spoke" o>~ Headquarters/Hub Client
(WKST BR1) (NGFWBRT) . Saey>~ ien
DN = > ’ (NGFW1)
%, < s
%\\ & - //
\\ //
® /
N
\ /
N
N
e s e Primary WAN link through ISP3

> O —
NANITSV9T14R
* Cisco Secure Firewall Threat Defense 73 /3— 3 » 6.7 U CEITENTWD Z L 2 FER L E
9,

SVILIEN—T v RE— ROLTHR— SR THET,
=T RS A H—T 2 A ANSENIA R —T = A ADERIP 2R E L5,

VIIRHD N5 7 4 v 7 HHIET A2, VIIA v Z—T oA AT 78 A)L— L%
ALTWAZ L 2R LET,

NTL T 7 4 v 72— RKNRT v 7457012, SVTIOECMP YV — 2 2% E L E9,
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HIRS 1

» Device Manager % fii ] L 7= Threat Defense D #HIFZED5E T
s TNRAANDTA L ADEY YT

e A UH =Ry NTITRADNL— DB, [AXT 47— OB 2B LTLE
S

« BEICKIT B O 7= D NAT D E

c HARWT 7EA 3y hu— R O —DER

IL— AR—XVPN (\TF72KAREKR— +ROY) 5%
FTITA-HDOIKY—IT 2 FDOFE

WD 7 1 —F ¥ — KL, Cisco Secure Firewall Management Center C/~7 AR —727 hR\m DL —
R_R—=2Z VPN 2R ET DD T —7 7ua—%RLTHET,
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Devices >
VPN >
Site-to-site

Devices >
Device
Management

Policy > Access
Control

Management
center menubar

@ Configure VTI @ Configure

based VPN backup VTI
interface on
spoke node

l A

Configure

OSPF on hub

and spoke

nodes

}

Update rules
in access
control policy
for hub and
spoke nodes

b

Deploy
configurations
to threat

@ defense

Overview > @Verify traffic
Dashboard, flow over the
. VPN tunnel
Analysis > N
Unified Events \8)
&) EL:L
(1) VTI X—Z® VPN #&E LET, Bk
N
o Jb— hR_R—=Z2DOH A ~H VPN OERR (11 ~<—)
e NT ) — RO RKRA Y FORE (125—)
¢« AR—27 ) =KD KKRA > bOFEE (14 =)
> NT ) —RERKR—2 ) —RTOSPF R ELET, 2L

e N7 ) — RTOOSPF OZE (16 =2—)

« AR—2 ) — RTO OSPF OFE (18 2—)
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L—k_—z044 rraveN ot |

&) £t B
::r.“\_;).\] INT ) —=RERR—= ) —RKDOT7 7R ba—)LR) —D)L—)L &
i i E%ﬁbiﬁo 77’?% :l:/]\]j—]]/;j‘fu :‘/\—@%&bi (20/\0_:\/\‘) %5/}3&‘@‘
LTL7EE,
;'/.,1\1 =F % Threat Defense (2B L £ 9, HEDER (23 ~2—) 2&8MB LT
S .
<&V,
5 VPN h v RAEN LIRS 7 4 v o 7u—5fER LET, VPN ot %
- LI DT 7 4 v 7 a—0OfR (23 4—Y) #BBL TSN,
(6) AR—=7 ) =R TR I T v VT #HELET, AKR—2 ) —KTD
— Ny T o TNTIA v B —T =2 ADHRE 272—) 2BRLTLFE
S0,
:"/;\w 72 % Threat Defense (BB LE T, HTEDERH (23 X—) 2K LT
7) -
<&V,
‘8 THHEY RN EN LN T T4 v T u— R LET, ST~
U RUFAEEH LAY R RLOMER (30 4—) EBRLTIES
A%

JL— bk R—ZX DY A R VPN D ERL

AT T1
ATvT2
ATv73
ATvT4

ATy TH

ATvT6
ATy 71

200 ) — Rt — - _R—2DH% A M VPN 2R ETEET, VIIX—AD VPN 2R ET
H120F, bRV DE D ) — RIEB N RN,V F—T = A AR TT,

BB AR—7 OBL . TITASIVTIA v Z—T 2 A AL EBITNRNY I T TDART 4
INTIA LV H—T 2 AEBRETEET,

[7 /34 A (Devices) ]>[VPN]>[% 4 KfH (Site To Site) ] Z IR L 7,

[ FAR =24 (Topology Name) ] 7 1 —/L FiZ4Hi& LT CorporateVPN & AL E7,
MR Y XA 7L LT [b— bh~X—2Z (VII) (RouteBased (VIT)) ] Z3&R L £,
NT)—=ROZ RRA L FERELET, T/ —ROT 2 RiRA 2 FORGE
TLIEEY,

AR—=D ) —=ROZU RRAV hERELET, AR—2 ) — ROV RRA 2 FORE
EHBL TSN,

[IKE], [IPsec]. 35 X OF [FEMHERE
[fRTF (Save) 1227 U w7 LET,
Corporate-VPN 7R UNIEFITER S NE T,

(12—2) 2B L
(14 =—2)

(Advanced) | ¥ 7 Cld, T 7 #/V bR ENMEHA SN E T,
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ATY T8 [FT/34 A (Devices) |>[V1 MEIVPN (Site-to-site VPN) 11ZBEIT 5 &, [P+ FEIVPN (Site-to-site VPN) ]
D—HER—=YTVPN bRV ERRTEET,

GE) ERC L72 VPN bR B ONRERRINDRWNEEIX, 8 (Refresh) 1227 Y v 7 LET,

AT w79 [Corporate-VPN] / — RZEBI LT, hAREPHNOTRCO M2 z2FRrLET, NGFW1/7 & NGFWBR1
AR—=I B, WY — AL VTII AV F—T = A ZAOFME L HIFERINET, RENELERBAINATY
e, PEARE T (DeploymentPending) ] & FRARSAL, b RIVDAT —H ANRF LV TRRSI
£

Firewall Management Center - .
-,c»,:c o9 Overview Analysis Policies Devices Objects Integration Deploy Q QO 3+ @ admin v

Last Updated: 01:21 AM + Site to Site VPN + SASE Topology

Y Select X ‘ Refresh I
Topology Name VPN Type Network Topology Tunnel Status Distribution IKEvl IKEv2
v Corporate-VPN Route Based (VTI) Hub & Spoke Deployment Pending v s u
Hub Spoke

Device VPN Interface VTl Interface Device VPN Interface VTl Interface

FID NGFW1 out.. (198.18.133.81)| pput.. (198.48.133.81)] - | | [P0 NGFwBR [outsi.. (198.19.30.4) |puts... (169.254.20.1)]
RDZBRY
WSFOTNAATVTIA VX —T 2 A AL VT RV ERELZL, ROLDOEFRET D
‘/[Z‘EZ)S‘ &) D i j—o

VTI b RV ENLTCT AL ATV 8T 7 4 v P N—T 4 T HN—T 4 T T
g hkajn, N7 —RTOOSPF ORE (16 X—) BLUVAKR—Z /— R TOD OSPF
DFE (18 =) ZZMLTIIZENY,

cEEALENTE N T T4 I EHRTAT VR ay fr—L—)b, T/ BRI fE—
JLRY —DRE 20—) EZRLTIEEN,

NT/—FDITY FRA Y FDETE
NN EAT o (XA F Iy ELTHREL, BEEART A—Z %2 ET 5 &, Management

Center i IX A F I v /BT 7L — AR LET, KT 7 L— M3, VPNEY 3~
TEICEBEDRAET Ve AL A —T = A AZBEIINCAR L £,
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ATy 71 [T/ —F (HubNodes) 17> a v T, [+]&7 ) v/ LET, [T FHRA > hOiE (AddEndpoint) ]
YA T AT Ry s ARERESNET,

ART9 T2 [T34 A (Device) | Kuy 7 & U A RNnpH AT ELTINGFWI] 28R L E5,
GE) VTR 2T N—=a VI3 UBETEITSNTNDET NS ATHLNERDH Y £,

AT T3 [FATI v 7B N F A H—7 A A (Dynamic Virtual Tunnel Interface) | K22 v 7 7 U 2 kD
BIZHD[HE7Y) vy 7 LTHLWE AT Iy 7 VITZBILET,

(B b A v B2 —T = A ADBH (Add Virtual Tunnel Interface) | % A 7 1 7R v 7 ANRFR S, K
DEAIAIEINTZT 74V FREDNRENE T,

s[FoHE AT (Tunnel Type) ]ITIE [# A F X v 7 (Dynamic) ] 23HBIRIZ AT SVET,

* [4 A1 (Name) ] 1% <tunnel_sourceinterface logical name>+ dynamic_vti +<tunnel ID> & L CHEIA 1 &
F9, /=& ziE. outside dynamic vti_ 1 & 720 £9,

« [£H%) (Enabled) | F = v 7Ry 7 AEIT 7 4V N TAHUTRY £77,

s [EX=2UT ¢ —2 (Security Zone) |: ZDA LV H—T A ADEF2YT 4/~ EEHRTDHIC
X, Fay7HZ o UR 06 [Hil... New...) | ZBIRLET, F#ltx=2UT 0V —2 (New
Security Zone) | ZA 7 /R v 7 A T4HIE LT Tunne_Zone E AL, [OK]Z27 U v 27 LET,
DR ANAHE =T 2 A ADEF 2T ' —2 & LT [Tunnel Zone] 23R L 7,

«[7 7' L— FID (Template ID) ]IZIL, DVTI A > % —T7 = A ADO—FEO ID WHBEIATT SN ET,

s [ >RV DE(ETE (Tunnel Source) |1, DVTIDEE L THLIMEA > X —T = A A THY, T 7+
VR THBALDSNET, ZOMMAFITIE, DVTI OBRIZ: R RV ORMELERE L EE A, F
0y IR ARND [ F—T A ZADER (SelectInterface) | 2N L T, EREZ 27 VT LE
ﬁ‘o

s [IPsec b > % /LE— K (IPsec Tunnel Mode) (%, 7 7 # /L F TIX IPv4 [ZFRESINE T,

DVTIIZT VL —F A X =T 2 ATHDHIZD, [IPT KL A (IPaddress) | AXT 47 IPT
AT HZ LWL TEERA, V=T R I A X =T oA ANLENA V Z—T7 =4 ADOEHIP
BRETHZLEZBEODLET, V=TT (X —T = Z&BIMTHITE, [IPOEH IPT >~
F 23— 1K) (Borrow IP (IPunnumbered)) | K2 v 7X T U R NORIZH L [H| 27V v 7 LET,
N—T RNy 74 H—T A ADiEN (Add Loopback Interface) | XA 7 a2 7R v 7 AT, IROFIE
ZIATLET,

1. [&f% (General) |# 7 C, [4#] (Name) ]% HUB_Tunne_IP, [/b—>7"/3> ZID (LoopbackID) ]
1L LTAALES,

2. [IPv4] # 7T, IP7 FL 2% 198481338132 & LTAHL £,
3. [OK]ZZ Vw7 LT, =T Ry A FZ—T = AEFFELET,

[IPOEH (Borrow IP) 1 [/v—773v 71 (HUB Tunnel IP) (Loopback 1(HUB Tunnel IP)) ]IZ#%
ESIET,

Cisco Secure Firewall T 75 > F &5 & U WAN 0RO ARG ||



BAFIVIRBRORLADE—T AR (DVT) £FEALETSOFMLNT~DBEOHERLE |
B x5/ —roxo ke romE

[OK] %7 VU7 LT, DVTI 2R FELET, VIIDIEFIERESNTZZ L 2MHRBTHIA v E—UNERE
nEJ, 0K Z27 Y > 7

[(ZAF v 7R N R A H—T7 A A (Dynamic Virtual Tunnel Interface) ] I3 [outside dynamic_vti 1
(198.48.133.81)  (outside_dynamic vti 1(198.48.133.81)) ] ICii X £,

ATy T8 [FFVDOXETL (Tunnel Source) ] K2 w74 7 U 2 KB [GigabitEthernet 0/0 (outside)
(GigabitEthernet 0/0 (outside)) | Z# IR L EF, A > ¥ —7 =44 ADIPT FL A (198.18.133.81) MK
DT 4=V FICHBATI SHET,

RATw 5 [FEHIEEE (Advanced Settings) | 2B LT, T 74V hREEZFR R LET,
ATy 76 [OK]Z27 U 7
NGFW1 37 ) — RE L TIEFICERESNE L,

AR—9 /) —FDITRFRA Y FDETE

ATFYF1 [AR—2 /) —1F (SpokeNodes) | &7 a> T, [H1&227 Vv 7 LEd, [T FRA LV FoEMN (Add
Endpoint) | %A 7 0 7Ry 7 ANRKRENET,
ATY T2 [TA A (Device) | Ky FHZ U R b AT L LT [NGFWBRI] 28R L %9,

GE) VTR 2T N—=a VI3 UBTEITINTNET NS ATHLUERH Y 7,
RTY T3 [RET 4 v 7B R R A ¥ —7 = A A (Static Virtual Tunnel Interface) | K2 v 7 & 72 U A kDO
WCHDH[HEZV 7 LTHLWAZT v 7 VIT #8BIMLET,

AR s A B —T = A ZADBEH (Add Virtual Tunnel Interface) 1% A 7 0 7R v 7 ANRFRE I, K
DHEFATISNTET 74V FEENRINET,

s [F & A7 (Tunnel Type) JITIL[AZ T 1 2 (Static) | BWHBICATISNNET,

* [4A1 (Name) ]1Z <tunnel_source interface logical name>+ static_vti +<tunnel ID> & L CHEIA ) S
4, 7= & ziE. outside static vti_1 & 720 F97,

«[£%) (Enabled) | F = v 7Ry 7 RIT 74 /L b THAATRY 7,
c[EF¥=2VUT 4 —2 (Security Zone) | K2 7% 17U A hH 5 [Tunnel Zone] Zi&R L £ 7,
e[ 2% VID (Tunnel ID) ]1Zi%, 1 DESBEA SIS ET,

s [ >R NVDiE(ETE (Tunnel Source) | K12 w7 & 7 U A hvD [GigabitEthernet0/4 (outside3)
(GigabitEthernet0/4 (outside3)) |1 ZiBIR L 9, TOMHUCH D Fu v 7 X7 U A Kb, outside3 A
VH—=T A ADIPT R AL LT[198.19.30.4] ZEIR L £,

e [IPsec b > ®/LE— R (IPsec Tunnel Mode) 1%, 7 7 4 /L b CiX IPv4 ([T E S E T,
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2k—5/—rozy gy rozz [

«[IP7 KL A (IPaddress) 1L, A¥ 7 4 7 IP 7 RLAFZIIEHIP OWTAUNTT, L—T "y
I AR =T 2 A AMBERIIA V=T = ADMEHNIPZHRET DL L E2BRIOLET, L—T Ny
I AE—T oA ZA5BINT 5, IPOEH (IPT > F 23— ) (Borrow IP (IP unnumbered)) ]
FeyFHZT A NORBIZHD[HE7 )7 LET, v NI A Z—=T A ADEM (Add
Loopback Interface) | ¥ A 70 7Ry 7 AT, ROFINAEFEITLET,

1. [&M (General) ] 7 C., [4#i (Name) ]% Spoke Tunne_IP, [/v—7 3> ZID (LoopbackID) ]
Z1ELTANLET,

2. [IPv4] ¥ 7 C, IP7 FL A% 169.254.20.1/32 & LCAH L £,
3. [OK]Z27 Vw7 LT, =T Ry I A =T ZAERFLET,

[IPOMEA (BorrowIP) 11X [/b—773> 271 (Spoke Tunnel IP) (Loopback 1(Spoke Tunnel IP)) ]IZg%
EINET,

[OK] %7 Vw7 LT, SVII ZR1FLE T, VIIPNEFIHERSNIZZ L 2HRTIA vE—UNFRE
nET, 0K 227U v

ART 4 TIHAE N v FvA X —T = A AN [outside_static vti 1 (169.254.20.1)
(outside_static vti_1(169.254.20.1)) ] IZ%E & E T,

ATy T8 [FEHIEETE (AdvancedSettings) |ZEBAL T, T 74V MREEZFRRLET, MFOT = v IRy 7 A%A
NCTHMERH D £,
ATvT5 [OK] %227V v”

NGFWBR1 B AR —7 /— & LTEFICRESINE LT,
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Create New VPN Topology o

Topology Name:*
Corporate-VPN

Policy Based (Crypto Map) (e) Route Based (VTI)
Network Topology:

Point to Point JRULELGRISIGEY  Full Mes!

IKE Version:* IKEV1 IKEv2

Endpoints IKE IPsec Advanced

Hub Nodes 4
Device Name VPN Interface Traffic Match Criteria
FTD NGFW1 outside_dynamic_vti_1 (198.48.133.81) Routing Policy P4 i
Spoke Nodes 4
Device Name VPN Interface Traffic Match Criteria
FTD NGFWBR1 outside_static_vti_1 (169.254.20.1) Routing Policy e i

INT / — K TO O0SPF DEXTE

OSPFiZ. VPN ho RNV EZN LTI 7 4 v 7B FETED LI, NTEAR—=T DT A
A TREENE T, BELETIZ, AET A4 v INV—T 4 LT ET o Z—1 A THY, DLk
WCAR—=T NBHANT D b RIVDFENL S 4L, OSPF (34— —1L A LRI NET,

AT TN AT )= REHRET DI, [T31 A (Devices) > [T /34 A& P (Device Management) | %8R L,
NGFW1 / — R [fat (Edit) | (#) 7A4arzr0) v s LET,

RTwT2 [A¥—T=xAA (Interfaces) | ¥ 7 T, LARNZIERS/Z, DVTIA v X —T7 = ADIPT KL A &
L CHEARET % Loopbackl A > 4 —7 = A A %R L £,

ATv 73 [Routing] 27V w7 LET,

RTvT4  FEROASRFAVTIOSPFl 227 U v 7 LET,

ATy FE5  [FutAl (Processl) | F=v IRy 7 A4 LT, OSPFA VAKXV AEHMILET,

ATYT6 [ ¥ —T AR (nterface) | ¥ 7 %27V v LET,

ATFw 71 B (Add) 1%27 Vv 27 LET, [Add Interface] XA T 2 TRy 7 ANERENET, ROT 4 —/L F
EEBRLET,

e[ H—7x AR (Interface) |: Fa v 77X 7 U R RNpPHDVTIA VF—T7 A AD
[outside dynamic vti 1] 2% L F 7,
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s [FA v FY—KA b (Pointto-point) ]: ZDF = v IRy 7 A%F AL T, VPN k> R/L#RH
TOSPF /L— F & AF LET,

BODOT7 4 — )V RTIET 7 4V MEZEH L E9,
< [OK] %27 Vv ”

[f > % —7 =4 A (Interface) ] ¥ 7|2 outside dynamic vti_ 1 DITHABIMINET,

ATy 7T8 [=VUT (Area) (¥ 7 %7 Vv 7 LET,

ATv 79 [EM (Add) 1227 Vv 27 LET, [ZUTOEM (AddArea) [ ATl Ry 7 ARERINET, K
D7 4= RFEERELET,

«[OSPF7' 11z A (OSPF Process) |: 7t AID & LT1&ZERLET,
[V TID (ArealD) |: X 1 THHZ L 2R LET,
VDT 4 —)L RTIET 74V MEEER L £,

s [FEFHAIREZR R~ P U —72 (Available Network) ]: R RILEZNLTT RRZ AL XENDLF Y hTU—
7 BT 57202, WOFIEEZFATLET,

CH LR Y NI =2 AT =y FEBIMT I, T 220 v 7 LET, KOEMEANLE
KR

« [4A1 (Name) ]: 4A1& LCHUB Tunne IP & A LET,

o[> FU—2% (Network) ]: [ AL (Host) |47 aZ&@ERL, "AKMIP LT
198.48.133.81 - A1 L £7,
o [fR1F (Save) 127 U 7 LET,

s fERATREZ2 %~ F U —2  (AvailableNetwork) 17 4 —/L ROMFBET Y 7IZHUB & A LET,
FLBMENTzxy NU—2 47 V=7 b (HUB Tunnd _IP) RERENET, 2047V =
7 NEBRINLUTCHEEM (Add) 127V v 7 L, EBRLEZRy b7 —72 (Selected Network) |V
A MZBMLUET,

s [ AHEZ2 R~ h U —72 (Available Network) ]~ . —/L KOZET U 712 Corporate & AJj L
£7, Corporate LAN Ry NU—IFT7 V=7 RERINET, ZOFT V=7 MEERL
THEM (Add) 1 #27 Uy 27 L, [BRLZ*>y hU—7 (Selected Network) ] U A MZiBIML
i‘j‘o

c[OK] &7 U v 7

[V 7 (Area) ] ¥ ZIATHNEBIMSNET,
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NGFW1

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP VTEP

. 3 Process 1 ID
Manage Virtual Routers G
OSPF Role:
Global v — —_—
Internal Router ) Enter Description here Advanced
Virtual Router Properties
Process 2 ID
ECMP
BFD OSPF Role

Enter Description here

OSPF

OSPFv3
Redistribution InterArea Filter Rule Summary Address Interface

EIGRP
RIP

Policy Based Routing OSPF Process Are: AreaType Networks Options Authentication

v BGP
|1 1 normal HUB_Tunnel_IP... | false none

IPv4

ATY 10 [R1E (Save) |22V v 7 LT, "7/ —K®DOSPF REEHRFELET,

AHR—%4 /J— KTOH 0SPF DRTE

ATY TN AKR—7 ) — RERET DX, [T A (Devices) >[7 /31 AEEL (Device Management) ] % 3R L,

NGFWBR1 / — Ro [fifE (Edit) ] (#/) 7424227V v7 LET,
ATY T2 [A ¥ —T7xAA (Interfaces) 1 ¥ 7 C, WOFNEEFEITLET,

o« AR— 7 RETURNC/ER SN Tunndl 4 > ¥ — 7 = A ZADOZFHEMEFER L £,

« DIEMZAERR & 372, Tunnell O IP 7 R L& & U CHERET % Loopbackl A > % — 7 = A A DFEM A fifgid

LET,

ATv 73 [Routing] 27 Vv 7 LET,

ATy T8 FEMONSARNVTIOSPFl 227 ) v LET,

ATw TS5 [Fat Al (Processl) | F v /Ry 7 ZA%A N2 LT, OSPF A VAZ L AEHMMILET,
AT9 76 [TVT (Area) 1 ¥ 7 %27V v 7 LET,

ATvFT B (Add) 1227V v 27 LET, [T OEM (AddArea) | ZA TRy 7 ARERENET, 7

TA— IV REEHLET,
«[OSPF”'mt& A (OSPF Process) |: 7u&®AID & LTI1&ERLET,
[ VU7TID (ArealD) ]: 251 THDHZ & a2MERL LT,
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BODT7 44—/ RTIET 74/ MEZEFERLET,

o [fEFATREZR R >~ R U —7 (Available Network) ]: F > R ZNLTCT RARAX A ZENDFy hT—7
BT 272012, WOFIEEFIATLES,

H LRy NI ATy FEBINT AT, T &2V v s LT, ROFMEAST LE
+,

* [4HT (Name) ]: 4Hi& LT Spoke Tunnel_IP & AL £,

s [Fv FU—2 (Network) ]:[H& A (Host) A7 a & RL, RARIP & LT
169.254.20.1 & AT L £,

< [fR1F (Save) 127 U v 27 LET,

s [EHFIHEZR R v U —7 (AvailableNetwork) ]~ 4 —/LV ROMRFEET Y 712 Spoke & AT LET,
mLLBmEni=xy NUV—2747 =7 & (Spoke Tunnd_IP) NFE/RENET, 2047 V=
7 NEBINLUTHEM (Add) 127 Vv 27 L, BRLZZFRY hT—72 (Selected Network) ] U A
MZBIL £,

o [ AHE72 % >~ h U —7 (Available Network) ] 7 4 —/L ROME =Y 7IZ Branch & AH L ¥
3, Branch LANXR Y NU—2 A7 V=7 "RFRENET, ZOF 7V =2 FAER L THEM
(Add) 1#27 U v 27 L, [BRLZ=*r> hU—7 (Selected Network) ]V A MZBIML FT,

c[OK] &2 Y v 7
[ VU7 (Area) | # 7IATNBEMSIVET,
GFWBR1

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP VTEP

. ™3 Process 1 ID
Manage Virtual Routers @
OSPF Role:
Global — ——
Internal Router v Enter Description here Advanced
Virtual Router Properties
Process 2 ID
ECMP
BFD DSPF Role
Enter Description here
OSPF
OSPFv3
EIGRP Redistribution InterArea Filter Rule Summary Address Interface
RIP
Policy Based Routing OSPF Proces Area ID Area Type Networks Options Authentication
1 1 normal Spoke_Tunnel... false none
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B oexavro—nKys—ozE

ATY T8 [#RTF (Save) |27 U v 27 LT, AKR—2 /) — KD OSPF X ELRGTFLET,

FHEZX AL cAO—J)L RKY S —DRFE

BEATT DA, NGFW1 / — K& NGFWBRL / — RO VTIA % —7 = A A3, Tunnel_Zone
LD FAULDFFNTET LY — B T BTV D Z L AR L E T

[R VU — (Policies) [>[7 7 & A%l (AccessControl) JIZBEILC, 77&AXA a2 ha—/L
RV —ZMRLET, PRV EDBO VPN T 7 ¢ v 7 ZFFa[ T 5I21E, N7 & AKR—
JDOWGTTROT 7 A ary ba—L R S —28HTH0ER™NHD £3,

*NGFW1: 7 /— K (NGFWI1) 727 %&A a2 ha—/L K —

e JSUFOTFHY R FAO—)L: AFR—2 /—F (NGFWBR1) OT7 7& A ar bu—
LR —

RFYT1 ~T /) —FK (NGFW1) ODACKY > —%imE+T H121%, [fWE (Bdit) | (F) 71420220y 7 LET,
ZOERBICERT HMEN S HPEFONL— /TR D E R TT,

» Allow-To-Branch-Over-Tunnel

* Allow-To-Corp-Over-Tunnel

1. Allow-To-Branch-Over-Tunnd RV > —Z#wE+ 2121%, [fRE (Bdit) | () 71422270 vs L
£7

2.

[V —> (Zones) ]# 7 C, Tunnd_Zone% fsE L C®IN L, [4E85tY — 2 %iBI (AddDestination Zone) ]
27y LET,

n ~ Editing Rule Allow-To-Branch-Over-Tunnel NGFW1 | Defaut @
v

Name |[Allow-To-Branch-Over-Tunnel | ﬁ Action | @ Allow B Logging % Time Range | None
@ Intrusion Policy | None
»
Q Zones Networks (2) Ports Applications Users URLs Dynamic Attributes VLAN Tags
—_—
Tunnel X | Showing 1 out of 11 Selected Sources: 2

Selected Destinations and Applicati... 2
=| 2 Tunnel_Zone Collapse All

Remove All  Collapse All Remove All

ZONE | v 1 object

ZONE | v 1 object
InZone1 3

NET v 1 object
Corporate-LAN

NET v 1 object
Branch-LAN

+ Create Security Zone Object

Comments

[l Cisco Secure Firewall TD TS5 > F & & U WAN D& sR4E 0 5 Rl
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THERXR Ay rA—LKRY S—DERE .

3. [#EA (Apply) 1227V v 7 LT, L—EHEEFELET,

4. Allow-To-Corp-Over-Tunnel RV > —Z#RES 5121E, [fRE (Edit) 1 () 7422270 vr L%
ﬁ—O

5 [V —Y (Zones) 1% 7 T, Tunne_ZoneZ 3 L CE#IN L, [EFLY — 2 %iBI (AddSource Zone) ]
Vw7 LET,

n < Editing Rule Allow-To-Corp-Over-Tunnel NGFW1 | Defaut @

Name | |Allow-To-Corp-Over-Tunnel L Action | @ Allow B Logging B Time Range | None
@ Intrusion Policy | None By File Policy | None
»
Q Zones (2) Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
—
Tunnel X | Showing 1 out of 11 Selected Sources: 2 Selected Destinations and Applications: 2

=| & Tunnel_Zone Collapse All Remove All  Collapse All Remove All

ZONE v 1 object ZONE | v 1 object

3 InZone1

NET v 1 object NET v 1 object

Branch-LAN Corporate-LAN

+ Create Security Zone Object I:I -
Comments Cancel m

6. [HH (Apply) 1227 VU7 LT, »IAEREFLET,
7. NGFWI1 CTHF SNV — NV Z iR L ET,
8. [f&7F (Save) 1% 27V v 7 LT, ACKRY v—%ERIFLET,
9. [T/t Aa hu— LR —FEIZRS (Return to Access Control Policy Management) | %2 U v 7
LT, RUVI—_R—=VIZREV ET,
RTFvyFT2 AF—2 7 —FK (NGFWBRI) O AC RV > —%&fmET DI, [fWE (Ediy) | (F) 742422007
LET,
Z OB CTHRET DMEN D D —VITIRO LB TT,
* Allow-To-Branch-Over-Tunnel

« Allow-To-Cor p-Over-Tunnel

1. Allow-To-Branch-Over-Tunnd KV > — %R+ 2121%, [fRE (Bdit) | () 7A4ar%2270v7 L
F7

2. [V —Y (Zones) | ¥ 7T, Tunnd_ZoneZ % L CE#IN L, [Bf5CY — 2 %BI (AddSource Zone) ]
7 Vw7 LET,
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. FHOERarrO—)LRYS—DRE

ls
AN
Editing Rule Allow-To-Branch-Over-Tunnel Branch Access Control | Default @
Name  [[Allow-To-Branch-Over-Tunnel | | % Action | @ Allow | B Logging ON iy Time Range | None | B
@ Intrusion Policy | None Select Variable Set v B File Policy | None
L] »
Q Zones (2) Networks (2) Ports Applications Users URLs Dynamic Attributes VLAN Tags
—_—
\ Tunnel X | Showing 1 out of 11 Selected Sources: 2 Selected Destinations and Applications: 2
(=) s% Tunnel_Zone (Routed Security Zon. Collapse All Remove All  Collapse All Remove All
ZONE | v 1 object ZONE | v 1 object
&% Tunnel_Zone InZone
NET v 1 object NET v 1 object
Corporate-LAN Branch-LAN

+ Create Security Zone Object I:I

Comments ~ Cancel Apply

3. [#H (Apply) 122U v 27 LT, V= ERFELET,

4. Allow-To-Corp-Over-Tunnel & U > —ZfmET 5121%, [fife (Bdit) | (£F) TA4avzr 0y s LE
7,

5 [V'—Y (Zones) 1% 7 C. Tunnd_ZoneZ MR L CEIR L. [Fic — 2 %B (AddDestination Zone) ]
27y LET,

Editing Rule Allow-To-Corp-Over-Tunnel Branch Access Control | Default @
v
Name ‘|AIIow~To»Corp—Over-TunneI| n Action ‘OAIIow B Logging ON Iy Time Range | None
@ Intrusion Policy | None Select Variable Set v
4 »
Q Zones (2) Networks (2) Ports Applications Users URLs Dynamic Attributes VLAN Tags
—_—
‘ Tunnel X \ Showing 1 out of 11 Selected Sources: 2 Selected Destinations and Applicati... 2
(=) &2 Tunnel_Zone (r Collapse All Remove All  Collapse All Remove All
ZONE | v 1 object ZONE | v 1 object
InZone +% Tunnel_Zone
NET v 1 object NET |'& 1 object
Branch-LAN Corporate-LAN

+ Create Security Zone Object I:l -
Comments ~ Cancel Apply

6. [WH (Apply) 1227 VU7 LT, »AEREFLET,
7. NGFWBRI CEAF SN2 — NV EHERLET,

. Cisco Secure Firewall TD 75 > F & & U WAN DR D A1
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zzorn [

8. [IRfF (Save) 1227 VU v 27 LT, ACRI > —ZRIFLET,

5% TE D B

ATy I

ATy T2
ATvT3

ATv74

FTRTORENTET LIeb, FHHRT NA ZITHRE 2 R L3,

Management Center A = = —/3—"C, [ (Deploy) 1% 7 U v/ LEd, BEBHMERNTT L TNDLT /A
ADY A NDBERRINET,

TEDEE 2 R4 5 NGFWBRI & NGFW1 ORICHAF v 7Ry 7 A A2 LET,

[EBH (Deploy) 1% 7 U w27 LET, BB (Deploy) 1 ¥ A7 7Ry 7 ZATRMAMN 5T (Completed) ]
b~v—07 ENDHETHRLET,

BT AIERICET AT —OBER VAT ML > TGRS 25E1E. [#REE=F — (ValidationErrors) ]
F 71T [RFEOEE  (Validation Warnings) |7« & RVIZZORNFENRFERINET, BRALFEMERRTH
\Z1X, [FRRE™ 7 — (Validation Errors) | F721% [MRFED#E  (Validation Warnings) |V > 27 %27 U v 7 L%
D

WOBIRERH Y 7,
« JBBHOHEAT (Proceed with Deploy) | : B IRBEZ MR TITEHZFITLET, VAT LR T —%
RLTGEITHIT TE EE A,

*[FAC% (Close) ]: BEHETICHK T LET, =7 —BXOERRELMI L, REOFHREMZMAITL
\i‘g_O

VPN FoR)LZENLEZRS D099 70 —DMER

VPN b o U2t U TR OFER Z TV E T,
s[4 FREVPN (Siteto-siteVPN) | 92 a/R—FTO R RILAT—2 ZDHER

1. VPN RN L T THRTHD I L 2RI 57201, [ (Overview) ]>
[# > 2R — K (Dashboards) ]>[? A KMEIVPN (Site-to-site VPN) ] ZiER L £7°,
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BALFIVORBRURILADE—TIAR (DVT) EFEALETSUFAONTAOBEENERE |
B v roxnEnLE ST v s To—0mR

Flrewall ,Manageme[]'tc;?m:er Overview Analysis Policies Devices Objects Integration Deploy Q d‘ & 0
—
[ ¥ Device NoFW1 x X Select X ‘ Cancel Refresh every
Tunnel Summary Node A Node B Topology Status
NGFW1 (VPN IP: 198.18.133.81) NGFWBR1 (VPN IP: 198.19.30.4) | Corporate-VPN Active

100% Active
1 connection

Topology
Name L]

Corporate-VPN 0 0 lIl

2. NGFWIL IZh— Y vExzHEbEET, [TXTOFEHEZZFEK (View Full Information) | 7
A 2N NGFWI1 OF{ICE RIINET,

3. [TRTCOMFEHEFKR (View Full Information) | 74 2> %227 U 7 LET, b
DFMMEBIMOT 7 v a B A RRA URERINET,

4. B A RSO [CLIOFEM (CLIDetails) | %7 %227V 7 LET,

5 [t=—0&HK{t (Maximize View) %27 U v 27 LT, IPSectFX =7 4 7V xT—
Ta oAz, RIS NIEF AT e IRy J AERRLET,

6. XA T OTRy 7 AD FEIZH % show 2~ FOCLIZREBT 2 &, 7734 2D VTI
A B =T 2 A FRTEET,

Tunnel Details

Summary

Node A (198.18.133.81/500) ) 2 Node B (198.19.30.4/500) [}
L 4 4.69 KB (4804 B) 4.86 KB (4972 B)
6.07 KB (6212 B) 5.94 KB (6084 B)
IPsec Security Associations (1)

NGFW1 (VPN Interface IP: 198.18.133.81) NGFWBR1 (VPN Interface IP: 198.19.30.4)

show crypto ipsec sa peer 198.19.30.4 = show crypto ipsec sa peer 198.18.133.81
peer address:| 198.19.30.4 peer address: |198.18.133.81
interface: butside_dynamic_vti_1_val interface: butside_static_vei 1

Crypto map tag: outside_dynamic_vti_1_vtempla Crypto map tag: _vti-crypto-map-Tunnel1-0-1

7. [FAC% (Close) 1% 7 U w27 LT[FR/VOFEM (Tunnel Details) |7 1 > K7 & #
TLET,

. Cisco Secure Firewall TD 75 > F & & U WAN O RL D E R HI



| 453V IRBrURLADE—TIAR (V) EHEALETSUFHENT~DOBEOHRL
VPN FoaLERLE RS 70w 7o—okR [

e NT/)—RETSUF/—KFTDIL—T 4 2 DFESR : OSPF /L— F A NGFW1 B LW
NGFWBR1 / — RFTELL FEHENTWAZ L2 HRTLH-DIC, ROFIELFEITLE
9,

1. [T/31 A (Devices) |>[7 /31 A& (Device Management) ] iR L £ 7,
2. NGFW1 Zf#ET 572010, [t (Edit) | (£ 7A14arvzr) vy 7 LET,
3. [T/ A (Device) 1 #7527V w7 LET,

4. [2#% (General) | H— KD [CLI| A% > %27V v27 LEF, [CLIO T T/ =— b
(CLI Troubleshoot) 17 ¢ > RUMNERIINLET

5. [~ F (Command) ] 7« —/L RiZshowroute & AJJL, [FE1T (Execute) ] %7
Uy LET,

6. NGFWI1 / — FT/— h&fER L, ROKNIRT L D12, AR—27 O VTIIP
(169.254.20.1) @ VPN /b— k & Branch LAN (198.19.11.0/24) @ OSPF #& /L — h %
e L £,

CLI Troubleshoot X

>_ Command = Execute | @ Refresh | [ Copy Device: | [ NGFW1 7

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 198.18.128.1 to network ©.0.0.0

S 0.0.0.0 0.0.0.0 [1/0] via 198.18.128.1, outside
S 11.11.60.0 255.255.255.0 [1/0] via 198.18.133.60, outside
v 169.254.20.1 255.255.255.255
connected by VPN (advertised), outside dynamic_vti 1 val
198.18.128.0 255.255.192.0 is directly connected, outside
198.18.133.81 255.255.255.255 is directly connected, outside
198.19.10.0 255.255.255.0 is directly connected, ini@
198.19.10.1 255.255.255.255 is directly connected, inie@
198.19.11.08 255.255.255.0
[116/1572] via 169.254.20.1, 00:19:39, outside_dynamic_vti_1_val
198.19.20.0 255.255.255.0 is directly connected, in2@
198.19.20.1 255.255.255.255 is directly connected, in2@
198.19.30.0 255.255.255.0 [1/0] via 198.18.133.63, outside
198.19.40.0 255.255.255.0 [1/0] via 198.18.133.64, outside

198.48.133.81 255.255.255.255 is directly connected, Hub_Tunnel IP

7. NGFWBRI1 / — R LTAT v 72 ~5%2#0RLET,

8. NGFWBRI / — R Tl— bR LET, ROKIIRT L IIZ, ~NT D VTIIP
(198.48.133.81) 33 L U Corporate LAN (198.19.10.0/24) D3 S j17= OSPF )L— %
B LET,
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B v orvsnLErsTr v Tn—omR

CLI Troubleshoot x

>_ Command — Execute | @ Refresh | [ Copy Device: | [NGFWER1 v

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.19.40.64 to network ©.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 198.19.40.64, outside2
[1/@] via 198.19.30.63, outside3
169.254.20.1 255.255.255.255 is directly connected, Spoke_tunnel IP
198.18.128.0 255.255.192.0 is directly connected, outside
198.18.128.81 255.255.255.255 is directly connected, outside
198.19.106.0 255.255.255.0
[116/1572] via 198.48.133.81, 00:22:52, outside_static_vti 1
198.19.10.100 255.255.255.255 [1/@] via 198.19.40.64, outside2
[1/@] via 198.19.30.63, outside3
198.19.11.8 255.255.255.0 is directly connected, inside
198.19.11.4 255.255.255.255 is directly connected, inside
198.19.30.0 255.255.255.0 is directly connected, outside3
198.19.30.4 255.255.255.255 is directly connected, outside3
198.19.40.0 255.255.255.0 is directly connected, outside2
198.19.40.4 255.255.255.255 is directly connected, outside2
198.48.133.81 255.255.255.255
[110/1563] via 198.48.133.81, 00:22:52, outside static_vti 1

cAR—D /) —RENT /) —FOEBERICHIPRESNRXY FT—IBD ST 49 D
WKSTBR UV —7 A7 —3 3> (198.19.11.225) a2 A L, NGFW1 OE#%ITH DR A
k (198.19.10.200) (& SSH#EE LE9, FA MIIEWIZ SSHEEHR TE D Z 2R L FE
—gqo

EARNVEEFRALEISUOF/ —RERR—Y / — FORDEHGROHER
1[04 (Analysis) 1> [#&A <> b (Unified Events) ] Z N L £,

2. HE vy h—%MHLT, [VPNT 27 3> (VPN Action) ], [E'7 D54k (Encrypt
Peer) |. [E7 D1E%5 (Decrypt Peer) ]. B LW [HISIA > % —7 =1 A (Egress
Interface) ] DFIZEML £7,

[l Cisco Secure Firewall TD TS5 > F & & U WAN D& sR4E 0 5 Rl
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2K—5 /) — ROy s Ty I 48— 1 20EE |

3. WOMIZART LI, FHLWAIE | [FEEAR— FMICMP=— R (Destination Port/ICMP
Code) ]\ [TZ7tEA=a> hu—//L—/b (AccessControlRule) ], [T 7 Aar fr—
JLAR YU 2 — (Access Control Policy) ], 38X O[T /34 A (Device) | D% I~ 2 T
YA AEHELET,

Overview  Analysis  Policies  Devices  Objects Integration Deploy Q @ #& @ adminv e

1, Firewall Management Center

Q Search %t X || Refresh

@ Showing all 31 events (5 24 O 7) + I 2023-07-05 03:30:44 EDT — 2023-07-05 03:32:45 EDT 2m 1s. Go Live
Destination Port/ ~ Web Access Access Control Egress i,

Time Event Type Device VPN Action DecryptPeer  Encrypt Peer i

ICMP Code Applicatior ControlRule  Policy Interface

> 2023-07-0503:31:43 QO F 57406 / tcp

23-07-0503:31:40 | & Co 22 Decrypt 98.19.30.4 in10
|| 202 0705002140 | e I S W 19112 | |

503:31:38 6 Connection | | 80 (http) /tcp | Microsoft | Allow Outbou... Branch Access

4. WKST BR 22 HEERAKRR b~D SSH #fil ’E@LT%%N“/ NERRT DI, [585k
A— KFICMP=— K (Destination Port/ICMP Code) ]%!C[22 (ssh/tcp) (22 (ssh/tcp)) ]
DITEBIRLET, ORI X1z, outsde_statlc_vt|_14’ VH—T 2 A A&
L7- NGFWBR1 T [l 24t (Encrypt) |7 7+ 3 > D2, NGFW1 TO [ 5

(Decrypt) 17 7 2 a i T EIZHEBE LT ZENY,

AR—=D /) —=FTONYITINTINA 2 Z—T (R
DERTE
Cisco Secure Firewall Threat Defense (%, /L — hX—2Z (VTI) VPN O/ X7 T 7 K~ RO

REEZYR—=FLET, T4~V VIIN T T 4 v I Z2N—T 4 7 TERWVEE. VPN
NOKT T4 o713y 7T FVTIEZ N LT hrRY v 7 EnNE4,

ATYF1 [T/314 & (Devices) 1>[VA FHEIVPN (Site-to-site VPN) ] Z R L. % E SN/ VPN O VPN bR
VEFRL, [WE (Edit) 1 (F) TAarE2Y v LET, [VPNhRe POffEE (Edit VPN Topology) ]
U4y RURKRINET,

ATFw T2 [AR—2 7 —1F (SpokeNodes) |2+ 2T, NGFWBR1 / — Ko [fFte (Edit) ] (£) 7A 2%
Uv 7 LET, [Z2 RRA v bOFREE (Edit Endpoint) | XA 70 7Ry 7 ANFRENET,

ATF9 T3 [Ny 7T v 7VTIOENM (AddBackup VTI) (V> 27 %27V v 27 LT, A% U VTI b rAZEML
FT, 2OV I BV ITHE, [Ny I T v FVTL (Backup VID) &7 v a v BERRENET,
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B 2%/ —rconvsryIars—Tz120%%E

Edit Endpoint (%]

Device:*
NGFWBR1 v

Static Virtual Tunnel Interface
outside_static_vti_1 (IP: 169.254~% | 4

nn Irce je Edit VTI
Tunnel Source IP is Private

Send Local Identity to Peers

Remove

Virtual Tunnel Interface:*

Tunnel Source IP is Private Edit VTI

Send Local Identity to Peers
Additional
Configuration
Route traffic to the VTI
Permit VPN traffic

» Advanced Settings

| Cancel ‘m
ATy T4 (KA b A X —T A A (Virtual Tunnel Interface) | K2 v 7 X VA NORIZHD [H1 &7 U v
J LTH LW VT ZBML E9,

AR b A v 2 —T = A ADiEN (Add Virtual Tunnel Interface) | %A 7 0 7R v 7 ANFE RS, K
DFERANESNZT 7 4V FRERTREINET,

s [Fo v H A7 (Tunnel Type) JIZIX[AFZ T 4 > 7 (Static) ] AAHEIZ AN SNET,

« [4 A7 (Name) ]I <tunnel_source interface logical name>+ static_vti +<tunnel ID> & L CHEIA S &%
9, 7= & 21X, outside static vti 2 X720 7,

«[£%) (Enabled) | F = v 7Ry 7 AIT 74/ FTHAAZ/RY 7,
s [BEX¥=VUT 4> — (Security Zone) ] Ku v 7% 72U A KD [Tunnel Zone] % i8R L £,
s[> VID (Tunnel ID) ]i2iE, 2 DfERHEIATI S NVE T,

s [N RNADFEFEIL (Tunnel Source) | Ku v & 7 U & f)v6 [GigabitEthernet0/3 (outside2)
(GigabitEthernet0/3 (outside2)) | ZiBIR L £9, TOMUZH D Fu v 7 X7 U A D, outside3 A
VH—=T A ADIPT R AL LT[198.19.40.4] IR L £,

s [IPsec b > % /LE— K (IPsec Tunnel Mode) (%, 7 7 # /L F TIX IPv4 [TRRESINE T,

«[IP7 KL A (IPaddress) ]iX. A¥7 4 v 7 IPT7 RUAEZIIEHA P OWTTT, L—7 Ry
I ALE—=T A ANOFFIIA =T =2 ADERAPERET D L 2BRDOLET, L—T Ny
I AVE—=T oA AZBMTHITIE, Fry T XU R MG [V—7 73y 271 (Spoke Tunnel IP)
(Loopback 1(Spoke Tunnel IP)) ] Zi#IN L F 7,

[l Cisco Secure Firewall TD TS5 > F & & U WAN D& sR4E 0 5 Rl



| 47 3voERBF RLADE—TAR (DVI) 2FEALETSVFHLNIT~OBIENHRIL
TSATUBEUEH VT YVIIA 28 —T 4 XD ECMP V—> 0z [

[OK]Z727 U w27 LT, VIl ZR1{FLET, VIIDEFIHER SN Z L2 MHERT DA vE—IUDRERRIN
E I (0) SR

N 7T v INTIA »Z—7 = A A7) [outside_static vti 2 (169.254.20.1)  (outside static vti 2(169.254.20.1)) ]
ICRESNET,

ATYTE [OK] &2V v 7 LT, AR—IRELRMFELET,

ATYyT6 [fR1F (Save) 1227 U v 27 LT, VPN FAR B VERAFELET,

T53A4ARVELUVCEAEFIVVNTNIA L EZ—T A AD
ECMP YV —> DEE

VoI DINEME VPN b T 7 4 w7 Du—RKNNT o T DD, T7I530F ) —RKDTT
A<=V BIEHI A IVDAET 4 I VTIA X —T 2 A ATECMP Y — V2R ELET,

ATY T [TINA R (Devices) 1> [T/\f4 RAEHE (Device Management) ] Z3##R L, Threat Defense 7 /31 A
(NGFWBR1) #imf# L £7,

ATw 72 NGFWBRI DA > X —T 24 AL 2a—T[—T 17 (Routing) | ¥ 7 %27V v LET,
ATYv T3 [ECMP] %7 VU v/ LET,

ATy T4 [Add] 227V v 7 LET,

ATw 75 [ECMPDEN (Add ECMP) 1R~ 7 AT, ECMP ¥ —> D4EINIZ ECMP-VTI & A LE T,

RT9T6 A ¥ —7 A AEEMNT DT, [(HBEHFEERA % —7 x4 A (Available Interfaces) ] R v 7 AT
[outside static vti 1] & [outside static vti 2] DA X —7 = A ZA%ZER L, BN (Add) 127 Vv 7 LZE
j—O

Add ECMP 9 X

Name

ECMP-VTI

Available Interfaces Selected Interfaces

outside outside_static_vti_1

a

inside outside_static_vti_2

outside2

outside3

ATy FT1 [OK] %227V 7
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B s =vrornewnosyroriomz

[ECMP] ~—\2, # L AERRE N2 ECMP YV — U N FER SN E T,
RTv T8 [fR1F (Save) 127V v/ LET,

T534) borILEREAUF) FORILDIESR

TIF ) —REeNT )= ROBODTF T4~ VII bl ZY VII F RO
FRREEN, BHLTWT, 77747 ThHdHZ LE2MRLET,

s[4 FREVPN (Siteto-siteVPN) | Y2 R—FTOD RO RILRT—2 ADHER

VPN F U FARBEBH L TWTHTH L Z & 2R T 572012, [MEE (Overview) >[4 v~
v aR— R (Dashboards) ] > [‘U‘/l’ N VPN (Site-to-site VPN) ] %R LjﬁTo

Firewall Management Center Overview  Analysis  Policies  Devices  Objects Integration Deploy Q €@ & @ [y admin~ i

Y Select x |[ Refresh | Refreshevery |5 minutes n

Tunnel Summary Node A Node B Topology Status Last Updated ~

NGFW1 (VPN IP: 198.18.133.81) NGFWBR1 (VPN IP:

NGFW1 (VPN IP: 196.18 NGFWBR1 (VPN IP.

100% Active
2 connections

Topology

Corporate-VPN 0 0

cNT)—=RETSUF/—RTOIL—T 4 T DRHER

1. [F/3 % (Devices) |>[7 /3 A& H (Device Management) | Z3E4R L £,
2. NGFWI1 ZfREd 27202, [fm% (Edit) 1742 %27 ) v 7 LET,

3. [F/A % (Device) 127 %27V w7 LET,

4. [£f% (General) | H—FD[CLI|ARHZ %27V v 27 LET, [CLIO T Ty a—h
(CLI Troubleshoot) 17 1 > RUMNEKRINET

5 [z~ K (Command) ] 7« —/V KIiZ show interfaceip brief & AJ1 L. [FEIT

(Execute) %27V v 27 LT, "7 DODVILWOIERRENIZF AT v 7B T 7 &
AA B =T xf AR RLET,

\)

GE)  NGFWBRL12 & & U VTS 2/ LT NGFWLIZHE+ 5 &
X2, [ U DVTI 2% Virtual-Access2 A % — 7 = A ARAER S
nEJ,

[l Cisco Secure Firewall TD TS5 > F & & U WAN D& sR4E 0 5 Rl
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CLI Troubleshoot

>_ Command: | [show interface ip brief =» Execute | @ Refresh | [J3 Copy Device: -

> show interface ip brief

Interface IP-Address Method Status Protocol
GigabitEthernete/e 198.18.133.81 CONFIG up
GigabitEthernete/1 198.19.10.1 CONFIG up
GigabitEthernetoe/2 198.19.20.1 CONFIG up
GigabitEthernete/3 unassigned unset administratively down up
GigabitEtherneto/3 unassigned unset down down
GigabitEtherneto/3.110 unassigned unset down down
GigabitEtherneto/4 unassigned unset administratively down up
GigabitEtherneto/4.200 unassigned unset down down
GigabitEtherneto/4.220 unassigned unset down down
Internal-Controle/e 127.0.1.1 unset up up
Internal-Controle/1 unassigned unset up up
Internal-Data@/@ unassigned unset down up
Internal-Data@/e unassigned unset up up
Internal-Data@/1 169.254.1.1 unset up up
Internal-Data@/2 unassigned unset up up
Management®/0 unassigned unset up up
Loopback1 198.48. 5 manual up up
Virtual-Accessl 198.48. . CONFIG up up
Virtual-Access2 198.48. - CONFIG up up
Virtual-Templatel 198.48.133. CONFIG up up
Virtual-Template2 198.48.133. CONFIG up up

6. NGFWBRI / — RIZH L TATF v 2 ~5%VIRL T, RORITTTLIHIC, AHF
TA I NTIA LV HZ—T 24 AD Tunnel B L Tunnel2 &K r L F 9,

CLI Troubleshoot

>_ Command: | [ show interface ip brief =» Execute | @ Refresh | []; Copy Device: | [NGFWBR1

> show interface ip brief

Interface IP-Address 0K? Method Status Protocol
GigabitEtherneto/e 198.18.128.81  YES CONFIG up

GigabitEtherneto/1 198.19.11.4 YES CONFIG up

GigabitEtherneto/2 unassigned YES unset administratively down
GigabitEtherneto/3 198.19.40.4 YES CONFIG up

GigabitEtherneto/4 198.19.30.4 YES CONFIG up
Internal-Controle/e 127.0.1.1 YES unset up
Internal-Controle/1 unassigned YES unset up

Internal-Data@/e unassigned YES unset down

Internal-Data@/e unassigned YES unset up

Internal-Data@/1 169.254.1.1 YES unset up

Internal-Data@/2 unassigned YES unset up

Management@/0 unassigned YES unset up

Loopback1 169.254.20. YES manual up

Tunnell 169.254.20. YES CONFIG up

Tunnel2 169.254.20. YES CONFIG up

7. [2~<> K (Command) ] 7 «—/v Fi{Zshowroute & AJJL. [EST (Execute) | &7
Uy 27 LT, B U VI F o RAOBENEDLV— FERRLET,
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CLI Troubleshoot

>_ Command: = Execute | @ Refresh | []; Copy Device: | INGFWBR1

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.19.40.64 to network ©.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 198.19.40.64, outside2
[1/@] via 198.19.30.63, outside3
169.254.20.1 255.255.255.255 is directly connected, Spoke_tunnel IP
198.18.128.0 255.255.192.0 is directly connected, outside
198.18.128.81 255.255.255.255 is directly connected, outside
198.19.10.0 255.255.255.0
[110/1572] via 198.48.133.81, 00:12:13, outside static_vti_2
[118/1572] via 198.48.133.81, 00:12:33, outside static vti 1
198.19. 100 255.255.255.255 [1/0] via 198.19.40.64, outside2
[1/@] via 198.19.30.63, outside3
198.19. © 255.255.255.0 is directly connected, inside
198.19. 4 255.255.255.255 is directly connected, inside
198.19. © 255.255.255.0 is directly connected, outside3
198.19.30.4 255.255.255.255 is directly connected, outside3
198. © 255.255.255.0 is directly connected, outside2
198.19.40.4 255.255.255.255 is directly connected, outside2
198.48.133.81 255.255.255.255
[110/1563] via 198.48.133.81, 00:12:13, outside static vti 2
[110/1563] via 198.48.133.81, 00:12:33, outside_static_vti 1

« 774~V (outside static vti_ 1) E&Hh %V (outside static vti_2) D)5 D
VTI T, OSPF #47 LT Corporate LAN (198.19.10.0/24) M I T\Wb Z &
ICERE LTSN,

« I A4~V VIL &k Ah XY VII O 5T, OSPF Z4r L CTDVTI k> %)L IP
(198.48.133.81) LFEHENTWVWAZ LIZHEELTLFE W,

e TSATY PRI EY U LEBEDEH T FURILAD T T — LA —IN—DFER

1. ZO#ITIE, B HY R RAADT 2 — L ——Z WGl 572012, 7 v 7 A
N —=ATFTNA 2T 72 A Y A N8 U C, F£721%, Management Center 7> 5
Threat Defense @ outside3 { ' X —7 = A A% % v hZ 7 LT, outside3 { > % —
Tz AANMBEFEINTA LV F—Ry MIANOIT U MU RENT 7 40 v 7 2R
THILT, Ny MAKESIZEEI T LN TEET,

N

G AV F—T=ARET Yy MU THERY MU= ITRER
HDPREMN D D70, T v FU—27 TRHLTIERD £
Ao

2. [VA FEIVPN (Site-to-site VPN) ] % v ¥ aR— KT, ROKIIRTLHL, 77
AV PR ZE T LTVET,
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i | ©
;-4 Firewall Management Center Overview  Analysis  Policies  Devices  Objects Integration Deploy Q @ £ @ admin~ gl
Y Select X \ Refresh Refresh every | 5 minutes n
Tunnel Summary Node A Node B Topology status Last Updated
NGFW1 (VPN IP: 198.18.133.81) NGFWBR1 (VPN IP: 198.19.40.4) Corporate-VPN Active 2023-07-05 11:32:11
. GFW1 (VPN IP- 198.18.135.81) T (VPN IP: 198.19.50.4) = in -07-05 11
50% Active NGFW1 (VPN 98.18.133.8 NGFWBR1 (VPN 98.19.30. Corporate-VPN © Inactive 2023-07-05 48:00
1 connection

50% Inactive
1 connection

Topology

Nam )
Corporate-VPN 1 0 1

3. TI3U0TFNNT~DINTFT T 4w BB LET, WKSTBRY—7 A7 —3 3 IZ
7 AL, NGFW1 OE#%IZH DA A MTSSHE LEJ, A MIIERIC SSH #
MCEHILA2MHELET,

4., HMEANV NEa—TEHEHLT, NI 740 v 7 OMN AN AEZMBLET,
1. [4o#T (Analysis) 1> [#G& A <> b (Unified Events) ] @& L £,

2. Iy h—%MHL T, [VPNTZ a3 (VPNAction) ]. [E7 DKt (Encrypt
Peer) |, [E7 D1E % (DecryptPeer) . BIL O [HNA ¥ —7 AR (Egress
Interface) ] DFIZ B L E T,

3. WOKNIFAT LI, H LWL [5E5E4HR— MICMP=2— K (Destination Port/ICMP
Code) 1. [T 7 &A=z hr—/LL—)L (Access ControlRule) ], [T 7 &A=
ha—/LARY > — (Access Control Policy) ]. 3L [7 /341 A (Device) | DI %
WAL THARAEHELET,

Firewall M?n§9§ment Center Overview  Analysis  Policies  Devices  Objects Integration Deploy o € % @ v
Q Search XX
@ Showing all 102 events (6 101 B 1) + 1% 2023-07-05 10:52:50 EDT — 2023-07-05 11:52:50 EDT 1h
Time Event Type pesuuacey Ront/3[fAccess Access Contral pevice VPNAction  EncryptPeer = DecryptPeer Egress Interface
ICMP Code Control Ruls Policy
> 3 (Port unr
> Co 443 (https
> 0 File 58273 / tcp
> C 443 tcp | Allow Ou
> 443 (https) /tcp | Allo
> 22 ( tcp Allow-To
, o] [ S e |
> 80 (ht CF Allow Outbou..| Branch Access
> 3-07-05 11:50:43 6 Connection 443 (https) / to

SSH ONGFWBR1 TOH A v Z—T = A A (R—122) NEDLZV A H—
7 x4 A (outside static vti_2) & L TERINDH LI TR Z LIZiERELTL
720N,
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FAFIVORBRURILAVE—T AR (V) ZHEALETSVFHADNTADBENHERL |
B —rx—=zowNroxiorsILea—F00y

IW—FR—=ZXDVPN F O RILD STV a—TFTa 0T

BBAf%IZ. ¥k CLI Zfff L . Cisco Secure Firewall Threat Defense T /L — hX—Z D VPN
h RVCBET AEE T Ny S LET,

\}

GE)  FEB@EREE O Threat Defense 7 /XA A T debug 2~ > FE2FITTH5A1E. HEL THDTL
PEN, TRAATIESERT AN T UL ERETE D20, dEle 23 Thoh 5 e
HERH Y E9,

B CLIa<w> R

HBEDOET OS5 H%hc39 % |debug crypto condition peer <peer-l1P>

AR R v FA v B —T = A AEH A5 /3 | debug vti 255
735

IKEv2 71 k= LR k5 #2725 % |debug crypto ikev2 protocol 255
FRyIT D

IKEV2 75 v b7 #— L@ 5 97 3 3 |debug crypto ikev2 platform 255
VETNTTDH

— R IKERS @D T Y7 3 g %53 | debug crypto ike-common 255
7T 5

IPSec D T W7 v 3 v &5 /3y /4 % | debug crypto ipsec 255

BEE!) Y —X

1)) —2Z (Resource) URL

Cisco Secure Firewall Threat Defense U U — % | https://www.cisco.com/go/firewall-release-notes
/—h

T RTOHERE & FEIE S 7-HERE http://www.cisco.com/go/whatsnew-fmc
Cisco.com ® Cisco Secure Firewall http://www.cisco.com/go/firewall

Cisco.com D~¥==7 /)L http://www.cisco.com/go/firewall-docs
YouTube _® Cisco Secure Firewall https://www.youtube.com/cisco-netsec

Cisco Secure Firewall Essentials https://secure.cisco.com/secure-firewall
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==
=% =R

AL AA—Y FTOER
(DIA) ZFERBAL-TI0FhbA 32—
Y RANDT7ITVr—3 0 S T4 Y
JDIV—T 429

ZOBETIE, 2OOMMBIEAHFEHLT, XAV M A Z—%y N T 7R (DIA) DOEEH
PRIGRIZOWTEHE LB LET, FEHAFITIE, > F VA4, Xy hU—7 hRr Y, X2 |
T T 4 A, BEORHREFIZOWTH LA LES, £, O—ALVAREADTDO
WFE e Ry —= ROFIAL ML 7,

cHAVI N AUHE—Fy N TI7EA (36—)

« I (38 =)

o ZOMHABIORE (38 N—)

HAVI P AVH =R N T I EADaAKR—F F (38 X—)
RANTSZ I T4 A (39 —)
 BifESRM (39 ~—2)
T VA L RRARE=F VT EERM LW A LI N A —3y N T 782 (40

)
e F VA2 RRE=H ) T EFER LAV AU A= N TR (43 X—
)

« [EFE I A7 DNS — "— DK E (46 ~—7)

e A UH—T = A ADEENANLORE (47 <X—)

« ECMP ¥ — > DIERL (48 ~—Y0)

B XA NARZT 4y )— FORE (48 X—3)

e RAF=R Y T OHFE (49 2—2)

« YouTube DILIE ACL 72 =7 FORE (49 _—)

s Webex DYEIE ACL 472 =7 FOFE (50 ~<—)

* YouTube DR U 3— R_R—=RA )L—F 4 7 R T —DFE (51 2—)
e Webex DR ¥ — R—=R JL—F 4 7 KR —DORE (52 3—)
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BALY R AVE—2y b 7U+ER (DA) £FEALETSUFNLAUE—RY bADT TUS—2aY k3749 90L—F425 |
B sorqvs—2ur7oex

e Webex DXRAE=X ) U TR LIERY) o= R—=2 —FT 4 VT R —DORE (53
~—)

REDRER (54 ~—)

TV —ay NI T 4 v Tua—0OER (55 3—)

ARV = R—=AN—TFT 4 VT DE=H—E N T TN a—T 47 (573—2)

s BE Y Vv —2 (60 R—)

AL AV EA—2 N TOER

TIUBNA I R=a Nl LY, BEVRADEE, ala=r—rar, BEKEOSLVEY
DHFEPEEINTHET, ad7R L —var b AFv—2 7 AR T A% A LT HTE
OOFHLWT TV r—rar&T s ) ad—ER S L, maTiE ORI IE 22 #0832
o TWVET,

XDy FI—Y DEE

EROF Y NU—Z BT, YA NOBERT AT U=V ERHALT, B—A 2 —
P T Fa—PF— |2 eFaTRT7 BRI L TOEST, 207 —FT7 7 F ¥ TlIHL
BRI SN E TR, ITRXTCOA X=Xy NN T 74 v IR SN T 7 4 v
7 & L CVPN by pUEEH CHRY A MIEREINDTZD, 2Ny FOBE, Fay ' B
SOV —BRELET, I, ZOFRy NU—71F, BRI EEMR XY hU— 7 FHIC
B 5@ a A b EFHBRIEOM R & W ) BEICE ICER L TW\WET,

fRIRAE

IO OMEETRT A FIED 1 DT, XA VI Ay E—%y h T 27X (DIA) %
3% Z & T9, DIAX. CiscoSecureFirewall D7 J F OB EED 2 o R—% 2 N TT,

DIA TiE, Y v—~—2A—F (7 (PBR) BEMASHET, DIAIE, 77V r—ay
WA —T 4 7 E BTN E T,

DIA hARBE Y TIE, DS LOT TV r—vay T T7 4 v IR, X —Fy MNIER
N—T 4 T INDID, Kft~DA v Z—FRy MNERNT T 4y 7O Y > 7 ORI A]
WETE F4, 7T L F D Cisco Secure Firewall Threat Defense X, £ > F—F% > b A4 7Y > b iR
AV PEFEALTRESNET, ANIA v F—7 24 ATPBRARY —0wH S, JEET
Ay ha—/LU R RNTCERBINET Y r—a NS0T AT 7 40 v 7 BNilkBl &N
9, FUISLCT, I 7 40 v 73 v XA —T =2 A AN U CHEHBEA VX —F v MR
wENET,
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| 549 408 —29 k7o £R (DA) EFEALETSUFNBAVE—RY bADT TYS—23 Y bSTAVIDL—TF 425
s4Lob4v8—2yt 72 |

IREDHNAVE—T A RENLEFALI A VE—F Y FTOER

Cloud
Applications

'}

Internal Branch

Head t
Clients Threat Defense eaqaquarters

R)O—R=)—T 1 VI &ERT HEH

PBREFBAHLC, ELELT 7V r—va DI 74y 7558, ZRIZTL—7T U
THLIENTEET, £l WED I 74 vV DNRAZRETHI L HTEET, Cisco
Secure Firewall Management Center =—%—A 4 —7 = A TPBRA U v —%FHEL T, 7
TV = a NCEET VB ATEL LTI LN TEET,

PBR E/SRE=A Y Y

WHE., PBRTIX, b7 74 v 27i%, HHA LV H—T = A ATHKESNIERINENME (> & —
TxA AARAR) IZHESNWT, WA v Z—T = A ZZ2N L THEESNET, Cisco Secure
Firewall Management Center 7.2 LAfE D /3 — 5 T, PBRIINAE=4 U 72 HH L T,
WA v B =T 2 A ADNRT p—<v 2 AA M) v (RTT, Yy &—, /X7y MEK, MOS)
EIMELFET, PBRIZZNOGDA N w7 LT, N7 74 v 7 5T 57D O /e
WNA (HIOWA v E—T 2 A R) ZRELET, NAE=XT 27X, AN vy I RERINT
BAICET=2 ) U TRBA U H—T = A% PBRICEMHIC@M L £, PBRIT, =%V
VIRMBA U E =T 2 A ADIH DA M) v I EE SRR TR T T AR AN S
L, 77— RAZEHLFET,

AV EBE—T oA ADNAE=Z Y TERENL, HHA 2 —T oA ZADE=F VL THA
TEHFREL, A M) v I EEFEATAISIRE=Z) VT EBERTEZLIICT IV —va v b
T4 T ERETILERDHY 7,

RAF=ZBZ Y TIZONTIE, P F VA2 XREF=F ) T2 FERHLEAA LT A X —
Iy hTIEA (43 —=) ZBRLTLIEEN,
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BALY R AVE—2y b 7U+ER (DA) £FEALETSUFNLAUE—RY bADT TUS—2aY k3749 90L—F425 |
B A=

|

~
-
-
v

DIA Z A4 2R RITRD LB T
s A U F—Fy FOWE & SHHLR O — P —{KERD A B L ET
cBHES RS, Ry MU —ZEFBEREOKa X M2 9,

< AR O RS HI S L, @iz n— R T =2 T RREITR D720, 3 A MR < 72
D ET,

DT NEA LAY w7 ZfEH] LIZBA 72 S 2R,

« FENT AR L CRAES D Bl 72 ) /8 A,

c VU DIEFME Ry N — 2 REOMGRE=2 1 T,

« BEEOM LIV | MHEITENT 5 E VR A == XTREICEIG TE £,

—DFERHDONRE

ZOFERABIOMGEE L, TTTFNEOEBEOA VA —Fy MNE N T T 4y T D — TV T
V—2 7 U N THEDI, HFVE—FMA MICHA VI R AV E—Fy N T7ER
FEANTHIEEHLET DXy NTV—IHREFF =7, Fy NT—ZEHBEYE, BLO®
¥ T o EAHEYETT,

BALD A VRA—2Y FTOERVAODOAVER—R2 K

TIF T AT U=V DIAIHEAT2EE 2T R—R 2 FO—EEZRITLET,

S EINTIZDNSH—/\— : DIABEED T 7' U 77— a3 UigiiZ, DNS AX—E > 7 %{f
ALTT IV r—arEhild 7 7V r—va O V—7%fk LET, DNSU /=X
FAAIEZ2 DNS = =2 Lo TR S FEEICHBDO DNS —n—Zm v 7 Ef
TWDHZ & &R 57291, Management Center Tl, Threat Defense D15 #H S 4172 DNS
Y= R—FRETETET,

A B —T A ADBFEIEHL : CiscoSecure Firewall 1L, A > ¥ —7 = A ADEIENEN %
AU THRERA Z—Fy MR EWRELET, BERIEMAI/NIWEZERELS, 1 ¥ —
Xy MM 74 v 7 %KET DL EOFRED ISP OESENAN 2R & L £ 79, Management
Center TlX. Threat Defense DA v ¥ —7 = 4 ADBLINANL 2R ETE FT,

e HY RI—HH—FER R —R—Z)—F 4 VTN TEHINS, BEDOT S —
g M T AN A TV 2 b, ZOF TV =7 MIHBICER S E T,

AV FIT—OH—ERTIL—T (NSG) : Xy hI—I =Y R ITN—T1%, 77A47T
T — LR RENCIE DN TR ZRET BT 27 ) r—2a v O N—7T
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| 54L0 b 48—y b 7HER (DIA) EEALETSUFNSALE—RY bADT TUT—2 30 b5 T4 9IDIL—F 425
~z2+7595712 ||

T, BEOFR Y P =7 —EAF T V27 hEH-DONSGIZEH DL ENTEET,
Management Center [X, VU o —_X—2)L—F ¢ > I E I NTPERET 722U A K
WZHEESWTNSG Z HEVAER L ET,

> O —
NAMITSOT4R
« Cisco Secure Firewall Threat Defense |3/3— 3 o 7.1 LA FEITTHLERH Y £9,

TV —ary NI T7 4wy Tu—%YR— T 5702, [FEI N DNS —s3—
ZMAMLTDNS AX—E VI NFETEIND L HIC, BEEINTZDNS V—R_R—%HET D
ERHY ET,

* Threat Defense #1819 2 DNS U 7 = A MIZ VT TH A MERXTHALENH D . DNS
AX—E TP PBR 7R —%2 XX TEH LT, B LS TWARWLERDH Y £7°,

TN — g NI T4 I DT IT 4TI TIT 47 a— RT3 7HIZ, ECMP
V=V ERETDHUNENDY T,

cECMPIIN—TFT v R 77 AT U4 —/LE— RTORYR—FEN., T/5 AT KT256
D ECMP V' — > %FoZ ENTEET,

N—T KA H =T 2 ADHBEHEATIVLERH D FI, FEA L F—T =1 AT, B
—®D ECMP V' —ZDOIHETHNLEND Y 1,

e A HE—=T 2 A AN, ECMPRRE SN TWDIRBNL—ZIZ/BLTND Z & &R L T
ZEN,

cECMP Y —VEETHEHENAA L FZ—T oA AT, A V¥ —T7 = A AZEWN CTHB4L
NEZEINTWVWDHMLERH Y 9,

« Cisco Secure Firewall Threat Defense T PBR IZHESNTWA A X —T =4 AH, ECMP
V= T LIS OUTTHDZ LR LET,

*PBRIZZDFE— FTIEVAR—FIN TR, Cisco Secure Firewall Threat Defense 1
7T AR LN TLZE0,

*PBRIL, =—V—TEDOHIE N —HF TIIHR—FEINTWRW=D, 7o — UL —
AR ETHLENH Y £,
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[OK] %27 Uy 7 LET,
outsde2 B Moutside3 4 > Z—T = A AZK LTAT v 72 ~8 &0 iIKLE£1,
[fR7F (Save) |27 U w7 LET,

YouTube ¥R ACLA T 0 FDERTE

RY —_R—2)—F 4 7 %FIFA LT, YouTube N7 7 4 v IV BREEIE A & —
T2 A ANHA U H—Fy MIANT THEINDI LI, T7BRAV R MRREINET,
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BALY R AVA—Fy F7HHEZ DIR) EFEALETSUFNELVE—RY bADTTUS—232 kS Tav9DL—T45 |
B wevexosizEacLr 7oy rogE

ATy T [#TPxy b (Objects) 1>[AT Py FEE (Object Management) | ZIRL, av T YT —T )L
MH[FUEA) X (AccessLists) 1> [HE3k (Extended) ] 28R L £,

RTYT2 V=XV AT AT 8774y 7 HAOPET 78 AV A MEAERT 212X, [JERT 722 U 2 SoiEh
(Add Extended Access List) | %27 U v 27 LET,

AT w73 [HERACLA 7 =2 b (Extended ACL Object) | ¥ A TRy 7 AT, 7V FOLAH]
(DIA_SocialMedia) # AJ) L%,

ATy 74 B (Add) 1227V v 27 LT, HTILWERT 7R 2 MEfERLET,
RT9TS ROT 7 BAGEOT v "T 4 ZRELET,
L o774 973 AR (—8) #4557 72 (Action) | Z=INL E T,

2. [77V % —var (Application) | # 7 %27V v 7 L, (EHAEEZRT 7V 7 — 3 > (Available
Applications) ] U A kT YouTube 5 L £ 7,

3. [YouTube] Zi®R L, [/L—/LIZiBM (AddtoRule) 1227V w7 LET,
4. [BI (Add) 1227 V27 LT, = N a24AT7 V=7 MUBMLET,
5 [&fF (Save) 1227 U v LET,

Webex DR ACLA T2 0 FDEETE

RY —_R—=2)—F 4 T HFA LT, Webex FT7 7 4 v 7 REESEF I F—T =
AAMBA U HZ—=Fy MCHET CHEIND LI, T7BRAV A MBRREENET,

ATy T [#TPx¥ b (Objects) 1>[A#T Py FEE (Object Management) | ZiIRL, a7 YT —T )L
ME[FOEAR) X (AccessLists) 1> [#E3k (Extended) ] 28R L £,

ART9 T2 adRL—var b7 74 v 7 HOWET 7820 A NEERT D121X, [JEET 782U A OB (Add
Extended Access List) | #7 U v 7 L&,

ATw 73 [HERACLA 7 =2 b (Extended ACL Object) | ¥ A TRy 7 AT, A7 V=7 MDA
(DIA_Collaboration) # AL E7,

ATy 74 B (Add) 1227V 27 LT, HLWIEET 72 AU 2 M &fEkLET,
ATV TS ROT 7 EBAFIEO T T 4 ZRELET,
1. +I77 4w BBHEEZHR (—8) T25X5C[7 272> (Action) | ZIRLET,

2. [77 V%o —ay (Application) | ¥ 7 %27V v 7 L, ERAFEERT 7Y r—3 3 (Available
Applications) ] U A T Webex Z 5 L £7,

3. [Webex] #iR L, [L—/LIZEN (AddtoRule) 1|27 U v 27 LET,
4. DB (Add) 127 Vw7 LC, = NI aATV=7 MTBEBMLET,
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| #4LO A28 —% 9k 7H1R (DA) £#EALETSUFASAVE—Fy FADT TUS—2aY RS T4VIDL—T A VY

YouTube DR ¥— R—Z Jb—F 4 V5 R L—DHEE .

5 [f&17F (Save) |27 U 27 LET,

YouTube DR — R—X JL—F 4 T R O—NDK/TE

ATy T

ATvT2
ATvT3

ATvT4
ATvT5

ATv7T6
ATy 17

[RY 2 —~_—2)1—F 1 7 (Policy BasedRouting) ]*—<"C, YouTube N7 7 1 v 7 % /L—
TAVTTDHIZODANA L Z—T oA A, —FHEME JETr 78Aar ba—L U XK B
FOWMNA v 2 =T oA AERETDHZLICED, PBRAV —%FHETEET,
YouTube T 7 ¢ v 7%, outsideFs L Noutside2 DA X —T = A Cr— KN XT
TER, WOV 7 ZEENEA LA outsde3 127 +—u Ny 7 LET,

[T/314 X (Devices) |>[T/\f AEHE (Device Management) | Zi®&R L, Threat Defense 7 /31 A
(NGFWBR1) #im#E L E£7,

NGFWBR1 DA > #Z—T 24 AL 2—T[/b—T 47 (Routing) | #7 %7 Vv LET,

[RY 2 —_—=2)L—F (7 (Policy Based Routing) 1 %7V v 7 LET,

[V —_—=2)L—F ¢ 7 (Policy BasedRouting) ] X—IIZ, REINTARY —NRRSNET, 7
Uy RiZiE, ANMA v E—T 2 ADYV AL R —_X=ZADNV— T 7 ERAY A NEHIA 5 —
7 2 A ADMHBEDENERINET,

R —ZRETDHIE, B (Add) 1227V v27 LET,

[RY 2 —_—2Z/L— hDiBJI (Add Policy BasedRoute) | ¥4 72/ Ry 7 AT, [ANA X —T=A R
(Ingress Interface) | K2 > & 7 U X "5 [inside] Z 3R L £77,

GEx) Ke v X zid, %L 2L, Juo—rURBL—XIZBTHA v X —T 2 A ADIHIN
FRENET,

R —TC—HHEELEET 72 a EEET DL, BN (Add) 1227 Y v 7 LET,

[i52%7 7 a2 @3B (Add Forwarding Actions) | ¥ A4 7227 Ry 7 AT, WOBEEZFITLET,

a) [ACLOMA (Match ACL) | Km > 7 Z )t [DIA SocialMedia] 23R L £ 97,

b) WEINTA U H—T oA ZA%ERT HITIE, [EESL (SendTo) | Ry 7 XU R MG (A
V4 —7 x4 A (Egress Interfaces) | Zi&R L 7,

c) [ v ¥ —7=A ADNEFfFT (Interface Ordering) | Ru v X 7 U A Mpnb [BEIELIZ LD (By
Priority) ] Zi®RL £,

N7 74w 71F, BERENKBIENA U FZ—T 2 RATHEMINV—T 4 T ENET, DA H—
714Xﬁﬁﬁfﬁﬁwﬁm\%3747?H&K@%@ﬁ@ﬁﬁW4V5 7 A ATHRESIVE
9, 72& 23X, outside2 & outside3 DEICINAMMESZNEIL 10 & 20 ICRESINTWDELET, T
7 4 v 713 outside2 IZHAE SAVE T, outside2 WEHTEX < oG B. N7 7 4 v 713 outside3 |12
RESNET,
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BALY R AVE—2y b 7U+ER (DA) £FEALETSUFNLAUE—RY bADT TUS—2aY k3749 90L—F425 |
B webex oy s — R~z L—F 1o Ky L —DBE

ATvT8

d) [fEHFEEZRA > % —7 = A A (Available Interfaces) | R~ 7 A2, T _XTCHDA L H—T A ALZFD
EREOHA - ERFSNET, Add(T 720520 0 LT BRUEIAA L 5 —T =1 2
ML ET,

ZOTF IV ATIE, ROFIEZEITLET,
1. [fERHFTREZRA o # —7 =1 A (Available Interfaces) ]7>5H. outside B X Noutside2 f > % —7 =

4%@%&%5Aw(+374:y%7Uy7Ut[@ﬂbtﬁﬁ%y&w7i4z(&mmd
Egress Interfaces) ] (2R8I L £97,

2. WIT. outside3 A v H—7 = A ADKRICHHAdd(F) T A 222 Y v 7 LT, [EBR L4
V& —7 x4 A (Selected Egress Interfaces) ] (ZF#E) L £7,

e) [fR1F (Save) 127 VU v 7 LT, —HEMEOLEFT 2 EXIALET,
f) BREEMRL. [BR1F Save) 1227V v 7 LT, R —R"—=R)—F 4 VT DT R COHRELE % E
TIABFET,

[fR7F (Save) |22 U w7 LET,

Webex DR S— R—RX JL—TF 4 5 R O —DHFE

ATy I

ATy T2
ATvT3

ATv74
ATy T5
ATvT6

[V —_—2)L—F 1 7 (Policy Based Routing) | ~<~—"T, Webex 7 7' U 7 — 3 k
TIU T EN—T AT TDEODANIA =T oA A, —EHEME GLET 78222 b
2= AR BROWHA =T = ZAZBETHILIZLY, PBRAY V—ZRETE
£9

Webex 77V r—ay NI 7 4y 7iToutsdde3 i —T 4 7S, IIA~V Y U
FEENAE LG E T outsde2 127 +— 3y 7 LET,

[T/34 X (Devices) | > [T/ A AEHE (DeviceManagement) ]| Z 72K L. Threat Defense 7 /31 A
(NGFWBRY1) # i L £7,

NGFWBR1 DA > #Z—T 24 AL 2—T[/b—T 47 (Routing) | #7 %7V v LET,

[RV v —_—2)L—F 17 (Policy Based Routing) | %7 U v 7 L&,

[RY > —_"—=2—F 12 (PolicyBasedRouting) | ~—IIZ, REINIARY —NERRINET, 7
Uy RiZid, ANAE =T =24 ZADY AL R —_"=ZADNV— T 78R XA M 22—
7 x A ADMBEDENRRTINET,

RY —ZmET5I2E, [(WE (Bdit) | (£) TA=2%2270 927 LET,

RV —T—HHEHEL R T 7 v a VERET 2ICE, BN (Add) 1227V v 7 LET,

[fzk 7 7 v = > @801 (Add Forwarding Actions) | %A 7 a2 27Ky 7 AT, ROBIEEZFITLET,
a) [ACLOMA (Match ACL) | Ru > 7"XZ 755 [DIA_Collaboration] A 3R L £ 7,

[l Cisco Secure Firewall TD TS5 > F & & U WAN D& sR4E 0 5 Rl



| 4L r428—%2y F7H12R DA) EZEALEISUFNLALUE—3Y hADT T —23Y b3 T4 9 9DL—T 425
Webex D/SRE=4 Y L5 EEALEARY o— RA—2 L—F ¢ v Ky v—oBE [

b) RESNIA VH—T = A ZAEFRINT DL, [EESE (SendTo) 1 Ry 7 X7 U R Rt [HAA
V4 —7 x4 A (Egress Interfaces) | Zi®R L 7,

c) [ v ¥ —7=AADNEFfHT (InterfaceOrdering) ] K v 7’ Z 7 U A RS [IEF (Order) ] % R
LET,

FZ T 4o 7F, ZZTHRESNIEA VA —T oA ADEFIZE SN TCHEREINE T,

d) [fEHAEEZRA > % —7 = A A (Available Interfaces) ] R~ 7 A2, T R_XTDA L H—T oA ALZFD

EREDEN—ERRSHET, Add(F) 7120220 0 LT BIRLEEAA v 4 —T =14 %
ZBMLET,

ZOVFT I AT, ROFIEEFEITLET,

1. [fEFAIHEZRA % —7 = A A (Available Interfaces) |75, outside3 1 > ¥ —7 = A ADFIZH D

Add(+) TAarE7 )y 7 LT, BRLEHIIA % —7 A X (Selected Egress Interfaces) ]
WCBE L £,

2. WIC, outside2{ v 4 —7 =4 ADRICH S Add (T T A T E s Y » s LT, RIRLZZ A
VB —7 x4 A (Selected Egress Interfaces) | (Zf#E) L £7,

e) [RfF (Save) 1227 VU v 27 LT, BULBEOET Z2EZIARLET,
) WEZMR L. [(RfF (Save) 1227 U v 27 LT, RYT—_N=Z)—T 4 T DT XRTORELLEE
SIABET,

AT TT [#RT7F (Save) |27 U w27 LET,

Webex D/N\AE=Z2 ) UG HFERLI=R) O—R—=X
IW—T 42T R —DEERTE

[RV > —_—2)L—F 1 7 (Policy Based Routing) ] X— T, NRAE=FVU 7 &AL
7oPBRARY v—ZRETEET, ZOFITIE, Webex DT 7V r—a s 774y 70,
N7 T4 v ZHEEBERODIRNA U F =T 2 A TERE SN E T,

ATY T [TINA4 R (Devices) 1> [T/\14 RAEHE (Device Management) ] %R L, Threat Defense 7 /31 A
(NGFWBR1) %L £7,

ATY T2 NGFWBRI DA V' H—T 2 AL 2—T[/L—T 17 (Routing) | ¥7 %27 Vv LET,
RT9 T3[RV v—_—=2)L—F 17 (Policy Based Routing) ] %7 UV v 7 LET,

[RY > —_"—=2—F 12 (PolicyBasedRouting) | ~—IIZ, REINARY —RNERINET, 7
Uy FiZiE, ANA 2 E =T =2 ZADY AL R —_"=ZADNV— T 78R A MM Z—
7 2 A ADMBEDERRIINET,

ATy T4 RYo—%RETHIE, BN (Add) 1227V v7 LET,
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BALY R AVE—2y b 7U+ER (DA) £FEALETSUFNLAUE—RY bADT TUS—2aY k3749 90L—F425 |
| B

ATY TS5 [RY—_—2— kDiEN (Add Policy Based Route) | ¥ A4 727Ky 7 AT, [ANA v X —T AR
(Ingress Interface) | K> 7 X 7 U A2 k)5 [inside] 28R L E 77,
G¥) Fua w72 cid, A zEL, Za—SUEEL—X BT HA VX —T = A ADHN
FREINET,

RATYT6 R —CT—BIEUHEL kT 7 v a VARET 210E, B (Add) 1%27 VU v 7 LET,
ATw T [EET 7 v a DB (Add Forwarding Actions) ] # A 70 7R v 7 AT, IROBIEEZFITLET,

a) [ACLOMA (Match ACL) ] Kr > 7 #7725, [DIA_Collaboration] Z 3R L £,

b) RESNIA v H—T oA AEEIRT DI, [BHE5L (SendTo) | Ku w7 XU A MG [HISA
v —7 x4 A (Egress Interfaces) | Zi&R L £7,

c) [[M ¥ —7=A ADJEF{HT (Interface Ordering) | K1 > 7 & 7 U A MG [F/h 37w MER

(Minimal Packet Loss) ] Z3&R L £,
NZ T4y 7l Ny MBRPERANDA U E—T 2 A ATERESIVE T,

d) [BEAAEEZRA % —7 = A A (Available Interfaces) | R 7 AT, TRTCDOA L F—T = A AN—E
ERINET, AL F—T=AZDY A M, Add(F) 74 22%2 0 97 LT, BR U4
VHA—T A AEBIMLET,

ZOTFTIVATIE, ROFIEEZETLET,
1. [fEFATREZR A > % —7 = A A (Available Interfaces) ]7>5, outside3 1 > ¥ —7 = A ADFEIZH D

Add (+) TAarw27 )y LT, EBRULEH A Z—7 = A X (Selected Egress Interfaces) ]
WZBE LT,

2. Wic. outside2 A v X —7 = A ADKEIZH B Add () T A 2%k 2 U vy LT, [RIR L7 HAA
v —7 x4 A (Selected Egress Interfaces) ] (ZfB&E) L £7,

e) [PRfF (Save) 1227 U v 27 LT, —BRAEOLHEEZEZALET,
f) WEZMER L, [IR1F (Save) 1227 U v 27 LT, RYP—_R=Z)—F 4 VT DT X TORELL & EH
SIABFET,

ATY T8 [R1FE (Save) |27 U w27 LET,

X TE O B

TRTORENPTET LTcb, HHEHRT A RTREZ R L ET,

AT w71 Management Center A == —/3X—"T, [BB] (Deploy) 1227 Vw7 L%,
ATy T2 FEDEFEZREMT S NGFWBRI ORICHHF = v 7 Ry 7 Red I LET,
ATy 73 [JEB (Deploy) 127V v 7 L%ET,
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| #4LO A28 —% 9k 7H1R (DA) £#EALETSUFASAVE—Fy FADT TUS—2aY RS T4VIDL—T A VY

FIr—vav +574v4 70—okE |

ATy T4 EBRTOIEFICET =T —0BEN Y AT AT X o GRS N7=85E81E, [MEE— 7 — (Validation Errors) ]

F X RFEOEE  (Validation Warnings) |V 4 & RUIZZEORNRNRRRINE T, ERRFMERT<TD
21X, [MRAE™7 — (Validation Errors) | ¥ 721% [#MRFED¥4E (Validation Warnings) 1V > 27 %27 U v 7 L&
D

WOBRPRIERH Y £7,
[%Fﬂﬁ@ﬁﬁ (Proceed with Deploy) | : ZHEIREZ MR TICEBZFITLET, VAT LRI —%
R LSBTt CE £ A,
«[FAC D (Close) ]J: EBRETICKR T LET, =7 —BLOEERELMIEL, REOHEMEZFITL
£

7IUH5r—32 S5 T74wY J—0DHER

ATy I

ATy T2

ATvT3
ATy 74

ATy TH

ATvT6

ATy 71

Management Center DA > % —7 = A AT, [Z3#H7 (Analysis) |>[#E A <> ~ (Unified Events) ] % i# L
35 ‘é‘o

[Web7” 7V /77— =3 > (Web Application) ] & [HiJJA > % —7 = A A (Egress Interface) | Z iR L. [i#H
(Apply) 127V w7352 L T Ay —% ML THEDAZ <A ALET,

R LT WL D IHNDNERFZEH L £,

[Web7” U /r—3 =2 (Web Application) ] 7 4 /L ZNT, Webex & W5 4HTAZ AL, A (Apply) ]
7V w7 LET,

[Web7 7' U /r—< =2 > (Web Application) |7 /L ZNC, YouTube &9 4 Ri&Z AL, [EH (Apply) ]
Vv LET,

Cisco Secure Firewall D128 %7 A KT YouTube B8 X O Webex 7 7V r—2a > D v 77 ¢4 v 7 %
MLEST, ZOVF VAT, 770 F I —27 A7 —3 3 2 WKST BRL T Google Chrome 7 7 ¥ ¥ % L &)
L. $72% % 7 T https://youtube.com & https://webex.com () L £,

Management Center C, [ 5DT 7V /r—2a DT 7 4 v 7 7a—%MERLET,
1. RNRE=ZV 7MLV DIA DRE

Webex 77V r—ay o7 4 w271t ROKIRT L HIT, REICHE - T outside3 1 > % —
T2 AN L TCTERENET,
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https://youtube.com
https://webex.com

ALY P AV8—Fy k7O HR (DIA) EALEISIVFHEAUE—Fy bADTTYsr—2a 5749 50L—F42%5 |
FIVr—23y b3 T7490 7O0—0OFR

Firewall Management Center ) ) . ) ) )
£3] uniredEvents 9 Overview Analysis Policies Devices Objects Integration Deploy Q @ 3

‘o\ Web Application WebEx x X  Select..

X |
@ Showing all 9 events (& 9) + I 2023-03-29 11:57:54 EDT — 2023-03-29 12:57:54 EOT 1h
fii Time Event Type Ingress Interface Device
> 2023-03-29 12:54:18 4 Connection WebEx inside outside3 NGFWBR1
> 2023-03-2912:54:18 4 Caonnection WebEx inside outside3 NGFWBR1
> 2023-03-2912:54:18 4 Connection WebEx inside outside3 NGFWBR1
> 2023-03-29 12:54:18 4 Connection WebEx inside outside3 NGFWBR1
> 2023-03-29 12:54:18 4 Connection WebEx inside outside3 NGFWBR1

*YouTube 7 7V r—ay b7 74 v 7%, WOKIZFRT L IIZ, REICHKES T outside B L
outsde2 f > ¥ —7 = A ADTr—RKNNF T InET,

Firewall Management Center ; : . v
i b
Analysis / Unified Events Overview Analysis Policies Devices Objects Integration Depoy Q @ 3 @ adminv

st

| Q' Web Application Youtube x X Select X \
@ Showing all 2,285 events (S 1,832 ) 453) +

IF§ 2023-03-15 05:20:35 EDT — 2023-03-29 05:29:35 EDT 2w

s Interface Device

m Time Event Type Ingress Interface Egr

> 2023-03-29 03:43:50 4 Connection YouTube inside outside? NGFWBR1
> 2023-03-29 03:43:30 4 Connection YouTube inside outside? NGFWBR1
> 2023-03-29 03:43:10 4 Connection YouTube inside outside NGFWBR1
> 2023-03-29 03:42:50 4 Connection YouTube inside outside NGFWBR1
> 2023-03-29 03:42:50 4 Connection YouTube inside outside? NGFWBR1
> 2023-03-29 03:42:40 4 Connection YouTube inside outside NGFWBR1

2. RNRAE=H VT H2FEHT 5 DIA DFE

Webex 7 7V r—> gy 7 4w 71%, ROMKIZTFRT L2, outsideB A ' F—T = A AT/
NEENH S0, outsde2 1 V' F—7 oA AN LTEREINET,

Firewall Management Center
Unified Events g Overview Analysis Policies Devices Objects Integration Deploy Q @ $#* @ adminv

Q_ Web Application WebEx x X Select..

X I Refresh ]
@ Showing all 2 events (S 2) + R 2023-03-29 11:31:45 EDT — 2023-03-29 12:31:45EDT 1h @ Go Live
ﬁ Time Event Type Ingress Interface Device
> 2023-03-2912:29:08 4 Connection ebEx inside outside? NGFWBR1
> 2023-03-29 12:28:30 4 Connection ebEx inside outside? NGFWBR1
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| 4L b 4208—%y k70 €X DA EHEALETSVUFADAVE—FY MADTIUT—23Y bS5 T49IDL—FT 425
RY—R—ZV—TF A VTDEZL—E STV a—Fa 05

o ~ N\ — N — — = ~
R —AR—X)N—TA4VITDE=_RZ—ERST TV a—
T4 D
FERAtLIC, kD CLI Z#{#H L T. Cisco Secure Firewall Threat Defense TDO R Y o —_— Z )L —
T4 TICEHET A E =Y —BL O N T TV a—T 4 T LET,

2 CLla<w >R

Cisco Secure Firewall Threat Defense @ Lina CLI | System support diagnostic-cli
[ = 4 G B

JE£BH |2 Management Center 7> & Threat Defense|  * Show object network-service

7 yvas ﬂéj%ﬁﬁﬁ% s hj:z v Y= + show object networ k-service detail
J Y —CRAAT V=T NeFRTD
RESNTEZT 7V r— a B DR E « show object id YouTube
@zy%v%zﬁ%axﬁ7y17h « show object id WebEx
(NSG) 2775

Cisco Secure Firewall |27 > 3 = &% % » | | show run object-group network-service
J—7 H—E R Z—7 (NSG) %R+ %

WY 2 —_—=2)b—F 4 ZIZHEAHT S | show run route-map
TP— b~y T ERERTH

A VB —T 2 ARG, H—T = A ZADME |show run interface
FEERI 72 E DA B —T = A AR TEDFEM %

MR+ %

{EHE 72 DNS Y —— DR E LR T 5 | showdns

NTT 4y 7 DB LT R A REET D debug policy-route

BE debug I~ R TIX T 7 4 7

(ZEEDWIZFERZR2 B M TS
AREVEDR B D T2 I E BB
ETIEELTHEITLTLES
W,

N—NDT Ry TG 1T 5 undebug all

FHERINTRY NI —27 = A X T V=7 haRRTDHITE, ROa~vr FEEHL
ij‘o

ngfwbrl# show object network-service

object network-service "ADrive" dynamic
description Online file storage and backup.
app-id 17
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BALY R AVE—2y b 7U+ER (DA) £FEALETSUFNLAUE—RY bADT TUS—2aY k3749 90L—F425 |
RYS—R=ZAN—F A VIDE=SA—, STV —TFa Y

domain adrive.com (bid=0) ip (hitcnt=0)

object network-service "Amazon" dynamic

description Online retailer of books and most other goods.
app-id 24

domain amazon.com (bid=0) ip (hitcnt=0)

domain amazon.jobs (bid=0) ip (hitcnt=0)

domain amazon.in (bid=0) ip (hitcnt=0)

output snipped

object network-service "Logitech" dynamic

description Company develops Computer peripherals and accessories.
app-id 4671

domain logitech.com (bid=0) ip (hitcnt=0)

object network-service "Lenovo" dynamic

description Company manufactures/markets computers, software and related services.
app-id 4672

domain lenovo.com (bid=0) ip (hitcnt=0)

domain lenovo.com.cn (bid=0) ip (hitcnt=0)

domain lenovomm.com (bid=0) ip (hitcnt=0)

ngfwbrl#

YouTube ° Webex 72 EDOREED AR Y bU—J —E R 4T V=V hEFRRTHITIE, (kRO
v REHFEHLET,

ngfwbrl# show object id YouTube
object network-service "YouTube" dynamic
description A video-sharing website on which users can upload, share, and view videos.
app-id 929
domain youtubei.googleapis.com (bid=592729) ip (hitcnt=0)
domain yt3.ggpht.com (bid=709809) ip (hitcnt=102)
domain youtube.com (bid=830871) ip (hitcnt=101)
domain ytimg.com (bid=1035543) ip (hitcnt=93)
domain googlevideo.com (bid=1148165) ip (hitcnt=466)
domain youtu.be (bid=1247981) ip (hitcnt=0)
ngfwbrl# show object id WebEx
object network-service "WebEx" dynamic
description Cisco's online meeting and web conferencing application.
app-id 905
domain files-prod-us-east-2.webexcontent.com (bid=182837) ip (hitcnt=0)
domain webex.com (bid=290507) ip (hitcnt=30)
domain avatar-prod-us-east-2.webexcontent.com (bid=452667) ip (hitcnt=0)
ngfwbrl#

NSG 7 Threat Defense (27 v 3 2 SN TWD Z & 2RI HI21E, koa~r FafERHLE
7,

ngfwbrl# show run object-group network-service
object-group network-service FMC NSG 292057776181
network-service-member "WebEx"

object-group network-service FMC NSG 292057776200
network-service-member "YouTube"

ngfwbrl#

PBR (ZEHEff T bz — b~ o 2R T HI100E, ROa~vwr REFERHLET,

ngfwbrl# show run route-map

|

route-map FMC_GENERATED_PBR 1678091359817 permit 5
match ip address DIA_Collaboration
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set interface outside3 outside2

|
route-map FMC GENERATED PBR 1678091359817 permit 10
match ip address DIA_SocialMedia
set adaptive-interface cost outside outside2 outside3
|

ngfwbrl#

AVB =T 2 A ARE LA F—T = A ZAOBEINELOFEM AR T 2121F, RO=a~vr Fx
EHLET,

ngfwbrl# show run interface
|
interface GigabitEthernet0/0
nameif outside
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
zone-member ECMP-WAN
ip address 198.18.128.81 255.255.192.0
policy-route cost 10
|
interface GigabitEthernet0/1
nameif inside
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
ip address 198.19.11.4 255.255.255.0
policy-route route-map FMC_ GENERATED PBR 1678091359817
|

interface GigabitEthernet0/2
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/3
nameif outside2
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
zone—-member ECMP-WAN
ip address 198.19.40.4 255.255.255.0
policy-route cost 10
!
interface GigabitEthernet0/4
nameif outside3
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
ip address 198.19.30.4 255.255.255.0
policy-route cost 20
!
interface Management0/0
management-only
nameif diagnostic
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
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security-level O
no ip address
ngfwbrl#

fEHE S 72 DNS REL MR T 2I121E, koa~< > R LET,

ngfwbrl# show dns

DNS Trusted Source enabled for DHCP Server Configured

DNS Trusted Source enabled for DHCP Client Learned

DNS Trusted Source enabled for DHCP Relay Learned

DNS Trusted Source enabled for DNS Server Configured

DNS Trusted Source not enabled for Trust-any

DNS Trusted Source: Type: IPs : Interface : Idle/Timeout (sec)

DNS Server Configured: 198.19.10.100: <ifc-not-specified> : N/A
Trusted Source Configured: 198.19.10.100: <ifc-not-specified> : N/A
DNS snooping IP cache: 0 in use, 37 most used
Address Idle(sec) Timeout (sec) Hit-count Branch (es)
ngfwbrl#

R == ET RNy 7T 5120%, ROa~vy REFEHLET,

ngfwbrl# debug policy-route

debug policy-route enabled at level 1

ngfwbrl# pbr: policy based route lookup called for 198.19.11.225/58119 to 198.19.10.100/53
proto 17 sub proto 0 received on interface inside, NSGs, nsg_id=none

pbr: no route policy found; skip to normal route lookup

output-snipped

pbr: policy based route lookup called for 198.19.11.225/61482 to 63.140.48.151/443 proto

6 sub proto 0 received on interface inside
, NSGs, nsg_id=1

pbr: First matching rule from ACL(2)

pbr: route map FMC_GENERATED PBR 1678091359817, sequence 5, permit; proceed with policy
routing

pbr: evaluating interface outside3

pbr: policy based routing applied; egress_ifc = outside3 : next hop = 198.19.30.63

ngfwbrl#

FFERDOTF Ay ZHE, Webex D T 7 4 v 7 FATY, PBRICE D /L— /S AD outside2 A
H—T oA AIEREINDHENL. bT 74 v I Doutside3 A o F—T A AN L TN—T 4
VIZENBZLITEEL TN,

FNRy T T AREIRET A%, kOa<r REFERLET,

ngfwbrl# undebug all

E&E!) V—R

1)) —2X (Resource) URL

Cisco Secure Firewall Threat Defense U U — A | https://www.cisco.com/go/firewall-release-notes
/—Fh

TN TOHFHERE & BE L S 7= ine http://www.cisco.com/go/whatsnew-fimc
Cisco.com @ Cisco Secure Firewall http://www.cisco.com/go/firewall
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1)) —X (Resource) URL

Cisco.com D~ ==7 /) http://www.cisco.com/go/firewall-docs

YouTube | @ Cisco Secure Firewall https://www.youtube.com/cisco-netsec

https://secure.cisco.com/secure-firewall

Cisco Secure Firewall Essentials
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* Cisco Umbrella iE, #HEAMEL INAHATTSH, Web U 7 =X MEIF T, T =T
TV LT T4y TRHE BLORy bRy MIxT 2V 722 b7 m v
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PIKE) #HAR—FLTWAZ & AZMGR L E3, Management Center 73— = 2 7.3.0 LAET
X, =B bV ID Y AR— 9% SASE bR LA EHTE £,

CiscoUmbrella BE) F VU RILZERTET HT-6HDIT 2 FY—
IV FDFIE

KD 7 1 —F % — KL, Cisco Secure Firewall Management Center C SASE k' RV ZFRET H
DY —27 7n—%RLTNET,

Cisco Secure Firewall T 75 > F &5 & U WAN 0RO ARG ||


http://login.umbrella.com/
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-dns.html#ID-2224-00000005
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/vpn-s2s.html?bookSearch=true#Cisco_Concept.dita_92d7e7ad-75de-4f96-9b13-6008de3a91f0
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/vpn-s2s.html?bookSearch=true#Cisco_Concept.dita_92d7e7ad-75de-4f96-9b13-6008de3a91f0
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ETHHOITY FY—T FOFIE

A
Cisco Umbrella Q/ Generate and

copy API keys

Management \/\2\/ Configure the <3> Confgure a ‘C‘D Configure a /é\ Configure an <g> Configure a
center 1 Sini%?ella i SA&SS tulnnel _; static route _:/ extended ACL T [P)Elg pol(ijcy fct:)r
and deploy biect f and wel
connection configuration B,\ch;,?dr web traffic
traffic
<8> Verify tunnel ‘<7> Deploy
~ deployment ~ configuration
<4— onthreat
defense
AT97 B
1) (FTFESE) Cisco Umbrella TAPI F—Z AR L Cavr — L %1,
— [Management Center @ Cisco Umbrella #/X7 A —# & Cisco Umbrella API % —
Dy BT BBRLTIEEND,
2 (A$&55M) Cisco Umbrella DRt 7% € L £ 9, [Cisco Umbrella D
BRIEDRRE ] R LTI ZEN,
3 SASE b RV EAERL L. 3% %E % Threat Defense |2 BBA L £ 97, Cisco Umbrella
D SASE R FILDFRE (71 =) BB TLIEEN,
4 L — R ERELET, AFT 47 —bFORE (T4 X—2) &%
L TLEEN,
5 DNS BLU'Web b7 7 1 v 7 DISRACL ATV =7 FEBFELET,
DNS B LU Web ~ 7 7 ¢ v 7 OYLHE ACL DFE (75 ~—) B L
TL &,
6 DNSBLOWeb h 77 4 v 7 DPBRAY —ZFELET, DNSB LD
Web F7 7 427 ®PBRAY V—DKE (76 X—) 2L TLEE
AN
7 X € % Threat Defense ([Z/ER L £7, REDEM (23 X—) 2L T
<TEEW,
8 k> RO EBH & MeR L £ 9, SASE Cisco Umbrella b > /LD FBH O iR
(77 =) HZZRLTIEIN,

[l Cisco Secure Firewall TD TS5 > F & & U WAN D& sR4E 0 5 Rl


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/vpn-s2s.html?bookSearch=true#Cisco_Concept.dita_92d7e7ad-75de-4f96-9b13-6008de3a91f0
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/vpn-s2s.html?bookSearch=true#Cisco_Concept.dita_92d7e7ad-75de-4f96-9b13-6008de3a91f0
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-dns.html#ID-2224-00000005
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-dns.html#ID-2224-00000005

| CiscoUmbrella 58 b » RILEFEALEEF1T7HAVE—F Y FbS5Ta 02

Cisco Umbrella F> SASE >+ L0z [

Cisco Umbrella FH® SASE ~ >R JLDEXTE

&
ATy T2

ATv73
ATy T4

ATy TH

ATvT6

1R8O BRI

W+ 3 Cisco Umbrella SASE M > RV AR TET H 72O DRIHESM (67 =*—) I X USASE Cisco
Umbrella b > RXNVDRANTZ T 4 A (67 %—) iR LTI TZEW,

Management Center (272 71 > L, [7 /31 A (Devices) ]>[VPN]>[H 4 K[H (Site To Site) ] ZE&R L F
o

[+ SASE h "= ¥ (+SASE Topology) 142 U > 7 LC, SASErARB YD ¥ — FEBHE E£7,
—EO[FAR w24 (TopologyName) & AJJLET, ZOHITIE, VPN-MumbaiUmbrella & AL E7,
[FA13HA ¥ — (Pre-shared Key) |: Z D F—(%, Umbrella PSK Z/F:IZHE> THEVER SN E T,

T /34 A L CiscoUmbrella (% Z OFEHEA LA L, IKEV2 IZZNEZRFECER LET, BEVERS N —
FEEEXTEET, ZOXF 2T 2581L. ESDN16~64 LFT, 27 EH 1 DOKRILF, 12
DINLT 1 OORT AT 2MENH Y 3, FECTIIEATE A, & PR DI, 4%@
FAMALA F =DM EETT, MR IITEED F AR L5E, TTO RV OFRTHEA X —
LT,

[Cisco Umbrella7 — % 2> % — (Umbrella Datacenter) | K2 v 7'X 7 U XA MnD T — X B 2 — %R
L ¥ 9 Cisco Umbrella 7 —# > Z—|21X, V—Ya L IPT7 RLARHEBIMICATISNET,

[EM (Add) 1227V v 27 LT, SASE hARu D> RARA > k& LT Threat Defense / — F& B L %
@—O

a) [7 /34 A (Device) | kw7 H U A L) Threat Defense 7734 A (NGFWBR1) % &R L &
T

b) [VPNA »#—7xA A (VPNInterface) | KRy FH T LR RNOLRAZT v 7 VNTIA 4 —T =
A AZEIRLFET,

HLWAZT v 7 NTIA ¥ —T7 =4 A (=& z2IE, Outside static vti_1) Z{EkT 2I12i%, [+] &
7V w7 LET, RN RNVA X —T A ADBN (Add Virtual Tunnel Interface) 1 ¥ A4 7 12 2
Ry 7 AMFREIN, WOFRIATISINZT 74V MREPDRINET,

s[FrH A7 (Tunnel Type) 11X, 7 74/ N TIX[AXT 1 v 7 (Static) | ITEEESNET,

 [4 81 (Name) ] 1% <tunnel_sourceinterface logical name>+ static_vti +<tunnel ID> T3, 7= & 23,
Outside static vti 1 &720 £,

o NUxME, T 74V M T [F%) (Enabled) 12720 £,
e X2 VT 4 —0F, T 74N T [AME (Outside) 1 & L TRHESNET,
[ VID (Tunnel ID) JIZiE, —ED ID NHEAN SN ET,

s[Fo N V) —A A X —T A A (Tunnel Source Interface) ]!Zi%. [loutside] L7 4 v 7 &
BROA L E—T oA ARHEIC AT SNET,

GE) k> RV DEEIEH GigabitEthernetO/0 IZFRE SN TWDH Z & 2R L £

Cisco Secure Firewall T 75 > F &5 & U WAN 0RO ARG ||



Cisco Umbrella B18) b R LEFEA L X2 THA V8 —2y b rS5T749% |
B ciscoumbrella o> SASE FoxLoEE

GE) [ N FNVEETLA ¥ —7 = A A (Tunnel Source Interface) | ZHIDA > X —7 = A A
WCRRETHZ LB TEET,

* IPsec b2 R/E— R, T 74/ FTIHXIPv4 T,

©169.254.xx/30 7T A _X— K IP 7 L AD&HENS, RIEHADOIP 7 FLANBRENET, =
F I, 169.254.2.1/30 NEIR SN TWET,

GE) BOY Ty AT A5, EHTEHIPT RLAL2 272 TY, RO IP T
KL A LB &) ]\/Z\/I/VTIIP T&ﬂ) . 2FB®DIP 7 KL AiZ Cisco Umbrella DC ~®
ABT 4 I N—NERETDHEEIWIAX I A MRy T IPELTHERERET, 20
TIE, 169.254.2.1 78 VTIIP T, 16925422 WA X T 4 v 7 )b— MIMERHENES, A
2T 47 —FDOFRE (714 2—=) #2RLTLIIEE,

C[OK] &2 Vv s LET,

[VPNA > % —7 =4 A (VPN Interface) ] K12 v 7% 72U A hi D [outside_static_vti 1] 28R L F

j—o
c) [m—H/ k> xMID (Local Tunnel ID) | 7 4 —/L RIZ, B—H/L b RNVIDDT VT 4 w7 A% A
JILET,

TVUT 4y 7 AX 8 T LT, 100 X7 & EBRE L E 9, Management Center C Cisco Umbrella (2 &
VRV & U724, Cisco Umbrella |2 L > CT5E472 k> /L ID

(<prefix>@<umbrella-generated-1D>-umbrella.com) 24K SVET, wiZ, FEE V¥ —37%Ee27e b
FVID S L CHH L, Threat Defense 7 /3 AIZEH L E 9, & b pxilid, —Eor—7L
oL ID B3V E7,

d) [fRT7F (Save) 1&#27 V27 LT, =Y RRA Y TS A% bARr VITBIMLET,
ATYTT [k~ (Next) ] %7 U 2 L, CiscoUmbrella SASE k> F/VERTEDHEZ MR L F 7,

s [=> RARA > & (Endpoints) ]34 > @ 7 417z Threat Defense =2 R4 > N OB EN R RSN E
ﬁqo

o [R5 BLF%E (Encryption Settings) ]-XA  : SASE h VRV DR SALRENERINE T,
AT 78 [Threat Defense / — RIZHk % B9 5 (Deploy configuration on threat defense nodes) | F = v 7 Ry 7 A%
I3 % & ThreatDefense ~D %> " —27 NIV OREBAN N H—ESnEd, ZOEMIZ. Frx
JLHY Cisco Umbrella (2B S 7212 2D AITHOVE T, Threat Defense D EFHICIZ, 7 —H /L h > /L ID
DELTY,
ATY T [{R1FE (Save) |27 U w27 LET,
ZOT7vaviE, WOLIITEELET,

1. SASE k7R B % Management Center [ZfR7F L 97,

2. CiscoUmbrella ~®%- ThreatDefense = RARA L FDOXy NT—2 R LOREBEE N H—LE9,

[l Cisco Secure Firewall TD TS5 > F & & U WAN D& sR4E 0 5 Rl
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Cisco Umbrella F> SASE >+ L0z [

3. AT a UBNEIA 5 TWBHEA . Threat Defense 7 /3 A~D Xy NT—27 MRV OREEZ Y
H—=LET, ZOT 7 arTlE, 7 ATOEREDREMUBEIZER SN T X TOMKRERY > —
FEVPN AR >—%ET) NaIy hERTEBENET,

4. [Cisco Umbrellag% & (Cisco Umbrella Configuration) ]V 4 > K & B &, Cisco Umbrella TD k> 3L
BHDAT =2 AR RLET,

Cisco Umbrella Configuration L]
Topology Name VPN-MumbaiUmbrella

Primary Data Center: Asia-Mumbai

DC IP Address 146.112.117.8

Start Time: Apr 27, 2023 7:02 PM

Completion Time: Apr 27, 2023 7:02 PM

100%
@ 1 Completed @ 0 Failure
Tunnel Configuration Status Umbrella Dashboard
Device Status Transcript
@ NGFWBR1 SUCCESS B

Cl lose

JBBHOFEMZ R RT HI2IE, [N T2 A2 U b (Transcript) |AR% %27 Y v 27 LT, API, U Z =T 2A
h XA m— K Cisco Umbrella " HZfF LIV AR ReED, T A7 V7 FOjEMARRALE
—g—O

Transcript Details b 4

POST https:/ api.umbrella.com/v1 izations/4 }tunnels HTTP/1.1

Request JSON: {"deviceType":"other","authentication™:{"type":"PSK","parameters":
{“idPrefix":*FTDvChandigarh®,"secret";* ******* }."name":"VPN-MumbaiUmbre- NGFWBR1-
4294999380"}

Response JSON: {"organizationld":"4 1", "transport™:
{"protocol™:"IPSec"},"serviceType":"SIG", "client"{"device Type":"other","authentication":
{"type™:"PSK"." s":{"id":"FTDvC! i 04-
umbrella.com”,"secret™:"******"}}} "createdAt":"2023-04-
27T19:02:44.358642189Z","modifiedAt™"2023-04-

27T19:02:44.358642189Z","uri":" /v1/organization- "4 Jtunnels®,"id":605493704,"nam
e":"VPN-MumbaiUmbre- NGFWBR1-4294999380"}

[Cisco Umbrella®” v 3 = 78— K (Umbrella Dashboard) |V > 2 %2 U » 2 L. CiscoUmbrella ® [ % v
N7 —27 b2 (Network Tunnels) | X—Y %2 FKRLET,

Cisco Secure Firewall TD 75 > F & &K U WAN D RIL D E A .
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Active Tunnels

Cisco Umbrella B18h k ~ rLEFERA LIz X 27 HA V2 —%y b b5 T095 |

Inactive Tunnels

Unestablished

Unknown Tunnel

Data Center

1 Tunnels Status Locations
1
Q_  Search tunnels by name
VPN-CLPODS8-U... Default Site Los Angeles, 1 Inactive Jun 07, 2023 -
Secure Internet California - US 6:31 PM
Access
VPN-MumbaiUmb... Default Site Mumbai, T Active Jul 21, 2023 -
Secure Internet Maharashtra - 12:51 PM
Access India
RDZRY

SASE h XN EBRIBTDHLHIICERIENTZ T 7 4 v 71250 T, BFEO—B LA
LTPBRAY V—Z2FTEL., VIIZNLTr I 74 v 7 2EELET,

AR T4 IL—FDETE

H#E) ko R /Ld 5 Cisco Umbrella DC ~D A X T 4 v 7 )b— FZRET HLENHY 97,

ATYT1 [T/N/4 R (Devices) | >[T/\f AEHE (DeviceManagement) | ~X— /5, Threat Defense 7 /3 A
(NGFWBR1) #fmfEL £,

AT9 T2 =7 127 (Routing) | X7 %7 Vw7 LET,
AT w73 [StaticRoute] %7 U v 7 LE7,
ATy 74 v—hZBI (AddRoute) %7 U »Z7 LT, HLWL—h&EBIMLET,

ATYTS [f v F—TxAA (Interface) | KR v 77X T U ARNDL, A Z—7 x4 AL LT [outside static vti_1]
IEIRL £ 7,

ATv 6 [EMAFEE/RF > 7 —72 (Available Networks) |7 > 7 AnB560% » b7 —2 & LT [any-ipv4] % 3R
L. B (Add) 1227 V27 LET,

ATFYTl X bIT—=0 D=+ T2 B ASLET, ZOFITIE, 16925422 L A S LET,

[l Cisco Secure Firewall TD TS5 > F & & U WAN D& sR4E 0 5 Rl
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DNS 5 £ UWeb +5 7« v o otigacL oz [

ATYT8 AN wIEEANLET, | ~254 DFfEAEFEETEET, ZOBITIE, EELT22ANLET,

ATY T BEERGET DX, [Save] 227 U v 7 LET,
WOKNZRT LI, REZT 4 v 27— MBERRSIVET,

NGFWBR1

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP VTEP

Manage Virtual Routers

Global . Network Interface LOaKaa fToMm Gateway Tunneled
Virtual Router

Virtual Router Properties v |Pv4 Routes
ECMP

Metric

| any-ipv4 outside_static_vti_1 Global Host_169.254.2.2 false

BFD

DNS &K~ U Web +5 7« v DHiik ACL DEXE

R —=_R=2N—FT 4 T HFIHLT, DNSBLORWeb bT 7 4 v 7B IIA v F—T =

AANLA U H =Ry MIATTHFEIND LI, T7EBRAV X NRERE

SNET,

AT T [A#TPxY bk (Objects) |>[# TP FEE (Object Management) | 23R L, 2T YT —T )L

MmH [T A) X+ (AccessLists) | > [#:3k (Extended) | Z3IR L 97,

ATFYT2 V=%V AT 4T "I 74 v ROYET 782 ) A FERERT 5%, [JRET 78 AU 2 o

(Add Extended Access List) [ #27 U v 27 LE7,

ATw T3 [HERACLA 7Y =2 b (Extended ACL Object) | # A TRy 7 AT, 7=/ MO

(LAN_to Internet) Z AJJL &7,
ATy T4 B (Add) 127V v 7 LT, HrLWVEET 7R Y 2 R Z2ERLET,
ATYTS ROT 7 vARBEO T 0T 4 % ELET,
1. 774w R (—F) 55912773 (Action) | IR L £,

2. [K—1F (Port) 1#7% 2V w7 L, [FIAAEEZRFR— (AvailablePorts) ] J A N THTTP, HTTPS,

DNS over UDP, DNS over TCP # &% L £,
3. A— FE®EIRL, [FE5EIZEM (Add to Destination) 1 %727 U > 27 LET,

4. [y FU—2 (Network) | #7 %27 Vv 2 L, [FIHFEEZSR Y h T —2 (Available Networks) ] U A

N C7Z v F LAN 2B L E£7,
G¥) ZOHITIH, * v Y —72 1 Branch-LAN T,

5. [Branch-LAN] Zi&R L, [1X(EICIZEM (Add to Source) 1 %27 VU v 27 LET,
6. [EM (Add) 1227 Vv 27 LT, = ) &AFT7V=s MTEMLET,

Cisco Secure Firewall T 75 > F &5 & U WAN 0RO ARG ||



Cisco Umbrella B18) b R LEFEA L X2 THA V8 —2y b rS5T749% |

B onss5UWes 570 v oD PBRAY L —DR

7.

[fR1F (Save) 1272 Vw7 LET,

KORNZRT L 912, ACLF 7V =7 FBERESNET,

Edit Extended Access List Object

Name

LAN_to_Internet

Entries (1)

Sequence Action Source Source Port Destination Destination Port Application Users SGT

DNS_over_TCP
A o HTTP
Allow Branch-LAN HTTPS
DNS_over_UDP

DNSE XU Web k5749 DPBRARY O—DERTE

ATy T
ATy T2
ATy T3

ATy T4

ATy TH
ATv 76

ATy 17

[V —_—2)L—F 17 (Policy Based Routing) ]“X—"C, DNSE LU Web k7 7 1 v
JEN—T 4T TDHIEDDANA L E—T A A, —HHEE (JRT7 7R3 hr—1Y
AR BEOHNIA L E =T 2 A REFETHZEICLY, PBRAY V—2RETEET,

[T/34 R (Devices) > [T/ A4 RAEHE (DeviceManagement) ] %R L, Threat Defense 7 /31 A
(NGFWBR1) ##mf L £7,

NGFWBR1 DA v H—T 2 A a—T[)L—7 1> 7 (Routing) | ¥ 7 %7V v7 LET,

[RU > —_—=2)L—F 12 (Policy Based Routing) 147 U v 7 LET,

[V —_"—2)L— FDiEM (Add Policy Based Route) | ¥ A 7R 7 KRy 7 AT, Kay XU AR
Mo [AJIA B —7 A A (Ingress Interface) ] 2R L F 7,

WY —T—8HEELEET 7 v a UARET IR, BN (Add) 1227V »7 LET,
[Hzk 7 7 v a > @iB01 (Add Forwarding Actions) | %A 7 a2 27 Ry 7 AT, ROBIEEZFEITLET,

a)
b)

¢)

d)
e)

[ACLOMAL (Match ACL) ] R v & 7 7nb, [LAN to Internet] &38R L %9,

REINTA U F—T = A AZEIRT D121, [BESE (SendTo) | Ru v 7 X T U R 0G4
v —7 x4 A (Egress Interfaces) | Zi8R L 7,

MEHAIREZR A > % —7 = A A (Available Interfaces) ]72>5 . Outside static vti_ 11 ¥ —7 = A A D
FIZH 5 Add(+) TAarxE7 Yy 7 LT, BRLEH A 2 —7 2 A A (Selected Egress
Interfaces) [ IZBENL £,

[R1E (Save) 15227 U v 7 LT, —EHEEOLETLEZIALET,

WEEMR L, [RF (Save) 1227V v 7 LT, RV —R—=Z)—FT 4 VT DT RTCORELHE &+ E
TIABFET,

[fR7F (Save) |27 U w7 LET,
WO TRT EHIC, PBRARY —nER S ET,

[l Cisco Secure Firewall TD TS5 > F & & U WAN D& sR4E 0 5 Rl
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Policy Based Routing

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Configure Interface Priority m

Ingress Interfaces Match criteria and forward action

inside "- i

LAN_to_Internet #0 | outside_static_vti_1

5% TE D B

TRTOFRENTET LIZH, BHEHMBET A ACHECERLET,

AT 71 Management Center A == —/3—"T, [ (Deploy) 127V v/ LET, BIEMEFNT T LTWVDLT /A
ADY A SPRERRINET,
ATy T2 BEOEEZERMT 5 NGFWBRI & NGFW1 ORICH DT = v 7 Ry 7 Az A LET,
ATw 73 [ (Deploy) 127V >27 LET, B (Deploy) 1 ¥4 7 a Ry 7 ATEMM[5ET (Completed) ]
Y=V ENDLETRHRLET,
ATy 74 BT HIEFICET LT —BEN AT M X - TGRS N=85A1, [BFE=Z — (Validation Errors) ]
F 7213 [RAEDO %S (Validation Warnings) 17 « ¥ RUICZONENFRRINE T, BEBRFEMERRTD
Zi%, [MRFET™Z — (Validation Errors) | F 721 [fRFED %4 (Validation Warnings) (V> 27 %27 U v 7 LE
7
WOBRIE DY 97,
[%B’ﬁ@fﬁiﬁ (Proceed with Deploy) | : S IRAEA MRS TICEB 2T LET, VAT AR T —%
R LGBt TE £ A,
«[FAC % (Close) ]: EBEAETICTKR T LET, =7 —BLOWEERREZMEAL, XEOHEMEZZITL
£

SASE Cisco Umbrella k> R JLOD B DIER

Management Center C, [i#%1 (Notifications) ]>[% A7~ (Tasks) ]|(Zf®) L. Threat Defense 7
/NA A (NGFWBRI1) T® Cisco Umbrella > F/VDJEEERY > —DREAD AT — X X% 5K
RLET,

Cisco Secure Firewall T 75 > F &5 & U WAN 0RO ARG ||
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B saseciscoumbrella ~ > R L0 EMORER

Deployments Upgrades © Health Tasks

20+ total 0 waiting 0 running 0 retrying 20+ success 0 failures

© Policy Deployment

Policy Deployment to NGFWBR1. Applied successfully

@ Policy Pre-Deployment

Pre-deploy Device Configuration for NGFWBR1
success

@ Policy Pre-Deployment

Pre-deploy Global Configuration Generation
success

° Umbrella Tunnel Deployment

Umbrella Tunnel deployment for Site to Site VPN VPN-MumbaiUmbrella has succeeded

Management Center CSASE HE) h & KV D AT —H A& fERT HI21E, [T734 A (Devices) |
>[VPN] >[4 K] (Site To Site) | ZEIR L 7,

Firewall Management Center

) ) - ) ) ! 0] T
Devices / VPN / Site To Site Overview Analysis Policies Devices Objects Integration Deploy Q @ * 0 admin wisco. SECURE

Last Updated: 04:10 PM + Site to Site VPN + SASE Topology

[¥ select. X \ Refresh
Topology Name VPN Type Network Topology Tunnel Status Distribution IKEV1  IKEv2
>  VPN-CLPOD8-Umbrella Route Based (VTI) SASE — v &SN
| v VPN-MumbaiUmbrella Route Based (VTI) SASE e v &8s I
Node A Node B
Device VPN Interface VTl Interface Device VPN Interface VTl Interface
UMBRELLA Asia-Mumbai 146.112.1... (146.112.117.8) |:| F0 NGFWBR1 Outside (172.16.2.10) Outside_stati... (169.254.2.1)

Management Center C 587 S 4172 SASE hAR 1 U &MERT 5121, [T /34 A (Devices) ]>[VPN]
> [ R (Site To Site) 1> [SASE FaRr P D% (Edit SASE Topology) ] # R L 9,
n—% /L k3L ID (&, Cisco Umbrella ~DEFHZICERH S E T,

% Firewall Management Center

Overvi Analysi Polici Devi Object: Integrati Depl U dmin v el
Devices / VPN / Site To Site verview nalysis olicies evices jects ntegration eploy Q @ i+ @  admin du SECURE

Edit SASE Topology

o Endpoints 2 | Summary

Topology Name*

| VPN-MumbaiUmbrella |

Pre-shared Key*

Umbrella Data Center*

[ Asia - Mumbai(146.112.117.8) \

Threat Defense Nodes

Device VPN Interface Local Tunnel ID

NGFWBR1

Outside_static_vti_1 FTDvChandigarh@4 - 704-umbrella.com K]

. Cisco Secure Firewall TD 75 > F & & U WAN O RL D E R HI
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SASE Cisco Umbrella > LoERIORER ]

Management Center C [/ FJVPN (Site to Site VPN) | ¥ v v R — REFrT 5120, [
% (Overview) ]>[# v =R — K (Dashboard) ]>[%1 F#HVPN (Site to Site VPN) ] DJIEIZ

BEIRL £,
‘ !:Irewa” LM?‘nagr;{eme‘n} Centﬁl; Overview Analysis Policies Devices Objects Integration Deploy Q 00 @ admin v Ml g
{** ] Overview / Dashboards / Site to S
Y Select... X I Refresh ‘ Refresh every | 5 minutes In
Tunnel Summary Node A Node B Topology Status Last Updated ~
Asia-Mumbai (VPN IP: 146.112.11... NGFWBR1 (VPN IP: 172.16.2.10) VPN-MumbaiUmbr... Active 2023-04-27 '\5:1...|
North_America-Los_Angeles (VPN... NGFWBR1 (VPN IP: 172.16.2.10) VPN-CLPOD8-Um... Active 2023-05-11 11:1...
100% Active
2 connections
Topology
VPN-CLPOD8-Umbrella 0 0 1
| VPN-MumbaiUmbrella ) 0 1 |

Threat Defense T@ SASE Cisco Umbrella > XL HERT AI1T1T. IROCLI a2~ REfEH L
i ‘j‘o

* SASE b > RIVOFM AR T BT, Roa~» REFHLET,

> show running-config interface tunnel 1

1

interface Tunnell

nameif Outside static vti 1

ip address 169.254.2.1 255.255.255.252

tunnel source interface Outside

tunnel destination 146.112.117.8

tunnel mode ipsec ipvi4

tunnel protection ipsec profile FMC IPSEC PROFILE 1

IPSec 7 Rm 7 7 A VB L OBET AIRE L KR T DT, ROa~<wr REFEHLET,

> show running-config crypto ipsec
crypto ipsec ikev2 ipsec-proposal CSM IP 1

protocol esp encryption aes-gcm-256

protocol esp integrity sha-256
crypto ipsec profile FMC IPSEC PROFILE 1

set ikev2 ipsec-proposal CSM IP_1

set ikev2 local-identity email-id FTDvChandigarh@4lxxxxx-xxxxxxxxx-umbrella.com
set reverse-route
crypto ipsec security-association pmtu-aging infinite

IKeV2 RV —% v FEWHERTHIZIE, kOavr FEEHALET,

> show running-config crypto ikev2
crypto ikev2 policy 15

encryption aes-gcm-256

integrity null

group 20 19

prf sha256

lifetime seconds 86400
crypto ikev2 enable Outside

cTxBIUORxT—H &G b RNV MR T DI, WOa<y REFEALET,
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Cisco Umbrella B18h k ~ rLEFERA LIz X 27 HA V2 —%y b b5 T095 |

B saseciscoumbrella - L0 RBOHR

> show vpn-sessiondb 121

Session Type: LAN-to-LAN

Connection 146.112.117.8

Index 19 IP Addr 146.112.117.8
Protocol IKEv2 IPsecOverNatT

Encryption IKEv2: (1)AES-GCM-256 IPsecOverNatT: (1)AES-GCM-256
Hashing IKEv2: (l)none 1IPsecOverNatT: (1)none

Bytes Tx 234 Bytes Rx 446

Login Time 19:14:51 UTC Thu Apr 27 2023

Duration Oh:55m:16s

Tunnel Zone 0

> show interface ip brief

Interface IP-Address

Internal-Control0/0 127.0.1.1

Internal-Control0/1 unassigned
Internal-Data0/0 unassigned
Internal-Data0/0 unassigned
Internal-Data0/1 169.254.1.1
Internal-Data0/2 unassigned
Management0/0 203.0.113.1
TenGigabitEthernet0/0 172.16.2.10
TenGigabitEthernet0/1 172.16.3.10
TenGigabitEthernet0/2 unassigned
Tunnell 169.254.2.1

S

> show crypto ipsec sa
interface: outside static vti 1

Crypto map tag:  vti-crypto-map-T
198.18.128.81

Protected vrf (ivrf): Global
local ident (addr/mask/prot/port
remote ident (addr/mask/prot/por

current peer: 146.112.117.8

#pkts
#pkts

#pkts encrypt
decaps: 743, #pkts decrypt
#pkts compressed: 0, #pkts decom
#pkts not compressed: 705, #pkts
#pre-frag successes: 0, #pre-fra
#PMTUs sent: 0, #PMTUs rcvd: O,

#TFC rcvd: 0, #TFC sent: 0
#Valid ICMP Errors rcvd: O,
#send errors: 0, #recv errors:

encaps: 705,

#Inv
0

FORNDAT —Z 2 M@ T DI10E, ROa~ R LET,

OK? Method Status
YES unset up
YES unset up
YES unset down
YES unset up
YES unset up
YES unset up

30 YES unset up
YES manual up
YES manual up
YES unset administratively down
YES manual up

unnell-0-1, seq num: 65280,

(0.0.0.0/0.0.0.0/0/0)
(0.0.0.0/0.0.0.0/0/0)

)t
t):

: 705, #pkts digest: 705
: 743, #pkts verify: 743
pressed: 0

0!
#fragments created:

#pkts decomp failed:
0

comp failed:
g failures: O,

#decapsulated frgs needing reassembly:

alid ICMP Errors rcvd: O

Protocol
up
up
up
up
up
up
up
up
up
up
up

VTI b o VBRI T 50T 5 IPSec SA 2RI HI2i1%. Rkpa~ REEHA L E

local addr:

0

0

local crypto endpt.: 198.18.128.81/4500, remote crypto endpt.: 146.112.117.8/4500

path mtu 1500, ipsec overhead 63

PMTU time remaining (sec): 0, DF
ICMP error validation: disabled,
current outbound spi: C76F91B4
current inbound spi 64907273

inbound esp sas:
spi: Ox2BF92601 (737748481)
SA State: active

[l Cisco Secure Firewall TD TS5 > F & & U WAN D& sR4E 0 5 Rl

media mtu 1500
copy-df
disabled

(44),
policy:
TFC packets:



| CiscoUmbrella B8 k>R EFERLI-EF1THAVE—F Y RS Ta Y
SASE Cisco Umbrella > LoERIORER ]

transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 32, crypto-map: _ vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4331520/27987)
IV size: 8 Dbytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: 0xCA2DC006 (3391995910)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 32, crypto-map: _ vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4101072/27987)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Cisco Umbrella C SASE k> /L& FKRT HITIL, CiscoUmbrella lZv 7 A > L, [JERH

(Deployments) 1>[227 7 A7 7 47 4 (Coreldentities) ]>[* > bV —7 k> /L (Network
Tunnels) JICBENL £9°, KD R™T X 512, Threat Defense 7> 5 Cisco Umbrella ~D % v
T —27 F RN FEREINET,

Active Tunnels Inactive Tunnels Unestablished Unknown Tunnel Data Center
] 1 Tunnels Status Locations
1

FILTERS Q_  Search tunnels by name

VPN-CLPODS8-U... Default Site Los Angeles, 1 @ Inactive Jun 07, 2023 -

Secure Internet California - US 6:31 PM
Access

VPN-MumbaiUmb... Default Site Mumbai, 1] @ Active Jul 21, 2023 -
Secure Internet Maharashtra - 12:51 PM
Access India

MRV DM EERTHIZIE, B a R LEY,
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Cisco Umbrella B18) b R LEFEA L X2 THA V8 —2y b rS5T749% |
B ciscoumbrella @ r kLD ST A—F LY

FTDvChandigarh@4 = other 146.112.117.8
umbrella.com

Total Network Traffic

Jul 20, 2023 - 8:52 PM 2.63K 85.73 KB 0 sec

69.37 K 185.26 KB 0 sec

IPsec

Installed 727 sec - AES_GCM_16 256
c76f91b4 64907273

IKE

Established 3856 sec PRF_HMAC_SHA2_256 AES_GCM_16 ECP_384
53285f5df73e0c22 204e90910acad243

CiscoUmbrella BEEI o RILD LS TN a—TF 429

R, D CLI Zf# ] L . Cisco Secure Firewall Threat Defense T Cisco Umbrella H &)
h o R CEEES AREEZT Ny 7 LET,

\}

G¥E) FREMBER BE D Threat Defense 7 /XA A T debug 2~ > REZFITT DAL, HRE L THDTL
PEWN, TRAATEFEEERT AT LUV ERETE D720, Z3#EMaH 0T 5 Alfe
PERBHY 5,

2 CLIavw >R

BED T DA %78y 7 %4752+ % | debug crypto condition peer <peer-IP>

AR R A v 2 —T = A AER AT ) | debug vti 255
7T 5

[l Cisco Secure Firewall TD TS5 > F & & U WAN D& sR4E 0 5 Rl



| CiscoUmbrella 58 b » RILEFEALEEF1T7HAVE—F Y FbS5Ta 02
mayv—2 [}

BE CLIavw> R

IKEV2 71 a2 VEED 5 %7 v g % |debugcryptoikev2 protocol 255
TRy T D

IKEV2 75 v N 7 4+ —ABED T 47 3 3 | debug crypto ikev2 platform 255
VETNyTT D

{72 IKE B R 5 4 7 o 5 v 453 | debug crypto ike-common 255
RS

IPSec B D N T > 7 3 3 > &5 /3 v 74 % | debug crypto ipsec 255

BEE!) Y —X

1)) —2X (Resource) URL

Cisco Secure Firewall Threat Defense U U — % | https://www.cisco.com/go/firewall-release-notes
J—h

TR T OHHERE & I S 7-#ERe http://www.cisco.com/go/whatsnew-fmc
Cisco.com @ Cisco Secure Firewall http://www.cisco.com/go/firewall

Cisco.com D~ == 7 )V http://www.cisco.com/go/firewall-docs
YouTube _E® Cisco Secure Firewall https://www.youtube.com/cisco-netsec

Cisco Secure Firewall Essentials https://secure.cisco.com/secure-firewall
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Cisco Umbrella B18) b R LEFEA L X2 THA V8 —2y b rS5T749% |
. gy v—2R
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JE—FJ)—H—"DEXT 17 HIEHEDIE
& : DIA, CiscoUmbrellaBEj k> RJIL. B
& U DVTI & A4

Z O TlE, DIA, CiscoUmbrella HE) k> /L. 3 X ODVTI O O EER 2200 HIZ W T
HELLLHBHLET, ZoFEAFITIE, V=LA LVAREADEDOY T IV A, Xy b TU—7 hiR
nY, BLORZY RY =2 ROFMEIZOWTEELLSHALET,
* DIA. Cisco UmbrellaSASE H#E) b /b, BLXODVIIICL DV E— MU — T — D &
X2 U7 005k (85 R—)
« ZOERBIOXSRE (86 X—)
e U (86 X—7)
s hARE Y (87 X—)
* DIA, CiscoUmbrella HE) F > /b, BLODVTIZHRET AT-DDT L RV —x 0 ROF
JIg (88 ~—3)
e BEY v — R (88 X—)

DIA. Cisco UmbrellaSASE BEj k=)L, B LU DVTIIZ
EBN)E—FIT—H—DEHEELT) T 1 DEIE

LS HOMA#ER SN B— MU — 7 BETIE, kT, o8BV —2 74 —R I —A LR
IR¥EGE, BXaT R T VA, BLOKREIL SN N7 v U A BT D L) BEICHE
HLTWET, ZOFEMAFITIE, *y NI 8EROMEEZR L, a7 L —ra a2k
L., EERARHEL, VE— P2 —REINLTHERMEEXETEZDHLICTIHED
D, DIA (XA VI s A Z—Fv b TZ¥EA) | CiscoUmbrella SASE HE) k> /1, BX&
DVTI (FAFI v 7B N H—=T A A) T )0 P—0EAZOWTaHA L
£7
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JE—FT—H—~O+tF 1 7HEHEORE : DIA, CiscoUmbrella BB k> )L, &£ U DVTIOEEH |

CDFEABIOXNRE

YFUS

COFERBIORNEEIL. FY NT—0 AT TANT I F v OEHLIEELZHLETSHIT 70
Txvyvati, Fy N7 EHE, BXOBEREEL, VE— NV~ 73— RO
LtFa VT ¢ OFEEEZHA TV DM TI, DIA. CiscoUmbrellaSASE HE) k%1, &
XODVTIT 7 /) av—0ENETLA %A beffiL, VE— N —T—NHEET 5%
RACKHLT DERIC b T2 b ENDFRENA T4 FLET,

Sally I, V7 AH A LDaATHRL—var T —27 7 BAIKREKGET H7 a0 —Ub4
¥V ET— MEEHYE L LTIV TWET, SEIERZ TA4 72 NOGFTICHEEICHIEL
TWETH, BT —F~DOT 7 EARFFEE DA 2= —a VICHRERH Y £,

DRIBHBLD

SHOBFEOX Y NI =7 4T T AT 7F % Tlidk, BHOBFICY — b L A0S &
X2 T RT I ERAERMTE 2020, BIE, T—XOFREE, BILOEEOTWNHEAELT
I/\i—a—o

NTT7 U RAR—4 RO ODIA, CiscoUmbrdlaBE# ko RIL, BLUDVTI THERESH
BY)a—2avIcLAEBEORRAE

Sally D L 972V E— b U — U —NEET HAEEICKHLT 572012, EEdsFhiE, DIA, Cisco
UmbrellaSASE H#) k> %/, BLODVTIZH L7-adE Y ) a—va 28 ALET,

1. DIA:DIAZfHTAHZ LT, SallylIEEDOFRy NT—7 ZRBEETIZA X —F v MNZ
BEHEEGRCTEET, 2L, IV EETEEEORWA VX —3y 8T 7 ARR
SN, 77 RR—=ADT IV r—2a v BIOY—ER TR T I7ERATEET,
hicky, BEORY NT—I DRy NU—T N T 7 4w RA T a— RS, @i
DRI N, T —< AR EEL ST,

2. CiscoUmbrellaB&) b > #JL : CiscoUmbrella HE) b > XV DR EZIEH T 25 Z & T, Sally
OEfE, Sally 3V E— M THEH SN TWDIN, 770 F 7 7AT U+ —LOERIZHD
MIZER2, —SNletx 2V T 4RV =B T 74 v 7 IS LI LE
T TAUTKY ., VPNEHiZ FEICTRET 2MLENR 72 R0 | 18RO b RVEREIZ BIE
TOEMES EIETEN R 7 =B INET, 2077/ ry—iX, Saly LMHENOZD
DOV E—RT—=H—IT, PN, FMEE, BLOSbEn/ctx 2 )7 ¢ 28R L
E3N

3. DVTl : "T TV RAR=7 R YODVIIZ LY . DEilE L BEDFR Yy T —27 D
e X 2T 72 IPsec b FNVEBEIICIER TE ET, 20O M RV TIET — X BEDIE S
fbEh, VE— P TEETIBRICHED Y Y —A~DEXaTRT 7 v ANHESNE
9, Flo. DVTHIE, ODFEHRANRAENL TR T T4 v 20TV Tz MIL—
T4 L, R/ SN2 NE LT A0 EEERMET ST, Xy FU—
IR T p—v o At LET,
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| VE—F7—h—~0tF17HEHEDRME : DIA, CiscoUmbrella B8 k> %)L, & & U DVTI OEFHI

kA0

s ~

roe

DIA. Cisco Umbrella SASE HE) k> /L, BELODVTI A5 5 Z & T, Sally D&t
I, kD) T— U —h—& LCOHERM., EX=2V 7 0, BIOVEEEZA ESE T E
T WIZIZ T RT AV r—a N FIde 7 78AL, FFEE—ALRIZaTHRL—

varl, BEDOV Y —ZA~OtXx a7 THREMORWERiE E b THRIATAZ EnT

ETFEI, ITF—22iE, — kSN2 V7T B, Xy T —7 OBEMES OB, Y

EFT—NI—=H—DT 7T 4 T 4 OuEDm L7 EORERH D T,

ZORMKRaYTIH, W2 74T NERIZT 70 F I =27 A7 —3 2 VA WKSTBR & LT
Z LT &4, NGFWBRI & LT T LT S 41727 T F @ Threat Defense (ZHft S 41 E
9, AfLD Threat Defense (’6‘3: NGFW1 & W) TR THnES, BEOXRY T —
71X NGFW1 % L CEFEFHETT, NGFWBRI DA A > % —7 = A A|ZiL inside &9 4
IS T B, A v 2 — 7:/(1 IZIEF N1 outside, outside2, B L outside3 &V 5
ARIPHT B TOWET,

NGFWBRI & Cisco Umbrella @ [HIZ Cisco Umbrella H#E k& RV NHRE SN TWVET,

T _XTODNSEB LU Web k7 7 ¢ v 7L, CiscoUmbrella H Bl k> /L% 4 L T Cisco Umbrella
IZ25{E E 41, Cisco Umbrella @ DNS B8 L DX Web R Y o —IZHESWCEFAE 2137 2 v 7 &

F9, ZHUTEY ., 2 oDORGERE NS ILE T, 1 D1F Cisco Secure Threat Defense (2 & 5 T
o—H /WA S, b9 120 Cisco Umbrella IZL» T2 77 RCREEINFE T,

INT ZAR—IREDEEE. VPN k%L NGFWBR1 & NGFW1 OBICRESNET, Vv
JDOINEMRE VPN T 7 407 0a— KT v T0dil, 7790F ) —FRO7I714~
VBLO®D U ZVDAET v 7 VTIA v Z—T 244 ATECMP YV — U NEREINET,
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N .
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WAN link through ISP1
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DIA. CiscoUmbrellaBE k> RJIL. BELUDVTI ZHET
5O KY—IT 2 FDF|E
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i, WOFIEE T LET

cHFALIO A=Y b TOEADERTE : "AE=F Y > 7%l L7z DIA OFRED
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1)) —X (Resource) URL

Cisco Secure Firewall Threat Defense ) U — % | https://www.cisco.com/go/firewall-release-notes
J—h

T _TOHFHERE & FEIE S 7-HEHE http://www.cisco.com/go/whatsnew-fmc
Cisco.com @ Cisco Secure Firewall http://www.cisco.com/go/firewall

Cisco.com D~ == 7T )V http://www.cisco.com/go/firewall-docs
YouTube _F @ Cisco Secure Firewall https://www.youtube.com/cisco-netsec

Cisco Secure Firewall Essentials https://secure.cisco.com/secure-firewall
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