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NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">John

</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute Name="lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">Doe

</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="email"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">jdoelexample.com
</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
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THYLEND Y £9,

<Namel D> ® Format J&£/Z. urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified & 721
urn:oasis:.names:tc:SAML :1.1:nameid-format:emailAddress (Z% E SNV TV D LERH D F97,

<NameID> BHE DK ZRITRLET,

<saml2:NamelID
Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified">jdoelRexample.com</saml2:NameID>
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AFEPRMACE £,

e IVTA4T4IDURI-IdP DV a0 — 3 )L7g—BE D4R, it 13f7m) LEEhsZ &
LH FET,

« X.500 Z24LEIAE —[dP 73 SAML 7% — 3 VZBAT A -l HT 5 A5 —/fhE
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USERS © @ .

SERVICE PROVIDER

7 7 4V b ClL, Security Cloud Sign On [L "X T? IdP D —H—% Duo £ ZFHEBAE (MFA)
IR CBRER L 9, M CTT TICMFA N IdP E A SN TV AEE, e 7 ' Az
B(Z)& LT Duo ~X— A D MFA #0245 Z LM TEET,

S == a1 S
IVRA—TSARXEEI 14—k
TR =TT RRER Y NT v 7T 4P — Rk, MHED IdP % Security Cloud Sign On & ¥4
THIDOEBOAT » 7 THERINE T, FAT v 7 E%ETT 5 NNTHETRDSRTE SN
L7, P THKRTLTCOER TR T e RAERETTEET,
TUH—TTARREY 4 P — FEBHITIE, SecureX 7 SV r—va v iR—ZLTrTa7y
ANTAarw sy L, [RX—T T4 X%E (Enterprise Settings) ] Zi®IR L T [#HD D
(Get Started) | %27V v 27 LET,
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“> Application Portal

Enterprise Settings

Welcome Jane User!

If you’re an admin for your company, click Get
Started to set up single sign-on for your enterprise

account.

The setup wizard will then guide you through completing the
following steps:

1. Claim and verify your email domain.

2. Create an enterprise account for your company.

3. Set up single sign-on for your enterprise account by integrating
your IdP.

RET AP —RTIE, 1 ODFBEAFA—IVRFAL VERHEL, 1DO0ID 70 X —% ik TX
£, ROHEAIEL. CiscoTAC T — A& A —7 T HMLERH Y 4,

D ID A F—H T HMLEND D

DB TA—I FAAL VEHEBETILERD D

c AT w2 B AN RAAL L OHFEEBEEDRICHBEASCE T A — IV RAL VEER
T5

\)

G AT TARBRET 4P —FTERENTOWARWEED AP ERHDHHBE. TOMEE
A= FEEALTEET L LI TEETA, IOV TIEL, BFEO AP HA A L
TWHEBEREE (3X—) 2L TEEN,

ATYvT1: T3 —T54 XDIERL

BAID AT 7 & LT, Security Cloud Sign On THAHifI & DT ¥ —7F 4 Z&MER L 7,
DT =TT A4 R, HiELIZ RAA & ID 7 a g X —ORE BT g,
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AT w71 Security Cloud Sign On 7 % 7 > kT SecureX 77U 77— a3 ViR—X WZH A A LET,

ATvT2 FERBCHLZTa 7y ANTA i)y L, [ —7 714 XFE (Enterprise Settings) ]2 3R L
e

ATw 73 [T 5 (GetStarted) 1227V v 7 LET,
ATV T8 2o BT T34 X7 NOLFEIZEAD L, [IR17F (Save) 1227V v 27 LET,

+> Enterprise Settings

Enterprise Account Name

1. Enter an account name for the enterprise, company, or organization associated with your domain. @
2. Click Save.

Example company Save

ATFYT2: BEFA—ILFE AL DOHRE LR

WIZ, T BZ—TFGARXDEFA—IVRKAAL VERBELTHRIELET, TORT v T EETT
HIZ1E. RAA AL A ST —ERAR—Z)LTDNS L a— RE{ERRT A MENH Y £,
RAAL L ORBFENRTET L= 5. DNS L a— RiFHIBrTx £9,

ATYT1 HEETDH AL &AL, [EE (Submit) 2727V v LET,
BEY AP — RIZDNSTXT L 22— ROLRTEERFRINET,

6. Click Verify.
Record Name _cisco-sxso-verification.www.example.com fg
Type TXT
Value 69dS +1d55 By

ATV T2 RALVHLVIAR T —EBRIZH A AL, FEEENTZLa— R4 EMETTXT La— RE2/ERL %
j‘o

ATYT3 DNS La— RBMEESNDE TR > Tnb, [F&E (Verify) 1227 U v 27 LET,
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ATy T8 BEERKRII L1256, [IdPO#EE (Integrate IdP) 1427 U » 7 LTCTID 7 a/ N\ ¥ —OfEZBm L £7,

Success! You've claimed and verified your email domain and enterprise account name. Click
) f Integrate IdP
Integrate IdP to sync up the single sign-on.

ATvw73:SAML A 2 T—42 DX

ZDAT v 7 TiL, 1dP & Security Cloud Sign On O[#] T SAML A ¥ 57— X B8 XL VB4 REH E%
L £,

1R H BRI
ZORAT vy T HRFETTHITIEL, ID 7 e A X —THER Lo BB T 2 IR DG A EE T,

« UG WY A UF Y —E XD URL - Security Cloud Sign On 7> 5 HTTP POST © SAML #&
AEERAEETHURL, URLD KA A L, BNZAT v 72 EFA—/V NAAL LV DOHFE
ERRGERAA =T HDHERHY £,

IVT 4T 4 ID-ID 7 1,34 X —% Security Cloud Sign On C— & Zi#kAIT 572D ID,

IdP @ SAML X &5:‘_‘& nb <EntityDescriptor> %?%0) entityID TE@%@T% ij—o *%ZB
D IdP TIXID FTANA F—=FATT LT TV ET,

SAML ZLEIBHE 1dP X SAML 79— 3 VIZBATAT-OIFEHT 5 x.509 B4 31
=B

Ho

ATV T [BEy b7 v~ (SetUp) ]Hi T [ID7 7/ 4 % —4 (Identity Provider Name) | 7 « —/L RIZ IdP D4 i %
ATTLET,

AT w72 IdP O SAMLFEA M HLEG L= [> > 7 WA 4 L URL (Singlesign-onURL) |1 & [>T 47 «ID (Entity
ID) | DfEZ AT LET,

ATV T3 [77A4VDEM (AddFile) %27V v 7 L, BIZIAPH X 7 m— R L7z SAML B4R EZ BN L £
7

AT T4 Duo MFA ~D =2 —W—D BEPEER ATV G 1L, [Security Cloud Sign On CTDuoX— A ODMFA % A #hIC
35 (Do you wish to keep the Duo-based MFA enabled in Security Cloud Sign On?) ] CT[\ 2 (No) ] Z R
LET,
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Integrate Identity Provider

0 Set Up 2 ) Download 3 ) Configure
Set Up
Identity Provider (IdP) Name Okta SSO
Single Sign-On Service URL (Assertion Consumer https://sso.example.com/saml

Service URL) @

Entity ID (Audience URI) @ http://www.okta.com/123456abcdefg

SAML Signing Certificate @ Add File

By default, SecureX Sign-On enrolls all users into Duo MultiFactor Authentication (MFA) at no cost. We strongly recommend MFA, with a session
timeout no greater than 2 hours, to help protect your sensitive data within Cisco Security products.

Do you wish to keep the Duo-based MFA enabled in ® Yes No
SecureX Sign-0On?

If your organization has integrated MFA at your IdP, you may

wish to disable MFA at the SecureX Sign-On level.

ATV TE [k~ (Next) 127 Vw7 LT[Fv>ra—FK (Download) | iz E T,

ATwT6 FREN [V IV A AP —EAURL (ACSURL) (Single Sign-On Service URL (ACS URL)) | &
[>T 47 4ID (A—F 4= AURI) (Entity ID (Audience URI)) ] % 2 &°— L., SAML B4 iFHEL &
vra—KRKLET,

Integrate Identity Provider

:/ SetUp ——— e Download 3 ) Configure 4 ) Activate

Download

Depending on your provider, use the following information to set up your Identity Provider (IdP).

Single Sign-On Service URL (ACS URL) https://sso-preview.test.security.ci... 7]

Entity ID (Audience URI) https://www.okta.com/saml2/servi... 7]

SAML Signing Gertfcate B cisco-securex.pem
SecureX Sign-On SAML Metadata B cisco-securex-saml-metadata.xml

AT TT 7.[k~ (Next) 1227V v 7 LT[k (Configure) ] M ZEAE T,
AFy T8 [dPEHa LY — /L TSAML 7 7Y r—3 3 VERIEN—VZHE, ROEHEEZITWVET,
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a) [ACSURL (ACSURL) ] & [>T 47 4ID (Entity ID) 128V 4 CToHN- R RMEZFTOFIET

RS LETERLET,
b) REV 4 P — TR SN SAML B4EHELZT v Fu— R LET,
GE) —HEOIP (IZUHIZ 72 L) TiE, FEHEDONEZ 1170 JSON L5 & LTI 2 3
NHOFET B ————- BEGIN CERTIFICATE-———- \n...\n...\n----—- END CERTIFICATE-———- \n) o

¢) REDEHZ SAML 7 7V REIHRIFLET,

RDERY
WKIZ, T2 —T5A4A XD APHEET AN LET,

— y . AN -
ATYvI74:SSO0#EDTA B
Wz, T B =TT X7 4 F— R)NH AP ~D SSO R ZFALE L TP DFEASET A ML E
T, SecureX 7 F UV —a Xy aRh—RIZENE, TAMNBESILEZ L2EHRLET,
o FTGAX—F (=T VL) U4 RUTURLEZTANLET,
e AU NERTEEFA—IVRAL L, BINCHFE LIZAT v 7 2 B A=V A
AVOHFFELERGEE —BTH2LERHY £,

s IOz —H— (BEFFD Security Cloud SignOn 7 41 7 > k72 —H—) LEEfFO=2—
FoTF AR LET,

AT TN 2o Z—T T4 XFRET 4 ¥ — KO [#5% (Configure) | HiHEIZEY 7,
ATFY T2 RFYT2OSSOURLEZ U v FR—Ricav—L, 'S4 _X—F (=27 Ly k) T50F T 1Ry
TR £,

Configure
1. Configure your IdP with the public certificate and SAML metadata you copied and downloaded from Cisco.

2. Test your IdP integration by opening this URL in a private (incognito) window.
https://sso.security.cisco.com/sso/saml2/0oa... B

3. Once you sign in and land in the SecureX application portal, the configuration test is successful.

ATy T3 ID 7 F—Hh A A4 LET,
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YA A N T DEF A=V AL AT, BINCHFELIZAT v 72t A=V F AL OHEE
ERGEE —ET HMERH Y FT,

* Secure Cloud Sign On THMDY A T v AAMEH LT Ao FMEFRIOT7T 7 N TT AR LE
7, 72 & 21X, admin@example.com 7 # V> R THA 7 v S L TIP A EER LTEEHA. HAED
TAMIZNERUEFA—/MIER L2NTLZI N,

SecureX 77U 7 —3 3 VIR— X UNFER I NI, HEROT A MIKEHTYT, SSO uk AT T —)
FAETHHEEIT., FT T a—TFT 47 (153—2) ZBRLTLIEE N,

ATYTA EETARLIZS, [k~ (Next) 1527 YV v 27 LC[T 277 471t (Activate) ] _X—IZHERE T,

ATy IS5 PEDT IV T4 71

AT w74 SSOFMADT A MPET L, M TAMCT /N TEb, P HAEET 7
T4 TEET, T/ T4 e LiKIE, =P F= X —T T4 X (1dP) DEFA—
LNT RUARERZAT—REHFEHLTYHA A > LET, RO Duo MFA B§%% 47 77 b
L7256, 22—V —IIMFARELBEH T2 20 7,

IdP & Security Cloud Sign On D&% 7 7 7 4 74k 3 521X, [IdPE 7 27 7 + 71t (Activate my IdP) ] % 7
Vw7 L, MBI AT T[T 277 471 (Activate) 1227 Y v 27 LET,

[dP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise IdP password
 Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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T H—TFTA AT 4= FDTT— (16 =)
e AADEX 2V T ML EOKE (16 X—2)

UGN A A ISAMLD TS —

HEDTAFTOHTTP400 TS5 —

TR =TT A RBRET AP —FRTDO AT v 7 4:SSOMEDT A FTHTTP 400 = F — 3%

ETAEEST. WO T TN a—F 4 T REER LTSN,

A—HF DA VF VBF AW FAAUDBBELLE AV E—HTEHIEEHRT D
TAMUMERL T 22— =T WY FOBEFA—IV AL VINRAT v T2 A A—
IWRALVOHFELRIEE —H L TWEZ L AR LTI EEN,
7= & 2, example.com DL f&%iﬁj_ R A A 2 % LTC%/EI\\ a—H—ix

<username>@signon.example.com '(“ﬂj:fcﬁ < <username>@example.com T"j‘/l) ‘/4’ \/"9,«%.7) JZ\Eﬁ
&) U i—a—o

SAML [EZ&®D <NamelD> BEENBEFA—ILT KLATHAZ E5HRT S

SAMLJGE D <NameTd>BEFZEDEITE T A —/LT RLATRITIUER D 8 A, BFA—/L
7 KL A, 22— —OSAML BMETHRE SN —emaill &£ —HT2X4ERH Y £3, 7
IZOWTIE, [SAML IREDENE (5_—) | 2R L T30,

SAML [EZIZELWEBHERNEEINTWS I E#HERT D

IdP 7~ & Security Cloud Sign On ~® SAML JE&IZ I, MWD 2 — P — &M TdH 5 firstName,
lastName, 3L email A& ENE T, FEMIC OV TIZ, SAMLJSEDOZE: (5 ~—)
EHBL TSN,
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KA DDIREEBFDIT S —

AT T2 BAA—INRKAL VOFFLEHRIAETE T —NRETHHEEIL. KO RNT TNy a—

T4 VT FEEZR LT EEN,

LIESLF-ThoBERITTS
LIEBEL o Tnb, b9 —FE [EE (Verify) 1227V v 7 LTHTLZEW, DNS
g— ROFHM DNS = R_R— | RZEZ LD E TORFEIL, h—bv AT X —|2k-o
THRY F9,

TXTDNS La—KFDRAFEELZERT S
RAAL LY A T TR LIETXTDNS L 22— ROLRTEERT Y 2 —FF5 4 XFHET 4
P— R TCEREINDINEL —HT 2 E2HERLTIIEIN,

SUTNYA U UDTANEOTIS—
AT w74 SSOMEDT A M T T —NHET H5E1L. SAML &% E O e —F —
T FORMBETHLAREMENRHVET, NT TN a—T 4 7T OFNEITHOWTIL,
TN A FV/SAML DT — (15%—=) HZHBELTLIEEN,

DARADEFANVTAEREDIKE

DRAADEFXF LV TAHKTOYA A DTS5 —
Security Cloud Sign On (ZIZH A A4 TEX NV AaDtx =2 U7 o o 1 DLl B A >~
A TERVERIT, ROREHR L TIIZEN,
Security Cloud SignOn OF 7 b UHABELGHGMAE SN EHERT S
vAADEF 2V T 4 BULIZIE, Cisco Umbrella @ X 9 |Z Security Cloud Sign On 237 7 #

AR THR—= I8 LHIUE, A7 b UM ERBELHY 9, A7 A on
MBI 2 aDtXa ) T IO TE, PAR—rEnd xR T 0O ) 2

THER TE £

Security Cloud Sign On QA EMA R RBOBAERE —HIT DL EHRT S
4% —4—® Security Cloud Sign On DFEAIIEHR (FEF A —/L) MHEREOHAIIE R & —ET
HMENRHY 7, 72L& %2IX, userRexample.com. & 9 L —H—% D Security Cloud

SignOn 7> hindbbH & LET, ZD Security Cloud SignOn 7 H 7 R & H L T
Umbrella CIEF IZFRRET H121E, [ UET A —/LZFFOREAF0 Umbrella 74 7 > k34

T,
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 Auth0 = (19 =—2)

+ ADFS (25 *—7)

e Azure AD (29 ~*X—7)

*Duo (33 *—7)

* Google (37 X—Y)
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S

Auth0 £t

o WEE (19 X—2)
XL I (19 %—)

Z Z TlE., Security Cloud Sign On & #4325 Auth0 SAML 7 7' U 77— 3 > 2B T 2 HIEIC
DOWTHH L ET,

[FC&HIZ

1R BHIIZ
o BIREHEIR T Auth0 FHla L YV — LIZH A AV TEXAMERH Y 1,

AT T =TT A XDIERKR (9X—) L AT T2 B FA—IEAL
OHRFFELHHE (10 2—Y) BT LTWALERH D £,

ATy Tl Auth0 ¥ v aR—RiZH A AL, ROFIEEZFEITLET,

a)
b)
¢)
d)

e)
f)

[7 7V —3< 3 (Applications) | A== —06 [7 7V r—3 3 (Applications) | Z3IRL £,
[7 7V r— 2 > OERL (Create Application) %27 U v 7 LE7,

[47 (Name) ] 7 4 —/V KIZ [Secure Cloud Sign On] F/-lIfhd4wia AHLET,

TV r—var A7 LT HlETEDOWebT 7' /—3 3 > (Regular Web Applications) | %8R L |
[ER& (Create) 127 U > 7 LET,

[7 F4> (Addons) | # 7% 7 U7 LET,

[SAML2 Web App (SAML2 Web App) | 7 v& 27V v 7 LCT RAVZHNILET,
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ATy T2

2

h)

ID FaNA F—gaHq k|

SAML2 Web App DA A 7 v 73 E £,

Addon: SAML2 Web App X

Settings Usage

SAML Protocol Configuration Parameters

= SAML Version: 2.0
= [ssuer: urn:dev-g Z.us.auth®.com
= |dentity Provider Certificate: Download Auth® certificate

= |dentity Provider SHA1 fingerprint:
82:87:E5:ED:3D:67:D3:46:97:8E:72:27:E7:FD:09:FF:BD:FA:A2:94

= |dentity Provider Login URL: https://dev-
g2xwaipwfp2liro8.us.auth@.com/samlp/AG2YE’ _YYWL

= |dentity Provider Metadata: Download

(3177 (ssuer) ] 7 4 —/L & [IDF'm A Z—12 7 A > URL (Identity Provider Login URL) ] 7 -« —
VROfEE a2 —LET,

[AuthOFERHED & 7 > 1 — K (Download AuthO certificate) ] %7 U v 27 LCID 7' u/N\A X —iEiHE %
Fyru—RLET,

TUH—TTARAREY 4P — KD [ID7 a3 A X —DfiE (Integrate Identity Provider) ] Wi 2 B &, &K
DFNEEZFEITLET,

a)

b)

¢)
d)

e)

[ID7 & /3o % —4 (Identity Provider Name) |~ 4 —/L RIZIdP ®4 i (] : Auth0 sSO) # A L=

7

[ TN A A% —EAURL (Single Sign On Service URL) | 7 ¢ —/L RIZ, SAML 7 RA & A

Tuarshbav— L7z [ID7 e A X —u A URL (Identity Provider Login URL) | D% AJ) L &

7

[=>7 47 41D (EntityID) ] 7 4 —/L RIZ, SAML 7 RA U H A T arhbat— L7 [FBITe
(Issuer) | 7 4 —/V ROEEZATILET,

[Z77ALDBEN (AddFile) 1227V v 7 L, AuthO B F v — K L7z SAML B4 FEHE 28K L

iﬁ—o

MEZE U C, Duo RX—ADIEELD MFA ¥ —EANpDb2—F—% 47 v 77 hLET,
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0 Set Up

Set Up

Identity Provider (IdP) Name
Single Sign-On Service URL @
Entity ID (Audience URI) @

SAML Signing Certificate @

Integrate Identity Provider

Download 3 ) Configure

Auth0 SSO

https://dev-g2xwaipwfp2liro8.us.auth0.cor

urn:dev-q2xwaipwfp2liro8.us.authO.com

Add ...

4 ) Activate

By default, SecureX Sign-0On enrolls all users into Duo MultiFactor Authentication (MFA) at no cost. We strongly
recommend MFA, with a session timeout no greater than 2 hours, to help protect your sensitive data within Cisco
Security products.

Do you wish to keep the Duo-based MFA ® Yes No
enabled in SecureX Sign-On?

f) [k~ (Next) 127 Vw7 LTC[#Fv>rr—FK (Download) |fREN—IIZHELE T,
g) BTHHAT DI [V I AV A A4 P —EAURL (Single Sign-On Service URL) ] & [>T «
7 41D (EntityID) 1OfEZ 2 — L, SAML B4 GEHE (cisco-securex.pem) X U — RLET,

J Set Up a Download 3 ) Configure 4 | Activate

Download
Depending on your provider, use the following information to set up your Identity Provider (IdP).

Single Sign-On Service URL (ACS URL) https://sso-preview.test.se...

Entity ID (Audience URI) https://www.okta.com/saml...

B cisco-securex.pem

SAML Signing Certificate Download

|l cisco-securex-saml-
metadata.xml

SecureX Sign-On SAML Metadata Download

h) [k~ (Next) 1%7 VU v 7 LT [HEE (Configure) ]z E T,
ATYT3 Auth0 2> Y=L DT RAVREXA TR TIZRY £7,
a) [axi (Settings) 1 #7 %7 V7 LET,
b) [77 V4 — 33—y Z7URL (ApplicationCallback URL) |7 4 —/L RiZ, = X —7 T4 X%
ET AV —FKhbav—L7z[v 7 %A 4% —EAXURL (Single Sign-On Service URL) ] DfE %
ATTLET,

Cisco Security Cloud Sign On ID F70/31 ¥—#& 44 F |
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) MEILLT, [T23v7 (Debug) 127V v 7 LTH 7L SAML IGEOREE E NEE MR L 7
EZT Ny 79 2I0E, Auth0 2 —F—% SAML 7 7'V /r—3 3 ZEID Y THLERH Y F
DR
d) [E (Settings) ] 74— /L RIZIRDJISON A7V =27 R AJJLE T, <enriTy 10 URT> &, A=
E—L77 [T 47 4ID (A—7 4= AURI) (Entity ID (Audience URI)) ] DfEIZ{E ZH#L X |
<SIGNING CERT> %, # 7 B — K L7z SecureX Sign On H#4FEHE (PEM 7 7 A /L) % 1 {TOLFHINC
EHLTNFICES R ET,

"audience": "https://www.okta.com/saml2/...",
"signingCert": "----- BEGIN CERTIFICATE----- \n...-—-———- END CERTIFICATE----- \n",
"mappings": {
"email": "email",
"given name": "firstName",
"family name": "lastName"
}l
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified",

"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"

] 4

"binding": "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

. Cisco Security Cloud Sign On ID O /N4 ¥ —#t&HA K
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Addon: SAML2 Web App X

Settings Usage

Application Callback URL
https://sso-preview.test.security.cisco.com/sso/saml2/@oc oh8

SAML Token will be POSTed to this URL.

Settings

N

"audience": "https://www.okta.com/saml2/service-provider/
"signingCert": " \nMII...fjc\n
"mappings": {
"email": "email",
"given_name": "firstName",
"family_name": "lastName"
H
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1:name
"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/2005/85/identity/claims/
1,
"binding": "urn:oasis:names:tc:SAML:2.@:bindings:HTTP-POS

e) XA TusDOFEHICHD [FHIMEL (Enable) |27 V27 LTSAMLT 7'V r—ya U ERHBIZLET,
ATV Tl =B —T 5 XREY 4% — RO i (Configure) | HEEIZHEY 7,

a) BARSNIZURLZ=abE—L, 774 X—F (=2 Ly ) 77900 0 FUTHEET,
7 F WM Auth0 SSO RXR—II U FA LT FENET,

b) AT T2 A N RAL COHGEERFEL BT HEA AT FLATAWhOIZH A A L
ij‘o
SecureX 7’V r—v g VIR—Z VIZEIVE, T A MIRTH T,

) RETVAYP—RTR~ Next) 1227V w7 LT[T7 77«47t (Activate) | Wi A E T,

d) 2—Y—OEET 77T 1+ 7T DI2iE, IdPET 77 1 74t (ActivatemyldP) %7 U v 27 LET,

4
o)
6
7
8
9
0
1
2
4

:
|
|
|
]
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e) AT u  TERNEZHRLET,

IdP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise |dP password
 Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).

. Cisco Security Cloud SignOnID O/ & —#&HA K



ADFS

T (25 4—)
AT BRI (25 2—)

S

ZZTlE. ADFSSAML 7 7' U 7r—3 3 U ZA{ER L, £411% Security Cloud Sign On & #5392
TEIZOWTEHBI L ET,

e SIS

1R B
e R X =V TP A A TEDILERH Y £,
s ZOFNEEFZTTHITIE, il tbue— I arBa—XIIRTHEHED A L /N—
T FRIT I EREOHERSMLIETT,

AT T =TT A4 ADERKR (9X—) L AT T2 BFA—INRAAL L
DHFEERBFE (10 X—) BNETLTWALERHY £1,

AT 71 Microsoft 23&f LTV 2 FINEIZHE S T, RO K 5 IR OFEAER HFE A FE CER L E 7,
a) [F4 DFEE (Specify Display Name) ] X—"C, [SecureX Sign-On| F7/ziIfho4miz AL
e
b) [FEFAZOHERL (Configure Certificate) | ~2— T F 9,
c) [URLO#L (Configure URL) | X— T TRDFIAZFEITLET,

* [SAML 2.0 WebSSO 7wt b /L DH AR — FZA%02F % (Enable support for the SAML 2.0 WebSSO
protocol) | F = v 7Ry 7 A%EF N LET,

Cisco Security Cloud Sign On ID F70/31 ¥—#& 44 F |
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ID FaNA F—gaHq k|
B s&mv2mc

o [REBAEFIAHF SAML 2.0 SSO—E ZDURL (Relying party SAML 2.0 SSO service URL) ] T—Ikf
#J72 URL (il : https://example.com/sso) Z AJLET, Zhid, ZOFIHEDEI}TL A
TOEREOY —E A URL ICE SR T,

d) [#BIFDOHERK (Configure Identifiers) ]-X—"C, —KpfY72 URL 24 L CREIER A ERE O@5 -+
(f5] : https://example.com/id) ZEML T, Ziux, ZOFIEDEZ}-TT A aDEEEOR]
FICEE]MZET,
e) [7 7 AR Y 2 —DER (Choose Access Control Policy) ] X—CT7 7 & ZHHIR U o — %8R
LET,
f) [567T (Finish) ] X—YTC[PAL % (Close) 1227 Vv 27 LET,
ATy T2 fERR LISREERMEEZ A2 Y v 7 L, [ZRBAIOFRE (Edit Claim Rules) | 2@ R L £,
ATy 73 [Windows Server 2016 CREH]EFIHEFHHDER & LT LDAP BIEZ XE T 2 BIAIZAERLT 21213 OF
NELZAE - T, BINCAER L7 EBERIAZEEOBAIZ kD X 5 IT/ER L £,
a) [HAIO#ERL (Configure Rule) ] ~—Y? [ERHMHI4 (Claim rule name) ] . [Secure Sign On]
FEI oL Z AT LET,
b) [EMEA N7 (Attribute Store) | A == —M1H HHOEMEA R 7 28N L E7,
c) [LDAPEM: (LDAP attribute) | & [Hi /1 MO ERDOFES (Outgoing Claim Type) ] DIRDO~ > ¥ 7%
ERL L £7,

[LDAP/Zf% (LDAPattribute) ]|[HHAARDERDFIELE (Outgoing Claim Type) ]

E-Mail-Addresses email
Given-Name firstName
1t lastName

d) [# 7T (Finish) 122V v 27 LET,

RTv T84 TANFOEREZMS 2B ZERT 5 OFNECHES T, RO LS ITHAZER L E9,
a) [HiAJO#ER (Configure Rule) 1 ~— Y CTROFIEEEITL £,

« [ERHHI4 (Claimrulename) ] C [Send email as NameID] F/=lIfhid4imiz AN LET,

s [N OEROFESE (Incoming claim type) ] T [E-Mail Address (E-Mail Address) | 3R L £
7T

s [N HmOEROFS (Outgoing claim type) ] T [Name ID (Name ID) ] ZiER L 7,

« (B FEDOARNDOKX (Outgoing name ID format) ] T, [EF A —/L (Email) ] £721% [RERE
(Undefined) | Z&RL 9,

o [TRTOEREE /XA Z)L—F2% (Pass through all claim values) ] DEIR I N TV D Z & &R
L. [ET (Finish) 122U v7 L&,

ATY TS SecureXT7 TV H v aR— Kb A —T T4 ZRET 4V — F&Ef&£9, A7 v 73 :SAML A ¥
F—=H DA (11 =) OEENIFRINET,
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Azure AD

T (29 X—)
cIL®IC (29 2—)

S

Z ZTlE, Azure AD SAML 7 7'V r—3 3 U &ER L. #411% Security Cloud Sign On & #E

T5HEERLET,
A\
GE) e Azure AD 2 —H—Da2—HPF—F VY 014 (UPN) 12, 2—HF—DFBFA—ILT KL

ZELERUCEIZRES 2N EIZEBR LTSN,

o SAML G D <Name1D> B3 & email 21—V —BIEICIZ, 22—V —DFBBFA—1LT RL 2%
EDAHVENHY 3, FEMICOWVWTIE., TSAMLSZEOEM: (52—) | 2B L
TLEENY,
HEEESNTIEFA—NT FLAR, BEFEORRBOT 72 AHETCHEHAINLTHE LD L —
BT 20ERHY £4, —HLRAWEAIE, W07 7 v 2 HHlE2 T+ 0ENH Y £
ﬁ‘o

[FC&HIZ

1R BHHEIIZ
o WHIEMEINR T Azure IR—Z )Y A A L TEAMERH Y 9,
T U H—TFTARRET AT =KD AT T 1 : 2o X —T T4 ZADIERK (9 *X—2)
AT T2 E LAV IRNAALORFELRIE (10 X—) NETLTWALENSD
D \i—é—o
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ID FORA F—EaA4F |

AT w71 httpsi//portal.azure.com (ZH A A LET,

T N TEEOT T MIT 7 BATE58E81E. AEBTTY AU FE2ERLET, R—Z 1t
va U EMEET Azure AD T2 MIZERE L £,

a)
b)

c)

d)
e)

f)

2)
h)

i)

k)

[Azure Active Directory] #7 U v 7 LE£7,

EROY A RNX—T[mr X —TF 54 X771 r—3 a’ (Enterprise Applications) %27 U 7 L&
R

[+ LWT 7Y r— =3 (+New Application) %7 U > 27 L, [Azure AD SAML Toolkit (Azure AD
SAML Toolkit) ] Z#¥E L £,

[Azure AD SAML Toolkit (Azure AD SAML Toolkit) 1 %27 U v 7 LET,

(41 (Name) ] 7 4 —/L RIZ [SecureX Sign On] F7/2IIZDMMDfEEZ AT L, [fEK (Create) |
7Y w7 LET,

MEZ (Overview) |X—I T, FEOHA K AA—@ [FB (Manage) (O FIZH D [T T AW A o F
> (Single SignOn) 1% 27V v 27 LET,

[Ty T NY A A FFRDIER (select single sign on method) ] T[SAML (SAML) ] Zi&R L £7,
[FEAM)72SAMLAE AL (Basic SAML Configuration) ] /XL C [fate (Edit) 1227V v 7 LE T,

o [(BBF (=27 47 «1ID) (Identifier (Entity ID)) ] T [#5]+ DB (AddIdentifier) %27 VU »
27 L. https://example.com F /(IO HR72 URL O—FFREEZ AT LET, DOk
A7 MBI CE XX £,

s 5 URL (Assertion Consumer Service URL)  (Reply URL (Assertion Consumer Service URL)) ] C
JSZURLOEN (AddreplyURL) %7 U w7 L, https://example.com £ 7= |XfDH %72
URL O —HR2 2 AT LET, ZO—BHREITH CEEHZ £,

o [%4 > 4> URL (SignonURL) ]~ «—/V KIZ [https://sign-on.security.cisco.com/
EANTTLET,

s [fRfF (Save) 1% 27V w27 L, [FEARHRSAMLAERL (Basic SAML Configuration) ] /3R /LV% B U
i ‘é—o

[(E 72 B3R (Required claim) ] T [—E O =2 —¥—i#5]7 (4#AID) (Unique User Identifier (Name
D)) J#RKZ7V v 7 LTHRELET,
[y‘—xﬁ‘lﬁ (Source attribute) 17 14—V K% user.userprincipalname K%&ﬁ Li'é—o

Z ZTlL. user.userprincipalname OEN AR EF A —NLT RLAZERLTWDHZ & ZAlfRE LT
WET, ZERLSNOEAEIEL, [V —A (Source) | T user.primaryauthoritativeemail 9% X 5 I
HELET,

EMMOZER (Additional Claims) ] 3 %/L T [fRfE (Edit) %227 U v 7 L, Azure AD = —H—7 1
T 4 & SAML BHEOM DR O~ v ¥ 7 EER L £7,

Z ZTl&. user.userprincipalname OER AR EF A —LT RLAZEKXLTWDH Z & ZAlHRE LT
WET, ZLAOSGAEIEL, email ZxRko [V — X @M (Source attribute) ] T
user.primaryauthoritativeemail Zffi 9% L 51T EL 7
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https://portal.azure.com/

| D Fanss—@gasriqr

D)

ATvT2

Feoiz
&Rl B RTZER V—REM%
email {ﬁfcﬁ L user.userprincipalname
firstName B2 L user.givenname
lastName {ﬁfcﬁ L user.surname

BERD [4A1ZEH (Namespace) | 7 4 —/L RIZM T 7 U7 LTL7ZE0,
Manage claim X

27 Got feedback?

Name * | email v |

Namespace | Enter a namespace URI v |

[SAMLGERHE (SAML Certificates) ] 3%/ C, [AEFHE (Base64) AEBED
[#7 > na—1F (Download) 127 Vv 7 LET,

ZOFIEDOHETHAT D7D, [SAMLIZK DV 7 %A A Dty b7 7 (Setup Single
Sign-On with SAML) |7 > a > C[a 2 A »URL (Login URL) ] & [Azure ADF%5I 7 (Azure AD
Identifier) | DfEZ a2 E—L F 7,

(Certificate (Base64)) ]

HLWT TR ET T =T T34 ARET P — REfEET, [IDT a1 X —OfA (Integrate

Identity Provider) ]>[& >~ F7 7 (SetUp) JEifH (A7 v 73 :SAML A Z 7 —ZDAH (11~—3) )
DERRINET,

a)

b)

¢)

d)

2)

h)
ATvT3
a)

[ID7' 7 34 % — (IdP) 4 (Identity Provider (IdP) Name) ] 7 « —/L KIZ [Azure SSOJ F7/-IIHAHD
DA EZ AT LET,

[ 7 %A A% —EBEAURL (Single Sign-On Service URL) | 7 4 —/L NIZ, Azure "H a2 B — L
72 [m 7' A > URL (Login URL) ] Dfiz AL £,

[>T 47 4ID (A—7 4= AURI) (Entity ID (Audience URI)) |7 1 —/L RIZ, Azure »5H 2 &'—
L 7= [Azure ADi#5/ ¥ (Azure AD Identifier) ] DfEx AL E T,

[77AVDEM (AddFile) 1227 YV v 7 L, Azure R—X L) b X 7 m— K L7= SAML B4 GEHE
7 v 7ur—RKLET,

MEZE U T, B Duo MFA S —H—%2 47 v 7 7 h LET,

[#v>rm—FK (Download) ]HiH T [~ (Next) |27 VU v 7 LET,
ZOFIEOHRETHERAT D=0, [ 7Y A 4% —EAURL (ACSURL) (Single Sign-On
Service URL (ACSURL)) ] & [>T 47 41D (4 —7 4 =2 AURI) (Entity ID (Audience URI)) ] ®
EEZar—LET,

[Next] #27 U v 7 LET,

Azure =2V — VDT T UV ZTIZED £,

[ZEA72SAMLA# K (Basic SAML Configuration) |7 > 3 > C[fwf (Edit) 1227V v 27 LET,
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ID 704 F—gahar |

- IR

ATvT4

b)

d)

Bl (=7 47 41ID)  (Identifier (Entity ID)) | 7 1 —/L RIZ A LIz —Kf72 ID 7' a3 A X —
B, AT ITARRET 4P — b at— L[ T 47 41D (4—F 4= AURI) (Entity

ID (Audience URI)) | 7 4 —/LV ROMEICE XX £,

I URL (Assertion Consumer Service URL)  (Reply URL (Assertion Consumer Service URL)) ] 7 1 —/b
NIZAD LI—IF7R ID 7 m s, X —% Z o B —T T4 AREV 4P — b av—Ll[vv s
VA AP —EAURL (ACSURL) (Single Sign-On Service URL (ACS URL)) ] 7 « —/L KOfEIZ
EEMZFET,

[fRTF (Save) 127 VU v 7 L., [FEARMZRSAMLAEK (Basic SAML Configuration) ]/3%/L % U FE 7,

TR =T TARARET AP —FRIZEY, EET AN LET, [#K (Configure) | MiE (A7 v/ 4:
SSOHADT A~ (13—=2) ) TROFINEEZFITLET,

a)
b)

L IN/TZURLEZ 2 —L, 774 _X—F (=2 Vv ) U RUTRHEET,

SAML 7 7'V /r—3 g VIZBfHT Sz Azure AD 7 7 > R THA A o LET,

SecureX 7 U & —3 g vR—ZNVIZENTE. TA MIKDITT, =5 —2R3%84ETR3EAT. T
Va—T 47 (15°%—=Y) AL TIEIN,

[k~ (Next) 1227 Vw27 LT[T7 27T« 71t (Activate) | IZEAE T,

N CTE =5, [IdPET 77 4 74k (ActivatemyldP) 1227 UV v 27 L, AT 7Ry 7 ATERN
REMRLET,

[dP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise IdP password
 Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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B (33 4—)
cIL®IC (33—

S

ZZTIE. DuwoSAML 7 7' U rr— a U &ERC L. Z£41% Security Cloud SignOn & # &3 2 )

HBIZOWTHBILET,
[T LC&HIZ
188 BRI

« FrA#E v —/V&Fi> Duo HEEE THLMENDH Y £,

« Duo @ [Duo&H# (Duo Admin) ]>[3 > Z /LA >4 (Single Sign-On) |> [FRE 258
Ak — A (Configured Authentication Sources) | T, 72 < &6 1 DOFRGEY — AN T Tl
BESNTVERLERH Y 7,

s T H—TTARXRETA Y= RO AT w71 2 =774 AOMER (9 —)

E AT T2 BFAIN AL ORFEEREE (10 ~—2) DETLTWDLIMERD
nET,

A5 71 Duo Admin Panel 1291 A > LET,
a) MDA =a—n5 [T 7V 7r—3 3 (Applications) (&2 Vw7 L, [TV r— arOffi#
(Protect an Application) 1 %227 V v 7 L¥7,
b) [HASAMLY—E X7 /31 & — (Generic SAML Service Provider) ] ## L £,

c) [FRi#%X A 7 (Protection Type) ]72% [DuoZ37s A 3 5SSOIZ &L 52FA (2FA with SSO hosted by Duo) ] @
LAY —E A7 v /31 Z— (Generic Service Provider) |7 7' U 77— a > ORI H 5 [fRi# (Protect) |
Z7 Vw7 LET, UH SAML —E X7 030 X —O i ~~— VB & £,

d) [A¥T—% (Metadata) | E7 v a v Z&RLET,
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e) [Z>T 47 «ID (EntityID) |DEZ a2 —L, B THEATIH-OICHEFLET,

f) [V A 4 URL (Single Sign-On URL) | DfEZ 2 — L, %R CHEATHZOICRGFLET,

g) [#vrr—FR (Downloads) | €7 v a > C[EAED X 12— R (Download certificate) 1 %27 U v
7 LET,

h) [SAMLJE% (SAML Response) |27 v 2 » CIROFIEZFATL £,

+ [NameID#3\. (NamelD format) ] C [urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified

(urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified) | F 7=
[urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

(urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress) ] %8R L £,
+ [NameID/J&PE (NamelD attribute) ] C [<Email Address> (<Email Address>) ] Z &R L 7,

c[BED~ v 7 (Map Attributes) 1 &2 33 > C, Duo IdP = —¥—@IE» 5 SAML & B
~DRD~ v T B ANTILET,

[ldPEM™ (1dP Attribute) ] [SAMLIGZEEM™ (SAML Response Attribute) ]
<Email Address> email
<First Name> firstName
<L ast Name> lastName
Map attributes IdP Attribute SAML Response Attribute
X <Email Address> email
X <First Name> firstName
% <Last Name> lastName (1)

i) [EXE (Settings) &7 2T, [4AlI (Name) | 7 ¢ —/L FIZ [SecureCloud Sign On| 7= i3
EEALET,

Duo ® SAML X ED T 7% 7 > KW= E FIcLET,

HLWT TR T T X —T T4 ARET 4P — REfEET, [IDT a1 X —Off (Integrate

Identity Provider) | HE® [£ > k7 7 (SetUp) | AT v 7 (A7 7 3:SAML A %7 —X D7 (11

=) M) PRERINET,

a) [IDZ'm/ A X —4%4 (Identity Provider Name) ] 7 « —/V KIZ IdP D4 i (ff] : Duo 8S0) # AN L&
D

b) [V I YA AP —EAURL (Single Sign On Service URL) ] 7 4 —/L RiZ, Duo22bH 2 — L7
[v> 74 A >4 URL (Single Sign-On URL) ] DfEiz AL E9,

¢) [=>7 47 4ID (EntityID) 17 4 —/L RIZ, Duo»Hbab— L7z [T 47 41D (EntityID) |7 1 —
LV ROMEEATILET,

. Cisco Security Cloud Sign On ID O /N4 ¥ —#t&HA K
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ATvT3

ATy T4

d)

2)

h)

)

Feoiz

[7 7 A VDB (AddFile) 1227V v 27 L, Duo/H X 7 — R L7z SAML B4 GEHEZ®IN L
D

VB U T, Duo X—ADEELD MFA h—E AN 2—HF—%2 47T v T 7 R LET,

[K~ (Next) 1227V w7 LT[¥V>r—FR (Download) | Mz E T,

BTHPT D702, [N A F P —ERURL (ACSURL)  (Single Sign-On Service URL
(ACSURL)) 17 4—/V R& [>T 47 41D (A—F 4 =2 AURI) (Entity ID (Audience URI)) |7 4 —
NEROEE 2 E— L TIRIFLET,

SAML ZE4FE# (cisco-securex.pem) =X 7 u— RLET,

( Set Up a Download 3 ) Configure 4 | Activate

Download

Depending on your provider, use the following information to set up your Identity Provider (IdP).

Single Sign-On Service URL (ACS URL) https://sso-preview.test.se... 7]
Entity ID (Audience URI) https://www.okta.com/saml... ]
SAML Signing Certificate B cisco-securex.pem
SecureX Sign-On SAML Metadata B cisco-securex-saml-

metadata.xml

[k~ (Next) 1%& 7V w7 LT [HER (Configure) ] BiIZHEAE T,

Duo @ SAML 77V r—3/ 9 VR EIZRY . IROFIEEZFEITLET,

a)

b)

<)

[f—E R 7 m /A Z— (Service Provider) |7 v a v D[ 7 47 4ID (EntityID) ] 7 4 —/V K
W2, BIOFIMETHEY 4+ P— Rick-> CTRtENZ [>T 4T 4ID (A —F 4 = AURI) (Entity
ID (Audience URI)) ] 7 4 —/V ROfEEZ AT LET,

[Assertion Consumer Service (ACS) URL (Assertion Consumer Service (ACS) URL) ]iZ. BIOFNETHE
U4 Y= RIZ ko TRt sz [ vt A —ERAURL (ACSURL)  (Single Sign-On Service
URL (ACS URL)) ] 7 4 —/b ROtz A LET,

RIEN—Y DO THET [IRFFE (Save) 127V v o7 LET,

TR =T TARAREY 4 P — RO [#% (Configure) | HHIZREY 9,

a)

b)

d)
e)

FRENZURLEZab—L, 794 _X—h (=2 Ly ) 790%0 0 RUTHE £,

7' Z %N DuoSSOURLIZY ¥ A L7 hENET,

AT T2 BFA—INRAAL ORGEERGEE —BT HETFA—/VT RLATDuw A A L
7,

SecureX 7 7’V r—v g UiR—Z VIZENE, T A MMERDITY,

WMET AP —FTR~ (Next) 1227 U w7 LT[T7T 27T 174t (Activate) ] HiicEsE 9,
2—W—OEET 7T 4 7T DI, [IdPE T 7 7 4 71t (ActivatemylIdP) %27 VU v 27 LET,
AT a T CTRIRNE 28 LET,

Cisco Security Cloud Sign On ID F70/31 ¥—#& 44 F |
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IdP Activation

Once the IdP integration is activated:

« Users sign in using their enterprise |dP password
« Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).

. Cisco Security Cloud SignOnID O/ & —#&HA K



Google

T (37 X—)
AT BRI (37 =)

S

Z Z TlE. Google Workplace SAML 7 7° U r—< 3 > ZER L. ##1% Security Cloud Sign On
AT HHIECOWTIHHALET,

e SIS

1R BRI
o A— N PEHER % FF> Google Workspace 7 /1 7 o h 3BT,

T AT TARXRET AV =KD AT 71 : 2 X =TT ZAOIERL (9 2X—)
EARAT T2 B AINVRAL CORFELEKREE (10 %—) NETLTWARLERD
D i—é‘o

ATY TN A= R—EHEHREFFOT 7 MM LT Google BHLa ) — /¥ A A L LET,

a) B oL Y —/LT, }:;~|E>[77°U (Apps) 1>[V =7 T 7Y EENA)LT Y (Weband mobile
apps) JIZBEIL £,

b) [7 7V ZENM (AddApp) [>[F A% ASAMLT 7'V @3BH1 (Add custom SAMLapp) %7 U v L&
7

c) [77V DM (App Details) ] TLAFZITWVET,

« 77V r—3 a3 417 ISecure Cloud Sign On] F 7 iIMDfEE AJILE T,
MBS U T, 77V r—va VIZBEEM T AT A ar&2T v S u— RLET,

d) [#i1T (Continue) 1 %7V v 2 LET,

Cisco Security Cloud Sign On ID F70/31 ¥—#& 44 F |
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e)

ID Fong F—EA4F |

[SSOMOURL (SSOURL) ] & [>T 47 41D (EntityID) ]2t —L, fEEEZX v o— L%
j—o

ATYT2 HTLWT T X T T =TT, RARET AP —REREET, A7 v 7 3:SAML A X T —HX DR

1

a)
b)
<)
d)
e)

f)
2)

(11 ~—2) OE@E AR RINET,

[ID7 1 34 #— (I1dP) 4 (Identity Provider (IdP) Name) ] (2 [Google SSO) F7-iIfhofEsz AL
£7

[>T N A A % —EAURL (Single Sign-On Service URL) |7 « —/V RIZ, Google EBl =V —
LB a e — L7z [SSOOURL (SSOURL) | Z# AN LET,

[>T 47 41D (A—7 = AURID) (Entity ID (Audience URI)) ] 7 4 —/L RiZ, Google FH = >
V=NAhbavt—L7z [T 47 41D (EntityID) |2 AL ET,

[7 7 A VDN (AddFile) 127 U7 L, Google Bl Y — ) Linb X 7 a— K LUTCREHEZ®
WLET,

MBS UC, Rt Duo ZEHEGRAEN b2 —F—%2 47 N7 U FLET,

[k~ (Next) 1%27 Vv 7 LET,

[ YA A% —EBEAURL (ACSURL) (Single Sign-On Service URL (ACSURL)) ] & [=
747 4ID (4—F 4> AURI) (EntityID (Audience URI)) ]% =& — L. SAML B4 iEHEL X
»rm—RLET,

ATv T3 Google Bz Y — VIR 9,

a)

b)

<)

d)

e)

[ A% ASAMLT 7°U @3EN1 (Add custom SAML app) | ~X—C [#tfT (Continue) | %2 V v 7 L&
R

[ACSOURL (ACSURL) ]7 4 —/V RiZ, =" ¥ —T T4 XFZEV 4 — RbEiica—L[v v
TN A A —EAURL (ACSURL) (Single Sign-On Service URL (ACSURL)) | Z A L &7,
[£BIIDDJE (Name ID format) ] T [UNSPECIFIED (UNSPECIFIED) ] %£7-i% [EMAIL (EMAIL) ]
IR L ET,

[4 871D (NameID) ] C [Basic Information > Primary email (Basic Information > Primary email) ] %2 L
£7,

[#¢1T (Continue) 1 %227 U > 27 LET,

[EtED~ v B> 7 (Attributes mapping) | ~— Y CIROEME~ vy B 72BN 7,

[GoogleT « LY +') ME™ (Google Directory attributes) ]|[7 71 MEtE (Appattributes) ]
4, (First name) firstName

#: (Last name) lastName

Primary email email

. Cisco Security Cloud Sign On ID O /N4 ¥ —#t&HA K
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Attributes

Add and select user fields in Google Directory, then map them to service provider attributes. Attributes marked with * are mandatory. Learn more

Google Directory attributes App attributes

Basic Information >

First name - - firstName X

Basic Information >

Last name - - lastName X

Basic Information >

Primary email - - email X
ADD MAPPING

ATV T 2B —T 5 XFED 4% — RO i (Configure) | HEHEIZHRY 5,

a) FRENFZURLZaE—L, 794X~k (V=2 VLyv R 77904 RUTHEET,
7'Z W) Google SSOURL IZ ) XA L7 h & Ed,

b) AT VT2 EFAIRAL OHFEERRGEE —ET HE A —/NLT KL AT Google IZ%A > A >
LET,
SecureX 77V r— 3 UIR—Z)VIZEREIE, T A MIKE T,

) RETAY—KRTKR~ Next) 1227 Vw7 LT[T7 277 471t (Activate) | B IZHEAE T,

d) 22—V —0OEET 77T 47T DIIF, [IdPET 27 7 1 71t (ActivatemyldP) 1227V v 27 LET,

e) AT al TERINNEEZHRLET,

IdP Activation

Once the IdP integration is activated:

« Users sign in using their enterprise |dP password

« Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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Okta

T (41 X—)
XU BT (41 =)

Z 2 TIE. OktaSAML 77U r— 3 & {ER L. Security Cloud Sign On & #8642 HFIEICD
WTHBALET,

[FC&HIC

1R B
 WHIEMEIRCTOkta ¥ v ¥ adh— RIZHA A TEAHARERHY £97,
T AT TARXRET AV =KD AT 71 : 2 X =TT ZAOIERL (9 2X—)
EARAT T2 B AINVRAL CORFELEKREE (10 %—) NETLTWARLERD
@ij‘o

ATYFT1 Okta B Y —iZH A A4 LT, ROFIEEFEITLET,

a)
b)
<)
d)

e)
f)
2)

[7 7V r—3 a3 (Applications) ]| A ==—Mn b6 [7 7Y r—3 2 (Applications) | ZiBIR L E7,
[Z7TVHr— 3 UED/ER (Create App Integration) 1227 U v 27 LET,

[SAML 2.0 (SAML2.0) J#i®ERL, [k~ (Next) 127 U7 LET,

[Efi%FXE (General Settings) ] % 7 C, #&D4HI (] : Security Cloud SignOn) # AJj L. B
JGLTCra27 vy 7n—RLET,

Next] 27 U v 27 LET,

[SAMLO#E (Configure SAML) ] % 7 &38R L £,

[ > 7P A 4 URL (Single signon URL) | 7 o —/b RIZ—FF 70l (1 -
https://example.com/sso) = AJJLEF, Zixt% T Security Cloud Sign On D ZEEED ACS URL
WCEEHMAET,
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h)y [#—7 4= AURI (Audience URI) |7 « —/L RIZ—Kp72fE (B :
https://example.com/audience) # AJJLE£F, ZiUiEf% T Security Cloud Sign On D ZEFEED
F—7F 4= AIDURLIZEXHX FT,

i) [ BTIDOE, (NameID Format) ] C[HEE7 L (Unspecified) ] % 721% [EmailAddress (EmailAddress) ]

BN L ET,

j) [7 7V r— g va—%—4 (Application username) | T [Okta=——%; (Oktausername) ] % 3R
L%,

k) [BHEAT—RFAY b (A7 =2) (Attribute Statements (optional)) &£ 27 > 3 T, IROEME~
[V S (=) | = S

[2%7 (Name) ] (SAML7HY—<3>) |[{E (Value) ] (Okta 'O 7 7 1 JL)

email user.email
firstName user.firstName
lastName user.email

1:BiEZENY 25

Attribute Statements (optional) LEARN MORE
Name Name format Value
(optional)
firstName Unspecified v user.firstName v
lastName Unspecified v user.lastName v
email Unspecified v user.email v

1) Next] 27 U v 27 LET,

m) Oktall”7 4 — R Ky 7 %%EL, [T (Finish) 1227V v 27 LET,
n 2—Y—OIN—=FIT TV = arxEHYYETET,

0) [HArAr (SignOn) | ¥ 7 HRINLFE T,

p  FlZAZm— LT, [SAMLt > h7 v 7 FlHEZ &K< (View SAML Setup Instructions) 1 %7 U > 7
LET,
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Feoiz

SAML Signing Certificates

Single Sign On using SAML will not
Generate new certificate . X
work until you configure the app to

SAML Setup

trust Okta as an IdP.

Type Created Expires Status Actions
(2 View SAML setup instructions
SHA-1 Today Feb 2033 Inactive Actions v
SHA-2 Today Mar 2033 Active Actions v
qQ AW R=UTIDT rAL X =D 7V A 4 URL (Identity Provider Single Sign-On URL) ]
& [IDF vm A Z—%4775C (Identity Provider Issuer) ] Z 22— L., X509 jFlEEZ X 7o — KL%
ﬁ‘O
Wi, =X —T T4 XREY 4 % — KT Security Cloud Sign On& @ SAML 7 7'V & — 3 > O
BEPBLET,
RATYT2 HLWITFUPFZT T2 F =TT ARET 4 F— P& ET, AT v 7 3:SAML A X7 =2 D%
o (11 _—2) OmEARRINET,
a) [ID7'm A X —4 (Identity Provider Name) ] 7 ¢ —/L FIZ 1dP D4 A (] : Okta SSO) Z# AJ)LF
j—O
b) [ NHA A —EAURL (Single Sign On Service URL) |7 « —/L KiZ, Okta/nbHa v — L7z
[ID7' 1A X —D v 7 ) A 4 L URL (Identity Provider Single Sign-On URL) | Dffiz AJ) L %
j—o
¢) [=v7 47 «ID (EntityID) |17 4 —/L RIZ, Okta /b a2 — L7z [ID7 /31 X —34T75t (Identity
Provider Issuer) | 7 4 —/V ROfEZ AT LE T,
d) [Z77A4 VDB (AddFile) 127V v 7 L, Okta»H X 7 va— K L7- SAML B4 GEEZ®IN L
£7.
e) MEIZIL U T, Duo X—ADMELD MFA —E AN DH2—HF—% 47 v 77 hLET,
f) [k~ (Next) 127 Vw7 LT[#v>ra—FK (Download) |MHimiZERE T,
g) KOFNETHAT L0, [V I NP A A H—EAURL (ACSURL) (Single Sign-On Service
URL(ACSURL)) |7 4 —/V K& [T 47 4ID (A—F 4= AURI) (Entity ID (Audience URI)) ]
T4V ROEZaE— L TRFLET,
h)y WOFINETEMT 572012, SAML F4FEHZE (cisco-securex.pem) Z 4 7o — KLET,
ATwT3 Okta®SAML 77U 7r— 2 VREIZREY £7,

a)
b)
<)
d)

(&M% (General) | Z 7 %7 U7 LET,

[SAML#E (SAML Settings) ] 227 > a > T [#E (Bdit) 122V v 27 LET,

[K~ (Next) 1227V vZ7 LET,

[ 7Y A A URL (Singlesign-on URL) | D%, =2 2 —7 T4 XARE Y 4 F— FTRAES
i[> 7Nt A oA —E AURL (ACSURL)  (Single Sign-On Service URL (ACSURL)) 17 o« —
JVROMEICE 2 £,

[4—F 4= AURI (SP=>7 17 «4ID) (Audience URI(SP Entity ID)) | D%, =2 ¥ —7F T4 X
REY 4P — R Ttz [T 47 41D (A —F 4 = AURI) (Entity ID (Audience URI)) ]
74—V FOMEICES L F7,

Cisco Security Cloud Sign On ID F70/31 ¥—#& 44 F |
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f) [FEMEXE%ZZR (Show Advanced Settings) 1% 7 U > 27 L., [E4iEH#E (Signature Certificate) |7 1 —
IV RZE RO E T,
g) [Z7ANDEH (Browsefiles) |27 Vv 7 L, Wllc¥ U m—RNL/zY Aad SAML B4 GEHHF %
RO ET,
hy Next)] Z#7 VU v27 LET,
i) [T (Finish) 1%227 VU v 7 LTEREZRMFELET,
ATy Tl 22 —=T T ZREY 4 ¥ — FO ML (Configure) ] BHEIZRY £77,
a) FREINTURLEZaE—L, 7794 X—F (=2 Ly ) 770y RUTHEET,
77 UYH OktaSSOURLIZU XA L7 hEET,
b) AT w2 EFA—INRAL UORGEERGEE —BTHEEFA—/VT RLATDu i1 1L
F9
SecureX 7 7V r—3 a3 VIR—Z VIZERIE, T A MIESh T,
) RETVAYP—RTIR~ Next) 1227V v 7 LT[T7 277 471t (Activate) | M IZHEAE T,
d) =—V—DEET 77 47T DX, IdPET 27 7 4 71k (ActivatemyldP) %27V v 7 LET,
e) AT ul TEINEEZMRLET,

[dP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise IdP password
 Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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Ping ID

B (45 —)
AT DRI (45 =)

S

Z ClX. PingIdentity TSAML 77U 77— 3 V% AERk L, £ 41% Security Cloud Sign On &
METDHIEITHOWTHBHLET,

e SIS

188 BRI
o EHLEHMER T Ping Idendity BFL = o Y —UZH A A LV TEXHLERH Y £7,

-
—

T AT TARXRET AV =KD AT 71 : 2 X =TT ZAOIERL (9 2X—)
EARAT T2 B AINVRAL CORFELEKREE (10 %—) NETLTWARLERD
Dij‘o

AT w71 Pingldendity = > Y — /L CROFIEEFEITLET,

a) [t (Connections) 1>[7 7V —3< a3 (Applications) 1 IZBEIL £9,

by [HARZL EZY 7 LT [TV r—3 a0l (Add Application) ] %A 7 v 7 & & £,

c) [7 7V r—3 a4 (Application Name) ] 7 « —/L NI [Secure Cloud Sign On| F7=iEfthd
ARiaE NI LET,

d) RESUT, @HAZEBNL, 742027 v 7vr—RFKLET,

e) [TV lr—arofEE (Application Type) ] T[SAMLY U 7 —< 3 > (SAML application) | %
BIR L, [#85k (Configure) 127V v 27 LET,

f) [SAMLEXE (SAML Configuration) | %A 71227 C, SAML A ¥ 57— X% FBTCANTHA4 TS a
Z3R L, [ACSURL (ACSURL) ] & [=>7 47 41D (Entity ID) ]Z—FfAY72 URL Z A ) L&
T TAUDHIH% THEEO URLICEEHX T,
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BB Add Application

SAML Configuration

Provide Application Metadata
O Import Metadata (O Import From URL (® Manually Enter

ACS URLs *

https://www.example.com/acs

+ Add
Entity ID *

| https://www.example.com/id

g [PRfF (Save) 1227 Vv 7 LET,

h)  [XE (Configuration) | ¥ 7% 7 U v 7 LET,

i) [BAEHAEOX 7 v— R (Download Signing Certificate) 1% 727 U v 7 LE7,

i) WOFMETHEHT 7202, [BITID (ssuerID) | 7 B/8F ¢ L [ TN A AP —ER

(Single Signon Service) | 7' 1 /3T 4 DfEE 2 & — L £ 7,

k) [BHEO~<v ¥ (Attribute Mappings) | ¥ 7 &= 27 U v 7 LET,

) [fW%E (Bdit) | GhET A =2) 227U v LET,

m)  WMZHOD [saml_subject (saml _subject) ] J@MEIZDOWT, [EEF A —/L7 KL A (Email Address) ] Z &R
L%,

n) [HEM (+Add) 127 VU v 27 L. SAMLJ&ME & PingOne = —% —ID JBMEDKR D~ v B2 7 ZBANL .
ThEno~ v B 7T WA (Required) 147V araaohicLET,

B  |[PingOne~< v E> % (PingOne Mappings) ]

firstName | 8 7- A —/L 7 K - 2 (Email Address)

lastName | 4,

email Family Name

. Cisco Security Cloud SignOnID O/ & —#&HA K
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ATy T2

0)

way s [
UEtE~ v 7 (Attribute Mapping) ] 7SR /WEROD L 512720 £,
Attribute Mapping
Attributes PingOne Mappings Required

saml_subject Email Address - “a

email Email Address - n : []
firstName Given Name M u i [
lastName Family Name - “ [ ]

[fRTF (Save) |27V v/ LT~y BT E2REFELET,

HLWT TR T T X —T T34 ARET 4 P— REREET, [IDT A X —OfHA (Integrate
Identity Provider) (B D [~ b7 7 (SetUp) | AT v 7 (AT v 73 :SAML A %5 —X DAgH (11
N—=) ) MERINET,

a)
b)

¢)
d)

[ID7' v /3o #— (IdP) 4 (Identity Provider (IdP)Name) |7 « —/V RIZHEA D4R (B : Ping SSO)
EASILET,

[>T Nt A 2 F % —EAURL (Single Sign-On Service URL) | 7 4 —/L RiZ, Ping SAML 7 7'V
r—arhbat— U7z [FIT5EID (Issuer ID) ] DfEE AT LET,

DEA.. (Add..) 1227 VU v 2 L. BlCZ V> a— R L7 Ping B4 GEHEARIR L £7,

WEIZIS UC, MR Duo ZEHEHFEND2—HF—%2 A7 T U FLET,
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Integrate Identity Provider

o Set Up 2 | Download 3 ) Configure 4 ) Activate
Set Up
Identity Provider (IdP) Name Ping SSO
Single Sign-On Service URL @ https://auth.pingone.com/2bccaaf9-a2d1-
Entity ID (Audience URI) @ https://auth.pingone.com/2bccaaf9-a2d1-
SAML Signing Certificate @ Add ...

By default, SecureX Sign-On enrolls all users into Duo MultiFactor Authentication (MFA) at no cost. We strongly
recommend MFA, with a session timeout no greater than 2 hours, to help protect your sensitive data within Cisco Security
products.

Do you wish to keep the Duo-based MFA ® Yes No
enabled in SecureX Sign-On?

If your organization has integrated MFA at your IdP,

you may wish to disable MFA at the SecureX Sign-

On level.

[R~ (Next) |27 U w7 LT[¥DT>r—F (Download) ] EHIZHEAE T,

[#©>u— R (Download) ME T, [V 7 /¥ A AP —EAURL (ACSURL) (Single Sign-On
Service URL (ACSURL)) | 7 v "7 4 & [T 47 4ID (A—F 4+ = AURI) (Entity ID (Audience
URI) |7 a X7 40fixa’—L, [#7>a—FK (Download) |27 V v 7 L CEAMAEL L T
n—RKLET,

AT 73 Pingldendity =2 YV —/LIZRY . ROFIEEFEITLET,

a)
b)

¢)
d)
e)

f)
2

[##%/% (Configuration) ] # 7' C, it (Bh4) 7 A =ava22 Vv 27 LET,

[ACSURL (ACSURLs) |17 4 —/L RT, —H72 URL ZRIOFIECat — L[ A vy

#—E AURL (ACSURL) (Single Sign-On Service URL (ACS URL)) ] IZi& & #azx £,

[=>7 47 41D (EntityID) |7 4 —/b F T, —HHJRURL ZRIOFIETa =L [TT 17 4ID
(A—7 4 = AURI) (Entity ID (Audience URI)) ]JIZEZ# 2 £,

[MREEREMIE  (Verification Certificate) ] 7 4 —/L N T, [ > A—k (Import) 1A 7T a @R L,

[7 7 A /VDER (Choose File) 127V v 27 LET,

AIOTFNETH 7 > m— K L7z Security Cloud Sign On E4 GEEA RN L £,

[fR1F (Save) 127 Vw7 LET,

TV = a VRENSKIAD ERBIZHDL NIV EI )y LT, TV v arasDa—H—7

IR AN LET,

ATV T8 22X —T T4 XFEY 4P — RO [HEk (Configure) | BHIZE Y £,

a)

FRENTZURLZab—L, 94—k (=2 Ly k) 799970 RUTHRE %1,
77 ¥ Ping Idendity SSO _—IZ U XA L7 hENET,

. Cisco Security Cloud SignOnID O/ & —#&HA K
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wmy sz [

b) AT w72 E AN RAL CORGEEBREE —FT HEF A —/LT KL AT Pingldendity (24 A
A LET,
SecureX 77U r—3 3 VAR—X VIZENE, 7 A MIREHITT,
) RETVAV—FRTKR~ (Next) 1227 Vw7 LTC[T7T 277 474t (Activate) ] HiHEIIZHESFE T,
d) =—Y—0EaE7 77 1+ 7T DI, [IdPET 77 1 71t (ActivatemyIdP) 1% 27V v 7 LET,
e) AT rJ TERINNFEZMRLET,

[dP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise IdP password
 Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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— & R173 1dP D F IR

s —WEEY72 IdP OFIE (51 ~2—3)
* SAML [eEDEM (51 _X—)
¢ SAML X # 5 — X QEff (52 _X—)

— &Y% IdP D FIE

BEDID 7 u g X—HD SAML 7 7'V r—3 a3 2B+ 2 FIENA Z 2l sh Tun
WAL, 1dP ML 2 FIEICHE - T 72 &V, SAML JE& T, j#@ Y72 <NamelD> fif & J& M
D~y BT TRERT 2MENRH Y £, F£72. Security Cloud Sign On |Z SAML 77U D+
YINYA AU URL E T 4T 4 ID BT AMERH Y 7,

SAML [ EDZEH

SAML [EE DB

AP I L » TEEEND SAMLIGEDO T —3 3 2iE, ROBHADEENTWALEND
D, IdP O T BRI~y B ST ENTWAMLERSH Y £,

SAML 7H—> 3 VEHA ldP 1 —H—E%

firstName a—PF—D4,

lastName a2 —HF—DhE,

email 2—WF—DFE A A—), Thi, SAMLJEZ D <Namel D>
BRE T LIULEND Y £,

=& 2iE, D XML A=~y ki, Security Cloud Sign On ACL URL ~® SAML J5& & £
L5 <AttributeStatement> ZL3E O T3,

<saml2:AttributeStatement>
<saml2:Attribute Name="firstName"
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NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">John

</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute Name="lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">Doe

</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="email"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">jdoelexample.com
</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>

NamelD E&

IdP 725 @ SAML JSZ D <Namel D> EFE IC|L, ZDEE L THEMREBEFA—LT RLANEE
NTWBELERHY, EFA—/ULSAMLIGEDOEN (51 2—) @ email BMEDOE L —E
THULERHD T,

<Namel D> ® Format J&£/Z. urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified & 721
urn:oasis:.names:tc:SAML :1.1:nameid-format:emailAddress (Z% E SNV TV D LERH D F97,

<NameID> BHE DK ZRITRLET,

<saml2:NamelID
Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified">jdoelRexample.com</saml2:NameID>
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