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=5 (IEm)) 412X
THEHOEART A AN (Standard IR-CEFIIR TIX 72 <) Professional iRD A, Z=4 ( TB

ml ) A4 AZBAL T, BHARERT AN, ADOBEHEHELT LN TEETS, #5071
AL, REREETIBATEET,

PIRIO/S—=2 5 AT 2783 (B ) ZA4 23, BUEDO A=V a AT LTHAZ)
T9, 72 & %X, Security Manager 4.27 |Z%} 3% Professional-50 7 1 &> A Z{RAH LT\ 5
B AR DEDTAA AT A TEET,

LT A B AL, 50, 100, BL 250 BHALTT S, A A BINTE £,

API 5142 R

APl ZfiH3 B 2a X— F—iF. APIL A B A HEHE L TWAMLENRHY F4, API T
AL AZBEATHIZIE, EARAPRO FA B ANMETY, API I A B 2L, RO 2
EHrabv 9,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .


https://software.cisco.com/software/swift/lrp/#/pak
https://tools.cisco.com/RPF/register/register.do

Security Manager D 5 1/ 2 X |
B st xssvmasrur

B E T AR, ZHUL, BARBERZENENDORE % Security Manager & 5T 5729
WEEHITE 590 HMD 7 A B A TT,

BT AR, ZhUE, BEDOY— R—F BT A2 R AL~ — TS E
oA ATT,

\}

GE)  APIOFHliZ A B A EH Y FHA, BARETA B ALHET A 2T TRE, APL &
ERT D AT 28— N —NIRINZELT AV ERNH D 77,

Northbound API 7 A & > A O{ESLATEEER &R ID (PID) 1 L-CSMPR-API T,
FAtEL U RBELUVEAVFT YA

TOT4170T747
(72T 4717277 478y 87 w7 (Active/Active setup) ] T Cisco Security Manager ¢ 2 -
DIA VL AEEAT DMLERDHY £,

TOT4TEEUVREZUINA
Cisco Security Manager 7 4 & . A2 CliX, Cisco Security Manager Dffi % 1 5 D% — N ETD A
TFAISNVET, W1 BV —"ORNT 7T 4 TR D5E1E. A% 731 @ Cisco Security
Manager —/% (INNA TRAFZE VT 4 REST 4 FAX VANV FRERETHEHAEND)
WHMEDZ A2 AEZHETH2HEIIH T, Zhid. " T4 Z78 VT 4 (HA) 2
HEHENTHWLEAICLETETEY £,

)

GE)  RZ NS =R lT22—FE, EHNCT 72747 Y=o T —F =22 FH)
THEITXTHDBENDY £,

SAE A2 4 TEERA%E
Cisco Security Manager 4.27 D7 A B AL ZDEMAMEEFR I T/ A L ZO@EMAM IR L
£
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avk—R b7 IYs—vavicnT 54202 ||

R3I:TAEVREZTDERME

A4t R EAM HL: )
L-CSMST-5-K9 FART A& A (Standard 33 L
L-CSMST-10-K9 Professional 7 1 & R)

L-CSMST-25-K9
L-CSMPR-50-K9
L-CSMPR-100-K9
L-CSMPR-250-K9

L-CSMPR-LIC- 50/100/250 | 753 5 A &z > A 3T D Professional 7 1 & A
(8 RTRE
L-CSMSTPR-U-K9 Standard 7 1 £ A5 Cisco Security Manager Standard
Professional & A & > A2 ~D7 » 7 | 25-Device Limit 2> & Cisco
JL—FK Security Manager Professional ~®
TS L—FR
L-CSMPR-API APl DA

AVR—R T ITV =23 VICRTESA VR
—¥Da R = N T TV = a i, TABVRA T A NVESNESH Y ¥ A,

» Common Services

— ~ — » sle —
BAT DAV RADT/INA REIZDNT

Security Manager CTlL, IROWTNNET NA A A4 X NVIGBENTHE, (A4 AT
TR SNDBEENS) T 2D 1 DERINET,

« WELT NA R

et X274 aTHFAL

« IBIN & 41724 Cisco Catalyst 6500 U — X DH—¥E R £ =2 —/b

AR Y —
Advanced Inspection and Prevention Security Services Module (AIP-SSM) . IDS Network Module,
IPS Advanced Integration Module (IPS AIM) . B XK A b T34 RZA VA h—LETz
AIP-SSC 5 33 JL UY Catalyst 6500 & 7213 7600 LASA DT /34 A% L THAR— F EbHEDOMDE

Va—WE, TAL AKEBEELEEA, 2L, BNMOEEE Y — (KOO Y —D%
B EnT=E oY —) 1ZT7 30 A EHELET,
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Security Manager D 5 1/ 2 X |

B s 25t 207« 2820007

Firewall Services Module (FWSM) F 7213 ASA 7 /3514 ZADOHFAEIE, TV 2 — /VEERRT A R
BaEE L, X270 27X A MPRENINATZNTEBMDT NA A2 EE LET,
TeleziE, 22008 F¥2V 74 arTHFAMEEFLFWSM L, £V a— A, F#larTF
AN, 22000 F2YT 4 arTHXANAD I OOT A AKEHE L ET,

Fegkier—A L LT, BWERRIT A 203 H Y £7°, Security Manager TlE, &G4 T
WA RBETINA AL R UITBINT 5 2 ENTEET, FEHGIT A 2 L3, T3 A
A 7137 4 N [Cisco Security Manager C D BE  (Manage in Cisco Security Manager) ] % &R
fEER LT T A 2D Z LT, FHHGNT N RIT A AR ZHE L EE A,

BID 7 T ADEFNBNT A AL, bR Y = FICBNENEAT V27 T, [Fv
7 (Map) 1>[~v 747 =27 FOiEM (AddMap Object) ] T~ FEMHA LT, *v b

T—0 779K, Z7ATU4—)b, "AL, XY NI—0 N—FREDIEISERIAT
DAT V) N~y TBINTEEST, ZOXIBRATV=T NI, TXAAAL UK
WZEENRNZD, T AFEEELEE A,

E? Security Manager —/3—F 4 B U A MBE LT ENERET HIZOHMT X, 734
A ERET DI, £ 4: T3 ZEORE 2S5 L TS,

Je

o

£ @ Security Manager h—/N—TF A B U RAE ML T HNERETHZLEZHHE LT, 72
A A1%. Security Manager 4.22 {Z%} L C Security Manager 4.27 O%& ERERIC A 7 > b ENE

—;«o

RA:TINA RBDRTE

T /314 X (Device) E—F (Qy |[TNARE (FF1ES54 |5HA
TX¥RAMEL |[EVRH BIZTS5MEY
g d) RELEEND)

REVR7AY D7ATFT 24— FINA R

FEEDAZ Y R T
T AT A= TN
£ A

D=0
THXA DN E—
e

1

HEEDODAL RT7ma
Tr7AT U F—L TN
A A

<~)NVF arT
AN E—FR

c. ZZTClIv AT A
a T XA NSO =
T XA MNTY,

I27A4TF794—IL TL—F

FEEDARZ L R a v
Tr7AT U4 —v T
L—F

DA/ =
THXAD E—
.
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BATES54 B RADT /N, AHIZDONT .

F1314 X (Device) E—F (Qy |TNARE (FES54 |58
TEREEYL |[EURE, BIZSAEY
FEiEh3) 2 ELEEN D)

AEDOAZ Y RT7ay |~V F 2T e, 22Tl AT A |H:
T7ATUF—NT |FAMNE—F |20 TFRAMNSHOa

ZOROTD [=)v
L—k 7% 2 NTT Rore v =

VFRARNE—RORAHK
Y RTwey 7y AT

74— 7 L— KD
(13~—) | 5L

TLIEEW,
TI— VA —N—BEOIT7A T I2+—I
To—) F—N—ER | s 2 |1
DIEEDOT7 7 AT TH AN E—
I i K
T x— )L A=K |~ TF aT e, T TCIITAT A
DIEED 77 AT FARNE—F |2oTFXFX NSO
7 F—)b TXA MILTT,
AR R7AYVIPSTINA R
EEDOAZ Y KTy n, ZZTnidEAEE Y | BiofdEt s — (&)
IPS 5 /%A A H—D¥ T, KAty | —DBIENSR
P—vsO BNEENET, |72) B1T7A4 B REE5]
WZiEE L E
ERXRAK7OVIPSTINA R
IPSEY =2—/L, IPS 7 n. 22Cnlidfffity [IPSEY 2—/L, IPS 7
L — K L OVIPS {548 F—D T, FEEY | L— FBIOIPS i~
~ P—vs0 BEFENFE T, | 13 Security Manager T

ACHH S ET,

IPS B~ o 1% 5512-X.,
5515-X. 5525-X. 5545-X
¥ JLTIV5555-X T& 5 Cisco
ASA 5500 >V — XD
MyXa 74 7774
TUATHERHENET,

ASA Tz — LA —N—RBRIZEFNB IPSED a—/ILFEITRE<I Y
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. BATE5M €V RADT /A RAHIZDT

Security Manager D 5 1/ 2 X |

F/34 X (Device) E—F (aAy |TFNNARE (F=E54 |52A
TEREEYL | EURE, BIZSAEY
MEENn ) REBHEIEN D)
&IPS F /3 A n., ZZ2TnidfiBEy [BINoREYE - H— (5]
F—F T, FEE | OB —DRISEINXTL
P—vsO RNEENET, |72) B1TA v XE{FHB
WZiHEE LET,
ASAO—R NSOV T 9SAAICHET S5/ R
ZASAT— R RF 2| ay IND ZZTNIFV IV | VAT LAEEHa L TH A
75 AH FTEARNE— |2TFFANASAZ T | FT, 1Oz FHFA L
N AHND ) — RETT, |[&#RXLET

ZASATT— R NT R
75 AH

<~NVF a7
AN E—FR

N*c, ZZTNiZ~/LF
AT FARNASA T T
AHEND ) — ¥, cliE
aLTXARNOETT,

VAT AEEE TR A
FC, MHO =T F A R
ERLET,

ASA B — R RZT 7
7 IALIEEST ST A&
YADH] (13 =)
ZRRLTLZEN,

[+ /314 A (Excluded Devices) ]

Advanced Inspection and
Prevention Security
Services Module

(AIP-SSM)

0

(el BN 12 | [0 %15 g
Y— wPIOE =0
®iziEmEh) 17
A AZEHNCHE L
EE8

BN o — (Fefl]
DO P —DFRITEME iU
72) D1 T4 AZE5]
WZHE L ET,

IDS %y hU—7 E
a—)b

0

=2 L, BofEt v
= w0 —D
gilzBmanz) 817
AU AZEBNCIHEE L
E3 AN

BINOARYE »H— (fl)
DO P —DH%ITIEINZ iU
72) 1T A AE{E5
WCHEELET,

IPS Advanced Integration
Module (IPS AIM)

0
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I Security Manager D 5 1 £ X

TLFALTFER L E—FOREY EFOY 774794 —L TL—Fon [

F1314 X (Device) E—F (Qy |TNARE (FES54 |58
TEREEYL |[EURE, BIZSAEY
FEiEh3) 2 ELEEN D)

RARN TNA RIZA > 0
A k=L EhT=
AIP-SSC 5 B LY
Catalyst 6500 £ 7213
7600 LIS DT /R A AT
RLTHAR—FEND
FOMDEY 2 — )b

TILFAVTXRME—KRDREAKR7A 7747 94—ILT L—

L

ZIZTE T ABEBET D 0 A TRLDA VT XA FORIEZRLET,

WDODa<w KR2200F2VT 4 ar7F AL (addmin BELWetxl) &b, 7747
V=L VAT ALEDVAT A A TXANTEITEINE LT,

r4l-appinfra-arsenal# sh context

Context Name Class Interfaces Mode URL

*admin default GigabitEthernet3/2, Routed disk0O:/admin.cfg
Management0/0

ctxl default Routed diskO:/ctxl.cfg

Total active Security Contexts: 2

r4l-appinfra-arsenal# sh context count

Total active Security Contexts: 2

ASAO— KNSV T SR BIZEAETBESA 2 ADH

TITHEH, vAF aryTERARNE—RDASAT— R XTSI TRAEDTNA ZED
Bz R L TWET,

3 Nodes with 4 security contexts each: License Count = 3 * 5 = 15.

WBIETA L ADRE

TR T A B AF FBUCA VA D= F 500 FION=VarinbT v 77 L— K15
DN L > THRRY £,

» Security Manager 4.27 OHilA > A h—/b

» Security Manager 4.x 225D 7 v 77 L— K (14 _X—Y)
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Security Manager D 5 1/ 2 X |
. Security Manager 4.27 DA VX b—JL

Security Manager 4.27 D4 VX k—JL

Cisco Security Manager 4.27 Z##l TA A h—/L 3 2121%, #%4 7 % Cisco Security Manager 7
AV RAEBATOMLERDHY £,

Security Managerdx MDD 7 v 75 L—FK

« F5h72 SAS FHIN B H5A 1%, BIIEHE 72 LT Cisco Security Manager D g/ — =
W7 v T L— R T&£9, BEDT A & AL Security Manager f > A h—/L7 1 7 Z
LML o THBMIN TR SND 2D, Ty 77 L— RPIZT A U R HEET 50X

b EHEA,
* SAS BRID g — W —ix, SAS BRI EMEAT D7 A %72 Security Manager 4.27 7 1 &
YATWAT HMEN DY ET,

\}

GE)  SASEWTIE, 2=V —lIHHFTNN—Va VIZEETT v L — R T&EET,

90 BfEDEHES M R

A VA RN—NWIFIZTA B RABEATI LN E, EDA A F—/VTFHIRIZ /2D £5, £,
A VA M—/VIRFIZ [FHli># (Evaluation Only) | Z8EER$ 52 L6 TxFEJ, [, Common
Services, BLOR DA A h—)L (43 X—=) | ZBHRLTLIEEN,

ST A 2 AT, BERREZR T NA AR 50 B TITHIBR S E T,

ST A & A TlE. Professional fJRT7 A L A LR UMBENE 2 bNET, 72750, 2554
T AEFHMIMRICEAT S Z EIETEEREA,

4x “HBICBAT HEEDEINLE M4 0 XDER

# LU 4.x Cisco Security Manager DB ERED — XIS TV AL T A BV A AT T 3 2O
T, ROEHITHH SN TWET,
1. [HA (BASE) ] : CSM FEARLG R —2 g DR
1. Cisco Security Manager Z £ fl L TEHT 2 LN H 5T /XA ADEIZHKASNWT CfFfk
DREDORBLEZEZBRE LK) . REBUGLET,

2. L-CSMST5-K9/L-CSMST10-K9/L-CSMST25-K9 (N Z1 5. 10, 25 BLLFDOFT A A D
Foy R U — 7 miF)

3. L-CSMPR-50-K9/L-CSMPR-100-K9/L-CSMPR-250-K9 (KHfE x> T —27mi}) . &6
IZ. [#%r (INCREMENTAL) | 7 A 2 A&/t LET,
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I Security Manager D 5 1 £ X

BEDIx EEALTL 2580894551 v 20ER [

1. Catalyst 6500 £ 721X FWSM/IDSM A A > F 7 L— REEHT HLEN b D55 13X,
L-CSMPR-50-K9 Z 8 L £,

2. MWUET A RAERE LTS, T Catalyst A v T £IT AL v F T L— REEH
TAHEDVENEUESE. £ 25 B2 BT, A2 EHT HVLENELT-BE
IZ. L-CSMSTPR-U-K9 # Htf5 L TR, D PRO X—V g 2T v 77 L— R LET,

3. TTICPROTA B RAEZHBALTWVEN, BT BEBRDLT A AZEHT I
ERECTEBAIT, 4x DESTA B AFEELE T,

[#4> (INCREMENTAL) ]: #5594 B ATIZ LV L DF AL ZAEEHTExET, &

I AVERHEZLEY T =7 OV A XZHESNWT, ROBHREZETE L £,

1. L-CSMPR-LIC-50/L-CSMPR-LIC-100/L-CSMPR-LIC-250 (. F#50, 100, F7-1%250
BOBIMNT A ADEHEZBINT 55E)

2. KEWEFR v hU—2 A

[i] U Cisco Security Manager —/3—|ZA > A h—/L 3 53551%, [£% (INCREMENTAL) |
TA B AZBEEIBAL TS ZE 0,

#HL D Cisco Security Manager —/3N—% A Y A h—/L LTNT =~ A&[A LSE LY
Bl A (BASE) 1 71 & 27213 [ (INCREMENTAL) ] 7 A o AZMEAL
TLTEENY,

HAR— b [FEA (BASE) B XV [#5r (INCREMENTAL) | 74 B2 RIZIMA T, A%
D SASEHIZIEANT D MR H Y £9°, SASEMNH H & BIEE7e L T Cisco Security
Manager DIEH/N— g NZT v 77 L— RT&EFET,

BFDAX ZFERALTWWAIEEDEULET A4 2 XDER

BEAF? 4.x Cisco Security Manager DB EARD — IR TV A& T A B A AT 2 g 2O
T, O XS IZHAENTHET,

1.

[#£A (BASE) ]: CSM 4.x Standard 7>5 CSM 4x PRO (27 v 77 L— R$51Z1F,
L-CSMSTPR-U-K9 #llEA L, kEIZEDOETCESZEMLET,

(7257 (INCREMENTAL) ] : ¢ TIZPTA LTV DBEFDED T A & AIF, &HT D Cisco
Security Manager /N—2 2 U bEH SN E T, FUEOT A ZEEHRTH7-010, Bl
WESTA R AERGTHLEEH Y A, KB XYy N =2 O R NEHE
A F—T M T DAL, BED Cisco Security Manager ¥-—/N— 3 A & #5425 L EN
HYET, THIE, BINO FEA (BASE) [®GT7 A ¥ AOBGREENET,

HAR— b : CSM 4.x AR — FEKIIL, CSM 427 2Rl &HiEchR— b LFET,
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Security Manager D 5 1/ 2 X |
. Security Manager £/ Vi R—R 2 F 7 TUS—2 3 VICRHTESIAEVADA VR =)L

Security Manager £/=-IFa >V R—%*2 b 7 TUHr— 3
NI FTBETAEADA R =)L

Security Manager D1 > A b —/L I, TA B AERO AN ZRD BN ET, [, Common
Services, BELDVN DA LA —/b (43 X—2) | 2BRLTIEEN,

Common Services DA > A h—/LFINZ, FA B AEROAIZRDOONDZ LTS THA,
Common Services (27 A B A 77 A VI EDH Y FHA,

Security Manager £/=I¥a Vv R—%* b 7 TUHr— 3
NZHTHTA U RDEH

Security Manager £721X 2 v R—F 2 N TV r—2a T 5744 B A 77 A VOFEHT
FIEZDWTIL,  Security Manager D HHT (79 X—2) ML T Z30,

FJA4 O RICET H DD =27l

EHTATREZR 7 A B AL R— SN TWDHT v 77 L— R RRICET 3o, &
AFHEZR Cisco Software Application Support H— B A ZHIZ DOV Tix,
http://www.cisco.com/en/US/products/ps6498/prod _bulletins list.html [#:55] C Security Manager @ #x
ATy — V) =20 HRESR LTI IZS 0,

SA U RIZET BXKIE

Security Manager D 7 A & > A 24 2 IOV Tid, Cisco Technical Assistance Center (TAC)
® Licensing Department [Z BV G HE L 7230,

o Bk : +1 (800) 553-2447
« BT A —/L : licensing@cisco.com

* http://www.cisco.com/tac
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Security Manager (X, A% > R7 w8 L LT, &5V, Security Manager f > A h—F T
BERATREZR, £ 7213 Cisco.com 3B X U v — NARERA T L a v 77 ) r—va v agie,
LDV < -2722@ Cisco Security Management Suite 7 7'V 77— 3 U LA DHOETA VA h—/L
LTHEMATEET, A A M=V EBMRICBET D ZE AL, I — 3= RIAAHET DD 7 b
¥ =7 & Security Manager Offi HH H1EIZ K> TR D £97,

Je

EYhF Xy NU—THOTRXTOEFRY— T XTOEINLRT A A LD A & RZIOFRE % [F)
ML EEHRELET, NTPH—A"2FEHTLIHFERDY £9, R, *y hT—72
tova s 7y A NMEREEEICEEMTZ0 ., S L0 T 5EICEEICAR D 97,

ZDOFEDIHETIL, Security Manager 72 & DY —/X—7 71 Jr—3/ 5 & Security Manager 7 7 A
TR T I =T DA A M=V 2B LARAFRRICOW TR L £,

« BEpY—E R ER—F (17 =)

e Windows 7 7 A4 7 74— /ViREAZ U7~ (19 2—=2)

o = NOEfE LOHERE R (20 X—2)

I TAT N DEMRE (29 =)

WELGY—ERXER—
~

GE)  Security Manager (3% OWNIEAEICFRIERZ SN XA T I v /A= E2EHLET, Zb
DAR—=MIR—=FAXFYFICLoTT By 7 SNDHATREMED & U | Security Manager (£ 2415
DT7avAEFITTEEEAL, ZTOED, Qualys/g EDR— F AF v HITHEMZLRNTL 7
SV, AENCT S L& Security Manager 7' 22 A3 2 w2 L, Security Manager D FER 725
A VA N—ARRBEIZR D588 H 0 £,

P SREET TV =2 a VEFETLTCND T I T 2 MR —REWBETEL L5175
Wi, BERR— RS A F—T VT, P —s3 L0 Security Manager & = DOBE#ET 7Y r—1 3
YINBEEMTED Z LB RFET HMENH D £ T,
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s rEEE |
B s=59-—cxem—r

B < WD & DA — X, CiscoWorks for AAA &AM —23 (ACS72 L) OEBLLEMH LT
WA E | Security Manager & FFE DO T 7V r—a v EMAEHT S L ICERELTY
HBNEIMITE - THRRY E4,

o [LEEZRFEARR — & (Basic Required Ports) ] : 3% 5: Security Manager — /3 ECRi < 42D
HHEARR—K 12, T 74NV ER— b EHHTHTEDORENR I AL A ZEH T
RNEWVIFHET, B BEDH D AR — FE/RLET, CiscoWorks for AAA (—
RAN) —EREFEHLTCWDIN, A7 var 77U r—ya VEEH L ToRngs
X, TR — N2T %, K BUEOHDHAR— MITLHILERH Y £7°,

% 5: Security Manager +—/\ £ TR BEDH D EKRKR— +

J3a=%—% 3> (Communication) H—EX Jota |R—+ A | FE
|2 A |E
Security Manager 27 7 A 7 >~ Ik & Security Manager —/[i] HTTP, TCP 1741/443 X |—
HTTPS
Security Manager 7 7 A 7 b L BULIZFEIMN S /=7 /3 A 2 ~ |HTTPS TCP 443 X =
=% (ASDM 72&) [
Security Manager —/3 & 7 /3 A A [i#] HTTPS TCp 443 —
ek HTTPS /R— bk & SSH AR — MIMLETT A, 1 2L, |SSH TCP 22 —
EDOFARALZAHDO N T U AR— Fr hand L 1 5
T Telnet ZHIIF 5 YA 7% Telnet K— k% | ot e 3 -
& F9, Telnet TIZ/XAT—KNBZ T FF Ak
THRIE SN D728, Telnet Off FlITHELE T £+
Ao TelnetAv— MIBANZZWE I LTS ESNY,
Security Manager & #&§ A —/L % —/3[H] SMTP TCP 25 — |X
ZOR— MNE, B A VB E R TR R RE DO W ILNIT
BT 58 A — /VBHEZRIET DHEBITOHMEETT,
Security Manager Event Viewer Cff ffl 415 Syslog #—E & Syslog UDP 514 X |—
Health and Performance Monitor HTTP, TCP 2012 L4444 | X | X
HTTPS
Report Manager HTTP, TCP 4334 X X
HTTPS
Event Manager HTTP, TCP 11999 X X
HTTPS

(AT ar T TV r—a HE e 7R— | (Ports Required By Optional Applications) ] :
Security Manager ZfhLoD 7 7'V r—3 a3 L —fEITHEH L TWAEAIEL, K6: 47 a v
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Y= T TV =g SNTEIRAR— | _/Tﬁ‘ctj MOR—= B LERDH Y =
T EBRHENT 57 7V r—3 g VTR AR — @Jf%ﬁ'ﬁ%i‘h

R6: AT avH—nNTF7Ts—2a VIZRERR—

23Ia=4H4—>3Y H—EX Joka |ER—F A |
(Communication) JL £
Security Manager Server & CS-MARS | HTTPS TCP 443 X |X
fHl
Security Manager %—/3& Cisco  |HTTP, HTTPS TCP * 2002 — |X
?;cureAccess Control Server (ACS) C ACS S G IR
" F—T Mo TOBHAIE
HTTP/HTTPS @15 OHFEPHN T
RTOR— FEFATLET,
o = MR T 4 =T M85
TWAHE1E, Security Manager
H—R— & ACS DT XTD
HTTP/HTTPS ~ 77 1 v 7 &3FF
ﬂ‘ L/ i j‘o
Security Manager #-—/3 & 4455 AAA | RADIUSLDAPKerberos | TCP 1645, 1646, 1812 CHr#l) . 389, 636|— |X
'ﬁ‘*‘/\ (FE ACS &— R CTREH (SSL) . 88
AE) M
Security Manager H—/3\ & HTTPS TCP 443 — X
Configuration Engine [#]
Security Manager #—/3 & TMS #— | FTP TCP 21 — X
|

Windows 72 7 A4 704 —JILERERT ) Tk

N— 3 2 4.4 LIFEDN G Security Manager (21X Y —/3D A 2 h—F|Z Windows 7 7 A 7
A —IVEHEAYZ VT IREENET, TOAZ YT ML, Windows 7 7 A 7 7 4+ —/LIRIE L
SERITHERET D70 E AR — M HAT 27 e 228 L £3, ZHUE. Security
Manager Y — Nz i@k 5 HRYTIThOILE T,

AVARN=NRHZZ DAY U7 MINMSROOTIZ 2 E—INETH, EfTShEHA, ZDOR
7 V7 N % FEITIAT LT, Security Manager —/NC Windows 7 7 A 7 U #+ — /L &Z X E TX
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Xy NU—I NI DAY Ea—S DT 7 ARIEET D ¢ casuser
s —HNDu TG LAY S ¢ casuser

o Ny FHFR L LT /495 : casuser, casusers

e —bRELTur A9 5 : casuser

o [ AT LiR] (SystemIdentity) |: AT LBl —H—7 7 7 > Mk, Windows & FLE
& ZE{Ii ¢, Common Services #Z A 7 & Security Manager % A7 D3 XTCIZT 7 BATE D &
IWCLET, ZOT ATy MUXEEDARINRH D FHA, =—RIZHEoT24RTEERL
TTH vy F&VERTE £9, Common Services T7 4 v MEER LTI-HAIL. £O7
DY MV AT NEHERHMELM 5T 20BN Y £9, 2—WFEREIZ Cisco Secure
Access Control Server (ACS) ZfEH L TV DGAETE. ACSICT X TOREL (T 5T D02
NdHYET,

Cisco Security Management Suite 7 7° U &7 —3 3 » ZRIOH— I A A F— LT D545 (HiE
T7ua—F) I, wAFH—n"ty T v THNOTRTOY— R ETH U VAT AR —W
TAT S NEERT AMENHY £, P \HoOmEIE, ERELILAEMEX—EZFHT 5
FEHETNVIRELE T, VAT LAl —P—F, vV FHI—"—t >y b7 v T7HOMOD
= R=NOEETELT AV FERRINDTeD, AL NOH— —[BENREGH I
20 E9,

MBI DL—F T H T R BMTEET, THV L MI2—HF T LI —RIZTIHLERD
DVET, ZOXI7REBMOT 1D MBS 2121%, VA7 LEHREHER (admin 74 7 >
FNOERZR L) ZFoTWADRERHY E£3, 2—FTh 7 FEER LIS, Zhicr—L
ZEIVYTCHMLERHY £, 20— IlEoT, ERLEODTC, 2—FNRT7 SV r— 3
CINTHRREZRBENER SN E T, MHATRE MR O E ACSEZHHALTT 7Y r— 3
YADT A ERIET S HECONTEL, 2= =TI FOER] 2ZRLTIES
AN

. Cisco Security Manager4.27 f X hL— 3 U HA K



| 59— 7705—vavoA VR b=LEFYTIL—F
Remote Desktop Connection /=X VNC ZFERA LY —NT7TYTr—3>0D/4 VR =)L .

\)

(F)  Cisco Security Manager 4.21 LA Ti, LARTD ACS $—/N—D {45 1 IZ Cisco Identity Services

Engine (ISE) ZEGEICEHTE £,

Remote Desktop Connection Z 7=(X VNC Z{#F L f=H—/\
FINVr—23avhA4 R =)L

=TTV = a i, Y= NCEHER A L TA VA=A T HZ 2R ET,

2770, VE—FA A b= BIOU—7 AT — g B0l AY) 275 BERH S

BEE, o FaBE LTSN,

cUE—RTARAIIPLY T MU= T AV AR—LLEI ELARNVTIEES Y, Y7k
VT A A RN=TIE, BEERINIZT 4 A7 RIA TIHET D20ERHY £7, U
F— LT ARIDHDA LA RN—ANEN LI LI ICRADEENH Y £33, FEEICIE
R LTV ER A,

« T Ny =T DA A h—/L|ZT Virtual Network Computing (VNC) Z#fEHTX E 9,

« V7 N7 =7 DA A h—/LIZ Remote Desktop Connection % i f§ T ¥ 9, Remote Desktop
Connection % 9~ 5555 1%. Remote Desktop Protocol 32> Y — /L& v 3 > Tl <,
aryy— ) ky g U EHERTL AL ET,

. Common Services. 8LV DA X =)L

A A @ Security Manager £ > A h—/L T VT AN TIROL S RT TV r—ra A A

]\ _4/]/"(\\ % jz j‘o

» CiscoWorks Common Services 4.2.2 : — 7 U Fr— g VKB RFE Y 7 N =27 T
9, Security Manager4.4 7>, [CiscoWorks Common Services (CiscoWorks Common Services) ]
Ty IRy 7 AFTAR—F FOBRSN—VZF R E N7 <72 £ L7z, Common

Services DA A h—/UiE, T 74/ FTERSNET,

\}

GE)  /N—3 426 LIFETIX,. Azul JRE 1.8.0 Update 322 238 A > A h—/LHIZA vV A h—L &

NE7,
« Cisco Security Manager 4.27 : Security Manager D A A > H%—/3 V7 N7 =7 T,

Security Manager % > A h—/L 9% & Cisco Common Works Common Services 4.2.2 33 &
X Cisco Security Manager Client 4.27 73 CSM 427 /X2 KA D—EE L TT 7 4 /L N TA >

A b= ENET,
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Y—NTFIVr—2a DA VR b= LETvTTL—F |

. Common Services, &V D1 VX b—JL

\}

GE)  zZip7 7 ANVEREL, 73 VE DL EZER LET, AHIELEHE
T5HEXE, TANTDHARNCAN—ARR [ | DS ORER T
DEEN TN L 2R LT TEE N,

WOFIEZEHA LT, 2067 TV r— g0 A M—)VERITHEA A =L LE
T, URIONR—=2 a0 D7 TV r—2 g o nb T v 77— RKLULTWAEEEIL., elcEen
2. = ARNTF U —2 a7 v F T L—F (A8—) BB TLIIEE N,

[F L& BHHTI

¢« ZDA VANV —3 3 U HA RO TSecurity Manager D7 A L A | OFEEZSRL T
éb\O

s TTICY—NEIZA VA RNV INTWDEEFEONRN—=a D7 7 r— g X1 5
Ty ST L—RELTH-GEEZALS ARV LTWDIEEE, VE—FT v 77 L— NEf
DF—=HRX—=ZADNNy 7T 7 (12°3=) [ ENTWDL LAY I T v T %E
TLTLEEY, Ty T T L —REA VAN VTDHHNI, Nv 7T v TRIEFITKT

L. BEFOT7 7V r—2a UNIELSKHEIEL TS Z 2R L T ZE0,

« Security Manager D 7K/A T A & ADA 2 A k—/LEEL, Security Manager %— 32 & > T
B—ANVIRT 4 AT FIZTGA | A T 7 A VERET H04ENH Y 7, Security Manager
EHEALTYH =N LT L7 NV EBRTLI5E, vy 7SN RT7A4 TIEERRINE
Hh, T, A VA=A TA B AT 7 A VEEIRT DI, £DTA A
T 7 AN =N EIZFEELTWALENHY £9,  (Windows TIE Z OFIIRFR X E
T, TAUT XY Security Manager D/XT 4 —v L AL EXa U T BN MELET) . £
D7 7 ANMIRELZA VA M=V T DT 3NV FITEE LR TS IES 0,

)

GE)

B A,

FTARS AT 7 ANDRAE, TR (&) R EDFBFRIFNEEN TN TIRY %

o A VA= NVHERIRLTF =y 7 VAL B6~—Y) ZETLEZ 2R LTIIEZIN,
o P NP — OB LOHERFIE 20 ~—2) ([CREH SN B AR LTS 2
LR LTS IZEN,

» Security Manager [XHIfHIBRIE FOFEHY — R —ZA VA M= VT HZ L EZHLELET, il
DY Tx2T THVr—ariAd A M=/ LTEEAL, Security Manager i 5 )
EEHE LI, AR— RSN TR o720 35 H]H fﬁﬁﬁ%ni?‘o

e Common Services DA > A F— LBV AT AFHAZER LW TL S, 20 kX5
BN OREUKAFRERE O BNVEIC BT S rTREtEN H U £,

» Cisco Secure Access Control Server (ACS) Z{#H LT, Security Manager ~0 L —H%—7 7
TRZAAA Y —E 2R MET 2581, 7SV r—va A4 A =L L TG, ACS

. Cisco Security Manager4.27 f X hL— 3 U HA K



| =1 7IVs—2avDA VR —LETYTTL—F

&

ATy T2

. Common Services, 5&U D1 VX b—JL .

ZfE4 % £ 9 12 Common Services # 7% L £ 9, ACSHHI DR EFIEIZ OV TIL, Security
Manager & Cisco Secure ACS O (130 ~—3) WL T 723V,

ACS %3 % & 912 Common Services Z #%E L TA>5 Security Manager % A > A h—/L L 7=
AR, A VA P—AHFIZ, A VA=V LTET 7Y r— 3 & ACS ID8GET 2 LER H
LHeEmmmantd, ¥E7 7V r—vary (ZoV—_"—LEFx 3o —n~—+F) &
ACS IZEFE L TV WA, [1EW (Yes) | ZBIRLET, T TCIIT7 7V r—3 3 a4 ek
LTWDAEEE, [TV (Yes) |Z&IRTHE, 77U r—2 3D ACS N TRE SV —
P—a— L DI AR <A ANKDONLTZD, Wz (No) [ZBIRTHMENHY £, [T
ACS H— \—Z 9 % TP Security Manager ¥ —/3— H— N—pN a2 —HF—p— Lz h
L9,

FIE

Security Manager —/3—_ Common Services, F72/L A A > P Security Manager { > A k—/L
I 7 LEERTOEEOT ) = a kA A M= 5, ROFIEEZETLE
¥

AVAN—N Tl T A AFELITIMBELET, Ciscocom T Iy MeaZ A LT,
http://www.cisco.com/go/csmanager {Z & % Security Manager 85— ALX—ZT7 VA LET, [V 7 hU=T
DHF v ra— R (Download Software) | %27 VU w2 LT, Hffg S 4172 Security Manager DA A h—/L 7 7
ANEZT T a—RLET,

s WinZip R°SEHE 7 4+ NV F DR T 4 Y — K72 £ D Security Manager 4.27 THAR— F I TV B AL —
TAVT VAT AR LTND T 7 A NVERIZ—T 4 U T 4 OWTRhEHEMA LT, JEfSnri
TRV 2T A VA=V T7ANVADTRTD T 7 A NE—KT 4 L7 b THRELET, A4 N
HEVELLWT 4 L7 PV EEHLTIEEN, 72& 23,

[C:\Cisco_Security Manager\server\installation_directory] &Y [CA\CSMJ Z@&EIRL T 723V, @
X, M7 7 AV ERUT 4 L7 PUICRESND, A YA b—AT 1T LD Setup.exe & Bilsh L E
o

Evk T ANDONEEECTEX RN NI TT— R v —URERINTEAT, —FFF o L7k
V&EZIZLT, UA/NNA%ZAF ¥ L, C:\Program Files (x86)\Common Files\InstallShield 7 « L
7 R EHIBRL TS, V77— L TH ) —ERLTAHTIEE,

AVAR=V T 4P — ROFERIZHENE T, FHA A F—Fiz, ROEROATIRERINET,

[Ny 7 7 v 7 OET (Backup location) | : FFED/N— 3 > D | Security Manager, 7239 TIZA A h—

NENTVWDIEEIE, A VA=A T BT TAZELSTA VA N—NVFDT —ZX—=ZANy 7T v TR

AEnNET, Nvr T v T EEBTLIHEIE. Ny Ty SIERTAEHARIRLET, L, Ny

IT NI A AN NVERBT ORNCEMT D & A HEREL £,

GE) Ry 7Ty PERT D OISR 55 F71E, NMSROOT OAMI T2 0ERH D 3, BT
NMSROOT /& Security Manager f > A b —/LF (4 L7 kU ~D/XA T, 5 7 #/L ;I C:\Program
Files (x86)\CSCOpx T9~, 452, NMSROOT\backup # /X 7 7 v ZITH A L7AgWWE 9 ICHEE L
TLEEY,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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Y—NTFIVr—2a DA VR b= LETvTTL—F |
. . Common Services, &V D1 VX b—JL

[Destination folder] : 77U 7r—3 g %A VA M=/ 57 55, MOBFTIZA A b —/L3 D557
BANRRTNE, 774NV bEZTANE T, T 74N N TV EUND T LV FERRE LTZSGEIE. £
DFIZT 7 ANDPIHELIRNT & & NAANR56 LFRMCTHDLZ LR L TIIEI, £o, 774
W THANELUND T ANV EEIRET D&, NAFR LT 255 1L TE EH A, Windows Server
2012R2 Tl VAT L RTA 7 TOD o3 24 DAERNIENI /2 572D, 2—PF—FTIT AT LRNTA T
/XA D Program Files (x86) 7 4 /L Z & RINTE FH A, ZOFER, 8do3 Kil& ik & Liztk, = —P—iL¥—
N HEEHTIMLERNH Y T, FED KT A7 T8dot3 MAEAMNIT D E, BEFD 7 4 VX OIEHR
R S IVEE A, BFRZ SRFIANTAERL T 2121, EERIZT £V F ZHIBR L CTHIERT 2 BERH D
FT, BEFEO T 4 VA NZETRWEAIE, FILOT 4V FEZRIRL TA VA b=V EFITL T &,

G¥) FHATEARTIATDA L AR—NT 4 L7 bY RRAEHLT I(TBLO D BEENT
WRWZ LR LET, INDORERSITERTET HHE. 4 VA M—UIHfTShEHA,

[TV r—3 =3 (Applications) 1: A > A h—/v$57 7Y —3 3> (Security Manager) ,
CiscoWorks Common Services 4.2.2 7% Security Manager D A h— /VIRFIZ HEIIZA > A b— L S E
ﬁqo

» [License information] : KDWT &I L £ 57,

[FTABL A7 7 A1 — 3 (LicenseFileLocation) |: 74 B AT 7 A NVDTVIRAL %
AT 20, [BH Browse) |27 Vv 7 LTHRELET, KATA BV R 77 A NVEFRZ
=N ECHEL ThoTeHBIE, TDOT7 7 A NVERETEET,

GE) FSAEBELA T ANDNANE, Tt R (&) BREOERBTFEREENTNT
X720 £ A,

« [fHli> 2 (Evaluation Only) ] : B> 90 H OFHL#IR 2 A x—7 M2 LE T,

« [BHH/XATU— K (Adminpassword) ]:5 LFULDOEHREL—F =T 7 NHRAT—F, ZOD
THO b, VATABNT A b, BXWcasuser 74 72 FOFEMIZOWTIX, KLERY—A
=P T HT L MIOWNT (41 ~2—2) ZRBLTLEE N,

* [System Identity user] : ¥ A7 LAFkBll2—H & LTHEHT 277 hOa2—H4 & /32T — K, Cisco
Security Management Suite 77 7"V 77— 3 U EEE O — N EIZA VR M= AT H5EX. TRTO
Y= NETHR ULV AT AN —F T H 7 FEER LT EEN,

* [Create casuser] : # L\ A > A h—/ L Ccasuser 7 W 7 M EERT DM E I, ZDOa2—F T h o

MIERTH2HELRH Y 7,

GE) INAT — ROBHEEDOHIRIZHT2EX 2T 0 R o—R D556, 207U ME
BUIRBRT 52 ERHV ET, ZDOL D RIGAEIL. FHiTcasuser 7 7 U 2 b EAERKRT D4
ERHY £ (FA-3, £ 17:LiaisonServlet =7 — DJFUR & kfaLiE (168 ~2—37) @ casuser
NAT — ROFEMARFIRAZ SR L T EEN) |

ATYT3 A AR—ADETHRIZ, V= "\PNABICHES L2WEEIE, V— " aiEEL £,
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| =1 7IVs—2avDA VR —LETYTTL—F
H— K/8—TF ¢ SEBAZ % {# A L 1= Cisco Security Manager ~D7 ¥ £ X .

G Y=AA LA M= T 4 L7 B UICRBRSCTF NG EN TN L 2R L E 97, FERsCrn
HENTWDEA, Security Manager (345 2 v —V &2 A —L, A VA =T8T LZE
‘é—o

H— k/N\—TF 4 SEBAZE Z {#F L 1= Cisco Security Manager
~DT IR

P RR—F 4G ELAZ A VA =L LT, CMYP— =27 7B ATEET, EF=aTF—
KT CSM ¥ — =% MO, ROFIREZZITLET,

o = N—FEHEFEDORA M ZHUNIRE L, FILHA MZEHN L TCSM 2 LE
jﬂo

c FELTeY— FAA—T 4 RBRERIC Lo TRIT SN — =Gt EZ A L £
c HOBAGEAEZEM L TWDEAIE, 770 F 2RO IS ICEELET,

* Mozilla Firefox 2.0 Ti&, ¥ — 3= ID IZFEENRH D5 E1E. [T A FREFAFOFHIE
% (New Site Certificate) | 7 « ¥'— KT [Vr— R—GEBEZ KA HRYIILE T)
ZUF AILD  (Accept the Server Certificate forever (until it expires)) | Z %R L E9°,

* Mozilla Firefox 3.0 Tl&, ¥+ — =D IDIZHEELH L5, [EFx =2V T 1 HlF4oE
/N (Add Security Exception) | %A 7 12 77K v 7 AT [Z OIS & K AR TET D
(Permanently store this exception) | ZE&R L £,

« Internet Explorer T, #—/—® ID IZFEEDHDGHITE. 77 VT OEEHTE S5
EANTIGEEEZ A VA =L LET,

« Internet Explorer 6.0 (ZFEME A A > X h—/L 4 51Ti%, [Internet Explorer 6.0 TODFENFE D
A ARV ] BBRLTIES,

s Internet Explorer 7.0 [ZFEIE %2 1 A b —/L 3 5121%,  [Internet Explorer 7.0 TOREHED
A A=) ZBRLTSIZEN,

Internet Explorer 6.0 TOFIEAZE DA VX b—)L :

ATy Tl EXa2T7E—RFKTCSM &g L £,
ARTF9T2 [BEX=2U7 477 —bh (Security Alert) ]V > KT, [FEFEDER (View Certificates) | R ¥ & 7
Vo7 LET,

[Certificate] # A 7 R VR v 7 ANERINET,
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Y—NTFIVr—2a DA VR b= LETvTTL—F |
. Internet Explorer 7.0 TORERAED 1 VR ~—JL :

ATw T3 [EAE (Certificate) | XA 7 27Ky 7 AT, FEAFEDA A h—/L (Install Certificate) ] %27 U v 27 L
ij‘o

Internet Explorer 7.0 TOFERAED A VX b—JL :

ATy 1 [V— (Tools) 1>[A ¥ —Fv b4 2 (Internet Options) | IR L E 7,
ATFv T2 [2F7 Y (Content) | X7 %27 U w7 LET,
AT w73 [FEWE (Certificates) ] %27 Vv 27 LET,

[Certificate] X4 7 2 V7R v 7 ANERINET,

ATv T4 [GEHE (Certificate) | #A 7Ry 7 AT[A»AR—"b.. (Import...) %27V 7 LET,

[REED A AR — bk (Certificate Import) | 7 4 '— RNFR I, iEAEZA VA= T570DDOHA R
DERRSNET,

Y—NT7IT)r—230D7vITTL—F

TV r—arDT v 7L —REZ, HONR—2 g oS OF—F R LN S, Bl
WA= g DT P —a v EA AN AT AT RTY, 3FEHEOT v S L — R
IRANRH Y F9,

c—H: HEWR—=T g ET A VA R EPTIT, HFWR—=T g U EETROP—
Rzl nAA=Va vz VA M=V LET, BEFOT—Z B RIFSN, HLA R
f—ENNN—TarTEATEET, n—INVT v 7T L— REERTHHEIFRD
SICEBELTLLEEN,

ZOHREFEMT LRI, Ty 7 7L —RT5TXTOT 7Y r—3 3 VniE L <
BBLTWLZ AR LTLLEIN, £, Ty 77 L—RRAROT7 7Y r—a v
BAVARN—NAT LRI, T—HX—=ADONNy 77 v 7R LT, EFICKT Lz
ZEEMRLTLIIEE N,

T IR ADBATT T —BRELTELGEIFT T — A v —UNFRShES, Zh
MFRINDDE, AFIE LR THA VA =2 RITH#ED D Z &P ARERIF AT
R
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| =1 7IVs—2avDA VR —LETYTTL—F
=7y r—varoryIvL—r |}

\)

GE) a—h) T v ST L— R, A A =712 2T, Performance Monitor ¥ 7= 1% Resource
Manager Essentials 231 > A h— /LS TWENE I DR T =v 7 SET, WTnnlo, £
T2 B S =854, Performance Monitor or Resource Manager Essentials (or both) needs
to be uninstalled] £ \VWH) T — A=V ERRLTA VA N—FBKTLET,

\)

(GE)  Security Manager #—/ 77U r—2 a3 VEFATL TV LY — DNy 7T v T E2AERRT DAl
W2, TRTORET =N aIy hENTWDHZ AR THMENSH Y £9,  Security Manager
DIEET — 2 REEBLOEGRIND Z EOfER (69 X—V) 22 LTLIEEN,

. o—dAT7 v 7 7L —RTHER— SN TWeWnWlnwA—2 g 007 7Y r—g
VEMHLTHWDEGEAIE, 2B o A2 FITTHAMERH D ET, v —INT v TS
L= R CTHR=FENTWNLINR—=T a7 v 77 L —RLThbH, a—hLVT v
L— R&%EL£4, P/ N—2 3 % Ciscocom nH AT —RLET,

GE) ARV MEFEBENC RS> TWDLTRTCOMBET v 77 Lb— RS ENEH S ET
([Configuration Manager (Configuration Manager) ]>[>—/V (Tools) ]>[Security Manager® &
PR... (Security Manager Administration...) ]>[-f X2 FMEHE (Event Management) |>[A1 X2 NE
#7 )L —7" (Event Management group) ]> [ X MEBLDOFZNE. (Enable Event
Management) ]) , DK 9K TIE, A~ FOFME 2 — (&) (Launch) ]>[A <>
FE'=2—7 (EventViewer) ]>[1 X2 F DAl (EventDetails) ]>[F£f#ll (Details) ) T 7 —
MAR—INFET, ZOTT—ORKFEKIL, WA= g DA XY FTF—F_X— 2%
LThbARY M —=F&u— L2 TY, ZOMEZERETDICE, $XTOEHNS—
Tavay (MET v 77— FORNERSNIZA X T =2 2@ =T 4 ar) &
¥¥7E L. Security Manager GUI @ [JL3ET — & A h 7 OGHT (Extended Data Store Location) ] T
T HEVN—TFT 4 a3 ZBEI LT ([Configuration Manager (Configuration Manager) | >
[>”—/L (Tools) ]>[Security Manager®“& #H... (Security Manager Administration...) ]>[4 X2 |
B (Event Management) 1),

AP ONR—=Ya R TORICHET v 77 L—FKHELTHEHINLTELT, W TF—4%
BRAFTDHERH D5E1E, 32U LT v 77 v — RREIRZFERT O LERNH D £,
7= & %1%, Security Manager 3.0.x 2057 v 7 L— KT 55A1L, 322127 v 77 L—KLT
Mo, T v 77— RNRZE-T32200042712T7 v 77 L — RT 50BN H D 7,

R TTVr—2ary TS T =R R2 I, Tl T L—RRRZTLIZYHR—FEINT
WAV T NI 2T ON— g AT AHAERLET,

WDOT T T L—R RXZANYR—FrENTWET,
« 426 (P—E 2w 7 EET) >427
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Y—NTFIVr—2a DA VR b= LETvTTL—F |
By 77ur—ravoryisL—r

\}

GE) 426 LVEIONR—=Ya b T v 77 L— RT584801F., 42712
T w7 — R BHNC426012T v 7 7L — RTHBMERH D F
4, CSM427T~Da—HNT v T TV —K (L TFA T T 7
L—R) &, 4260 60H Y R— SN TWHET, o —T 3
YINBA26IZT v T T L— KT AEAOFEMIZ OV TIX, [CSM
4.26 Installation Guide] [F53E] #Z2 ML T 7230,

®9:7IIVr—2a3vF7yITIL—F IR

FTvIT | 7TV ¥ |7y T L—FFIE
L—EK/xX | 5r—23 |R—
A ‘J k&
ntc
W3
1A
IN—

s

v 3

o—7 /L |Security  |4.26 |1, TRTCOMEET—F%Z3aI v b LET, Security Manager DIRE T — & NikER X
(f 7 |Manager VKR END Z L O (69 ~<—) ZBBLTI &L,

. 4.27
N
1) 2. FOHBT, V7 b xT %A A M= LET, . Common Services, LN DA

VA R—L (43 %—=2) BB L TLITEE N,
BRI, Ty 77— NEOMEREFEMZES, Ty 77 b— REOLIERIE
FOEM (76 2—) 2B LT IEEN,

JE— bk |[Security 426 |1 T RTCOMEET—F%Z =2 hLET, Security Manager DR T — & MRikEER X

(Remote) f?%ﬂ VKR EIND Z L ORR (69 2—) 2B L TS,

2. T—HR—RENyIT T LET, VE—FT v 77 L—FREOT —H =D
N 2T o7 (12—=) ZZRLTLEEN,

3. 7V —arviE AL A=A LET, WOBEEZBL T FEE N,

. Common Services, BLR DA A h—/L (43 2—)

1. MEIZSUT, T—FZRXR—=ZADONRy 7T v T — ik L £1,

2. FAR—ZFEELET, =R F—H_R—2DHET (155—) 2BRLT
<TZ&EW,

BRI, Ty 77 L —REOVLEREFREMAET, 7Ty 7 7 b— REOLHERIE
ToEm (76 X—) 2R LTIV,
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| =1 7IVs—2avDA VR —LETYTTL—F

=7y r—varoryIvL—r |}

FTyvIFg | 7T Y | Ty T L—FFIE
L—EK/xX | r—2a |R—
R N b=
nT
W3
A
IN—
3
>
4 Security | 4.25 TRCOMRET—X %2 v bLET, Security Manager DIRE T — Z N EFE X
(Indirect) y;;wger VKB END Z L DR (69 ~—) 2B TLIEEW,
' WIZ, 426127 v 7 7L —FRLTHb, 4.26 0)4 VA RNL—a A ROT v
T L— RICBET2ENOT — X BT FIEA IBFEIZFEITLE T,
BBIC, 42727 v T L —RLT, 42TDA v AL —a v A ROT v 77
— RIZET2EBNOT — 2 BATFIEE BFIICEITLET,
GifeA Security | 4.24 TRCORET—%% a3y hLET, Security Manager DIRE T — ¥ NEfFE X
(Indirect) Zﬂggag“ VKR END Z L OfER (69 2—) #BHLTIEEW,
. WIZ, 425127 w77 L —RLT;mb, 425 0)4’ VANL—=va A ROT v
JL— RIZBET2ENOT — X BITFINEL BRICFEITLET,
WIZ, 426127 v 7T L —RKLTMhH, 426 DA VAL —ya b KOT v
JL— RIZBET2ENOT — X BITFIEL BRICFEITLET,
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(GE)  Cisco Security Manager 412 SP2 202607 77 L— R TlX, A 74T v 77 L— RidH
R—=FrENTWnEHA, VE—FT v 77 L— RFEIEV., UTOFIEEZZRL T —X
N—2ABATOMEZ R L ET,

T =S N ZABATORMEZ R T 21213, ROFIRZFEITLET,

AT w71 Cisco Security Manager4.27 % A > A h—/L L72 5, ~CSCOpx\upgrade\data\412999999 I &) L, A EifR/e &
DT F A MLTT 4 % T Admin properties.sql 7 7 A V& B & £7°,

RATFYT2 ROarT Y EFELET,
INSERT INTO ADMIN_PROPERTIES (PROPERTY,VALUE,DEFAULTVALUE) values
(‘workflow.deployjob.submittercanapprove','true','true')

ATYT3 ZOarsT oY ERICESHRZET,
if not exists (select 1 from ADMIN_ PROPERTIES where PROPERTY = 'workflow.deployjob.submittercanapprove')
then

INSERT INTO ADMIN_PROPERTIES (PROPERTY,VALUE,DEFAULTVALUE) values
(‘workflow.deployjob.submittercanapprove','true','true')

end if;

AT 74 Admin properties.sql 7 7 A VAR L ET,
AT 75 Cisco Security Manager 4.12 SP2 57— X RX—Z DX v 7 7 v 7T OE LI F 9,

Security Manager DIRE T — 2N EEFLURZBIND Z EDHER
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s UV —r 7 —ADE— T, ROFIEELFETLET,
B HAE Iy b HITIE, [Z7 A/ (File) 1> [51F (Submit) | &R L £,
eIy FENTWRWERZBEIET 521X, [7 74 /v (File) 1> [BEZE (Discard) ]
EIRLE T,
HMDOA—Y—DETEZ Iy NEIFERT LILERDHLGEIE, £202—F—0
o varEGESIENTEET, By va rEGIEkITE [V—/v (Tools) ]
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Session) | &7 Vv 7 LET,
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D77 AMIE, EHRICEE SN T — BRI NET,

« SNMSROOT \MDC\athena\config\csm.properties
« SNMSROOT \MDC\athena\config\DCS.properties
« SNMSROOT \MDC\athena\config\taskmgr.prop

Je

EZ b $NMSROOT /%, Common Services f > A h—/L7 4 L7 KU (F 7 4/L h X C:\Program Files
(x86)\CSCOpx) D 7 JL/NALTY,

BIEDA VAR LT — ARy 7DOT7 v F 7L —REFITZA VA M=V E2EfE LT
%A @ Security Manager OEIEIZRD &Y T,
T T T — RELF—ERA R ZIZHETLIH LT 7 ANV EA ARV LET,
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CHLWT 7 AN EFAFICEREINZ 7 7 A NVE]EELET,

cHTLWT 7 ANV EFEHPICERE SN T 7 A VR R DGHITESEEZRLET, TOHA
L. Security Manager 257K D X 9 [T L F 97,

MEFAPICEE SN 7 7 A L% <filename>.org &V ) L ETTIRIEL 5,
cBEML LT, E N7 7 A 1% <filename> diff &) AFTCHREFELET,
FLWT 7 AL EHHPICEH SN 7 7 A VIRRRD LW ) NEDEE 22T - 1258
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) E— k7w F5 L— F&D csm.properties 7 7 1 JLDFwEE

ATy I

ATy T2
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DT NVIRALLTY)
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#LAR— MERY A LT T N (SrHALD
#7740 T 10 S3ICRROE
#generate_activity report_timeout=10
#PDF L 7R— b D4R
#generate_activity pdf report=true
#HTML LR — b DARL
#generate activity html report=false

#CSCup28957 : ZAUZ LV, =—H—1F, WHARERTXTORY O —DBIFITOIV A NET 7T 4 BT 4
EHELFR— IO TEET,

#ERIMEII D o~ TKYDBERH Y | ZEE2Ta A MESN TV DGEIE. TXTOERENEG I
i‘ﬂ—o

# BRAMEIE ¢ Add,Delete, Modify,Move,ReOrder,Assign,UnAssign, Z AL 5 DARNIEE LN TL 72E 0,
#7774V N TIEZETT, BRAMBIEN M ERGAIL, LERRIMRMEZEML 7,
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# #il . 1.ActChangeReport.excludedOperations=ReOrder, 2.ActChangeReport.excludedOperations=Add,ReOrder,
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ActChangeReport.excludedOperations=

EfEO=a— KT, 7740 hTaxy MR TWET, T 740 MEEERT 56, 73774
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WEDTaNT 4 ZERTDIMERDH D 5,

# PDF L 7R— kDAL
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AaFHLET, £OD, Ny 7T v T EERTLE = RIS R PSR TR
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IEWRTT, ZOHLWEBMEANILICRE SN TWDEAE, Ny 77 v FITHIBRESNER A,
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« backup_directory : /N> 77 v FEAERT HT 4 L7 U, C:\Backups 72 & T,

GE) Ny 7Ty FIERT 2 72 OISRIRT 5 3501E. NMSROOT OAMI T 2 ME R H D £97, BT
NMSROOT | Security Manager { > A h—/LF (4 L' 7 K U ~O/SATY, 7 74/ hEC:\Program
Files (x86)\CSCOpx T9~, 452, NMSROOT\backup # /X 7 7 v ZICH A LAWK S ICHEE L
TLIEENY,

GE) RNy Ty 7T 4 b7 MICIIRERELT 2G5 2 LIFTE LA,
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AJ1LFET, CiscoWorks Common Services T SMTP Z#i%/E L C. W@HEZ A X —T I THILERH Y
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ccompress: (fEE) NI T v 7T 7 ANEEMTHNE DI, ZOF—U—FREeAHLRNE,
backup.properties 7 7 -f /LNIZ VMS_FILEBACKUP_COMPRESS=NO MEE SN TV HGE, Ny
Ty FIFEMENEE A, FBESNTORNWGAIE, Z20F—U—RFR2 AN LR TRy I 7 v
FEMEESNET, Nv s T v TIIEMET A E AR L E T,

72 & 21, WIRENTWD a~r R, perl 2~ K& backuppl 2~ RBNIFIET DT 4 L7 R TH
T2 EEHELTCWET, (L, %47 427 PUOHBATEH, DOS81 B (A_—272 L)
DFEEEM STz, perl & backup.pl DFERR/NAZIEETHAILERH D £7)

WIRENTWDHa<w L RTEH, N2 7 v T4 b7 NIRNIEESNT=ANy 7 Ty 7FRBIO0nr 77
A VIMER S 41, admin@domain.com (ZiBEINNEE SvE T,

backup.pl 2~ > REZMEHT D56, [EMiNTA—F2@00 23y 77 v 7R ET 2 0ERH Y
i‘j‘o

07 77 ANINTG A= DERAIINT A= ERETHHEFE. KITTD2TXTONRT A—FDIEE GO
HVERH Y £,

KOETIE, SNMSROOT (L D:\CSM TH Y, 7 7 4 /L MED C:\Program Files (x86)\CSCOpx Tlddb v F+
o

D:\CSM\bin\per| D:\CSM\bin\backup.pl C:\backups C:\backups\backup.log email=admin@domain.com 0
compress

AFyTd 0l T A NEFHEL T, T—FR_XR—2ARNRy I T v TENTNDZ 2R LET,
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| =1 7IVs—2avDA VR —LETYTTL—F
d—n7F—a~—z20t5x [

G¥) TR R—=ADNy 7T 77 v AR Security Manager 78 T T EEE) L2 5E. Ny
Ty IS, Ny 7T 7 a7 7 7 A )L backup.lock 723 NMSROOT 7 « L7 k U IZ/E
EET, Nv 7T v T EFATT 5L, backup.lock 7 7 A LV EHIFRL 7,

ATFwTE a~v o R7ar7 T, netgarteormdmgtd & A LT, §_XTOT o AZFHEE L £,

S > , —_—
P—INT—EAR—XDIET
A RITAUMNHBARAI VT NERITTH LIy, T—FR—REE L TEES, T—X
DIE LT, CiscoWorks 2 v v FE DUV LT L HEENTA2MLERH Y 4, = 2 T,
P NEDONRY I T T T —=HR=RAEE LT DHECOWTHHALET, N7 v 7BX
METTO =D OEREIX 1 2771 TH Y . CiscoWorks F— T A VA F—L ENTNWETRTD
TV = arENRy I Ty B MELCTEET, x0T ) r—varm Ny I Ty
TERIIESCTH LI TEEYA,
BEDOY =TTV r—varv A VA=V LEGAE, A VA R—LENTWELET Y
= a Nl T ARG ENDT —FIN—A Ry I T T EETTDLENDH Y F7,
[
cLEIOV Y —=2ADT IV r—2a VInER LTy 2 T v 71X, 2= a o7
Vor—var~DFA V7 ba—LV AT Ty 77— KR R—KFERTW5
N=Ta VIO 7T T ThIVUX, BILTEET, 7y 77 b— NIk LIz —
Ca VOEMIONWTIE, AR T TV =2 gD T v T — K (48 3—) &
ZILTLLEE0,
srestore IV RiX, 7—FRX—ADAHEHETLLET, /XN T—H AT EE LT D
VERGHGEIL, LW ar Ea— X E 34X —T 4 7 AT Lh~D Security
Manager D47 (77 _X—) ([ZE#SNTWAHET—4% A N7 ab—FEEFEHLET,

FIE

ATV Tl av U RIA4 UV TROEIICATILT, §RXTHOT v A% LET,
net stop crmdmgtd

ATFYT2 ROa<vw  REANTEZLICksT, T—F_R—2%FE T LET,

SNMSROOT\bin\per| $NMSROOT\bin\restor ebackup.pl [-t temporary_directory J[-gen generationNumber ] -d
backup_directory [-h help] [-m Email]

EIFRD LB Y TY,

« $SNMSROOT : Common Services f ~ A h—/L7 1 L7 kU (5 7 # /L Z C:\Program Files (x86)\CSCOpx)
DT VISR,

- -t temporary_directory : (fLE) 7w /7 AT 7 7 A VERGETHEOIMEHESNLT 4 L2
N EIZT7ANE, T 740 FTHE, 20T 4 L2 b U iE $NMSROOT \tempBackupData T3,
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Y—NTFIVr—2a DA VR b= LETvTTL—F |
B 77/ —rponEnzsEozs

« -gengenerationNumber : (L&) T 537 7 v 7 E S, 774/ b Tid, wFoOH T,
1~ 5 HRBFET 25513, B 5 AR T,

« -d backup_directory : TN 7 T v I NEENDI NI T v TT 4 LT MU,
e-h: (EHE) ~V7%FRL%Ed, -dBackupDirectory & & & (245 & @Ik Sc &, i ATRE
IRAA — B IOHAB LT IR RINET,
e-m: A ETIRMDOETAT =2 ZZHTL2EF A=V EEET H272DITEA L4,
72 & 21E, c\warbackup 7 4 L7 b U MMBIRFION—T 3 U EETT AL, kOa~<r RE AN LE
T (2L 64 By hOSDEETY) o
C:\Progra~2\CSCOpx\bin\per| C:\Progra~2\CSCOpx\bin\restorebackup.pl -d C:\var\backup
RATv T3 vBr 77 AL NMSROONog\restorebackup.log # i< C, T =¥ X—ANELINT-Z L 2R LET,
RT9T4 KOXIICAN LT, VAT LEFHETLET,
net start crmdmgtd

AT w75 SecurityManager —E A /Xy J DA VA N—AFNINY I T v 7T ENTT — X _X—=A % BT HEE1T,
T=HRXR= 2@ TR —EA Ny 7 A BEAT20LERH Y £,

(o) N 2 ~ ~7J< =
YT L— FEOWREREEDEM
TV r—a DT v 77— RIZL > T, Cisco Security Manager CHFED ¥ A 7 DIiEH %
WMERT B HEREEINDIGERH 3, 207D, FEITEREZMADZMLENRH Y 7,
ZONR=VaryORMIZT v 77— RLb, TOLERERY A N2 LT, KIUCE
PETERZBEATO2LERNDH D £,

)

GE) &/, 777 L— KD Security Manager D1 > A h— VIZHH S5 r[REMED B D D&
BFRHIZOWTIE, 2OV V=20V Y =2/ — 0 FEHEHE] OHEZZRLTIZS W,

«33. 1 LV LRION—=Va v b T v 77 L— KT 5851, 47— | Gigabit Ethernet Fiber
A B=Tx2AZXAN—F (Kh—=RU=T ZA7 :i82571EB4F) M FELE S 172 ASA 5580
TNAALETA XU N ZFEMRHTOILERDYET, A X N OFREIZE -
T, TA A LTOEEIERAT L — FRELZELTEZRVLFIO U U —ZANEO/NT )
R SIVET, A o2 MY AFMMHT 5I2IE, Security Manager 7 7 A 7 kDT /3 A
AC2—TT A REHI V7 LT, [T/ ATKRY »—%fH (Discover Policies on
Device) ] ZiER L TH5., K3 574 U > — (Policies to Discover) ] 7 /L—7HND [7 A
75314 A (Live Device) | #ith & [ X2 U (Inventory) | F = v 7Ry 7 ADHr%
FATLET, FHREICE T, 70 RAZHET A 0 F—T = AR =R EEHZ
bNET,

BILURDONR—=Ta oMb T v 77— RLTEY ., KRYR—FOLER— T XS H
(SPA) %A 5 Cisco ASR 1000 >V — X7 Y F—3 g —ERL—F EEHE L
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FLWIAYE21—3F=EFARL—TFT 1 25 L RTFT Li~D Security Manager DF&1T .

TWAYATE, Security Manager T, AR — F STV /38— 5 4.0 LIFED SPA D3R
HTEDX518, A RICHETHFRY O—52FMRHTOILERH Y 3, FHLIFAR—
FEND SPAILIE, TRTOAS =Yy b (FTXTORE) | VT ATM, BLD
Packet over Sonet (POS) SPA 3&E ENE TN, H—EASPAIFEENEHA, T34 &
CLITCTATM, PVC, F72i3# A ¥ 7R Y > —2%E LG E1E, BREALNETT,

HLWIVELA—3FEARL—TFT 4T VRT LA
@ Security Manager D17
A\

(GE)  Cisco Security Manager 4.9 LIE~OBATHICA XL —FT 4 VTV AT LET v 77 L— KT %
Ba1X, #Y)7e Windows 74 B A& AT HLENRH Y 77,

FEEDIRPLTIX, Security Manager 2 ¥7 LW — "—|ZBATT A2 ERH D £9, ZOBATIL,
HLVEL~ VAKX T BT THLHE0, V== LAV —FT 4 VT RAT LD R
Yx—7 v 77 L— R (Microsoft Windows Server 2008 R2 with SP1 Enterprise (64 £~ k) 725
Microsoft Windows Server 2012 Standard (64 £ > ) 7213 Microsoft Windows Server 2012
Datacenter (64 £ ~) ~DBIT72E) ZFETTHLATHLAREERH Y £,

Security Manager D/N—30 g FIEFE L72WA, BB N— Ry =T 34X —FT 0 7 &
AT L EESTLH5EE, BT n Az @l d o468/ H0 £9, ZOBITT AR, &
Rz, Y=N"TTVr—v a7 v 77 L—F @8<—V) [ZiEfEh TV E—

MRy I T THAETRT v 7L — K e X EFRLCHOTT I, Event Manager 7 — ¥ A b

TN ENTT — 2 2T T D5 B IXBMD AT v 7 BRLET, Security Manager —/3

DOBATZ ET 25613, ZOFIEZEHLET,

N

GE) ARV —T 4T VAT AT DA FT—Hh—E ARy T T 7T — ME, 4D Security
Manager Y — NBATEIZ/ D F T, Ty 77 b— RNEFRRSNEEAL, b—"—DBIT
X, B ATy ==V a DAL —T 4 VT VAT AR EBITT D5 A 0BT Y
£

XL BHIIC

ZOFNETIEX, #—%4 v b ¥—,3 (Security Manager Z 1T T 5V —) [TV —RA a2 Ea—
ZLERILT —HR—=RAL AR T—H ANTONRERGFTDODHOELET, ¥—7 > b
H— 3 | C Security Manager DfEH Z A L TV DIGAIX, YV —A VAT LAEX—F v R TR
TLEADT—HRXR—=AFINFIAR N T—H ANTe~v—VTEERHAL, ¥—FT v bT—F%
VA TS TEESMADLER DY £, BATHNCY =7 v b Y AT A RICFEL TV
TRTOTFT =N, BITRETHRIEHATERIRVET, TWI—F Y N VAT LT -4 %
HLLSBITT D274 XI2at— LR TLIES0,
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Y—NTFIVr—2a DA VR b= LETvTTL—F |

. FLWIAVE1—2FEARL—TFT 14 >J VX T L~D Security Manager DF51T

FlL AN T=H AT O C=BIWERRAT v 73, TOT —Z 2RTFT 251
DBNEERZ LICEELTLEI Y, HILWZEDA R kN FT—& A T nbigd 584813,
ZDAT v TEAMKTEET,

AT Y1 V—2A Security Manager —/% (BATIEOH—) ETROFIEEZFETLET,

a)

b)

¢)

d)

AR RN T—H ARNT THNVEDLFIZRE LET, Security Manager 7 7 A 7> KT, [V —/b
(Tools) ]> [Security Manager® & B (Security Manager Administration) | Z8RL, a7V F—7

B[4 MEFE (Event Management) | Z®INL E 9, 74V FX, [A X T —X A NT DY

ff (Event Data Store Location) | 7  —/L RIZE/RENTWET, T 7 4L M

NMSROOT\M DC\eventing\database ¢, NMSROOT (1 > A h—/LF 4 L7 s U (@ X C:\Program

Files (x86)\CSCOpx) T,

AV RIA U TROEIICANLT, §_XTOT v AEEIELET,

net stop crmdmgtd

NMSROOT\M DC\eventing\config\collector.properties 7 7 f LD a2 — L f R hFT—X XA RT 7 F /b

FEAERLET, TOabt—%X—Fy b arEa—2nbLT7 7 BARRERT 4 A7 IZEELET,

CLLZMEH LIch— N T = _X=2D Ny 77 v/ (13—=) [Zi#shTndavr RIA v

FA &M LT, Security Manager 7 — % X—A%& /NN 7T v LET,

RTvT2 HLWF—Fy b arva—2E%HELET, RICBZRLET,

AN =T 4 T VAT LET v T L= RTLIEITT, L= U =T IIBIT LR WGAaIE.
ANV—=T AT VAT AT v T T = REEBL T, ANL—T 4 7 V AT LARIEL <HKHE
TWHZ &R LET, £D% T, Security Manager %1 > A h—/L LET,

cHT LN B a—HIIBITT LA, 0 BPa— RN ELIHEEL TS Z L 2R LT,
Security Manager &1 A h—/L L £7,

ATw T3 ¥—/%" > b Security Manager ¥—/ N L TIRD FNEE FITLE T,

a)

b)

<)

d)

aAv U RIAVTIROELIICASILT, I _XTCOTaRrz2EELLET,
net stop crmdmgtd

Ny 7Ty 7 S vz NMSROOT\M DC\eventing\config\collector.properties 7 7 A L& Y — A2 U B 2 —
BNHH—ry harta—Zllat—LT, =7y M—N"—LOT7 7M1 % EEXLET,

T E NG DOFE TRICT e A2 HEE Lo 7256813, 22 THEELET,

net start crmdmgtd

Security Manager 77 74 7 > b T, [V—/V (Tools) ]>[Security Manager® % B (Security Manager
Administration) (23R L, 2T YT —T 05 [ X2 MEE (Event Management) | %8R L &
D

ARV RT =L ANT THNVEIPIFEL, ZORETHDL I LERRLET WMBEIELTT 7 AL
EHIRLET) o ZOT7HNFE, V=AY =R EDA R N F—2 2 NT LR LARTE BT AR
ETHLENRHY ET,

ELW[A X hTF—% A2 N7 O (Bvent Data Store Location) | (7 7 4/ hSIE LW T 4 /L4 Tig
WIGE) ZRIRLC, [/ X MEEEOFH L (Enable EventManagement) |7 = > 7 R v 7 A% 4 7T
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2)

h)

Security Manager () & %7 .

L. Event Manager h—E A &A% 1L LE T, [/ (Save) |7 Vv 7 LTERZRFLET, —F
AEBEIETZNE I DOMERRRD LIET, [T (Yes) 127 Vw7 L, —EAREILELEZZ L
DBHINDETHLET,

R I T o TENTAR N T—H A NTHY =R Ea—FNnbH—Fy s b—_"EDOFH LW
LTz a e —L %7,

Security Manager 77 74 7 > b T, [V—/V (Tools) ]>[Security Manager®%& B (Security Manager
Administration) JZ®IRL, 2> T YT —TNAMb [ X NEPE (Event Management) | & 364 L £
T, [ NEBDOFZME (EnableEventManagement) [ F = v 7 7R v 7 A% A4 A2 LT, [FR1F (Save) ]
7V 7 LET, Y—ERXERET HNE I DOMERDBRDONET, 1TV (Yes) 1227V v 7
L, = ARSI N Z EREMINLETRHELET,

Security Manager 0 5 7

A A N=NHIKATA B A T 7 A )VAEFFEETE £9723, Security Manager D1 > A h—
NEILHLTA B A BINTEET,

[F L& BHTIZ

FAVA T ANEY =N FERFT I TA4T P wlat—LThnb, 74
AT TN r—va ABMLEST, 794 T b~y U aERTLEE8F. 7947 M
DT TV A RX—TNZTHLENDY 7,

\}

=)

A,

FABL ATy ANDONRRZNE, TP R (&) BREDFRXTFREENTWTT R £

Je

Evk

Security Manager |27 7' A U3 DBRC T A B U A XM T2 2 L b TEEJ, Security Manager
no (948 2A%7 v 77 L— K (Upgrade license) | £7-1% [FHliZ %17 (Continue
Evaluation) | WO A vt —UNRERINET, [T B AZ2T v 77 L— R (Upgrade
License) |27 Vv 7 35¢, J4 L AZHATEET,

FIE

Security Manager D7 A £ A% A A M=/ T HIZ1E, RO FIEEZFETLET,

AT F1 SecurityManager 7 7 A 7> b 77V r—varaEfHALTH—NZr 7 A > LET (Security Manager 7
Z 47 v hEMFEH LIz Security Manager ~D R 7 A > (96 X—) HRR) |

ATy T2

[>—/v (Tools) ]>[Cisco Security Manager’& ¥ (Security Manager Administration) ] ZZRL, 2TV

T—T NG [TA4 A (Licensing) | Zi®IN L £7°,
RTYTI ZTNT T 4 727> TORWEEIE, [CSM] 227V v 7 LET,
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Y—NTFIVr—2a DA VR b= LETvTTL—F |
B v—cxvrekert RvFors

RAT9T8 [FA4EADA A =)L (InstallaLicense) 1% 7 U v 27 LT, [FA B ADA A h—)L (Install a
License) | ¥ A TRV Ry 7 AEMEET, ZOXA Tl Ry 7 AEEHL T, 48V AT 7 A V%
BINL, [OK (OK) 1227V v 7 LET, 2070t A& EYIRLTHOT A B 22BNl ET,

GE) IRAET 7 ANLIT, BEOT VT 7 Xy NCFICHIRENE T, BARGELFIT TR — NS
FH A, Windows HAFE OS VAT L TT 7 A NVEBERT AT, @HDOT 7 A VXY X
FARYR—FENETN, ZHTHES (UH00AS) & LTERENDIZENHDHZ LICHER
TAHEVLENDY £7,

H—EX NV ERA N NNYTFOAF
A

FERE Security Manager OV —E A8y 7 F72FIARA Xy FIE, VAIAMBAFTLTLIEE N,
ENUSNDT 7 ANELZ T a— R L2, WD LT EEn, =R —7F 8o
P—ERA RNy T ERA U Ry FIEIPR—-—FENTVERA,

Security Manager £ 7232 DO T 7V rr—ra kA A=V LEL, YAaNHBAFTL
e —E ARy ZETIRA L bRy FoH A VA =L LT, XTEZERELEZD LT
ARG THYR—=F LT, TF IV r—varamfbLich TEET,

cH LW —E ANy 7 DAFARERIEHZH > T, RBERYP—EARy 72Xy rm— R
3 5IZ1E. Security Manager % BV T, [~V (Help) ]>[Security Manager Online (Security
Manager Online) | %R L £, F72iL, http://www.cisco.com/go/csmanager (27 7 & A L
\i ‘g—O

« B35 CiscoTACH—E R Y 7 2 X FMEH S D & TACHS, £ DRBEDOAFRIZHAL
ORAADRA MRy FRHLHNE D admLET, TS F1E T Security Manager
KA Ny TFREMEINDZ EETHD £ A,

=R Ry T ERA N Ry FE, 7 I9AT N V7 b0 2T T 7 T— MM —
R—hEiREL, 27947 P —REORA—TV g LXIVDOI Ay T EmELET,

- O ~
Y—nN\T7I7)5—23a DTF7 A4 2R M=)
PR T IV —a T AV A N—NTHIZEF, ZOFBEEFERALEST, 77V 75—
varET VA VA ST BHENI, TV r—a OFA A M= VNKBERIGEITT —
ZHEBILTEDLLINIANY 7T v T OFEZBRFT LT IEIW, Ny 7T v FOFERFIEITD
WTCiE, VE—NT v 77 L —FEOT—F_X—=2ADNNy 7T v (12X—=) 5L
TLIEEW,

L& BHHTIZ
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ATvT1

ATy T2

ATvT3

ATvT4

ATy TH

-7y r—varogsviL—t |}

EBEDO/NX— 3 O Windows Defender 284 > A h— /L ENTWAE/ITZ. FhvaT & —7
JMZL T —R"—=T PV r— g 52T A A=V LET, 5 LTI, 74
VA=A T =g rEEETE EE AL

FlE
YT TNV = a BT AV A=V TBHIT0E, WOFINEEZFEITLET,

[A%— T} (Start) |>[7'© 2 T L (Programs) ]>[Cisco Security Manager (Cisco Security Manager) ]>[Cisco
Security Manager?® 7 > A > A k—/ L (Uninstall Cisco Security Manager) ] Z 3R L £7°,

FI7 4NV T, IR_RCOT IV r—2a BN T oA VA =L ENET,
TUoA LA RN—=FIZLEoT, T RTOT 7Y r— a3 UHRHIBRENET,

GE) ToA AN AHIZZ T —=PRELTEGAIE. AV A M= LD —R[EE (162 —)
& http://www.cisco.com/en/US/products/sw/cscowork/ps3996/prod_installation guides list.html|Z & %
['nstalling and Getting Started With CiscoWorks LAN Management Solution 3.1J] @ [ Troubleshooting
and FAQs| [HGE] DEAZ S L T30,

V7 — MIMWATIEH Y FEAR, 7oA A =N RZIEFY—"2) 7= LT, =" LEDOLT XY
T RNY EETFOT BB ARFEROEA A M —/UTHEOIZRBIC R D X OIS T 22 L2 HERLET,
WD AT~ 71X, Common Services % 5 19X T D Cisco Security Management Suite 77U 7 —3 3 > %7
YA VA =T L EICDBRETLET,

a) NMSROOT 23> TWAEGAIL. T aHIbR, BB, £72134RE2ZE LET, NMSROOT I Security
Manager { > A b —/LT 4 L7 K U ~D/XATH, NMSROOT OF 7 4 /L ML C:\Program Files
(x86)\CSCOpx T4, E:\Program Files (x86)\CSCOpx 72 & D Z Dt D & T& £,

b) C\CMFLOCK.TXT 7 7 A VI FHET 25515, TR EHIBRL 9,

) 77U r—varvw@lA L ARMNJLTIHEIC, VIVARN) ZT 4 X EFEHLT, KOLTY AR =
MY ZHIBRL £,

* My Computer\HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Cisco\Resource Manager

« My Compute HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\Cisco\MDC

d) 7oA A= AHICHIBREI 2D > 72 NMSROOT O F D7 AV Z ZHIBR L ET,

TV r—2a BT oA A M—/L 3 BHIIC Windows Defender 5 4 B —7 /L2 LTZB&1L. 2 2T,
by A R—=T L ET,

H—NT7ITY5r— 3 oDF 905 0—F

Security Manager 7 7'V 77— g U ELEIOY U —AZX T 7L —RLT, ZO®ZBY Y —
ATER LR EERRFFT 52 LT TEEHA, ZDY U —AD Security Manager % i ] L 72
WEIE, ThEaT7 A A M= L, BEREWA—=V g CORGEBRA A=V LET
(ZHUT, RERTA B RALEHNWA=Ta DA VANV AT A TREALSTNDH I LN
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Y—NTFIVr—2a DA VR b= LETvTTL—F |

By 77ur—avossosL—F

BHETY) . TDOH T, V—R_"TFT—=EZXR—2DET (75X—2) [ZEHEINTWb Lo,
oo 7L —RENTENA—=a VOURTIOA VA M=V TR E LT LE R T —F N 2D/
JT v T EREILTEET,

HWT —H X=X 5 LA, BEXRT AN ZAOBHEDIRIEL A L 2o 7o T /A
ADTaANT 4 RRY V=N EENDFREMENRH D Z LICERE LT ES W, ez, 7/
A A LEDFRV—F 4 7 VAT MF, HA— 5 2D Security Manager TR EEE A — b
ENBNVEDIZT v T 7 L—RLEY, WA= g NUIFELRWARY U —2REL, B
BIL7Z0 LIRSV 3, T — X=X LTS REFELLL A S®EL7-DIC, T
DEBIRT NSA ZADTNA AR —%FMmHT 22 L AMF LT EI, KiERER
(FARV—TFT AT VAT LEDAYx— V) —RADT v 77 L— R L) TE, 7 A%
AU _XPUMBHIBRL, FEBNLRTIUIRLRWEERHDH Z EIEEL TS,
—EOBITIZ, ARV =T 4 VT VAT LADT v T T — RETICETLERSLGELH Y
T4 (e ASAY 7 hU =T U U — A3 IIHFHIZRME A ME T, AL EBRE— R TIiX
PR—FTEW=d, T 5 Security Manager D/N— 3 > CHEHEEY R — F SN TV 54
RV ET) . FEMIZOVTIEL,  [User Guide for Cisco Security Manager] @ [Managing the
Device Inventory | D [J55E] # S L T 2S00,

Je

Bk

U—2ADOMHBEDEEEHRL LD & LIGE, BT —PHBAELET,

V= 3 D Security Manager TIXEE TEXRWNWT NS R AN L —FT 4 T VAT ALY
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DS5AT7 MDA R M—ILEETE

Security Manager 7 7V 77— g & —R{ICHET 2 EE R T AT N T =g VR
29060 FT,

e Security Manager 7 7 A4 7> b, ZiUL, V—27 AT —Lary BIZA VA M=,
FAXBI D P — R BIZA A F—)L SHL TV 5 Security Manager H— N ETEIfEL T\ 57 —
ZRX—=ZAEMHENRT 20 FAT o MNY—"T TV —2a T, ZOVTA4T7 b
[T—HOMEET Web 7 7 U ¥ A L £,

« Web 77 7, | Security Manager —/3—<X> Common Services % {5~ 5 fth D ¥ — 31—
ERRELIZDTH72DITWeb 77 U EEHT 2MLENRSH Y £7,

ROy 7T, 72I7AT 2 "NeFATT57 7 UVFORESEL . Security Manager 7 7 A 7
Y hDOA AP = VTHEZOWTHALET,

«Web 7T % 7747 hOFKE (83 X—)

* Security Manager 7 7 A 7 b DA A M —WZBHTHE b (89 X—)

» Security Manager 7 7 A 7> hDA > A h—/L (89 ~X—)

T TV r—varv~pulAr (96 8—)

* Security Manager 7 7 A 7> FDT A A h—/L (99 ~X—)

Web O350 U547 2 FDRE

Web 7 7 UM, FEOFEEHO LT UV EFFAIL, 77U r—var ZF T LTNDH =
MHEDRYyTT T4 RuETay 7 LEWEIICEEINTND Z L 2R T H0EN
HVET, Web 7T UWIE, AT ~TET TR, MENRT 7V r—yary vy
VRUERTRTLHEOIEHESNET, WOHET, 770 ¥FaT7 7V r—rar 773470 b
ELTRhERIICHE T 2 72 OB E HIEIC OV TR LET,

« HTTP/HTTPS 7' =2 % 4k (84 ~X—2)
T IOV Z yR—DORE (84—
+ Internet Explorer DR E (84 ~=X—7)

e Firefox DR E (86 ~_X—7)
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B urremTTes T s

« P— FR=F L WY — L TOFI DA X =T ML ERE (88 <—)

HTTP/HTTPS 7' O & S 454%

HTTP/HTTPS 7 v %3 & 3 585415, Security Manager H— SO 7 1 % U4 &2 5% E S
HMEENRH Y T,

Z OFEAEIE, Internet Explorer & Firefox (ZiH SV E T, ZHERUTxTT 2B E D FEAN %
PIRRICRA L 97

S — > R - Enrlﬂ

T2 0 9vX—DEE
BEOTITUIBA A=A ENTODHE, T74NV T ITUFO7 v X—2{9T %
PMENRH Y £, BARAIZIX, Internet Explorer 77 A N —REIL, FL-LLLTF (IE>
[Tools] > [Internet Options] > [Privacy Settings] <= [Medium]) ([ZFZET HLENH Y £,

VX —%T a7 FTHIEICLY, Security Manager O —H 1 71 L |X Security Manager
DIV =2 A VA NNV ELRRTL25E50HD £3, =—F—n81 71 23 Security Manager
DI Y =2 A A M= NVRBICRIE LIS BT, ROTT—A b=V RERSNDGE803H Y
9, [CMFtvy Y arvIDEHIV Y ToHNEHA, (CMF session id cannot be assigned.) |

Internet Explorer M %

Security Manager & = D7 7'V rr—3 3 U &IE L < HEHE S 5 72 DIZ4 3 72 Internet Explorer O
ENNL D0d W £9, InternetExplorer X, A>T A4 ~VT T T 4 ET 4 LAR— K,
CS-MARS /v » 7 7 v ZHEMR EOFRIMEH S E T, ZOFIATIE, Internet Explorer {2 4%
PIRREIZ DWW T L E T,

FIE

AT w71 InternetExplorer8.x, 9.x, 10x, 72X 1lxZHEH L TV 2561, BEMFREZMEH L ET, Internet Explorer
8x, 9x, 10x, BELWIlx 1L, AMERTOHLYR— NEINET, AMEREZFEHT5I2IE, Internet
Explorer Z B %, [ —/L (Tools) |>[H#3 "% E (Compatibility View Settings) 1 IZBEI L, [TTD
Web A & HH#3E/RTET 25 (Display all websites in Compatibility View) ] & L C Security Manager - —
N—ZBMM L ET,

ATv 72 ROFNEETFELTL T, Security Manager DR > 77 v 7 a v 7 a4 7IZ LET,
a) Internet Explorer % B & ¥,
b) [Tools] > [Pop-up Blocker] > [Pop-up Blocker Settings] {Z 8 L £ 7,
¢) [#FA[9DWebH A hdDT KL A (Addressofwebsitetoallow) ]~ ¢ —/L RiZ, Security Manager #—/X—

DIPT RVAEASHLT, B (Add) 1227 V27 LET,

http://windows.microsoft.com/en-US/windows-vista/Internet-Explorer-Pop-up-Blocker-frequently-asked-questions
[B5EE]) 2L T 7EE0,

. Cisco Security Manager4.27 f X hL— 3 U HA K
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ATy T3

ATvT4

ATy TH

ATvT6

ATy 17

Internet Explorer D% .

FE Ry TT w7 Tay et 72 Lo 861X, Security Manager CT7 /3 A A & fRH T X
TRWFREMER B D E 5,

Internet Explorer T, [ —/L (Tools) >[4 > % —>x > b4 7T = (Internet Options) | ZiBR L EJ, =

DFNENDLUED AT » 7F1E, [ X —F > AT a3 (InternetOptions) [ ¥ A 717Ky 7 A LETHE

fTLET,

TIOT 4T arrT Y EHFATLHICE, WOFIEEZIATLET,

a) [FEMIERE (Advanced) 1 # 7 %27 Vw7 L, [EXx=2VUTF 4 (Security) | EZ v a > FTAZu—LL
T, [FA AL Ea—FDT7ANTDT 7T 47T YDFETEFFT 5 (Allowactive content to
run in files on My Computer) | Z &R L F 9,

b) [#H (Apply) 1227V v 7 LTEREZRGFLET,

TS DEX 2T A REN., B b ENT-R—V52F AT IURETEX L LR >TWB I %2
BLET, L ENTER—=VE2RETELRWERIE, 794 T N 7 2T A VA M—=TFTEHF DT
n— RTxEHA,

[FEMIERE (Advanced) | # 7D [tX= VYT 4 (Security) ]| =V T T, [FfbSNiX—T%T 4 A7
17 L 72\ (Do not save encrypted pages to disk) | Zi&JUiEFR L 79, REEZALHTHLEN D HE 1,
A (Apply) 1227V v 27 LTELEZRFLET,

—R 77 ANHADT 4 AT vy aDY A AR, ¥Uoru—RePELTNWDLIIAT YT Ry =

TALVAR=TOYA X% EAloTWLZEEHRLET, Tv v raB0 Y TonbRdI 554813, 1

VAN=F %X —RTEEFA, Frvia TS XEERETLHITE, ROFIRZFATLET,

a) [General| ¥ 7% 27V v 7 LET,

b) [ ¥ —Fv b—FF7 7 A/ (Temporary Internet files) ] 7 /L —7"T [f%/E (Settings) |27V v 7 L
£7,

) MEILULT, /£ ¥ —3y h—BE7 7 A NVIHEHINDT 4 AT AR—ADFREEZIEL LT [OK
(OK) 1227V LET,

d) [EA (Apply) 1227V v 7 LTEREZRFELET,

(fEE) CS-MARS & Security Manager [H] C7 —# 2P0V 5 & X2, X277 arroye /s ok

FaT AT Y OMGNEENIAN—VZHPRTIUTR RN LR H Y £F, T 74 /L T, Internet
Explorer 6 / X 2 THEEZRRTHNE I hndmnonEd, Zo7ar 7 M THIW (Yes) 127
Vw732, Y7 =T R2EFRIHEEISELZLENTEET,

DEIRGEE, e ERERSAT REa T oY, DFY, kFxaTarsrove s okkar

AT Y OGN EEND A= VN HEINICER SIS KL 9 1T Internet Explorer D% E A AL TE £7,

BAEaT VY RX—=U % FRT 5 X 9T Internet Explorer Z# ET 5 I121E, RO FNEEZFEITLET,

a) [BEX=U7 ¢ (Security) | #¥7 %27 Vv LET,

b) XA TRy I AFEHD [L_XVDH AR ~A X (CustomLevel) 1227V v 7 LET,

c) [ZDfth (Miscellaneous) | RH LD F T, QREL7Za> T Y %239 % (Display mixed content) ]7%
ENCHRHST 5 [A2h29 2% (Enable) 147> a v ARF &R LET, ([Disable] 23R S TR
WZ EEMBERLTLEEW)

d) [EA (Apply) 1227V v 7 LTEREZRFELET,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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. Firefox D% E

ATYv T8 [OK (OK) 227 Vv rThHE [A¥—Fv A7 3 (Internet Options) | XA 7 1 7Ry 7 AN
CoivETd,

Firefox D% E

Security Manager & Z D7 7'V 7 —3 3 & E L < HERE S 5 72 DITHELR Firefox DR EN
<OMBHY ET, Firefox 1L, A I ~VT, 77T 4T 4 LAR— kK, CS-MARS /L
7Ty TERIR EOBREDOFINMEM LET, ZOFIETIE, Firefox DREICSLERA T L a
NZOWTHBILET,

e VT 7 LA T ANLDRE (86 2—)

T A AT Fx v aDY A ADME (86 ~—)

Wy TT T Ty OT 4 =T IMEELIFHRTA b U X FOMERK (87 =)
« JavaScript DA x—7 L4k (87 X—)

T 4V RUNDEH LWZ T ETOL T A v~V TDFEIRE LIBEOTRIZ G 5 BEF
DY 4 RYOHEFIM (88 X—)

TYI7LUR T74ILDIRE
FNE
TNV T 7 LA T ANVERET AT, ROFIEEZFITLET,

RAT9T1 AFRREDT XA =T 1 ¥ T, \MozillaFirefox\defaults\pref %77 1 L' 7 K U2 5 firefoxjs # B & £
h@‘o
AT w T2 pref("dom.allow scripts_to_close windows", true); Z BN L F 9,

ATYT3 WELLE7 7 ANVERGFELTHEET,

FAURYD oyl aDH A XDEE

T ANVADT A AT X v aDPA RN, Fra— REFELTWATIIFALT LN
VI MNTD 2T AVA=TDY A X% LRS- TNWAZ L 2R LET, v v =a2F TR
DT ERGAIL. A VA MN—TEF UL O— RTEEHA,

TR
Frvia A X2ZET 5T, ROFIEZFETLET,

ATy 1 [V—/ (Tools) >[4 7 3> (Options) |ZIERLTHD, [FEMETE (Advanced) 127 U v 7 LET,

. Cisco Security Manager4.27 f X hL— 3 U HA K
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Ky TF7vT TAvIDF 1 t—TeEriznT4 k Uz rokik [

ATV T2 BENVRTEDLHEET, L0ELDOF v v a2 A —Z2%FE LT, [OK (OK) 1227V v LET,

Ry 77y T IJAvoDT4E—TILIEEREIEZHRTA B )R FDOER
TFIE
Ry 7w Tay b7 4 v—7 T 5HI1I21%, ROFIEEZETLET,

ATY 1 [V—/ (Tools) |>[4 7+ a3 (Options) |ZRINLTHhdH, [2T7 Y (Contents) | 7 A AL %7 Uy
7 LET,
ATV T2 [Ry7T7Tv7 v Ruk7ay 2732 (Block Pop-up Windows) | = 7Ry 7 A4 712 LET,
FlE, AT T T EZTANDEETEDL Y —ADKTA R A NEERT DI, [Ry 7T v
Y4y R %78y 2+ % (Block Pop-up Windows) | F= v 7 R 7 2% A A LTinb. [filsh
(Exceptions) | %27 U w2 LT [FH WA b-7R v 77 v 7 (Allowed Sites - Popups) | # A 7 a7 Ry 7 A
TIROFINEZEFEITLET,
a) [Web¥ A hdD7 KL 2 (Address of web site) ] 7 4 —/b RIZ http://[<SERVER_ NAME> (Z Z T,
SERVER _NAME (% Security Manager % —/3—® IP 7 KL A £/ IXDNS /L—TF « V7 A[HE4) EASL
THhH, [7FA (Allow) 1227 Y 27 LET,
b) file:///C:/Documents¥% 20and% 20Settings’< USER_NAME>/L ocal % 20Settings/Temp/ (Z Z C, C: i%
Windows 34 > A h—/LEZNTWDEZ TA TV N AT DT A A7 K747 T, UER NAME |7
FAT v AT A EO Windows 2 —%—4) L AN LTHhE, [ (Allow) 227U 27 LET,
c) [FALD (Close) 127V w27 LET,

ATy T3 [OK]Z27 V7 LET,

JavaScript D1 *— 7)1t
FIa
JavaScript & A F— 7 WMZT HIZIX, RO FIAEZFEITLET,

ATv 1 [Y—IL (Tools) |>[# T3> (Options) | Z#RINL THd, [T (Contents) |7 A 2 %7 U
7 LET,
AT 72 [JavaScript ZH%NZ9 5 (Enable JavaScript) | F = v 7 Ry 7 A& 412 LET,

ATv T3 [FEMELE (Advanced) 1% 727 VU v 7 L. [JavaScriptZ f5 %029 5 (Enable JavaScript) ] %A 7 2 7R 7 A
T, [AZ U7 FTCREFFAIT % (Allowscriptsto) | TU THOTRXRTOF v 7Ry 7 A4 LE
@—O

ATy 74 [OK] &2 V)7 LET,
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. BHVA4A Y FVADHLWITETOF US4 ANLTDRTELBOERICHT HBHFOY « » FOOEFIA

BHYA Y EYROHLVETETOF V51 vALTOERTEUBOERICHT B8

FDO4 Y

ATy

ATy T2

ATvT3

ATy T4

ATy TH

FODBEFA

MDTAYTA L ~NTIZT I BALIZEEIZ, 2200H LWT T 700 Ry (ZED—
VENNT AT UYREENDIR=V) B ZENDBV FET, TDOH%, AT A~
FNT 7R LEY ELTEEEC, BBFEOT7 70 v RUunERASZ2WZ 50 F
7,

FIE

WKIERDNTZT IO U4 RUDHLWI T BIZH T4~V T aFRR L, THLRRIT
BEfFD7 7 0% U4 v RUZFFIHT 2 X 91T Firefox Z58ET 2121E, WOFIRZFETLE
@—o

7 RLA—(Z, about:config&é AJ LT, Enter 2L ET, 22—V 7V 77 L ZADY X RBRRRSH
£

[browser.link.open_external (browser.link.open_external) |4 % 7 /L7 U v 7 LT, BRSINTZXA T TRy
JAZBEANNLET, ZOMEIE, AT TV r—varnbo ) I n BRICHEINZT 7 U% U4
YRUNOHLWZ 7 TR ZEEBEWLET,

[browser.link.open_newwindow (browser.link.open_newwindow) | %X 7 /27 U v 7 LT, % LITHEL
9, ZOMEIX. VI NT I T4 TRETERLIZY 4 RUTHMIMDZ EZ2EHRLET,

[browser.link.open_newwindow.restriction (browser.link.open newwindow.restriction) | & ¥ 7 /v 7 U v 7 LT,

ZRZEOICHELET, ZOMEIE, HrFLWVWI A RUOT TR T L LTHMIMAZ L ZERLET,
[about:config] ~— U Z P L £,
(6=3)) TIUFDRT —H A N—|ZDone LW ) AT —HANFKRINZHTYH, WR@ETUD/\/Vf
RV L ZICEAOR—UBRHEER DD £, ZORBENRAE LG ATE. BorfE
AT YN T a— RATREICAR D | RINET,

H— KNN—T 4 &Y= )LTOHNDA +—TILIL EEZTE

—H OV —RKX—=FT 4Ry T T v T T a7 BFERTIE, BEIIR Y TT T EER LR
Do, FEOYA NERIIY— "o DORy 7T v TR EFACEET, Ry T Ty 7
7y TCHRUA MY ANMBISNEEDDZENTERWGEA, 003, T4 7Y a o TlEHE
RN WERIL, TRXTORYy T T v 72T X2 —T 4 VT 4 2HET D
FENHY ET, h%éhtﬁ%bﬁ%@f/77/7%ﬁ7¢5ﬁﬁi RS TWD2—
TAVT LI Lo TR 7, M- VT, = FR—F 8B O~=a T VERRL
TLIEEW,
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Security Manager ) S 4 7> bDA VR F—JLIZET5EV b .

SecurityManager 7 54 7> bDA VA F—)LIZEET B E

>k

Security Manager 7 74 7 FEH L TTANA ZAZRELET, 7 T4 7 F TEREZRST
TEHE, ENHRY—I AT =V a VIRIFSRE T, it T, BHET - X=X THEEFEL
T, = ARNEOT—FRXR=REHHTLHMERH D £7°,

TIAT v bR LTWAEILZ. 7747 b &V — W CHEBRAICH BIBE N ThivE
T, TOEEKEZTC, 795A T b EA ANV LTEDNR Ty —< L AR A LGB
HOE Y FEBELTILEIN,

e —N—LFELara—F LTI IA4T U M2 ABELE LTETLRNTLEE N,
TIAT v " e —_ECA VA M=V LESAIE. VT TINAYa—T 4 TOHEMIZD
AFEHLTL7ZE,

e Xy N —ZBBIEDQREZRET D722, 7 74T 2 MI— b HE VEEL T 720
J—J A7 —=vary B4 A=V LET, To& 2T, KEIZH—R"ZHELRNDL,
AV RENDOFR Y NT—I 067 747 > NeFT LIEEAR, BIENAE U CUSEMERD
KT T2 ReERH Y £9, ZOMELELT DT, 7747 MBI —"ELRUET—
e H—NIZEBEIND, VE—F T A by T EREF—I 7V —EEZHH
THMLENDY T,

sl BEDaAYEa—X BT 1207 74T hOa =LA VA=A TEERA, 7
TAT UV REF—="ON=D g NIRRT HHENRHY 3, LIeRn->T, 2200
W70 5 /N— 3 @ Security Manager B 2 EITT HGA1L. TNENDO I T4 TV e
FITTH2B60T =7 25— a U EMNBETHLERD Y 3,

— T, 74T v MEEHEEB LT, R 3— 3 U &2TFAT LT HEEED Security Manager
=T TE £

Security Manager 7V 54 7> LDA VA =)L

Security Manager 7 74 7 ME, V—27 A7 —L a3y Bl VA =T 5@ B0 70 75
LATT, ZDO7F7A4T > MM LT, Security Manager h— 3Zmr 7 A > LT, T/351 AT
BT 28x=2U7 4 RY—%&ELET, Security Manager 7 7 A 7 > ME, Hfh & —HEIC
ERT DAL 7TV r—2 a2 TY,

Y=Y T T =T RA A =L EN TV, Security Manager h— N RIZ27 T 47 b
WA A =V ENTWDAEEERH Y £3, L, P—"LRUCTATAETZ IA4 T
N AT 25AF,. HAOBEHRMEREZRT S Z AR LET, Rbvic, kOFIEE
FERLT, 27947 BT -7 27— 9 NI VA= L LTLEEN, U—F A
T—=2a VAT ADEHEYR—FESNTWET T THFDAR—=T g O TIE, #8: 7
TAT v OB LFIFIFEER 2SR LTIV,

A VA PR RAE LT SGEIE, RO FE Yy 722U TSN,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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. Security Manager 7 54 7> FDA VR F—)L

¢ JFF 7 4/ N HTTP £ 721 HTTPS R — F DEE (93 ~—3)
CLIRIDNR—= a0 DI FGAT VST w7 7 L— RTER (94 =)

A LVA =IO I T NEE (173 3—Y) %

[ L& BHIIC

T IUPFBRELSREENTVDZ L 2B LET, Web 77U 7747 > FORE
@3 =) ZBML TS,

e Windows 7 7 A 7 74— /ABNIELSRESNTWND Z L2 LE 7, Security Manager
THR—-bENDANVL—F 4 7 VAT AT, Windows 7 7 A 7 7 4 — VT 7 +
VR TAR=T IR >TWET, ZOREA, HTTP, HTTPS, I XU syslog D&kt
nray s InNET, e xiX, BHEEILY—/30 Security Manager 7 7 A 7 F DA
ARV URLICH—=ANVTT 7 EATEETN, VE—F U—=T AT = a by
JEATEERHA, £z, syslog 7 —# T Event Viewer ([CF R I N FEH A, Windows 7 7
AT U= NET 4 E=TMZT 50, MEICRoTWDIEER NI 7 4 v 7 23T 54
BN—NERETDULENRDY 7,

A\

FE U RAT—ar DO Windows 77 AT T x—IVET 4 =T NI B E, Windows 7 7 A
T U —NDARX—=TNVEHISE SN TCWTZEEOH DT 7T 4 ©F 41Tk L TEBGHIZ/R
iﬁ‘o

ITAT U NI T R =T AV A= %F U ra—RyHHNS, 77472 h VAT
L LD Temp 7 7 A M a FETHIRT 2 2 L2 #RLET, ZOX D27 7 A VEHIFRT
B LI i T, EHFRER TR AN A LR TE D REENH Y £,

e U— 7 A7 —3 3 |Z Cisco Security Agent 25 > A h— /L S TWAEHEIX, 7 74T~
FDOA A=A T BB ADATE TR, TNET 4 =TT HRERH D 7,
A VA R—=NT O AT TA T A A F—T ) Cisco Security Agent 7 « &—7
NTERIPSTGEIE, TaeARHM LT, 7947 FOA A b= Lz R 500
|2, Cisco Security Agent & FE)CTT 4 E—7/MITH L HICERENET,

Je

E¥hr U—2 X5 — 3 E® Cisco Security Agent 7 4 &— 7 /UZT HIZIE, RO 2-DDFHFIEDN
ThraEHLET . (1) AFT A b L AN CiscoSecurity Agent 7 A 2> %47 U w7 L,
[EF¥ =2 VU7 ¢ LU (Security Level) >[4~ (Off) | Z&IRNT 52, (2) [P—EX

(Services) | #Bi& (=¥ hu—/L 3%/ (Control Panel) ]>[#& ¥ —/L (Administrative

Tools) ]>["—E A (Services) ]) . [Cisco Security Agent (Cisco Security Agent) ] #4727 U
7 L, &1 (Stop) 127 Vw27 LET, 2200 EELELOHEDEAETEH, Windows D/3— 3
Ko TE, WOFIEERFEITTL2UENH Y £, [—E X (Services) ] ZBH &, [Cisco
Security Agent Monitor (Cisco Security Agent Monitor) %27 U w2 LT [#&1k (Stop) 1% 7V v
JLET, 7747 bDA A M—/L#&TH#, Cisco Security Agent & FFfdE) L £ 77,

. Cisco Security Manager4.27 f X hL— 3 U HA K
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ATy T

ATy T2

ATvT3

ATvT4

Security Manager 7 54 7> FDA4 VX k—)L .

A\

FE U—27 A7 — 3 kT Cisco Security Agent 237 4 &—"7 LT/ > TW AL, Cisco Security
Agent DA F—T WRHIBHH SN TWEBEOH LT 77 1 ©F 4 ISk L CTERGFIZ 0 £7,

» 37CIT Security Manager 7 74 7 2 "R T —J A7 —va v EIZA VA M= ENTND
BElE, A VAN Tl T EAREHDOY TA TV MaeA A N —/LF HHEIIC Security
Manager 7 7 A7 2V "aT VA VA N—=ATLHRERHY £, V4P — Kb ZONE
W DHMNE D PBRFRLNET,
FIg

Windows BHF it 2 FF 02— T W0 U A LTI IA4 7 MUY=V AT —vavice /A4 LE
j—o

Web 77 UH T, IR URL DWWz Bl £9, SecManServer |%, Security Manager 73 > A h—/L &
NTNEarEa—ZOLHTYT, WITFRHLD X2V T 77—k (Security Alert) 17 4> K7 T
W (Yes) 122Uy 7 LET,

« SSL i L TV R WE1E, http://SecManServer: 1741 Z B8R & £37,
« SSL Z i L TV A AL, https.//SecManServer:443 % B & £,

Cisco Security Management Suite D 2 7' A U HH AR R SAVE T, ~X— LT, JavaScript & cookie 231 —
Tl TNHZ e FAR—FENTWNEIN=Va D Web 7 7 U EFEITLTNDZ L AMERLE
ﬁ—o

a—P4 L XA T— K& H LT, Cisco Security Management Suite %— N2 74 » LET, #1OTH—
NeZe A VA M= T55H1F, 2=V —% admin &, ®FEOA A M=V HPIZEZESNTENRAT— RE
fEHL TR A T&EET,

Cisco Security Management Suite D 75— A ~X— "G, [Cisco Security Manager” 7 A 7 >~ A s —F (Cisco
Security Manager Client Installer) 1 %2 U >~ 27 L,

T ANERLS ERITFETTLON, T4 ATIHRGET OB HZNRONET, WIThhO4 7y a %
BINTEFET, 77ANVDT 4 AT ~OBRGFELZBIRLIEZGAIE. 77 A VDX a—REBIZTa 7T 5
ERITLET (T ANVEBETAZY v 7350, 770Fhba3hRb-E&EIZ[Run] A7 a &
WLET) o

Evk MMM S4vE L7z (aproblem was detected) | X° (/37U » U ¥ Z B T £H A (the
publisher cannot be verified) | 72 EDT 7V r—a T L X2V T o8BS 0L R
MERDOT 7V r—arBNarvta—RIZT7 78ALEIELTVALEVWIRNEDEF= Y T 4
MENFIREINTGEIE, T7BARFAI SN TS Z LR LET, HEoRZY %27 v
7 LR b WEAERH Y £9, RE 4 EFT SV r—varoryar s ML TR
720 F9 ([Allow]. [Yes]. [Apply] 72 &) .
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. Security Manager 7 54 7> FDA VR F—)L

G¥) Internet Explorer 10.x Zf/H L CTWA 551X, Fhl/e BB A v E 7, [Cisco Security
Manager” 7 A 7> b A > A h—% (Cisco Security Manager ClientInstaller) 1% 27 U v 7 35 &,
Cisco Security Manager 4.26 CH 73— k &3L TV % Internet Explorer D3 _XTD /3 — 3 - L [Al
2, 22— =77 ar (RFEELIEFFAT) Z2ROLTa T IRERRENET, ET7T5H4
TrarEBBERTLE XATRITRy I ANRRRII, ZOF TV a RSN &
WRENET, 2O%, 22—V =T 7 a 2RO 7v 7 ERRrShET, 207
a7 NIRFEREIN, [T77 v a3y (Actions) |ARH¥ %27 Y w75 &, Internet Explorer D
SmartScreen 7 A WV H DHA TR TRy 7 ANERINET, BEE: VT4 T7 2 M A A =)L
Tuat AERET 52T, [FOFEEFEIT (RunAnyway) |47 a U ERIRTLHIMERDH D F
75

ATYTE AU A= 4P —=RIZ[LD 2% (Welcome) | BEINFREINET,

Security Manager 7 7 A 7 > ME, 62D E = — (Configuration Manager, - X f E'=.—7", Report Manager,
Health and Performance Manager, Image Manager 38 XY v ¥ 2R —R) BRHLH—DT 7Y r—a &
LTA YA M= ERET, 77V = a i, RO3IDOFEONT NN THI X ICEBTE £ G
AIZDUWTIE, Security Manager 27 7 A 77 ks Z i [f] L 7= Security Manager ~D 1 27 A > (96 X—) %
ZRLTIESY) |

* [Start] > [All Programs] > [Cisco Security Manager Client] (7 #/L'4) >[Cisco Security Manager Client]
o (m 7 A i)
s (WTNDOE2—%FMELI2%) [EE) (Launch) 1> (B E 2 —%%&R)

GE) Cisco Security Manager D7 A7 K7 7 A4 a2 bERSNLET, T DT A 222 T Cisco Security
Management Suite DR — 2 X— U ZB& £9,

ATYT6 A VA= T4 PF—=ROERIZENET, A F—LHIZ, ROEFEROASIBERSNET,

* [Server name] : Security Manager ¥ —/3 Y 7 T =2 T NA VA =L I TWVDH— 3D DNS 4 £ 7=
XIPT LR, @FIX, 2947 P A A N=F %X u— KL —TT,

s [Protocol] : HTTPS % 72 (X HTTP, Security Manager ' — XTS5 70 faLzZ@RLET, 1T&
A EDY— NIFHTTPS T 5 LS ICRRESNE T, ENERINL TOWDLB DN E 2 WA,
VAT AEBEFICBHWAEDEL TSN, £, =B ET T 4V N R— N EMHT S XD ICERE
ENTNWAEZ ERDLNRS>TWAEAIL, 65 7 4L » HTTP £7-1X HTTPS RA— F DR E (93 ~<—
V) WOEREFEHLTA A M—NZICAR— FERELET,

e [Shortcuts] : B EHEHO Y a2 — My NETEERT HD0, ZOTV—I AT =Y ains A LT
WHTRTO2—BT AT MOy a— by FEfERT 200, £lFED2—FHD a—h
B BBER LWV Od, T2 - T, #ED [Start] A == —I{Z Cisco Security Manager Client 237
SNDPMRESNET, 77472 ML, [A¥— K (Start) [>[TXTHOF 177 L (AllPrograms) |
> [Cisco Security Manager” 7 - 7 > k (Cisco Security Manager Client) ] (7 4 /L %) > [Cisco Security
Manager” 74 7 > & (Cisco Security Manager Client) | £721%7 A7 by 7 EOT A 2 pbEETX
£7

* [Installationlocation] : 7 7 A 7> haA VA N—/T 57 4 /VE, MOGHTIIA A F—/1F K572
BENRTIUX, 7740 MeZId ANET, 7 7 40 b DT C:\Program Files (x86)\Cisco Systems
T

. Cisco Security Manager4.27 f X hL— 3 U HA K



| 9347 v, R b —LEBE
4o b—LEBEET 2%y T BEORE [

ART9TT AV A= U4 HF— ORI THITLET,
ATy T8 [Donela 7 Vw7 LTCA VA R—NANERETLEL, TVFUANAT TV r—arz—RNicT «&—
TMZLTOWIEGEETA F—T MR LET,

IIAT Vb AVAR—=TIZE->TY—7 AT —3 =3 O Cisco Security Agent 735 [ S LTV =854
T, A VA M= VOETRIZHEEI SN ET, 7272 L. A7 A _ETCiscoSecurity Agent & FEITT ¢ & —
TMZLTWEREIX, 72 T7A T hOAL VA M—ARET LTHLENEA F—T VT HLERH D
ij‘o

IN—=U 3 2423 IR, BRCBEE O ——2A VA b =T 54 Cisco Security Manager Tld, A > A
M=V DAL L ORI ZERT Z &7, Ny 7 7T 7 R7 1t X T Security Manager 7 7 A 7 2 k
EY AL MA VA=A TEET,

s ZOMXDa~w K (CSMClientSetup.exe-i silent -DUSER_INSTALL _DIR=<Intended location for client
tobeinstalled>) % i L T, Security Manager 7 7 A 7 hOH A L b A VA b —/%& N JJ—T
xFE9, 2L xlE, =¥ RiZ CSMClientSetup.exe-i slent-DUSER_INSTALL_DIR="C:\\Progra~2\Ciso
Systems\Cisco Security Manager Client ® X 92729 £,

« T A A M—/LZIX, Uningall Cisco Security Manager Client* .exe-isilent Z#fH L £3°, 7= & I3,
=+ 2 R C:\\Progra~2\\Ciso Systems\\Cisco Security Manager Client\\Uninstall_Cisco Security M anager
Client\Uningtall Cisco Security Manager Client 4.27.0.0.exe-i silent ® X 512720 97,

A VA= ZRLETEHEF2) T4 EZEDOLE

J—J AT —=var b0eXa ) 7T A RELHERT L2 HEEIIEIETHY, ZHOSESE
7ellih A A M= )L LTV D A[REMED & 5 728, SecurityManager 7 7 A 72 h DA VA h—
ABHIESNDHEERHY £9, A A M—/LHRICHERRAE LTEHE1E, Windows . — % —
THT NI T T 2T DA AN —VZLERERRENTE SN TS Z & &R LT
Mh, ROTEFLEBEL TIEENY,

Y

(GE)  Microsoft Windows == —H'—7 1 7 o Milfl (UAC) BENZ/2 > TV DAL, HEFRE &
L T347 (Run as administrator) | Z#EH LTI 79447 hEA VA =)L L THEITT HME
NHY FET,

JET T A JL k HTTP £ 7= (X HTTPS R— F DERTE

Security Manager —/N[%, 443 ® HTTPS & 1741 D HTTP OF 7 4/ R— b & HEH L £ T,
FFECRIDOAR— b &9 5 X 912 Security Manager ¥— /3% o > A h—)L L CW25A L,
IR — N AT LRI TA TV NERET DHERDY £, 5 L, 7
TAT M —n"EHEHRTEEEA,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .



9547 bDA VR =L EEE |

B 25 7 0z%

74T MORDOR— N ERETDITIE, AERREDOT AT 4 Z &ML T
C:\Program Files (x86)\Cisco Systems\Cisco Security Manager Client\jars\client.info 7 7 1 /L %
ELET, ROBEEZIBIML T, <portnumber> DEFTICH A X LR — b FESEFEE L £,

* HTTPS_PORT=<port number>

* HTTP_PORT=<port number>

INBOREIX, WD IAT7 baE#B Lz IS ET,

R—b1—=Ts VT 1A DEE

LIBTD/N—

MELZS UC, Cisco Security Manager Web $—/3—® Web —/N\—HR— hE 52 EHTX E
T, AR L E /R HTTP & HTTPS Oy OR— M S a2 AH T 52 b T Ed, 7
oy R TCROa~vy REFEITLET,

NM SROOT\M DC\Apache\changeport.exe

7= & 21X, changeport 1744 & A7) L C. Cisco Security Manager Web #—/N—@ HTTP ~x— k
21744 ZEHT 2 L HICATE X E 9, E72lE. changeport port number -s Z i L T, fi
EL7ZAR— hES &M 5 X 912 Security Manager Web H—/X— HTTPS 7" — h &2 H 4
HZLEHTEET,

EE LA — FESIZIE, ROFIRPEH S ET,

¢ 1026 R DOAR— " ESIIMFEHATEEF A, 7272 L. HTTPS R— B & LT 443 %2 {# [
TEET,

cHEEEINEFR— MIMLOY —bERFE R IZTF—F L THEATEERA, 2—FT 4 VT 4137
TT 4 TRV A= TR—= b eF v 7 L, BAENROD-TZBE51T. BEENZEAR—1
PHEASLET,

MDY —ERAEZT TV r— g UBNMRE SR — R EHEH LT D0 E D
THEHECTXHLHFETHY EFEA, Y—ERXFHIEZT AV r— a3 URETEN, R—
TT 7T 4 7Y v AL LTWAEAR, IR TEET, 2L, h—EARBIE
FIELTWAIEE, 2—T7 4 VT 4 MERT A — FE2RET L2 HEEHY FHA, I
I%. Windows (213 /ete/services [IZFH ST 5 HBEOR— K LU A MU RN TT,

A— FFEFIEL, 1026 ~ 65535 DFEFHAOEE THHHLENH Y F3, Z ORI OECZE DD
FAELAOEIFEH TE A,

AVDISATU DL TY T L—FKFTELL

HWAR—=V a0 DI ITAT U IR, A R—LENTWD, 0%, 74T bBRA R
=S TWeZ ERNBHDHT—7 A7 —3 3 1T Security Manager 7 74 7 > N & A A
F—VLEIELIEGAIE, 77A4T U P A AP=FICEoTH LA =D g U3 A A
PV SNDHANCH WA= g VBT A VA M=V ENET, (AL 7 TABRDND F
i, 7077 L% T LET, (Couldnot find main class. Program will exit) | &9 =7 —
AvE—VUNERINTHEIT A VA SN—=TTIIAT Ve A VA =L TEERA,
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| 9547 b4 b= EBE

ATy

ATy T2

ATvT3

ATy T4

ATy TH

1547 r0rsvFo |

FIE

ZTOMEIE. VATANICHWL YA R = Y BESTNS IZRAELET, ZORE
PRI AT, ROFNEEZEITLUET,

[Z%— b (Start) 1>[FA7 (Run) ] &R T, regedit EANT B EICk-T, LYR MY =T 4 4%
SIS

WDOLIA MY F—%HIERLET,
HKEY [LOCAL MACHINESOFTWAREWow6432NodeMicrosoft Windows\Current Version\ Uninstal M2 7621299600254 754002778 feecd-837992615

PIRTOA A R—TF 4 L7 NV (GE%EIX, C:\Program Files (x86)\Cisco Systems\Cisco Security Manager
Client) ZHIFRL £,

RDT FNEDARTEEELET,
C:\Program Files (x86)\Common Files\InstallShield\Universal\common\Gen1

[RE—F (Start) |>[3 > bA—JL/8RJL (Control Pand) |>[F B4 S5 LDEME &Ik (Add or Remove
Programs) ] DJIEIZIEIR L EF, Cisco Security Manager 7 7 A 7 > R ETZR RSN TWDHY . [AUBR
(Remove) 1 %7 Uy 7 LET, [7ar 7 MITTICHIBRSLTWEST, U XA Bﬁ’%ﬁ”ﬁfﬁbi‘@‘ﬁ\‘?
(Program already removed; do you want to remove it from the list?) | &9 A v E—URERENTZH, [IE
W (Yes) 122Uy 7 LET,

F 72 Security Manager 7 7 A 7 & A VA /L TERWEGEIX, C:\Program Files (x86)\Common
Files\InstallShield 7 1 L7 b U DARZZHE LT, &9 —HEAL TATI LS, A XA F—LHDT T
A7V MEE (173 X—=2) BRL TSN,

DSAT O RDINYFUYT

=B RNy 7 ETLAR A F Xy F % Security Manager — X —IZEH L7z 6, —3—(C
07 A LT & &|T Security Manager 7 74 7 R BT v 7T — R EEHT L2008 9 0
RENET, JITATV MY TR 2TON—VarFHE, =Y 7 vz TONR—V 3
CHEFERICICT OHENDY £,

MERY T =T 7y F—haFvrn— RLTEATL0E S hishnbi-8aix
Web 7 7 UVNRT v 7T —bhOX e — RIERINET, 77 A VERL EIEETTS
DI, T A4 AR :T%T?“éwzﬁ%if}z}a%zhi# WIENNDOA T v a rERIRTEET, 77
ANDT 4 AT ~ORIGFEFIR LG EIL, 77 ANVDX T ra— RRICTR T T AEFATL
i¢(774W%&7w7)/7#5ﬂ\77&%#%#m6ﬂtk% [Run] 47> = v %
BIRLET)

N FDA VA N=/E, 7T7AT 2 bDA A= TWAH 728, Cisco Security Agent
FIA VA N—TOREIBEAREICT DDA VA =N LEEDOMDEXR2 VT V7 |
Tz T NODEEDOEX 2T 47 7 — FEFFA (F70F 13 (Yes) 1227V v 7) 754
ERH Y ET,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .



B 7vr—vav~onsay

HSAFU DL VR —LEBE |

A A M=V DOBEIRERONTES, JT7A TV MR A VA M—ILEILTWD T 4L HER
SNTWLZ EEZHRLT, 774 & LEXTLHNE I DBRFRALALL [TXTIZEWD
(Yesto All) ] #&IRL F7,

Je

Bk

URL BEAGFTE AW, F700, B2 A LT UV MLl 2 BT — A vE—UREK
IRENTZE AL, Security Manager 7 7 A TV " ET A VA R— L LTHhEH, Yy ia
E— (TTIEARNyFREAENTND) A A=A TORHERHY 7, FEMICONT
I%X. [Security Manager 7 7 A4 7> hDT A A F—/b (99 X—) | BLW ISecurity
Manager 7 74 7 2 DA A h—)b (89 X—2) | ZBL T 7ZE,

TIY5r—oaro~Apngq Y

PR TFVr— g A A= L, Web7 T UF%EERE L. Security Manager 7 7 A1
T heA A=AV LEL, TV r—variiue s CTEET,

« Security Manager 7 7 A 7 k% i} L 7= Security Manager ~D R 71 > (96 ~<X—)
*Web 77 U EMH LY =TTV r—var~onr A (983—)

SecurityManager 7 5 14 7 > k Z{&F L = Security Manager ~D 1 % o

-~

ATy T

Security Manager 27 7 A 7 ME, 6 2D7T 7Y r—3i 3 (Configuration Manager, X2 |k
' =—7 . Report Manager, Health and Performance Manager, Image Manager 33 X OV¥ v o = 7R —

R)

BIBRDFIHNTRIND 3 DDHIEDNT N THIAIEETE £,

NoBT TV r—2a AL —F e LTA YA MN—ALENET, &ET U r— 3 03,

1Z & A E D Security Manager % A 7 Id, Configuration Manager 7 ~7° U 77— =3 > (Security Manager
IIAT N T TN r—= gy AL —bO—#) ZEALTIEITLET,

Je

Bk

FIE

Security Manager 7 7 A 7 > b & 431216 T & 28 BE FHEDMT 5 4072 Windows = — W 7
B NEFERA LTI IA TV RV — AT —vaiia /A $H0ER’DY T, LV
WRIEZBER LT 947 FEBEIEL LD & LEEGEIE, —TOMRENE L <HRE L 72
BRHY ET,

Configuration Manager, Event Viewer, Report Manager, Health and Performance Monitor, Image Manager &
I3y vaR—FonFnnpze@8 LEd, £7 7V 75— a Uid KO3 OOFEOWTNTHIX
ICEBTEET,
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| 9347 v, R b —LEBE

ATy T2

ATvT73
ATvT4

ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

ATy 710

Security Manager 7 5 1 7 > bk %{& /i L = Security Manager ~OD 05 4 > .

s [Start] > [All Programs] > [Cisco Security Manager Client] (7 # /%) >[Cisco Security Manager Client]
o (B2 A di)

s (WTIOT Y r—a v ERRE)L72t%) [Launch]> (SecurityManager 7 7 A4 7> N 77U /r—
Ay AL —NNOMDOT SV r—arEBBIRT D) , u Ao 247l vy RUEERRS
nEEA,

Security Manager D1 7 A ' XA T a7 U 4 RYT, 07 AT 5% —s30 DNS 4 % A F 7 138N
L%,

GE) DNS 4 Tid72< IP 7 RL A& AS)E 721375 & | Internet Explorer 7 BREEIZ IV T—H D
FERES B L7z & B0 ITEME L 22 W ATREMED N B VW £97, 97X T D Security Manager #HE % 1E L
SEMESEDITIE, /AT 59— DDNSAZ AN LET,

Security Manager Dt —H#4 L XA T — F& AT LET,

P — SPPEGZ HTTPS 24 285813, [HTTPS]| F = v 7R v 7 ANA N2> TND Z & R L

F9, HTTPS 2 L2V GEIE,. £0TF = v IRy 7 A4 712 LET, [P A4 (Login) 1 %27

Uy 27 LET,

Y=NINL I FGAT U N YT N7 Ty T T—hDFTu— e A M= AREREINTLE

X, 24T DNy TF T (95 =) ML TN,

RO TA4T 2 RV BF L= g o &2FIT LTV D Security Manager —/NMIm 7 A 5%

L BAMNRRRIN, —BHTBEITAT U M AN=VarvEXyra— RT3 F T a Uit s ET,

AN LTea =P L RAT = RTETHDOE y v a UIRRWEERIE, 2947 T 7V r—var

(Configuration Manager, Event Viewer, Report Manager, Health and Performance Monitor, Image Manager,

FEF Yy aR—R) B —Nte A LT, VITAT U M A E—T oA ZAEREET,

AN LTea—=HFH L RAT = RCETPOE v v a VBT TIAHET 285813, BEOT 7Y r—va

YBRE—ty v a rTHLWT Y = a CEAMRIGER TX D HEN D L T LML EDIERA ¥

T—URFRINET, TOHELIZ, KOEBY TT,

(WWTNNOT 7V r— g & L7-1%) [Launch]> (SecurityManager 7 74 7> b 77U r— 3

VAL = FANDHDT TV r—a v ERBRT D)

LT 7V r—2a VBBEOE Yy Y a U bEEI SN D, TCICETTRLITEDOT Y S— e

YNT F =N RIRRITIRY £,

e b 7747 MI 120 5T A FVRENHES & ABIMICPACES, 74 FAZ A LT U M
ZEWF5IZ1%, [V —/v (Tools) ]>[Security Manager& ¥ (Security Manager Administration) ]
ERINLT, BRI [TAZ Ry 7T DA AKX~ A X (Customize Desktop) | ZEIR L, M3
REALT T MNIMEANLET, ZOWREEELT 4 E—7 LT, 7747~ M HEIRY
WHALCRWE S IZFoZ b TaET,

Security Manager Z#& T 5551%, [7 74 /v (File) 1>[# T (Bxit) ] Z&RN L £7,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .



HSAFU DL VR —LEBE |

B weoososzmmLEY—RT7TUr—vavAnnsay

Web SO EZFERLE-Y—NT7 T 5r—30A008594 Y

ATy T

ATvT2

ATvT3

ATvT4

IEMD Windows 77V r—2a LTI IA T b T TV =2 a b ZRANT L0
I%. Security Manager #—/3721F CJ~, Security Manager (Common Services 7 7" U 77— 3 %
M) . CiscoWorks, B LV OV — "—EFHEEL ZD, ZOMTXTOT 7V r—a %
Web 77 UHFNTHEA FShET,

N7V r—var~ou A yFEERCTT, | B0V —NECEHROT 7Y r—
arEA VAN =NV LESGEF, A VA=A LT XTOT T Y r— g VIZFERIZR T
A4 LET, ZhuE, a7 A 0 CiscoWorks IZ L » CHIHEN., b7 7Y r—i 3
129 CiscoWorks DFIHI FTHEA FENBH7=HTT,

FIH

Web 77 YT, MOWT IO URL #HE £, server 1, h—_"—=T7 7V r—a U BNA A =L
INTNDHALEa—HDARITT, WIIrD [EX=2 U7 07 77—k (Security Alert) |V 4 KU T
[IEv (Yes) 1227V v 27 LET,

« SSL Zfli [l L TW e WE 1%, http:/server:1741 B & £,
« SSL Zffi ] L TW 2545413, hitp:/server:443 Z B & 4,

Cisco Security Management Suite ® 72 7' A VW 23K /R S E T, ~X— LT, JavaScript & cookie 7231 R —
TR TSl BPR—FENTNDE A=V a2 DWeb 7 T UHFERTLTNDZ L EHERLE
To 77V r—2a 2 F 735K TP ERET DL HIEZOWTUL, Web7 7% 75147 |k
DEE (83 ~"—) B LTILEEN,

a—HP4 ENRRT— K& LT, Cisco Security Management Suite %—/NZn 74 » LE T, #1HTH—
Nl VA M=NFTD85H1F, =2—PF—4 admin &, ®EOA 2 M= VHITER SN AT— F%
EHLCr /A T&ET,

Cisco Security Management Suite D7 —AL_X— T, =N EIZA VA M= /L SNTEREIZT 7B ATEE
Fo TOR—LR=VUE, A VAP AENTNDHHDICE o TRELIHEAAZEDL LN TEET,

o [—"—& P (Server Administration) ]|/X%/L% 27 U 7 LC, CiscoWorks Common Services #—/3—
Ama—%&ET, 2OV 7 %27 U v 7 FUE, Common Services NDLE DGFTICEENI T £
9, CiscoWorks Common Services |£, —"ZEHT LY 7 vy =7 T, 2OV T NI =T %
LT, y—"OEFE F T TNy a—TFT 4o /o —hL a—PFERREDNNy 7o FH—N
HREARE L CTERLE T,

* [Cisco Security Manager” 7 1 7 > kA > A ~k— (Cisco Security Manager Client Installer) %27 U > 7
L . Security Manager 7 7 A 7 > b A A=)V LET, ZD7TA47 2 ML Security Manager
PRI LIODA 2 A B =T = ZATT,

TV = arEK T A2, miEmAEBcH D[22 T T b (Logout) 1227V w27 LET, F—»A
~— & Security Manager 7 7 A 7 2 Ol &[RRI TWA AR, 77 U FEEREZ/K T LT
Security Manager 7 7 A 7 > " ME T LEH A,

. Cisco Security Manager4.27 f X hL— 3 U HA K



| V547 v rDAoR b —LEE
Security Manager 7 54 7> FDT A VA =)L .

Security Manager 7V 51472 D7 A4 VX =L

Security Manager 7 7 A 7 h &7 VA VA M—=AT H5E1E, [AZ— b (Start) ]>[TT
D 7w 77 . (All Programs) ]> [Cisco Security Manager” 7 4 7 > bk (Cisco Security Manager
Client) ]> [Cisco Security Manager” 7 A 7 k@7 . A A h—/L (Uninstall Cisco Security
Manager Client) | #8RLC, 7oA VA =D 4P =KD a7 MIEWET,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .



HSAFU DL VR —LEBE |
. Security Manager 7 54 7> FDT oA VR =L
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/rh-7=:=
5 2

AR M=ILEDY—/INEFRY

WD ¥ 71, SecurityManager £ 72132 ORHETY 7 r— g U E Y —R— LT A h—
WLTHBIATTNEH A7 TT,

T SRFATI NS = Z X7 (101 =)

« MWEER T B ANEMEL TWDHNE I 0O (102 ~—2)

* MRF % fii F L 7= Security Manager 7' 22 AD b —7 A XDOHE (103 ~<—)

CBITOV =" EX 2 VT AT T 7T 02 (109 RX—2)

A VA M—NFERIFT v 7T L— ROfMER (110 X—)

+ ({EE) Security Manager $—/3—®D R A FLDOZETE (110 <—)

*CSM 1 7 B =2 —7 OfGEB EGE (111 ~—2)

- B (112 X—2)

FCICRITIANEY—NEFRY

A A N IVERBIZIRDEZ Z 7 BT L TLIEE N,

V(2R

QL 7UoFIMINARFXYFLERFEOHEREBAF—TINELIEBSA VR —ILLET,
TUTFTANAY = NI EOY—N"—X 2 VT 4 VT NI =T T A A R—)L
FLF T =T LTIEGAE, 47, EOY T N =T EHA VR

/L E T IXHEES LT, BN U T — " —%2FEH) L £ 9, Security Manager 73
P R—=Z A VA =L IITVDEEIL, NMSROOTT 4 L2 U & AR R T o
NE o AX % VINHERA L TLTEE N,

GE) TUTFIANAY T~ =T HBFIK T Security Manager H— /3 — DML
BRI DNTND ZEP B LIS EIE. TV FUANARY T =T
D~ =27 NV THERERE Z MR L T IEE W,

Q1L 4AYAF=ILFIZTFaE—TNIZLEY—EREY—NTOEREBSA*—TILLE
I USITHA X —7 N LANTL &N,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .



B 2=uinexnmrlcunanesromR

WERITOLANEEL TWLVAMNE S IDIEER

2% VAT PO |

VIBRY

Q1 Y—NLtT, BCELIIPSFEFETETHIBHEEOY R MZEBMLET, FEHIIHOW
T, 799D~ T AEER LTI,

Q|1 Cisco.com kT SecurityManager & ZDBEET7 T r—23>D7 v TT7—hEF vy
JLET, 77T EBAFRERZ LD GAE. MRy hU—21Z
BMESTAET7 v T — A A =L LET,

Windows D 2< > R7m 7 b U v RUsnbpdshow 2> REFEITLT, 4 A h—/7
% Cisco U —_X=T FV r— g VNIWERTa v ADOTRTCHRELLEELTWS Z L &2
BTEET, TuvREEIT T r—a ko TRAEY 4,

Je

EY b pdshow DFEAMIZ DV Tid, Common Services D~ == 7 /L Z S L T 72E 0,

FHT1EFEHLT, EOT7FVr—2 a0 a v ARMBENEZHERL T ZEW,

®10: 7TV r—>3y O REYR

TV r—ay

WAE 77 Daemon Manager 70+t X

Common Services

Apache
CmfDbEngine
CmfDbMonitor
CMFOGSServer
CSRegistryServer
DCRServer
diskWatcher

EDS

EDS-GCF

ESS

EssMonitor

Jjrm
LicenseServer
Proxy

Tomcat
TomcatMonitor
NameServer
NameServiceMonitor
EventFramework
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| 1R =09 —1N 4525
MRF % { i L 1= Security Manager 7Ot XD E—7 44 XDKE .

77)4r— 3> | wE7S Daemon Manager 7 O+ X

Cisco Security Manager
AthenaOGSServer

ccriWrapper
CsmReportServer
rptDbEngine
rptDbMonitor
VmsBackendServer
vmsDbEngine
vmsDbMonitor
VmsEventServer
CsmHPMServer
ProcessManager

= O (o]
MRF % {£ FH L 7= Security Manager 7O+ XD t—7 HA
S N S =

ADEXTE
Security Manager 4.1 T A S L7282 T & % Memory Reservation Framework (MRF) %, Cisco
Security Manager HIE|Z, FHE T nbv 2Dt —7 Y4 RELEFTHEELZIRIELET, Fh
IV, =N T =AM ESEDLTENTEET, MRFZEHT5E, etk
ZlE, = NICHEE S 72 RAM OFBICESWTe =7 A X2 TE D L HICRD £
T
MRF % {# H L CE%E AHE 72 Security Manager 7' & A% %K 7-2 IR LE T,

= 11: MRF (£ L TEREAIAE7%L Security Manager 7’0+t X

JOotXx pdshow TRR SN 54 AT | F7EA

Ny 7 K7 rk A | VmsBackendServer T AR ERE & BB EEZ T L E
—g—o

Tomcat Tomcat AU =72 EOREL LORMIEEZITH 72D
DT IV r—arsEBRANLET,

LiR—k P—_ CsmReportServer LiR— b T—X%HEMLET,

A X2k P—= VmsEventServer TNRAAPBEFEEINTNDEA X h &I
HELET,

N

() BREOAMIZESNWT, XT3 —~< A LEDO=HIC, BREIDN U7z Tomeat B LUy 7 =
VR RO =T A RERICKET A L AR L LET,
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\)

(GE)  HPM (Health and Performance Monitor) ¥ —/3¢® MRF X EILH Y XA,

N

GE)  pdshow =~ > ROFEAICHOWTIE, AHRD BB T vt Z088EL T D0 E 5 I ORERE
(102 ~=—=<’) X O Common Services D~ == 7 /L EZHBR LTI,

FIA4I FERE

F< 12 : Security Manager 7' 2 & A 2% L CHANIRESNDT 74V DO —7 A X TR E
NTWb 7 et A (MRF #ff] L T EFREZ: Security Manager 7' 2 & ) X, B—7H A X
WXL CT 7 AV MERFRNCHE I TWET, & 12 : Security Manager 7' 12 & A 2% L T

FHNCRESNDT 74V hDO b —7 %A X 21X, MRF Z i L TR E FIHE 72 Security Manager
TrtRAZTLIT, b= AA=THHARER S E I ERRAM ARG LT 7 40 Db &
UK e — 7 A X5 MB BALCRENTWET,

% 12: Security Manager 7Ot X 12X L CERIHRESINDT I L FOE—T H4A4 X

H—/ kDY |VmsBackendServer | Tomcat CsmReportServer | VmsEventServer | CsmHPMServer

I# RAM (GB)

<38 1024, 2048 512, 1024 (1024, 1024 1024, 2048 512, 1024

8 1024, 3072 1024, 1024, 1024 1024, 3072 512, 1024
2048

12 2048, 4096 2048, 1024, 2048 2048, 4096 (512, 1024
3072

16 2048, 4096 2048, 1024, 4096 4096, 4096 512, 1024
4096

24 4096, 8192 4096, 1024, 4096 4096, 8192 512, 1024
4096

>=28 8192, 8192 4096, 1024, 4096 4096, 8192 512, 1024
4096

—TEBEDRAMMNA NV —TFT 4 T VAT A EZDOMO T v AT TR SIVTUVE TR,
ZORITIFRINTWVERA, 7o& 21X, & 12 : Security Manager 7" 1 & 2 (2% L CTHATITEK
EENDHT 74/ D —7F A X ORAM N 16 GB DFAITHONWTEZTHET, 457
RTCOT AT LD —7 A ZOFFHE, (4096 +4096 + 1024 +4096) = 13312 MB,
2FD 13GB T, YV D3GBDRAM BAXL—T 4 7 VAT LAHEZOMO 7 aE A
HlicEHTEET,
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avI4%aL—varvavok |

A\

GE) HBAETILHA FZ2BRL., BEIJSCTENRTNRO RAM LT ZEW, AF Y EHE
DOIBIENRE I NT-GEE, LRI A—H B L TN T7 —~ A& EXED 2 &
MTEET,

aAVJ4Falb—3ravk
MRF Ti, 1 20avy Ne—#HDOY 7 a~ 2 FRRAEII, Security Manager ¥—/N 7'rt
ADe =7 YA AOFHWMY LERIEHESNES, K7t 20N I VR —7 4
ARF mf av > FEEA L THRETEET, ROXHIIZZDa~vr FEETTLLE, 20
A~y FOMEPHECEAT B RAFRRINET,

> mrf
mrf help
Prints this message.
mrf backup
Backup existing configuration
mrf revert
Restores backed up configuration
mrf set heap params process X-Y [min], [max]
Sets minimum and maximum heap sizes
process -> process nhame
X-Y -> Memory Range in MB to which heap sizes apply
[min], [max] -> minimum and maximum heap sizes in MB. These are optional but
atleast one should be specified.
mrf get heap params process [memory]
Prints minimum and maximum heap sizes in MB
process -> process name
[memory] -> memory size in MB for which heap sizes are to be printed. If not
specified heap sizes are to be printed for current system memory.

mrf 2~ REFITTLH80T, A7 e v A4 0B ZHEH LTS, Bohr7 ot 24
FIELTH, =7 —I3RELERA, A7 0 RL41%, £T2I0RENTHET, 71
T ALIIKRICFENCFENEBI SN ET,

JO0ERIZHTHE—T 44 XDEKRE
Security Manager 7' 1 & 2233 2 b —7 YA AOHREIT, IROFEZR 3 DOFIETHA S
£
1. BEF DR E DIRAT
2. BEAF DR E DFEHHL Y

.EREDEE (106 ~—7)

1. BFDREDRTEF

Tuat A0t —7 YA AOFKEIL, Security Manager D /X7 + —~ 2 AT ET 5 A[gEMED &
LZEBEARFETHI-D, 77V r—a L OEMEDIERO T TOLIEMTHZ L AHERL
£,
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2. BRIFDERE

JL.ERENEE

2% VAT PO |

F7-, PHHEL LT, 7o XAOMFEOAT U RELZLEETIHHINT, FUHEHRFELTEL
ZEBHER L £9, MRE TlE, 2 FEORGEFENHESNLTWET,

1L 1 2HOFEER, BRELEEZT A MNTAGEICEHATEET, Z0LEE, RIFT2O0
a<w s REFHALT, TREN, HVREEZREFETLIZ L, BLXOH LWEAT 2 HWVikE
ICRTZENTEET,

mrf backup
mrf revert

2. 2OHOFEZ HLWVEEZ LIS FEHLARIZ, HVWEICETGEICESLHET,
T2 DO FERHY, OS> BbOWT N —HFEFEHTEET,

1. REEELZIT > 2121 mefbackup 34T L TV T 4T, mrfrevert # F{TTE £ 7,

2. Cisco Security Manager — 3D /Ny 77 v T H o> Th b, REELELLITWET, &
FEATRICRT L &EE, Ny 7y 72 ERLET, ZOHA. Ny s 7T v 7HICTH
N7 —2 OEFITRDILET,

AH+ER L)

T—HORENFET LELLEDOT, ROavy REFEHLT, ek 2A0EFEOMERWED
o2 EnTEET,
mrf get_heap params [process name] [memory]

ZD A~y KT memory EZFEE L2 T UL, BAED RAM YA ABREH S ET, — I
DR ®HDH DI, BAIED RAM VA Xk F 2F#® TY, 737 A —# [processname] 1%, 7 7-2
IRENTWBEOWNTNNIZRY £T, TrE AL IRIRLTFE/NLFREBSNET,

Zoavwry FOHAE, ROXIITFRSNET, EOHNAIEMB TY,

1024
2048

Minimum Heap Size
Maximum Heap Size

BUEDRREZ MR LT-%, Z OB I N> TREZEETHZ LN TEET,
E—=7 A XRETDHITIE, kKOa~vr REEHLES,

mrf set_heap params|[process name] [X-Y] [min] ,[ max]

/NT A —4% [processname] [, K T2 ITRINTWNL T B EADONTNNNCT LI ENTEE
T, T ALIIRILFEANTFRER S E T,

ZDawy REFEITLI-%. Security Manager H— /% FRECE) L T B % LS H 5 BN &
D ET,
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RELEDH

\)

wrzzEon [

6=

mrf set_heap_params ZfEH L TITONT-ZHIT, B —7 RXIFA—FOEHFRHIHE ST/

T v TBETEND L. RONUD RN H D £, ZOHE, B LUWMEEIRFFT 2 480

HoH LT, ROFIEELFATTE £,

1. mrfbackup ZFEITLET,
2. TV — g  DETLETWET,
3. mrfrevert ZE/TLE7,

ZOavwy FTIE, ROWIIHERSNET,

mrf set_heap params|[process name] [X-Y] [min],[max]
BRI OEKRE—7 A X2 ELET,

[X-Y] : b =7 A X&@HT 5 AF VHEEE (AL MB)

[min],[max] : f/hBS KR —7 A X (BALIIMB) . ZbidA 7 v a TTR, A7
LB IDTRETLHIMNERDY 7,

/3T A—% [process name] 1%, & 72 IR SN TWDEOWTNANTRY £9, k241
RICF-E NP BI S ET,

WIZ, =T VA AORELFEOHIZRLET,
» mrf set_heap params Tomcat 7372-8192 2048,4096

RAM A X 7372 ~ 8192 MB DEFHAN D & & @ Tomcat 7' 11 A% L T/ L OMR K
t—7 YA XEFNFI 2048 MB & 4096 MB IZ5%E L £7,

» mrf set_heap params Tomcat 7372-8192 2048

RAM A XA 7372 ~ 8192 MB OEIFHIN D L % D Tomcat 7 2 2 Zxf LT/ —7F 4 X
% 2048 MB |23 7E L ¥4,

» mrf set_heap params Tomcat 7372-8192,4096

RAM YA X3 7372 ~ 8192 MB O#iFHAN D & & D Tomcat 7 R Zxf L Tk kKb —7 A4 X
% 4096 MB |2 E L F T,

» mrf set heap params Tomcat 8080-8080 2048,4096

RAM 1 X755 8080 MB & = D Tomcat 7 2 Ak L THi/IMBIOER —F 4 X2+
22048 MB L 4096 MB 27272 L4, getramsize == FZHE(79 % & . BEF0D RAM #
X% MB BN TS TE £,
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RELEDHER

2% VAT PO |

b —FRT A= F ERE LT, mrfget_heap_params =~ KA EITL CER AR TE £
j‘o

JOtRIZHWTRIE—THAL XADEEFEDEH

Z ZTEBA L7z, Security Manager 7R R % T o5 —7 A AOREDTZDD 3 D>OERE
FlEIZ, KOLHICERNINET, Zhboa~vr R, ETETRSLTHET,

mrf backup

mrf get heap_params process

mrf set heap params Tomcat 7372-8192 2048,4096
mrf revert #if required to revert changes

—PARE—T HA XDBRELTVELT H5— RGO F UL

SFUA

YFUA2

e

ZEN

% 5 Security Manager 4.0 = —% 3, N 7= F ZFrt X (VmsBackendServer) (Z%F LT 4
GB Ofg Kb —7 H A X&MHLTWET, ik, 8 GBRAM (2%} L T Security Manager 4.1
THYVYETONDT 74NV FORRE =T A X THHICBEBATVET, O FUA
Da—PI, Ny R 7av ANt —7 A A& 4GBICHRET HLERHY £, A
N NEH (Event Server 7' 2 A (VmsEventServer) %) 234 1x—7 /Wil »> T 7el)
W, 29 T2 ENTEET,

Security Manager 23X EHHE— RCHEHINTWET (A XU MEHELR— BT 4 E—
TN TNWD) o ZOYFIFTIE, Ny 7 R 7PatERE Tomecat Dt —7F %4 X%
WOz EnTEET,

Security Manager 23X EHHE— RTHEHINTEY (A Xy MEHELA— IR T & —7

N5 TND) | ARV MNEBEA F—T VT HHERH Y ET, 2O FIUATE, §
f\‘"COD Security Manager 7' 22 AD & —7 YA XOEEFR Y — S THEHAEE/L RAM Y14 X%
ML, Ny sy R 7aEAL Tomeat Db —7 %4 XERFH LTHE, A0k
BHEAR—TNMITHHERDH Y 77,

ARV NERENy 7= F 7R E, ATV EZKREICHET S0, L0 EORAME
DUTEMLELLET, (X2 MEFEPMERASNRWGEAIE, OO RAM BNy 7 =
F7at R 80 B ToEND XD \/*‘yﬁi‘/b‘ﬁﬁ:ﬂzx@ﬁﬁkt T A R HEOT
EMTEET) .
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RTOH—/N

BAOF— N1 UF 1 CETE 2k 59572 [}

X2 TAIZEHTEIRRNTSI9T4R

VAT LADR/NEOEF 2T A R—F Mo TV AT LAOREENERSINET, TO
F v 7 UARNNDAT v 71X, Security Manager DA > A h—/Ltk DV —_R—L ZDOS D
Fa 7 A RBICRILDET,

v

2RY

Q

1L =N tEXa T4 ZEFHMICEZEILES, PAT LTI T 48T &tk LT
filei® L £ 97, Microsoft Security Configuration Tool Set (MSCTS) < Fport 72 & D& % =
V74 V=N EFEHLT, =0t Xa )7 o REZEHINHER L ET, Security
Manager % —/3— EIZA VA b=/ ENTZAHF 2 KT r 23— g O Cisco Security
Agent |IZBT 50 7 7 A NV EHER L E T,

Evk MSCTS % Microsoft ™ Web %A F7>5 ., Fport i Foundstone/McAfee @ Web
A FMPHBAFTEET,

1. H—N~OYBTIERAEHIBLET, —NICHWOALARERAT 47 K74 TR
RSN TWAEEIX, "~ K NI4T0 OEBTHILIICH—A"ZHRELET, i
DINED AN UAREIR AT 4 7 RITA T b —R"ElEd LI2GAIc, 72 MRES
NHBFNARHY ET, @EiL, A7 L BIOS N TEBIEFZ &R ETX 7, BIOS
DRI 72 N AT — R CRESNTVWDH Z L 2R L E T,

1. YE—FT79ERAY—ILPYE—FEBY—ILEZY—NEIZA A F—=)LLET
LFEEWL, 20Xy —nig, =R~z N ALV M2 ETEEF2 Y
T4 VARZIZRY F9,

1. Y—N\ELTEHINI OBMEMICEETEILIICISMILR RAFTYy Y 7T r— 3y
ERELET. VANARXRYy T T r—vaid, buAOKRET 7Y r—vs
VOV NRADERAEIETEET, VA NABLEZEMICESHLET,

1. H—NT—AR—REEHEIZNVITYvILET, T _XCORIT T 2T 7R
NHIR I N 7= 2 7 2R E LET,

GE) N RT S AT 7 B X EI A R T 572012, vl /7 —H_—2R
DRy T T 7 774’»%&%@%&1%%@ LTL &V, 10GB L ED N—F
T AR EERBEEHRT D EEBEID LET,

1. SecurityManager —/N—ZFEHMIZ/NN v I 7y TLTLEZE W, BNy 7T >
TITON TV WA, F 7213 Security Manager - > A h—/U{Zxt L THEODE T
PITOI TV S YEIE, Windows 7 > 77 — k& 3479 5 AT Security Manager —
WXy 7T v 7T LET,
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B oxr—rzraryTsL—romz

AR M=ILFERIEZT7TYvTITL— FOWESE

ATvT1

ATy T2

ATvT3

Common Services % {1l L C. Security Manager D1 > A h—/LE 72T v 77 L— RBEI L
7o E D N EREFR TE £9, Security Manager { &% —7 = A ANFRINR, 2, E
LSFREINRWZ EDBFIKTA A b=V ZHEGET 25813, XREF 22 LTS 7ZE 0,

IIAT VN AT L EDT T UFEMEAL T, IROWT A% LTV % Security Manager —/3—(C
ar7A4rLET,

« HTTP — & 2 DA : http://<server_name>:1741
« SSL H—E ADH4A : https//<server_name >:443

PR—FENTWAT T IR LTI IO NR— 9 VEMERTAICIE. 72947 hodfE (292—)
EERLTLIZE 0,

Cisco Security Management Suite ~— 7226 [H—/S—F B (Server Administration) ] /Sx/V% 27 U w7 L
T [H—s3— (Server) 1>["&# (Admin) ]-<—3"T Common Services % B & £,

[7'rE A& (Process Management) | N— Y%K d 5121E, [F2tE A (Processes) |27 V27 LE
@—O

FEROU A M, TRXTOVF =T v 2ADO4HIE T v AT EOMERT — X ZADHPANFREINE
To WOTBEANREFICEEL TWOLILERH D £7,

» vmsDbEngine
» vmsDbMonitor

* EDS

({£%E) Security Manager —/A—NDRX FEZDER

ATy T

Security Manager % —/X—®D R A N EEHE T HUERHL5E81E. WOFNRIZTENET,

OS THA MZERLET,

a) [ZE=a—% (Computer) 2427 Y 27 LT[Fu/3F ¢ (Properties) | Z#INT 50>, [ hr—
JL23% /L (Control Panel) ] ZBHWT [ AT A (System) ] ZER L F T,

b) [y VEa—FHh, RAALY, U—7 7 L—T5E (Computer name, domain, and workgroup settings) ] D
T, [REDEH (Change settings) | %27 Vv 7 LET,

c) [£H (Change) %7V w7 LT, [ Ea2—%4 (Computer Name) | (ARA ) ZEHLET,

d) =rba—FZHEEELET,
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RATFwT2 a~< Ry ¢ RUTnet stop ermdmgtd & AJJ LT, Security Manager Daemon Manager % {5 I L &£ 97,

ATV T3 avr Ry v RyTROa~> R&F{T LT, Security Manager Server IR A NAGEFR A7 U7 N EFEITL
e

£
NMSROOT\bin\perl NMSROOT\bin\hostnamechange.pl
Z®a~r RO NMSROOT &, Security Manager DA > A h—/L T 4 L7 s U ~D/RATT,

EYk hostnamechangepl i%, OS TAHA A M MWATE S {1721%, Common Services (ZBH# L 727 1 L 7 K
UV, 7740, 7—F_X=2x ) BELORLTYRA M) MVICHRR MO % k3
LHa—=74 Y7 4TY,

ATFYT4 ava—XEFESLET,

G¥) ZDOAT vy TR, ara—XZHEET 50N H Y £7, Security Manager Daemon Manager
O FEE TIIA 55T,

CSM O 5 E oa—7 DR & 1Rl

Cisco Security Manager 4.24 LI ClZ, CSM VY 7 " =7 DA VA M—VE X7 v 77 L —
F&IZ, CSM B 7 Ea—7 2 LT, ¥R —FSNTW LA 7Y a v 2fEREs LUREET
TETS

ATy 1 ROGENCKBEI L £4, C:\ProgramFiles(x86)\CSCOpx\bin\
ATFv T2 NyF 77 AL CsmLogViewer %34T L £,

KOV R—FZINTNETRTOF T arzZ2FEALT, CM B/ Ea—T Y — LERKRTEET,

* Process Status

s[4 A h—svuaZ (Install Logs) ]
«[CSM®= 7 (CSM Logs) ]

* [Tomcat™ 7 (Tomcat Logs) ]

« [CSM#EfEr 77 (CSM operation Logs) ]

s [7 747> rrZ (Client Logs) ]

Cisco Security Manager4.27 f Y X kL—> 3 VA K .



2% VAT PO |
B sans

1:[CSMO % E 1 —7 (CSM Log Viewer) ]

g - O *
CSM Log Viewer Tool
| Process Status | View the current Daemon Manager Process Status
| Install Logs | View the Server and Client Install Logs status
| CSM Logs | View the CSM Individual process Logs
| Tomcat Logs | View the Tomcat Out and Error Logs
| CSM operation Logs | View the CSM operation Logs
| Client Logs | View the Client operation Logs

ATv T3 [CSMr 7 E2—T (CSMLogViewer) | Ku v 77X U Ry 7 Anh, EHEL I T —2MRL, T—
HERGET D0 7 2RI LET,

ESBEREFIN

B&Y BREFIE

FARD PR Security Manager Z (2895 & FoR S D kG
XD JumpSart 77 A RE&SH L T 7230,

B 5L O 72 B8 AT A L~ )VT D [Getting Started with
Security Manager] ht w7 [#3E] 22T 5
7>, [User Guide for Cisco Security Manager J
D1 [HEE]) 2R LT Z30,

B E O i T4~ 7 D [Completing the Initial

Security Manager Configuration | k&> 77 [555E]
W3 %70, [User Guidefor Cisco Security
Manager] D% 1 # [J5E] #2M L T2
VY,
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matrm

B 1B1EFIR
22— OFFE & FE AT DO HE ROBME Y7 2ZRLTIIZEN,

o —WHER (118 ~X—7)

* Security Manager & Cisco Secure ACS D
A (130 <—2)

FIA ADT— |

A>T A L~V D TPreparing Devices for
Management] [ ¥ 7 [HGFE] #5350,
http: //

D> %A?Tﬁ%foﬁ ITUser Gwdefor Cisco Security
Manager 4.27] D 2 3= [J55E] #2MR L <L
EENN,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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, 8

1—4Y—THhoV tOEH

2—PF T HT L NOERIZIE, T FOER E 22— OMERRB S ENE T,

« T FOERL (115 3—) 772 MZIE, Security Manager Server ¢ 12— 77 )L
T 17 k., CiscoWorks Common Services %—/3D ACS 7 7 > ;. F721% Common
Services ' —"XDIEACS TH TV b3 H Y £97,

o —PHERR (118 X—2)  HERR (E71Thpie) (X, ETZFFIINDHZ A7 TY, HIR
I%. Security Manager N = —H 1 —/ /L2 L > CTEFR éhiﬁ‘ Security Manager N & —
ML, 22—V ENRAT — RORFEZICRE SNE T, RiklX, 727 A U HIZ Security
Manager (2 K-> TfTbivEd,

11l

T FOER (115 ~—)

« PR (118 ~—¥)

» Security Manager & Cisco Secure ACS Ofity (130 ~=X—2)

* Security Manager & ACS DHHEEHD T TNV a—F 47 (149 RX—7)
« Common Services 4.2.2 ZffiJf] 4% = —71/L RBAC (153 ~<—2)

THOY DR

Cisco Security Manager Zffi {75 121%, A > A b— LHIZ/ER L 72 [ B (admin) | 7
YhEFRALTRZ A LT, 2=V —DT h vy FEERTIHNERHY £, ROZ A
TOTHY L FEERTEET,

a—HN TR (116 —)
cACST7HTU VB (116 X—)

cFEACST AT R (117 =)

A\

() Cisco Security Manager 4.21 LARETi, LARTD ACS $—/3—D {1 1V IZ Cisco Identity Services
Engine (ISE) Z#WFEIZMEHTEE7,
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1—4—7hortoEE |

A—AILTFThHOUk

H—ANT Y M EERT 51213, ROFIEZFITLET,

1

2.

4.

ACS7Hho Yk

RONWTIINEFEITLET,

Security Manager 7 7 A 7 > " BBEFWTWT, EBET I hTr I A L TWAHY
A1, [—sv (Tools) ]> [Security Manager® & ¥ (Security Manager Administration) | %
BIRL, a7 Y7 —T7 Ao [h— =t F% =2 U7 ¢ (ServerSecurity) ]ZiBIRNTE F
9, [Server Security] ~X— 121, Common Services DFFEDX—VIZY 7T HRZ U E
JOEDN—V RS ARF UREENTWET, [m—h a2z —H—F > 8T v~ (Local
UserSetup) %2 U >~ L, Common Services D[ —H /L 2—H—+F v ~7 7 (Local
User Setup) | <X—IZBEL £,

Web 77 7 Z{# ] L, URL https://servername % {# f] L C Security Manager #—/3—|Z U
7 LET (servername (I —/N—®D P 7 KL AE/ILDNS4TY) ., ZOURLIZE-
T Security Manager 18— AN — U3 & £97, [Y—/3—4# (Server Administration) |% 7
U w7 LT, Common Services & & £7, [Y—,3— (Server) [>[> > 74— —FH

(Single-Server Management) |>[2—# /L —+H%—+ > ~7 » 7 (Local User Setup) ] DJIE
{241 LT, Common Services D [ — A /L—H—+ > 87 7 (Local User Setup) ]2—
VICBE L ET,

LEM (Add) 1227V v 7 LET,

ACS Ty MaERT DI, ROFINEEZFEITLET,

1
2.

WONTNNEFETLET,

Security Manager 7 7 A 7 > " BNBAEBINTWT, FEEET H U hTr I A LTW5HE
AlE, [Y—/v (Tools) ]>[Security Manager®4& HE (Security Manager Administration) ] %
BIRL, T YT —T7 A6 [—"—%F% =2 U T 1 (ServerSecurity) ] %N T& £
3, [Server Security] ~X—7|Z1%, Common Services DFFEDX—UNZY 7T HREZ U8
FOREON—UEB R NG ENTOET, [AAAZE (AAA Setup) 157 U v 7
L C. Common Services @ [FBiEE— RO E (Authentication Mode Setup) ] ~3— VI H)
LET,

Web 77 U %l L, URL https://servername % {# ] L C Security Manager —/3—(Z U

Y7 LET (servername (I — —DIP 7 KL AE 72 IDNSATY) , ZOURLIZEL -

T Security Manager A8 — A~— V3B E £9, [h—/3—F P (Server Administration) ]% 2

Y w7 LT, Common Services Z & £, [h—/3— (Server) ]. [AAAET— FORE
(AAA Mode Setup) | DJREIZHEE LT, Common Services D [FAEE— NOEE
(Authentication Mode Setup) ] X—IZB#EI L £7°,

[AAAE— RDOFEE (AAA Mode Setup) ] T [ACS (ACS) | Z&EIRL 7,
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sacs7ro+ |

Evk

ACS 7w v MiE, (1) ACS ¥ A 7D AAA Mode Setup (Z #U1E [Authentication Mode Setup]
NR=NZHY FT) . BLW (2) CiscoWorks Common Services D ACS 2 7 A > Y 2 —/L%
HRALET, 7L, ACSuZ Ay TV a—LEERTHIMETHY ¥ A, ZhiE, ACS
2 A 7O [AAA Mode Setup] Z IR T 25 & AEAGISRIR S L E T,

G¥)

JEACS T A

Cisco Security Manager 4.21 LARETlid, LARTO ACS H—/3—DfX1> Y 2 Cisco Identity Services
Engine (ISE) Z#FEICMEHTE X7,

»

FEACS T H UV MEERT DIZIE, ROFNEEZFITLET,

1

2.

RONWTIINZEEITLET,

Security Manager 7 7 A 7 2 NISBIFERAWTNT, HFHET AV b Tr 7 A LTW5Y;
&lf. [—/v (Tools) ]> [Security Manager® & B (Security Manager Administration) ] %
BIRL, T YT =706 [—_—%F% 2 U T 1 (ServerSecurity) ] Zi#IN T& £
9, [Server Security] ~*—|Z1%, Common Services DFFEDX—UNZY 7T HHREZ U8
FOHEDOR—VEHLS RZ UNEENTVET, [AAARTE (AAASetup) 127 U v 7
L C. Common Services ® [FAFEE— ROFRE (Authentication Mode Setup) ] ~X— I H)
LET,

Web 77 U &/ L. URL https:/servername % f# i L C Security Manager —/X—(Z U

> 7 LET (servername(IH—/N—®D P 7 FLAEIEDNS4ATY) ., ZOURLIZE-

T Security Manager A8 — AN— V3B E £9, [ —/3—%F P (Server Administration) ]% 2

Y w7 LT, Common Services Z & £, [h—/3— (Server) ]. [AAAET— FOERE
(AAA Mode Setup) ] DJEIZHEE LT, Common Services D [FEFLEE— KO E
(Authentication Mode Setup) |1 ~~— I8 L E£7,

[AAAE— FDOEE (AAA Mode Setup) ] T[22 —H/LRBAC (Local RBAC) | Z &R L %
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Security Manager ACS #&[E

Cisco Security Manager 02’(’7“‘7 v ]\ DACS B — /L EHERERMELET, TT741 1 B—N%E
HNABZ<ARXTHZ b, =—XHEbETEMDOe—LVE{ERKTHZ b TEET, 277
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ZEBTEET,

* [Network Administrator (Network Administrator) | : ZR/RHEBRIZNN X T, Network Administrator
E. RET— WA TEZERLIZYD, BAZETLED, T R Za~vr RERITLIZY
TEET,

\}

(GE)  Cisco Secure ACS Network Administrator 2@ —/VINIZ & £ HHEMRIL. CiscoWorks Network
Administrator 7 —/VINIZE ENDHER E R CTIEH D FH A, FEANT OV TIE, CiscoWorks
2—/UZHONWT (122 3—Y) 2R LTLIEEN,

CiscoWorks & 38 T, Cisco Secure ACS Z i 19 #L1X. 4% Security Manager = — /L {Z BHf] 1]
DN HMERE I AZ A XTEET, T 74/ b B—/LOEEFEIZOWTIL, Cisco Secure
ACS B— L DA AL~ AR (1271 X—=Y) Z#BRLTITZEN,

Security Manager #£BE & Cisco Secure ACS © — /L@ BB F 12DV TiX, Security Manager N
MR E v — DT 7 4L FOREATT (128 X—2) 2ZR LTSN,
&R R

» Security Manager & Cisco Secure ACS O#EA (130 ~X—7)

o —WHER (118 ~X—)

Cisco Secure ACS O— )LD HRAZTA X

Cisco Secure ACS % 941X, 4 Security Manager 2 —/U\Z B AT T S 7-HETR &2 B H T &
F7, FFED Security Manager & A 7 & x5 & T HHERMT G- S Fgk i — % v — L& fE
5 Z &IZX 5T, CiscoSecure ACS A W AX VA AT HZ LHTEET,

\}

(¥ =2—VHERAE® L7=5, Security Manager % FFELENI T2 M E R H Y F7,

EIPERCRS
« Security Manager ACS #E[R (119 ~—2°)

» Security Manager W OFE[R & 12— /L DT 7 4 /L b ORI (128 <X—)

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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. Security Manager NDER & O— )LD T 7+ )L b OREES I+

ATv T

ATy T2

ATvT3

ATvT4

ATy TH
ATvT6

CiscoSecure ACS DF B —3 g L N—T, [IF T 77 (/a2 —F%> k (Shared Profile Components) ]
27V v LET,
[FFH =R —>> | (Shared Components) ]-X—3 T [Cisco Security Manager (Cisco Security Manager) ] %
7 U v 7 LET, Security Manager FIIZERE SN/ v — /L RERIRESNET,
WONTINNEFTATLET,
o UL EARRT BT, (BN (Add) J227 YU v 27 LEY, n—ADARIZ A LT, A7 a T,
A E AT LET,

O — NV EEETDHIIE, Fou—NLE 7Y v s LET,

MEMRY U —NOF v VAR 7 A A /F7 LT, FOu—ixtT AHERLE#RLET,

VY —DT T FIHIT AT 2w IRy I A F Nt B E, FOT T U FHRNOTNTOMERRI RN &
NET, mEE BV ET (Assign) | T =y IRy I AL AT DL, TXTOEY Y THER ) 52
REhET,

& % OMEBRIZEET 2N T 1 RUICRRESNE T, FEHIIZ DUV TIX, Security Manager ACS #HE[R (119
N—=) EZRLTIEEN,

Ev b W, KGR, BV YT, A AR — b, Gl EIIEBEMEREEIR L2GA . ST HRR
FERR G BINT DM ERH Y £, £ 95 LA >728A13, SecurityManager 25 1E L < #§EE L £ &
A/o

[iE(E (Submit) 1%#7 Vv 7 LTEREZRGFLET,
Security Manager % FHf#E) L £ 7,

Security Manager NDER & O—ILD T 7 + )L ~ DRBEES 1+

# 8-21Z. Security Manager #£[R. CiscoWorks Common Services 2 —/L, 3 J " Cisco Secure ACS
WOT 7 /v ba—/LORE T 2R LET, —#Hd e —/L (Super Admin, Security
Administrator, 33 & U8 Security Approver) (%, CiscoSecure ACS D7 7 4 /b k 12—/ L & FpIZ S
T o TRV TEENTWERA, FFEDOHERIZEST 53HMIZ- DUV TIL, Security Manager
ACS HERR (119 =X—2) ZZMLTIEE0y,

5= 14: Security Manager & CiscoWorks Common Services ) 0 — LB E T IH(2xt3 BT 7+ )L b DR

¥ERR A—JL

System Admin. Security Admin. | & 2 = ) 5 ¢ & | Network K58 | Network VT TR
B# (Security | Admin. # | Operator (Help Desk)
Approver)

FORHER

. Cisco Security Manager4.27 f X hL— 3 U HA K
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Security Manager DR E O— )LD T 7 A+ )L S OREESF .

¥R o—JL
F RS ADFER s s RN Sy D U KFhE %f
R —DFR % s % s % s KIS | % XF s xf
it~
FTV 27 FOER % s % s % s KNS | X KFIE *f
it
kAR | DFER % s s % s KN | X KFhEs %f
CLI ODFIR K hix K hix e RS PSII K X
BHIRYE DR % s s PSp KIS | X KFhE x
BRET — AT DFR K hix K hix e RS S I K xf
S
T A==V ¥ DFER | X s RIS RS | X KFhE x
75 G HERR
TN ADEHE s s x x x x x
(IR K hix K hix X x X x x
RY —DEH BTN ESIIN X X X x x
A A=V DEE K hix K hix X x X x x
AR/ BNy s s x x x x x
MR D SIS SIS x x x x x
BEHEREDEHE PSS X x X X x x
WRET — A T DEHE % s % s x I | X KFhEs x
Z DM OFERR
RY —DEID YT % % s x x x x x
RV & — DR RIS * i S e ) :
CLI D7 % s x x x % s x x
Bt (f R —h) s i x x x x x
[/EBH (Deploy) ] B X X *Ehes % x x
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. Security Manager & Cisco Secure ACS D#i &

IR a—L
a2 hr—/ (Control) |%fhis x x whs | % o x
%{% ;ﬁ‘ﬁ; ;(_j‘F‘L; X X X X X

Security Manager & Cisco Secure ACS D&

Z DIATIL, Cisco Secure ACS & Cisco Security Manager DFE A HIEIZ DWW TRt L £7,

Cisco Secure ACS |%., Security Manager 72 & DEFHT 7V r—v a U &2MH L T D2 —H|2E
HYRA Y NT—0 TRA RAERETDHeOOa~y RRA R LET, o~ Rt
T HYAR— MEI, —HOERPNEENDL ~EDa~ L Ny b ¥4 7 (Security Manager
TER—= VLI TND) ko TREtENET, ZNOOHER (R LIFEND) (T
Ko T, BED v —/LEFF O —H ) Security Manager N CEITTX D7 7 v a UINRESIL
£7

Cisco Secure ACS %, TACACS+ % ffi H L’CMEQT TV —a Ll LET, Security
Manager & Cisco Secure ACS 23l 3 572 ®IZ1%, Cisco Secure ACS N CiscoWorks H— 3%
TACACS+ZEHT 2 AAA Y A4 T M & LT RET DMENHY F£3, MMA T, CiscoWorks
H—/3—{Z (1) Cisco Secure ACS ~D 1 7' A ANMEHT HEHEH L ANAT—RFBXIW) (2)
A — P —BIIT ACS IZRRE L7 F — 22 it T 2 BN H VY £9, Zh b OB E
7292 L2k > T, Security Manager & Cisco Secure ACS [ DI85 D FZIMENRFES IVE T,

\)

GE)  TACACS+DEx=UT 4 AU v b&HET HI121E.  [User Guide for Cisco Secure Access Control
Server] [JEFE] #ZH L T 7E &0,

Security Manager 734/]& T Cisco Secure ACS L#fE T 5 & &2, 774/ b =B —/LOIER %
Cisco ACS IZFER L E9, Zdwr— i, Cisco Secure ACSHTML A > ¥ —7 = A A® [Shared
Proﬁle Components] &7 ¥ a ANIERKRINFET, £/, TACACSHIZ K DR &2 A X I H—

IR LET, 2O AX AV —ERX, HTML A > % —7 = A A® [Interface Configuration]
ﬁ&yaym@UAQm&«mmen&—VK%%SMifo%@%T\%SWmWMM%a
O— W EENAHEREEF LY, Zhboun—Lrka—Hla—y 7L —F @A LY
TEET,

N

() Cisco Security Manager 4.21 LA CiZ, LLRiTD ACS H—/N—D 1> ¥ IZ Cisco Identity Services
Engine (ISE) Z#FEICMEHTE X7,

KD k¥ 7 T, Cisco Secure ACS & Security Manager O I 515K DWW TR L £7,
« ACS A2 (131 ~—72)

« PJH# Cisco Secure ACS v F 7 v 7FIEOME (132 X—)

. Cisco Security Manager4.27 f X hL— 3 U HA K
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acs ezt

» Cisco Secure ACS THEITT HMETFIE (133 ~X—)
s CiscoWorks THEITIT AHMETFIE (140 =*—)
« Daemon Manager O FiEE) (145 ~—3)

‘NDG ZFEH LAV —H ZL—T~Dr—LOE Y YT (146 =2—)

ACS i & &1

Cisco Secure ACS ZfHEH T 21213, ROFINELZZTTHMLENH Y 1,

« Security Manager N CL B 7o RE L AT T A - DI E R MR 2 F o — L2 ER L E L
7=

« Network Access Restriction (NAR) (2i%. NAR #2717 7 A VICHAT 5 ESICEHT 5
TNRA AT N—T (FT2013T 3 R) BEEFNTWET,

o WHIXIG T NA A4 1L, Cisco Secure ACS & Security Manager Tf& 0 & KIUF/INLTF- %A
PDELIVERDHY ET, ZORIRIL, RRACEAISN, T4 A ETERINDHAA B
ANITEH S EH A, ACS O filFRIE Security Manager D44 iR LV & B 72 7=
D, T, ACSHNTT A AZERT HUENDH Y £,

CASA X2V T 432 THA R TS ZCHEL T SR UER B2 WE DT
A AERBEENHD 9, ZNHIZDONTIE, NDGZEZEHA LARWT /S, ZAD AAA T T
AT RELTOEM (136 2—) IZEEHENTWET,

e Xy NI =V FNRA AT N—T oA =TT HLENDY 7,

eV

* ACS L& DHINZT 734 A Security Manager (29 TIZA VA — FINTWBEHEEIE. £
BDOTINA A% AAA 7 74T bELTACSITEMLTHAOHAT DI L 2L £
T, AAA 7 747 > F®O4HEIIL, Cisco Security Manager N CDT /3 ADFE RS & —E
THLERDY ET, —BLTWRWnE ZRHDT /A XL, ACS HAH%IT Security
Manager D7 /3A A U X MIRRIN2L 720 ET,

« 3D Cisco Secure ACS v —"ZMEMT 57+ —/V NNV T U NRA VT TARNT 7Ty
DORERZRSHR L E T, HEOV—"ZEHT 52 LI2L->T, WThio ACS H—
NOBEREEEN KD TH, Security Manager NDIEZE & ik T £77,

« Cisco Secure ACS EFEATE D DL 1 DD /3— 5 D Security Manager 721 T4, £ D
7280, MR T2 oDR % /3— 3 > ® Security Manager 23 RIFRFIZHH STV D551,
2 DDF72 % Cisco Secure ACS — L DG A FEMT HMLENHY £3, 72720, D
ACS R L7e< ThH, HLWW—T 3 @ Security Manager (IZ7 77 L— RT&X &
R

» Cisco Secure ACS FBAEDMEH STV A A TH . CiscoWorks Common Services Y 7 h ¥ =
7 1% Compact Database <> Database Checkpoint 7 & ® CiscoWorks Common Services [& A @

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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. #)#A Cisco Secure ACS v b7 v TFIEDHE

2—T 4 VT 4O —ANBAEEALET, ZN60O2—T 4 VT 4 AT DI
a—HPEu—hIEFR LT, MYRMHEREZMETHILERDH Y 7,

BEEIE H
« W13 Cisco Secure ACS ¥~ N7 v 7 FIHOME (132 ~—)

« Security Manager & Cisco Secure ACS Ot a (130 ~X—73)

#)#A Cisco Secure ACS v 7 v TFIEDHE

ATy T

ATy T2

WOTNETIX, Cisco Secure ACS & Security Manager 2 L CTEITTHILEDOHHTXTO
AR OEEZRLET, ZOFIEIIE, FAT v TOFTIERIND LVFELWFIE~D
ZHEPEENTOET,

REEIER
« ACS FEA#HA/: (131 =—)

» Security Manager & Cisco Secure ACS OfEe (130 ~X—73)

%iinlunE%;Uurb\T:ET)bgn-l- in—d-o

Security Manager Zff "2 RilC, BEET LV EARET HLERH Y £3, UL, FHT 2 TEOEH
O—LET AT FOERLEENET,

Evk BHENEHEE O — )L EHEREZEFRT D LI, A F—TNITDHT—7 7u—4LEET 50
ENHDFET, ZOERIL, T/ EZAORIBHECEEL £,

FHHIZOWTIE, RO PE Yy Z7E2BRLTIZEN,
» Cisco Secure ACS 2 —/L{Z DWW T (126 ~—2)
+ [User Guide for Cisco Security Manager.] [J<35

+ [User Guide for Cisco Secure Access Control Server]

Cisco Secure ACS, Cisco Security Manager. 3 & Uf CiscoworksCommon Services& 4 Y X k—ILLE T,

Cisco Secure ACS A A h—/)L LET, HDOHP—,3 [T CiscoWorks Common Services & Cisco Security
Manager % > A h—/L' L %7, Cisco Secure ACS & Security Manager % [f] U — /N ETHAT LW TL 72
SN
FEIZOVWTIL, RO RME Y 7 E2BRL T Z3V,
+ [Release Notes for Cisco Security Manager] [#<5E] (Y38 — h T4 TV 5 Cisco Secure ACS D/X—0 5 &
DFEA)

e . Common Services, BELWN DA A h—/L (43 RX—)

+ [Installation Guide for Cisco Secure ACS for Windows Server] [#<7E]

. Cisco Security Manager4.27 f X hL— 3 U HA K
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Cisco Secure ACS TETY 2 & FIE .

AT w73 CiscoSecureACS THEFIBEZEITLET,

Security Manager = —# % ACS = —H# &L L TEHR L, b ZFH I NTr—MZES W T2 —% 71—
TIZEID YT, TRTOEFHEIIRT A X (I LU CiscoWorks/Security Manager —/Y) % AAA 27 747
yhELTGEML, EFEAE 2R L E T,

FEAMIZ ST, Cisco Secure ACS THITT HHMATIE (133 =) ML TIEE W,
T w74 CiscoWorks Common Services THEFIEZETLET,

Cisco Secure ACS TEFH SNV AT Al 2—V & -+ 50— a2—FE2REL., ALla—¥%%y
2T LMy Ry TRICERL, ACSEZAAA Y N T v 7 E—RELTHEEL., SMTP #—_R %L o
AT NEHEDETA—NL T RLAZHRELET,

FEARIZ DWW TIL, CiscoWorks THEATT DMt FIH (140 ~—2) 2B L T Z3V,

AT w75 Daemon Manager B LZET,
Security Manager #— /3¢ Daemon Manager # fFfiE) L T, ik L72 AAARELX AN L E T,
FEMIZ OV TIE, Daemon Manager D FFEEE) (145 ~—27) ZZML T 7Z3W,

ATw 76 CiscoSecure ACSTA—H JIL—TIcA—)LZBEIYHETET,

Cisco Secure ACS THRE SN2 —H J—7 T Licu— 28 Y CFET, EHTNEFIEIL, Network
Device Group (NDG; v b U —27 F/RA A T)N—T) ZRELIENE I ML TRARY £,

SEHIIZ DUV TIX, Cisco Secure ACS TO—H ' )L—F~0a—/)LEIY YT (146 X—) &R L L
720,

Cisco Secure ACS TETT & FIE

RO ¥ 7T, Cisco Security Manager & #5792 4%55 (2 Cisco Secure ACS TIHATT & FE
WOWTHEHLET, FIFSNTNBICH A7 25T LET, 20 OETHT 2 FIHOFEM
\Z oW T, [User Guide for Cisco Secure Access Control Server ] [#3E] 22 L T 72 &0,

1. <XREF>
2. <XREF>
3. <XREF>

Cisco Secure ACS TH1—H L1 —H JVIL—TDEE

Security Manager 3T D — % % Cisco Secure ACS TEF L. 15 OREBEHERIZIL Uiz m—
NEEI B TOHRLENRDY £, TORbMERITEZ. ACS THEHFRERT 74V F n—
W Ta—FEEEDO I N—TIT3 T H5HETT, LeziE, T XTOVRAT LERE %
SHITN—TICEHV LT, $_XTORy NT—7 XL —2 5RO T NV—TZE DB TH L
Wo e BETT, ACSNDOT 7 4V b B—/LOFEIIZ- DUV TIX, Cisco Secure ACS 7 7 4 /L b
=L (126 X—%) LTI EIN,
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. Cisco Secure ACS TH1—H E,1—H JIL—TDEE

TR ANTKET D 7 VAR A £5D System Administrator 2 —/L &2 H| D 4T 58 L —F 4 4F
T HMERD Y EF, TO2—WITx L TRE SN ERE#RM, % T, CiscoWorks O
[System Identity Setup] ~— Y CEH N E T, VAT LBl —TFDOER (142 —) &%
LT 7EE,

COBET, =Y EBEEOIN—TIZE DL THZ L IFENTHHZ LICEELTLEE

VWV, INHD T N—FIZTHEBREOa—/LOEIY M TiX, CiscoWorks, Security Manager, 33
L OZFOMOT 7Y sr— 2 L8 Cisco Secure ACS I[ZHGE I N % TEITSNET,

Je

Exb  ZOFIMETIE, ¥ CiscoSecure ACS G HDO—H 7 7 2 N OAERRKFIEIZOWTEB L £
T, MEEFET LI, 22— 77 FaER LT, @7 v—AI2 80 ¥4 THZ &N T
%i‘é‘o

ESPEDEYS]
« ACS a2t (131 ~—2)
« YJH Cisco Secure ACS v b7 v 7FIEOME (132 ~2—3)

« Cisco Secure ACS TOL—H V' )—TF ~pDa—/LVE ) YT (146 <—)

AT w71 CiscoSecure ACS 217 A > LE9,

ATY T2 ROFIEEFEH LT, 7WUEREZFF>2—VFE2RELET, 22— —La—VF—7 L —TORERITEH
WRE/RA T Y a U DFEHIZ OV CIE,  [User Guide for Cisco Secure Access Control Server] [F:5E] # &M L T
<TEEvy,

a) TES—TarnN—0 [=2—PF—FE (UserSetup) 1 %7 U7 LET,
b) [—P—f%E (UserSetup) ]X—I T, H LWL 2—F—D4HTE2 AN LT LENARE (Add/Edit) %
70y LET,
Evk [BHH (admin) ] & WO AFTOZ—HF —|T/EK L2 TL 7Z &V, admin = — (X Security
Manager D 7 4 —/L N 7 22— TF, ACS AT LA0MA L OBEH T IE L7286 13,
admin 7 1 7 > k&4 L T Security Manager #— /3 =™ CiscoWorks Common Services (T 2
A L. AAAE— K% CiscoWorks 7 — 7 /LERFFICZEE LT, B H A& T 5 2 L
TEET,

¢) [User Setup] @ F @ [Password Authentication] V A k72> 5 F8GE S AR L £97,

d) FHLna—FD2T—RE AN L THERLET,

e) L—W—IZEYYTHRE I NL—TL LT[/ NV—T1 (Group 1) ] ZIBIRL ET,
f) [24F (Submit) |27 U v/ LCa—H—=Th o FEERLET,

AT T3 SecurityManager 1—H ZEIZZ DT R AEEYIRLET, 2—FITHV Y THNTr—/LIESNTS
N—TNo D 2 & 2R L ET,

« 7 )L—7"1 : System Administrator

« 7 )L—7"2 : Security Administrator

. Cisco Security Manager4.27 f X hL— 3 U HA K
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Cisco Secure ACS TOEEHE T/ 2D AMAY 517> ke Ltoeam [

« 7 )L—7"3 : Security Approver

o 7' )L —"7"4 : Network Administrator
s JL—7"5 . Approver

« 7'/ —76 : Network Operator

« 7' L—77 : Help Desk

K — VZBEM T BT 7 4L MHEBROFERIZ DU Tid, Security Manager NOFESR & v — /L DT 7 o
v F ORI (128°—2) 2Z2RL TS ESY, 2—=F r—LDh X F <A XTHETOW T, Cisco
Secure ACS B —/L DI AL~ A X (127 =) 2B LTIEI,

G¥) ZOEBT, =713 l0or— b EREIN TV ARNWI—TOESTL2HY ¥, HE
T ARNET LTS, Fa—Wlca—LZE D ¥CFEJ, Cisco Secure ACS THO—H 7
=T ~Oua—/LEY YT (146 ~—) 2B LT IFEN,

AT 74 CiscoWorks Common Services T AT Ll —H & L CHHTIH L2 —F2ER LET, 22—
Pa L AT DEHE I N—TIZEN BT, T ATHT DT X TCOREELZMN S LES, Zoa—¥Txt
L CRTE SN BTG HAS, % T, CiscoWorks O [System Identity Setup] ~<— Y CEH SN E T, AT A
iRl —HFoER (142 X—) ZZRLTIEEN,

AT w75 [Cisco Secure ACS TOEHLRRT /NA ZAD AAA 7 7 A 7 hELTOBEM (1355—) | [Z#ERLE
-g‘o

Cisco Secure ACS TOEEBXRT/INAADAAA Y A7 ELTODIEM

Security Manager |27 /3 A 2% A L AR— F 9 5IZI1%, Cisco Secure ACS THT /31 A% AAA 7
TAT Y hELTRETHHENRDHY £9, MAx T, CiscoWorks/Security Manager H—/3%
AAA 7 FA T P LTRET DLENHY 7,

Security Manager 73, 77 A 7 U A — /TN A AL TRESNTZEF2V T a2 TFANE
BEHLTWDLEEIT, ZhEnoa 7 F 2 kZ2E5IZ Cisco Secure ACS (2B 2 LEIH &
0D ET,

BHXRIRT NA 28T 5 5L, NDG 21Ek L CTREDT N1 A &y FOFHIZ2—
EHIBTHNEI ML TERY ET, ROLHITEDET,

« FFED NDG ~D7 7 £ A 72T & 2 —WFIZFFA[ T 5556 1%, Security Manager TfEH ¥ %
2y hT—=7 FRARATN—TOFE (1373—) IZERBENTND LT A 2%

\}

GE)  TAARRY NU—T THNAL AT N—TIZHFESNDH0ETH Y £ D3, Security Manager
ILNDG (2% 5 Security Manager % 7 —2 734 2% BR L EF, [NotAssigned] IZNDG
THEH Y A, #HED NDG BLETRWIGAIX, TXTDT /341 X% Not Assigned 2> H 7
7 /v EONDG IZBEIT S Z & 2R L £,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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B voczERLELT A ROMA Y S FU RELTOEMD

NDG ZERLAEVTNARADAAA IS4 F7 > bELTOIEM

ZOFNETIE, T34 A% Cisco Secure ACS D AAA 7 T A4 T v h& LTEIMT S FIEICOND
T LES, HERRER AT Y a OFEMIC oW T, [User Guide for Cisco Secure Access
Control Server] [#53E] # 2 MM L T 72 &0,

Je

B>k CiscoWorks/Security Manager ¥-—/ 3% AAA 7 74 7> & L TENT 5 Z L 2NN TL
EEV,

BEEIER
« ACS Fi&E/: (131 =—)

« FJH# Cisco Secure ACS v F 7 v 7FINEOME (132 X—)

AT wF1  CiscoSecure ACS DF B/ —3 3 o "—7T, [%v U —7 ik (Network Configuration) 12727 U v 7 L
i‘a—o

ATvT2 [AAAYZ AT (AAAClients) | 7—7ADF T[T U DENM (AddEntry) %227V v 7 LET,

ATv 73  [Add AAA Client] X—Y TAAA 7 TA T hDOFRA M B2 XFLUTF) ZANLET, AAAZ T4 7T
v RDOAEA ML, Security Manager N TT /3 A& LTHEHT 2 TEDOER RS & —HSEHLERH Y
iﬁ—o

7o & 21X, Security Manager T R A A A% T /3, AL 25613 ACSIND AAA 7 747 b
DR A 44 % <device_name>.<domain_name> |2 5 LR H Y F37,

CiscoWorks ¥ — NIZA B 21T 256135, BREMAA N EFHTH I EE2HRLET, SAXA MO
BONBRELWT ERFERLTLLEESN ((RA MITRLFE/NLFEREBENEREAL) |

ZOMOmABANZIL, ASA X =2V 7 ¢ 27 %X | <parent_display_name> _<context_name> 735
EFNET,

ATv 74 [AAAClient IP Address] 7 4 —/V RIZF% v hU—27 FNRAAZADIPT KL AZ AN LET, T/34 AT IP
T RUARRE SN T RWEE (Rt =8 a 7 X MR E) 130 7 FLADORD Y IITH
FED dynamic # A1 L £,

GE) YT IR—=L T A A (RO NIC RFESNTZT A ) ZIBMLTWH5EEE, % NIC
DIPT RLAZANILET, &7 RLUADOMTEnter L E9, MMZ T, Security Manager
B —/R LD gatekeeper.cfg 7 7 A NV EEHL T HMENH Y £7,

AT9 75 [Key] 74—/ RIZHAMES—EZ AT LET,

ATv 76 [#BiFEFH¥E (Authenticate Using) ] Y A k7226 [TACACS+ (Cisco I0S) (TACACS+ (Cisco 10S)) ] Z3#R L
E3 N

ATw 71 [EE (Submit) 127V v 7 LTEEERTLET, B LT N1 23 [AAA Clients] 7 — 7 /L NIZFHR
IRENET,

ATYT8 ZOTuvAEEYVELT, LT A 2&BIMLET,
ATV T BMLET AL AERET 5120, 355 U CHESE) (Submit+ Restart) 1227V v 7 LET,

. Cisco Security Manager4.27 f X hL— 3 U HA K


https://www.cisco.com/c/en/us/products/security/index.html
https://www.cisco.com/c/en/us/products/security/index.html

| 2a—v—7nY>rngm
Security Manager THERT 512y b T—9 TIHRA R TIL—TDHRE .

ATw 710 [Cisco Secure ACS TOEHHIE L —F DOIER (140 X—) | TR ET,

Security Manager TERT 51y F7—9 TIHNA R TIL—TDEE

Clsco Secure ACS Z# i 3 HUE, FFEDEIHMNLRT A A& ETe NDG #RETCEET, =&
ZAX, HIPRAYHUE] 0O NDG SOfHf# S & —E9 25 NDG Z/ET& £ 9. NDG % Security
Manager & —f#ICEHTIUE, FENGT A RS LT, SEIERVNLVOHERE 2 —H
WA ETEET, 2L 2E NDGZ2HEHT 22 LICk-o T, =2—F AL, I—r v ICEE
SNTT AL RNKT DV AT DEBREMERE T O TICREINTZT A AT 2~V T T
AT HEREFEI DY THZENTEET, FO®RT, ERFOMEREZ2—FBIZEHIV Y THZ L

NTEET,

NDG [FE#HI2—HICH Y Y TEEAL, TORDYIZ, 2—F Z V=TT LITERLT-r—
JUZNDG ZEI0 Y TET, £ NDGIE1 oD — LI LNEY YK TAI LA TXEHEAD,
KR —HEEONDG #EHLH N TEET, INHLOERIL, BRINTZa2—% 7 L—
TOEZRD—ERE L THRIESNE T,
ek

¢ BTN AT 1 ODNDG DA L N—Z L ER A,

« NDG (%, Security Manager CTaXE FIRE7R T /34 A 7 /L— T2 EATT Bt E R A,

* NDG OEFBITIEIZOWTIE,  [User Guidefor Cisco Secure Access Control Server ] [#7E] &

ZRLTLZEN,

WD RE w7 T, NDG OEEICET AN REHRE AT v FITHOWTEBH L ET,

e <XREF>

e <XREF>

e <XREF>

* <XREF>

NDG & 1 —H#ER

NDG (F2—HEHFEDT A A &y MIHIBT D720, RO XD, R U —HERICHE
\iﬁqo

NV —ZFRT DR, ZORY —=0RED B THREDREH1DDT /A AITKE
TOMRZFF > TV DOMENRH Y £7,

e RY —EEETDHIE, TORY =2 E0 G THNIZT N TOT /A AT DHER
ERfO TWORENRDH Y £,

¢« VPN R Y —%FKR, BH, F23E DY THITIE, VPN bR PHROTRTOT /A
2K T AHEREZF > TWARERH Y £,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .



1—4—7hortoEE |
B vocieorss Ik

e TONNA AR Y —%E D B THIZIE, R —NEY B ToNEMOT A 25T 5
MR ZHf > TV A E I MCEIGR L . FOF AL ZOMHEROLNMETT (R L7 X

T, VPNAR U 2 —13hIACT9) , 7272 L. MERZFF> TWRNT A A 2B EToHh
TWARI —%ERETLHZ LT TEERA,

CE) A7Vl " EEETHITUE, FOF TVl AL TWATRTOT AL R THE
FHEREFF > TWAMLEIIH Y A, 2P L, TOTF AL A ETERSINEZT XA A L~L
DFT 2l O EEXZEET LTI, FFEDOT /AL 25T HEEMEREZF > TV D LE

NHH F9,

BEEE
« <XREF>

* <XREF>

NDG #&ED TV T+ 1t
NDG Z1Ek LT, T35 A& BT 5HI21E. NDGHEER T 7 7 4 71T DM ERH Y £7,
EEIEE
« <XREF>
« <XREF>
* <XREF>

* <XREF>

AT v F1 CiscoSecure ACS DFEF—2 a0 NX—T, [f v F—T 2 AT 4F¥ 2L —3 3 (Interface
Configuration) | %7 U v 27 LE7,

ATw T2 [F#A4 7> 2 (Advanced Options) 127V v 7 LET,

RT9T3 A7a—nAF Ty LThb, [fy NU—7FT3( A7 )—7 (Network Device Groups) | F = v 7 Ry
A AT LET,

ATy 74 [ZEE (Submit) 1227V v LET,
ATwT5 <XREF> TFATLET,

NDG DERK

ZOFIETIE., NDG ZERL LT, T/ ZAZBINTHHECHOWTHBALET, K7 /51 &
X1 OONDGIZLET DI EMTEERA,

. Cisco Security Manager4.27 f X hL— 3 U HA K



| 2a—v—7nY>rngm
noc ot [

je,
E> b CiscoWorks/Security Manager $— /3% Z 1045572 NDG Z1ER T 5 Z & 25 < HEE L £ 9,
L& BHII
NDGHERED T 7 7 4 74k (138 =) (RSN TNDH L HIC, NDGHEREEZT 7 T 4 712
LET,
&R e

NDG & B — L Da—H Z)—TF~ORES T (147 =2—3)
*NDG & 2 —HHER (137 =*—)

« Security Manager CHEMAT D%y hT—7 T4 A T V—TOE (137 X—)

ATy 1 FEFr—va =T, [y hU—27H#K (Network Configuration) | %7 UV v 7 LET,

BANE, TXTOT /A A0 Not Assigned I[IZELE S VE T, ZOHATIZIE. NDG NITAFIE LR o 7o
TOT A APREIESHET, [REIV ST (Not Assigned) 11X NDG TRV LITHEE L TL Z &V,

ATv 72 NDG Z1Ek L £,

a) [ hUDEM (AddEntry) 1227V v 27 LET,

b) [New Network Device Group] ~*—"C, NDG D4 Hi# AN LET, HAEIL24 LFTT, AN—R%
HHRTXET,

) (EE) NDGHNDOTRTOT A ATHEHEINDIF—2 AN LET, NDGHOF—2EFKT D &
NDG NOEBIDT /SA AZxt L TCEZRSINTZ TR TOF—N EEZINET,

d) [ (Submit) 1% U > 27 L CTNDG ZRMFLET,

e) O/ rEAEMEYIKL T, HrLWNDG Z/E L 7,

ATV T3 NDGIZT A AZEBIMLET, KT /54 AL 1 DD NDG DA L N—|{Z LRV EICEELTLE

éb\o

a) [Network Device Groups] =V 7 C, NDG D4 fi%x 7 U v 27 LET,

b) [AAAZ 747>k (AAAClients) ] =V 7 T, [ FUDEM (AddEntry) 1227 U 27 LET,

c) NDGIZEMT DT /A ADFEMAZER L T L, [BE (Submit) 1227V v 27 LET, FEMIZONT
X, NDG ZfEH LARWT A ZD AAA 7 AT > e LToEM (136 2—) #BRLTLIEE
A

d) ZO7avARAEREVIELT, £V DT /N A% NDG IZEML E9, Not Assigned 77 IV IZFET 2 &
ERRETT REME—DT SA AN, T 7 4V N AAA — 3T,

e) WMEDTNAAZRELLD, [P45 L CHLE) (Submit+ Restart) | %7 U 27 LET,

AT v T4 [Cisco Secure ACS TOEHHIM~—F DIERL (140 2—) | (TR F T,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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. Cisco Secure ACS T EEHIH 1 —H DIERL

ek Cisco Secure ACS & CiscoWorks Common Services DS 72 AN T LATHE, va—1%
& NDG I[P 5 2 &N TEER A, NDG & 2 —/LDa—H 7 L—TF~DEEf T (147
N=) BERLTLIEEN,

Cisco Secure ACS THDEBHIEH 1L —H DIER

Cisco Secure ACS @ [Administration Control] ~~— % {#H L T, CiscoWorks Common Services
AAAE Y N7 v E— FOERICHEHINOGEHET U & EFKR L ET, Security Manager
I, ZOT AT FEFEHLT, ACSTH—RNIZT 7 BALTCT AU r—a VERELIZY .,
TNARAITN—T XA N= T T N—Tty N7 v 7T EROWEDOEZD | ZOMOIEAR
(72 ACS & DT —Z DRV Z1T-720) LET, FHEMIZ OV TIX, CiscoWorks TD AAA
Ty b7y T E—RORE (143 3—) #BRLTIIES 0,

REEIER
« ACS FEAEAM: (131 =—)

« FJH# Cisco Secure ACS v N7 v ZFINEOME (132 X—)

AT v F1 CiscoSecure ACS DF B/ — g 0 3—T, [FH# =2 ha—/L (Administration Control) ] %7V v 7 L%
j‘o

ATy T2 [EHFELBM (Add Administrator) 1227V v 7 LET,
AT 73 [Add Administrator] ~X— T, HFEHEDOLARTE NAT—RE AN LET,
ATv T4 ROEHEERHEL TN T,

* Under Users and Group Setup
« IN—=TRAOL—FITHT HRAMIY T 7 A
s INHLD T N—T DRHEY T I A

* Under Shared Profile Components

cTFNRA R avwr Ry b ZATOVER
o« Ry N — I HERL

ATy 75 [FE (Submit) 1227V v 7 LTERELZERLET, EHEORERIHENTTRER A7 > a » OFEMIC
DWW CIE, [User Guide for Cisco Secure Access Control Server] [3538] # &M L T 72 &0,

CiscoWorks TETY 5 S FIE

Cisco Secure ACS TOHAEZ A7 (Cisco Secure ACS THEITT HHEFIE (133 2—2) &
HB) 587 L7265, CiscoWorks Common Services TWL D03DH AV 55 T T HMENH D £

. Cisco Security Manager4.27 f X hL— 3 U HA K
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| A—HF—ThIoU rOER

CiscoWorks TO A—HJL A—H DR .

9", Common Services |&. Cisco Security Manager 72 E DA ' A h—/LXRT 7V r—2a > d
Cisco Secure ACS ~D kA FIT L ET,

RO ¥ 7T, Cisco Security Manager & #5592 355 12 CiscoWorks Common Services T F{T
T HFMECHOWNTHALET,

e CiscoWorks T —H )L 2 —HFDO/ERL (141 2—)
o VAT APl —Y DiER (142 —)
» CiscoWorks TD AAA &y N T v 7 E— FOERE (143 =)

e ACS A7 —Z ZHAIFH D SMTP YV — & VAT LEHEDEF A —IL T KL ADERE
(144 ~=—73)

CiscoWorks TO A —HJL 2 —F DIERL

ATy T

ATy T2
ATvT3

ATy T4

CiscoWorks Common Services @ [Local User Setup] ~— %l L T, Cisco Secure ACS TIEK
N AT LRI —Y (Cisco Secure ACS THO—H L a2—H F L —TDEFK (133 ~2—
V) BB LEoKFELLe— N a—FTHY U NEERLET, Zoa—0L 2—W
TAUY I BT, YATLAEHE Y Ty FIMERSET, IOV TIE, Y AT A
WAl —FoER (142 5—) ZBRLTIES0,
BAEIE B

« ACS a2 (131 ~—2)

o ®J# Cisco Secure ACS &~ b7 wv 7EIEOHZE (132 _X—)

WD/ AZHEVY, Common Services @ [Local User Setup] ~X— B8 L £ 97,
Security Manager 7351 > A h—/L &N TN HH—3>

Cisco Security Manager 7 7'U 77— a VDT AT ko 74 a >

[F## (admin) |7 AT b s A2 >

[Server Administration] >

[Server]> (A==— kL7 ¥iH) >

[Security] >

[Single-Server Management] >

[Local User Setup]

BN (Add) 1227 Vw7 LET,

Cisco Secure ACS TY AT Al —H Z{ER LT ¢ ZIC AN LT b DO LRI CLARTIE NA U — K2 AT L
F 4, Cisco Secure ACS THOa—H b a—HF V)L —70EFHR (133 3—) 2BBLTLLFEN,

[Roles] D TFDF = v 7Ry 7 AT XTHUNILET,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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B x7rmpa—voxrs

ATv7F5 [OK (OK) |27 Vv 7 LCa—Y—%2ERLET,

AT LEBNLA—YDEE

CiscoWorks Common Services @ [System Identity Setup] ~— Y Zf#H L T, [F U¥— 3 BICHALE
ENERIC ALV BEOT Y r—var 7ot AR LTWA Y —EREE2 A x—7 L
T EHEA—Y (VAT LAl —F LN D) ZERLET, 77U r—va i, v
AT DBl —Y 2 H LT, UE— b CiscoWorks +— X LD 7o A%ZIELET, i
X, Frlo, 2—Fon s A UEic, 7Y r—va CORBHERLERRG IR ET,

MAT, VAT L@Hl2—WFIE, T4~ U ZAIBRFTTIIR T A 22— L TR S
NTWDEBICY T IR 2FT T DO LHERSET,

I TRERELEV AT AR —H X, CiscoWorks Tlir—H /L a2—H L LT (F_XThHhr—
ABEND M THND) | ACS TIET AL ATKT 5T R CORMEL FFO2—F L LTERET S
VELH ) T, LERFHELZ RO —FEZBRIR L R0 > 72358 1%, Security Manager Tk &

SNTETRTOT AL RAERY =2 FRTERWVABERS Y £3, LITETATIZROFIE
EERATLIEZ L 2R L TSN,

» Cisco Secure ACS TO—W L a—4 F L —TFDEFK (133 2—)
¢ CiscoWorks TO 1 — /L —HFDO/ERL (141 ~=—3)

BEEIE B
« ACS a2y (131 ~—2)

o #1H] Cisco Secure ACS ¥~ b7 v 7 FIEOWEE (132 X—2)

ATy T WO/RAZHE, Common Services @ [System Identify Setup] ~<— 2B E L £ 3,

ATy T2

ATvT3

Security Manager 23 > A b —/L ZFL TN B H—s3>

Cisco Security Manager 7 7'V 77— a VDT A7 by T A a2 >
[FHE (admin) | ThHU burdA 2>

[Server Administration] >

[Server] > (A==a— kL7 ¥35) >

[Security] >

[Multi-Server Trust Management] >

[System Identity Setup]

Cisco Secure ACS TIERK L 722 27 Ll —H D4 HTZ AT L EJ, Cisco Secure ACS THOL—H L2 —
Y I —T0EFR (133 5=2) 2ZRLTIES,

ZDA—=YDONAT—=RFE AN L THRLET,

. Cisco Security Manager4.27 f X hL— 3 U HA K



| 2—5—7nY>roEm

CiscoWorks TO AAA v b7 v 7 E— FOEE .

AT 74 [Applyl 27 VU v 27 LET,

CiscoWorks TO AAA LY F7 v T E— FDERTE

ATy T

ATy T2

ATvT3
ATv74

CiscoWorks Common Services > [AAA Setup Mode] ~— % L T, Cisco Secure ACS % 45
BAR— b ELAREX -2 ELAAA T — L LTERLET, MA T, AR2EONY 7T v
T —RNEERETEET,

Z OFJEIL, CiscoWorks & Security Manager?® Cisco Secure ACS ~D ¥ &k & EIT L £,

Je

E> bk CiscoWorks Common Services ¥ 7213 Cisco Security Manager 7 > A h—/L LT25H1E, 2
TTCRELIZAAA Y T v 7RMRESNERE A, AT, ZOREFNY I T v 7 LTH
AR M= NFRIE IR TEEE AL, EOTZD, WTNHLOT 7Y r—a LV OF L= g
NET T T L— RTA5EAIE. AAAE Y FT v 7 E— REZFEE LT, Security Manager %
ACSICHBERT HMERH Y FT, ENT v 7T — hOBHEIE, 207w ARLEHY
Ao o ACS ~® Security Manager D PRGN, BEFFD v AT KAl 2 — W — 238 L, #r
LBASNTHMERENETHILERDHY T, £5 LAgnE, RBAC PEFICHELEY
oo VAT Dl —HOER (142 =) 2ZRLTIEE,

ESPEDEYS]
* ACS FEAEM: (131 =—)

« #1144} Cisco Secure ACS & v v 7 v ZFIEOHE (132 <—)

WD I/XAZHE Y, Common Services @D [AAA Mode Setup] ~<— VBB L 9,
Security Manager 731 > A h—/L &L TV D H— 31>

Cisco Security Manager 7 'V 7r—2a VDT AT by T Ay >

BHE (admin) | TH T busA v >

Server Administration] >

[
[
[Server] > (A==a— L7 ¥5l5) >
[Security] >

[

AAA Mode Setup]

[fEAARE/2 0 /A & ¥ 2—/1 (Available Login Modules) ] ® F T [TACACS+ (TACACS+) ] &R L
EJc AN

AAA A4 7L LTIACS (ACS) 1ZEIRLET,

K 3 -2® Cisco Secure ACS $— 3D IP 7 K L A % [Server Details] = U 7IZAH LET, EH XV
=N H = ) =N F, TITA~ ) b= N"THEENBELLZGEONNY 7T 7 L THELE
T TRTOYP—TE U= 3 D Cisco Secure ACS NEITL TWAMLENRH Y F9,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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B Acs 27— 5 2BRAO SMIP 4 —/E LR F LEBEDEF A —IL 7 KLADRE

ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

ATy 710

ATy TN

GE) RE SN2 T T O TACACS+ — "—NRE Lo 7235E1E. admin CiscoWorks ©— 7
/1/777 v hEFHLTRZ A LTHDL, AAAE—FR ?/L’Non ACS/CiscoWorks Local |Z 25
THMBENRSH Y £9, TACACS+ I — DY —E ARMEESHZ5, AAAT— K& ACSITZE
HTOMERHY T,

[Login] = U 7 C, Cisco Secure ACS @ [Administration Control] ~<*— " CEF L= EHE DL FIZ AT L E
T PRI DU TIX, Cisco Secure ACS TOEHFHIH 2 —FDOIER (140 2—) ML T Z3N,
ZOEBEDNRAT — R AN L THR L ET

Security Manager H—/3% Cisco Secure ACS D AAA 7 7 A 7 b & L CGEBIMLT- & AN LI-dHH/
FEx—H AN L THERLET, NDGEZEH LRWT A ZADAAAY T4 7T ML LTOEM (136 ~<—
V) BZRL TSN,

[TRTDA A N—IVERT 7V r—3 3 > &ACSIZ Gk (Register all installed applications with ACS) ]
Frxv IRy A%A T LT, Security Manager & Z DD A A N — 3R T 7Y r—3 3 % Cisco
Secure ACS |28 Ek L £,

[ApplylZ 7 U v 7 L TREMEZRFEL T, RBERRAA—ICBEOEENFRINE T, BEPTE T
HEAE—UNFRRINET,

Cisco Security Manager > Daemon Manager ¥ — &2 Z F &) L £ 3", Daemon Manager O &) (145 ~=—
V) EHRLTLIIEEN,

Cisco Secure ACS I[ZFFR 7 A » L TRrR—/VEZKE—Y Z—712H D Y TEF, Cisco Secure ACS TD
2= T—T~Or—ED ST (146 X—) EBRLTIZEY,

ACS A T—AR RXABHA®D SMIP H—/N\E VAT LEBEDEFA—IL 7 RFLADETE

T RTD ACS —PEHAREEIZ 2 > 728 1E. Security Manager TH A7 2 AT CTX &
Aom74y1~$@\MBMTmﬁgﬁ&xﬁ%iﬁbiokﬁé& sRmEC (KE %
RETO2EEEEZ0NTID) 77V r—rarhbrm 7y hanET,

SMTP H— 3 & v 27 NEHE 25 B9 2 & 912 Common Services 7% € L7288 1%, 93T
D ACS B — "M ARHEEIZ 22 o 72 & F 1T, Security Manager 7> 5 FHE IZE A —L A v —
UREFRINET, TORXvE—UIZLY, Rkt E nEE L 3 A ROk LTS & T
ZEMTEET, EHE L. Common Services 75 IE ACS B A X MBI 5E T A —L
Avt—VEZITRLZEbHY ET,

Je

B2 b Security Manager (X, BBV a VDT, 77T 4 €T 4 DGR, ACL /L—/LOHREIR L

DARY N XA T TDHETA—NBEHNERETEET, T THRET D SMTP — 3%

INHOBAICHEHINET N, EEFDOEF A —/L T KL AIX Security Manager Tk i &
NET, ZOXIREFA—NT FLADRETEICONTIEL, ZON—Ta OEEEO [User
Guide for Cisco Security Manager] [(RGE] 2. 77 A4 T bOF LT A o~V THEBRL T

éb\O

AT T1 RO/RZAZHEV, Common Services @ [System Preferences] ~<— JIZ B8N L £ 7,

. Cisco Security Manager4.27 f X hL— 3 U HA K
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| 2—v¥—7nv>toEn
Daemon Manager D28 .

Security Manager 75 > A h—/L &N TN HH—3>
Cisco Security Manager 7 7' U 77— a VDT AT ko7 7 A4 >
[E#¥E (admin) |7 AU b rAr >
[Server Administration] >
[Server] > (A==2— kL7 ¥ 5) >
[Admin] >
VAT BFRE
AT w 72 [System Preferences] ~*— 3. Security Manager 23M# ] lBE72 SMTP H— XDKR A ML E72XIP T KL 2%
AN LET, SMTP = NF, B A=/ A v b=V OREITH L T2—PRIEEZERTE EHA,

AT T3 CiscoWorks W& A —/VOEGIHEHARERE LA —/LT RLAE AN LET, Ziu, Security Manager
DBFNIOREFIEMSNDEF A=A 7 FLRALRICICT 20ETH Y £HA,

ACS YV — NNMEAARREIZRD &, ZOT U M (BXOZoTHo L bnb) Avb—URNEEIN
ESc N

ATy T4 [Applyl 227 U v 7 LTEERNREZRTFELET,

Daemon Manager ) B #Z &}

ZOFNETIE, Security Manager — /X Daemon Manager O FF L E) 51512V CidH L £ 97,
ZOBEIE, MR LT AAA REEEZANCT D72DIATIRERH Y £, £ 5T,
Cisco Secure ACS TEFR ST EMEIGH A A L T CiscoWorks (257 7' A T&E £7,

ESPEREYS
« W3 Cisco Secure ACS ¥~ N7 v 7 FIHOME (132 ~<—)
* ACS FEAEAM: (131 =—)

AT w71 Security Manager — /331 VA h— L Sfz~v Al s A o LET,
AT9 T2 [AX—1 (Start) |>[7 07T L (Programs) |>[&HEY—/L (Administrative Tools) ]>[¥—E A (Services) ]
@I C[Y—E A (Services) ] V4> RUZEB &£ 9,

ATV T3 L3 NIFERENTZY—EAD Y R Ry, [Cisco Security Manager Daemon Manager (Cisco Security
Manager Daemon Manager) | Z &R L £7,

RT9 T84 V=)L R—T [V —EADOFHEH (Restart Service) | R¥ %7 Vw7 LET,
2T w5  [Cisco Secure ACS TOZ—W FL—TF~pDua—LE N YT (146 2—) | ITHEEHRET,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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. Cisco Secure ACS THD1—H J)L—F~ADO—)LEY KT

Cisco Secure ACS TO1—H J)L—T~ADO—)LEY KT

CiscoWorks, Security Manager, 3L ONZF DDA A F—ViFEHT 7Y r—3 = % Cisco
Secure ACS [Z%$%k L7- 5, CiscoSecure ACS TRRE LTm2—V S —T70FNEhile—/L%&
YR THZENTEET, Zho0u— LIl o T, %7 /0 —7 D2 —H 73 Security Manager
THEITEHFEINDT 7 v a vy NREINET,
2—H F—TFicu—xE Y Y THRIEL, NDG BMEHINDINE I NI TR F
7

*NDG ZfEH L7 a—W Z—T~onr—LOE ) 4T (146 =—)

NDG & 2 —/LDa—H F)—TF~OFE T (147 =—3)

)

(GE)  CiscoWorks/Security Manager % —/N—% Z {55172 NDG Z1ER% 35 Z LI X - T, Cisco Security
Manager & ACS D#EEIT LD AENIIHEREL £7°,

NDG ZFRALAEWVNI—F JIL—TA0O0—)LOEYHT

ZOFNETIE, NDGREHZSIN TWRWEEDOZ—Y T —T~DF 7 4/ s B—/LDOE Y
MCHECOWTHHA L E 4, ZEMIC OV TiL, CiscoSecure ACST 7 # /L k m—/L (126 3—
V) BEBRLTLIEEN,

[ L& BHIIC

e T 73Nk u— LT lila—Y FL—T7%ER LE T, Cisco Secure ACS TH—H L
a—W FI—TDEFH (133 3—=) 2R L TIEEN,

RO Ny ZICEEEH INZTINEEZFETLET,
* Cisco Secure ACS TIHITT HMETNE (133 X—)

* CiscoWorks TEITTHHMETFINE (140 =—2)

ESPERENS

e CiscoWorks = —/ L2 DWW T (122 =—)

* Cisco Secure ACS @ — /L2 2D\ T (126 X—2)

AT w1 CiscoSecure ACS (2 /A > LET,

ATFY T2 =g "= [FV—TFE (Group Setup) 1227 U v/ LET,

ATv 73 URA LMD System Administrator i 0D —4— 7 )L—7" %8P (Cisco Secure ACS THOZ—H & =2 —4 7
N—7DiEFR (133 =) &) LThb, [REOHE (BEdit Settings) 1227V v 7 LET,

. Cisco Security Manager4.27 f X hL— 3 U HA K



| A—HF—ThIoU rOER

ATv74

ATy TH

NDG & 0—Lna1—+ T L—T~oiEfT [

vk TN—T 2 EEROHILANIET LT, ELW/A—7Z/FELLTVWEIICTHZENT
EXFET, V=T EBIRL T, [ NV—THDEE (Rename Group) |54 7 Vv 7 L, 4HiEE
FLET,

Z D7 )Vv—7|Z System Administrator = —/L & E| Y 4 TEF,

a) [TACACS+ Settings] D @ [CiscoWorks] = U 7 E TR/ u— Vv ¥ LET,

b) wHID[EID HT (Assign) 47> 3 &N L T, CiscoWorks 7 —/L D U A k)5 [System Administrator

(System Administrator) | %N L 97,

¢) [Cisco Security Manager Shared Services] =V 7 £ TA/ u—/L X7 LET,

d) IO [FY YT (Assign) |47 =3 &L T, Cisco Secure ACS 7 —/L D Y A kH & [System
Administrator (System Administrator) ] Z 3R L £,

e) [&fF (Submit) 227V v/ LT, FINV—THRELZHREFELET,

BHoog— LI LTI uat A2 YKL T, Fu— L Z2mEblia—y Z1L—128 0 ¥ CTFES,

Cisco Secure ACS C [Security Approver] 2 —/L % 721 [Security Administrator] 7 —/LZ38#R4 5 & 1%, &b
ITV Y CiscoWorks 17—/ & L C [Network Administrator] Z38#R4 5 Z &L ZH#ELE L 97,

ACSHDOFT 7 )b s B—)LDHAZ A XFFIEIZOUWNTIE. CiscoSecure ACS H—/LDH AZ <A X (127
NR=) LT ZEN,

NDG & O—)LD1—YH JI)L—T~DOFEES 1T

NDG & 71—/ % B3idif} 1} C Security Manager Cffi 13-4 1%, [Group Setup] ~X— Y DR D 2
DT CERENERLT D2HERH D £T,

e [CiscoWorks] = VU 7
¢ [Cisco Security Manager] = U 7~
KU TANOERIL, TEXLHETMHBE T T L2LENHY £9, CiscoWorks Common

Services NIZTEE L7RWA A A o —/LE7-1% ACS v — L2 BEMNT 21, £0a—/L
WZEID Y TONTZMERIZIKESNT, TEDRTEWEREIERT AL HICLET,

Security Manager T S5 2 —H 7 L—7 2L OBE# T 2B T 24BN’ H D 3, 7=
EZIE, FEEHHIROY R — MIYE LGS — T —TRNHLGEEIT, F0o—% J—
TEIEIR LT, WEEHUKN DT 34 2% 5T NDG & Help Desk 72— /L& BH#ifl 175 2 &3 T
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FEINTVWDLILEHRLET,

+ ACS @ [Administration Control] “X—"C, IELWT I 7> PNRERINTND I & R
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X2 VT 4 v R =T % 22 TCP - X
Telnet TXa2VT 4 v —% 23 TCP — X
SMTP Common Services 25 TCP — X
TACACS+ (ACS D Common Services 49 TCP — X
)
TFTP Common Services 69 UDP X X
HTTP Common Services 80 TCP — X
X2V T 4 v Ry Tce - X
SNMP (FR—V 7)) Common Services 161 UDP — X
NI F—< A EF=H— 161 UDP — X
(Performance Monitor)
SNMP (k7 v ) Common Services 162 UDP — X
INT F—< L AET=H— 162 UDP X —
(Performance Monitor)
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HY—EX HMEFLIIFER7 TV r—2 3 |[R—rEB/AR— |7 btan EE £
v ~ D EE &
HTTPS (SSL) Common Services 4432 TCP —
X2 VT v =Ty TCP X
NI p—<w AT H— TCP X —
(Performance Monitor)
Syslog3 X2 UT 4 < |514 UDP | X|—
F—=T¥
Common Services 514 F 7-1% 49514 | UDP X —
(Security Manager 751 (Z DITOHE
VAR ESRTN RN 2 M)
Ho
Performance Monitor 514 UDP X —
(Security Manager 731
VAR ESITOZRND
5o
Remote Copy Protocol; U Common Services 514 TCP X X
FT—hat'— o bz
Jb
HTTP Common Services 1741 TCP X —
X2 UT g v x—Ty TCP _
NI F—<F L AT=H— TCP X —
(Performance Monitor)
RADIUS Security Manager | 1645, 1646, |TCP|—X
LDAP (OMEBAAA Y — 1812 G
/) H) L 389,
Kerberos 636
(SSL) . 88
Access Control Server X2 UT s v x—T% 2002 TCP — X
HTTP/HTTPS
CiscoWorks #— bk ¥ — | Common Services 8088 TCP X X
/X—H® HIPO & — b
Tomcat > % v h & 7> |Common Services 9007 TCP X —
Tomcat Ajp13 =%~ % | Common Services 9009 TCP X —
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Security Manager 4—/\D kS T a—F 4 Y .

H—ER HNEELFER7 TV r—2 3 | R—bES/AR— | Jobtan &= Ei
N ~DEEH ]
TN X2V T 4 v RX—TV¥ 10033 B L TCP X —
10034
FA LA P— Common Services 40401 TCP X —
Daemon Manager Common Services 42340 TCP X X
Osagent Common Services 42342 UDP X
Fe B NR— X Common Services 43441 TCP X —
RT f—~< AT H—|43453 TCP X X
(Performance Monitor)
DCR & OGS Common Services 40050 ~ 40070 |TCP X —
Event Services Software Service 42350/44350 UDP X X
Software Listening 42351/44351 TCP X X
Software HTTP 42352/44352 TCP X X
Software Routing 42353/44353 TCP X X
Rk A =X A Common Services 50000 ~ 50020 |TCP X —
(CST™M)

? Cisco Security Monitoring, Analysis, and Response System (Cisco Security MARS) 7 75 oA 7 3 % & i #i % 45 £ 7=
IERHET 5 7212, Security Manager (X7 7 4 /L b CAR— | 443 LD HTTPS #fEH L E3, ZOHBTHIOAR—
FEfERT o0 E > ERIRTE £,

: Security Manager DA A h—/)LE721LT v 727 L— RIFEIZ, Common Services syslog #—E AR — 723 514 72 5
49514 ICAEF S ET, & & T Security Manager 37 > A A h— /L ENT2HE, A— MISAICESNE T A,

Security Manager H—/\D S TV a—FT 1425
ZOHETIEH, ROEMICEEZLET,
« VA M= LHOP—R[EE (162 =)
o VA M= EOT—R[EE (167 2—)

T UA VA N—)LHFDOY—R[EE (171 X—)
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AR M—=ILBDY—/N\EE

rFSILYa—F108 |

QY=Y T I =T DAL A= NWRHIRRENZZDA VA =V 2T— A vt —TF

ED V)BT

A:V—NR—YV T NT2TDALL AN TT—AvE—rBHEFEI6: A A —/ T
T— A=y (=) [RLET, ZORITEEOXFOT VT 7 Xy MEIZERS 1

TWET,

RI6:AVAR—ILIFT—AyE—D (=)

ryte—o Ayt— |A—HYOTF7rav
ChER
License file failed. ERROR: The file with the name P41z 1. —RZT vy T LTHE, HEELET,
c:\progra~1\CSCOpx\setup does not exist Common )
Services i |2 VYA MV =T ZEMAMLT, 2oz MY
77 (SHKEY LOCAL_MACHINE\SOFTWARE\Wow6432}
v | HIEBRLET.
YET V3, Security Manager % > A h—/V L7274 L7 R U T
Ao LET.
k=L
F5rL |4 CMFLOCK.TXT ZHIRL £ ((HET25HE) .
TRHL g Security Manager & 5 > A h—/L L £,
F L7,
, , o LAy | TR RCHET AR (16 N—) LTS
Corrupt License file. Please enter a valid License file.
A T7A
IV DM R
LTW5
n 74
A
7 A
DN
R
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12 r—npny— EE [

Aytw—T Ayt— |A—HOTFHI 3
CHER

Corrupt License file entered for 5 tries. Install will > E@ﬁ{’ [OK <OK) ]%ﬁ )7 L, ?/]"TZI/X:T‘—?‘—U)ﬁ
proceed in EVAL mode. Press OK to proceed. Tﬁ;j]fcﬁ ﬁ&:@yfiﬁo

7Akr
AT7A
JL~DX
PR IN
ARy}
REMEDN &
D E9,
AT 5
EFS:eP
b, A
N
IV D3 REAT
E— NIZ
EpbyF
R
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Aytw— Ayt— | A—HF0OF7sav
ChHIEMR
Windows 2012 R2 Server (Z1&, ¥R ? Microsoft Windows /¥ | #E5E X 71 | Cisco Security Manager DA > A b —/ /L ZBlia+ 2 H1Z, #
FHEH STV WAREMER H D £, %) WD EZMER L T TZEN,
Wind _
a. KB2919442 Upr(;a?ews Cisco Security Manager D1 > A h— /L&A T L T,
b. clearcompressionflag.exe I TR L. Windows ¥ — E"AIZ Apache ¥ — B R & 4k 5 0%
c. KB2919355, KB2932046, KB2959977. KB2937592, ;7\(’)11112(1}){\72% BRI OWTIE, A A P VBRI T = v 7 U R b
KB2938439, KB2934018 ~
Server (2
d. KB2999226 7R UNATRE
SNBDSY T, ZO%— S E B Cisco Security | 1EPTDY
Manager ¥ — &' X & ¥k 5 1= DI UBETF, Zhbo <y | F T
FIXRTRDNEFTA A b= LTS,
Cisco Security Manager % A > A h— /L9 BH{IZ, T 5D
Ny F o VAN VTHI EEHRELET, £721F. Cisco
Security Manager DA > A h—LRRIZZ N H D/ Ny F & A
A h—=L L Th
5. "<CSMiInstalledDirectory>\CSCOpx\bin\RegisterApache.bat"
CSMAZ U T hEERHLTH—ERAZHERTHLHTE
iﬁdo
FEMIZ DWW TIE,  [Installation Guide for Cisco Security
Manager] [#55] 22 L TS0y,
A VA M= VERFITT I, [OK (OK) 127V vZ7 L
£,
A VA M= VEFIET S0, [F+¥ L (Cancel) 1% 7
Uy 27 LET,
One instance of CiscoWorks Installation is already running. If you | 4|z C\CMFLOCK.TXT 7 7 AV EHIBR L THhH ., & H —FE#H
are sure that no other instances are running, remove the file Common
C:\CMFLOCK.TXT. This installation will now abort. Services /£
F#7 7Y
==
YA
A h—Jb
L&o&
L TR
L 7- "] HE
VA oY)
i ‘a‘o
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12 r—npny— EE [

Ayt—o

Awyt—
THOER

A—HYDF7oay

Severe
Failed on call to FileInsertLine.

H— XN
N R
TAT R
~R— 2|z
ey
P2l 72
LTWE
A,

= RO LOHEREIE (20 X—) 251"

Temporary directory used by installation has reached
_istmp9x. If 1istmp99 is reached, no more setups can be
run on this computer, they fail with error -112.

Pk
T, V7
=T
A A

k— L
\Z B
IZHIBR S
b TE
D—

77 A
D3~ T
WET,

Y= N—EDO—WF7T ¢ L7 F U THAHINS [ _istmp] 3
DEI Y TT 47 M) ETXTHIBRLET,

Windows cannot find 'C:\Documents and
Settings\Administrator\WINDOWS\System32\cmd.exe'. Make
sure you typed the name correctly, and then try again.
To search for a file, click the Start button, and then
click Search.

PAR—h
ST
A AN
YARVIEY X5}
AN
Terminal
Services &
AR
k— L
WA R—
Tz L
7o FIREME
BV F
9, XREF
e 3
T7EE
AN

1. Terminal Services 27 4 ¥ —7MIZ L E7,

ZOFNEIZDOWTIE, D URL 125 5 [nstalling anc
Solution 3.1J] @ [Terminal Server Support for Windows 2
ZHL TSN,

http://www.cisco.com/en/US/docs/net mgmt/ciscoworks la

1. Security Manager # % 9 —J A A h—/L L THAT
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B xr—nhoy—rmE

Ayt—o

Ayt— (A—HDTH a3y
THOER

Setup has detected that unInstallShield is in use. Close 2 .
— y N — — oren A — S
unInstallShield and restart setup. Error 432. r—sv X7 oA A =T, B—IVERE T IL—T D

AR 1. %WINDIRY |Z & & AT 7= OEUI 2R M 5 & N

Iz

Windows |2 [OK (OK) 127U v 7 LT=T7—Ayt—V%ML
FH HE R FF> T o v b & H LT Windows [ZF

N AERR A
Frzvr
SiE

j_ o
CiscoWorks
Common

Services &
A A
=L
Wb
Windows
THT
=
B VE TR
FHE%E
FfoTW
RNGA
EN
InstallShield
izZZox
T— Ay
T—UMN
FrRIN
7,

Q. V=" AL A =T PNUHEFW (N 7T v7) LEHEIZED L0 T,
A:UT7—FLTHI —FHRLTAHATIEIVY,

Q. Cisco Security Manager & Cisco Secure Access Control Server Dl 5% 1 DD A7 A EIZA
AP =L TEET D

A AVAR—=LLRWZ EEHELEL E4, A U¥—/3 T Security Manager & Cisco Secure
ACS for Windows D IAFI TV AR — STV ERA,

Q. Security Manager 7 — & X— A D3 7 T TIRIPT D DOIX 72T,

A:Tivoli 78 EOFR Yy NT—2EFHT 7 U r— a &2 LT, Security Manager 731 > A
h—/L ENT2 AT A EIZ Cygwin &4 A h—/L L7234 1%, Security Manager 7 — & X — &
DNy 7T o TIZRBLET, Cygwin 27 A A =L LTLEE,
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122 r=ngnv— Ez ||

> N3 =
1 2R =L EOY—/INEE
Q. Security Manager % —/X—D R A M EZEFTHLENH Y £9, O TIEETTEET
73,
A: (fEE) SecurityManager —/S—DR A M OZEHE (110~—) T I TW5HFIAE
% F1T9 %5 Z & T, Security Manager —/N—D KR A M EEHTE E7,

Q. Security Manager { > ¥ — 7 = A ANRRINR, FTITIELSER SR, HDH W
FEDA v B —7 = A AEFENRIT TOET, FEITMTL X DD

A W OMNDAREMEREZZ ONET, OV A NNOYFT I A ESBRLT, Ao X —T A
(A B 2 BAREVED B 5 MM AR E L, L LT &0,

« BWERY—E 2DV OB — N ETENEL T EHE A, P —/3—0 Daemon Manager
ZHEE LT, T XTOY—EXDOEEBNTET T DD %FF> TH 5, Security Manager 7
TAT b eEEB L TERLE L TAHATIESN,

PN DREXT 4 AT ARN—AND Y XA, P —/3—_EO Security Manager /3—
TATarDEXFENSOMB L ESHD Z L EHER LTI EEN,

HERTA VA T 7ANVDBHELTHET, 748 RCETIHE (16 3—) 25
BBLTLEE N,

P — T & TV D Windows SFENMIE > TV E T, KEFFE/ S— 3 > D Windows
FoWEFEL, AAFE A=V 3 O Windows FORARZELNIR—FERTWEEAL (I—
NOEMR LORHELESRIE 20 X—) 22, ) LOFFEIEA VA b= Eio 3 —
¥ a > @ Security Manager |ZHE B A B 2 ZR[REMENH VY £9°, F2. GUI BEE DO RFEIX
ARMEDH DIERD 1 >TY, ¥R— FINTOWRWSFEEHER L TV 25E1E. AR —
FENTWAEREZBRINL TH B, SecurityManager &7 > A VA h—/L L CHA VA h—
LNLTLK &, =R TFUr—2g3DT A AR—/L (80 2—) BB L
TL7ZE,

v U — 27 8¢ b T Security Manager > A b—/Lx—TF 4 UT 4 ZFEITLE LA,
ZDZ—RA =R IR — I TWEHA (. Common Services, BLN DA A h—
V(43 —=) BB VRN YT MU =TET A A=V LTHA VA RV
TOHMERHY ET, =TTV =2 arDT A A= (80X—V) 2%
LTS IZEN,

TIAT v b VAT ARR/NBOEZMT-LCWETA, 7747 FOZELE (29
N=) EERLTLEEN,

HITP L L5 & LE LN, LB 1 F=3)/LiX HTTPS T,

RE T NRFERENEE A, Security Manager 7 74 7 > &R LTV A EFIC

FAT v b AT A ET[FEART w87 ¢ (Display Properties) | =2 b 2 —/L %L % B
W, [4MEL (Appearance) | ¥ 7 CTWK DOMDOREEEH L-alfeEnH Y £, Z O
BEICKHLT 5 121E, SecurityManager 7 7 A4 72 R &K T L TG, FEBIL T,

MBS T T T AT AIT—FRDRIANRN I T NI 2T NI TAT b AT A EIZA
VA R—=ILENTWET, 24T OB (29 2—) ZBRLTLEE N,
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RIRE : Web 7 7 7 &2 L T Security Manager ~® Web A > X —7 =4 A& H> L L=t

=Y 1O

Security Manager ¥—/N—_E® /cwhp/LiaisonServlet (27 7 & 2 F 2 72D OHERI 72 2

LHELER DAy E—UNRFEREINE L=, What does this mean?
fRREK . TORIZ, ZOMBEO—IRK EIRE SN TV DHRFUEEZ R L ET,

R 17: LiaisonServlet TS —DRE & xt{Li%

[REA

[E 8¢ 5

=R EZTF Y
ANAT T Ir—
varNA A R—
LENTND

ToFIANAT IV Ir—ra T oAV A M=V LET,

P— X BIZOS 31
A b= Zn T3

IIS I% Security Manager & AHAVEN 2N ed, 7oA VA M=/ T D4
ERdHD ET,

Security Manager (2
Wi —EANEL
VVIEFF CTBHAR S 41T
[AYAIA

HENZHET D MLENRH D P— B 2| Cisco Security Manager Daemon
Manager 7217 CT9, fth® CiscoWorks ¥— & A X FENIHET D LEN
&V F9°, Daemon Manager 73t Ciscoworks H— &2 & )42 F
TP DGENH D Z EICERLTLEEN, Zhbobh—E
AX, ELWEFCEEBT2MLERH Y £5, FEITH—E A& EH)
L7 alE=7 — 25| TSRS Y 77,
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| F3o0va—F104

1oz b—noy—rEE ]

R&A

1P

casuser /NA U — K

WD 5 >DOHEMRIE Security Manager DA > A h— VIFFIZ HEIFIZEI D
Thih, RESNET,

casuser I 7' A 1%, Windows BHHE L[ U C, _T?D Common
Services # A7 L Security Manager ¥ A7 |27 7 B ATEET, RO K
91T casuser /XA — R&E U+ hLET,

1

e —ERELTr A9 5 : casuser

e Ry NT— I NI Day B a—F T 78 AT 5 : casusers

e XY NT—I M IDAVEa—F~DT 78 A G TS
casuser

ea—HNDu A EERT S  casuser
e Ny FHF L LT /495 : casuser. casusers

[EHE & L CIHEST (Runasadministrator) |4 7Y a &2 L C,
P—NR—Tavwr R a7 elxE4,

NMSRoot\setup\support\resetCasuser.exe & AJJ L. Enter Z L &
R

G¥) %57 NMSROOT (& Security Manager A > A h—/LF ¢
L7 MU ASD/RATE, 77 4/0 MEC:\ProgramFiles
(x86)\CSCOpx T,

FRENTZ 2504 T v arDH L, A7 a2 - [casuserd /N
AT — K% A7) (Enter casuser password) | Z 3% L £ 7, casuser
D/INAT = RDOANZRD BV, AN, HRDTZDIT/ AT —
REBANTLEIITRDOENET,

=X T AR —RRESNTWDIHAIEL, a—7
NEXx2 VT 4R —0 [—vRELTr 4 (Logonas
aservice) | HREIT casuser 7 7 R EBINL E9,

WD a~r Ra&FELT LT, NMSROOT T casuser #ERR 216 H L £ 97,
C:\Windows\System32\cacls.exe “NMSROOT” /E /T /G Administrators:F
casusers:F

kDo~ REFEITL T, casuser T —F N— AP —E RTRE

L £4, NMSROOT\bin\perl NMSROOT\bin\ChangeService2Casuser.pl
"casuser" "casuserpassword"

Q. Security Manager Zffi i L TH——EDOF 4 L7 Y EBRLIZE X, B— I ARY 2—
APETNRFFREIN, v v T ENTERIA TEERIREREA, £9 LTTT,
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B xr—rzoy—rmE

A : Microsoft I3 —/N X% =2 U T ¢ 25869 5 72 T Windows DFXFHT Z OREEE & fHA A F
F L7z, SecurityManager CIEIRTHLMEDH LT XTOT 7 1 /L (7/1"12/1 T AR YE)
Y — N EIZRETOIMLERHY 1,

Q. HARFEN— 3 @ Windows @ [A ¥ —  (Start) | A == —I|Z Security Manager /3 /R S
RN DX 72 E T D,

A =R EOHIEFFEOA T a v Ex, REEEAMHT 2 X O ICRE L2 RN H U £7,

HAGER— 2 > @ Windows NOFiE L L CHFEIIV AR — S TWERA (— D HAf:
BLOHELESRIE 20 ~—) 22M) , 2 br— b "XV EMEHLT, SiEx AARGEICY
Ty FLTLEEN,

Q. —/3?D SSL GEFHEN NI /2> TWET, F72, DCRServer 7' B AN L WA,
R TL X 9D,

A — O B E T IFREA DS SSLEEAEO A &MY By hanTHWET, A F—
NWEEFIRT = 7 U A~ 363—) 22L&, ZORBEICHLT 221, —
RO BMEFLAOREE Y Y P LTLTEE N,

Q V=N I 7 FMEOBEIHEMESNL 70 b a/LOANNERSNEEATL,
T7AN TSNS T 0 AT, MOFE— P2 L CZoREL FEHTER
TOBENRD Y EF 9,

A: V=DV ARN=NVFNZTTAT V" A VA=)V LTEHAIX. T 74/ 5T, ¥—
ﬂkﬁ?%?yhﬁ®ﬁ%fubnkafHTmswﬁméﬂiTo%Mi77¢wb7h
Fa Lz L TRGEENTWDED, ZOREAXZFEHTEETINLETHY 8 A,

v han b UTHTTP ZEIRT 547 > 3 E, — A A F—F L35 Z\ 7 TAT v
A A h—7 %37 L T Security Manager 7/ 74’7/ A VA M= LTGRO EH
TEEY, LIZL %~A&7747/bﬁ@@ﬁ7mb:w&LTHﬂ?%ﬁ%Lﬁw:&
HEREL 7, 77/1’7/ ME, = \BMERT L L0 ICRESNT-T e ha v a2+ L0
ERdH 0 £9,

Q. VMwareZy b7 w7 EZMBHLTWNWD L VAT AD/NRT 3 —< V ARZITFT AN LIRWVIEE
BT LES, =&z, YATLDONRNy 7T I 2 BRI S 00 0 £97,

A : Security Manager % J2/7 L T\ % VM IZHEED CPU BEID B THN TS Z L 2R LT
<TEEW, 120 CPU LMED B THN TRV AT ATIE, DOV RAT AT 7T 4E
T A L TZT AN SN WVIEEDR T p—<v o A ER TN TWNET,

Q. MR EDWN L D DEAED, MariaDB IS DO SQL 7 =Y —Z2 v ZIZH N L TRRL £7,
RN TL X 9D,

A : TMPDIR, TEMP, F7=i% TMP Z&7E STV 724, Maria DB @ MySQL I% Windows
VAT ADT 7 4/ N (@HF. C\windowstemp\) ZfEHLET, 7 A NALT 4L MY
EEHELT 7 ANV AT APVNETEDLEEIE. mysqld--tmpdir 47 > 3 U EEHA LT, o0k
AR=ANHLT 7 ANV AT ANDOT 4 L7 MY ZRECTEET,

Q. Diffie-Hellman ® 2048 £ &GN T HMERNH D FT0, ZDOHERROD0 XA,

. Cisco Security Manager4.27 f X hL— 3 U HA K
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7o1v2 b—rhng— wE ]

A : Apache IZ7 7+ /L N TS512 By FEHAR— KL TWETA, 2O Dhparam (X CSM TIHAT
TERWNWI VIR, NUFO/NNT A—FEFRNERTZD, 20488y MIVER—FLTWHWERA,
L7275 T, CSM 4.22 T Diffie-Hellman ® 2048 £ NE BT A Z LITTEXFEH A,

ToA VAR =LY —/N\EE
Q. IDT VA VAN TT— A yvE—UFE I NI BERTT I,

A:TUVAVAR— NV ZT—= A=V EHAERI: T/ L A=V 2T — A ybE—V
R LET, ZORIBEHEOLFOT VT 7 Xy MEZESRLATHES, 7oA A =L
TT— A =BT 5 FOMDFRIZ OV TIX, Security Manager D > A k—/L® Common
Services D~ =2 T LV E S LT 72XV,
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R1B:TUAVA =L IS— AyE—
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Ayt—

AytE—CNDHER

A—HDTF7Iav

C:\NMSROOT
\MDC\msfc-backend refers to a
location that is unavailable. It
could be on a hard drive on this
computer, or on a network. Check
to make sure that the disk is
properly inserted, or that you are
connected to the Internet or your
network, and then try again. If
it still cannot be located, the
information might have been moved
to a different location.

ZDA = VIXENROATEE
MRHY EF, [OK]Z7 Y v
LTA b=V EHEETDIUUN
ST AHLERHY FH A,
O Liphholoimaid, Dk
HEo—J5 £ XW A S
HH—NETRAyE—URER
SNDAEEENRH Y £,

-5 7 7 A VHE D Windows
ETCAR=T NI TS,

-FTIA v T 7 AIVEER
Windows b CA F—7 V1272 o
TW5ab,

Aoyb—UBHEELTT VA A =LKL
L7Z3580E, ROATHEVED & D xHED— %
I ER LT, ) —ET A A =L
AT THATLTEEN,

BmHEI77AILER

1. [AH¥— ] (Start) ]>[%7E (Settings) ]>
[Z> he—/L 3%/ (Control Panel) ]>
[7 ANWH A7 a3 (Folder Options) | %
BIRL £,

2. [Fr (View) (¥ 7 %7V v LET,

3. [Advanced Settings] XA > D—F FE TA
7 s F‘/]/ [/ i j«o

4. (857 7 A VIf () (Usesimplefile
sharing (Recommended)) | = v 7Ky 7
AuF7IZLTHhb, [OK (OK) &7
Uy LET,

2540774 )AL

1. [AZ— ] (Start) ]>[E (Settings) ]>
[22> hr—/1,3%/L (Control Panel) ]>
[7 4 /NF AT a (FolderOptions) %
ERLET,

2. [FAT7TA4 T T7AN (Offline Files) ]577‘\
70 v LET,

3. 7740774 VDFAEME (Enable
Offline Files) ] 5= v 7 R v 7 2% 471z
LTH»h5H, [OK (OK) 127 Vv 7 LE
—é’—o

C:\temp\<subdirectory
>\setup.exe - Access 1s denied.
The process cannot access the file
because it is being used by
another process.

0 file(s) copied.l file(s) copied.

T oA A M=V RILEL
77

P—NE Y T— LT, =T Fr—
varDT A A= (80%—) 1D
SN TWDFIEEZETL TSN,
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Security Manager 7 SA 7> kD STV a—F 45 .

Ayt—T

Awt—TMDER A—4H¥nFovay

(WMI) is running.

uninstallation.

Windows Management Instrumentation

The setup program has detected WMl —E 2% A R%2—TIZ L

Windows Management Instrumentation| , —... N
(WMI) services running. This will] f‘EIHbMEﬁ)gb D ﬁijro

lock some Cisco Security Manager
processes and may abort
uninstallation abruptly. To avoid
this, uninstallation will stop and|
start the WMI services.
Do you want to proceed?
Click Yes to proceed with this
uninstallation. Click No to exit

FRET WML 2AMEF SN TS |[Yes] 227 Y v 7 LET,
. GEDPFRS TH—NED

Q7 VA VA N=TNNLTT T LEBEIEED LS50 TT ),
A:VT7—=bFLTHhHH ) —ERLTAHATIIEIN,

Q.7 A A M—=ZZcrmdmgtd —EZARISEL TWVRNEWVWIRNED A v E—UNRERRS
. TFEZRET £92>? (Doyouwant tokeep waiting?) | EZRONT-HAITE D L5
WTT

A:TUVAVAR—V A7 YT NIF, A7 VT NRZA LT DU N T HENTHBITIGE L
Do lz ermdmgtd b — B R EAZ LT HGENEENTOET, [Yes]Z 27 U7 LET, 1TEA
EDOHE . ermdmgtd —E R X, £D%, THEBVITEILLET,

SecurityManager 7 S A 7> rD ST a—T4 05

ZOIETHEH, ROZEMICBEZLET,
e A VABN—IFDITAT v MNEE (173 2—)

A VA N—NEBEDT TAT v NEE (177 =)

AR =ILFRDY AT FEE

QI IAT UMY TP =T DA VA M—NFICERENTZZIDA VA =L TT— Ay
=TI E WD ERTT A,

A:VITAT VI TRI2T DALV A=V TT—RAA =V LFAEZE19: A A —IL
TT—AyE—Y (VIAT R WWRLET, TORIFZEHOILFOT VT 7y MEIZ
B TWET,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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Ayt—

Ayt—CNER

A—4HYDOTFTIay

Could not install engine jar

LIRIOY 7 v =T A A b—
e T A A R —LINEIRT
InstallShield 23 1E L < BIfEL T\
FHA,

1. C:\Program Files (x86)\Common
Files\I nstall Shield\Univer sal\common\Gen1 (2%
#LET,

2. Genl 7 ANWHDOARIELELTHE, b9 K&
Security Manager 7 7 A4 7 F DA A F—)V &
AL TAHATLIIEEN,

Genl IETE L2 WA 1. Y I common D4
AiZAELET,

Error - Cannot Connect to
Server

The client cannot connect to
the server. This can be caused
by one of the following
reasons:

The server name is incorrect.
The protocol (http, https) is
incorrect.

The server is not running.

Network access issues. Please
confirm that the server name
and protocol are correct.

The server is running and you
are not experiencing network
connectivity issues by loading
the CS Manager home page in
your browser.

P — 35 - C HTTPS k7
74y IV ICRES TN
BV B D £,

1. 77 U¥h5, https//<server
>/CSCOnm/servlet/login/login.jsp Z& % Cisco
Security Management Suite 7 A 7 ~ > 7w 7 A
Y LET,

2. [V— "—%&H (Server Administration) %27 U v
7 LET,

3. [&##% (Admin) |V 1> FUT, [h——
(Server) |>[tF% =V 7+ (Security) ]% i
L/i—a—o

4. TOC C, [H—#— —EP (Single Server
Management) ]>[7 7 V- —_—t X2
7 4 E— FROFKE (Browser-Server Security Mode
Setup) ] ZBINL TH5, [A%) (Enable) |4
Ta WA UPRERSNTWD Z & A L
£7

F T a VIR BRI T e o TG A T,
TNERIRL TG, [EH (Apply) 127U v 72
LET,

1. a7 RpnFRES7 b, Cisco Security
Manager Daemon Manager % FfC#E) L £ 9,

2. 5o Th b, b 9 —JE Security Manager 27 7
ATV hEfHALTATIIEEN,

ZNTHEHRTERVWEEE, =7 — A v E—UR
AL TV OO EEED &H D Z R L T2 S
Wy,

. Cisco Security Manager4.27 f X hL— 3 U HA K
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Installation cannot proceed

while the Cisco Security Agent
is running

Do you want to disable the

Cisco Security Agent and

continue with the installation?

rAyt—T Ayt —TMER A—HYDFTIay

. o . o ment TIATV FDA LA R—)LH » Cisco Security Agent &7 4 & —7 WMZT BG4
rror - 1SCO ecuril en .

Running v . Cisco Security Agent % {5 II- X, [EW (Yes) 1227V w27 LET,

TOMENRD D £F,

« #EZ % v /L LT, Cisco Security Agent &
TFETEIET H25E81E, Wz (No) 1 &7
Uy Z LET,

* Security Manager 7 7 A 7 h DA T A L
NFZT 7B AT DH5E1F, [~V (Help) ]
27V v LET,

Error - Cisco Security Agent

not Stopped

The installation will be

aborted because the Cisco

Security Agent could not be
stopped.

Please attempt to disable Cisco
Security Agent before
repeating the installation

process.

Security Manager 7 7 A 77 |k
75 Cisco Security Agent % {4 1E
TEXFEHATLE,

[OK (OK) 127V v 27 LT, ZOTT—Rvt—
CHEBAL, A VA= ERBLET, b O —EA
VA M= ZFRTREINC, Cisco Security Agent % )
TT 4 =7 M LET,

Error occurred during the
installation: null.

URIOY 7 b =T A A h—
NET oA A M—NERT
InstallShield 723 1E L < ifEL T\
A,

1. C:\Program Files (x86)\Common
Files\InstallShield\Universal\common\Gen1 (Z %8}
]\./ \i ﬁ—o

2. Genl 7+ NVHDAHZEE L Tnb, b9 —&
Security Manager 7 7 A4 7 F DA A F—)V &
ML THTLLIEEN,

Genl 2MEAE L2 WAL, 8V 12 common D4
AiZAELET,

Errors occurred during the
installation.

e null

0 JgA T 1y MOE PR HE
M5 STV Windows ——
#—721F 23, Security Manager
Client A > A h— /L T& &
R

Windows HEEEE &L LCr /A LThb, b)) —F
Security Manager 7 74 7 > kDA A h—/L &R
LTHATLZEEN,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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Ayt—o

Ayvtw—IMDER

A—HYDF7oar

Internet Explorer cannot
download CSMClientSetup.exe
from
<server>. Internet Explorer was
not able to open this Internet
site. The requested site is
either unavailable or cannot be
found. Please try again later.

7 TAT 2 bUAT A EDOS
2% Windows 2008 D541,
Internet Explorer = % = U 7 1 78
{bDT 7 40 FEREDIRE T,
P R=NE 7 FTA T NV T
NI=2T A VA N—)V2—T ¢
V74X rm— RTERN
AREMEDR BV ET,

1

[A%— | (Start) |>[=2> hra—/L,x)L
(Control Panel) 1>[7'v 27 7 LADBI & HIBR
(Add or Remove Programs) | DJEIZER L FE

‘é‘o

[Windows = > 7R—3 >k DIBIN & HiIR
(Add/Remove Windows Components) %727 U v
7 LET,

Windows 2 R—F o h 7 4 =R T 1 Ry
MBAVVZ 5| [Internet Explorert & = U 7 ¢ 58{k
DOHERL (Internet Explorer Enhanced Security
Configuration) | F = v 7Ry 7 A% A 7L
T, [k~ (Next) 1227 Vw27 L, 52T
(Finish) 1 %27V v 27 L%,

Please read the information
below.

The following errors were
generated:

o [ BINLIZTAEHAZA
A N—=NTFTDITFI<RTA T
SN—T 4 aDIEER
N=ARARELTWET,
(WARNING: The <drive>
partition has insufficient space
to install the items selected.) ]

ZEE ANR—APRA IR R T4
TEIIN—T 4 a v ki
Security Manager 77 7 A 7 > K
BAVAR—=LESELER
REMED B U £,

[R5 (Back) |#7 U v 27 LTHh 5, Security
Manager 7 7 A 7 > N A A b=/ 3 D RIO5ET
FER LTS ZE,

Unable to Get Data

A database failure prevented
successful completion of this
operation.

PN T = Z R=APERITIE
BT DH0Z. 24T MEAE
AL TH— Nz LIS & L
TFREMED D D 7,

oo T, b9 Enr A LTHTIES
Wy,
P—EANRFATLTNDL T E MR L TS EE N,

RIREAMIERE SR WEA I, BERTRTO

Q7 IAT Y M A VA M=IPUEEFW NI T v7) LEBEFES L5 WNTT

PUES

A ROFIEZAL THTIEZS W, WINOFIETRIBENFER SN D AR H Y 7,

c IGAT U N VAT ALICTVFIANA T R 2TNA LA R—LENTWVWAES
. FNET 4 =TIl ThD, b)) —EAL LA F—FEFETLTAHATIEIN,

cIITAT VR VAT LEY T =R LT, b9 EA LA PN—TEFITLTATLES

Wy,

e I TAT U NVAT LA ETTZ U A LT, http://<server_name>:1741|Z & % Security
Manager h—/3—{Za 74 L LET,

. Cisco Security Manager4.27 f X hL— 3 U HA K
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(Internal Server Error) | £\W9 =T — X v —UNRRINTEHEIX, LE L Tomeat
PF—EARETLTWERA, I —% U 7 — kLT, Tomcat DB E TIZ+437
BERIR 2o T2 2 E MR WEAIE, = a T 2RI D0, TOMD AT v T EHFITL
T. Tomcat WENMEL TWRWHEZHAET HILERH D F9,

Q. A ARM=FIZ, UHIONRN=2a DI TAT VbR VA R—=AENTWDLTZDT A
VAR EINDEVINEDA vE—URNERINET, LrL, URIONA—=YarDr Z
ATV MIA VA M= ALINTOERTA, ZIUIREETTH,

A: 74T DA VA N VEITHA AN VHIZ, f VA S—=FNA A=/ E
NTWRWI FTAT U MBI LT, 207 7A TV IRT VA VA =L EIND LWV NE
DESTA v B—VERTTLIENDHY ET, ZORXAvE—Ud VAT LARNITKRED N
VU2 R = MRS TS ZERNFRETERRENET, TOA vE—IBRRENTH
JI7AT LV RDOA A M—UVTIEFITETLETA, LYRA N =7 4 Z2FEHL TROF—
EHIBRL, 5%DA YA M=V TIDA v E—IURFRENLNEIICLET,

HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstal\Cisco
Security Manager Client (LA b U =7 ¢ # #BA < 1Zi%, [BH#A (Start) 1>[3E1T (Run) 1%
IR L Tregedit b AJJLET) . £72. C:\Program Files (x86)\Zero G
Registry\.com.zerog.registry.xml 7 7 A L DA Z AR LET (EEOAFIZIEETEET) .

AR M=ILEDYSA T REE
Q. AV F—TxAANIELL RRINRODITETT A,

AW ETH (FT974 97 R) A—=FE, FIANRNY T =T 27 v 77 L— LT
AUZE, Security Manager GUI Z 1E L < /R LARWA[EEMERSN H VY £, ZORENZ 47 b

VAT NIEETLENE I DET A NT AL, [vA4 2 E=2—4% (My Computer) | &4 7

Vw7 LT, [m/37 ¢ (Properties) ] %R L, [/>— K7 =7 (Hardware) | Zi®R L T,

[T /34 A~ F%—T % (DeviceManager) %7 U v 7 LThb, [T 4 A7 b AT X 7% (Display
adapters) |~ RUZREHLET, 7X¥ X0 NI AXT7L7 ) v 7 LT, HILTH
HRIANRON—=Va VEERLET, TOHBT, WOWTINEFEITTEET,

o 74T b VAT AT ATIMOBILITY FireGL 7 A4 71— RMEA STV B 5EE1T.
A= FRIMBLTWIZET A RTANRUND RTA RNEZAFLRTIUIRORVWEERH
DET, EHTDRIF AL, FEIT Direct 3D NRETEXHMLENHVET, ZDLD
IRHERED 72U K7 A /N[L, Security Manager GUI NDEFE % 7 7 A 7 2 h T AT AMIEKR
TERWATREER H Y £77,

BT A = RDBEAIF, PCA—HEI—FK A—=HD Web A MZT 7 ®ALT, i
DJava2 77 7 4 v I ATATZVORREDIFAWMEEZT = v 7 LTLTEEN, BEHO
FERBMENTR S TNDIEEAEDT—AT, U LDOA—TWNEMEOH D KT A4 "%
AFLTA VA =N TEHEOOFEEZEHEL TOET,

Q. AAGFE/N— 2 @ Windows @ [A &% — | (Start) ] A == —I{Z Security Manager 7 7 A 7
Y EMFBEREINRODITIETT D,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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A7 IAT P VAT A ETHREBLZMENT L LT, il SFEOFT v a vy EREL T
LAREMENR B £, AARFENN—T 3 O Windows WO F3EE L THREEITR— T
FHA, IR SRV EHHLT, Sz AAHRICY By FLTIEZS,

Q. Security Manager 7 7 A 7 "BA VA =NV ENTZT =T AT — a v ET—HERITE
ERD L —H D [Start] A = = —|Z Security Manager 7 7 A 7 > h RFEIR SRV DILETTD,

A:7TAT U M A M=o L&, Btz A P—AL LTS a—FERDL 2 —
Ny NEERT 200, TRTOa2—FHDOY a— By hEERT 00, EOx—FH
DY a— Yy FHBERLRVONERIRLET, A =V RICZOBRRELEET 555
I%. Cisco Security Manager Client 77 /L 4 % Documents and Settings\<user>\Start
Menu\Programs\Cisco Security Manager 7> 5 Documents and Settings\All Users\Start
Menu\Programs\Cisco Security Manager | 2 & —9 5 Z L IC K> T, FETAEARTEET, v a—
Ny REAER LW LIZLEGAIE, BES N AllUsers 7 A /WX NIZY a— My b
ZFE TR T 2 MERH D £77,

Q.7 FAT v b VAT L LF—AEOEFNRFITREN LR U LHE, i, n o o6
IZDNS =7 =R FRENLHAIELE ) LIZ b NN TT 7,

A: 7747 AT A EDhosts 7 7 A /LNIZ Security Manager —/S— D= kU ZA{E
LT O RNEERHVETZOL SR FYIE, Xy FU—2 D DNS #—
[ZBER STV R WG BT — SO OMENLIZ O RN H Y £3, 7747 b v
AT AETZOFEDRT Y N ZERT HI21E, AFIREZZZOMOTL—0 THA R =

T 4 X &AL T, C:\WINDOWS\system32\drivers\etc\hosts Z Bl & £9° ((hA M7 7 A LVHIK

W= MY OBMFECET 282 FIER R FE SN TWET) |

)

G¥) (Security Manager 7 7 A4 7 N 77V r—3 3 @ [H—/3—4 (ServerName) ] 7 4 —/L R
TEMSND) RUIPT RV A%ZRA 2 92 DNSEMT U %
NMSROOT~/MDC/Apache/conf/ @ F @ httpd.conf % 7 7 A /VIZAERL L T, Daemon Manager %
HEEHLRATNERSRWEERHY £9, 2o ML, b—_— DO 2 ML T 5D
WL B £ 97, ServerName, foo.example.com 72 & (E 2 b 1 58T NMSROOT (X Security Manager
AVAR=NT 4 LT NUASD/RATT, T 74 /L M C:\Program Files (x86)\CSCOpx T
)

Q. Security Manager 7 7 A4 7> M &AL Tr AV LELD L LT EXIZZT— A vE—UN
KRINLZ el a7 A AFRPZITANLGIVE L7273, Security Manager 7 A 7 | » 7°/3

ZEORBTHEATEERA, Rikty 87 v TOMBHESTWDHDOTL X 2% (F72, Security
Manager #—/3— =0 Common Services TH 7 A ERPZ T ANGIVE LT, Web 7T
# | C Cisco Security Management Suite 7 A 7 kv 7’0 — NI LET, ZhbE URET
LEod) o

A : Security Manager & Common Services (Zxf L CH 27 A VFRGEY — B XA ZHft4 5 729 @ Cisco
Secure ACS ([ZMHE /e AT » THGET LTWRWATREMER & Y 77, ACS Tr /o U1E#AE A
FILUFE LA, Security Manager — "—% AAA V7 A7 FELTERELTVWETA, ZD
ERETDRTNT, n 7 A TEEHA, FLOFHIZOWTIE, ACSO~=aT VESH
LTL7ZEY,

. Cisco Security Manager4.27 f X hL— 3 U HA K
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Q. Security Manager 7 7 A4 7 b EFERH L TH—Nlza /4 U TET, ROLS A vE—T

MFERINET, 5 LEH0VNTY I,
wrepeatedly |\ H—SRFUNRON—RY 2T EIEL Y T BT 2 T EAEE LTS 2
that the server is | z-pezn | € < 728\, H— RO BER L OHERHIE (20 4—) 2BHL
checking its TR
license. - °
2B OFEEMERB R HILET,
Synchronizing
with DCR.

o P X — DO FFLENE % (2 Security Manager 7 7 4 7 L k& LB L 7= ATREME:
DY ET, EOEEIT, V— =PRI FREIC /R D E TR -
T/»5., Security Manager 7 74 7 > & L THATL7ZE0Y,

e CiscoWorks B/ XA T — N2 7 v 3 R (&) 72 EORBRUFNE £
AWTWDAREMER B D £, Z DR, Security Manager D1 A h—/L
REIZH— N— E D NMSROOT\lib\classpath 77 ¢ L 7 | U “C comUser.dat
77 ANVEERTE EEATLZ, 22T, NMSROOT (% Common Services
A LAN=NVLIZT 4 V7 U TT (574 /L Mid C:\Program Files
(x86)\CSCOpx TT)

1. Cisco TAC |Z3#& L T, comUser.dat DAL E 72 1 Security Manager
DA A b —/WZHT 2 AEF LTI LS,

2. E770%. BpEESUE A E £ 700 Common Services 2N A U — R&E{ERL L £
—a—o

Error - Unable
to Check
License on
Server.
An attempt to
check the
license file
on the
Security
Manager server
has failed.
Please confirm
that the
server is
running. If
the server is
running,
please contact
the Cisco
Technical
Assistance
Center.

ROYP—EZDNTINNIEL EE) L TOZRWATEESERH D 9, H—r3—
kT, [A%—1 (Start) |>[7 w2 F L (Programs) |> [&EY —/L

(Administrative Tools) ]>[?—E X (Services) ] R L T, IROARTD
P—bEREHI7 Y7 L, va— Iy hA==2—05 [FFEE) (Restart) ]
BN L ET,

» Cisco Security Manager Daemon Manager

* Cisco Security Manager Database Engine

* Cisco Security Manager Tomcat Servlet Engine
* Cisco Security Manager VisiBroker Smart Agent
* Cisco Security Manager Web Engine

555F > THovb. b 9 —FF Security Manager 7 74 7 2 A EEI L THTL 2
S,

Q.7 74Nk 7 Z & LT Internet Explorer i/ L CW\W5 & X777 4 7 4 LAR— b
DEREINIRNDDIERETT D,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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A ZOREIE, B2 LA MY X —fE, F721% Internet Explorer |ZB#fH ) 54172 DLL
77 ANDOGFNCET DEEWVA KR TREAELET, OB LI OV TIE,
http://support.microsoft.com/kb/281679/EN-US 7> & AF-FIEE7R Microsoft P48 — N i # D Fi 5
281679 [#5E] Z#Z ML TS IZE 0,

Q.o+ niE. v/ A 7 4r RUd[ServerName] 7 4 —/b R b — 3 2 L &BJEETE
T

A : csmservertxt Zffide L CHED RN MY ZHIBRLET, D7 7 A /LXK, Security Manager
IIAT U NeA A RN—=NLIZT 4 L7 RURIEHY £, 7 744 OSFTIE, C:\Program
Files (x86)\Cisco Systems\Cisco Security Manager Client T3,

Q./3—V 3 ¥ I A~ v FMEIK T Security Manager 7 7 A 7 > k3 v — K 7o 72 Al HEME
N&H Y F£9, What does this mean?

A : SecurityManager h—/SXD/N—2 g T TA T RONR—=V a R L TWERA, Z
NEBEET DT, D7 ITAT LV MA VA= ="\ b XU rm—RLTA A
= LET,

Q. I7IAT v s ul 77 AMIEDHFICH Y £,

A:7T4T7 > val 75 A L%, C\Program Files (x86)\Cisco Systems\Cisco Security Manager
Client\logs IZECE SN TWET, GUI By v a T EICHEADO Y 77 A AMER SN E T,

Q. Security Manager 7% HTTPS “E— R TEIfEHF2E 9 T E D THUTHERE TE £
A ROWTNNEFEITLET,

7T UWEHEHLTYH—NICe M Lich, T RLVA 7 40—V KNO URL # & L &
9, URL 73 https ThAE > TV UL, Security Manager 75 HTTPS &— K CEIfEL T\ E4,

» [Common Services] > [Server] > [Security] > [Single Server Management] > [Browser-Server Security
Mode Setup] (258 L £7°, [Current Setting] /3 [Enabled] {272 > T 4UiX, Security Manager
5 HTTPS £— RCEIMEL TWET, ZOREN [Disabled] D¥EI1E. HTTP 2 L %
j—o

IV ITAT VU NEEHL TR A T 5 &I, £F, HTTPS T— FEZRA L TATLEE
W (HTTPS] F = vV Ry 7 R4 LET) . (B 7 A L URL~OT 7 & A3k RS
NTWET, 71 b2 /LHTTP, HTTPS)BIE LW Z & A28 L CT< 72 & (Login URL
access is forbidden; Please make sure your protocol (HTTP, HTTPS) is correct) | £\ 5 A vt —
UNRFIRENTE S, P/ S—[ZTHTTP T— R CTEMEL TWAAEEMENRH Y £9°, [HTTPS]
Frzy IRy 7 A%F7IZLT, b9 —FERlLTAHATIEIN,

Q. E»TNIE, 7947 bT Ryl vl L\ LEAf RX—TNITEETh,

A : 7 7 %/ kT C:\Program Files (x86)\Cisco Systems\Cisco Security Manager Client\jars {Z it {& =
LT 5 client.info 7 7 4 /LIWC, DEBUG_LEVEL /X7 A —#|Z DEBUG_LEVEL=ALL % B/l
LT/ 5. Security Manager 7 74 7 > M A fRid&E) L £ 77,

Q.2 MR TIEE L CW DAL, Security Manager 7 74 7 > b 2355 2 i _ECEIEL T
WTh, T FFEDY 4 RUERyTT v 7 Ay E—UREIHAICERINET, 12L&

. Cisco Security Manager4.27 f X hL— 3 U HA K
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ZIE. 7747 NAE 2 Wi ETEIEL TW\Wd & X2, &7, Policy Object Manager 72 & ™
U4V RUDNE I HEICERRTINET, ZREEETEET,

A ZhE, FEDARL—T 4 V7 VAT KTEBT D 2 YR — ~DOFEEFIET LD BEA
DO TY, Security Manager 7 7 A 7> b &5 | Wi L CEIfESE L Z L 2T L4, 7
TA T ME, 2 BEERORERICEE T OMENH Y 7,

MOBEETY 4 > RUBBAWEZEASIEL, Alt+ AR—ZAR—ZWL-BICM 2T ik o
TEDOU 4 RUEBBEHITEXET, TOHBRT, RAIF—%2FEHL Ty FUZBEILET,

QIIAT VN IVATALALETY 7 M I 2T A VA= LVELRT VA VA=A TEER
Ao D LTTT D,

A:TTAT UM ATEETA VA R=NET A ANV EREZETLESGAE. £
WO AT TV r—ra x50 TH-ThH, 7747 h AT LD InstallShield
T—BR—AZ UV UNEREE5Z, VT N2 T DA VAN VEEIT oA A R
NTERL D ET, FEICOVTIL, Ciscocom T H 72 hMor 7 A > LTHh B, BugToolkit
Zff LT CSCsd21722 & CSCsc91430 ZHER L TL 72 &0,

H—NTILTTRXFDELT

ATy

ATy T2

ATvT3
ATy T4

ATy TH
ATvT6

ATy 17

Security Manager h— S —NELEIEL TWA Z L 2B T 58V 7T A N EFEITT HITIL,
ROFINAEFEITLET,

Security Manager 7 7 A 7 > k73 Security Manager $—/N—ZHHRE SV TWDH VAT A0, [V —/L (Tools) ]
> [Security Manager® & (Security Manager Administration) ] %3 L £ 7,

[# (Administration) | 7V 4 > K7 T, [h— 3—%F =2 VU T 1 (Server Security) |27 U v 27 LThb,

TEORZ %7 ) v 7 LET, LW ZUHFRANT, 71 v LR Z ki T %5 Common Services
GUIDEtF 2T 4 REX—VNRFERSINET,

[Common Services (Common Services) | X—®D [H—,3— (Server) | ¥ 7 C. [FH#E (Admin) ] Z &R
LET,

[FHE (Admin) ] X—Y D TOC T, [B/LT7T A+ (Selftest) |27V v LET,

[ERK (Create) 1227 U v 27 LET,

<MM-DD-YYYY HH:MM:SS> U 7 T [E/L 77 X ME#R (SelfTest Information) 1 &7 Vv 27 LEd, ZZ
<.

MM-DD-YYYY (&, BAEDH, H, £ T,

HH:MM:SSI., [E/L 75 2 b (Selftest) &2 U v 7 Li=hE, 4y, BaEETHA A2 X FTF,

[Server Info] X— Tz MU ZFHARY £,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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HB—nN bS TN a—TFT4 VT EROINE

Security Manager TRIEMN AL TEY, =7 — A v E—VNOHRFHOT A TEHAL, =

~—

D<= T VNOAREED & 2 R R 2 MG L2 b b 53, MENRIE S e 0WiGE
I%. Security Manager Diagnostics = —7 ¢ U 7 ¢ ZffiH L TH— MEFRZIUE L £ 7,

Security Manager Diagnostics == —7 1 U 7 ¢ [, ZIP 7 7 A /L& CSMDiagnostics.zip 7> & H—
N—ZWEREINELE T, 2077 A NAEEE LD -T2 551E. Security Manager
Diagnostics & F1T 3 2 72 NITHT LWMEHRTT 7 A Ls EFEZ £ 3, CSMDiagnostics.zip 7 7
A NVNOIFHRIZ, P — 3= _ED Security Manager £ 72 1XBHET 7'V & —3 9 TR L2
DY AADT I ZHANYR—b 2o V=TI RO E SR L £,

Je

i

Security Manager (21X, 77U 7r—3 3 N2 ko CTEMi SN % EL T IR 2 HR 2 INES
DRERT Ny X T F T a b BESNTOWET, 04T Va7 77 47127512
I, [—/ (Tools) ]>[Security Manager® ‘& ¥ (Security Manager Administration) ]>[7 /3>
7 A7 a (DebugOptions) (&R L TG, H/ERT Ny 72y T vay ko7
AN~DF ¥ 7F ¥ (Capture Discovery/Deployment Debugging Snapshots to File) 17 = v 7 78 v
I A AT LET, BT 7 A VIREFESNIEZOMOERIZI T Ty 2a—TF 4 7O
FZASEDFIREMED B U £ T, 7 7 A WIS A T — R EOWEFRMEZAENTND
BEnhDHZ EICEELTLZI, 723y 7 LU, Cisco Technical Assistance Center
(TAC) MHERZFRSNIHAICETEE LTI ESN,

Security Manager Diagnostics [ZIR DWW D FIETEITTEET,

Security Manager 7 54 7 > b AT LMD

Security Manager H—/\—/M 5

1

B —/N—~ Security Manager 7 7 A 7 >
Yty varEMSL LIS, [Y—/ (Tools) 1>
[Security Manager®& ¥ (Security Manager
Administration) 1 %7 J v 2 LT [OK (OK) ]
7 Uy LET,

1. Windows Da~<> Kw ¢ K4
xFET, FHUTE, REZT [ A —
~ (Start) 1>[337 (Run) ] &R
L. command & AL £,

2. C:\Program Files

CSMDiagnostics.zip 7 7 1 /L&, H—— LD
NMSROOT \MDClete\ 7 L7 b VIZfRAFE L E
9, ZZC. NMSROOT (%, Common Services % -
VA M= LT=T 4 L2 hUTY (C:\Program Files
(x86)\CSCOpx 72 &)

1. [PAC% (Close) 127 U > 7 LET,
(GE) ZO2—T 4 VT 4 BEITT BTN

FEXINZWVWEIICZDOTFAAD
ZEiEET T L2 HEE L 4,

(x86)\CSCOpx\M DC\bin\CSM Diagnostics
EANLES, FE, ZozZIPT 7
A % NMSROOT \MDC\etc\ & 135D
LT CR-AE 3 % 121%, CSMDiagnostics
drive\path & AL E9, 7= & 213,
CSMDiagnostics D:\temp & A L%
R

. Cisco Security Manager4.27 f X hL— 3 U HA K



| F3o0va—F40y
$—nFowx 27—420%%ezE |

H—N\N AR RT—FADRTELER

Security Manager DV — =70 ANIELSEEL TWD Z & 2 fERT 511, ROFIEZE
FEITLET,

AT v F1 CiscoWorks D7 —A-X— T, [Common Services (Common Services) |> [t —/N— (Server) |>[&FH#H
(Admin) ] Z&RL E7,

RATv T2 [FHE (Admin) | X—Y D TOC T, [Fa&A (Processes) | %7 V7 LET,

[Process Management] 7 — 7 /LT RTCOH— 7t ANFREINET, [ProcessState] 77 LAND T k
UR, THEABEFICEEL TOhDEE I hERLET,

ATy T3 LERTovAREEL TWARWESE, ThaiFEd L x4, —"Eoe7 o 2oFEiEE (183
N—=) BB LTLEEN,

GE) n— A VEBRERELROL—FOLRY— N T a2 BE EI3F L TEET,

H—N\NLDET7AattXROBERE
\§

GE)  FR_RTOTrERZEFILLTHL, ZALZHER LRTHIE, ZOHEIHEEL EE A,

ATy Tl a<~ 77 T, netstopermdmgtd & AL TTFRTOF a2 %&EIELET,
ATv 72 netgartermdmgtd E AN LTI R TOT rEREHEEHLET,

Evk FoiE, [AX— b (Start) 1> [(XE (Settings) ]>[= > hr—/L %/ (Control Panel) ]>[&
1> —/L (Administrative Tools) ]>[#—E A (Services) ] % i# L L CTH 5, Cisco Security Manager
Daemon Manager % FiELE) T £ 9,

H—INA VA =)L OYF T7A4ILDFER

PR DEENRHEL TWVWELDEESTWEEASIT, Y= A A= ad 774
NTZT— Ayb—UEEERX b —VEMERTEET,

TXxAMTT 0 X & LT, Cisco Prime install_*.log #Bi& £,
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rFSILYa—F108 |
. Symantec D £ 7ERRE

1FEAEDGEE, WRTREn s 774 WL, 77 A NBITEKROEZEER T N7 7 AV
M AE B BERFTO 7 7 A NV TT,
72ExE, vl Ty AT, ROXHS 2T — 2 M) LEE N RRERTEET,

ERROR: Cannot Open C:\PROGRA~1\CSCOpx/lib/classpath/ssl.properties at
C:\PROGRA~1\CSCOpx\MDC\Apache\ConfigSSL.pl line 259.

INFO: Enabling SSL....

WARNING: Unable to enable SSL. Please try later....

AVA =BT ERILEIC, ToVA VA=A T DT —2ERTEET,
TXARTT 4 X %&EH LT, Cisco_Prime_uninstall_*.log % B & £,

Symantec O 755 8

Symantec Antivirus Corporate Edition 10.1.5.5000 & Security Manager % [ U A7 A CHEM L,
Security Manager #2E)-FICEMA R A L2GA X, RO FIAICHES TS 7E &0,

FIE

AT 71 Symantec Antivirus & 52227 4 E—7 M L ET,

AT F2 Security Manager 4 —ERAEZFEE L ET, (H— " EORTmERAOMEES (183 <—) &M, )

AT 73 Symantec Event Manager % B¢ % (2B L 7= & 5 72 575 C, Symantec ¥ —E A D& v bk (Symantec Antivirus,
Symantec Antivirus Definition Watcher, Symantec Settings Manager, 35 & UF Symantec Event Manager) % T
BLET,

Windows 7Y 77— FDA VX F—ILEEDORIE

Microsoft Windows 7~ 77— k& A > A h—/ L L7212, Security Manager Daemon Manager (Z
B9 5 MDA 2 AREMENR B Y £, BRI, Windows 7 > 77— b DA A h—/LIZ &
D, *dl 7 7 A NVDPEFSNDGENRH Y . ZHUHEAFS % Common Services 72 E DT 7
T—a  OREICRET DR H D Z & TT,

ZORMBEIE, ROIER CFR#CTE 4, Windows 7 v 77— h®DF%. Security Manager (Z & >
TIRTCOT v A% L E T2, Security Manager (Z HTTPS 2/ L CEETE ¥ A, 2
D7= . Security Manager 7 7 A 7 > k225 HTTPS #fEf L £,

Z ORBEMNAE L D D%, Common Services 73 Windows N D 7 7 A /LVE L OBEA T ITIKTFET D
72OTY, ZNHDT7 7 A Mid, HEFtEEELE L, RIEFIA2 5 Windows Z{#i# 9 57201
EECTEFET, 72720, BRLARVEWER L LTHES LZGSIEI O OEEIZL Y, Security
Manager t— /3D B EIENE & 2 FTREMEN H U £,
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Cisco Security Manager 4 —/\—®MD/\v o 7 v .

ZOREIX. Windows 7 > 75—~ F73F0MOT T r— g N, *dl 77 AL, E
ITRRE Y 7 A /L, EIZ B A Windows 2R —F% > b, 3 —T 43 ¥ 1 X
AT D Windows ICEREZ A B L, WOTHLHAETARREMERH Y 7,

Windows CTE BN T, Z DOFEENT Security Manager N S HFENME L725510, ZOMEE
iR 5 IZI%, Security Manager # {514 A b—/L 32BN H Y 7,

Windows Update £ 7213Z DDA > A v —F % » & — T %2 FITT DT, 7 Security Manager
Y= =% Ny 7Ty T LTLEIN,

Cisco Security Manager —/\—®D/\y 9 7y J

2 A X Security Manager — "—Z EHIC ANy 7T v L EAHERLUES, KR, E
W72y 77 THRTLILT W WA F721% Security Manager - > A b —/LIZx LT
B OEFEEITH>HE 1L, Security Manager —/N—% /o 7 7 v 7T HXLENH Y £,

IR . FEEIIATF D a— NNy I T o7 2FIT3T0E, BTIKRKRTLHZERHY F,
ZoOxTT—iE, EH : 77 A VBFEE L £ A, SQL (INFO: File not exists.SQL) | F721%
MRk 7 — N RIATRAT AR H D £97,

fi# IR 3R . dbbackup_timestamp.log Z¥sff L, Tac 77— A Z{ERk L £ 7,

EEHEEEEIZE B ASA T/ R DD EEE

IDONTTNYa—=T 4 7OHAK, RERIKETEZMEM LT ASA 73 2 Z2BB L0
BHTE WAL B £ 3, RIZ AES-282 2 9 5554 1%, Java Cryptography Extension
(JCE) Unlimited Strength Jurisdiction Policy File # % 7 > 10— R L TA VA h—/L T HULENR &
W ¥7, Security Manager |3 Z DILIEAZZHAETAN, ZhahAR—FLET,

RIRE : sTABICEENAF—0N 1024 By M2 AEAICEENBELE T, Java T o Z A
LSS (JRE) ICEENTWAT 7 4L RY — T 7 A I K> TERESNLIEELIRE D
FIFRIL, T_XTOE~DA AR — FRAMHERR, mRERT S (LT VTV AL X —RARIE L
\iﬁqo

BRRE  UHE TR BLDA AR — MTHIBRAE D STV AT UL, HEHIPRGEER Y o —
TrANERAT e — RTEET,

AT 71 http:// java.sun.com/javase/downloads/index.jsp (28 L £,
AT w72 [Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files 6] Z# 7> nm— R L %7,
AT9 T3 ¥orn— KLy /7 —Y® README.txt 7 7 A LV OFICHE - T 72 &0,

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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B X —BicERT 3 Activationjar DY T7 v TR

A4 A F—ILEFIZ{EHAT 5 Activationjar DRy T7 v T

G

AT T1
ATvT2
ATvT3
ATv74
ATvTH

ATy T6
ATy FT17
ATvT8

ZONITTNYa—T 4 7HAIK, A A M—LHIT [Activation jarl3Z OO ¥ — B2 T
fEF STV EF (Activation.jar being used by some other service) | LWV 9 A v —T 0K v 7
Ty 4 R TRRINDOGEITELLET,

Je

Bk ZOMEIZEDLDTEIIZLNEZD FHA,

F LB

=T RTOT o FIANAEFTET=Z Y 7 2=V P Tk AE A A b—
NHNC Y Y v B E DU T HDRMERDH Y T, FHMICOWTIE, A A h—VHERIRLT = v 7
YA L B6_—Y) ML TSN,

Gl

[ Activation.jarlLE DO T — A THEH STV E T (Activation.jar being used by some other
service) | EWVWI A —VURR Y TT v T 4 RUTERRSNET,

fRRA R

ROFIRZFEHL T 7ZI 0,

Ry 777 TOK|Z7 Y7 LT, A VA= VEFETLET,

Security Manager &7 > A A h—/L L, Y —"EHEHBL E T,

Security Manager & f# A > 2 h—/L L £,

A VA M= VERI LTZEZIZ,  servicesmsc) 2~ R7m 7 MIAJ L, Enter ¥—% L E7,
[—E R (Services) ] A ==—%BA< &. [CiscoSecurity Manager Daemon Manager| NF /I 25 FETHE
BfeE £7,

[CSM Daemon Manager] 2477 U » 27 LC. [Properties] > [Startup type] > [Disabled] DJIEIZZ V v 7 L £,
[CWCS syslog service] 4 7 U w7 L, [Properties] > [Startup type] > [Disabled] DNEIZ 7 U v 7 LE T,

A VA N=NVDETHR, P—"—OFEIHFIZ, 8% (Disabled) | 75 [H#E) (Automatic) | E— F
W ERROY—E RO G ORENZ A T HEEL £,
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Windows DEEED1—¥—7 > T L— koosr—LaxEEERET 555 [

Windows DEEED 11— —F o TJL— kOB —)LEXK

S

- Zn
—aX

EY DAE

W JEEE CKRE) LIS Windows = 77— /L &3 5555 1%. Security Manager & > A h—
N DT 7 ANV S DV ART b vy —)V e KESGRICAE T L0ERH Y £9, 774/ b
VAT L ug—VEEREL, =" E YT =L ThH, TIHNE TR T A NTEESN
FH A, BIEO—V—1%, @WMYIRFKELZT LT T TIEH Y F¥ A, iU, Security
Manager {39 X C @ Security Manager % —/N\—7 0 v X &2FTTHH LT T b

( Tcasuser] ) ZAERKT 5720 TT,

T 2T, RRlT, BEIGE CKE) LSO Windows 17— V&9 585512, Security Manager
P — RO L SEERELHET D HEICONTIHA LET, BE(RA725E/MIZ. Microsoft
Windows Server 2008 R2 with SP1 Enterprise (64 £ k) (Z#H I E 32, Zoftho¥HR—
SNTVWDHIUTOH—=N—=FX—TF 4 TV AT KMMIIFEF I THET,

 Microsoft Windows Server 2019 Standard (64 £~ |)
» Microsoft Windows Server 2019 Datacenter (64 £ > )
* Microsoft Windows Server 2012 Standard (64 £~ |)
» Microsoft Windows Server 2012 Datacenter (64 £ > )
MBS N TR TOZ—FIZBFEO2—VF LR URELEAT 5121, FiLna—37

ATy MIBEDZ—FOREL A C—T D2UERH Y £, UL, KITRTFIRETETT
EEX

BAED =2 —H A, [Region and Language] %1 7 12 778 v 7 A Tl Yl 7e K EHFE IR E S LTV
HTEERWMRLEST, (ZOXATRTHRY I ADF S — 3 /3 A(F [Start] > [Control
Panel] > [Region and Language] T7) ,

A-1 Windows @ [Hifit & Z5E (Region and Language) | # A 7 02 7R v 7 A
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rFSILYa—F108 |
B windows oBEEO1—5—F > TL— rOOL—LERERERETS S5

& Region and Language

Formats | Localionl Keyboards and Languages] Administralivel

Format:

— Date and time formats

Short date: [M/dyyyy El
Long date: [cadd, MMMM dd, yyyy ~
Short time: Ih:mmtt :]
Long time: Ih:mm:ss tt ﬂ
First day of week: ISunday EI

Wihat does the notation mean?

~Examples -
Short date: 10/17/2013
Long date: Thursday, October 17, 2013
Short time: 12:22 PM
Long time: 12:22:49 PM

Additional settings...

Go online to learn about changing languages and regional forrats

| 0K I Cancel Apply

[EF# (Administrative) 1 ¥ 7% 27V v 7 LET, [RED T E—.. (CopySettings...) | Hh¥ %
Ao £,

A-2 [E# (Administrative) ] % 7
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Windows DEEED1—¥—7 > T L— koosr—LaxEEERET 555 [

ll- Region and Language E3

Formats | Location | Keyboards and Languages  Administrative |

—Welcome screen and new user accounts

Yiew and copy your international settings to the welcome screen, system
accounts and new user accounts,

Tell me more about these accounts

~Language for non-Unicode programs

This setting (system locale) contrals the language used when displaying
text in programs that do not support Unicode,

Current language for non-Unicode programs:

English (United States)

':*_}' Change system locale,.,

What is systern locale?

0K Cancel Bpply

[BRED =z —... (Copy Settings...) | RNZ %27 Vv 7 LET, [Welcome screen and new user
account] iREX A TR TRy 7 ARFRENET,

[BAEDOHKED 24 : (Copyyourcurrent settingsto:) ] T, [FrLW\VZ—HF =Tk (New
useraccounts) AR v 7 A& A NI LET, UL ST, FHIEREINTZTXTO2—F|Z
BEOa2—F LR URELZEH L ET,

12, Cisco Security Manager % — /3% A V' A h—)L (FITHEA A=) LET, HL
WA A =)L T, T T Security Manager h—/N\—7" 0B 2R ZFITTHH L WT BT
k ( Tcasuser] ) [ZIXKERFBEOT 74N T a7 v AR EHAINLET,
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B oo k- remmcyans

RMILR RYR—FZEEMZT BHE

—f%B 72 Cisco Security Manager W% E Cld, RMI LY A b U R — MET 7 4L b THHWTW
F9, —f%M7e Cisco Security Manager i% /€ Cld., TN EENTAEMNERHILGENRH Y F
T RMI LY A R UAR— b ZEDZT DI, IROFIEIENE T,

HE:]

RMI L ¥ & R U R— ~ Ol
fRRA L

WROFIEEZFEH LTI 0,

AT 71 Cisco Security Manager —/3— %%k L £,
AT w72 Cisco Security Manager % —/3X—®D D Windows L' A F U RZANLESS LY A MY = b 22/ AR —
FLET,

HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Cisco\Resource Manager\CurrentVersion\Daemons\ESS
(6=3) T, N7y T EAERT DT OIT R S E T,

AT w73 ESS Reg Edithat 7 7 A VEFITLET, ZDO7 7 AT (BEFE CSCve21327 IZIRIF SN TW5) Bug
SearchKit TAFTEET, ZDOT7 7 AT, BIEF—DIMX YV ET—FE=H I T XT A—H 2HIEY
HZET, BSSLYA MYV MU ZEFRLET,

AT 74 ~CSCOpx\objects\ess\conflactivemq.xml FHF T activemg.xml 7 7 A /L& B £9,
ATFv TS5 kRO X HIC, lcreateConnector] D% false ICEHE LE 3,

<managementContext>

<managementContext createConnector="false"/>

</managementContext>

AT w76 activemgxml ZHE1E L £77,
AT w F 71 Cisco Security Manager % FELE) L £ 97,
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Image Manager DIER~< +1J U X

=
=

« Image Manager O#ER~ ~ U 7 2 (191 ~—27)

Image Manager DR~ K1) U X

RO—HDFKIZIX, Image Manager ® RBAC (H—/L_X—ZX 77 &R ar hu—/) HR~ k
U7 ARRENTWET,

«K20: ZDMDT 7 a
e K2l A AV B a—
e K2 NRUFL Ea—
K2 T NS A Ea—

eFK24:Va7 Ea—

INHDORITREN TV, Image Manager & B =—, 77 v 3, BLUOMHROFEMZOW
TiX, D URL IZ& % [User Guidefor Cisco Security Manager 4.27] [#<3E] 22 L T 72 &
AN

https://www.cisco.com/c/ja_jp/support/security/security-manager/products-user-guide-list.html

R20:F0OMOTI Y

TOMDT I ay
IM DELH) EHREOE |EHREDE |RET —NATDOR|RET —NA T DE

%N [d 7N Ed
Image Manager D3R~ FSI NO NO NO NO
EHRE DR FERFIE PPN NO NO NO
TINA ADFEIR NO NO NO NO NO

Cisco Security Manager4.27 f Y X kL—> 3 VA K .
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Image Manager DR~ k2 2 |
. Image Manager DIER~< ~1) ¥ X

TOtOTIa
RIET —A T DFER NO NO NO FSam JExt
Jita
TNA ADZEF  (Modify Devices) | NO NO NO NO NO
Image Manager U AR kU @ZH  |NO NO NO NO NO
BERE DL E NO NO PSP NO NO
2B (Deploy) ] NO NO NO NO NO
*E (WF) NO NO NO NO NO
7KER (WF) NO NO NO NO NO

R2UA:A A= Ea—

A A=V Ea—
VR FVICBE) | A A—VDF

yra—F

TZrAn v QO A b=V V=2 |HEHOME| VAR b | N R ([ Fyrn—

AT L (File VA a2 (Check for | U D | ~DiEH | RETTIRDL

System) P— RO | F =2 |Updates) |HIFk DFR

)
Image Manager 3% | k)i NO |NO NO K It NO NO NO xf
7N Jix
WEBmEOFE  |NO NO |NO NO NO NO NO NO NO
FNq ADFT  |NO NO [NO NO NO NO NO NO NO
S — A 7 D3| NO NO [NO NO NO NO NO NO NO
N
5,54 AOEE | NO NO |NO - NO NO NO NO NO
(Modify Devices)

Image Manager U 7R | %}t PO PSP NO NO PIPN KD PSP *F
YhIDOER I I
GEBEOEH | NO NO |NO NO NO NO NO NO NO
[ZBA (Deploy) ] |NO NO |NO NO NO NO NO NO NO
SEE (W) NO NO |NO NO NO NO NO NO NO
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| Image Manager DIER~< k1 4 X
Image Manager DR~ ~1) & X .

A A= Ea—
& (WF) NO NO |NO NO NO NO NO NO NO
RKR2:N\VFKJLEa1—
N KR
=& (View)
N RNVBDER| N RV ars [N RV ays | 2R RLdA A
VYDF vl |V DEE k—L
Image Manager @ | %% X NO NO
For
D |NO NO NO NO
F XA ZADFa | NO NO NO NO
FHET—hA 7D |NO NO NO NO
For
F 4 ZADEHE  |NO NO NO NO
(Modify
Devices)
Image Manager V| %f)iis ESIIN ESIIN PSS
R FUDER
e ZsE |[NO NO NO NO
[EB] (Deploy) ] NO NO NO NO
#{E (WF) NO NO NO NO
7KER (WF) NO NO NO NO
FK23:TINAAREa1—
FINA A Ea—
TNARETINA | T3 A |[Device |75 Ty val A A=Y [ A=Y | RURL|F o
AT N—TFDFR|A R |Detail] Z | oaint | b | AR Ty | ~OEM|r— KD
N oFE | TOE DA A— | A—VDF| h—1 L— ko FoR
25 T BE | ol | vra— R g P | FAT
T4o R o &
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Image Manager DR~ k2 2 |
. Image Manager DIER~< ~1) ¥ X

TINARX Ea—

Image Manager D | %} PSP P NO NO NO NO NO PSS
IR
BEREOFR  |NO NO NO NO NO NO NO NO NO
TINA ADFEIR NO NO NO NO NO NO NO NO NO
ST — 4 7o |[NO NO NO NO NO NO NO NO NO
FOR
T ADLEE  |NO NO NO PPN KIS K hix s NO NO

(Modify Devices)
Image Manager U 7~ | NO NO NO NO NO NO NO KD FEXE
CRYVDOER 5
BESREOEE | NO NO NO NO NO NO NO NO NO
[ZBH (Deploy) ] |NO NO NO NO NO NO NO NO NO
SE (W) NO NO NO NO NO NO NO NO NO
R (WE) NO NO NO NO NO NO NO NO NO

RAU:>3T Ea—

3JEa—

a7 77 ay (NWFE—NR) BiMoYa 747> a3 (WF
T— 1)

I

il

Ta | HE || R B |un— |l A EE |[JREA
7 Refct) | @& |17 s (o | R Gy ]

7T — Ny
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| Image Manager DIER~< k1 4 X
Image Manager DR~ ~1) & X .

3JEa—
Image | %t stit | NO NO NO NO NO NO NO NO NO
Manager
D

IR

wEn INO NO [NO |[NO |[NO |[NO |NO [NO |[NO [NO [|NO
F =

R

=,3 |NO NO [NO [NO |[NO |[NO |NO [NO [NO [NO |NO
S A
DFE
s

= |NO NO |[NO |NO |NO NO |NO |[NO [NO [NO [NO
7__.
B A
7D
EL TN
=,3 |NO NO |[NO |NO |NO NO |NO |[NO [NO [NO [NO

S A
DI

Image |NO NO |NO NO NO NO NO NO NO NO NO

& [NO NO |NO NO NO NO NO NO NO NO NO

(B |NO NO s [ehils &P b & [NO INO INO |5

HAE ekt |xf& [NO [NO - [NO [NO [NO [NO  [NO [k | kb
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Image Manager DR~ k2 2 |

3JEa—

AR | FERIS | xhis (NO - INO
(WE)

NO

NO

NO

Wi % |[NO - |NO
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% 5l

A D)

Auto Update Server (AUS) 20 ARX—F 4 T VAT A 29
P NEfE 20 7IA4T R 29

F <

Firefox 20, 29 Vi ? /]) a4 I\ 29

FR—-FERTNDE =T 20,29 I

T 29
|
Internet Explorer 20, 29 =
PHR—hrEINTWBHENI—T 3 20,29 .
HF—r3— 20
J PAR— IR TWRWVEE 20
T 20
Java B} 20,29
.d—
R A b=V, $R—FSN TS SAN 27
Resource Manager Essentials (RME) 20
Y— B 20 +
T X2V T4 wx—TVr 20
P EE 20
Terminal Services, ¥R — F S TWVRWVEEE 20
T
U ‘
T4 L7 MU OREb, HIR 20
UDP 17
BWHETHERAR— DY A 17 I
'} RAA v aryiae—F (FIA~VERFANyIT ) | W

. C R—FENTWARVWER 20
VMWare DY R — F I TNENI—T = 20

3

NI F—<2 A 20,29
T4 T v NESEEIE 29
P N—HEERIH 20

W

Web 7 Z U4 20,29
HH— Rk 20,29
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B =

INT F—~ A F=4— (Performance Monitor) 20 ES
PR 20
A=k 17
3 BHETHLER Y AN 17
75 Y 20,29 b

HR— x5 20,29
AE1U (RAM) 29
TIAT v OB 29
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



