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FEV, 22— OFEHOEEMIZ-OVTIL, Threat Grid Portal D~V 7F A2 B L TL 7F X0,

= (Updates)

Threat Grid 7 7 A4 T > ADEEFH Z A v A h—LTHEE51L. FRNCHIHIOT 75347 2 A
Tty Ty 7BLUOREFIENTET LTWBXLERSH Y 9, MIMEREDRE THERAIZ, Eiiz
MR+ 52 2B LET ( [ThreatGrid 7 7T A 7T ADHEF DA A h—/L] ZHMH)

ThreatGrid 7 75 A 7V ADEH L., FA BV ARA VA — N INDHETHE T o— RTX
FHA, T, EHF T CATHE, 77 I9A TV AOHFHRENZET L TWDILERDH Y F
T, BHNIIEAT O LERH Y £,

G¥)

EHHICSSH BB ESNTWAZ EZHERLTL X,

A—YHY 423 —Tx4R

\}

P— XKy T —Z I ZIEFICEER S L, BIRBPADL &, HEO2—Y A X —T = A Al
HALT Threat Grid 7 77 A 7V AZRETEB L IR £9,

G¥)

LDAP ##7ElEZ, TGSH Dialog 35 & U OpAdmin T H{ TX £, RADIUS #diEiX, Threat Grid 7
TV r—ar Ul (R—2a 0210 BIE) CTHEMATE £,
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B csis7ny

TGSH %4705

Y

TGSHAATRAITA X —T 2 A AL, Xy NT—T A HF—T 2 AOREIMHHLET,
Threat Grid 7 77 A 7V AN IEFIZEE T 5 & [TGSH] ¥ A 7T 1V NERRSNET,

TGSH %1 7 O ~DEER

[TGSH] AT Zary )=V ETCHRWEEFILRY, T IAT VACE=F 28T D
. EIEVE— B KVM T CIMC BRESNTWDHEAIT, 77 BATEET,

GE)

CIMC 1%, ThreatGridM5 775 A4 7 o AP —_"TEH AR — I TWEREA,

TGSH %A 7 v Z\Z R T 521X, =—Y threatgrid 2 L CTEH IP 7 N L A|Z SSH %
BELET,

WBEZp R AT — RiX, TGSHZ A 7 0 ZIZERINCER RS ND, T v F LTAER S VI AR E
RAT— R, %7213 OpAdmin Portal D% E #%E DA D FMNETYERR L7287 LWVEBEE SA T —
FOELLNTT,

Threat Grid > = JL (tgsh)

Y

Threat Grid > = /L (tgsh) (X, (estroy-data X° forced backup 72 &' D) a~> N&FATT 5729
WHEHSNDEREDA LV F—T 24 A THY . HMRIZIDHEL~LDT Ny ZITHHEH S
NET, tgsh 27 7 AT 521X, TGSH ¥ A 7 1 7T [CONSOLE] #i®R L £,

G¥)

OpAdmin /% Threat Grid = —H L[ U7 LT ¥ Y V&I 5720, tgsh 20 L T{Thhi-
RAT — ROZEF/FH X OpAdmin (ZHEE L £4,

tgsh IZX DRy MU —TEDOEE X, Threat Grid AR — MI L - THRRICHE R SN T-56 2R
X, MR- bhSnFEHA, KDY IZOpAdmin £72IX TGSH XA 7 r 7 2 HEHT20ENH Y
i‘j‘o

OpAdmin Portal

T AUEEER Threat Grid GUIERTEY — Vv TF, A B R, E A —/LARA N, SSLAEAAEZ:
&', Threat Grid 777 4 7 A EDZ% < 1L OpAdmin 2> H DA FEITTE £7,

[l CiscoThreatGrid 7 754 7 VR N\—2 3 Y 210 RES LU A1 K



Threat Grid Portal [JJ]

Threat Grid Portal

Z® ThreatGrid 2—Y A > X —T = A A TSV r—a 3777 R—vRE L THEMTR
BET. ThreatGrid 7 77 A4 7 A2 b A v A h—/LEF9, Threat Grid Cloud —tE X &,
Threat Grid 7 77 A 7 o A2 & £ 115 Threat Grid Portal & OB CEEIZITONLE T A

2YRIT—=DAF—=—T AR

HEHAEER Ry NI =0 A V2 —T 2 A ROFITRLET,

A3 —x4R BLL]

Admin EBR Y PU—ZITHER LET, BER Y P U= B DE
1%@&0

« OpAdmin Ul 5 7 1 v 7
« SSH (inbound) for TGSH Dialog

Ny I T T TARY T DO NFSv4 (77 hD
¥ R)IP Tl < NFS AR A MaBMEH S 556, 2 D4HI
NA—T 4 DNS R TR ENET) . TXTH7 T AH
=R T 7 BATEALENRDY £7°,

EHIR— NI (tgsho = D) BT HZENTEET,
BN 72 > CWDIEA. 7 7 AZ STV Threat Grid
TTIGATUARE, 7 U= R— R EF—T ¢ R— DR
SNTVLHEAEOAHELLEELET, BEHUNLZ U —1A
VH—=T oA ADKR— 443 ITERENF T, R— F R
W7o TW WA, AR — 2k &L BEEL T2
(FE72ITHERED FEH 1T Y) Threat Grid 77 7 A 7 2 AIZ7g
0¥,

GE) BHEHA L HY—T A AFDT 3 —A 777 XL SFP+ T
T, =Ry =T7EMf)] 25 LTEE0,

7T AH HFEHESFP+ R— NIV F2Z U IR ENE T,
UG RABY U TIIME R T TAR LB —T 2 A (TE)

e ALY b A H—axy MZITEI® SFP+ £ 2 — /LR
VETT, 2O F—7 oA ATiH, REOKHEIIHY £
YA, 7T RUANRHBRIZEI D Y TOHhET,
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B ~ro—v408-—7:z42

A3 =T R

Bl

[Z7V— (Clean) ]

cZ U= Ry PU—ZIZELE T, 7Y —diE Ry
NI =IO MMBT 7R ATELRERHY TN, A F—Fy
FDRET 7B AP TERVEDIICTILERDH Y 7,

cUIBLOAPI N7 7 v 7 (E1E)

« P TINDKE

« SMTP (GREFHE I A —/L P — S~ DFAFHefe)
+ SSH (inbound for TGSH Dialog)

* syslog (FXJEW A syslog H—/3~DFAF)

« ESA/WSA & CSA D&

* AMP for Endpoints 77 1 X— k 7 7 7 KO#A
«DNS (7 =)

« LDAP (3%13)

« RADIUS (%18)
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2y ro—s 1va—7z120%%8 |}

A3 =T R

Bl

H—T 4

=T ARy NT—=ZIZERLET, A Z—Fy FT 7 EAN
L[Z\g(:\‘é—o %é’fg@%ko

TIAR=PNIPIZEGFEEND N T 74 v 71E, Fv bT—2HO
Pu—AYVE—=vary 7747 4= LT Ry TIN5,
H—=T 4 A H—=T 2 RIIMHEDDNS (774 X—KIP) %
FERLRVWEI I LT IEaN,

* DNS

(GX£)  AMP for Endpoints 77 A X— 7 T 7 K L Ot %
F%E L. AMP for Endpoints 777 A 7 > ADKR A
BN —T 4 A H—T = ATRFTE oW\
B V=AU H =T = A Z&MT 55100 DNS
P — 3% OpAdmin IZEETE £7°,

* NTP

+ Updates

cHHEOBMEE— R TOFAR—hEyar

e YR—FrAF v T gy b

RN T =TT NN ESNIE N T T 4 v

s UBNY FE—RFYPR—F yar (E)

* OpenDNS. TitaniumCloud, VirusTotal, ClamAV

* SMTP OFAEHEREDMIF AT DN=—KR >y MU ZA L7 b

GE) H—TF 4B —T A ATDOIPVALL 7 K L A Z2[H]
(168.254.0.16) DOFEMAIZVR—FENTWEHA,

CIMCA v HF—=T A A

HELE, Cisco Integrated Management Controller (CIMC) A > &% —7 =
AAPRESN TV LHEIT, V= "OFHE X T F 0 ATl
AT&ET, FEMIc>WTiX, [CiscoThreatGrid 7 77 A 7 2 A
BEETA R] 22 L TEEN,

GE) CIMC %, Threat Grid M5 7 77 A 7 > A — 3Tl
A—FrESNTWEEA,

2 RT—=D A=D1 14 ADEEH

DOk 7 a T, ThreatGrid 7 7T A 7 v A0 b im BEAY THELE SN A R EIZ DOV TR
LET, 72770, BERIZL-TA v H—T oA AREIFERRVET, *v bU—7 FBHIZG
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B 7or—nn—n

CC =T A4 AV HF—T oA AN/ T D0, @exy hU—2 %% T ¢ 518
EHEL TV = A v F—T oA AR T 202 ETE £,
R6: 4y hT—H428—T 14 ABER

Threat Grid
DNS/NTP Support + Update
Servers

- Outbound Traffic ONLY!
- Sample-Initiated Traffic
- DNS for the appliance _—
- NTP for the appliance
- Software Updates
- User-Initiated Support Connections
- OpenDNS, TitaniumCloud, VirusTotal, ClamAvV
- NOTE: Outbound SMTP connections
are redirected to a built-in honeypot

External Facing
2 : Internal Facing
Threat Grid Appliance >
- Threat Grid Portal | Clean || Admin |[CIMC
User Interface and AP| (HTTPS) \\ - Clustering Interface
- Sample Submissions / - Direct Interconnect
- SMTP Traffic to Local Mail Server - Requires an additional
- Recovery Mode Support Connections SFP+ module
- Syslog
- DNS over Clean if configured - Out-of-Band Server Management

- LDAP and RADIUS

- OpAdmin Management Traffic (HTTPS
SMTP Server Corp - SgH g : }

Integrated Appliances Network - NFSv4 required for Backup and Clustering.
(ESA, WSA, (Outbound. If a NFS hostname is used instead of
AMP for Endpoints, etc.) IP, this name will be resolved via the Dirty DNS.)

GE)  ThreatGrid 7 774 7> A (v2.7.2 LAKE) Tl enable clean_interface 7' > o VI CTZ
TN, T ANV N TIEEGD 2> TCVET, ZOFA T ary (REZEAL CHES L
#%) Ik, BB ToENEZIZ U —2IPDR— b 8443 DEHIA VX —T = — AT 7 BAT
xET,

I27AT724—ILI)L—IL

TITEH MBEINDI T AT U — A= VIZOWTIHIA L ET,

[l CiscoThreatGrid 7 754 7 VR N\—2 3 Y 210 RES LU A1 K



74791 —n—n |

A\

GE) R—=F2BXN19791 DE—FT 4 A F—T 2 ALETHIBMHEDORERY > —2FE+T 2
L REFZR OB MNE L IR0 | T 7 AT U — VORI L0 £ < OB D
AREMENN B VD £,

Y

CE) =T 4 A H—T A ATDIPVALL 7 F L A2/ (168.254.0.16) OfEFAIZYHR—r&ENT
WEH A,

F—T44 083 —T A RITKHRIE

EIETT SE5E JaralL|R—+F 1R aAAV bk

BT 4 A |4 B —%v | |ANY ANY Gl YT ANEDRE T
VH—T x (Allow) |7 4 v 7 ZFFAILET,
A A (IEfe7e R R 2 BG9 2

Wi, FESNTZAR— |
R a AT hb b
I vy TIhbavw
YRT7TURarvie—i
Y=~ DT T & AT

AINTWDBLERHD
F9, )

H—F 4 A8 —T A RIZ&LBEE

EET B JakraL|R—Fk B’1E 4Dk

ANY H—T p A ANY ANY EiEkD T RCOEFE S

B— s k (Deny) |LZET,

D)= A3 —TD A RIZLKBHEE

EETT EE JaokaL|R—Fk BE JAV

27— A |SMTP H— TCP 25 Eau) TIIALT L ARF T ) —

VE—T x (Allow) | A B —T A A %H

A A LT, REFHA—IL
H— D SMTP 5 %
BRIE L £
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HD)—A B —T A RIZLBHRIE (EE)

EIETT ES Jakra|kR—k BE 4Dk

7 ) —> A |42¥D DNS #— | TCP/UDP |53 AT f£&, 7 U— DNS » %

vHE—T x| (Allow) |EZINTWBEED LN

A A Ao

7 ) —> A |AMP 77 A ~— | TCP 443 Gl {I-&. AMP for Endpoints

VE—T x| NI TFTR (Allow) |74 X— K777 Kk

A A AMEAENTWEHIEE
DI,

27 ) — A |Syslog #—x UDP 514 Gl syslog A vt —3 & Threat

VH—T x (Allow) |Grid BHZE=Z{ET D LD

A A [ AL i LI

7 J—> A |LDAP H— TCP/UDP | 389 Ha) {5, LDAPDSFHEINT

VE—T = (Allow) |\WBE DB,

A A

27 J—> A |LDAP H— TCP 636 ) &, LDAPRESINT

VH—T x (Allow) |WBBAEDIHNMIA,

A A

27 J—> 4 |RADIUS #—~3 |DTLS 2083 Ea) ThreatGrid 7 7"V 77—/ 3

VHE—T > Ul (Face) ~mua A

A A VEFFRLET, (TE.
RADIUS 23fR% € 4L TV 5
BB DI GE,

D)= A48 —Tx A RIZLBEE

EET B JakajL|R—F 12R1E aAD bk

a—YH7 |\ s )= A | TCP 22 o) TGSH %' A 7 11 /'~ SSH

ESAN 2—T xR (Allow) |BEFEHTAILET,

=77 )= (2  |TCP 80 Gl TTTAT L AD APL &

T b B—T A A (Allow) |Threat Grid = —% 1 >
2 —T A A, T
HTTPS TCP/443 12V # A
1/7 ]\ L/i‘ﬂ—o

a—YH$7 |7 )= A |TCP 443 Ea) TT5A4 T AD APL &

ESAN H—T A A (Allow) |Threat Grid == —¥ A >
H—=T A R,

a—PHT NIV —=r A TCP 9443 EaEll Threat Grid UI Glovebox ~~

F v b H—T x A A DO TFAl LET,
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B VA —T M RICLBHRIE (EE)
UTIX, BESNA—EZ2ORNFITIKELET,

74791 —n—n |

EIETT EIE JakralL|R—k BE oAb

AL |NFSv4 H— TCP 2049 F o) {£5. ThreatGrid 7 75 A

H—T A (Allow) |7 v A7 NFSv4 412

2 NPT o7 hHFETDH
IIricRESN WD
/El\@%L‘/IZ‘Z/E:O

GEHA U A—T A RIZKBEE

=ET EE JaokraL|R—Fk BE JAV B

R | EEA A — TCP 22 Gl [TGSH] &#' A 7 1 7'~

x v bk T A A (Allow) |SSH #&fe a7 v L £,

By |EEA o x— |TCP 80 Gl OpAdmin Portal A > % —

EAN TxAA (Allow) |7 =A ZA~DT 7 ¥ 2%
FALET, i
HTTPS TCP/443 |2V & A
L7 bLET,

Ty |EEA o — TCP 443 Gl OpAdmin Portal - > % —

F v b T AR (Allow) |7 =A A~DT 7 &A%
FrTLET,

DAARBIH/EANHRINE T —T 4 A3 —T (R

EET e JaokajL|R—Fk BE JAV B

=T 4 A | H—xv | |TCP 22 G B, vYR—hAF o7

VH—T x (Allow) |[vav b, T4 AD

A A =B,

=7 44| A% =% |TCP/UDP |53 Gl ¥&{5 DNS &7 Al

VH—T x (Allow)

A A

H—F 4 A | % —>%v b |UDP 123 Fa) FENTP Z3Fal L ¥,

VH—T (Allow)

A A

H—F 4 A | FZ—F> K |TCP 19791 Al Threat Grid %" — kb ~D$%

VH—T x (Allow) |FBEEFFATLET,

q A
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EETT 585 JakajL|R—+ 121 aA*V bk

& —5 4+ A | Cisco Umbrella TCP o) H— N —F 4 OB
YH—=T = (Allow) | XO=2 U wF Ay bH—
S A EALFEELET,

4 —7 1 A | VirusTotal TCP G e RX—F ¢ OB
VH—=Tx (Allow) | XO=2 U wF A hH—
A R EREREGLET,

' —5 ¢ 4 | TitaniumCloud TCP Al P FX—F f DB
VHE—T (Allow) | LU= Y wF A hh—
A A ER LA LET,

O0A4 2 BENRAT—K (TI74ILEK)

FIFNTNDOaTA L ENRAT— REROFRIT R LUET,

a—4 (User)

A5 A4 INRJ—FK

OpAdmin 35 L W'Y = /L= —+

) Threat Grid/TGSH # A 71 7/ CZ7 &
DTHERENT-NAT— REFEH L, RIZ
OpAdmin % EV —7 7 0 —D A DO FIETA
FILTEB LW A T — R&EH L ET,

NR2AT — REfmde Liz5A1E. [Cisco Threat
Grid7 7 I7A T v AEHENA K] o 1EH
FHRAT—FRD Yy b OHEEZRLTL
72X,

Threat Grid Web 78— # /L Ul & ##H

Login: admin

Password : 5 /] OpAdmin /XA 7 — R % fii
LTHIfb LE9, 2%, M7 L7zREEIC
Y ET,

CIMC

Login: admin

Password: password

BRTE BRI DR

ZORF2A TR kOB b7 v 7B LOWIHREDFIRZHH L £,

IRy P U — T BOE

» OpAdmin Portal DF%E
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gxemgonz ||

« THDA A R—)L
T IIAT U ADE Y T v T DT A b
[Threat Grid 777 A 7 v AEPRHE A R] IR I TV 5D LB Y. OpAdmin Portal T,

(FAEBLADA VA M=), BT A =)LV —s3 SSLAEAER ED) R0 OEFHERES AV
T LET,

KIIERE FIMAZ 56 T 4 21340 1 BFE 232020 47,
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NEARY FDO—D%E

ZOETIE, TGSHAA TR 7 2L Txy MU —7 OPMREZ 5% T4 2 FIEIC OV TR
BLET, NEIZRD EEBY T,

s T IIAT U ADERA L LEHE (25 X—)
*TGSH XA 7 ua &M LIEZxry hT—7 DFRE (27 X—)

TFIS2ATVADERLT VEEH

P— NFEIER., Xy NU—T A H—T A A, BRI —7 Va2 LT 5, Threat Grid
M5 T 747 v ADERZ A, BEIT2FETHELET, v AaoBmAEFRE RSN
i‘é‘o

H7:7—r7yTHOSAIEER

TIIT
CISCO

IMC IPv4 Add
) IMC MAC Addr

Entering CIMC Configuration Utility...
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ngRy ko—sHE |
B 7757 2088 cn

\}

(B oA HF—Ta2A RAERETLIHRE. ATV T2y 7 NET LIERICF8 2 L7,
[Cisco Threat Grid 775 A 7 v A&MEH A R OffEk [CIMC OFE] #2HBLTLIFEX
AN

P NEB BN IERKTT5E, a2 Y — I TGSH XA T lnErEInNE 1,

8:TGSH5 A4 704

a8 n 6 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware Analysis and Threat Intelligence

MHain Menu
Your ThreatGRID device cam be managed at:
fidmin URL » HAC........ ¢ {UNAUAILABLE> »
fpplication URL » MWAC.. : <UNAVAILABLE> ~
Password ¢ hJaBSpkPRuB8Itnuabiy

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

OHFIG_NETWORK conf igure the system' s network interfaces.
SUFPPORT_MODE fillow remote access by customer support.

UPDATES Download and optionally install updates
SHAPSHOTS Generate and submit support snapshots
APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23  admin 0.0 fps| 0.002 KB/s =’

Xy NI =7 LB —T = A AOFEREN FIZ5EE ST 2\ 728 OpAdmin Portal (ZH|3E T
P, ZOX R EFITTEROZD, [Admin URL IFFIHARR & L ORSRTWET,

EE TGSHAA7OJICIE, WIHIEHE AT — RBRFREINET, ZORAT— KT, Z0%D
B E FNETOpAdminPortal f > X —T = A AT VAL, AV F—T =2 ZAERETDHIZD
(CREL 2D E, NAV=FEJIOTFA LT 7 AL TAE (AE—=T 2 F—=2K) LT
BEET,
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| o#%y ro—v 8%
TeSH ¥4 705 A L5y ro—s08E |

TGSH # A4 7RV #EAL-rY FT—U DERTE

MRy U —27REIL, TGSH ¥ A4 7 v 7 TITnET, BARENTET T 5 L. OpAdmin
N—=BN~DT 7 EARFRAINET, ZOR—FZ/VTIE, BMORES A7 ZFTTEE
—é—o

\}

(GE)  DHCP =—H¥ 84, WOTFIATIX, A¥T 4 v 27 IPT RUAZMHLTWAS Z & Zhife s
LTWET, DHCPZH L TIPZ#ES L TW A A, FEMIc D\ Tk, [Threat Grid Appliance
BHFETA R] 22 T30,

ATwF1 TGSH ¥4 7 1 7T, [CONFIG NETWORK] %i#{R L £9, [Network Configuration] = > —/L3B & &
bé‘o

9:TGSH % 4 7 0% : [Network Configuration] 2 > ‘) —)L

806 198.18.2.23 - KVM Console

Hetwork Configuration

DN3 Servers
DHS Primary

DHS Secondary
Interface: clean
DHCP Enabled? (¥/H)
Conf igure Hon-Default Routes? (¥-N)
Address
Hetmask
Default Gateway
DNS Hame
Interface: dirty
DHCF Enabled7 (¥/H)
Conf igure Hon-Default Routes? (Y-N)
Address
Hetmask
Default Gateway
DHS Hame

<Validate> < Cancel >

198.18.2.23 admin 0.4 fps  0.002 KB/s '

ATF9T2 7 V=2, F—=FT 4, BIOEHOEKEA LV H—T 2 AWK LT, *y N =7 EHENSRILESN D
BN, EEHOT 4 — /L NIZATLET,
AT 73 [DHCP Enabled] % [N] IZZH L £,

GE)  HLOWXFZANTLICIE, HWLFENy 7 AR—RAITLLERH Y £7,
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ngRy ko—sHE |
B eshssrovEgRLERY FO—sORE

AT 74 [Configure Non-Default Routes] 7 4 —/L K&, 774/ bD [N]OEFIZLET GEMD/L— R ABALEZRN

e .
AT TS Xy U= T V=0 Fy NU—ZIZDNSAEHEH LTV 55413, [DNSName] 7 1 —/L KIZ DNS 4
EANTLET,

ATV T6 X—F 4 F v hU—27 @ [DNS Name] 1ZZZHDOE FIZL £,
10:ETHOFRY FIT—VBE (D —VBEUT—T 1)

@& 00 198.18.2.23 - KVM Cansole

Hetwork Conf iguration

DNS Servers
DHS Primary 196.19.3.208
DHS Secondary
Interface: clean
DHCF Enabled? (Y¥Y-/N) H
Conf igure Non-Default Routes? (Y- N)
fddress
Hetmask
Default Gateway
DHS Hame
Interface: dirty
DHCF Enabled? (Y-N)
Conf igure Hon-Default Routes? (Y/N)
fiddress
Hetmask 255.255.255.0
Default Gateway
DHS Hame

{Ualidated £ Cancel >

198.18.2.23 admin 3.8 fps 13.385 KB/s =
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TeSH ¥4 705 A L5y ro—s08E |

1M:ET7PDRy FO—VHRE (EHE)

an6 198.18.2.23 - KVM Console

Hetwork Configuration

Hetmask
Default Gateway
DHS Hame

Interface: dirty
DHCF Emabled? (Y-N)
Conf igure Non-Default Routes? (¥-N)
Address
Hetmask
Default Gateway
DHS Mame

Interface: admin

DHCP Ewabled? (¥/M)

Conf igure Non-Default Routes? (¥-N)
fAddress

Hetmask

Default Gateway

DHS Mame

Malidated < Cancel >

198.18.2.23 admin | 3.2 fps| 10.416 KB/s zf|

AT TT1 TR_RCOFy hI—IREEZ AN L2, Tab F— T FICBE) L. [Validate] Z3R L CANHNEZMEEL
i—gﬁo

T T =03 AELTESEIE, BARMEAEEL, b5 [Validate] 23R L £,
FRRENNSE T3 % & . [Network Configuration Confirmation] ~X— U (Z A LT ENF RS NET,
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B eshssrovEgRLERY FO—sORE

122: 37y D —Y BROHER

Hetwork Configuration :: Conflirmation

DHS Servers
DHS Primary
DNS Secondary
Interface: clean
DHCP Enabled? (Y¥-N)
Conf igure Non-Default Routes? (Y.N)
fAddress
Netmask
Default Gateway
DNS Name
Interface: dirty
DHCP Enabled? (¥/N)
Conf igure Non-Default Routes? (Y- N)
Address
Netmask
Default Gateway
DNS Hame

<Cancel>

AT 78 [Apply] ZEIR L CAMREL AL 7,
RENEHINTH% GETETITI0 U 05580850 7)., BEOFEMARRINET,
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=
axX

TGSH 544 7OJ &EAL=RY FT—0 DF

E13: 72y bID—OHRE: RTLEEENY R+

Fat

198.18.2.23 - KVM Console

Ansible Invocation

changed: [localhost]

TASK: [service name=netctl@ethernet_dirty enabled=yes]
ok: [localhost]

TASK: [service name=netctlBethernet_dirty state-started] sessssssssssasmns
ok: [localhost]

TASK: [service name=netctl@cthernet_admin enabledsyes]
ok: [localhost]

TASK: [service name=netctl@ethernet_admin state=started] eemmsmmsssmsessees
changed: [localhost]

TASK: [restart interfaces il needed]
changed: [localhost]

PLAY RECAP
localhost : ok=180 changed=4 unreachable=0 failed=

198.18.2.23 admin 4.0 fpps

ZFwTF9 [OK] Z=INL 5,
[Network Configuration] = > Y — /LW HEHFH 4L, AJJLTEIP T RUANRERINET,

12.746 KB/s =

ax

= W

Cisco Threat Grid 7 754 7 VA N—La v 210 BEHS L UHEREA K |



ngRy ko—sHE |
B csis7oozmRLERY FO—v0RE

14: IP Addresses

|nn 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Halware Analyzisz and Threat Intelligence

Hain Menu
Your ThreatGRID device can be managed at:
Admin URL » MAC........ : https://100.67.2.100 » 90:e2:ba:B82:21 :d4
Application URL » HAC.. : https:r - 100.67.1.100 » Tci:Be:ce:67:17:40
Password ¢ hJaBSpkPRuBeItnuabtnw

The password shown above has been automatically generated for you.
You will be required to change this password when you [lirst login.

Conf igure the system's network interfaces.
SUFPORT_MODE Allow remote access by customer support.
UFDATES Download and optionally install updates
SHAPSHOTS Generate and submit support snapshots
APPLY Reboot and fully assert configuration state
COHSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23| admin | 1.2 fps | 2.727 KB/s

Threat Grid 7 /7 A 7T ADFy NI —JRENTZET LE LT,
G 27 V—>A2¥—7xAAD URLIE OpAdmin Portal DFZENTE T T 5 £ THIEL £t A,

RDZERY
Threat Grid 7 77 A 7 > AR E DR DO FINATIX, [OpAdmin Portal DF%E | T I TS
£ 912, OpAdmin Portal ZffH L T OFREX A7 %55 T LET,
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FL&HIZ

!

i

OpAdmin Portal D% E

ZOFE T, OpAdminPortal ZfEH L TT I 4 7 U A%ZHET 5 FIMAICOWTH L £,
BT A BE XKD & B Y T,

ZL®HIC 33 —)

+ Configuration Wizard (35 ~X—73")

» Threat Grid 7 77 A 7TV ADEH DA A h—)b (43 X—)
T T ITAT VAREDT AL (44 =)

OpAdmin Portal (X, 777 A 7 A L Threat Grid EHE DR —Z L THY, TTI7AT A
DREIHIESINDY—NLTT, BHA L X —T oA ATIPT RLAZRE LR THEHT
EBHWeb—Y 4 H—T A ATT,

ZOREITIT, WOFIENEGENET,
« OpAdmin &P /A T — ROEH
TV Ra—WT A & AFKEOHER
e (TAP—FREHEHLTERESNTVARY) R v T — 7 HEHEE ORERE
e TABUADA A FN—)b
* NFS O E
B A—ILIRA N ORE
s WEIOFEE
o HfF &R DR E (NTP H—3)
* SysLog D% E

cREDMER LA VA F—L
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OpAdmin Portal DE%E |
B opadmin K—5 112051095

A\

GE)  —HoORTEFETILZ. BEVAV—FEHEALEE AL, SSLIFHESZ FAZ Y 778,
U4 = F’éihfw&m%m&ﬁ_owfm\FQ&NW%MMde?%TVX%ﬁ%
AR Z#BBL T I,

|

BEE LDKoOvBZ v a rOTFIEE, REKOIPT R AIZEDAZNBAD AIREMEZ S 372012, 1
FotE v =3 ‘/’C“%T?‘é%gﬂéb D EF,

OpAdmin ;R—4)LIZOT 4 >F %

Threat Grid OpAdmin 7R —# /L1 7 A U F 5121, ROFIAZFETLET,

ATy F1 7Z 7% T, OpAdminportal ® URL (https://<adminlP>/ ¥ 7= https://<adminHostname>/) % AJj L T,
Threat Grid OpAdmin D & 7 A L[l % B & 97,

GE) FAMNREITTIIAT L ADOL Y TAERETT (V2.7 0K .

15: OpAdmin O 5 4 VEE

808 ThreatCRID Appliance Ad: X

C (X haps//100.67.2.100/l0gin =

Hoapps 1 TheemGRID Ll Onher Bookmarks

S ThreaotGRID

Password Required

Authentication s required to administer your ThreatGRID Appkance. The password
can ba found on the appliance consce of your Applance sender.

: 3

i 50 s bast viewed i infevrat Explorer 10+, Firabax 14+, Safarl 6+, or Chrome 204

& Support

@ ThreatGRID.com

AT9FT2 TGSH XA T aZhbabt— LR EDOBEEBENRAT—FEZ AN LT, [Loginl| 27V v7 LET,

RDERY
[Change Admin Password| & HEH /XA T — RODZEHE (35 ~—) ITH#EAE T,
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| OpAdmin Portal D35
gra 27— rozE |

EEENRAT—FKFDER
PR EOEHE NN AT — Kk, HARTO Threat Grid A > A h— /LT U Z MZARKR S,

TGSHAA T ZIic 7L —r T %A M LTERENET, REEHAITT HENC., WIHIFRED
BHENRAT— NEEETHLERHY £,

ATY 1 TGSH ¥ A4 T ua JIZERENLH/8A Y — K% [Old Password] 7 4 —/V RIZANLET (ZHETFA b
T 7 ANVIRIFET HRERH Y ET)

AT w72 [NewPassword||ZH LV WA T — K% AL, [ConfirmNew Password][ 7 4 —/V RIZH 9 —E A LET,
AT w73 [Change Password] 27 U v 7 LE ¥, AU —RKBFEHFINET,

GE) HLWASRAT—RIX[TGSH] A 7T R ZIZRRINDHTFANTERRINRNTZH, 4T EZ
ITRIFLTL 2 &0,

RDERY
[Review End User License Agreemen] = K —H% 7 1 & AZKEOMERE (35 X—) (TR
e 8

IV RA—YYSA I REBHEDHER
TAR A EEHRL, FETLZ 2R LET,
AT TN = R a—P T4 2B ELHERBLET,

ATFwT2 HE#ETAZm—/ L, [[HAVE READ AND AGREE]| %27 VU v 7 L %7,

() AV REA A= ATIHHENT, REV—2770—%FfTL, Xy MU= 2RETDHI L
BB LET,

RDERY
[Configure Network Settings] % v h U —27 OFRE (36 X—) I[ZEERET,

Configuration Wizard

REY 4P — FTIX, ThreatGrid 7 7T 4 7V ZADHREZITWVET,
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OpAdmin Portal DE%E |
B <oro—vons

>y b= DEE

TGSH ¥ A T aV TCAZT 4 v 7 3y NT—TREZIT> TG, [Network] _X— VIR R S
NAHIPT R AL, ThreatGrid 7 77 A T2 ADF v WU — 7 FHEWRIC TGSH A 7 a2 7'\c
AN Uiz ke U9,

AT T IPT RLA%ZfER L, EEETHDLZ L EHERLET,

ATy T2 FIMEEHGEIZDHCP 2 H L, 7V —rBILORF =T A DIP Xy NI =T HBAXZT 4 v 7 IPT KL AILE
W DN HHY5A . [Threat Grid Appliance ‘EHH 774 K] @ TDHCP OffEH | OIIZFEEH I LTV D
FlEEZFEITLET,

RDZRY
[Install License] 7 A Z > ADA A h—/b (36 ~—) ([ZHHFT,

TAECVADA VA =)L

Ty NU—TNERESINTZH, Threat Grid 7 1 B A% A A b —/L T DHERNRENE T,

ATy F1 Fes— g8 ClLicense] 7 V v 27 LT, [License] *— T %&£,

16: 4 VX F—IRIDTAEVAR—D

Appliance ID

FCH1832V32N

License

No license has been installed.

Upload New License

Choose File |N0 file chosen

Elp

Retrieve License From Server

rieve

[
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| OpAdmin Portal D&%
sqevznsvz =1 |}

AT 72 [Upload New License] ~*A > C [Choose File] 7 UV v 7 L, 77 AN~ F—T XD T4 B AL RN L E
D

FEL, =D TA B RAERIGT AL L TEET, T IAT LV RAEA VA= ATHEXITRY
NI — 2127 7 B ARRERG AT, [Retrievel 227 U v 7T 5T AV ANy NU—ZBHBATHRIGE
£

AT w73 [Passphrase] 7 4 —/V RIZTA B ADRAT—RKEAHLET,

ATY T4 [Upload| 27 Vv 7 LTIA BV AEZA LA M=V LET, XR=UNEHIN, 714 BV AFERNPERS
ET,
17: 4 X =B LE=RDS A £ RIER

Appliance ID
FCH1832V32N
License
Licensee No Name Provided
provision@threatgrid.com
Business 2f518e6d-dd45-4397-9533-3c6d38239c32
Validity Fri, 22 Sep 2017 14:47:46 +0000 - Mon, 21 Sep 2020 14:47:46 +0000
Product SKU
Daily Submissions 1500

Upload New License

Choose File INo file chosen

Upload

Retrieve License From Server

ATw 5 [k~ (Next) 1227V v 7 LTHATLET,

RODZARY
[Configure NFSINFS O E (38 ~X—) ([ZHEHLFE T,
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OpAdmin Portal DE%E |
B vsons

S ]
NFS DX E

U—27 7a—ORDOFNEIL. NFSEZRETHZLTT, ZOXATIE NI T v L r IR
B2 T 5T O DI TT, FEMC oW TIL, [Cisco Threat Grid 7 75 A 7 > A& HE
74 K] @ INFS Zff:) OEZZML T EE0,
BRET v AIZIE, NFSA M T BLOEELT—% 2~ v 57 kAL, NFSA T D
2T Theat Grid 7 7T A 7o A0 a — )V TF—F A N7 28 b3 5 7 a2 ns
FhET,

ATYT1 FESF—2 g XL VU TINFS] 227 Vv 7 LT, [NFS] X—U&H&ET,

18: NFS DR TE

E3Support 7 Help

k. -
1 ThreatrGRID agpiance Adminisration Portal @ Logout
& Configuration = Operations = Status = Support = ]
Configuration
- NFS
# License v
> WFS
# Chustenng
E
ke NFS Configuration
¥ Notifications
2 Date and Tima
Sysiog v Host @
Other
Path ]

FReview and Irstal
Opts =

Status ¢ Disabled

S ThreatGRID

ATV T2 ROEHREATILET,
o [Host] : NFSv4 /R A R — 3 IPT7 RLAEZMHHATLHZ 2880 LET,
« [Path] : 7 7 A L DMEFEES LD NFS AR A b — R b r—3 g Okt 2,

* [Opots] : Z D —/NT NFSv4 (233 D48 Linux OF 7 4 /L MEZZEE T 20N 5 5855 1 H S
NBHNFS v v A7 va,

e [Status] : K v 7 &7 U AR5 5 [Enabled] ZEIR L £ ((REF—) .

ATY T3 [k~ Next) 1227V w7 LET, X=UNEH SN, FSEBIL/SRT—FX—ID BRFERINET,
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| OpAdmin Portal D35
grx—1hz toze [

CON—VERPNCRET D L X, Bl —ZHIRE-IFHo0— R34 7 a v R RrShE

T o NFSBEN/ > TOBBF—DMER SN TV RWEA X, [Upload] 47 Y a U RFERINET, F—

ZVERLT % & [Upload] R % v 28 [Download] R % U NZEHY £9, (F—%HIRTHE, [Fvra—FK
(Download) ] A% U NHEO[7 » 7 a—FR (Upload) 2720 7, )

(B XN I T T EBERT DO SN cF — L EEIC BT 558, 7Ty n— FEIC
OpAdmin [ZF TR ENZF—ID B, HESNTARADT 4 L7 MUAHEBRAESHET, BT¥—
EERETICNY 7 T v T2 E T LIETEEE AL

ATV T8 [k~ (Next) |27V v 7 LTHATLET,

RDERY
[Configure Email Host]®E 1~ A —/L7R A O E (39 X—) [ZHEHRE T,

BEFA—ILEKR FDETE

U—770—0DWROFEIL, BFA—IVKAINERETDHILETT,

ATY 1 FeHF—r a8 U CEmaill #7 UV » 7 LT, [Email] X—Y % & £7,

19:BF A —ILDERE

E3 Support 7 Help

=k .
1 ThreatGRID appiance Adminisiration Portal # Logout
# Configuration ~ Operations ~ Status = Support ~ -~
Configuration -
> o ~  Email
¥ Uicenss L
» NFS v
» Chustedng
> Email SMTP Configuration
# Notifications
Date and Time Delivery Mode OHELP m Upstream Relay
# Sysiog v
Other Upstream Host QHELP @ smip.acme.test : | 587

> Raview and Irstall

SsL O HELP & Detect from Port
Upstream Authentication o HELR @ No Authentication

From Address 9 HELP =

Y ThreatGRID
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OpAdmin Portal D3 |
B aaoz:

AT w72 [Upstream Host] (1A —/L RAK) OL4RIZATILET,
ATV T3 R—h&587n0 BICELTLET,

RATYT 4 TOMOREL, 774N MEOEFIZLET,

AT TS [k~ (Next) %27 U v 7 LTHATLET,

RDEZRY

[Configure Notifications i AN DX E (40 ~—7) [ZHEHE T,

KD EXTE

U—27 7ua—0ROFENEL, 12U EOEFA—/LT R L AEHEICELS FTREZ2 BN % 7% E
TAHZ LT, VAT ABANT ThreatGrid { > Z —7 = A ACERINE TR, Z0OX—IT
X, ETA—NVTEEINLIBEHNLRETETET,

ATvF1 F s — g8 T [Notification] #7 U 7 LT, [Notifications] ~<— & B & 77,
20: BRI DEETE

oy E3Support 7 Help
1 ThreatGRID aspiance Administration Portal

= Logout
# Configuration = Operations - Status ~ Support = e

Configuration et -

" v
Notifications
7 Ucense v
* NFS s
# Clustering
> Ermail v
% Notifications Notification Recipients & HELP & admin@acme.test

Date and Time
> Sysiog v T T

Critical Notification Frequency @ HELP ®  Every 5 Mimutes

Other

2 Ruview and Irstal Netification Frequency oHELP | @ Every 5 Minutes

S ThreatGRID

AT 72 [Notification Recipients] 7 4 —/L K C, B>~ TRY>7= 1 DL EOBETFA—NLT RLAZ AN LET,
ATwF3 Kavy 7% U AR5 [Critical Notification Frequency] & [Notification Frequency] % #% /& L £ 7,
ATy T4 R~ Next) 127U v 7 LTHATLET,
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| OpAdmin Portal D35
aresaonz |

RDERY
[Date And Time (NTP Server)] H f & A OF%E (41 X—) (TR E T,

B+ & Rzl DERE

WKDOFNETIX., Network Time Protocol (NTP) P — ZF5E L CHAN &L 28 E L E T,

AT T1 T~ 93 T [Dateand Time] 7 U v 7 LET,
AT w72 [NTP Server(s)] {2, NTP H— "D IP £/ INTP 4 %2 AN L£9,
IO NTP b — 035 A 1L. AX—RF I h o~ TREY F£1-,

AT 73 [Current System Time] 3 £ U' [Synchronize with Browser] 7 4 —/L KX 8 L 9,
ATy T84 [k~ (Next) |27 U7 LTHRATLET,

RDZRY
[Configure Syslog]Syslog DFXE (41 ~—) (TR FE T,

Syslog D& TE

[Syslog] ~<— 1%, Syslog A v & —35 & O\ Thread Grid {8 %1 % 3215 9~ 2 72 @ Syslog $—/3D
REICHEHESNET,

ATY TN TS =g T Syslogl 27V v 7 LET,
AT T2 X=VFERETXTADL, Next] 227V v 7 LTHIATLET,
SR OWTCIL, [CiscoThreat Grid 777 A 7 AEBE T A R 2L T,

RDBARY

[Review and Install Configuration Settings|Z% € DEFR & A > A h—/b (41 X—) [THEHLFE T,

E®ﬁ£t4>xr—»

U—7 7 ua—0DEED TN, Ay NU— R OBREEMR LTS A M—LTBHI L
VC“a‘o

AT w71 [Navigation] <A > C [Review And Install] %2 U v 7 L. IZ [Start Installation] 7 U v 7 LC, REAY
U7 rOA A M=V EBBLET,
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OpAdmin Portal DE%E |

ATvT2

GE)

BREDHERELEA VR =)L

IS L TREFHRPRRSNET,

K21:7FS5AT72ADA VR b—)Lth

A VA P=ANRETTDETIZI0GULEDLDN L5803 0 £, ZOmEIZIE,

A AE O AR

(- Ral:]

TheeatGRID Appliance Ac. X

- & G batps:/ /100.67.2.100/ setup/details
i Apps 1 ThreatGRID

The appliance is installing...

[missing “en-TG. js. job.running HTML® translaotion]

Please wait for this page to redirect you. Refreshing manually might cause problems. instaliation time is typically under 20 minutes.

= State £ Started £ Finishod

Tue Dec 16 2014 03:33:30 GMT-0700 (MST) © Piease wail...
Your appliance will need to be rebooted after this openation.

Reboot

@ Duration

0 Ploase wail_..

m

ks Osher Bockmarks

A VAR VRIERIZ5E T 3% & [State] 23 [Running] 7> 5 [Successful] IZZE 4> D | [Reboot] R % o (fkfa)

WA £,

WEDOH N bFRENET,

R2:7TS5AT7VADA VA F—ILEY

806

ThreatGRID Appance Ad: X

L C A (X hupe//100.67.2.000/ setup/details
3! Apps % TheemGRID

The appliance is installing...

Waiting for the server.

Please walt for this page to redirect you. Refreshing manually might cause protlems. Installation time is typically under 20 minutes.

2 State £ Started 4 Finished

Tue Dec 16 2014 03:39:30 GMT-0700 (MST)  Tue Dec 16 2014 03:40:45 GMT-0700 (MST) 0 day, 0 hour, 1 minute, 14 seconds

Your appiiance will nead 1o be rebooted after this operation,

=3 -

TASK: [file path=/etc/issue.d/18-error state=gbsent] "esessessessenssneansass
ok: [localhost]

TASK: [rebuild /BLc/issue] *@esessmsssessssssssonsonemssmisumssssnssnssnsonsen
changed: [localhost]

TASK: [flog install completion for opadmin] ®e=ssssssssssssssssssssssnssassanse
changed: [localhest]

TASK: [clear reconfiguration request flogs for opodmin] *»essssssssssnsssssssss

@ Duration

i Other Bookmarks

[Reboot] 7 U v 7 LET,
U7 — MZERE SN D 2N £, ThreatGrid 777 A4 7 > ADOHEREITILIZEE L7

GE)

WTLEEN,
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| OpAdmin Portal D&%

Threat Grid 7 754 7 v 20 E#H DA > 2 k—1L [

®23:7 7547 v ABEHF

[ NaN:l

TheeatCRID Appliance As' X
+ C M (x biips://100.,67.2.100/reboot
! Apps b ThreaGRID

[

i Other Bookmarks.

The appliance is rebooting...

Waiting for the server to respond.

V7 — h&IZ, ThreatGrid 7 7 7 A 7V ANRREINTZZ L 2R T A v =V NIR—LR—=VIIRREIN

32’9‘*0

: 7 TSATUANERBICKRESNELE:

806 TheeatCRID Appliance Ad

= C (% batps://100.67.2.100

# Apps ) ThreatCRID 1 Oher Bookmarks
S S 5upport 7 Heip
1 THre ot RID appiance Administration Portal = Logout
] Status ~  Support - .
Home

Your ThreatGRID appliance is configured,
For assistance in changing the canfiguration or operating the portal, refer to the resources below.

& Documentation

E3 Support

IRTHRES T R IET T,

Threat Grid 7 7S5 A4 72V ADEH DA VA F—)L

ThreatGrid 7 77 A 7 A DY E DTE T #IL, 1FEZRT DA, AFAIRERER 7 v
TLEA VA N=NTHIEEBEID LET, ThreatGrid 7 77 A 7 2 ADOEHX, OpAdmin
Portal ZfEfH L ClfH S E 3,

TT Xy TEEELMHEH LT D — WL, ThreatGrid DR — MIEHK LT, Fvrr—F
AHEREH 7 — MM A—VEATFT LN TEET,

GE)

FH DA A B —LOFEHNZOW T, [CiscoThreat Grid 777 A 7 v AEHE A K] %
ST 7ZEN,
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OpAdmin Portal DE%E |
B s 7 282072+

AT w71 F72 OpAdmin Portal (27 7 B A L TCWRWEAIE, A—Zica /A4 LET,
AT w72 [Operations] # ==—7)>5, [Update Appliance] % #&4R L T [Updates] X— Y & 9, Z D=2,
TTIAT LV ADBEDE L RREREINET,

B25: 77547 ADEIL FEE

-
i *Thf?lﬂfr_JEID'Appllance Administration Portal

# | Configuration - Operations ~ Status ~ Support -

Your appliance can be updated to the latest available ve
have an up-to-date backup before updating.

appliance is currently running:

2014.10.201508203155142.b06f7b4f

=~ Check/Download Updates =

% Run Update This appliance has never been updated.

GE) St B Y UV —ANR—=T g 220 TE, [CiscoThreat Grid 7 77 A TV A NXN—=U g 0 )b 7
TS T BBRLTIEZN,

AT 73 [Check/Download Updates] %7 U v~ 7 L %7,

Threat Grid 7 77 A T LV AV 7 N = T DRFTOEFHN—a U BHDINE I N EHRTHT-ODF = v
IRFITENTWDENE I DEHERL, TOEEITA v ra—RLET, Zulidd LEEIR 1D 5E
NHY FET,

ATy T4 BHoOX 7 v— RKNRET LS, [RunUpdate] 227 Vv 27 LTA VA =L LET,

O = N =L -
TIDATVAREDTA K
Threat Grid 7 77 A4 7 2 ANBATON— g AZHEHFENZ 5, Threat Grid (2~ /v 7 = 7 W
TNEEELT, TT7IATUANELLRESNNTWVWDE L EET A MNTHVERHY 7,

[l CiscoThreatGrid 7 754 7 VR N\—2 3 Y 210 RES LU A1 K


https://www.cisco.com/c/en/us/td/docs/security/threat_grid/version-lookup-table/b_version-lookup-table.html
https://www.cisco.com/c/en/us/td/docs/security/threat_grid/version-lookup-table/b_version-lookup-table.html

| OpAdmin Portal 3%

ATv T

ATy T2

ATvT3
ATv74

ATy TH

77547 285072~ |}

TV = A B =T AL LTHRELZT KLU AZfEH LT, Threat Grid Portal {241 > 14 > LET,

Threat Grid D7 7' A L _X—T )N & £97,
26: Threat Grid R—A2 )LD O 5 A >

SEThreotGRID

Welcome, please sign in.

Forgot your password?

WDT 7 v NOEIEHREAT L ET,
«O%54 Y : admin

« /ART— K : OpAdmin DFRE T —2 70 —ZB T 2RO AT v T TAS LIEH LVWWIAD — Rl
MLET, "AU—RE, BRHEETLZLaBE0LET,

[Login] Z#7 U > 279 % & [Threat Grid Sample Analysis] ~~— U235 & £ 77,

45 BB [Submita Sample] 8> 7 AT, T NT 7 A VARG L0, v~ VU =7 T HICEET S
URL ZAJJ L&,

[Upload Sample] #7 U » 7 L £,

Threat Grid DY > Z A7 o ANEE LE T, $ o T NVO5HI3 R OB 418 L T Z L 23 bhn
DET, . o7 LiE [Submissions] B 27 v a SNIERRINET, SN TET T 5 &L fEFIE [Analysis
Report] DFEM & & 1T, [Samples] 7 ¥ a IR EINET,

RDZRY

Threat Grid 7 7' 7 A 7V ANRE S, MIHIRENTE T LI, 7774 7 AEHEIL,
SSLAFAEDEHSC—F OB EDZDMD X A7 2 FAT T EJ, BHEHEX AT OFEH
IZ2OWTIE, [CiscoThreat Grid 7 75 A4 7 AEHETTA R 2L T EFEW,

Cisco Threat Grid 7 754 7 VA N—La v 210 BEHS L UHEREA K |


https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-and-configuration-guides-list.html

OpAdmin Portal DE%E |
B s 7 282072+

[l CiscoThreatGrid 7 754 7 VR N\—2 3 Y 210 RES LU A1 K



	Cisco Threat Grid アプライアンス バージョン 2.10 設定および構成ガイド
	目次
	はじめに
	Cisco Threat Grid アプライアンスについて
	このリリースの最新情報
	対象読者
	製品に関する資料
	Threat Grid のサポート
	サポート モードの有効化
	サポート スナップショット


	計画
	対応ブラウザ
	環境要件
	ハードウェア要件
	ネットワーク要件
	DNS サーバ アクセス
	NTP サーバ アクセス
	統合
	DHCP
	ライセンス
	レート制限

	組織とユーザ
	変更点（Updates）
	ユーザ インターフェイス
	TGSH ダイアログ
	Threat Grid シェル（tgsh）
	OpAdmin Portal
	Threat Grid Portal

	ネットワーク インターフェイス
	ネットワーク インターフェイスの設定図

	ファイアウォール ルール
	ログイン名とパスワード（デフォルト）
	設定と構成の概要

	初期ネットワーク設定
	アプライアンスの電源オンと起動
	TGSH ダイアログを使用したネットワークの設定

	OpAdmin Portal の設定
	はじめに
	OpAdmin ポータルにログインする
	管理者パスワードの変更
	エンドユーザライセンス契約書の確認

	Configuration Wizard
	ネットワークの設定
	ライセンスのインストール
	NFS の設定
	電子メールホストの設定
	通知の設定
	日付と時刻の設定
	Syslog の設定
	設定の確認とインストール

	Threat Grid アプライアンスの更新のインストール
	アプライアンス設定のテスト


