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T, EEOMBEC — I CORHE & FPEN LB D55 08H 0 £7,

[Cisco Threat Grid 7 7T A 7 v A EHE T A R @ TEH LW OERR] 0oEABB L TL
FEV, 22— OFEHOEEMIZ-OVTIL, Threat Grid Portal D~V 7F A2 B L TL 7F X0,

Z&E = (Updates)

ThreatGrid 7 75 A TV ADEFH 2 A » A h—1LTAHAEEIL. FENHEOT 547 A%
EBLIOERTIENTET LTWALERH Y £7, VIHREDORE THERZIZ, BHzMiid 52
LEBEIWLET ( [ThreatGrid 7 77 A4 TV ADTEHDOA A h—)L] ZHMH) |

ThreatGrid 7 75 A 7V ADEH L., FA BV ARA VA — N INDHETHE T o— RTX
FHA, 7. BH T2 RATIR, T4 TV ADOHHRENTZT LTWALERH Y £
T, BHNIIEAT O LERH Y £,
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P— XKy T —Z I ZIEFICEER S L, BIRBPADL &, HEO2—Y A X —T = A Al
HALT Threat Grid 7 77 A 7V AZRETEB L IR £9,

\}

(GE)  LDAPFEGEIX, TGSH # A 7 1 78 L1 OpAdmin (v2.1.6 LAKE) THRIHTE £,

TGSH %4 7045

TGSHAA 7O A v —TxA AL, Xy NI—FI A X =Tz ADOFREIHEHALET,
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TGSH 5 14 7 O ~DHEERR

TGSHA A 7T a2l iZary VY — A THWEEFIZR-oTEY ., 77954 T LV ACE=X 28k
5, CIMC PREENTVWAEHEAIXVE—FKVMBHTT 7B ATEET,

GE)  CIMC %, Threat Grid M5 77T A4 7 v A —N_"TIEVHR— b ENTWHWEFT A,

TGSH %A 7 v Z\ZFk 9 5121, —Y threatgrid 2 L CEBLIP 7 K L A |Z SSH ##
A

MBI /NA T — R, TGSHZ A 7 r ZIZRANCER R END, T U ¥ DMIER SN E
NAT— R, #7212 OpAdmin Portal D% E 3% E DA O FMNETYERL L7238 LWEBEE SR D —
N EBLNTT,

Threat Grid > = )L (tgsh)

Threat Grid 3 = /L (tgsh) X, =~ F (estroy-data <> forced backup 7% &) ZFEITT H7=0HIC
HEHENDEHEDA L F =T =24 ZATHY | EMFIZLDE L~V OT Ry ZIZbH s h
F9, tgsh IZT7 7 AT 5IZi1E, TGSH ¥ A 7 1 ¢ [CONSOLE] Zi&R L £,

N

(GE)  OpAdmin (% Threat Grid = —H# LRI U a7 A ERAMEHT 5729, tgsh 40 L TIToiLizN
AT — ROELRLHEH T T T OpAdmin [ZHHEL F,

AR tgshl2 LDk y U — 27 REDOEEIL, Threat Grid A — MI K o TRICHE R SN 5E % bR
X, PAR—bhENEFA, DO YIZOpAdmin £721X TGSH A 7 0 7 2+ 50N H Y
E

OpAdmin Portal

Z AT F L Threat Grid GUI X E Y —/V T, A4 B A B A—/LAR A b, SSLAEHER
&' Threat Grid 777 A 7 > AR TE D% < 1% OpAdmin /5 DA FEITTE ET,

Threat Grid Portal

Z®D Threat Grid 21— A L X —T = A AT TV r—2a 375U Ry — AL LTHER
BETC. ThreatGrid 7 7 I A4 7 L AIZH A A h—/L & E ¢, Threat Grid Cloud & —E & & |
Threat Grid 7 7 7 A 7 > AZE £ 5 Threat Grid Portal & O] CHEEITITEONEH A,
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2YRT—D A3 —T 4R

ERFRERR Ry N =0 AV B —T 2 AZRDOFITRLET,

A3 —T (4R

Bl

Admin

cEHR Y NU—T IR LET, By NI 0L 0DF
EDH,

¢ OpAdmin ULl F T 7 1 v 7
«TGSH # A 7 u ZH» SSH (3%13)

RNy T T T ALY T HONFSv4 (3§(E) 1P TiE7p
INFSARA MAPMEHEND5E. ZO4FINF —T 4 DNS
BRETHRIESNET) ., TRXTDODITAE J—KhbT 7%
ATELHHENRH Y F9,

« HHAR— ML (gsh>=/inb) BT L2 ENTEET,
BN 72 > CWDGA. 7 T AZ STV Threat Grid
TIIATVAZ, 7V —VR— kX —TF ¢ R— 0\
SNTWDLHAEDOHRELEELES, HEEHUNILZ U— o
VH—T oA ADKR— R4 ITERENFE T, R— MR
W22 TWRWEES, EHR— N2+ 2 &, Threat Grid
TTIAT ATHEE L2 < 20 £3 (FiX, oL
HERELEEA)

GE) WA R —T 2 A ZAADT +— T 7 7 ZliLSFP+ T
T, [Ih—Fo=7HMH] 22BL T3,

77 AL

BELH TIZARW SFP+ R— MIZ T2 & ) o 7T EnE 7,
VTR N TN TAA A HZ—T x4 A ((£E)

e HA VLY b A H—axy MZITEM®D SFP+ E ¥ 2 — /L)
WVETT, ZDOA L H— 7I4xf I, REOLEITIHY F
Hh, 7 RUVARBEIIZEID Y THNET,
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A 28—T14RX Bl

[ U—> (Clean) ] cZ U= Ry PU—ZIZELE T, 7Y —diE Ry
NI =IO MMBT 7R ATELRERHY TN, A F—Fy
FDRET 7B AP TERVEDIICTILERDH Y 7,

cUIBLOAPI N7 7 v 7 (E1E)

« P TINDKE

« SMTP (RETEFHE 2 A — b Y — S~ DH(FERE
*SSH (TGSH %A 7 = 7 D%13)

« syslog (% JEW A syslog B —/S~DFAF)

« ESA/WSA & CSA D&

* AMP for Endpoints 77 1 X— k 7 7 7 KO#A
*DNS (A7 3 V)

« LDAP (312)
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H—T 4

=T ARy NT—=ZIZERLET, A Z—Fy FT 7 EAN
L[Z\g(:\‘é—o %é’fg@%ko

TIAR=PNIPIZEGFEEND N T 74 v 71E, Fv bT—2HO
Pu—AYVE—=vary 7747 4= LT Ry TIN5,
H—=T 4 A H—=T 2 RIIMHEDDNS (774 X—KIP) %
FERLRVWEI I LT IEaN,

* DNS
(G¥)  AMP for Endpoints 77 A X— L7 7 U K& O#iE %

%€ L. AMP for Endpoints 777 A 7 > AD7HR A k
KN —F 4 A VB —T = A ACIRRTE 72\
By 2 V= A F—T oA X &ML 5500 DNS
P —/3% OpAdmin ([ZF%ETE £,

* NTP

+ Updates

cEEHOBEE— R CTOYVR—bEya v

e R —hrAF v Fay b

N =T YU TNANGRRBINTZ N T T 4 v

e UMY E—= R Y R—bFtyviar (FEE)

* OpenDNS. TitaniumCloud, VirusTotal, ClamAV

« SMTP OREHHZ DM IAAHDN=—Ry MY Z A L7 b

GE) H—F f B —T =2 ATOIPVALL 7 N L AZEfH
(168.254.0.16) DOFEMAIZVR—FENTWEHA,

CIMCA v HF—=T A A

HELE, Cisco Integrated Management Controller (CIMC) A > ¥ —7 =
A APRESNTWDHEE, V= "OEHE AT F 2 A TffE
ATxEd, FMIcoOVTIX, [CiscoThreat Grid7 77 4 7 2 A
BEETA R ] 22 LTTEEN,

GE) CIMC 1%, Threat Grid M5 775 A 7 v AP — TlLH
A= hFZINTWEEA,

2 RIT—=D A=D1 14 ADEEH

Ot a T, ThreatGrid 7 75 A4 7 v A0 & 3B CHR SN A HTEIC DWW T
LET, 2720, BERIZE - TA v H—T =2 AREFTE RV F4, Xy MU= T
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B 7or—nn—n

WosT, X—=T 4 AV H—T x4 AERNMBIERTHLE60, 7V —v A X —T oA A%

iy FU—=27 %2 VT 4 R S TOWDINBICER T 2 a0 H Y £,

Be:ry hT—9 A8 —T 14 ADHREH

- Qutbound Traffic ONLY!
- Sample-Initiated Traffic

- NTP for the appliance
- Software Updales
- User-Initiated Support Connections

- NOTE: Quitbound SMTP connections
are redirected 1o a built-in honeypot

- DNS for the appliance A .

- OpenDNS, TitaniumCloud, VirusTotal, ClamaAy

e e Threat Grid
DNS / NTP Support + Update
, Servers

- Sample Submissions -

- SMTP Traffic to Local Mail Serve

- Recovery Mode Support Connections
- Syslog

- DNS over Clean if configured

i

(ESA, WSA,
AMP for Endpoints, etc.)

Corp

- LDAP T

M

5

SMTP Server .
Integrated Appliances _4,_1'{"— Network \ .

Threat Grid Appliance i
- Threat Grid Portal Clean | Admin CIMC [ Clust | .
User Interface and AP (HTTPS) . v % - Clustering Interface

- Direct Interconnect
- Requires an additional
SFP+ module

- Out-of-Band Server Management

- OpAdmin Management Traffic (HTTPS)

SSH

NFSv4 required for Backup and Clustering.
(Outbound. If a NFS hostname is used instead of
IP, this name will be resolved via the Dirty DNS.)

\}

GE)  ThreatGrid 7 77 4 7> A (v2.7.2 LAKE) <TliX, enable clean_interface 47> = I3l T&
FITN, TN FTIEEDZR-oTWET, ZOFTvary (REXHEAL CHESH L
%) 1k, BoYToONTEZIZ Y= IPOR—F 8443 DEHRA L —T 2 A A~DT I v A %H

T LET,

TJ27AT7J0x—I)LIIL—IL

T, HERERINBE T AT U A== UIZOWTEA L 7,

\}

GE) R—=F2BXY19791 DE—FT 4 A F—=T =24 ALETHIBMHEDORER) > —2FE+ 2
L BRI OB MNE LR | T 7 AT U — VORI L D < OB D

AREMENN D D £ T,
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GE)

B—=T 4 A H—T 2 ATOIPVALL 7 K L 222/ (168.254.0.16) OERIZH A — & T

WEHE A,

B—F 4 A3 —T A RIZLBHEE

EIET e Jakaj|R—Fk ®=1E oAb

B—F 4 4| {2 #—%v F |ANY ANY Gl YT NINDDRIE BT

VH—T x (Allow) |74 v 7 &I LET,

A A (Ere R ERST 25
Wi, BESNZAR— b
RL7u fazhnb b
T T hbaw
YRTrRaryhre—i
P N~DT 7 & AN
A ENTWALENRHDY
F9, )

F—T4 A28 —T x4 RIZKDERE

EET 585 JakrajL|R—F B1E AV

ANY B—=T 44 ANY ANY EiER TRCOEFER S

e ST (Deny) |LZE7,

HDY)—2 A3 —D A4 RIZKBHEE

EETT EIE Jara|R—k 121E aJAV

7 ) —> A |SMTP H— TCP 25 F o) TFIALT L ARZ T ) —

VHE—T (Allow) | A v Z—T oA A%Al

A A LT, REFHA—IL
H— R~ SMTP #if57
BRIE L £

H)—A4 B —T A RIZLBRIE (EE)

*=ET S5 JakrajL|R—F 2 aAv bk

7 J—> A |f223D DNS #— | TCP/UDP |53 ) f£&., 7 U — DNS 2

vE—Tx [N (Allow) |FRENTWBEE DI

A A A
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EIETT b ZJOokraj|R—F 1B AUk

7V —2 A |AMP 77 A ~_— | TCP 443 Gl f£E., AMP for Endpoints

VHEA—T x| N ITTTR (Allow) |7FAX—FT7 T30 Kk

A A AMEHAENTWEEE
DI WZE,

27 U — A |Syslog #—3 UDP 514 wFaf syslog # vz —7 & Threat

VHE—T x (Allow) |Grid BEHZZET S LD

s (= S~OBEGE A ],

7 J—> A |LDAP H— TCP/UDP | 389 ) {17, LDAPERR ST

VHE—T x (Allow) |\WDEHADIHMIE

A A

27 J—> A |LDAP H— TCP 636 Fa) &, LDAPMER SN T

VHE—T (Allow) |W23BEDIHMIA

A A

DY—2 A8 —T L RIZLBEE

EIET EE JaokrajL|R—Fk BE JAV

=P T| 7 )= A | TCP 22 i) TGSH 4 A 7 1 7/ ~0 SSH

EAN B—T A A (Allow) |BfiZ 2l LET,

a—PH7|\ )= A |TCP 80 G TTTAT AD APL &

T b =Tz A A (Allow) |Threat Grid == —#% 1
H—T x4 A, Zhik
HTTPS TCP/443 |2V & A
L7 FLET,

a—FH7 |\ 7Y —r A |TCP 443 Gl TTTAT L AD APL &

F v b B—T xAf A (Allow) | Threat Grid == —+ 1
B =T A R,

a—Y YT\ T )= A TCP 9443 B Threat Grid UI Glovebox ~~

E AN 2—T xR DOt EFA LET,

EHWA A —T M RIZKDBHIE

€39

PLFIE, HEINAY—ERONRICERE LET,

[ CiscoThreatGrid 7 754 7 VR N\—2 3 V29 BES S VR A A K



74791 —n—n |

*ET e JakalL|R—F 2 aAv bk

BHLA L |NFSv4 H—n TCP 2049 Ea) £, ThreatGrid 7 7 A

B—T A (Allow) |7 v AH NFSv4 412

2 Ny 7 v THEFEETS
EIOICEREEINTWDY
B D IHWZE,

EEA A —T A RIZLDBEE

EET B JOobraj|R—k BE aAY b+

EHY T | EHA X — TCP 22 ) TGSH % A 7 & 27 ~® SSH

EXTAS T A A (Allow) |$ZReZFFrI L £7,

HFHYT  |EEA - TCP 80 Gl OpAdmin Portal 1 > % —

F v b T A A (Allow) |7 =A A~DT VA%
HFRILET, it
HTTPS TCP/443 |1V # A
L7 hLET,

By |EEA v x— |TCP 443 Gl OpAdmin Portal A > % —

ESAN T xAA (Allow) |7 x=A A~DT 7 A%
FATLET,

DAARBI/BEANHRINE S —T 4 A3 —T (R

EET B JOobraj|kR—k B1E aAY b+

Y—F 4 A |f 5 —%v |k |TCP 22 ] T, R~ kAT T

VH—T x (Allow) |[vav b, T4 AD

A A P—E 2,

#—F 4 A | A% —%v |TCP/UDP |53 T %{% DNS % #F 7],

VHE—T - (Allow)

S A

H—F 4 4| &—%> | |UDP 123 Al F1E NTP Z7Fnf L £7,

VHE—T (Allow)

S A

B—=T 4 A | ¥—3v b |TCP 19791 Gl Threat Grid AR — h ~D$%

VHE—T (Allow) |#iZFFAILET,

S A

' —F ¢ 4 | Cisco Umbrella TCP 443 Zea] P FX—F f DK

VH—=T x (Allow) | L=V v F X bY—

A A R EFEAELET,

Cisco ThreatGrid 7 754 72X A= a U 29 RE

srvERAF ]




B s oseszo—r Foram

EETT SE 5T Jorai|R—+ 1B aAT bk

4 —7 4 A | VirusTotal TCP G| P— R =T ¢ OB
VHE—Tx (Allow) | LT U wF Ay hHh—
P EXEREELET,

& —5 ¢ 4 | TitaniumCloud TCP el H— R—F ¢ OB
VHE—Tx (Allow) | XU wF Ay hh—
A A EALFEELET,

O0A4 2 ZENRAT—K (TI7HILEK)

FIxFN IO T AL ENRAT— RERORIT R LUET,

a1—4 (User)

O45A4 ISR T—FK

OpAdmin 35 LUV = /L —H

% H] D Threat Grid/TGSH ¥4 7 7 CT7 &
DR SN NA T — REFEH L, &I
OpAdmin % E Y —7 7 0 —OHEAIOFNETA
FUTHLWRRAT — &L ET,

INAY — K&k Liz5A1%, [Cisco Threat
Grid7 7oA T v AEHETA K] o EH
FNRAT—=KO Uty b OHZZRLTL
7220,

Threat Grid Web Portal Ul & ¥4

Login: admin

Password : #]J0> OpAdmin /XA 7 — R % i F
LTHIEME L £3, 20k, NAY— RiEH
B2 3,

CIMC

Login: admin

Password: password

BRTE EIBRDIEE

ZORF2A FTIR RORES L OO FIEZ I L £,

IRy BU— T BRGE
» OpAdmin Portal DF%E
« HHOA A R

T T ITAT LV AREDT A b
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[Threat Grid 7 77 A 7 ZAEBHE A R IZFEHEH ST 5 &Y, OpAdmin Portal T, 4%
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NEARY FDO—D%E

ZOETIE, TGSHAA TR 7 2L Txy MU —7 OPMREZ 5% T4 2 FIEIC OV TR
BLET, NEIZRD EEBY T,

s T IIAT U ADERA L LEHE (25 X—)
*TGSH XA 7 ua &M LIEZxry hT—7 DFRE (27 X—)

TFIS2ATVADERLT VEEH

P— NFEIER., Xy NU—T A H—T A A, BRI —7 Va2 LT 5, Threat Grid
M5 T 747 v ADERZ A, BEIT2FETHELET, v AaoBmAEFRE RSN
i‘é‘o

H7:7—r7yTHOSAIEER

TIIT
CISCO

IMC IPv4 Add
) IMC MAC Addr

Entering CIMC Configuration Utility...
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ngRy ko—sHE |
B 7757 2088 cn

\}

(B oA HF—Ta2A RAERETLIHRE. ATV T2y 7 NET LIERICF8 2 L7,
[Cisco Threat Grid 775 A 7 v A&MEH A R OffEk [CIMC OFE] #2HBLTLIFEX
AN

P NEB BN IERKTT5E, a2 Y — I TGSH XA T lnErEInNE 1,

8:TGSH5 A4 704

a8 n 6 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware Analysis and Threat Intelligence

MHain Menu
Your ThreatGRID device cam be managed at:
fidmin URL » HAC........ ¢ {UNAUAILABLE> »
fpplication URL » MWAC.. : <UNAVAILABLE> ~
Password ¢ hJaBSpkPRuB8Itnuabiy

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

conf igure the system' s network interfaces.
SUFPPORT_MODE fillow remote access by customer support.
UPDATES Download and optionally install updates
SHAPSHOTS Generate and submit support snapshots
APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23  admin 0.0 fps| 0.002 KB/s =’

Xy NI =7 LB —T = A AOFEREN FIZ5EE ST 2\ 728 OpAdmin Portal (ZH|3E T
P, ZOX R EFITTEROZD, [Admin URL IFFIHARR & L ORSRTWET,

EE TGSHAA7OJICIE, WIHIEHE AT — RBRFREINET, ZORAT— KT, Z0%D
R FIETOpAdminPortal f > H —7 = A AT 7B AL, AV H—T =A AR TH0
EEE R ET, NAT—=REZHOTHRARNT 7 AL TRAE (=T RX—2 ) LT
BEET,
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| o#%y ro—v 8%
TeSH ¥4 705 A L5y ro—s08E |

TGSH # A4 7RV #EAL-rY FT—U DERTE

MHR Y 8T =27 BGEE, TGSH XA 71 7 TITWET, HARENRTETT 5 L&, OpAdmin
=B NA~DT 7 HAPRFASNET, ZOR—FZ LV TIIZOMDBRIES A7 Z#FATTEE
‘é‘o

\}

(F)  DHCP=—H DA, WOFIMETIE, FHHUIPT FLAZMHL TS Z L2 EELTHET,
DHCP #fHl L TIP ZHf5 L T\ 554X, [Threat Grid Appliance &% 51 K] 25 ML
TLTEEEN,

ATwF 1 TGSH ¥4 7 1 7T, [CONFIG NETWORK] %% L £9, [Network Configuration] = > — /L3 & &
bé-o

9:TGSH % 4 7 0% : [Network Configuration] 3 > ‘) —)L

806 198.18.2.23 - KVM Console

Hetwork Configuration

DNS Servers
DHS Primary
DHS Secondary
Interface: clean
DHCP Enabled? (¥/H)
Conf igure Hon-Default Routes? (¥-N)
Address
Hetmask
Default Gateway
DNS Hame
Interface: dirty
DHCF Enabled7 (¥/H)

Conf igure Hon-Default Routes? (Y-N)
Address

Hetmask

Default Gateway

DHS Hame

<Validate> < Cancel >

198.18.2.23 admin 0.4 fps  0.002 KB/s '

ATFyT2 7V—v, F—F 4, BIOBEHOFEA L Z—T oA R LT, Xy NT—7&BRENLIREIN DR
ENZHEV, ZZEHDO T 4 — /L RIZASLET,
AT 73 [DHCP Enabled] % [N] IZZH L £,

G HLOWXFEANTLHENS, Ny 7 AR=ZRZM L THWFZHIBRT 20BN H Y £7,
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B eshssrovEgRLERY FO—sORE

AT 74 [Configure Non-Default Routes] 7 4 —/L K&, 774/ bD [N]OEFIZLET GEMD/L— R ABALEZRN

e .
AT TS Xy U= T V=0 Fy NU—ZIZDNSAEHEH LTV 55413, [DNSName] 7 1 —/L KIZ DNS 4
EANTLET,

ATYT6 X—F 4 v hU—2 @ [DNS Name] IFZ2¢FADEFIZLET,
10:ETHOFRY FIT—VBE (D —VBEUT—T 1)

@& 00 198.18.2.23 - KVM Cansole

Hetwork Conf iguration

DNS Servers
DHS Primary 196.19.3.208
DHS Secondary
Interface: clean
DHCF Enabled? (Y¥Y-/N) H
Conf igure Non-Default Routes? (Y- N)
fddress
Hetmask
Default Gateway
DHS Hame
Interface: dirty
DHCF Enabled? (Y-N)
Conf igure Hon-Default Routes? (Y/N)
fiddress
Hetmask 255.255.255.0
Default Gateway
DHS Hame

{Ualidated £ Cancel >

198.18.2.23 admin 3.8 fps 13.385 KB/s =
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TeSH ¥4 705 A L5y ro—s08E |

1M1:ET7PDRY FO—URE (BEH)

an6 198.18.2.23 - KVM Console

Hetwork Configuration

Hetmask
Default Gateway
DHS Hame

Interface: dirty
DHCF Emabled? (Y-N)
Conf igure Non-Default Routes? (¥-N)
Address
Hetmask
Default Gateway
DHS Mame

Interface: admin

DHCP Ewabled? (¥/M)

Conf igure Non-Default Routes? (¥-N)
fAddress

Hetmask

Default Gateway

DHS Mame

Malidated < Cancel >

198.18.2.23 admin | 3.2 fps| 10.416 KB/s zf|

AT TT1 TR_RCOFy hI—IREEZ AN L2, Tab F— T FICBE) L. [Validate] Z3R L CANHNEZMEEL
i—gﬁo

T T =03 AELTESEIE, BARMEAEEL, b5 [Validate] 23R L £,
FRRENNSE T3 % & . [Network Configuration Confirmation] ~X— U (Z A LT ENF RS NET,
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B eshssrovEgRLERY FO—sORE

122: 37y D —Y BROHER

Hetwork Configuration :: Conflirmation

DHS Servers
DHS Primary
DNS Secondary
Interface: clean
DHCP Enabled? (Y¥-N)
Conf igure Non-Default Routes? (Y.N)
fAddress
Netmask
Default Gateway
DNS Name
Interface: dirty
DHCP Enabled? (¥/N)
Conf igure Non-Default Routes? (Y- N)
Address
Netmask
Default Gateway
DNS Hame

<Cancel>

AT 78 [Apply] ZEIR L CAMREL AL 7,
RENEMA SN GETETIZI0DU E2NDGERH Y £7) | BEHEOFEMPERINET,

[ CiscoThreatGrid 7 754 7 VR N\—2 3 V29 BES S VR A A K
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=
axX

TGSH 544 7OJ &EAL=RY FT—0 DF

E13: 72y bID—OHRE: RTLEEENY R+

Fat

198.18.2.23 - KVM Console

Ansible Invocation

changed: [localhost]

TASK: [service name=netctl@ethernet_dirty enabled=yes]
ok: [localhost]

TASK: [service name=netctlBethernet_dirty state-started] sessssssssssasmns
ok: [localhost]

TASK: [service name=netctl@cthernet_admin enabledsyes]
ok: [localhost]

TASK: [service name=netctl@ethernet_admin state=started] eemmsmmsssmsessees
changed: [localhost]

TASK: [restart interfaces il needed]
changed: [localhost]

PLAY RECAP
localhost : ok=180 changed=4 unreachable=0 failed=

198.18.2.23 admin 4.0 fpps

ZFwTF9 [OK] Z=INL 5,
[Network Configuration] = > Y — /LW HEHFH 4L, AJJLTEIP T RUANRERINET,

12.746 KB/s =

ax

= W
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ngRy ko—sHE |
B csis7oozmRLERY FO—v0RE

14: IP Addresses

|nn 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Halware Analyzisz and Threat Intelligence

Hain Menu
Your ThreatGRID device can be managed at:
Admin URL » MAC........ : https://100.67.2.100 » 90:e2:ba:B82:21 :d4
Application URL » HAC.. : https:r - 100.67.1.100 » Tci:Be:ce:67:17:40
Password ¢ hJaBSpkPRuBeItnuabtnw

The password shown above has been automatically generated for you.
You will be required to change this password when you [lirst login.

Conf igure the system's network interfaces.
SUFPORT_MODE Allow remote access by customer support.
UFDATES Download and optionally install updates
SHAPSHOTS Generate and submit support snapshots
APPLY Reboot and fully assert configuration state
COHSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23| admin | 1.2 fps | 2.727 KB/s

Threat Grid 7 /7 A 7T ADFy NI —JRENTZET LE LT,
G 27 V—>A2¥—7xAAD URLIE OpAdmin Portal DFZENTE T T 5 £ THIEL £t A,

RDZERY
Threat Grid 7 77 A 7 > AR E DR DO FINATIX, [OpAdmin Portal DF%E | T I TS
£ 912, OpAdmin Portal ZffH L T OFREX A7 %55 T LET,
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FL&HIZ

!

i

OpAdmin Portal D% E

ZOFE T, OpAdminPortal ZfEH L TT I 4 7 U A%ZHET 5 FIMAICOWTH L £,
BT A BE XKD & B Y T,

ZL®HIC 33 —)

+ Configuration Wizard (35 ~X—73")

» Threat Grid 7 77 A 7TV ADEH DA A h—)b (43 X—)
T T ITAT VAREDT AL (44 =)

OpAdmin Portal (X, 777 A 7 A L Threat Grid EHE DR —Z L THY, TTI7AT A
DREIHIESINDY—NLTT, BHA L X —T oA ATIPT RLAZRE LR THEHT
EBHWeb—Y 4 H—T A ATT,

ZOREITIT, WOFIENEGENET,
« OpAdmin &P /A T — ROEH
TV Ra—WT A & AFKEOHER
Xy NI —IHERE (V4P —REFEHLTHREIN T RNE D) O
e TABUADA A FN—)b
* NFS O E
B A—ILIRA N ORE
« WHIDFKE
o HfF &R DR E (NTP H—3)
* Syslog DF%E

cREDMER LA VA F—L
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B opadmin K—5 112051095

A\

OpAdmin Portal DE%E |

GE)  —HoORETIMETIE, FRTEV 4P —FE2EHLEEA, SSLAFHESY FAX Y 772,
U 4 P—FRIZ é.ihfb\iﬁb\%ﬁk;&fﬁ oW T, [Cisco Threat Grid 777 A 7 o A RLE

TAF] 22 LTIEE0,

|

BEE URokvrZTaryOFEL, RERHOIPT FLRIZEIVIALDZ AL AREEZH O T 7212, 1

@@tyVEVT%Tfébgﬂ%wiﬁo

OpAdmin ;R—4)LIZOJ 4 >F 5

Threat Grid OpAdmin R —# )Lz v 74 U 5121F, ROFIAEETLET,

ATvF1 7Z 7% T, OpAdminportal ® URL (https://<adminlP>/ & 7= (% https://<adminHostname>/) % AJj L T,

Threat Grid OpAdmin D v 7' 4 % B X £7,
GE)  FBAMREBTIIAT L AOVY TARSTE (V270K |

15: OpAdmin O O 5 A VEIE

806 ThreatCRID Appdance Ad: X

SiThreotGRID

Password Required

Authentication s required to administer your ThreatGRID Appkance. The password
can ba found on the appliance conscle of your Appliance senver,

: =3

his: 10 i basst viwed] im: Intevnat Expiorer 10+, Firséom 144, Safari 6+, or Chroma 204

& Support

@ ThreatGRID.com

C i (x haps//100.67.2.100/logi =
i1 Apps 5 TheemGRID & Other Bookmarks

ATYFT2 TGSH XA T aZhbabt— LR EOEEBENAT—FE AN LT, [Loginl| 27V v7 LET,

RDZERY
[Change Admin Password] & EEE /S AT — ROZLEH (35 2—)

[ CiscoThreatGrid 7 754 7 VR N\—2 3 V29 BES S VR A A K

WCERFE T,
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| OpAdmin Portal D35
gEzE 27— FozE [

EEHANAT—FDEHE

PR E OEFIE S A U — RiX, i@ Threat Grid DA > A b —/LHZ A MRS
. TGSHEAA T a Il —rTF A e LTEREINET, RELEFT Témm\@%%
EDOBEBENAT— REERETIHLENHD £7°,

ATV 1 TGSH XA 7 a JIFREINDH /32T — K% [0ldPassword] 7 4 —/V RIZASTLET (ZD/RAT— KX
THEARNT 7 ANVIHRFELTWDIETTTT) &

AT w72 [NewPassword] ([Z#H LV \SATU— K% AL, [ConfirmNew Password][ 7 4 —/L FIZH 9 —EASH LET,
AT w73 [Change Password] 27 U v 7 LE ¥, AU —RKBFEHFINET,

GE)  HLWARRTU—=RFITGSH ¥4 7 a JICEREINDIT XA FNTRHERINRNWZD, T80
IRFE L TL 2 &V,

RDEARY
[Review End User License Agreemen] = > R —H%F 1 & o AEHEOHERE (35 —) 1AL
£7,

U RA—HYSA U REBHEDIESR
TA B ABRIELHERL, AETLHIZ 2R LET,

X7__‘y7°1 N :L‘—‘“]j‘ 74}’12/27@//j£%fﬁﬁum Lijﬂo
ATw T2 HE#ETAZa—/,L L, [[HAVE READ AND AGREE]| %27 U v 7 LClRAEL £,

() AV REA A= ATIHHENT, REV—2770—%FfTL, Xy MU= 2RETDHI L
BB LET,

RDERY
[Configure Network Settings] % v h U —27 OFRE (36 X—) I[ZEERET,

Configuration Wizard

RET 4P — RFTIEL, FIEAIB - T Threat Grid 7 75 A4 7 v A EHRELE T,
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OpAdmin Portal DE%E |
B <oro—vons

>y b= DEE

TGSHHX A 7T RaJTAET 4 v 7 Fv NT—TREEIT>72A . [Network Configuration] ~X—
VICFRREND IP T RV AL, Threat Grid 777 A 7 AD % b T — 7 FERFZ TGSH 4
ATaTICATI LI E B L ET,

AT T IPT RLA%ZfER L, EEETHDLZ L EHERLET,

ATy T2 FIMEEHGEIZDHCP 2 H L, 7V —rBILORF =T A DIP Xy NI =T HBAXZT 4 v 7 IPT KL AILE
WA DN HSHYA . [Threat Grid Appliance ‘FHH 74 K] @ [DHCP Offi | OO FIEE FITL F
7,

RDZRY
[Install License] 7 A Z > ADA A h—/b (36 ~—) ([ZHHFT,

TAECVADA VA =)L

Ty NU—TNERESINTZH, Threat Grid 7 1 B A% A A b —/L T DHERNRENE T,

ATy F1 Fes— g8 ClLicense] 7 V v 27 LT, [License] *— T %&£,

16: 4 VX F—IRIDTAEVAR—D

Appliance ID

FCH1832V32N

License

No license has been installed.

Upload New License

Choose File |N0 file chosen

Elp

Retrieve License From Server

rieve

[

[ CiscoThreatGrid 7 754 7 VR N\—2 3 V29 BES S VR A A K
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| OpAdmin Portal D&%
sqevznsvz =1 |}

AT 72 [Upload New License] ~*A > C [Choose File] 7 UV v 7 L, 77 AN~ F—T XD T4 B AL RN L E
T
FZ, V=" IA B AZRET DL TEES, 7774 T U AZHRBE LICRERX Y NT—7
W27 7 B AFREZ2 1%, [Retrievel 27 U v 7§05 T4 BV ARy U= RATRGSNET,
AT T3 [Passphrase] 7 4 — /L RIZTA B ADRAT—REANLET,
ATY7T4 [Upload] 227V v 27 LTIA L AEA Y A b= LET, X=UBEH SN, T4 2 AHFRPER S
WET,
17: 4 VA —LHBRYLIERDS A 2 RIER

Appliance ID
FCH1832V32N
License
Licensee No Name Provided
provision@threatgrid.com
Business 2f518e6d-dd45-4397-9533-3c6d38239c32
Validity Fri, 22 Sep 2017 14:47:46 +0000 - Mon, 21 Sep 2020 14:47:46 +0000
Product SKU

Daily Submissions 1500

Upload New License

Choose File INo file chosen

Upload

Retrieve License From Server

ATV TE [k~ (Next) 1227V v 7 LTHATLET,

RDERY
[Configure NFSINFS DF¢E (38 ~—) (A FE T,
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OpAdmin Portal DE%E |
B vsons

S ]
NFS DX E

U—27 7a—ORDOFNEIL. NFSEZRETHZLTT, ZOXATIE NI T v L r IR
B2 T 5T O DI TT, FEMC oW TIL, [Cisco Threat Grid 7 75 A 7 > A& HE
74 K] @ INFS Zff:) OEZZML T EE0,
BRET v AIZIE, NFSA M T BLOEELT—% 2~ v 57 kAL, NFSA T D
2T Theat Grid 7 7T A 7o A0 a — )V TF—F A N7 28 b3 5 7 a2 ns
FhET,

ATYT1 FESF—2 g XL VU TINFS] 227 Vv 7 LT, [NFS] X—U&H&ET,

18: NFS DR TE

E3Support 7 Help

k. -
1 ThreatrGRID agpiance Adminisration Portal @ Logout
& Configuration = Operations = Status = Support = ]
Configuration
> et - NFS
# License v
> WFS
# Chustenng
E
ke NFS Configuration
¥ Notifications
2 Date and Tima
Sysiog v Host @
Other
Path ]

FReview and Irstal
Opts =

Status ¢ Disabled

S ThreatGRID

ATV T2 ROEHREATILET,
e [Host] : NFSv4 AR A R4 — 3 IPT7 RLAZHHTLZ L2880 LET,
« [Path] : NFS ik A b — R kD r— g U ~DOff /S A, Z 227 7 A VMR ES L E T,

« [Opots] : Z DY — 3T NFSv4 (24§ B HEHE Linux OF 7 4 /v MEZEE T 50BN H DA H &
NDHNFS~ v b AT va,

«[Status] : Ko w7 &Z 7 U & R/ [Enabled] 23R L £ (F—1RET) |

ATV T3 [k~ (Next) |27 Vw7 LET, X—=UREHIN, FSEESIE/NRRT—FF—IDR’ERINET,

[ CiscoThreatGrid 7 754 7 VR N\—2 3 V29 BES S VR A A K
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| OpAdmin Portal D35
grx—1hz toze [

CON—VERPNCRET D L X, Bl —ZHIRE-IFHo0— R34 7 a v R RrShE

T o NFSBEN/ > TOBBF—DMER SN TV RWEA X, [Upload] 47 Y a U RFERINET, F—

ZVERLT % & [Upload] R % v 28 [Download] R % U NZEHY £9, (F—%HIRTHE, [Fvra—FK
(Download) ] A% U NHEO[7 » 7 a—FR (Upload) 2720 7, )

(B XN I T T EBERT DO SN cF — L EEIC BT 558, 7Ty n— FEIC
OpAdmin [ZF TR ENZF—ID B, HESNTARADT 4 L7 MUAHEBRAESHET, BT¥—
EERETICNY 7 T v T2 E T LIETEEE AL

ATV T8 [k~ (Next) |27V v 7 LTHATLET,

RDERY
[Configure Email Host]®E 1~ A —/L7R A O E (39 X—) [ZHEHRE T,

BEFA—ILEKR FDETE

U—770—0DWROFEIL, BFA—IVKAINERETDHILETT,

ATY 1 FeHF—r a8 U CEmaill #7 UV » 7 LT, [Email] X—Y % & £7,

19:BF A —ILDERE

E3 Support 7 Help

=k .
1 ThreatGRID appiance Adminisiration Portal # Logout
# Configuration ~ Operations ~ Status = Support ~ -~
Configuration -
> o ~  Email
¥ Uicenss L
» NFS v
» Chustedng
> Email SMTP Configuration
# Notifications
Date and Time Delivery Mode OHELP m Upstream Relay
# Sysiog v
Other Upstream Host QHELP @ smip.acme.test : | 587

> Raview and Irstall

SsL O HELP & Detect from Port
Upstream Authentication o HELR @ No Authentication

From Address 9 HELP =

Y ThreatGRID
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OpAdmin Portal D3 |
B aaoz:

AT w72 [Upstream Host] (1A —/L RAK) OL4RIZATILET,
ATV T3 R—h&587n0 BICELTLET,

RATYT 4 TOMOREL, 774N MEOEFIZLET,

AT TS [k~ (Next) %27 U v 7 LTHATLET,

RDEZRY

[Configure Notifications i AN DX E (40 ~—7) [ZHEHE T,

KD EXTE

U—27 7ua—0ROFENEL, 12U EOEFA—/LT R L AEHEICELS FTREZ2 BN % 7% E
TAHZ LT, VAT ABANT ThreatGrid { > Z —7 = A ACERINE TR, Z0OX—IT
X, ETA—NVTEEINLIBEHNLRETETET,

ATvF1 F s — g8 T [Notification] #7 U 7 LT, [Notifications] ~<— & B & 77,
20: BRI DEETE

oy E3Support 7 Help
1 ThreatGRID aspiance Administration Portal

= Logout
# Configuration = Operations - Status ~ Support = e

Configuration et -

" v
Notifications
7 Ucense v
* NFS s
# Clustering
> Ermail v
% Notifications Notification Recipients & HELP & admin@acme.test

Date and Time
> Sysiog v T T

Critical Notification Frequency @ HELP ®  Every 5 Mimutes

Other

2 Ruview and Irstal Netification Frequency oHELP | @ Every 5 Minutes

S ThreatGRID

AT 72 [Notification Recipients] 7 4 —/L K C, B>~ TRY>7= 1 DL EOBETFA—NLT RLAZ AN LET,
ATwF3 Kavy 7% U AR5 [Critical Notification Frequency] & [Notification Frequency] % #% /& L £ 7,
ATy T4 R~ Next) 127U v 7 LTHATLET,
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| OpAdmin Portal D35
aresaonz |

RDERY
[Date And Time (NTP Server)] H f & A OF%E (41 X—) (TR E T,

B+ & Rzl DERE

WKDOFNETIX., Network Time Protocol (NTP) P — ZF5E L CHAN &L 28 E L E T,

AT T1 T~ 93 T [Dateand Time] 7 U v 7 LET,
AT w72 [NTP Server(s)] {2, NTP H— "D IP £/ INTP 4 %2 AN L£9,
IO NTP b — 035 A 1L. AX—RF I h o~ TREY F£1-,

AT 73 [Current System Time] 3 £ U' [Synchronize with Browser] 7 4 —/L KX 8 L 9,
ATy T84 [k~ (Next) |27 U7 LTHRATLET,

RDZRY
[Configure Syslog]Syslog DFXE (41 ~—) (TR FE T,

Syslog D& TE

[Syslog] ~<— 1%, Syslog A v & —35 & O\ Thread Grid {8 %1 % 3215 9~ 2 72 @ Syslog $—/3D
REICHEHESNET,

ATY TN TS =g T Syslogl 27V v 7 LET,
AT T2 X=VFERETXTADL, Next] 227V v 7 LTHIATLET,
FEAMZHOWTCIE, [CiscoThreat Grid7 77 A4 7 ZEHE A R ] 2B L T 7E&EW,

RDBARY

[Review and Install Configuration Settings|Z% € DEFR & A > A h—/b (41 X—) [THEHLFE T,

REDHEREA R M—)L

U—7 70 —DREDAT v 7 TiE. Xy NI — 7 ROBREZHERLTA A F—ILLE
—é‘o

ATYvF1 FE5F— 931 T [Review And Install] 27 U ~ 7 L. IZ [Start Installation] 227 V v 7 LT, &RE
AT VT DA A b=V ERRBLET,

{1
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OpAdmin Portal DE%E |

B scomzerozr—n

It

it

i

GE) AYAP=ADBETTLETICIONLE»NL2HERHY 3, ZOBEIZIE, &
IS L TREFHRPRRSNET,

ORI

K21:7FS5AT72ADA VR b—)Lth

B OO | TheaG Applance Ad X <
- & G batps:/ /100.67.2.100/ setup/details =
B Aaps B Threaschio [ Deher Bockmarks

The appliance is installing...

[missing “en-TG. js. job.running HTML® translaotion]

Please wait for this page to redirect you. Refreshing manually might cause problems. instaliation time is typically under 20 minutes.

= State £ Started £ Finishod @ Duration

Tue Dec 16 2014 03:39:30 GMT-0700 MST) © Please wail... O Ploase wait_.

Your appliance will need to be rebocted after this operation.

Reboot

A VAR —/VRIEFIZ5E T 3% &, [State] 73 [Running] 7> 5 [Successful] (223> Y | [Reboot] & & XN
(bkta) 12720 9, REOHN b RRINET,

R2:7TS5AT7VADA VA F—ILEY

L Hell:) ThreatCRID Applance Ad. % s
L C A (X hupe//100.67.2.000/ setup/details =
£ Apps 5 TheemcRiD i Ocher Bookmarks

The appliance is installing...

Waiting for the server.

Please walt for this page to redirect you. Refreshing manually might cause protlems. Installation time is typically under 20 minutes.

2 State £ Started 4 Finished @ Duration

Tue Dec 16 2014 03:39:30 GMT-0700 (MST)  Tue Dec 16 2014 03:40:45 GMT-0700 (MST) 0 day, 0 hour, 1 minute, 14 seconds

Your appiiance will nead 1o be rebooted after this operation,

=3 -

TASK: [file path=/etc/issue.d/18-error state=gbsent] "esessessessenssneansass
ok: [localhost]

TASK: [rebuild /BLc/issue] *@esessmsssessssssssonsonemssmisumssssnssnssnsonsen
changed: [localhost]

TASK: [flog install completion for opadmin] ®e=ssssssssssssssssssssssnssassanse
changed: [localhest]

TASK: [clear reconfiguration request flogs for opodmin] *»essssssssssnsssssssss

ATw T2 [Reboot] Z27 VY v 7 LE T,

GE) U7 — MIFRE S mhnd 2 &nd Y £9, Threat Grid 7 77 A 7 A O EENF I E 21T
PRNTLIEE N,
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| OpAdmin Portal D&%
Threat Grid 7 754 7 v 20 E#H DA > 2 k—1L [

®23:7 7547 v ABEHF

806 ThreatCRID Appliznce A2 %

[

+ C M (x biips://100.,67.2.100/reboot

1 Appr S ThreatGRID Ll Other Bookmarks.

The appliance is rebooting...

Waiting for the server to respond.

U 7 — MEIZ, Threat Grid 7 7T A 7V ANRESNIZZ L 2RT A v b=V NR—LN—VICFRENR
E
: 7 TSATUANERBICKRESNELE:

806 TheeatCRID Appliance Ad

= C (% batps://100.67.2.100

B Aoos ) ThosShiD [ Beher Bockmarks

S S 5upport 7 Heip
1 THre ot RID appiance Administration Portal = Logout

# | ConBouration ~ Operations = Status ~

Home

Your ThreatGRID appliance is configured,
For assistance in changing the canfiguration or operating the portal, refer to the resources below.

& Documentation

E3 Support

IRTHRES T R IET T,

Threat Grid 7 7S5 A4 72V ADEH DA VA F—)L

ThreatGrid 7 77 A 7 > ADHMFREDTE THIX, 1EEZ T RIS, AFARRREH %1 >
A b= TBZ L EBEIYLET, Threat Grid 777 4 7 > ADEH L, OpAdmin Portal % i
AL THEAINET,

)

CE)  FHDOA A M—LOFHEMHOWTIX, [CiscoThreat Grid 7 77 A4 7 AEHE A R %
ZHMLTLEE,

AT F1 F£7 OpAdmin Portal IZ7 7 £ A L CWARWEAIE, H—2ica s LET,
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OpAdmin Portal DE%E |
B s 7 282072+

ZTw 72 [Operations] A== —7 5, [Update Appliance] % 4 L C [Updates] _—Y & & £, ZO~—VITid,
TTIAT U ADBIED EIL RNERENET,

R25: 7 F5AF7VADEIL FES

gl
i *ThrgdeEID'AppHance Administration Portal

# | Configuration = Operations - Status - Support -

Your appliance can be updated to the latest available ve
have an up-to-date backup before updating.

appliance is currently running:

2014.10.201508203155142.b06f7b4f

= Check/Download Updates

% Run Update This appliance has never been updated.

GE) S d B Y Y —2ZANN—= g DWW TCHE, CiscoThreatGrid 7 77 A 7T A= g 0 )by I T
T T =T N ESZRLTIIEIN,

AT w73 [Check/Download Updates] =7 U v 27 L £,

TTIAT AT N 2T OEFOBR/IN—2a U BNHE0E 200N TF =y 7 S, [FET L5813
vonm— RENET, THIZIFD LIFRR N2 56 08300 £7,

ATy T84 FHFOX T v— N5 T L5, [RunUpdate] %7 U v 7 LCA VA h—L LET,

O E [ — —
T ITDATAREREDTA B
Threat Grid 7 77 A 7V ANBITONR— g VICEFHT SN S, ThreatGrid I~ /L7 =7 %

TNaXBE LT TTIAT VAPRELSRESNTNDZEE2T AT OLERDH Y £,

ATFYT1 7V — A B —T 2 AL LTHRTELET RLUAZfEH LT, Threat Grid Portal {21 > A > L £,
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| OpAdmin Portal D35
77517 2852072+ ||

Threat Grid D@ 7' A L _R— U DB X F£ 97,

26 : Threat Grid Portal D05 A >

SEThreotGRID

Welcome, please sign in.

Forgot your password?

ATV T2 ROTFT 74V hOBEKIERE AT LET,
e/ A :admin

« /SR — K : opadmin DHEFK T —2 7 0 —DEHID AT » FTAS LTF LR AT — REfH L%
T, NAT—RIX, HHFEETLZ 28O LET,

AT w73 [Login] 7 V v 2735 L, [Threat Grid Sample Analysis] ~— V23 BH & £,

AT w74 £ EREO [Submita Sample] R 7 AT, Yo T INT 7 A NVEBIRT DN, T =T ONRAICEETS
URL # AJJLET,

AT 75 [Upload Sample] %7 V v 7 LE7,

Threat Grid DY > F A5 7 m v A58 L £, Y2 7V O3B OB 208 U TlEde 2 L 2o
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