o],
CISCO.

Cisco NX-OS Fundamentals

Release 4.0

June 18, 2008

Text Part Number: OL-15317-01-J



www.cisco.com/jp/go/safety_warning/

Information Packet

TCP UNIX UCB University of California, Berkeley
ucB All rights reserved. Copyright © 1981, Regents of the University of
California.

CCDE, CCENT, Cisco Eos, Cisco Lumin, Cisco Nexus, Cisco StadiumVision, the Cisco logo, DCE, and Welcome to the Human Network are trademarks; Changing
the Way We Work, Live, Play, and Learn is a service mark; and Access Registrar, Aironet, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, CCDP, CCIE,
CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco 10S, Cisco Press, Cisco Systems, Cisco Systems Capital, the
Cisco Systems logo, Cisco Unity, Collaboration Without Limitation, EtherFast, EtherSwitch, Event Center, Fast Step, Follow Me Browsing, FormShare, GigaDrive,
HomeLink, Internet Quotient, 10S, iPhone, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, IronPort, the IronPort logo, LightStream, Linksys,
MediaTone, MeetingPlace, MGX, Networkers, Networking Academy, Network Registrar, PCNow, PIX, PowerPanels, ProConnect, ScriptShare, SenderBase,
SMARTDnRet, Spectrum Expert, StackWise, The Fastest Way to Increase Your Internet Quotient, TransPath, WebEXx, and the WebEx logo are registered trademarks of
Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a partnership
relationship between Cisco and any other company. (0805R)

IP

Cisco NX-OS Fundamentals Release 4.0
Copyright © 2008 Cisco Systems, Inc.
All rights reserved.

Copyright © 2008,
All rights reserved.


http://www.cisco.com/jp/go/safety_warning/

cHAPTER 1

Xi

xii
Service Request
Japan TAC Web xiii

1-1
1-1

1-3
Virtual Device Context VDC;
1-4
Switched Port Analyzer SPAN;
Ethanalyzer 1-4
Call Home 1-4
1-4
Embedded Event Manager EEM 1-5
NetFlow 1-5

CONTENTS

xiii

1-2

1-3

1-6
Simple Network Management Protocol SNMP;
1-6
1-6
Role-Based Access Control RBAC;

1-6

Connectivity Management Processor CMP;

Cisco NX-0OS
1-7
IP 1-7
IP 1-8
IP 1-8

QoS Quality Of Service 1-8

Cisco NX-OS Fundamentals

1-6

| oL-15317-01-J

Release 4.0



Ml Contents

CHAPTER 2

CHAPTER 3

Cisco TrustSec

1-10
Cisco NX-0S
Cisco NX-OS
Cisco NX-OS
2-8
2-8
2-8
CLI 3-1
CLl
EXEC
3-7
No
CLl
CLl
CLl

1-9
1-9
1-9
1-11
21
2-2
2-3
2-4
3-2
3-3
3-3
3-3
3-6
3-6
3-8
3-10
3-10
3-11
3-12
3-12
3-12
3-13
3-13
3-13
3-15
3-15
3-15
3-16
Release 4.0

3-5

l  Cisco NX-OS Fundamentals

OL-15317-01-J |



Contents W

3-17
3-19
3-19
3-19
3-20
3-20
show 3-21
3-21
grep egrep 3-22
less 3-22
sed 3-22
--More-- 3-23
BIOS loader> 3-23
CLI 3-24
CLI 3-24
CLI 3-24
Timestamp 3-25
3-26
3-27
3-27
cHAPTER 4 4-1
4-2
4-2
4-2
COM1 4-2
4-3
4-3
4-3
4-3
4-4
4-5
COM1 4-7
4-9
4-9
4-10
4-11
4-11
4-12

Cisco NX-OS Fundamentals Release 4.0
[ oL-15317-01-J



Ml Contents

4-14
4-16
4-16
4-17
4-17
4-18
4-18
cHAPTER 5 5-1
5-2
5-2
Message-of-The-Day MoTD 5-2
5-2
Daylight Savings Time 5-2
5-2
5-2
5-3
5-3
MoTD 5-4
5-5
5-6
5-7
5-8
5-8
5-8
5-9
5-9
5-9
5-9
cHAPTER 6 6-1
6-2
6-2
6-3
6-3
6-3
6-3
Tab 6-3
6-4

Cisco NX-OS Fundamentals Release 4.0
OL-15317-01-J |



6-7

show

show

CHAPTER [

6-5
6-5
6-5
6-6
6-6
6-7

6-8

6-8
6-9
6-10
6-10
6-11
6-11
6-12
6-12
6-12
6-14
6-14
6-14
6-15
6-15
6-15
6-16
6-16
6-16
6-17
6-17
6-17
7-1
7-2
7-2
7-2
7-3
7-4

Cisco NX-OS Fundamentals Release 4.0

Contents W

| oL-15317-01-J



Ml Contents

7-4

7-6

7-7

7-8

7-13
7-13

INDEX

7-11

Release 4.0

7-10

7-4

7-8

l  Cisco NX-OS Fundamentals

OL-15317-01-J |



Cisco NX-OS Fundamentals Configuration Guide Release 4.0

NX-0S
. p.ix
J p.X
o p.Xi
. p.Xii
. Service Request p.Xiii
e Japan TAC Web p.Xiii

Cisco NX-OS Fundamentals Release 4.0
[ oL-15317-01-J



1 NX-0S
2 Cisco NX-0S NX-0S

3 CLI

5 Message-of-The-Day MoTD

6 NX-OS

Cisco NX-OS Fundamentals Release 4.0
OL-15317-01-J |



1}

{}

[ ]

x|ylz
screen screen
screen screen
screen screen
< > <>
I # #

Cisco NX-OS Fundamentals

| oL-15317-01-J



Cisco NX-0S URL

http://www.cisco.com/en/US/products/ps9372/tsd_products_support_series_home.html

Cisco NX-0S

Cisco NX-OS Release Notes Release 4.0

NX-0S
Cisco NX-OS Getting Started with Virtual Device Contexts Release 4.0
Cisco NX-OS Fundamentals Configuration Guide Release 4.0
Cisco NX-OS Interfaces Configuration Guide Release 4.0
Cisco NX-OS Layer 2 Switching Configuration Guide Release 4.0
Cisco NX-OS Quality of Service Configuration Guide Release 4.0
Cisco NX-OS Unicast Routing Configuration Guide Release 4.0
Cisco NX-OS Multicast Routing Configuration Guide Release 4.0
Cisco NX-OS Security Configuration Guide Release 4.0
Cisco NX-OS Virtual Device Context Configuration Guide Release 4.0
Cisco NX-OS Software Upgrade Guide Release 4.0
Cisco NX-OS Licensing Guide Release 4.0
Cisco NX-OS High Availability and Redundancy Guide Release 4.0
Cisco NX-OS System Management Configuration Guide Release 4.0
Cisco NX-OS XML Management Interface User Guide Release 4.0
Cisco NX-OS System Messages Reference

Cisco NX-OS MIB Quick Reference

NX-0S
Cisco NX-OS Command Reference Master Index Release 4.0
Cisco NX-OS Fundamentals Command Reference Release 4.0
Cisco NX-OS Interfaces Command Reference Release 4.0
Cisco NX-OS Layer 2 Switching Command Reference Release 4.0
Cisco NX-OS Quality of Service Command Reference Release 4.0
Cisco NX-OS Unicast Routing Command Reference Release 4.0
Cisco NX-OS Multicast Routing Command Reference Release 4.0
Cisco NX-OS Security Command Reference Release 4.0

Cisco NX-OS Virtual Device Context Command Reference Release 4.0

Cisco NX-OS Fundamentals Release 4.0
OL-15317-01-J |



http://www.cisco.com/en/US/products/ps9372/tsd_products_support_series_home.html

Service Request ||

Cisco NX-OS High Availability and Redundancy Command Reference Release 4.0

Cisco NX-OS System Management Command Reference Release 4.0

Cisco NX-OS Troubleshooting Guide Release 4.0

Service Request

Service Request

URL

What’s New in Cisco Product Documentation

What's New in Cisco Product Documentation

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Really Simple Syndication RSS

RSS

Japan TAC Web
Japan TAC Web

http://www.cisco.com/jp/go/tac

Japan TAC Web
ID

http://www.cisco.com/jp/register/

What” New in Cisco Product Documentation

RSS 2.0

TAC Web http://www.cisco.com/tac

Japan TAC Web URL

Japan TAC Web

Cisco.com ID
URL

Cisco NX-OS Fundamentals Rel 4.0
[ oL-15317-01-J


http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
http://www.cisco.com/tac
http://www.cisco.com/jp/go/tac
http://www.cisco.com/jp/register/

N Service Request

Cisco NX-OS Fundamentals Release 4.0
OL-15317-01-J |



CHAPTER 1

NX-0OS
o p.1-1
. p.1-4
. p.1-6
o p.1-7
e QoS Quality Of Service p.1-8
. p.1-9
o p.1-10
. p.1-11
Cisco NX-0S Cisco 10S
Cisco NX-OS
p.1-11 0S
o p.1-2
o p.1-3
e Virtual Device Context VDC; p.1-3

Cisco NX-OS Fundamentals Release 4.0
[ oL-15317-01-J



Cisco NX-0S oS LAN 4 7
1-1

1-1 Cisco NX-0OS

-
SR

TR JOVErIVRK LAY
N
(

TR FIVr—var L4y
N
4

TR Ny TR LAY
N J §

Cisco NX-OS Fundamentals Release 4.0
OL-15317-01-J |



Cisco NX-0OS

Virtual Device Context VDC;
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VDC
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SMP CPU
Cisco NX-0S

virtual device context

VDC 1

Cisco NX-OS Virtual Device Context Configuration Guide

| oL-15317-01-J

Cisco NX-OS Fundamentals Rel 40 W



Cisco NX-0OS

e Switched Port Analyzer SPAN; p.1-4
e Ethanalyzer p.1-4

e CallHome p.1-4

o p.1-4

e Embedded Event Manager EEM  p.1-5

e NetFlow p.1-5

Switched Port Analyzer SPAN;

SPAN SPAN
SPAN SPAN
SPAN
Cisco NX-OS System Management Configuration Guide Release 4.0
Ethanalyzer
Ethanalyzer Wireshark Ethereal Cisco NX-0S
Ethanalyzer Wireshark
Ethanalyzer Ethanalyzer
Cisco NX-OS Troubleshooting Guide Release 4.0
Call Home
Call Home
E
E XML
E Network Operations Center NOC;
Cisco AutoNotify Cisco Technical Assistance
Center TAC Call Home Cisco
NX-OS System Management Configuration Guide Release 4.0
Cisco Generic Online Diagnostics GOLD;
Cisco GOLD
GOLD
GOLD
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Cisco EEM
EEM
Configuration Guide Release 4.0
NetFlow
Cisco NX-0OS NetFlow 5
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NetFlow
Management Configuration Guide Release 4.0
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e Connectivity Management Processor CMP; p.1-6

e Cisco NX-OS p.1-6

Simple Network Management Protocol SNMP;

Cisco NX-0S SNMP 1 2 3 MIB
Management Information Base; SNMP
Cisco NX-OS System Management Configuration Guide Release 4.0

Cisco NX-0S

Cisco NX-OS System Management Configuration Guide Release 4.0

Role-Based Access Control RBAC;

RBAC
RBAC
Cisco NX-OS Security Configuration Guide Release 4.0
Connectivity Management Processor CMP;
Cisco NX-0S CMP
CMP NX-0OS
CMP Cisco Nexus 7000 Series Connectivity Management
Processor Configuration Guide
Cisco NX-OS
Secure Shell SSH; Telnet CLI
SSH
CLlI
Cisco NX-OS configuration guides Cisco NX-OS
command references SSH Talent Cisco NX-OS
Security Configuration Guide Release 4.0
XML CLI
NETCONF Cisco NX-OS XML

Management Interface User Guide Release 4.0
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e OSPF 2 IPv4 3 IPv6
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W Qos Quality Of Service

IP
Cisco NX-0S IP

e Virtual Routing and Forwarding VRF

e DHCP Helper

e Hot-Standby Routing Protocol HSRP

e Gateway Load Balancing Protocol GLBP

e Enhanced Object Tracking

e Policy-Based Routing PBR;

e |Pv4 IPv6

OPSFv3
Cisco NX-OS Unicast Routing Configuration Guide Release 4.0

IP

NX-0S 4.0

e PIM Version2 PIMv2
e Source Specific Multicast (SSM)

e PIM IPv4 IPv6 Any-Source Multicast [ASM]
Y
Cisco NX-OS PIM dense mode PIM DM; PIM
. PIM  Bidir PIM
e Anycast rendezvous point  Anycast-RP
e |PV4 IPv6 NSF
e Bootstrap Router BSR; RP Auto-RP

e Internet Group Management Protocol IGMP;

1 2 3
e IGMPv2
e IGMP
e Multicast Listener Discovery MLD 2 IPv6

e Multicast Source Discovery Protocol MSDP  IPv4
Cisco NX-OS Multicast Routing Configuration Guide Release 4.0

QoS AQuality Of Service

Cisco NX-OS
QoS Modular QoS CLI MQC QoS
MQC
Cisco NX-OS Quality of Service Configuration Guide Release 4.0
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Cisco TrustSec

Cisco TrustSec 128 Advanced
Encryption Standard AES; IEEE 802.1AE

Cisco TrustSec IP
SGACL SGACL

Cisco NX-OS Security Configuration Guide Release 4.0

Cisco TrustSec Cisco NX-0OS 4.0

. Intrusion Detection System IDS;
e Control Plane Policing CoPP
e Message-Digest Algorithm 5 MD5

e Dynamic Address Resolution Protocol ARP; DAI DHCP
IP

e Authentication, Authorization, and Accounting AAA;

¢ RADIUS TACACS+

e SSH 2

¢ SNMPv3

.

e |EEE 802.1x

J 2 Cisco Network Admission Control  NAC LAN IP

. ACL ACL [PACL] VLAN ACL [VACL]
ACL [RACL] MAC IPv4

¢ Unicast RPF

Cisco NX-OS Security Configuration Guide Release 4.0
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1-1 IEEE
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802.1p
802.1X
1-2 RFC
1-2 RFC
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1-2 RFC
RFC 3509 OSPF
RFC 3623 OSPF
RFC 4750 OSPF 2 MIB
RIP
RFC 1724 RIPv2 MIB
RFC 2082 RIPv2 MD5
RFC 2453 RIP 2
I1S-1S
RFC 1142 OSI 10589 IS-IS
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RFC 2966 2 I1S-1S
RFC 2973 I1S-1S
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IETF
LAN
draft-ietf-isis-igp-p2pover-lan-06.txt
1P
RFC 768 UbDP
RFC 783 TFTP
RFC 791 IP
RFC 792 ICMP
RFC 793 TCP
RFC 826 ARP
RFC 854 Telnet
RFC 959 FTP
RFC 1027 ARP
RFC 1305 NTP v3
RFC 1519 CIDR
RFC 1542 BootP
RFC 1591 DNS
RFC 1812 IPv4
RFC 2131 DHCP Helper
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Cisco NX-0S
e Cisco NX-OS p.2-2
o p.2-3
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2 Cisco NX-0S |

W cisco NX-0S

Cisco NX-0OS

Cisco NX-0OS
CLlI
NVRAM
CLI
Ctrl-C
Enter
2-1
2-1
TINA AD
AE—=rT797
admin
IRAT—FDHRTE
setup EXEC
= h AV NV)) A= EN0)
AH =R

FINAA®D | Ctr-C
s

X JE

BREDRTF

Yes \7

REDRE LEA

187646
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2 Cisco NX-0OS

||
Y
Y
IPv4 IPv6 Cisco
NX-OS Interfaces Configuration Guide Release 4.0
Y
SNMP IPv4 IPv4
IPv4 IPv4
IPv4 IPv4
IPv4 IPv4
IPv4 IPv6 Cisco
NX-OS Interfaces Configuration Guide Release 4.0
Cisco

NX-OS Licensing Guide Release 4.0

Cisco NX-OS Fundamentals
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2 Cisco NX-0S |

W cisco NX-0S

Cisco NX-0OS

Cisco NX-0S

1
2
8

Enter the password for "admin": <password>

Confirm the password for "admin'":<password>

---- Basic System Configuration Dialog VDC: 1 ----

Cisco Nexus7000

Nexus7000
Ctrl-C

3 yes

Would you like to enter the basic configuration dialog (yes/no) :yes
4 yes no

Would you like to enter the basic configuration dialog (yes/no): yes

A

a. 1D

Enter the User login Id : user_login

b.

Enter the password for "userl": user_password

Confirm the password for "userl": user_password
C.

Enter the user role (network-operator |network-admin|vdc-operator |vdc-admin)
[network-operator]: default_user_role

Cisco NX-OS Fundamentals Release 4.0
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| 2 Cisco NX-0S

10

Cisco NX-0OS ||

Cisco NX-OS Security Configuration Guide Release
4.0

yes SNMP

Configure read-only SNMP community string (yes/no) [n]:yes
SNMP community string :snmp_community_string

SNMP Cisco NX-OS System Management Configuration Guide Release 4.0

switch

Enter the switch name: switch_name

yes

A

Cisco TrustSec
Cisco TrustSec Advanced Services 120

Cisco NX-OS Licensing Guide Release 4.0

Enable license grace period? (yes/no) [n]: yes

yes mgmt0 IPv4

s

IPv4 IPv6
Cisco NX-OS Interfaces Configuration Guide Release 4.0

Continue with Out-of-band (mgmt0O) management configuration? [yes/no]: yes
Mgmt0 IPv4 address: mgmtO_ip_address
Mgmt0 IPv4 netmask: mgmtO_subnet_mask

yes IPv4 IP

Configure the default-gateway: (yes/no) [y]: yes
IPv4 address of the default-gateway: default_gateway

yes DNS
IP

Configure Advanced IP options (yes/no)? [n]: yes

| oL-15317-01-J
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2 Cisco NX-0S |

W cisco NX-0S

11 yes
IP

Configure static route: (yes/no) [y]: yes
Destination prefix: dest_prefix
Destination prefix mask: dest_mask

Next hop ip address: next_hop_address

12 yes IPv4

A

IPv4 11

Configure the default network: (yes/no) [y]l: yes
Default network IP address [dest_prefix]: dest_prefix

13 yes DNS IPv4

Configure the DNS IP address? (yes/no) [y]: yes
DNS IP address: ipv4_address

14 yes

Configure the default domain name? (yes/no) [y]: yes
Default domain name: name

15 yes Telnet

Enable the telnet service? (yes/no) [y]: yes

16 yes SSH

Cisco NX-OS Security Configuration Guide Release 4.0

Enable the ssh service? (yes/no) [y]: yes
Type of ssh key you would like to generate (dsa/rsa) : key_ type
Number of key bits <768-2048> : number_of bits

17 yes NTP IP
Cisco NX-OS System Management Configuration Guide Release 4.0

Configure NTP server? (yes/no) [n]: yes
NTP server IP address: ntp_server_ IP_address

18 L2 L3

Configure default interface layer (L3/L2) [L3]: interface_layer

Cisco NX-OS Fundamentals Release 4.0
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| 2 Cisco NX-0S

Cisco NX-0S ||
19 shutdown no shutdown
shutdown Cisco NX-OS Interfaces
Configuration Guide Release 4.0
Configure default switchport interface state (shut/noshut) [shut]: default_state
20 Control Plane Policing CoPP;
Cisco NX-OS Security Configuration Guide Release 4.0
Configure best practices CoPP profile (strict/moderate/lenient/none) [strict]: policy
21 yes CMP IP
IP Cisco Nexus 7000 Series Connectivity
Management Processor Configuration Guide
Configure CMP processor on current sup (slot 5)? (yes/no) [y]: yes
cmp-mgmt IPv4 address : IP_address
cmp-mgmt IPv4 netmask : net_mask
IPv4 address of the default gateway : default_gateway
22 yes CMP IP
IP
Configure CMP processor on current sup (slot 6)? (yes/no) [y]: yes
cmp-mgmt IPv4 address : ip_address
cmp-mgmt IPv4 netmask : net_mask
IPv4 address of the default gateway : default_gateway
23 no yes
3
Would you like to edit the configuration?(yes/no) [n]:no
24 yes

Use this configuration and save it?(yes/no) [y]:Yes

PiAY

yes

| oL-15317-01-J
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2 Cisco NX-0S |

|
CLI 3 CLlI
1
o p.2-8

Cisco NX-OS Licensing Guide Release 4.0

Cisco NX-OS Fundamentals Command Reference Release 4.0
CMP Cisco Nexus 7000 Series Connectivity Management Processor Configuration Guide
SSH Telnet Cisco NX-OS Security Configuration Guide Release 4.0

Cisco NX-OS Security Configuration Guide Release 4.0
IPv4 IPv6 Cisco NX-OS Interfaces Configuration Guide Release 4.0
SNMP NTP Cisco NX-OS System Management Configuration Guide Release 4.0

Cisco NX-OS Fundamentals Release 4.0
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Cisco NX-0S CLI
e CLI p.3-2
o p.3-3
o p.3-7
. p.3-8
J p.3-10
o p.3-10
. No p.3-11
e CLI p.3-12
o p.3-15
. p.3-17
o p.3-19
e show
e BIOS loader> p.3-23
e CLI p.3-24
o p.3-27
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p.3-21
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3 cLi |

N cu

CLI

CLI 3-1

3-1 CLI

User Access Verification

login: admin

Password: <password>

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2008, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are owned by other third
parties and used and distributed under license. Certain components of this software
are licensed under the GNU General Public License (GPL) version 2.0 or the GNU Lesser
General Public License (LGPL) Version 2.1. A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch#

[p-5-3]
CLI
. CLI

Cisco NX-OS Fundamentals Release 4.0
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3 CLI

| |
o p.3-3
e EXEC p.3-3
° p3'3
. p.3-4
. p.3-5
o p.3-6
o p.3-6
Cisco NX-OS CLI
show
3-1 EXEC
3-1
switch(config)#
gO—nN)LavIiqFXal—aravr kK E—H
- TINA ADHEEERTET S
-EXEC av Y R£EE5H5
switch#
EXECav> K E—F
S YE— |k FINA ANERET B
- A= FI)LERDBREET —BHHICEET S
-ERXTFRNERTTS
TN REEERET D
- TNA RERERTS S (show AT F) o
EXEC
Cisco NX-0OS EXEC EXEC
show clear
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3 CLI

1 configure terminal

v

switch# configure terminal CLI
switch(config)#

mgmt 0

Cisco NX-OS Interfaces Configuration Guide Release 4.0

Cisco NX-OS Interfaces Command Reference Release
4.0

1. configure terminal

2. interface type number

1 configure terminal

switch# configure terminal
switch(config)#

2 interface type number

CLI

switch(config)# interface ethernet 2/2
switch(config-if)#

s

CLI

Cisco NX-OS Fundamentals Release 4.0
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IEEE 802.1Q

VLAN

VLAN

Cisco NX-OS Interfaces Configuration Guide Release

4.0

Release 4.0

1. configure terminal

2. interface type number.subint

Cisco NX-OS Interfaces Command Reference

1 configure terminal

switch# configure terminal
switch(config)#

2 interface type number.subint

CLI

switch(config)# interface ethernet 2/2.1
switch(config-subif)#

v

VLAN

VLAN

CLI

Cisco NX-OS Fundamentals
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exit

switch(config-if)# exit
switch(config)#

end EXEC
switch(config)# end
switch#
Ctrl-z EXEC
switch(config)# "z ‘.r_?:..
switch# Ctrl-Z
CLI
exit end
3-1
3-1
EXEC switch#
exit
EXEC configure |switch(config)# EXEC
terminal end exit
Ctrl-Z
switch(config-if)#
exit
interface
EXEC
end Ctrl-Z
switch(config-subif)#
exit
interface
EXEC
end Ctrl-z

Release 4.0

l  Cisco NX-OS Fundamentals
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| |
3-1
VDC switch(config-vdc) #
vdc exit
VvDC
EXEC
end Ctrl-z
switch(config-router) #
exit
router
EXEC
end Ctrl-Z
VVRF switch(config-vrf)#
exit
router
EXEC
end Ctrl-z
VvDC EXEC switchto |switch-vdc2# VvDC
EXEC vdc exit switchback
VDC
VRF EXEC switch%red# VRF
EXEC routing-context vrf routing-context vrf default
VRF
3-2 Cisco NX-0OS
3-2

<>

[]

{}

Cisco NX-OS Fundamentals
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3-3 EXEC

3-3

Ctrl-A
Ctrl-B 1

Ctrl-B

Ctrl-A

Ctrl-C
Ctrl-D
Ctrl-E
Ctrl-F 1
Ctrl-G

Ctrl-K
Ctrl-L
Ctrl-N
Ctrl-O
Ctrl-P
Ctrl-R
Ctrl-T
Ctrl-U
Ctrl-v

Ctrl-v ?

Ctrl-w
Ctrl-X H

Ctrl X

Ctrl-Y
Ctrl-Z EXEC

Ctrl-Zz

T
v

Cisco NX-OS Fundamentals Release 4.0
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3-3

Tab

Tab

Tab

switch(config)# xm<Tab>
switch(config)# xml <Tab>
switch(config)# xml server

switch(config)# c<Tab>
callhome class-map clock cts
cdp cli control-plane

switch(config)# cl<Tab>
class-map cli clock
switch(config)# cla<Tab>
switch(config)# class-map

switch# cd bootflash:<Tab>

bootflash: bootflash://sup-1/
bootflash://sup-remote/

bootflash:/// bootflash://sup-2/
bootflash://sup-standby/

bootflash://module-5/ bootflash://sup-active/
bootflash://module-6/ bootflash://sup-local/

switch# cd bootflash://mo<Tab>
bootflash://module-5/ bootflash://module-6/
cvswitch# cd bootflash://module-

Cisco NX-OS Fundamentals
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3-4
3-4
configure terminal conft
copy running-config startup-config copy run start
interface ethernet 1/2 inte1/2
show running-config sh run

PWC

1. where detail

1 where detail PWC

switch# configure terminal
switch(config)# interface mgmt0
switch(config-if)# where detail

mode: conf
interface mgmtO
username: admin
vdc: switch

routing-context vrf: default

Cisco NX-OS Fundamentals Release 4.0
OL-15317-01-J |
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No

no
no

switch# configure terminal
switch(config)# feature bgp
switch(config)# no feature bgp

switch# configure terminal
switch(config)# banner motd #Welcome to
switch(config)# show banner motd
Welcome to the switch

switch(config)# no banner motd
switch(config)# show banner motd

User Access Verification

switch# configure terminal
switch(config)# role feature-group name
switch(config-role-featuregrp)# feature
switch(config-role-featuregrp)# feature
switch(config-role-featuregrp)# feature
switch(config-role-featuregrp)# exit
switch(config)# show role feature-group

feature group: L3
feature: router-bgp
feature: router-eigrp
feature: router-isis
feature: router-ospf
feature: router-rip

feature group: security
feature: aaa

feature: radius
feature: tacacs

Cisco NX-0S
no

the switch#

security
aaa
radius
tacacs

switch(config)# no role feature-group name security

switch(config)# show role feature-group

feature group: L3
feature: router-bgp
feature: router-eigrp
feature: router-isis
feature: router-ospf
feature: router-rip

EXEC no

switch# system standby manual-boot

system standby manual-boot option enabled

switch# system no standby manual-boot

system standby manual-boot option disabled

Cisco NX-OS Fundamentals

No
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N cu

CLI

CLI

CLI

e CLI
e CLI

Cisco NX-0OS
CLI

* run-script
run-script

CLI

CiscoNX-0S 1
YYYY-MM-DD-HH.MM.SS

p.3-12
p.3-12

CLI

TIMESTAMP

[p.3-15]

TIIMESTAMP

CLI

CLI

1. cli var name variable-name variable-text

2. show cli variables

CLl
$(variable-name)

1 cli var name variable-name variable-text CLI

variable-name

: 31 variable-text
switch# cli var name testinterface ethernet
2/1
200
2 show cli variables CLl
switch# show cli variables
Release 4.0

l  Cisco NX-OS Fundamentals
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Cisco NX-0S 1

alias

. p3'13
o p.3-13

show cli alias

i CLI

configure terminal

cli alias name alias-name alias-text

1
2

3. exit
4. alias
5

copy running-config startup-config

Cisco NX-OS Fundamentals

alias

| oL-15317-01-J
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1 configure terminal

switch# configure terminal
switch(config)#

2 «cli alias name alias-name alias-text

30

switch(config)# cli alias name ethint
interface ethernet

3 exit

switch(config)# exit
switch#

4 alias

switch# alias

5 copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-OS Fundamentals Release 4.0
OL-15317-01-J |
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| |

° p3'15
o p.3-15
. p.3-15

CLI CLlI

CLI [p.3-12]
~
CLI
Cisco NX-0S
bootflash:

1. run-script filename

1 run-script filename

switch# run-script testfile

CLI

1. echo [text]

1 echo [text]

switch# echo This is a test.
This is a test.

200

text

Cisco NX-OS Fundamentals
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1. sleep seconds

1 sleep seconds 0 2147483647

switch# sleep 30

Cisco NX-OS Fundamentals Release 4.0
m. OL-15317-01-J |
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Cisco NX-OS CLI

CLI n

3-5

1 clock ?

switch# clock ?
set HH:MM:SS Current Time
switch# clock

EXEC clock

clock
set

2 clock set ?

switch# clock set ?
WORD HH:MM:SS Current Time

switch# clock set

3 clock set HH:MM:SS

switch# clock set 13:32:00<CR>
% Incomplete command
switch#

4 Ctrl-P or the Up Arrow

switch# <Ctrl-P>
switch# clock set 13:32:00

5 clock set HH:MM:SS ?

switch# clock set 13:32:00 ?
<1-31> Day of the month
switch# clock set 13:32:00

clock set

Cisco NX-OS Fundamentals
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3-5

6 clock set HH:MM:SS day ? clock set

switch# clock set 13:32:00 18 ?
April Month of the year
August Month of the year
December Month of the year
February Month of the year

January Month of the year
July Month of the year
June Month of the year
March Month of the year
May Month of the year
November Month of the year
October Month of the year

September Month of the year
switch# clock set 13:32:00 18

7 clock set HH:MM:SS day month year

CLI 08

switch# clock set 13:32:00 18 April 08

~

2

% Invalid input detected at '"' marker.

8 <clock set HH:MM:SS day month year ?

switch# clock set 13:32:00 18 April ?
<2000-2030> Enter the year (no abbreviation)
switch# clock set 13:32:00 18 April

9 clock set HH:MM:SS day month year clock set

switch# clock set 13:32:00 18 April 2008

Cisco NX-OS Fundamentals Release 4.0
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| |
Cisco NX-0OS show
o p.3-19
° p3-19
. p.3-20
. p.3-20
'] [-]
3-6
* 0
+ 1
0 1
N
$
_ : { (
)
\
\$\ \+
1
A Z a 2 0 9
[]
1 i o
u
[aeiou] 5 1
[abcdABCD] 4

Cisco NX-OS Fundamentals
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3-7
3-7
[a-dA-D] abcdABCD
[a-dA-D\-] abcdABCD -
[a-dA-D\\]] abcdABDC ]
[a-dgsv] a-dgsv
[M\]d] ]
ad4%
ad% a 4
% ad%
a. a
a
1 ab al a2
a\. a.
3-8
3-8
N
$
Acon  con $sole  sole
Y
A not
[~abcd] a b c d
Release 4.0

OL-15317-01-J |

l  Cisco NX-OS Fundamentals



| 3 cLi

show ||
show
show Cisco NX-0S
show
CLl

switch# show running-config | ?

egrep Egrep

grep Grep

head Stream Editor

last Display last lines

less Stream Editor

no-more Turn-off pagination for command output

sed Stream Editor

\/e] Count words, lines, characters

begin Begin with the line that matches

count Count number of lines

exclude Exclude lines that match

include 1Include lines that match
Cisco NX-OS CLI show

3-9

3-9
begin string* show version | begin Hardware
count show running-config | count
exclude string* show interface brief | exclude down
head [-n lines] show logging logfile | head -n 50

10

include string® show interface brief | include up
no-more -- More -- show interface brief | no-more
1.

Cisco NX-OS Fundamentals Rel 4.0
[ oL-15317-01-J
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W show

grep egrep
Global Regular Expression Print grep Extended grep egrep
show

{grep | egrep} [-A lines] [-B lines] [-c] [-i] [-n] [-V] [-w] [-X] expression

3-10 grep egrep

3-10 grep egrep

-A lines 0
1 999

-B lines 0

1 999

expression

less

less show 1
less : less

sed

Stream Editor sed show

sed command

command sed

Cisco NX-OS Fundamentals Release 4.0
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--More--

--More--

3-11  --More--

--More-- ||

--More-- show
3-11

[lines]<space>

[lines]z

lines

[lines]<return>

lines

[lines]d
[lines]Ctrl+shift+D

11

lines

q Q
Ctrl-C

--More--

[lines]s

[lines]f

[count]/expression

count

[count]n

count

{!| :'} shell-cmd

shell-cmd

BIOS loader>

loader>

loader>

BIOS loader

Cisco NX-0OS

NX-OS Troubleshooting Guide Release 4.0

Cisco NX-OS Fundamentals

BIOS

Cisco
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N cu

CLI

e CLI p.3-24

e CLI p.3-24

o Timestamp p.3-25
. p.3-26

CLI

cli alias name ethint interface ethernet
cli alias name shintbr show interface brief
cli alias name shintupbr shintbr | include up | include ethernet

switch# configure terminal
switch(config)# ethint 2/3
switch(config-if)#

CLI

$(variable-name)

Cisco NX-OS Fundamentals Release 4.0
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cLi ||

CLI

switch# show interface $(testinterface)

Ethernet2/1 is down (Administratively down)
Hardware is 10/100/1000 Ethernet, address is 0000.0000.0000 (bia 0019.076c.4da
c)
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA
auto-duplex, auto-speed
Beacon is turned off
Auto-Negotiation is turned on
Input flow-control is off, output flow-control is off
Auto-mdix is turned on
Switchport monitor is off
Last clearing of "show interface" counters never
5 minute input rate 0 bytes/sec, 0 packets/sec
5 minute output rate 0 bytes/sec, 0 packets/sec
L3 in Switched:
ucast: 0 pkts, 0 bytes - mcast: 0 pkts, 0 bytes
L3 out Switched:
ucast: 0 pkts, 0 bytes - mcast: 0 pkts, 0 bytes
Rx
0 input packets 0 unicast packets 0 multicast packets
0 broadcast packets 0 jumbo packets 0 storm suppression packets
0 bytes
Tx
0 output packets 0 multicast packets
0 broadcast packets 0 jumbo packets
0 bytes
0 input error 0 short frame 0 watchdog
0 no buffer 0 runt 0 CRC 0 ecc
0 overrun 0 underrun 0 ignored 0 bad etype drop
0 bad proto drop 0 if down drop 0 input with dribble
0 input discard
0 output error 0 collision 0 deferred
0 late collision 0 lost carrier 0 no carrier
0 babble
0 Rx pause 0 Tx pause 0 reset
Timestamp

show $(TIMESTAMP)

switch# show running-config > rcfg.$(TIMESTAMP)
Preparing to copy....done
switch# dir

12667 May 01 12:27:59 2008 rcfg.2008-05-01-12.27.59

Usage for bootflash://sup-local

8192
20963

bytes used
328 bytes free

20971520 bytes total

| oL-15317-01-J
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N cu

CLI

switch# show file testfile
configure terminal
interface ethernet 2/1

no shutdown

end

show interface ethernet 2/1

run-script

switch# run-script testfile
‘configure terminal’
‘interface ethernet 2/1°
‘no shutdown’
‘end’
‘show interface ethernet 2/1 °
Ethernet2/1 is down (Link not connected)
Hardware is 10/100/1000 Ethernet, address is 0019.076c.4dac (bia 0019.076c.4dac)
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA
Port mode is trunk
auto-duplex, auto-speed
Beacon is turned off
Auto-Negotiation is turned on
Input flow-control is off, output flow-control is off
Auto-mdix is turned on
Switchport monitor is off
Last clearing of "show interface" counters 1d26.2uh
5 minute input rate 0 bytes/sec, 0 packets/sec
5 minute output rate 0 bytes/sec, 0 packets/sec
Rx
0 input packets 0 unicast packets 0 multicast packets
0 broadcast packets 0 jumbo packets 0 storm suppression packets
0 bytes
Tx
output packets 0 multicast packets
broadcast packets 0 jumbo packets
bytes
input error 0 short frame 0 watchdog
no buffer 0 runt 0 CRC 0 ecc
overrun 0 underrun 0 ignored 0 bad etype drop
bad proto drop 0 if down drop 0 input with dribble
input discard
output error 0 collision 0 deferred
late collision 0 lost carrier 0 no carrier
babble
Rx pause 0 Tx pause 0 reset

O O O O O O O O O o o o

Cisco NX-OS Fundamentals Release 4.0
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p.3-27

Cisco NX-OS Licensing Guide Release 4.0

Cisco NX-OS Fundamentals Command Reference Release 4.0

Cisco NX-OS Fundamentals
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CHAPTER I

Cisco NX-0OS

o p.4-2
o p.4-3
. p.4-4

. p.4-5

e COM1 p.4-7

o p.4-9

. p.4-11

o p.4-16

. p.4-17

. p.4-17

o p.4-18

Cisco NX-OS Fundamentals Release 4.0
[ oL-15317-01-J



o p.4-2
o p.4-2

e COM1 p.4-2

o p.4-3

. p.4-3

o p.4-3

Cisco NX-0S

. — Telnet

RJ-45 RS-232

9600 8 1

COM1

CoM1 DB-9
RS-232 Com1

9600 8 1

Cisco NX-OS Fundamentals Release 4.0
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NX-0OS Secure Shell SSH;
Telnet

comMmi
Cisco NX-0S

e MultiTech MT2834BA  http://www.multitech.com/PRODUCTS/Families/MultiModemI|1/
e Hayes Accura V.92 http://www.hayesmicro.com/Products/accura-prod-v92.htm

Y
p.4-16
Cisco NX-0OS
ATEO0Q1&D2&C1S0=1\015
o AT —
e EO J—
. Q]_ .
e &D2— Data Terminal Ready DTR;
e &Cl1—
e S0=1—1
e \015 — 8
vVDC COM1
VDC VDC VDC
Cisco NX-OS Virtual Device Context Configuration Guide Release 4.0
NX-0S
Cisco NX-0S
NX-0S Cisco NX-OS Licensing Guide

Cisco NX-OS Fundamentals

s

4.0
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1. terminal terminal-type type
terminal length lines
terminal width columns
terminal session-timeout minutes

2. show terminal

1 terminal terminal-type type

switch# terminal terminal-type vtl100

terminal-type

vt100 xterm
80 ansi

terminal length lines

0 511 0

switch# terminal length 24

31

terminal width columns

switch# terminal width 70

24 511

80

terminal session-timeout minutes

switch# terminal session-timeout 60

0 525600

8760 0

2 show terminal

switch# show terminal

Release 4.0

l  Cisco NX-OS Fundamentals
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VvDC

1. configure terminal
line console
3. databits bits
exec-timeout minutes
parity {even | none | odd}
speed {300 | 1200 | 2400 | 4800 | 9600 | 38400 | 57600 | 115200}
stopbits {1 | 2}
4, exit
5. show line console

copy running-config startup-config

1 configure terminal

switch# configure terminal
switch(config)#

2 line console

switch# line console
switch(config-console) #

Cisco NX-OS Fundamentals
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3 databits bits

5 8 8

switch(config-console)# databits 7
exec-timeout minutes

0 525600 8760 0
switch(config-console)# exec-timeout 30 0
parity {even | none | odd} none
switch(config-console)# parity even
speed {300 | 1200 | 2400 | 4800 | 9600 | 115200
38400 | 57600 | 115200}
switch(config-console)# speed 115200
stopbits {1 | 2} 1

switch(config-console)# stopbits 2

4 exit

switch(config-console)# exit
switch(config)#

5 show line console

switch(config)# show line console

6 copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco NX-OS Fundamentals Release 4.0
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Ccomt1

COM1

Com1

Ccom1
VvDC

1. configure terminal
line com1
3. databits bits
flowcontrol hardware
parity {even | none | odd}
speed {300 | 1200 | 2400 | 4800 | 9600 | 38400 | 57600 | 115200}
stopbits {1 | 2}
4, exit
5. show line console

copy running-config startup-config

1 configure terminal

switch# configure terminal
switch(config)#

2 line coml com1

switch# line coml
switch(config-coml) #

Cisco NX-OS Fundamentals Rel
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W com

databits bits

switch(config-coml)# databits 7

flowcontrol hardware

switch(config-coml)# flowcontrol
hardware

enabled

flowcontrol hardware

no

parity {even | none | odd}

switch(config-coml)# parity even

none

speed {300 | 1200 | 2400 | 4800 | 9600
38400 | 57600 | 115200}

switch(config-coml)# speed 115200

9600

stopbits {1 | 2}

switch(config-coml)# stopbits 2

exit CcoM1
switch(config-coml)# exit
switch(config)#
show line console
switch(config)# show line console
copy running-config startup-config
switch(config)# copy running-config
startup-config
Release 4.0
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. p.4-9
J p.4-10
VDC
1. configure terminal
2. line vty
3. exec-session minutes
4. exit
5. show running-config all | begin vty
6. copy running-config startup-config

1 configure terminal

switch# configure terminal
switch(config)#

2 line vty

switch# line vty
switch(config-1line)#

3 exec-session minutes VDC
0 525600 8760 0
switch(config-line)# exec-session 30 0
4 exit

switch(config-line)# exit
switch(config)#

5 show running-config all | begin vty

switch(config)# show running-config all
| begin vty

Cisco NX-OS Fundamentals Rel 4.0
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copy running-config startup-config

switch(config)# copy running-config
startup-config

configure terminal
line vty

session-limit sessions
exit

show running-config all | begin vty

o a0 bh -

copy running-config startup-config

configure terminal

switch# configure terminal
switch(config)#

line vty

switch# line vty
switch(config-line)#

session-limit sessions VvVDC 1
64 32
switch(config-line)# session-limit 10
exit
switch(config-line)# exit
switch(config)#
show running-config all | begin vty
switch(config)# show running-config all
| begin vty
copy running-config startup-config
switch(config)# copy running-config
startup-config
Release 4.0
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CoM1

Com1

. p.4-11

1. configure terminal

N

line com1
line console
modem in
exit

show line

I L Sl

copy running-config startup-config

p.4-12

p.4-16

p.4-14

1 configure terminal

switch# configure terminal
switch(config)#

2 1line coml Ccom1

switch# line coml
switch(config-coml) #

line console

switch# line console
switch(config-console) #

Cisco NX-OS Fundamentals
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3 modem in COM1

switch(config-coml)# modem in

modem in

switch(config-console)# modem in

4 exit COM1

switch(config-coml)# exit
switch(config)#

exit

switch(config-console)# exit
switch(config)#

5 show line CcoMm1

switch(config)# show line

6 copy running-config startup-config

switch(config)# copy running-config
startup-config

The Cisco NX-0OS
ATE0Q1&D2&C1S0=1\015

1. configure terminal

N

line com1

line console

modem init-string default
exit

show line

I L S

copy running-config startup-config

Cisco NX-OS Fundamentals Release 4.0
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configure terminal

switch# configure terminal
switch(config)#

line coml COM1
switch# line coml

switch(config-coml) #

line console

switch# line console

switch(config-console) #

modem init-string default

switch(config-coml)# modem init-string

default

modem init-string default

switch(config-console)# modem init-string

default

exit COM1

switch(config-coml)# exit
switch(config)#

exit

switch(config-console)# exit
switch(config)#

show line

switch(config)# show line

Com1

copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco NX-OS Fundamentals
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1. configure terminal

N

line com1

line console

modem set-string user-input string
modem init-string user-input

exit

show line

N o a ks> o

copy running-config startup-config

1 configure terminal

switch# configure terminal
switch(config)#

2 line coml COM1

switch# line coml
switch(config-coml) #

line console

switch# line console
switch(config-console) #

Cisco NX-OS Fundamentals Release 4.0
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modem set-string user-input string

switch(config-coml)# modem set-string

Com1

100
user-input ATE0Q1&D2&C1S0=3\015
S
modem set-string user-input string
switch(config-console)# modem set-string 100

user-input ATE0Q1&D2&C1S0=3\015

modem init-string user-input CcCOM1
switch(config-coml)# modem init-string

user-input

modem init-string user-input
switch(config-console)# modem init-string
user-input

exit CcCOM1
switch(config-coml)# exit

switch(config)#

exit

switch(config-console)# exit

switch(config)#

show line CcCOoM1

switch(config)# show line

copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco NX-OS Fundamentals
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CoM1

[p.4-11]

1. modem connect line {com1 | console}

1 modem connect line {coml | comsole}

switch# modem connect line coml

1. show users

2. clear line name

1 show users

2 clear line name

switch# clear line pts/0
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show terminal

show line com1l

show users

show running-config [all]

all
Cisco NX-OS Fundamentals Command
Reference Release 4.0
4-1
41
ansi
0
31
80
Disabled 0
8
Disabled 0
none
11520 bps
1
COoM1 8
comi Enabled
coM1 none
COoM1 9600 bps
COM1 1
Disabled 0
32
ATEO0Q1&D2&C1S0=1\015

Cisco NX-OS Fundamentals
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CHAPTER 5

Cisco NX-0S

. p.5-2
o p.5-3

e MoTD p.5-4

. p.5-5

o p.5-6

. p.5-7
. p.5-8

o p.5-9

o p.5-9

. p.5-9
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o p.5-2

e Message-of-The-Day MoTD p.5-2

i p.5-2

. Daylight Savings Time  p.5-2
° p.5-2

o p.5-2

switch

Command-Line Interface CLI;

Message-of-The-Day MoTD

MoTD
NTP
NTP
Management Configuration Guide Release 4.0
Daylight Savings Time
uTC
GMT
NX-OS Security Configuration Guide Release 4.0
VvDC

VDC VDC
Context Configuration Guide Release 4.0

Cisco NX-OS System

uTC
TAI

Cisco

Cisco NX-OS Virtual Device

l  Cisco NX-OS Fundamentals Release 4.0
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NX-0S
Cisco NX-0S
Cisco NX-OS Licensing Guide

NX-OS

switch

1. configure terminal

2. hostname name
switchname name
exit

copy running-config startup-config

1 configure terminal

switch# configure terminal
switch(config)#

2 hostname name

switch

switch(config)# hostname Engineering?2
Engineering2 (config) #

switchname name

switch

switch# switchname Engineering?2
Engineering2 (config) #

3 exit

Engineering2 (config)# exit
Engineering2#

4 copy running-config startup-config

Engineering2# copy running-config startup-config

Cisco NX-OS Fundamentals R
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W moTD

MoTD

MoTD
MoTD

configure terminal
banner motd delimiting-character message delimiting-character
exit

show banner motd

a > e bh =

copy running-config startup-config

1 configure terminal

switch# configure terminal
switch(config)#

2 Dbanner motd delimiting-character message MoTD message

delimiting-character .
g delimiting-character

: N
sw1tchfconf1g)# banner motd #Welcome to " and %
the Switch#

switch(config)#

3 exit

switch(config)# exit
switch#

4 show banner motd MoTD

switch# show banner motd

5 copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-OS Fundamentals Release 4.0
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| |
UuTC
1. configure terminal
2. clock timezone zone-name offset-hours offset-minutes
3. exit
4. show clock
5. copy running-config startup-config
1 configure terminal
switch# configure terminal
switch(config)#
2 clock timezone zone-name offset-hours zone-name
offset-minutes 3 PST EST
offset-hours uTC
-23 23 offset-minutes 0

switch(config)# banner motd #Welcome to
the Switch#
switch(config)#

59

3 exit

switch(config)# exit
switch#

4 show banner clock

switch# show clock

5 copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-OS Fundamentals
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1. configure terminal

2. clock summer-time zone-name start-week start-day start-month start-time end-week end-day end-month
end-time offset-minutes

exit
show clock detail

copy running-config startup-config

1 configure terminal

switch# configure terminal
switch(config)#

2 clock summer-time zone-name start-week
start-day start-month start-time end-week

end-day end-month end-time offset-minutes zone-name 3
PST EST
switch(config)# clock summer-time PDT 1 start-day end-day 1 31
Sunday March 02:00 1 Sunday N ber 02:00
6En oy Tare nday Sovember start-month end-month January
February March April May June July August
September October November December
start-time end-time
hh:mm
offset-minutes 0 1440
3 exit
switch(config)# exit
switch#
4 show clock detail MoTD

switch(config)# show clock detail

5 copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-OS Fundamentals Release 4.0
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||
[p.5-5]
1. clock time day month year
2. show clock
1 clock set time day month year
time hh:mm:ss
switch# clock set 15:00:00 30 May 2008 day 1 31
Fri May 30 15:14:00 PDT 2008
month January February March April May
June July August September October November
December
year 2000 2030

2 show clock

switch(config)# show clock

Cisco NX-OS Fundamentals Rel 4.0
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o p.5-8
. p.5-8

1. show users

1 show users

switch# show users

Cisco NX-OS Fundamentals Command Reference
Release 4.0

CLI

1. show users

2. send [session line] message-text

1 show users

switch# show users

2 send [session line] message-text

80

switch# send Reloading the device is 10
minutes!

Cisco NX-OS Fundamentals Release 4.0
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show banner motd

MoTD

show clock

show clock detail

5-1
5-1
MoTD User Access Verification
uTC
o p.5-9

Cisco NX-OS Licensing Guide Release 4.0

Cisco NX-OS Fundamentals Command Reference Release 4.0
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CHAPTER

Cisco NX-0OS

i p.6-2
o p.6-3

e Tab p.6-3

N p.6-4

o p.6-5

. p.6-8

. p.6-14

o p.6-17

. p.6-17
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o p.6-2
. p.6-3
. p.6-3
o p.6-3
filesystem:[//module/] 6-1
6-1
bootflash sup-active
sup-local
CompactFlash
bootflash
sup-standby
sup-remote
CompactFlash
slot0
CompactFlash
volatile —
Volatile Random-Access Memory VRAM,;
RAM
nvram —
Nonvolatile
Random-Access Memory NVRAM; RAM
log —
system —
debug —
usbl —
usB
ush2 —
usB
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6
| |
bootflash: slot0: usbl: ush2:
bootflash: volatile: slot0: usb1l: ush2:
system:
debug logfile debug:
FTP Secure Copy SCP
Secure Shell FTP  SFTP TFTP
Virtual Device Context
VDC; 1
VDC VDC
VDC Cisco NX-OS Virtual Device Context Configuration Guide
Release 4.0
NX-OS
Cisco NX-0OS
NX-0S Cisco NX-OS Licensing Guide
Release 4.0
Tab
Tab
Tab NX-0S

NX-0S

switch# show file bootflash:e<Tab>
bootflash:eem_logs bootflash:epld.tar.gz
bootflash:epld.scr bootflash:eth_span.log

switch# show file bootflash:e

NX-OS

Cisco NX-OS Fundamentals Rel 40 W
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VDC

Cisco NX-OS
Troubleshooting Guide Release 4.0

VvDC

1. dir {slotO: | usbl: | usb2:}
2. format {slotO: | usbl: | usb2:}

1 dir {slot0: | usbl: | usb2:}

switch# dir slotO:

2 format {slotO: | usbl: | usb2:}

switch# format slotO:
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o p.6-5
. p.6-5
o p.6-6
o p.6-6
. p.6-7

1. pwd

p.6-7

1 pwd

switch# pwd

bootflash:

1. pwd
2. cd {directory | filesystem:[//module/][directory]}

1 pwd

switch# pwd

2 cd {directory
filesystem: [//module/] [directory]}

switch# cd slotO:

Cisco NX-OS Fundamentals
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bootflash:

1. pwd
2. cd {directory | filesystem:[//module/][directory]}
3. mkdir [filesystem:[//module/]]directory

1 pwd

switch# pwd

2 cd {directory
filesystem: [//module/] [directory]}

switch# cd slotO:

3 mkdir [filesystem:[//module/]ldirectory filesystem

directory

: 64
switch# mkdir test

1. dir [filesystem:[//module/][directory]]

1 dir [directory |
filesystem:[//module/] [directory]]

switch# dir bootflash:test

Cisco NX-OS Fundamentals Release 4.0
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[p.6-10]

1. pwd
2. dir [filesystem:[//module/][directory]]
3. rmdir [filesystem:[//module/]]directory

1 pwd

switch# pwd

2 dir [filesystem:[//module/] [directory]]

switch# dir bootflash:test

[p.6-10]

3 rmdir [filesystem:[//module/]]ldirectory

switch# mkdir test

filesystem://sup-remote/ filesystem://sup-standby/

Cisco NX-OS Fundamentals Rel 4.0
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o p.6-8
. p.6-9
J p.6-10
o p.6-10
. p.6-11
o p.6-11
o p.6-12
e show p.6-12
o p.6-12
Vi
e
move
1. pwd
2. dir [filesystem:[//module/][directory]]

il

move [filesystem:[//module/][directory/] | directory/]source-filename {{filesystem:[//module/][directory/]
| directory/}[target-filename] | target-filename}

1 pwd

switch# pwd

2 dir [filesystem:[//module/] [directoryl]]

switch# dir bootflash
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||
3 move [filesystem:[//module/][directory/] |
directory/]source-filename
{{filesystem: [//module/] [directory/] |
directoryl/} [target-filename] |
target-filename}
target-filename

: 64 target-filename

switch# move test old_tests/testl source-filename

dir
delete

1. pwd
dir [filesystem:[//module/][directory]]

3. copy [filesystem:[//module/][directory/] | directory/]source-filename {{filesystem:[//module/][directory/]]
| directory/}[target-filename]

1 pwd

switch# pwd

2 dir [filesystem:[//module/] [directoryl]]

switch# dir bootflash

3 copy [filesystem:[//module/][directory/] |
directory/]source-filename |
{filesystem:[//module/] [directory/]1] |
directory/} [target-filename] source-filename

64
. target-filename
switch# move test old_tests/testl source-filename

Cisco NX-OS Fundamentals Rel 4.0
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1. dir [filesystem:[//module/][directory]]
2. delete {filesystem:[//module/][directory/] | directory/}ilename

1 dir [filesystem:[//module/][directory]]

switch# dir bootflash

2 delete {filesystem:[//module/] [directory/]
| directory/}filename

source-filename

switch# move test old_tests/testl

A

delete

1. show file [filesystem:[//module/]][directory/]filename

1 show file
[filesystem: [//module/]] [directory/]filename

switch# show file bootflash:test-results
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1. show file [filesystem:[//module/]][directory/]filename {cksum | md5sum}

1 show file

[filesystem:[//module/]] [directory/] filename
{cksum | md5sum}

MD5

switch# show file bootflash:trunks2.cfg cksum

Lempel-Ziv 1977 LZ77 NX-0S

1. dir [filesystem:[//module/][directory]]
2. gzip [filesystem:[//module/][directory/] | directory/]filename
gunzip [filesystem:[//module/][directory/] | directory/]filename.gz

1 dir [filesystem:[//module/] [directory]]

switch# dir bootflash

2 gzip [filesystem:[//module/] [directory/] | .0z
directory/] filename

switch# gzip show_tech

gunzip [filesystem:[//module/] [directory/]
| directory/]filename.gz

.0z
.0z

switch# gunzip show_tech.gz

Cisco NX-OS Fundamentals Rel 4.0
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[ |
1. tail [filesystem:[//module/]][directory/]filename [lines]
1 tail [filesystem:[//module/]][directory/]filename
[1ines] 10 0 80
switch# tail ospf-gr.conf
show
show bootflash: slot0: volatile:
7

1. show-command > [filesystem:[//module/][directory/] | directory/]filename

1 show-command > [filesystem:[//module/] [directoryl]l |show
directory/] filename

switch# show tech-support > bootflash:techinfo

1. pwd
2. cd {filesystem:[//module/][directory/] | directory}

3. find filename-prefix

Cisco NX-OS Fundamentals Release 4.0
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1 pwd

switch# pwd

2 cd {filesystem:[//module/] [directory]}
directory}

switch# cd bootflash:test_scripts

3 find filename-prefix

switch# find bgp_script

Cisco NX-OS Fundamentals
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p.6-14
p.6-14
p.6-15

p.6-15
p.6-15

p.6-15

p.6-14

p.6-16

switch# dir bootflash://sup-remote

12198912
1864931
12288
12097024
41574014

Usage for bootflash:
67747169 bytes used

Aug
Apr
Apr
Nov
Nov

27
29
18
21
21

116812447 bytes free

184559616 bytes total

16
12
20
16
16

:29:
41
:23:
:34:
:34
//sup-remote

18
59
11
18

:47

2003
2003
2003
2003
2003

m9500-sflek9-kickstart-mzg.1.3.0.39%9a.bin
dplug2

lost+found/
m9500-sflek9-kickstart-mz.1.3.1.1.bin
m9500-sflek9-mz.1.3.1.1.bin

switch# delete bootflash://sup-remote/aOldConfig.txt

switch# move slotO:samplefile slotO:mystorage/samplefile

switch# move samplefile mystorage/samplefile

slotO:

mystorage samplefile

switch# copy slotO:samplefile slotO:mystorage/samplefile

switch# copy samplefile mystorage/samplefile

Release 4.0
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||
switch# copy bootflash:system image bootflash://sup-2/system_image
NVRAM
switch# copy nvram:snapshot-config nvram:startup-config
Warning: this command is going to overwrite your current startup-config:
Do you wish to continue? {y/n} [v] ¥
copy slot0: bootflash: FTP TFTP SFTP
SCP

switch# delete dns_config.cfg

CompactFlash slot0

switch# delete slot0O:dns_config.cfg

switch# delete bootflash:my-dir
This is a directory. Do you want to continue (y/n)? I[y] ¥

switch# show file slotO:test
config t

Int fcl/1

no shut

end

show int fcl/1

switch# show file myfile

switch# show file bootflash:trunks2.cfg cksum
583547619

MD5

switch# show file bootflash:trunks2.cfg md5sum
3b94707198aabefcf46459del0c9281lc
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switch# dir
1525859 Jul 04 00:51:03 2003 Samplefile
switch# gzip volatile:Samplefile
switch# dir
266069 Jul 04 00:51:03 2003 Samplefile.gz
switch# dir
266069 Jul 04 00:51:03 2003 Samplefile.gz
switch# gunzip samplefile
switch# dir
1525859 Jul 04 00:51:03 2003 Samplefile
show
bootflash:

switch# show interface > bootflash:switchl-intf.cfg

switch# show interface > slotO:switch-intf.cfg

TFTP

switch# show interface > tftp://10.10.1.1/home/configs/switch-intf.cfg

Preparing to copy...done

show tech-support

switch# show tech-support > Samplefile
Building Configuration

switch# dir
1525859

Jul 04 00:51:03 2003 Samplefile

Usage for volatile://
1527808 bytes used
19443712 bytes free
20971520 bytes total

switch# find smm_shm.cfg

/usr/bin/find:
./smm_shm.cfg

./lost+found: Permission denied

./newer-fs/isan/etc/routing-sw/smm_shm.cfg
./newer-fs/isan/etc/smm_shm.cfg

Release 4.0
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6-2

6-2

bootflash:

. p.6-17

Cisco NX-OS Licensing Guide Release 4.0
Cisco NX-OS Fundamentals Command Reference Release 4.0
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Cisco NX-OS
p.7-2
p.7-3
p.7-4
p.7-11
p.7-12
p.7-13

Cisco NX-OS Fundamentals

CHAPTER ;
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Cisco NX-0OS
Cisco NX-0OS
startup-config CLI
Cisco NX-OS
copy running-config
startup-config
[p.7-8]
o p.7-2
o p.7-2
Cisco NX-OS
2
startup-config
running-config
2
configure terminal
Cisco NX-0S
3 CLI
[p.7-4]
[p.7-6]
VDC
VDC
VDC Cisco NX-OS Virtual Device Context Configuration Guide Release 4.0
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NX-0S

NX-0S

Cisco NX-0S

Cisco NX-OS Licensing Guide Release 4.0
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. p.7-4
. p.7-4

o p.7-6

. p.7-7

. p.7-8

o p.7-8

o p.7-9

. p.7-10

. p.7-11

VvDC Cisco

NX-OS Virtual Device Context Configuration Guide Release 4.0

1. show running-config

2. copy running-startup-config

show running-config

switch# show running-config

copy running-config startup-config

switch# copy running-config startup-config

Cisco NX-0S
NX-0S
TFTP FTP Secure Copy SCP Secure Shell FTP  SFTP
p.6-9
Cisco NX-OS Fundamentals Release 4.0
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world-read
NX-0S NX-0S
ping ping6
1. copy scheme://server/[url/]filename running-config
2. show running-config
3. copy running-config startup-config
4. show startup-config
1 copy scheme://server/[url/] filename
running-config
. scheme tftp: ftp: scp: sftp:
switch# copy tftp://10.10.1.1/my-config server
running-config url
server url filename

2 show running-config

switch# show running-config

3 copy running-config startup-config

switch# copy running-config startup-config

4 show startup-config

switch# show startup-config

Cisco NX-OS Fundamentals
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Cisco NX-0S
NX-0S
TFTP FTP Secure Copy SCP Secure Shell FTP  SFTP
p.6-9
world-read
NX-0S NX-0S
ping ping6
1. copy scheme://server/[url/]filename startup-config
2. show startup-config
1 copy scheme://server/|[url/] filename
startup-config
. scheme tftp:  ftp:  scp: sftp:
switch# copy tftp://10.10.1.1/my-config server
startup-config url
server url filename

2 show startup-config

switch# show startup-config

l  Cisco NX-OS Fundamentals Release 4.0
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Cisco NX-0S
NX-0S
p.6-9

dir {slot0: | usbl: | usb2:}[directory/]
copy {slotO: | usbl: | usb2:}[directory/]Jfilename running-config
show running-config

copy running-config startup-config

a k0 bh =

show startup-config

1 dir {slot0: | usbl: | usb2:}[directory/]

2 copy {slot0: | usbl: |
usb2:} [directory/] filename running-config

switch# copy slotO:dsn-config.cfg running-config

filename

3 show running-config

switch# show running-config

4 copy running-config startup-config

switch# copy running-config startup-config

5 show startup-config

switch# show startup-config

Cisco NX-OS Fundamentals
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NX-0S

1. copy running-config scheme://server/[url/]filename

copy startup-config scheme://server/[url/]filename

1 copy running-config
scheme://server/[url/] filename

. scheme tftp: ftp: scp: sftp:
switch# copy running-config server
tftp://10.10.1.1/swl-run-config.bak url

server url filename
copy startup-config
scheme://server/[url/] filename

scheme tftp: ftp: scp: sftp:
switch# copy startup-config server

tftp://10.10.1.1/swl-start-config.bak url

server url filename

1. copy running-config [filesystem:[directory/] | directory/]filename

copy startup-config [filesystem:[directory/] | directory/]filename

Cisco NX-OS Fundamentals Release 4.0
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1 copy running-config [filesystem:] [directory/]
directory/] filename

filesystem directory filename

switch# copy running-config
bootflash:swl-run-config.bak

copy startup-config [filesystem:] [directory/]
directory/] filename

filesystem directory filename

switch# copy startup-config
bootflash:swl-start-config.bak

N

copy running-config startup-config
ASCII

write erase

1. copy [filesystem:[directory/] | directory/]backup-filename running-config

copy [filesystem:[directory/] | directory/]backup-filename startup-config

1 copy [filesystem:] [directory/]
directory/]lbackup-filename running-config

filesystem directory backup-filename

switch# copy booflash:run-config.bak
running-config

copy [filesystem: [directory/]
directory/]lbackup-filename startup-config

filesystem directory backup-filename

switch# copy bootflash:start-config.bak
startup-config

Cisco NX-OS Fundamentals Rel 4.0

| oL-15317-01-J



110

VDC

VDC
1/0

1. show hardware
2. purge module slot running-config

3. copy running-config startup-config

show hardware

switch# show hardware

purge module slot running-config

switch# purge module 3 running-config

copy running-config startup-config

switch# copy running-config startup-config

Release 4.0
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write erase

1. write erase [boot | debug]

1 write erase [boot | debug]

switch# write erase Q%5
Warning: This command will erase the
startup-configuration.

Do you wish to proceed anyway? (y/n) [n] ¥y

show running-config

show startup-config

Cisco NX-OS Fundamentals
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o p.7-12

. p.7-12

. p.7-12
NVRAM

switch# copy nvram:snapshot-config nvram:startup-config
Warning: this command is going to overwrite your current startup-config.
Do you wish to continue? {y/n} [y] ¥

bootflash:

switch# copy system:running-config bootflash:my-config

switch# copy startup-config nvram:snapshot-config

bootflash: ASCII

switch# copy startup-config bootflash:my-config

TFTP ASCII

switch# copy startup-config tftp://172.16.10.100/my-config

bootflash: ASCII

switch# copy running-config bootflash:my-config

switch# copy nvram:snapshot-config startup-config

bootflash: ASCII

switch# copy bootflash:my-config startup-config
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N 3-6

CLI

3-3
3-15, 3-16

CLI
3-25
3-12

end 3-6
EXEC

3-3
exit 3-6

loader>
3-23

mgmtO0

no 3-11

2-5

EXEC
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6-7
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