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A Cisco NX-0S

abort

abort

abort

VvDC

4.0(1)

switch(config-s)# abort
switch#

show configuration session
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W action cli

action cli

Embedded Event Manager EEM;
VSH action cli

VSH no
action label cli [local] vsh_cmd

no action label cli

label label

local action

vsh_cmd VSH

Embedded Event Manager

VDC
vDC

4.0(1)

EEM VSH

switch# configure terminal

switch(config)# event manager applet cli-applet

switch(config-applet)# action 1.1 cli callhome send eem subject "port down" body "acme
port is down"

switch(config-applet) #

event manager applet
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action counter W

action counter

Embedded Event Manager EEM;
action counter

no
action label counter name name value value op {dec | inc | nop | set}

no action label counter name name

label
label
name name
value value —2147483648 2147483647
$
op {dec | inc | nop | set}
e dec—
e inc—
L] nop —
e set—
Embedded Event Manager
VDC
VDC
4.0(2)
counter-applet EEM $variable countl

switch# configure terminal

switch(config)# event manager applet counter-applet

switch(config-applet)# action 1.2 counter name countl value $variable op dec
switch(config-applet) #

[ oL-15810-03-J
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W action event-default

action event-default

Embedded Event Manager EEM;
action event-default

no

action label event-default

no action label event-default

label label

Embedded Event Manager

VDC
vDC

4.0(0)

EEM

switch# configure terminal

switch(config)# event manager applet default-applet
switch(config-applet)# action 1.15 event-default
switch(config-applet) #
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action exceptionlog

action exceptionlog W

Embedded Event Manager EEM;

action exceptionlog

action label exceptionlog module module syserr error devid id errtype type errcode code phylayer
layer ports list harderror error [desc string]

label

label

module module module
Syserr error error
devid id ID ID id

errtype type type
errcode code code
phylayer layer layer

ports list list

harderror error error

desc string

Embedded Event Manager

VDC
vDC

4.0(0)

EEM

switch# configure terminal

switch(config)# event manager applet exception-applet

switch(config-applet)# action 1.42 exceptionlog module 1 syserr 13 devid 1 errtype
fatal errcode 13 phylayer 2 ports 1-42 harderror 13 desc “fatal exception logging”
switch(config-applet) #
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W action forceshut

action forceshut

Embedded Event Manager EEM;
ASIC
action forceshut

action label forceshut [{module module | xbar xbar-number}] reset-reason “string™

label
label

module module 1
10

xbar xbar-number ASIC
1 5 ASIC

reset-reason string

Embedded Event Manager

VDC
VDC

4.0(0)

EEM 4

switch# configure terminal
switch(config)# event manager applet forceshut-applet
switch(config-applet)# action 1.3 forceshut module 4 reset-reason “module 4 failed”

switch(config-applet) #
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action overbudgetshut W

action overbudgetshut

Embedded Event Manager EEM;

action overbudgetshut

action label overbudgetshut [module module]

label label

module module 1 10

Embedded Event Manager

vDC
VDC

4.0(1)

EEM 4

switch# configure terminal
switch(config)# event manager applet overbudget-applet
switch(config-applet)# action 1.4 overbudgetshut module 4

switch(config-applet) #
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M action policy-default

action policy-default

action policy-default

action label policy-default

no action label policy-default

label label

Embedded Event Manager

VDC
VDC

4.0(1)

Embedded Event Manager EEM;

switch# configure terminal

switch(config)# event manager applet default-applet
switch(config-applet)# action 1.65 policy-default
switch(config-applet) #

s
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action reload W

action reload

Embedded Event Manager EEM;
action reload

no

action label reload

no action label reload

label label

Embedded Event Manager

vDC
VDC

4.0(1)

EEM

switch# configure terminal

switch(config)# event manager applet reload-applet
switch(config-applet)# action 1.5 reload
switch(config-applet) #
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M action snmp-trap

action snmp-trap

Embedded Event Manager EEM;
Simple Network Management Protocol SNMP;
action snmp-trap

SNMP no

action label snmp-trap [intdatal integer] [intdata2 integer] [strdata string]

no action label snmp-trap [intdatal integer] [intdata2 integer] [strdata string]

label label
intdatal integer SNMP SNMP
intdata2 integer SNMP SNMP
2
strdata string SNMP SNMP

Embedded Event Manager

vDC
VDC

4.0(1)

EEM SNMP

switch# configure terminal

switch(config)# event manager applet snmp-applet

switch(config-applet)# action 1.7 snmp-trap strdata "EEM detected server failure"
switch(config-applet) #
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action syslog

Embedded Event Manager

action syslog

no

action label syslog [priority {prio | prio-num | prio-str}] msg msg-text

no action label syslog [priority {prio | prio-num | prio-str}] msg msg-text

action syslog WM

label

priority {prio| prio-num| prio-str}

Syslog

0—
1—
2
33—
4—
5
6 —
7 —

emergencies —
alerts —

critical —
errors —
warnings —
notifications —
informational —

debugging —

Syslog
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l action syslog

msg msg-text msg-text

N

EEM Syslog
EEM Syslog
EEM Syslog
EEM

Embedded Event Manager

VDC

vDC

4.0(2)

EEM Syslog

switch# configure terminal

switch(config)# event manager applet syslog-applet

switch(config-applet)# action 1.7 syslog priority critical msg "Syslog condition:
$log"

switch(config-applet) #
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B Cisco NX-0OS

blink

LED blink LED
no

blink {chassis | fan f-number | module slot | powersupply ps-number | xbar x-number}

no blink {chassis | fan f-number | module slot | powersupply ps-number | xbar x-number}

chassis LED
fan f-number LED

module slot LED

powersupply ps-number LED

xbar x-number LED

Any

vDC
VDC

4.0(1)
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W blink

LED blink LED

4 LED

switch# blink module 4

s

4.0
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C Cisco NX-0OS

check logflash

compactFlash check logflash

check logflash [bad-blocks]

bad-blocks compactFlash

Any

VvDC

4.0(3)

compactFlash

switch# check logflash

Cisco NX-OS System Management Release 4.0
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W checkpoint

checkpoint

checkpoint
no
checkpoint {name}
no checkpoint name
name 63
Any
VDC
4.0(2)
checkpoint auto-x X
10

switch# checkpoint stable
switch#

switch# no checkpoint stable
switch#

clear checkpoint database

X

4.0
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clear checkpoint database W

clear checkpoint database

clear checkpoint database

clear checkpoint database

Any

VDC

4.0(0)

switch# clear checkpoint database
Processing the Request... Please Wait
..... Done

switch#

show checkpoint
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W clear cores

clear cores

clear cores

clear cores [archive]

archive logflash

VDC

4.0(1)

show system cores

switch# clear cores

logflash

switch# clear cores archive

show system cores

system cores
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clear flow exporter W

clear flow exporter

Flexible NetFlow clear flow exporter Any

clear flow exporter {name exporter-name | exporter-name}

name

exporter-name

Any

VDC

4.0(0)

clear flow exporter Flexible NetFlow

NFC-DC-PHOENIX

switch# clear flow exporter name NFC-DC-PHOENIX
switch#

clear flow exporter

flow exporter

show flow exporter
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M clear flow monitor

clear flow monitor

Flexible NetFlow
clear flow monitor

Any

clear flow monitor {name monitor-name | monitor-name} [[cache] [force-export] | statistics]

name

monitor-name

cache

force-export

statistics

Any

VDC

4.0(1)

clear flow monitor Flexible NetFlow

clear flow monitor monitor-name cache

clear flow monitor monitor-name force-export

Flow Monitor
Flow Exporter CPU

CPU clear flow monitor monitor-name force-export

s

Cisco NX-OS System Management 4.0
OL-15810-03-J |



clear flow monitor H

clear flow monitor monitor-name statistics

Flow Monitor

[Current entries]
[Current entries]

NFC-DC-PHOENIX

switch# clear flow monitor name NFC-DC-PHOENIX
switch#

NFC-DC-PHOENIX

switch# clear flow monitor NFC-DC-PHOENIX force-export
switch#

NFC-DC-PHOENIX

switch# clear flow monitor NFC-DC-PHOENIX cache force-export
switch#

NFC-DC-PHOENIX

switch# clear flow monitor NFC-DC-PHOENIX statistics
switch#

clear flow monitor

flow monitor

show flow monitor
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W clear logging ip access-list cache

clear logging ip access-list cache

Optimized ACL Logging OAL,; ACL
Syslog clear logging ip access-list cache

clear logging ip access-list cache

Any

VDC
VvDC

4.0(0)

OAL Syslog
switch# clear logging ip access-list cache
switch#
show logging ip access-list IP

X

4.0
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clear logging logfile

clear logging logfile

Any

VDC
VDC

clear logging logfile

clear logging logfile W

4.0(0)

switch# clear logging logfile

switch#

show logging logfile
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M clear logging nvram

clear logging nvram

Nonvolatile RAM NVRAM clear logging nvram

clear logging nvram

Any

VDC
VDC

4.0(0)

NVRAM
switch# clear logging nvram
switch#
show logging nvram NVRAM

Cisco NX-OS System Management Rel 4.0
OL-15810-03-J |



clear logging onboard

Onboard Failure Logging OBFL,;
clear logging onboard

clear logging onboard

clear logging onboard [counter-stats] [environmental-history] [error-stats] [exception-log]

[interrupt-stats] [module num] [obfl-log] [stack-trace]

counter-stats OBFL
environmental-history OBFL
error-stats OBFL
exception-log OBFL
interrupt-stats OBFL
module num OBFL
obfl-log OBFL boot-uptime/device-version/obfl-history
stack-trace OBFL
Any
VDC
4.0(1)
4.0(2) counter-stats
OBFL

switch# clear logging onboard environmental-history
switch#

OBFL

switch# clear logging onboard error-stats
switch#

OBFL

switch# clear logging onboard exception-log
switch#
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M clear logging onboard

OBFL
switch# clear logging onboard interrupt-stats
switch#

OBFL
switch# clear logging onboard module 2
switch#

OBFL boot-uptime/device-version/obfl-history
switch# clear logging onboard obfl-log
switch#

OBFL

switch# clear logging onboard stack-trace
switch#

hw-module logging onboard OBFL —
show logging onboard
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clear logging session W

clear logging session

clear logging session

clear logging session

Any

VDC
VDC

4.0(0)

switch# clear logging session
switch#

show logging session
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M clear ntp session

clear ntp session

Network Time Protocol NTP; clear
ntp session

clear ntp session

VDC
VDC

4.0(1)

NTP

switch(config)# clear ntp session

Cisco NX-OS System Management Rel 4.0
OL-15810-03-J |



clear ntp statistics W

clear ntp statistics

Network Time Protocol NTP;

clear ntp
statistics

clear ntp statistics {all-peers | io | local | memory}

all-peers NTP

io 10
local

memory

VDC
VDC

4.0(0)

NTP

switch(config)# clear ntp statistics all-peers

show ntp peers NTP
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W clear nvram

clear nvram

Nonvolatile RAM NVRAM clear nvram

clear nvram

vDC
VDC

4.0(1)

NVRAM

switch(config)# clear nvram
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clear platform flow ip W

clear platform flow ip

NetFlow IPv4 clear platform flow ip

clear platform flow ip [type] [force-export] [module mod-num]

type

force-export

module mod-num

Any

VDC

4.0(1)

switch# clear platform flow ip forced-export
switch#
NetFlow

switch# clear platform flow ip module 2
switch#

flow exporter

clear flow monitor

flow monitor

show flow monitor
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M clear session state name

clear session state name

clear session state name

clear session state name name

name 63

Any

VDC

4.0(0)

switch# clear session state name myACLs

show configuration session

s
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clear system reset-reason ||

clear system reset-reason

clear system reset-reason

clear system reset-reason

VDC

4.0(1)

switch# clear system reset-reason

show system reset-reason
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M collect counter

collect counter

Flexible NetFlow
Flexible NetFlow
no

collect counter {bytes [long] | packets [long]}

no collect counter {bytes [long] | packets [long]}

Flexible NetFlow
collect counter

bytes

long 64

packets

vDC

4000

collect Flexible NetFlow

collect counter packets

collect counter packets long

64

40

32

64
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switch(config)# flow record
switch(config-flow-record)#

switch(config)# flow record
switch(config-flow-record) #

switch(config)# flow record
switch(config-flow-record)#

switch(config)# flow record
switch(config-flow-record) #

FLOW-RECORD-1
collect counter

64

FLOW-RECORD-1
collect counter

FLOW-RECORD-1
collect counter

64

FLOW-RECORD-1
collect counter

bytes

bytes long

packets

packets long

collect counter W

collect counter

collect flow

collect interface

collect ipv4 IPv4

collect routing

collect timestamp

collect transport

debug flow record

flow record

match flow 1

match interface interface
match ipv4 IPv4
match routing 1

match timestamp

match transport 1

show flow record
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Wl collect flow

collect flow

Flexible NetFlow collect flow
NetFlow
ID Flexible NetFlow
no

collect flow {direction | sampler}

no collect flow {direction | sampler}

Flexible

direction

sampler ID

VDC

4.0(1)

collect Flexible NetFlow

collect flow direction

collect flow sampler

option sampler-table

Flow Exporter
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switch(config)# flow record FLOW-RECORD-1
switch(config-flow-record)# collect flow direction

ID
ID

switch(config)# flow record FLOW-RECORD-1
switch(config-flow-record)# collect flow sampler

collect flow H

collect counter

collect flow

collect interface

collect ipv4 IPv4

collect routing

collect timestamp

collect transport

flow record

match flow 1

match interface interface
match ipv4 1 IPv4
match routing 1

match timestamp

match transport 1

show flow record
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W collect interface

collect interface

Flexible
NetFlow collect interface Flexible
NetFlow
Flexible NetFlow
no

collect interface {input | output}

no collect interface {input | output}

input

output

VDC

4.0(1)

collect Flexible NetFlow

switch(config)# flow record FLOW-RECORD-1
switch(config-flow-record)# collect interface input

switch(config)# flow record FLOW-RECORD-1
switch(config-flow-record)# collect interface output
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collect interface W

collect counter

collect flow

collect interface

collect ipv4

1Pv4

collect routing

collect timestamp

collect transport

flow record

match flow

match interface

interface

match ipv4

IPv4

match routing

match timestamp

match transport

show flow record
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W collect routing

collect routing

Flexible NetFlow
collect routing Flexible NetFlow
Flexible NetFlow
no

collect routing {{destination | source} as [peer] | traffic-index | forwarding-status | next-hop address

ipv4 [bgp]}
no collect routing {{destination | source} as [peer] | traffic-index | forwarding-status | next-hop address

ipv4 [bgp]}
destination 1
source 1
as AS AS
peer AS

AS
traffic-index BGP
— BGP

forwarding-status
next-hop address ipv4
bgp BGP IP

BGP

VDC

4000

s
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collect routing W

collect Flexible NetFlow

collect routing source as [peer]

IP 16
AS peer

collect routing destination as [peer]

IP 16
AS peer

collect routing source traffic-index

AS
BGP

collect routing forwarding-status

2

4
s
| S | Reason |
| £ | codes |
| a | or |
| £ | flags |
| u | |
|'s | |
R —

01234567

Status:
00b=Unknown, 01lb = Forwarded, 10b = Dropped, 1llb = Consumed

IP
16 AS 16 AS

switch(config)# flow record FLOW-RECORD-1
switch(config-flow-record)# collect routing source as

Cisco NX-OS System Management Rel 4.0
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W collect routing

IP
16

switch(config)# flow record
switch(config-flow-record)#

switch(config)# flow record
switch(config-flow-record) #

switch(config)# flow record
switch(config-flow-record) #

AS

16 AS

FLOW-RECORD-1
collect routing destination as

AS

FLOW-RECORD-1
collect routing source traffic-index

FLOW-RECORD-1
collect routing forwarding-status

collect counter

collect flow

collect interface

collect ipv4

IPv4

collect routing

collect timestamp

collect transport

flow record

match flow

match interface

interface

match ipv4

1Pv4

match routing

match timestamp

match transport

show flow record
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collect timestamp sys-uptime W

collect timestamp sys-uptime

TIMESTAMP SYS-UPTIME Flexible NetFlow
collect timestamp sys-uptime
Flexible NetFlow TIMESTAMP
SYS-UPTIME Flexible NetFlow
no

collect timestamp sys-uptime {first | last}

no collect timestamp sys-uptime {first | last}

first

last

VDC

4.0(0)

collect Flexible NetFlow

switch(config)# flow record FLOW-RECORD-1
switch(config-flow-record)# collect timestamp sys-uptime first
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M collect timestamp sys-uptime

switch(config)# flow record FLOW-RECORD-1
switch(config-flow-record)# collect timestamp sys-uptime last

collect counter

collect flow

collect interface

collect ipv4 IPv4

collect routing

collect timestamp

collect transport

flow record

match flow 1

match interface interface
match ipv4 1 IPv4

match routing

match timestamp

match transport 1

show flow record
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collect transport tcp flags W

collect transport tcp flags

TCP Flexible NetFlow
collect transport tcp flags Flexible NetFlow
TCP Flexible NetFlow

no

collect transport tcp flags

no collect transport tcp flags

VDC

4.0(1)

collect Flexible NetFlow

TCP

switch(config)# flow record FLOW-RECORD-1
switch(config-flow-record)# collect transport tcp flags

collect counter

collect flow

collect interface

collect ipv4 IPv4

collect routing

Cisco NX-OS System Management Rel
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M collect transport tcp flags

collect timestamp

collect transport

flow record

match flow 1

match interface interface
match ipv4 1 IPv4

match routing

match timestamp

match transport 1

show flow record

s

4.0
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commit W

commit

commit

verbose

VDC

4.0(1)

commit
exit
abort

switch# configure session myACLs
switch(config-s)# commit
switch#

abort

exit
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M configure session

configure session

configure session

configure session name

name 63

Any

VvDC

4.0(0)

switch# configure session myACLs
switch(config-s)#

show configuration session

s

4.0
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D Cisco NX-0OS

description (EEM)

Embedded Event Manager EEM;
description

no
description description

no description

description EEM

Embedded Event Manager

VvDC
vDC

4.0(0)

EEM

switch# configure terminal
switch(config)# event manager applet counter-applet
switch(config-applet)# action 1.2 counter name countl value $variable op dec

(
Switch(config-applet)# description “counter policy for acme”
switch(config-applet) #

Cisco NX-OS System Management Release 4.0
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l diagnostic bootup level

diagnostic bootup level

diagnostic bootup level

diagnostic bootup level {bypass | complete}

bypass

complete complete

Any

VDC

4.0(1)

switch(config)# diagnostic bootup level bypass
switch#

show diagnostic bootup level

s

4.0
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diagnostic clear result module

diagnostic clear result module W

diagnostic clear result module

diagnostic clear result module [slot | all] test {test-id | all}

slot

10

all

test

test-id ID 1 14

Any

4.0(1)

switch# diagnostic clear result module 6 test 6

show diagnostic result

sl
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M diagnostic ondemand action-on-failure

diagnostic ondemand action-on-failure

diagnostic
ondemand action-on-failure

diagnostic ondemand action-on-failure {continue failure-count num-fails | stop}

continue failure-count num-fails
1 999 1

stop

Any

4.0(0)

switch# diagnostic ondemand action-on-failure continue failure-count 992
switch#

show diagnostic ondemand

s

4.0
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diagnostic ondemand iteration W

diagnostic ondemand iteration

diagnostic ondemand iteration

diagnostic ondemand iteration number

number 1 999 1

Any

4.0(0)

switch# diagnostic ondemand iteration 992

show diagnostic ondemand
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W diagnostic start

diagnostic start

diagnostic start

diagnostic start module slot test [test-id | test-name | all | non-disruptive] [port port-number | all]

slot 1 10

test

test-id ID 1 14

test-name 32

all

non-disruptive

port

port-number

Any

4.0(0)

switch# diagnostic start module 6 test all

diagnostic stop

s

4.0
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diagnostic stop W

diagnostic stop

1 diagnostic stop

diagnostic stop module slot test [test-id | name | all]

slot 1 10
test

test-id ID ID 1 14
test-name 32

all

Any

VDC

4000

1

switch# diagnostic stop module 6 test all
switch#

diagnostic start 1

Cisco NX-OS System Management Rel 4.0
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M diagnostic test simulation

diagnostic test simulation

diagnostic test simulation

diagnostic test simulation module slot test test-id {fail | random-fail| success} [port number | all]

slot 1 10
test

test-id ID ID 1 14
fail
random-fail

success

port number
all

Any

vDC

4.0(0)

switch# diagnostic test simulation module 2 test 2 fail
switch#

diagnostic test simulation

X

4.0
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E Cisco NX-0S

ethanalyzer local interface

ethanalyzer
local interface no

ethanalyzer local interface {inband | mgmt} [[capture-filter capt-expression] [display-filter
disp-expression] [limit-captured-frames limit] [limit-frame-size bytes] [write location]] [brief]

no ethanalyzer local interface {inband | mgmt}[[display-filter disp-expression] [capture-filter
capt-expression] [limit-captured-frames limit] [limit-frame-size bytes] [write location]] [brief]

inband

mgmt mgmt0
capture-filter capt-expression

display-filter disp-expression

limit-captured-frames limit

0 2147483647 100
limit-frame-size bytes
64 65535
write location
64
brief
Any
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l ethanalyzer local interface

VDC

4.0(0)

Cisco Ethanalyzer =~ Wireshark

mgmt 0

switch# ethanalyzer local interface mgmt
#

ethanalyzer local read Ethanalyzer
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ethanalyzer local read W

ethanalyzer local read

Ethanalyzer ethanalyzer local read
no

ethanalyzer local read location

no ethanalyzer local read location

location 64

Any

VDC

4.0(1)

Cisco Ethanalyzer ~ Wireshark

mgmt 0
switch# ethanalyzer local read bootflash:test-mgmtO
#
ethanalyzer local interface mgmt0
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H eventcli

event cli

Cisco NX-OS Command Line Interface CLI;
Embedded Event Manager EEM,;
event cli

CLI no

event cli match regex [count countnum] [time interval]

no event cli match regex [count countnum] [time interval]

match regex CLI regex

CLI

CLI
count countnum EEM
EEM
countnum 1

time interval 1

interval 0 4294967295

Embedded Event Manager

VDC
VvDC

4.0(1)

EEM CLI

switch# configure terminal

switch(config)# event manager applet eventcli-applet
switch(config-applet)# event cli match "write memory.*" time 13
switch(config-applet) #

X

4.0
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event counter M

event counter

Embedded Event Manager EEM;
event counter

no

event counter name name entry-val value entry-op {gt | ge | eq | ne | It | le} [exit-val value exit-op {gt
|geleq|ne]|lt]le}]

no event counter name name

name name name

entry-val value
value -2147483648 2147483647

entry-op op

* ge—
* eq—
® ne—
e |Jt—

exit-val value
value -2147483648 2147483647

exit-op op

* ge—
* eq—
® ne—
o |Jt—

Embedded Event Manager
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Wl event counter

VDC
VvDC

4.0(1)

critical_errors EEM

switch# configure terminal

switch(config)# event manager applet eventcntr-applet

switch(config-applet)# event counter name critical_errors entry-val 3 entry-op gt
switch(config-applet) #

s
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event fanabsent

Embedded Event Manager

EEM;

event fanabsent

event fanabsent [fan number] time interval

no event fanabsent [fan number] time interval

no

event fanabsent W

fan number
number 1 4

time interval
0 4294967295

interval

Embedded Event Manager

vDC
VDC

4.0(1)

EEM

switch# configure terminal

switch(config)# event manager applet absent-applet
switch(config-applet)# event fanabsent time 42
switch(config-applet) #
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Ml event fanbad

event fanbad

Embedded Event Manager

event fanbad [fan number] time interval

no event fanbad [fan number] time interval

event fanbad

no

EEM;

fan number
number 1 4

time interval
0 4294967295

interval

Embedded Event Manager

vDC
VDC

4.0(1)

EEM

switch# configure terminal

switch(config)# event manager applet bad-applet
switch(config-applet)# event fanbad time 42
switch(config-applet) #

X

4.0

Il Cisco NX-OS System Management

OL-15810-03-J |



eventgold M

event gold

1 Generic Online Diagnostic GOLD

Embedded Event Manager EEM;
event gold

GOLD no

event gold module {module | all} test name [severity {minor | moderate | major}] testing-type {bootup
| ondemand | scheduled | monitoring} consecutive-failure cnt

no event gold module {module | all} test name

module {module | all} 1

e module —

all —

S

event gold module

test name
severity GOLD

* minor — GOLD

* moderate — GOLD

* major — GOLD
testing-type GOLD

e bootup —
e ondemand — CLI

e schedule —
* monitoring —

consecutive-failure cnt GOLD

Embedded Event Manager

VDC
VDC

4.0(1)
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Hl event gold

GOLD EEM

switch# configure terminal

switch(config)# event manager applet gold-match

switch(config-applet)# event gold module all test atBoot testing-type bootup
switch(config-applet) #

s
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event manager applet W

event manager applet

Embedded Event Manager EEM;
event manager applet

no

event manager applet applet-name [override name]

no event manager applet applet-name

applet-name

override name name

Embedded Event Manager

VDC
VDC

4.0(1)

EEM

switch# configure terminal
switch(config)# event manager applet eem-applet
switch(config-applet) #
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l  event manager clear counter

event manager clear counter

Embedded Event Manager EEM;
manager clear counter

event

event manager clear counter counter-name

counter-name

Embedded Event Manager

VDC
VvDC

4.0(0)

EEM

switch# configure terminal
switch(config)# event manager clear counter eem-counter

switch(config)#
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event manager clear history events

Embedded Event Manager EEM,;
event manager clear history events

event manager clear history events

Embedded Event Manager

VDC
VvDC

event manager clear history events [l

4.0(0)

EEM
switch# configure terminal

switch(config)# event manager clear history events
switch(config)#
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. event manager environment

event manager environment

Embedded Event Manager EEM,;
manager environment

EEM no

event manager environment varname varvalue

no event manager environment varname

event

varname EEM

varvalue varname

Embedded Event Manager

VDC
VDC

4.0(0)

EEM

switch# configure terminal

switch(config)# event manager environment _cron_entry 0-59/2 0-23/1 * * 0-7

switch(config)#
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event manager policy

Embedded Event Manager EEM;
event manager policy

event manager policy

event manager policy VSHscriptfilename

no event manager policy VSHscriptfilename

event manager policy W

EEM

no

VSHscriptfilename EEM VSH
EEM
Y
2 _
Embedded Event Manager
VDC
VvDC
4.0(2)
EEM
event manager policy EEM

switch# configure terminal
switch(config)# event manager policy fanpolicy.vsh
switch(config)#
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. event manager run

event manager run

Embedded Event Manager EEM;
event manager run

event manager run policy-name

policy-name EEM

N

Embedded Event Manager

vDC
VDC

4.0(1)

EEM

switch# configure terminal
switch(config)# event manager run fanpolicy.vsh
switch(config)#

s
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event module-failure

Embedded Event Manager
event module-failure

no event module-failure type err-name module {all | module} count count

event module-failure W

EEM;

event module-failure type err-name module {all | module} count count [time interval]

type err-name

any —
addon-sequence-failure —

hitless-upgrade-diag-failure —

hitless-upgrade-failure —

hitless-upgrade-procmgr-notif —

hitless-upgrade-reg-failure —

hitless-upgrade-seq-timeout —

image-download-failed —
image-upgrade-failed —
insertion-seqg-failure —
Ic-failed — LC
Ic-not-responding — LC
Ic-ready-timeout — LC
Ic-sw-failure — LC
registration-failure —
registration-timeout —
runtime-diag-failure —
runtime-diag-timeout —
sequence-timeout —
srg-info-resp-timeout — SRG
unexpected-registration —

upgrade-srg-not-compatible — SRG

err-name

LC
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Ml event module-failure

module {module |all} 1

e module —

e all—

count count
count

0

4294967295

time interval
0 4294967295

interval

Embedded Event Manager

VDC
VDC

4.0(0)

switch# configure terminal

EEM

switch(config)# event manager applet modfail-applet
switch(config-applet)# event module-failure type unexpected-registration module 6

count 2
switch(config-applet) #

4.0
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event oir

Embedded Event Manager
event oir

online insertion and removal; OIR

EEM;

no

fan module

event oir {fan | module | powersupply} {insert | remove | anyoir} [number]

no event oir {fan | module | powersupply} {insert | remove | anyoir} [number]

eventoir W

powersupply

fan

module

powersupply

insert | remove | anyoir

number

EEM
e insert—
e remove —
* anyoir —
fan
number
number 1 10
number 1 3

4 module

powersupply

Embedded Event Manager

VDC
vDC

4.0(0)
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l event policy-default

EEM

switch# configure terminal

switch(config)# event manager applet oir-applet
switch(config-applet)# event oir module anyoir
switch(config-applet) #

event policy-default

event policy-default

no
event policy-default count count [time interval]
no event policy-default count count
count count
count 0 4294967295
time interval interval

0 4294967295

Embedded Event Manager

VDC
VDC

4.0(1)

switch# configure terminal
switch(config)# event policy-default count 6
switch(config)#
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eventsnmp M

event snmp

Simple Network Management Protocol SNMP;
Embedded Event Manager EEM;
event snmp

SNMP no
event snmp oid value get-type {exact | next} entry-op {gt | ge | eq | ne | It | le} entry-val value
[{exit-comb {or | and} exit-op {gt | ge | eq | ne | It | le} exit-val value exit-time time} | {exit-op {gt
| ge | eq | ne | It | le} exit-val value}] poll-interval value
no event snmp oid value get-type {exact | next} entry-op {gt | ge | eq | ne | It | le} entry-val value

[{exit-comb {or | and} exit-op {gt | ge | eq | ne | It | le} exit-val value exit-time time} | {exit-op {gt
| ge | eq | ne | It | le} exit-val value}] poll-interval value

oid value value SNMP ID
value SNMP
OID MiIB
oID oid
oID

e INTEGER_TYPE

e COUNTER_TYPE

e GAUGE_TYPE

o TIME_TICKS_TYPE
e COUNTER 64 TYPE
e OCTET_PRIM_TYPE
e OPAQUE_PRIM_TYPE

get-type oid value ID SNMP get
exact oid value ID
next oid value ID
entry-op op ID

° gt R

[ ) ge —_—

[ ) eq R—

[ ) ne —_—

o |Jt—

e |le—
entry-val value SNMP

ID value

exit-comb
and ID
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W event snmp

or ID
exit-op op ID

° gt J—

L[] ge —_

L] eq J—

[ ] ne —_—

o |Jt—

o |e—

exit-comb
exit-val value
ID
Y
exit-comb
poll-interval value value 1
4294967295 1
Embedded Event Manager
VDC
VDC
4.0(2)
SNMP EEM

switch# configure terminal

switch(config)# event manager applet snmp-applet

switch(config-applet)# event snmp oid 4.2.1.6 get-type next entry-op eq entry-val 42
poll-interval 2

switch(config-applet) #

X

4.0
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event storm-control

Embedded Event Manager

event storm-control

no event storm-control

Embedded Event Manager

VDC
VDC

event storm-control Il

EEM;

event storm-control

no

4.0(1)

EEM

switch# configure terminal

switch(config)# event manager applet storm-applet
switch(config-applet)# event storm control
switch(config-applet) #

Cisco NX-OS System Management
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M event temperature

event temperature

Embedded Event Manager EEM;
event temperature

no

event temperature [module module] [sensor number] threshold {major | minor | any}

no event temperature threshold {major | minor | any}

module module module
1 10
sensor number sensor number
1 18

threshold {major | minor | any} EEM
major minor any major minor

Embedded Event Manager

VDC
vDC

4.0(1)

EEM

switch# configure terminal

switch(config)# event manager applet temp-applet
switch(config-applet)# event temperature threshold major
switch(config-applet) #

Cisco NX-OS System Management Rel 4.0
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event track

Object Tracking
Embedded Event Manager EEM;

eventtrack W

event track
no
event track object-id state {any | up | down}
no event track object-id
object-id
1 500
state {any | up | down}
L] up J—
e down —
L[] any J—
Embedded Event Manager
VDC
VDC
4.0(2)
EEM

switch# configure terminal

switch(config)# event manager applet tracking-applet
switch(config-applet)# event track 42 state down
switch(config-applet) #

Cisco NX-OS System Management
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Wl eventtrack

s

4.0
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F Cisco NX-0S

flow exporter

Flexible NetFlow Flexible NetFlow
Flexible NetFlow

flow exporter Flexible NetFlow
no

flow exporter exporter-name

no flow exporter exporter-name
exporter-name
VDC
4.0(2)

NetFlow
1
1

Cisco NX-OS System Management Release 4.0
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M flow exporter

switch(config-flow-exporter) #

e description description — 63

destination {ip-addr | ipv6-addr} [use-vrf label-name] —
use-vrf label-name VRF

ip-addr — A.B.C.D
ipv6-addr — A:B::C:D

dscp value — Differentiated Services Code Point DSCP; DiffServ
0 63

exit —
[ ] no —

e source interface — interface
ethernet mod/port — Ethernet IEEE 802.3z
loopback virtual-num — 0 1023

mgmt num — 0 O
e transport udp dest-port — UDP 0 65535

e version {6|9} — 5 9
version

FLOW-EXPORTER-1 Flexible NetFlow

switch(config)# flow exporter FLOW-EXPORTER-1
switch(config-flow-exporter)# description located in Pahrump, NV
switch(config-flow-exporter)# destination A.B.C.D
switch(config-flow-monitor)# dscp 32
switch(config-flow-monitor)# source ethernet 3/2
switch(config-flow-monitor)# transport udp 59
switch(config-flow-monitor)# version 5

clear flow exporter
show flow exporter

X
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flow monitor

flow monitor

Flexible NetFlow Flexible NetFlow
Flexible NetFlow
flow monitor Flexible NetFlow
no

flow monitor monitor-name

no flow monitor monitor-name

monitor-name

VDC

4.0(1)

Flexible NetFlow

switch(config-flow-monitor) #

e description description — 63
e exit—

e exporter name —

e no—

e record {record-name | netflow ipv4 collection-type | netflow-original} —

record-name —

netflow ipv4 collection-type — IPv4 NetFlow
original-input — IPv4 NetFlow
original-output — IPv4 NetFlow

Cisco NX-OS System Management Rel 4.0
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Hl flow monitor

protocol-port —
netflow-original —

netflow-original

* match ipv4 source address

1Pv4

original-input

e match ipv4 destination address

e match ip tos
e match ip protocol
e match transport source-port

e match transport destination-port

e match interface input
e collect counter bytes
e collect counter packet

e collect timestamp sys-uptime first

e collect timestamp sys-uptime last

e collect interface output
e collect transport tcp flags

e collect routing next-hop address ipv4

e collect routing source as
e collect routing destination as

original-output

original-input

e match interface output match interface input

e collect interface input collect interface output

FLOW-MONITOR-1

switch(config)# flow monitor
switch(config-flow-monitor) #
switch(config-flow-monitor) #
switch(config-flow-monitor) #
switch(config-flow-monitor) #

FLOW-MONITOR-1

description monitor location las vegas,
exporter exporter-namel

record test-record

netflow ipv4 original-input

NetFlow

NV

clear flow monitor

show flow monitor

X

4.0

Il Cisco NX-OS System Management
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flow record W

flow record

Flexible NetFlow Flexible NetFlow
Flexible NetFlow
flow record Flexible NetFlow
no

flow record record-name

no flow record record-name

record-name

VDC
4.0(1)
Flexible NetFlow NetFlow
Flexible NetFlow
NetFlow  Flexible NetFlow IP
1
NetFlow
switch(config-flow-record)#
e collect — collect
e description description — 63
e exit—
e match — match
[ ) no —_—
match

e match interface input

e match interface output

Cisco NX-OS System Management Rel 4.0
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F
Ml flow record

e match flow direction

FLOW-RECORD-1 Flexible NetFlow

switch(config)# flow record FLOW-RECORD-1
switch(config-flow-record) #

clear flow monitor

flow monitor

show flow monitor

s

4.0

Cisco NX-OS System Management
88
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flow timeout W

flow timeout

Flexible NetFlow Flexible NetFlow
flow timeout
Flexible NetFlow no

flow timeout {active seconds | aggressive threshold percentage | fast seconds | inactive seconds |
session}

no flow timeout {active seconds | aggressive threshold percentage | fast seconds | inactive seconds |
session}

active seconds

60 4092 1800
aggressive threshold percentage  NetFlow
50 99
fast seconds 32
512 15
inactive seconds
15 4092 15

session TCP

o — 1800

. — 15

. —15
VDC

4.0(2)

[ oL-15810-03-J
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H flow timeout

TCP FIN
acknowledgment
ACK RST

switch(config)# flow timeout active 60
switch(config)#
NetFlow

switch(config)# flow timeout aggressive threshold 60
switch(config)#

switch(config)# flow timeout fast 60
switch(config) #

switch(config)# flow timeout inactive 82
switch(config)#

TCP

switch(config)# flow timeout session
switch(config)#

flow record

clear flow monitor

flow monitor

show flow monitor
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H Cisco NX-0S

hw-module logging onboard

Onboard Failure Logging OBFL;
hw-module logging onboard
OBFL no OBFL

hw-module logging onboard [counter-stats] [environmental-history] [error-stats] [interrupt-stats]
[module num] [obfl-log]

no hw-module logging onboard [environmental-history] [error-stats] [interrupt-stats] [module num]

[obfl-log]
counter-stats OBFL
environmental-history OBFL
error-stats OBFL
interrupt-stats OBFL
module num OBFL
obfl-log OBFL boot-uptime/device-version/obfl-history
VDC
4.0(1)
4.0(2) counter-stats
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Bl hw-module logging onboard

show logging onboard

7 OBFL

Router> enable
switch# configure terminal

switch(config)# hw-module switch 2 module 1 logging onboard message level 7
switch(config)# end

attach

clear logging onboard
show logging onboard
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Ip flow monitor

| Cisco NX-0S

Flexible NetFlow

Flexible NetFlow

ip flow monitor monitor-name {input | output} [sampler sampler-name]

ip flow monitor
no

monitor-name

input

output

sampler

sampler-name

VvDC

4.0(1)

ip flow monitor
NetFlow

Cisco NX-OS System Management

flow monitor

Flexible

[ oL-15810-03-J
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H ip flow monitor

sampler

ip flow monitor sampler

ip flow monitor

10 1
10

switch(config)# interface ethernet0/0

switch(config-if)# ip flow monitor FLOW-MONITOR-1

switch(config)# interface ethernet0/0

switch(config-if)# ip flow monitor FLOW-MONITOR-1

switch(config)# interface ethernet0/0

switch(config-if)# ip flow monitor FLOW-MONITOR-1
switch(config-if)# ip flow monitor FLOW-MONITOR-1

switch(config)# interface ethernet0/0

switch(config-if)# ip flow monitor FLOW-MONITOR-1
switch(config-if)# ip flow monitor FLOW-MONITOR-2

switch(config)# interface ethernet0/0
switch (
(
(

switch(config)# interface ethernetl/0

switch(config-if)# ip flow monitor FLOW-MONITOR-1

X

config-if)# ip flow monitor FLOW-MONITOR-1

4.0

input

output

input
output

input
output

input

output

Il Cisco NX-OS System Management
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ip flow monitor W

switch(config)# interface ethernet0/0
switch(config-if)# ip flow monitor FLOW-MONITOR-1 input
switch(config)# interface ethernetl/0
switch(config-if)# ip flow monitor FLOW-MONITOR-2 output

switch(config)# interface ethernet0/0
switch(config-if)# ip flow monitor FLOW-MONITOR-1 input sampler SAMPLER-1

switch(config)# interface ethernet0/0
switch(config-if)# ip flow monitor FLOW-MONITOR-1 output sampler SAMPLER-1

2
switch(config)# interface ethernet0/0
switch(config-if)# ip flow monitor FLOW-MONITOR-1 input sampler SAMPLER-1
switch(config-if)# ip flow monitor FLOW-MONITOR-2 output

2

switch(config)# interface ethernet0/0
switch(config-if)# ip flow monitor FLOW-MONITOR-2 input
switch(config-if)# ip flow monitor FLOW-MONITOR-2 output sampler SAMPLER-1

switch(config)# interface Ethernet0/0

switch(config-if)# ip flow monitor FLOW-MONITOR-1l input sampler SAMPLER-1

% Flow Monitor: Flow Monitor 'FLOW-MONITOR-1' is already on in full mode and cannot be
enabled with a sampler.

switch(config)# interface Ethernet0/0
switch(config-if)# no ip flow monitor FLOW-MONITOR-1 input
switch(config-if)# ip flow monitor FLOW-MONITOR-1 input sampler SAMPLER-1

sampler sampler-name flow monitor

switch(config)# interface Ethernet0/0

switch(config-if)# ip flow monitor FLOW-MONITOR-1 input

% Flow Monitor: Flow Monitor 'FLOW-MONITOR-1' is already on in sampled mode and cannot
be enabled in full mode.

Cisco NX-OS System Management Rel 4.0
| oL-15810-03-J



H ip flow monitor

switch(config)# interface Ethernet0/0
switch(config-if)# no ip flow monitor FLOW-MONITOR-1 input sampler SAMPLER-1
switch(config-if)# ip flow monitor FLOW-MONITOR-1 input

flow exporter

flow monitor

flow record

sampler

Cisco NX-OS System Management Rel 4.0
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L Cisco NX-0S

logging console

logging console
no

logging console [severity-level]

no logging console

severity-level

o« 1
« 2 _ —
¢« 3__
o« 4
o« 5
°« 6—

VDC
VvDC

Cisco NX-OS System Management Release 4.0
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l 1ogging console

4.0(0)

switch# configure terminal
switch(config)# logging console 4
switch(config)#

show logging console

X

4.0
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logging event M

logging event

logging event
logging event {link-status | trunk-status} {enable | default}

no logging event {link-status | trunk-status} {enable | default}

link-status UP/DOWN CHANGE
trunk-status TRUNK

default

enable

VDC
VDC

4000

switch# configure terminal
switch(config)# logging event link-status default
switch(config)#

show logging

Cisco NX-OS System Management Rel 4.0
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M logging ip access-list cache

logging ip access-list cache

Optimized ACL Logging OAL,; ACL logging ip
access-list cache

no

logging ip access-list cache {{entries num_entries} | {interval seconds} | {threshold num_packets}}

no logging ip access-list cache {{entries num_entries} | {interval seconds} | {threshold num_packets}}

entries num_entries
0 1048576 8000

interval seconds Syslog

5 86400 300
threshold num_packets Syslog

0 1000000

VDC
VDC

4.0(0)

switch# configure terminal

switch(config)# logging ip access-list cache entries 200
switch(config)#

Syslog

switch# configure terminal

switch(config)# logging ip access-list cache interval 350
switch(config)#

X

4.0
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Syslog

switch# configure terminal
switch(config)# logging ip access-list cache threshold 125
switch(config)#

logging ip access-list cache ||

show logging ip access-list IP

Cisco NX-OS System Management

[ oL-15810-03-J



W logging level

logging level

logging level

logging level facility severity-level

no logging level facility severity-level

no

facility facility
p.267
all
severity-level
e (00—
o 11—
[ I —
e 33—
o 4 —
e 5 __
e 06—
o 7 —
VDC
VvDC
4.0(2)
Rel 4.0
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logging level W

2 AAA

switch# configure terminal
switch(config)# logging level aaa 2
switch(config)#

show logging level
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| oL-15810-03-J



M logging logfile

logging logfile

logging logfile
no
logging logfile logfile-name severity-level [size bytes]
no logging logfile [logfile-name severity-level [size bytes]]
logfile-name
severity-level
o (00—
e 1 —
[ I p— .
e 33—
o 4 —
e 5 __
e 06—
o 7 —
size bytes
10485760 4096 10485760
VvDC
VDC
4.0(2)

logfile
4
switch# configure terminal

switch(config)# logging logfile logfile 4
switch(config)#

show logging logfile

Cisco NX-OS System Management 4.0
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logging module

logging module

logging module [severity-level]

no logging module

no

logging module W

severity-level

o« 1
« 2__
¢« 3__
o« 4
o« 5 —
°« 6—

VDC
VDC

4000

switch# configure terminal
switch(config)# logging module
switch(config)#

show logging module

Cisco NX-OS System Management
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M 1ogging monitor

logging monitor

logging
monitor telnet SSH
no
logging monitor [severity-level]
no logging monitor
severity-level
e (00—
o 1 —
[ I J— J—
e 3
o 4 —
° 5 _
e 06—
o 7 —
VvDC
VvDC
4.0(1)
switch# configure terminal
switch(config)# logging monitor
switch(config)#
show logging monitor
R 4.0

Il Cisco NX-OS System Management
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logging server W

logging server

IPv4/1Pv6 Syslog logging
server

Syslog no

logging server host [severity-level [use-vrf VRF_name [facility {auth | authpriv | cron | daemon | ftp |
kernel | localO | locall | local2 | local3 | local4 | local5 | local6 | local7 | Ipr | mail | news | syslog |
user | uucp}]i]

no logging server host

host Syslog IPv4/IPv6
severity-level

e 0—
*« 1 —
« 2__ _
o« 3__
o« 4—
e 5
o« 6—
« 7 —
use-vrf VRF_name VPN Routing and Forwarding VRF; VPN

VRF_name VRF
facility facility facility

p.267

local7

vDC
VDC

4.0(1)
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W 1ogging server

IPv4 Syslog
switch# configure terminal
switch(config)# logging server 172.28.254.253
switch(config)#
Syslog 5

switch# configure terminal
switch(config)# logging server syslogA 5
switch(config) #

show logging server Syslog
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logging source-interface W

logging source-interface

Syslog logging source-interface

no
logging source-interface loopback virtual_interface

no logging source-interface loopback virtual_interface

loopback virtual_interface
0 1023

VDC
VDC

4.0(1)

Syslog

switch# configure terminal
switch(config)# logging source-interface loopback 5
switch(config)#
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M logging timestamp

logging timestamp

logging timestamp
no

logging timestamp {microseconds | milliseconds | seconds}

no logging timestamp {microseconds | milliseconds | seconds}

microseconds | milliseconds | seconds
seconds

VDC
VDC

4.0(0)

switch# configure terminal
switch(config)# logging timestamp microseconds
switch(config)#

show logging timestamp

s

4.0

Cisco NX-OS System Management R
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match (NetFlow)

Flexible NetFlow
match

no

Flexible NetFlow

match (NetFlow) W

match {flow direction | interface {input | output} | ip {protocol | tos} | ipv4 {destination address |
source address} | transport {destination-port | source-port}}

no match {flow direction | interface {input | output} | ip {protocol | tos} | ipv4 {destination address
| source address} | transport {destination-port | source-port}}

flow direction

interface input

interface output

ip protocol

ip tos Type of Service ToS;
ipv4 destination address IPv4

ipv4 source address IPv4

transport destination-port

transport source-port

vDC

4000

match

Flexible NetFlow

switch(config)# flow record FLOW-RECORD-1
switch(config-flow-record)# match flow direction

Cisco NX-OS System Management
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Hl  match (NetFlow)

switch(config)# flow record
switch(config-flow-record) #

switch(config)# flow record
switch(config-flow-record) #

switch(config)# flow record
switch(config-flow-record) #

ToS
switch(config)# flow record
switch(config-flow-record)#

IPv4

switch(config)# flow record
switch(config-flow-record) #

IPv4

switch(config)# flow record
switch(config-flow-record) #

switch(config)# flow record
switch(config-flow-record) #

switch(config)# flow record
switch(config-flow-record) #

FLOW-RECORD-1
match interface input

FLOW-RECORD-1
match interface output

FLOW-RECORD-1
match ip protocol

FLOW-RECORD-1
match ip tos

FLOW-RECORD-1
match ipv4 destination address

FLOW-RECORD-1
match ipv4 source address

FLOW-RECORD-1
match ipv4 transport destination-port

FLOW-RECORD-1
match ipv4 transport source-port

flow record

Il Cisco NX-OS System Management
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N Cisco NX-0OS

ntp enable

Network Time Protocol NTP;
NTP no

ntp enable

ntp enable

no ntp enable

vDC

4.0(3)

NTP

switch# no ntp enable

ntp server NTP

Cisco NX-OS System Management Release 4.0
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Ml ntp sync-retry

ntp sync-retry

Network Time Protocol NTP; NTP
ntp sync-retry

ntp sync-retry

VDC
VDC

4.0(1)

NTP

switch# ntp sync-retry

ntp server NTP

Cisco NX-OS System Management Rel 4.0
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ntp peer M

ntp peer

Network Time Protocol NTP;
NTP no

ntp peer

ntp peer host [prefer] [use-vrf vrf]

no ntp peer host [prefer] [use-vrf vrf]

host NTP [=
prefer

use-vrf vrf Virtual Routing and Forwarding VREF;

config

VDC

4.0(1)

NTP

switch(config)# ntp peer 192.0.2.2

show ntp peer NTP

Cisco NX-OS System Management Rel 4.0
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Hl ntp server

ntp server

Network Time Protocol NTP; ntp server
NTP no

ntp server host [prefer] [use-vrf vrf]

no ntp server host [prefer] [use-vrf vrf]

host NTP IP
prefer
use-vrf vrf

Virtual Routing and Forwarding VREF;

config

VDC

4.0(1)

NTP

switch(config)# ntp server 192.0.2.2

show ntp peer NTP
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ntp source

ntp source M

Network Time Protocol NTP; ntp source
NTP no
ntp source addr
no ntp source addr
addr IPv4 IPv6 IPv4 10
XXXX  IPv6 16 A:B::C.D

config

VDC

4.0(1)

NTP

switch(config)# ntp source 192.0.2.3

NTP

switch(config)# no ntp source 192.0.2.3

show ntp source NTP

Cisco NX-OS System Management
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Hl ntp source

s

4.0
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P Cisco NX-0S

poweroff module

poweroff module
no

poweroff module

no poweroff module

vDC

4.0(1)

2

switch# poweroff module 2

show module

Cisco NX-OS System Management Release 4.0
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Ml poweroff module

s

4.0
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R Cisco NX-0OS

rollback running-config checkpoint

rollback running-config
checkpoint

rollback running-config checkpoint name [atomic | best-effort | stop-at-first-failure]

best-effort
atomic

stop-at-first-failure

VvDC

4.0(1)

switch# rollback running-config checkpoint stable

show diff rollback-patch
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W rmonalarm

rmon alarm

32 Remote Monitoring RMON; rmon
alarm RMON no

rmon alarm alarm number mib-object sample-interval {absolute | delta} rising-threshold value
[rising-event] falling-threshold value [falling-event] [owner alarm-owner]

no rmon alarm alarm-number

alarm number RMON 1 65535

mib-object MIB 80
sample-interval 1 2147483647
absolute

delta

rising-threshold value —2147483648 2147483647
rising-event

1 65535 0

falling-threshold value —2147483648 2147483647
falling-event

1 65535 0

owner alarm owner 80

VDC

4.0(1)

OID 13612122114 32 20
30 15
eventl
0 event0
switch# config terminal
switch(config)# rmon alarm 20 1.3.6.1.2.1.2.2.1.14.16777216 30 delta rising-threshold

15 1 falling-threshold 0 owner cisco
switch(config)#
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rmonevent W

rmon event RMON
rmon hcalarm 64 RMON
show rmon RMON

rmon event

Remote Monitoring RMON; rmon event
RMON no
rmon event event-number [description text] [log] [trap community-string] [owner owner-name]

no rmon event event-number

event-number RMON 1 65535
description text 80
log

RMON RMON

trap community-string
Simple Network Management Protocol SNMP;

32
owner owner-name 80
VvDC
4.0(1)
rmon alarm rmon hcalarm
~
rmon alarm 32 hcalarm 64

Cisco NX-OS System Management Rel 4.0
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R
H rmonevent

RMON

SNMP
RMON 2

switch# config terminal

switch(config)# rmon event 2 log trap public description CriticalErrors owner cisco
switch#

rmon alarm 32 RMON
rmon hcalarm 64 RMON
show rmon RMON

Il Cisco NX-OS System Management Rel 4.0
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rmon hcalarm

64 Remote Monitoring RMON;

rmon hcalarm

no

rmon hcalarm

rmon hcalarm W

hcalarm

rmon hcalarm alarm-number mib-object sample-interval {absolute | delta} {rising-threshold- high

value rising-threshold-low value [rising-event] [falling-threshold-high value
falling-threshold-low value [falling-event]]} [owner alarm-owner]

no rmon hcalarm alarm-number

alarm-number RMON hcalarm 65535
mib-object MIB 80
sample-interval 1 700000
absolute
delta
rising-threshold-high value 64 32 0
4294967295
rising-threshold- low value 64 32 0
4294967295
rising-event
0 65535
falling-threshold- 64 32 0
high value 4294967295
falling-threshold- 64 32 0
low value 4294967295
falling-event
0 65535

owner alarm-owner

80

vDC

4.0(0)
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R
W rmon hcalarm

RMON

switch# config terminal

switch(config) rmon hcalarm 2 1.3.6.1.2.1.31.1.1.1.6.22544384 30 delta

rising-threshold-high 55 rising-threshold-low 3776798720 4 falling-threshold-high 41
falling-threshold-low 3906340864 owner cisco

rmon alarm 32 RMON
rmon hcalarm 64 RMON
show rmon RMON

X

4.0
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S Cisco NX-0S show
sampler
no

sampler name

no sampler name
name
VDC
4.0(1)
NetFlow N M

NetFlow NetFlow
1 NetFlow
1

Cisco NX-OS System Management Release 4.0
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W sampler

sampler name

switch(config-flow-sampler) #

e description description — 63

* exit—

¢ mode sample-num out-of packets —
sample-num — 1 1 64
out-of —
packets — 1 8192

e no—

switch(config)# sampler testsampler
switch(config-flow-sampler) #

switch(config)# sampler testsampler
switch(config-flow-sampler)# mode 24 out-of 1200

switch(config)# no sampler testsampler
switch(config-flow) #

flow exporter

flow monitor

flow record

X

4.0
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save W

Save

save

save location

location bootflash: slot0: volatile:
63
Any
VDC
4.0(1)
bootflash:

switch# configure session myACLs
switch(config-s)# save bootflash:sessions/myACLs

delete

Cisco NX-OS System Management Rel 4.0
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Bl snmp-server community

snmp-server community

Simple Network Management Protocol SNMP;
snmp-server community
no

snmp-server community name [group name | ro | rw]

Nno snmp-server community name [group name | ro | rw]

name SNMP 32

group name 32

ro

rw

ro

VDC

4.0(0)

SNMP
snmp-server community

Cisco NX-OS
Security Configuration Guide, Release 4.0(1)

SNMP

switch# configure terminal
switch(config)# snmp-server community test ro

show snmp community SNMP

show snmp group

X

4.0
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snmp-server aaa-user cache-timeout W

snmp-server aaa-user cache-timeout

AAA Simple Network Management Protocol SNMP;
snmp-server aaa-user cache-timeout
no

snmp-server aaa-user cache-timeout seconds]

Nno snmp-server aaa-user cache-timeout seconds]

seconds 1 86400

3600

vDC

4.003)

AAA

switch# configure terminal
switch(config)# snmp-server aaa-user cache-timeout 6000

show snmp SNMP

[ oL-15810-03-J
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Bl snmp-server contact

snmp-server contact

Simple Network Management Protocol SNMP;
snmp-server contact
no

snmp-server contact [contact-info]

no snmp-server contact [contact-info]

contact-info SNMP sysContact 255
VDC
4.0(1)
SNMP sysContact snmp-server contact
SNMP

switch# configure terminal
switch(config)# snmp-server contact Jane Smith@anyplace.com

show snmp SNMP

s

4.0
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snmp-server context ||

snmp-server context

Simple Network Management Protocol SNMP;
snmp-server context
no

snmp-server context context-name [instance instance-name] [vrf vrf-name] [topology topology-name]

no snmp-server context context-name [instance instance-name] [vrf vrf-name] [topology
topology-name]

context-name SNMP 32
instance instance-name 32

vrf vrf-name Virtual Routing and Forwarding VRF;
32

topology topology-name 32

VDC

4.0(2)

SNMP VRF
snmp-server context

instance vrf topology

SNMPv2c SNMPv2c SNMP
snmp-server mib community-map
snmp-server context

Cisco NX-OS Security Configuration Guide

publicl VRF red

switch# configure terminal
switch(config)# snmp-server context publicl vrf red

Cisco NX-OS System Management Rel 4.0
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Bl snmp-server enable traps

show snmp context

SNMP

snmp-server mib community-map SNMPv2c SNMP

snmp-server enable traps

Simple Network Management Protocol SNMP;
snmp-server enable traps SNMP

no

snmp-server enable traps [aaa [server-state-change] | bgp | bridge [topologychange] [newroot] |
callhome | eigrp | entity [fru] | license | link | ospf instance-tag [Isa | rate-limit rate] | port-security
| snmp [authentication] | stp [inconsistency] [loop-consistency] [root-inconsistency]]

no snmp-server enable traps [aaa [server-state-change] | bgp | bridge [topologychange] [newroot] |
callhome | eigrp | entity [fru] | license | link | ospf instance-tag [Isa | rate-limit rate] | port-security
| snmp [authentication] | stp [inconsistency] [loop-consistency] [root-inconsistency]]

aaa AAA

server-state-change AAA server-state-change

bgp BGP

bridge STP Bridge MIB

topologychange STP

newroot STP

callhome Call Home

eigrp EIGRP4-MIB

entity ENTITY-MIB

fru ENTITY-FRU-MIB

license

link IF-MIB

ospf instance-tag Open Shortest Path First OSPF

Isa OSPF LSA

rate-limit rate OSPF 2 60
10

port-security

snmp SNMP

authentication SNMP

stpx STPX MIB

inconsistency

SNMP STPX MIB InconsistencyUpdate

loop-inconsistency

SNMP STPX MIB InconsistencyUpdate

root-inconsistency

SNMP STPX MIB RoolnconsistencyUpdate

SNMP

Il Cisco NX-OS System Management

OL-15810-03-J |



snmp-server enable traps W

VDC

4.0(0)

4.0(2) OSPF rate-limit
4.0(3) eigrp

BGP

switch# configure terminal

switch(config) snmp-server enable traps bgp

show snmp trap SNMP

Cisco NX-OS System Management Rel
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[ | snmp-server globalEnforcePriv

snmp-server globalEnforcePriv

Simple Network Management Protocol SNMP;
snmp-server
globalEnforcePriv
no

snmp-server globalEnforcePriv

no snmp-server globalEnforcePriv

VDC

4.0(1)

SNMP snmp-server globalEnforcePriv

SNMP

switch# configure terminal
switch(config)# snmp-server contact Jane Smith@anyplace.com

show snmp SNMP

Cisco NX-OS System Management Rel 4.0
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snmp-server host ll

snmp-server host

Simple Network Management Protocol SNMP;
snmp-server host
no

snmp-server host host-address [traps | informs] [version {1 | 2c | 3 [auth | noauth | priv]}]
community-string [udp-port port]

no snmp-server host host-address [traps | informs] [version {1 | 2c | 3 [auth | noauth | priv]}]
community-string [udp-port port]

host-address IP
traps SNMP
informs SNMP
version SNMP
3 priv
1 SNMPv1 informs
2c SNMPv2C
3 SNMPv3 3 auth no auth
priv
auth Message Digest 5 MD5 Secure Hash Algorithm SHA
noauth noAuthNoPriv
priv Data Encryption Standard DES;

community-string

udp-port port UDP 0 65535
162

SNMP

vDC

4.0(0)

[ oL-15810-03-J
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S
Bl snmp-server host

SNMP

switch# config terminal

switch(config)# snmp-server host 10.1.1.1 traps version 2c abcddsfsf udp-port 500

show snmp SNMP
snmp-server host filter_vrf VRF
snmp-server host use_vrf SNMP

VRF

s

4.0

Il Cisco NX-OS System Management
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snmp-server location W

snmp-server location

Simple Network Management Protocol SNMP;

snmp-server location
no

snmp-server location [location]

no snmp-server location [location]

location 255

VDC

4.0(1)

SNMP

switch# config terminal
switch(config)# snmp-server location SandJdose

show snmp SNMP

Cisco NX-OS System Management Rel 4.0
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[ | snmp-server mib community-map

snmp-server mib community-map

Simple Network Management Protocol SNMP; 2c
snmp-server mib community-map

no
snmp-server mib community-map community-string context context-name
no snmp-server mib community-map community-string context context-name

community-string SNMP 32

context context-name SNMP 32

VDC

4.0(2)

SNMPv2c SNMP snmp-server mib

community-map
snmp-server context

Cisco NX-0OS Security Configuration Guide, Release
4.0(2)

public publicl

switch# configure terminal
switch(config)# snmp-server mib community-map public context publicl

show snmp community SNMP
show snmp context SNMP
snmp-server context SNMP

s

4.0
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snmp-server protocol enable W

snmp-server protocol enable

Simple Network Management Protocol SNMP;
snmp-server protocol enable SNMP
no

snmp-server protocol enable

no snmp-server protocol enable

vDC

4.003)

SNMP TCP UDP
no snmp protocol enable

SNMP

switch# configure terminal
switch(config)# no snmp-server protocol enable

Cisco NX-OS System Management Rel 4.0
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B snmp-server tcp-session

snmp-server tcp-session

TCP 1 Simple Network Management Protocol SNMP;
snmp-server tcp-session TCP
1 SNMP no

snmp-server tcp-session [auth]

no snmp-server tcp-session [auth]

auth TCP 1 SNMP
TCP 1 SNMP
VDC
4.0(2)
TCP 1 SNMP

switch# config t
switch(config)# snmp-server tcp-session auth

show snmp SNMP

Cisco NX-OS System Management Rel 4.0
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snmp-server host filter_vrf W

snmp-server host filter_vrf

Virtual Routing and Forwarding VRF;

Simple Network Management Protocol SNMP;

snmp-server host filter_vrf
VRF no

snmp-server host host-address filter_vrf vrf-name [udp-port port]

no snmp-server host host-address filter_vrf vrf-name [udp-port port]

host-address

IP
vrf-name VRF 63
udp-port port UDP 0 65535
162
4.0(1)
red VRF

switch# config terminal
switch(config)# snmp-server host 10.1.1.1 filter_vrf red

show snmp SNMP
snmp-server host SNMP
snmp-server host use_vrf SNMP VRF
Cisco NX-OS System Management Rel
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M snmp-server host use_vrf

snmp-server host use_vrf

Virtual Routing and Forwarding VRF;
Simple Network Management Protocol SNMP;

snmp-server host use
no

snmp-server host host-address use_vrf vrf-name [udp-port port]

no snmp-server host host-address use_vrf vrf-name [udp-port port]

host-address

vrf-name VRF 63

udp-port port UDP 0
162

65535

4000

blue VRF Cisco NX-0S

switch# config terminal
switch(config)# snmp-server host 10.1.1.1 use_vrf blue

show snmp SNMP
snmp-server host SNMP
snmp-server host filter_vrf VRF

s

4.0
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snmp-server user enforcePriv ||

snmp-server user enforcePriv

Simple Network Management Protocol SNMP;

snmp-server user enforcePriv
no

SNMpP-Server user username enforcePriv

NO SNMp-Server user username enforcePriv

username 32

4.0(1)

joe
switch# config terminal
switch(config)# snmp-server user joe enforcePriv

role name SNMP
show snmp SNMP
snmp-server user SNMP

Cisco NX-OS System Management Rel 4.0
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Bl snmp-server user

SNMpP-Server user

Simple Network Management Protocol

snmp-server user

SNMP;

no

snmp-server user username [group-name] [auth {md5 | sha} password [priv [aes-128] password]
[localizedkey] [enginelD id]

no snmp-server user username [group-name] [auth {md5 | sha} password [priv [aes-128] password]
[localizedkey] [enginelD id]

username

32

group-name

32

auth

md5

MD5

sha

SHA

password

64
localizedkey

130

priv

aes-128

128

AES

enginelD id

12 10

SNMP

ID

localizedkey

130

4.0(0)

SNMP

SNMP

SNMP

group-name

priv

role name

Snmp-server user

localizedkey

SNMP-SErver user username group-name

Il Cisco NX-OS System Management
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snmp-server user M

SNMP enginelD
SNMP ID

Jane

switch# config terminal
switch(config)# snmp-server user jane network-admin auth sha abcdl234

Sam

switch# config terminal
switch(config)# snmp-server user sam network-admin
switch(config)# snmp-server user sam testrole

Juan

switch# config terminal
switch(config)# snmp-server user Juan network-admin auth sha abcdl234 priv abcdefgh

SNMP ID

switch# config terminal
switch(config)# snmp-server user notifUser network-admin auth sha abcdl234 engineID
00:12:00:00:09:03:00:05:48:00:74:30

role name SNMP
show snmp SNMP
snmp-server host SNMP

[ oL-15810-03-J
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l system cores

system cores

system cores
no

system cores {slot0:[path] | tftp:/server//[path/] }Hilename

no system cores

slot0: slot0:

path/

tftp: TFTP

[server// TFTP IPv4

filename 32

VDC

4.0(1)

switch# configure terminal
switch(config)# system cores slotO:core_file

switch# configure terminal
switch(config)# no system cores

clear system cores

show system cores

s

4.0
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show

Cisco NX-0OS show

show checkpoint

show checkpoint

show checkpoint [name]

name 63

VvDC

4.0(1)

Cisco NX-OS System Management Release 4.0
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show |

M show checkpoint

switch# show checkpoint stable
Name: stable
version 4.0(2)
power redundancy-mode combined force
license grace-period
feature vrrp
feature tacacs+
feature ospf
feature pim
feature pim6
feature msdp
feature eigrp
feature rip
feature isis
feature pbr
feature private-vlan
feature port-security
feature interface-vlan
feature dotlx
feature hsrp
feature lacp
feature glbp
feature dhcp
feature cts
logging level port-security 5
logging level glbp 6
snmp-server context foo
snmp-server community <removed> group vdc-operator
snmp-server community <removed> group network-admin
snmp-server community <removed> group vdc-admin
role feature-group name X
role feature-group name x
role name x

vlan policy deny

vrf policy deny

permit vrf x
permit vrf X

role name X
username adminbackup password 5 $1$0ip/C5Ci$00dx70JS1BCFpNRmQK4na. role vdc-ope
rator
username adminbackup role network-operator
username admin password 5 $1$8GYeC4uWsS4WfnImcvtAKI6Uet.ePD.1 role network-admin

clear checkpoint database

Cisco NX-OS System Management Rel 4.0
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| show

show configuration session W

show configuration session

show configuration session

show configuration session [name] [status] [summary]

name 63

status

summary

Any

vDC

4.0(1)

Cisco NX-0S CLI

switch# show configuration session myACLs
config session name myACLs

0001 ip access-list testl

0002 permit tcp any any

0003 statistics

switch(config-s)# show configuration session status

Session Name : myACLS
Last Action : None
Last Action Status : Success
Last Action Reason : -NA-

Last Action Timestamp : 00:00:00 UTC Jan 01 1970

Cisco NX-OS System Management Rel 4.0
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show |

l show configuration session

switch(config-s)# show configuration session summary

Name Session Owner Creation Time

myACLS admin 21:34:39 UTC Apr 27 2008
status admin 00:53:23 UTC Apr 29 2008
a admin 01:47:30 UTC Apr 28 2008
myACLs admin 00:56:46 UTC Apr 29 2008
Number of active configuration sessions = 4

switch(config-s)#

show tech-support session-mgr

X
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| show

show diagnostic bootup level Wl

show diagnostic bootup level

show diagnostic bootup level

show diagnostic bootup level

Any

VDC

4.0(1)

switch# show diagnostic bootup level
Current bootup diagnostic level: complete
switch#

diagnostic bootup level

Cisco NX-OS System Management Rel 4.0
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show |

M show diagnostic content

show diagnostic content

show diagnostic content

show diagnostic content {number | all}

number 1 10

all

Any

VDC

4.0(1)

show
diagnostic content

s

4.0
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| show

switch# show diagnostic content module 6
Module 6:

Supervisor module-1X (Active)

Diagnostics test suite attributes:

show diagnostic content W

B/C/* - Bypass bootup level test / Complete bootup level test / NA
P/* - Per port test / NA
S/* - Only applicable to standby unit / NA
D/N/* - Disruptive test / Non-disruptive test / NA
H/* - Always enabled monitoring test / NA
F/* - Fixed monitoring interval test / NA
X/* - Not a health monitoring test / NA
E/* - Sup to line card test / NA
L/* - Exclusively run this test / NA
T/* - Not an ondemand test / NA
A/I/* - Monitoring is active / Monitoring is inactive / NA
Testing Interval
D Name Attributes (hh:mm:ss)
1) ManagementPortLoopback-------- CHADHFHFYXH**T* -NA-
2) EOBCPortLoopback------—-------- Cr*D**X**M* -NA-
3) ASICRegisterCheck-------—-——---- HRKNK KKK KK 00:00:20
4) USB-—=———=—=————————————————————— CHANK*X**T* -NA-
5) CryptoDevice----—-—-—-——————————— Cr*N**X**T* -NA-
6) NVRAM-————————mmmmmmmmmm o — kKN Kk kkkk 00:00:30
7) RealTimeClock--------—--—-—-—-———- KKK KKKk K 00:05:00
8) PrimaryBootROM-—---—-—-——-——————— ol N 00:30:00
9) SecondaryBootROM-——-——-—-—-—-—---——— FRKN KKK KKK 00:30:00
10) CompactFlash---------—--—-—-————- KKK KKKk K 00:30:00
11) ExternalCompactFlash---------- HA KN KKK KKK 00:30:00
12) PwrMgmtBus----------—-—-—-—-——-—-- HHANF K AKX KD 00:00:30
13) SpineControlBus-----—-—-----———-— HAANK A A A K KD 00:00:30
14) SystemMgmtBus----------------- KAKNK KA KA 00:00:30
switch

Cisco NX-OS System Management
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show |

B show diagnostic description module

show diagnostic description module

show diagnostic description module

show diagnostic description module slot test {test-ID | test-name | all}

slot 1 10
test-1D ID 1 14
test-name 32

all
test

Any

vDC

4.0(0)

switch# show diagnostic description module 6 test 1
ManagementPortLoopback :
A bootup test that tests loopback on the management port of
the module

show diagnostic content ID

X

Cisco NX-OS System Management 4.0
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| show

show diagnostic ondemand setting M

show diagnostic ondemand setting

show diagnostic ondemand
setting

show diagnostic ondemand setting

setting

Any

4.0(0)

switch# show diagnostic ondemand setting
Test iterations =1
Action on test failure = continue until test failure limit reaches 1

diagnostic ondemand setting

Cisco NX-OS System Management Rel 4.0
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show |

Hl show diagnostic result

show diagnostic result

show diagnostic result

show diagnostic result module {slot [test [test-id | test-name]] | all} [detail]

slot 1 10
test

test-1D ID 1 14
test-name 32

all
detail

Any

4.0(1)

switch# show diagnostic result module 6 test 6 detail

Current bootup diagnostic level: complete

Module 6: Supervisor module-1X (Active)

Diagnostic level at card bootup: complete

Test results: (. = Pass, F = Fail, I = Incomplete,
U = Untested, A = Abort, E = Error disabled)

6) NVRAM-=-==—=—=—=————————m e > .
Error code --—--------=--—-——- > DIAG TEST SUCCESS
Total run count ------------- > 1574
Last test execution time ----> Thu Jun 26 09:28:40 2008
First test failure time ----- > n/a
Last test failure time ------ > n/a
Last test pass time --------- > Thu Jun 26 09:28:41 2008
Total failure count --------- > 0
Consecutive failure count ---> 0
Last failure reason --------- > No failures yet
switch#

X

Cisco NX-OS System Management 4.0
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| show

show diagnostic simulation

show diagnostic simulation module slot

show diagnostic simulation W

show diagnostic simulation

slot

Any

4.0(0)

switch# show diagnostic simulation module 6
Card(6): Supervisor module-1X

_NA_
switch#

diagnostic test simulation

Cisco NX-OS System Management
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show |

l show diagnostic status

show diagnostic status

show diagnostic status module slot

show diagnostic status

slot

1 10

Any

4.0(0)

switch# show diagnostic status module 6

<BU>-Bootup Diagnostics,
<0OD>-OnDemand Diagnostics,

Current running test Run by
~NA- -NA-
Currently Enqueued Test Run by
~NA- -NA-
switch#

X

4.0

<HM>-Health Monitoring Diagnostics
<SCH>-Scheduled Diagnostics
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| show

show diff rollback-patch W

show diff rollback-patch

show diff rollback-patch

show diff rollback-patch {checkpoint name | running-config | startup-config} {checkpoint name |
running-config | startup-config}

checkpoint
name

63

running-config

startup-config

Any

VDC

4.0(1)

switch# show dAiff rollback-patch checkpoint stable running-config
switch#

show checkpoint

rollback running checkpoint

Cisco NX-OS System Management Rel
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show |

W show environment

show environment

show environment

show environment [clock | fan | power | temperature]

clock

fan

power

temperature

VDC

VDC

4000

s

4.0
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| show

switch# show environment

Status

NotSupported/None

NotSupported/None

Status

Ok

Ok

Ok

Ok

Ok

Ok

Absent

CurTemp Status
(Celsius)

40 Ok
47 ok
51 (0)4
47 Ok
48 ok
47 (0)4
50 Ok
50 ok
48 (0)4
48 Ok
46 ok
45 ok
43 Ok
42 ok
39 ok
40 Ok
43 ok
54 ok

Status

Ok

Ok

Absent

Power Power

Allocated Allocated

(Watts) (Amp)

247.00 4.94

210.00 4.20

Clock

Clock Model Hw

A Clock Module --

B Clock Module -=

Fan

Fan Model Hw

Fanl (sys_fanl) 0.0

Fan2 (sys_fan2) 0.0

Fan3 (fab_fanl) 0.0

Fand (fab_fan2) 0.0

Fan_in_PS1 -- --

Fan_in_PS2 - -

Fan_in_PS3 - -—

Fan Air Filter Absent

Temperature:

Module Sensor MajorThresh MinorThres

(Celsius) (Celsius)

2 Crossbar (s5) 105 95

2 CTSdevl (s6) 115 105

2 CTSdev2 (s7) 115 105

2 CTSdev3 (s8) 115 105

2 CTSdev4d (s9) 115 105

2 CTSdev5 (s10) 115 105

2 CTSdev7 (sl2) 115 105

2 CTSdev8 (sl13) 115 105

2 CTSdev9 (sl4) 115 105

2 CTSdev10 (s15) 115 105

2 CTSdevll (s16) 115 105

2 CTSdevl2 (s17) 115 105

2 QEnglsnl (s18) 115 105

2 QEnglsSn2 (s19) 115 105

2 QEnglsSn3 (s20) 115 105

2 QEnglsn4 (s21) 115 105

2 L2Lookup (s22) 115 105

2 L3Lookup (s23) 120 110

Power Supply:

Voltage: 50 Volts

PS Model Power Power
(Watts) (Amp)

1 N7K-AC-6.0KW 0.00 0.00

2 N7K-AC-6.0KW 6000.00 120.00

3 e 0.00 0.00

Mod Model Power Power
Requested Requested
(Watts) (Amp)

2 N7K-M148GT-11 247.00 4.94

6 N7K-SUP1 210.00 4.20

show environment H

Status

Powered-Up
Powered-Up
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show |

W show environment

Xbl N7K-C7010-FAB-1

Usage Summary:

Power Capacity

Power
Power
Power
Power

Total Power Available

123.50

Supply redundancy mode:
Supply redundancy operational mode:

reserved for Supervisor(s)
reserved for Fan Module(s)
reserved for Fabric Module(s)
currently used by Modules

switch# show environment power

Power Supply:

2.47

123.50 2.47 Powered-Up

Non-Redundant (combined)
Non-Redundant (combined)

6000.00 W

420.00
2184.00
300.00
247.00

Absent

Power Power Status
Allocated Allocated

(Watts) (Amp)

247.00
210.00
123.50

Powered-Up
Powered-Up
Powered-Up

Non-Redundant (combined)
Non-Redundant (combined)

6000.00 w

420.00
2184.00
300.00
247.00

= = = =

Voltage: 50 Volts

PS Model Power Power
(Watts) (Amp)

1 FIORANO 0.00 0.00

2 FIORANO 6000.00 120.00

3 e 0.00 0.00

Mod Model Power Power
Requested Requested
(Watts) (Amp)

2 NURBURGRING 247.00 4.94

6 CATALUNYA 210.00 4.20

Xbl Estoril 123.50 2.47

Power Usage Summary:

Power Supply redundancy mode:

Power Supply redundancy operational mode:

Total Power Capacity

Power reserved for Supervisor(s)

Power reserved for Fan Module(s)

Power reserved for Fabric Module(s)

Power currently used by Modules

Total Power Available

power redundancy-mode

4.0
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| show

show event manager environment

Embedded Event Manager EEM;
show event manager environment

show event manager environment {varname | all}

show event manager environment W

{varname | all}

Any

VDC
VvDC

4.0(0)

EEM

switch# show event manager environment all
switch#
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show

M show event manager event-types

show event manager event-types

Embedded Event Manager EEM,;
show event manager event-types

show event manager event-types [detail | event-type-name] [module module]

detail

event-type-name event-type-name

module module module 1
10

Any

vDC
VDC

4.0(1)

EEM

switch# show event manager event-types detail
switch#
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| show

show event manager history events

Embedded Event Manager EEM;
show event manager history events

show event manager history events [detail] [maximum number] [severity severity]

show event manager history events [l

detail

maximum number number

severity severity severity

Any

VDC
vDC

4.0(0)

EEM 7

switch# show event manager history events severity 7
switch#
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show

M show event manager policy

show event manager policy

Embedded Event Manager EEM;
show event manager policy

show event manager policy [detail] [policy-name | inactive]

detail

policy-name policy-name
inactive

Any

VDC
vDC

4.0(0)

EEM

switch# show event manager policy
switch#
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| show

show event manager policy-state ||

show event manager policy-state

Embedded Event Manager EEM,;
show event manager policy-state

show event manager policy-state name [module module]

name name

module module module

Any

VDC
VDC

4000

EEM

switch# show event manager policy-state policy42
switch#

Cisco NX-OS System Management Rel 4.0
| oL-15810-03-J



show

M show event manager script

show event manager script

Embedded Event Manager EEM,;
show event manager script

show event manager script system {all | script-name}

name name
module module module

Any

VDC
VDC

4000

EEM

switch# show event manager script system all
switch#
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| show

show event manager system-policy

Embedded Event Manager EEM,;
show event manager system-policy

show event manager system-policy [all]

show event manager system-policy W

all

Any

VvDC
VDC

4.0(1)

EEM

switch# show event manager system-policy
switch#

Cisco NX-OS System Management

sl

[ oL-15810-03-J



show |

W show flow exporter

show flow exporter

Flexible NetFlow show flow exporter
Any

show flow exporter [name exporter-name]

name exporter-name 64

Any

vDC

4.0(1)

show flow exporter Flexible NetFlow

Cisco NX-OS System Management Rel 4.0
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| show

switch# show flow exporter

Flow Exporter NFC
Export Version 5
Exporter Statisti

-DC-PHOENIX:

cs

Number of Flow Records Exported 0

Number of Exp
Number of Exp
Number of Des

ort Packets Sent 0
ort Bytes Sent 0
tination Unreachable Events 0

Number of No Buffer Events 0

Number of Packets Dropped (No Route to Host) 0
Number of Packets Dropped (other) 0

Number of Packets Dropped (LC to RP Error) 0
Number of Packets Dropped (Output Drops) 0

Time statisti

cs were last cleared: Never

Flow exporter timeout:
Export Version 5

Exporter Stat
Number of
Number of
Number of
Number of
Number of
Number of
Number of
Number of
Number of
Time stat

Flow exporter tes

Description:

istics

Flow Records Exported 0

Export Packets Sent 0

Export Bytes Sent 0

Destination Unreachable Events 0
No Buffer Events 0

Packets Dropped (No Route to Host) O
Packets Dropped (other) 0

Packets Dropped (LC to RP Error) O
Packets Dropped (Output Drops) 0
istics were last cleared: Never
t-exporter:

test server in San Jose CA

Export Version 5

Exporter Stat
Number of
Number of
Number of
Number of
Number of
Number of
Number of
Number of
Number of
Time stat

istics

Flow Records Exported 0

Export Packets Sent 0

Export Bytes Sent 0

Destination Unreachable Events 0
No Buffer Events 0

Packets Dropped (No Route to Host) O
Packets Dropped (other) 0

Packets Dropped (LC to RP Error) O
Packets Dropped (Output Drops) O
istics were last cleared: Never

show flow exporter

clear flow exporter

destination

dscp

DSCP

export-protocol

flow exporter

option

show flow exporter

source IP
template

transport

ttl time-to-live TTL;
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show

Wl show flow interface

show flow interface

Flexible NetFlow
show flow interface Any

show flow interface [interface-type number]

interface-type number Flexible NetFlow

Flexible NetFlow

Any

VDC

4.0(1)

show flow interface Flexible NetFlow

Ethernet 0/0 0/1 Flexible NetFlow

switch# show flow interface ethermet 1/0
Interface Ethernetl/0

FNF: monitor: NFC-DC-PHOENIX
direction: Output
traffic(ip) : on

switch# show flow interface ethermet 0/0
Interface Ethernet0/0

FNF: monitor: FLOW-MONITOR-1
direction: Input
traffic(ip) : sampler SAMPLER-2#

Cisco NX-OS System Management Rel 4.0
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| show

show flow interface Wl

1
1 show flow interface
Interface
monitor
direction:
Input —
Output —
traffic (ip)
On—
Sampler —

show flow monitor

Cisco NX-OS System Management
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show |

Hl show flow monitor

show flow monitor

Flexible NetFlow
Any

show flow monitor [name exporter-name]

show flow monitor

name exporter-name

64

Any

VDC

4.0(1)

show flow exporter

switch# show flow monitor NFC-DC-PHOENIX statistics

Cache type: Normal
Cache size: 4096
Current entries: 4
High Watermark: 6
Flows added: 116
Flows aged: 112
- Active timeout ( 1800 secs) 0
- Inactive timeout ( 15 secs) 112
- Event aged 0
- Watermark aged 0
- Emergency aged 0

2
Rel 4.0

Flexible NetFlow
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| show

2 show flow monitor monitor-name

show flow monitor l

Cache Type

e Normal —
e Permanent —

e |mmediate —

Cache Size

Current entries

High Watermark

Flows added

Flows aged

Active Timeout

Inactive Timeout

Event aged clear flow monitor force-export

Watermark aged

Emergency aged

switch# show flow monitor NFC-DC-PHOENIX

Flow Monitor NFC-DC-PHOENIX:

Description: Used for basic traffic analysis
Flow Record: netflow-original
Flow Exporter: EXP-DC-TOPEKA
EXP-DC-PHOENIX
Cache:
Type: normal
Status: allocated
Size: 4096 entries / 311316 bytes
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs
3
3 show flow monitor monitor-name
Flow Monitor
Description
Flow Record
Flow Exporter
Cache

Cisco NX-OS System Management
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show |

Hl show flow monitor

3 show flow monitor monitor-name

Type

e Normal —

e Permanent —

* Immediate —
Status

e Allocated —

e Being deleted —

e Notallocated —
Size

Inactive Timeout

Active Timeout

Update Timeout

NFC-DC-PHOENIX

switch# show flow monitor NFC-DC-PHOENIX cache

Cache type: Normal
Cache size: 4096
Current entries: 8
High Watermark: 10
Flows added: 1560
Flows aged: 1552
- Active timeout ( 1800 secs) 24
- Inactive timeout ( 15 secs) 1528
- Event aged 0
- Watermark aged 0
- Emergency aged 0
IP TOS: 0x00
IP PROTOCOL: 6
IPV4 SOURCE ADDRESS: 10.10.10.2
IPV4 DESTINATION ADDRESS: 172.16.10.2
TRNS SOURCE PORT: 20
TRNS DESTINATION PORT: 20
INTERFACE INPUT: Et0/0
FLOW SAMPLER ID: 0
ip source as: 0
ip destination as: 0
ipv4 next hop address: 172.16.7.2
ipv4d source mask: /0
ipv4 destination mask: /24
tcp flags: 0x00
interface output: Etl/0
counter bytes: 198520
counter packets: 4963
timestamp first: 10564356
timestamp last: 12154104
4

X

Cisco NX-OS System Management 4.0
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| show

4 show flow monitor monitor-name

show flow monitor l

Cache type

e Normal —
e Permanent —

e |mmediate —

Cache Size

Current entries

High Watermark

Flows added

Flows aged

Active timeout

Inactive timeout

Event aged

clear flow monitor force-export

Watermark aged

Emergency aged

IP TOS IP Type of Service ToS;
IP PROTOCOL
IPV4 SOURCE ADDRESS IPv4

IPV4 DESTINATION ADDRESS ||pv4

TRNS SOURCE PORT

TRNS DESTINATION PORT

INTERFACE INPUT

FLOW SAMPLER ID ID
ip source as BGP AS
ip destination as BGP AS
ipv4 next hop address IPv4
ipv4 source mask IPv4
ipv4 destination mask IPv4
tep flags TCP
interface output
counter bytes
counter packets
timestamp first
timestamp last
Cisco NX-OS System Management R
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show |

Hl show flow monitor

NFC-DC-PHOENIX

switch# show flow monitor NFC-DC-PHOENIX cache format table

Cache type:
Cache size:
Current entries:
High Watermark:

Flows added:
Flows aged:
- Active timeout
- Inactive timeout
- Event aged
- Watermark aged
- Emergency aged

(
(

Normal
4096

4

6

90

86

1800 secs) 0
15 secs) 86

0

0

0

IP TOS IP PROT IPV4 SRC ADDR IPV4 DST ADDR TRNS SRC PORT TRNS DST PORT
0x00 1 10.251.10.1 0 02
0x00 1 10.251.10.1 172.16.10.2 0 20484
0xCO 17 172.16.6.1 224.0(1).0.9 520 5202
0x00 6 10.10.11.1 172.16.10.5 25 252
switch#

cache

clear flow monitor

exporter

flow monitor

protocol-distribution

record

show flow monitor

size-distribution

X

4.0
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| show

show flow record W

show flow record

Flexible NetFlow show flow record

show flow record [name record-name | netflow ipv4 record | netflow-original]

name record-name

netflow ipv4 record 1

5
netflow-original NetFlow  Flexible NetFlow

Any

VDC

4.0(1)

show flow exporter Flexible NetFlow

5 record

5 record

original-input IPv4 NetFlow

original-output IPv4 NetFlow
protocol-port

Cisco NX-OS System Management Rel 4.0
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show |

Ml show flow record

NetFlow

switch# show flow record netflow ipv4 original-input
Flow record ipv4 original-input:

Traditional IPv4 input NetFlow

No. of users: 0

Description:

Template ID:

Fields:

0

match ipv4 source address

match ipv4 destination address
match ip protocol

match ip tos

match transport
match transport

match interface

source-port
destination-port
input

collect routing source as
collect routing destination as
collect routing next-hop address ipv4
collect transport tcp flags
collect counter bytes
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last
collect interface output
switch#
6
6 show flow record netflow-original
Description
No. of users
Total field space 1
Fields match
collect
cache

clear flow monitor

exporter

flow monitor

protocol-distribution

record

show flow monitor

size-distribution

cache

clear flow monitor

debug flow monitor

exporter

flow monitor

protocol-distribution

record

X

4.0
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| show

show flow timeout

Flexible NetFlow
Any

show flow timeout

Flexible NetFlow

Any

vDC

show flow timeout

show flow timeout

4.0(0)

show flow timeout Flexible NetFlow

Flexible NetFlow —

switch# show flow timeout
Flow timeout values

Active timeout: 1800 seconds
Inactive timeout: 15 seconds
Fast timeout: Disabled
Session aging timeout: Disabled
Aggressive aging timeout: Disabled
switch#
flow timeout
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show

Ml show hardware fabric-utilization

show hardware fabric-utilization

show hardware fabric-utilization

show hardware fabric-utilization [detail] [module slot-number]

detail
module slot-number

Any

VDC

4.0(3)

switch(config)# show hardware fabric-utilization

Slot Direction Utilization

2 ingress 3%
2 egress 3%
6 ingress 1%
6 egress 1%

X

4.0
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| show

show hardware flow aging W

show hardware flow aging

NetFlow show hardware flow aging

show hardware flow aging [vdc vdc-name] [detail] [module slot-number]

vdc vdc-name VDC 64

detail
module slot-number

Any

VDC

4.0(1)

show hardware flow aging Flexible NetFlow

2 NetFlow

switch(config)# show hardware flow aging module 2
VDC (1) Aging Information (time unit is second) :

AgingType Enabled Timeout Period Threshold
—————————— B e e e it
Active Yes 1800 360 N/A
Inactive Yes 15 3 N/A

Fast Yes 33 6 22
Aggressive No 90 18 90

Session No 2 5 N/A

switch(config)#

flow timeout

Cisco NX-OS System Management Rel 4.0
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show |

M show hardware flow entry

show hardware flow entry

NetFlow show hardware flow entry

show hardware flow entry address location type {ip | ipv6} [detail] [module slot-number]

location NetFlow 16 0x0
Ox3fffff

ip IP

ipv6 IPv6

detail

module slot-number

Any

vDC

4.0(1)

show hardware flow entry Flexible NetFlow

s
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| show

2

show hardware flow entry W

NetFlow

switch(config)# show hardware flow entry address 0x0 type ip module 2
NT Entry Info (dev_id = 0, nt_entry_addr = 0x00000000) :

protocol
profile_id
recir_id
is_routed
from_rp
lkup_dir

ilif (ovld_a)
elif (ovld_Db)
tos (ovld_e)
14_protocol
14_hdr_vld
fragment

mpls

14_info (ovld_d)
ipvd_sa(ovld_f)
ipv4_da (ovld_g)
ipmac

segment
hash_addr

icam

create_ts

= 0 (0=IPv4/IPMAC, 1=IPv6, 2=L2, 3=MPLS)
0
0
=0
0
0 (0=Ingress, l=Egress)

= 0x0
= 0x0

1}
o O O O O

= 0x00000000
=0.0.0.0
=0.0.0.0

sh_plc_idx/sampler_id = 0x0

rdt_tbl_idx
ignr_aclo
ignr_goso
ignr_acc
ignr_agg_gos
tcp_rdt_dst
copy_policy_idx
nf_acos
mark_en
nf_gos_mode
policer_param_idx
elam_trig
valid

sw_entry
profile_merged
fast_ag_en
sw_bitsl
dgt_mode
adj_ptr/dgt
ignr_gosi
ignr_acli

= 0x0

1}
o O O

1]
o

x0

1}
O O O O O O O

x0

1}
o O

NS Entry Info (dev_id = 0, ns_entry_addr = 0x00000000) :

ack_after_fin
tcp_flag
mf_1ls_ts

mf_bkt
nf_pkt_cnt
nf_byte_cnt
nf_byte_cnt_excd
ls_used_ts

=0

= 0x0 (URG=0, ACK=0, PSH=0, RST=0, SYN=0, FIN=0)
=0

=0

= 0000000000

= 0000000000000

= 0000000000000

=0

sw_prog/sticky_status = 0

flow
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show |

M show hardware flow ip

show hardware flow ip

NetFlow

IP

show hardware flow ip

show hardware flow ip [interface type number | monitor monitor-name | profile profile-id | vdc
vdc-name | vlan vlan-name] [detail] [module module]

interface interface-type

number

Flexible NetFlow

188

monitor monitor-name 64
profile profile-id
ID 0 31
vdc vdc-name VDC 64
detail
module slot-number
Any
VvDC
4.0(1)
show hardware flow ip Flexible NetFlow
8  NetFlow
switch(config)# show hardware flow ip module 8
D - Direction; L4 Info - Protocol:Source Port:Destination Port
IF - Interface: ()ethernet, (S)vi, (V)lan, (P)ortchannel, (T)unnel
TCP Flags: Ack, Flush, Push, Reset, Syn, Urgent
D IF SrcAddr DstAddr L4 Info PktCnt TCP Flags
—t———— o o o o o
I 8/26 007.002.000.002 007.001.000.002 000:00000:00000 0000421885
I 8/25 007.001.000.002 007.002.000.002 000:00000:00000 0000421900
O 8/25 007.002.000.002 007.001.000.002 000:00000:00000 0000422213
O 8/26 007.001.000.002 007.002.000.002 000:00000:00000 0000422228
switch(config)#
flow
Cisco NX-OS System Management Rel 4.0
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| show

show hardware flow sampler W

show hardware flow sampler

NetFlow show hardware
flow sampler

show hardware flow sampler [all | count | index number | name sampler-name | vdc vdc_id] [detail]
[module module]

all Netflow

count

index number 16
0x0  Ox3ff

name sampler-name 64

vdc vdc-name VDC 64

detail

module slot-number

Any

VDC

4.0(1)

show hardware flow sampler Flexible NetFlow

2 NetFlow

switch# show hardware flow sampler count module 2
Sampler Table Utilization: about 0.00% (0/64)

flow

Cisco NX-OS System Management Rel 4.0
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show |

Wl show hardware flow utilization

show hardware flow utilization

NetFlow show hardware flow utilization

show hardware flow utilization [module module]

module slot-number

Any

VvDC

4.0(0)

show hardware flow utilization Flexible NetFlow

2 NetFlow

switch# show hardware flow utilization module 2
Flow Utilization: 0.00% (0/515090)

Total number of flows =
IPv4d flow creation failure =
IPv6 flow creation failure =
MPLS flow creation failure =
L2 flow creation failure =
IFE flow creation failure =
OFE flow creation failure =
IFE CF FIFO full failure =
OFE CF FIFO full failure =
IFE NT table full failure =
OFE NT table full failure =
NO freelist pointer failure =
Hash Table (NH) page full failure =
IPMAC lookup failure =
L2 ACL deny =
L3 ACL deny =
IFE CF flow control =
OFE CF flow control =
Fast Aging failure =
switch#

O O O O O O O O OO OO O oo oo oo

flow
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| show

show inventory H

show inventory

show inventory

show inventory [chassis | clock | fans | module | power_supply]

chassis

clock

fans

module

power_supply

VDC

vDC

4.0(1)

Cisco NX-OS System Management Rel 4.0
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show |

M show inventory

switch# show inventory

NAME: "Chassis", DESCR: "Nexus7000 C7010 (10 Slot) Chassis "
PID: N7K-C7010 , VID: , SN: TBM11256507
NAME: "Slot 2", DESCR: "10/100/1000 Mbps Ethernet Module"
PID: N7K-M148GT-11 , VID: , SN: JAB104400PO
NAME: "Slot 6", DESCR: "Supervisor module-1X"
PID: N7K-SUP1 , VID: TBD , SN: JAB10380101
NAME: "Slot 11", DESCR: "Fabric card module"
PID: N7K-C7010-FAB-1 , VID: , SN: JAB104300HM
NAME: "Slot 33", DESCR: "Nexus7000 C7010 (10 Slot) Chassis Power Supply"
PID: FIORANO , VID: , SN: DTH1117T005
NAME: "Slot 34", DESCR: "Nexus7000 C7010 (10 Slot) Chassis Power Supply"
PID: N7K-AC-6.0KW , VID: , SN: DTH1117T009
NAME: "Slot 36", DESCR: "Nexus7000 C7010 (10 Slot) Chassis Fan Module"
PID: , VID: V0O, SN:
NAME: "Slot 37", DESCR: "Nexus7000 C7010 (10 Slot) Chassis Fan Module"
PID: , VID: V00, SN:
NAME: "Slot 38", DESCR: "Nexus7000 C7010 (10 Slot) Chassis Fan Module"
PID: , VID: V00, SN:
NAME: "Slot 39", DESCR: "Nexus7000 C7010 (10 Slot) Chassis Fan Module"
PID: , VID: V00, SN:
Rel 4.0
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| show

show logging console [l

show logging console

show logging console

show logging console

Any

VDC
VDC

4.0(0)

switch# show logging console
switch#

logging console

Cisco NX-OS System Management

[ oL-15810-03-J

X
>
=)



show

M show logging info

show logging info

show logging info

show logging info

Any

VDC
VDC

4.0(0)

switch# show logging info
switch#

s

4.0
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| show

show logging ip access-list cache ||

show logging ip access-list cache

IP
cache

show logging ip access-list

show logging ip access-list cache

Any

VDC
VvDC

4.0(0)

IP

switch# show logging ip access-list cache
switch#

logging ip access-list
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show

M show logging last

show logging last

number show logging last

show logging last number

number 1 9999
Any
VvDC
VvDC
4.0(1)
42

switch# show logging last 42
switch#
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| show

show logging level W

show logging level

show logging console
show logging level [facility]

facility facility

p.267

VvDC
VDC

4.0(1)
4.0(2)

interface-vlan netstack private-vlan ipvé

switch# show logging level port-channel
switch#

logging level

Cisco NX-OS System Management Rel
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show

B show logging logfile

show logging logfile
show logging logfile

show logging logfile [start-time yyyy mmm dd hh:mm:ss] [end-time yyyy mmm dd hh:mm:ss]

start-time yyyy mmm dd hh:mm:ss 3
mmm yyyy dd
hh:mm:ss
end-time yyyy mmm dd hh:mm:ss 3
mmm yyyy dd
hh:mm:ss
Any
VDC
VDC
4.0(1)

switch# show logging logfile start-time 2008 mar 11 12:10:00
switch#

logging logfile
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| show

show logging loopback

show logging loopback
show logging loopback

VDC
VDC

show logging loopback W

4.0(0)

switch# show logging loopback
switch#
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show

M show logging module

show logging module

show logging module

show logging module

Any

VDC
VDC

4.0(0)

switch# show logging module
switch#

logging module

s

4.0
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| show

show logging monitor ||

show logging monitor

show logging monitor

show logging monitor

Any

VDC
VDC

4.0(0)

switch# show logging monitor
switch#

logging monitor
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show

M show logging nvram

show logging nvram

Nonvolatile RAM NVRAM show logging nvram

show logging nvram [last number-lines]

last number-lines number-lines
1 100

VvDC
VDC

4.0(1)

NVRAM 20

switch# show logging nvram last 20
switch#
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| show

show logging onboard

show logging onboard W

show logging onboard

show logging onboard {boot-uptime | device-version | counter-stats | endtime |
environmental-history | error-stats | exception-log | interrupt-stats | kernel-trace | module num |
obfl-history | obfl-logs | stack-trace | starttime | status}

boot-uptime Onboard Failure Logging OBFL,;

counter-stats OBFL

device-version OBFL

endtime mm/dd/yy-HH:MM:SS OBFL

environmental-history OBFL

error-stats OBFL

exception-log OBFL

interrupt-stats OBFL

kernel-trace OBFL

module num OBFL

obfl-history OBFL

obfl-logs OBFL

stack-trace OBFL

starttime mm/dd/yy-HH:MM:SS OBFL

status OBFL /

Any

VDC

4.0(1)

4.0(2) counter-stats

starttime endtime [ mm/dd/yy
24 HH:MM:SS

e starttime 03/17/08-15:01:57

¢ endtime 03/18/08-15:04:57
file

¢ bootflash:

[ oL-15810-03-J
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show |

Hl show logging onboard

type

ftp:
scp:
sftp:
slotO:
tftp:
volatile:

begin [-i] [-x] [word] —
Gi—
X —
word —

count [> file | | type] —

egrep | grep print-match — egrep

-Anum —

-B num —
999

c—
Gi—
-n—
-v — word
W —
X —
word —
exclude [-i] [-x] [word] —
=
X —
word —

head [-n hum] —

include [-i] [-x] [word] —
Gi—
X —
word —

last [num] —
0 9999

less [-E | -d] —
-E— EOF
-d—

no-more —

sed command —

0

2147483647

grep egrep

grep 1

4.0

grep

1 999

-n num

num

Il Cisco NX-OS System Management
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| show

show logging onboard W

° Wc_

_C_

-W_

> —

OBFL

Nonvolatile RAM NVRAM

OBFL

No historical data to display

OBFL

switch# show logging onboard module 2 boot-uptime
Sat Feb 29 18:11:38 2008: Boot Record

OBFL

Boot Time..........: Sat Feb 29 18:11:38 2008
Slot Number........: 2
Serial Number......: JAB0912026U
Bios Version.......: v0.0.8(08/18/07)
Alt Bios Version...: v0.0.8(08/18/07)
Firmware Version...: 3.0(1) [build 3.0(0.291)]
switch#

7

7 show logging onboard boot-uptime
Boot Time
Slot Number

Serial Number

Bios Version BIOS

Alt Bios Version BIOS

Firmware Version

X

Cisco NX-OS System Management
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show |

M show logging onboard

OBFL

switch# show logging onboard module 2 device-version

Device Version Records:

Sat Feb 29 18:42:01 2008
switch#

8 show logging onboard device-version

Stratosphere
Stratosphere
Skyline-asic
Tuscany-asic
X-Bus IO

Power Mngmnt
Stratosphere
Stratosphere
Skyline-asic
Tuscany-asic
X-Bus IO

Epl

Power Mngmnt Epl

Num

Hardware
Version

OO PR RO R R R

Software
Version

oo oOkrRr PP OOORRERE

Timestamp

Device Name

Instance Num

Hardware Version

Software Version

OBFL

switch# show logging onboard module 2 exception-log

Sun Feb 24 00:12:35 2008
Device Id : 60

Exception Log Record

Device Name : DEV_SKYLINE_NI

Device Error Code : f (H)

Device Error Name : SKY_NI_ERR_BM_Bl_3_BIST FAILED
Sys Error : Skyline ni module experienced an error
Errtype : NON-CATASTROPHIC

PhyPortLayer : Fibre Channel

Port(s) Affected : 13-18

Error Description : Skyline BM B1l_3 BIST for interface 2 timed out during init

DSAP : O
UUID : O
Time : Sun Feb 24 00:11:25 2008
switch#
9

X

4.0

Il Cisco NX-OS System Management
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| show

9 show logging onboard exception-log

show logging onboard W

Sun Feb 24 00:12:35 2008:

Device Id :

Device Name :

Device Error Code :

Device Error Name :

Sys Error :

Errtype :

PhyPortLayer :

Port(s) Affected :

Error Description :

DSAP :

Destination Session Announcement Protocol DSAP;

UUID :

Universal unique identifier

OBFL

switch# show logging onboard module 2 obfl-history

OBFL history records:

Sat Feb 29 30 18:09:57 2008 :
Sat Feb 29 18:47:53 2008 :
Sat Feb 29 20:07:45 2008

switch#

show logging onboard obfl-history

e OBFL
e OBFL
e OBFL

Cisco NX-OS System Management

OBFL all logs cleared
OBFL miscellaneous-error logs cleared
: OBFL miscellaneous-error logs cleared
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show |

M show logging onboard

OBFL

switch# show logging onboard module 2 stack-trace

==================== STACK TRACE

Logging time: Sat Feb 29 19:4

watchdog timeout: process swapper (0),

7:38 2008

jiffies 0x169bb

Stack: c0006e98 c001721c d195£f5b4 c0005424 c0005500 c0003e90 c0005a2c c0005a40

c0001a88 c01lbf610 c0000394
Call Trace:
print_stack2_buf + 0x50
kernel_thread + 0xb94
klm_cctrl + 0x4554

ppc_irg dispatch_handler + 0x190

do_IRQ + 0x3c
ret_from_intercept + 0x0
probe_irg mask + 0x494
probe_irg mask + 0x4a8
transfer_to_handler + 0xl1l5c
softnet_data + 0x2b0
Registers:

NIP: CO005A20 XER: 00000000 LR: CO0O05A2C SP: CO01AA120 REGS:

Tainted: PF

MSR: 00009000 EE: 1 PR: 0 FP:
DEAR: C0029B40, ESR: CO1F0000
MCSRRO: 00000000, MCSRR1: 000
MCSR: 00000000 MCAR: 00000000
TASK = c01a8190[0] 'swapper'

0 ME: 1 IR/DR: 00

00000, MCAR:

00000000

MCPSUMR: 00000000

Last syscall:

120

last math 00000000 last altivec 00000000 last spe 00000000

GPROO: 00000000 C01AA120 CO1A8190 00000000 00000032
GPRO8: 0000180F CO1FA39C DI1010AA3 CO1B8D18 24044244
GPR16: OFFAE1BO OFFFAC90 00000000 00000000 00000000
GPR24: 00000000 00000000 00001160 OO7FFEAB O07FFEOOQ

show logging onboard stack-trace

X

4.0

C8F1DE28 D1010A9F
1003A44C OFFF6700
00000000 00000000
CO01F0000 CO1F0000

c01aa070 TRAP: 0500

00000000
10049000
00000001
00000000

Il Cisco NX-OS System Management
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| show

show logging onboard

OBFL

switch# show logging onboard module 2 error-stats

OBFL Data for
Module: 2

| | Time Stamp | In|Port
Error Stat Counter Name | Count |MM/DD/YY HH:MM:SS|st|Rang
\ | |1dle
PB2_TX FlwCtrl from conn. ASIC > pe|0xl |02/04/08 17:07:28|00]
riod Intr | | |
PB2_TX FlwCtrl from conn. ASIC > pe|0xl |02/06/08 10:54:44|00]
I

riod Intr | |

| | Time Stamp | In|Port
Error Stat Counter Name | Count |MM/DD/YY HH:MM:SS|st|Rang
\ | |1dle

NF2 Interrupt - NH HIT error | 0x1 |02/06/08 10:54:44|00]

switch#

10

10 show logging onboard error-stats

Error Stat Counter Name

Count

Time Stamp MM/DD/YY HH:MM:SS

Inst Id

Port Range:

clear logging onboard OBFL

hw-module logging onboard OBFL — /

Cisco NX-OS System Management Rel 4.0
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show |

M show logging onboard

show logging onboard

Onboard Failure Logging OBFL; show logging onboard

show logging onboard {boot-uptime | device-version | endtime time [options] | environmental-history
| error-stats [port number] | exception-log | interrupt-stats | module module [options] |
obfl-history | obfl-logs | stack-trace | starttime time [options] | status}

boot-uptime OBFL
device-version OBFL
endtime time [options] mm/dd/yy-HH:MM:SS OBFL
environmental-history OBFL

error-stats [port number] OBFL

exception-log OBFL
interrupt-stats OBFL
module module [options] OBFL

module 1 10

show logging
onboard
obfl-history OBFL
obfl-logs OBFL
stack-trace OBFL
starttime time [options] mm/dd/yy-HH:MM:SS OBFL
status OBFL /
Any
VDC
VDC
4.0(1)
2008 3 10 3 45 OBFL

switch# show logging onboard starttime 03/10/08-15:45:00
switch#

Cisco NX-OS System Management 4.0
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| show

show logging server W

show logging server

Syslog show logging server

show logging server

Any

VDC
VDC

4.0(0)

Syslog
switch# show logging server
switch#
logging server Syslog

Cisco NX-OS System Management Rel 4.0
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show

Hl show logging session status

show logging session status

show logging session status

show logging session status

Any

VDC
VvDC

4.0(0)

switch# show logging session status
switch#

s

4.0

Cisco NX-OS System Management | R
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| show

show logging status

show logging status

Any

VDC
VDC

show logging status

show logging status Il

4.0(0)

switch# show logging status

switch#

sl

Cisco NX-OS System Management
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show

Hl  show logging timestamp

show logging timestamp

show logging timestamp

show logging timestamp

Any

VDC
VDC

4.0(0)

switch# show logging timestamp
switch#

logging timestamp

s

Cisco NX-OS System Management | 4.0
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| show

show logging level ntp ||

show logging level ntp

Network Time Protocol NTP; Syslog
show logging level ntp

show logging level ntp

VDC
VDC

4.0(1)

NTP

switch(config)# show logging-level ntp

logging level ntp NTP

Cisco NX-OS System Management Rel 4.0
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show |

H show module

show module

show module

show module [slot {bandwidth-fairness | recovery-steps} | uptime | xbar [xbar-slot]]

slot 110
bandwidth-fairness

recovery-steps

uptime
xbar
xbar-slot
1/0
VvDC
VDC
4.0(1)
switch# show module
Mod Ports Module-Type Model Status
48 10/100/1000 Mbps Ethernet Module N7K-M148GT-11 ok
6 0 Supervisor module-1X N7K-SUP1 active *
Mod Sw Hw World-Wide-Name (s) (WWN)
2 4.0(2) 0.407 -
6 4.0(2) 0.311 -—
Mod MAC-Address(es) Serial-Num

00-19-07-6c-4d-a8 to 00-19-07-6c-4d-dc JAB104400PO
6 00-19-07-6c-1a-78 to 00-19-07-6c-1a-80 JAB10380101

* this terminal session

Cisco NX-OS System Management Rel 4.0
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| show

show module

switch# show module 2

Mod

Ports Module-Type Model Status

48 10/100/1000 Mbps Fthermet Module N7K-WL48GT-11 ok
Sw Hw World-Wide-Name (s) (WWN)

so@ 0007 -
MAC-Address (es) Serial-Num
00-19-07-6c-4d-a8 to 00-19-07-6c-4d-de JABL0440020

switch# show module xbar

Xbar

Ports Module-Type Model Status

o  war N7K-CT010-FAB-1 ok
Sw Hw World-Wide-Name (s) (WWN)

w 0.203 -
MAC-Address (es) Serial-Num
> TABL043008

* this terminal session

show hardware

show inventory

[ oL-15810-03-J
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show

M show ntp peer-status

show ntp peer-status

Network Time Protocol NTP;
show ntp peer-status

show ntp peer-status

VDC
VDC

4.0(1)

NTP

switch(config)# show ntp peer-status

show ntp peers NTP

Cisco NX-OS System Management Rel 4.0
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| show

show ntp peers W

show ntp peers

Network Time Protocol NTP;
show ntp peers

show ntp peers

VDC
VDC

4.0(1)

NTP

switch(config)# show ntp peers

show ntp peer-status NTP

Cisco NX-OS System Management Rel 4.0
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show

Ml show ntp source

show ntp source

Network Time Protocol NTP;
show ntp source

show ntp source

VDC
VDC

4.0(1)

NTP

switch(config)# show ntp source

ntp source NTP

s

4.0

Cisco NX-OS System Management R
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| show

show ntp statistics W

show ntp statistics

Network Time Protocol NTP; show ntp
statistics

show ntp statistics {io | local | memory | peer {ipaddr address | name namel [..namen]}

io
local NTP
memory

peer

ipaddr address IPv4 IPv6

IPv4 10 XXX.X IPv6 16
A:B::.C:D

name namel [..namen] 1

vDC
VDC

4.0(1)

NTP

switch(config)# show ntp statistics local

clear ntp statistics NTP

Cisco NX-OS System Management Rel 4.0
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show

M show ntp timestamp-status

show ntp timestamp-status

Network Time Protocol NTP;
show ntp timestamp-status

show ntp timestamp-status

VDC
VDC

4.0(1)

NTP

switch(config)# show ntp timestamp-status

s

4.0

Cisco NX-OS System Management | R
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| show

show processes

show processes

show processes [vdc vdc-number]

show processes W

vdc vdc-number Virtual Device Context VDC;

VDC

VDC

4.0(1)

VDC VDC

switch# show processes

PID State PC Start_cnt TTY Type

b7£9%9e468

-
PR R ERPRPPRPREREPRRP R
|
O O O0OO0O0OO0OO0OO0OOoOOoOOo

Ul O W o Jo Ul WP
O O O O O O O o O o

[y

Cisco NX-OS System Management

Process

init
migration/0
ksoftirgd/0
desched/0
migration/1
ksoftirqgd/1
desched/1
events/0
events/1
khelper
kthread
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show |

M show processes

VDC

switch# show processes vdc 2

PID State PC Start_cnt TTY Type Process
1 S Db7£f9e468 1 - O 1init
2 S 0 1 - O migration/0
3 S 0 1 - O ksoftirgd/0
4 S 0 1 - O desched/0
5 S 0 1 - O migration/1
6 S 0 1 - O ksoftirgd/1l
7 S 0 1 - O desched/1
8 S 0 1 - O events/0
9 S 0 1 - O events/1
10 S 0 1 - O khelper
15 S 0 1 = O kthread

X

Cisco NX-OS System Management 4.0
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| show

show processes cpu

show processes cpu

VDC

VvDC

CPU

show processes cpu

show processes cpu W

4.0(0)

CPU

switch# show processes cpu

0 ~J O Ul WN

N R
s~ 0o o

102
103
116

Runtime (ms)

315748

636268

72636726

1345165

559740
457761883

1469647

794795

721210

2779

30

2

286

516

5

22
25

704
535
17

O O O O O o o o o

Process
init
migration/0
ksoftirgd/0
desched/0
migration/1
ksoftirgd/1
desched/1
events/0
events/1
khelper
kthread
kacpid
kblockd/0
kblockd/1
khubd

Cisco NX-OS System Management

[ oL-15810-03-J



show |

M show processes log

show processes log

show processes log

show processes log [details | pid process-id | vdc-all]

details

pid process-id

ID 1 2147483647

vdc-all VDC

VvDC

VDC

4.0(2)

switch# show processes log

VDC Process PID Normal-exit Stack Core Log-create-time
1 aclmgr 3632 N Y N Thu Mar 13 21:37:07 2008
1 aclmgr 4182 N Y N Wed Mar 12 13:45:38 2008
1 aclmgr 4205 N Y N Wed Mar 12 13:45:38 2008
1 adjmgr 4333 N N N Sat Nov 24 06:25:20 2007
1 arbiter 4332 N Y N Mon Nov 19 10:14:42 2007
1 arp 3870 N Y N Sat Dec 22 12:02:46 2007
1 clis 10005 N Y N Sat Nov 24 03:46:13 2007
1 clis 10268 N N N Fri Dec 14 09:13:53 2007
1 clis 1040 N Y N Fri Nov 16 13:34:30 2007

X

4.0

Cisco NX-OS System Management R
OL-15810-03-J |




| show

show processes log WM

switch# show processes log details

Service: aclmgr
Description: ACL Mgr

Started at Thu Mar 13 20:34:35 2008 (507163 us)
Stopped at Thu Mar 13 20:37:07 2008 (664205 us)
Uptime: 2 minutes 32 seconds

Start type: SRV_OPTION_RESTART_STATELESS (23)
Death reason: SYSMGR_DEATH_REASON_FAILURE_SIGNAL (2)
System image name: n7000-s1-dk9.4.0.1.gbin

System image version: 4.0(1) S7

PID: 3632
Exit code: signal 11 (core dumped)

CWD: /var/sysmgr/work

Virtual Memory:

CODE 08048000 - 0811CCr4
DATA 0811DCF4 - 0811EBES
BRK 08121000 - 08259000
STACK BFFFE270
TOTAL 47244 KB

Register Set:

EBX B7D64CD0 ECX 00000001 EDX 00000001
EST 41170040 EDI 00000000 EBP BFFFD1CS8
EAX 00000401 XDS C010007B XES 0000007B
EAX FFFFFFFF (orig) EIP B7D5BEF2 XCS 00000073
EFL 00010292 ESP BFFFD1CO XSS 0000007B

Stack: 4272 bytes. ESP BFFFD1CO, TOP BFFFE270

0xBFFFD1CO: B7D5BEEO B7D64CDO BFFFD1D8 B7D5C381 ..... Lo,
0xBFFFD1DO: B7D2614C FF000226 BFFFD218 B7D232BA La..&........ 2..
O0xBFFFD1EO: B5542014 B7D25DEO 000007DE B5542014 . T..]....... T.
O0xBFFFD1F0: B7D08918 B7D2614C FF000226 08241A54 ....La..&...T.S$.
O0xBFFFD200: B5542014 41170034 08241A54 B7D2614C . T.4..AT.S$.La..
0xBFFFD210: FF000226 BFFFD2D0 BFFFD278 B7D138CE &....... X....8..
O0xBFFFD220: 08246A04 08230074 BFFFD2D0 B7D5A24D .j$.t.#..... M...
0xBFFFD230: B7D6369A 00002000 00000004 00000000 .6... ..........
0xBFFFD240: 0000C005 00002000 BFFFD278 B7D3CF90 ..... T

Cisco NX-OS System Management Rel 4.0
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show

M show processes log

switch# show processes pid 3632

Service: arp
Description: Address Resolution Protocol (ARP
Started at Sat Dec 22 12:02:19 2007 (216828 us)
Stopped at Sat Dec 22 12:02:44 2007 (496964 us)
Uptime: 25 seconds
Start type: SRV_OPTION_RESTART_STATELESS (23)
Death reason: SYSMGR_DEATH_REASON_FAILURE_SIGNAL (2)
System image version: 4.0(0.788) S16
PID: 3912
Exit code: signal 11 (core dumped)
Threads: 3906 3905 4066 3917 3884 3870
CWD: /var/sysmgr/work
Virtual Memory:
CODE 08048000 - 08071474
DATA 08072474 - 08074794
BRK 08075000 - 080DEOOO
STACK BFFFEB80
TOTAL 107908 KB
Register Set:
EBX B7EF4264 ECX B53F45CA EDX B8009B1E
EST B601C003 EDI B53F45C8 EBP B53F4578
EAX B8009B1E XDS 0000007B XES 0000007B
EAX FFFFFFFF (orig) EIP B7EDF9AB XCS 00000073
EFL 00010286 ESP B53F4560 XSS 0000007B
Stack: 2688 bytes. ESP B53F4560, TOP BFFFEBS8O
0xB53F4560: B601C003 00000001 F1EC838D B7EF4264 ............ dB. .
0xB53F4570: 00000000 00000000 B53F45D8 B7EEOCOD ......... E?.....
0xB53F4580: B601C003 B53F45CA B53F45C8 B53F45C0 ..... E?..E?..E?.
0xB53F4590: 00000001 B53F45C4 00000000 00000001 ..... E?. ..
VDC
switch# show processes log vdc-all
VDC Process PID Normal-exit Stack Core Log-create-time
1 aclmgr 3632 N Y N Thu Mar 13 21:37:07 2008
1 aclmgr 4182 N Y N Wed Mar 12 13:45:38 2008
1 aclmgr 4205 N Y N Wed Mar 12 13:45:38 2008
1 adjmgr 4333 N N N Sat Nov 24 06:25:20 2007
1 arbiter 4332 N Y N Mon Nov 19 10:14:42 2007
1 arp 3870 N Y N Sat Dec 22 12:02:46 2007
1 clis 10005 N Y N Sat Nov 24 03:46:13 2007
1 clis 10268 N N N Fri Dec 14 09:13:53 2007
1 clis 1040 N Y N Fri Nov 16 13:34:30 2007
1 clis 10486 N Y N Fri Nov 16 14:58:59 2007
1 clis 10646 N Y N Fri Nov 16 14:59:45 2007

Cisco NX-OS System Management Rel 4.0
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| show

show Processes memory

show processes memory [shared]

show processes memory M

show processes memory

shared

VDC

VvDC

4.0(0)

switch# show processes memory

PID MemAlloc StackBase/Ptr
147456 Dbffffdal0/bfff£890
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

O O O O O O O o o o o

Process
init
migration/0
ksoftirgd/0
desched/0
migration/1
ksoftirgd/1
desched/1
events/0
events/1
khelper
kthread
kacpid

Cisco NX-OS System Management
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show |

Bl show processes memory

switch# show processes memory shared
Shared Memory

Component

smm
cli

am

urib
ubrib-ufdm
urib-redist
icmpvée

ip

urib-ufdm
ubrib

ipv6
ubrib-notify
rpm

mrib
mrib-mfdm
mé6rib
m6rib-mfdm
igmp

bgp

Shared memory totals - Size:
0 MB kernel,

Free Physical Memory:

Address
0X60000000
0X60110000
0X61920000
0X62730000
0X64740000
0X647A0000
0X64BB0000
0X64DC0000
0X655D0000
0X657E0000
0X667F0000
0X67000000
0X67210000
0X67420000
0X69C30000
0X6A140000
0X6AB50000
0X6AD60000
0X6B570000

189 MB, Used:
0 MB user

Size
(kbytes)
1024
24576%
14336%*
32768%
320%*
4096*
2048
8192
2048*
16384%*
8192
2048*
2048
40960
5120
10240
2048
8192
8192

Used Available

(kbytes)
3

13991
14

648

188

0

0

65

10
0
182

16 MB, Available:

(kbytes)
1021
10585
14322
32120
132
4096
2048
8127
2048
15877
8190
1367
2042
40958
5120
10238
2038
8192
8010

173 MB

Reference
Count
115
84

7

25

2

25

2

23

2

12

9

12

1

PN N WD W

show processes

show startup-config

X

Il Cisco NX-OS System Management
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| show

show redundancy status

show redundancy status

Any

VDC

show redundancy status Il

show redundancy status

4.0(1)

switch# show tech-support ascii-cfg

Redundancy mode

administrative: HA
operational: None
This supervisor (sup-6)
Redundancy state: Active
Supervisor state: Active

Internal state:

Other supervisor (sup-5)

Redundancy state:

N/A
N/A

Supervisor state:
Internal state:

System start time:
System uptime:

Kernel uptime:
Active supervisor uptime:

Cisco NX-OS System Management

Active with no standby

Not present

Fri Aug 15 15:55:19 2008

3 days, 23 hours, 57 minutes, 22 seconds
4 days, 0 hours, 1 minutes, 39 seconds
3 days, 23 hours, 57 minutes, 22 secondss
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show |

W showrmon

show rmon

show rmon
show rmon {alarms | events | hcalarms | logs | status}
alarms 32 RMON
events RMON
hcalarms 64 High Capacity HC; RMON
logs RMON
status RMON
Any
VDC
4.0(1)
RMON

switch# show rmon alarms

Alarm 20 is active, owned by test

Monitors 1.3.6.1.2.1.2.2.1.16.30 every 30 second(s)
Taking delta samples, last value was 17

Rising threshold is 15, assigned to event 1
Falling threshold is 0, assigned to event 0

On startup enable rising or falling alarm

RMON

switch# show rmon events

Event 4 is active, owned by administrator@london_op_center

Description is WARNING (4)

Event firing causes log and trap to community public, last fired 03:32:43

X

Cisco NX-OS System Management 4.0
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| show

RMON

switch# show rmon hcalarms

High Capacity Alarm 1 is active, owned by cseSysCPUUtilization.O@test
Monitors 1.3.6.1.4.1.9.9.305.1.1.1.0 every 10 second(s)

Taking absolute samples, last value was 0

Rising threshold is 60, assigned to event 4

Falling threshold is 59, assigned to event 4

On startup enable rising alarm

RMON

switch# show rmon status

Maximum allowed 32 bit or 64 bit alarms : 512
Number of 32 bit alarms configured : 0
Number of 64 bit hcalarms configured : 0

showrmon W

switch#

rmon alarm 32 RMON
rmon event RMON

rmon hcalarm 64 RMON

Cisco NX-OS System Management
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show |

H show running-config eem

show running-config eem

Embedded Event Manager EEM;
show running-config eem

show running-config eem

Any

VDC
VvDC

4.0(0)

EEM

switch# show running-config eem
version 4.0(1)

event manager applet oir-applet
event manager applet gold-match
#

X

4.0
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| show

show snmp

Simple Network Management Protocol SNMP;
show snmp

show snmp

Any

VvDC
VDC

showsnmp W

4.0(1)

Cisco NX-OS System Management
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show

W show snmp

SNMP

switch(config)# show snmp
sys contact:

sys location:

anyplace, Anywhere

0 SNMP packets input

0

O O O O O O o

0

Bad SNMP versions

Unknown community name

Illegal operation for community name supplied
Encoding errors

Number of requested variables

Number of altered variables

Get-request PDUs

Get-next PDUs

Set-request PDUs

0 SNMP packets output

0

0
0
0

Too big errors

No such name errors
Bad values errors
General errors

Community Group / Access

Comm?2 network-admin

testCommunity vdc-operator

com3 vdc-admin

SNMP USERS

User Auth Priv(enforce) Groups

foo md5 aes-128(no) network-operator
vdc-admin
network-admin

User3 md5 no network-operator

admin md5 des (no) network-admin

userl md5 des (no) vdc-admin

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

User Auth Priv

foo md5 no

(EngineID 11:22:33:44:55)

foo sha no

(EngineID 33:0:33:22:33)

SNMP Tcp Authentication Flag Enabled.

snmp-server Community SNMP

4.0

Il Cisco NX-OS System Management
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| show

show snmp community Wl

show snmp community

Simple Network Management Protocol SNMP;
show snmp community

show snmp community

Any

VDC

VvDC

4.0(2)

SNMP show snmp community
Cisco NX-0S 4.0(2) show snmp-community SNMPv2c
SNMP
SNMP SNMP

switch# show snmp community

Community Group / Access context

testCommunity vdc-operator contextB

Comm?2 network-admin

com3 vdc-admin

snmp-server community SNMP

snmp-server mib community-map SNMP SNMP

Cisco NX-OS System Management Rel 4.0
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show |

M show snmp context

show snmp context

Simple Network Management Protocol SNMP;
show snmp context

show snmp context

Any

VvDC
VDC

4.0(2)

SNMP

switch# show snmp context

Context [Protocol instance, VRF, Topologyl
contextB instancel,
vrfl,
topol
___________________________________________________________________ r
snmp-server context SNMP
Rel 4.0
OL-15810-03-J |
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| show

show startup-config eem

Embedded Event Manager EEM,;
show startup-config eem

show startup-config eem

Any

VDC
VvDC

show startup-configeem W

4.0(0)

EEM

switch# show startup-config eem
switch#

Cisco NX-OS System Management
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show |

Bl show snmp enginelD

show snmp enginelD

Simple Network Management Protocol SNMP; ID
show snmp enginelD

show snmp enginelD

Any

VvDC
VDC

4.0(1)

SNMP ID

switch(config)# show snmp engineID
Local SNMP engineID: [Hex] 80000009030005300A0BOC
[Dec] 128:000:000:009:003:000:005:048:010:011:012

snmp-server user SNMP

X

4.0
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| show

show snmp group

Simple Network Management Protocol SNMP;
show snmp group

show snmp group

Any

VvDC
VDC

show snmp group W

4.0(1)

Cisco NX-OS System Management
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show |

W show snmp group

SNMP

switch(config)# show snmp group

role: network-admin
description: Predefined network admin role has access to all commands
on the switch

1 permit read-write

role: network-operator
description: Predefined network operator role has access to all read
commands on the switch

1 permit read

role: vdc-admin
description: Predefined vdc admin role has access to all commands within
a VDC instance

1 permit read-write

role: vdc-operator
description: Predefined vdc operator role has access to all read commands
within a VDC instance

Rule Perm Type Scope Entity
1 permit read
role name SNMP

Cisco NX-OS System Management Rel 4.0
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| show

show snmp host W

show snmp host

Simple Network Management Protocol SNMP;
show snmp host

show snmp host

Any

VvDC
VDC

4.0(1)

SNMP

switch(config)# show snmp host

Host Port Version Level Type SecName
192.0.2.1 33 vl noauth trap Comm2
192.0.2.2 162 v3 auth trap comm3

Use VRF: Blue

192.0.2.10 162 v3 auth trap testCommunity

Filter VRF: Red

snmp-server host SNMP

Cisco NX-OS System Management Rel
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show |

MW show snmp trap

show snmp trap

Simple Network Management Protocol SNMP;
show snmp trap

show snmp trap

Any

VvDC
VDC

4.0(1)

SNMP
switch(config)# show snmp trap
Trap type Enabled
aaa server state-change No
callhome No
entity fru Yes
license Yes
snmp authentication No
vrrp No
link No
bridge topologychange No
bridge newroot No
stpx inconsistency No
stpx loop-inconsistency No
stpx root-inconsistency No
snmp-server trap enable SNMP

Cisco NX-OS System Management Rel 4.0
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| show

show snmp user

Simple Network Management Protocol SNMP;
show snmp user

show snmp user [username [enginelD id]]

show snmp user Wl

username 32

enginelD id SNMP ID
11 10

Any

vDC
vDC

4.0(1)

SNMP

switch(config)# show snmp user

SNMP USERS

User Auth Priv(enforce) Groups

foo md5 aes-128(no) network-operator
vdc-admin
network-admin

User3 md5 no network-operator

admin md5 des (no) network-admin

userl md5 des (no) vdc-admin

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

User Auth Priv

foo md5 no
(EngineID 11:22:33:44:55)

snmp-server user SNMP

Cisco NX-OS System Management
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show

M show snmp sessions

show snmp sessions

Simple Network Management Protocol SNMP;
show snmp sessions

show snmp sessions

Any

VvDC
VDC

4.0(1)

SNMP

switch(config)# show snmp sessions

snmp-server user SNMP

Cisco NX-OS System Management Rel 4.0
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| show

show sprom

show sprom W

PROM SPROM show sprom

show sprom {all | backplane bp-number | clock clock-number | cmp | fan fan-number | module slot |
powersupply ps-number | stby-sup | sup | xbar xbar-number}

all

SPROM

backplane bp-number

SPROM

clock clock-number

SPROM

cmp

Connectivity Management Processor CMP;
SPROM

fan fan-number

SPROM

module slot

/0 SPROM

powersupply ps-number

SPROM

stby-sup

SPROM

sup

SPROM

xbar xbar-number

SPROM

VDC

VDC

4.0(1)

SPROM Part Number

[ oL-15810-03-J
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show |

Ml show sprom

switch# show sprom all

DISPLAY active supervisor sprom contents:

Common block:
Block Signature
Block Version
Block Length
Block Checksum
EEPROM Size
Block Count
FRU Major Type
FRU Minor Type
OEM String
Product Number
Serial Number
Part Number
Part Revision
Mfg Deviation
H/W Version
Mfg Bits
Engineer Use
snmpOID
Power Consump
RMA Code
CLEI Code
VID

Oxabab

3

160

0x158a
65535

3

0x6004

0x5

Cisco Systems, Inc
N7K-SUP1
JAB10380101
73-10877-03
09

0

0.311

0

0
0.0.0.0.0.0.0.0
-247
0-0-0-0

TBD

TBD

SPROM

switch# show sprom backplane 1
DISPLAY backplane sprom contents:

Common block:
Block Signature
Block Version
Block Length
Block Checksum
EEPROM Size
Block Count
FRU Major Type
FRU Minor Type
OEM String
Product Number
Serial Number
Part Number
Part Revision
Mfg Deviation
H/W Version
Mfg Bits
Engineer Use
snmpOID
Power Consump
RMA Code
CLEI Code
VID

Oxabab

3

160

0x1l47e
65535

5

0x6001

0x0

Cisco Systems, Inc.
N7K-C7010
TBM11256507
73-10900-04
03

0.403

0

0
0.0.0.0.0.0.0.0
-247

0-0-0-0

Chassis specific block:

Block Signature
Block Version
Block Length
Block Checksum
Feature Bits

HW Changes Bits
Stackmib OID
MAC Addresses
Number of MACs
OEM Enterprise
OEM MIB Offset

0x6001
3

39
0x3bf
0x0
0x0

0
00-18-ba-d8-3f-bc
128

9

5

X

4.0

SPROM
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| show

MAX Connector Power:
WWN software-module specific block:
0x6005

Block Signature

Block Version

Block Length

Block Checksum
bits:

wwi usage

00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

1
0

1

0x66

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

License software-module specific block:
0x6006

Block Signature

Block Version

Block Length

Block Checksum
lic usage bits:
00 00 00 00 00 00
Serial number specific block:
0x6007

00 00
Second
Block
Block
Block
Block

Signature

Version

Length

Checksum

Serial Number

1
16

0x77

1
28

0x302
TBM11256507

show sprom W
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show |

M show system cores

show system cores

show system cores

show system cores

VDC

VvDC

4.0(0)

system cores

switch# show system cores
Cores are transferred to slotO:

system cores

X

4.0

Cisco NX-OS System Management R
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| show

show system error-id W

show system error-id

show system error-id

show system error-id {error-number | list}

error-id 0x0  Oxffffffff
list

VvDC

VDC

4.0(1)

switch# show system error-id 0x1l

Error Facility: (null)
Error Description: not enough memory

switch# show system error-id list

Common errors:

0x00000000 (SYSERR_SUCCESS): "success".

0x00000001 (SYSERR_NOMEM) : "not enough memory".

0x00000002 (SYSERR_PSS_ERROR): "error while accessing PSS".

0x00000003 (SYSERR_CMI_NO_RESPOSE_PAYLOAD): "no cmi response payload".
0x00000004 (SYSERR_CMI_NULL_RECEIVE_BUF): "null cmi receive buffer".
0x00000005 (SYSERR_MGMT_ERROR) : "unknown error".

0x00000006 (SYSERR_MGMT_NO_ENTRY): "entry not present".

0x00000007 (SYSERR_MGMT_NO_OBJECT) : "object not present".

Cisco NX-OS System Management Rel 4.0
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show |

Bl show system memory-status

show system memory-status

show system memory-status

show system memory-status

VDC

VvDC

4.0(0)

switch# show system memory-status
MemStatus: OK

s

4.0
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| show

show system reset-reason

show system reset-reason [module slot | xbar xbar-number]

show system reset-reason W

show system reset-reason

module slot 1/0

xbar xbar-number

4.0(1)

Virtual Device Context VDC;

switch# show system reset-reason

————— reset reason for Supervisor-module 6 (from Supervisor in slot 6) ---

1) At 11151 usecs after Fri May 30 14:40:50 2008
Reason: Reset Requested by CLI command reload
Service:

Version: 4.0(2)

2) At 171083 usecs after Wed May 28 11:40:49 2008
Reason: Reset Requested by CLI command reload
Service:

Version: 4.0(2)

————— reset reason for Supervisor-module 5 (from Supervisor in slot 6) ---

1) No time
Reason: Unknown
Service:
Version:

2) No time
Reason: Unknown
Service:
Version:

clear system reset-reason

Cisco NX-OS System Management
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show |

M show system uptime

show system uptime

show system uptime

show system uptime

VDC

VDC

4.0(1)

switch# show system uptime

System start time: Fri May 30 14:46:25 2008

System uptime: 16 days, 23 hours, 9 minutes, 22 seconds

Kernel uptime: 16 days, 23 hours, 13 minutes, 29 seconds
Active supervisor uptime: 16 days, 23 hours, 9 minutes, 22 seconds

X

Cisco NX-OS System Management 4.0
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| show

show tech-support ascii-cfg ||

show tech-support ascii-cfg

show tech-support ascii-cfg

show tech-support ascii-cfg

Any

VDC

4.0(0)

switch# show tech-support ascii-cfg
“show checkpoint summary’

stable admin Tue May 27 13:19:24 2008
‘show checkpoint’

Name: stable

version 4.0(2)

power redundancy-mode combined force
license grace-period

feature vrrp

feature tacacs+

feature ospf

feature pim

feature pimé6

feature msdp

feature eigrp

feature rip

feature isis

feature pbr

show checkpoint

Cisco NX-OS System Management Rel 4.0
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show |

M show tech-support session-mgr

show tech-support session-mgr

show tech-support session-mgr

Any

VDC

4.0(1)

show
tech-support session-mgr

show tech-support session-mgr

switch# show tech-support session-mgr > bootflash:output

show configuration session

s

4.0
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| show

show tech-support snmp

Simple Network Management Protocol SNMP;
show tech-support snmp

show tech-support snmp

Any

VvDC
VDC

show tech-support snmp W

4.0(1)

SNMP
SNMP
SNMP

show tech-support snmp

switch# show tech-support snmp > bootflash:output

show tech-support snmp

snmp-server community SNMP

Cisco NX-OS System Management
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show |

Wl show xml server status

show xml server status

XML

show xml server status

VDC
VDC

show xml server status

4.0(1)

XML

switch(config)# show xml server status
operational status is enabled

maximum session configured is 8
switch(config) #

X

4.0

Il Cisco NX-OS System Management
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\Y Cisco NX-0OS

verify

verify

verify [verbose]

verbose

VvDC

4.0(1)

switch# configure session myACLs
switch(config-s)# verify
switch(config-s)#

commit
abort

Cisco NX-OS System Management
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Ml version9

version 9

export version 9
version 9

version 9 {option option-type | template data} timeout seconds

no version 9 {option option-type | template data} timeout [seconds]

exit

no
option option-type version 9

e exporter-stats —
¢ interface-table —

e sampler-table —

template data

vDC

4.0(0)

NetFlow

1
1
switch(config-flow-exporter) #
version 9
version 9
switch(config-flow-exporter-version-9)#
no seconds

X

4.0

Cisco NX-OS System Management R
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switch(config)# flow exporter flow-export-test
switch(config-flow-exporter)# version 9
switch(config-flow-exporter-version-9)#

version 9

switch(config)# flow exporter flow-export-test
switch(config-flow-exporter)# version 9
switch(config-flow-exporter-version-9)# exporter-stats

version 9

switch(config)# flow exporter flow-export-test
switch(config-flow-exporter)# version 9
switch(config-flow-exporter-version-9)# interface-table

version 9

switch(config)# flow exporter flow-export-test
switch(config-flow-exporter)# version 9
switch(config-flow-exporter-version-9)# sampler-table

switch(config)# flow exporter flow-export-test
switch(config-flow-exporter)# version 9
switch(config-flow-exporter-version-9)# timeout 32

switch(config)# flow exporter flow-export-test
switch(config-flow-exporter)# version 9
switch(config-flow-exporter-version-9)# template data

version9 W

flow exporter

flow monitor

flow record

sampler

Cisco NX-OS System Management
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Ml version9

s

4.0
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X Cisco NX-0OS

xml server max-session

xml server max-session

XML
no
xml server max-session max-sessions
no xml server max-session max-sessions
max-sessions XML 1 38
8
XML 8
config
VDC
4.0(1)
XML

switch(config)# xml server max-session 4

XML

switch(config)# no xml server max-session 4

Cisco NX-OS System Management Release 4.0
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W xml server timeout

show xml server status XML

xml server timeout

XML xml server timeout
no

xml server timeout timeout [session_id]

no xml server timeout timeout [session_id]

timeout 0 1200 1200
session_id XML 0 2147483647
1200
config

vDC

4.0(2)

XML

XML

switch(config)# xml server timeout 800

switch(config)# no xml server timeout 800

Cisco NX-OS System Management Rel 4.0
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xml server validate

XML xml server validate
no

xml server validate {all | session_id}

no xml server validate {all | session_id}

xml server validate W

XML

all

session_id 0 2147483647

vDC
VDC

4.0(1)

XML

XML

switch(config)# xml server validate all

XML

switch(config)# no xml server validate all

Cisco NX-OS System Management
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Bl xml server terminate session

xml server terminate session

XML xml server terminate session

xml server terminate session session_id

session_id 0 2147483647

vDC
VDC

4.0(1)

XML

switch(config)# xml server terminate session 3

show xml server status XML

s
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11

11
aaa AAA
acllog ACL
aclmgr ACL
adjmgr
all
arbiter
arp ARP
ascii-cfg ASCII
auth
authpriv
bgp BGP
bootvar Bootvar
callhome Call home
capability MIG
cdp CDP
clis CLIS
cmpproxy CMP
copp CoPP
core
cron cron at
cts CTS
daemon
device_test GOLD
dhcp DHCP
diagclient GOLD
diagmgr GOLD
dotl1x 802.1X

Cisco NX-OS System Management Release 4.0
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11

eigrp EIGRP

eltm ELTM

eou EOU

ethdstats Delta

ethpm Ethernet PM
evmc EVMC

evms EVMS
feature-mgr Feature

flow NetFlow
fs-daemon FS

ftp

glbp GLBP

hsrp HSRP
hsrp_engine HSRP

im IM

interface-vlan VLAN SVI
ip igmp IGMP

ip msdp MSDP

ip pim IPv4 PIM

ipconf IP

ipfib IP FIB

ipgos IP QoS

ipv6 icmp IPv6 ICMP

ipv6 pim IPv6 PIM

isis IS-IS

kernel (O8]

keystore Keystore

12fm L2 FM

13vm L3VM

lacp LACP

license

local0 Local use daemon
locall Local use daemon
local2 Local use daemon
local3 Local use daemon
local4 Local use daemon
local5 Local use daemon
local6 Local use daemon
local7 Local use daemon
Ipr

mail

s

4.0
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11
mfdm MFDM
module
monitor Ethernet SPAN
mvsh MVSH
netstack IP/IPV6
news USENET
nfm NFM
ntp NTP
ospf OSPF
ospfv3 OSPF
pfstat PFSTAT
pixm PIXM
pixmc PIXMC
platform Platform
pltfm_config PLTFM
plugin
port-channel
port-security
port_client
port_Ib
private-vlan VLAN
gengine Q
radius RADIUS
res_mgr
rip RIP
routing ipv6 multicast IPV6
routing multicast IPv4
rpm RPM
sal SAL
scheduler
security
session-mgr
smm
snmpd SNMP
spanning-tree STP
Stp STP
syslog Syslog
sysmgr
tacacs+ TACACS+
track
tunnel

Cisco NX-OS System Management
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11
ubrib U6RIB
udld uDLD
ufdm UFDM
urib URIB
user
uucp UNIX
vdc_mgr VDC
vlan_mgr VLAN
vmm VMM
vrrp_cfg VRRP
virp_eng VRRP
vshd VSHD
xbar
xbar_client
xbar_driver
xml server XML

s

4.0
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INDEX

A collect interface 38
collect routing 40
abort 1 collect timestamp sys-uptime 43
action cli 2 collect transport tcp flags 45
action counter 3 commit 47
action event-default configure session 48
action exceptionlog 5
action forceshut 6
action overbudgetshut 7 D
action policy-default 8 . .
. diagnostic bootup level 50
action reload 9 ) )
. diagnostic clear result module 51
action snmp-trap 10 . . . .
. diagnostic ondemand action-on-failure 52
action syslog 11 . . . .
diagnostic ondemand iteration 53
diagnostic start 54
B diagnostic stop 55
diagnostic test simulation 56
blink 13
E
C
EEM  description 49
check logflash 15 ethanalyzer local read 59
checkpoint 16 event cli 60
clear checkpoint database 17 event counter 61
clear cores 18 event fanabsent 63
clear flow exporter 19 event fanbad 64
clear flow monitor 20 event gold 65
clear logging ip access-list cache 22 event manager applet 67
clear logging logfile 23 event manager clear counter 68
clear logging nvram 24 event manager clear history events 69
clear logging onboard 25 event manager environment 70
clear logging session 27 event manager policy 71
clear ntp session 28 event manager run 72
clear ntp statistics 29 event module-failure 73
clear nvram 30 event oir 75
clear platform flow ip 31 event policy-default 76
clear session state name 32 event snmp 77
clear system reset-reason 33 event storm-control 79
collect counter 34 event temperature 80
collect flow 36 event track 81

sl
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H Index

F

Flexible 260
Flexible NetFlow

260
89
93
111
93
89
85
87
93
89
85
87
127
127
version 9 260
111
IPv4 31
20
38
TCP 45
TIMESTAMP SYS-UPTIME
43
38
33
33
36
40
33
33
93

174
172

183,
184, 188

176
181

93

85

87
87

93
89
85
87
flow exporter 83
flow monitor 85
flow record 87
flow timeout 89

H

hw-module logging onboard 91

ip flow monitor 93

L

logging console 97

logging event 99

logging ip access-list cache 100
logging level 102

logging logfile 104

logging module 105

logging monitor 106

logging server 107

logging source-interface 109
logging timestamp 110

Release 4.0
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match 111

N

NetFlow

version 9

87
ntp peer 115
ntp server 116
ntp source 117

ntp sync-retry 113,114

@)

OBFL
93

25
93

203

P

poweroff module 119

R

rmon alarm 122
rmon event 123
rmon hcalarm 125
rollback running-config checkpoint

S

sample cmd 154, 161

save 129

show checkpoint 149

show conffiguration session 151
show diagnostic bootup level 153
show diagnostic content 154

121

260

Cisco NX-OS System Management F

Index W

show diagnostic description 156
show diagnostic ondemand setting 157
show diagnostic result 158

show diagnostic simulation 159

show diagnostic status 160

show environment 162

show event manager environment 165
show event manager event-types 166
show event manager history events 167
show event manager policy 168
show event manager policy-state 169
show event manager script 170

show event manager system-policy 171
show flow exporter 172

show flow interface 174

show flow monitor 176

show flow record 181

show flow timeout 183

show hardware fabric-utilization 184
show hardware flow aging 185

show hardware flow entry 186

show hardware flow ip 188

show hardware flow sampler 189
show hardware flow utilization 190
show inventory 191

show logging console 193

show logging info 194

show logging ip access-list cache 195
show logging last 196

show logging level ntp 215

show logging level 197

show logging logfile 198

show logging loopback 199

show logging module 200

show logging monitor 201

show logging nvram 202

show logging onboard 203, 210
show logging server 211
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