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clear mac address-table dynamic

2 MAC
address-table dynamic

clear mac

clear mac address-table dynamic [[address mac_addr] [vlan vlan_id] [interface {type slot/port |

port-channel number}]

address mac_addr MAC
XXX XXXXXXXX
vlan vlan_id MAC
1 4094
interface {type slot/port |

port-channel number}]

network-admin

vdc-admin

4.0
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M clear mac address-table dynamic

clear mac address-table dynamic

MAC no
mac address-table static

clear mac address-table dynamic

MAC 2

switch(config)# clear mac address-table dynamic
switch(config) #

2/20 VLAN20 MAC 2

switch(config)# clear mac address-table dynamic vlan 20 interface ethernet 2/20
switch(config)#

show mac address-table  MAC

Cisco NX-OS Layer 2 Switching Release 4.0
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clear spanning-tree counters W

clear spanning-tree counters

Spanning Tree Protocol STP; clear
spanning-tree counters

clear spanning-tree counters [vlan vlan-id] [interface {ethernet {interface-num} | port-channel
{channel-num}}]

vlan vlan-id VLAN 1 4094
interface
ethernet interface-num
port-channel channel-num
network-admin
vdc-admin
4.0
STP VLAN
VLAN5 STP
switch# clear spanning-tree counters vlan 5
show spanning-tree
show spanning-tree mst MST
Cisco NX-OS Layer 2 Switching Rel
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H clear spanning-tree detected-protocol

clear spanning-tree detected-protocol

clear spanning-tree detected-protocol

clear spanning-tree detected-protocol [interface {ethernet {interface-num} | port-channel
{channel-num}}]

interface

ethernet interface-num

port-channel channel-num

network-admin

vdc-admin
4.0
Rapid per VLAN Spanning Tree Plus Rapid PVST+ Multiple Spanning Tree MST,;
IEEE
Rapid PVST+
1 802.1D Bridge
Protocol Data Unit BPDU; MST
BPDU MST BPDU
802.1D Rapid PVST+
802.1D MST
MST
MST clear spanning-tree

detected-protocol

clear spanning-tree detected-protocol

switch# clear spanning-tree detected-protocol interface gigabitethernet5/8

show spanning-tree
show spanning-tree mst MST

Cisco NX-OS Layer 2 Switching Release 4.0
OL-15866-01-J |



| Cisco NX-0S 2

clear vlan counters

VLAN VLAN

clear vlan [id {vlan-id}] counters

clear vlan counters W

clear vlan counters

id VLAN ID

1

4096

vlan-id VLAN

network-admin

vdc-admin

4.0

VLAN ID VLAN

VLAN 50

switch# clear vlan 50 counters

VLAN

show vlan counters VLAN

VLAN

show interface counters VLAN
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M feature private-vian

feature private-vlan

VLAN feature private-vlan

no
feature private-vlan

no feature private-vlan

network-admin

vdc-admin

4.0

VLAN
VLAN
VLAN

no feature private-vlan VLAN
no feature private-vlan

no feature private-vlan

VLAN

switch(config)# feature private-vlan
switch(config)#

VLAN

VLAN

show vlan private-vlan VLAN

Jll_ Cisco NX-OS Layer 2 Switching Release 4.0
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Instance vlan

1 VLAN VLAN Multiple Spanning Tree Instance MSTI; MST

instance vlan
CIST no

instance instance-id vlan vlan-id

no instance instance-id vlan vlan-id

instance vian W

instance-id VLAN 0

4094

vlan-id MSTI VLAN 1

MST VLAN VLAN CIST

mst

network-admin

vdc-admin

4.0

vlans vlan-range

3968 4047 4094 VLAN 1 MST
VLAN
VLAN
VLAN CIST
VLAN  MSTI MST

VLAN  MSTI 4

switch(config)# spanning-tree mst configuration
switch(config-mst)# instance 4 vlan 100-200
switch(config-mst) #

show spanning-tree mst configuration MST
spanning-tree mst configuration MST
Cisco NX-OS Layer 2 Switching Rel
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Bl mac address-table aging-time

mac address-table aging-time

2 mac address-table aging-time
no

mac address-table aging-time seconds [vlan vlan_id]

no mac address-table aging-time [vlan vlan_id]

seconds 2 MAC 120 918000
1800 0

vlan vlan_id VLAN

1800

network-admin

vdc-admin
4.0
0

5

VLAN VLAN
no VLAN
VLAN
VLAN
VLAN VLAN
no VLAN VLAN

300

MAC

Cisco NX-OS Layer 2 Switching Release 4.0
OL-15866-01-J |



| Cisco NX-0S 2

mac address-table aging-time W

MAC 500

switch(config)# mac address-table aging-time 500
switch(config)#

show mac address-table MAC
clear mac address-table aging-time MAC
Cisco NX-OS Layer 2 Switching Rel
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M mac address-table static

mac address-table static

2 MAC mac address-table static
no

mac address-table static mac-address vlan vlan-id {[drop | interface {type slot/port | port-channel
number]}

no mac address-table static {address mac_addr} {vlan vlan_id}

mac-address MAC XXXXK XXX X XXXX
vlan vlan-id MAC VLAN
1 4094
drop VLAN MAC

type slot/port

port-channel number

network-admin

vdc-admin
4.0
MAC mac address-table static mac-address vlan vlan-id drop
VLAN Switched Virtual Interface SVI;
no
MAC

switch(config)# mac address-table static 0050.3e8d4.6400 vlan 3 interface ethernet 2/1
switch(config)#

show mac address-table  MAC

Cisco NX-OS Layer 2 Switching Release 4.0
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media ethernet W

media ethernet

A

DC-0S Ethernet VLAN media ethernet

VLAN media ethernet
no

media ethernet

no media

VLAN

network-admin

vdc-admin

media ethernet 4.0

VLAN 2

switch(config)# vlan 2
switch(config-vlan)# media ethernet
switch(config-mst) #

show vlan VLAN

Cisco NX-OS Layer 2 Switching Rel 4.0
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W nhame VLAN

name VLAN

VLAN name
no

name vlan-name

Nno name

VLAN

vlan-name  VLAN 32

A

VDC

vlan-name VLANXXXX XXXX VLAN ID 4
VLAN
network-admin
vdc-admin
4.0

VDC VDC

VLAN VLAN 1 VLAN
VLAN 2

switch(config)# vlan 2
switch(config-vlan)# name accounting
switch(config-mst) #

show vlan VLAN

Jll_ Cisco NX-OS Layer 2 Switching Release 4.0
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Name

mst

Multiple Spanning Tree MST;

name name

No name name

no

name mst

name

name MST 32

mst

network-admin

vdc-admin

4.0

2 VLAN
MST

name MST

switch(config)# spanning-tree mst configuration
switch(config-mst)# name accounting
switch(config-mst) #

show spanning-tree mst configuration MST

spanning-tree mst configuration MST

Cisco NX-OS Layer 2 Switching
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W private-vian

private-vlan

VLAN private-vlan VLAN
VLAN no
private-vlan {isolated | community | primary}
no private-vlan {isolated | community | primary}

isolated VLAN VLAN

community VLAN VLAN

primary  VLAN VLAN
VLAN

network-admin
vdc-admin

4.0

VLAN feature private-vlan VLAN
VLAN
VLAN
Y
VLAN VLAN VLAN
VLAN  VLAN Switched Virtual Interface SVI;
VLAN VLAN VLAN
no private-vlan VLAN VLAN
VLAN
VLAN
VLAN VLAN
VLAN no vlan VLAN
VLAN VLAN no vlan
VLAN VLAN VLAN
VLAN
VLAN1 VLAN VLAN
Release 4.0
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VLAN  VLAN

2 VLAN
VLAN VLAN
VLAN
VLAN
VLAN
VLAN VLAN
VLAN
VLAN
VLAN VLAN
VLAN VLAN
VLAN

switch(config-vlan)# no private-vlan association
switch(config-vlan)#

private-vian W

VLAN

VLAN

VLAN

show vlan VLAN

show vlan private-vlan [type] VLAN

Cisco NX-OS Layer 2 Switching
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M private-vlan association

private-vlan association

VLAN VLAN VLAN
private-vlan association no
private-vlan association {[add] secondary-vlan-list | remove secondary-vlan-list}
no private-vlan association
add VLAN VLAN
secondary-vlan-list VLAN
remove VLAN VLAN
VLAN
network-admin
vdc-admin
4.0
VLAN feature private-vlan VLAN
VLAN
VLAN
Y
VLAN VLAN VLAN
VLAN  VLAN Switched Virtual Interface SVI;
VLAN VLAN VLAN
no private-vlan VLAN VLAN
VLAN
VLAN
VLAN VLAN
VLAN no vlan VLAN
VLAN VLAN no vlan
VLAN VLAN
VLAN
secondary-vlan-list
1 VLAN ID
VLAN ID secondary-vlan-list VLAN
ID
Release 4.0
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private-vlan association W

VLAN  VLAN
2 VLAN
VLAN VLAN VLAN
VLAN VLAN 1 VLAN
VLAN VLAN VLAN
Cisco DC-OS Layer 2 Switching Configuration Guide
VLAN 14 VLAN 19 VLAN 20 21
VLAN

switch(config)# wvlan 19

switch(config-vlan)# private-vlan isolated
switch(config)# wvlan 20

switch(config-vlan)# private-vlan community
switch(config)# vlan 21

switch(config-vlan)# private-vlan community
switch(config)# vlan 14

switch(config-vlan)# private-vlan primary
switch(config-vlan)# private-vlan association 19-21

VLAN VLAN 18 VLAN 20

switch(config)# vlan 14
switch(config-vlan)# private-vlan association remove 18,20
switch(config-vlan)#

show vlan VLAN
show vlan private-vlan [type] VLAN

| oL-15866-01-J
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M private-vian mapping

private-vlan mapping

VLAN VLAN 3 VLAN
Switching Virtual Interface SVI; VLAN
SVI  private-vlan mapping
VLAN 3VLAN

no

private-vlan mapping {[add] secondary-vlan-list | remove secondary-vlan-list}

no private-vlan mapping

add VLAN VLAN
secondary-vlan-list VLAN VLAN VLANID
remove VLAN VLAN

network-admin

vdc-admin
4.0
VLAN feature private-vlan VLAN
VLAN
VLAN
private-vlan mapping VLAN

secondary-vlan-list

1 VLAN ID
VLAN ID
Y
VLAN Svi VLAN
feature interface-vlan
VLAN Cisco NX-OS Interfaces Configuration Guide
VLAN VLAN  SVI

Cisco NX-OS Layer 2 Switching Release 4.0
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VLAN VLAN
VLAN 1 SVI
VLAN
VLAN private-vlan
2 2 VLAN
VLAN VLAN
VLAN 20 VLAN 18 3VLAN

switch(config)# interface vlan 18
switch(config-if)# private-vlan mapping 20
switch(config-1if)#

VLAN 303 307 309 440

switch# configure terminal

switch(config)# interface vlan 202

switch(config-if)# private-vlan mapping add 303-307,309,440
switch(config-if)# end

VLAN19 SVI VLAN

switch(config)# interface vlan 19
switch(config-if)# no private-vlan mapping

switch (config-if)#

private-vlan mapping W

VLAN  SVI

VLAN

VLAN

private-vlan

VLAN

SVi

show interface private-vlan mapping  VLAN
VLAN

Cisco NX-OS Layer 2 Switching

| oL-15866-01-J



Cisco NX-0S 2 |

M private-vian synchronize

private-vlan synchronize

VLAN VLAN MST
private-vlan synchronize

private-vlan synchronize

mst

network-admin

vdc-admin
4.0
MST VLAN
VLAN MST
VLAN MST VLAN
private-vlan synchronize
VLAN VLAN
VLAN 2 VLAN3 VLAN?2 VLAN
CIST 1 VLAN 2

switch(config)# spanning-tree mst configuration

switch(config-mst)# instance 1 vlan 2

switch(config-mst)# exit

These secondary vlans are not mapped to the same instance as their primary:
-> 3

PVLAN

switch(config-mst)# private-vlan synchronize
switch(config-mst) #

show spanning-tree mst configuration MST

spanning-tree mst configuration MST

Cisco NX-OS Layer 2 Switching Release 4.0
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revision

Multiple Spanning Tree MST;
revision

revision version

no revision version

no

revision W

version MST

0

65535

mst

network-admin

vdc-admin
4.0
2 VLAN
MST
revision MST
MST

switch(config)# spanning-tree mst configuration
switch(config-mst)# revision 5
switch(config-mst) #

show spanning-tree mst  MST

Cisco NX-OS Layer 2 Switching
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Ml show hardware mac address-table

show hardware mac address-table

MAC show hardware mac address-table

show hardware mac address table {module}
[address {mac-address}{[interface {ethernet slot/port | port-channel channel-number}] [vlan vlan-id]]

[dynamic [address {mac-address}] [interface {ethernet slot/port | port-channel channel-number}]
[vlan vlan-id]]

[interface {ethernet slot/port | port-channel channel-number}] [address {mac-address}] [vlan vlan-id]]

[static [address {mac-address}] [interface {ethernet slot/port | port-channel channel-number}] [vlan
vlan-id]]

[vlan {vlan-id} [address mac-address] [interface {ethernet slot/port | port-channel channel-number}]

module

address {mac-address} XXX, XX-XX-XXK-XXK-XX-XXK, XXEXXKXXKEXXKEXXXX,
XXXXXXXXXXXX MAC

ethernet {slot/port |
port-channel number}]

vlan {vlan-id} VLAN
dynamic

static

network-admin

vdc-admin

4.0

e Valid —

e P|—

e BD—

¢ MAC —MAC

* Index — MAC
e Static—

e SW— 3
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show hardware mac address-table W

e  Modified — MAC

e Age byte — MAC MAC

e Tmr sel — VLAN
4

e GM— MAC

e Secure — MAC

e TRAP — MAC MAC

e NTFY —

e RM— MAC

e RMA— MAC

A

RM RMA Nexus 7000

e Capture — CAP1
e Fld— MAC

e Always learn —

MAC VLAN 1 2

switch# show hardware mac address-table 2 vlan 1

Valid| PI| BD | MAC | Index |stat| SW| Modi| Age| Tmr| GM| Sec| TR | NT | RM | RMA | Cap|Fld| Always

| | | | | ic] | fied|Byte| sel]| |ure| AP | FY | | | TURE | | Learn

————— B i e e e e e e s s e e
1 0 1 0100.0cff.fffe 0x00421 1 1 0 152 0 0 0 0 0 0 0 1 0 0

show mac address-table  MAC

| oL-15866-01-J
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M show interface mac-address

show interface mac-address

MAC MAC show interface
mac-address

show interface [type slot/port] mac-address

type slot/port

network-admin

vdc-admin

4.0

MAC
MAC MAC

Cisco NX-OS Layer 2 Switching Release 4.0
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MAC

switch# show interface mac-address

show interface mac-address Wl

mgmt0
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8
Ethernet2/9
Ethernet2/10
Ethernet2/11
Ethernet2/12
Ethernet2/13
Ethernet2/14
Ethernet2/15
Ethernet2/16
Ethernet2/17
Ethernet2/18
Ethernet2/19
Ethernet2/20
Ethernet2/21
Ethernet2/22
Ethernet2/23
Ethernet2/24
Ethernet2/25
Ethernet2/26
Ethernet2/27
Ethernet2/28
Ethernet2/29
Ethernet2/30
Ethernet2/31
Ethernet2/32
Ethernet2/33
Ethernet2/34
Ethernet2/35
Ethernet2/36
Ethernet2/37
Ethernet2/38
Ethernet2/39
Ethernet2/40
Ethernet2/41
Ethernet2/42
Ethernet2/43
Ethernet2/44
Ethernet2/45
Ethernet2/46
Ethernet2/47
Ethernet2/48
port-channel5

port-channel20
port-channel30
port-channel50

show mac address-table

MAC

mac address-table static

MAC

MAC

IGMP

Cisco NX-OS Layer 2 Switching
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l show interface private-vlan mapping

show interface private-vlan mapping

VLAN VLAN
show interface private-vlan mapping

show interface private-vlan mapping

network-admin

vdc-admin

4.0

VLAN VLAN VLAN
VLAN

VLAN

switch# show interface private-vlan mapping

switch(config)# show interface private-vlan mapping
Interface Secondary VLAN Type

v1an200 201 isolated
v1an200 202 community

private-vlan mapping VLAN VLAN
VLAN VLAN

show interface switchport VLAN

show vlan private-vlan VLAN

show vlan VLAN

Cisco NX-OS Layer 2 Switching Release 4.0
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show interface vian Wl

show Interface vian

VLAN show interface vlan

show interface vlan vlan-id [brief | description | private-vlan mapping | status]

vlan-id VLAN 1 4096

brief VLAN

description VLAN

private-vlan mapping VLAN VLAN
status VLAN

network-admin

vdc-admin
4.0
VLAN VLAN
1
VLAN VLAN
VLAN
VLAN private-vlan mapping
VLAN private-vlan mapping
Y
VLAN show interface vlan counters show vlan
counters
VLAN show interface private-vlan

Cisco NX-OS Layer 2 Switching Rel 4.0
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Ml show interface vian

VLAN 1 VLAN

switch# show interface vlan 5
Vlan5 is administratively down, line protocol is down
Hardware is EtherSvI, address is 0000.0000.0000
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive not supported
ARP type: ARPA
Last clearing of "show interface" counters 01:21:55
5 minute input rate 0 bytes/sec, 0 packets/sec
5 minute output rate 0 bytes/sec, 0 packets/sec
L3 Switched:
input: 0 pkts, 0 bytes - output: 0 pkts, 0 bytes
L3 in Switched:
ucast: 0 pkts, 0 bytes - mcast: 0 pkts, 0 bytes
L3 out Switched:
ucast: 0 pkts, 0 bytes - mcast: 0 pkts, 0 bytes

VLAN VLAN

switch# show interface vlan 5 brief

VLAN
switch# show interface vlan 100 description

Vlanl00

VLAN VLAN

switch# show interface vlan 200 private-vlan mapping

Interface Secondary VLAN

VLAN
switch# show interface vlan 5 status

Cisco NX-OS Layer 2 Switching Release 4.0
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show interface vian Wl

show interface switchport VLAN

show interface vlan counters VLAN

show vlan VLAN

show vlan private-vlan VLAN

Cisco NX-OS Layer 2 Switching
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Ml show interface vian counters

show interface vlan counters

VLAN show interface vlan counters

show interface vlan {vlan-id} counters [detailed [all] | snmp]

vlan-id VLAN VLAN 1 4096
detailed

all VLAN

snmp MIB

network-admin

vdc-admin

4.0

VLAN VLAN

VLAN
switch# show interface vlan 9 counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts

Vlan9 0 0 0 .

Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts

Vlan9 0 0 0 --
VLAN

switch# show interface vlan 2 counters detailed

Vlan2

counters:

13_average_input_bits 9947168160
13_average_input_packets 20723267
13_routed_bytes_in 39054410460
13_routed_pkts_in 650906841
13_ucast_bytes_in 39054410460
13_ucast_pkts_in 650906841

Cisco NX-OS Layer 2 Switching Release 4.0
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switch(config)# show interface vlan 9 counters detailed all

V1an9
counters:

o

00 ~J o Ul i W N

WWNNMNNNNDMOMNMNNNMNOMNREERRRRRPR R P
P OWOUTOUdWNRE OWWNoOU S WNRE O WV

switch(config)# show interface vlan 9 counters snmp

VLAN

13_ipv4_ucast_bytes_in =
13_ipv4_ucast_pkts_in =
13_ipv4_mcast_bytes_in =
13_ipv4d_mcast_pkts_in =
13_ipv6_ucast_bytes_in =
13_ipv6_ucast_pkts_in =
13_ipv6_mcast_bytes_in =
13_ipv6_mcast_pkts_in =
13_ipv4_ucast_bytes_out =
13_ipv4_ucast_pkts_out =
13_ipv4d_mcast_bytes_out =
13_ipv4d_mcast_pkts_out =
13_ipv6_ucast_bytes_out =
13_ipv6_ucast_pkts_out =
13_ipv6_mcast_bytes_out =
13_ipv6_mcast_pkts_out =
13_average_input_bytes =
13_average_input_packets =
13_average_output_bytes =
13_average_output_packets =
13_routed_bytes_in =
13_routed_pkts_in =
13_ucast_bytes_in =
13_ucast_pkts_in =
13_mcast_bytes_in =
13_mcast_pkts_in =
13_routed_bytes_out =
13_routed_pkts_out =
13_ucast_bytes_out =
13_ucast_pkts_out =
13_mcast_bytes_out =
13_mcast_pkts_out =

O O O O O O O O O OO O OO OO OO0 OO0 OO0 0O oo oo oo

VLAN MIB

show interface vian counters

OutOctets OutUcastPkts OutMcastPkts

OutBcastPkts

Vlan9

Ethernet2/28
Ethernet2/29
Ethernet2/30

0000.0000.0000 0019.076c.4dc?7
0000.0000.0000 0019.076c.4dc8
0000.0000.0000 0019.076c.4dc9

clear counters

Cisco NX-OS Layer 2 Switching

| oL-15866-01-J



Cisco NX-OS 2

M show mac address-table

show mac address-table

MAC show mac address-table

show mac address-table [num] [dynamic | static] [address mac-address | interface {type slot/port |
port-channel number} | vlan vian-id]

num MAC

N

dynamic MAC
static MAC
address mac-address MAC MAC

interface {type slot/port |
port-channel number}]

vlan vlan-id VLAN 1
4094

network-admin

vdc-admin

4.0

MAC

show mac address-table
num num

Cisco NX-OS Layer 2 Switching Release 4.0
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show mac address-table H

startup-config MAC
Virtual Device Context VDC; MAC
vVDC MAC show vdc
NTFY
2 MAC
switch# show mac address-table
Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC
age - seconds since last seen
VLAN MAC Address Type age Secure NTFY Ports
————————— B el e
G - 0018.bad8.3fbd static - False False sup-ethl(R)
* 3 1234 .dd56.ee89 static - False False Eth2/1
NTFY
2 MAC

switch# show mac address-table 2

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC

age - seconds since last seen

VLAN MAC Address Type age Secure NTFY Ports
————————— B et S e T e
G - 0018.bad8.3fbd static - False False sup-ethl(R)
* 3 1234.dd56.ee89 static - False False Eth2/1
3 0000.23bd.4fda dynamic 70 False False Ethl/1
MAC 2 MAC

switch# show mac address-table address 0018.bad8.3fbd

Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC
age - seconds since last seen
VLAN MAC Address Type age Secure NTFY Ports
————————— B et S e T e
G - 0018.bad8.3fbd static - False False sup-ethl(R)

| oL-15866-01-J
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M show mac address-table

2 MAC

switch# show mac address-table dynamic

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC

age - seconds since last seen

VLAN MAC Address Type age Secure NTFY Ports
————————— Bt e et s S e A
* 3 0010. fcbc.3fbd dynamic 1265 False False Eth2/12
* 3 1234.dd56.ee89 dynamic 850 False False Eth2/1
2 MAC

switch# show mac address-table interface ethernet 2/13

Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC
age - seconds since last seen
VLAN MAC Address Type age Secure NTFY Ports
————————— B i e e it e e it
* 1 1234 .dd56.ee89 dynamic 0 False False Eth2/13
2 MAC
switch# show mac address-table static
Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC
age - seconds since last seen
VLAN MAC Address Type age Secure NTFY Ports
————————— Bt e et s S e A
G - 0018.bad8.3fbd static - False False sup-ethl(R)
* 3 1234.dd56.ee89 static - False False Eth2/1
VLAN 2 MAC
switch# show mac address-table vlan 3
Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC
age - seconds since last seen
VLAN MAC Address Type age Secure NTFY Ports
————————— B i e e it e e it
* 3 1234.dd56.ee89 static - False False Eth2/1

mac address-table static MAC
MAC IGMP

Cisco NX-OS Layer 2 Switching Release 4.0
OL-15866-01-J |



| Cisco NX-0S

show mac address-table aging-time

MAC
aging-time

show mac address-table aging-time [vlan vlan-id]

show mac address-table aging-time W

show mac address-table

vlan vlan-id VLAN

1 4094

network-admin

vdc-admin
4.0
VLAN MAC 120
918000 0 MAC
MAC

switch# show mac address-table aging-time
Vlan Aging Time

1 1800
50 1200
100 1800
mac address-table aging-time 2

Cisco NX-OS Layer 2 Switching
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H show running-config spanning-tree

show running-config spanning-tree

Spanning Tree Protocol STP;
show running-config spanning-tree

show running-config spanning-tree [all]

all STP

network-admin

vdc-admin

4.0

STP

Rapid Per VLAN Spanning Tree Rapid PVST+ Multiple Spanning Tree MST;

MST STP

switch# show running-config spanning-tree
spanning-tree mode mst

Cisco NX-OS Layer 2 Switching Release 4.0
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MST STP

switch# show running-config spanning-tree all

spanning-tree mode mst
no spanning-tree port type edge default
no spanning-tree port type network default
spanning-tree bridge assurance
no spanning-tree loopguard default
spanning-tree mst simulate pvst global
no snmp-server enable traps bridge topologychange
no snmp-server enable traps bridge newroot
no snmp-server enable traps stpx inconsistency
no snmp-server enable traps stpx loop-inconsistency
no snmp-server enable traps stpx root-inconsistency
spanning-tree mst hello-time 2
spanning-tree mst forward-time 15
spanning-tree mst max-age 20
spanning-tree mst max-hops 20
spanning-tree mst 0 priority 32768
spanning-tree mst configuration
name
revision 0
instance 0 vlan 1-4094
configure interface Ethernet8/1
spanning-tree port-priority 128

show running-config spanning-tree Wl

show spanning-tree STP

Cisco NX-OS Layer 2 Switching
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M show running-config vian

show running-config vlan

VLAN show running-config vlan

show running-config vlan {vlan-id}

vlan-id VLAN VLAN 1 4096

network-admin

vdc-admin

4.0

VLAN VLAN

VLANS0

switch(config)# show running-config vlan 50

version 4.0(1)
vlan 50

show vlan VLAN

Release 4.0
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show spanning-tree

show spanning-tree W

Spanning Tree Protocol STP; show
spanning-tree
show spanning-tree [blockedports | inconsistentports | pathcost method]
blockedports STP
inconsistentports STP
pathcost method long short
Y
Rapid Per VLAN Spanning Tree Rapid PVST+ Multiple

Spanning Tree MST;

— Rapid PVST+ short

— MST long
network-admin
vdc-admin
4.0
STP STP STP

STP
A
Rapid PVST+  MST

| oL-15866-01-J
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M show spanning-tree

Rapid PVST+ STP

switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol rstp
Root ID Priority 4097
Address 0004.9b78.0800
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 4097 (priority 4096 sys-id-ext 1)
Address 0004.9b78.0800
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
Eth2/1 Altn BKN 4 128.257 Network, P2p
Eth2/2 Desg FWD 4 128.270 P2p
MST STP

switch# show spanning-tree

MST0000
Spanning tree enabled protocol mstp
Root ID Priority 32768
Address 0018.bad8.£fcl50
Cost 0
Port 258 (Ethernet 2/2)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0018.bad8.239d
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
Eth2/1 Altn BKN 20000 128.257 Network, P2p BA_Inc.
Eth2/2 Root FWD 20000 128.258 Edge, P2p
Eth3/48 Desg FWD 20000 128.43228 P2p

switch(config)# show spanning-tree blockedports

Name Blocked Interfaces List
VLANOOO1 Eth8/2
VLAN0O002 Eth8/2
VLAN0O0O03 Eth8/2
VLANQ0O0O4 Eth8/2
VLANO0OO5 Eth8/2
VLAN0O0OO06 Eth8/2
VLANQOOO7 Eth8/2
VLANO0O0O08 Eth8/2
VLANO0O009 Eth8/2
VLANQ0O10 Eth8/2

Cisco NX-OS Layer 2 Switching Release 4.0
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show spanning-tree W

STP

switch# show spanning-tree inconsistentports

Name Interface Inconsistency

MST0000 Eth8/1 Bridge Assurance Inconsistent

MST0000 Eth8/2 Bridge Assurance Inconsistent
Rapid PVST+

switch(config)# show spanning-tree pathcost method

Spanning tree default pathcost method used is short

MST

switch(config)# show spanning-tree pathcost method

Spanning tree default pathcost method used is short (Operational value is long)

1
1 show spanning-tree

Role STP
e Desg
e Root
e Altn
e Back

Sts STP
e BLK
e DIS
e LRN
e FWD

Type
e P2p/Shr —
e Edge — STP default

BPDU
e Network — STP default
e *ROOT_Inc *LOOP_Inc *PVID_Inc *BA_Inc *TYPE_Inc —
BKN*
PVID

Cisco NX-OS Layer 2 Switching Rel 4.0
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M show spanning-tree

show spanning-tree mst MST STP
show spanning-tree active STP
show spanning-tree bridge ID
show spanning-tree brief STP
show spanning-tree detail STP
show spanning-tree interface ~ STP
show spanning-tree root STP
show spanning-tree summary STP
show spanning-tree vlan VLAN STP
Release 4.0
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show spanning-tree active W

show spanning-tree active

STP Spanning Tree Protocol STP;
show spanning-tree active

show spanning-tree active [brief | detail]

brief STP
detail STP

network-admin

vdc-admin

4.0

STP STP

switch# show spanning-tree active

MST0000
Spanning tree enabled protocol mstp
Root ID Priority 32768
Address 0018.bad7.£fcl5
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0018 .bad7.£fcl5
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
Eth8/1 Desg FWD 20000 128.1025 P2p
Eth8/2 Desg FWD 20000 128.1026 P2p

Cisco NX-OS Layer 2 Switching Rel 4.0
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l show spanning-tree active

show spanning-tree mst MST STP
show spanning-tree STP
show spanning-tree bridge ID
show spanning-tree brief STP
show spanning-tree detail STP
show spanning-tree interface  STP
show spanning-tree root STP
show spanning-tree summary STP
show spanning-tree vlan VLAN STP
Release 4.0
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show spanning-tree bridge

Spanning Tree Protocol STP;
show spanning-tree bridge

show spanning-tree bridge WM

show spanning-tree bridge [address | brief | detail | forward-time | hello-time | id | max-age | priority

[system-id] | protocol]

address STP MAC
brief STP
detail STP
forward-time STP
hello-time STP
id STP ID
max-age STP
priority
system-id ID
protocol Rapid Per VLAN Spanning Tree Rapid PVST+ Multiple
Spanning Tree MST; STP
network-admin
vdc-admin
4.0
STP
switch(config)# show spanning-tree bridge
Hello Max Fwd
MST Instance Bridge ID Time Age Dly Protocol
MST0000 32768 (32768,0) 0018.bad7.fcl5 2 20 15 mstp

Cisco NX-OS Layer 2 Switching
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M show spanning-tree bridge

show spanning-tree mst MST STP

show spanning-tree STP

show spanning-tree active STP

show spanning-tree brief STP

show spanning-tree detail STP

show spanning-tree interface  STP

show spanning-tree root STP

show spanning-tree summary STP

show spanning-tree vlan VLAN STP
Release 4.0
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show spanning-tree brief Wl

show spanning-tree brief

Spanning Tree Protocol STP;
show spanning-tree brief

show spanning-tree brief [active]

active STP

network-admin

vdc-admin

4.0

STP

switch(config)# show spanning-tree brief

MST0000
Spanning tree enabled protocol mstp
Root ID Priority 32768
Address 0018.bad7.£fcl5
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0018.bad7.£fcl5
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
Eth8/1 Desg FWD 20000 128.1025 P2p
Eth8/2 Desg FWD 20000 128.1026 P2p
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W show spanning-tree brief

show spanning-tree mst MST STP
show spanning-tree STP
show spanning-tree active STP
show spanning-tree bridge ID
show spanning-tree detail STP
show spanning-tree interface ~ STP
show spanning-tree root STP
show spanning-tree summary STP
show spanning-tree vlan VLAN STP
Release 4.0
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show spanning-tree detalil

Spanning Tree Protocol STP;
show spanning-tree detail

show spanning-tree detail [active]

show spanning-tree detail Hl

active STP

network-admin

vdc-admin

4.0

sl
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M show spanning-tree detail

STP

switch(config)# show spanning-tree detail

MST0000 is executing the mstp compatible Spanning Tree protocol
Bridge Identifier has priority 32768, sysid 0, address 0018.bad7.fcl5
Configured hello time 2, max age 20, forward delay 15
We are the root of the spanning tree
Topology change flag not set, detected flag not set
Number of topology changes 3 last change occurred 0:19:16 ago
from Ethernet8/1
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15
Timers: hello 0, topology change 0, notification 0

Port 1025 (Ethernet8/1) of MST0000 is designated forwarding
Port path cost 20000, Port priority 128, Port Identifier 128.1025
Designated root has priority 32768, address 0018.bad7.fcl5
Designated bridge has priority 32768, address 0018.bad7.fcl5
Designated port id is 128.1025, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1
Link type is point-to-point by default, Internal
PVST Simulation is enabled by default
BPDU: sent 581, received 3

Port 1026 (Ethernet8/2) of MST0000 is designated forwarding
Port path cost 20000, Port priority 128, Port Identifier 128.1026
Designated root has priority 32768, address 0018.bad7.fcl5
Designated bridge has priority 32768, address 0018.bad7.fcl5
Designated port id is 128.1026, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1
Link type is point-to-point by default, Internal
PVST Simulation is enabled by default
BPDU: sent 582, received 2

show spanning-tree mst MST STP

show spanning-tree STP

show spanning-tree active STP

show spanning-tree bridge ID
show spanning-tree brief STP

show spanning-tree interface  STP

show spanning-tree root STP

show spanning-tree summary STP
show spanning-tree vlan VLAN STP

Cisco NX-OS Layer 2 Switching Release 4.0
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show spanning-tree interface

Spanning Tree Protocol STP;

show spanning-tree interface Wl

show spanning-tree interface

show spanning-tree interface {ethernet {slot/port} | port-channel {channel-number}} [active [brief |
detail] | brief [active] | cost | detail [active] | edge | inconsistency | priority | rootcost | state]

ethernet {slot/port}

|port-channel {channel-number}

active

STP

brief

STP

detail

STP

cost

STP

edge

STP

inconsistency

STP

priority

STP

rootcost

Sts

STP

e BLK
e DIS

* LRN
e FWD

network-admin

vdc-admin

4.0

Cisco NX-OS Layer 2 Switching
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M show spanning-tree interface

STP STP STP
STP
STP
MST PVST
N
MST show spanning-tree
mst

Rapid PVST+

switch(config)# show spanning-tree interface

Vlan Role Sts Cost Prio.Nbr
VLANOOOL1 Altn BLK 20000 128.1025
VLANO0O002 Desg FWD 20000 128.1025

MST

switch(config)# show spanning-tree interface

Mst Instance Role Sts Cost Prio.Nbr
MSTO0000 Desg FWD 20000 128.1281
Rapid PVST+

switch(config)# show spanning-tree interface

Port 1025 (Ethernet8/1)
Port path cost 20000,
Designated root has priority 28672,
Designated bridge has priority 28672,
Designated port id is 128.1281,
Timers: message age 15, forward delay O,
Number of transitions to forwarding state:
Link type is point-to-point by default
The port type is network by default.

BPDU: sent 4657, received 188

Port priority 128,

Port 1025 (Ethernet8/1)
Port path cost 20000,
Designated root has priority 32770,
Designated bridge has priority 32770,
Designated port id is 128.1025,
Timers: message age 0, forward delay O,
Number of transitions to forwarding state:
Link type is point-to-point by default
The port type is network by default.

BPDU: sent 4838, received 0

Port priority 128,

Release 4.0

STP

ethernet 8/2

STP

ethernet 2/50

STP

ethernet 8/1 detail

of VLANOOOl is alternate blocking

Port Identifier 128.1025
address 0018.bad8.239d
address 0018.bad8.239d
designated path cost 0

hold 0

1

of VLANO00O2 is designated forwarding

Port Identifier 128.1025
address 0018.bad7.fclb5
address 0018.bad7.fcl5
designated path cost 0

hold 0

1
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MST

show spanning-tree interface Wl

STP

switch(config)# show spanning-tree interface ethernet 10/1 detail

Port 1281 (Ethernetl0/1)
Port path cost 20000,
Designated root has p
Designated bridge has
Designated port id is
Timers: message age 0
Number of transitions
Link type is point-to
PVST Simulation is en

of MST0000 is designated forwarding

Port priority 128, Port Identifier 128.1281
riority 28672, address 0018.bad8.239d
priority 28672, address 0018.bad8.239d
128.1281, designated path cost 0

, forward delay 0, hold 0
to forwarding state: 1

-point by default, Internal

abled by default

BPDU: sent 290, received 0

show spanning-tree mst MST STP

show spanning-tree STP

show spanning-tree active STP

show spanning-tree bridge ID
show spanning-tree brief STP

show spanning-tree detail STP

show spanning-tree root STP

show spanning-tree summary STP

show spanning-tree vlan VLAN STP

Cisco NX-OS Layer 2 Switching
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M show spanning-tree mst

show spanning-tree mst

MST show spanning-tree mst

show spanning-tree mst [instance-id [detail | interface {ethernet {slot/port} | port-channel
{channel-number}} [detail]]] | [configuration [digest]] | [detail] | [interface {ethernet {slot/port}
| port-channel {channel-number}} [detail]]

instance-id MST
detail MST

ethernet [slot/port] |port-channel
[channel-number]

configuration MST VLAN
VLAN
digest MD5

network-admin

vdc-admin
4.0
Spanning Tree Protocol STP; Multiple
Spanning Tree MST; STP Rapid Per VLAN Spanning Tree
Rapid PVST+

ERROR: Switch is not in mst mode

Cisco NX-OS Layer 2 Switching Release 4.0
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VLAN MST

switch# show spanning-tree mst

##### MSTO vlans mapped: 1-4094

Bridge address 0018.bad7.fcl5 priority 32768
Root this switch for the CIST
Regional Root this switch
Operational hello time 2 , forward delay 15, max age
Configured hello time 2 , forward delay 15, max age 20,
Interface Role Sts Cost Prio.Nbr Type
Eth8/1 Desg FWD 20000 128.1025 P2p
Eth8/2 Desg FWD 20000 128.1026 P2p

MST STP

switch)# show spanning-tree mst 0

##### MSTO vlans mapped: 1-4094

Bridge address 0018.bad7.fcl5 priority 32768
Root this switch for the CIST
Regional Root this switch
Operational hello time 2 , forward delay 15, max age
Configured hello time 2 , forward delay 15, max age
Interface Role Sts Cost Prio.Nbr Type
Eth8/1 Desg FWD 20000 128.1025 P2p
Eth8/2 Desg FWD 20000 128.1026 P2p

MST STP

switch)# show spanning-tree mst detail

##### MSTO vlans mapped: 1-4094

Bridge address 0018.bad7.fcl5 priority 32768
Root this switch for the CIST

Regional Root this switch

Operational hello time 2 , forward delay 15, max age

show spanning-tree mst Wl

STP

(32768 sysid 0)

20, txholdcount 6

max hops

20

(32768 sysid 0)

20, txholdcount 6

20, max hops

20

Configured hello time 2 , forward delay 15, max age

Eth8/1 of MSTO is designated forwarding
Port info port id 128
Designated root address 0018.bad7
Design. regional root address 0018.bad7
Designated bridge address 0018.bad7

Timers: message expires in 0 sec, forward delay O,

Bpdus sent 1379, received 3

Eth8/2 of MSTO is designated forwarding
Port info port id 128
Designated root address 0018.bad7
Design. regional root address 0018.bad7
Designated bridge address 0018.bad7

Timers: message expires in 0 sec, forward delay O,

Bpdus sent 1380, received 2

.1025
.fcl5
.fcl5
.fcl5

.1026
.fcl5
.fcl5
.fcl5

priority
priority
priority
priority

priority
priority
priority
priority

Cisco NX-OS Layer 2 Switching

(32768 sysid 0)

20, txholdcount 6

20, max hops

128
32768
32768
32768

128
32768
32768
32768

cost
cost
cost

20

20000
0
0

port id 128.1025

cost
cost
cost

forward transitions 1

20000
0
0

port id 128.1026

forward transitions 1
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M show spanning-tree mst

MST STP

switch)# show spanning-tree mst interface ethernet 8/2

Eth8/2 of MSTO is designated forwarding

Port Type: normal (default) port guard : none (default)
Link type: point-to-point (auto) bpdu filter: disable (default)
Boundary : internal bpdu guard : disable (default)

Bpdus sent 1423, received 2

Instance Role Sts Cost Prio.Nbr Vlans mapped
0 Desg FWD 20000 128.1026 1-4094
MST

switch)# show spanning-tree mst configuration

Name : [mst-bldg-s3j6/3]
Revision: 1 Instances Configured: 3
Instance Vlans mapped
0 1
2000 2-2000
4094 2001-4094
MST MD5

switch)# show spanning-tree mst configuration digest

Name [mst-config]
Revision 10 Instances configured 25
Digest 0x40D5ECA178C657835C83BBCB16723192

Pre-std Digest 0x27BF112A75B72781ED928D9EC5BB4251

show spanning-tree STP
show spanning-tree active STP
show spanning-tree bridge ID
show spanning-tree brief STP
show spanning-tree detail STP

show spanning-tree interface ~ STP

show spanning-tree root STP

show spanning-tree summary STP

show spanning-tree vlan VLAN STP

Cisco NX-OS Layer 2 Switching Release 4.0
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show spanning-tree root W

show spanning-tree root

Spanning Tree Protocol STP;
show spanning-tree root

show spanning-tree root [address | brief | cost | detail | forward-time | hello-time | id | max-age | port
| priority [system-id]]

address STP MAC
brief

cost

detail

forward-time STP

hello-time STP

id STP ID

max-age STP

port

priority

system-id ID ID

network-admin

vdc-admin

4.0

switch(config)# show spanning-tree root

MST Instance Root ID Cost Time Age Dly Root Port

MSTO0000 32768 0018.bad7.fcl5 0 2 20 15 This bridge is root

| oL-15866-01-J
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M show spanning-tree root

show spanning-tree mst MST STP
show spanning-tree STP
show spanning-tree active STP
show spanning-tree bridge ID
show spanning-tree brief STP
show spanning-tree detail STP
show spanning-tree interface  STP
show spanning-tree summary STP
show spanning-tree vlan VLAN STP
Release 4.0
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show spanning-tree summary l

show spanning-tree summary

Spanning Tree Protocol STP;
show spanning-tree summary

show spanning-tree summary [totals]

totals STP

network-admin

vdc-admin

4.0

Rapid Per VLAN Spanning Tree Rapid PVST+ Multiple
Spanning Tree MST,;

Rapid PVST+ STP

switch(config)# show spanning-tree summary

Switch is in rapid-pvst mode

Root bridge for: VLAN00O02

Port Type Default is disable
Edge Port [PortFast] BPDU Guard Default is disabled
Edge Port [PortFast] BPDU Filter Default is disabled

Bridge Assurance is enabled

Loopguard Default is disabled

Pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
VLANO0OO1 41 0 0 1 42
VLANO0O002 0 0 0 42 42
2 vlans 41 0 0 43 84

Cisco NX-OS Layer 2 Switching Rel 4.0
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M show spanning-tree summary

MST STP

switch(config)# show spanning-tree summary

Switch is in mst mode (IEEE Standard)

Root bridge for: MST0000

Port Type Default is disable
Edge Port [PortFast] BPDU Guard Default is disabled
Edge Port [PortFast] BPDU Filter Default is disabled

Bridge Assurance is enabled

Loopguard Default is disabled

Pathcost method used is long

PVST Simulation is enabled

Name Blocking Listening Learning Forwarding STP Active
MST0000 0 0 0 2 2
1 mst 0 0 0 2 2
show spanning-tree mst MST STP

show spanning-tree STP

show spanning-tree active STP

show spanning-tree bridge ID
show spanning-tree brief STP

show spanning-tree detail STP

show spanning-tree interface ~ STP

show spanning-tree root STP

show spanning-tree vlan VLAN STP

Cisco NX-OS Layer 2 Switching Release 4.0
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show spanning-tree vian

VLAN

Spanning Tree Protocol

show spanning-tree vlan

show spanning-tree vlan {vlan-id}
[active [brief | detail]

| blockedports

STP;

show spanning-tree vian Wl

| bridge [address] | brief | detail | forward-time | hello-time | id | max-age | priority [system-id] |

protocol}

| brief [active]

| detail

| inconsistentports

| interface {ethernet {slot/port} | port-channel {channel-number}} [active [brief | detail]] | brief
[active] | cost | detail [active] | edge | inconsistency | priority | rootcost | state]]
| root [address | brief | cost | detail | forward-time | hello-time | id | max-age | port | priority

[system-id]]
| summary}

vlan-id VLAN VLAN 1 4096
active STP VLAN

brief VLAN  STP

detail VLAN STP

blockedports VLAN STP
bridge VLAN

address VLAN STP MAC
forward-time VLAN STP

hello-time VLAN STP

id VLAN STP ID

max-age VLAN STP

priority VLAN STP

system-id VLAN ID ID
protocol STP

inconsistentports VLAN STP

ethernet [slot/port] VLAN

|port-channel

[channel-number]

cost VLAN STP

edge VLAN STP
inconsistency VLAN STP
priority VLAN STP

rootcost VLAN

Cisco NX-OS Layer 2 Switching
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show spanning-tree vian

state STP
e BLK
e DIS
e LRN
e FWD
port VLAN
summary VLAN STP

network-admin

vdc-admin

4.0

VLAN 1 STP

switch# show spanning-tree vlan 1

Forward Delay 15 sec

Forward Delay 15 sec

MST0000
Spanning tree enabled protocol mstp
Root ID Priority 32768
Address 0018.bad7.£fcl5
This bridge is the root
Hello Time 2 sec Max Age 20 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0018.bad7.£fclb
Hello Time 2 sec Max Age 20 sec
Interface Role Sts Cost Prio.Nbr Type
Eth8/1 Desg FWD 20000 128.1025 P2p
Eth8/2 Desg FWD 20000 128.1026 P2p

Release 4.0
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show spanning-tree vian Wl

show spanning-tree mst MST STP

show spanning-tree STP

show spanning-tree active STP

show spanning-tree bridge ID
show spanning-tree brief STP

show spanning-tree detail STP

show spanning-tree interface  STP

show spanning-tree root STP

show spanning-tree summary STP

Cisco NX-OS Layer 2 Switching
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H showvian

show vlan

VLAN show vilan

show vlan [all-ports | brief | {name name} | summary]

all-ports VLAN

brief VLAN

VLAN

name name VLAN VLAN

1 32 ASCIH

summary VLAN

network-admin

vdc-admin

4.0

VLAN

1 VLAN

VLAN

VLAN

VLAN VLAN
VLAN

Ports

VLAN

state suspend state active
Status

e suspended — VLAN
e active— VLAN

shutdown VLAN

e act/lshut — VLAN
e sus/Ishut — VLAN

VLAN

e act/ishut — VLAN
e sus/ishut — VLAN

VLAN

Status

Status

Jll_ Cisco NX-OS Layer 2 Switching Release 4.0
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showvian W

VLAN Status act/ishut
sus/ishut VLAN Status
act/Ishut sus/Ishut
VLAN

switch# show vlan

VLAN Name Status Ports

1 default active Eth2/5, Eth2/7, Eth2/8, Eth2/9
Eth2/10, Eth2/15, Eth2/47
Eth2/48

5 VLANO0O0OS active

6 VLANO0OO6 active

7 VLANO0OO7 active

8 test active

9 VLANO0OO09 active

10 VLANO0O10 active

50 VLANO0O050 active Eth2/6

100 trunked active

VLAN Type

1 enet

5 enet

6 enet

7 enet

8 enet

9 enet

10 enet

50 enet

100 enet

Remote SPAN VLANs

Primary Secondary Type Ports

VLAN VLAN

switch# show vlan all-ports

VLAN Name Status Ports

1 default active Po5, Po37, Po50, Eth2/1, Eth2/2

Eth2/3, Eth2/5, Eth2/7, Eth2/8
Eth2/9, Eth2/10, Eth2/15
Eth2/21, Eth2/22, Eth2/23
Eth2/24, Eth2/25, Eth2/26
Eth2/27, Eth2/28, Eth2/46
Eth2/47, Eth2/48

5 VLANO0O0O5 active
6 VLANO0OO6 active
7 VLANOOO7 active
8 test active
9 VLANOOO9 active
10 VLANO0O10 active
50 VLANO0O50 active Eth2/6
100 trunked active
200 VLANO0200 active
201 VLANO0201 active
202 VLANO0202 active
Cisco NX-OS Layer 2 Switching Rel

| oL-15866-01-J



Cisco NX-0S 2 |

H showvian

VLAN

switch# show vlan brief

VLAN Name Status
1 default active
5 VLANO0O0OS active
6 VLAN0O0O06 active
7 VLANO0OO7 active
8 test active
9 VLAN0O009 active
10 VLANO0O10 active
50 VLANO0O50 active
100 trunked active.
VLAN VLAN

switch# show vlan name test

VLAN Name Status
& test active
VLAN Type

& enet

Disabled

Primary Secondary Type Ports

switch# show vlan summary

Number of existing VLANs : 9
Number of existing user VLANs
Number of existing extended VLANs : 0

O

Eth2/5, Eth2/7, Eth2/8, Eth2/9
Eth2/10, Eth2/15, Eth2/47
Eth2/48

Eth2/6

show interface switchport VLAN

show vlan private-vlan VLAN

Release 4.0

Jll_ Cisco NX-OS Layer 2 Switching

OL-15866-01-J |



| Cisco NX-0S 2

show vian counters W

show vlan counters

VLAN VLAN show vlan counters

show vlan [id {vlan-id}] counters

id VLAN ID 1 4096
vlan-id VLAN

network-admin

vdc-admin
4.0
VLAN VLAN
VLAN ID VLAN
[ )
o 2 IPv4d IPv6
VLAN VLAN

switch# show vlan id 1-4,3,7,5-20

Cisco NX-OS Layer 2 Switching Rel 4.0
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Ml show vian counters

VLAN 9

switch(config)# show vlan id 9 counters

Vlan Id

L2
L2
L2
L2
L2
L2
L2
L2
L2
L2
L2
L2
L2
L2
L2
L2
L3
L3
L3
L3
L3
L3
L3
L3
L3
L3
L3
L3

IPv4 Unicast Octets
IPv4 Unicast Packets
IPv4 Multicast Octets
IPv4 Multicast Packets
IPv6 Unicast Octets
IPv6 Unicast Packets
IPv6 Multicast Octets
IPv6 Multicast Packets
Unicast Octets

Unicast Packets
Multicast Octets
Multicast Packets
Broadcast Octets
Broadcast Packets
Unknown Unicast Octets

Unknown Unicast Packets

Routed Octets In
Routed Packets In
Routed Octets Out
Routed Packets Out
Multicast Octets In
Multicast Packets In
Multicast Octets Out
Multicast Packets Out
Unicast Octets In
Unicast Packets In
Unicast Octets Out
Unicast Packets Out

o

O O O O O o o o K

:25600000
:400000
:0

:0
:12800000
:200000
19200000
:300000

o

O O O O O O O O O O O

clear vlan counters

VLAN

VLAN

Release 4.0
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show vlan dot1q tag native W

show vlan dotlq tag native

VLAN show vlan dotlq tag native

show vlan dotlq tag native

network-admin

vdc-admin

4.0

VLAN

switch# show vlan dotlqg tag native

vlan dotlg native tag is disabled

vlan dotlq tag native VLAN  802.1Q

Cisco NX-OS Layer 2 Switching Rel 4.0
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W showvianid

show vlan id

VLAN VLAN show vlan id

show vlan id [counters]

id VLAN VLAN 1 4096
counters VLAN

network-admin

vdc-admin
4.0
VLAN VLAN VLAN
counters VLAN VLAN
[ )
. 2 IPv4 IPv6
~
show vlan name VLAN

Cisco NX-OS Layer 2 Switching Release 4.0
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VLAN 50

switch# show vlan id 50

VLAN Name Status
so  veawooso active
VLAN Type

50 emet

Remote SPAN VLAN

Disabled

Primary Secondary Type Ports

showvianid W

Eth2/6

VLAN 10

switch(config)# show vlan id 10 counters

o

Vlan Id

L2 IPv4 Unicast Octets

L2 IPv4 Unicast Packets
L2 IPv4 Multicast Octets
L2 IPv4 Multicast Packets
L2 IPv6 Unicast Octets

L2 IPv6 Unicast Packets
L2 IPv6 Multicast Octets
L2 IPv6 Multicast Packets
L2 Unicast Octets :25600000
L2 Unicast Packets :400000
L2 Multicast Octets :0

L2 Multicast Packets :0

L2 Broadcast Octets :12800000
L2 Broadcast Packets :200000
L2 Unknown Unicast Octets :19200000
L2 Unknown Unicast Packets :300000
L3 Routed Octets In

L3 Routed Packets In

L3 Routed Octets Out

L3 Routed Packets Out

L3 Multicast Octets In
L3 Multicast Packets In
L3 Multicast Octets Out
L3 Multicast Packets Out
L3 Unicast Octets In

L3 Unicast Packets In

L3 Unicast Octets Out

L3 Unicast Packets Out

O O O O O o o O -

o

O O O O O O O O O O O

clear vlan counters VLAN

VLAN

show vlan VLAN

Cisco NX-OS Layer 2 Switching
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switch(config)# show vlan private-vlan type

Vlan Type

200 primary
201 1isolated
202 community

Cisco NX-0S 2 |
M show vlan private-vian
VLAN show vlan private-vlan
show vlan [id {vlan-id}] private-vlan [type]

vlan-id VLAN VLAN 1 4096
type VLAN
network-admin
vdc-admin
4.0

VLAN
switch(config)# show vlan private-vlan
Primary Secondary Type Ports
200 201 isolated Eth2/26, Eth2/27
200 202 community Eth2/26, Eth2/28

VLAN
switch(config)# show vlan id 202 private-vlan
Primary Secondary Type Ports
200 202 community Eth2/26, Eth2/28
VLAN

Jll_ Cisco NX-OS Layer 2 Switching Release 4.0
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show vlan private-vlan

VLAN

switch(config)# show vlan id 202 private-vlan type

Vlan Type

202 community

show interface switchport VLAN
show interface private-vlan mapping VLAN VLAN
VLAN
VLAN VLAN
show vlan VLAN

| oL-15866-01-J
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W shutdown VLAN

shutdown VLAN

VLAN
VLAN

shutdown

no shutdown

no shutdown

VLAN

network-admin

vdc-admin

shutdown

no

4.0

VLAN 1 VLAN 1006

VLAN

VLAN

VLAN

VLAN

Status

e act/Ishut — VLAN
e act/Ishut — VLAN

4094

VLAN

VLAN

VLAN

VLAN

show vlan

VLAN

Status
1

VLAN
VLAN

no shutdown

state active

Release 4.0
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VLAN

switch(config)# vlan 2
switch(config-vlan)# no shutdown
switch(config-vlan)#

shutdown VLAN

VLAN 2

show vlan VLAN

Cisco NX-OS Layer 2 Switching
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l spanning-tree bpdufilter

spanning-tree bpdufilter

BPDU spanning-tree bpdufilter
no

spanning-tree bpdufilter {enable | disable}

no spanning-tree bpdufilter

enable BPDU
disable BPDU

spanning-tree port type edge bpdufilter default

network-admin

vdc-admin
4.0
spanning-tree bpdufilter enable
BPDU
BPDU STP
spanning-tree bpdufilter enable BPDU
BPDU

spanning-tree port type edge bpdufilter default

BPDU

switch(config-if)# spanning-tree bpdufilter enable
switch(config-1if)#

show spanning-tree summary

Cisco NX-OS Layer 2 Switching Release 4.0
OL-15866-01-J |



| Cisco NX-0S 2

spanning-tree bpduguard ||

spanning-tree bpduguard

BPDU spanning-tree bpduguard
no

spanning-tree bpduguard {enable | disable}

no spanning-tree bpduguard

enable BPDU
disable BPDU

spanning-tree port type edge bpduguard default

network-admin

vdc-admin

4.0

BPDU BPDU BPDU

BPDU
BPDU
spanning-tree port type edge bpduguard default

3
e spanning-tree bpduguard enable — BPDU
e spanning-tree bpduguard disable — BPDU

* no spanning-tree bpduguard —
spanning-tree port type edge bpduguard default
BPDU

Cisco NX-OS Layer 2 Switching Rel 4.0
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M spanning-tree bpduguard

BPDU

switch(config-if)# spanning-tree bpduguard enable
switch(config-if)#

show spanning-tree summary

Cisco NX-OS Layer 2 Switching Release 4.0
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spanning-tree bridge assurance ||

spanning-tree bridge assurance

spanning-tree bridge assurance
no

spanning-tree bridge assurance

no spanning-tree bridge assurance

network-admin

vdc-admin

4.0

spanning-tree port type network spanning-tree port type network default

BPDU

BPDU
BPDU

Cisco NX-OS Layer 2 Switching
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l spanning-tree bridge assurance

switch(config)# spanning-tree bridge assurance
switch(config)#

show spanning-tree summary

Cisco NX-OS Layer 2 Switching Release 4.0
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spanning-tree cost

Spanning Tree Protocol STP;
spanning-tree cost

no

spanning-tree [vlan vlan-id] cost {value | auto}

no spanning-tree [vlan vlan-id] cost

spanning-tree cost W

vlan vlan-id VLAN

1 4094
value

e short— 65536

e long— 200,000,000
auto

2
auto
network-admin
vdc-admin
4.0
STP LAN
2 Rapid PVST+

spanning-tree pathcost method

2
short long
10 Mbps 100 2,000,000
100 Mbps 19 200,000
1 4 20,000
10 2,000
value

Cisco NX-OS Layer 2 Switching
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l spanning-tree cost

VLAN
VLAN

Rapid PVST+ MST
spanning-tree mst cost

VLAN 250

switch(config)# interface ethernet 2/0
switch(config-if)# spanning-tree cost 250
switch(config-if)#

show spanning-tree

Cisco NX-OS Layer 2 Switching Release 4.0
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spanning-tree guard

guard
spanning-tree guard {loop | root | none}

no spanning-tree guard

spanning-tree guard WM

spanning-tree
no

loop

root

none none

network-admin

vdc-admin

4.0

switch(config-if)# spanning-tree guard root
switch(config-1if)#

show spanning-tree summary

Cisco NX-OS Layer 2 Switching
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l spanning-tree link-type

spanning-tree link-type
spanning-tree link-type
no
spanning-tree link-type {auto | point-to-point | shared}

no spanning-tree link-type

auto

point-to-point
shared

auto

network-admin

vdc-admin

4.0

IEEE 802.1w 2

switch(config-if)# spanning-tree link-type shared
switch(config-if)#

show spanning-tree interface

Cisco NX-OS Layer 2 Switching Release 4.0
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spanning-tree loopguard default W

spanning-tree loopguard default

spanning-tree
loopguard default
no

spanning-tree loopguard default

no spanning-tree loopguard default

network-admin

vdc-admin

4.0

spanning-tree guard
loop

switch(config)# spanning-tree loopguard default
switch (config#

show spanning-tree summary

Cisco NX-OS Layer 2 Switching Rel 4.0
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H spanning-tree mode

spanning-tree mode

Spanning Tree Protocol STP;
Plus Rapid PVST+
spanning-tree mode

Multiple Spanning Tree MST;

spanning-tree mode {rapid-pvst | mst}

no spanning-tree mode

Rapid per VLAN Spanning Tree

no

rapid-pvst  STP Rapid PVST+

mst STP MST

Rapid PVST+

network-admin

vdc-admin

4.0

Rapid PVST+ MST 1 VDC
vDC

Rapid PVST+  MST

spanning-tree mode Rapid PVST+

MST

MST

switch(config)# spanning-tree mode mst
switch(config-mst) #

Rapid PVST+

switch(config)# no spanning-tree mode
switch(config)#

show spanning-tree summary

Release 4.0
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spanning-tree mst configuration W

spanning-tree mst configuration

Multiple Spanning Tree MST;
spanning-tree mst configuration
no

spanning-tree mst configuration

no spanning-tree mst configuration

MST
. MST VLAN VLAN  CIST

network-admin

vdc-admin

4.0

MST 3

¢ Instance VLAN mapping — instance vlan
e Region name —name mst

e Configuration revision number — revision

abort exit mst
2
exit mst
abort mst
VLAN VLAN
mst

These secondary vlans are not mapped to the same instance as their primary:
S 3

switchport mode private-vlan host

Cisco NX-OS Layer 2 Switching Rel 4.0
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l spanning-tree mst configuration

mst
mst

MST exit
abort

% MST CFG:Configuration change lost because of concurrent access

MST

switch(config)# spanning-tree mst configuration
switch(config-mst) #

MST

switch(config)# no spanning-tree mst configuration
switch(config)#

instance vlan VLAN VLAN MST
name mst MST
revision MST

show spanning-tree mst ~ MST

Cisco NX-OS Layer 2 Switching Release 4.0
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spanning-tree mst cost

spanning-tree mst cost W

Multiple Spanning Tree MST;

IDO

CIST spanning-tree mst cost
no
spanning-tree mst instance-id cost {cost | auto}
no spanning-tree mst instance-id cost
instance-id ID 0 4094
cost 1 200,000,000
auto
auto
e 10 Mbps — 2,000,000
e 100 Mbps — 200,000
e 1 — 20,000
e 10 — 2,000
network-admin
vdc-admin
4.0
MST long
cost cost
1,000 1000

switch(config-if)# spanning-tree mst 0 cost 17031970

switch(config-if)#

show spanning-tree mst [detail]

MST
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Ml spanning-tree mst forward-time

spanning-tree mst forward-time
spanning-tree mst forward-
time no
spanning-tree mst forward-time seconds

no spanning-tree mst forward-time

seconds

15

network-admin

vdc-admin

4.0

switch(config)# spanning-tree mst forward-time 20

switch(config)#

show spanning-tree mst [detail] MST

Cisco NX-OS Layer 2 Switching Release 4.0
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spanning-tree mst hello-time W

spanning-tree mst hello-time

spanning-tree mst
hello-time no

spanning-tree mst hello-time seconds

no spanning-tree mst hello-time

seconds

network-admin

vdc-admin

4.0

hello-time

switch(config)# spanning-tree mst hello-time 3

switch(config)#

show spanning-tree mst [detail] MST

Cisco NX-OS Layer 2 Switching Rel 4.0
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W spanning-tree mst max-age

spanning-tree mst max-age

spanning-tree mst
max-age no

spanning-tree mst max-age seconds

no spanning-tree mst max-age

seconds

20

network-admin

vdc-admin

4.0

0 IST

switch(config)# spanning-tree mst max-age 40

switch(config)#

show spanning-tree mst [detail] MST

Cisco NX-OS Layer 2 Switching Release 4.0
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spanning-tree mst max-hops M

spanning-tree mst max-hops

Bridge Protocol Data Unit BPDU;
spanning-tree mst max-hops
no

spanning-tree mst max-hops hop-count

no spanning-tree mst max-hops

hop-count  BPDU 1 255

20

network-admin

vdc-admin

4.0

switch(config)# spanning-tree mst max-hops 25

switch(config)#

show spanning-tree mst [detail] MST

Cisco NX-OS Layer 2 Switching Rel 4.0
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M spanning-tree mst port-priority

spanning-tree mst port-priority

Multiple Spanning Tree MST; IDO
CIST spanning-tree mst port-primary
no

spanning-tree mst instance-id port-priority priority

no spanning-tree mst instance-id port-priority

instance-id ID 0 4094
priority 0 224 32
priority 128

network-admin

vdc-admin

4.0

port-priority priority
0 32 64 96 128 160 192 224

switch(config-if)# spanning-tree mst 0 port-priority 64
switch(config-if)#

show spanning-tree mst [detail] MST
spanning-tree port-priority STP Rapid PVST+
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spanning-tree mst pre-standard Wl

spanning-tree mst pre-standard

MST MST
spanning-tree mst pre-standard
no

spanning-tree mst pre-standard

no spanning-tree mst pre-standard

network-admin

vdc-admin
4.0(2)
4096 0 4096
8192 12288 16384 20480 24576 28672 32768 36864 40960 45056 49152 53248 57344
61440
priority 0
instance-id 0-3,5,7-9

switch(config)# spanning-tree mst 0 root priority 4096
switch(config)#

show spanning-tree mst [interface {interface}] MST
[detail]

Cisco NX-OS Layer 2 Switching Rel 4.0
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[ | spanning-tree mst priority

spanning-tree mst priority
spanning-tree mst priority
no
spanning-tree mst {instance-id} priority priority-value

no spanning-tree mst {instance-id} priority

instance-id ID 0 4094

priority-value

priority-value 32768

network-admin

vdc-admin
4.0
4096 0 4096
8192 12288 16384 20480 24576 28672 32768 36864 40960 45056 49152 53248 57344
61440
priority 0
instance-id 0-3,5,7-9

switch(config)# spanning-tree mst 0 root priority 4096
switch(config)#

show spanning-tree mst [detail] MST
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spanning-tree mstroot W

spanning-tree mst root

spanning-tree mst root no

spanning-tree mst {instance-id} root {primary | secondary} [diameter dia [hello-time hello-time]]

no spanning-tree mst {instance-id} root

instance-id ID 0 4094
primary

secondary

diameter dia

hello-time hello-time

spanning-tree mst root

network-admin

vdc-admin

4.0

instance-id 0-3,5,7-9

diameter dia hello-time hello-time 0 IST

hello-time hello-time
hello-time diameter dia

Cisco NX-OS Layer 2 Switching Rel 4.0
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W spanning-tree mst root

switch(config)# spanning-tree mst 0 root primary
switch(config)#

switch(config)# spanning-tree mst 0 root primary diameter 7 hello-time 2
switch(config)# spanning-tree mst 5 root primary
switch(config)#

show spanning-tree mst [detail] MST
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spanning-tree mst simulate pvst

Multiple Spanning Tree MST;
Spanning Tree Rapid PVST+
spanning-tree mst simulate pvst disable

MST  Rapid PVST+
spanning-tree mst simulate pvst

spanning-tree mst simulate pvst
no spanning-tree mst simulate pvst

spanning-tree mst simulate pvst disable

pvst global

network-admin

spanning-tree mst simulate pvst ll

Rapid per VLAN

no

MST  Rapid PVST+
spanning-tree mst simulate

vdc-admin
4.0
S
2
MST Rapid PVST+ PVST
MST Rapid PVST+
MST  Rapid PVST+

spanning-tree mst simulate pvst disable
MST STP
Rapid PVST+ BPDU
STP

Rapid PVST+ SSTP BPDU

| oL-15866-01-J
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W spanning-tree mst simulate pvst

N

MST  Rapid PVST+ no spanning-tree mst
simulate pvst global

Rapid PVST+

MST  Rapid PVST+
spanning-tree mst simulate pvst

Rapid PVST+

switch(config-if)# spanning-tree mst simulate pvst disable
switch(config-if)#

spanning-tree mst simulate pvst global MST  Rapid PVST+

enabled

Cisco NX-OS Layer 2 Switching Release 4.0
OL-15866-01-J |



| Cisco NX-0S 2

spanning-tree mst simulate pvst global ||

spanning-tree mst simulate pvst global

Multiple Spanning Tree MST,; Rapid per VLAN Spanning Tree

Rapid PVST+ no spanning-tree
mst simulate pvst global MST  Rapid
PVST+ spanning-tree mst simulate pvst global

spanning-tree mst simulate pvst global

no spanning-tree mst simulate pvst global

MST  Rapid PVST+

network-admin

vdc-admin
4.0
MST Rapid PVST+ PVST
MST Rapid PVST+
MST  Rapid PVST+
no spanning-tree mst simulate pvst global MST

Rapid PVST+ SSTP Bridge Protocol Data Unit BPDU,
Spanning Tree Protocol STP;
Rapid PVST+
BPDU STP

MST  Rapid PVST+
spanning-tree mst simulate pvst

MST

Cisco NX-OS Layer 2 Switching Rel 4.0
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[ | spanning-tree mst simulate pvst global

MST  Rapid PVST+ spanning-tree mst simulate
pvst global

Rapid PVST+

switch(config)# no spanning-tree mst simulate pvst global
switch(config)#

spanning-tree mst simulate pvst MST  Rapid PVST+
enabled

Cisco NX-OS Layer 2 Switching Release 4.0
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spanning-tree pathcost method ||

spanning-tree pathcost method

spanning-tree pathcost method

no

spanning-tree pathcost method {long | short}

no spanning-tree pathcost method
long 32
short 16
short
network-admin
vdc-admin
4.0

Y
Rapid PVST+
MST long
MST

long 32 2 200,000,000
short 16 1 65535

long

switch(config)# spanning-tree pathcost method long
switch(config)#

show spanning-tree summary
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| spanning-tree port type edge

spanning-tree port type edge

spanning-tree port type edge
no spanning-tree port type
normal

spanning-tree port type edge [trunk]
no spanning-tree port type

spanning-tree port type normal

spanning-tree port type

trunk

spanning-tree port type edge default

normal

network-admin

vdc-admin

4.0

PortFast

Jll_ Cisco NX-OS Layer 2 Switching Release 4.0
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spanning-tree port type edge ||

Warning: portfast should only be enabled on ports connected to a single
host. Connecting hubs, concentrators, switches,
interface when portfast is enabled,
Use with CAUTION

bridges, etc... to this
can cause temporary bridging loops.

trunk

%Portfast has been configured on GigabitEthernet2/8 but will only
have effect when the interface is in a non-trunking mode.

spanning-tree
port type trunk

spanning-tree port type normal

normal

switch(config-if)# spanning-tree port type edge
switch(config-if)#

show spanning-tree interface
{type/slot} edge

Cisco NX-OS Layer 2 Switching Rel
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[ | spanning-tree port type edge bpdufilter default

spanning-tree port type edge bpdufilter default

BPDU
spanning-tree port type edge bpdufilter default

BPDU

no

spanning-tree port type edge bpdufilter default

no spanning-tree port type edge bpdufilter default

network-admin

vdc-admin

4.0

BPDU

e spanning-tree port type edge

e BPDU

BPDU

spanning-tree port type edge default

BPDU
BPDU

BPDU
bpdufilter default

spanning-tree port type edge

spanning-tree bpdufilter

Release 4.0
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spanning-tree port type edge bpdufilter default ||

BPDU

BPDU

2 3 BPDU

BPDU BPDU

BPDU
BPDU

BPDU

BPDU

switch(config)# spanning-tree port type edge bpdufilter default
switch(config)#

show spanning-tree summary
spanning-tree bpdufilter

BPDU

spanning-tree port type edge

Cisco NX-OS Layer 2 Switching Rel
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[ | spanning-tree port type edge bpduguard default

spanning-tree port type edge bpduguard default

BPDU

spanning-tree port type edge bpduguard default

BPDU

no

spanning-tree port type edge bpduguard default

no spanning-tree port type edge bpduguard default

network-admin

vdc-admin

4.0

BPDU

e spanning-tree port type edge

e BPDU

BPDU

BPDU

BPDU
spanning-tree bpduguard

spanning-tree port type edge default

BPDU
BPDU

BPDU

Release 4.0
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spanning-tree port type edge bpduguard default ||

BPDU

switch(config)# spanning-tree port type edge bpduguard default
switch(config)#

show spanning-tree summary
spanning-tree bpduguard BPDU
spanning-tree port type edge

Cisco NX-OS Layer 2 Switching Rel 4.0
| oL-15866-01-J



Cisco NX-0S 2 |

[ | spanning-tree port type edge default

spanning-tree port type edge default

2
spanning-tree port type edge default 2

no
spanning-tree port type edge default

no spanning-tree port type edge default

network-admin

vdc-admin

4.0

PortFast

Warning: this command enables portfast by default on all interfaces. You
should now disable portfast explicitly on switched ports leading to hubs,
switches and bridges as they may create temporary bridging loops.

spanning-tree port type edge

normal

Cisco NX-OS Layer 2 Switching Release 4.0
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spanning-tree port type edge default ||

switch(config)# spanning-tree port type edge default
switch(config)#

show spanning-tree summary
spanning-tree port type edge
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| spanning-tree port type network

spanning-tree port type network

2
spanning-tree
port type network
spanning-tree port type normal

spanning-tree port type network
no spanning-tree port type

spanning-tree port type normal

spanning-tree port type network default

normal

network-admin

vdc-admin

4.0

2
Spanning Tree Protocol
STP;
S
2 STP

N

spanning-tree port type
network spanning-tree port type normal
no spanning-tree port type

Cisco NX-OS Layer 2 Switching Release 4.0
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spanning-tree port type network ||

spanning-tree port type network default 2

normal

switch(config-if)# spanning-tree port type network
switch(config-1if)#

show spanning-tree interface
{type/slot} detail
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Cisco NX-0S 2 |

[ | spanning-tree port type network default

spanning-tree port type network default

spanning-tree port type network default

no

spanning-tree port type network default

no spanning-tree port type network default
network-admin
vdc-admin
4.0

2
spanning-tree port type edge 2
Y
2 Spanning Tree Protocol STP;

spanning-tree bridge assurance

spanning-tree port type network

normal

Cisco NX-OS Layer 2 Switching Release 4.0
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spanning-tree port type network default ||

switch(config)# spanning-tree port type network default
switch(config)#

show spanning-tree summary
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Cisco NX-OS 2

[ | spanning-tree port-priority

spanning-tree port-priority

2
spanning-tree port-priority
no
spanning-tree [vlan vlan-id] port-priority value

no spanning-tree [vlan vlan-id] port-priority

vlan vlan-id VLAN ID 0 4094

value 1 224 32

value 128

network-admin

vdc-admin

4.0

STP Rapid PVST+
MST
spacing-tree mst port-priority

vlan vlan-id
VLAN

0 32 64 96 128 160 192 224

32 2/0

switch(config-if)# spanning-tree port-priority 32
switch(config-1if)#

show spanning-tree

spanning-tree interface
priority

Cisco NX-OS Layer 2 Switching Release 4.0
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spanning-tree vian W

spanning-tree vlian

VLAN Spanning Tree Protocol STP;
spanning-tree vlan
no

spanning-tree vlan vlan-id [forward-time value | hello-time value | max-age value | priority value |
[root {primary | secondary} [diameter dia [hello-time hello-time]]]]

no spanning-tree vlan vlan-id [forward-time | hello-time | max-age | priority | root]

vlan-id VLAN ID 0 4094
forward-time value STP 4 30
hello-time value
1 10
max-age value Bridge Protocol Data Unit BPDU;
6 40
priority value STP 0 4096 8192
12288 16384 20480 24576 28672 32768 36864 40960 45056 49152
53248 57344 61440
root primary
root secondary
diameter dia 2

e forward-time — 15
¢ hello-time — 2

* max-age — 20

e priority — 32768

network-admin

vdc-admin

4.0
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M spanning-tree vian

no spanning-tree vlan vlan-id VLAN
VLAN
VLAN
VLAN
VLAN
max-age BPDU
spanning-tree root primary 24576 spanning-tree
root primary
4096
1

32768 spanning-tree

root secondary 28762

spanning-tree root

Cisco NX-OS Layer 2 Switching Release 4.0
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VLAN 200

switch(config)# spanning-tree vlan 200
switch(config)#

4 VLAN 10

switch(config)# spanning-tree vlan 10 root primary diameter 4
switch(config)#

4 VLAN 10

switch(config)# spanning-tree vlan 10 root secondary diameter 4
switch(config)#

spanning-tree vian W

show spanning-tree
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W state

state

VLAN state {active | suspend} VLAN
no

state {active | suspend}

no state

active VLAN
suspend VLAN

active

VLAN

network-admin

vdc-admin

4.0

VLAN 1 VLAN 1006 4094
VLAN

VLAN 2

switch(config)# vlan 2
switch(config-vlan)# state suspend
switch(config-mst) #

show vlan VLAN

Cisco NX-OS Layer 2 Switching Release 4.0
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switchport mode

switchport mode private-vian host Il

private-vlan host

VLAN 2

switchport mode private-vlan host

switchport mode private-vlan host

network-admin

vdc-admin
4.0
switchport switchport mode private-vlan
host
VLAN
J VLAN
. Switched Port Analyzer SPAN;
. VLAN
VLAN SPAN
VLAN SPAN
At
BPDU VLAN
VLAN

switch(config-if)# switchport mode private-vlan host
switch(config-if)#

show interface switchport
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M switchport mode private-vian promiscuous

switchport mode private-vlan promiscuous

VLAN 2
switchport mode private-vlan promiscuous

switchport mode private-vlan promiscuous

network-admin

vdc-admin

4.0

switchport switchport mode private-vlan
promiscuous

VLAN
. VLAN
. Switched Port Analyzer SPAN;

VLAN SPAN
VLAN SPAN
private-vlan
VLAN

switch(config-if)# switchport mode private-vlan promiscuous
switch(config-if)#

show interface switchport
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switchport private-vlan host-association W

switchport private-vlan host-association

VLAN switchport
private-vlan host-association VLAN
no
switchport private-vlan host-association {primary-vlan-id} {secondary-vlan-id}
no switchport private-vlan host-association
primary-vlan-id VLAN VLAN
secondary-vlan-id VLAN VLAN
network-admin
vdc-admin
4.0
VLAN
VLAN VLAN
VLAN
VLAN VLAN VLAN
VLAN VLAN
private-vlan
VLAN VLAN 18 VLAN VLAN 20 2

VLAN

switch(config-if)# switchport private-vlan host-association 18 20

switch(config-if)#

VLAN

switch(config-if)# no switchport private-vlan host-association

switch(config-if)#

show vlan private-vlan [type]
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l switchport private-vian mapping

switchport private-vlan mapping

VLAN switchport private-vlan mapping
VLAN
no

switchport private-vlan mapping {primary-vlan-id} {[add] secondary-vlan-list |
remove secondary-vlan-list}

no switchport private-vlan mapping

primary-vlan-id VLAN VLAN
add VLAN VLAN
secondary-vlan-list VLAN VLAN
remove VLAN VLAN

network-admin

vdc-admin

4.0

VLAN

VLAN VLAN
VLAN VLAN VLAN
VLAN VLAN
private-vlan
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switchport private-vian mapping W

VLAN VLAN 20
VLAN 18

switch(config-if)# switchport private-vlan mapping 18 20
switch(config-if)#

VLAN

switch(config-if)# switchport private-vlan mapping 18 add 21
switch(config-if)#

VLAN

switch(config-if)# no switchport private-vlan mapping

switch(config-if)#

show interface switchport

show interface private-vlan mapping  VLAN SVI
VLAN
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N vian
VLAN VLAN vlan
VLAN VLAN no
vlan {vlan-id | vlan-range}
no vlan {vlan-id | vlan-range}
vlan-id VLAN 1 4094
Y
VLAN1 VLAN
vlan-range VLAN
Y
VLAN VLAN
network-admin
vdc-admin
4.0
vlan vlan-id VLAN
CLI VLAN vlan-id VLAN
VLAN
vlan-range , -
VLAN 1 VLAN
VLAN 4095 VLAN
Release 4.0
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vlan ||
VLAN VLAN
VLAN
VLAN VLAN
VLAN/ VLAN
VLAN
VLAN VLAN
switch(config)# vlan 2
switch(config-vlan) #
VLAN VLAN

switch(config)# vlan 2,5,10-12,20,25,4000
switch(config-vlan) #

VLAN

switch(config)# no vlan 2
switch(config)#

show vlan VLAN
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W vian
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Numerics
802.1s
MST
A
ATA
10, 22, 73
B
BPDU
77
108
77
108
BPDU
76
76
C

clear mac address-table
clear spanning-tree counters
clear spanning-tree detected-protocol

clear vlan counters 5
E
EtherChannel
94
94

INDEX

94
94
F
feature private-vlan 6
|
instance vlan 7
M
mac address-table aging-time 8
mac address-table 10
media ethernet 11
MST
PVST 85
87
max-age 103
max-hops 93
89, 94
89, 94
94, 96, 97
89
91
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