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Cisco.com

Cisco.com
URL
http://www.cisco.com/techsupport
Web URL
http://www.cisco.com
http://www.cisco.com/jp
Web URL

http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD

Product Documentation DVD

Product Documentation DVD
DVD

DVD
Web

Product Documentation DVD
Cisco.com Cisco Direct Customers

Product Documentation DVD

URL

Product Documentation DVD  Customer Order Number DOC-DOCDVD=

http://www.cisco.com/go/marketplace/

Cisco.com 20056 6 30
Product Documentation Store

http://www.cisco.com/go/marketplace/

Cisco.com

URL

HTML

PDF

Cisco Marketplace

Cisco Marketplace

i Catalyst 6500 WebVPN
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http://www.cisco.com/techsupport
http://www.cisco.com
http://www.cisco.com/public/countries_languages.shtml
http://www.cisco.com/go/marketplace/
http://www.cisco.com/go/marketplace/
mailto:tech-doc-store-mkpl@external.cisco.com
http://www.cisco.com/jp

Security Vulnerability Policy URL

http://www.cisco.com/en/US/products/products_security_vulnerability _policy.html

URL
http://www.cisco.com/go/psirt

URL Product
Security Incident Response Team Really Simple Syndication PSIRT RSS

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

PSIRT
. — security-alert@cisco.com
. — psirt@cisco.com
PSIRT
e 1877 228-7302
e 1408525-6532
Pretty Good Privacy PGP
PGP PSIRT PGP
2x  8x
PSIRT URL
Security Vulnerability Policy Contact Summary

http://www.cisco.com/en/US/products/products_security_vulnerability _policy.html

PGP ID
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http://www.cisco.com/en/US/products/products_psirt_rss_feed.html
mailto:security-alert@cisco.com
mailto:psirt@cisco.com

Cisco Technical Support 24
Cisco.com  Cisco Technical Support & Documentation Web

Technical Assistance Center TAC

Cisco Technical Support & Documentation Web

Cisco Technical Support & Documentation Web

Web 24 URL

http://www.cisco.com/techsupport

Cisco Technical Support & Documentation Web

Cisco.com ID 1D
URL

http://tools.cisco.com/RPF/register/register.do

A
Cisco Product Identification CPI

CPI Documentation & Tools

Tools & Resources Cisco Technical Support & Documentation Web
Alphabetical Index Cisco Product Identification Tool
Alerts & RMAs Cisco Product Identification Tool
CPI ID show
3
Japan TAC Web
Japan TAC Web TAC Web http://www.cisco.com/tac
Japan TAC Web URL
http://www.cisco.com/jp/go/tac
Japan TAC Web
Japan TAC Web Cisco.com ID
ID URL

http://www.cisco.com/jp/register/

Catalyst 6500 WebVPN
“. OL-8467-01-J |


http://www.cisco.com/techsupport
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/tac
http://www.cisco.com/jp/go/tac
http://www.cisco.com/jp/register/

Service Request

TAC Service Request S3 S4
TAC Service Request
TAC
Service Request URL
http://www.cisco.com/techsupport/servicerequest
S1 S2 TAC
S1
S2
+61 2 8446 7411 1800 805 227

EMEA +322704 5555
1800 553-2447

TAC URL

http://www.cisco.com/techsupport/contacts
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Cisco Marketplace
Cisco Marketplace

http://www.cisco.com/go/marketplace/

Cisco Press
URL
http://www.ciscopress.com
Packet
Packet URL

http://www.cisco.com/packet
iQ Magazine

http://www.cisco.com/go/igmagazine
URL
http://ciscoiq.texterity.com/ciscoig/sample/

Internet Protocol Journal

URL
http://www.cisco.com/ipj

URL
http://www.cisco.com/en/US/products/index.html

Networking Professionals Connection

Web
URL

http://www.cisco.com/discuss/networking

URL
http://www.cisco.com/en/US/learning/index.html

WebVPN

URL

Cisco Press

Packet

iQ Magazine URL

Internet Protocol Journal

i Catalyst 6500

OL-8467-01-J


http://www.cisco.com/go/marketplace/
http://www.ciscopress.com
http://www.cisco.com/packet
http://www.cisco.com/go/iqmagazine
http://ciscoiq.texterity.com/ciscoiq/sample/
http://www.cisco.com/ipj
http://www.cisco.com/en/US/products/index.html
http://www.cisco.com/discuss/networking
http://www.cisco.com/en/US/learning/index.html

CLI

CLlI Catalyst 6500 WebVPN
Catalyst 6500 WebVPN
CLlI Cisco 10S CLlI
Cisco 10S Cisco 10S

Cisco 10S Release 12.2 Configuration Fundamentals Configuration Guide
Cisco 10S Release 12.2 Command Reference

. p.1-2

. p.1-3

. p.1-5

. no default p.1-6
e CLI p.1-7
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abbreviated-command-entry?

abbreviated-command-entry<Tab>

command ?

command keyword ?

webvpn# tu?
tunnel

webvpn# tu

webvpn (config)# ?
Configure commands:

aaa Authentication, Authorization and Accounting.
access-1list Add an access list entry

alias Create command alias

archive Archive the configuration

arp Set a static ARP entry

async-bootp Modify system bootp parameters

banner Define a login banner

boot Modify system boot parameters

bridge Bridge Group.

buffers Adjust system buffer pool parameters

webvpn (config) # webvpn ?
admctrl Admission control
context Specify webvpn context
dispatch Request dispatch command
gateway Virtual Gateway configuration
install Install package command
policy Webvpn policies config

webvpn (config) # webvpn

Catalyst 6500 WebVPN
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||
? Catalyst 6500
WebVPN
webvpn webvpn ?
1-2 ?
1-2
webvpn> enable enable
Password: <password> EXEC
webvpni#
EXEC
webvpni#

webvpn# configure terminal

Enter configuration commands, one per line.

webvpn (config) #

End with CNTL/Z.

webvpn (config) #

webvpn (config) # crypto pki trustpoint trustpoint-label

webvpn (ca-trustpoint) #

webvpn (ca-trustpoint) #

webvpn (config) # interface webvpn interface-number.subinterface-number

webvpn (config-if) #

interface

webvpn (config-if) #

Catalyst 6500

WebVPN
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webvpn-alpha (config-subif) #timeout ?
absolute Define session timeout value for this interface

timeout
webvpn-alpha (config-subif) #timeout ?
?
absolute
<cr>
webvpn (config-subif)# timeout absolute ? absolute ?
<0-71582787> Session lifetime (in minutes)
webvpn (config-subif)# timeout absolute
0
71582787
<cr>
webvpn (config-subif)# timeout absolute 20 ?
<0-59> Session lifetime (in seconds) )
<cr> f
webvpn (config-subif)# timeout absolute 20
59
<cr> Return
Return
webvpn (config-subif)# timeout absolute 20 30 ?
<cr> ?
webvpn (config-subif)# timeout absolute 20 30
<cr> Return
Return
webvpn (config-subif)# timeout absolute 20 30 Return
webvpn (config-subif) #
Catalyst 6500 WebVPN
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||
Cisco 10S
Cisco I0S
Cisco 10S
?
Catalyst 6500 EXEC
EXEC
EXEC
EXEC
EXEC EXEC
EXEC
show clear
1 Catalyst 6500 EXEC
Catalyst 6500
ROM Catalyst 6500
Catalyst 6500
ROM
1-3 Cisco 10S
1-3
EXEC webvpn> logout
EXEC EXEC webvpn# EXEC disable
enable EXEC
configure terminal
EXEC
EXEC webvpn (config) # EXEC exit
configure terminal end
EXEC Ctrl-Z
interface
Catalyst 6500 WebVPN
[ oL-8467-01-J .m
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[ | no default
1-3
webvpn (config-submode) #
exit
webvpn (config-subif) #
exit
interface EXEC end
Ctrl-Z
ROM EXEC Rommon> ROM boot
reload EXEC
60 boot
Break
boot system
flash filename
Configuration Fundamentals Configuration Guide Using the
Command Line Interface
Y
EXEC Cisco 10S
show clear debug EXEC do
do
no default
no
no
no IP
IP no ip routing
IP ip routing
no
default default
default no
default
no default
Catalyst 6500 WebVPN
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CLI

CLI

CLI

show

more --More--
1 1
--More--
show more
Serial misses 138
00210... (is) [Oo]utput
3
. begin
o include
. exclude
--More--
S
CLlI
HTTP CLI
1 1
1
A Z a z 0 9
! ~
1-4
1-4
* 0
+
0 1
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CHAPTER

Catalyst 6500
WebVPN

Catalyst 6500 WebVPN

WebVPN

e  Catalyst 6500 Series Switch WebVPN Services Module Installation and Verification Note
e Catalyst 6500 Series Switch WebVPN Services Module Configuration Note
e  Catalyst 6500 Series Switch WebVPN Services Module System Message Guide
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W clear webvpn nbns

clear webvpn nbns

WebVPN NetBIOS Name Service NBNS clear webvpn
nbns

clear webvpn nbns [context {name | all}]

context

name

all

EXEC

WebVPN Catalyst 6500
Release 1.1

WebVPN
clear webvpn nbns

WebVPN

webvpn# clear webvpn nbns context contextl

Catalyst 6500 WebVPN
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clear webvpn platform W

clear webvpn platform

WebVPN clear webvpn
platform

clear webvpn platform {conn | session | stats [type] | tunnel stats}

conn

session

stats
type

tunnel stats

EXEC

WebVPN Catalyst 6500
Release 1.1

stats type

e crypto—

e crypto module module —

e fdu—FDU

e ipc—IPC

e ipc module module — IPC

¢ module module —

module
all — CPU
fdu — FDU CPU

ssl1 — SSL1 CPU
tcpl — TCP1 CPU
tcp2 — TCP2 CPU

e pki [pki_type] — PKI

pki_type

auth —
cache —
cert-header —
expiring —
ipc — Interprocessor Communication IPC;

memory —

Catalyst 6500 WebVPN
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2 Catalyst 6500 WebVPN

W clear webvpn session

e pki module module — PKI
e ssl—SSL
e tcp—TCP

WebVPN

webvpn# clear webvpn platform

clear webvpn session

WebVPN clear webvpn session

clear webvpn session {context {name | all} | user name {context {name | all}}}

context

name

all

user name

EXEC

WebVPN Catalyst 6500
Release 1.1

WebVPN
clear webvpn nbns

WebVPN

webvpn# clear webvpn session

i Catalyst 6500 WebVPN
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Catalyst 6500

WebVPN

clear webvpn stats

WebVPN

clear webvpn stats

clear webvpn stats W

clear webvpn stats [cifs [context {name | all}] | context {name | all} | mangle [context {name | all}] |
port-forward [context {name | all}] | tunnel [context {name | all}]]

cifs WebVPN CIFS
context
name
all
mangle WebVPN
port-forward WebVPN
tunnel WebVPN
EXEC
WebVPN Catalyst 6500
Release 1.1
WebVPN
clear ssl-proxy stats
WebVPN
webvpn# clear webvpn stats cifs
webvpn# clear webvpn stats context contextl
webvpn# clear webvpn stats mangle context all
webvpn# clear webvpn stats tunnel
WebVPN
webvpn# clear webvpn stats
webvpn#
Catalyst 6500 WebVPN
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M crypto key export rsa pem

crypto key export rsa pem

PEM RSA WebVPN crypto key export rsa
pem

crypto key export rsa keylabel pem {terminal | url url} {{3des | des} pass_phrase}

keylabel
terminal
urlurl URL url
e archive: — archive:
e flash: — flash:
e ftp: — ftp:
e http: — http:
e https: — https:
e null: —null:
* nvram: — nvram:
* rcp: —rep:
® sCp: — scp:
e system: — system:
o tftp: — tftp:
3des 168 DES 3DES
des 56 DES-CBC
pass_phrase
WebVPN Catalyst 6500
Release 1.1
?
Cisco 10S

Catalyst 6500 WebVPN
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crypto key export rsapem W

WebVPN

wwbvpn (config) # crypto key export rsa test-keys pem url scp: 3des password
% Key name:test-keys
Usage:General Purpose Key
Exporting public key...
Address or name of remote host []? 7.0.0.7
Destination username [ssl-proxy]? lab

Destination filename [test-keys.publ?
Password:

Writing test-keys.pub Writing file to scp://1ab@7.0.0.7/test-keys.pub
Password:

!

Exporting private key...

Address or name of remote host []? 7.0.0.7

Destination username [ssl-proxy]? lab

Destination filename [test-keys.prv]?

Password:
Writing test-keys.prv Writing file to scp://1ab@7.0.0.7/test-keys.prv

Password:
wwbvpn (config) #

Catalyst 6500 WebVPN
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W crypto key generate

crypto key generate

RSA crypto key generate

crypto key generate rsa {usage-keys | general-keys} {label key-label} [exportable] [modulus size]

general-keys RSA

usage-keys RSA

label key-label

exportable

modulus size 512 768 1024 1536
2048

WebVPN Catalyst 6500
Release 1.1

WebVPN 8 Certificate Authority CA,;
1 CA 7 CA

N

WebVPN 512 768 1024 1536 2048
512 768 1024

SSL

Catalyst 6500 WebVPN
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crypto key generate W

RSA
crypto key generate rsa usage-keys

The name for the keys will be: myrouter.example.com

Choose the size of the key modulus in the range of 360 to 2048 for your Signature
Keys.

Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus[512]? <return>

Generating RSA keys.... [OK].

Choose the size of the key modulus in the range of 360 to 2048 for your Encryption
Keys.

Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus[512]? <return>

Generating RSA keys.... [OK].

RSA

webvpn (config)# crypto key generate rsa general-keys label kpl exportable

The name for the keys will be: kpl

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]: 1024
Generating RSA keys.... [OK].

Catalyst 6500 WebVPN
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[ | crypto key import rsa pem

crypto key import rsa pem

PEM RSA crypto key import rsa pem

crypto key import rsa keylabel pem [usage-keys] {terminal | url url} [exportable] passphrase}

keylabel
usage-keys 1 2
terminal
urlurl URL
* archive: — archive:
® Cns:—cns:
e flash: — flash:
e ftp: — fip:
e http: — http:
e https: — https:
e null: —null:
* nvram: — nvram:
* rcp: —rcp:
® sCp: — scp:
e system: — system:
o tftp: — tftp:
exportable
passphrase
WebVPN Catalyst 6500
Release 1.1
Cisco 10S
Catalyst 6500 WebVPN
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crypto key import rsa pem | |

PEM RSA PEM RSA WebVPN

wwbvpn (config) # crypto key import rsa newkeys pem url scp: password
% Importing public key or certificate PEM file...

Address or name of remote host []? 7.0.0.7

Source username [ssl-proxy]? lab

Source filename [newkeys.pub]? test-keys.pub

Password:

Sending file modes:C0644 272 test-keys.pub
Reading file from scp://1lab@7.0.0.7/test-keys.pub!
% Importing private key PEM file...
Address or name of remote host []? 7.0.0.7
Source username [ssl-proxy]? lab

Source filename [newkeys.prv]? test-keys.prv

Password:

Sending file modes:C0644 963 test-keys.prv

Reading file from scp://1ab@7.0.0.7/test-keys.prv!%$ Key pair import succeeded.

wwbvpn (config) #

Catalyst 6500 WebVPN
| oL-8467-01-J .m
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M crypto pki authenticate

crypto pki authenticate

Certificate Authority CA; crypto pki
authenticate

crypto pki authenticate trustpoint-label

trustpoint-label

WebVPN Catalyst 6500
Release 1.1

trustpoint-label

CA
CA

CA

CA

webvpn (config)# crypto pki authenticate PROXY1l
Certificate has the following attributes:
Fingerprint: A8D09689 74FB6587 02BFEODC 2200B38A
% Do you accept this certificate? [yes/nol: ¥
Trustpoint CA certificate accepted.

webvpn (config) # end

webvpn#

Catalyst 6500 WebVPN
m. OL-8467-01-J |



| 2 Catalyst 6500 WebVPN

crypto pki certificate W

crypto pki certificate

WebVPN PKI crypto pki certificate

crypto pki certificate {chain name | map map_name | query | validate trustpoint-label}

chain

name Certificate Authority CA;
map
map_name CA

query CA
validate

trustpoint-label

WebVPN Catalyst 6500
Release 1.1

crypto pki certificate chain

crypto pki certificate validate

CA

Catalyst 6500 WebVPN
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M crypto pki crl request

crypto pki crl request

WebVPN PKI crypto pki crl request

crypto pki crl request name

name Certificate Authority CA; crypto
pki trustpoint CA
WebVPN Catalyst 6500
Release 1.1
CRL
IP Security
IPSec IPSec
CA CRL

CRL CRL

CRL CRL
CRL
CRL CRL

crypto pki crl request CRL CRL

wwbvpn (config) # crypto pki crl request

Catalyst 6500 WebVPN
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crypto pki enroll H

crypto pki enroll

crypto pki enroll

crypto pki enroll trustpoint-label

trustpoint-label

WebVPN Catalyst 6500
Release 1.1

trustpoint-label

Certificate Authority CA,;

crypto pki enroll
CA

webvpn (config)# crypto pki enroll PROXY1l

o°

% Start certificate enrollment..

o°

The subject name in the certificate will be: C=US; ST=California; L=San Jose;
=Cisco; OU=Lab; CN=hostl.cisco.com

The subject name in the certificate will be: host.cisco.com

The serial number in the certificate will be: 00000000

The IP address in the certificate is 10.0.0.1

o o0 O

o

o°

Certificate request sent to Certificate Authority

The certificate request fingerprint will be displayed.

The 'show crypto pki certificate' command will also show the fingerprint.
Fingerprint: 470DE382 65D8156B 0F84C2AF 4538B913

o

o

webvpn (config) # end

Catalyst 6500 WebVPN
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M crypto pki export pem

crypto pki export pem

WebVPN Privacy-Enhanced Mail PEM
crypto pki export pem

crypto pki export trustpoint_label pem {terminal {des | 3des} {url url}} pass_phrase

trustpoint-label

terminal

des 56 DES-CBC

3des 168 DES 3DES

url url URL url

e archive: — archive:

e flash: — flash:
e ftp: — fip:

e http: — http:

e https: — https:
e null: —null:

* nvram: — nvram:
* rcp: —rcp:
* sCp: —scp:

e system: — system:

o tftp: — tftp:

pass-phrase

WebVPN Catalyst 6500
Release 1.1
pass_phrase ?

Cisco 10S
. .pub
. .prv

Catalyst 6500 WebVPN
m. OL-8467-01-J |
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crypto pki export pem W

J .crt
e CA ca
. -sign
J -encr
WebVPN PEM

wwbvpn (config)# crypto pki export TP5 pem url tftp://10.1.1.1/TP5 password

crypto pki import pem

Catalyst 6500 WebVPN
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M crypto pki export pkcs12

crypto pki export pkcs12

WebVPN PKCS12 crypto pki export
pkcs12

crypto pki export trustpoint_label pkcs12 file_system [pkcs12_filename] pass_phrase

trustpoint_label

file_system file_system

archive: — archive:

cns: — cns:
flash: — flash:
ftp: — ftp:
http: — http:

https: — https:
null: — null:
nvram: — nvram:
rcp: — rcp:

scp: — scp:
system: — system:

terminal — PKCS12

tftp: — tftp:
pkcs12_filename PKCS12
pass_phrase PKCS12
WebVPN Catalyst 6500
Release 1.1
SSH PKCS12 Secure File Transfer SCP
SCP
pkcs12_filename trustpoint_label

ftp: tftp:
pkcs12_filename

Catalyst 6500 WebVPN
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crypto pki export pkcs12 W

CA CA CA PKCS12

SCP PKCS12

wwbvpn (config)# crypto ca export TPl pkcsl2 scp: sky is blue
Address or name of remote host []? 10.1.1.1

Destination username [ssl-proxy]? admin-1

Destination filename [TP1]? TP1l.pl2

Password:

Writing TPl.pl2 Writing pkcsl2 file to scp://admin-1@10.1.1.1/TP1l.pl2
Password:

1

CRYPTO_PKI:Exported PKCS12 file successfully.
wwbvpn (config) #

Catalyst 6500 WebVPN
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M crypto pki import pem

crypto pki import pem

WebVPN

PEM

crypto pki import pem

crypto pki import trustpoint_label pem [exportable] {terminal | url url | usage-keys} pass_phrase

trustpoint-label

exportable
terminal
urlurl URL
e archive: — archive:
e flash: — flash:
e ftp: — fip:
e http: — http:
e https: — https:
e null: —null:
® nvram: — nvram:
* rcp: —rcp:
® scp:— scp:
e system: — system:
o tftp: — tftp:
usage-keys 1 2
pass_phrase
WebVPN Catalyst 6500
Release 1.1
Cisco 10S
RSA
Catalyst 6500 WebVPN
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crypto ca import pem
Certificate Authority CA,; .ca

& TFTP

WebVPN PEM

wwbvpn (config)# crypto pki import TP5 pem url tftp://10.1.1.1/TP5 password

°

% Importing CA certificate...

Address or name of remote host [10.1.1.1]17?
Destination filename [TP5.cal?

Reading file from tftp://10.1.1.1/TP5.ca

Loading TP5.ca from 10.1.1.1 (via Ethernet0/0.168):
[OK - 1976 bytes]

% Importing private key PEM file...

Address or name of remote host [10.1.1.1]7?
Destination filename [TP5.prv]?

Reading file from tftp://10.1.1.1/TP5.prv

Loading TP5.prv from 10.1.1.1 (via Ethernet0/0.168):
[OK - 963 bytes]

% Importing certificate PEM file...

Address or name of remote host [10.1.1.1]17?
Destination filename [TP5.crt]?

Reading file from tftp://10.1.1.1/TP5.crt

Loading TP5.crt from 10.1.1.1 (via Ethernet0/0.168):
[OK - 1692 bytes]

% PEM files import succeeded.
wwbvpn (config) # end

webvpn#

*Apr 11 15:11:29.901: %$SYS-5-CONFIG_I: Configured from console by console

crypto pki export pem

Catalyst 6500 WebVPN

prv

crypto pki import pem W

CA

[ oL-8467-01-J
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M crypto pki import pkcs12

crypto pki import pkcsl12

WebVPN PKCS12 crypto ca import pkcs12

crypto pki import trustpoint_label pkcs12 file_system [pkcs12_filename] pass_phrase

trustpoint_label

file_system file_system

archive: — archive:

cns: — cns:
flash: — flash:
ftp: — ftp:
http: — http:

https: — https:
null: — null:
nvram: — nvram:
rcp: — rcp:

scp: — scp:
system: — system:

terminal — PKCS12

tftp: — tftp:

pkcs12_filename PKCS12

pass_phrase PKCS12

WebVPN Catalyst 6500

Release 1.1

SSH PKCS12 Secure File Transfer SCP
SCP

pkcs12_filename trustpoint_label

ftp: tftp:
pkcs12_filename

Catalyst 6500 WebVPN
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crypto pki import pkcs12

CA CA CA PKCS12

SCP PKCS12

wwbvpn (config)# crypto ca import TP2 pkcsl2 scp: sky is blue
Address or name of remote host []? 10.1.1.1

Source username [ssl-proxy]? admin-1

Source filename [TP2]? /users/admin-1/pkcsl2/TP2.pl2

Password:password

Sending file modes:C0644 4379 TP2.pl2

1

wwbvpn (config) #

*Aug 22 12:30:00.531:%CRYPTO-6-PKCS12IMPORT_SUCCESS:PKCS #12 Successfully Imported.
wwbvpn (config) #

[ oL-8467-01-J
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[ | crypto pki profile enroliment

crypto pki profile enrollment

crypto pki profile
enroliment
no

crypto pki profile enrollment label

label

WebVPN Catalyst 6500
Release 1.1

crypto pki profile enrollment

e authentication command — Certificate Authority CA,; HTTP

e authentication terminal — &

e authentication url — CA URL
¢ enrollment command — CA HTTP

¢ enrollment terminal — &

e enrollment url — CA URL

e parameter — authentication
command enrollment command

authentication url enrollment url authentication terminal enrollment terminal
TFTP

webvpn (config)# crypto pki profile enrollment test
webvpn (ca-profile-enroll) #

Catalyst 6500 WebVPN
m. OL-8467-01-J |
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crypto pki trustpoint
Certificate Authority CA;
CA crypto pki trustpoint

crypto pki trustpoint trustpoint-label

no crypto pki trustpoint trustpoint-label

crypto pki trustpoint Il

WebVPN

trustpoint-label

WebVPN Catalyst 6500

Release 1.1

trustpoint-label
crypto pki trustpoint

webvpn (ca-trustpoint) #

ca-trustpoint
2-1 ca-trustpoint

Catalyst 6500 WebVPN

CA
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WebVPN

M crypto pki trustpoint

2-1 CA

authorization {list listname | username
{subjectname subjectname}}

list listname — AAA

username subjectname subjectname — AAA

e commonname —
e country —

e email — E

e ipaddress — IP
e Jocality —

e organization —

e organizationalunit —

e postalcode —

e serialnumber —

e state —

e streetaddress —

o title—

e unstructuredname —

auto-enroll [[value] regenerate]] ID
regenerate —
value 1 100
crl query url
default
WebVPN

i Catalyst 6500
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crypto pki trustpoint Il

2-1 CA

enrollment [http-proxy][mode ra] [retry |CA period minutes — 1

eriod minutes | count count} ] url url
{p | 1] e http-proxy — HTTP count count — 10

e mode ra— Registration Authority RA;

e retry count count — CA

count 1 100
e retry period minutes — CA
minutes 1 60
e urlurl—URL
archive: — archive:
flash: — flash:
ftp: — ftp:
http: — http:

https: — https:

null: — null:

nvram: — nvram:

rcp: — rep:

scp: — scp:

system: — system:

tftp: — tftp:
exit ca-trustpoint
fqdn {fqdn | none} Fully Qualified Domain Name FQDN;
fgdn — FQDN
none — FQDN
ip-address server-ip-addr WebVPN IP

Catalyst 6500 WebVPN
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WebVPN

M crypto pki trustpoint

2-1 CA

match certificate map_name [map |
override | skip]

crypto pki certificate map
Access Control List ACL;

map_name — crypto pki certificate map
map_name map_name
allow —
override —
skip —
no
ocsp url url Online Certificate Status Protocol OCSP
url — HTTP URL  OCSP
password password
primary
query certificate
rsakeypair key-label
regenerate
revocation-check {crl | none | ocsp}
Certificate Revocation
List CRL;
crl — CRL
none —
ocsp — OCSP
root tftp hostname filename TFTP CA
TFTP
serial-number [none]
show
source interface interface-name TCP
interface-name —
subject-name line WebVPN

WebVPN

i Catalyst 6500
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crypto pki trustpoint Il
21 CA
usage {ike | ssl-client | ssl-server}
vrfvrf CRL VPN Routing/Forwarding
instance VRF; VPN /
1
trustpoint-label key-label
WebVPN IP Web
SSL IP URL IP IP
subject-name line
® subject-name Lightweight Directory Access Protocol LDAP
L]
O="Cisco, Inc.”
o SSL Common Name CN;
URL
CN
SSL
PROXY1
webvpn (config)# crypto pki trustpoint PROXY1
webvpn (ca-trustpoint) # rsakeypair PROXY1l
webvpn (ca-trustpoint)# enrollment url http://exampleCA.cisco.com
webvpn (ca-trustpoint)# ip-address 10.0.0.1
webvpn (ca-trustpoint) # password password
webvpn (ca-trustpoint) # serial-number
webvpn (ca-trustpoint) # subject-name C=US; ST=California; L=San Jose; O=Cisco; OU=Lab;
CN=hostl.cisco.com
webvpn (ca-trustpoint) # end
webvpn# ping example.cisco.com
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 20.0.0.1, timeout is 2 seconds:
rrrrl
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
webvpn#
Catalyst 6500 WebVPN
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WebVPN

M debug webvpn

debug webvpn

debug webvpn

no

debug webvpn [aaa | cifs | citrix | cookie | csd | dns | emweb | http | package | platform [type] |

port-forward | sock | timer | trie | tunnel | webservice]

aaa WebVPN AAA

cifs WebVPN CIFS

citrix WebVPN Citrix

cookie WebVPN

csd Cisco Secure Desktop CSD
dns DNS

emweb EmWeb

http HTTP

package

platform type platform type

port-forward

sock

Socks

timer

trie

tunnel

webservice

Web

EXEC

WebVPN
Release 1.2

Citrix

CSD

WebVPN
Release 1.1

Catalyst 6500

fdu — FDU CPU
ssl1 — SSL1 CPU
tcpl — TCP1 CPU
tcp2 — TCP2 CPU

module module

WebVPN

i Catalyst 6500
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debug webvpn W

platform type

platform app
app [module [module]] —
hdr [module [module]] — HTTP
module [module] —
url [module [module]] — URL
platform app-driver
dispatch —
error —
event {app | next-hop | tcp} —
fsm — FSM
mc —
platform content
detail [module [module]] —
error [module [module]] —
ipc [module [module]] — IPC
module [module] —
rewriting [module [module]] —
scanning [module [module]] —
platform fdu
cli [module [module]] — FDU CLI
hash [module [module]] — FDU
ipc [module [module]] — FDU IPC
module [module] —
trace [module [module]] — FDU
platform flash
module [module] —
platform ipc
module [module] —
platform pc
module [module] —
platform pki
auth —
ca-pool — CA
cert—
events —
history —
ipc — IPC
key —
platform remote
loop count [module [module]] — count 1 65535
module [module] —

Catalyst 6500 WebVPN
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WebVPN

M debug webvpn

platform ssl
alert [module [module]] — SSL
error [module [module]] — SSL
handshake [module [module]] — SSL
module [module] —

pkt [module [module]] —

SSL

TCP

TCP

TCP

TCP

platform tcp
events [module [module]] — TCP
module [module] —
pkt [module [module]] —
state [module [module]] — TCP
timers [module [module]] — TCP
platform tunnel
hash —

trace —

webvpn# debug webvpn tunnel
webvpn#

App

webvpn# debug webvpn platform app
webvpn#

FDU

webvpn# debug webvpn platform fdu
webvpn#

IPC

webvpn# debug webvpn platform ipc
webvpn#

PKI

webvpn# debug webvpn platform pki
webvpn#

TCP

i Catalyst 6500 WebVPN
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debug webvpn W

SSL

ssl-proxy# debug webvpn platform ssl
ssl-proxy#

TCP

ssl-proxy# debug webvpn platform tcp
ssl-proxy#

TCP

ssl-proxy# no debug webvpn platform tcp
ssl-proxy#

Catalyst 6500 WebVPN
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N do
EXEC do
do command
command EXEC
EXEC
WebVPN Catalyst 6500
Release 1.1
EXEC do
do configure terminal configure
terminal
copy write do
EXEC show interfaces
wwbvpn (config) # do show interfaces serial 3/0
Serial3/0 is up, line protocol is up
Hardware is M8T-RS232
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 1/255
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input never, output 1d17h, output hang never
Last clearing of "show interface" counters never
wwbvpn (config) #
Catalyst 6500 WebVPN
m. OL-8467-01-J |
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nbns-list W

nbns-list

nbnslist NetBIOS Name Service NBNS nbns-list

no

nbns-list name

no nbns-list name

name NBNS

WebVPN

WebVPN Catalyst 6500
Release 1.1

listname 64
nbns-list
webvpn (config-webvpn-nbnslist) #

nbnslist NBNS 2-2
nbnslist

Catalyst 6500 WebVPN
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WebVPN

Wl nbns-list

2-2 nbnslist

nbns-server ip_addr [master]
[timeout timeout][retry retries]

Common Internet File System CIFS

S

NBNS

Linux Windows 2000

Samba

ip_addrs Windows
PDC

master

Windows Internet Naming Service WINS

timeout

retries NBNS

Primary Domain Controller

master

NBNS

30

exit

nbnslist NBNS

webvpn (config) # webvpn context cl
webvpn (config-webvpn-context) # nbns-list list2

webvpn

webvpn (config-webvpn-nbnslist) # exit
webvpn (config-webvpn-context) #

webvpn context

WebVPN

config-webvpn-nbnslist)# nbns-server 10.1.1.2

i Catalyst 6500
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policy group W

policy group

policy group WebVPN
no
policy group group-policy-name
no policy group group-policy-name
group-policy-name
WebVPN
WebVPN Citrix
Release 1.2
WebVPN Catalyst 6500
Release 1.1
group-policy-name
webvpn policy group
webvpn (config-webvpn-group) #
2-3
2-3
banner value string string
7 ASCII HTML
citrix enabled Citrix Citrix
exit
filter tunnel {ip-acl |
ip-expanded-acl | name} e ip-acl—IP 1 199
e ip-expanded-acl — IP
1300 2699
* name —

Catalyst 6500 WebVPN
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M policy group
2-3
functions {file-access |
file-browse | file-entry|
svc-enabled| &,
svc-required} file-browse file-entry file-access
e file-access —
e file-browse —
e file-entry —
e svc-enabled —
PC SvC
e svc-required —
PC svC
hide-url-bar URL
)
nbns-list name CIFS  NBNS
Windows 2000 Linux/UNIX
S
no
port-forward name
)
timeout {idle | session} idle seconds —
seconds 2100 35
idle seconds — session seconds —
0 3600 43200 12
session seconds —
1 1209600
Catalyst 6500 WebVPN
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2-3

policy group W

svC

SsvC

url-list name

S

URL

WebVPN

WebVPN

webvpn (config) # webvpn context cisco
webvpn (config-webvpn-context)# policy group cisco_tunl

webvpn (config-webvpn-group) #
webvpn (config-webvpn-group) #
webvpn (config-webvpn-group) #
webvpn (config-webvpn-group) #
webvpn (config-webvpn-group) #
webvpn (config-webvpn-group) #
webvpn (config-webvpn-group) #
webvpn (config-webvpn-group) #
webvpn (config-webvpn-group) #
webvpn (config-webvpn-group) #

function svc-enabled

timeout idle 36000

timeout session 144000

svc address-pool "cisco_tunl_pool"
svc keep-client-installed

svc rekey time 40000

svc rekey method new-tunnel

svc dpd-interval gateway 0

svc dpd-interval client 300

exit

webvpn (config-webvpn-context) #

Catalyst 6500

WebVPN
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WebVPN

W port-forward

port-forward

port-forward
no

port-forward listname

no port-forward listname

listname

WebVPN

2-4

WebVPN
Release 1.1

Catalyst 6500

listname 64
port-forward

webvpn (config-webvpn-port-fwd) #

default local-port port-number

1

65535

exit

WebVPN

WebVPN

local localport

localport
1 1 65535

* remote-server remoteserver —

IP
* remote-port remoteport —
1 65535
e description description —
description 64

DNS

no

i Catalyst 6500 WebVPN
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port-forward W

listname
listname

no

webvpn (config-webvpn-context)# port-forward abc

webvpn (config-webvpn-port-fwd) # local-port 25 remote-server "mailman" remote-port 25
description "SMTP server"

webvpn (config-webvpn-port-fwd) # local-port 110 remote-server "pop3-ny" remote-port 110
description "POP3-server"

webvpn (config-webvpn-port-fwd) # local-port 143 remote-server "imap-ny" remote-port 143
description "IMAP server"

webvpn (config-webvpn-port-£fwd) #

url-list
webvpn context

Catalyst 6500 WebVPN
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WebVPN

W show webvpn context

show webvpn context

show webvpn context

show webvpn context name

name

EXEC

WebVPN
Release 1.1

Catalyst 6500

webvpn# show webvpn context tunnel

Admin Status: up
Operation Status: up

CSD Status: Enabled

TCP Policy not configured
SSL Policy not configured

Certificate authentication type: peer certificate is always accepted

AAA Authentication List: webvpn

AAA Authentication Domain not configured
Default Group Policy: tunnel

Associated WebVPN Gateway: s2

Domain Name and Virtual Host not configured
Maximum Users Allowed: 2560

Maximum Concurrent Logins Allowed: 0 (default)

NAT Address Range: 10.81.12.4-10.81.12.9 mask 255.255.255.0

VRF Name not configured

webvpn#

i Catalyst 6500 WebVPN
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show webvpn dispatch

WebVPN

show webvpn dispatch

show webvpn dispatch {algorithm | member | stats}

show webvpn dispatch

algorithm

Content Load Balancing CLB

member CLB

stats

EXEC

WebVPN
Release 1.1

Catalyst 6500

WebVPN

webvpn# show webvpn dispatch stat

SSLVPN: Dispatching Statistics:
Total packets dispatched = 2827
Total packets need multiple buffers = 12
Total packets with no core id = 93
Total packets with embedded core id = 2722

Per Core Dispatching Statistics:

Assigned
Core-ID Symbolic-ID Connections

1 SwCidIos
7 SwCidvpnl
CLB

43
51

webvpn# show webvpn dispatch algorithm
SSLVPN: Current CLB algorithm:

Weighted Round Robin

CLB

(Master Weight =

5 Slave Weight = 6)

webvpn# show webvpn dispatch member

SSLVPN: CLB Member Table

(Current RR Index 1):

Member-Index Core-ID Symbolic-ID Weight

0 1
1 7
webvpn#
Catalyst 6500

Quota
SwCidIos 5 3
SwCidvpnl 6 2

WebVPN
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WebVPN

W show webvpn gateway

show webvpn gateway

show webvpn gateway

show webvpn gateway [name]

name

EXEC

WebVPN

R

elease 1.1

Catalyst 6500

webvpn# show webvpn gateway

Gateway Name Admin Operation
sl up up

s2 up up
gatewayl down down
tunnel down down
webvpn# show webvpn gateway sl

Admin Status: up

Op
Ip
TC
Ss
Ss

eration Status: up
: 10.1.2.140, port: 443
P Policy not configured
L Policy not configured
L Trustpoint: tpl
Certificate chain for new connections:
Certificate:
Key Label: tpl, 1024-bit, not exportable
Key Timestamp: 12:09:27 UTC Dec 25 2004
Serial Number: OFES5
Root CA Certificate:
Serial Number: 01
rsa-general-purpose certificate
Certificate chain complete

WebVPN

i Catalyst 6500
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show webvpn log-level

show webvpn log-level

WebVPN show webvpn log-level

show webvpn log-level

EXEC

WebVPN Catalyst 6500
Release 1.2

webvpn# show webvpn log-level
The current SSLVPN log level is “Normal”

Catalyst 6500 WebVPN
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W show webvpn nbns
WebVPN NetBIOS Name Service NBNS show webvpn nbns
show webvpn nbns context {name | all}
name
all
EXEC
WebVPN Catalyst 6500
Release 1.1
NBNS
webvpn# show web nbns context tunnel
NetBIOS name IP Address Timestamp
0 total entries
webvpn#
NBNS
webvpn# show web nbns context all
NetBIOS name IP Address Timestamp
0 total entries
NetBIOS name IP Address Timestamp
0 total entries
NetBIOS name IP Address Timestamp
0 total entries
NetBIOS name IP Address Timestamp
0 total entries
NetBIOS name IP Address Timestamp
0 total entries
webvpn#
WebVPN

i Catalyst 6500
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show webvpn package M

show webvpn package

WebVPN show webvpn package

show webvpn package {csd | svc} [{file filename | status}]

csd Cisco Secure Desktop CSD

SvC SSL VPN Client SVC

file

filename

status

EXEC

WebVPN show webvpn install show webvpn
Release 1.2 package

WebVPN Catalyst 6500
Release 1.1

SvC

webvpn# show web package svc status

SSLVPN Package SSL-VPN-Client version installed:
CISCO STC win2k+ 1.0.0

1,1,1

Tue 04/08/2005 15:31:20.43

SvC

webvpn# show web package svc

SSLVPN Package SSL-VPN-Client installed:

File: \webvpn\stc\l\binaries\detectvm.class, size: 555
File: \webvpn\stc\l\binaries\java.htm, size: 309
File: \webvpn\stc\l\binaries\main.js, size: 8049
File: \webvpn\stc\l\binaries\ocx.htm, size: 244
File: \webvpn\stc\l\binaries\setup.cab, size: 164216
File: \webvpn\stc\l\binaries\stc.exe, size: 90104
File: \webvpn\stc\l\binaries\stcjava.cab, size: 6154
File: \webvpn\stc\l\binaries\stcjava.jar, size: 4053
File: \webvpn\stc\l\binaries\stcweb.cab, size: 12668
File: \webvpn\stc\l\binaries\update.txt, size: 9
File: \webvpn\stc\l\empty.html, size: 214

File: \webvpn\stc\l\images\alert.gif, size: 2042
File: \webvpn\stc\l\images\buttons.gif, size: 1842
File: \webvpn\stc\l\images\loading.gif, size: 313
File: \webvpn\stc\l\images\title.gif, size: 2739
File: \webvpn\stc\l\index.html, size: 4725

File: \webvpn\stc\2\index.html, size: 325

File: \webvpn\stc\version.txt, size: 63

Total files: 18

Catalyst 6500 WebVPN
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W show webvpn package

CSD

webvpn# show webvpn package csd status

SSLVPN Package Cisco-Secure-Desktop version installed:
CISCO CSD CAT6K

3,1,0,18

Mon 09/12/2005 11:58:25.31 p

CSD

webvpn# show webvpn package csd

SSLVPN Package Cisco-Secure-Desktop installed:
File: \sdesktop\data.xml, size: 54

File: \sdesktop\globals.js, size: 587

File: \sdesktop\install\binaries\InfoExtr.exe, size: 53248
File: \sdesktop\install\binaries\InfoExtr.exp, size: 2159
File: \sdesktop\install\binaries\InfoExtr.lib, size: 4298
File: \sdesktop\install\binaries\Logging.exe, size: 24576

File: \sdesktop\install\binaries\cache.jar, size: 4385

File: \sdesktop\install\binaries\cachedlg.zip, size: 63190
File: \sdesktop\install\binaries\cleaner.cab, size: 167847
File: \sdesktop\install\binaries\detectvm.class, size: 555

File: \sdesktop\install\binaries\inst.exe, size: 96256

File: \sdesktop\install\binaries\instfull.exe, size: 681472
File: \sdesktop\install\binaries\instjava.cab, size: 7804
File: \sdesktop\install\binaries\instjava.jar, size: 4643
File: \sdesktop\install\binaries\instweb.cab, size: 14379

File: \sdesktop\install\binaries\java.htm, size: 328
File: \sdesktop\install\binaries\java2.htm, size: 659
File: \sdesktop\install\binaries\main.js, size: 18206
File: \sdesktop\install\binaries\ocx.htm, size: 245
File: \sdesktop\install\binaries\setup.cab, size: 418780
File: \sdesktop\install\binaries\update.txt, size: 8
File: \sdesktop\installl\empty.htm, size: 155

File: \sdesktop\install\help\ccml\index.htm, size: 2736
File: \sdesktop\install\help\ccml\yes.gif, size: 3250
File: \sdesktop\install\help\ccw\index.htm, size: 3653
File: \sdesktop\install\help\ccw\taskbar.gif, size: 136
File: \sdesktop\install\help\ccw\yes.gif, size: 3250
File: \sdesktop\install\help\sd\index.htm, size: 6695

File: \sdesktop\manager\js\xtree.js, size: 24087
File: \sdesktop\manager\main.htm, size: 62436
File: \sdesktop\manager\template.xml, size: 2741
File: \sdesktop\manager\xlat.txt, size: 1284
File: \sdesktop\version.txt, size: 55

Total files: 83

webvpn# show webvpn package csd file \sdesktop\version.txt

SSLVPN File \sdesktop\version.txt installed:
CISCO CSD CAT6K

3,1,0,18

Mon 09/12/2005 11:58:25.31

webvpn#

i Catalyst 6500 WebVPN

OL-8467-01-J |



| 2 Catalyst 6500 WebVPN

show webvpn platform buffers W

show webvpn platform buffers

TCP show webvpn platform buffers

show webvpn platform buffers [module module]

module module module
all — CPU
fdu — FDU CPU
ssl1 — SSL1 CPU

tcpl — TCP1 CPU

EXEC

WebVPN Catalyst 6500
Release 1.1

TCP

webvpn# show webvpn platform buffers module all
Buffers info for TCP module 1
TCP data buffers used 3340 limit 88064
TCP ingress buffer pool size 44032 egress buffer pool size 44032
TCP ingress data buffers min-thresh 5636096 max-thresh 9017344
TCP ingress data buffers used Current 0 Max 27
TCP ingress buffer RED shift 9 max drop prob 10
Conns consuming ingress data buffers 0
Buffers with App 0
TCP egress data buffers used Current 0 Max 115
Conns consuming egress data buffers 0
In-sequence queue bufs 0 000 bufs 0
Per-flow avg glen 0 Global avg glen 0
webvpn#

webvpn policy tcp

Catalyst 6500 WebVPN
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W show webvpn platform context

show webvpn platform context

WebVPN show webvpn platform context

show webvpn platform context name [module module]

name
module module module

all — CPU

fdu— FDU CPU

ssl1 — SSL1 CPU

tcpl — TCP1 CPU

tcp2 — TCP2 CPU
EXEC
WebVPN Catalyst 6500
Release 1.1

webvpn# show webvpn platform context tunnel

Certificate authentication type: peer certificate is always accepted
Admin Status: up

Operation Status: up

webvpn#

Catalyst 6500 WebVPN
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WebVPN

show webvpn platform context | |

webvpn# show webvpn platform context tunnel module all

FDU Service Entry
Service ID
Virtual IP
HTTP-redirect:

Hash Index
Bound ID
Service ID 8

IP address : 116.

MSS : 1460

SYN timeout (s):
Idle timeout (s)
FIN wait timeout

0.0.0.0 Virtu

117.110.110 Port

75
600
(s) : 75

Reassembly timeout (s) : 60
Connection Rx Buffer Size : 32768
Connection Tx Buffer Size : 65536
TOS Carryover Disabled

Service entry in cpu 1:

Cipher suites:
Versions: 0x3
Options: 0x6

OxF

Current Certificate Index: 0x0

Certificate Index at 0 location:
Certificate Index at 1 location:

Flags: 0x202

Handshake timeout: 0 secs
Session timeout: 0 secs
Session cache size: 262144

Catalyst 6500

Protocol : 0
al port : O

Conn Count : 0

State : DOWN

0

0x0 0x0 0x0 0x0 0x0 0x0
0x0 0x0 0x0 0x0 0x0 0x0 0x0
0x0 0x0 0x0 0x0 0x0 0x0 0xO0
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M show webvpn platform crash-info

show webvpn platform crash-info

WebVPN show
webvpn platform crash-info

show webvpn platform crash-info [brief | details]

brief

details
10

EXEC

WebVPN Catalyst 6500
Release 1.1

webvpn# show webvpn platform crash-info brief

===== SSLVPN SERVICE MODULE - START OF CRASHINFO COLLECTION =====

7777777777777 COMPLEX 0 [VPN_IOS] ==----=---mmmmmmmmmmm e

NVRAM CHKSUM: OxDABB
NVRAM MAGIC: 0xC8A514F0
NVRAM VERSION: 1

++++++++++ CORE 0 (VPN (slave)) +++++++++t+t+ttttttttt++

HW_CID: O

APPLICATION VERSION: SVCWEBVPN Software (SVCWEBVPN-K9Y9-M), Version 12.3(7.11
JVA(0.117) INTERIM SOFTWARE \nCompiled Wed 13-Apr-05 02:20 by integ

APPROXIMATE TIME WHEN CRASH HAPPENED: 02:56:38 UTC Sep 1 2005

THIS CORE DIDN'T CRASH

TRACEBACK: 374110 375C0C

CPU CONTEXT —-——————=—————————————————————

$0 : 00000000, AT : 01050000, vO : 00000000, vl : 01050000
a0 : 0104F3EO0, al : 0208A390, a2 : 00000000, a3 : 00000000
t0 : 00000000, tl : 032B8BC8, t2 : 00000001, t3 : FFFFOOFF
td4 : 00368100, t5 : 74696F6E, t6 : 00000000, t7 : 39353438
s0 : 01050000, sl : 01051F40, s2 : 028E16EO0, s3 : 00BA00OO
s4 : 00BAOOOO, s5 : 00BAOOOO, s6 : 01050000, s7 : 01050000
t8 : 0DODODOD, t9 : 00000000, kO : 00400001, k1 : 00000000
gp : OOFC65E0, sp : 028E16D0, s8 : 00000000, ra : 00374160
LO : F88923EA, HI : DA46BB94, BADVADDR : B60ED79D

EPC : 00374110, ErrorEPC : BFC00C70, SREG : 3400FDO03

Cause 00004000 (Code 0x0): Interrupt exception

Catalyst 6500 WebVPN
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show webvpn platform crash-info W

CACHE ERROR registers ----------------——-

CacheErrI: 00000000, CacheErrD: 00000000
ErrCtl: 00000000, CacheErrDPA: 0000000000000000

++++++++++ CORE 1 (IOS (master)) +++++++++++++tttttttt+++

HW_CID: 1

APPLICATION VERSION: SVCWEBVPN Software (SVCWEBVPN-K9Y9-M), Version 12.3(7.11
JVA(0.117) INTERIM SOFTWARE \nCompiled Wed 13-Apr-05 02:51 by integ

APPROXIMATE TIME WHEN CRASH HAPPENED: 02:56:36 UTC Sep 1 2005

THIS CORE CRASHED

TRACEBACK: 1C6C7EC 1CC1B20 1CBEC14 1CBEDA8 1CCl6EC 1CC1E7C 1CC96C4 1CC9930 1C
C94DC 1CCA570 1CBDF58 1CB69FC 1CB1898 1C7F964 1CE3618 1CE431C

CPU CONTEXT —-=——-————=————————————————————

$0 : 00000000, AT : 021D0000, vO : 00000001, vl : 00000000
a0 : OCFA6952, al : 00000000, a2 : 00000002, a3 : 00000062
t0 : 00000001, tl : 00000000, t2 : 00000001, t3 : 00000062
t4 : 00000048, t5 : OAODOAOD, t6 : OAODOAOA, t7 : 090A0A0A
s0 : 00000000, sl : OCFA6950, s2 : 0D583008, s3 : OCFA6950
s4 : OCFA6953, s5 : 02270000, s6 : 17394FC8, s7 : 0D4708B8
t8 : 00000005, t9 : 00000001, kO : 00000000, k1 : 00000000
gp : 021D4080, sp : OCCE3840, s8 : FFFFFFFF, ra : 01CC1B20
LO : 00000003, HI : 0238A2C0, BADVADDR : 00000000

EPC : 01C6C7EC, ErrorEPC : 01572900, SREG : 3400FDO03

Cause 0000000C (Code 0x3): TLB (store) exception

CACHE ERROR registers -----------------——-

CacheErrI: 00000000, CacheErrD: 00000000
ErrCtl: 00000000, CacheErrDPA: 0000000000000000

7777777777777 COMPLEX 1 [FDU_TCP_SSL_1] ---==----mmmmmmmm o

NVRAM CHKSUM: 0x3C34
NVRAM MAGIC: O0xC8A514F0
NVRAM VERSION: 1

++++++++++ CORE 0 (TCP/FDU Processor #1) ++++++++++++++ttttt+t+++

HW_CID: 2

APPLICATION VERSION: 2005.03.15 22:14:57 built for mahesh

APPROXIMATE TIME WHEN CRASH HAPPENED: 11:28:14 UTC Aug 1 2005

THIS CORE CRASHED

TRACEBACK: 20A994 20B000 243C54 2444C8 24FF90 21A088 219970 2263B0 2523FC
CPU CONTEXT —===========—=———————mm o

$0 : 00000000, AT : 00270000, vO : 0000005C, vl : 00285760
a0 : 12630E54, al : 00000000, a2 : 00000000, a3 : 00000000
t0 : 00000000, tl : 34007E01, t2 : 34007100, t3 : FFFFOOFF
t4 : 0020A9CO, t5 : 82602460, t6 : 00000002, t7 : 00000001
s0 : 12630E54, sl : 002824DC, s2 : 12630C5C, s3 : 12630C5C
s4 : 002E0000, s5 : 00000003, s6 : 12630C20, s7 : 0026B258
t8 : FFFFFFFF, t9 : 0160A2A0, kO : 00400001, k1 : 00000000
gp : 00273320, sp : 09DFFD40, s8 : 12630C20, ra : 0020B00O
LO : 00000000, HI : 0000004E, BADVADDR : 12630E54

EPC : 0020A994, ErrorEPC : F7EF23EA, SREG : 34007E03

Cause 00008014 (Code 0x5): Address Error (store) exception

CACHE ERROR registers ----------------——-

CacheErrI: 00000000, CacheErrD: 00000000
ErrCtl: 00000000, CacheErrDPA: 0000000000000000

[ oL-8467-01-J
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WebVPN

M show webvpn platform crash-info

++++++++++ COR

HW_CID: 3
APPLICATION

APPROXIMATE TIME WHEN CRASH HAPPENED:

THIS CORE D
TRACEBACK:
CPU CONTEXT

S0 : 00000000,
a0 : 09EOA534,
t0 : 00006100,
t4 : 0040A9CO,
s0 : 09EOA4ES,
s4 : 00000000,
t8 : 00000002,
gp : 004965E0,
LO : 999999C9,
EPC : 00449F70
Cause 0000C000

CACHE ERROR re

CacheErrI: 000
ErrCtl: 000000

E 1 (SSL Processor #1)

VERSION: 2005.03.15 22:14:57 built
11:28:14

IDN'T CRASH

449F70 433458 42DOA0 422694

AT : 00490000,
al : 00000002,
tl : 00000000,
t5 : A295BI1CD,
sl : 0048F698,
s5 : 00000000,
t9 : 00000001,
sp : 123FFF30,

HI : 0000001F, BADVADDR

v0
a2
t2
t6
s2
s6
kO
s8

B i St a ot S S S oS

for mahesh
UTC Aug 1 2005

00000000, w1 0E1743D8
00000002, a3 00000002
B0060100, t3 FFFFOOFF
B22AEDDB, t7 F9DOB2AC
00000000, s3 0048F600
00480000, s7 00480000
00000000, k1 00000000
00000001, ra : 00433458
644E427A
34007E03

, ErrorEPC : FFDF6777, SREG
(Code 0x0): Interrupt exception

gisters -------------------

00000, CacheErrD:

00, CacheErrDPA:

WebVPN

00000000
0000000000000000

i Catalyst 6500
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show webvpn platform gateway

WebVPN show webvpn platform gateway

show webvpn platform gateway ||

show webvpn platform gateway name [debug | module module]

name
debug
module module module

all — CPU

fdu— FDU CPU

ssll — SSL1 CPU

tcpl — TCP1 CPU

tcp2 — TCP2 CPU
EXEC
WebVPN Catalyst 6500
Release 1.1

webvpn# show webvpn platform gateway tunnel
IP: 10.1.2.14, port: 443
rsa-general-purpose certificate trustpoint: mytp
Certificate chain for new connections:
Certificate:
Key Label: mytp, 1024-bit, not exportable
Key Timestamp: 12:09:27 UTC Dec 25 2004
Serial Number: OFES5
Root CA Certificate:
Serial Number: 01
Certificate chain complete
Admin Status: up
Operation Status: up
webvpn#

Catalyst 6500 WebVPN
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W show webvpn platform gateway

webvpn# show webvpn platform gateway sl debug
IP: 10.1.2.14, port: 443
rsa-general-purpose certificate trustpoint: mytp
Certificate chain for new connections:
Certificate:
Key Label: mytp, 1024-bit, not exportable
Key Timestamp: 12:09:27 UTC Dec 25 2004
Serial Number: OFES5
Root CA Certificate:
Serial Number: 01
Certificate chain complete
Admin Status: up
Operation Status: up

Service ID: 1 Bound ID: -1

Virtual IP: 10.1.2.14 Port : 443
VLAN ID : 0 MAC Address : 0000.0000.0000
State : PROXY VALID

Enabled : Yes

Secondary : No
Client NAT: disable
Server NAT: disable
webvpn#

CPU

webvpn# show web platform gateway sl module all

FDU Service Entry
Service ID 1 Protocol : 6
Virtual IP : 64.102.223.140 Virtual port : 443
HTTP-redirect: 0

Hash Index : 896 Conn Count : 0
Bound ID : -1 State : UP
Service ID 1

IP address : 10.1.2.14 Port : 443

MSS : 1460

SYN timeout (s): 75

Idle timeout (s) : 600

FIN wait timeout (s) : 75

Reassembly timeout (s) : 60

Connection Rx Buffer Size : 32768

Connection Tx Buffer Size : 65536

TOS Carryover Disabled

Service entry in cpu 1:
Cipher suites: OxF
Versions: 0x3
Options: 0x6
Current Certificate Index: 0x0 0xl 0x0 0x0 0x0 0x0 0x0
Certificate Index at 0 location: 0x0 0x0 0x0 0x0 0x0 0x0 0x0
Certificate Index at 1 location: 0x0 0x0 0x0 0x0 0x0 0x0 0xO0
Flags: 0x201
Handshake timeout: 0 secs
Session timeout: 0 secs
Session cache size: 262144

webvpn#

Catalyst 6500 WebVPN
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WebVPN

show webvpn platform license

show webvpn platform license | |

show webvpn platform license

show webvpn platform license

EXEC

WebVPN
Release 1.2

Catalyst 6500

WebVPN

8000

webvpn# show webvpn platform licnese
MaxUsers:8000
Type:Permanent

5000

webvpn# show webvpn platform license
MaxUsers:5000
Type:Permanent

2560

MaxUsers:2560
Type:Permanent

webvpn# show webvpn platform license
MaxUsers:8000
Type:Demo (expiring in 30 days ..)

Type

Type:Demo (expiring in 29 days ..)

Type:Demo (Expired) System restored to previous levels (2560/5000)

Catalyst 6500 WebVPN
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W show webvpn platform mac address

show webvpn platform mac address

MAC show webvpn platform mac address

show webvpn platform mac address

EXEC

WebVPN Catalyst 6500
Release 1.1

WebVPN MAC

webvpn# show webvpn platform mac address
SVCWEBVPN module MAC address: 000d4.29f0.c24c

webvpn#

Catalyst 6500 WebVPN
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show webvpn platform policy | |

show webvpn platform policy

SSL TCP show webvpn platform policy

show webvpn platform policy {ssl | tcp} name

ssl SSL
tcp TCP
name SSL TCP

EXEC

WebVPN Catalyst 6500
Release 1.1

WebVPN SSL

webvpn# show webvpn platform policy ssl
SSL Policy Name Usage-Count

webvpn#

Catalyst 6500 WebVPN
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W show webvpn platform version

show webvpn platform version

show webvpn platform version

show webvpn platform version

EXEC

WebVPN Catalyst 6500
Release 1.1

WebVPN

webvpn# show webvpn platform version

Cisco IOS Software, SVCWEBVPN Software (SVCWEBVPN-K9Y9-M), Version 12.3(8)VA(1l.1)
Copyright (c) 1986-2005 by Cisco Systems, Inc.

Compiled Thu 26-May-05 02:44 by integ

ROM: System Bootstrap, Version 12.2(11)YS1 RELEASE SOFTWARE
webvpn-alpha uptime is 5 days, 19 hours, 51 minutes

System returned to ROM by power-on

System image file is "tftp://10.1.1.1/unknown"

AP Version 1.1(0.97)

webvpn#

Catalyst 6500 WebVPN
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show webvpn platform vian W

show webvpn platform vian

VLAN show webvpn platform vlan

show webvpn platform vlan [vlan-id ]

vlan-id VLAN ID VLAN 2 1005
EXEC
WebVPN Catalyst 6500
Release 1.1
WebVPN VLAN
webvpn# show webvpn platform vlan
Vlan-id IP address NetMask VRF
10 10.81.12.3 255.255.255.0 -
20 20.102.223.139 255.255.255.248 -
WebVPN VLAN
webvpn# show webvpn platform vlan 10
Vlan-id IP address NetMask VRF
10 10.81.12.3 255.255.255.0 -

—————— FDU module info ----
FDU Vlan Entry

VLAN ID : 10

My IP Addr :10.81.12.3

My Net Mask : 255.255.255.0
VRF ID : 0

Catalyst 6500 WebVPN
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Catalyst 6500

WebVPN

M show webvpn policy

show webvpn policy

WebVPN

show webvpn policy

show webvpn policy {group name context name | tcp [name] | ssl [name]}

group name context name

tcp

TCP

ssl

SSL

name

EXEC

WebVPN
Release 1.1

Catalyst 6500

HTTP

webvpn# show web policy group tunnel context tunnel
WEBVPN: group policy = tunnel ; context = tunnel
idle timeout = 2100 sec

session timeout =

43200 sec

functions = svc-enabled

citrix disabled

address pool name = "addr"

dpd client timeout = 300 sec

dpd gateway timeout = 300 sec

keep sslvpn client installed = disabled
rekey interval = 3600 sec

rekey method = ssl

lease duration = 43200 sec

DNS primary server = 64.

102.6.247

WINS primary server = 171.68.235.228

webvpn#

webvpn policy ssl
webvpn policy tcp

WebVPN

i Catalyst 6500
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show webvpn session W

show webvpn session

WebVPN show webvpn session

show webvpn session {context {name | all} | user name context {name | all}}

context name

user name

all

EXEC

WebVPN Catalyst 6500
Release 1.1

webvpn# show webvpn session context ssl-vpn

WebVPN context name: ssl-vpn

Client_Login_Name Client_IP_Address No_of_Connections Created Last_Used
userl 10.2.1.220 2 04:47:16 00:01:26
user?2 10.2.1.221 2 04:48:36 00:01:56

webvpn# show webvpn session user userl context all
WWebVPN user name = userl ; IP address = 10.2.1.220; context = ssl-vpn
No of connections: 0
Created 00:00:19, Last-used 00:00:18
CSD enabled
CSD Session Policy
CSD Web Browsing Allowed
CSD Port Forwarding Allowed
CSD Full Tunneling Disabled
CSD FILE Access Allowed
User Policy Parameters
Group name = ssl-vpn
Group Policy Parameters
url list name = "cisco"
idle timeout = 2100 sec
session timeout = 43200 sec
port forward name = "email"
tunnel mode = disabled
citrix disabled
dpd client timeout = 300 sec
dpd gateway timeout = 300 sec
keep stc installed = disabled
rekey interval = 3600 sec
rekey method = ssl
lease duration = 3600 sec

Catalyst 6500 WebVPN
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W show webvpn stats

show webvpn stats

show webvpn stats

show webvpn stats [type]

type

EXEC

WebVPN Citrix citrix
Release 1.2

HTTP httpauth

WebVPN Catalyst 6500
Release 1.1

type
e cifs [detail][context {name | all}]
* citrix
e context {name | all}
e detail [context {name | all}]
e httpauth
¢ mangle [detail][context {name | all}]
e port-forward [detail][context {name | all}]
e socket [detail][context {name | all}]

e tunnel [detail][context {name | all}]

Catalyst 6500 WebVPN
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show webvpn stats W
WebVPN
webvpn# show webvpn stats
User session statistics:
Active user sessions 1 AAA pending redgs 0
Peak user sessions 6 Peak time 17:22:16
Active user TCP conns 2 Terminated user sessions 29
Session alloc failures 0 Authentication failures 3
VPN session timeout 1 VPN idle timeout 9
User cleared VPN sessions: 0 Exceeded ctx user limit 0
Exceeded total user limit: O
Mangling statistics:
Relative urls : 15705 Absolute urls 41850
Non-http(s) absolute urls: 9306 Non-standard path urls 1005
Interesting tags : 200329 Uninteresting tags 398899
Interesting attributes 164642 Uninteresting attributes 272669
Embedded script statement: 10226 Embedded style statement 2800
Inline scripts 34868 Inline styles 26475
HTML comments 6018 HTTP/1.0 requests 148
HTTP/1.1 requests 8115 Unknown HTTP version 0
GET requests 6290 POST requests 95
CONNECT requests 0 Other request methods 1878
Through requests 6172 Gateway requests 2091
Pipelined requests 7 Req with header size >1K 1
Processed req hdr bytes 5320280 Processed req body bytes 529871
HTTP/1.0 responses 797 HTTP/1.1 responses 6277
HTML responses 1919 CSS responses 80
XML responses 2476 JS responses 171
Other content type resp 1435 Chunked encoding resp 1926
Resp with encoded content: 0 Resp with content length 3926
Close after response 1222 Resp with header size >1K: 0
Processed resp hdr size 1870948 Processed resp body bytes: 65670616
Backend https response 245 Chunked encoding requests: 0
HTTP Authentication stats
Successful NTLM Auth 0 Failed NTLM Auth 0
Successful Basic Auth 1 Failed Basic Auth 1
Unsupported Auth : 0 Unsup Basic HTTP Method 0
NTLM srv kp alive disabld: 0 NTLM Negotiation Error 0
Oversize NTLM Type3 cred 0 Internal Error 0
Num 401 responses 3 Num non-401 responses 97
Num Basic forms served 2 Num NTLM forms served 0
Num Basic Auth sent 3 Num NTLM Auth sent 0
Admission Control stats
Users Denied 0 Requests Dropped 0
CPU util exceeded 0 Memory util exceeded 0
Appl Buf util exceeded 0
CIFS statistics:
SMB related Per Context:
TCP VC's 0 UDP VC's 0
Active VC's 0 Active Contexts 0
Aborted Conns : 0
NetBIOS related Per Context:
Name Queries 0 Name Replies 0
NB DGM Requests 0 NB DGM Replies 0
NB TCP Connect Fails 0 NB Name Resolution Fails 0
SMB related Global:
Sessions in use 0 Mbufs in use 0
Mbuf Chains in use 0 Active VC's 0
Active Contexts 0 Browse Errors 0
Empty Browser List 0 NetServEnum Errors 0
Empty Server List 0 NBNS Config Errors 0
NetShareEnum Errors 0
HTTP related Per Context:
Requests 24 Request Bytes RX 8508
Catalyst 6500 WebVPN
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WebVPN

W show webvpn stats

i Catalyst 6500

Request Packets RX 0 Response Bytes TX 1465966
Response Packets TX 975 Active Connections 0
Active CIFS context Requests Dropped 0
HTTP related Global:
Server User data 0 CIFS User data 0
Net Handles 0 Active CIFS context 0
Authentication Fails 0 Operations Aborted 0
Timers Expired 0 Pending Close 0
Net Handles Pending SMB 0 File Open Fails 0
Browse Network Ops 0 Browse Network Fails 0
Browse Domain Ops 0 Browse Domain Fails 0
Browse Server Ops 0 Browse Server Fails 0
Browse Share Ops 0 Browse Share Fails 0
Browse Dir Ops 0 Browse Network Fails 0
File Read Ops 0 File Read Fails 0
File Write Ops 0 File Write Fails 0
Folder Create Ops 0 Folder Create Fails 0
File Delete Ops 0 File Delete Fails 0
File Rename Ops 0 File Rename Fails 0
Socket statistics:
Sockets in use 2 Sock Usr Blocks in use 2
Sock Data Buffers in use 0 Sock Buf desc in use 0
Select timers in use 2 Sock Select Timeouts 0
Sock Tx Blocked 49 Sock Tx Unblocked 49
Sock Rx Blocked 0 Sock Rx Unblocked 0
Sock UDP Connects 0 Sock UDP Disconnects 0
Sock Premature Close 0 Sock Pipe Errors 5
Port Forward statistics:
Client Server
in pkts 0 out pkts 0
in bytes 0 out bytes 0
out pkts 0 in pkts 0
out bytes 0 in bytes 0
WEBVPN Citrix statistics:
Client Server
Packets in : 0 0
Packets out 0 0
Bytes in : 0 0
Bytes out 0 0
Tunnel Statistics:
Active connections 0
Peak connections 1 Peak time 5d16h
Connect succeed 6 Connect failed 0
Reconnect succeed 1 Reconnect failed 0
DPD timeout 0
Client Server
in CSTP frames 23098 out IP pkts 23093
in CSTP data 23093
in CSTP control 5
in CSTP bytes 4956832 out IP bytes 4771852
out CSTP frames 32086 in IP pkts 32084
out CSTP data 32084
out CSTP control 2
out CSTP bytes 16136526 in IP bytes 16512477
. User session statistics
Terminated user sessions — clear
Session alloc failures —
WebVPN
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show webvpn stats W

Authentication failures — AAA
VPN session timeout —

VPN idle timeout —
User cleared vpn sessions — clear webvpn session

Exceeded ctx user limit —
Exceeded total user limit — 8000

. Mangling statistics
Close after response —

e CIFS CIFS statistics
SMB
TCP/UDP VCs — TCP/UDP
Active VCs — TCP/UDP
Active Contexts — SMB
Aborted Conns — TCP
NetBIOS
Name Queries — NBNS

Name Query Replies — NBNS
PDC

NBDGM requests — NB

NBDGM replies — NB

NB TCP connect fails — NB TCP PDC

SMB
Sessions in Use — SMB
Mbufs in use —
Mbuf Chains in use —
Active VCs — SMB
Active Context — SMB
Browse Errors —
Empty Browse list —
NetServEnum errors —
NetShareEnum errors —

HTTP
Active Connections — CIFS
Active CIFS Context — CIFS CIFS

Catalyst 6500 WebVPN
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W show webvpn stats

HTTP
Server User Data —
CIFS User Data —
Net Handles —
Active CIFS context — CIFS

Authentication fails — WebVPN
CIFSHTTP

Operations Aborted — HTTP
CIFS

Pending Close —

Socket statistics
Tx Blocked — TCP
Tx Unblocked — TCP

Tx Blocked  Tx Unblocked

Rx Blocked — TCP

Rx Unblocked — TCP
Rx Blocked Rx Unblocked

Premature Close —

Select Timeouts —

WebVPN

WebVPN

TCP

i Catalyst 6500
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show webvpn stats W
WebVPN CIFS
webvpn# show webvpn stats cifs
CIFS statistics:
SMB related Per Context:
TCP VC's 0 UDP VC's 0
Active VC's 0 Active Contexts 0
Aborted Conns : 0
NetBIOS related Per Context:
Name Queries 0 Name Replies 0
NB DGM Requests 0 NB DGM Replies 0
NB TCP Connect Fails 0 NB Name Resolution Fails 0
SMB related Global:
Sessions in use 0 Mbufs in use 0
Mbuf Chains in use 0 Active VC's 0
Active Contexts 0 Browse Errors 0
Empty Browser List 0 NetServEnum Errors 0
Empty Server List 0 NBNS Config Errors 0
NetShareEnum Errors 0
HTTP related Per Context:
Requests 24 Request Bytes RX 8508
Request Packets RX 0 Response Bytes TX 1465966
Response Packets TX 975 Active Connections 0
Active CIFS context 0 Requests Dropped 0
HTTP related Global:
Server User data 0 CIFS User data 0
Net Handles 0 Active CIFS context 0
Authentication Fails 0 Operations Aborted 0
Timers Expired 0 Pending Close 0
Net Handles Pending SMB 0 File Open Fails 0
Browse Network Ops 0 Browse Network Fails 0
Browse Domain Ops 0 Browse Domain Fails 0
Browse Server Ops 0 Browse Server Fails 0
Browse Share Ops 0 Browse Share Fails 0
Browse Dir Ops 0 Browse Network Fails 0
File Read Ops 0 File Read Fails 0
File Write Ops 0 File Write Fails 0
Folder Create Ops 0 Folder Create Fails 0
File Delete Ops 0 File Delete Fails 0
File Rename Ops 0 File Rename Fails 0
HTTP
webvpn# show webvpn stats httpauth
HTTP Authentication stats
Successful NTLM Auth 0 Failed NTLM Auth 0
Successful Basic Auth 1 Failed Basic Auth 1
Unsupported Auth : 0 Unsup Basic HTTP Method 0
NTLM srv kp alive disabld: 0 NTLM Negotiation Error 0
Oversize NTLM Type3 cred 0 Internal Error 0
Num 401 responses 3 Num non-401 responses 97
Num Basic forms served 2 Num NTLM forms served 0
Num Basic Auth sent 3 Num NTLM Auth sent 0
Citrix
webvpn# show web stats citrix
WEBVPN Citrix statistics:
Client Server
Packets in : 0 0
Packets out 0 0
Bytes in : 0 0
Bytes out 0 0
Catalyst 6500 WebVPN
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Catalyst 6500

WebVPN

W show webvpn stats

webvpn# show web stats context
WebVPN context name

tunnel

User session statistics:

Active user sessions
Peak user sessions
Active user TCP conns
Session alloc failures
VPN session timeout

User cleared VPN sessions:

Mangling statistics:

Relative urls

Non-http(s) absolute urls:

Interesting tags
Interesting attributes

Embedded script statement:

Inline scripts

HTML comments

HTTP/1.1 requests

GET requests

CONNECT requests
Through requests
Pipelined requests
Processed req hdr bytes
HTTP/1.0 responses

HTML responses

XML responses

Other content type resp

Resp with encoded content:

Close after response
Processed resp hdr size
Backend https response

HTTP Authentication stats

Successful NTLM Auth
Successful Basic Auth
Unsupported Auth

NTLM srv kp alive disabld:

Oversize NTLM Type3 cred
Num 401 responses

Num Basic forms served
Num Basic Auth sent

Admission Control stats

Users Denied
CPU util exceeded
Appl Buf util exceeded

CIFS statistics:

SMB related Per Context:

TCP VC's
Active VC's
Aborted Conns

NetBIOS related Per Context:

Name Queries
NB DGM Requests
NB TCP Connect Fails

HTTP related Per Context:

Requests

Request Packets RX
Response Packets TX
Active CIFS context

WebVPN

tunnel

AAA pending redgs

Peak time

Terminated user sessions
Authentication failures
VPN idle timeout
Exceeded ctx user limit

o r O o o

Absolute urls
Non-standard path urls
Uninteresting tags
Uninteresting attributes
Embedded style statement
Inline styles

HTTP/1.0 requests

Unknown HTTP version

POST requests

Other request methods
Gateway requests

Reqg with header size >1K
Processed req body bytes
HTTP/1.1 responses

CSS responses

JS responses

Chunked encoding resp
Resp with content length :
Resp with header size >1K:
Processed resp body bytes:
Chunked encoding requests:

3741

O O O O OO0 OOk O0OO0OOoORrRrRFEF OOOOOOoOOo

0 Failed NTLM Auth

0 Failed Basic Auth

0 Unsup Basic HTTP Method
0 NTLM Negotiation Error
0 Internal Error

0 Num non-401 responses
0 Num NTLM forms served
0 Num NTLM Auth sent

0 Requests Dropped

0 Memory util exceeded

0

0 UDP VC's

0 Active Contexts

0

0 Name Replies

0 NB DGM Replies

0 NB Name Resolution Fails
5 Request Bytes RX

0 Response Bytes TX

938 Active Connections

0 Requests Dropped

5d16h

o O©o o

o O O O O o o o

o

1840

1435222

0
0
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show webvpn stats W
Socket statistics:
Sockets in use 0 Sock Usr Blocks in use 0
Sock Data Buffers in use 0 Sock Buf desc in use 0
Select timers in use 0 Sock Select Timeouts 0
Sock Tx Blocked 0 Sock Tx Unblocked 0
Sock Rx Blocked 0 Sock Rx Unblocked 0
Sock UDP Connects 0 Sock UDP Disconnects 0
Sock Premature Close 0 Sock Pipe Errors 0
Port Forward statistics:
Client Server
in pkts 0 out pkts 0
in bytes 0 out bytes 0
out pkts 0 in pkts 0
out bytes 0 in bytes 0
WEBVPN Citrix statistics:
Client Server
Packets in : 0 0
Packets out 0 0
Bytes in : 0 0
Bytes out 0 0
Tunnel Statistics:
Active connections 0
Peak connections 1 Peak time 5dl6h
Connect succeed 6 Connect failed 0
Reconnect succeed 1 Reconnect failed 0
DPD timeout 0
Client Server
in CSTP frames 23098 out IP pkts 23093
in CSTP data 23093
in CSTP control 5
in CSTP bytes 4956832 out IP bytes 4771852
out CSTP frames 32086 in IP pkts 32084
out CSTP data 32084
out CSTP control 2
out CSTP bytes 16136526 in IP bytes 16512477
webvpn#
Catalyst 6500 WebVPN
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[ | snmp-server enable

snmp-server enable

SNMP snmp-server enable SNMP
no

[no] snmp-server enable {informs | traps {ipsec | isakmp | snmp | tty}}

informs SNMP

traps SNMP

ipsec IPSec

isakmp ISAKMP

snmp SNMP

tty TCP

SSL Services Module Release 2.1(1) Catalyst 6500
ipsec

e ipsec crptomap {add | attach | delete | detach}
* ipsec too-many-sas

e ipsec tunnel {start | stop}
isakmp

e isakmp {policy {add | delete} | tunnel {start | stop}}
snmp

e snmp [authentication | coldstart | linkdown | linkup | warmstart]

SNMP

wwbvpn (config) # snmp-server enable informs
wwbvpn (config) #

wwbvpn (config) # snmp-server enable traps
wwbvpn (config) #

wwbvpn (config) # snmp-server enable traps snmp authnetication
wwbvpn (config) #

Catalyst 6500 WebVPN
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WebVPN

svc W

sve
sve no
svc command
command
2-5
2-5
WebVPN
WebVPN Catalyst 6500
Release 1.1
svC
2-5
2-5
address-pool address-pool-name
default-domain default-domain-name / WebVPN
/
dns-server (primary | secondary} Web DNS
ip-address DNS SSL VPN Client SVC
Web
DNS
DNS
dpd-interval {client timeout} | WebVPN
{gateway timeout} Dead Peer
Detection DPD DPD
DPD
Cisco SSL Tunnel Protocol
CSTP DPD
gateway timeout—SG  DPD
0 3600
client timeout — DPD
0 3600
Catalyst 6500 WebVPN
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N svc
2-5
homepage url Web URL Web
URL URL URL
255
no
keep-client-installed SVvC
msie-proxy exception {ip-address | Microsoft Internet Explorer MSIE
dns-name}
Y
MSIE
exception
DNS IP
msie-proxy server {ip-address | MSIE
dns_name}|[: port]
Y
MSIE
server Socks
HTTP Secure FTP Gopher IP
DNS IP
DNS
msie-proxy option {auto | MSIE option none
bypass-local | none}
Y
MSIE
option none
option auto
option bypass-local
rekey method {new-tunnel | ssl} no
no rekey method
e new-tunnel —
ssl
* ss|—SSL
Catalyst 6500 WebVPN
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WebVPN

sve W
2-5
rekey {time interval} VPN SSL 21600 6
no rekey time
no
interval — 0 43200
split dns string
string — DNS IP
split exclude {ip-address netmask |
local-lans} Web
Y
splitinclude splitexclude
split include
split exclude 200
e jp-address netmask —
e J|ocal-lans — LAN
split include ip-address netmask
Y
splitinclude splitexclude
split include
split exclude 200
ip-address netmask —
wins-server {primary | secondary} WINS
ip-address
Catalyst 6500 WebVPN
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WebVPN

W url-list

url-list

URL URL

url-list listname

no url-list listname

url-list
no

listname URL

WebVPN

WebVPN
Release 1.1

Catalyst 6500

listname
url-list

webvpn (config-webvpn-url) #

URL
URL

2-6 URL

64

URL

exit

WebVPN URL

WebVPN

heading text

URL

text

url-text text url-value url[/exchage]

text

text

url-value url
Outlook Web Access OWA
Exchange

URL

Catalyst 6500 WebVPN

URL Web
/exchange URL
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url-list Wl

URL

webvpn (config-webvpn-context)# url-list cisco

webvpn (config-webvpn-url) # url-text cisco url-value http://cisco.com

webvpn (config-webvpn-url) # url-text CNN url-value http://cnn.com

webvpn (config-webvpn-url) # url-text yahoo url-value http://yahoo.com

webvpn (config-webvpn-url) # url-text payroll url-value http://10.1.2.215/payroll
webvpn (config-webvpn-url) # url-text finance url-value https://finance.cisco.com
webvpn (config-webvpn-url) # url-text "OWA server" url-value
http://mail.cisco.com/exchange

webvpn (config-webvpn-url) # exit

webvpn (config-webvpn-context) #

webvpn context

Catalyst 6500 WebVPN
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W webvpn context

webvpn context

WebVPN WebVPN webvpn
context WebVPN
no
webvpn context [vpn-name]
no webvpn context vpn-name
vpn-name WebVPN
WebVPN Cisco Secure Desktop CSD
Release 1.2
WebVPN Catalyst 6500
Release 1.1
vpn-name
webvpn context
webvpn (config-webvpn-context) #
2-7
2-7 WebVPN
aaa authentication {{domain AAA
domain-list} | {list listname}}
e domain domain-list —
e list listname —
charset-encoding {shift-jis | iso-8859-1} |WebVPN Shift-JIS is0-8859-1
csd-enable WebVPN CsD
no csd-enable
default-group-policy default-policy-name WebVPN
policy group
Catalyst 6500 WebVPN
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webvpn context Wl
2-7 WebVPN
exit
gateway gateway-name {{domain-name
domain-name} | {virtual-host hostname}} IP
IP URL
* gateway-name —
e domain-name domain-name —
domain-name ASCII
WebVPN
cisco.com
e virtual-host hostname —
inservice
login-message string string Please
. 255 enter your username
no login-message
no and password.
logo [file filename | none]
file filename —
nat-address start-address end-address NAT
{netmask netmask} nat-address
WebVPN
e start-address —
IP
e end-address —
IP
e netmask netmask —
nbns-list name nbnslist NBNS
NBNS
nbns-list
password-prompt prompt WebVPN prompt
16 Password:
Catalyst 6500 WebVPN
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WebVPN

W webvpn context

2-7 WebVPN

policy group policy-name

policy group

policy ssl policy-name

SSL

SSL

policy tcp policy-name

TCP

TCP

port-forward listname

port-forward

secondary-color color

no secondary-color

2-8

secondary-text-color [black | white]

no secondary-text-color

black white

no

black

ssl authenticate verify {all | none}

SSL

e authenticate verify — SSL

all —

none —

CRL

all

text-color [black | white]

no text-color

black

white

no

white

title string

no title

no

HTML
255

string WebVPN

Service

title-color color

no title-color

2-8

username-prompt prompt

WebVPN

16

prompt Login:

url-list listhame

URL
Web

URL

url-list

URL

vrf-name vrf-name

WebVPN

VRF

WebVPN

WebVPN

i Catalyst 6500

OL-8467-01-J |



| 2 Catalyst 6500 WebVPN

Web Access OWA

http://ipaddr/exchange

Common Internet File System CIFS

NBNS

2-8 WebVPN

title-color color

URL

URL

webvpn context Wl

Microsoft Exchange

Outlook

NetBIOS Name Service

secondary-color color

color
HTML RGB
32
Y
RGB
RGB
2-8 RGB
R G B

AliceBlue 240 248 255
AntiqueWhite 250 235 215
AntiqueWhitel 255 239 219
AntiqueWhite2 238 223 204
AntiqueWhite3 205 192 176
AntiqueWhite4 139 131 120
Aquamarine 127 255 212
Aquamarinel 127 255 212
Aquamarine2 118 238 198
Aquamarine3 102 205 170
Aquamarine4 69 139 116
Azure 240 255 255
Azurel 240 255 255
Azure2 224 238 238
Azure3 193 205 205
Azure4 131 139 139
Beige 245 245 220
Bisque 255 228 196
Bisquel 255 228 196
Bisque2 238 213 183
Bisque3 205 183 158
Bisque4 139 125 107
Black 0 0 0

BlanchedAlmond 255 235 205

Catalyst 6500 WebVPN
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W webvpn context
2-8 RGB

R G B
Blue 0 0 255
Bluel 0 0 255
Blue2 0 0 238
Blue3 0 0 205
Blue4 0 0 139
BlueViolet 138 43 226
Brown 165 42 42
Brownl 255 64 64
Brown2 238 59 59
Brown3 205 51 51
Brown4 139 35 35
Burlywood 222 184 135
Burlywood1 255 211 155
Burlywood?2 238 197 145
Burlywood3 205 170 125
Burlywood4 139 115 85
CadetBlue 95 158 160
CadetBluel 152 245 255
CadetBlue2 142 229 238
CadetBlue3 122 197 205
CadetBlued 83 134 139
Chartreuse 127 255 0
Chartreusel 127 255 0
Chartreuse2 118 238 0
Chartreuse3 102 205 0
Chartreuse4 69 139 0
Chocolate 210 105 30
Chocolatel 255 127 36
Chocolate2 238 118 33
Chocolate3 205 102 29
Chocolate4 139 69 19
Coral 255 127 80
Corall 255 114 86
Coral2 238 106 80
Coral3 205 91 69
Coral4 139 62 47
CornflowerBlue 100 149 237
Cornsilk 255 248 220
Cornsilkl 255 248 220
Cornsilk2 238 232 205
Cornsilk3 205 200 177

WebVPN

i Catalyst 6500

OL-8467-01-J |



| 2 Catalyst 6500 WebVPN
webvpn context Wl
2-8 RGB

R G B
Cornsilk4 139 136 120
Cyan 0 255 255
Cyanl 0 255 255
Cyan2 0 238 238
Cyan3 0 205 205
Cyan4 0 139 139
DarkBlue 0 0 139
DarkCyan 0 139 139
DarkGoldenrod 184 134 11
DarkGoldenrodl 255 185 15
DarkGoldenrod?2 238 173 14
DarkGoldenrod3 205 149 12
DarkGoldenrod4 139 101 8
DarkGray 169 169 169
DarkGreen 0 100 0
DarkKhaki 189 183 107
DarkMagenta 139 0 139
DarkOliveGreen 85 107 47
DarkOliveGreenl 202 255 112
DarkOliveGreen2 188 238 104
DarkOliveGreen3 162 205 90
DarkOliveGreen4 110 139 61
DarkOrange 255 140 0
DarkOrangel 255 127 0
DarkOrange2 238 118 0
DarkOrange3 205 102 0
DarkOrange4 139 69 0
DarkOrchid 153 50 204
DarkOrchidl 191 62 255
DarkOrchid2 178 58 238
DarkOrchid3 154 50 205
DarkOrchid4 104 34 139
DarkRed 139 0 0
DarkSalmon 233 150 122
DarkSeaGreen 143 188 143
DarkSeaGreenl 193 255 193
DarkSeaGreen2 180 238 180
DarkSeaGreen3 155 205 155
DarkSeaGreen4 105 139 105
DarkSlateBlue 72 61 139
DarkSlateGray 47 79 79

Catalyst 6500 WebVPN
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W webvpn context
2-8 RGB

R G B
DarkSlateGrayl 151 255 255
DarkSlateGray2 141 238 238
DarkSlateGray3 121 205 205
DarkSlateGray4 82 139 139
DarkTurquoise 0 206 209
DarkViolet 148 0 211
DeepPink 255 20 147
DeepPinkl 255 20 147
DeepPink?2 238 18 137
DeepPink3 205 16 118
DeepPink4 139 10 80
DeepSkyBlue 0 191 255
DeepSkyBluel 0 191 255
DeepSkyBlue2 0 178 238
DeepSkyBlue3 0 154 205
DeepSkyBlue4 0 104 139
DimGrey 105 105 105
DodgerBlue 30 144 255
DodgerBluel 30 144 255
DodgerBlue2 28 134 238
DodgerBlue3 24 116 205
DodgerBlue4 16 78 139
Firebrick 178 34 34
Firebrickl 255 48 48
Firebrick2 238 44 44
Firebrick3 205 38 38
Firebrick4 139 26 26
FloralWhite 255 250 240
ForestGreen 34 139 34
Gainshoro 220 220 220
GhostWhite 248 248 255
Gold 255 215 0
Goldl 255 215 0
Gold2 238 201 0
Gold3 205 173 0
Gold4 139 117 0
Goldenrod 218 165 32
Goldenrodl 255 193 37
Goldenrod2 238 180 34
Goldenrod3 205 155 29
Goldenrod4 139 105 20

WebVPN
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webvpn context Wl
2-8 RGB

R G B
Gray0 0 0
Grayl 3 3 3
Gray10 26 26 26
Gray100 255 255 255
Grayll 28 28 28
Grayl2 31 31 31
Gray13 33 33 33
Grayl4 36 36 36
Grayl5 38 38 38
Gray16 41 41 41
Grayl7 43 43 43
Grayl8 46 46 46
Gray19 48 48 48
Gray2 5 5 5
Gray20 51 51 51
Gray21 54 54 54
Gray22 56 56 56
Gray23 59 59 59
Gray24 61 61 61
Gray25 64 64 64
Gray26 66 66 66
Gray27 69 69 69
Gray28 71 71 71
Gray29 74 74 74
Gray3 8 8 8
Gray30 77 77 77
Gray3l 79 79 79
Gray32 82 82 82
Gray33 84 84 84
Gray34 87 87 87
Gray35 89 89 89
Gray36 92 92 92
Gray37 94 94 94
Gray38 97 97 97
Gray39 99 99 99
Gray4 10 10 10
Gray40 102 102 102
Gray4l 105 105 105
Gray42 107 107 107
Gray43 110 110 110
Gray44 112 112 112
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W webvpn context
2-8 RGB
R G B

Gray45 115 115 115
Gray46 117 117 117
Graya7 120 120 120
Gray48 122 122 122
Gray49 125 125 125
Gray5 13 13 13

Gray50 127 127 127
Gray51 130 130 130
Gray52 133 133 133
Gray53 135 135 135
Gray54 138 138 138
Gray55 140 140 140
Gray56 143 143 143
Gray57 145 145 145
Gray58 148 148 148
Gray59 150 150 150
Gray6 15 15 15

Gray60 153 153 153
Gray61 156 156 156
Gray62 158 158 158
Gray63 161 161 161
Gray64 163 163 163
Gray65 166 166 166
Gray66 168 168 168
Gray67 171 171 171
Gray68 173 173 173
Gray69 176 176 176
Gray7 18 18 18

Gray70 179 179 179
Gray71 181 181 181
Gray72 184 184 184
Gray73 186 186 186
Gray74 189 189 189
Gray75 191 191 191
Gray76 194 194 194
Gray77 196 196 196
Gray78 199 199 199
Gray79 201 201 201
Gray8 20 20 20

Gray80 204 204 204
Gray81 207 207 207

WebVPN
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webvpn context Wl
2-8 RGB

R G B
Gray82 209 209 209
Gray83 212 212 212
Gray84 214 214 214
Gray85 217 217 217
Gray86 219 219 219
Gray87 222 222 222
Gray88 224 224 224
Gray89 227 227 227
Gray9 23 23 23
Gray90 229 229 229
Gray9l 232 232 232
Gray92 235 235 235
Gray93 237 237 237
Gray9%4 240 240 240
Gray95 242 242 242
Gray96 245 245 245
Gray97 247 247 247
Gray98 250 250 250
Gray99 252 252 252
Green 0 255 0
Greenl 0 255 0
Green2 0 238 0
Green3 0 205 0
Green4 0 139 0
GreenYellow 173 255 47
Grey 190 190 190
Grey0 0 0 0
Greyl 3 3 3
Grey10 26 26 26
Grey100 255 255 255
Greyll 28 28 28
Grey12 31 31 31
Grey13 33 33 33
Greyl4 36 36 36
Grey15 38 38 38
Greyl6 41 41 41
Greyl7 43 43 43
Grey18 46 46 46
Greyl9 48 48 48
Grey2 5 5 5
Grey20 51 51 51
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W webvpn context
2-8 RGB

R G B
Grey21 54 54 54
Grey22 56 56 56
Grey23 59 59 59
Grey24 61 61 61
Grey25 64 64 64
Grey26 66 66 66
Grey27 69 69 69
Grey28 71 71 71
Grey29 74 74 74
Grey3 8 8 8
Grey30 77 77 77
Grey31 79 79 79
Grey32 82 82 82
Grey33 84 84 84
Grey34 87 87 87
Grey35 89 89 89
Grey36 92 92 92
Grey37 94 94 94
Grey38 97 97 97
Grey39 99 99 99
Grey4 10 10 10
Grey40 102 102 102
Grey4l 105 105 105
Grey42 107 107 107
Grey43 110 110 110
Grey44 112 112 112
Grey45 115 115 115
Grey46 117 117 117
Grey47 120 120 120
Grey48 122 122 122
Grey49 125 125 125
Grey5 13 13 13
Grey50 127 127 127
Grey51 130 130 130
Grey52 133 133 133
Grey53 135 135 135
Grey54 138 138 138
Grey55 140 140 140
Grey56 143 143 143
Grey57 145 145 145
Grey58 148 148 148

WebVPN
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webvpn context Wl
2-8 RGB
R G B

Grey59 150 150 150
Grey6 15 15 15

Grey60 153 153 153
Grey61 156 156 156
Grey62 158 158 158
Grey63 161 161 161
Grey64 163 163 163
Grey65 166 166 166
Grey66 168 168 168
Grey67 171 171 171
Grey68 173 173 173
Grey69 176 176 176
Grey7 18 18 18

Grey70 179 179 179
Grey71 181 181 181
Grey72 184 184 184
Grey73 186 186 186
Grey74 189 189 189
Grey75 191 191 191
Grey76 194 194 194
Grey77 196 196 196
Grey78 199 199 199
Grey79 201 201 201
Grey8 20 20 20

Grey80 204 204 204
Grey81 207 207 207
Grey82 209 209 209
Grey83 212 212 212
Grey84 214 214 214
Grey85 217 217 217
Grey86 219 219 219
Grey87 222 222 222
Grey88 224 224 224
Grey89 227 227 227
Grey9 23 23 23

Grey90 229 229 229
Grey91 232 232 232
Grey92 235 235 235
Grey93 237 237 237
Grey94 240 240 240
Grey95 242 242 242
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W webvpn context
2-8 RGB

R G B
Grey96 245 245 245
Grey97 247 247 247
Grey98 250 250 250
Grey99 252 252 252
Honeydew 240 255 240
Honeydew1l 240 255 240
Honeydew?2 224 238 224
Honeydews3 193 205 193
Honeydew4 131 139 131
HotPink 255 105 180
HotPink1 255 110 180
HotPink2 238 106 167
HotPink3 205 96 144
HotPink4 139 58 98
IndianRed 205 92 92
IndianRed1 255 106 106
IndianRed?2 238 99 99
IndianRed3 205 85 85
IndianRed4 139 58 58
Ivory 255 255 240
Ivoryl 255 255 240
Ivory?2 238 238 224
Ivory3 205 205 193
Ivory4 139 139 131
Khaki 240 230 140
Khakil 255 246 143
Khaki2 238 230 133
Khaki3 205 198 115
Khaki4 139 134 78
Lavender 230 230 250
LavenderBlush 255 240 245
LavenderBlushl 255 240 245
LavenderBlush2 238 224 229
LavenderBlush3 205 193 197
LavenderBlush4 139 131 134
LawnGreen 124 252 0
LemonChiffon 255 250 205
LemonChiffonl 255 250 205
LemonChiffon2 238 233 191
LemonChiffon3 205 201 165
LemonChiffon4 139 137 112

WebVPN
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webvpn context Wl
2-8 RGB

R G B
LightBlue 173 216 230
LightBluel 191 239 255
LightBlue2 178 223 238
LightBlue3 154 192 205
LightBlue4 104 131 139
LightCoral 240 128 128
LightCyan 224 255 255
LightCyanl 224 255 255
LightCyan2 209 238 238
LightCyan3 180 205 205
LightCyan4 122 139 139
LightGoldenrod 238 221 130
LightGoldenrodl 255 236 139
LightGoldenrod2 238 220 130
LightGoldenrod3 205 190 112
LightGoldenrod4 139 129 76
LightGoldenrodYellow 250 250 210
LightGreen 144 238 144
LightGrey 211 211 211
LightPink 255 182 193
LightPinkl 255 174 185
LightPink2 238 162 173
LightPink3 205 140 149
LightPink4 139 95 101
LightSalmon 255 160 122
LightSalmonl 255 160 122
LightSalmon2 238 149 114
LightSalmon3 205 129 98
LightSalmon4 139 87 66
LightSeaGreen 32 178 170
LightSkyBlue 135 206 250
LightSkyBluel 176 226 255
LightSkyBlue2 164 211 238
LightSkyBlue3 141 182 205
LightSkyBlue4 96 123 139
LightSlateBlue 132 112 255
LightSlateGray 119 136 153
LightSteelBlue 176 196 222
LightSteelBluel 202 225 255
LightSteelBlue2 188 210 238
LightSteelBlue3 162 181 205

Catalyst 6500 WebVPN
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W webvpn context
2-8 RGB

R G B
LightSteelBlue4 110 123 139
LightYellow 255 255 224
LightYellowl 255 255 224
LightYellow2 238 238 209
LightYellow3 205 205 180
LightYellow4 139 139 122
LimeGreen 50 205 50
Linen 250 240 230
Magenta 255 0 255
Magental 255 0 255
Magenta2 238 0 238
Magenta3 205 0 205
Magentad 139 0 139
Maroon 176 48 96
Maroonl 255 52 179
Maroon2 238 48 167
Maroon3 205 41 144
Maroon4 139 28 98
MediumAquamarine 102 205 170
MediumBlue 0 0 205
MediumOrchid 186 85 211
MediumOrchidl 224 102 255
MediumOrchid2 209 95 238
MediumOrchid3 180 82 205
MediumOrchid4 122 55 139
MediumPurple 147 112 219
MediumPurplel 171 130 255
MediumPurple2 159 121 238
MediumPurple3 137 104 205
MediumPurple4 93 71 139
MediumSeaGreen 60 179 113
MediumSlateBlue 123 104 238
MediumSpringGreen 0 250 154
MediumTurquoise 72 209 204
MediumVioletRed 199 21 133
MidnightBlue 25 25 112
MintCream 245 255 250
MistyRose 255 228 225
MistyRosel 255 228 225
MistyRose2 238 213 210
MistyRose3 205 183 181

WebVPN

i Catalyst 6500

OL-8467-01-J |



| 2 Catalyst 6500 WebVPN
webvpn context Wl
2-8 RGB

R G B
MistyRose4 139 125 123
Moccasin 255 228 181
NavajoWhite 255 222 173
NavajoWhitel 255 222 173
NavajoWhite2 238 207 161
NavajoWhite3 205 179 139
NavajoWhite4 139 121 94
Navy 0 0 128
NavyBlue 0 0 128
OldLace 253 245 230
OliveDrab 107 142 35
OliveDrabl 192 255 62
OliveDrab?2 179 238 58
OliveDrab3 154 205 50
OliveDrab4 105 139 34
Orange 255 165 0
Orangel 255 165 0
Orange2 238 154 0
Orange3 205 133 0
Orange4 139 90 0
OrangeRed 255 69 0
OrangeRed1 255 69 0
OrangeRed2 238 64 0
OrangeRed3 205 55 0
OrangeRed4 139 37 0
Orchid 218 112 214
Orchidl 255 131 250
Orchid2 238 122 233
Orchid3 205 105 201
Orchid4 139 71 137
PaleGoldenrod 238 232 170
PaleGreen 152 251 152
PaleGreenl 154 255 154
PaleGreen2 144 238 144
PaleGreen3 124 205 124
PaleGreen4 84 139 84
PaleTurquoise 175 238 238
PaleTurquoisel 187 255 255
PaleTurquoise2 174 238 238
PaleTurquoise3 150 205 205
PaleTurquoise4 102 139 139

Catalyst 6500 WebVPN
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W webvpn context
2-8 RGB

R G B
PaleVioletRed 219 112 147
PaleVioletRedl 255 130 171
PaleVioletRed2 238 121 159
PaleVioletRed3 205 104 137
PaleVioletRed4 139 71 93
PapayaWhip 255 239 213
PeachPuff 255 218 185
PeachPuffl 255 218 185
PeachPuff2 238 203 173
PeachPuff3 205 175 149
PeachPuff4 139 119 101
Peru 205 133 63
Pink 255 192 203
Pink1 255 181 197
Pink2 238 169 184
Pink3 205 145 158
Pink4 139 99 108
Plum 221 160 221
Pluml 255 187 255
Plum2 238 174 238
Plum3 205 150 205
Plum4 139 102 139
PowderBlue 176 224 230
Purple 160 32 240
Purplel 155 48 255
Purple2 145 44 238
Purple3 125 38 205
Purple4 85 26 139
Red 255 0 0
Redl 255 0 0
Red2 238 0 0
Red3 205 0 0
Red4 139 0 0
RosyBrown 188 143 143
RosyBrownl 255 193 193
RosyBrown?2 238 180 180
RosyBrown3 205 155 155
RosyBrown4 139 105 105
RoyalBlue 65 105 225
RoyalBluel 72 118 255
RoyalBlue2 67 110 238

WebVPN
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webvpn context Wl
2-8 RGB

R G B
RoyalBlue3 58 95 205
RoyalBlue4 39 64 139
SaddleBrown 139 69 19
Salmon 250 128 114
Salmonl 255 140 105
Salmon2 238 130 98
Salmon3 205 112 84
Salmon4 139 76 57
SandyBrown 244 164 96
SeaGreen 46 139 87
SeaGreenl 84 255 159
SeaGreen2 78 238 148
SeaGreen3 67 205 128
SeaGreen4 46 139 87
Seashell 255 245 238
Seashelll 255 245 238
Seashell2 238 229 222
Seashell3 205 197 191
Seashell4 139 134 130
Sienna 160 82 45
Siennal 255 130 71
Sienna2 238 121 66
Sienna3 205 104 57
Sienna4 139 71 38
SkyBlue 135 206 235
SkyBluel 135 206 255
SkyBlue2 126 192 238
SkyBlue3 108 166 205
SkyBlue4 74 112 139
SlateBlue 106 90 205
SlateBluel 131 111 255
SlateBlue2 122 103 238
SlateBlue3 105 89 205
SlateBlue4 71 60 139
SlateGray 112 128 144
SlateGrayl 198 226 255
SlateGray2 185 211 238
SlateGray3 159 182 205
SlateGray4 108 123 139
Snow 255 250 250
Snowl 255 250 250

Catalyst 6500 WebVPN
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W webvpn context
2-8 RGB

R G B
Snow2 238 233 233
Snow3 205 201 201
Snow4 139 137 137
SpringGreen 0 255 127
SpringGreenl 0 255 127
SpringGreen2 0 238 118
SpringGreen3 0 205 102
SpringGreen4 0 139 69
SteelBlue 70 130 180
SteelBluel 99 184 255
SteelBlue2 92 172 238
SteelBlue3 79 148 205
SteelBlue4 54 100 139
Tan 210 180 140
Tanl 255 165 79
Tan2 238 154 73
Tan3 205 133 63
Tan4 139 90 43
Thistle 216 191 216
Thistlel 255 225 255
Thistle2 238 210 238
Thistle3 205 181 205
Thistle4 139 123 139
Tomato 255 99 71
Tomatol 255 99 71
Tomato2 238 92 66
Tomato3 205 79 57
Tomato4 139 54 38
Turquoise 64 224 208
Turquoisel 245 255
Turquoise2 229 238
Turquoise3 197 205
Turquoise4 134 139
Violet 238 130 238
VioletRed 208 32 144
VioletRed1 255 62 150
VioletRed2 238 58 140
VioletRed3 205 50 120
VioletRed4 139 34 82
Wheat 245 222 179
Wheat1 255 231 186

WebVPN
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2-8 RGB

R G B
Wheat2 238 216 174
Wheat3 205 186 150
Wheat4 139 126 102
White 255 255 255
WhiteSmoke 245 245 245
Yellow 255 255 0
Yellowl 255 255 0
Yellow2 238 238 0
Yellow3 205 205 0
Yellow4 139 139 0
YellowGreen 154 205 50

WebVPN WebVPN

webvpn (config) # webvpn context cisco

webvpn (config-webvpn-context) # url-list cisco

webvpn (config-webvpn-url) # url-text cisco url-value http://cisco.com
webvpn (config-webvpn-url) # url-text CNN url-value http://cnn.com
webvpn (config-webvpn-url) # url-text yahoo url-value http://yahoo.com

webvpn (config-webvpn-url) # exit
webvpn (config-webvpn-context) #

webvpn (config-webvpn-context) # policy group cisco
webvpn (config-webvpn-group) # url-list cisco

webvpn (config-webvpn-group) # exit

webvpn (config-webvpn-context) #
webvpn (config-webvpn-context) #
webvpn (config-webvpn-context) #
webvpn (config-webvpn-context) #
webvpn (config-webvpn-context) #
webvpn

Catalyst 6500

default-group-policy cisco
aaa authentication test

gateway common

inservice

end

WebVPN

webvpn context Wl

(
(
(
(
(
(
(
(
(
webvpn (config-webvpn-group) # nat-address 172.21.65.73 172.21.65.78 netmask 255.0.0.0
(
(
(
(
(
(
#

[ oL-8467-01-J



2 Catalyst 6500 WebVPN

Bl webvpn gateway

webvpn gateway

WebVPN
no

webvpn gateway gateway-name

no webvpn gateway gateway-name

webvpn gateway

gateway-name

WebVPN Catalyst 6500
Release 1.1

gateway-name
webvpn gateway

webvpn (config-webvpn-gateway) #

2-9

2-9
exit
hostname hostname URL

LB
IP
http-redirect [port port] HTTP HTTP port 80
HTTP HTTPS
port port —
1 65535

inservice WebVPN WebVPN

. . no
no inservice

Catalyst 6500 WebVPN
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webvpn gateway W
29
ip address ip-addr [netmask][port |WebVPN IP |port 443
port] [secondary]
e port port — WebVPN
1 65535
e secondary — IP
IP
secondary
policy tcp tcp-policy-name TCP
. no
no policy tcp
policy ssl ssl-policy-name SSL
. no
no policy ssl
ssl trustpoint trustpoint-label WebVPN
Y
WebVPN Certificate
Authority CA,;
ip address
ip-addr
. secondary
e secondary WebVPN IP ARP
e WebVPN WebVPN
MAC
CSM secondary
. IP secondary
IP IP WebVPN
VLAN
webvpn policy tcp
512 768 1024 1536 2048
key-label

URL

Catalyst 6500 WebVPN

gateway-name gateway-name
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W webvpn install

WebVPN

webvpn (config) # webvpn gateway common

webvpn (config-webvpn-gateway) # ip address 172.21.65.71 port 443
webvpn (config-webvpn-gateway) # ssl trustpoint test.pl2

webvpn (config-webvpn-gateway) # inservice

webvpn (config-webvpn-gateway) # end

webvpn#

webvpn install

Cisco Secure Desktop CSD SSL VPN Client SVC
webvpn install
no

webvpn install {csd | svc} flash:path/filename

no webvpn install {csd | svc}

csd CsSD
SvC SvC
flash:path

filename

WebVPN Catalyst 6500
Release 1.2

SVC svc.pkg CsSD
sdesktop.pkg

no webvpn install {csd | svc}
*.pkg WebVPN

webvpn install svc flash:/path/{svc.pkg |
sdesktop.pkg}

delete flash:/path/{svc.pkg | sdesktop.pkg}

WebVPN WebVPN
flash:/webvpn svc.pkg sdesktop.pkg
SvC CSD

Catalyst 6500 WebVPN
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webvpn install W

SvC

webvpn# copy tftp: flash:/webvpn

Address or name of remote host [10.1.1.1]7?

Source filename []? <username>/sslclient-win-1.0.0.pkg.zip
Destination filename [sslclient-win-1.0.0.pkg.zip]l?

Accessing tftp://10.1.1.1/<username>/sslclient-win-1.0.0.pkg.zip...
Loading <username>/sslclient-win-1.0.0.pkg.zip from 10.1.1.1

(via WebVPNO.1): !ttotrrrrrrrrrrprrprrprrprrprrrrrrrrrrrrrrrrrprrrrrrrrrrrrrnd
[OK - 352117 bytes]

352117 bytes copied in 8.032 secs (37384 bytes/sec)

webvpn# dir flash:/webvpn

Directory of flash:/webvpn/

4 -rwx 352117 Sep 14 2005 13:06:15 -08:00 sslclient-win-1.0.0.pkg.zip

16386048 bytes total (16072704 bytes free)

webvpn# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

webvpnl (config) # webvpn install svc flash:/webvpn/sslclient-win-1.0.0.pkg.zip
SSLVPN Package SSL-VPN-Client : installed successfully

webvpnl (config) # end

webvpn# dir flash:/webvpn

Directory of flash:/webvpn/

4 -rwx 352117 Sep 14 2005 13:06:15 -08:00 svc.pkg

16386048 bytes total (16072704 bytes free)
webvpn#

CSD

webvpn# copy tftp: flash:/webvpn

Address or name of remote host [10.1.1.1]7?

Source filename []? <username>/securedesktop_cat6k_3_1 0_18.pkg.zip
Destination filename [/webvpn/securedesktop_cat6k _3_1_0_18.pkg.zip]?

Accessing tftp://10.1.1.1/<username>/securedesktop_cat6k_3_1_ 0_18.pkg.zip...

Loading <username>/securedesktop_cat6k_3_1 0_18.pkg.zip from 10.1.1.1 (via
WebVPNO.1):tttrrrrrrrrrrrrrrrrrrprrrrrrprrrrrrprrrrrrrrrrrrrprrrrrrprrrrrrprrrrrrrrrrnd
el

| I I |

[OK - 1996130 bytes]

1996130 bytes copied in 33.948 secs (58800 bytes/sec)
webvpn# dir flash:/webvpn
Directory of flash:/webvpn/

4 -rwx 352117 Sep 14 2005 13:06:15 -08:00 svc.pkg
5 -rwx 1996130 Sep 15 2005 15:14:04 -08:00
securedesktop_cat6k_3_1_0_18.pkg.zip

16386048 bytes total (14020608 bytes free)

webvpn# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

webvpn (config) # webvpn install csd flash:/webvpn/securedesktop_cat6k _3_1 0_18.pkg.zip
SSLVPN Package Cisco-Secure-Desktop : installed successfully

webvpn (config) # end
webvpn# dir flash:/webvpn
Directory of flash:/webvpn/

4 -rwx 352117 Sep 14 2005 13:06:15 -08:00 svc.pkg
5 -rwx 1996130 Sep 15 2005 15:14:04 -08:00 sdesktop.pkg

16386048 bytes total (14020608 bytes free)
webvpn#

Catalyst 6500 WebVPN
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Bl webvpn log-level

webvpn log-level

webvpn log-level
no

[no] webvpn log-level {critical | fatal | normal}

critical
fatal
normal

critical

EXEC

WebVPN Catalyst 6500
Release 1.2

fatal

critical

o NT LAN Manager NTLM Type 3
e HTTP
d HTTP

normal

e VPN /
e VPN
e Cisco Secure Desktop CSD CsSD /

. SSL VPN
Client [SVC] csD

webvpn (config) # webvpn log-level fatal
webvpn (config) #

Catalyst 6500 WebVPN
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WebVPN

webvpn policy ssl

SSL
SSL

SSL

webvpn policy ssl ssl-policy-name

webvpn policy ssl

webvpn policy ssl
1

SSL

ssl-policy-name

SSL

e cipher all

¢ close-protocol

e session-caching

e version all

¢ session-cache size size

262143

e timeout session timeout 0

e timeout handshake timeout 0

¢ tls-rollback

WebVPN
Release 1.1

Catalyst 6500

SSL
2-10 SSL

2-10 SSL

cipher-suite
{RSA_WITH_3DES_EDE_CBC_SHA |
RSA_WITH_DES_CBC_SHA |
RSA_WITH_RC4_128 MDS5 |
RSA_WITH_RC4_128 _SHA | all}

[no] close-protocol enable

SSL

no

default {cipher | close-protocol |
session-cache | version}

exit

SSL

help

[no] session-cache enable

no

Catalyst 6500

WebVPN
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M webvpn policy ssl
2-10 SSL
session-cache size size
1 262143
timeout handshake timeout
0 65535
timeout session timeout [absolute]
e timeout — 0 72000
e absolute —
tls-rollback [current | any] TLS/SSL SSL
current
any
version {all | ssI3 | tls1} SSL
e all—SSL3 TLS1
e ssl3—SSL 3
e tls1—TLS
ssl-proxy policy ssl ssl-policy-name SSL
CLI
SSL SSL
SSL
close-notify
SSL
e RSA WITH 3DES EDE_CBC_SHA — 3DES-SHA RSA
e RSA WITH_DES CBC SHA — DES-SHA RSA
e RSA_WITH_RC4_ 128 MD5 — RC4-MD5 RSA
e RSA WITH_RC4 128 SHA — RC4-SHA RSA
e all—
timeout session timeout absolute
absolute
timeout session timeout absolute
cert-req empty WebVPN
CA
WebVPN CA
SSL CA
Catalyst 6500 WebVPN
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webvpn policy ssl Wl

WebVPN ClientHello SSL
SSL2.0 SSL3.0 TLS1.0 SSL
ClientHello
tls-rollback [current | any]
tis-rollback current SSL
tls-rollback any SSL
SSL

wwbvpn (config) # webvpn policy ssl sslpll
wwbvpn (config-ssl-policy) #

SSL

wwbvpn (config-ssl-policy)# cipher RSA_WITH_3DES_EDE_CBC_SHA
wwbvpn (config-ssl-policy) #

SSL

wwbvpn (config-ssl-policy)# close-protocol enable
wwbvpn (config-ssl-policy) #

SSL

wwbvpn (config-ssl-policy)# no close-protocol enable
wwbvpn (config-ssl-policy) #

wwbvpn (config-ssl-policy)# default cipher

wwbvpn (config-ssl-policy)# default close-protocol
wwbvpn (config-ssl-policy)# default session-cache
wwbvpn (config-ssl-policy)# default version

wwbvpn (config-ssl-policy) #

wwbvpn (config-ssl-policy)# session-cache enable
wwbvpn (config-ssl-policy) #

wwbvpn (config-ssl-policy)# no session-cache enable
wwbvpn (config-ssl-policy) #

wwbvpn (config-ssl-policy)# session-cache size 22000
wwbvpn (config-ssl-policy) #

wwbvpn (config-ssl-policy)# timeout session 30000 absolute
wwbvpn (config-ssl-policy) #

Catalyst 6500 WebVPN
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Catalyst 6500 WebVPN

M webvpn policy ssl

SSL

wwbvpn (config-ssl-policy) #
config-ssl-policy)#
config-ssl-policy)#
wwbvpn (config-ssl-policy) #

wwbvpn
wwbvpn

(
(
(
(

wwbvpn (config-ssl-policy) #
wwbvpn (config-ssl-policy) #

show webvpn stats

show webvpn stats ssl

WebVPN

version all
version ssl3
version tlsl

help

i Catalyst 6500
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WebVPN

webvpn policy tcp

TCP

webvpn policy tcp W

webvpn policy tcp

TCP TCP

webvpn policy tcp tcp-policy-name

tcp-policy-name

TCP

e mss 1460

e nagle

e timeout inactivity
¢ timeout fin-wait

e timeout syn

buffer-share rx
buffer-share tx
delayed-ack-threshold 2
delay-ack-timeout 200

32768
32768

600
600

e timeout reassembly 60

e tos carryover

WebVPN
Release 1.1

Catalyst 6500

TCP
TCP

2-11

Catalyst 6500

TCP

TCP

TCP

WebVPN
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M webvpn policy tcp

2-11 TCP

default
exit
[no] buffer-share rx buffer-limit-in-bytes

8192 262144 no
[no] buffer-share tx buffer-limit-in-bytes

8192 262144 no
delayed-ack-threshold ACK

1 10
2
delay-ack-timeout ACK
delayed-ack-threshold
ACK
50 500 200
help
[no] mss max-segment-size-in-bytes SYN
64 1460

no
[no] nagle Nagle

nagle

. ACK
nagle
Nagle
[no] timeout fin-wait timeout-in-seconds |FIN 75 600
no
[no] timeout inactivity timeout-in-seconds 0 960
no
[no] timeout syn timeout-in-seconds 5 75
no

Catalyst 6500 WebVPN
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webvpn policy tcp W
2-11 TCP
[no] timeout reassembly time
0 960 0=
no
[no] tos carryover Type of Service ToS;
N
TCP ToS
ToS
Y
ToS ToS
ToS
WebVPN TCP
TCP TCP
no default
TCP

wwbvpn (config) # webvpn policy tcp tcppll

wwbvpn (config-tcp-policy) #

wwbvpn (config-tcp-policy) #
wwbvpn (config-tcp-policy) #
wwbvpn (config-tcp-policy) #
wwbvpn (config-tcp-policy) #
wwbvpn (config-tcp-policy) #
wwbvpn (config-tcp-policy) #
wwbvpn (config-tcp-policy) #

FIN

wwbvpn (config-tcp-policy) #
wwbvpn (config-tcp-policy) #

Catalyst 6500

default
default
default
default
default
default

timeout

timeout fin-wait
inactivity-timeout
buffer-share rx
buffer-share tx
mss

timeout syn

fin-wait 200

WebVPN
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M webvpn policy tcp

wwbvpn (config-tcp-policy) #
wwbvpn (config-tcp-policy) #

wwbvpn (config-tcp-policy) #
wwbvpn (config-tcp-policy) #

wwbvpn (config-tcp-policy) #
wwbvpn (config-tcp-policy) #

TCP

wwbvpn (config-tcp-policy) #
wwbvpn (config-tcp-policy) #

wwbvpn (config-tcp-policy) #
wwbvpn (config-tcp-policy) #

wwbvpn (config-tcp-policy) #
wwbvpn (config-tcp-policy) #

wwbvpn (config-tcp-policy) #
wwbvpn (config-tcp-policy) #

SYN

show webvpn policy

WebVPN

timeout inactivity 300

buffer-share rx 16384

buffer-share tx 13444

mss 1460

timeout syn 5

timeout reassembly 120

ToS

tos carryover

i Catalyst 6500
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Henry Spencer’s Regular Expression Library regex © 1992, 1993, 1994, 1997 Henry Spencer.All rights
reserved. American Telephone and Telegraph Company Regents of the
University of California
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Symbols
# EXEC 1-5
$ 1-8, 1-10
* 1-7
+ 1-7
1-7
1-2
n 1-8, 1-10
1-10
— 1-8,1-10
C
CA
PEM 2-16
PEM 2-16
CLI
1-10
1-9
1-7
1-7
1-10
1-7
1-7
1-7
1-9
1-11
E
EXEC
2-34
Catalyst 6500

HTTP

more

--More--

ROM

show

SSL

SSL

WebVPN

SSL

TCP

SSL

2-62

1-7
1-7

1-7

1-6

1-7
1-7

2-72
2-72

2-103

2-107

2-103
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W index

TCP 2-107
T 15
Tab
12 1-5
TCP - s
1-5
2107 default 1-6
no 1-6
2-62
2-107 1-2
2-78
U
TCP
URL 2-40
2-78
2-62
W
WebVPN 1-6
2-73
2'73 1_5
EXEC 1-5
SCEP 2-15
SCEP 2-25
2-98
viii
vii
1-7
1-2
1-10
1-5, 1-6

Catalyst 6500 WebVPN
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Index W

1-10

EXEC 1-5

1-10
1-9
1-7

1-10
1-7
1-11
1-9
1-9

1-9

HTTP 2-62
SSL 2-62

TCP 2-62

URL 2-62

1-5

--More--

viii

Catalyst 6500 WebVPN
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