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M Catalyst 6500

Catalyst 6500

Catalyst 6500

. VLAN

. 2 LAN

. VLAN  WebVPN

VLAN

VLAN ID
Series Switch Cisco 10S Software Configuration Guide

p.2-2

p.2-3
p.2-3

Configuring VLANs

Catalyst 6500

WebVPN

VLAN 2 1005
VLAN

WebVPN

VLAN

1 Router# configure terminal

terminal

2 Router(config)# vlan vlan_ID

VLAN
2 1001

Y

VLAN

VLAN

3 Router(config-vlan)# end

VLAN

EXEC

VLAN

Router> enable
Router# configure terminal
Router (config)# vlan 100
VLAN 100 added:

Name: VLAN100

Router (config-vlan)# end

WebVPN

i Catalyst 6500
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2 LAN
2 LAN

Catalyst 6500

1 Router(config)# interface type'
mod/port

LAN

2 Router(config-if)# switchport

LAN 2

LAN 2
switchport
switchport

3 Router(config-if)# switchport mode
access

LAN

LAN
LAN

4 Router(config-if)# switchport access
vlan vlan_ID

VLAN

5 Router(config-if)# no shutdown

1. type =ethernet fastethernet gigabitethernet

2 LAN

tengigabitethernet

Router (config)# interface gigabitethernet 1/1

Router (config-if)# switchport

Router (config-if)# switchport mode access
Router (config-if)# switchport access vlan 100

Router (config-if)# no shutdown
Router (config-if)# exit

VLAN WebVPN
VLAN  WebVPN

Router (config)# webvpn module mod
allowed-vlan vlan_ ID

WebVPN
VLAN

S

VLAN 1

VLAN

3 WebVPN

Router>
Router> enable
Router# configure terminal

VLAN

Router (config)# webvpn module 3 allowed-vlan 100

Router (config)# end

Catalyst 6500 WebVPN
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H WwebVPN

WebVPN
N

WebVPN WebVPN
SSH

Telnet

WebVPN

e WebVPN p.2-4
o p.2-5
o p.2-5

WebVPN

WebVPNO

WebVPN

1 webvpn(config)# interface webvpn
interface-number.subinterface-number

2 webvpn(config-subif)# encap dotlg 802.1Q
vian_id vlan-id
3 webvpn(config-subif)# ip address 1P
ip-address ip-address-mask
4 webvpn(config-subif)# no shutdown WebVPN
WebVPN

webvpn (config)# interface webvpn 0.1

webvpn (config-subif)# encap dotlg 100
webvpn (config-subif)# ip address 10.10.1.10
webvpn (config-subif)# no shutdown

webvpn (config-subif) # exit

webvpn (config) #

Catalyst 6500 WebVPN
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WebVPN

webvpn (config)# ip route prefix mask
ip-address

webvpn (config)# ip route 0.0.0.0 0.0.0.0 10.10.10.100

webvpn (config) #

Authentication  Authorization Accounting

AAA;

webvpn (config) # username username
secret {0 | 5} password

webvpn (config)# enable password
password

webvpn (config) # aaa new-model

webvpn (config) # aaa authentication
login default local

webvpn (config) # line vty line-number
ending-1ine-number

webvpn (config-line)# transport input
[ssh | telnet | all]

WebVPN

SSH

AAA

webvpn (config) # username admin secret admin-pass
webvpn (config) # enable password enable-pass

webvpn (config) # aaa new-model

webvpn (config)# aaa authentication login default local

webvpn (config)# line vty 0 4

webvpn (config-line) # transport input ssh

webvpn (config-line) # end
webvpn#

Catalyst 6500 WebVPN
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VLAN VLAN

Router# show webvpn mod 3 state
SSL-VPN module 3 data-port:2

Switchport: Enabled

Administrative Mode: trunk

Operational Mode: trunk

Administrative Trunking Encapsulation: dotlg

Operational Trunking Encapsulation: dotlg

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Trunking VLANs Enabled: 2-1001

Pruning VLANs Enabled: 2-1001

Vlans allowed on trunk:100

Vlans allowed and active in management domain: 6-8,10-13,17-18,24,30,80,170,172,255

Vlans in spanning tree forwarding state and not pruned:
6-8,10-13,17-18,24,30,80,170,172,255

Allowed-vlan : 2-1001

WebVPN
WebVPN
webvpn (config) # clock timezone zone
hours-offset [minutes-offset]
uTC 8 Pacific Standard Time PST;

webvpn (config) # clock timezone PST -8

Catalyst 6500 WebVPN
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WebVPN

AP;

WebVPN

Application Partition

WebVPN

Router> enable

Router# copy tftp: pclc#mod-fs:

webvpn# copy system:startup-config
nvram:running-config

webvpn (config)# enable password
password

webvpn (config) # line vty
starting-1line-number
ending-1ine-number

webvpn (config-line)# login

webvpn (config-line) # password
password

webvpn (config-line)# end

webvpn# copy system:running-config
nvram:startup-config

NVRAM

10 Router# hw-module module mod reset

Catalyst 6500 WebVPN
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4 WebVPN

Router> enable

Password:

Router# copy tftp: pclc#4d-fs:

Address or name of remote host []? 10.1.1.100

Source filename []? images/c6svc-webvpn-pwr.l-1-1.bin

Destination filename [images/cé6svc-webvnp-pwr.l-1-1.bin]?

Accessing tftp://10.1.1.100/images/c6svc-webvpn-pwr.1l-1-1.bin...

Loading images/cé6svc-webvnp-pwr.1l-1-1.bin from 10.1.1.100(via V1an999): !
[OK - 435 bytes]

435 bytes copied in 0.092 secs (4728 bytes/sec)

2003 Nov 10 21:53:25 %$SYS-3-SUP_ERRMSGFROMPC:MP upgrade/Password Recovery started.
2003 Nov 10 21:53:25 %$SYS-3-SUP_ERRMSGFROMPC:Uncompress of the file succeeded.
Continuing upgrade/recovery.

2003 Nov 10 21:53:25 %$SYS-3-SUP_ERRMSGFROMPC:This file appears to be a
PasswordRecovery image. Continuing.

2003 Nov 10 21:53:25 %$SYS-3-SUP_ERRMSGFROMPC:Extraction of password recovery image
succeeded.

2003 Nov 10 21:53:25 %$SYS-3-SUP_ERRMSGFROMPC:Continuing with password recovery.

2003 Nov 10 21:55:03 %SYS-3-SUP_ERRMSGFROMPC:System in password recovery mode.
2003 Nov 10 21:55:03 %SYS-3-SUP_ERRMSGFROMPC:Please recover configuration and reset
board.

Router#

WebVPN

webvpn# copy system:startup-config nvram:running-config

webvpn (config) # enable password cisco

webvpn (config)# line vty 0 4

webvpn (config-line) # login

webvpn (config-1line) # password cisco

webvpn (config-line) # end
webvpn# copy system:running-config nvram:startup-config

Router# hw-module module 4 reset

WebVPN

p.3-29

WebVPN

i Catalyst 6500
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WebVPN

CLI WebVPN
. p.3-2
o p.3-5
. p.3-6
. p.3-8
. p.3-22

e PKI p.3-28
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3 WebVPN |

1P Cisco 10S connect
telnet ping EXEC Telnet
IP IP
Cisco IP com
cisco.com File Transfer Protocol FTP;
ftp.cisco.com
IP IP
IP
Domain
Name System DNS; DNS
e IP p.3-2
o p.3-3
o p.3-3
e DNS p.3-4
VPN Routing and Forwarding VRF IP
VRF Provider Edge PE;
VPN
VRF DNS
e ipvrfname VRF
e ip name-server vrf name VRF 1
e ip domain lookup
ip domain name vrf name ip domain list vrf name VRF
Cisco 10S
Telnet
IP
IP IP
Catalyst 6500 WebVPN
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| 3 WebVPN

Router (config)# ip host [vrf name] IP

hostname [tcp-port-number] addressl VRF VRE

[address2. . .address8]

VRF
VRF
Cisco 10S
IP

1

Router (config)# ip domain name [vrf Cisco 10S

name] name

VRF
VRF
Router (config)# ip domain list ([vrf
name] name VRF
VRF

Router (config)# ip domain list csi.com
Router (config)# ip domain list telecomprog.edu
Router (config)# ip domain list merit.edu
DNS 1
Router (config)# ip name-server [vrf 1

name] server-addressl
[server-address2... server-address6]

Catalyst 6500 WebVPN
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3 WebVPN |

DNS

DNS

DNS

Router (config)# ip domain lookup DNS

connect telnet ping trace write net
configure net EXEC

IP DNS

Router (config)# ip domain lookup
Router (config)# ip name-server 131.108.1.111 131.108.1.2
Router (config)# ip domain name cisco.com

Catalyst 6500 WebVPN
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| 3 WebVPN

webvpn gateway gateway _name
WebVPN

1 webvpn(config)# webvpn gateway
gateway_name

N

gateway_name

2 webvpn(config-webvpn-gateway)# ip |WebVPN IP
address ip_ addr [mask_addr]*t port pOI‘t 443
port [secondary’ ’'*]

N

secondary

3 webvpn(config-webvpn-gateway) # HTTP port 80
http-redirect [port port] HTTP Secure HTTP  HTTPS

4 webvpn (config-webvpn-gateway) # TCP TCP
policy tcp tcp_policy_navme5 TCP p3_25

TCP

5 webvpn(config-webvpn-gateway) # SSL SSL
policy ssl ssl_policy name® SSL p.3-23

SSL

6 webvpn(config-webvpn-gateway)# WebVPN
ssl trustpoint trustpoint_label

WebVPN

p.3-32

7 webvpn (config-webvpn-gateway) # URL
hostname name

8 webvpn(config-webvpn-gateway) #
inservice

secondary
secondary WebVPN IP ARP

secondary WebVPN
MAC CSM WebVPN

4. secondary IP IP
P WebVPN VLAN

Catalyst 6500 WebVPN
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3 WebVPN |

RADIUS Cisco 10S Security Configuration Guide, Release 12.2 Configuring
RADIUS URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/scfrad.htm

3-1 WebVPN RADIUS AV

WebVPN IETF RADIUS
webvpn:

webvpn:urllist-name=cisco
webvpn:nbnslist-name=cifs
webvpn:default-domain=cisco.com

3-1 WebVPN RADIUS AV

addr Framed-IP-Address* IP IP_address

addr-pool name

banner

citrix-enabled 0 0
1 2

default-domain

dns-servers IP IP_address

dpd-client-timeout 0 3600 |300

dpd-gateway-timeout 0 3600 |300

file-access 0 0
1 2

file-browse 0 0
1 2

file-entry 0 0
1 2

hide-urlbar 0 0
1 2

home-page

idletime  Idle-Timeout! 0 3600 2100

ie-proxy-exception DNS_name

IP IP_address

ie-proxy-server IP IP_address

inacl 1 199 1300 2699
name

keep-svc-installed 0 1
1 2

nbnslist-name name

Catalyst 6500 WebVPN
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| 3 WebVPN
3-1 WebVPN RADIUS AV
netmask Framed-1P-Netmask® |IP IP_address_mask
port-forward-name name
primary-dns IP IP_address
rekey-interval 0 43200 21600
secondary-dns IP IP_address
split-dns
split-exclude® IP IP IP_address IP_address_mask
local-lans
split-include® IP IP IP_address IP_address_mask
svc-enabled? 0 0
1 2
svc-ie-proxy-policy none auto bypass-local
sve-required? 0 0
1 2
timeout  Session-Timeout! 1 1209600 43200
urllist-name name
user-vpn-group name
wins-server-primary IP IP_address
wins-servers IP IP_address
wins-server-secondary IP IP_address
1 IETF RADIUS
2. 0
3. split-include split-exclude
4. svc-enable svc-required
Catalyst 6500 WebVPN
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3 WebVPN |

webvpn context

Outlook Web Access
URL

OWA

Common Internet File System CIFS
NBNS

URL
E
http://ipaddr/exchange

Microsoft Exchange

NetBIOS Name Service

1 webvpn(config)# webvpn context WebVPN
[context-name] WebVPN VPN
name
2 webvpn(config-webvpn-context)# gateway
gateway-name {virtual-host P
virtual-host-name|domain-name
domain-name} URL gateway-name
1 domain-name
WebVPN
cisco.com ASCII
3 webvpn(config-webvpn-context)# csd Cisco Secure Desktop CSD Manager
enable CSD
S
WebVPN CSD
CSD p.3-10
4 webvpn (config-webvpn-context)# NAT
nat-address start-address end-address nat-address
netmask netmask
WebVPN
1
S
5 webvpn(config-webvpn-context)# url-list Web URL
listname url URL
p.3-11
6 webvpn(config-webvpn-context)#
port-forward listname port-fwd
p.3-15
WebVPN
OL-8466-01-J |
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7 webvpn (config-webvpn-context)# policy
group default-policy-name
p.3-22
p.3-18
8 webvpn (config-webvpn-context)# policy SSL SSL
ssl policy-name SSL
9 webvpn (config-webvpn-context)# policy TCP TCP
tep policy-name TCP
10 webvpn (config-webvpn-context)# title
string HTML string
255 string WebVPN Service
11 webvpn (config-webvpn-context) #
login-message string string 255 string
Please enter your username and password.
12 webvpn (config-webvpn-context) #
logout-message string stﬁng 255
string Goodbye.
13 webvpn (config-webvpn-context)# logo
[file filename|none] filename
14 webvpn (config-webvpn-context) #
title-color color
D RGB
15 webvpn (config-webvpn-context) #
secondary-color color
D RGB
16 webvpn (config-webvpn-context) #
text-color [black|white] white
17 webvpn (config-webvpn-context) #
secondary-text-color [b1ack|white] black
18 webvpn (config-webvpn-context) # WebVPN
username-prompt prompt prompt 16 prompt
Login:
19 webvpn (config-webvpn-context) # WebVPN
password-prompt prompt prompt 16
prompt Password:
20 webvpn (config-webvpn-context)# aaa
authentication [domain
domain-name] | [list Ilist-name]
21 webvpn (config-webvpn-context) # WebVPN

default-group-policy policy

p.3-22

Catalyst 6500 WebVPN
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|
22 webvpn (config-webvpn-context)# vrf-name WebVPN VRF
vrf-name
23 webvpn (config-webvpn-context) # WebVPN
max-users number VRE
24 webvpn (config-webvpn-context) # NBNS nbmslist
nbns-1list name CIFS
p.3-13
25 webvpn (config-webvpn-context)# ssl
authenticate verify {a11|none} WebVPN HTTPS
SSL
e all—
® none —
26 webvpn (config-webvpn-context) # WebVPN JIS
charset-encoding {shift-jis|iso-8859-1}
is0-8859-1
27 webvpn (config-webvpn-context) #
inservice
CSD
Cisco Secure Desktop CSD
CSD SSL
VPN
CSD SSL VPN
SSL VPN
CSD Manager
. — Microsoft Windows
Microsoft Windows CsD
VPN
Secure Desktop Manager
Windows
. — Windows 2000 Windows XP
Catalyst 6500 WebVPN
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e VPN — Web SSL
VPN

CSD

CSD
CSD CSD URL

http://www.cisco.com/univercd/cc/td/doc/product/vpn/ciscosec/csd/csd31/index.htm

CSD
1 CSD CSD p.C-8
2 p.3-5
3 p.3-8
4 csd enable CsDh

webvpn (config-webvpn-context) # csd enable

5 Web CSD Manager

CSD URL CSD

http://www.cisco.com/univercd/cc/td/doc/product/vpn/ciscosec/csd/csd31/index.htm
6 inservice

webvpn (config-webvpn-context) # inservice

PC CSD

URL
WebVPN HTML

Web

o Web
e OWA E

Catalyst 6500 WebVPN
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e Citrix

Citrix URL Citrix
Citrix URL
URL URL
Citrix p.3-22
URL URL
URL
URL
1 webvpn(config-webvpn-context)# url-list |URL url
listname
2 webvpn(config-webvpn-url)# heading text |URL
text

1 1

3 webvpn(config-webvpn-url)# url-text
text url-value url
text
text
url URL Web
E OWA URL
/exchange Exchange
URL
4 webvpn(config-webvpn-url)# exit url WebVPN
no URL

no url-list listhame

URL

webvpn (config-webvpn-context) # url-list cisco

webvpn (config-webvpn-url) # url-text cisco url-value http://cisco.com

webvpn (config-webvpn-url) # url-text CNN url-value http://cnn.com

webvpn (config-webvpn-url) # url-text yahoo url-value http://yahoo.com

webvpn (config-webvpn-url) # url-text payroll url-value http://10.1.2.215/payroll
webvpn (config-webvpn-url) # url-text finance url-value https://finance.cisco.com
webvpn (config-webvpn-url) # url-text “OWA server” url-value
http://mail.cisco.com/exchange

webvpn (config-webvpn-url) # url-text "CitrixFarm" url-value
http://10.1.2.10/Citrix/MetaFrame/default/default.aspx

webvpn (config-webvpn-url) # exit

webvpn (config-webvpn-context) #

Catalyst 6500 WebVPN
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bVPN

CIFS
WebVPN NetBIOS IP
NetBIOS Name Service NBNS
WebVPN
NetBIOS Windows Windows
NetBIOS
NBNS 1 NetBIOS
3 NBNS
NBNS
1 webvpn(config-webvpn-context)# nbns-1list |[NBNS nbmslist
name
2 webvpn(config-webvpn-nbnslist)# NBNS CIFS
nbns-server ip addr [master] [timeout 3
timeout] [retry retries]
S
Windows 2000
Linux Samba
ip_addrs Windows Primary Domain
Controller PDC
master
Windows Internet Naming Service WINS
master
timeout
NBNS
timeout 2
1 30
retries NBNS
retries 2
0 10
webvpn (config-webvpn-nbnslist) # exit
webvpn (config-webvpn-context) # policy
group policy-name
p.3-22
5 webvpn(config-webvpn-group)# nbns-list NBNS
name
Y
Windows 2000 Linux/UNIX
Catalyst 6500 WebVPN
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WebVPN

6 webvpn(config-webvpn-group)# functions
{file-access | file-browse | file-entry}

file-access —

file-access
file-entry

file-browse —

N

file-browse

file-browse

file-access

file-entry —

N

file-entry

file-access

webvpn (config-webvpn-group) # exit

webvpn (config-webvpn-context) #
default-group-policy name

9 webvpn(config-webvpn-context) # gateway
gateway-name domain-name domain-name}

gateway-name

domain-name

ASCII

cisco.com

WebVPN

10 webvpn (config-webvpn-context)# inservice

webvpn (config) # webvpn context cl

webvpn (config-webvpn-context)# nbns-list list2
webvpn (config-webvpn-nbnslist)# nbns-server 10.1.1.2

webvpn (config-webvpn-nbnslist) # exit

webvpn (config-webvpn-context) # policy group pl

webvpn (config-webvpn-group) # nbns-list
webvpn (config-webvpn-group) # functions
webvpn (config-webvpn-group) # functions
webvpn (config-webvpn-group) # functions
webvpn (config-webvpn-group) # exit

"list2"
file-acsess
file-browse
file-entry

webvpn (config-webvpn-context) # default-group-policy pl
webvpn (config-webvpn-context) # gateway gl domain example.com
webvpn (config-webvpn-context) # inservice

WebVPN

i Catalyst 6500
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TCP
TCP
PC

e E — SMTP POP3 IMAP4
e Virtual Network Computing VNC
¢ Windows Terminal Services

e Telnet
e SSH
e Perforce
e XDDTS
e Sametime Instant Messaging
TCP
Sun Microsystems Java Runtime Environment
PC
S
Java Java
Web Java
WebVPN
WebVPN PC
PC
IP
IP p.3-18
port-fwd listname
listname
Catalyst 6500 WebVPN
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1 webvpn (config-webvpn-context) # WebVPN port-fwd
port-forward listname listname 63
2 webvpn (config-webvpn-port-fwd) # WebVPN TCP
local lIocalport remote-server
remoteserver remote-port remoteport
description description PC
TCP
e |ocalport
localport 1
[ ]
1024 65535
p.3-16
TCP
® remoteserver
IP
IP p.3-18
* remoteport
description
3 webvpn(config-webvpn-port-fwd)# exit |WebVPN port-fwd WebVPN

webvpn (config-webvpn-context) # port-forward abc

webvpn (config-webvpn-port-fwd) # local-port 25 remote-server "mailman" remote-port 25
description "SMTP server"

webvpn (config-webvpn-port-fwd) # local-port 110 remote-server "pop3-ny" remote-port 110
description "POP3-server"

webvpn (config-webvpn-port-fwd) # local-port 143 remote-server "imap-ny" remote-port 143
description "IMAP server"

webvpn (config-webvpn-port-fwd) # exit

webvpn (config-webvpn-context) #

Windows 2000 XP Java
C:\WINNT\system32\drivers\etc\hosts
hosts.webvpn Java

Catalyst 6500 WebVPN
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port-forward "cisco"
local-port 25 remote-server "mailman" remote-port 25 description "smtp"
local-port 23 remote-server "pcd6" remote-port 23 description "telnet"
local-port 110 remote-server "sjcd-2" remote-port 110 description "pop3"

Java mailman 127.0.0.2 pc46
127.0.0.3 sjcd-2 127.0.0.4 Java
PC 127.0.0.2:25 127.0.0.3:23 127.0.0.4:110
Java
pc46 Telnet
telnet pc46  Telnet Java
23 25 110
PC
PC 23
Telnet 127.0.0.1:local-port
2
e |ocal-port remote-port Java local-port
127.0.0.1:23
local-port 23 remote-server "pcd6" remote-port 23 description "telnet"
e Jlocal-port  remote-port Java 127.0.0.1:1230
local-port 1230 remote-server "pcd6" remote-port 23 description "telnet"
PC 1230
pc46 Telnet
telnet 127.0.0.1 1230 Java
127.0.0.1:local-port
IP
Java 127.0.0.1:local-port
local-port 1230 remote-server 19.0.0.1 remote-port 23 description "telnet"
Java 127.0.0.1:1230
19.0.0.1 Telnet telnet 127.0.0.1:1230
IP p.3-18
N
Linux Java 127.0.0.1:local-port

127.0.0.1:local-port

[ oL-8466-01-J
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[ |
IP
Java
Windows PC
johndoew2ksrv Java
johndoew2ksrv IP 127.0.0.2
WebVPN 2 NotesServer Java
NotesServer  127.0.0.3
Java
IP Java
IP 127.0.0.1
TCP TCP IP
127.0.0.1 TCP
TCP
IP TCP
PC
N
PC SSL VPN Client SVC
WebVPN SvC
svC
p.C-6
~
p.3-22
IP WebVPN WebVPN
sSvC
IP SVCIP IP
ip local pool
Catalyst 6500 WebVPN
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1 webvpn(config)# ip local pool pool-name SVC IP WebVPN
start-range end-range P
N
WebVPN IP
IP
WebVPN
WebVPN
p.2-4
2 webvpn(config)# webvpn context WebVPN
context-name
3 webvpn(config-webvpn-context)# policy
group policy-name
4 webvpn (config-webvpn-group)# functions
{svc-enabled | svc-required}
svc-enabled —
PC SVC
svc-required —
PC SVvC
5 webvpn (config-webvpn-group)# sve dpd WebVPN
interval {client | gateway} timeout
Dead Peer Detection DPD
timeout
DPD DPD
DPD
Cisco SSL Tunnel Protocol CSTP
DPD
DPD
0 3600
6 webvpn(config-webvpn-group)# svec SVC IP IP
address-pool name
7 webvpn (config-webvpn-group)# svc Web DNS
dns-server {primary ip_addr | secondary svVC
ip_addr}
Web
DNS
DNS

Catalyst 6500 WebVPN
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8 webvpn(config-webvpn-group)# svc Web
homepage url URL url  URL URL
255
9 webvpn (config-webvpn-group)# svec WINS

wins-server {primary ip_addr |
secondary ip_ addr}

10 webvpn (config-webvpn-group)# sve
default-domain default-domain-name

11 webvpn (config-webvpn-group)# svec PC SVvVC
keep-installed
PC SvC
SVvC
VPN
no
12 webvpn (config-webvpn-group)# svc rekey VPN SSL rekey
[time interval] [method {new-tunnel | WebVPN
ssl}]
ssl
time interval 0 43200
21600 6
method new-tunnel
method ssl
SvC SSL

Catalyst 6500 WebVPN
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13 webvpn (config-webvpn-group) # svec split
[dns string]{ [1nc1L}de ip-address include
netmask] | [exclude ip-address
netmask|local-lans]} Web
exclude
N
include exclude
include exclude
200
include
exclude
Web
The exclude local-lans
LAN
14 webvpn (config-webvpn-group) # sve Microsoft Internet Explorer MSIE
msie-proxy [exception
exception-string] | [server
{ip-address|dns_name}: port] | [option
{none | auto | bypass-local}] %
MSIE
exception
DNS
server Socks
HTTP Secure FTP Gopher IP
DNS
option none
option auto
option
bypass-local
15 webvpn (config-webvpn-group)# filter
tunnel {name | acl_list}
Catalyst 6500 WebVPN
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WebVPN p.3-5
. p.3-22
e SSL p.3-23
e TCP p.3-25
At
p.3-18

1 webvpn(config-webvpn-context)# policy
group policy-name

2 webvpn(config-webvpn-group)# citrix Citirx
enabled

3 webvpn (config-webvpn-group)# banner stﬁng
string 7 ASCII HTML

4 webvpn (config-webvpn-group) URL

hide-url-bar

5 webvpn (config-webvpn-group) timeout
{idle time | session time}

3600 2100 35

1 1209600
43200 12

Catalyst 6500 WebVPN
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||
6 webvpn(config-webvpn-group)# nbns-list CIFS NBNS
name
Windows 2000 Linux/UNIX
N
7 webvpn (config-webvpn-group)# url-list URL
name
)
8 webvpn (config-webvpn-group) #
port-forward name
Y
SSL
SSL SSL
1 SSL close-protocol SSL
close-notify close-notify
SSL SSL
SSL ID
SSL SSL close-protocol
SSL close-notify SSL close-notify
SSL WebVPN close-notify
SSL close-notify WebVPN
SSL ID
WebVPN close-protocol
e strict — WebVPN SSL close-notify
WebVPN SSL close-notify
WebVPN close-notify
SSL
e none — WebVPN SSL close-notify
WebVPN SSL close-notify
WebVPN SSL SSL

Catalyst 6500 WebVPN
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. — WebVPN SSL close-notify
SSL close-notify
SSL close-notify SSL
SSL

SSL
webvpn (config)# webvpn policy ssl SSL
ssl_policy name
webvpn (config-ssl-policy)# cipher
{rsa-with-rc4-128-md5 | SSL

rsa-with-rc4-128-sha |
rsa-with-des-cbc-sha |

rsa-with-3des-ede-cbc-sha | others...}

webvpn (config-ssl-policy) #
tls-rollback [current | any]

ClientHello SSL

SSL2.0 SSL3.0 TLS1.0 TLS
current SSL
any SSL

v

WebVPN
ClientHello
webvpn (config-ssl-policy)# version
{ss1l3 | tlsl | all}
webvpn (config-ssl-policy)# timeout
handshake time 0 65535
webvpn (config-ssl-policy)# SSL close-protocol close-protocol

close-protocol {strict | none}

webvpn (config-ssl-policy) #
session-cache

i Catalyst 6500 WebVPN
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||
8 webvpn(config-ssl-policy)# timeout
session timeout [absolute’] 1 72000
N
absolute
S
absolute timeout
absolute
9 webvpn(config-ssl-policy)# 1
session-cache size size 1 262143
N
timeout session absolute
size
262,144
1. absolute
absolute > absolute
TCP
TCP TCP
TCP
1 webvpn(config)# webvpn policy tcp TCP
tcp_policy name
2 webvpn(config-tcp-policy)# mss SYN Maximum Segment Size
max_segment_size MSS:
)
MSS
1460 256 2460
1
3 webvpn(config-tcp-policy)# timeout 75
syn time 5 75
Catalyst 6500 WebVPN ]
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4 webvpn(config-tcp-policy)# timeout
reassembly time

60 0 960 0=
5 webvpn(config-tcp-policy)# timeout
inactivity time 600 0 960 0=
6 webvpn(config-tcp-policy)# timeout FIN
fin-wait time 600 75 600
7 webvpn(config-tcp-policy)#
buffer-share rx buffer_ limit 32768 8192 262144
8 webvpn(config-tcp-policy)#
buffer-share tx buffer limit 32768 8192 262144
9 webvpn(config-tcp-policy)# tos Type of Service TOS;
carryover
A
TCP
ToS
ToS
S
ToS
ToS
ToS
ToS
10 webvpn (config-tcp-policy)# [no] Nagm
nagle
nagle
. ACK
L]
nagle
Nagle

Catalyst 6500 WebVPN
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11 webvpn (config-tcp-policy)# window-update ACK
delayed-ack-threshold packets packets 10
2
12 webvpn (config-tcp-policy)# window-upate ACK
delay-ack-timeout timer
delayed-ack-threshold
ACK
timer 50
500 200
1. MSS
Catalyst 6500 WebVPN
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N PK
WebVPN SSL
SSL
1D
WebVPN 64 HTTPS
NVRAM
p.3-55
HTTPS WebVPN
SSL
S
WebVPN ssl authenticate verify none
WebVPN Certificate Revocation List CRL;
Access Control List ACL;
~
SSL
WebVPN SSL

Public Key Infrastracture PKI;

. p.3-29

o p.3-54
. p.3-55

o p.3-56

Catalyst 6500 WebVPN
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PKI ||
. p3-57
e WebVPN p.3-58
. p3-59
. p3-62
e Simple Certificate Enrollment Protocol SCEP
SSL
SCEP p.3-29
e SCEP TFTP
TFTP
PKCS10
PKCS10 SSL
TFTP SSL
p.3-36
. PKI
PKCS12 Privacy Enhanced Mail PEM
p.3-45
PKI
PKI Public-Key Cryptography Standards PKCS
S
PKCS12 PEM
PKCS12 PEM
SCEP
SCEP
e RSA p.3-30
. p.3-32
Catalyst 6500 WebVPN
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N rki

o p.3-33

o p.3-33
RSA

~
SSH SSH
SSH p.2-5
RSA Ron Rivest Adi Shamir Leonard Aldeman
RSA SSL
SSL RSA
SSL SSL SSL
SSL
SSL
1
SSL
Y
WebVPN 8 1 7
3 3 3
p.3-34
SSL SSL
1
Catalyst 6500 WebVPN
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PKI ||
SSL
SSL
2 SSL

S

WebVPN

1 RSA
RSA Cisco 10S
Y
RAM

NVRAM copy

system:running-config nvram:startup-config

RSA

webvpn (config) # crypto key generate rsa RSA

general-keys label key-label [exportable!l ]

[modulus size]

1. exportable
A

RSA WebVPN

512 768 1024 1536 2048 512
768 1024
RSA

webvpn (config)# crypto key generate rsa general-keys label kpl exportable

The name for the keys will be: kpl

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024

Generating RSA keys.... [OK].

N

SSL

Catalyst 6500 WebVPN
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N rki

WebVPN 1

1 webvpn(config)# crypto pki trustpoint

. _ 1 H
trustpoint-label ca-trustpoint

2 webvpn(ca-trustpoint)# rsakeypair
key-label

3 webvpn(ca-trustpoint)# enrollment [mode
ra] [retry [period minutes] [count
count]] url url

4 webvpn(ca-trustpoint)# ip-address WebVPN IP
server_ip_addr 2

5 webvpn(ca-trustpoint)# password
password

6 webvpn(ca-trustpoint)# revocation-check
methodl [method2[method3]]

e crl — CRL

¢ none—

e ocsp — Online Certificate Status Protocol OCSP

2 3
7 webvpn(ca-trustpoint)# subject-name WebVPN 5
line’®  *
8 webvpn(ca-trustpoint)# exit ca-trustpoint
1. trustpoint-label key-label
Web SSL IP URL P P
3. subject-name CN=serverl.domain2.com serverl URL SSL
subject-name Lightweight Directory Access Protocol LDAP
O=*Cisco, Inc.”
SSL CN URL
CN SSL

Catalyst 6500 WebVPN
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PKI

PROXY1

webvpn (config)# crypto pki trustpoint PROXY1

webvpn (ca-trustpoint) # rsakeypair PROXY1l

webvpn (ca-trustpoint)# enrollment url http://exampleCA.cisco.com
webvpn (ca-trustpoint) # revocation-check none

webvpn (ca-trustpoint) # subject-name C=US, ST=California, L=San Jose, 0O=Cisco, OU=Lab,
CN=hostl.cisco.com

webvpn (ca-trustpoint) # end

webvpn# ping example.cisco.com

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 20.0.0.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
webvpn#

webvpn (config) # crypto pki authenticate

trustpoint-label trustpoint_label

webvpn (config)# crypto pki authenticate PROXY1l
Certificate has the following attributes:
Fingerprint: A8D09689 74FB6587 02BFEODC 2200B38A
% Do you accept this certificate? [yes/nol: ¥
Trustpoint CA certificate accepted.

webvpn (config) # end

webvpn#

webvpn (config)# crypto pki enroll
trustpoint-label®

Catalyst 6500 WebVPN
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N Pk
__Eé
pki enroll
webvpn (config)# crypto pki enroll PROXY1l
%
% Start certificate enrollment..
% The subject name in the certificate will be: C=US; ST=California; L=San Jose;
O=Cisco; OU=Lab; CN=hostl.cisco.com
% The subject name in the certificate will be: host.cisco.com
% The serial number in the certificate will be: 00000000
% The IP address in the certificate is 10.0.0.1
% Certificate request sent to Certificate Authority
% The certificate request fingerprint will be displayed.
% The 'show crypto pki certificate' command will also show the fingerprint.
Fingerprint: 470DE382 65D8156B 0F84C2AF 4538B913
webvpn (config) # end
p.3-54
3
WebVPN 8 1 7

webvpn (onfig) # crypto key generate rsa general-keys label keyl exportable

The name for the keys will be:keyl

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]:1024
% Generating 1024 bit RSA keys ...[OK]
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PKI | |

webvpn (config)# crypto pki trustpoint 3tier-root
webvpn (ca-trustpoint) # enrollment url tftp://10.1.1.1
webvpn (ca-trustpoint) #
webvpn (ca-trustpoint) # exit
webvpn (config)# crypto pki trustpoint 3tier-subl
webvpn (ca-trustpoint)# enrollment url tftp://10.1.1.2
webvpn (ca-trustpoint) #
webvpn (ca-trustpoint) # exit
webvpn (config)# crypto pki trustpoint tp-proxyl
webvpn (ca-trustpoint)# enrollment url tftp://10.1.1.3
webvpn (ca-trustpoint) # serial-number
webvpn (ca-trustpoint) # password cisco
webvpn (ca-trustpoint)# subject CN=ste.cisco.com
webvpn (ca-trustpoint) # rsakeypair keyl
webvpn (ca-trustpoint) # show

enrollment url tftp://10.1.1.3

serial-number

password 7 02050D480809

subject-name CN=ste.cisco.com

rsakeypair keyl

end
webvpn (ca-trustpoint) # exit

3 1 2

webvpn (config)# crypto pki authenticate 3tier-root
Certificate has the following attributes:
Fingerprint:84E470A2 38176CB1 AA0476B9 COBAF478

% Do you accept this certificate? [yes/no]:yes

Trustpoint CA certificate accepted.

webvpn (config) #

webvpn (config)# crypto pki authenticate 3tier-subl

Certificate has the following attributes:

Fingerprint:FE89FBOD BF8450D7 9934C926 6C66708D

Certificate validated - Signed by existing trustpoint CA certificate.
Trustpoint CA certificate accepted.

webvpn (config) #

webvpn (config)# crypto pki authenticate tp-proxyl

Certificate has the following attributes:

Fingerprint:6E53911B E29AE44C ACE773E7 26A098C3

Certificate validated - Signed by existing trustpoint CA certificate.
Trustpoint CA certificate accepted.

* 3

webvpn (config)# crypto pki enroll tp-proxyl

2

% Start certificate enrollment

o0

The fully-qualified domain name in the certificate will be:ste.
The subject name in the certificate will be:ste.

The serial number in the certificate will be:BOFFF0C2

Include an IP address in the subject name? [no]:

o0

o0 o

Request certificate from CA? [yes/no]:yes

Certificate request sent to Certificate Authority

The certificate request fingerprint will be displayed.

The 'show crypto pki certificate' command will also show the fingerprint.

o0 0P o

webvpn (config) # Fingerprint: 74390E57 26F89436 6FC52ABE 24E23CD9

webvpn (config) #
*Apr 18 05:10:20.963:%CRYPTO-6-CERTRET:Certificate received from Certificate
Authority

Catalyst 6500 WebVPN
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N rki

TFTTP
TFTP
TFTP

. SCEP

e Cisco IOS

URL TFTP

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t13/ftmancrt.htm

CRL CRL CRL

CRL CRL
CRL
revocation-check none

show crypto pki certificates
revocation-check none

3 CA CAl CA2 CAl
CA revocation-check none
CA2 CA
CAl revocation-check none

CRL

1 TFTP 1

webvpn# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
webvpn (config)# crypto pki trustpoint tftp_ example

webvpn (ca-trustpoint) # enrollment url tftp://10.1.1.2/win2k
webvpn (ca-trustpoint) # rsakeypair pair3

webvpn (ca-trustpoint) # exit

Catalyst 6500 WebVPN
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3 WebVPN

PKI

webvpn (config)# crypto pki enroll tftp_example
% Start certificate enrollment

The fully-qualified domain name in the certificate will be: ssl-proxy.cisco.com
The subject name in the certificate will be: ssl-proxy.cisco.com

Include the router serial number in the subject name? [yes/no]: yes

The serial number in the certificate will be: 00000000

Include an IP address in the subject name? [no]:

Send Certificate Request to tftp server? [yes/nol: yes

Certificate request sent to TFTP Server

The certificate request fingerprint will be displayed.

% The 'show crypto pki certificate' command will also show the fingerprint.
webvpn (config) # Fingerprint: DO012D925 96F4B5C9 661FECI1E 207786B7

o0 o

o0

o0 o

o0 o

webvpn (config)# crypto pki auth tftp_example
Loading win2k.ca from 10.1.1.2 (via Ethernet0/0.168): !
[OK - 1436 bytes]

Certificate has the following attributes:
Fingerprint: 2732ED87 965F8FEB F89788D4 914B877D
% Do you accept this certificate? [yes/nol: yes
Trustpoint CA certificate accepted.

webvpn (config) #

webvpn (config)# crypto pki import tftp_example cert

% The fully-qualified domain name in the certificate will be: ssl-proxy.cisco.com
Retrieve Certificate from tftp server? [yes/no]: yes

% Request to retrieve Certificate queued

webvpn (config) #
Loading win2k.crt from 10.1.1.2 (via Ethernet0/0.168): !
[OK - 2112 bytes]

webvpn (config) #

*Apr 15 12:02:33.535: $CRYPTO-6-CERTRET: Certificate received from Certificate
Authority

webvpn (config) #

1. RSA

webvpn (config)# crypto key generate rsa general-keys label CSR-key exportable
The name for the keys will be:CSR-key
Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]:1024
% Generating 1024 bit RSA keys ...[OK]

webvpn (config)# crypto pki trustpoint CSR-TP

webvpn (ca-trustpoint) # rsakeypair CSR-key

webvpn (ca-trustpoint) # serial

webvpn (ca-trustpoint) # subject-name CN=abc, OU=hss, O=cisco
webvpn (ca-trustpoint)# enrollment terminal

webvpn (ca-trustpoint) # exit

Catalyst 6500 WebVPN
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N rki

webvpn (config)# crypto pki enroll CSR-TP
% Start certificate enrollment

o0 o

o0

The subject name in the certificate will be:ssl-proxy.cisco.com
The serial number in the certificate will be:BOFFF22E

Include an IP address in the subject name? [no]:no

Display Certificate Request to terminal? [yes/no]:yes

Certificate Request follows:

o0 o

MIIBw]jCCASSCAQAWYTEOMAWGA1UEChMFY21zY28xDDAKBgNVBASTA2hzczEMMAOG
A1UEAXMDYWJ jMTMwDwYDVQQFEwhCMEZGRj IyRTAgBgkghkiGIw0OBCQIWE3NzbClw
cm94eS5jaxXNjby5jb20wgZ8wDQYJKoZ IThveNAQEBBQADgY0AMIGJAOGBALL706tt
301BVVK1gAE/agsuzIaal5YZft3bDb9t3pPncKh0ivBTgVKpJdiLPWGZPjdbtejxQ
tYSF77R1pmhKOWSKPuu7£fJPYr/Cbo800UzkRAGMBAAGGITAIBgkghkiGIw0OBCQ4x
EFAQMA4GA1UJDWEB/wQEAWIFoDANBgkaghkiGIwOBAQQFAAOBGQC2GIX06 /hihXHA
DA5s0pxgLsOlrMP8PF4bZDAd1pWLVBSOrp4S1L7hHIP2NY9rgZAJhDTREGGM179JY
GOtUuCyPYPkpb0S5VGTUrHvvUWekleKg2d91lkfgbkRmImHBaB2Ev5DNBcV11SIMX
RULG70UafU6sxnDWgbMseToF4WrLPg==

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/no]:no

webvpn (config)# crypto pki authenticate CSR-TP

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIICxzCCAJjCgAwIBAgIBADANBgkghkiGIwOBAQQFADBSMQswCQYDVQOGEWIBVTET
MBEGA1UECBMKU29tZS1TAGF0ZTEhMB8GA1UEChMYSW50ZXJuzXQgV21kZ210cyBQ
dHkgTHRKMQswCQYDVQQDEwWJT jYTAeFwOwMzA2M]j YyMjM4AMD1 aFwOwODEYMTYyMjM4
MD1aMFIxCzAJBgNVBAYTAKFVMRMWEQYDVQQIEwpTb211LVNOYXRIMSEWHWYDVQQK
ExhJbnR1cm51dCBXaWRnaXRzIFB0eSBMAGQxCzAJBgNVBAMTAMNhMIGEMAOGCSQG
SIb3DQEBAQUAAAGNADCBiQKBgQCcGI0bgOLmE0cASkF487j2z8X7ZQxT1H680QKNC3
ks95vkGbOAa/1/R4AACQ3s9iPkcGQVQidDv8/iNG/1mQo8HBwWtRIVgG018IGBbuiZ
dlarYnQHUz6Bm/HzE1RXVOY/VmyPOVevYy8/cYhwx/XOE9BYQOyP15Chi8nhIS5F
+WWOHQIDAQAB04GsMIGPMBOGA1UADgQWBBS4Y+/1SXKDrw5N5m/ tgCzu/W81PDB6
BgNVHSMEczBxgBS4Y+/1SXKDrw5N5m/ tgCzu /W81 PKFWpFQwUJjELMAKGALUEBhMC
QVUXEzZARBgNVBAQTC1NvOWUtU3RhAGUXITAfBgNVBAOTGE1udGVybmV0IFdpZGdp
dHMgUHR5IEx0ZDELMAKGA1UEAXMCY2GCAQAWDAYDVROTBAUWAWEB / zANBgkghkiG
9wOBAQQFAAOBgQB/rPAdLFVuycbadQucdFQG7k1l /XBNI7aY3IL3Lkeumt /nXD+eCn
RpYESWWY8X1Aizgnj4dbgFdgPgYdD7Lg8viwgm2tQmU6zCsdaKhL1J7FCWbfs2+75
oNV2Vsgx0Ftnf8en/+HtyS2AdXHreThfgkXz3euXD0OISMFVKRy8104EdzA==

Certificate has the following attributes:
Fingerprint:B8B35B00 095573D0 D3B8FAO03 B6CA8934
% Do you accept this certificate? [yes/no]:yes
Trustpoint CA certificate accepted.

% Certificate successfully imported

webvpn (config) #

WebVPN

The subject name in the certificate will be:CN=abc, OU=hss, O=cisco
The fully-qualified domain name in the certificate will be:ssl-proxy.cisco.com
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PKI

webvpn (config)# crypto pki import CSR-TP certificate
% The fully-qualified domain name in the certificate will be:ssl-proxy.cisco.com

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

MIIB7TCCAVYCAQQWDQYJK0oZIhvcNAQEEBQAWUJELMAKGA1UEBhMCQVUXEZARBONV
BAgTCINvVbWUtU3RhdAGUxITAfBgNVBAOTGEludGVybmV0IFdpZGdpdHMgUHRS5IEXO
ZDELMAkKGA1UEAXMCY2EwHhcNMDMXMTIwMDAXMzE2WhcNMDQXMTESMDAXMzE2WjAs
MQ4wDAYDVQQKEwWVjaXNjbzEMMAOGA1UECXMDaHNzMQwwCgYDVQQDEWNhYmMMwgZ 8w
DQYJKoZIhvcNAQEBBQADGYOAMIGJIAOGBALLt706tt301BVVKIgAE/agsuzIlaal5YZz
ft3bDb9t3pPncKh0ivBTgVKpJiLPWGZPjdbtejxQksuSY589V+GMDrO9B4Sxn+5N
p2bQmd745NvI4gorNRvXcdjmE+/SzE+bBSBCcKAWNLYSF77R1pmhKOWSKPuu7£JPY
r/Cbo800UzkRAgGMBAAEWDQYJK0ZIhvcNAQEEBQADGYEA]JgJ9378P6Gz69Ykplw06
Powp+2rbe2iFBrE1xE09BL6G6vzcBQgbs5WAuwgxe7SIHrHsS0/ 7Be3zednlOselWx
/KVj7I02iPgrwUa9DLavwrTyaal0KtTpti/i5nIwINh5xkp2bBIJQikDATEK7HAVXE
HQ9SyB3YZJk/Bjp6/eFHEfU=

2

% Router Certificate successfully imported

webvpn (config) #42

3 TFTP 3
1. RSA

webvpn (config)# crypto key generate rsa general-keys label test-3tier exportable
The name for the keys will be:test-3tier
Choose the size of the key modulus in the range of 360 to 2048 for your

General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:1024
% Generating 1024 bit RSA keys ...[OK]

webvpn (config)# crypto pki trustpoint test-3tier

webvpn (ca-trustpoint) # serial-number

webvpn (ca-trustpoint) # password cisco

webvpn (ca-trustpoint) # subject CN=test-3tier, OU=hss, O=Cisco
webvpn (ca-trustpoint) # rsakeypair test-3tier

webvpn (ca-trustpoint)# enrollment url tftp://10.1.1.3/test-3tier
webvpn (ca-trustpoint) # exit

Catalyst 6500 WebVPN
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N rki

Certificate Signing Request CSR

TFTP

webvpn (config)# crypto pki enroll test-3tier

%

%

o0

o° 00 o0 o0 of

o0

o

webvpn (config)# Fingerprint:

Start certificate enrollment

The
The
The
The

subject name in the certificate will be:CN=test-3tier, OU=hss, 0O=Cisco
fully-qualified domain name in the certificate will be:ssl-proxy.cisco.com
subject name in the certificate will be:ssl-proxy.cisco.com

serial number in the certificate will be:BOFFF22E

Include an IP address in the subject name? [no]:

Send Certificate Request to tftp server? [yes/no]:yes

Certificate request sent to TFTP Server

The certificate request fingerprint will be displayed.

The

'show crypto pki certificate’

webvpn (config) #

CSR

3

webvpn (config) # crypto
webvpn (ca-trustpoint) #
webvpn (ca-trustpoint) #

1

webvpn (ca-trustpoint) # exit

webvpn (config) # crypto
Loading test-ltier.ca from 10.1.1.3

[OK -

1046 bytes]

command will also show the fingerprint.

19B07392 319B2ACF F8FABELC 52798971

SSL
2

pki trustpoint test-1ltier
enrollment url tftp://10.1.1.3/test-1ltier
revocation-check none

pki authenticate test-1ltier

(via Ethernet0/0.172):!

Certificate has the following attributes:
Fingerprint:AC6FC55E CC29E891 ODC3FAAA B4747C10

%

webvpn (config) # crypto
webvpn (ca-trustpoint) #
webvpn (ca-trustpoint) #

Do you accept this certificate?
Trustpoint CA certificate accepted.

webvpn (ca-trustpoint) # exit

webvpn (config)# crypto
Loading test-2tier.ca from 10.1.1.3

[OK -

1554 bytes]

[yes/no] :yes

pki trustpoint test-2tier
enrollment url tftp://10.1.1.3/test-2tier
revocation-check none

pki authenticate test-2tier

(via Ethernet0/0.172):!

Certificate has the following attributes:
Fingerprint:50A986F6 B471B82D E11B71FE 436A9BE6
Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.

webvpn (config)# crypto pki authenticate test-3tier

Loading test-3tier.ca from 10.1.1.3

[OK -

1545 bytes]

(via Ethernet0/0.172):!

Certificate has the following attributes:
Fingerprint:2F2E44AC 609644FA 5B4B6B26 FDBFE569
Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.

WebVPN
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PKI

webvpn (config)# crypto pki import test-3tier certificate
% The fully-qualified domain name in the certificate will be:ssl-proxy.cisco.com
Retrieve Certificate from tftp server? [yes/no]:yes

°

% Request to retrieve Certificate queued

webvpn (config) #
Loading test-3tier.crt from 10.1.1.3 (via Ethernet0/0.172):!
[OK - 1608 bytes]

webvpn (config) #

*Nov 25 21:52:36.299:%CRYPTO-6-CERTRET:Certificate received from Certificate
Authority

webvpn (config)# +z

RSA

webvpn (config)# crypto key generate rsa general-keys label tp-proxyl exportable
The name for the keys will be:tp-proxyl
Choose the size of the key modulus in the range of 360 to 2048 for your

General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:1024
% Generating 1024 bit RSA keys ...[OK]

webvpn (config)# crypto pki trustpoint tp-proxyl
webvpn (ca-trustpoint)# enrollment ter

webvpn (ca-trustpoint) # rsakeypair tp-proxyl
webvpn (ca-trustpoint) # serial

webvpn (ca-trustpoint) # subject-name CN=test
webvpn (ca-trustpoint) # exit

webvpn (config)# crypto pki enroll tp-proxyl

2

% Start certificate enrollment

o0

The subject name in the certificate will be:CN=test

The fully-qualified domain name in the certificate will be:ssl-proxy.
The subject name in the certificate will be:ssl-proxy.

The serial number in the certificate will be:BOFFF14D

Include an IP address in the subject name? [no]:no

Display Certificate Request to terminal? [yes/no]:yes

Certificate Request follows:

o0

o0 o° o

MIIBnDCCAQUCAQAWOZENMASGA1UEAXMEAGVzdDEQMASGA1UEBRMIQ]jBGRKYXNEQwW
FwYJKoZIhvcNAQkCFgpzc2wtcHIveHkuMIGEMAOGCSQGSIb3DQEBAQUAALGNADCB
1QKBgQDFx1019IX0Ax4fyUhaXH6s4p5t9s0IZ1gvLtVX6Fp6zfuX4d70s5TGIH/ IX
zV9B4e5Kv+wlMDOAVTh+/tvyAP3TMpCdpHYosd2VaTIgExpHf4M5Ruh8IebVKV25
rralpNiSOPVPLFcrwdUfJVNpsc2XBxBhpT+FS9y67Lglhf SNAwIDAQABOCEWHWYJ
KoZIhvcecNAQKOMRIWEDAOBONVHQ8BAf8EBAMCBaAWDQYJKoZIThvcNAQEEBQADgYEA
kOIjd1KNJAKLME33YELRA3MW/ujJIuiT1JI8RYVbwleE8JQf68TTdKiYgzQcoMgsp
ez3vSPxXXFZ/c6naXdvyrTikTX3GZ1lmu+UOvV6/Jaf5QcXa9tAil3 fgyguv7jQMPjk
Qj2GrwhXjcgzGOMBh6Kg6s5UPsIDgrL036I42B6B3EQ=

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/no]:no

[ oL-8466-01-J
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2 tp-proxyl

webvpn (config)# crypto pki trustpoint 3tier-root
webvpn (ca-trustpoint)# enrollment terminal
webvpn (ca-trustpoint) # crl op

webvpn (ca-trustpoint) # exit

webvpn (config)# crypto pki trustpoint 3tier-subl
webvpn (ca-trustpoint) # enrollment terminal
webvpn (ca-trustpoint) # crl op

webvpn (ca-trustpoint) # exit

webvpn (config)# crypto pki authenticate 3tier-root

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIC1zCCAOGUAWIBAgGIQadUxzU/197hDmZRYJ1bBcDANBgkaghkiGO9w0OBAQUFADBL
MQswCQYDVQQGEwWJVUzZETMBEGA1UECBMKY2FsaWZvcmbpYTERMASGA1UEBXMIc2Fu
IGpvc2UxDjAMBgNVBAOTBWNpPC2NVMOwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF 3Np
bXBzb24tZGV2dGVzdClyb290LUNBMBAXDTAZMTEXMTIXNDgWM1oXDTEZMTEXMTIxX
NTczOVowdTELMAKGA1UEBhMCVVMxEZARBgNVBAgGTCMNhbG1mb3JuaWEXETAPBgNV
BACTCHNhbiBgb3N1MQ4wDAYDVQQKEWV]jaXNjbzEMMAOGA1UECXMDaHNzMSAwWHgYD
VQQEDExdzaWlwc29uLWR1dnR1c3Qtcm9vdC1DQTBcMAOGCSGGSIb3DQEBAQUAAOSA
MEgCQQCWEi1bANU1VgONUNn0Wb94gnHi 8FKjmVhibLHGR16J+V7gHgzmF2MTz5WP51
VQ2/1NVuOHjUORRdeCml/raKJ/7ZAgMBAAG] gewwgekwCwYDVROPBAQDAGHGMABG
A1UJEWEB/wQFMAMBA £ 8wHQYDVROOBBYEFCYGLUBTKNA9EgUonHnoSvbHg0axMIGX
BgNVHRSEQY8wgYwwQ6BBoD+GPWhOdHA6LY9jaXNjbylsO0Go2b2hwbnIvQ2VydEVu
cm9sbC9zaWlwc29uLWR1dAnR1c3Qtcm9vdC1DQS5jcmwwRaBDOEGGP2ZpbGU6LY9cC
XGNpc2NvLWwiajZzvaHBuclxDZXJORW5yb2xsXHNpbXBzb24tzGV2dGVzdClyb290
LUNBLmNybDAQBgkrBgEEAYI3FQEEAWIBADANBgkahkiGOw0OBAQUFAANBACBgelwy
YjalelGZgLVudbDVMFO6ELCV2AMBgi41K31ix+Z/03PJd7ct2BIAF41ktvIpCebIO
EoBcmZteA+TQcKg=

Certificate has the following attributes:
Fingerprint:AC6FC55E CC29E891 ODC3FAAA B4747C10
% Do you accept this certificate? [yes/no]:yes
Trustpoint CA certificate accepted.

o

% Certificate successfully imported

WebVPN
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1

webvpn (config)# crypto pki authenticate 3tier-subl

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIETzCCA/mgAwIBAgIKG]0cBwAAAAAADIANBgkghkiGIwOBAQUFADBIMQSwCQYD
VQQGEwWJVUzZETMBEGA1UECBMKY2FsaWZvcm5pYTERMASGALIUEBXMICc2FulGpve2Ux
DjAMBgNVBAOTBWNpPCc2NVvMOwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF3NpbXBzb24t
ZGV2dGVzdClyb290LUNBMB4XDTAZMTEXMz IyMDQyMVOoXDTAOMTEXMz IyMTQyMVow
dTELMAKGA1UEBhMCVVMXEZARBgNVBAgTCMNhbG1mb3JuaWEXETAPBgNVBACTCHNOh
biBgb3N1MQ4wDAYDVQQKEWVjaXNjbzEMMAOGA1UECXMDaHNzZMSAWHgYDVQQDExdAz
aWlwc29uLWR1dnR1c3Qtc3ViMS1jYTBcMAOGCSQGSIb3DQEBAQUAAOSAMEGCQQDC
vV48nC2uukoSyGJ/GymCIEXZzMSzpbkYS7eWPazZYyi1JDhCIKuUsMgFDRNEMOmMUSA
rcWmPizFZc9PFumDa03vAgMBAAGjggdpMIICZTAQBgkrBgEEAYI3FQEEAWIBADAA
BgNVHQ4EFgQUWaaNN2Ul4BaBoU9mY+ncuHpP92 0wCwYDVROPBAQDAGHGMA8GAL1Ud
EwEB/wQFMAMBAf 8wgadGA1lUdIwSBpjCBo4AUJgYtQFMo130SBSiceehK9seDRrGh
eaR3MHUxCzAJBgNVBAYTA1VTMRMWEQYDVQQIEwpj YWxpZm9ybml hMREwDwWYDVQQH
EwhzYW4gam9zZTEOMAWGAIUEChMFY212zY28xDDAKBgNVBASTA2hzczEgMB4GAL1UE
AxXMXc21tcHNvbi1lkZXZ0ZXNOLXIJvb3QtQ0GCEGNVMc1P4vedQ5mUWCAWWXAWGZCG
A1UJdHwSBjzCBjDBDoEGgP4Y9aHROcDovL2Npc2NvLWwdajZvaHBuci9DZXJIORWSy
b2xsL3NpbXBzb24tZGV2dGVzdClyb290LUNBLMNYbDBFOEOgQYY/ZmlsZTovL1lxc
Y212zY28tbDhgNm9ocG5yXEN]1cnRFbndvbGxcc21tcHNvbi1kZXZ0ZXNOLXIvb3Qt
QOEUY3JsMIHIBggrBgEFBQCcBAQSBuzCBUDBZBggrBgEFBQcwA0OZNaHROcDovL2Np
c2NvLWwé4ajzvaHBuci9DZXJORW5yb2xsL2Npc2NvLWwdajZvaHBucl9zaWlwec29u
LWR1dnR1c3Qtcm9vdC1DQS5 jcnQwiwY IKwYBBQUHMAKGT2 ZpbGU6Ly9cXGNpc2Nv
LWwdajZvaHBuclxDZXJO0RW5yb2xsXGNpc2NvLWwdajZvaHBucl9zaWlwc29uLWR1
dnR1c3Qtcm9vdC1DQS57cnQwDQYJKoZIhveNAQEFBQADQQAG6kAV3IIx/BOr2hlSp9
ER36ZkDINIW93gNt2MkpcAO7RmcrHIN6g5RIIWbVvTXFnONdgpsaglEcOwn9 7XErH
Z2ow

Certificate has the following attributes:
Fingerprint:50A986F6 B471B82D E11B71FE 436A9BE6

PKI

Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.

o

% Certificate successfully imported

WebVPN
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2

webvpn (config)# crypto pki authenticate tp-proxyl

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIESTCCA/OgAwIBAgIKHy1iFxAAAAAAAB]ANBgkghkiGIwOBAQUFADBIMQSwCQYD
VQQGEwJVUzETMBEGA1UECBMKY2FsaWzZvcm5pYTERMA8GALUEBXMIc2FulGpvec2Ux
DjAMBgNVBAOTBWNpPCc2NVvMOwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF3NpbXBzb24t
ZGV2dGVzdClzdWIXLWNhMB4XDTAZMTExMzIyMjI1M1oXDTAOMTEXxMzIyMTQyMVow
dTELMAkKGA1UEBhMCVVMxEZARBgNVBAgGTCMNhbG1mb3JuaWEXETAPBgNVBACTCHNAh
biBgb3N1MQ4wDAYDVQQKEWVjaXNjbzEMMAOGA1UECXMDaHNzZMSAWHgYDVQQDExdAz
aWlwc29uLWR1dnR1c3Qtc3ViMiljYTBcMAOGCSQGSIb3DQEBAQUAAOSAMEGCQQCT
ChZcONYLBHf1sr/3Z4y6wsWoeioIpCOCSydhnbd5wnwuethoyStVt91lr6i6ljWKL
d68Z8E0Tg71daiV/WR/HAGMBAAG]ggJjMIICXzAQBgkrBgEEAY I3FQEEAwIBADAA
BgNVHQ4EFgQU6FmJopggzpbFMj 6TaB2 /wj1WlgEwCwYDVROPBAQDAgHGMASGALUA
EwEB/wQFMAMBAf 8wgagGA1lUdIwSBoDCBnYAUWaaNN2Ul14BaBoU9mY+nculHpP922h
eaR3MHUxCzAJBgNVBAYTA1VTMRMWEQYDVQQIEwpj YWxpZm9ybml hMREwDwWYDVQQH
EwhzYW4gam9zZTEOMAWGAIUEChMFY212zY28xDDAKBgNVBASTA2hzczEgMB4GAL1UE
AxXMXc21tcHNvbi1kZXZ0ZXNOLXIJvb3QtQ0GCCho9HACAAAAAAALWYZCGALUJHWSB
jzCBjDBDOEGgP4Y9aHR0cDoVL2Npc2NVvLWcyNXVhNm80ZS9DZXJ0RW5yb2xsL3Np
bXBzb24tzGv2dGVzdClzdWIXLWNhLmNybDBFOEOgQYY/ZmlsZTovLlxcY21zY28t
ZzI1dWE2bzR1XEN1cnRFbnJvbGxcc21ltcHNvbi1kZXZ0ZXNOLXNIYJEtY2EuY3Js
MIHIBggrBgEFBQCcBAQSBuzCBuUDBZBggrBgEFBQCcwAOZNaHROcDoOVL2Npc2NvLWCyYy
NXVhNm80ZS9DZXJO0RW5yb2xsL2Npc2NvLWcyNXVhNm80ZVI9zaWlwc29uLWR1dnR1
c3Qtc3ViMS13jYS5]jcnQwiwwYIKwYBBQUHMAKGT2ZpbGU6LyY9cXGNpc2NvLWeyNXVh
Nm80ZVxDZXJIO0RW5yb2xsXGNpc2NvLWcyNXVhNm80ZV9zaWlwc29uLWR1dnR1c3Qt
c3ViMS1jYS57cnQwDQYJKoZIhveNAQEFBQADQQCieB8rvVCgVF2¢cFw9/v513Gn7L
Q6PUGT3bMRbOrgQKytTz/Yx09156nYZHrvVuLzmzz5CriI2saVx+glTarwil

Certificate has the following attributes:
Fingerprint:2F2E44AC 609644FA 5B4B6B26 FDBFES569

Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.

2

% Certificate successfully imported

WebVPN
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PKI

webvpn (config) # crypto pki import tp-proxyl certificate

o

% The fully-qualified domain name in the certificate will be:ssl-proxy.

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

MIIENTCCA9+gAwIBAgIKLmMibDwAAAAAACDANBgkghkiGI9wOBAQUFADBIMQSwCQYD
VQQGEWJVUzZETMBEGA1UECBMKY2FsaWZvcm5pYTERMABGALIUEBXMIc2FulGpvec2Ux
D3 AMBgNVBAOTBWNpc 2 NvMQwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF 3NpbXBzb24t
ZGV2dGVzdClzdWIyLWNhMB4XDTAzZMTEXOTIzNDUzZNVOXDTAOMTEXMz IyMTQyMVow ]
aXNjbylvaml4Y25jenYvQ2VydEVucm9sbC9zaWlwc29uLWR1dnR1c3Qtc3ViMil]j
YS5jcmwwRaBDOEGGP2ZpbGU6LY9cXGNpc2NVvLWIgbXhjbmN6d1xDZXJO0RW5yb2xs
XHNpbXBzb24tzGV2dGVzdClzdWIyLWNhLmNybDCBYAYIKwYBBQUHAQEEgbswgbgw
WQYIKwYBBQUHMAKGTWhOJdHA6LY9jaXNjbylvaml4dY25jenYvQ2VydEVucm9sbC9j
aXNjbylvaml4yY25jenzfc2ltcHNvbilkZXZ0ZXNOLXN1YjItY2EuY3J0MFsGCCsG
AQUFBzAChk9mawx101i8vXFxjaXNjbylvaml4Y25jenzZcQ2VydEVucm9sbFxjaXNj
bylvaml4dY25jenzfc2ltcHNvbilkZXZ0ZXNOLXN1YjItY2EuY3J0MAOGCSQGSIb3
DQEBBQUAAOEAtbxmUBOxZ/hcrCc3hY7pa6bq/LmLonXSL8cjAbV2I7A5QGYaNi5k9
8F1Ez1WOxW0J2C3/YsvIf4dYpsQWAKRIbQ==

% Router Certificate successfully imported

webvpn (config) #42

PKCS12 Privacy Enhanced Mail PEM

e PKCSI12 p.3-46
e PEM p.3-48

N

WebVPN WebVPN PKCS12
testssl.p12
PKCS12
WebVPN

Catalyst 6500 WebVPN
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N PK
~
CRL CRL CRL
CRL CRL
CRL
revocation-check none
show crypto pki certificates
revocation-check none
3 CA CA1l CA2 CAl
CA revocation-check none
CA2 CA
CA1l revocation-check none
PKCS12
PKI PKCS12 WebVPN
N
PKCS12
WebVPN PKCS12
N
SSH PKCS12 Secure
File Transfer SCP SCP
PKCS12
webvpn (config) # crypto pki {import | PKCS12
export} trustpoint_label pkcsl2
{scp:| ftp:| nvram:| rcp:| tftp:}
[pkcle_filenamel] p&zss_phr&zse2
N
PKCS12
PKCS12
1. pkesl2_filename
trustpoint_label ftp: tftp:
pkes12_filename
2.
Catalyst 6500 WebVPN
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PKI

SCP PKCS12

webvpn (config)# crypto pki import TP2 pkcsl2 scp: sky is blue
Address or name of remote host []? 10.1.1.1

Source username [ssl-proxy]? admin-1

Source filename [TP2]? /users/admin-1/pkcsl2/TP2.pl2

Password:password

Sending file modes:C0644 4379 TP2.pl2

!

webvpn (config) #

*Aug 22 12:30:00.531:%CRYPTO-6-PKCS12IMPORT_SUCCESS:PKCS #12 Successfully Imported.
webvpn (config) #

SCP PKCS12

webvpn (config)# crypto pki export TPl pkcsl2 scp: sky is blue
Address or name of remote host []? 10.1.1.1

Destination username [ssl-proxy]? admin-1

Destination filename [TP1]? TP1l.pl2

Password:
Writing TPl.pl2 Writing pkcsl2 file to scp://admin-1@10.1.1.1/TP1l.pl2

Password:

1

CRYPTO_PKI:Exported PKCS12 file successfully.
webvpn (config) #

FTP PKCS12

webvpn (config)# crypto pki import TP2 pkcsl2 ftp: sky is blue
Address or name of remote host []? 10.1.1.1

Source filename [TP2]? /admin-1/pkcsl2/PK-1024

Loading /admin-1/pkcsl2/PK-1024 !

[OK - 4339/4096 bytes]

webvpn (config) #

FTP PKCS12

webvpn (config)# crypto pki export TPl pkcsl2 ftp: sky is blue
Address or name of remote host []? 10.1.1.1

Destination filename [TP1]? /admin-1/pkcsl2/PK-1024

Writing pkcsl2 file to ftp://10.1.1.1//admin-1/pkcsl2/PK-1024

Writing /admin-1/pkcsl2/PK-1024 !!
CRYPTO_PKI:Exported PKCS12 file successfully.
webvpn (config) #

PKCS12
p.3-54
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N rki

PEM

i Catalyst 6500

crypto pki import pem
.ca

TFTP

prv

.crt

SSH PEM
SCP

SCP

PEM

webvpn (config)# crypto pki import
trustpoint_label pem [exportable]
{terminal | url {scp:| ftp:| nvram:|
rcp:| tftp:} | usage-keys}
pass_phrase*'?

PEM

PEM

PEM

webvpn (config)# crypto pki export
trustpoint_label pem {terminal | url
{scp:| ftp:| nvram:| rcp:| tftp:}
[des | 3des] pass_phrase’'?

PEM

TFTP

PEM

WebVPN

PEM DES
PEM

3DES
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PKI

TFTP PEM

TP5.ca TP5.prv TP5.crt

webvpn (config)# crypto pki import TP5 pem url tftp://10.1.1.1/TP5 password
% Importing CA certificate...

Address or name of remote host [10.1.1.1]7?
Destination filename [TP5.cal?

Reading file from tftp://10.1.1.1/TP5.ca

Loading TP5.ca from 10.1.1.1 (via Ethernet0/0.168): !
[OK - 1976 bytes]

% Importing private key PEM file...

Address or name of remote host [10.1.1.1]7?
Destination filename [TP5.prv]?

Reading file from tftp://10.1.1.1/TP5.prv

Loading TP5.prv from 10.1.1.1 (via Ethernet0/0.168): !
[OK - 963 bytes]

% Importing certificate PEM file...

Address or name of remote host [10.1.1.1]17?
Destination filename [TP5.crt]?

Reading file from tftp://10.1.1.1/TP5.crt

Loading TP5.crt from 10.1.1.1 (via Ethernet0/0.168): !
[OK - 1692 bytes]

% PEM files import succeeded.

webvpn (config) #end

webvpn#

*Apr 11 15:11:29.901: %$SYS-5-CONFIG_I: Configured from console by console

TFTP PEM

webvpn (config)# crypto pki export TP5 pem url tftp://10.1.1.1/tp99 3des password
% Exporting CA certificate...

Address or name of remote host [10.1.1.1]7?
Destination filename [tp99.cal?

2

% File 'tp99.ca' already exists.
% Do you really want to overwrite it? [yes/no]: yes
Writing file to tftp://10.1.1.1/tp99.ca!
% Key name: keyl

Usage: General Purpose Key
% Exporting private key...
Address or name of remote host [10.1.1.1]7?
Destination filename [tp99.prv]?
File 'tp99.prv' already exists.
Do you really want to overwrite it? [yes/no]: yes
Writing file to tftp://10.1.1.1/tp99.prv!
% Exporting router certificate...
Address or name of remote host [10.1.1.1]17?
Destination filename [tp99.crt]?
File 'tp99.crt' already exists.
Do you really want to overwrite it? [yes/no]: yes
'Writing file to tftp://10.1.1.1/tp99.crt!
webvpn (config) #

%
%
1
%
%

PEM
p.3-54
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N rki

PEM

3 PEM

1

webvpn (config)# crypto pki trustpoint 3tier-root
webvpn (ca-trustpoint)# enrollment terminal

webvpn (ca-trustpoint) # revocation-check none
webvpn (ca-trustpoint) # exit

webvpn (config)# crypto pki authenticate 3tier-root

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIC1zCCAOGgAWIBAGIQadUxzU/i97hDmZRYJ1bBcDANBgkghkiGOwOBAQUFADBI
MQswCQYDVQQGEwWJVUZETMBEGA1UECBMKY2FsaWZvcmb5pYTERMA8GALUEBXMIc2Fu
IGpvc2UxDjAMBgNVBAOTBWNpPC2NVMOwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF 3Np
bXBzb24tZGV2dGVzdClyb290LUNBMB4XDTAZMTEXMTIXNDgWM1 oXDTEZMTEXMTIX
NTczOVowdTELMAKGA1UEBhMCVVMXEzZARBgNVBAgGTCMNhbG1mb3JuaWEXETAPBgNV
BACTCHNhbiBgb3N1MQ4wDAYDVQQKEWV]jaXNjbzEMMAOGA1UECXMDaHNzMSAWHgYD
VQQODExdzaWlwc29uLWR1dnR1c3Qtcm9vdC1DQTBCcMAOGCSUGSIb3DQEBAQUAAOSA
MEgCQQCWEibANnUlVgQONUNOWb94gnHi8FKjmVhibLHGR16J+V7gHgzmF2MTz5WP51
VQ2/1NVuOHjUORRdeCml /raKJ/7ZAgMBAAG] gewwgekwCwYDVROPBAQDAGHGMABG
A1UJEWEB/wQFMAMBA £ 8wHQYDVROOBBYEFCYGLUBTKNA9EgUonHnoSvbHg0axMIGX
BgNVHR8EQgY8wgYwwQ6BBoD+GPWhOdHAG6LY9jaXNjbylsO0Go2b2hwbnIvQ2VydEVu
cm9sbC9zaWlwc29uLWR1dAnR1c3Qtcm9vdC1DQS5jcmwwRaBDOEGGP2ZpbGU6LY9cC
XGNpc2NvLWwdajZvaHBuclxDZXJ0RW5yb2xsXHNpbXBzb24tZGV2dGVzdClyb290
LUNBLmMNybDAQBgkrBgEEAYI3FQEEAwIBADANBgkghkiGI9wOBAQUFAANBACBgelwy
YjalelGZgLVudbDVMFO6ELCV2AMBgi41K31ix+Z/03PJd7ct2BIAF41ktvIpCebIO
EoBcmZteA+TQcKg=

Certificate has the following attributes:
Fingerprint:AC6FC55E CC29E891 ODC3FAAA B4747C10
% Do you accept this certificate? [yes/no]:yes
Trustpoint CA certificate accepted.

°

% Certificate successfully imported

WebVPN

i Catalyst 6500
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Catalyst 6500

1

webvpn (config)# crypto pki trustpoint 3tier-subcal
webvpn (ca-trustpoint) # enroll terminal

webvpn (ca-trustpoint) # revocation-check none

webvpn (ca-trustpoint) # exit

webvpn (config)# crypto pki authenticate 3tier-subcal

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIETzCCA/mgAwIBAgIKG]0cBwAAAAAADANBgkghkiGI9wOBAQUFADBIMQswCQYD
VQQGEWJVUzZETMBEGA1UECBMKY2FsaWZvcm5pYTERMABGALIUEBXMIc2FulGpvec2Ux
D3jAMBgNVBAOTBWNpc 2 NvMQwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF 3NpbXBzb24t
ZGV2dGVzdClyb290LUNBMBAXDTAZMTEXMz IyMDQYMVOXDTAOMTEXMz IyMTQyMVow
dTELMAKGA1UEBhMCVVMXEzZARBgNVBAGTCmMNhbG1mb3JuaWEXETAPBgNVBACTCHNOh
biBgb3N1MQ4wDAYDVQQKEWV] aXNjbzEMMAOGA1UECXxMDaHNzMSAwHgYDVQQDExdJZ
aWlwc29uLWR1dnR1c3Qtc3ViMS1jYTBcMAOGCSGSIb3DQEBAQUAAOSAMEgCQQDC
vV48nC2uukoSyGJ/GymCIEXZzMSzpbkYS7eWPazZYyiJDhCIKuUsMgFDRNEMOmMUSA
rcWmPizFZc9PFumDa03vAgMBAAGTggJpMI ICZTAQBgkr BgEEAYI3FQEEAWIBADAA
BgNVHQ4EFgQUWaaNN2Ul4BaBoU9mY+ncuHpP92 0wCwYDVROPBAQDAGHGMA8GAL1UA
EwEB/wWQFMAMBAf 8wgadGA1lUdIwSBpjCBo4AUJgYtQFMo130SBSiceehK9seDRrGh
eaR3MHUxCzAJBgNVBAYTALVTMRMWEQYDVQQI Ewpj YWxpZm9ybml hMREwDwYDVQQH
EwhzYW4gam9zZTEOMAWGALIUEChMFY212zY28xDDAKBgNVBAsSTA2hzczEgMBAGAL1UE
AxXMXc21tcHNvbi1lkZXZ0ZXNOLXIvb3QtQO0GCEGNnVMc1P4vedQ5mUWCAWWXAWGZCG
A1UdHwWSBJ zCBjDBDOEGgP4Y9aHROcDovL2Npc2NvLWwiajZvaHBuci 9DZXJIO0RWSy
b2xsL3NpbXBzb24tZGV2dGVzdClyb290LUNBLMNYbDBFOEOgQYY/ZmlsZTovL1lxc
Y21zY28tbDhaNm9ocG5yXENl1cnRFbndvbGxcc2ltcHNvbi1lkZXZ0ZXNOLXJIvb3Qt
QO0EuY3JsMIHIBggrBgEFBQcBAQSBuzCBUDBZBggrBgEFBQcwA0ZNaHR0cDovL2Np
c2NvLWwdajzZvaHBuci9DZXJORW5yb2xsL2Npc2NvLWwdajZvaHBucl9zaWlwc29u
LWR1dnR1c3Qtcm9vdC1DQS5]jcnQwiwwY IKwYBBQUHMAKGT2 ZpbGU6LyY 9 cXGNpc2Nv
LiWwdajZvaHBuclxDZXJORW5yb2xsXGNpc2NvLWwiajZvalHBucl9zaWlwc29uLWR]1
dnR1c3Qtcm9vdC1DQS5jcnQwDQYJKoZIhveNAQEFBQADQQAG6kAV3IIx/BOr2hlSp9
ER36ZKkDINIWI3gNt2MkpcAO7RmcrHIN6g5RIIWbvTXFnONdgpsaglEcOwn9 7XErH
Z2ow

Certificate has the following attributes:
Fingerprint:50A986F6 B471B82D E11B71FE 436A9BE6

Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.
% Certificate successfully imported

2 RSA
2

webvpn (config) # crypto pki import tp-proxyl pem terminal cisco
% Enter PEM-formatted CA certificate.
% End with a blank line or "quit" on a line by itself.

MIIESTCCA/OgAwIBAgIKHyiFxAAAAAAAB]ANBgkaghkiGOwOBAQUFADBIMQSwCQYD
VQQGEwWJVUzZETMBEGA1UECBMKY2FsaWZvcm5pYTERMASGALIUEBXMICc2FulGpve2Ux
D3 AMBgNVBAOTBWNpc 2 NvMQwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF 3NpbXBzb24t
ZGV2dGVzdClzdWIXLWNhMB4XDTAZMTExMzIyMjI1M1oXDTAOMTExMz IyMTQyMVow
dTELMAKGA1UEBhMCVVMXEZARBgNVBAgTCmMNhbG1mb3JuaWEXETAPBgNVBACTCHNOh
biBgb3N1MQ4wDAYDVQQKEWV] aXNjbzEMMAOGA1UECXMDaHNzMSAwHgYDVQQDExJZ
aWlwc29uLWR1dnR1c3Qtc3ViMiljYTBcMAOGCSGSIb3DQEBAQUAAOSAMEgCQQCT
ChZcONYLBHf1sr/3Z4y6wsWoeioIpCOCSydhnbd5wnwuethoyStVt91lr6i61jWKL
d68Z8EoTg71daiV/WR/HAGMBAAG]jggJJMIICXzAQBgkrBgEEAYI3FQEEAwWIBADAA
BgNVHQ4EFgQU6FmJopagzpbFM] 6TaB2 /wj1lWlgEwCwYDVROPBAQDAgHGMA8GALUA
EwEB/wQFMAMBAf 8wgagGA1lUdIwSBoDCBnYAUWaaNN2Ul14BaBoU9mY+ncuHpP922h
eaR3MHUxCzAJBgNVBAYTA1VTMRMWEQYDVQQIEwp ] YWxpZm9ybml hMREwDwYDVQQH
EwhzYW4gam9zZTEOMAWGALIUEChMFY212zY28xDDAKBgNVBAsSTA2hzczEgMBAGAL1UE
AxXMXc21tcHNvbi1lkZXZ0ZXNOLXIJvb3QtQ0GCCho9HACAAAAAAALWYZCGALUJHWSB
jzCBjDBDOEGgP4Y9aHR0OcDovL2Npc2NvLWcyNXVhNm80ZS9DZXJ0RW5yb2xsL3Np
bXBzb24tZGV2dGVzdClzdWIXLWNhLmNybDBFOEOgQYY/ZmlsZTovL1xcY21zY28t
ZzI1dWE2bzR1XEN1cnRFbnJvbGxcc21ltcHNvbi1kZXZ0ZXNOLXNIYJEtY2EuY3Js
MIHIBggrBgEFBQcBAQSBuzCBuDBZBggrBgEFBQcwA0ZNaHROcDovL2Npc2NvLWCyYy

WebVPN

PKI
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3 WebVPN

N rki

NXVhNm80ZS9DZXJORW5yb2xsL2Npc2NvLWcyNXVhNm80ZV9zaWlwc29uLWR1dnR1
c3Qtc3ViMS1jYS5]cnQwiwwY IKwYBBQUHMAKGT2 ZpbGU6Ly 9cXGNpc2NvLWcyNXVh
Nm80ZVXDZXJIO0RW5yb2xsXGNpc2NvLWcyNXVhNm80ZV9zaWlwc29uLWR1dnR1c3Qt
c3ViMS1jYS57cnQwDQYJKoZIhveNAQEFBQADQQCieB8rvVCaVF2¢cFw9/v513jGn7L
Q6PUGT3bMRbOrgQKytTz/Yx09156nYZHrvVuLzmzz5Cril2savVx+glTarwil

% Enter PEM-formatted encrypted private key.
% End with "quit" on a line by itself.

Proc-Type: 4, ENCRYPTED
DEK-Info:DES-EDE3-CBC, FOD3269840071CF8

gQb9IMplIESAEdhumLuUBFWT53k+L/EGLhFfQOn/roP1EOiIGEB6Y3DeYNN/xZS1iy3
JOHNOkh8Wjw3pshrdNVcoQj2X7BPI+Y0ipok40WOk5J/+dnRLwMjv+rl0tr+LcCk
nBAR8zIOkOJObULLUOXFBM70B3Dsk4Y3FBv8EAR3AAQiZjevaudFIyQn+JfVZy+J
wectmvZnX0c0fevPsgID4dCPkeY6+I0DkxMyRiuyn+wIrJwlxVA2VIOrRJojBN1Ru
6/APef8JwpfnNcgpcLYt/4Q+3Y]j19EfRLjgiL6eSRki/6K51rV3eKbwOTyjvXgsh
G0Q6dENE0IVOglvad0CXeL+TxJ4ySa4E630xIHkc1DBsusGoUGLoZ+0taxApAZ+5
WbKgR+ND1L1PmS8/ZLILMPhUh9e0qgZJ jITeb6NbxY7jeNHjAmpP7 /WpB2£2kV/LZg
n2AVAGALBZtgXtreGiayZzXpEA5J001bzRZWEITHAL1diz /unW00/GHILVCgA9015
YJGCrRMI9US7MWm8kIkiJgNgLtbPad5cOaieQe+Kncgeml8Hec7pfhDwXGG4ARS40x
TSV/kIR4Gi7h8Lu71wZKTaWYHBPTUYyTIpNsSFUEAvItHXOSBw2 LWNWzdYgpGoMT/ t
ryuu0lAC9YdBalAxY0DagapuXKzxfiw5QDbgzWVg3gAxXfLAtTgu/gFCuFQvbBGl
87H1C+nOQUQ2nkpMpHZLs13V0w/2yqg+qg6rUydANFF+a5vRaLgX/PGms92ZkZUdP
Z59eKImoURS1IMYxDuhQD193RYXxXJIXOYIYrCrI/QaBpIH6QVUH6OWWA==

End with a blank line or "quit" on a line by itself.

MIIEXTCCBAegAwIBAgIKTIOCWgAAAAAACTANBgkghkiGIwOBAQUFADBIMQSwCQYD
VQQGEWJVUzZETMBEGA1UECBMKY2FsaWZvcm5pYTERMABGALIUEBXMIc2FulGpve2Ux
D3jAMBgNVBAOTBWNpc 2 NvMQwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF 3NpbXBzb24t
ZGV2dGVzdClzdWIyLWNhMB4XDTAZMTEYNTIwMjEXMFoXDTAOMTExXxMz IyMTQyMVow
PjERMASGA1UEBRMIQJBGRkYYyMkUXKTANBgkghkiGIw0OBCQITGNNpbXBzb24 tNjUw
0S1zdGUuY21zY28uY29tMIGEfMAOGCSQGSIb3DQEBAQUAAAGNADCB1QKBgQCkhRKm
38hSF710WX1Ym8ixs2Hz/yjNw7tchtRPIpOgCTIKWO0gzZpp8dgaNi3s2GVViWb+t
Cgsol0MZLIkyoj/9vTIMC7Zo3LOxYy9kD+6MIpeUWMTAILSD4EXzxsd87JpP1lbo0
o08WhYjvMor/bL30sW81ly2RH2vPppEMn9eLENOvwIDAQAB0o4ICajCCAMYwCwWYDVROP
BAQDAgWgMBOGA1UJdDgQWBBSx6uQ2sARlcjzhBSiMu7xeuln6AjCBgAYDVROJBIGY
MIGdgBToWYmimgrOlsUyPpNoHb/COVaWoaF5pHcwdTELMAKGALIUEBhMCVVMXEZAR
BgNVBAGTCMNhbG1mb3JuaWEXETAPBgNVBACTCHNhbiBgb3N1MQ4wDAYDVQQKEWV ]
aXNjbzEMMAOGA1UECXMDaHNzMSAwWHgYDVQQDExdzaWlwc29uLWR1dnR1c3Qtec3Vi
MS1jYYIKHYiFXAAAAAAAB]AOBgNVHREBAf8EHjAcghpzaWlwc29uLTY1MDktc3R1
LmNpc2NvLmNvbTCBlwYDVRO £ BIGPMIGMMEOgQaA /hjlodHRwO18vY21zY28tb2pt =

% PEM files import succeeded.
webvpn (config)# +z
webvpn#

*Dec 4 18:11:49.850:%SYS-5-CONFIG_I:Configured from console by console

webvpn#

WebVPN
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PKI

4.
webvpn# show crypto pki certificates tp-proxyl
Certificate
Status:Available
Certificate Serial Number:04A0147B00000000010E
Certificate Usage:General Purpose
Issuer:
CN = sub3ca
C = Us
Subject:
Name:ssl-proxy.
Serial Number:BOFFF0C2
0ID.1.2.840.113549.1.9.2 = ssl-proxy.
0ID.2.5.4.5 = BOFFF0C2
CRL Distribution Point:
http://sample.cisco.com/sub3ca.crl
Validity Date:
start date:18:04:09 UTC Jan 23 2003
end date:21:05:17 UTC Dec 12 2003
renew date:00:00:00 UTC Apr 1 2003
Associated Trustpoints:tp-proxyl
CA Certificate
Status:Available
Certificate Serial Number:6D1E6BOF000000000007
Certificate Usage:Signature
Issuer:
CN = subtest
Cc = USs
Subject:
CN = sub3ca
Cc = USs
CRL Distribution Point:
http://sample.cisco.com/subtest.crl
Validity Date:
start date:22:22:52 UTC Mar 28 2003
end date:21:05:17 UTC Dec 12 2003
Associated Trustpoints:tp-proxyl
webvpn# show crypto pki certificates 3tier-subcal
CA Certificate
Status:Available
Certificate Serial Number:29A47DEF0000000004E9
Certificate Usage:Signature
Issuer:
CN = 6ebf9b3e-9a6d-4400-893c-dd85dcfe911b
Cc = USs
Subject:
CN = subtest
Cc = USs
CRL Distribution Point:
http://sample.cisco.com/6ebf9b3e-9a6d-4400-893c-dd85dcfe911lb.crl
Validity Date:
start date:20:55:17 UTC Dec 12 2002
end date:21:05:17 UTC Dec 12 2003
Associated Trustpoints:3tier-subl
webvpn# show crypto pki certificates 3tier-root
CA Certificate
Status:Available
Certificate Serial Number:7FD5B209B5C2448C47F77F140625D265
Certificate Usage:Signature
Issuer:
CN = 6ebf9b3e-9a6d-4400-893c-dd85dcfe911b
Cc = USs
Subject:
CN = 6ebf9b3e-9a6d-4400-893c-dd85dcfe91lb
Cc = USs
Catalyst 6500 WebVPN
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N rki

CRL Distribution Point:
http://sample.cisco.com/6ebf9b3e-9a6d-4400-893c-dd85dcfe91lb.crl
Validity Date:
start date:00:05:32 UTC Jun 13 2002
end date:00:11:58 UTC Jun 13 2004
Associated Trustpoints:3tier-root

EXEC

1 webvpn (ca-trustpoint)# show crypto pki
certificates [trustpoint_labell

Registration Authority RA;

2 webvpn(ca-trustpoint)# show crypto pki
trustpoints [trustpoint_labell

WebVPN 1
WebVPN
1
WebVPN WebVPN WebVPN
WebVPN
Web URL
IP 1P
IP

Catalyst 6500 WebVPN
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PKI
RSA NVRAM copy system:running-config file_system:
RSA
NVRAM
webvpn# copy [/erase] NVRAM
system:running-config
nvram:startup-config
NVRAM
Y
NVRAM
lerase
lerase
NVRAM
lerase
NVRAM NVRAM
Y
NVRAM 2
NVRAM
Catalyst 6500 WebVPN
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N rki

1 webvpn# show startup-config

2 webvpn# directory nvram:

NVRAM

webvpn# erase nvram:

webvpn# erase /all nvram:

NVRAM

NVRAM

NVRAM

NVRAM

. PKCS12
PKCS12

. SCP

PKCS12

PKCS12
PKCS12

SSH

i Catalyst 6500 WebVPN
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WebVPN

WebVPN

* WebVPN RSA

. p3-57

RSA

PKI | |

p.3-57

p.3-58

SSH WebVPN

SSH SSH
p.2-5

RSA

RSA

RSA

webvpn (config)# crypto key zeroize rsa
[key-labell]

RSA

RSA

crypto pki enroll

p.3-58

webvpn# show crypto key mypubkey rsa

RSA

webvpn# show crypto pki certificates
[trustpoint_labell

webvpn# show running-config [brief]

brief
16

Catalyst 6500 WebVPN
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N rki

WebVPN

webvpn (config)# no crypto pki
trustpoint trustpoint-label

WebVPN

webvpn gateway gateway name ssl trustpoint trustpoint_label
WebVPN ssl trustpoint

no ssl trustpoint

WebVPN

WebVPN
WebVPN

webvpn# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
webvpn (config) # webvpn gateway gwl
webvpn (config-webvpn-gateway) # ip address 10.1.1.2
webvpn (config-webvpn-gateway) # ssl trustpoint tp-1
webvpn (config-webvpn-gateway) # end
webvpn#
webvpn# show webvpn gateway gwl
Admin Status: up
Operation Status: up
IP: 10.1.1.2, port: 443
TCP Policy not configured
SSL Policy not configured
SSL Trustpoint: tp-1
Certificate chain for new connections:
Certificate:
Key Label: tp-1, 1024-bit, not exportable
Key Timestamp: 12:09:27 UTC Dec 25 2004
Serial Number: OFES5
Root CA Certificate:
Serial Number: 01
rsa-general-purpose certificate
Certificate chain complete

webvpn#

Catalyst 6500 WebVPN
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PKI

WebVPN

webvpn# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
webvpn (config) # webvpn gateway gwl
webvpn (config-webvpn-gateway) # ssl trustpoint tp-2
webvpn (config-webvpn-gateway) # end
webvpn#
webvpn# show webvpn gateway gwl
Admin Status: up
Operation Status: up
IP: 10.1.1.2, port: 443
TCP Policy not configured
SSL Policy not configured
SSL Trustpoint: tp-2
Certificate chain for new connections:
Certificate:
Key Label: tp-2, 1024-bit, not exportable
Key Timestamp: 12:09:27 UTC Dec 25 2004
Serial Number: OFES5
Root CA Certificate:
Serial Number: 01
rsa-general-purpose certificate
Certificate chain complete
webvpn#

WebVPN

SSL 1 2

Catalyst 6500 WebVPN
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N rki

gw2

webvpn# configure terminal
Enter configuration commands,
webvpn (config) # webvpn gateway gw2

webvpn (config-gateway) # ssl trustpoint t2

webvpn (config-gateway) # end
webvpn#

webvpn# show webvpn gateway gw2

Admin Status: up
Operation Status: up
IP: 2.100.100.202, port: 443

TCP Policy not configured
SSL Policy not configured
SSL Trustpoint: t2
Certificate chain for new connections:
Certificate:
Key Label: k2,
Key Timestamp:
Serial Number: 67A6
Root CA Certificate:
Serial Number: 01
rsa-general-purpose certificate
Certificate chain complete

1024-bit,

t2
gw2

webvpn# configure terminal
Enter configuration commands,

one per line.

one per line.

t2

End with CNTL/Z.

not exportable
18:38:53 UTC Jan 24 2005

Cisco I10S

End with CNTL/Z.

webvpn (config)# crypto key generate rsa general-keys label k2 exportable

%
%

Do you really want to replace them?

You already have RSA keys defined named k2.
[yes/no] :yes

Choose the size of the key modulus in the range of 360 to 2048 for your

General Purpose Keys.
a few minutes.

How many bits in the modulus [512]:1024
% Generating 1024 bit RSA keys ...[OK]
*May 7 17:47:10.718:

Choosing a key modulus greater than 512 may take

SWEBVPN-6-PKI_CERT_ROLLOVER_BEGIN: The process of rolling over

the certificate without the sudden loss of services has begun for the proxy service:

gw2, trustpoint: t2
webvpn (config) #end
webvpn# show show webvpn gateway gw2
Admin Status:up
Operation Status:up
IP: 2.100.100.202, port:
TCP Policy not configured
SSL Policy not configured
SSL Trustpoint: t2
Certificate chain in graceful rollover,
Certificate:
Key Label:k2 1024-bit,
Key Timestamp:
Serial Number:47AF
Root CA Certificate:
Serial Number:01
rsa-general-purpose certificate
Server certificate in graceful rollover

443

exportable

WebVPN

being renewed:

17:47:10 UTC May 7 2005

i Catalyst 6500
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t2
t2

webvpn# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
webvpn (config)# crypto pki enroll t2

o0 o

Start certificate enrollment

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:
Re-enter password:

2

% The subject name in the certificate will be: CN=2.100.100.202
% The fully-qualified domain name will not be included in the certificate Request
certificate from CA? [yes/nol: y

Certificate request sent to Certificate Authority

The certificate request fingerprint will be displayed.

The 'show crypto pki certificate' command will also show the fingerprint.

o° o°

o

CRYPTO_PKI: Fingerprint: 36DC4511 CEO0353DB A7194317 E2D10481

May 7 18:34:22.967: %PKI-6-CERTRET: Certificate received from Certificate Authority

May 7 18:34:24.195: SWEBVPN-6-PKI_SERVICE_CERT_INSTALL: Proxy: gw2, Trustpoint: t2,

Key: k2, Serial#: 47AF, Index: 4

May 7 18:34:24.203: SWEBVPN-6-PKI_CERT_ROLLOVER_END: The process of rolling over the
certificate without the sudden loss of services has ended for the proxy service: gw2,
trustpoint: t2

webvpn (config) # end

webvpn# show show webvpn gateway gw2
Admin Status: up
Operation Status: up
IP: 2.100.100.202, port: 443
TCP Policy not configured
SSL Policy not configured
SSL Trustpoint: t2
Obsolete certificate chain for old connections:
Certificate:
Key Label: k2, 1024-bit, not exportable
Key Timestamp: 18:38:53 UTC Jan 24 2005
Serial Number: 67A6
Root CA Certificate:
Serial Number: 01
Certificate chain for new connections:
Certificate:
Key Label: k2, 1024-bit, exportable
Key Timestamp: 17:47:10 UTC May 7 2005
Serial Number: 47AF
Root CA Certificate:
Serial Number: 01
rsa-general-purpose certificate
Certificate chain complete

May 7 18:34:44.191: $WEBVPN-6-PKI_SERVICE_CERT DELETE: Proxy: gw2, Trustpoint: t2,
Key: k2, Serial#: 6726, Index: 0

Catalyst 6500 WebVPN ]
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webvpn# show show webvpn gateway gw2
IP: 2.100.100.202, port: 443
TCP Policy not configured
SSL Policy not configured
SSL Trustpoint: t2
Certificate chain for new connections:
Certificate:
Key Label: k2, 1024-bit, exportable
Key Timestamp: 17:47:10 UTC May 7 2005
Serial Number: 47AF
Root CA Certificate:
Serial Number: 01
rsa-general-purpose certificate
Certificate chain complete

WebVPN

300 renewal_percent 80
240

SCEP
URL

1 webvpn(config)# crypto pki
trustpoint trustpoint-label

2 webvpn(ca-trustpoint)# auto-enroll
{renewal_percent|regenerate}

renewal_percent 01
100

regenerate

3 webvpn# show crypto pki timers

Catalyst 6500 WebVPN
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webvpn# configure terminal

Enter configuration commands, one per line.

webvpn (config)# crypto pki trustpoint tk21
webvpn (ca-trustpoint) # auto-enroll 90
webvpn (ca-trustpoint) # end
webvpn# show crypto pki timers
PKI Timers
| 44.306
\ 44.306 RENEW tp-new
\255d 5:28:32.348 RENEW tk21
webvpn#

Catalyst 6500 WebVPN

End with CNTL/Z.
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WebVPN WebVPN
e WebVPN p.A-2
° pA-3
o p.A-4
. WebVPN p.A-15
L p.A-17
. — p.A-18
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H WwebVPN

WebVPN

WebVPN

DSL

* WebVPN — WebVPN
WebVPN

Microsoft Windows
Internet Explorer 6.0 SP1  Windows XP SP2
Netscape 7.2

Linux
Netscape version 7.2

. — WebVPN
in-page WebVPN
WebVPN

e WebVPN URL — HTTPS

https://address

address https://10.89.192.163 https://vpn.company.com WebVPN

IP DNS

* WebVPN
J — WebVPN Web
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A-1 WebVPN

A-1 WebVPN

/

WebVPN

WebVPN

WebVPN

WebVPN Web
Web

WebVPN
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WebVPN
WebVPN
E Web
WebVPN
A Y
HTML
. p.A-5
J p.A-5
o p.A-7
o p.A-7
o p.A-8
o p.A-8
o p.A-9
e DNS p.A-11
. p.A-12
e TCP p.A-12
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WebVPN A-1

Hypertext Transfer Protocol Secure HTTPS URL https://address
https://address/index.html

A-1

7 FL X ;| https://10.10.104.10 | —> 7V & X

YEL LY YAy >
BLUVIIRENESL Y

FFI)r—a3y FHER e Ry < =R R—

Y

[
L
[

[ otho Web R—3
FERENBNIS— <= L

127095

e 503 Service Unavailable p.A-5
e Out of Sevcie p.A-6
e SSL/TLS p.A-6

503 Service Unavailable

503 Service Unavailable
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Out of Sevcie
SSL VPN Client SVC SVC

Out of Service A-2 Out of Service

Retry SVC
Out of Service

A-2 Out of Sevcie
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HTTPS SSL/TLS
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A-3
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A-4

WebVPN Service

A-5 WebVPN

o WebVPN Service

e Web
e URL
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Web URL

A-6 Web A-7
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WebVPN

URL

A

Web

WebVPN
WebVPN
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WebVPN

Ctrl-v

WebVPN

WebVPN
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A-7
Start A ication Access
|CEC ] Go|
Enter Web Address (URL)
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DNS

Domain Name System DNS;
A-8 TCP

A-8 DNS
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|
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|
1
A-9
. X
[ Close ]
[ Close]
L]
A-9
<} Web¥PN Service - Microsoft Internet Explorer iy - | I:Ilﬂ
WebVPN Service
Your session expired due to inactivity.
Close |
o
g
TCP
o SSL Java 1.4 Java Virtual Machine JTM

v

JRE
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|

A-10
N
E IP DNS
E E E
Point of Presence3 POP3  Internet Message Access Protocol IMAP Simple Mail

Transfer Protocol SMTP

JavaScript

A-10 TCP

<3 Application Access - Microsoft Internet Explorer : g o ]

Close this window when you finish using Application Access.
Please wait for the table to he displayed hefore starting applications.

If you shut dowen your computer without closing this wandow, you might later have
problems running the applications histed below. Click here for details.

MName | Local | Remate |Eytes | Bvte. |Sock |
IMAP  |mailyourdomain.com:143  mailyourdomainco.. | 0 0 0
POP3  [127.0.0.1:60002  |mailyourdmail.com.. | oo 0
SMTP |mail yourdmain.com:110 [mail.yourdmain.cam... | | | 1]

127411
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p.A-18

A-2

A-2 WebVPN

PC
Sun Microsystems Java Runtime Environment
JRE version 1.4 WebVPN JRE JRE
JRE
IP
)
Microsoft Outlook
1. WebVPN WebVPN
2. Name
Local IP

3 IP

Windows XP SP2 Windows XP SP2

Microsoft
http://support.microsoft.com/?kbid=884020
Microsoft
Catalyst 6500 WebVPN
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WebVPN

A-3 WebVPN

A-3 WebVPN

WebVPN

Web Web WebVPN

p.A-17

WebVPN Web

WebVPN

. Web

e Web
WebVPN

WebVPN
Web

. Web

e WebVPN
Web

URL

WebVPN

Enter Web Address

Web

WebVPN

Copy File to Server
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[ | WebVPN

A-3 WebVPN

E E WebVPN
TCP E
[p.A-12]
N
IMAP E
IMAP
WebVPN
Microsoft Outlook Express version 5.5
6.0
WebVPN Netscape Mail Lotus Notes, Eudora
SMTPS POP3S IMAP4S E
E Web Web E
e Outlook Web Access OWA 5.5 2000 2003
Netscape Mozilla Internet Explorer OWAS5.5
2000
Internet Explorer 6.0 OWA 2003
Netscape Mozilla OWA 2003
e Lotus iNotes
Web E
WebVPN
PocketPC Ctrl-v
Cisco SSL VPN Client SVC Windows Event Viewer SvC
Windows Program Files >
Administrative Tools > Event Viewer
Secure Desktop Manager Secure Desktop Manager Microsoft Windows
e Internet Explorer version 6.0
e Netscape version 7.2
Linux
¢ Netscape version 7.2
Cache Cleaner Secure |Cisco Secure Desktop Secure Desktop Manager
Desktop

WebVPN

i Catalyst 6500

OL-8466-01-J |



WebVPN

WebVPN
WebVPN

WebVPN
WebVPN
WebVPN

WebVPN

WebVPN

N

WebVPN

PC

HTTPS
Web

WebVPN
WebVPN

Web

PC

WebVPN

Web

PC
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H _
Backup HOSTS File Found
WebVPN
IP
WebVPN WebVPN
WebVPN
. WebVPN
hosts.webvpn
b. WebVPN
. WebVPN
a.
b. hosts.webvpn
WebVPN
WebVPN
hosts.webvpn
WebVPN Backup HOSTS File
Found
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WebVPN
. WebVPN
p.A-19
p.A-20
WebVPN
1 WebVPN
2 Backup HOSTS File Found
3
. — WebVPN WebVPN
hosts.webvpn
hosts.webvpn
. — WebVPN  hosts.webvpn
WebVPN
WebVPN
[p.A-20]
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1
2  added by WebVpnPortForward
WebVPN

123.0.0.3 serverl # added by WebVpnPortForward
123.0.0.3 serverl.example.com vpn3000.com # added by WebVpnPortForward
123.0.0.4 server2 # added by WebVpnPortForward
123.0.0.4 server2.example.com.vpn3000.com # added by WebVpnPortForward
123.0.0.5 server3 # added by WebVpnPortForward
123.0.0.5 server3.example.com vpn3000.com # added by WebVpnPortForward
# Copyright (c) 1993-1999 Microsoft Corp.
#
# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
#
# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should
# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.
#
# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.
#
# For example:
#
# 102.54.94.97 rhino.acme.com # source server
# 38.25.63.10 X.acme.com # x client host
123.0.0.1 localhost

3  added by WebVpnPortForward

4

5 WebVPN

6
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PKCS12
WebVPN

APPENDIX

PKCS12

testssl.p12

webvpn# test webvpn platform certificate
install

PKCS12

NVRAM

webvpn# configure terminal

terminal

webvpn (config)# crypto ca import
trustpoint_label pkcsl2 flash:testssl.pl2
passphrase

V4

PKCS12

passphrase

cisco

webvpn (config)# ssl-proxy service
test_service

webvpn (config-ssl-proxy)# certificate rsa
general-purpose trustpoint
trustpoint_label

webvpn# show ssl-proxy stats test_service

Catalyst 6500 WebVPN
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PKCS12

webvpn# test webvpn platform certificate install

Opening file, please wait

Writing, please wait

Please use the following config command to import the file.

"crypto ca import <trustpoint-name> pkcsl2 flash:testssl.pl2 cisco"
Then you can assign the trustpoint to a WebVPN gateway for testing.

o0 00 o

o

*May 5 20:15:57.831: $WEBVPN-6-PKI_TEST_CERT_INSTALL: Test key and certificate was
installed into Flash in a PKCS#12 file.
webvpn#
webvpn# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
webvpn (config)# crypto ca import testl23 pkcsl2 flash:testssl.pl2 cisco
Source filename [testssl.pl2]?
You already have RSA keys named testl23.
If you replace them, all router certs issued using these keys
will be removed.
Do you really want to replace them? [yes/no]: yes
RYPTO_PKI: Imported PKCS12 file successfully.
webvpn (config) #
*May 5 20:16:25.883: $PKI-6-PKCS12IMPORT_SUCCESS: PKCS #12 Successfully Imported.
webvpn (config) # webvpn gateway testl23
webvpn (config-webvpn-gateway) # ip address 2.100.100.77
webvpn (config-webvpn-gateway) # ssl trustpoint testl123
*May 5 20:16:43.683: SWEBVPN-6-PKI_SERVICE_CERT_INSTALL: Proxy: testl23, Trustpoint:
testl23, Key: testl23, Serial#: 01, Index: 10
*May 5 20:16:43.683: SWEBVPN-6-PKI_CA_CERT_INSTALL: Root, Subject Name:
cn=testca.cisco.com,ou=Security,o=Cisco Systems Inc,l=San Jose,st=California, c=US,
Serial#: 00, Index: 11
webvpn (config-webvpn-gateway) # inservice
webvpn (config-webvpn-gateway) # exit
webvpn (config) #
*May 5 20:16:46.159: %SSLVPN-5-UPDOWN: sslvpn gateway : testl23 changed state to UP
webvpn# show webvpn gateway testl123
Admin Status: up
Operation Status: up
IP: 2.100.100.77, port: 443
TCP Policy not configured
SSL Policy not configured
SSL Trustpoint: testl23
Certificate chain for new connections:
Certificate:
Key Label: testl23, 1024-bit, not exportable
Key Timestamp: 20:16:25 UTC May 5 2005
Serial Number: 01
Root CA Certificate:
Serial Number: 00
rsa-general-purpose certificate
Certificate chain complete
webvpn#

o0 o0 o° o
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TFTP FTP TFTP
TFTP VLAN
o p.C-2
. p.C-6
J p.C-10

Catalyst 6500 WebVPN
| oL-8466-01-J .m



WebVPN 2
Application Partition AP; Maintenance Partition
MP; AP AP
WebVPN MP AP
AP MP
WebVPN
AP MP  FTP TFTP
AP MP
AP MP
MP AP
CLI
MP
MP
TFTP AP MP
AP MP
p.C-2
p.C-4
S
8
AP
1 Router# hw-module module mod MP
reset cf:1
S
Press Key
2 Router# show module MP
3 Router# copy tftp: pclc#mod-fs:

Catalyst 6500 WebVPN
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Router# hw-module module mod AP
reset cf:4

You can now reset the module

Router# show module AP

AP

Router# hw-module module 2 reset cf:1l
Device BOOT variable for reset = <cf:1>
Warning: Device list is not verified.

Proceed with reload of module?[confirml]ly
% reset issued for module 2

supervisor#

16:17:54: SP: The PC in slot 2 is shutting down. Please wait

16:18:15: SP: PC shutdown completed for module 2

*May 10 16:50:28.771: %$C6KPWR-SP-4-DISABLED: power to module in slot 2 set off (Reset)
16:20:54: SP: OS_BOOT_STATUS(2) MP OS Boot Status: finished booting

*May 10 16:53:34.599: $DIAG-SP-6-RUN_MINIMUM: Module 2: Running Minimum Diagnostics...
*May 10 16:53:40.363: $DIAG-SP-6-DIAG_OK: Module 2: Passed Online Diagnostics

*May 10 16:53:40.759: $OIR-SP-6-INSCARD: Card inserted in slot 2, interfaces are now
online

Router# show module

Mod Ports Card Type Model Serial No.
1 2 Catalyst 6000 supervisor 2 (Active) WS-X6K-S2U-MSFC2 SAD055006RZ
2 2 SSL VPN Accelerator (MP) WS-SVC-WEBVPN-K9

Router# copy tftp: pclc#2-fs:

copy tftp pclc#2-fs:

Address or name of remote host []? 10.10.10.1

Source filename []? c6svc-webvpn-k9y9.1-1-1.bin
Destination filename [c6svc-webvpn-k9y9.1-1-1.bin]?
Accessing tftp://10.10.10.1/c6svc-webvpn-k9y9.1-1-1.bin...

Loading narenr/césvc-webvpn-k9y9.1-1-1.bin from 10.10.10.1 (via Vlané) :
| T A A A A A O O O O |

[OK - 24944624 bytes]

24944624 bytes copied in 203.164 secs (122781 bytes/sec)

supervisor#

*May 10 17:01:40.323: $SVCLC-SP-5-STRRECVD: mod 2: <Application upgrade has started>
*May 10 17:01:40.323: $SVCLC-SP-5-STRRECVD: mod 2: <Do not reset the module till
upgrade completes!!>

*May 10 17:07:01.423: $SVCLC-SP-5-STRRECVD: mod 2: <Application upgrade has succeeded>
*May 10 17:07:01.423: $SVCLC-SP-5-STRRECVD: mod 2: <You can now reset the module>

[ oL-8466-01-J
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Router# hw-module module 2 reset cf:4
Device BOOT variable for reset = <cf:4>
Warning: Device list is not verified.

Proceed with reload of module?[confirm]ly
% reset issued for module 2

16:38:34: SP: The PC in slot 2 is shutting down. Please wait

16:38:57: SP: PC shutdown completed for module 2

*May 10 17:11:10.065: $C6KPWR-SP-4-DISABLED: power to module in slot 2 set off (Reset)
16:39:50: SP: OS_BOOT_STATUS(2) AP 0OS Boot Status: finished booting

*May 10 17:13:18.119: $DIAG-SP-6-RUN_MINIMUM: Module 2: Running Minimum Diagnostics...
*May 10 17:13:18.863: $DIAG-SP-6-DIAG_OK: Module 2: Passed Online Diagnostics

*May 10 17:13:19.195: %0IR-SP-6-INSCARD: Card inserted in slot 2, interfaces are now
online

Router# show module

Mod Ports Card Type Model Serial No.
1 2 Catalyst 6000 supervisor 2 (Active) WS-X6K-S2U-MSFC2 SAD055006RZ
2 2 SSL VPN Accelerator WS-SVC-WEBVPN-K9
S
8
MP
1 Router# hw-module module mod AP

reset cf:4

Router# show module AP

Router# copy tftp: pclc#mod-fs:

Router# hw-module module mod MP
reset cf:1

Upgrade of MP was successful. You
can now boot MP

5 Router# show module MP

Catalyst 6500 WebVPN
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MP

Router# hw module 2 reset cf:4
Device BOOT variable for reset = <cf:4>
Warning: Device list is not verified.

Proceed with reload of module?[confirm]ly

°

% reset issued for module 2

16:43:51: SP: The PC in slot 2 is shutting down.
16:44:12: SP: PC shutdown completed for module 2

Please wait

*May 10 17:16:25.271: %$C6KPWR-SP-4-DISABLED: power to module in slot 2 set off (Reset)

16:45:05: SP: OS_BOOT_STATUS(2) AP OS Boot Status:
*May 10 17:18:33.363: %DIAG-SP-6-RUN_MINIMUM: Module 2:
*May 10 17:18:34.103: $DIAG-SP-6-DIAG_OK: Module 2:

finished booting
Running Minimum Diagnostics...
Passed Online Diagnostics

*May 10 17:18:34.439: $0OIR-SP-6-INSCARD: Card inserted in slot 2, interfaces are now

online

Router# show module

Mod Ports Card Type

1 2 Catalyst 6000 supervisor 2 (Active)

2 2 SSL VPN Accelerator

Router# copy tftp: pclc#2-fs:

Address or name of remote host []? 10.10.10.1

Source filename []? mp.3-3-1.bin.gz
Destination filename [mp.3-3-1.bin.gz]?

Accessing tftp://10.10.10.1/mp.3-3-1.bin.gz...
Loading mp.3-3-1.bin.gz from 10.10.10.1 (via Vlané6) :

Serial No.

WS-X6K-S2U-MSFC2 SADO55006RZ
WS-SVC-WEBVPN-K9

[OK - 12342623 bytes]

12342623 bytes copied in 99.908 secs (123540 bytes/sec)

*May 10 17:21:05.423: %SVCLC-SP-5-STRRECVD:

started.>

*May 10 17:21:05.991: %SVCLC-SP-5-STRRECVD:

Continuing upgrade/recovery.>

*May 10 17:21:06.015: %SVCLC-SP-5-STRRECVD:

upgrade. Continuing upgrade.>

*May 10 17:21:06.039: %SVCLC-SP-5-STRRECVD:

Continuing upgrade.>

*May 10 17:21:06.115: %SVCLC-SP-5-STRRECVD:

Continuing upgrade.>

*May 10 17:22:02.295: %SVCLC-SP-5-STRRECVD:

Continuing upgrade.>

*May 10 17:22:02.311: %SVCLC-SP-5-STRRECVD:
*May 10 17:22:02.343: %SVCLC-SP-5-STRRECVD:

can now boot MP.>

Router#

Router# hw mod 2 reset cf:1

Device BOOT variable for reset = <cf:1>
Warning: Device list is not verified.

Proceed with reload of module?[confirml]ly

°

% reset issued for module 2

17:02:03: SP: The PC in slot 2 is shutting down.
17:02:23: SP: PC shutdown completed for module 2

mod

mod

mod

mod

mod

mod

mod
mod

2:

<Uncompress

<Install of

<Install of

<Copying of

<fsck of MP
<Upgrade of

Please wait

<MP upgrade/Password Recovery

of the file succeeded.

<This file appears to be a MP

the MBR succeeded

GRUB succeeded.

MP succeeded.

partition succeeded.>
MP was successful. You

*May 10 17:34:36.399: $C6KPWR-SP-4-DISABLED: power to module in slot 2 set off (Reset)

17:05:02: SP: OS_BOOT_STATUS(2) MP OS Boot Status:
*May 10 17:37:42.223: $DIAG-SP-6-RUN_MINIMUM: Module 2:
*May 10 17:37:48.007: %DIAG-SP-6-DIAG_OK: Module 2:

finished booting
Running Minimum Diagnostics...
Passed Online Diagnostics

*May 10 17:37:48.303: $0OIR-SP-6-INSCARD: Card inserted in slot 2, interfaces are now

Catalyst 6500 WebVPN
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online
Router#
Router# show module
Mod Ports Card Type Model Serial No.

1 2 Catalyst 6000 supervisor 2 (Active) WS-X6K-S2U-MSFC2 SAD055006RZ

2 2 SSL VPN Accelerator (MP) WS-SVC-WEBVPN-K9

SSL VPN Client SVC Cisco Secure Desktop CSD
. SVvC p.C-6
e CSD p.C-8
SvC
PC SvC
SvC
S
SvC SvC
Out of Service
Retry SvC
p.A-5
SVC svc.pkg webvpn
SvC dir flash:
webvpn
mkdir flash:/webvpn webvpn

svC
sslclient*.pkg.zip

no webvpn install svc
*.pkg
webvpn install svc flash:/webvpn/svc.pkg

delete flash:/webvpn/svc.pkg

Catalyst 6500 WebVPN
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WebVPN SvC

SvC

webvpn# dir flash: WebVPN
webvpn
mkdir flash:/webvpn

webvpn# copy tftp: flash: WebVPN
SvC
webvpn# dir flash: WebVPN
SvC
webvpn# configure terminal terminal
webvpn (config) # webvpn install SVC

sve flash:filename

webvpn (config) # end

webvpn# dir flash:/webvpn flash:webvpn
svc.pkg

SvC

webvpn# copy tftp: flash:/webvpn

Address or name of remote host [10.1.1.1]°?

Source filename []? <username>/sslclient-win-1.0.0.pkg.zip
Destination filename [sslclient-win-1.0.0.pkg.zipl?

Accessing tftp://10.1.1.1/<username>/sslclient-win-1.0.0.pkg.zip...
Loading <username>/sslclient-win-1.0.0.pkg.zip from 10.1.1.1

(via WebVPNO.1): !tottrrrrrrrrrrprrrrppprrrrrpprrrrrpprrrrrrprrrrrrprrrrrrprnd
[OK - 352117 bytes]

352117 bytes copied in 8.032 secs (37384 bytes/sec)

webvpn# dir flash:/webvpn

Directory of flash:/webvpn/

4 -rwx 352117 Sep 14 2005 13:06:15 -08:00 sslclient-win-1.0.0.pkg.zip

16386048 bytes total (16072704 bytes free)

webvpn# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

webvpnl (config) # webvpn install svc flash:/webvpn/sslclient-win-1.0.0.pkg.zip
SSLVPN Package SSL-VPN-Client : installed successfully

webvpnl (config) # end

webvpn# dir flash:/webvpn

Directory of flash:/webvpn/

4 -rwx 352117 Sep 14 2005 13:06:15 -08:00 svc.pkg

16386048 bytes total (16072704 bytes free)
webvpn#

[ oL-8466-01-J
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CSD

PC CsD
CSD
CSD CSD
503 Service
Unavailable
CsD CSD sdesktop.pkg webvpn
CsD dir flash:
webvpn
mkdir flash:/webvpn webvpn

CSD

securedesktop_ios_3 1*.pkg

no webvpn install csd
*.pkyg

webvpn install csd flash:/webvpn/sdesktop.pkg

delete flash:/webvpn/sdesktop.pkg

WebVPN CSD
CSD
webvpn# dir £lash: WebVPN

webvpn

mkdir flash:/webvpn
webvpn# copy tftp: flash: WebVPN
CSD

webvpn# dir £lash: WebVPN

CSD

i Catalyst 6500 WebVPN
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4 webvpn# configure terminal terminal

5 webvpn(config)# webvpn install CSD
csd flash:filename

webvpn (config) # end

webvpn# show webvpn install CSD
status csd

CSD

webvpn# copy tftp: flash:/webvpn

Address or name of remote host [10.1.1.1]°?

Source filename []? <username>/securedesktop_ios_3_1*.pkg

Destination filename [/webvpn/securedesktop_ios_3_1*.pkgl?

Accessing tftp://10.1.1.1/<username>/securedesktop_ios_3_1*.pkg...

Loading <username>/securedesktop_ios_3_1*.pkg from 10.1.1.1 (via

USY o)1) [0 e I O O O B O B O B O O O B O O O N
| I I A Y A |

[OK - 1996130 bytes]

1996130 bytes copied in 33.948 secs (58800 bytes/sec)
webvpn# dir flash:/webvpn

Directory of flash:/webvpn/

4  -rwx 352117 Sep 14 2005 13:06:15 -08:00 svc.pkg
5 -rwx 1996130 Sep 15 2005 15:14:04 -08:00 securedesktop_ios_3_1*.pkg

16386048 bytes total (14020608 bytes free)

webvpn# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

webvpn (config) # webvpn install csd flash:/webvpn/securedesktop_ios_3_1*.pkg
SSLVPN Package Cisco-Secure-Desktop : installed successfully

webvpn (config) #end
webvpn# dir flash:/webvpn
Directory of flash:/webvpn/

4 -rwx 352117 Sep 14 2005 13:06:15 -08:00 svc.pkg
5 -rwx 1996130 Sep 15 2005 15:14:04 -08:00 sdesktop.pkg

16386048 bytes total (14020608 bytes free)
webvpn#
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WebVPN 2560
WebVPN 8000
4
o — 8000 30
2560 5000

e 2560 5000 — 2560 5000

e 2560 8000 — 2560 8000

e 5000 8000 — 5000 8000
5000 8000

Product Authorization Key PAK

2 PAK URL Software Infrastructure and Fulfillment Technology SWIFT

https://tools.cisco.com/SWIFT/Licensing/RegistrationServlet

3 PAK
4 Submit
5 Continue
Y
WebVPN MAC MAC

show webvpn platform mac address

Customer Registration MAC 12
12 MAC

6 Customer Registration

7 Submit

WEBVPN* lic E
WebVPN

Catalyst 6500 WebVPN
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https://tools.cisco.com/SWIFT/Licensing/RegistrationServlet

||
E
URL SWIFT
https://tools.cisco.com/SWIFT/Licensing/RegistrationServlet
Catalyst 6500/7600/ WebVPN Demo License
o WebVPN MAC MAC

show webvpn platform mac address

Customer Registration MAC
12 MAC

12

Customer Registration

Submit
WEBVPN*.lic
WebVPN
E
Catalyst 6500 WebVPN
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RGB

APPENDIX

D-1 title-color color secondary-color color color
HTML
Red Green Blue RGB 32
S
RGB
RGB
2

® webvpn(config-webvpn-context)# title-color darkseagreen
® webvpn (config-webvpn-context)# title-color 143,188,143

D-1 RGB

R G B
AliceBlue 240 248 255
AntiqueWhite 250 235 215
AntiqueWhitel 255 239 219
AntiqueWhite2 238 223 204
AntiqueWhite3 205 192 176
AntiqueWhite4 139 131 120
Aquamarine 127 255 212
Aquamarinel 127 255 212
Aquamarine2 118 238 198
Aquamarine3 102 205 170
Aquamarine4 69 139 116
Azure 240 255 255
Azurel 240 255 255
Azure2 224 238 238
Azure3 193 205 205
Azure4 131 139 139
Catalyst 6500 WebVPN
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RGB |

D-1 RGB

R G B
Beige 245 245 220
Bisque 255 228 196
Bisquel 255 228 196
Bisque2 238 213 183
Bisque3 205 183 158
Bisque4 139 125 107
Black 0 0 0
BlanchedAlmond 255 235 205
Blue 0 0 255
Bluel 0 0 255
Blue2 0 0 238
Blue3 0 0 205
Blue4 0 0 139
BlueViolet 138 43 226
Brown 165 42 42
Brownl 255 64 64
Brown2 238 59 59
Brown3 205 51 51
Brown4 139 35 35
Burlywood 222 184 135
Burlywood1 255 211 155
Burlywood?2 238 197 145
Burlywood3 205 170 125
Burlywood4 139 115 85
CadetBlue 95 158 160
CadetBluel 152 245 255
CadetBlue2 142 229 238
CadetBlue3 122 197 205
CadetBlue4 83 134 139
Chartreuse 127 255 0
Chartreusel 127 255 0
Chartreuse2 118 238 0
Chartreuse3 102 205 0
Chartreuse4 69 139 0
Chocolate 210 105 30
Chocolatel 255 127 36
Chocolate2 238 118 33
Chocolate3 205 102 29
Chocolate4 139 69 19
Coral 255 127 80
Corall 255 114 86

WebVPN
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RGB

D-1 RGB

R G B
Coral2 238 106 80
Coral3 205 91 69
Coral4 139 62 47
CornflowerBlue 100 149 237
Cornsilk 255 248 220
Cornsilkl 255 248 220
Cornsilk2 238 232 205
Cornsilk3 205 200 177
Cornsilk4 139 136 120
Cyan 0 255 255
Cyanl 0 255 255
Cyan2 0 238 238
Cyan3 0 205 205
Cyan4 0 139 139
DarkBlue 0 0 139
DarkCyan 0 139 139
DarkGoldenrod 184 134 11
DarkGoldenrod1 255 185 15
DarkGoldenrod?2 238 173 14
DarkGoldenrod3 205 149 12
DarkGoldenrod4 139 101 8
DarkGray 169 169 169
DarkGreen 0 100 0
DarkKhaki 189 183 107
DarkMagenta 139 0 139
DarkOliveGreen 85 107 47
DarkOliveGreenl 202 255 112
DarkOliveGreen2 188 238 104
DarkOliveGreen3 162 205 90
DarkOliveGreen4 110 139 61
DarkOrange 255 140 0
DarkOrangel 255 127 0
DarkOrange2 238 118 0
DarkOrange3 205 102 0
DarkOrange4 139 69 0
DarkOrchid 153 50 204
DarkOrchidl 191 62 255
DarkOrchid2 178 58 238
DarkOrchid3 154 50 205
DarkOrchid4 104 34 139
DarkRed 139 0 0
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D RGB |

D-1 RGB

R G B
DarkSalmon 233 150 122
DarkSeaGreen 143 188 143
DarkSeaGreenl 193 255 193
DarkSeaGreen2 180 238 180
DarkSeaGreen3 155 205 155
DarkSeaGreen4 105 139 105
DarkSlateBlue 72 61 139
DarkSlateGray 47 79 79
DarkSlateGrayl 151 255 255
DarkSlateGray2 141 238 238
DarkSlateGray3 121 205 205
DarkSlateGray4 82 139 139
DarkTurquoise 0 206 209
DarkViolet 148 0 211
DeepPink 255 20 147
DeepPink1 255 20 147
DeepPink?2 238 18 137
DeepPink3 205 16 118
DeepPink4 139 10 80
DeepSkyBlue 0 191 255
DeepSkyBluel 0 191 255
DeepSkyBlue2 0 178 238
DeepSkyBlue3 0 154 205
DeepSkyBlue4 0 104 139
DimGrey 105 105 105
DodgerBlue 30 144 255
DodgerBluel 30 144 255
DodgerBlue2 28 134 238
DodgerBlue3 24 116 205
DodgerBlue4 16 78 139
Firebrick 178 34 34
Firebrickl 255 48 48
Firebrick2 238 44 44
Firebrick3 205 38 38
Firebrick4 139 26 26
FloralWhite 255 250 240
ForestGreen 34 139 34
Gainsboro 220 220 220
GhostWhite 248 248 255
Gold 255 215 0
Gold1l 255 215 0
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RGB

D-1 RGB

R G B
Gold2 238 201 0
Gold3 205 173 0
Gold4 139 117 0
Goldenrod 218 165 32
Goldenrodl 255 193 37
Goldenrod2 238 180 34
Goldenrod3 205 155 29
Goldenrod4 139 105 20
Gray0 0 0 0
Grayl 3 3 3
Gray10 26 26 26
Gray100 255 255 255
Grayll 28 28 28
Grayl2 31 31 31
Gray13 33 33 33
Grayl4 36 36 36
Grayl5 38 38 38
Grayl6 41 41 41
Grayl7 43 43 43
Grayl8 46 46 46
Grayl9 48 48 48
Gray2 5 5 5
Gray20 51 51 51
Gray21 54 54 54
Gray22 56 56 56
Gray23 59 59 59
Gray24 61 61 61
Gray25 64 64 64
Gray26 66 66 66
Gray27 69 69 69
Gray28 71 71 71
Gray29 74 74 74
Gray3 8 8 8
Gray30 77 77 77
Gray31 79 79 79
Gray32 82 82 82
Gray33 84 84 84
Gray34 87 87 87
Gray35 89 89 89
Gray36 92 92 92
Gray37 94 94 94
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RGB |

D-1 RGB
R G B

Gray38 97 97 97

Gray39 99 99 99

Gray4 10 10 10

Gray40 102 102 102
Gray4l 105 105 105
Gray42 107 107 107
Gray43 110 110 110
Gray44 112 112 112
Gray45 115 115 115
Gray46 117 117 117
Graya7 120 120 120
Gray48 122 122 122
Gray49 125 125 125
Gray5 13 13 13

Gray50 127 127 127
Gray51 130 130 130
Gray52 133 133 133
Gray53 135 135 135
Gray54 138 138 138
Gray55 140 140 140
Gray56 143 143 143
Gray57 145 145 145
Gray58 148 148 148
Gray59 150 150 150
Gray6 15 15 15

Gray60 153 153 153
Gray61 156 156 156
Gray62 158 158 158
Gray63 161 161 161
Gray64 163 163 163
Gray65 166 166 166
Gray66 168 168 168
Gray67 171 171 171
Gray68 173 173 173
Gray69 176 176 176
Gray7 18 18 18

Gray70 179 179 179
Gray71 181 181 181
Gray72 184 184 184
Gray73 186 186 186
Gray74 189 189 189

WebVPN
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| D RGB

D-1 RGB

R G B
Gray75 191 191 191
Gray76 194 194 194
Gray77 196 196 196
Gray78 199 199 199
Gray79 201 201 201
Gray8 20 20 20
Gray80 204 204 204
Gray81 207 207 207
Gray82 209 209 209
Gray83 212 212 212
Gray84 214 214 214
Gray85 217 217 217
Gray86 219 219 219
Gray87 222 222 222
Gray88 224 224 224
Gray89 227 227 227
Gray9 23 23 23
Gray90 229 229 229
Gray9l 232 232 232
Gray92 235 235 235
Gray93 237 237 237
Gray%4 240 240 240
Gray95 242 242 242
Gray96 245 245 245
Gray97 247 247 247
Gray98 250 250 250
Gray99 252 252 252
Green 0 255 0
Greenl 0 255 0
Green2 0 238 0
Green3 0 205 0
Green4 0 139 0
GreenYellow 173 255 47
Grey 190 190 190
Grey0 0 0 0
Greyl 3 3 3
Grey10 26 26 26
Grey100 255 255 255
Greyll 28 28 28
Grey12 31 31 31
Grey13 33 33 33
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RGB |

D-1 RGB

R G B
Greyl4 36 36 36
Greyl5 38 38 38
Greyl6 41 41 41
Greyl7 43 43 43
Greyl8 46 46 46
Greyl9 48 48 48
Grey2 5 5 5
Grey20 51 51 51
Grey21 54 54 54
Grey22 56 56 56
Grey23 59 59 59
Grey24 61 61 61
Grey25 64 64 64
Grey26 66 66 66
Grey27 69 69 69
Grey28 71 71 71
Grey29 74 74 74
Grey3 8 8 8
Grey30 77 77 77
Grey31 79 79 79
Grey32 82 82 82
Grey33 84 84 84
Grey34 87 87 87
Grey35 89 89 89
Grey36 92 92 92
Grey37 94 94 94
Grey38 97 97 97
Grey39 99 99 99
Grey4 10 10 10
Grey40 102 102 102
Grey4l 105 105 105
Grey42 107 107 107
Grey43 110 110 110
Grey44 112 112 112
Grey45 115 115 115
Grey46 117 117 117
Grey47 120 120 120
Grey48 122 122 122
Grey49 125 125 125
Grey5 13 13 13
Grey50 127 127 127
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RGB

D-1 RGB
R G B

Grey51 130 130 130
Grey52 133 133 133
Grey53 135 135 135
Grey54 138 138 138
Grey55 140 140 140
Grey56 143 143 143
Grey57 145 145 145
Grey58 148 148 148
Grey59 150 150 150
Grey6 15 15 15

Grey60 153 153 153
Grey61 156 156 156
Grey62 158 158 158
Grey63 161 161 161
Grey64 163 163 163
Grey65 166 166 166
Grey66 168 168 168
Grey67 171 171 171
Grey68 173 173 173
Grey69 176 176 176
Grey7 18 18 18

Grey70 179 179 179
Grey71 181 181 181
Grey72 184 184 184
Grey73 186 186 186
Grey74 189 189 189
Grey75 191 191 191
Grey76 194 194 194
Grey77 196 196 196
Grey78 199 199 199
Grey79 201 201 201
Grey8 20 20 20

Grey80 204 204 204
Grey81 207 207 207
Grey82 209 209 209
Grey83 212 212 212
Grey84 214 214 214
Grey85 217 217 217
Grey86 219 219 219
Grey87 222 222 222
Grey88 224 224 224
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RGB |

D-1 RGB
R G B

Grey89 227 227 227
Grey9 23 23 23

Grey90 229 229 229
Grey9l 232 232 232
Grey92 235 235 235
Grey93 237 237 237
Grey94 240 240 240
Grey95 242 242 242
Grey96 245 245 245
Grey97 247 247 247
Grey98 250 250 250
Grey99 252 252 252
Honeydew 240 255 240
Honeydew1l 240 255 240
Honeydew?2 224 238 224
Honeydew3 193 205 193
Honeydew4 131 139 131
HotPink 255 105 180
HotPink1 255 110 180
HotPink2 238 106 167
HotPink3 205 96 144
HotPink4 139 58 98

IndianRed 205 92 92

IndianRed1 255 106 106
IndianRed?2 238 99 99

IndianRed3 205 85 85

IndianRed4 139 58 58

Ilvory 255 255 240
Ivoryl 255 255 240
lvory2 238 238 224
Ivory3 205 205 193
Ivory4 139 139 131
Khaki 240 230 140
Khakil 255 246 143
Khaki2 238 230 133
Khaki3 205 198 115
Khaki4 139 134 78

Lavender 230 230 250
LavenderBlush 255 240 245
LavenderBlushl 255 240 245
LavenderBlush2 238 224 229
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| D RGB

D-1 RGB
R G B

LavenderBlush3 205 193 197
LavenderBlush4 139 131 134
LawnGreen 124 252 0
LemonChiffon 255 250 205
LemonChiffonl 255 250 205
LemonChiffon2 238 233 191
LemonChiffon3 205 201 165
LemonChiffon4 139 137 112
LightBlue 173 216 230
LightBluel 191 239 255
LightBlue2 178 223 238
LightBlue3 154 192 205
LightBlue4 104 131 139
LightCoral 240 128 128
LightCyan 224 255 255
LightCyan1 224 255 255
LightCyan2 209 238 238
LightCyan3 180 205 205
LightCyan4 122 139 139
LightGoldenrod 238 221 130
LightGoldenrodl 255 236 139
LightGoldenrod2 238 220 130
LightGoldenrod3 205 190 112
LightGoldenrod4 139 129 76
LightGoldenrodYellow 250 250 210
LightGreen 144 238 144
LightGrey 211 211 211
LightPink 255 182 193
LightPinkl 255 174 185
LightPink2 238 162 173
LightPink3 205 140 149
LightPink4 139 95 101
LightSalmon 255 160 122
LightSalmonl 255 160 122
LightSalmon2 238 149 114
LightSalmon3 205 129 98
LightSalmon4 139 87 66
LightSeaGreen 32 178 170
LightSkyBlue 135 206 250
LightSkyBluel 176 226 255
LightSkyBlue2 164 211 238
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D-1 RGB
R G B

LightSkyBlue3 141 182 205
LightSkyBlue4 96 123 139
LightSlateBlue 132 112 255
LightSlateGray 119 136 153
LightSteelBlue 176 196 222
LightSteelBluel 202 225 255
LightSteelBlue2 188 210 238
LightSteelBlue3 162 181 205
LightSteelBlue4 110 123 139
LightYellow 255 255 224
LightYellowl 255 255 224
LightYellow?2 238 238 209
LightYellow3 205 205 180
LightYellow4 139 139 122
LimeGreen 50 205 50

Linen 250 240 230
Magenta 255 0 255
Magental 255 0 255
Magenta2 238 0 238
Magenta3 205 0 205
Magentad 139 0 139
Maroon 176 48 96

Maroonl 255 52 179
Maroon2 238 48 167
Maroon3 205 41 144
Maroon4 139 28 98

MediumAquamarine 102 205 170
MediumBlue 0 0 205
MediumOrchid 186 85 211
MediumOrchidl 224 102 255
MediumOrchid2 209 95 238
MediumOrchid3 180 82 205
MediumOrchid4 122 55 139
MediumPurple 147 112 219
MediumPurplel 171 130 255
MediumPurple2 159 121 238
MediumPurple3 137 104 205
MediumPurple4 93 71 139
MediumSeaGreen 60 179 113
MediumSlateBlue 123 104 238
MediumSpringGreen 0 250 154
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D-1 RGB
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MediumTurquoise 72 209 204
MediumVioletRed 199 21 133
MidnightBlue 25 25 112
MintCream 245 255 250
MistyRose 255 228 225
MistyRosel 255 228 225
MistyRose2 238 213 210
MistyRose3 205 183 181
MistyRose4 139 125 123
Moccasin 255 228 181
NavajoWhite 255 222 173
NavajoWhitel 255 222 173
NavajoWhite2 238 207 161
NavajoWhite3 205 179 139
NavajoWhite4 139 121 94
Navy 0 0 128
NavyBlue 0 0 128
OldLace 253 245 230
OliveDrab 107 142 35
OliveDrabl 192 255 62
OliveDrab2 179 238 58
OliveDrab3 154 205 50
OliveDrab4 105 139 34
Orange 255 165 0
Orangel 255 165 0
Orange2 238 154 0
Orange3 205 133 0
Orange4 139 90 0
OrangeRed 255 69 0
OrangeRed1 255 69 0
OrangeRed2 238 64 0
OrangeRed3 205 55 0
OrangeRed4 139 37 0
Orchid 218 112 214
Orchidl 255 131 250
Orchid2 238 122 233
Orchid3 205 105 201
Orchid4 139 71 137
PaleGoldenrod 238 232 170
PaleGreen 152 251 152
PaleGreenl 154 255 154
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D-1 RGB

R G B
PaleGreen2 144 238 144
PaleGreen3 124 205 124
PaleGreen4 84 139 84
PaleTurquoise 175 238 238
PaleTurquoisel 187 255 255
PaleTurquoise2 174 238 238
PaleTurquoise3 150 205 205
PaleTurquoise4 102 139 139
PaleVioletRed 219 112 147
PaleVioletRedl 255 130 171
PaleVioletRed2 238 121 159
PaleVioletRed3 205 104 137
PaleVioletRed4 139 71 93
PapayaWhip 255 239 213
PeachPuff 255 218 185
PeachPuffl 255 218 185
PeachPuff2 238 203 173
PeachPuff3 205 175 149
PeachPuff4 139 119 101
Peru 205 133 63
Pink 255 192 203
Pink1 255 181 197
Pink2 238 169 184
Pink3 205 145 158
Pink4 139 99 108
Plum 221 160 221
Pluml 255 187 255
Plum2 238 174 238
Plum3 205 150 205
Plum4 139 102 139
PowderBlue 176 224 230
Purple 160 32 240
Purplel 155 48 255
Purple2 145 44 238
Purple3 125 38 205
Purple4 85 26 139
Red 255 0 0
Redl 255 0 0
Red?2 238 0 0
Red3 205 0 0
Red4 139 0 0
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D-1 RGB
R G B
RosyBrown 188 143 143
RosyBrown1l 255 193 193
RosyBrown?2 238 180 180
RosyBrown3 205 155 155
RosyBrown4 139 105 105
RoyalBlue 65 105 225
RoyalBluel 72 118 255
RoyalBlue2 67 110 238
RoyalBlue3 58 95 205
RoyalBlue4 39 64 139
SaddleBrown 139 69 19
Salmon 250 128 114
Salmonl 255 140 105
Salmon2 238 130 98
Salmon3 205 112 84
Salmon4 139 76 57
SandyBrown 244 164 96
SeaGreen 46 139 87
SeaGreenl 84 255 159
SeaGreen2 78 238 148
SeaGreen3 67 205 128
SeaGreen4 46 139 87
Seashell 255 245 238
Seashelll 255 245 238
Seashell2 238 229 222
Seashell3 205 197 191
Seashell4 139 134 130
Sienna 160 82 45
Siennal 255 130 71
Sienna2 238 121 66
Sienna3 205 104 57
Sienna4 139 71 38
SkyBlue 135 206 235
SkyBluel 135 206 255
SkyBlue2 126 192 238
SkyBlue3 108 166 205
SkyBlue4 74 112 139
SlateBlue 106 90 205
SlateBluel 131 111 255
SlateBlue2 122 103 238
SlateBlue3 105 89 205
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D-1 RGB
R G B

SlateBlue4 71 60 139
SlateGray 112 128 144
SlateGrayl 198 226 255
SlateGray2 185 211 238
SlateGray3 159 182 205
SlateGray4 108 123 139
Snow 255 250 250
Snowl 255 250 250
Snow?2 238 233 233
Snow3 205 201 201
Snow4 139 137 137
SpringGreen 0 255 127
SpringGreenl 0 255 127
SpringGreen2 0 238 118
SpringGreen3 0 205 102
SpringGreen4 0 139 69

SteelBlue 70 130 180
SteelBluel 99 184 255
SteelBlue2 92 172 238
SteelBlue3 79 148 205
SteelBlue4 54 100 139
Tan 210 180 140
Tanl 255 165 79

Tan2 238 154 73

Tan3 205 133 63

Tan4 139 90 43

Thistle 216 191 216
Thistlel 255 225 255
Thistle2 238 210 238
Thistle3 205 181 205
Thistle4 139 123 139
Tomato 255 99 71

Tomatol 255 99 71

Tomato2 238 92 66

Tomato3 205 79 57

Tomato4 139 54 38

Turquoise 64 224 208
Turquoisel 0 245 255
Turquoise2 0 229 238
Turquoise3 0 197 205
Turquoise4 0 134 139

WebVPN

i Catalyst 6500

OL-8466-01-J |



RGB

D-1 RGB
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Violet 238 130 238
VioletRed 208 32 144
VioletRed1 255 62 150
VioletRed2 238 58 140
VioletRed3 205 50 120
VioletRed4 139 34 82
Wheat 245 222 179
Wheatl 255 231 186
Wheat2 238 216 174
Wheat3 205 186 150
Wheat4 139 126 102
White 255 255 255
WhiteSmoke 245 245 245
Yellow 255 255 0
Yellowl 255 255 0
Yellow2 238 238 0
Yellow3 205 205 0
Yellow4 139 139 0
YellowGreen 154 205 50
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