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FHE®EN L CEELET,

DBV arTiE, SEEELRT v AOME, Tuk AR aTibLiZ EE BT S
B, BIXOZWBEELZEXIZARET 7 v a ZHOWTHHLET,
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APIC THEITENTWSHEE AR av A 1X, CLI CTRAOIT5Z N TEET, APIC &I1XE
» . FABRIC>INVENTORY >Pod 1>node ® GUI Z/r L THERTX 57t A 2%, U—
TTCEITENTNEHTRTOT e ARERINET,

ps-ef | grep sve ifc & /& :

rtp leafl# ps -ef |grep svc_ifc

root 3990 3087 1 Octl3 ? 00:43:36 /isan/bin/svc_ifc_policyelem --x
root 4039 3087 1 Octl3 ? 00:42:00 /isan/bin/svc_ifc_eventmgr --x

root 4261 3087 1 Octl3 2 00:40:05 /isan/bin/svc_ifc opflexelem --x -v
dptcp:8000

root 4271 3087 1 Octl3 ? 00:44:21 /isan/bin/svc_ifc_observerelem --x
root 4277 3087 1 Octl3 ? 00:40:42 /isan/bin/svc_ifc_dbgrelem --x

root 4279 3087 1 Octl3 ? 00:41:02 /isan/bin/svc_ifc_confelem --x

rtp leafl#

AL v FTIEITENTNDHETBEARL, VAT 2O 77 AT 7T 4 BT 4 HEZRA
HET, INH0u s 77 A ME, techsupport 7 7 A L D—F & L TR I N TWVWET R,
CLI7 27 E2A%4 LT /tmp/llogs/ 74 V7 FVIZHV ET, &z, RV — =LA FD
Zutvx v 7%, tmp/logs/sve ifc policyelem.log (ZE X AENF T,
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nginx AA v FEAPICHID NTF 7 ¢ v 7 T 5
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TRERANT T2l Tary 77 AVNERSND E, AV METFTREE L ER SN
F9, APIC 225 DK O syslog tHNIREN TS L HIZ, FFED T rEADEE T [Tatk
AU Tyval ELTRRSINET,

Oct 16 03:54:35 apic3 %LOG_LOCAL7-3-SYSTEM MSG [E4208395] [process-crash] [major]

[subj-[dbgs/cores/node-102-card-1-svc-policyelem-ts-2014-10-16T03:54:55.000+00:00]/

rec-12884905092] Process policyelem cored

AA v FOTOCANY TFTyaThHE, a7 Ty ANEMIIL, APICIZa B —ZivE

9, syslog A v ¥—i@%EIE APIC I HiE(E SNVET,

TRERANRT Ty va Ll EITARINDEFIL, Vvt A0 EH) S 7z Cisco Application

Centric Infrastructure 275 O N 7 7 )V a—7 4 7T V7 SET, BEIX (277U vy
(FABRIC) ]>[4 ¥~ Y (INVENTORY) |>[Ky K1 (Pod1) | T7 77V v 7 jBfE

270 GUI ZT L TERRTE £,

A7 T7A4IILDIE

APICGUILIX, 777 Vw7 /J—FRDaT7 77 A NVERETH-OOHFLMRGIT 2R L E
j—o

T AR—F KU —iZ, ADMIN>IMPORT/EXPORT > Export Policies> Core /& {ER% &
NEY, 277L. V7 ANVEEEL 0 — R TEAT 740 +0a7 R —0H0 £9,

a7 Ty AL, 2T 77 A VDBEE STV D APIC @ /data/techsupport (28 %5 APIC %
JrLCSSH/SCP M TTY 7k ATEEY, a7 Ty A /UL, 7T AZHND 15D APIC D
/data/techsupport TAFTE L Z LICHEBE LT EEW, a7 77 A /LFEET L IEfEZR APIC
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APIC TOERADY T v aDIREEE BiLE)

ER
AL v F T3 TV DOTREANI T yva LET, Tt ARABICEEET 50, A
/]) \yﬁ:ﬁ§ U = — F‘L-’Cﬁgﬁ L/jz\j«o

X HI

WY 7 g VNRENTWAHEIIZ, DME 728 ANY T v a LIEE, AL vF
ZEESETICHBMCEHESTAMNERHY E3, IEDME FutAns T via Lz
A, et AXHEBNICHEEEY T, AL o FOAFEEE L TRELET,

EDOTavANT Ty vadTHNILoT, 7t X a7 OEBIERD 3,

FEDMEZ vt AN T vvadThe, BFEIASY—NMIERINDLIICHAP Y v b
DREAELET,

[ 1130.593388] nvram klm wrote rr=16 rr str=ntp hap reset to nvram
[ 1130.599990] obfl klm writing reset reason 16, ntp hap reset
[ 1130.612558] Collected 8 ext4 filesystems

thZ Dga)ﬁgnu.\ .

77 vyatHh7utRR, 7T v ailfibno Lo n FSHABKETE, A
Ay FoOorZOMNIE, tmplogsT 4 L7 MIZEZIAENET, TrEALAITT 7 AL
BO—IZRVET, 2ExIE, AV — VLAV N TrERAORE, 77 AT
svc_ifc_policyelem.log T,

rtp leaf2# 1ls -1 |grep policyelem
-rw-r--r-- 2 root root 13767569 Oct 16 00:37 svc_ifc_policyelem.log

—rw-r—--r-- root root 1413246 Oct 14 22:10 svc_ifc policyelem.log.l.gz
-rw-r—--r-- root root 1276434 Oct 14 22:15 svc_ifc policyelem.log.2.gz
-rw-r—--r-- root root 1588816 Oct 14 23:12 svc_ifc policyelem.log.3.gz
-rw-r—--r-- root root 2124876 Oct 15 14:34 svc_ifc policyelem.log.4.gz

-rw-r—--r-- root root 13767569 Oct 16 00:37 svc_ifc policyelem.log.6
root root 2 Oct 14 22:06 svc_ifc policyelem.log.PRESERVED

root root 209 Oct 14 22:06 svc _ifc policyelem.log.stderr

1
1
1
1

-rw-r--r-- 1 root root 1354160 Oct 15 22:30 svc_ifc policyelem.log.5.gz
2
-rw-rw-rw- 1
1

rtp leaf2#
tmp/logs IZH D7 BB AT LW DD T 7 ANHRHY 3, v T 7 A NDHA XN
RELRDBIZHONT, vZ 77y A MIERBSN, e s 77y vie—7—va o &
N7l 720 ET, a7 77 A NVOEKREZ (GUIL & a7 77 A VAR REND) &
BLT, 77ANVDEZEMERTIUE I V2B L Ed, £/, T av 23Ry
LED&T2L, 7 77402 17Ty v aRIC7rEARHEEHLTHET] L)
T NUDFEEREINET, ZOTMNIEFEHALT, 77 v aORNIREZ o 7oz
WMo THRETXET,

FOTAETAEFVY -
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APICYSvsa vFUAD RS TN a—Fa0d |
B rrcooezossvvannieERS

EITFOTa v REERNMZ NS, 779 anRELELE, 2 OBA. &
FIXS AT LR T 7T A ET I LB b D THARREMELRH Y £4, AT L THA
L2772 T AT 41, VAT LAOME 0 VB CHRTE£9,

* TAC IZEHKT 5 -

WE., 7t AD7 T v al3RELERA, LRROFIEEBZ DA E XY X < BHfiFd
B2, a7 Ty AN ETa—RTA0NERHY T, ZORET, 7y A VEIEL
T, EHICHAHET A7 0I12 TAC IZEET A0 ENRH Y 97,

tFiRoFETarT 7y AV BINEL, TAC Tr—A&2 4 —7 2 LET,

fiE4K 2
Ty 7w AL v FNERINCY) o— K95, BIOSe—X%— a7 CAZ vy 7 LE
KR

« #R;EL -

DME 70 t®ARN7 T v a Lizha, A v FOFEE 2 TIC BB HERT 20
ERHYET, IEDMET B ANRY T v a LEEEA. 7o A XHBNICEEZEET,
AA v FREREBLTREELET, 2770, WTFOEATHL 7 AR T v
vaThE, AL v FIEIMER R ) v — R A—TIZ AL M, BIOSR—%— a7 KT
KTTHRMEERH Y 7,

[ 1130.593388] nvram klm wrote rr=16 rr str=policyelem hap reset to nvram
[ 1130.599990] obfl klm writing reset reason 16, policyelem hap reset
[ 1130.612558] Collected 8 ext4 filesystems

HAP vy M IL—T W5 :
BAIDAT » L, AL v TF I LIHEREIUETE DREICRT Z & T,

AA TR HEER L TV A5E. A v FOREIRIC, A4 vFniEEhd1 71
DFEFOES THDIHECTRLCEAN LT, avyV—Anb5BIOSe—F— 7o 7 b
\—-,fXA Lij—o

AA v FhPa—F—Ta 7 MIERENEZL, ROa~vy RE AN LET,

« cmdline no_hap reset

« 7—h

cmdline 2~ > Ri&, hap Uty FBMEOHENTZEZIZAS v TRV B—RTH5D%HE
F9, 2FBHDav KT, AT a2 EEBHLET, Vir— RiZk-oTATE7 emdline
T a URHIBRENS T2, n—F—TD ) n— ROV IZ boot 2~ RKNKLET
HHZLITEELTIES N,

INT, VAT AIT—EENET OO LY T Vv AEHTATL LIk o7
EFTTN, ToEARNI Ty aTDHEAL vy TFOEREICHEL 5 ET,

BiOROLIIZ, akvzrna s, 77T 4T 4 2R L, TACOFEICHLE L T EE W,
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| APICYS Y a2 vFUFD RS T a—F 0
APIC TO2R 259vanr5TIna—F427 |

APIC JOER U5y a3 TNoa—TFTa4T

APIC IZI1E, VAT L0 S F X FREEMMAIE ZHIE+ 2 —#Ho 7T — X EF# v (DME)
TrEARNHDET, VAT LAOBEED T o RATY 7 FY 2 TREENKAETLE, a7 77
ANADEREN, TrEARNFue— R NIhET,

WRDOE7 v arTiE, YATATOVADI T vraey 7 by =T OREEICEET 5 EEN
RMEIZOWTHALET, 7. SFIFERIVAT AT ROME, Tukanaifks
N ExBET 2 HE BEOZIWRRBE LZEZIZMDOARET 7 v a IOV TEHALE
T, EFICHEL TWD AT AORRIL, ERET LIZAREMEDO®H 5 7 n e A& RET D72
OIEHTEET,

DME 7O+t X

APIC TEITSNTWHHEERT mE 2L, GUI £/2IX CLIOWTINTHRDITH T LN TE
T, GUIZERHT 2 L, EITHormex L ma A IDA [P RATL (System) [>[a > k
O—35 (Controllers) ]>[7A+t X (Processes) | IZFRENET,

CLIZfiH7T 5L, YurtALFBEAIDIL, /aci/system/controllers/1/processes (APIC1 D
B) OY=U T4 NTHY £,

admin@RTP Apicl:processes> cat summary
processes:

process-id process—-name max-memory-allocated state
0 KERNEL O interruptible-sleep

331 dhcpd 108920832 interruptible-sleep

336 vmmmgr 334442496 interruptible-sleep

554 neo 398274560 interruptible-sleep

1034 ae 153690112 interruptible-sleep

1214 eventmgr 514793472 interruptible-sleep

2541 bootmgr 292020224 interruptible-sleep

4390 snoopy 28499968 interruptible-sleep

5832 scripthandler 254308352 interruptible-sleep
19204 dbgr 648941568 interruptible-sleep

21863 nginx 4312199168 interruptible-sleep

32192 appliancedirector 136732672 interruptible-sleep
32197 sshd 1228800 interruptible-sleep

32202 perfwatch 19345408 interruptible-sleep
32203 observer 724484096 interruptible-sleep
32205 1lldpad 1200128 interruptible-sleep

32209 topomgr 280576000 interruptible-sleep
32210 xinetd 99258368 interruptible-sleep

32213 policymgr 673251328 interruptible-sleep
32215 reader 258940928 interruptible-sleep

32216 logwatch 266596352 interruptible-sleep
32218 idmgr 246824960 interruptible-sleep

32416 keyhole 15233024 interruptible-sleep
admin@apicl:processes>

APIC TEITENTWDETuE AKX, VAT LADORY 77 A VIEEIALET, Znbon
77 7 A WE. APIC techsupport 7 7 A LD —F L LT/ RV T&E £9728, /var/log/dme/log
DSSHY =V T 7B AN L THRATHZ B TEET, 72L& 2I1E, Policy Manager 7' 12 & A
v 7 713 fvar/log/dme/log/sve _ifc policymgr.bin.log I EXIAF L ET,
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B rvcooexss5vvanrsTInya—Fo0y

APICYSvsa vFUAD RS TN a—Fa0d |

DL, YATFATEITENTVWAE B XOHHEAHATT, ik, HEO 2t XD K
TINY a—T 4V ITRIEDOay 77 A NEBRTLINEZEMBE LD, TavART Ty

a2 LT EDY AT L~D

PR L2 T D DITELH ET,

o+ Xx HaE

H—FIv Linux 57 —x /v

dhepd APICIAA 7T 7 RLAZE|I BT EHIZDI
FEITEN TS DHCP et 2

vmmmgr APIC E A /8= A RO T a2 ZALE L
EE

neo Shell CLI A > #—71 %

ae T—H)WVAPICT 754 T L ADKREL A X
VRNY EMBELEF

eventmgr VAT AN EDTRTOA R EREEE L
LET

bootmgr Ty 7 Vwy J—RTOER#;HET7—L U=
T OFH EEIE L E T

snoopy Shell CLI ~V7' | 27 2~ Rii5E

scripthandler

L4-L7T T34 ADAZ VT L@ B L
EScH

dbgr

T AN Ty va L&z ay Ty A
VRN LET

nginx

Web #— " 24 GUI B8 L' REST AP1 7 7
A

appliancedirector

APIC 7 7 A % DIEHK & il 4 AL PR L £ 3

sshd

APIC ~® SSH 7 7 & 2 ZH &k

perfwatch

Linux cgroup SAE MO A Z B L £+

observer

Ty 7Yy AT NEREE, FE. EREE
DF —Z A AL 4

lldpad

LLDP =— = k

topomgr

777V DRERRYEAL RN B
FFLES
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4.
=% =R

CiscoAPIC/\XJ— FKDET EERHA T4
WD WEI A

ZDETIL, Cisco APIC XA T — REEILT B HE, VAFXa—a—WF— (7 7tk
ALTC KT TNV a—T 4T avy ReFTTL2HE BEREEETDI Ia~vr ReET) |
BLOay 7o hoEEs0oa—hL a—P— F—EZ_XR—2ABFEHLTr /A TXHIER
ROBT A RAAL T 7 EBATAHHECONTHHLET,

ZOEL, WOBETHERINLTWVET,

« APIC/ XA U — RD[EIHE (19 _X—)

* Rescue-user 7 77 7 > h Z{#fi ] L NX-OS A ¥ A /L® CLI % i F L 7= Cisco APIC ik % 15 %
9%, on page 20

s T x— IRy al Ay RAL UV EFERH LT =L T—2_X=2 a1 35 (20
~R—=2)

APIC/\R T — kD [al1E

ATy
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6
ATy FT17

ATvT8

IS DOFIEICHE, APIC XA T — REEITLLET,

laci-admin-passwd-reset.txt] & WO ZBIDOED 7 7 A L EER L THREFELET,
77 AN%EUSB K74 712BMLET, USB K7 A 7% FAT £721X FATR2 IZ7 4 —~ v b T&FT,
USB R A 7% Cisco APIC D75 USB AR— h D 1 DI LE7,

Cisco Integrated Management Controller (CIMC) Z{EH 3 2520y, 7 /34 AO&EP % AFUE L T Cisco APIC %
FEE L ET,

ELRIFREND 10O T WYy F A4 <—DRIC[Es] ¥—%2M LT, 7—F =7y FDU X
FERTRLET,

6] F—ZM LT, 774N D grub{TEMELET,

Minux] THEEDITICBEELET, [End] F—F2ITEBKMXF—Z2HEHL T, h— YV EZDITOKREIC
BE) L. [laci-admin-passwd-reset] ZiBANL &9,

[Ctri+X] #f L C=> MU ZEE L 7,
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Cisco APIC /SR 7 — FOETEHAHNATA 07 2R |
. Rescue-user 7 777 > b % L NX-0S X% 1 )L CLI {1 L 1= Cisco APIC ¥ £HET %

B LWANZAT — REFINCT DB 25603 60 £,

Rescue-user 7 12 FZ{EAL NX-0S X2 1 )LD CLl %
{#F L71- Cisco APIC ¥R ZEET 5

rescue-user L. 7 T AHZITIRWES TH Cisco APIC ~D7T 7 v A&t 2840 /4 T
T, ZoulA rEFEHLT, #kOEEE2EL NI TNV a—T 47 avy REETTE
i‘é‘o

)

Note % % /31 Cisco APIC D56, SSH Z{H LT, =—H—4 [lrescue-user] T/¥AV— K72 L
TRIA U TEET, AX 3 CiscoAPICRLURNZ 7 7 7 U v 7 O—ThoToa, F—
A=K, 54, v 2 (KVM) 2>V —LEFEHLTARL—F 4 7 VAT AEHA v
AR =V LRWIRDY | Trescue-user] 7477 MIHEWEHE SATU — REEFELET,

AT w71 Cisco Integrated Management Controller (CIMC) =¥ Y — /L& L CTAPICIZT 7 A LET,
ATw T2 rescue-user £ L TRV AL LET,

Note BHENRAT— RPHER SN TV T, Cisco APIC N7 7 7 U w7 ica 74 LTV BHEEA,
rescue-user /NA U — RNIEHENRRAT— R LR U TT, ZLADOEE . rescue-user D/NA T —
KiZdb v =8 A,

AT w73 acidiagtouch 2~ > REMHH LT, #kz 27 V7 LET,

Example:

apicl# acidiag touch setup

77r—)wﬂ“y/7 OJ42 FAAVFFERLTO—AI
F—AR—=X[zOHA VT3

[T =Ry 7] LWIARIOR LA AV RALUBHY, vy 77U MOLGAEIZT—T
N a—P— F—HR—2 5L Cr A TEET, BAEHEIERA SN 22— =40
ﬂ;gt j:aplc#fallback\\<username> 7:7%
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| CiscoAPIC/SXRT— FOEREHF AT A DT IR
TA—NRy I AT FAVEERALTA—AL F—a~—212051>55 [}

ATV Tl RIRTEIT, Zx— RNy r al A4y RALUVEFEHLTGUIOE—H)L F—F_X—=R|a A
TBH50, NX-OS AXANVDCLIZERA LTI+ — v arsA4y RAL el A4 LET,

apicl (config) # aaa authentication login domain fallback
apicl (config-domain)# 2

group Set provider group for login domain

realm Specify server realm

ATY T2 LEIILUT, ROVICRESTAPIZHEHA LT, ROXHICT+— N RNy al A RALicu s A v
T&EFET,

* URL: https://ip address/api/aaalogin.xml

T —H

<aaaUser name="apic#fallback\\admin"
pwd="passwordhere" />
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Cisco APIC /SR 7 — FOETEHAHNATA 07 2R |
B o ivo 0040 FrqvEgRLTE— AL F—8R—R12051 T3
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B,
=% =R

CiscoAPIC S T a—T 42090 AR
L—o 3y

ZOETIE, RN NI TNy a—T 4 VTBIEEFATT 5 HEICOW TR L, kot
a TR STV ET,

¢ CiscOAPIC VAT LDy v v hE 7 (23 =)

« GUI Zf#i il L7= Cisco APIC D ¥ v hF D (24 ~<—Y)

cGUIZMH L7 APIC Y v — R A7 a VofliH (24 2—2)

« GUI Zfif] L72 LED u 7 — X Offili#l (24 ~_—)

Cisco APIC AT LD vy FFHY

AT T1
ATvT2
ATvT3
ATv74
ATvTH
ATvT6

Z OFNETIX, Cisco Application Policy Infrastructure Controller (APIC) v AT L% ¥ v b &
DULET, VAT LRV Yy MU LR, 77 7Y v 7 2R REE L T EREZ A
o, ZHUTECTHA L Y =V BRWEIINTP == HH L £,

1a s BRI

77 AL OEEEMEPRFERICHEA L TWD 2L 2R LET,

A=a—N—T, [YATL (System) |>[a > +A—S (Controllers) ] #&R L 7,
FTer—rvar v Ry T, [AYkA—7F (Controllers) ]>apic_name Z#RN L 7,
Cisco APIC #4527 U v 7 L, [¥¥w &> (Shutdown) | Z3INL £7,

Cisco APIC # FfiliE L T2 b, EIRZ ANLET,

I IFAEPERITNR LT Z L 2R L ET,

KD Cisco APIC IZOW T ZDOFNEEMED KL F9,
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CiscoAPIC RS T a—F 4V F A RL—vay |
B cuzsEmLEciscoAPICDY vy FEYY

GUI Z{ER L1 CiscoAPICD > vy R AV

Z OFJETIX. Cisco Application Policy Infrastructure Controller (APIC) %3 % v X DU L%

T ZOFIATIE, CiscoAPIC ¥ A7 ARKTT/2 <, 12D CiscoAPIC ¥ AT LDHI Y ¥ v
MU INET, ZOFEICED &, 2 be—J 33y yy MY LET, b
n— 7 Z IR TICE, EEOY B FEITT L LR Wed, vy M T U OFETITIE
BEENMETT, vV U7 78 ATHREND 25613, [GUI 41 L7- LED v/ —%

OflE (24 X—) | EBRLTIIZIN,

)

GE)  FIRETHIUL, Cisco APIC % 1 DT OBENLE T, 7 7 AXNIZA Y T A D Cisco APIC 73
DI EBL20HDRY, FARY /EZIART 7 EANAHETT, —EICHEED Cisco APIC
EEEETAOLENHIEE. ZHUCED, 1 OFHET_RToary he—=I08 4074 12
0. 7y 7V id vy y MU UVRHCEAIRY EHE— IRV £, 2o, = PR
A b OBE (B~ roB#EETy) 250 R) v —0OEF X TEEEA,

ATY TN A=a— =T, [VRATL (System) |>[a > kB—S (Controllers) | #ER L £,
ATwFT2 FeF—rar v RYT, [A2bA—3 (Controllers) ]>apic_name Z#R L £,
ATY T3 CiscoAPIC 2427V 7 L, [vy h&F D2 (Shutdown) | ZiEIR L £7,

AT T4 Cisco APIC # HliE L Tnh, BRAANET,

ARTYTS IV ITAXNERIINK LT=Z L afEd L ET,

GUI #ERL-APICYO—FK XT3 U DER

ZOFNETIE, GUI 2 LT, Cisco APIC ¥ A7 AR TiI72 < Cisco Application Policy
Infrastructure Controller (APIC) %V o — KL $£9,

RATYT1 A=a— =T, [VRATL (System) |>[a> bO—F (Controllers) ] Z=INL £,
AT9FT2 FeF—rar v RUT, [ArbA—3 (Controllers) ]>apic_name %R L £,
RAT9 T3 CiscoAPIC #4727 U vz L, [JB—F (Reload) ] #i&R L E7,

GUI Z{&F L /= LED O /% — %3 M #l|{E

ZOFNETIX, GUI Zf#H L T Cisco Application Policy Infrastructure Controller (APIC) ¢ LED
Ry —XEA o EITATICLET,
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| CiscoAPIC F5 TS a—FaoFARL—2 3y
Ul £/ L7 LD oo —a s ]

ATY TN A=a— =T, [VRATL (System) |>[a > kB—S (Controllers) | Z# R L £,
AT9FT2 FeF—rar v YT, [ArbtA—3 (Controllers) ]>apic_name Z 3R L £,

ATY T3 CiscoAPICZH 7 Vv 7 L, LEIIEUC[AS—4 LED 24 >IZ9 4 (TurnOnLocator LED) | £7-1%
[ —4% LED #74 >I1Z9 % (TurnOnLocator LED) | Z®R L £,
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CiscoAPIC RS T a—F 4V F A RL—vay |
B cuzsmLE D o —2 0%
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=6~
=% =R

CiscoAPIC FrS T a—TF 12T Y—)L
D {5

ZOETIE, BETHAREMEOHIMEDO T TNy a—T 4 V71K SN DY —
NEFEERNLET, N0V —E, NT 74 v 7O, T3y BIOKNFT 74 v
I Ray 7 =T 4T, Tay SRR, Ty EEREORBEOR I
SEHET, ZOBETHHATAEY —LOWEIZOWTIE, LTFTOY—A 2B LTI EE N,

«[ACL O 5% FEFRIE$EER DY (ACL Contract Permit and Deny Logs) | : 22> ~ 5
7 ML= DI=DITEERFAIEINTNE Ny hEZE7e—orX 7 20
2T —ar hZ77 MEBGAL—LDEDIZ ey FENTWDHATry MERFT7r—0r ¥
I OHEMELET,

[7 k2w Y A4 (AtomicCounters) |: Ku vy ZRHOZ7a—0OMO N7 7 4 v 7 O
Mtz ET D2 2H Ml 777V v DI ANV—T 4 T OREENE, 714 v 7
TNy X T T T r— g CEERRE OO A L,
[TOANLATT14HhILE=421) >4 (Digital Optical Monitoring) | : ¥ A > % —7 <
A AT DT ANFTT 4V E=H D T (DOM) itz KR TEET,

[EEM A7 (HealthScore) |: *v hU—JEA KU LZ T L CHEERZKTEOERE
WHEF TV s b (MO) ICOHET A Lok, N7 —~ o AORMEA ST X £,

[(R—k k5w F>2% (PortTracking) |1: 7 v 7V v 7 OEEEMRNT 57201, V—7
AL T LA AL v FMDOY I DAT—H AT =HTEET,

[SNMP] : Simple Network Management Protocol (SNMP) (%, fil % @7 A b (APIC £ 7-1%%
DOHDHEAR) ZVE—FTE=F L, FFED/ — FOREBLHERTE XTI,

[SPAN] : Switchport Analizer (SPAN) (X, &tffi7e N T TNV a—TF 4 T DOFEITE T2 13FF
EDOT TV r—alRARNPO NI 74y VOV TNVEREL, 707 77 4 77%E
=H2 VTG EIT) ZEBTEET,

. [#i5t (Statigtics) | : B RAT V27 O U T XA MAEN RIS E T, HEito
FRIZED, FLURGITE R T TNy a—T 4 VT OFETHAREIZR Y £97,
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CiscoAPIC F5 T LS a—F 15 y—LofER |
B rcio 5o rssvEBEnsoEMES L URR

«[Sydlog] : EEESNDA v =TV DEKEDR/IME, syslog A vE—IIZEHDHEA, B
X O syslog DEEHE 2R ETE £9, NX-OSCLI 74—~ v h CHERTHZLHTEF

R
s [FL—XJL— b (Traceroute) |: /7 v M3EEGEICBENT 5 & X ICHBIZ-EDH 10—
NPT ETEET,

[FSTNYa—F 429 4% —FK (TroubleshootingWizard) | : BHHEIL, 2D
RARA > FEEIRT D Z & THRETE 2REORBENICRETIBEDO F T 71y a—
TATEITHIZENTEET,

« [BREDORLIDERE (Configuration Synclssues) ] : Cisco APIC D b W7 v a VR E7E
RSN TR E I D EHERTEET,

ZOFEL, ROBETHERK SN THET,

*ACL 2> F 77 FBIXOESR R Z7OFEb L OFER (28 X—)

c MEHEBOWNEICT vy Ao ¥ R v—%fHTSH 37 —)
T IUHNFTT 4N E=E D THERIORMEE R (42 =)
« EFMHEA 2T OBMEDOER (46 ~X—7)

Ty EERBOZODOR—F N T X7 OFME (50 2—)
TRAADE=HY 7B LOEFH SNMP OfRL (52 ~X—)

c NT T 4w E=HY T D SPAN ORERL (57 _—)

s HEFOMEH (91 =)

* Syslog ® Y — R L3 DFgE (97 <—)

s Traceroute =i L7z /X2 D & i O7 X b (102 =X—2)
NFGTNa—T 47 U4 PF—FROMEH (106 X—)
EDFMORHEOMGE (144 ~—)
A== T I T4 ET 4 DFER (144 =)

s MAIABGHEET T T AV EV 2—b (145 X—2)

ACLaY FS U FBEELUEEOTDEINEE KUXRTE

ACLEZHDHFRAIE I IEFOTIZDONT

BRIN—ND T T 47 7u—kuaJieakB L OERT DI, BOH AL —LDi=dik
EENAZLRHTREINTE Ny b EFIZ7e—0u 252 HiMbEB L OSERT 5, O
AL —LDd Ray FXSnf-7a—oa 2B L O0FERTx £,

o B EBHIES L — L

EKIDMEA TT 7 v a VERERT S
o B FE - 134 o sk
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| CiscoAPIC kS TLLa—F 4 LT Y—ILOER
GUI M L TACL Z#Da L 0¥ s a2 amT2 ]

cACI 777V w7 ®ACL 2> N7 7 FFA[IX, EX F7213 FX T4 5 41D Nexus 9000
V=X AL v F, BIXOENLBEOT X TOET L TOLEYR—FEINET, 72& 2
1Z. N9K-C93180LC-EX =2 N9K-C9336C-FX D L HIZIHREL T Z &V,

CACI 777 ) w7 TCoulZ oL, T XCHOTT7 v 74 —ALTHR—FENTWE
@—O

EBBIG O T 4 NV H T J directive ZHFHT A Z IV AR— SN TWERA, B
directive Z X ETH &, VYV —rNEIN— VORI —NEAELET,

PEHERS K OEE IR0 & -4 12 DWW T OFEAEIE,  [CiscoApplication Centric Infrastructure
Fundamentals] 33 & O [Cisco APIC Basic Configuration Guide] % &M L T 72 &0y,

ACLEFRAIS S MEE R THAIZEEN D EPG T—4

Cisco APIC, U U—232(1) £ T, ACLHF B LOEE 1 7/ Clid, fidk ST 535912 B
1T 372 EPG 3Bl L CWERATLZ, U U —2A32(1) TlE, %578 EPG & 4155 EPG
NACIFAB X ES e ZOHAICBMENE T, ACLF B L ONES e 712, ROHIR
Z O EPG 2 &0 £,

« X FT—Z7HND EPG OELEIZL > Tid, B 7D EPG T — X A TERWIGENRH Y
£,

cREOEENREAET L EE, vl T —2BHIBYINIZR > TWAAEMERH Y 3, ZF
L7IRIETIX, v T— X X EMETT,
O NRIZT A —HAINTWDHEX, FABIOES T 7D EPG 7 — X 13 b IEREIZ Y
ij—o

* AJJTOR CTANRY 2 —0BA A =L EZINTEY, HIJTOR THAORY > —0A1 A
r—=ILENTWBEED EPG 7>6 EPG ~D 7 11—,

RV —7 TOR TI1HDOKRY > —3i@H 4, FEBL TOR THOKR Y > —23@H ST
WAEE D EPG 726 L30ut ~D 7 11—,

v 7' 7)o EPG 1X, AV —t A (A L3Outs & Tr) T 35 uSeg Epg + 7213 Epg
T A= RSN THEREA,

GUI ZEA L TACLEZHDHFRIEAX VT DIERZERICT S

WOFIETIE, GUI i L CACL O L X FOESEFHNIT D HEEERL
F7,

\)

GE  FFarm¥ o7& &7 MEI. EPG 3 BE T 5 VRF 2587 7 b TY, ZHUTST LS
EPG LRI LT F > FORET 2N THLLETH Y A,
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B nxoscuzmmLE AL RO S OEME

ATY 1 A=a— =T, [Tenants] > [<tenant name>] DJIEIZIEIR L F 7,
RTw T2 [Navigation] ~3A > T, [Contracts] % B L, [Standard] %472 U 7 L C [Create Contract] % 3R L &
R
ATw T3  [Create Contract] ¥ f 7 2 /R 7 AT, WOVEEEFIATLET,
a) [Name] 7 1 —/L FiZ, #RDOLFTEZATI LET,
b) [Scope] 7 4 —/V KT, £MDA=2—7 ([VRF], [Tenant], F7=i% [Global]) %R L FJ
) A7 var, BRICHEATHZ—4 > FDSCP £7215 QoS 7 7 A &ZREL £,
d) [+]7A=2>%27 Y 7 LT, [Subject] BB L £,
AT w74 [Create Contract Subject] ¥ A 7 12 7R 7 AT, IROBIEEFATLET,
ATV TS AL OLARTEFERARZ AT LET,
AT9T6 AFvar, Z—=F Yy FDSCPDORuy 7 Xy VARG, HAIZHEAT S DSCP 23R L 7,

AT 1 B EWH SR TR 2y ya—nhb T a4 ZOFIZOREHAT 2D TRWEY | [Apply Both
Directions] (¥4 IC LizFFIZLTBE £,

ATw 78 [Apply Both Directions] % F = 27 L T/ 54 [Reverse Filter Ports] #F = v 7 L7z E £ LT, L—/b
NTONRAL ENOHEBEEICEA SN L)L AV 4 =R E5EeR— M EH L E7,

AT [+]T7A 2% 2 v 7 LT, [Filters] #EBELE7,

ATy 710 [Name] Ku v 7 H o URAKNC, 72&zxE, arp. default, est, icmp/2 &4 7Y a3 VA ERT 50, DL
AR E LI 7 4 VA @R L £,

ATw TN [Directives] KRy 7 X7 URXNT, [log) %7 Vv 27 LET,

ATFY T2 (EE) ZoATETTLT 7Y a % [Denyl ICERELET (37273 a & 740D
[Permit] D F FIZLET,
Directive : = 7 HZMLIZE D . ZOHADT 72 a ) [Permit] 1272 > T A4, ACL 134E:4 & 225
WEVHE I TWDL 7a—e X7y NEBIFLET, ZOHLDT 7 2 a V)5 [Deny]l D&, ACL D
ESEr 3 7r—e Ty B LET,

ATy 13 (LR A OERIBMZRE L ET,

ATy 14 [Update] 27V v 7 LET,

ATy 15 [OK] %2 Vw7 LET,

ATy 16 [#E (Submit) 1227V v LET,
B TR O L THEZIIR Y £,

NX-0S CLI ZfEF L 7= ACL 25O ¥ > U DAL

WOHIIE, NX-OSCLI #{#H L T KT n X V2 FhcT 2 HiEE R L TOVET,

ATV BREANL— VIOV EETEE Ay hERR 7 e —0ua X ZE2FNCT 51003, koo~ R
HALET,
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ATvT2

RESTAPI %A L 1= AcL2asra o s snant |

configure

tenant <tenantName>

contract <contractName> type <permit>
subject <subject Name>

access-group <access-list> <in/out/both> log

5 -
WIZHlZ R L ET,

apicl# configure

apicl (config)# tenant BDModel

apicl (config-tenant)# contract Logicmp type permit

apicl (config-tenant-contract)# subject icmp

apicl (config-tenant-contract-subj)# access-group arp both log

Al a0 7 B IC T 5121, nofBEdD access-group 2~ > K& L E 9, 72L& 21E. no access-group
arp both log 2~ R&fEH L E9,

RESTAPI /A L 7- ACL 22/l O X > J DAL

WOFENEL, RESTAPI #fiH L CHAIB L OHES e X 726802 T 5 HiEEZ R LTWVWET,
ZOMHITIX, ACLDOHFRIZHRE L., M4 Permit RE L., REINTZT 7 a U EELST B
1T, BYIOaX U S EAEE LET,

ZOBETIHE, WOBID X 912 XML T post #3515 L E T,
i

<vzBrCP dn="uni/tn-Tenant64/brc-C64" name="C64" scope="context">

<vzSubj consMatchT="AtleastOne" name="HTTPSsbij" provMatchT="AtleastOne" revFltPorts="yes"
rn="subj-HTTPSsbj">

<vzRsSubjFiltAtt action="permit" directives="log" forceResolve="yes"

priorityOverride="default"
rn="rssubjFiltAtt-PerHTTPS" tDn="uni/tn-Tenant64/f1t-PerHTTPS" tRn="flt-PerHTTPS"
tnVzFilterName="PerHTTPS" />

</vzSubj>

<vzSubj consMatchT="AtleastOne" name="httpSbj" provMatchT="AtleastOne" revFltPorts="yes"
rn="subj-httpSbj">

<vzRsSubjFiltAtt action="deny" directives="1log" forceResolve="yes" priorityOverride="default"

rn="rssubjFiltAtt-httpFilter" tDn="uni/tn-Tenant64/flt-httpFilter" tRn="flt-httpFilter"
tnVzFilterName="httpFilter"/>
</vzSubj>
<vzSubj consMatchT="AtleastOne" name="subj64" provMatchT="AtleastOne" revFltPorts="yes"
rn="subj-subj64">
<vzRsSubjFiltAtt action="permit" directives="log" forceResolve="yes" priorityOverride="default"

rn="rssubjFiltAtt-icmp" tDn="uni/tn-common/flt-icmp" tRn="flt-icmp" tnVzFilterName="icmp"/>

</vzSubj>
</vzBrCP>
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B cvzemLrzrzsEsns soamit

GUI ZERA L ELEZHEREOX VDAL

ATy
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6

WOFIEL, GUIZHH LTIk T 7 FOERa X 2G0T 5 HEEZRLTWE
bé‘o

A =a— X—"TC, [Tenants] > [<tenant name>] DJIEIZIER L £,

[Navigation] ~-f "G, [Contracts] % BB L £,

[Taboos] #4727 U v 7 L. [Create Taboo Contract] Z &R L £,

[Create Taboo Contract] # A 7 2 2 Ry 7 AT, ROBFEZFETL TEILRMEZRELET,

a) [Name] 7 4 —/L FIT, RDOAFTZ AT LET,

b) A7 =3, [Description] 7 4 —/V RIiZ, ZEIEFFOFAEZ A LET,

c) 17 A =2>%&27 Y »7 LT, [Subject] BB L £,

[Create Taboo Contract Subject] A 7 17 R 7 AT, IROBEEFITLET,

a) [Specify Identity of Subject] fEIIZ, #AT&LFM (X7 ar) ZANLET,

b) [F]TA 3% vs LT, [Filters] #EH L £,

c) [Name] Ku v 7*Z o U A M, <tenant_name>farp, <tenant_name>/default, <tenant_name>/est,
<tenant_name>ficmp 72 ¥ DF 7 /b MEDOWT A IR L, LLRIVER L 727 4 /L & > [Create Filter]
IR E 7,

GE) [Specify Filter Identity] fE}# C [Create Filter] 23R L7=355 . IROBEAEEZFEITL T, ACL{ER
=V OIEEEZIRE L ET,

1. &AfieA T aroaflE AN LET,

2. [Entries] BB L., V=1 DA4HIEZAN LT, HETDNT7 74 v 7 ZERT DML
Lij—o

3. [Directives] RKr > 7% 72U A KT [log] Z#®INL 9,
4. [Update] 7V v 27 LET,
5 [OK]%2 U w2 LET,

[i#E (Submit) 127V v 7 LET,
0 TIN T OERIEEFN TR L THENC D £,

NX-0S CLI #{#EFH L =21 2$EEn X 0 ERE

ATy T

WOFHNE, NX-OS CLI i L CEEIEEME R e X 72439 T 2 HiEEZRLTWET,

I EPHES L — DD Kuy 7 ENT " ry hERIZ7a—oua X o 2G0T 5I1IiE, IkRo
<~ REHFEALET,
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ATvT2

RESTAPI A L=k 2wEmn ¥y soant [

configure

tenant <tenantName>

contract <contractName> type <deny>
subject <subject Name>

access—-group <access-list> <both> log

5 -
WIZHlZ R L ET,

apicl# configure

apicl (config)# tenant BDModel

apicl (config-tenant)# contract dropFTP type deny

apicl (config-tenant-contract)# subject dropftp

apicl (config-tenant-contract-subj)# access-group ftp both log

R v X 72T 512X, nofEXo access-group =¥ REfHLET, =& 21E. no access—group
https both log X< &AL £9,

RESTAPI Z{F R L - Z 1L 2HEEOX T DEIIL

WOFENEL, REST API i L CEEIEEHE R X 7 2 G392 T 5 HiEEZ R LTWET,

BT =R ERET HRX T EHEET S, IROBIO L 512 XML T post Zi4F LET,
1

<vzTaboo dn="uni/tn-Tenant64/taboo-TCtrctPrefix" name="TCtrctPrefix" scope="context">
<vzTSubj name="PrefSubj" rn="tsubj-PrefSubj"">
<vzRsDenyRule directives="1log" forceResolve="yes" rn="rsdenyRule-default" tCl="vzFilter"
tDn="uni/tn-common/flt-default" tRn="flt-default"/>
</vzTSubj>
</vzTaboo>

GUI ZERA L= ACLEFRIE K MHEE R J DRR

AT T1
ATvT2
ATvT3
ATvT4

WOFEEL, GUIZHERALT, hF7 4w 7 7ua—d ACLEFARBIUEGa 7% (A
o TWIL) FRT D HIEEZRLTWHET,

A = =a— /N—"TC, [Tenants] > [<tenant name>] DJIEIZER L £,
[Navigation] ~X- > C, [Tenant <tenantname>] %72 U v 7 LE 7,
Tenants <tenant name> [Work] ~X-{ > C, [Operationall ¥ 7% 7 1V v 7 LE7,

[Operational] # 7@ FC, [Flows]| ¥ 7 %27 V> 27 LET,

[Flows] # 7O F T, WIFNrDZ T %227 ) v 7 LT, LAY 2#Faas ([L2Pemit]) . LA ¥ 370
7" ([L3 Permit]) | LA ¥ 24E#& w2 ([L2Drop]) . £72iF LA ¥ 3iF a2 ([L3Drop)) OB F7—4
ERRLET, KXT T, b7 4y RT7a—L T UL, ACLRF LV F =X 2RRTEET, 7—
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B orestari zmm L AL TS L UIEBDY

2 RA Y ME, vl Z AT L ACLV—/MZE U TR £9°, 72 & 213, [L3Permit] 7 735 K OV[L3 Deny]
B NEIRDT—H RA v b EENET,

* VRF
* Alias

« EEILIP T RLR
«SEJEIP T R LA

e 7 hav

« EETLAR— B

« FLSEAR— b

« EFILMAC 7 KL R
565 MAC 7 R LA

* Node
cEETAVH—T oA A
* VRF Encap

» %55 7C EPG

GE) F 72, [Flows] ¥ 7 DFED [Packets] # 7 ZHEH LT, 7 =F ¥, HFEnx. BLUSELFE LT
HHNN Ty DO NV—T (K I1I0MH) OACL e ZIZ7 7 BATEET, #MESNZY Ry
TEINTEVT DRIy DX A TR TEET,

RESTAPI Z{EA L= ACLFa B L VIEFO S

KOFNE, RESTAPIZHH LT, FI9 74927 7a—D LAY 2EER S F—F2FrT 5
JEERLTWET, ROMO ZMHL T/ 2R ETHZENTEET,

* acllogDropL2Flow

* acllogPermitL2Flow
* acllogDropL3Flow
* acllogPermitL.3Flow
* acllogDropL2Pkt
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NX-0S CLl £ L= AL e s £ viEBR R v ox% [

* acllogPermitL.2Pkt
* acllogDropL3Pkt
* acllogPermitL.3Pkt

1R BHHIIZ

ACLERIFFAIB LG 0 7 OF — 2 23R T 2002, #FAERIMEG e X 72 /T2
WERH Y £,

LA ¥3 Ry al 5F—2%FRT5121L. RESTAPI ZHEH L THRD 7 =) 2EELET,

GET https://apic-ip-address/api/class/acllogDropL3Flow

B -
WOBEITIE, Y7 Aiien 2R LET,

<?xml version="1.0" encoding="UTF-8"?>
<imdata totalCount="2">
<acllogPermitL3Flow childAction="" dn="topology/pod-1/node-101/ndbgs/acllog/tn-common/ctx-inb

/permitl3flow-spctag-333-dpctag-444-sepgname-unknown-depgname-unknown-sip-[100:c000:a00:700:b00:0:£00:0]

-dip-[19.0.2.10] -proto-udp-sport-17459-dport-8721-smac-00:00:15:00:00:28-dmac-00:00:12:00:00:25-sintf-

[port-channel5]-vrfencap-VXLAN: 2097153" dstEpgName="unknown" dstIp="19.0.2.10"
dstMacAddr="00:00:12:00:00:25"

dstPcTag="444" dstPort="8721" lcOwn="local" modTs="never" monPolDn="" protocol="udp"
srcEpgName="unknown"

srcIntf="port-channel5" srcIp="100:c000:a00:700:000:0:£00:0" srcMacAddr="00:00:15:00:00:28"
srcPcTag="333"

srcPort="17459" status="" vrfEncap="VXLAN: 2097153"/>

<acllogPermitL3Flow childAction="" dn="topology/pod-1/node-102/ndbgs/acllog/tn-common/ctx-inb

/permitl3flow-spctag-333-dpctag-444-sepgname-unknown-depgname-unknown-sip-[100:c000:a00:700:000:0:£00:0]-dip-

[19.0.2.10] -proto-udp-sport-17459-dport-8721-smac-00:00:15:00:00:28-dmac-00:00:12:00:00:25-sintf-
[port-channel5]-vrfencap-VXLAN: 2097153" dstEpgName="unknown" dstIp="19.0.2.10"
dstMacAddr="00:00:12:00:00:25"
dstPcTag="444" dstPort="8721" lcOwn="local" modTs="never" monPolDn="" protocol="udp"
srcEpgName="unknown"
srcIntf="port-channel5" srcIp="100:c000:a00:700:000:0:£00:0" srcMacAddr="00:00:15:00:00:28"
srcPcTag="333"
srcPort="17459" status="" vrfEncap="VXLAN: 2097153"/>
</imdata>

NX-0SCLI ZfEA L= ACLEFRIE K MHEE R J D RR

WROFNEIL, NX-OS A% A /L CLIshowacllog =~ > RZ{H L TACL 1 7 DO#FilZHFHrT 5
FiEERLTONET,
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B nxoscuzsmLE AL BRI B L CEER S ORR

LA ¥ 3 a<2 ROFEXIE, show acllog {permit | deny} I3 {pkt | flow} tenant <tenant_name> vrf
<vrf_name> srcip <source ip> dstip <destination_ip> srcport <source port> dstport
<destination_port> protocol <protocol> srcintf <source interface> start-time<startTime> end-time
<endTime> detail T,

LA ¥ 2a~vy FOMIILIE, show acllog {permit | deny} 12 {flow | pkt} tenant <tenant_name> vrf
<VRF_name> srcintf <source interface> vian <VLAN_number> detail T3,

\)

(£)  showacllog ==~ o ROERLMESCET, % _H#EAX Cisco Nexus 9000 U — X ZA v F
(N9K-C93180LC-EX 72 E4 HI DI ZICEX 72X FX 32K, & L XZNLFED T Y —X)
BELCiscoAPIC UV YV — A 32 TOAERATE LT, FMHRORAL v F (LHTIORKZIZ
EX F£7213 FX 303 720y) F 7218 3.2 LLETD Cisco APIC U U — A Tid, i A[RE7 20k
RLOEAY TT,

Cisco APIC 3.2 A& TlE, 1BMDF — T — K73 detail keyword:[dstEpgName
<destination_EPG_name>| dstmac <destination_MAC_address> | dstpctag <destination_PCTag>
| srcEpgName <source EPG_name> | srcmac <source MAC_address> | srepctag <source PCTag>]

Llylca~vry ROWMEFOA—Y g B MEnET,

AT w1 ROFITIL, show acllog drop 13 flow tenant common vrf default detail =~ > RZ2#H L <, H@7s7F o b
DAY 3G 7T 2FME R R R T o EE R LET,

1 -

apicl# show acllog deny 13 flow tenant common vrf default detail
SrcPcTag : 49153

DstPcTag : 32773

SrcEPG : uni/tn-TSW_Tenant0/ap-tswOAPO/epg-tswOctx0BDOepg6
DstEPG : uni/tn-TSW_Tenant0/ap-tswOAPO/epg-tswOctx0BDOepg5
Srclp : 16.0.2.10

DstIp :19.0.2.10

Protocol : udp

SrcPort : 17459

DstPort : 8721

SrcMAC : 00:00:15:00:00:28

DstMAC : 00:00:12:00:00:25

Node : 101

SrcIntf : port-channelb

VrfEncap : VXLAN: 2097153

ZOBITIHE MR D AL v FF£7212 3.2 LARITD Cisco APIC V V — A TOHNZRLET,

AT w72 wRoOBFITIL, show acllog deny 12 flow tenant common vrf tswOconnctx0 detail =~ > K& H LT, @7
T FDOULA Y 3ER e ZICHET LFEMIERE R T D EEZRLET,

i -
apicl# show acllog deny 12 flow tenant common vrf tswOconnctx0 detail
SrcPcTag DstPcTag SrcEPG DstEPG SrcMAC DstMAC Node SrcIntf
vlan
32773 49153 uni/tn-TSW uni/tn-TSW 00:00:11:00:00:11 11:00:32:00:00:33 101 port-

2
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FEHEROUWEIZT b3 v hovs Ky o—xaATS |

_Tenant0/ap- _Tenant0/ap- channel8

tswOAPO/epg- tswOAPO/epg-
tswOctx0BDOepg5 tswlOctx0BDOepg6

ZOBITIEE RO AL v F E7213 3.2 BLATO Cisco APIC V V —ATOH S 2R L ET,

ATv T3 ROBITIE, show acllog permit I3 pkt tenant <tenant name> vrf <vrf name> [detail] =~ > F&f#H L T,
KRG SN2 — &7 VRF ACL LA ¥ 3 7F [Ty MMZET D3l a 2R T 5 HiEE R L TWET,

apicl# show acllog permit 13 pkt tenant common vrf default detail acllog permit 13 packets detail:

srclp : 10.2.0.19
dstIp : 10.2.0.16
protocol : udp

srcPort : 13124

dstPort : 4386

srcIntf : port-channel5
vrfEncap : VXLAN: 2097153
pktLen : 112

srcMacAddr : 00:00:15:00:00:28
dstMacAddr : 00:00:12:00:00:25
timeStamp : 2015-03-17T21:31:14.383+00:00

ZOBITIEE MO AA v F E7213 3.2 LLATO Cisco APIC U U —ATOH N Z/RLET,

ATy 74 ROBITIE, show acllog permit |12 pkt tenant <tenant name> vrf <vrf name> srcintf <sinterface> =~ > K%
ERLT, A F =T =2 ZAR=FF ¥ XNV INOEESNTT 74/ O VRF LA ¥ 287y MZH
TOHMERRT D HEEZRLTVET,

apicl# show acllog permit 12 pkt tenant common vrf default srcintf port-channelb
acllog permit L2 Packets
Node srcIntf pktLen timeStamp

port-channelb 1 2015-03-17T21:
31:14.383+00:00

OB TIHE MDD AL v FF£7215 3.2 LARITD Cisco APIC V VU —ATOHNZRLFET,

MRETRBDIREICT F2V I WO VAR O—%ZFEAYT
%

ThIvI Ay R —EFHTLE, 2 RERA b, ZU RERA 2 b T A—T 4
WA =Tz A, BEIOIP T FLAOMAGOEMO N7 7 ¢ v 7 12T 22 IE
TEET, ESNZERT, 777V v 7HNO Ray TR NV—TFT 4 T ERHTE S
72, AR T Ry S EFITL, TV r—a UBEROREZYI0 552 L TE £,
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CiscoAPIC F5 T LS a—F 15 y—LofER |

TrIwO hoo4s

T hIvZ AR, 777V INOZ RRA v, EPG, F72137 7 r—y 3
DD N T TNy a—T 4V TIENLHLET, 22— — LR— 77V r— a3 UREL
2ol 20D RRA VMO T 7 4 v VHREREZERTH12DICT "Iy 7 oo
DUEIZRDGERHVEST, 7T I v 7 DT I NERETIHED 12X, N T TV TF oy
M & PRI BER T — FICT BT, =& 2, BEPWHNTH Y . AL —F—»NF
Ty NET T 4TI LTS EXIIRETDHLEIERY A,

ThIv 7 Ao 2E, 777V v TONRT y MEKOKRICES S, B OMBEORIK %
TR HEETEET, ThIv 7 AU ZTlE, 777U v 7 TNTP ZHNCT 50BN
HFEI,

U—7 (TEPH) OT FIv 7 By ZIF3RERETEET,

e Fo v, AKEBLOEE N7y OB b
« thD 30 Bl EOBHIROT — 2 INE, 54, 155, £REFRLU EOESMOT—4

LGS

CANA Y T T 4w T EOFM (TEP, U —7, F721X VPC DN 64 K DOGEITE

Ik =

MR T =2 U T

U—7M (TEPH) 7 FIv 7 WU ZETREMTHY, 7V T T&EHA, LEL, 30HD
ThIv 7 AU ZE30BHERTY £y FESazd, Wikt BB RE 9 5 RO 57 FE
R TE £,

TFU DT R v T AU ZIREREETCE E T,

)

c ey ARBBIOEE ATy NeEle, 777V v I RBEKDONT T 4w 7 DT 7Y
r—vavEBhYH

cB— NIIREEHET,

s TV RARA LV EMHTZ U RIRA Y PA~DMAC T RV A, Fidm RARA > b=y
RRA L F~DIPT RV A, 1 DOF =5y h = RARA  MIEHDOIP 7 R LU AN
BT O TOWDAMREERH S Z LICERE LT EEW,

AT arDRY N FETAFED EPG Y — EPG

+EPG 26> KA > b

* EPG 225 * (fE7R)

e TV RIRA LV MIBAERIP 7 R LA

GE)

ThIvI B FiE, 200 KA > MEO 7y NEZBIFL, ZhallEEeE LT
FHLET, 2ndbld. "— R =7 LU TO Ry PR T— I B EREELTNE
A,

Ry 7ENT 7y ME, BETHEELZ L0 BBEGEENZE LI Ny M DRnEs
WCHEEINET,
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Frvs hoosicET sxEsEsLUHnSEE [

Hi Sy M3 BEITEE L2 L0 bEREZE LIy v hOGRLZNEEIZHA S
NET,

ThIv9 A0 BICEYTHFEFRES S VHINER

T P AT ZOEIE, =2 RARA M RERRDT T PERIERCT T RO
Bippary7xA L (VRF) ZHL5EEFYAR—bahEtA,

* Cisco APIC U U —Z 3.1Q2m) LIfETlL, 777V v 7 DT A 7 XA LANO/ S THEGHEH
DRI o Te GG, EONRRIKTHT NI v 7 WvrZidAERShvETA, £

7oy (M5 7499 <y T (TrafficMap) | ([AIfR1E (Visualization) 1 % 712H 5 H DT,

[##4E (Operations) ]>[AI#R1E (Visualization) ]% Cisco APIC GUITEIRT %) (21, &
RTONATIERL , TIZTATRANA, DFN 777U v 7 OFMDNT DS

T, N9 749Dl RAFETIRERINET,

«IP 7 RUADNFEE I Wi LA v 25¢&E (IP 7 R A1£0.0.0.0) TiX, => K&
A > MEPG [l L EPG/= > KRA ¥ FHDT I v 7 o Z R =g R— |
SNEFA, ZOHE, =2 FRA U B L PEPGRIORY > — 3 R—F S Ez T,
SR Y =3 ST IP T R U AR AEEZ2 Virtual Routing and Forwarding  (VRF) ~—
ATHY, PAR—FINET,

T NIV I AT EDREILEIISEN T RRA V N ThDIGE, TOTY RKA v
MIRAFZT 4 v 7 TR EATIv I THOHIULERDVET, ¥4Iy 7 = RARA
U~ (fv:CEp) &IIELY, 2AZ2T v 7 = RiA b (fv:StCEp) [ZIX7 I w27 h
UV BN AT V=7 b (fv:RsCEpToPathEp) 23% VD £t A,

PR RO TIE, V=T AL v FRTRTORNS, U AL v FREH LTV Ay T a
WZiE7e<, V=7 (TEP ) OA T 2T T EBVICEELEHEA,

« U—7M (TEP) 7 FI v B ZOEE, bR ERN—F 7 = 7HIEA FE
Hé, VATATIE—FRE ML=V ET—FNHRRA T RIZEER L, 2—PFITITAA
VIEDRNT T 4 v T ITFRRENR LY F1,

e T NI AU UEFIANRS L Taxy T T 42T FLERTA,

« 77 7Y v ZIZADHL, TV — T A= MIEREINAHIC Fay a7y b,
TRIvZ BRI L>THERINLET,

NANR=ANAPTHIVREZ N7y b (AILR—F 7 N—TERAL) FhTo RS
NEEA,

T hNIv T BRI, TI2T 4T 777V Xy NI—7 XA Fna haj)
(NTP) RYU > —D M T,

T RI w7 B HILIPV6 DIEEIL &R TEMEL £ 28, IPv47 RL AL IPv6 7 R
VAZRESHETCEETIP T FLALERLIP 7 RLAEZEHRTAHZ LIXTEERA,

« BEImEITIEE LTHNCEp 2 L CRESNTZT M v 7 B Z KU »—Tid,
VCEp EEERIGA T V7 NIFET HMACT RLABLIWIPT RLAMDNLD KT 7 1
&k\ﬁ%m@k774/&tfﬁﬁ7/béni¢oﬁa@@%ﬁﬂ%ﬁfylﬂhf
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IP7 RLVA T =)L RNEOHRE, TOMACT FLRALDOBTEZEINDETITOH b
T4y ZRNIPT RURIZERZRS I & ET, Cisco APIC 73 fvCEp (2D T
BOWPT RLAZFEHLTWLEE, BIRO X 512, (VCEpEEXIG A7V =7 FEIKIC
HL1IODIPT RLADHRNAIT Y FEINET, FEDIP T FL R & OEZ(FICEE L
T NI Ay RY U—ERETHITIE, HEILEITE LT vIp FEE S
ATVl NEFEHALET,

« fVCEp DRI tvIp DMFAET DAL, fVCEp R— A DR Y o —TlE 72 < VIP _X— A DR
Vo—zBMT 508N NH £,

« TV RARA Y EBFELCEPGIZBE L TODHE, IPV6 ~y X —ZFfOL A Y27 ) vV R
NoZT7 497D, FNHEDOT RARA L METOT I v B H2meHigEESnEs
/\/0

« EPG £721Z ESG 75 L3Out EPG IZ{iiL D b7 7 4 w 7k LTT "I v 7 o ZH3 %
BET AL, T RXRTCOT VT 4w T R~y FEEAZD, 000 TIE2< 0/l BLON128/1
ZfHH LT L30ut EPG ##%E L £7°,

* CiscoAPICD b7 7 ¢ v 7 = v 7 F— ) Ttrial] [ZEE S 4L TUWT, Cisco APIC 73 F1545
EELER LGS, ZOEEEZ7 VT TCELHM—DHEZX, N7 74v 7 v~y 7 E—
K% Ipath) IZRETHZETY, NI 74w 7 v~y 7 B— NEERET LTI, [BE
(Operations) ]>[®J4R1t (Visualization) JI\ZBEI L. [RTE (Settings) |22V v 2 L.
[E— R (Mode) JD/SRZFRL T, [EFE (Submit) [#27 Vv 7 LET, ZHUTLY,
AN EHOW T TR=FZTLD RN ESNE T,
FIZATNE—RTHE, PRGBS H—T 2 ADIRKRAT—IV AT v 7 AT
BETHAREMENELS 2V ET, ZOF—FI, IVEL DY 7 2T EBION—F
DT VY —RAEWHHELET, WA v H—T = A AT, N— R =T N bR
HEAHF BTV ID T,
FLANLE—REEBELE M X)L = RiRA > b (TEP) RICHE—D F 2R3 H D
BalE, 02 oN—FRu=7 VY—ZAL{EESNET, 2ExE, 620777V v
I R—=FE1DOD N AABRBIEGE, N—RU=TX, hrxroKic7r7) v
A= FO¥ERF IS LV P BEBERELET,

V7 T OBRE. BB TONTMEEA v X —T oA ADEN2048 % B2 D &, N—
Ry =7z N ZERTEEHA, TORME, MRz Gt A, 71y

7 X OEE, ZOMBIZED ERITEEE L TEREINDZERHD 77,
NAE—RIZIZ, TEPOZY NI ETFRH Y £3, vPCOLGE, 25O N RA A
F—ERFET, LIen-T, EIRICGET D AMMEMITKS 20 £,

ThIVY A2 DER

ATFYTFT1 A=2—/X—=T, [Tenants] 7 U v 7 LE7,
RTF9T2 T A=a— N—T, LBERTFTFTL el V7 LET,
AT w73 Navigation 7 1+ > KT, 75 M ER L, Policies#/EB L., Z£#/» 5 Troubleshoot % &R L 7,
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ATvT4

ATy TH

ATvT6

ATy 17

ATvT8

7 bk

1

7rzvy nvvanamt [

Troubleshoot @ T, Atomic Counter Policy &L, FT7 7427 "R UZ@ERL£T,
T2 RRA » FOMBEDE, = RRA L N IA—T WA H—T 24 ZABLIPT KL A D b
T77 4y 2 ETEET,

WER hARe Va4 Y v LT, AddtopologyPolicy 3R L, AddPolicy #14 7 a 7Ry 7 A%& %
R

[Add Policy] # A 7 7R v 7 AT, ROEEEZEITLET,

a) [Name] 7 4 —/V RIZAHR U o—D&4RTEZ AT LET,

b) N7 74y ORETOMIIEREZEINT 200, ANTLET,
MBIRFRBIEHRD ) — A (2 RRA v, 2 RRA Y DT NV—T WA v F—T =2 A A, &
TZXIP T RLR) (ko TR 97,

) MI7 74 v 7 OkOBHIEEMAERIRT 2200, ALET,

d) (EE) (EE) [Filters] 7—7 NV T+7 A a2 7 Vv 7 L, AV TDHNT T4 I DT 4K
Vo7 EBELET,
7/~ Z 315 [Create Atomic Counter Filter] 44 7 12 77K v 7 AT, IP7'v ha/LEFE (7= & 21X TCP=6)
WCEBT74NEY T BEORETLSEDIP R—  ESICE D74 NE ) VB ETEET,

e) [Submit] 27 Vw27 L, 7hIvs I Z R —%RGFLET,

[Navigation] <A > T, BRLIEZ MR POTOHLWT bI v T B2 R —2ERLET,

AU —FEMN [Work] <A1 IFrInET,

[Work] ~XA > C [Operational] # 7% 27 U v 7 L, [Traffic] 7% 7% 27 Vv 7 LT, 7 hIvT Ay X
DOfEeEHEHRE R R LET,

v hoUE0EMIE

TRIVI DU EBERALCT7 77V v 7RO Fay FeiEL—T 0 TR L., 77V
r—a VEEROMBEORE T Ny T ESBEE FTREIZT D IZIL, IROWT DX A T DT
FURTRIv T AU H RY —% 1 DLLEER L £,

*EP to EP: = RARA » Mipb = RARA & (dbgacEpToEp)

*EP to EPG : = RiRA > kb KA >k 7 /v—=7 (dbgacEpToEpQ)

«EP_to Ext: = RARA & FBANEIP 7 R LA (dbgacEpToExt)

«EPG to EP: =Y RiRA > b Z—7 bz RikA > (dbgacEpgToEp)
*EPG to EPG: = RARA » N T N—T bz RARA > k7 v—7 (dbgacEpgToEpg)
*EPG to IP: = RABRA >k ZL—75 1P 7 KL % (dbgacEpgTolp)

«Ext to BP : /M IP 7 KL AMBH - KR A > b (dbgacExtToEp)

«IP_to EPG:IP 7 KL AMmbH x> KARA > b 7 L—7 (dbgaclpToEpg)

* Any to EP : (EEOHHNH = KA > (dbgacAnyToEp)
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«EP to Any : T RiRA > b BAEEOHFT (dbgacEpToAny)

ATw 1 RESTAPI #fifl L TEP to EP AU > —%EkT 5 12i%, ROFID X 572 XML A L E7,

il -

<dbgacEpToEp name="EP to EP Policy" ownerTag="" ownerKey=""
dn="uni/tn-Tenant64/acEpToEp-EP to EP Policy" descr="" adminSt="enabled">
<dbgacFilter name="EP_ to EP Filter" ownerTag="" ownerKey="" descr=""
srcPort="https" prot="tcp" dstPort="https"/>

</dbgacEpToEp>

AT w72 REST API Z il L C EP to EPG RV v —&AEKT HI12id, OBID X 57 XML 2 H L £,

<dbgacEpToEpg name="EP to EPG Pol" ownerTag="" ownerKey=""
dn="uni/tn-Tenant64/epToEpg-EP_to EPG_Pol" descr="" adminSt="enabled">
<dbgacFilter name="EP_to EPG Filter" ownerTag="" ownerKey="" descr=""

srcPort="http" prot="tcp" dstPort="http"/>
<dbgacRsToAbsEpg tDn="uni/tn-Tenant64/ap-VRF64 app prof/epg-EPG64"/>
</dbgacEpToEpg>

RESTAPITY 2wV WO 3 —@ERALE NS TILY 2 =T 25

RT9T1 777V v I NICEBBENT 2 RRA U MNIT M v 7 A0 ZDV A NE, Rey TSy b
DIFHE RO/ v M7 EORRE T 258 2 3 2121, IROFID L 912 XML T dbgEpToEpTsIt 7
TAEMBHLET,

1 :

https://apic-ip-address/api/node/class/dbgEpToEpRslt.xml

RATY T2 NEIPHOLZY RRA U bA~DT M w7 v LBET 25O ) 2 N 2T 5121E, kOB
912, XML T dbgacExtToEp 7 7 A &M L £,

B -

https://apic-ip-address/api/node/class/dbgExtToEpRslt.xml

TORANFTTAHILEZR) VTHIAODEMELE R

VINEALDTENFTT o v ET=HY 7 (DOM) 7 —# L SFP, SFP+, LW
XFP b EMNCIEE SN, BEBLIOT 7 —20 LEWET —7/UE L S, IUE
ENTZDOM T—X1E, b T U= NEENAL T AER, hT ="K EFES, FTv—
NEZ(EET, BIXOMNT v —EFEEETT,
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| CiscoAPIC kS TLLa—F 4 LT Y—ILOER
U EERALEFSaLFTFsanE=sy v roaMt |

GUI 2FRLE=To2 LA TT4hILEZZ2)5DFEME

WP,V H—T 2 AT AT ANV AT T o =) 7 (DOM) #itEaFERT D
Wi, FRNCRY — I —TICBEMIT N AL v F R —2FHLT, V—7 A
H—=T 2 A AEFIZAR, L A B —T 24 ATDOM ZEHMZ L E T,

GUIL Z{#E/H LT DOM ZHNZT 521

ATFYF1  A==2— —7T, [Fabric] >[Fabric Policies] DJEIZ#EN L £,

ATv 72 [FEH— 3> (Navigation) |31 T, [RY >— (Policies) |>[E=% " >4 (Monitoring) ]>
[Z77YUwv%sd /—FK a>rrO—)L (FabricNodeControls) % BB L £,

ATvF3 [Z27T7VUvy /—FKarbta—)L (FabricNodeControls) 1B L T, BEFEORY > —DY 2 h&F
RLET,

ATy T4 [EE (Work) 11/ > T[7Z23> (ACTIONS) | kv 7 E U A=a—% 27 )y LT, [Z277
Jwy /—FKar bha—)L%/ERK (CreateFabric Node Control) &R L £9,
[Z77UvY /—F 3> ka—)LZYERK (CreateFabric Node Controls) | %A 7 17 /R 7 ANRFKR
ShET,

RTwTS [Z7TYvHY /—F a2 rO—)L%EERK (CreateFabricNodeControl) | %A 7 a7 Ry 7 AT, RD
BEEZFITLET
a) [Name] 7 4 —/V RIZHR Y > —DL4HTEZAI L ET,
b) A7 var, [8E] 74— RiZ, AU —0fHEALET,
c) [DOM ZE#I-F % (EnableDOM) | DFEICH DR v 7 AZF = v 7 # ANVET,

ATvT6 [#FEEEZ27 Vv LTHRY U —%ERLET,
INT, WOFIETHAT L L1, ZORY—2RY o— T —7LT a7y A ZBEEfIT5H 2
EMTEET,

ATv 71 [FEHF—T 3> (Navigation) |7 4> R T[RA v FKRY — (Switch Policies) ]>[R!) ¥— F)L—
7 (Policy Groups) | Z# R L 7,

ATvFT8  [fEE (Work) | A>T, [F2L3> (ACTIONS) | Fey XU A=a—%27 U7 L, [V—7
AAYF RY— FI—T%ER (CreateLeaf Switch Policy Group) | (A/3A DAL, [RINf
ALy F iR — FII—TF %4/ (Create Spine Switch Policy Group) 1) Z®R L £,
(W=7 Ry F KR — JIL—T DR (Createleaf Switch Policy Group) | £721X [R/81 Y XA v
F iR o— FIL—TDHERL (CreateSpineSwitch Policy Group) | #4717 Ry 7 ANFRENET,

RT9T9 FATulRy 7 AT, WOBEEZFETLET,
a) [Name] 7 4 —/V FIZHRY v— TV —T7DL4R1 2 AN LET,
b) [/—Farka—JLKR1)I— (NodeControl Policy) | K v 7 &40 A=a—nhi, BFEORY

v CREEFERLEbDRE) BT 50, [Z7TVvY /—Farv ba—)LEER (Create
Fabric Node Control) ] Z&ER L CTHLWARY —&BINL £7,

¢) [%fE (Submit) 127V v 7 LET,

RT9T10 ERLERY o= I N—TEZRO LA, v FIZT X v F LET,
a) [FEH— 3> (Navigation) ] 1 T, [RA v F K1) — (Switch Policies) |>[FTRZ 74 JL

(Profiles) | # B L £7,
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b) [E%¥ (Work) 1A T, [FZ 23> (ACTIONS) |[Fu vy 7 E U A=a—% 270 v 7 L, SE
WG LT[ —7 R4 v F FTOT 74 ILEVERL (CreateLeaf Switch Profile) | £721X [R/81 > R
A4vF TAT 74 ILEER (Create Spine Switch Profile) ] Z3&R L £,

) XATul Ry 7 ZAOHF T, [4R] (Name) | 74—/ RiZF a7 7 A LDI=bD4 R Z AT L F

9, field.

d) [RA v FOEERT (Switch Associations) | T, 7’1 7 7 A MIZEESHT D A A~ F DL & B0
Lij‘o

e) [FAYY Block) | FNVE T A=ma—b, FZETIHAL v TFORICHLR Y 7 A4 T LE
_a—o

f) [RI—FIL—T (PolicyGroup) | 7V HF T A=a—nb, ANZERLEZRY — Z—T7%
BIRL E9,

g) [Zv7FT—b (Update) 1 %7V v 27 L, [#fE (Submit) 1227V v 27 LET,

RESTAPI Z{ER LI=T 2L ATT1HIL E=ZF2) O5DEMIE

MBA LB —T 2 A RZEHT DT XN AT T 4 AV E=HE Y 7 (DOM) it 2R AT DI
X, A X2 —7 x4 A TDOM ZHMMZLET,

REST API Z{#/H L T DOM Z A%z 4 5121 :

ATvT1 ROBIOXLIZ, 777V v s J— RilfEiAR Y > — (fabricNodeControlPolicy) #{Ek L £ 7,

<fabricNodeControl dn="uni/fabric/nodecontrol-testdom" name="testdom" control="1"
rn="nodecontrol-testdom" status="created" />

AT9FT2 kOLIC, 777V v 7 J—FRHBER) >—%2RY — Z—F BT £,

<?xml version="1.0" encoding="UTF-8" 2>
<fabricLeNodePGrp dn="uni/fabric/funcprof/lenodepgrp-nodegrp2" name="nodegrp2"
rn="lenodepgrp-nodegrp2" status="created,modified" >

<fabricRsMonInstFabricPol tnMonFabricPolName="default" status="created,modified" />
<fabricRsNodeCtrl tnFabricNodeControlName="testdom" status="created,modified" />

</fabricLeNodePGrp>

ATFYvT3 KROLIHIC, RYV— T N—TF% 24 v FIZEEMNITET GROBITIE, A v FIi3103 TT) .

<?xml version="1.0" encoding="UTF-8" 2>
<fabricLeafP>
<attributes>
<dn>uni/fabric/leprof-leafSwitchProfile</dn>
<name>leafSwitchProfile</name>
<rn>leprof-leafSwitchProfile</rn>
<status>created,modified</status>
</attributes>
<children>
<fabricLeafS>
<attributes>
<dn>uni/fabric/leprof-leafSwitchProfile/leaves-test-typ-range</dn>
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<type>range</type>
<name>test</name>
<rn>leaves-test-typ-range</rn>
<status>created,modified</status>
</attributes>
<children>
<fabricNodeBlk>
<attributes>
<dn>uni/fabric/leprof-leafSwitchProfile/leaves-test-typ-range/nodeblk-09533c1d228097da</dn>
<from >103</from >
<to_>103</to_>
<name>09533c1d228097da</name>
<rn>nodeblk-09533c1d228097da</rn>
<status>created,modified</status>
</attributes>
</fabricNodeBlk>
</children>
<children>
<fabricRsLeNodePGrp>
<attributes>
<tDn>uni/fabric/funcprof/lenodepgrp-nodegrp2</tDn>
<status>created</status>
</attributes>
</fabricRsLeNodePGrp>
</children>
</fabricLeafS>
</children>
</fabricLeafP>

GUIZERLE=ToRILATT4hILEZR Y VJHREIDRT

ATy I
ATvT2

ATvT3
ATvT4
ATvTH
ATv7T6

GUI #{#f L C DOM #it &2 F£ R+ 51205 :

1R BHHIIZ

A B —T 24 ADDOMMF & FRT DI, FRICA VH—T oA ADTVHNFTTT 4
HvE=HY T (DOM) HEtZ BN L TBLLERH Y £,

AZa— N=5 [Z7 vy (Frabric) | BEXO[4 R k1) (Inventory) [ZEIRLET,

[T ES— 3 (Navigation) ] <A T, HEGROMEAS L Z—T 2 A ARBHLIRN Yy RBLIOY —7
J—RF&ZRELET,

[1>%—7 x4 X (Interface) | ZJEBA L 77,

[ 4 2 —T x4 A (Physical Interfaces) 1Z#iKk L £,

PSR OYEA v X —T = AEEFRLET,

[DOM #fi&t (DOM Stats) ] #=IR L 9,
A H—T x4 ADDOM B EREINET,
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RESTAPI [Z LB TORANATTAHILEZRY) T 2FERHALIZMS
IJILoa—F429
XML RESTAPI 7 = U Z{# ] L C DOM #it 2 FERT 51204 -

4RO SRS

A H—T x4 ADDOM Kt & F£/RT DI, FRHIA VX —T 2 A ATT VAN TTT 4
I E=HY 7 (DOM) AN L THES MLERH Y £7°,

wOFIL, RESTAPI 7 = U 2 LT, /— K 104 O ethl/25 DY A % —7 = A 2T DOM #it &%
IR D IFEEZR L TVET,

GET https://apic-ip-address/api/node/mo/topology/pod-1/node-104/sys/phys-[ethl/25]/phys/domstats.xml?
query-target=children&target-subtree-class=ethpmDOMRxPwrStats&subscription=yes

ROIEDRINET
response : {

"totalCount":"1",
"subscriptionId":"72057611234705430",
"imdata": [
{"ethpmDOMRxPwrStats": {
"attributes": {
"alert":"none",
"childAction":"",
"dn":"topology/pod-1/node-104/sys/phys[ethl/25] /phys/domstats/rxpower",
"hiAlarm":"0.158490",
"hiWwarn":"0.079430",
"loAlarm":"0.001050",
"loWarn":"0.002630",
"modTs" :"never",
"Status" . "",
"value":"0.139170"}}}1}

EEERIT7OMEDORT

APIC I, R Y —FTNEFEHLCT—F 2 EFHEAaTICHEAANET T, EFHER 7L
AVTTARNTIF %, TV r—vay, $REV—ERARESEIE ) 7 CEMNTE
T4, EFERAaT7E2MHTLIE, xy hU—JWEEE RY LA D L CHEEZ BT OB
GA T2 b MO) IZHBET DIk, XTI -~ RAOMEENBECEET, T
Vor—alORE (T bZE) FHRIV—T AL v TFORE (Ky RTL) 28R 7T5
ZET, Xy N DORBEEFRTEET,

EFgE2ar7, =27 —, EEME Aa7OFHEIZ 2\ TiL, Cisco APIC Fundamentals Guide %%
L TLLIEEN,
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exza7osz17 |

FEHRATDEAT

APIC TR DIEFW A a T DE A TR — s LET,
e VAT A — Xy NT—=F7 BEOEFEEZELHLE T,

=T Xy FNT—I DY —T ZA v FOEFEZEHLET, UV —TDOIEFMEITIL,
T7y hoA. EBE. BEORCPUZE AL v F DO A— R =7 EEENEENET,

e TF U —TFTF U NETT U NDT Y — g COTEEEEAERN L ET,

EEMERI7ICEST 1)L 7 0E

TFUFDEE

WD —VEFEH LT, EFHEATT 27 VAN TE £,

s IEFMEAZ B —)L N— EFMHATZ B — )L R—%foT, EOF TVl MeRRTDH
MEBETEET, Aa7Z FFEX, EFERAaT7ORNAT V=7 NETRLZ &N
T&ET,
c HL LT EFEWER 2T OFRR  H{E LI EEWERA 2T 2R84 2120%, 774 a0%7
Uo7 L, [SIELE-EEMHRAIT7DOHEFRT (Show only degraded health score) | % i8R
LET,

D xRR
TFV =y a v DEFEEEFRFTHICE, A=a— =T [FF 2k (Tenants) 1>
[tenant-name] 27 U v 27 L, RIZ[FEZ— 3> (Navigation) | XA TT7F v MMax s

Vo7 LET, GUIRT ZY r—3 a3 RPEPG a2 EteT 72 FOEFHOERNZFERLET,
T FOMEE RUALE T T51I20F, EFERAaTEX IV v 7 LET,

MO EH DAL, [HE (Work) [/ VO [EEMY (Hedth) | #7422V v 7 LET,
Xy U= DZDOFRINEFEA AT Lxy FU—7 EOMOMOBEWREZRT DT, /N7 +—
~ U ADRMBEEGEEL, RRTHZENTEET, LR T hoaryT 7 A MoER
FTV s how—r A, [THY R (Tenant) | >[7FU4r—23> JA7740L
(Application profile) 1>[7 74— 3> EPG (Application EPG) ]>[EPP]>[Z 7Y v
2 MDi5FT (Fabriclocation) ]1>[EPG M5/3R 7A wF A 2 b (EPG toPath Attachment ) ]
>[*y bT—%4 XX T2 KR4 > b (Network Path Endpoint) > [&E#4 V42 —7 x4 X
(Aggregation Interface) | >[&#iShiz4 > 22— 14 X (Aggregated Interface) |1>[&EH =
Nf=A2NN—A22—T 14X (Aggregated Member Interface) | &£ 720 £9°,

277V v DEEEDRTE

777V v DIEENEEZFRRT I, A=ma—"—=D[Z7TYvH (Fabric) |27V v 7
LET, [FEF— 3> (navigation) | DA T, Ay RESIRLET, GUIIX, /—FK
ZaiteRy FOIEFHOENZFRRLES, 777V v 7l O—E2 NIV X451
I, EEE A7 2T v 7 LET,
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Cisco APIC 5 T LS a—F 4 Y5 Y—LofER |
B visore o Mo Ex DR

EEMEOER OB AL, [EE (work) 1A DO [EEM (Heath) 1% 7% 27V v/ LET,
Xy MU=V DZDORRPIEFME ZAa7Exy bU—7 ED MO BOBEREZRT DT,
T~ ADMEE L, RIRTHZENTEEY, LxE 7y Vv roarsF
A MBI HEHENGAT V27 ho@E—7 A, [Ry F (Pod) [>[Y)—7 (Leaf) ]
>[Yv¥—2 (Chassis) 1>[77> L4 XAw k (Fantraydot) |>[EfEED 1 —ILDR
A b (Linemoduledot) |>[[E#E Y a2—/L (Linemodule) 1>[Z7 7 w4 R—k (Fabric
Port) 1>[LA ¥ 18« 42— =4 AR (Layer 1Physical Interface Configuration) ] >
[IBA V3 —T A4 ARITHRIREE (Physical Interface Runtime State) | T3,

\}

GE  HExy NU—ZOMBERE 777 v OREIL, MO BEHEEET 5 & T T o
T AR ABEE RITTZENH D T,

Visore T MO EEEMH D KRR
Visore TMO OIEHMEZFRTHIIE, HT A 22270 v 7 LET,
KD MO Zffi> T, EFMEHEREF T LET,
o IEHE : Inst
« IEH M : Nodelnst
o &7 — 3 : Node
o 7 W —,3: Pod

Visore (2B 2 3B RICHOWTIE, Cisco7 PV r—var v M) w7 AV TTARNT Y
F X DIEARTA FaesR LTI,

OJ%ERTAEEERATDTINVY

wowa s 77 A NEHEA LT, APIC DEFME A a7 257 /\y 7 TxF7,

* sve_ifc_eventmgr.log

* svc_ifc_observer.log

27 EEA L TEFE 22727y 745856, WOBEAZHERL T ZS 0
esyslog (=T —F71FA R F) OXETLEMRLET,
* APIC Tsyslog N U =2 SN TWDE 0 E I 0 E iR LE T,

esysloghN U o — 2 A 7L ET77 4 (BERE) PELSRESNTWVDINE ) D EfEL L
7

eV =)L, Ty A, UE— MERE, TuT A ERETCEET, UE— MEik
DG, syslog br— "N—REITHTHY | BlERRETHL I L 2R LET,
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rs5—oxx I

IT5—MDKRTK
KOFICCH, BHEHRA LR SN HHIRIC VTR L E T,

RTY TN EEY 4 FUICBELET,

o VAT AREE (System Faults) : A== — N—/n5, [V RXATL (System) | > [EE (Faults) | 27
Vw27 LET,

* 7TV b A= a— N
1. [T+ b (Tenants) ]>[tenant-name]] %7 U v 7 L £,

2. [TEH#—> 3> (Navigation) ] A>T, [T+ >k (Tenant) [ [77F > b4 (tenant name) | %
707 LET,

3. [¥E% (Work) ] =4 T, [EF (Faults) | #7527V v 7 LET,
T 77V IEE A= a—N=nb
1. [Z77Uw%y (Fabric) | >[4 R kY (Inventory) | %#27 U 27 LET,
2. [FEH#—2 3> (Navigation) 1 XA > T, Ry F&27 VU v 7 LET,
3. [#E% (Work) ] =4 T, [BF (Faults) | #7% 27V v 7 LET,

fEEO Y 2 NPREHRICERINET,
ATy T2 WEEEX TNV Y v I LET,
T 7V I T—TNEV AT AT =T ANELIN, 7Y v LEEEOREa— NI—HT HEEN

FKRINET,
a) 777Uyl ELBVAT LAOEENS, Y~ — T =T NDEEZF TNV Y v L THMEFOR
L%,

[EED FO/8F 4 (Fault Properties) | ¥4 7 u 7 0NFE RSN, ROZTRFRENET,
« —f% (General) :LUTFZHRERLET,
« 70/3F 4 (Properties) : W~V — 7 —T7NIHIHERDEENET
« 540 (Details) : ¥~V —F7—7 N TRODoTEERER, BEH £FEy M, BIOERL
TlEEDT, DA, BLXOREOERELSABNEGENET,
« bS TN a—F 424 (Troubleshooting) : kD EEBY ., £RLET,
s bS5 TN a—TF 4% (Troubleshooting) : FEEOH LHEIRINLT V7 v avezigGie T
N a—=T 4 THERPEENTOET,

CBENY (Auditlog) : FEEATAT BRI — P — 3Bk Lo A 0 b ORIEE RRTE 5 Y —
o HE LSS LIRES ~KRRSNET, Kay T4 RAES Y v LT, ke
T E £ T,
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B 77 voeEptorpoR—t FSuro s oEDIE

«BE (History) : ®8a2=2 0547V =7 FOBREEREFRRLET

ToT) O BEEREDI=HDR—F S vX 2T DHE
yikle

ZDOk®r v a T, GUL, NX-OSCLI, 8XORESTAPIZHH L CTHR—F FTvF 7%
BT AHFECOWNTHALET,

27T IR—FOBERBEOIOHDR— S yX TR O —

777V vy B FOBEERINE, F—F FTvRL S VAT ARETHMNCT DI LT
EEF, R=F T vF TRV =13, V=TRSO F LA, AL v TFHDOT 77V v
JR—=F BLXOTAT1V—=TAAL v F T4 T2 =T AL, v FRIOKR—FDAT—H X
EEMRLET, AORA—F 7o 7RIV —RN NI T—asnde, V=7 AL vFIL,
EPGIZL > TEHEASNIZAL v TF EOTRTCOT IV VAAL B =T oA ABH T SEET,
[(R—k bSYF IR M) H—ENIzEZIZAPICKR—+EE85 % (IncludeAPIC portswhen
port trackingistriggered) 1 47> a v EHZ LA, V=T AL v FRTXTOT 77
Uo7 R—= b~z > & (DFED, 777V v 7 R—=bB30IZkdE) (. A—F Ty
% > 71 Cisco Application Policy Infrastructure Controller (APIC) 7~"— h Z 52 L £ 7, Cisco
APIC N7 7 7V v 72k LCT a T VE I~ AT R —LAOHEICORH, ZOiEEFIC
LTL SV, Cisco APIC R— h&{E19 25 & 7 2 7 /LA —AD Cisco APIC DEAITE D
YHEY R— MUY EZ D DITEE DL £,

N

GE)  H— b T oL ZOREE. [VRTFL (System) ]>>[L R FLERE (System Settings)
[R—bk b5 vF 245 (Port Tracking) 1 TIT2 £

>>

[a—

R—=hF bTZoF 7RI =t RV =% "I H—F25777V v R— MEGROE &
BEINT777 0V w7 R—bOEEBITBIZ) =T AL v TF T IEAR— 2RI T >
TT B DDOBIES A ~—FHRELET,

OB, A—F v T xR —0EEERLTWET,

e AR—=bF FIyFT AR —E RV =2 NI H—F2K) =T AL v FDT7 7T 4
TRT7 77Uy R— R MERO LEWHEN 2 THDH EREL TWET,

cHR—=F FTvF T RYv—iF, V=T AL v TFDEAS Y AL 9 F~DT I T 4T
77TV vl R— MEROEN 2T LI NI =& FE T,

BV —T AL v FIE, FOT 7TV w7 R— MG EAERL, R —THESN-LX
VMEIZHESTAR—F FToF o I R —F NI H—LET,
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« 777V v R— MERNMEIBT L. V=7 A v FITRIES A ~— DB ERFH DR
WY DDEFFoOTNG, T7RAR—bZEIRLET, ZHAIZKY, b T 74007080 —
TAAL v F T HAR—=FTHARIZRDIENI, 777V v 7 BRHFar =Yz A
TORRN G A ONET, KEIERT7 77V v 7 TlE, BIES A ~—% LD RWIFRICEHR
ETOMENRDDHENRHY £,

GE)  ZoORV—ZWETL2LETEELTILEIY, R—F v X L 72 NI T—T2, 77
TATIRANA VIR —=FORIEHTHR— b b7 v ITRENET X 0HE. 3T —
T AL F T I EAR—=IBET L LET,

GUI ZERLAR—F ST T DHERK

ZOFIETIE, GUIZEM L TAR—F b7 vF o FHREEZHENT 2 7B W THALE T,

ZFy Tl [VRTL (System) [A=a—nb, [YRTLBE (System Settings) |4 541 L £,

ATV FT2 Fer—rar vy RunbR—bk b3 vF2 4 (Port Tracking) [& 38R L E 9,

AT9 73 [[R—k bS5 vF2JIRE (Porttrackingstate) | DFEICH S [A > (on) [ ZBIRL T, A—F h 7 v ¥
IHRER A T LET,

RTY T8 7axXT 4 OFR—F bTvFUTREORICHD (A7 (off) 1 ZIBIRL T, A—bF FT v F 7HEHE
F7ICLET,

ATv 75 (EE) [EBEETS A <— (Ddayrestoretimer) 157 74/ (1208) 26V +Ey hLET,

ATYT6 A—bF T ovF VN M) T —SNDIANBEBMLCNDT 7T 4 TIRANAL U 7 OFRE (0~ 12
DILEORERUE) 2 AT LET,

ATv 71 [#EE (Submit) 1227V v 27 LT, BOR—K T v X THRET7 77V v 7 EOTRTOAAL v F
7y LET,

NX-OSCLI Z{FERL="R—F FSyx>2F

ZOFNETIE, NX-OSCLI Z#fFH L THR—F b7 v THREEFHT 2 HIEIZ OV TR
LE9,

ATFYT1 ROLHIT, R—hF bT xR A I LET,

i

apicl# show porttrack
Configuration

Admin State : on
Bringup Delay(s) : 120
Bringdown # Fabric Links up : 0
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B restap zmLE K— bk FSuFLY

AT T2 ROXHC, R—b bTovF o THEE A 7ICLET,

i -

apicl# show porttrack
Configuration

Admin State : off
Bringup Delay (s) : 120
Bringdown # Fabric Links up : 0

RESTAPI A L= R—F FSwxoy

48 HHEIIZ

ZOFNETIE, RESTAPI ZfEH L TAR—F b7 v * o ZHREAM NI 5 57EIZ O W TERA L
i‘a‘o

ATV 1 WOLHIITRESTAPI ZFEHLTCAR—F T vF o FHEELZ A I LET  (admin state: on)

<polUni>
<infraInfra dn="uni/infra">
<infraPortTrackPol name="default" delay="5" minlinks="4" adminSt="on">

</infraPortTrackPol>
</infralInfra>
</polUni>

ATFvT2 ROLHICRESTAPI ZHEH L TR—F b7 v FHEL2 4712 LE9 (admin state; off)

<polUni>
<infraInfra dn="uni/infra">
<infraPortTrackPol name="default" delay="5" minlinks="4" adminSt=“off">

</infraPortTrackPol>
</infralnfra>
</polUni>

FNARADEZR Y VT ELVEER SNMP DR

DT g TiE, GUI 2EH LT SNMP 2442 HiEIC W THEHBA L £,

SNMP [ZDLNT

Cisco Application Centric Infrastructure (ACI) 1%, FHIEFH—A (MIB) &ilH (M7 v )
T ARI7e SNMPVL, v2, BEOWV3 OYAR— M &L E3, SNMP ZEHETIL, Cisco ACI
T 7V EEHLE=XV T THEMIB EYAR— T 50— RK—F 8T T r—
Va rEMEATEET,
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ciscoAcl <0 SNMP 7 7 2204 H— b+ [l

SNMPV3 12 & DIZAF R X = U T A HBEZ ML L E 9, 4 SNMPv3 7 /31 AT SNMP #—
EARAEAEEITEDCT DL ICBIRTEE T, /2. £ 1 ATSNMPvl BEX U v2 B

ROWBLTT 2R ETE LT,
5.1(1) U U —RLIFE, SNMPv3 IZ Secure Hash Algorithm-2 (SHA-2) FBFEHX A 7% VKR —F L%
-éAO

SNMP D H FiEDFEMIZ DWW TIiE,  [Cisco ACI MIB Quick Referencell # 2 L TL 7230,

Cisco ACI TD SNMP 7 U £ XD HHKR— k
N

(GF)  Cisco Application Centric Infrastructure (ACI) TH AR — h Z415H MIB D5ER7 U A MIDWT

L. http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/mib/list/mib-support.html
ZZRLTIEEN,

Cisco ACI T?® SNMP 7R — MIKD LY T,

« SNMP 3+ 0 7 = U — (Get, Next, Bulk, Walk) (X, U—T7BIOANA v XA v F
& Cisco Application Policy Infrastructure Controller (APIC) (Z L > CHAR—FILET,

e SNMP ZX AL < R (Set) 1%, V—7BLRA S 2 A v F F£721% Cisco APIC I
FoTHFR—-rENFEFA,

*SNMP F 7 v 7 (vl, v2¢. BLOV3) 1%, V—T7BLOPA/A XA »F & Cisco APIC
X o THR—=FENET,

)

GE)  Cisco ACLITHRK 10D F T v 7 L —"&YR—FLET,

* SNMPv3 iZ., V—7BIXOA/NAM 2 AL v F L Cisco APIC IZ L > THHR—FEINFET,
* Cisco APICIPv6 7 RL A &Z{HEH L72 SNMP iV HR— F SN TWEH A

5% 1:Cisco APIC') ') — X T®D SNMPHR— FDZEE

Jj1)y—= AR

1.2(2) SNMP T v 7%t e LT IPv6 VA — kBN,

1.2(1) Cisco APIC = > h @ —F D SNMP V7" — k #B0, LLETO Y U — A Tid,
V—T7BLXORANRAS 2L v FITONTDIHSNMP BY R — h T
*7,
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B cviicszswwe iy s —omE

GUI IZ& 5 SNMP 7R!) —DEETE

AT T1
ATv T2
ATv73
ATy T4
RATvTH

ATvT6

ATy 71

ZOFNETIE. ACL AA v FDSNMP R U > —%FEL, A LET,

1R BHHIIZ
SNMP BIEZ BN T DL, LT OBRENLETT,

T RFTNRU R a7 FERELTSNMP o7 4 v 7 #FFALET, SNMP k
F7 4w 7i%, @%E. SNMP ZERIZUDP &A— k 161 ZFEH L E7,

e'mgmt 752 N CTAPICT U hA TN RIPT RLAEZRELET, 7V hAT UK
7 RLURIZAPICE Y h7 v 7VRHICRESINETH, TU RETIN Rarv 77 b af
T 212 E 'mgmt' 7F > hTT RVAZBIRIICERET H2LER’H D 77,

A= =a2—/N—"T, [Fabric] #7 U v 7 LE7,

$7 A==z — /N—"TC, [Fabric Policies] #27 V v 7 L¥ 7,

[Navigation] ~* > T, [Pod Policies] Z & L £7°,

[Pod Policies] ® T C [Policies] Z BB L £,

[SNMP] #4727 U »~ 7 L. [Create SNMP Policy] &R L £,

F LW SNMP R Y > —% BT 2RV IC, ROFIETRIND SO &R UFIET [default] AU >—

T4V RERETEET,

SNMP RYU & —DXAT a2l Ry 7 AT, IROBAELZFATLET,

a) [Name] 7 4 —/L RiZ, SNMP R U v —D4HiE AT LET,

b) [Admin State] 7 + —/L KT, [Enabled] Z R L £7,

c) (EE) [SNMPv3Users)| 7—7 /LW TC[H T7Aarz=27 Yy 7 L, &EiIZEAILT, =2—HF O
FT—X% AL, [Updatel #7 VU v 7 LET,
ZDOFNEIT SNMPV3 7 7 B ARMERIGEDRIATLET,

d) [AZ2a=F4 /KR P— (CommunityPolicies) |7 —7 NV T[H 7 A ar%27 VU v7 L, [4H] (Name) ]
ZASILT, [BH (Update) 122U v LET,

A 2=T 4R A ORKEIFRLTTT, 4N, 74 —2a7 () . M7 () .

FEFEVAR () OXF, B BIOBRRXFOLZHEHTEET, 4@l 52505
ZEITEEEA,

e) [Trap Forward Servers] 7—7/VC, [+]7 A4 a2 %27 U v L, FY— SD[IP Address| = A /)
L. [Update]#2 VU v 7 LE7,

WL FFA] SV SNMPEBLA T — 3 3 U ERET D21, SNMPARY & —DX AT r 7Ry 7 2T, K

DEEEZFITLET,

a) [Client Group Policies)| 7—7/VC[+] 74 2> %27 U 27 L. [Create SNMP Client Group Profile] 4
ATl 7 ABEET,

b) [Name] 7 4 —/L RIZ, SNMP 7 AT N I A—7D7 a7 7 A VA EASLET,
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GUI =& 5 SNWP +5 v TEsE0EE |

¢) [Associated Management EPG] Fu v 7% 7 U A k)b E EPG #3iR L £ 77,

d) [Client Entries] 7—7 NV C[+| 74 ar %27 Vv 7 LET,

e) [Name] 7 4 —/V RIZZ 747 bOAHIZAIIL, [Address] D7 4 —/V RIZZT7A T FOIPT
KL AZASJLT, [Updatel #7 U v 7 LET,

GE) SNMP EBER 7 — 3 2 > 73 SNMPv3 ] L C APIC & #:6i7 554, APIC [ SNMP 7
FGAT U N ITN—TO7aT7 7 A NVITHESINTZZ FA T NPT RURAZRE L EH
o SNMPV3 D4, B AT —3 3 " [Client Entries] U 2 MZE £ TV D MLEN
HYFETHN, SNMPV3 7 LT U Uy VDR TT 7 ARRERTZD, IP T RLANR—EL
TWBHHEITHD FH A,

ATvTF8 [OK]%2Z7VUvr LT,

ATy 79 [FEE (Submit) 1227 U v 27 LET,

AT 710 [PodPolicies] ® T [Policy Groups] Z BB LT, RNV > — Z)L—7%3INT 575, F7-1[Policy Groups]
%47 VU727 L., [Create POD Policy Group] # 3R L £,
BLWRy FRY =T N—T %k T2 b, BBFOIN—T2ENT52 b TEET, Ay N
RY— TN—1Z1F, SNMP R Y o —ZMX THDOKR Y RARY o—2 5052 ENTEET,

ATYTIN Ry FRYV = ITN—=TDEATa TRy 7 AT, WOBEEZFEITLET,
a) [Name] 7 —/V FiZ, Ry F RV »— ZV—=TD4Ha A LET,
b) [SNMPPolicy] Ry 7Z v URX Rpb, &ELZSNMPARY > —2 R LT, [Submit] %2 U

7 LET,

AT w712 [Pod Policies] ® FC [Profiles] Z &R L. [default] %27V v 27 LE,

AT F13  [Work] ~24 >, [FabricPolicy Group] Kz v 7 &7 U A kvt {ER LRy RARY — 7 L—
TERBERLET,

ATy 14 [EfE (Submit) 127V w7 LET,

ATy 715 [OK]%2 Vw7 LET,

GUI K5 SNMP ~5 v JBENENDERTE
ZOFNETIE., SNMP M T v S IEMEZET HSNMP~Y 32— v DR A MEREZFRTELET,
A

GE)  ACIHIEEKRI0EO RN v 7 Ly —REZYR—FLET, 10HL0ZLHFETDE, —ETIX
BHNZESHEE A

ATV Tl A=a2— =T, [Admin] %7 Vv 7 LET,
ATw T2 %7 A ==2— "=, [External Data Collectors] 27 UV v 7 L %7,
AT w73 [Navigation] ~2A > C, [Monitoring Destinations] % BB L %9,
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B cuizszswe r597v—zomE

ATvT4
ATy TH

[SNMP] #4727 U v 27 L. [Create SNMP Monitoring Destination Group] % & L £,

[Create SNMP Monitoring Destination Group] % 4 7 2 77K > 7 AT, IROBEEEFATL £ T,

a) [Name] 7 ¢ —/L RIZ, SNMP @D £4 R Z AL, [Next] 227 U v 27 LT,

b) [Create Destinations]| 7—7 /L C[+] 7 A 2 %2 Y v 7 L, [Create SNMP Trap Destination] % 7 12
TRy 7 A%EET,

c) [RR MNP (HostName/IlP) | 7« —/L RIZ, IPv4 E721EIPv6 7 R L A E 73565674 A b DsEREL
NAAL B ANTTLET,

d)y BEHEOR— FFEF L SNMP/N—2 3 UERINL E7,

e) SNMP vl F£721% v2c lEE DA, [SecurityName]l & L CTRELZII2a=T 44D 1 2&E AL,
[v3 Security Level] & LT [noauth] Z&#R L £,

SNMP vl £721Ev2e B ¥ =2 U T 4 A DR KEIL 32 XFTT, LrNciE, 7o F—2a7 () . A
7y () . EFREEVAR () OXFE, BT, BIXUORBELFOREMEHATEE T, SNMP v2e D
BA. @it bHTEET,

f) SNMP v3EEIEDYA . [Security Name] & L TRRE L7 —H 4D 1 5% AL, %72 [v3 Security
Level] &R LE T,
SNMPV3 = U7 4 £ DORKFEIEZ32 LT T, ARNIKLTFELIINLFTHELILERH Y, XL
THT, BT E—2aT7 () ATy () BEUFER (), FRE@REORELTO
HrEFHTEE9,

g) [Management EPG] Fu v 7% 7 U R FLER EPG IR L £,
h) [OK] %27 VU > 27 LET,
) [T (Finish) |27V v 27 LEd,

GUIIZCKSSNMP ~5 v T V—RDEFE

ATy
ATv T2
ATvT3

ATy T4

ATy TH
ATy T6

ZOFETIEZ., 77TV IADY —AF TV FEBIRLTEIZ L., SNMP 5 v 7l
EAERLET,

A= a— /N—"T, [Fabric] #7 V v 7 L%7,

H7 A == — /N\—"T, [Fabric Policies] #7 U v 7 L &7,

[Navigation] -1 > C, [Monitoring Policies] % BBH L £ 9,

H£ER)S—, FIFHILEFRI—TSNMP YV —AZ{ERTHZ b, EREFHFLOVE=F Y 7 K
U—EERT A L b TEET,

WERE=2 ) 7 R —%2 & L, [Callhome/SNMP/Syslog] Z &R L £ 7,

[Common Policy] Z #3554 1%, [Common Policy] #4727 Y » 2 LT, [Create SNMP Source] % 4R L |
FOHEAT TRy I ATROFNEIZHES T 7ZEW,

[Work] ~- >*"C., [Monitoring Object] K= > 7% 7 U X ~hn6 [ALL] @R L £,

[Source Type] R w7 # 7 U A L)t [SNMP] Z3& IR L £ 9,
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AT9 Tl 7—TNT+T7A4ar%27 Y v L, [Create SNMP Source] ¥ A 7 2 7Ry 7 A%&ET,
AT 78 [Create SNMP Source] # A 7 1 7Ry 7 AT, IROBIEEFATL E9,
a) [Name] 7 4 —/L RiZ, SNMP R U v —D4HiE AT LET,
b) [DestGroup] RKu v X7 UR MG, lHZIRET DA D55 28T 50, F720% [Create
SNMP Monitoring Destination Group] & #&R L T, #H LW\t aERk L £,
SNMP D@ HI5E 7 V—7 2 BT % FIAIE, BITETHI L £,

¢) [Submit] Z2 Vv 27 LET,

SNMP = L= RATFLOE=ZRY Y

fHxDHRA RN (APIC £72I1XF DDA A ) YV E—FTE=Z L, BED /— ROREES
MR TEET,

SNMP #fEH LTV AT AD CPU & AFY OFEMARNAE T = v 7 L, CPU DAL T RFAE
LTCWAENEI DB TEET, SNMP (Ry hU—ZEB AT L) (E. SNMP 7 947
v & LT APIC DIFHRICT 7 AL, EMEREL£T,

VE—RNCTYVAT AT 7EALT, HFHRNARY NT—JEBU AT AOa T XA MIET
HHDOMNE I MEFER L., CPU EZIFAEY OFEHENELT X0, 13T AT L5908
T A=< ADMENPBEL TWDENEIDERRD N TEET, MEOFERNNDND
L VAT ADEFENEF v 7 L, AF Y E72013 CPU DEHENS T ERWNMNE ) 0 &k
wTEET,

FEMICOWTIE,  [Cisco ACI MIB Quick Reference Manual | &M L TL 72 &0,

k> 2J4v 9 EZ=R21)2%5® SPAN D1ERL

DB arTiE, SPANDHA R7 A4 v EHfEIEEZ Y X L, SPAN & v v a DOk
FFEIZOWTHBH L £,

SPAN D#EZ

AL F RR—=FTFT7A4% (SPAN) =2—T7 4 U T 4 ZfioT, FEIR N T TN a—T o
VI DFRITERIIEDT SV r—a b RA NS N T 74 v 7 DY I AERGL, T a
TIT 4 TIRE=L ) T EGNTEIT) ZEMTEET,

SPAN (X1 2LL EDR—F, VLAN, £721F= RRA v k70— (EPG) DT 7 4 v
Jwat—L, Xy NI TFIAVFICEL DN DOTDIcat— 1L T 7 4 v 7 &1L
FOBERITEHELET, 207 mt R TEDEGT A AT, N— Ry = TN THE
i SN D D TAREL CPU AWM EEE T,

SPANE v v a NIV —ABRZELLE N T 74w T (ANAINTF T 49 7) | V—ANDLEEL
7747 WO 749 7)  FREFORFE2E=XZ ) ITTHLIIRETEE
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CiscoAPIC F5 T LS a—F 15 y—LofER |

T, 774N FTIE, SPANIZTRTD NI 74w 7 =XV 7 LETH, BRLEZNT
T4 I PEFEE=Z) T DT AN EERETEET,

T FNERIFAAL v TF TSPAN R ECTEET, A v T ECHETHHE,. SPANEZ 7 7
TV RY—FHET 7R R L —L L TRETEET,

APIC IZ, SPAN (ERSPAN) DA 7twifbEn/=V ®— MEEEZVFR—FLET,

U U —2Z 41010 A, IROBEEENTR—FEND X520 F L,
CEETLER—= T F XY RANRE AL v F LT —hLTHBHIEY ., s65EE L THHAR—
Fy XNV EEHA L, a—HL SPANIZHT 5V R —k,

N
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WAL ET,

« [REDIEEAR—  (LastDestinationPort) ] : & DsdkEL A Y —4R— 2 AT LET, ZO7 41—
L RIE, [RPIDIEER— kb (First Destination Port) | 7 —/L K& & BT, s8R — a2 7 402
LI B OF— MEBERELET, 01X, 07 —4 FCEEDTY | ZIRET 5720
WZEEHLET,

«[IPZB k3L (IPProtocol) 1: 1P 7u bz A/ LET, fE0IE, ZO7 ¢4 — /L RTHREEDT
NYZRETHOIERALET,
*[#EE T 4 )LR T2 k1) (Extended Filter Entries) | 7—7 AT, [+] 27 Vv 27 L, IROT 4 —/V K
WZEZ AT LET,

«[&81 (Name) |: LR 7 4 V& = N Y OARTE AT LET,

 [R#DDSCP (DSCPFrom) |: DSCPiEZ AN LET, ZD7 4 —/L K, %D DSCP (DSCP
To) | 74—V R&EHIZ, DSCPEE 7 4 NZ ) 7T DA RE L £,

« [REDODODSCP (DSCPTo) | : DSCPEZ AN LET, ZD7 4 —/L RiZ, [ER¥DDSCP (DSCP
From) | 74—V R& L bIZ, DSCPIEA 7 4N F U 7T DHIMHEZEE L ET,

* [R#)D Dot1P (DotlPFrom) ]: DotlPfEix A LET, ZD7 ¢ —/L KL, [&#HODDotlP (DotlP
To) ] 74 —/L FE& & BT, DotlPfEAE 7 4 VZ Y 7T HHEAEFEE L E7,

* [&#%® Dot1P (DotlPTo) ] : DotlPfEZ AN LET, ZD7 1 —/b KL, [&¥ID DotlP (DotlP
From) ] 74—/ F& & HIZ, DotlPfEZE 7 4 V2 Y 7T HfiHEEE L ET,

PEEITLAR— b L5EseR— FO#iPH, E£7-1XDSCP & DotlP DDA IEETE F9, EEILAR—
k& 5adeAR— b OFiPH, 38X OVDSCP & DotlP OFIFADM &2 FET 5D &, BENFRINET,

DSCP F 721 DotlP I%, HAF A TIEYHFA— I ThERA, FhE LT[MEA (Both) | #i&
R U7286A . DSCP £ 721X DotlP OWT MR AN FHFIaOHTHAR— kS, MG R TIEYAR—
FENFEFA,

«[TCP235% (TCPFlags) | Fey 7 X7 JARNT, TCPZS U &N LET,
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NX-0S R % 4 JL0) CLI Z{Ef L 143k 7 1 L& 1=k % SPAN 7 1 La 0 [

TCP IS5 A2RETEXHDIE, 7A4NE IV—TDRuay7H 7 X KNT[RIEE
(Unspecified) ] £721Z [TCP] Z [IP 70 3L (IPProtocol) | & L CEIR LIZBATIT T,

[Ny b BA4 T (Packet Type) 1: N7y b XA TEBRLET, I—MMRAYF
(Routed/Switched) 1. [JbL— bk (Routed) 1. E£721% [RA v FDH (Switched Only) ] DWW T4
MEFEIRL 77,

ATYTE ZDT7H—LbDKT 4—)L RICHEYIRMEEZ AN L=, [B#H (Update) |27V v 27 L, [3AE (Submit) ]
Vv LET,

NX-0S RAAILDCLI Z{FERA L= 7 1 ILRIZXK S SPAN 7 1 JLR DERTE
WOBNL, CLI ZfH L TCSPAN 7 4 V¥ LHER T 4 VX ERET D HEERLTWVET,

CLI ZfE LT SPAN 7 4 VX LYER T 4 NV % ET DI
5 -

apicl (config-monitor-access-filtergrp-filter-extended-filters)# show run
# Command: show running-config monitor access filter-group filtergroupl filter dstaddr 192.168.10.1
srcaddr 192.168.10.100 extended-filters extl
# Time: Wed May 11 11:25:23 2022
monitor access filter-group filtergroupl
filter srcaddr 192.168.10.100 dstaddr 192.168.10.1
extended-filters extl
dscp from CSO to 4
dotlp from 1 to 5
forwarding-type switched
tcp-flag ack off
tcp-flag fin off
tcp-flag rst on
exit
exit
exit
apicl#

RESTAPI (R L =¥55E 7 4 ILFIZ &K S SPAN 7 4 JLRX DEETE
WwOHIL, REST API 25 LT SPAN 7 4 L Z 2R ETHHEEZ TR L TVET,

Rest API Zffi [l L T SPAN 7 4 L Z Z & ET A2
1 -

URL: {{apic-host}}/api/node/mo/.xml
BODY:
<polUni>
<infraInfra dn="uni/infra">
<spanSrcGrp adminSt="enabled" descr="" dn="uni/infra/srcgrp-locall"” nameAlias="" ownerKey=""

ownerTag="">
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<spanRsSrcGrpToFilterGrp tDn="uni/infra/filtergrp-two" />

<spanSrc descr="" dir="both" name="srcl" nameAlias="" ownerKey="" ownerTag="">
<spanRsSrcToPathEp tDn="topology/pod-1/paths-101/pathep-[ethl/15]" />
</spanSrc>
<spanSpanlbl descr="" name="destl" nameAlias="" ownerKey="" ownerTag="" tag=
"yellow-green" />
</spanSrcGrp>
<spanDestGrp annotation="" descr="" dn="uni/infra/destgrp-destl"” nameAlias="" ownerKey=""
ownerTag="">
<spanDest annotation="" descr="" name="destg" nameAlias="" ownerKey="" ownerTag="">
<spanRsDestPathEp annotation="" mtu="1518" tDn="topology/pod-1/paths-101/pathep-
[ethl/7]1" />
</spanDest>
</spanDestGrp>

<spanFilterGrp name="two">
<spanFilterEntry name="udp two" ipProto="udp" srcAddr="1002::1/64" dstAddr="1001::1/64"
srcPortFrom="1" srcPortTo="2" dstPortFrom="1" dstPortTo="2">
<spanExtendedFltEntry name="arunl" dscpFrom="0" dscpTo="10" dotlpFrom="0" dotlpTo="7"

tcpFlags="128" vé6FlowLabel="1522" forwardingVal="switched" />
</spanFilterEntry>
</spanFilterGrp>
</infralInfra>
</polUni>

APICGUI ZfFAR L =74 X SPAN KR o —DHETFE

ZDOFNETIE., CiscoAPICGUIZHFEHA L TT 7B ASPANRY > —2RTELET, HTEFIET
X, 19U FEOGUIEATE Y Ry 7 ZADT 4 —/ RIZEEZ AT AELERH Y F7,

ATY 1 A=a— =T [Z7TUvy (Fabric) 1>[7U R KR — (AccessPolicies) | #7 U v 7 L&
j—o
ATvFT2 [FEH—I 3> (Navigation) |1 T, [RY) ¥— (Pdlicies) |>[+FZ TN a—Fa 25
(Troubleshooting) ]>[SPAN] % & L £,
[SPAN] @ FiZiZ, [SPAN £S5 IL—T (SPAN Source Groups) ], [SPAN 7 1 LA 5 )L—7F (SPAN
Filter Groups) ]. B X U[SPAN 38454 JL— 7 (SPAN Destination Groups) | @ 3 5D/ — RRER I
ij‘o

ATwv 73 [SPANZEIETY IL—T (SPANSourceGroups) |47V v 7 L., [SPANZETT IL—T DR (Create
SPAN Source Groups) | 3R L £,
[Create SPAN Source Group] # A 7 v 7 PR RINET,

ATy T4 [SPANZEETYIL—TDER (Create SPAN SourceGroup) | ¥ A 7 v 7 Ry 7 2D 7 —)b KIZi#EY)
EEANTILET,

ATy 75 [EETDOER (CreateSources) | 7—7 V& B L. [SPAN :X{ETTDERL (Create SPAN Source) | #
ATRT Ry 7 AERANT, UWADT 4 —/V NIZHEDRMEEZ A LET,

ATw 6  [Create SPAN Source] %1 7 17 7R 27 A C, [Add Source Access Paths] Z /BB L C, YV —RA RAZIEE
LET,

[EETE/NRIZEES T3 (Associate SourcetoPath) | # A 71/ iRy 7 ANERENET,
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Cisco APIC GUI £/ L= 77 71U w4 sPAN Ky —oiE [

ATw 1 [EETE/NRIZEEMITS (AssociateSourcetoPath) 1 &4 71/ Ry 7 AD 7 ¢ —)b RIZi@y) 72l %
AN LET,

RT9T8 HELENRAOBEEMNTNET LiZb, [OK] 227V v 7 LET,
[SPAN ZE{ETTD/ERK (Create SPAN Source) | XA 7 a7 Ry 7 AZEY £,

RT9 T SPAN EETLOIERMNE T Lizh, [OK] %227V v 7 LET,
[SPAN ZEETY IL—TDERK (CreateVRF) | #A 707 Ry 7 ZZRY £,

AT9T10 SPAN HEILIN—TOREMNE T Lz b, [EE (Submit) 227V » 7 LET,

RDBERY

SPANSGIED NS 7 4 v 7 TFI5AFHHEHL T, SPANREEILIODTFT—F Ny [ Z @l
L. &7y MR, TRLZ, 7o halBrOFoMmoEH2 R T £,

Cisco APICGUI Z{EAHL =777 v SPAN R —DEETF
ZDOk® 7 v a T, CiscoAPICGUI 2 L C7 77 ) v 7 SPANKR Y > —&{ERKT 2 i

IZOWTEHBLET, REFIETIZ. 12U EOGUIAATa Y Ry 7 2D T 4 —)L RIZiE
EANNTHLENRHY F97,

RTY TN A=a— =T, [Z7T Yy (Fabric) 1>[Z77Yvy R I— (FabricPolicies) 127 U v 27 L&
R
ATw 72 [FEF—2 3> (Navigation) | <A > C, [[R1)L— (Palicies) |>[rZ TN a—T1 Y
(Troubleshooting) ]>[SPAN] # &R L £,
[SPAN] @ FiZiZ. [SPAN X{EFT4 IL—F (SPAN Source Groups) ], [SPAN 7 1 L& ' )L—7 (SPAN
Filter Groups) ]. B X [SPAN5E5E4 JL— T (SPAN Destination Groups) ] D 3 >0 / — RRERENE
j—o

AT w73 [SPANE{ETY IL—T (SPAN SourceGroups) | #4727 V v 7 L, [SPANZIETYT IL—TDIERL (Create
SPAN Source Groups) | ##{R L £,
[Create SPAN Source Group] # A 7 1 7 BWERR I ET,

ATv 74 [SPAN ZETTT IL—TDER (Create SPAN Source Group) | XA 702 Ry 7 AD 7 4 —)b RIZiY) 7
Bz AT LET,

ATvT5 FEIETDER (CreateSources) | 7—7 LV &EB L. [SPANZEETDERK] ¥4 7T/ Ry 7 A& £
R

RTv 76 [SPANZEIETDERM (CreateSPANSource) | ¥ A 7 a7 Ry 7 ADT7 4 —)V RIZHEUI2fEEZ AT LET,

ATvT1 ETLEL, [OK]Z227 Vv 7 LET,
[SPAN Z#{ETT Y IL—TDERL (CreateVRF) | ¥ A 77 Ky 7 AZRED £,
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Jillll

ATv 78 [V)E—MEFRDEM (CreateRemotelLocation) | A 727 D7 4 —)L RiIZfEiz AT LT=6, [
(Submit) 1227V v 7 LET,

RDBERY

SPANSGIED NS 7 4 v 7 TFI5AFHHEHL T, SPANEEILINODT—F Ny [ Z@lg
L., X7y MEX, 7T RLVA, 78 barBlOZoMmoFfz iRt £,

APICGUI ZFARALIE=NEB7 IV ABEDL A1 V3EPGSPAN v 3V DETF

Z OFJEIL. Cisco APICGUI 2 L CHNET 7 v A D LA ¥ 3EPGSPAN R U o — %R T
TAHHEEZRLTCWET, REFIETIZ, 1 2L EOGUIFA TR T Ry 7 ADT 4 —L K
WEZ AT THLERH Y £,

ARTYT1 A=a— =T, [Z7TYvs (Fabric) |>[7Y R KR — (AccessPolicies) 1 %27 Vv 7 LET,
ATv 72 [FEHX—P 3> (Navigation) | 31 > C, [[RY)— (Policies) |>[ S5 TN a—Fa 5
(Troubleshooting) ]>[SPAN] % &R L £,
[SPAN] @ FiZiZ. [SPAN #{EFT4 )L—F (SPAN Source Groups) ], [SPAN 7 1 L& ' )L—7 (SPAN
Filter Groups) ]. 3 X TOY[SPAN 5E5E 4 )L— 7 (SPAN Destination Groups) | ® 3 2D/ — KRFERINFE
—é—O

AT w73 [SPANEETTY IL—T (SPAN Source Groups) | #4527 V v 7 L, [SPANZIETY IL—TDIERL (Create
SPAN Source Groups) | ##{R L £,
[Create SPAN Source Group] # A 7 1 7 BNERR I ET,

AT w4 [SPAN ZEEFTYIL—TDYER (Create SPAN Source Group) | A 702 Ry 7 AD T 4 —)b RIZ) 7
WEATILET,

ATV TE [T4IB TIL—T (Filter Group) | 7 4 —/L KT, 74V TN —T%@REIIER L £,

ZEHAMIC DUV TIE, APIC GUI 21l L7= SPAN 7 4 V% T L—TFDOFHE (652—) #BBLTLLEX
Uy,

ATv 76 [FEIETDIEK (CreateSources) | 7—7 /L% JEB L, [SPAN X{ETTDERL (Create SPAN Source) | %A
TRg Ry 7 ZARENT, LTOBEEZFITLET,
a) HEITARY T —oD[&ET (Name) 1 AT LET,
b) N7 74 w27 7u—d[AR (Direction) | A7 arEERLET,
o) (A7va[kay TRy bOR/IN=>% (SpanDrop Packets) | F=v /Ry 7 A% 27U v/ L
CF v I~—0%fTEd, 412795 &, SPAN-on-drop BEREN AN £97,
d)y ST 7 v ADEAE, [SMVERICIL—T 4« >4 (RoutedOutside) | ([#4 7 (Type) | 74—/ R) %
707 LET,
G¥) ST 72 ATHEBIZIL—T « >4 (RoutedOutside) | Z 3R L7-554 . [®AT (Name) ],
[7 FLR (Address) 1. B LU [Encap] 7 1 —/L KRR ST, [L30Outside] Z g% iE T &
L &0y £,
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ATy 71

Cisco APICGUI #EA L /=7 Y X SPAN KR! > —DIWEV IL—TDHRTE .

Il

e) [FEEXTTV X /SXXMENM (Add Source AccessPaths) | # BB LT, EEm/ AZEELET,
[EETE/NRIZEEN T3 (Associate Sourceto Path) | # 4 7 7 iRy 7 ANERENET,

) [EETE/AXICEERITS (AssociateSourcetoPath) | 44 7 w7 Ry 7 AD 7 4 —/b RIZi#EY) 72 fE
EATLET,
g) FEILENADBEMITNET LEL, [OK] 227V v 7 LET,

[SPAN FEIETTDYER (Create SPAN Source) | A 77 Ry 7 AR £,
h) SPAN EETLOIEMMRE T L72D, [OK]Z27 U v 7 LET,
[SPAN ZEETTY IL—TDER (CreateVRF) | # A 70/ Ry 7 ZAZRY £,

SPAN EHE L/ NV— 7 ORENTE T L7c b, [FEfE (Submit) 1227V v 7 LET,

RDZRY

SPANSESED NTF 7 47 TFIAFEMEH LT, SPANEEFTNOLDOT —F Ay kAl
L. &7y MERX, TRLA, 78 halrB Ll OZFolmoERs R cxE9,

Cisco APICGUI # R L =742 XSPANKRY o—DEETIL—TDEHEE

ATy I
ATFwT2

ATvT3

ATvT4

ATy TH

DX 7 g TiE, CiscoAPICGUI AL T, 727 ASPANRY o —D5EE 7/ N—7F%
VERS T D HIEIZOWCHIA L ET, REFIETIE, 1 2L EDOGUIFA TR Ry 7 AD
74—V RIEZANTEILERH Y £7,

SPANSE 4G 7 /— 7 L EE L EVERTHUE, SPANSEED T 7 4 v 7 TFIAFEHERH LT,
SPANEE I EDT —X X7y MaBEL, X7y MEKX, 7RV X, 7r harBloz
DOERE R T ET,

A=a—N—=7T, [Z7T) Y (Fabric) |>[7V XK' I— (AccessPolicies) 1 %7 U > 7 LET,

[FE#—2 3> (Navigation) ] %A > T, [RY) L— (Policies) | >[5 TN a—TF4a 2
(Troubleshooting) ]>[SPAN] % B L &7,

[SPAN] @ FiZiE, [SPAN 2{E5t4 )L—F (SPAN Source Groups) ], [SPAN 7 1 L2 ' )L—7 (SPAN

Filter Groups) 1. 3 X U'[SPAN 3844 )L— 7 (SPAN Destination Groups) ] ® 3 >0/ — RRERENE

T

[SPAN%E% 4 )L—T (SPAN Degtination Groups) 1 %477 U v 7 LC, [SPANSESE S IL—TDERL (Create
SPAN Destination Groups) | #i&R L 7,
[Create SPAN Destination Group] %1 7 2 7 BNFE RS VE T,

[SPAN 3E% 4 )L— T DR (Create SPAN Destination Group) | # A 7 12 Ry 7 ZAD T 4 —) RIZiE)
IEEANLET,

SET L7265, &E (Submit) 227U v 27 LET,
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. Cisco APICGUI ZERA L7777 v SPANK ) >—DIEx Y IL—TDEE

SadE T N—T DMERR S IV E T,

Cisco APICGUI Z{E L1777 ') v SPANKR >—DIRET IIL—TDETE

ATy I

ATy T2

ATvT3

RATv74

ATy TH

ZDOkv 7 vaTiE, CiscoAPICGUI ZfH LT, 777V v SPANKR Y L —D3E5 7 —
TERAERRT D FIEICOWTEALET, EFIETIE, 1 2B EOGUI XA Tl Ry 7 A
DT 4 =)V RIZEZATTTHLERH Y 7,

SPAN%GSE 7 /v —7 L EE L2 VERLTHIE. SPANSGSED N T 7 4 v 7 TF I 4 FaMMH LT,
SPANEE LD DT —Z N7y NE@lEE L, ~ry MEX, 7 RV A, e haltBIl0z
DM OTERAE MR TEET,

AZma— NN—T, [Z7T Uy (Fabric) 1>[Z77 vy R — (FabricPolicies) | #27 U 7 L&

bé-o

[FE#—2 3> (Navigation) ] 31 > C, [/RI) >— (Policies) 1>[+Z TN a—TFTa 24
(Troubleshooting) ]>[SPAN] % J&B L &9,

[SPAN] @ FiZiE, [SPAN 2{Et4 )L— 7 (SPAN Source Groups) ],[SPAN 7 1 L2 ' )L—7 (SPAN

Filter Groups) ]. 3 X TY[SPAN 5E5E 4 JL— 7 (SPAN Destination Groups) | D 3 2D/ — RRERINF

D

[SPAN%E% 4 )L—T (SPAN Destination Groups) 1 %477 U » 7 LC, [SPANSBSE S IL—TDER (Create
SPAN Destination Groups) | Z#R L 77,
[Create SPAN Destination Group] %1 7 2 7 BWHER/RSNET,

[SPAN 3854 )L— T DR (Create SPAN Destination Group) 1 #4712 Ry 7 ZAD T 4 —)b RiZiEb)
EEANTILET,

SET LIS, [HE (Submit) 1227V v 7 LET,
ST N—T DMERR S IV E T,

RDZRY
FEER L T ARWESIZ, 777V v 7 SPANRY V—DRETEHELET,

NX-0S Style CLI {3 L 7= SPAN D& 7€

NX-0S R Z A )LD CL ZFEAL=7Y X E— FTORA—75/L SPAN DEFE

R, T B8RV =T ) — R =NV iERDSPANERETYT, 12U EDOT 78 AKR—
FEZIEIR—F FXYRXANLRESN N T 74 v I E=HY 7L, LY —7 /J—K
\Za— IV 7RsE e R — MR E T&E £,
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ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ATvT8

NX-0S RZ A LD CLI ZFEALET7I R E— FTOHE—5/L SPAN O E .

configureterminal

Jsua—s ) ary7 4 Xal—vary T—FERBLET,
5l

apicl# configure terminal

[no] monitor access session session-name
TIRAE=ZY T By va VRERERLET,

i :

apicl (config) # monitor access session mySession

[no] description text

COT IR EF=AZY T vy arOmAEBINLET, TFAMIAR—AREGENTVDEEHEE
X, B HFCHDSLERHY £,

1

apicl (config-monitor-access) # description "This is my SPAN session"

[no] destination interface ethernet slot/port leaf node-id
SEEA U H—T 2 A ABBELET, WA H—T = A A% FEX A — MITHZ LI TEERHA,
1 -

apicl (config-monitor-access) # destination interface ethernet 1/2 leaf 101

[no] sourceinterface ethernet {[fex/]slot/port | port-range} leaf node-id
EEILA A —T oA AR — FNEIIAR— MAZEELET,

fi

apicl (config-monitor-access) # source interface ethernet 1/2 leaf 101

drop enable

ASICT R Yy 7 ENTZTRXTONRTy haedy 7F v L, FARE I 372 SPANFLEIZEET 5. SPAN
Zr Fa vy TR A 2 —T M LET,

1

apicl (config-monitor-access-source)# drop enable
[no] direction {rx | tx | both}

FT=ZVTTHET T4y 7 DOGMERELET, Fd, FMELR— LML TRETE £
ﬁ‘o

1

apicl (config-monitor-access-source)# direction tx

[no] filter tenant tenant-name application application-name epg epg-name
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B wosxsqiocuEERLET S €2 E— FTOO—H)L SPAN DRE

ATvT9

ATv 710

ATvIN

ATvT12

ATV 713

TRV TTHENT T4 DT A NZUBEITOWES, T 2%, FEILR— M I &M
LTRETEET,

1

apicl (config-monitor-access-source)# filter tenant tl application appl epg epgl
exit

TIORRAE=Z YT By a VREE—NICRY £7,

f5i

apicl (config-monitor-access-source) # exit

[no] destination interface port-channel port-channel-name-list leaf node-id
A H—T A AETRELET, SkEA X —T 2 A AZ FEX R —MITHZLIETEEEA,
GE) VU —Z4101) LA, a~ 2 REIIRT LI, 58 v F—T oA AL LTRARET 47
A= FX¥RXVEFHTEDLLIICRD E L,

1 -

apicl (config-monitor-access)# destination interface port-channel pcl leaf 101

[no] sourceinterface port-channel port-channel-name-list leaf node-id [fex fex-id]

EEA A —T A AKR— b FrRVERELET,

(FRF 74w 7 DFMET A NERELZATILET, ZIIDERFSNTVEREAL) .

1 -

apicl (config-monitor-access)# source interface port-channel pc5 leaf 101

[no] filter tenant tenant-name I3out L30ut-name vlan interface-VLAN

FT=H VU TTDHRNT T4y I DT A NVEUBREITNET, 74 F %, EEAR— M 2 & TSz

LTRETEET,

GE) UU—2410) LK, BlIRTE T, L30ut A v H—T A A T4 NH ) U TERETD
LEWCIP T VT 4 v 7 AREETDMEN RS2V E LT

i :

apicl (config-monitor-access-source)# filter tenant tl 13out 13outl vlan 2820
[no] shutdown

T=HV T vy varET =T (F2EA F—T V) [ZLET,

{5l

apicl (config-monitor-access)# no shut
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NX-08 2 4% A L0> CUI & (A L 1= SPAN 7« L& 5 —T0%z [

il

ZOPNE, o= AN T I RBARAE=Z) T Byt a b ERETDHHIEERLTOE

j‘o

apicl# configure terminal
apicl (config) # monitor access session mySession

apicl (config-monitor-access) # description "This is my SPAN session"
apicl (config-monitor-access)# destination interface ethernet 1/2 leaf 101
apicl (config-monitor-access) # source interface ethernet 1/1 leaf 101

(
(
(
apicl (config-monitor-access) # drop enable
apicl (config-monitor-access-source) # direction tx
(
(
(

apicl (config-monitor-access-source)# filter tenant tl application appl epg epgl

apicl (config-monitor-access-source) # exit
apicl (config-monitor-access)# no shut
apicl (config-monitor-access)# show run

# Command: show running-config monitor access session mySession

# Time: Fri Nov 6 23:55:35 2015
monitor access session mySession

description "This is my SPAN session"

destination interface eth 1/2 leaf 101

source interface eth 1/1 leaf 101
direction tx
filter tenant tl application appl epg epg
exit

exit

NX-08S X2 A )LD CLI ZEALT-SPAN 7 4 JLZ T )L—TDEE

WOFENETIL, SPAN 7 4 VE T)—FL T 40 E = ") ZRET D IHFEICHONT

i‘a—o

AT w71 configure
ra— " LEBEE— 2B LET,
i

apicl# configure

AT 72 [no] monitor access filter-group filtergroup-name
TIRAE=ZZV T T4NE TN—TREEZERLET,
1 -

apicl (config) # monitor access filter-group filtergroupl

il L

AT w73 [no] filter srcaddress source-address dstaddr ess destination-address srcpor t-from source-from-port srcport-to

source-to-port dstpor t-from destination-from-port dstport-to destination-to-port ipproto | P-protocol

TANE TN—TDT7 4 VH = M) EFRELET, ZTIT,
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s source-address (%, IP7 RV A/w A7 FERDOERFILIP T RLVATY, IPvd 7 RLABLWIPv6 7 N
LADEL L AR—FENTWET, 0000DHEIZ, ZOT7 44—V RTHEEDIPVE T RL A =
MY ZIBET DD, o OfFEIZ. FEDIPV6 T FL AT M ZIEETH-DIEH L £,

e destination-address /%, IP7 RL A/~ A7 DSEHIP T KL ATY, IPvd 7 RLABLRIPv6 7 K
LADELL LY AR—FEINTWVWET, 0000DfEIF, ZDOT7 4 —/LRKTEEDIPVE T KL R =
MU ZBETHZOIZ, o O, FEDIPV6 T FL A M ZHEETH-DIfFEHALET,

« source-from-port &, JAIDEET LA V4R — T, ZD7 1 —/L Nid, sreport-to” 1 —/L R & &
Bz, BETER— 274 NVE ) T T H70OR— MEHERELET, 0k, 207 4—L K
TEED—Y N ZETHOIEM L ET,

s source-to-port 1%, HEEDEEFETLLA V4R — T, ZO7 4 —/L N, sreport-from~” 4 —/L K& &
BT, BELR— 2T A NE ) 7T 50O R— MEZRELET, B0k, 207 41— K
TEED= N EZRET DDA L ET,

« destination-from-port I, &YIDFEH LA ¥ 4R— T, ZD7 4 —/L KX, dstport-to” 1 —/L K &
EBIT, WER— 2T 4V E ) T AHDOR— MHEZRE L ET, H0IX, 27 41— K
TEED= N ARETHTDIHEHLET,

« destination-to-port |1, & D%V A V4R — T, ZD7 ¢ —/ RiL, dstport-from” 1 —/L K&
EBIT, BER— 2T AN EZ Y T T D7D R— MiHEAEELET, 0L, ZDOT7 4 —L R
TREED—V M ZEETHOIMEM L ET,

« IP-protocol £ IP 7' &2 h =2 /L T3, fEOIX, 27 4 —/V RTREED=> M) ZHETH-OIHEHL
i‘g—‘(}

1 -

apicl (config-monitor-fltgrp)# filter srcaddress 1.1.1.0/24 dstaddress 0.0.0.0 srcport-from 0 srcport-to
0 dstport-from 0 dstport-to 0 ipproto 20

ATy T4 exit
TIERET=E— T4 NE TA—THRET— NIZEY £7,
Bl -

apicl (config-monitor-fltgrp)# exit

ATy 75 exit
Jua—m)ary7 4 Fal—ar ET—REKRTLET,
1 -

apicl (config) # exit

1

ZOFNE, SPAN 7 4 VH TN—TF LT 4B 2 N EFRETHHEEZRLTWE
ﬁ‘o
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apicl# configure

apicl (config) # monitor access filter-group filtergroupl

apicl (config-monitor-fltgrp)# filter srcaddress 1.1.1.0/24 dstaddress 0.0.0.0 srcport-from
0 srcport-to 0 dstport-from 0 dstport-to 0 ipproto 20

apicl (config-monitor-fltgrp)# exit

apicl (config) # exit

NX-0S X 2 A )LD CLI Z{EFA L 1= SPAN 7 1 /L3 J)L— T OBEE S+

WOTFNATIE, 74 V% 7 )V—"7% SPAN #1575 7 )V — I BHHEAT T D HIEIC DWW TR L
i‘ﬂ—o

ATv 71  configure
Jo— ) ary7 4 FXal—ary ET— REBBLET,
fi

apicl# configure

AT w72  [no] monitor access session session-name
TIRAE=HF) T By v a VREEERLET,
{1 -

apicl (config) # monitor access session sessionl
ATwvF3 Ailter-group filtergroup-name

TANE TN—T m BT ET,

il

apicl (config-monitor-access)# filter-group filtergroupl
ATv 74 nofilter-group
MBS U T, 7 4 ¥ Z—7 ORI 2Rk L £,
fi

apicl (config-monitor-access)# no filter-group

X775  [no] sourceinterface ethernet {[fex/]slot/port | port-range} leaf node-id
FEEILA =T oA A R— FEITIAR— MEHEZEE L £,
fl

apicl (config-monitor-access)# source interface ethernet 1/9 leaf 101
AT w76 filter-group filtergroup-name

7 4 J)V—T % SPAN %[5 I BRI 5,

{1 -

apicl (config-monitor-access-source)# filter-group filtergroup2
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ATy FT17

ATvT8

ATy

ATv 710

exit

TIRAFE=HS— T4 NVE TN—TREET— RICED £,

1

apicl (config-monitor-access-source) # exit

no filter-group

MBS U T, SPAN IBETTMS 7 4V H 7 )— 7 OB T 2 B L £ 9,

1 -

apicl (config-monitor-access-source)# no filter-group

exit

TIRAFE=HS— T4 NVE TA—TREET— RICRED £,

1 -

apicl (config-monitor-access) # exit

exit

Ja—\)ary7 4 Xal—ary T—REKRTLET,

1

apicl (config)# exit

1
ZOBNE. T 4G TN—T HBEMNT 5Tk E R LTV ET,

apicl# configure

apicl (config) # monitor access session sessionl

apicl (config-monitor-access)# filter-group filtergroupl

apicl (config-monitor-access) # source interface ethernet 1/9 leaf 101
apicl (config-monitor-access-source)# filter-group filtergroup2

apicl (config-monitor-access-source) # exit

apicl (config-monitor-access-source)# no filter-group

apicl (config-monitor-access) # exit

apicl (config) # exit

NX-0S R 2 A )LD CU ZFA L7 X E— FTD ERSPAN D& TE

ACI 777V w7 T, 778X E— RO ERSPAN REZXHEHAL T, 12U LDV —7 ) —
ROT 7 A R—=hF, R—h Fr 3L, BLOVPCHOREEINTEZ N T 74 v 7 HEHTE
3

ERSPAN & v a »DigE, sEidFIic= KR4/ N 7 v—7 (EPG) T, ZNbix7 77
Uy ZHRDOEZIZTHEMTEEY, BHAZRO N T 7 4 v 713, EZ2ThI, EPGHABEIL
TS Ch D5ttt S ET,
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ATy T

ATy T2

ATvT3

ATvT4

ATy T5

ATvT6

ATy 717

ATvT8

NX-08 R 2 A )LD CLI ZEA L7V R E— K TO ERSPAN DR E .

configureterminal

Jsua—s ) ary7 4 Xal—vary T—FERBLET,
5l

apicl# configure terminal

[no] monitor access session session-name
TIRAE=ZY T By va VRERERLET,

i :

apicl (config) # monitor access session mySession

[no] description text

ZOFE=ZY T By a OB EBINLET, TFAMIAR—ARGEENLTWO DAL, BH—5]
ABFCHDLERH Y £7,
1 -

apicl (config-monitor-access)# description "This is my access ERSPAN session"

[no] destination tenant tenant-name application application-name epg epg-name destination-ip dest-ip-address
sour ce-ip-prefix src-ip-address

WAL H—T=2A AT T P LTHREL, BEar 74 Falb—var E—ReftbLET,
1 -

apicl (config-monitor-access) # destination tenant tl application appl epg epgl destination-ip
192.0.20.123 source-ip-prefix 10.0.20.1

[no] erspan-id flow-id
ERSPAN & >+ = > ® ERSPAN ID # &% L £9, ERSPAN O#iHiE 1 ~ 1023 T,
{5

apicl (config-monitor-access-dest)# erspan-id 100
[no] ip dscp dscp-code

ERSPAN T 7 4 w7 D347 h®D DiffServ =2— K "4 >+ (DSCP) [EA#RELEJ, FHETZ 5%
PHIZ 0 ~ 64 T,

1

apicl (config-monitor-access-dest)# ip dscp 42

[no] ip ttl ttl-value

ERSPAN 7 7t v 7 @ IP f#fe ATRERFIA] (TTL) fEAFRE L £, #PFHIL 1 ~ 255 TY,
fi

apicl (config-monitor-access-dest)# ip ttl 16

[no] mtu mtu-value
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ATvT9

ATv 710

ATvIN

ATvT12

ATy 713

ATV 714

ATvT15

ERSPAN T v ¥ g v DEKNGEHEN MTU) VA XERELET, HETE AL 64 ~ 9216 /31 b
‘Gﬁ—o

1

apicl (config-monitor-access-dest)# mtu 9216
exit

TS =TV RAREE— NIZRED £7°,

{1 -

apicl (config-monitor-access-dest) #

[no] sourceinterface ethernet {[fex/]slot/port | port-range} leaf node-id
EEILA X —T oA A R — NEIIAR— MHAZEELET,
fi

apicl (config-monitor-access) # source interface eth 1/2 leaf 101

[no] sourceinterface port-channel port-channel-name-list leaf node-id [fex fex-id]
EETLA LV H—T 2 ADKR— N F ¥ FAERELET,
1 -

apicl (config-monitor-access)# source interface port-channel pcl leaf 101

[no] sourceinterface vpc vpc-name-list leaf node-id1 node-id2 [fex fex-id1 fex-id2]
HEETLA LV H—T A AVPC HIRELE T,

1 -

apicl (config-monitor-access) # source interface vpc pcl leaf 101 102

drop enable

ASICT R Yy 7 ENTTXTONRTy oy 7T v L, FAiRE S/ SPANSEILIZIRET 5, SPAN
Fv Re vy THREE A X —7 I LET,

1 -

apicl (config-monitor-access-source)# drop enable
[no] direction {rx | tx | both}

TRV TTHT T4y 7 DG AEEELET, FaE, FETR—h T LM L TRETE £
j—o

1

apicl (config-monitor-access-source)# direction tx

[no] filter tenant tenant-name application application-name epg epg-name

F=HVTTDHRNT T4y I DT A NVFRBEITVET, 74 F1E, FELAR— M 2 & (TN
LTRETEET,

1
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ATv 716

ATvT11

NX-08 R 2 A )LD CLI ZEA L7V R E— K TO ERSPAN DR E .

apicl (config-monitor-access-source)# filter tenant tl application appl epg epgl

exit

TIORAE=HX) T vy va RET— RIIEY £,

1 -

apicl (config-monitor-access-source) # exit

[no] shutdown

TRy varE T aE—T0 (EFA4%—T ) I LET,

1 -

apicl (config-monitor-access) # no shut

1

ZOBNX, ERSPAN 7 72 =R ) 7 vyl a b HRETHHEEZRLTVE

D

apicl# configure terminal

apicl (config) # monitor access session mySession

apicl (config-monitor-access) # description "This is my access ERSPAN session"
apicl (config-monitor-access)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

apicl (config-monitor-access-dest) # erspan-id 100

apicl (config-monitor-access-dest)# ip dscp 42

apicl (config-monitor-access-dest)# ip ttl 16

apicl (config-monitor-access-dest)# mtu 9216

apicl (config-monitor-access-dest) # exit

apicl (config-monitor-access)# source interface eth 1/1 leaf 101

apicl (config-monitor-access-source) #drop enable
apicl (config-monitor-access-source)# filter tenant tl application appl epg epgl
apicl (config-monitor-access-source) # exit

(
(
(
(
(
apicl (config-monitor-access-source) # direction tx
(
(
(
(

apicl (config-monitor-access)# no shut
apicl (config-monitor-access)# show run
# Command: show running-config monitor access session mySession

# Time: Fri Nov 6 23:55:35 2015

monitor access session mySession
description "This is my ERSPAN session"
source interface eth 1/1 leaf 101

direction tx

filter tenant tl application appl epg epgl

exit

destination tenant tl application appl epg epgl destination-ip 192.0.20.123

source-ip-prefix 10.0.20.1
ip dscp 42
ip ttl 16
erspan—-id 9216
mtu 9216
exit
exit
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ZOFNE, E=F IV TEEIRE LTHR— N Fr RV ERET D HEZRLTVE
—§—O

apicl (config-monitor-access) # source interface port-channel pc3 leaf 105

oW, FE=Z Y TEETLE L TVPC D1 DD Ly P hRBRET A FEEZRLTYD
F7,

apicl (config-monitor-access) # source interface port-channel vpc3 leaf 105

wOFENEL, FEX 101 226 DR— FO#iHEZE=F U U 7R ETE LTRET D HEL
ARLTWET,

apicl (config-monitor-access)# source interface eth 101/1/1-2 leaf 105

NX-0S R 2 A )LD CLUZFEARAL-77 ) v%Y E— KTODERSPAN DETFE

ATy

ATy T2

ATvT3

ACI 777U/ TliZ, 777V v 7 F—RKDOERSPAN RE#fEH LT, V—7 /J— K%/
WAL J—=FRD 1D EDT 7TV w7 R—= b REENTZ N T T4 v 7 2F=H Y
VITEET, n—HANSPANIZ T 77 v F— FTIEPAR— SN TOEREA,

ERSPAN & v ¥ a3 Y OBA, s8IEHEIZTY RARA v b Z)V—7 (EPG) T, Zhbix7 77
Uy Z7HNDOEZIZTHREMTEEY, BHNRO NI 7 4 v 713, EZ2Thiv, EPGHRBEIL
TG ChLmEICHREINE T, 777 Vv 7 F—RTIE, 777U v 7 R— FDOHBE
EILE LTHASNETN, V=T XA v T LANRALV AL v FOWGRFFRISNET,

configureterminal
Jau—r)ar7 4 F¥al—yary ET— REBBLET,
1A

apicl# configure terminal

[no] monitor fabric session session-name

Ty 7V F=E )T vy a VRERER LT,
f5l

apicl (config) # monitor fabric session mySession

[no] description text

IOFE=ZY) T Byt a O EBINMLET, TFRAMIAR=ZAREENTWDIEHEEIL., B—F]
A CHOLLERH Y F7,

1 -

apicl (config-monitor-fabric)# description "This is my fabric ERSPAN session"
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AT w74 [no] destination tenant tenant-name application application-name epg epg-name destination-ip dest-ip-address
sour ce-ip-prefix src-ip-address

A A —T A AT NELTHREL, sikary 7 4 Xab—rar B— RERKLET,
1

apicl (config-monitor-fabric)# destination tenant tl application appl epg epgl destination-ip
192.0.20.123 source-ip-prefix 10.0.20.1

AT w75 [no]erspan-id flow-id
ERSPAN & v+ 3 @ ERSPAN ID Z 3% L £9, ERSPAN O#iHIEL 1 ~ 1023 T,
fi
apicl (config-monitor-fabric-dest)# erspan-id 100

AT 76 [no]ip dscp dscp-code

ERSPAN T 7 4 w7 D34 h®D DiffServ =2— K "4 >+ (DSCP) [EA#RELEJ, FRETZ 5%
PHIZ 0 ~ 64 T,

fi
apicl (config-monitor-fabric-dest)# ip dscp 42
ATwv 771 [no]ip ttl ttl-value
ERSPAN K7 7 ¢ v 7 @ IP 77fe iTRERFR (TTL) fEZ7%E L E9, #PHIX 1 ~ 255 T9,
fi
apicl (config-monitor-fabric-dest)# ip ttl 16
AT 78  [no] mtu mtu-value

ERSPAN & v 3 3 > O KEGEHEAMN (MTU) A4 XEBRELET, HETX AL 64 ~ 9216 /51 |k
"C:\—g—o

1

apicl (config-monitor-fabric-dest)# mtu 9216
ATv7T9 et

TS =TV RBAREE— NIZRED £7°,

{1 -

apicl (config-monitor-fabric-dest) #

AT w710 [no] sourceinterface ethernet {slot/port | port-range} switch node-id
EEIEA VA —T oA A R — NEIIAR— MHZEEL T,
fi

apicl (config-monitor-fabric)# source interface eth 1/2 switch 101

A7w 71 dropenable
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Frv Fuy THREE A X—T7 M LET,

fi

apicl (config-monitor-fabric-source)# drop enable
AT w712 [no]direction {rx|tx|both}

TRV TTHET T4y 7 OGMERELET, Fd, FMELR— LML TRETE £
ﬁ‘o

{1 -

apicl (config-monitor-fabric-source)# direction tx
AT w713 [no]filter tenant tenant-name bd bd-name

TVwY RAL Y TCRT T 4w 05T 4 NEZ VT LET,

i :

apicl (config-monitor-fabric-source)# filter tenant tl bd bdl
AT w714 [no]filter tenant tenant-name vrf vrf-name

VREChI 74w 0T 4N T LET,

1 -

apicl (config-monitor-fabric-source)# filter tenant tl vrf vrfl
ATv 15 exit

TI7RAE=HFV T By a REET— RIIEY £7°,

1 -

apicl (config-monitor-fabric-source)# exit
AT w716 [no] shutdown

T=H VT v arET =T (FREAF—T ) ICLET,

i

apicl (config-monitor-fabric) # no shut

il

ZOHNX, ERSPAN V7 7 7 ) w7 =X ) Ty a Vv ERETDHHEZRL T
F9,

apicl# configure terminal

apicl (config) # monitor fabric session mySession

apicl (config-monitor-fabric) # description "This is my fabric ERSPAN session"
apicl (config-monitor-fabric)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

apicl (config-monitor-fabric-dest)# erspan-id 100
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NX-08 R &2 A )LD CLI ZEAL~TF > b E— K TO ERSPAN DR E .

apicl (config-monitor-fabric-dest)# ip dscp 42

apicl (config-monitor-fabric-dest)# ip ttl 16

apicl (config-monitor-fabric-dest)# mtu 9216

apicl (config-monitor-fabric-dest)# exit

apicl (config-monitor-fabric)# source interface eth 1/1 switch 101
apicl (config-monitor-fabric-source)# drop enable

apicl (config-monitor-fabric-source) # direction tx

apicl (config-monitor-fabric-source)# filter tenant tl bd bdl
apicl (config-monitor-fabric-source)# filter tenant tl vrf vrfl
apicl (config-monitor-fabric-source) # exit

apicl (config-monitor-fabric)# no shut

NX-08S R 2 A )LD CL ZFEARAL=TF > b E— KT ERSPAN DX E

ATy T

ATy T2

ATy T3

RTv74

ATy T5

ACIL 777U v 7 TlZ, 557> F E— RO ERSPAN REZXFHL T, 75 NADO= KR
AN ITN—=TNERIEENTZ N T T4 v =X ) I TEET,

T b= RTH, BETLTEPGOOLREINTZ N T 7 0 v 21, RUTFH 2 MNDFEN
EPG IZEEENET, FEXLEFIIFLEDEPGR 777U v ZVNTEBEILTH, FT 74>
TDFE=FY T E LA,

configureterminal
7 — N VEREE— RERBLET,
fi

apicl# configure terminal

[no] monitor tenant tenant-name session session-name
TrEy N E=F VT vy a VRERERRLET,
i :

apicl (config)# monitor tenant session mySession
[no] description text

COTIRRAEF=AZY T vy arOmAEZBIMLET, TFAMIAR=AREGENRTVDHES
X, H—5HFCHDSLERHY 1,

1 -

apicl (config-monitor-tenant) # description "This is my tenant ERSPAN session"

[no] destination tenant tenant-name application application-name epg epg-name destination-ip dest-ip-address
sour ce-ip-prefix src-ip-address

WAL H—T 2 A RET T P LTHREL, a7 Falb—var E—ReftbLET,
B

apicl (config-monitor-tenant) # destination tenant tl application appl epg epgl destination-ip

192.0.20.123 source-ip-prefix 10.0.20.1

[no] erspan-id flow-id
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ERSPAN & v 2 > ™ ERSPAN ID %%/ E L £9, ERSPAN D#ifHIL 1 ~ 1023 T,
1 -

apicl (config-monitor-tenant-dest)# erspan-id 100
AT w76 [no]ip dscp dscp-code

ERSPAN ~T 7 4 v 7 D34 h®D DiffServ 27— K "4 >+ (DSCP) [E#&ZRELE7, fRETX 5%
FHIL 0~ 64 T,

{1 -
apicl (config-monitor-tenant-dest)# ip dscp 42
ATv 771 [no]ip ttl ttl-value
ERSPAN k7 7 ¢ v 7 @ IP f#fc rlRelsf#] (TTL) fEZFRE L E3, &P 1 ~ 255 T9°,
fi
apicl (config-monitor-tenant-dest)# ip ttl 16
ATw 78  [no] mtu mtu-value

ERSPAN & v ¥ g3 v D g KIGIEHAL (MTU) A X2 ELET, fHETE 2HHIL 64 ~ 9216 /31 k
‘(\\—g—o

1

apicl (config-monitor-tenant-dest)# mtu 9216
ATv79 et

TS =TIV RBAREE— NIZRED £7°,

fi

apicl (config-monitor-tenant-dest) #
AT w710 [no] source application application-name epg epg-name

BETXA v F—T 2 A A R— FEIIAR— MHAZEE L £ 7,

i

apicl (config-monitor-tenant) # source application app2 epg epg5
A7 w71 [no]direction {rx|tx | both}

F=ZVTTHIT 74y 7 OFMERELET, FRE, FELAR—FZEITMY L TRETE E
j—o

1

apicl (config-monitor-tenant-source)# direction tx
ATv 12 exit

TIRAE=HFY T By v a VREET— RIIRED 7,

{5

apicl (config-monitor-tenant-source)# exit
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AT w713 [no] shutdown
F=H VT vy varET 48—T (EIFA X —T ) IZLET,
{1 -

apicl (config-monitor-tenant) # no shut

il

ZOFE, ERSPAN T b =X ) 07 vy v a v B2RETDAHEEZRLTOE
7,

apicl# configure terminal

apicl (config) # monitor access session mySession

apicl (config-monitor-tenant) # description "This is my tenant ERSPAN session"
apicl (config-monitor-tenant)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

apicl (config-monitor-tenant-dest)# erspan-id 100

apicl (config-monitor-tenant-dest)# ip dscp 42

apicl (config-monitor-tenant-dest)# ip ttl 16

apicl (config-monitor-tenant-dest)# mtu 9216

apicl (config-monitor-tenant-dest) # exit

apicl (config-monitor-tenant) # source application app2 epg epg5

apicl (config-monitor-tenant-source)# direction tx

apicl (config-monitor-tenant-source) # exit

apicl (config-monitor-tenant)# no shut

NX-0S X% 4 )LD CLI ZE/H L =4 O0—/\)L SPAN-On-Drop v > 3 VD EKE

ORI arTiE, S —FEOTRTCOFR— 12 SPANEETLLETE57 00— Fav
PYERT D HiEE R LET,

AT w71 configureterminal
ra—r\Lar7 4 Xal—iay T— REBBELET,
B -

apiclt configure terminal
AT 72 [no] monitor fabric session session-name
Ty 7Vl ®=H )T By v a VEREAER L E T,
1 -

apicl (config) # monitor fabric session Spine301-GD-SOD
AT 73 [no] description text

COFE=ZV Ty a ryOHRHEZEBEMNMLEY, TFRAMIAR=ZAREETNTWBEAIL. E—5IH
BT LENHY 97,

Cisco APIC Troubleshooting Guide, ') 'J —X 4.2(x) LLRI .



CiscoAPIC F5 T LS a—F 15 y—LofER |

B resTAPI &4 L1 SPAN DR

ATy TH

1 :

apicl (config-monitor-fabric) # description "This is my fabric ERSPAN session"

sour ce global-drop switch

ASIC TRy 7 ENTZTRTONRNT v haeX ¥y 7 F ¥ L, FHAHE I 72 SPAN 56 5EICEE T 5. SPAN
T Ry 7HREE A r—T7 I LET,

1 -

apicl (config-monitor-fabric)# source global-drop switch

[no] destination tenant tenant-nameapplication application-name epg epg-name destination-ip dest-ip-address
sour ce-ip-prefix src-ip-address

WA —T A AT T PELTHEL, a7 4 FXalb—ary TNl LET,
1 :

apicl (config-monitor-fabric-dest)# destination tenant ERSPAN application Al epg El destination-ip
165.10.10.155 source-ip-prefix 22.22.22.22

£l
&IZ, SPAN-on-Drop 7 v a v &% ET HHEZRLET,

apicl# configure terminal

apicl (config) # monitor fabric session Spine301-GD-SOD

apicl (config-monitor-fabric) # source global-drop switch

apicl (config-monitor-fabric)# destination tenant ERSPAN application Al epg El
destination-ip 179.10.10.179 source-ip-prefix 31.31.31.31

REST APl % {& 8 L 7= SPAN D& Rk

RESTAPI Z{#F L1-ERSPAN 85D T 7 T v I 5BET IL—TDEE

D7 aTiE, RESTAPLI #4H LT, ERSPANSGSED T 7 7V » V55 /v —F % 3%
ETDHZ XY, RESTAPI O TEA R LUET, HHARER T a7 DU A MMIOW
Tix, TAPICEHHEIHFHET VER] 2B L T 7Z&0,

ERSPAN 48507 7 7'V w 755 I N—T R E L £,

POST https://<APIC_IP>/api/node/mo/uni/infra.xml

<spanDestGrp annotation="" descr="" name="Dest2" nameAlias="" ownerKey="" ownerTag="">
<spanDest annotation="" descr="" name="Dest2" nameAlias="" ownerKey="" ownerTag="">
<spanRsDestEpg annotation="" dscp="unspecified" finalIp="0.0.0.0" flowId="1" ip="179.10.10.179"

mtu="1518"srcIpPrefix="20.20.20.2" tDn="uni/tn-ERSPAN/ap-Al/epg-E1" ttl="64" ver="ver2"
verEnforced="no"/>
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</spanDest>
</spanDestGrp>

RESTAPI Z{FERA L=/ 0—/\)L FOy TEETTIL—TDOHETE
OB T a T, RESTAPIZfEA L T/ u—L ey FEETINV—T2HRT5 2
Lok W, RESTAPI O EEZRLET, AR 0 X7 4 O Y A MZOWTIL,
TAPIC EEMERET VEEL] 2L T 7EEW,
Jua—s v Ray FERETRITN—TEHR L ET,

POST https://<APIC IP>/api/node/mo/uni/infra.xml

<spanSrcGrp adminSt="enabled" annotation="" descr="" name="Spine-402-GD-SOD" nameAlias="">
<spanSrc annotation="" descr="" dir="both" name="402" nameAlias="" spanOnDrop="yes">
<spanRsSrcToNode annotation="" tDn="topology/pod-1/node-402"/>
</spanSrc><spanSpanLbl annotation="" descr="" name="402-dst-179" nameAlias="" tag="yellow-green"/>
</spanSrcGrp>

RESTAPI Z{ER L= SPAN%Et & LTD ) —7 ;R— FDRTE
ZOkv 7 a Tt RESTAPIZEHA L TY —7 A"— %2 SPAN % & LTRETH Z LI
XU, RESTAPIOEH FikzERLE T, HHAERT 2/ X7 4 DY A MZoOWTlE, [APIC
BHIEHRETNER] 22 LTEE0,
Y—7 R— F%& SPAN%GEE & LCRRELET,

POST https://<APIC_IP>/api/node/mo/uni/infra.xml

<spanDestGrp annotation="" descr="" name="Dest4" nameAlias="" ownerKey="" ownerTag="">
<spanDest annotation="" descr="" name="Dest4" nameAlias="" ownerKey="" ownerTag="">
<spanRsDestPathEp annotation="" mtu="1518" tDn="topology/pod-1/paths-301/pathep-[ethl/18]"/>
</spanDest>

</spanDestGrp>

RESTAPI Z{Ef LT-SPAN 7V E REET VI —TDETE

ZD¥ V3T, RESTAPIZEHA L TSPAN T 7B ZX V—RA FIL—T%RETHZ LI
£V, RESTAPIOfEMA HFEE R LET, EHAFERTaXT DU X MIOWTIE, [APIC
BHEHRET VER] 22 L TEE0N,

SPAN 77 B A KET I/ N—T %R ELET,

POST https://<APIC_IP>/api/node/mo/uni/infra.xml
<spanSrcGrp adminSt="enabled" annotation="" descr="" name="Test-Src2" nameAlias="" ownerKey=""
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ownerTag="">
<spanSrc annotation="" descr="" dir="both" name="Srcl" nameAlias="" ownerKey="" ownerTag=""
spanOnDrop="yes">
<spanRsSrcToPathEp annotation="" tDn="topology/pod-1/paths-301/pathep-[ethl/1]"/>
</spanSrc>
<spanSpanlbl annotation="" descr="" name="Destl" nameAlias="" ownerKey="" ownerTag=""
tag="yellow-green"/>
</spanSrcGrp>

RESTAPI Z{#RALT=-SPAN 27 T vy O EFEETITIL—TDETE
ZD¥ 7 g TiE, RESTAPI A LTSPAN 77 7Y v 7 E BRI NV—T2RETH
L2k W, RESTAPI O EEZRLET, AR 0 X7 4 O Y A MZOWTIL,
TAPIC EEMERET VEEL] 2L T 7E&EW,
SPAN 77 7' U w 7 KE I N—T R ELET,

POST https://<APIC IP>/api/node/mo/uni/infra.xml

<spanSrcGrp adminSt="enabled" annotation="" descr="" name="Test-Src2" nameAlias="" ownerKey=""
ownerTag="">
<spanSrc annotation="" descr="" dir="both" name="Srcl" nameAlias="" ownerKey=""
ownerTag="" spanOnDrop="yes">
<spanRsSrcToPathEp annotation="" tDn="topology/pod-1/paths-301/pathep-[ethl/51]1"/>
</spanSrc>
<spanSpanlbl annotation="" descr="" name="Dest2" nameAlias="" ownerKey="" ownerTag=""
tag="yellow-green"/>
</spanSrcGrp>

RESTAPI Z{#F L= ERSPAN BB D7V £ REE T IL—TDHKE

ZDE 7 g TiE, RESTAPI Z4H LT, ERSPAN 5G5ED T 7 & 250 /) — 7 2R ET
HZ EIZ& Y, RESTAPIOEAFEERLET, FHRER Y /"7 4 DU A MIOWTIE,
TAPIC EBMEHRET VEEL] 2B L T 7EE0,

ERSPAN 554D T 7 & RS 7 N—T 5B ELET,

POST https://<APIC IP>/api/node/mo/uni/infra.xml
<spanDestGrp annotation="" descr="" name="Dest4" nameAlias="" ownerKey=""
ownerTag="">
<spanDest annotation="" descr="" name="Dest4" nameAlias="" ownerKey=""
ownerTag="">
<spanRsDestPathEp annotation="" mtu="1518" tDn="topology/pod-1/paths-301/pathep-
[ethl/18]1"/>
</spanDest>
</spanDestGrp>
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et DEA

gmatowm [

atiZ, BUIL CWD A7V =7 FOUTAZA LOREBLZREEL, HASHTE M7 71
Va—T 4 7RI LEY, MEHNEIR, MR E i3 A T~ o FORERICH T
O BE IS U TIETE LT,

AU —id, WETHIHFTORE, Mg, 73577 ara2ERLET, 2E2E AN
VLAN TRu v 77Xz O LEWEZER 1000 2B 2 5546, RY > —IXEPG ET
1 DO EZAERT DI ENTEET,

WMatT—#1%, f > #—7=xA A, VLAN, EPG, 77V r—var 777 A/, ACL/L—
Ny TFHU R, NEFAPIC T BB AR EO I EIE Yy —AnbINESNE T, #Hitid, 54,
154y, LR, 1 H, V@M, 1228, 1IEE, 231 For 7Y V7R T — 2 %%
FELET, BOWHRoOMBICL > T, REWHEBEAGZbNET, SEIERHeHER 7 v
T4 BRI TE, R, BE B, 2fbor—h, PL U R, &R NETFEERERD
0 ET, WEMRFEREIIER T ET, AU U—id, HitE v AT LAOBUEDIRRED HIUE
T 50, BEMICERT 520, X2 0ME0ERECEET, e xiE, AV v—iF, &
JEHR 2 1 Rz TS MR CIUET A L O IiEETE 3, 1 FFfIIBE Y 1 K v
TY, 1REARGET 2 & RO SHBIOFE BN E I, —BROSHRICNE ST —
AINHFESNET,

\}

GE)

FEREHT 41 AR E CREFFCE £,

S5HPBIEDY T L a— ROFEREIZ 12907 (1B ICHIRShEd, fhod
RTOH TR, 1,000 270 La— RIZHIRESThET, 72& 20X, 1R ORL

GUI TO#ETHIEHRD =T

TIVr—varTundyAN WAL HA—T AR, TV Y ALV, T7 707
J—F7E. APICGUI LT, 2047V = FOREHIEREFRTEET, GUIT
MEHEmMEZ £ R T DI, TEF—=2a v/ THT V27 bERIRL, [STATS| ¥ 7 % 7
Uy 27 LET,

AH—T 2 A ADOWEFHEHRE T RT D FIEL, kO LB TT,

RFYT1 Ama— e, [F7TYvH (Fabric) 5[4 2 A2 kU (Inventory) ] #3850 L £,

AT9FT2 [FEF—=L a3 (navigation) | DA T, Ry RE@ERLET,

ATV T3 Ry RERHL, A4 v FEREBLET,

ATy 74 [FEHX—T 3> (Navigation) |31 T, [4 B —T 4 R (Interfaces) | ZJEFH L. ehl/1 &38R L %

j—O

ATv 75 [E¥ (Work) |31 > T, [STATS (#&t) 1 ¥ 7 & &IR L £,

Cisco APIC Troubleshooting Guide, ') 'J —X 4.2(x) LLRI .



CiscoAPIC F5 T LS a—F 15 y—LofER |
B = oromstEma~or

APIC |34 v % — 7 =4 AKEHEHER T LET,

1

RDBERY

[fEX (Work) 1 ~A > DORDT A 2zl LT, APIC TOMGHEROI R T2 EHTE
i‘ﬁ—o

« TH (Refresh) : #aHEWMA FEICHEII L E T,
e T —T )L B 2—DF R (Show Table View) : FEF ¥ — FOFEREZUVHEZ £7,

o MRt DOPHAAE 721345 11 (Startor Stop Stats) : #EFHME MO H B HH 2 G E 72T WL L E
‘j‘o

o FEEFDFEIR (Select Stats) : BT AT ZEV U TNADA L Z—r )V BEELET,

A7Vl & XML & LTH 7 u— K (Download Object as XML) : XML JER.CTA 7
VxJ bEF Y= FLET,

« JIE X A 7 (Measurement Type, BEHEDT A 22) : FHEHEROBPE X A T =B ELE T,
FFa b UCHRRE, EHE. FRE, EInERH 0 ET,

AA v FOffEHEHRIAT LV F

WDa<wy REFEST, ACLY —7 2L v FOREIEREFRTE FT,

avw >R EL:q]

L 43— Cisco Nexus @ show/clear =~ > F | #EHIZ DWW CiL, Cisco Nexus 9000 o U — X
NX-OSHEK A A4 RE&S L TS0,
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avw vk =E):g]

show platform internal countersport [port_num| z 3¢ > FK— NEEHEREFFRLE T,
| detail | nz| {internal [nz |int_port_numj}]

s port_ num: A1 FDZRVETEA— b
o

s detail : SNMP, 7 7 A, 3 L OMRE DM

AR L ET,

nz: ErAOEOHRERRLET,

internal : IR — b O EHERZ FR L
i‘a‘o
int_port_num : NHEGREEAR— M &S, 72 &
ZI1EX. BCM-0/97 OHETX, 97 E AL
ij—o

GE) Vorsmilty hEnbd e, A
AvFOHT BNl £
T, UK Uy hOFHITIE
UFoLoRnHY £,

cWENRY DY Y b
s FENC X DR — FofFL
(N— P SN TR)

show platform internal countersvlan VLAN #EHE# A2 F R LET,
[hw_vlan id]

show platform internal counterstep [tunnel_id] | TEP #:3tiE# 2 £~ LE T,

show platform internal countersflow [rule_id| | 7 o —#EHE#H A2 FERLET,
{dump [asicinst] | [slice direction | index
hw_index]}]

clear platform internal countersport [port_num | ;5 — FEEHER A2 E L E T,
| {internal [ int_port_num]}]

clear platform internal countersvlan VLAN 7 7 o 2 ZHEELET,

[hw_vlan id]

debug platform internal statslogging level FRy s axXo s LU ERRELET,
log_level

debug platform internal statslogging TRy TOouX T A TERELET,

{errjtracelflow}
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B cuzemvamstrgL =0 EosE

GUI zE R S#aHERL S LMEDEE

ATvF1  A==2—X—"T, [Fabric] > [Fabric Policies] 2R L £,

RATvF2 [FEHF—P 3> (Navigation) | XA > T+&227 Vv 7 L, [E=4 1Y KR — (MonitoringPolicies) ]
R L E T,

ATy T3 [FEHF—I 3> (Navigation) | A T, T=HX V7 KR —4 (Default 72 &) ZEEALF7,

ATy T4 [#EHIRER > — (StatsCollection Policies) 1 %27 UV v 7 LE7,

ATy 5 [#EHRER Y — (StatsCollection Policies) | 7 4 > KU T, LEWEEZRET S [EZ4 VYT 4T
x4 b (Monitoring Object) ] B X O [#idt2 4 7 (Stat Type) | Zi&IR L £ 7,

ATy T6  [EE (Work) [~1 T, [#RLZLME (CONFIGTHRESHOLDS) | O FO+&27 A ar %27 ) v
l/jETO

ZAFyT1 [ALYLILDHOLELME (THRESHOLDSFOR COLLECTION) | WA Y Ry T+ %2 U w2
L. LEWEZEBIMLET,

ATy T8  [FO/TF 4 %EIR (ChooseaProperty) 1 V1> KU T, #at# A 72 &R L £,

ATFv T [#ELELMEZ#EE (EDIT STATSTHRESHOLD) | 74 > R T, RO LEVMEEIEELET,
o« fEVEME (Normal Value) : 717 > ¥ D R7E,
« LEVMAD 1A (Threshold Direction) : L& VMENR KA E 2 I135K/IMENE D M ERLET,

o FH L ZVME (Rising Thresholds) (2 V7 ¢ /b (Critical) . A Y% — (Major) . ¥vA F—
(Minor) . %45 (Warning) ) : {23 LEWEZ EES>725HEIC M) T—SEz T,

« B L Z VMl (Falling Threshold) (27 U7 o B1/L (Critical) ., A Y% — (Major) , ¥ A F—
(Minor) | 4% (Warning) ) : fEQ L& VMEZE FlEl-> 7285/ MY H—aShE T,

AT 710 EABIOTELEVWVEOREM, ViEy MEZHEETEET, XEBETZ TN NI T—END XA
SVUITERBELET, Viey MEZZ T —DRNHEEINDI XA IV TEBEELET,
ATY7TN LEWVEEZRGET DL, EETSH (SUBMIT) 1227V v 7 LET,

ATy 12 [aLsarD=HDLEWNME (THRESHOLDSFORCOLLECTION) Vo> Ko, [FALS
(CLOSE) 127V v 7 LET,

HETERICBAT A LS TN a—TF4 5D F YA

WDFIZ, Cisco APIC |IZHET DHFHERICEAT D VT TNy a—T 4 T DTV 4%
L7,
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HEERICET S F5 T a—T40500+ 0+ [

8

Jy)ya—3>

APIC 1%, &7z
T=H VTR v—
AL ET AL

FT=HX YT RY =PRHEA ST TH, APIC BSFRHEROINE
RN YT LEWEICHT 28 ER L ST DT 7 v a v 2FTLR
W ERTENREA L ET, BBEMRT 21203, IROFIRICHE-> T2
Sy,

. monPoan NELWE=HX T T R U —%2F L TWEZ L2
ﬂ‘LA L/\i—g—

cBLIANELSRESIN, =TT =NV 2R LET,

e TF LU NDF TVl FOBAIT., F=F VT RY —E DR
REWRLET,

HERK U 7z —EB Ot
VAT ASYINCYAAN

M & R 21203, IROFIRIHE - TS IEE 0,

T X VTR —BIOIERY —NTT 740 Mk -
TN 2> T DIERHER A MR L £,

R —E MR L. MEHEHRNT 7 4L N TEIZ 2o T
B, ETRIIEEDA B — VTN > TV A Z B L
i‘a‘o

AR U —E MR L. MEHEHRNT 7 4L N TEIZ 2o T
B, ETRIIEEDA B — VTN > TS Z B L
i‘a‘o

GE) Tr 7V v ~SVADOREHERZERE . 5 oM OREHE
WNAAL v TFIRGESIN, AL v TR T—hEns L
g%bhjzj‘o

IR & 3 e
Byt Ul il S G AS
Y,

M & iR+ 21203, IROFIRIHE - TS IEE W,

WEREZHERLTLIEEW, F=H Y T RY > —Di HAr L
AL TRESNLTWAE E, BEOFT V=7 NEITWEHZ AT
TIE, MEHERD BN 25503 H Y £,

cEF=H VT ATV MIEID B TONIPEERY o — & HERd
LEd, RNU =N FET D028 L, & EIREER X OVERER
FOEZMHEELET,

Mat 2 A TINIEL MR SN TS Z L 2R LET,
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)] Y )ai—var

HERR ST A o 2 — N RN R IRERC IR A A DRI A X TRV E S DR L £ 7,
UZbTeo TRFFS L | HIIRITRD £ B D TH,

IRHERHE R B D,

DREIOMNETOARAL v FHEFERITZ 1270 (55O
MEDOFEFHEHRD 1 BE5y) TR O TWET,

¢ 10000 > T NLDEE LWHIBRN S D 9, =& 20E, KE 1RFE O
HEHEHRIZ 41 BRI E CREFCE E9,

T AR—FRY —
IR S LD 3, APIC
DFEHERE =7 2
A— kLA,

RORE 2 iR 5121, IROFIEIZHE- T IZ &V,
cEBHERY —DREL TV 2 MR LET,

cHHETZ I AR— I TBE /) — RN TCZIAR—NRAT—HADFT
Vxl "NeFxv s L, TV AR—KNAT—HRLFEROT TR
T4 R LT, B SN2 EPGH#EEHEZ APIC / — Ry
51532 ki AR — FENRET, ZOMOFEHL, EEFT

J—= Kb 5p T kit AR —hERET, =& X EPGH
25DV —7 AL v FITEA S, HGTﬁ)5~yayN—
/%iﬁxT FFBEIICHRESNTWVDHA, TNHD/—

52k HbﬂazyxTHFéniﬁo

WA AR — bR V= DRRBEEZBXTHNRONE D0k
MR LES, Matox=7 AHR— bR o—OFRKREL, 7F b
D LIFIZFFR L TT,

Gx) KT 7Y MIEHOHHT= I AR — R v —%Ff
DIENRTE, BEOT T IBRREILT 7 AR—
RY v—%FTEETN, N —0&EFEITT
T OB EITIEFREICHIBES N ET,

oy R EE T2

APIC v AT ME, K0 Z LI 7 v 7 Snizfata s &
WCLAR—FLET, 7—2BPEEIND & XIZOT 0 RIFHZERH D
720, SHOMTERESNS Y T VOBITRRZBENHY £, £
DFER, FEHERP D LEW, EFRIFEWHIRARITHERH 0 £
T, ZAUIHES N TV HEIETT,

—HBD ERER RGO
RV NEY AN

FEL IR, MEHEBROHEEZZRL T ZS W,

MEHFMDIEE

APIC & A A v FIIKD L ST
s A wTF AL v FIIKRD K D

MEHEMEZHEL T,
IZHERHEREHE L £,
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Syslog DV —R L EEDIETE .

« A v F D5 FRIOKFHERIZ. 5 BB T AERRE SRV EHESET,
ZORWIRY =2 R o TAHT V=7 bHIBRESND . ET72ITHFHERD E L S
NHEXITEILZBENRH Y £,

< WA TIRFELL ERVE L TV D356 RIEDORE WHEHI A=Y S ET, Zhid,
ROGETFEET D ATREMENRH Y 7,

o« EHMERAR Y —IC Lo TEYY L XN TV B,
o« AA TN 1 BEEILLE APIC 22 BT ENn TV 5,

A v FIFHIBRSNIZA TV =7 FORGEHERZ S 0RICHELE T, A7V =7 b
PN ORFFPICHER SN D & BRI T MIREEDOE TR £,

s WML SNIZA TV =7 MREGEHEBRIL 5 2 RICHIBRS W E T,
« HEHEFR L AR — RS 5 gL SN D7 E. VAT DIREHEILT L, ZDR
A v FIZ L > THEHEBRPHES N ET,

« APIC : APIC 131 v % —7 = A A, EPG, {HEL Y — L IEFHEREHEREzEA4 7V =
7 M1 REEZICIEELET,

Syslog DYV — R LFBEDIETE

ZDET T aTIL, syslog 587 V—"7" syslog Y — A &EMT 5 HiE. 3L OVREST API
ZAEH LT syslog # NX-OS CLI TG CRRTE D L 91T 2 HIEICHOWTHHALET,

Syslog [CDUNT

BEH, vAa 77V r—varvr b vl A7 TANT Ty (ACD) VAT ATO
BEEE TSNS ML, Y=, B—HL T A, BLORIOVRTFT L EOrX s
P S~DY AT K u T (syslog) DEFEZE P H—TEET, AT A BT A=
X, EE, EEELIEANC MIETAEROY Ty bAEENRET, VAT L BT Ay
=V, BAr sty var vl o NI EEDDLIEHTEET,

\}

GE)  APICBLO T 77U vr J—RBAEMRTE S syslog A vE—T DY X MIOWTIE,
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/syslog/guide/aci_syslog/ACI
SysMsg.html ZZ M L T 72& 0y,

L DVAT LI AT Aot—UiF, 2—FNRETLTWVWDHAE, HDHWE2—FRHRTEE
HEHL WA A7 V27 MZEAEDOHLDOTYT, TNHDAvE—VIITROL I REDONRH
Di‘é—o

fEHRA =Y, ETLTWDRHEDO~LTEB LU » Mt LET,
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EIE X Y —, A—YRREELFEFH L WA LFT T2l b (= T HU R
P—ERA T T AN E) ICEHETLVAT A T —DOEREREME L ET,

VAT LB Ayb—UEZELTE=FT O, syslogide (Y —, m—7
T AN, FizlEsyslog P—"EFEITLTCNDE 1 DL EDOYE—F KA N ZHEETHH4
ERHVET, Flo, a Y —MMIERINDID, V7 ANVEREFFRA ML THFYy 7 F v
SINDAYE=VDOIETT 4 (ERE) OF/MELZTRETEE T, syslog A vE—VE%(F
THa—hN T 7 AT /var/log/external/messages T,

Syslog BE(ETEIE, A7 V=2 k T=2 U L7 K o—%BATE DEEOAT = MoT
LHZEMTEET, BEENDAvE—VDOVETT ¢ (HEKE) Oft/ME, syslog A v&—
CIZEODHIEB, BELWsyslog DI EEETE ET,

Syslog DFTRIER A NX-OS A% A VERICEF T £7,

INDLDVAT A Ay -V ERERT HEEEIEA N hOFEMIX,  [Cisco APIC Faults,
Events, and System Messages Management Guide] Tt L TWET, Y AT A v A vbE—
DY A MZ2WTIL [Cisco ACI System Messages Reference Guide] # &M LT 72 &0,

)

G vRxF2ul Avb—IF, BT LLVATAICHERS D L AR LTWA IR £4
ho HIZIERZBHTHETOA v E—8H 0D 9L, BERBR, N N—Fu=7, £z
I AT A Y7 b= TICETAMEEAOZENICESL DA vE—U 050 77,

Syslog DI H L VKT IL—TDIER

AT T1
ATy T2
ATv73
ATvTa
RATvTH

ZOFNETIE, v X 7B LUOGHEHO syslog 77— D% 25 E L9, syslog 7 — ¥ 1%
ayY—)b, m—hN Ty A, FIIFISEET NN—TND 1 DFEIITHELD syslog T— 3T
T AR—hTEET,

A=a2— N—7T, [Admin]| %27 U v 7 LET,

7 A =2 — /X—"C, [External Data Collectors] 27 V v 7 L %7,

[Navigation] X~ > "C., [Monitoring Destinations] % &R L £,

[Syslog] #4 27 U v 7 L. [Create Syslog Monitoring Destination Group] % %R L £ 7,

[Create Syslog Monitoring Destination Group] % A 7 12 7' 7R > 7 AT, IROBEZFATL E 7,

a)

b)

JN—=TBEOT 0T 7 A D [Name] 7 4 —/b Kic, =4 U v F ORI N —T B E T a7 7 A
NDAFHTE NS LET,
TN—TBIOTr 7 7 A /L® [Format] 7 4 —/L KT, Syslog A v¥—T DN Z2 IR L £,

77 )V MiX [aci]. £ 7215 REC 5424 HELD A w2 — VTR TT A, NX-0S A X A MERICRET D
ZLEHTEET,

IN—TBLOT 8B 7 7 A/LO [Admin State] K27 X 7> J X KT, [enabled] ZEER L £7,
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ATvT6

Syslog D3585 & Usase s L— Tt [

d) ==L 77 A ~D syslog A v E—TDEEZFAMNTT HITIE, [Local File Destination] @ [Admin
State] Ka2 v 7 Z v U X S5 [enabled] % 3%®H L. [Local File Destination] @ [Severity] K& > 7 % 7
YIURRMPBIYETT 4 (HEKE) OFf/MEZEIRL 7,

syslog A =V EZETDHa =TV 7 7 A VX /var/log/external /messages T o

e) AV —/L~Dsyslog A v E—TDIEEZANTT HITIE, [Console Destination] ¢ [Admin State] N =
T H T YA M) D [enabled] 23R L, [Console Destination] @ [Severity] K12 v & 7> U X ki
YETT 4 (HRE) OR/MEZERL £,

f) [Next|Z2 Vv 7 L%,

g) [Create Remote Destinations] #IKC, [+] Z 27 U v 7 L CUE— MEZBML 7,

EE §7E L7 DNS H— "3 8y FEER AT L CRERTRICRE SN TV A HE, U E— b syslog
SEHED R A NAFRRARINT 2 A7 0360 £9°, ZOREEERET HI2IE, IP T KL X &f#
ML Tsyslog h—"ERELET, mAMNEHERTL LA 7V 1\2]"7/§V KA H—
7z AARHTDNS = NICEETE L2 A MR LET,

[Create Syslog Remote Destination] 2 1 7 12 77K v 7 AT, IROFNEEFATL E 7,

a) [Host] 7 4 —/L NIZ, EELXARAFDIP T RLVAEIZREBM KAAL 42 AT LET,

b) (&) [Name] 7 1 —/V N2, FEEBR A FOAHTZ AT LET,

¢) [Admin State] 7 4 —/L K C, [enabled] &> a > R¥ %7 ) v 7 LET,

d (LR B/hre774 (ERE) | [YEZTa (EXE) (Severity) 1. [R— bk (Port) 1 &5,
BEWsyslog [T 7T 1 (Faclity) [2@&IRLE3,

[Z72UT 4 (Facility) [id, Avbe—VEAERLETo®REZRTT2OICA TV a o CHEHATES
FHT, ZRATORA vy E—V OB AEZRET HT2OIHEHTEET,

e) 52 3) UBEDOY U —ATIE, [FZ2RK—FF (Transport) | 7 4 —/L R T, AvE—VIHEHTS
N7V AR—K 7o haLaEERLET,

e U U —2524) KVFTIOV Y —ATlE, AvE—VIERTE 7 AR—F 7o han LT
tep F/2iF udp IR L 97,

¢ 524V U —RALBETIH, AvE—VIEHTDI NI AR— T v harotrrFva e LT,
S HEBNTEXDL9ICRVE L, ZOKEEZFEHTLE. (V747 e LTHEIEL TV D)
ACI AA v TN, aX o7l xaT7 sy R—1r32% (==L L THELTVD) U
E— I Syslog h—/"—IZX L T X 2 T REES{LSNTT U MY U R AL TE 5 L 912
720 FET, FRREEREBALICE D ZOMEETIE, EX 2 VT s RES TRy RU—7 E
THheFx a7 RBEZEBTEET,

Av—VIHEHTD T AR—b Fu ban b LTsd @R LA, 457 SSL FEH
ELT v 7 a—RFTHMERHDH Z LIZHER LTI EEN, [nn.\nIE)E.l’o)ﬂEmZ (Create Certificate
Authority) | 7«4 & FUICBEIL T, KR SSLAFAEFELT v 7n— FT&E £,

[BEHE (Admin) ]1>[AAA]>[tF 2T+ (Security) 1>[AFF—EE (PublicKey
Management) |>[3R3E/® (Certificate Authorities) &3 IR L. =D%[F7 9 3> (Actions) |>
[FREERDER (Create Certificate Authority) 1% 3&R L £,

N7V AR—K 7o baroF 740 N A7 a 3 udp TY,
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f) [Management EPG] K> 77X 7y URX MMWLEBTY RARA VRN Z—T7Z2@RIRLET,
g) [OK]Z27 V7 LET,

ATv 71 (EE) VE— NI NA—TIC) E— FEEBMNT512F,. b9 —E[+]%2 27 U v 7 L, [CreateSyslog
Remote Destination] % A 7 2 7 7R v 7 AOFAZE#EV KL £,

ATy 78 [T (Finish) |27V v7 LEd,

Syslog 3£ 1E T D1ERK
Syslog {5 TCIX, A7 V=7 h E=F VT K —%2lHATEHEEOAT V=7 MTT
HZERTEET,
1R HAEINIC
syslog E=%# U » 75 7 N—T 2AE L7,

ATY TN Ama— RNR—=BIOFEvsr—rar 7—un5, BLEIKO [Monitoring Policies] A = = —|ZB#) L £
R

TFUbh 777Uy r BEXOT 7 AOE=X VT RY v—ERETEET,
AT 72 [Monitoring Policies] ZJEBFI L, T=X U 7 KRV I —Z&R L CTEHL 7,

[Fabric] > [Fabric Policies] > [Monitoring Policies] > [Common Policy] @ FiZ, EARE=F VU 7 KU T —1H
DET, ZORI =L, TRTOEFELAXU MIEHINL, 777V v 7NOTXTO )/ —Réayr
fe—ZICHBMICEASNE T, £R03, Aa—RRESNEZEFORY o—%2fHETDHZ b T
£
RT9T3 F=HF V7 RY T —DOFT, [Callhome/SNMP/Syslog] %7 U v 7 LET,
AT v T8 [Work] ~A > C, [Source Type] K2 > 74 7 U A LoD [Syslog] Z#3IN L 7,
AT 75 [Monitoring Object] U 2 hn b, E=FMROEHRNEF TV =7 FABRIR L £,
HIIOA 7TV x 7 bR U A MIFEREINRWIEEIT, RO TFIEIZENE T,
a) [Monitoring Object] K2 v 7*'X > URA NOAMIZH S [Edit] 7TA 2227 v 7 LET,
b) [Select Monitoring Package] K2 > 77X > UR Kb, A7V b 7 FA Ry —U%ERLFE
j—o
) F=AMBDEAT V2l bDF v IRy 7 A A LET,
d) [Submit] 227V v 7 LE7,
ATYT6 TFU =XV 7 RY =T, [All] TERLFFEDA T V=7 FEIRIRT S & [Scope] BINAIFHE
RENET,
[Scope] 7 4 —/V R T, A7 var REUVEEBRIRL T, 2047V ML TEEFETHVAT L vl
AvE—VERELET,
cfall] : 2OFAT V= MIBH#ET LT XTOAR MEEELEXELET,
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REST API %/ L 7= NX-0S CLI s 2 T > Syslog Rr a5t ]

* [specificevent] : ZDA 7Y =7 MIBET DIEESNIZA XY FOALZEELET, [Event] Rr v
7y JARNHARY N ARY —%Z8IRLET,

» [specific fault] : DA 7Y =7 MIE#HT HIFESNTEEOALZEE L ET, [Fault] Kr vy ¥ o
Y URINBEERY 2B ET,

ATF9 T [H]1 %27 Y v LCsyslogi#g e B L £,

AT w78 [Create Syslog Source] #4710 /iRy 7 AT, WOBIELFEITLET,

[Name] 7 1 —/L RIZ, syslog &G04 Hi# AT LET,

[MinSeverity] K22 v 7 X7 YR R, KETLVAT LT Avb—=—0v 77 4 (HKE)

a)
b)

<)
d)

e)

De/ME AR L £,

[Include] 7 4 —/V R T, EETDA =V XA TDF 2w IRy I At N LET,
[Dest Group] K F*H 7 UR MNDL, VAT A RBRYT AvyB—VOREGFHED syslog 587 Vv—"7"%

HEIRL £,
[Submit] #7 U » 27 LET,

ATv 7T ((LE) syslog BHEILEBMNT HI21E, 9 —E[+] %27 U v 7 L. [Create Syslog Source] %A 7 1 7' 7R »
7 ADFNEZ#VIELET,

REST APl % {& /8 L 7= NX-0S CLI iz =X T Syslog R =D AL

7 7 # )V K C Syslog FEAUE RFC 5424 [ZHEHL L TWET, IROBFID XK 9512, Syslog DT 7 4L
h#R%E NX-OS # A 7ERICARE TE E7,

apicl# moquery -c "syslogRemoteDest"

Total Objects shown:

# syslog.RemoteDest
host

adminState
childAction

descr

dn

epgDbn

format

ip
1cOwn
modTs
monPolDn
name
operState
port

rn
severity
status
uid

1

172.23.49.77

: enabled

: uni/fabric/slgroup-syslog-mpod/rdst-172.23.49.77

: nNxos
forwardingFacility :

local?7

: local

: 2016-05-17T16:51:57.231-07:00
: uni/fabric/monfab-default

: syslog-dest

: unknown

: 514

: rdst-172.23.49.77

: information

: 15374
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. Traceroute Z{HFH L /=/SA DG L EEHED TR

ATy T

ATy T2

vrfId : 0
vrfName
NX-0S # A 7T Syslog Z#F/RTE 5 X 12T 5%, RESTAPI Z{H L TR FIEZE 5

WOBFNRT L DT, NX-0S8 # A TTATD Syslog DERZHIMZLET,

POST https://192.168.20.123/api/node/mo/uni/fabric.xml

<syslogGroup name="DestGrp77" format="nxos">

<syslogRemoteDest name="slRmtDest77" host="172.31.138.20" severity="debugging"/>
</syslogGroup>

syslogGroup |3 Syslog E =4 U > 7 D%t 7/ /V—7", sysLogRemoteDest |[ZFHAIIZFRE L 7= Syslog —
SO HET, host IFHFHANIFKE L7z Syslog — 3D IP 7 KL XA T,

WOFNZRT L DT, Syslog IERAET 7 4L h D RFC 5424 JERITHE L £,

POST https://192.168.20.123/api/node/mo/uni/fabric.xml

<syslogGroup name="DestGrp77" format="aci">

<syslogRemoteDest name="slRmtDest77" host="172.31.138.20" severity="debugging"/>
</syslogGroup>

Traceroute Z{FHA L F-/\ XA DEBH L EHEEDOT X

ZOv T v a Tk, traceroute DIFEEFHIE L HIREIEA U A N L, =¥ FiRA > ME T traceroute
EITTHHEICHOWTHHA L ET,

fL—XRIL— FDOBE

b =A== UE Ny R ERICBET S L S ICERICE L — FERET O
OIZHEH SNE T, traceroute TIE, Ry 7T EIHEHIND/NABHA S, BHFMTER Y
TNHA DAL THT HIVET, traceroute T2 & BIFILOT /A A L EEITHK
HITWT AL ZADEO/SANZH- TR— MEgE T A P TEEY, FERICBEETSRVGES
E. SRR K o TRARFEERA > P ETERISNET,

TFU DT RRA L DSBS R L —Ab— NI, ANV —=TDAAL v FIZFRS
NOFHA Y 7L LTT 74V N = = A 2R LET,

ML= —FTiE, RKOLI R SEIERE— BRI AR—FINTVET,
e TV RRA VML, V=70 (b = RARA > b, E721E TEP H)
s TV RABA 2V b DBANES 1P
SN IP INDH T RRA b
« S50 1P ]
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=2V —bET7 77V v 7 BEDTXTONRZEHBE L, MY RARA > SO0 2K
HLUET, "ARBTENTNDENE I NEFRRT LDITELELET,

Windows 8 & U Linux FL—XJL— K [ZDUVT

traceroute =~ RZfEHT A&, Xy M2SEB L —#HOKR Yy 7 2IKT 2 LT, FFEDE
ETENS Ny ISR ICRET A TORABHWCEXET, Z02—F 4 U T 41F. K
AR AR —F 47 A5 A (Linux <2 Microsoft (MS) Windows) Zf7)@E L CWE1,

EEILT NA A (KA M, EFFEAAME LTHIET 50— %72 L) T traceroute ip-address =
~ U REFETTD L, ?*éht%kﬁifﬁmﬁéfﬁTAﬁﬁaﬂgﬁ%%omev
#m%pﬁhéﬂiﬁ Ry THT N, THUXT 7 40 T30 T, EE, s~ oo]
WZHDHEN—FIE, ZIHDRTy FEEEELTWAME, TIL 7 4 —/V K& 1 B Z TS
Li#oNx®ﬁ¢m%éw—&ﬁTn;1®N7yb%ﬁoﬁék\4V&—*y%ﬂm
Avt—y 7m han (ICMP) O THEEEEE] A vy E—YTY =R URELET, ZOA Y
=, N EBREOREDON—F Ry e LTTHERT A2 EEEE LI LR ET,

\)

GE) PLF® Linux 8L Windows ‘127 Yar TCaATALE I, SFESERARNV—T 4T v
AT 5T traceroute 2 <> R D FIEIIIN L D0 DENRH D F77,

Linux

KOO 2—Y—F—H7F K5 Fa ha)i (UDP) T—4 77 L 7a—7OTTLIE, 1 (-
IZkiE traceroute 2~ > R Ca—Y =23 5E L7zf/NTTL) IR ESnE 4, gy —% 7
L 7a—7 DN UDP AR — h i 33434 (F 72 1300E traceroute =~ > R/ CTHRE S NLT- &
BY) ITHREINTWET, JEIE traceroute 2~ > RiE, @%@ traceroute =<2 KON

T—arThHY, TILRsE A — FEF7e EDtraceroute i fECHEH SN D /8T A—H—D
FIFNMEAEETCXET, YIMIF—X 258 Fa—70DY—Z2UDP ARA— MIT v ¥ L1k
ENTEY, WWIEE 7 OR & 0x8000 & ENTVET (/Y —A K— k23 0x8000 T %
TEEFRRELET) . ZNOHOFIEIL, UDPT —H 7 7 ABNEE SN L EITMBEZ D50 E
RLTVET,

\)

GE) NI A—ZIIHRATRETY, ZOBE, n=1TIHEY, n=3 TRDY £7,

1. UDP 5T —# 7' J AlX, TTL=1. %65 UDP " — b =33434, BLOEETLR—FRT &
PMESNTREECERUE SN E T,

2. UDP e — M S, HETLUDP R— IR T A AbEh, 2HZEBDOT—X T Z
LNREE S NET,

3. AT w7 20F, HKR3IOOTa—TITkh LT (F72I13HEE traceroute =2~ > K ) CHER
SNsEE) BoiREhET, BEINLETT—T T LI, 5B A F~DERER 72N A
EHEET LR END ITTL ] A v —Y2ZELET,
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. Windows 35 & U Linux k L—X)L— FZDLVT

4, ICMP © (W] AvE—Va%ETHE, TIL WO I, 2OV A T VN5 0
A= FPEETHRIVEREINET, KOWTNDPORX v E—UEZITRAZ L TEE
TO

IR A NMIEIFELZZ LZRTICMP #1473, 22— R 3( [ EERGE] . TR—
NEEREE] ) A vE—,

o [ARZMEIERRE] . [y MEEERGE] . [H&KTTLEME] | £720% (244570
M ZATDA =, ZHIE, To—TNRFREINZIEEERLET,

Cisco L—Z %, T U LIRIFETLAR— F EHF D5 THRAR—FE2EH L TUDP 72— /3
oy MR ELET (BRL 70 —T7%KBd 57-9), Cisco/L—# (X, UDP/ICMP /37 v |
ZAE LTEHE LI ICMP A v — TRl 285 L ET,

Linux traceroute =~ > KX, Cisco /L —Z OFEIEITLPTWET, =720, BEXETCHR—F%
FRHLE 3, traceroute 2~ > RO -n A7 3 3. X—Lb r—R_—~DEREZ BT 57
OIS ET,

\}

GE)  UCSH—"—dD CIMC = b r—F %, UDPX—R®D traceroute A v E—ITHE L EH A,
ICMP ~X— A @ traceroute (Z D AJSE LE T, 7 7 4/ hTIiL, Windows traceroute | X ICMP X —
ADA v—TFFELET, Linux (BILUMac) traceroute /X, 7 7 4/ h TUDP ~X— A D
Aot—VEEFELET, (I (RXFEDI) A7 arzHAT25L, Linuxk (BXOMac) @
traceroute (X ICMP X— A D A v —TV %X ELET,

Linux @ traceroute 287 7 #/V b CTH A0, AClLEY NU—I DT TNy a—T 4 FT
traceroute % Cisco APIC I[ZiEE T D MLE N H DA 1. Windows D traceroute &1 32 7>,
ICMP ~X— A D traceroute Z 5T HLE N H Y 7,

Windows

MS Windows @ tracert =~ KX, UDP 7 —# 7' Z AORDOVIZICMP = o —FRFT — & 7
FhETu—7L L THERLET, ICMP =2 —FRiX, TTL ##y L CGEB S, LRt & FH
CEMEN AL ET, ICMP = a—HRT—% 7T L& HTHERIT. K&Ky 725605
A RPBHOICMP TRIERRE] A vE—VOIREICEKFE LW LT, vz, ICMP =
T— SRR —VITKELET,

vy NI O EBY T,

tracert [-d] [-h maximum hops] [-]J computer-list] [-w timeout] target name

WDOFEIZ, a2 R RTA—=F|ZONWTORBEEZTZH L £,

xK2:

INTA—4H SRER

-d T RVAZa LV E a— XA L7enE )
WCHEELET,
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INSA—4H & EA

-h maximum_hops B—0y NeRBET DRRBY T AT M
RELET,

-j computer-list computer-list {2 > 72 /L—R72 Y — A JL— |
ZHRELET,

-w timeout BICBEDEA LT U N THREINZI VK
R L E7,

target name H—2 sy N A 2 —H DAHI,

fL—RIL—FDFEFES LUHIFNEIE

e hL—2)b— FDOEEILEIISEEN = RRA > b THDIHEE, TOZ RARA > MM
ABT 4 TERLEAT IV I THLHMERDYES, ¥4 TIv 7= KRS b
(tv:CEp) &I3B/e0, A¥ T v/ = KARA b ({:StCEp) 121X b L—A/— R IZ
WHI A7 Y= 7 N (fv:RsCEpToPathEp) 7236 0 £+ /A,

o hL—Z)b— NI IPV6 DIEFIL LS CTEMEL T, IPvd T RL AL IPV6 7 RL A%
BIESETEETLIP T FLALSEHEIP 7T RLRAEZRETHZLITTEEHE A,

o U —2b— FMEHEOH|RIZOWTIE,  [Verified Scalability Guide for Cisco ACI] K3 =
A hEZRLTIIESN,

e T RRA L FPEHFLWMACTY FL A (FL—2AL— F R > —2RETHEICHEEL
7=MACT RLRA LRI D) O ToR AA v FICBETL5E, hL—AL— K KRY—T
Dz RARA » MT Imissing-target] EFRRINET, ZOHEIEL. HILVWMAC T R
VAZRELTHLWOW AL =R —F R —2RETIVLENHD 7,

R R—=ZAD VXA L7 MEREEZ ST 72 —IZX LT ML —2— s EFTT 5
B Ty B —ERFAL ZANE Y =T AL v FIZEFESND L XL, V=T A v
F R FRINR (TTL) HIRUINA v B — V2R ERIBZ D T2DIHEHTHIP 7 KL A
. BT LLEY—ERTARAL ATV v FAAL VDAL v TEEA L F—T = A R
(SVD) @IP7 RLRZIE 0 /A, ZOMEERAENLLEOTHY, T 7 40w MR
FHIINEZREEZT-E>TWRWVWI L E2RTHEOTIEIH Y £HA,

T2 FRA >k [ETO traceroute D E1T

ATYT1 A=2— X"—T, [Tenants] &7 U v 7 LET,

ARTYT2 T A=2a— =T, EFEEr RRA v b aET b es ) v 7 LET,

AT9 T3 [FEF=av] XA v TTFr hERERAL, [(RUS—=]>[ ST a—Ta 0T ZRBELET,
AT v 74 [Troubleshoot] TKD b L —A/)L— |k KU —DWFNnhEHEZ ) v 7 LET,
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* [Endpoint-to-Endpoint Traceroute Policies] 472 U » 7 L C [Create Endpoint-to-Endpoint Traceroute Policy]
IR D

* [Endpoint-to-External-IP Traceroute Policies] #4727 U »» 7 L T [Create Endpoint-to-External-IP Traceroute
Policy] Z &3 5

« [External-IP-to-Endpoint Traceroute Policies] 2472 U »» 27 L T [Create External-IP-to-Endpoint Traceroute
Policy] &38R 9%

« [External-IP-to-External-IP Traceroute Policies] 2477 U »» 2 L C [Create External-IP-to-External-IP Traceroute
Policy] Zi®#IRT %

ATYTS AT TRy 7 AD7 4 —)v RiZiy) 72 iz AJj L, [Submit] 27 V v 27 LET,
G¥) 74—V ROFBIIZOWTIX, XA Tl Ry 7 A0HEMIZHLI~VT T A2 (7)) &7
Uo7 LTLIEEN,

AT 76 [Navigation] ~2A > F /=i [Traceroute Policies] 7— 7 /L C, traceroute RV > —% 27 U v 7 LT,
FL—2Z)b— K R Y = [Work] <A SZERSINET,
AT w71 [Work] ~2A > C [Operational] % 7% 27 U > 7 L. [Source Endpoints] & 7', [Results] ¥ 7 DIEIZZ U >~ 7 L

7
AT 78 [Traceroute Results] 7—7/LC, BRI S 7o BECE 713 O A 2R L £,
GE) « BEDOSRAR, EETL/ — KD /) — R~OBENEHA SN T HARH 0 £,

« [Name] 51172 & 1 DETCIZEEDINOMEZ LT % EHER L <722 b 95,

— N ~ — N N N

SO a—T42T D4 Y—FDER
NIV a—T 4 T U= REHFERTDE, Ry NU—7 OEMEZ R L CRHL TX
Lz, MENRA LSRRy N2 1T 2B EEEMTEET, HExiE 220
TV RIRA > TR 723 MEBERABRAEL TWED, ZOHERNDLMNLRWEAERH D
FT, NTTNa—T 4T U4 —REFERTLE, MEEZHMITZ 5720, ZORED
HIEIMMEDHNTH S EBbhdrE~T a4 750 T, BEEEICHRT
xFET,

ZOU 4 —REFERATSDE, FHa—WE, B L7-EE T & ERILOREORRIMIZIHA
TAMEDO N T TNy a—T 4 T HITHZENTEET, Ty T2 FETT RN E T3
TX, TACIZEETEA N IV v a—TFT 47 LAR— N2 AERKRTEET,
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kSIS a—Ta 2T 4P — FDRE
NZTNY a—T 4T U4 — ROMEREZRGT HEC, BHa—F L Tr I F T 50
FERHY ET, I, BELEBERCEREL, NI TNV a—T 47y v a ORI
PERTHOMEND D 9, BRI, AV b, EELa—F, ERLa—F, BEho s,
BIXUOWHZEGE T -0IERA S ET,

NIV a—T 4T 4P — ROlEE T~ DL ET, WHOTHLRIZ I —r gy

Nt TT U U HIZEET 50, HROL EICHL[T) U b (Print) [ 74 =22 ( )
27Uy 27 LTPDF & LTHRETLHZENTEET, BHDEREZLELTH-DICHEHATE

BARA—EAVEBIORRA—LT T T A2 ( ) bHY FET,

\)

GE) s [LR— FDER (GenerateReport) | £7213 [FEE (Submit) |27 V v 7 LizthiE, &
BrREERLEERTECEEHA, ANMLEEELTEERLOERZETTI5E613. BIE
DEyary FHIBELT, LWy a rEEBTA20ERNHY £,

[ZEfE (Submit) 1% 27 VU 7 Liztkid., V14— RORMIDOL— T THilA & R a2 A F
THZLIITEEREA,

e "NT TN a—FT 4 T T4 PF—RTHEMIPT FL A RRA VM 2EHTHZ LT
TEEHA,

HRETHTZ U RARA Y MEITRT, EPGO NIZHAHAMENRH Y 7,

NN a=T 4T By v a UERERET HITIE. ROFIEZETLET,

ATy 1 [#RL—2 3> (Operations) |>>[aIfiEE FS T a—TFT 4 >4 (Visbility & Troubleshooting) | %
IR L E7,
(A% E F S TN a—TF 1 2% (Visbility & Troubleshooting) | B A F < S E T,
ATv T2 [y 3% (SessonName) | 74— /L R T, Ry 7 XU URANEFEALTHFEO RT Ty a—
TArT vy a rEBRRT L0, ARTEANNLTH LWE Yy g VEERLET,
ATv T3 [EviarBA47T (SessionType) | Fry 7 Xy UAMPLANODE Yy v ay 24 T E2BRLET,
[TV FRA Y MBI KRS > b (Endpoint to Endpoint) ] : 25570 & B0 7 & b INER— >
RARA > FTT,
FUTF v EMOEEIL=y RARA U M e RARA U MERIRTLOZMLERH 3, £ L
NE L ZORFa AL MNTHRBTHEIIC, NI TN a—T 4 v TERO N EELZIT 5
RRMERHY T, Z0kyvar A7 TE, MO RARA LV IRFELCY =T AL v FOEY |k
WCHEE L CWDGAE, 7 Iy 7 IO FEEHTEERA,
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B rsorva—50099—rommn

ATy T4

[TV RRA Y FHBHEIP (Endpoint to External IP) | : 55 TiXNEs= RARA » R THY . B
FEATHNERIP 7 R L AT,

[HEBIPMADIT Y KRS >+ (External IPto Endpoint) | : BETTIZAERIP 7 FL A TH Y | HEt
IR KRR A > R T,

«[SAEBIP NS 4MERIP (External IPtoExternal IP) ] : 55 7c & BEJeIXii 7 & HAMERIP 7 KL AT,
3260) VU —ZLUE, DXL TEBBIRTEET, 2Oy ary A4 FTiE, PL—ZL—Fk, 7
MIwo oy, FRITBEAFEHTEEEA,

(fEE) [&tBA (Description) 1 7 ¢ —/V RIZ@MHZ AL L, BINEHREZATTLET,

ATw 75 [FEIET (Source) | =V TIZEETHEREAILET,

[T RRAL Y MBI KR4 > b (Endpoint to Endpoint) ) ] £7213[T Y KR4 > A SHER IP
(Endpoint to External IP) | D& v gy Z A 7 &BHR LIZ5EA1E, MAC, IPv4, £721X1Pv6 7 K
VA, EIEVMAZAN LT, [BRE (Search) |27V v 27 LET,

tyvar FATN[ZU RKRA Y MBI KR4 > b (Endpoint to Endpoint) 1 CTH V| 5D
T RARA LV FOMAC T RLRIZENLNLFEEINIZIP 7 RLARRWGEIZOA, MAC T K
LAZAITEET,

BPUENLOFEMIE R Z B i | DLLEDITERRT DRy 7 ANERINET, KT, AL IP
7 RLz (IP1F) BEEDTY RRA > b Zr—7 ([EPGIF) I2bhV ., HEDTF o~ (TFHY
b (Tenant) 1¥IN) &5, FrEDT 7V r—rary (7FV5— 3> (Application) 151) (2@
LTWHZEARLTWET, V=T vFHKG, FEXFLS, BLOR— FOFEMIL, [FEB LS
Fr (Learned At) 1 FlICRRESINET,

[AEBIPMDITY RARA >k (External IPtoEndpoint) | Dt v v a v A4 7EERLTHAIE, 4
HSIP T KL AZ AN LET,

« [SVER IP MBS 4MER IP (External IPto External IP) | ~Dt v a v XA T aFIRLHEIT, SMBL
A¥ 3N AF Y NT—=T DHERIP 7 R LA L4 2 AT LET,

AT 76 L (Destination) | = U 7ITEEGLIEHREZ AT LE T,

[TV FRRSA Y MBI RRA > b (Endpoint to Endpoint) ) ] 721V IPAS I KR4 >k
(External IPto Endpoint) 1 Dt v ay XA 7aEIRLT-5E1T. MAC, IPv4, F7213IPv6 7 K
VA, FIEZVMAEZATI LT, [BE (Search) |27 U v 27 LET,

toyvar XATN [T RRA Y MBI KR4S > b (Endpoint to Endpoint) 1 TH Y, 5o
TURFALFDOMACT RLRIZENLDLFEE SN IP T RUARZLRWGEIZOHR, MAC 7 K
VAZATITEET,

BPUTHENLOFEHIE A B0 | DL EOITERRT DR v 7 ANERENET, BIT1E. AL IP
7T RLA (IPIF) MFEDTY RABEA > b Zv—7 ([EPGISI) 12dHv ., FFEDTF v b (TFY
k (Tenant) 1¥IN) 125, HEDOT 7V r—rar (ZFV45— 3> (Application) %) 2@
LTWSHZEZRLTWET, V=TS v F&ES, FEXH S, BIOR— FOEMIL, [FE L5
Fr (Learned At) 1 FlIZFRENET,
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bS5 INva—F 4y Lii— ok [

[TV FRA Y ESHEIP (EndpointtoExternal IP) | D& v a v XA F&2&R LIZSHAIE. 4
HSIP T KL AZ AT LET,

o [SMERIP NS HER IP (External IPtoExternal IP) | ~DE v ay ¥4 7TEBIRLIZIGEE, AMTL
AX3HEBF Y NT—T DI IP T KL R L4 E AN LET,

AT9T1 [BA4L 42 KD (TimeWindow) | TV 7 C, A4 L U4 RUuEBRELET,

(24 L4 >2 D (TimeWindow) |13, EOREDRFIFIZIHAE LI E T /Ny 73 5 72 DI
Sh, A XU, T_TOLa—F, EBELa—F, BEdvr, BLORGZEET 270 EH S E
T, 20074 Ry RBRHVET, 1 DFT_XTOLa— KT, b 1203 HlxD) —T A1 v
F (F1E/—F) AT,

77 4V hTIL, [&#F (LatestMinutes) | 7 4 —/v R THRE LTAEEO D EIZESWT, v—U 7 XA
A4V RTERIEBETCEET, 740 MI2405TY, Byia i, By g UERER LR L
DENCHE L7ZlE (99) OTF—20ngEhET,

[EERRZFER (Usefixedtime) | Ry 7 AZF =y 72 ANDd &, (BB (From) 1 BXO[#T (To) ]
T4 =V R TRy a COREEREY v RUERRETEET, By ia i, [BE (From) 1225
[#87 (To) | ECOT—FNEENET,

ATy T8 [EE (Submit) 1227V w27 LT, hTITNva—T 407 vyiarzZlBELET,

LIEB6LTDE, FITNva—T 407 By ard hRue PHINRRREINET,

FSIONWNSa—T420 LiR— FDERK

ATy T

ATy T2

ATvT3

ATvT4

N TN a—T 427 LiR— M, JSON, XML, PDF, HTML 72 DWW < DDA TA
eEET, BREBBRLEL, LA— b EX¥ o —RNLT (EREVAR— XY m—
REArTa—n1L7T) | 7AiM T 0, YR =M r—2AZ{ERTE2 L1
TACIZHEETHI N TEET,

NoTNY a—T 4 o TIZEHTHLR— M E2AERT DT, KOLHIZLET

HiE DA FHEIZH S [LiR— D% (GENERATEREPORT) |27V v 7 LET,

[LR—Fk Oz RL—% (Report Generator) | ¥4 70 7R v 7 ANFRENET,

[LAR— FERX (ReportFormat) | ka7 X4 7 A=a—nbH 17 4+ —~ v b (XML, HTML, JSON,
F721X PDF) Z@EIRL £7,

LR—=bDFZ T a—Red ICEITT LA Va— AT 55481, [47<EE (Now>SUBMIT) |
7 Vv LET,

LIR— F 3R END & VR— FOAFEZRTERS v 7 AREKRINET,

LAR— DA EHR CAT Y 2— AT 5I0F, [RTPa1—F %A (Useascheduler) 1> [RT7Pa1—3
(Scheduler) | Fry 7 X T A=a—7 Vw7 LT, fFAET DAV 2a—VERRT L0, [R7¥a—
S %{ER (CreateScheduler) |27 U v 7 LTHLWAY P a—F %ERLET, .

[FJH RSP 2—)LDERK (CREATE TRIGGER SCHEDULE) | # 4 7 /R RrENET,
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B 50025 v v—ForkasizonT

AT w75 [48] (Name) ]. [E#BH (Description) 1 (A 7Y a ), BLIO[RT T a—IL 4 K (Schedule
Windows) | 7« —/V RiZtE&®E A LET,
GE) [R$a—F (SCHEDULER) | D FIEDFEHIIZOWTIX, AT A4~V TE2SRLT
<TEEW,

ATv 76 [SUBMIT] #27 VU v 7 LET,

VAR— FDERIZIE, 777V v 7O A REEEEIIA N FOEITS LT, BB
KI0GWHPYET, LR—FOERFIFIAT—F A AvE—UREranET, FT71
Va—T 47 LR— NS L TERTHICE, [EREnzLR— bERER (SHOW
GENERATED REPORTS) %7V v 7 L%,

[WHEZEBEE (Authentication Required) | 7 « > KU T, H—"—DO&EKEHR (L—H—%
(User Name) ]&[/8R D —Fk (Password) ) # AL ET, RIZ, "I TNy a—T 47
LAR—= MRV AT AlIZa— I ra— REInET,

[$RTOHOLAR—F (ALLREPORTS) |V ¢ RUBFKFR S, 4. b LIZbOEEL,

ERENTET X TOLUR—=FDO VX MBRRREINET, 20, BRLZHN 7 7 4 LK
WELT, Vo2 %2 )y LCLAR—baFvra—RT50, TSICRRTILIENTE
FT (L 23 77 AVBPDF ORE, 77U TTSICHS 2R TEED),

FSINDa—TA 2T D4 F—FD FRATIZONT

TOBIarTIE. FITINAYa—T 4 T U4 — RO MR IOV THALET, b
ARe i, BETEEFEENEDL I T 77U v 71T SN TWDE D, EETH S
FTOXY FT—7 RA, BEOHMAAL v FNMTHDLINERLTWNET,

KOOI 4P —F bAay ZAT 7T LT EIIT, Y—RT bR PoEAIZFKR RSN,
B i ANc R RSN E T,

\)

6=

O 4P — R hARa I IZiE, BFEITLLERIE~D N T 7 0 v 7 IZBERT T A AD Y —
TAA v F AN AL vF . BEIORFEX OLNERINET, -7 L. o DU —
TAA v F BT ERIEIEEDO) =T AL v FLMDEL DAL AL vF) DEFEET D

ARH Y ET,

IO RREUNZIE, Vo, A—F, BLOT A ABFRINET, m74’ NI —
NEHbED L), BMETELRERCNRETAT T M ZNURETHT I r—a v,
FRHLTWD T 74 v 7D (VLAN 72 &) BRFERINET,

BIEOLEMICEDONBINH Y RO X IICFRENET) « b bR a RO EIZEEA T 5
Nl e o740 (ERE) b (e 2070 hnvé~AF—) il £7,
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WE ST 1—F o yEEOER [

&Crﬂical A Major

Spine ifav13-spine1
Minor Warning P P (

A Leaf ifav13- A Leaf ifav13-
leaf2 (node-1018) leaf3 (node-1019)

eth1/25 __ethi711
vPC: .\I'DC2 vPC: vpc2

Source Endpoint
IP:12.1.1.198
MAC: 00:00:02:47:01:C6

rREPHNDOR Y 7 ARLKR— M2 EOEBIZ =Y VEAEDLED L, L 0FMRERNFERS
NET, A= bFEREFY U7 IEBRMFOTOWDEEEIE, N T Ty a—TF ¢ v 7B
BHDHZEEEWRLET, e, ORRELITF LV PO%E, ZUEA— FERIEFRT >
JIEENRSDHZ L 2R LTWET, BRAOYEA, KigiEd 0 A, V7 THOHIZE
TRHDLGEIL, RL2o0 ) — REOWHN Y > 7 N, HOBTRENDVETT 4 (E
KEE) ODEEOFBELZITCNDIEERLET, A—MNIh—YVEELED L, HEEITIC
BRI TWAR— MEfERTE £,

VT2 v FEE5I7 Vv ITDE A vFOaL I —)VIT IV EATEET, FOTF A
AW T A TEDLRY T T v U4 RUNERINET,

)

G¥) L AVANBLAYTOY—ER (7 AT U= ua—RFRT ) BNHHHEE. £
nNHy rARrICERTEINET,

e — RAZUHEFEHTH MAr oA, BERLIHERIP (VIP) 7 RLATHALZ &
NEEINET,

s EETLFEITF—F v PR ESX = R_R—DBFRIZH DHLE. ESX T bR r VIR REIN
*9,

BENS TN a—Ta4 v BEEOFER

ZOFETIE, BEN T I 2—T 47 74— FOMEAHTECHOWTHHALET,
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B e=r5o0 5/ rmEmEOER

FIE

ARV RFEEETIVa Y

=)

ATy T

[ E4—2 3> (Navigation) ]~ > T [EE
(Faults) 1 %27V > 27 L, [EF (Faults) ] b7
TNy a—T 4 v T EEOER &R L ET,

[(EE (Faults) ] EEIZIE, LARTICEIN L7265
CHHG R BT D AR UL | Roh o o fEER
FoRENET, HESNTWBEDOEEDOLNFIRE
NEJT, BEEXNSLIHAITFIC, EREZRZD
DI EO A THEMAF R INET, B EHOAD
NBEZR LT, SEICEEMT b -ERE L~
NEEFRELTIEIN, HWAR Y 7 AE, EOFE
OEKIZIZ N T TITAY a—TF 4 v Tt EOREN 72
W2 EERLTWET,

ORI, T TN a—T 4Ty
vaBETAY =T A, T AN AL
F. BLOFEX bR RSNET, V—T A v T,
ANRA VAL v T FEX72 EOHEBIZH— Y NV EH
bi¥dn, BEEZI7 Vw7358, Oo-vok
D EERIRE AT R ENE T,

&Criﬁcal A Major

Minor Warning

A\ Leaf ifav13-
leaf2 (node-1018)

A\ Leaf ifav13-
leaf3 (node-1019)

eth1/25 |
vPC:|vpc2

Source Endpoint
IP:12.1.1.198
MAC: 00:00:02:47-:01:C6

ATw T2

WEEL 7 Uy 73D &, OO XV G g
WEETe [ KAy T#E (Drop Stats) . [~ k5
2 b FOw 7 (Contract Drops) . BLU[+S

T4 v E (TrafficStats) | ¥ 7055 A4 71

TRy 7 ANFRENET,

_eth1711
e VPC
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Koy Tt r S Iy a—7 4 voEmE0ER [

BErEY Y
Fey et o 7y a—T 40 U7 EEOFEE (113 =2—)

FOy et bS5 TN a—T 4 o BERERDOER
[FE&#—2 3> (Navigation) 131 > C[ RO v J/#ist (Drop/Stats) | %27 Vw27 LT, [F
0w JkEt (Drop/Stats) |~ T 7V =—F ¢ v ZEE O 2Bt L £,

[FOw T4t (Drop/Stats) | 7 4> Roiid, Re vy 7 hb0T_XCoOMKFHERE2 & F R
BUBRRENDID, KBy IBEET 50 E D DEPIRICHRTE £, Fu v 7Higz
IV T hHE GO DOFEMERNFRINET,

Mo stats available ° Mo drop Packets dropped spine ifav13-spir

A Leaf ifavia- LL] v A Leafitavia- LLLLET LT v
leaf2 (node-1018) S leaf3 (node-1019) NS

eth1/25 | _ethti 11
VPC:'.vacz vPC: vpc2

Source Endpoint
IP:12.1.1.198
MAC: 00:00:02:47:01:C6

Key 7HigE 7Yy 7358 [FOy J/HEr (Drop/Stats) | Hijai D EERIZ 3 2D X 703
D, BRENDIHHITIZFORHED) =T 2T AAL v FIu—" 74 RENET,

3ODKEZ TITRD LBV TT,
«[ KB J#ist (DROP STATS) |

ZOXTINE, Fay v 2OERBPEREINET, SEIERLULTRer Y X
NHry hRZ ZICERENET,
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B covomstrsonea—54 v rEmEOEA

\}

GE) FT7H/LFTIE. ERErOD Y ZIIIEFRICR>TOET
N, =P =TT R TCOEEFRT DL IICHETE ET,

‘[3>b+3% b+ FOwY T (CONTRACT DROPS) ]

ZOXTIE, BELIEa Y N T 7 F Rey T OY R MRERENET, ZIUIfEx o8
rvhwZ (ACLmr7”) TY, #ETXA A —T AR (Sourcelnterface) . FE{ET IP
7 FL R (SourcelP address) . i#fE7tsR— k (SourcePort) . 35 IP7 FL X
(Destination I|P address) . $8%7R— bk (Destination Port) & 7B k3L (Protocol) 72
EDZNT y FOFERPERINET,

\}

GE)  TRTCORTy MRZZIERRINLIDITTEDY £HA,

[FS T4 vy HEtEESR (TRAFFIC STATS) |
ZOX TN, EITHDO N T T 4 v I ERTRENFRRINE T, INDIE, BEBEEINT
27y FOETT,

N

GE) FTI7HAPNTHE. ERPoobh X3 IEF RIS TNET
B, =P =TT R COEEERTDILIICHETEET,

HBE O/ EMICH D [$T] 7 A =2 ( e ) 270 w7 LT, TRTOFEGRA TV =
7 FOTRTOME e —EICRTTHILHTEET,

ErEixErnllAo vy 72 ERT LA 7Va bbb 9, [[ENEOOKTHEZRT
(Show statswith zerovalues) |OF = v 7R v 7 2 (BEOLE L) 241095 L, BEFED
TRTCO Ry 72FRTEET, BRE (Time) . 842472 x4 b+ (Affected
Object) . #i5t (Stats) . BLOME (Value) D7 —/L FIZiE, T X TOE DT — & i3
AJEET,

[ OED#HEERT (Show statswith zerovalues) | Ry 7 Z&F = v 7 LARWEE, Pl
S Fr oy P TRERNFRESNET,

\)

GE [FRT (AN I7Aav&27 ) yr Lidhfb, MUa Yy 7 @l sSnEd. 35920
%7 ([FBw 7#Et (DROPSTATS) |. [E# KAy T (CONTRACT DROPS) ], BX W
[T 4 v P8 (TRAFFICSTATS) |) bfEHTE, RIULX A TDIEFRNPERRINET,

EErNEYD
Iy I N TN a—T 4 7 EEOEH (115 =)
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av k55K k5O a—T 1 vrEEOER [

ARSI PSSO a—Ta 0 BEOFER
[FE4#—Y 3> (Navigation) ] A > C[av k5% b (Contracts) | %7V v LT, [T
v +35%4 b (Contracts) | N T 7Ny a—TF 4 ZEE O 2B L £,
[ F3% b (Contracts) | N7 7Ny a—T 4 U7 EEICIE, EEILNDBIEE, B8ROk
MOEETICEA R T 7 PBRERSNET,
BT =T VOB LOBITIE, 74NV ZERLTVWET, 74 VXDFIZIL, HFEDY —
TELEAAL v FOEEDO T vx =Y (AR RO, LARET. L4FEX. TCP TS
. TF7ovarv. /J—F, BEXOEY M) EZRTEEOITRHY £,
FEAET A =YV EEDbEDE, AV N T NEEI N T N T 4 VEERFRRE
NET, FOT—7NVOERAHUIT (F37 4 v%) OFNCERENDT XA ML, v
N2 b OEATERLET, WRITHZRLET,

* Epg 7° 5 Epg

« BD ##J

o B 5P DARPUT TG
« AT XA MER

Ihooar 77 ME, FHETLILBIIE~ BILUOSENOREIT~EDEINET,
~

GE) T4 NZIZERREND ey MIRERNTT (DFED, FFEDODV—7Z LI, 20Oar T 7
FNewh, a7 8 74005, FEEL—LOEEE v MRFREINET) . FEHT1
ST LICHBRICERT SN E T,

%ﬁ([a>74:ymwwyw%6bﬁék‘ﬁuy%%ﬁ%ﬁﬁfﬁifoit\ﬁﬁé
NTW5 EPG R TH5Z LT ET,

\}

GE) U RFAVRMEICar 877 RBRBWGEES, ZIUX[aY 39 b T—208HYFEEA (There
isnocontract) | Ry 77 v I CaRENET,

BENEYY
ARVIED ST TNV 2a—T 4 THEEOHEH (115 =—)

ARED TN a—T 4« 07 BIEDER
[FE#—2 3> (Navigation) | XA VT[4 FEEE (Eventsand Audits) | 227 VU v 7
LT, [ FEEEE (BEventsand Audits) | 7 7 vy a—7 ¢ U V7 EEOEH % BiG L E
D
Ex DY =T ELIFANL AL v F %I Vv 7T DL, ZOfELDA X2 MIBETLXVEE
M7t dEeR T TEET,
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. Traceroute k5 TV a—F 4 VO BEREROER

[41 RY k (EVENTS) | & [BBiE28% (DEPLOYMENT RECORDS) | D2 >D ¥ 7 Z{E AT
xFET,

s[4 R2k (EVENTS) 11X, v AT A WBIA U Z—T7 2 — AL VLANS 72 &) THAEL
TEEDAN hLa—ReRRLET, BEDY =7 ZEIlMOA N FRY RS
NTWET, ZbDA Xy M, EXE (Severity) . £E%2R115472x5

(Affected Object) . YERCEERI (Creation Time) . [RE (Cause) . B L EREA
(Description) (ZEESWTUWA_EZ D Z LN TE E9,

- [BFA528% (DEPLOYMENTRECORDS) ]i%. ##iAf % —7 =14 A, VLAN, VXLAN,
BIXOLICIX TORY U —DRAZRLTWVET, ZNHDOL 3 — KL, epg D72HIT
VLAN N U — 7 1B E SN 2R L CWVWET,

[tarQQE(MCMMw]@E®HVW?MM]742y(ea)%7Uy7¢é&
e L-RRING (ERX R Ty a—T 40y iay) FICRAELEERE 25773
TOARY NERRTEET,

[TRTOHOEE (All Changes) | B IZIX, KD 3 S>OXTNH Y £,
- [B5E (AUDITS) ]

ERICIZ)—7 TV vm—2a URRWED, [TRTOHZERE (All Changes) | HijE CD
AMERTEET,

«[41R> b+ (EVENTS) | (kD)
- [[BBIsCE% (DEPLOYMENT RECORDS) | (L7d)

EENEY D
Traceroute 7 7V 2—F 4 T HEEOEH (116 _*—)

Traceroute FS5 JIIL>a—TF 4 VS EEDOFEA

[ E#— 3> (Navigation) ]+ > T [Traceroute] %~ Y v 7 LC, [Traceroute] k7 7 /L
Va—T 4 U EmEOMER G LET,

T TNy a—T 4 > T DIz traceroute Z ERK L THEATT HI21E, RO FIEEZFEITLET,

1. [Traceroutel ¥4 7 v /Ry 7 AT, [##EHR— b~ (DettinationPort) | ke vy 7 ¥ v
UANT, Bl — ME@RLUES,

2. [ZR RO (Protocol) | 7NAE Ty A=a—nb 7 haLzERLET, PR—h&
NTWa A7y aidkostsh T,
cicmp: 2O hVE—HATHY, V=AU =T 0nbLERET Y KRA 2 hOR
~® traceroute % EfT L £ 7,

etep : ZOFE FALBBEFTT (udp 7'v kA HONTORBAEZSRL T
W)
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Traceroute ~5 I 1 —F 4 VS BEIEDER .

sudp : 207 E bITHFRTHY, V=R V=T bR RARA v h~D
traceroute % 34T L., WRIZHEEFIL Y — 7B Y —A = RIRA V' b ~D traceroute % 32
TLET,

\}

GE)  IPv4 71723 UDP. TCP. BXOICMP 1 F L& ¥R — k LET. IPv6 DA . UDP DI
N R—FENET,

3. traceroute ZERk L7= 6, [B%E (Play) | (£72iXStart) AR¥ %27 U w2 LT traceroute %
BRtE L £

\}

GE)  [BE (Play) | REVEITLE, V27 A RICKY S AMER SR, BE A v b — URERE
nET,

4. [OK]1 %227 VU v 7 LTHATT D & traceroute D FATHPHIG SN FE T,
5 [{Z1k (Stop) | A& > %27 U > LT, traceroute & T L ¥ 7,

N

GE)  [fE1b (Stop) | ¥ v & L. KU o—pv 2T AnbEIRS L ET,

traceroute75>7nT'T€)§: EE) SN GIT L RER N TR R ENE T, [TracerouteDFER (Traceroute
Results) | ®BEIZIL, traceroute 23 ELE) S AL (VY — A0 bHEERE~, o38N b
V= AN) %%T7°/1/7"7‘/)‘::L~73§E§)Diﬁ‘o

FERIX, EITEM. Traceroute R 7—4A X #EfLAR— kb, BT O FaLoFREETe
[Traceroute] ¥4 7 B ZIZHERRSNET,

FERIX, PEEROKHITRINET, BORHNL, traceroute 7' 7 — 7 TIEE LT N ANDE
J— RERFTEODIHEHINET, ROKRHOKBSIE, FL—2b— k7 —705& Uiz
%D ) — ]\““C‘%Z)?i AP T TG ARLET, —Y —I3 traceroute T LT D
MZ R L EH A, traceroute 1L ICE v a AN LTHBENET, By g BNROY

AN
[ M

¢ EP 2> BANE IP 72134 B IP 25 EP D34, traceroute |X5 (2 EP 2> H AN IP (ZE B S v
iﬁ‘o

*EP/OLEPTHN 72 b /L ICMP Th 535, traceroute 117 1215870
BxhEd,

«EP72°6 EP Th W 7 k2L UDP/TCP Toh 5854 . traceroute 15 12 W7 16 T,

B e S~k

Uuu
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CiscoAPIC F5 T LS a—F 15 y—LofER |
B 7 r3v9 0908 k50005 vERORR

\)

(GE) * [Traceroute DFER (TracerouteResults) | Fry X7 A= —Z2H LT, ity
FUF# DX GMOFREREFRBTATEET, T VA # & #2 TiE, BT/ L—=%
AT,

s [Traceroute R 7—4A X (Traceroute Status) |23R5E T &R RSN LGE. ZhiX, 77—
ED—HNESTL DDEEEfFFoTNWAHZ L EEWLET, [Traceroute R 7—4 R
(Traceroute Status) | N T DHA. EBIZHET LTWET,

EENEYD
T RIVZ DI HE NFTNAYa—TF 4 7 HEOFER (118 =*—)

TrIvY A9V bSTLYa—T4 U BEEOER

[FE4S—2 3> (Navigation) | XA >D[F r2vY A4 (AtomicCounter) [ %7 VU v
J LT, [Pr2yY AH22 (AtomicCounter) | D KT 7V o —F ¢ 7 i Off A % B
WHBLUET,

[7 Ry 7 1w % (Atomic Counter) | MifIX, P50 & HERIEDERA BT L, EIZH
DNWTHT L Z R —ZAERT DO SN ET, 2250 RARA  MEIET My
7 N F RY =B L, Y= Abside, BEOSENS Y —RITITERT D b T
T4 EEMNTEEST, BRTAHANT T4 v OBEZHETE, KR, EEILEMEDO Y —
TRITTEE (Rue vy FERT#Em 7y b)) DEINTWhL 0 EI 0zl cE £,

i O LS [BE (Play) | (£7213 [fdA] (Start) ) BLO[FLE (Stop) | RZ »BdH LT
D, WOTHET b7 AV RNY) =2 IFIETE, FEINATWL Ty B
AT FTEET,

\}

GB  [BE (Play) |RZ o 2#T L, V274 RICRY —2MER S, 7y o Z2—0H
MENET, [BLE (Stop) | AZ 2T L KU =BT AT ALGHIRENET,

FERIZ2 DORL LB TERRINET, ENEEOEVWERLE, RWEAXTT (B
(Expand) | RZ > %27 Vv LET) , MG ERBEFEXOW T, WO MERRT
ET, BREEXTIR. BBV NERFOIOPHEBIEOD T PRERENET, f#
ST, BEBLOEZEOMBONI T NOBRERRINET,
EENEYD

SPAN N7 7V a—TF ¢ 7 EmEOFEM (118 ~—)

SPAN FS T a—T4 V7 BEEDFERA

[+ E4—< 3> (Navigation) |21 > C[SPAN] %2~ V v 27 LT, SPAN F T 7Ly 2 —F 4
v 7O 2B L £ T,
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| CiscoAPIC kS TLLa—F 4 LT Y—ILOER
Cisco APIC k5 T a—F ¢ o4 CUAMEALTSPAN kv o av iRt 5

COMEEERALT. KEM N7 4 v 7 %20 (721235 —V>2) LT, 7FHIF54H%
WU E AL FT&ET, SPANE Yy a T, a—%2ERLTTFIA4FICHELE
ﬂqo

ZOa—IEEDORA N (TFIAPF—DIP 7 RLR) [THEE ST, Wireshark 22 DY 7
27 Y= VEMHL Ty hEFRRTEET, By va HFRITIE. #ET & E
W, Byvvaryr A7, BEOZALAZ L TOFBMPH Y 97,

)

G [B&E (Play) | BA AT L. v 27 A LICEY V—RERSNET, (B (Stop) ] RX
VEMT L. HY RS AT A BEIRSET,

\)

GE) NG TNy a—F 4T I 4 PF—FRDOCLI 2~ ROY A MMZHOWTIE, Cisco APIC 22~
RIA L A F—TxAfA A 2=V — A RESRLTLTEEN,

CiscoAPIC 5T a—T4 VT CLUZEZFERALTSPAN Y > a v EEKT S

DOk a o TlE, CiscoAPIC NI 7MY 2a—F 4 CLIZEHALTSPANE Yy > 3 v %
VERY T 5 HiEERLET,

AT 71 troubleshoot node session <session_name> nodename <node_id>
=Rty iary (Fua—sb Fay ) BT 5103
1 :
apicl (config) # troubleshoot node session 301-GD-APIC nodeid 301

AT 72 troubleshoot node session <session_name> nodename <node_id> interface ethernet <interface>
A B =T 2 A X L_ADE Yy a s BERT DI
1 -

apicl (config) # troubleshoot node session 301-GD-APIC nodeid 301 interface ethl/3
AT 73 troubleshoot node session <session_name> monitor destination apic_ip srcipprefix <ip_prefix> drop enable
er span-id[optional]
5656 % Cisco APIC & L CHRE L., Ku v 7HEZ SPAN ZH 23 512i% ¢
1 -

apicl (config) # troubleshoot node session 301-GD-APIC monitor destination apic srcipprefix 13.13.13.13
drop enable

A7 74 troubleshoot node session <session_name> monitor destination tenant tenant application <app> destip
<dest_ip>srcipprefix<ip_prefix>drop enable er span-id[optional]

ERSPAN %t 25 E L., Ko v 7HZ SPAN ZH2024 5120
1 -
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apicl (config) # troubleshoot node

CiscoAPIC F5 T LS a—F 15 y—LofER |

Al epg El1 destip 179.10.10.179 srcipprefix 31.31.13.31 drop enable
sase Ll L CRRE SN T 5 & &2 Cisco APIC T SPAN-on-drop /37 v b Z R4 51213 :
1. SPAN-on-drop t v a U ZMHIZLET :

apicl (config) # no troubleshoot node session 301-GD-APIC monitor

2. drop-stats 7 1 L7 kU IZF#E L, DropPackets *.pcap 7 7 A /L& L £
(/data2/techsupport/troubleshoot/node/Session_name/span_capture/drop-stats/DropPackets *.pcap) .

L4~ LT H—ERBRIEFHATFT UL

session 301-GD-APIC monitor destination tenant ERSPAN application

NZTNYa—T 4T U4 V= FREHAT L, 2—F—iZ2o0Dx L NiKRA v MEfEE
L. FNHDOy RRA v MHOXIGETA PR P2 RRTEET, AR YAND2oODOxT
RARA > FEIZ L4 ~ L7 —EANFET DHAE. TNbHHLFERTEET,

IDEIZarTiE, ZOVY —ATRIESINTZLADLLTIO YT U A2 O THA L ET,
L4~L7Y—EANTIE, FARBYOENRIEFIZZ D, 774 T U4 —I/b, B— KN F
F. BLOZENEFNOHALEDED-D, SEIERERNERAINDAREBENHY £9, b
R VPHNO2ODxY RRA 2 MEIZ T 7 A T VA —ABFEET DHEG, T 7V a—T 4
YT UAY = RNBT AT VAN T =R ET AT U —VIpD ) — T ~ DR BT L
£9, 2002 RRA » MHIZu— FAT U= F-ET D56, n— KT+ —FTD
HHREIG L TERTEET (= N"—FTEERTETEHA) |

WDORIL, "TTINYa—T 407 U4 P —RKRTRIESNZLA~LTV—ER U F U 45K

LTWET,

Sy 1 2 3 4 5 6

J— K 1 1 2 1 1 2

TINA R GoTo FW GoTo GoTo, GoTo |FW-Golhough | SLB-GoTo |FW. SLB
(vrfsy%l) |SLB FW. SLB (GoThrough,

GoTo)

7— L3 2 2 2 2 2 2

Q2> a1—< |EPG EPG EPG L30ut L3Out L3Out

Jo/sn4 44— |EPG EPG EPG EPG EPG EPG

TNAREAT|VM VM VM Wy Py¥i B

3> k5% ko |tenant arFHX | arFRAL |arTFRR | ILTFRx (Fo—n

& FA & B 2k ~ 2N

ARy FE—FR|L2 L2 L2, L2 L3, L2 L3 L3/L2, L3
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I RRA Y MDD KRS Y b~anEGEAPIOUR ]

oFUF 1 2 3 4 5 6
H—ER 74y |BSW BSW DL /PC W D AR— | VPC B O A —
F ]\ ]\
93472 k7 |FEX FEX FEX WO R — | @D WD AR—
2YF k A= T N
H—/\—F 4w |VPC vPC vPC WEOR— [@E o W DR —
¥ k A=k r

IVRRA DSV RRA Y EADEHEAPID!) X

PLFIE, EPOHEP~D (=2 RARA > MH) B CHERAFRER NI TN a—T 4 T Uy
P —RAPIDO YU X ~ T,

e AUHET T 47 APL (121 ~X—2)

« createsession API (123 ~—2)
«EBHE v ar APL (124 X—Y)

« 7T My I BT APL (124 =)
« traceroute API (125 ~<X—37)

e span APl (125 ~X—2)

« generatereport APl (126 ~—2)

« ATV a— )L LAR— bk APL (127 X—)
« getreportstatus APl (127 ~<—2)

« getreportslist API (128 ~X—<7)

» getsessionslist API (128 ~X—<)

« getsessiondetail API (128 ~—3)

« deletesession API (128 ~—<)

s clearreports API (130 ~—1)

ez b7 27 b APL (130 —30)

123220747 APl
TV RARAL R (ep) BTV RARA Y FADOXMFE N T TN a—T 407y a U EfE
95 ICiE, interactive API 2l L £9, £ = —/L413 troubleshoot.eptoeputils.topo T,
BE%%13 getTopo T9, *Fa6%Y API (24 F 725 % (reg_args) I3 - session T,
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CiscoAPIC F5 T LS a—F 15 y—LofER |

WDOFKIZ, A7 aro51¥ (opt_args) & ENENOMHERLET,

BX DA A7 arm51% (opt_args) =5 BA
- srcep FETLTZ Y FRA v M
- dstep et = FARA > b
- srcip EEILT TV RRA L FDIPT RL A
- dstip e RARA L FIPT LA
- srcmac EETT Y RARA b MAC
- dstmac B =2 RaRA >k MAC
- srcextip L3 AMNTIRE 8 IP 7 R LA
- dstextip L3 SMipEEREL IP 7 R LA
- starttime N TNY a—T 4 T &y OBARZ]
- endtime NoTNY a—T 47 By a O TR
- latestmin BAGRFZIDN OB T D N T TNy a—T 4 7 kY
va OWFEME (57 L)
- description Ty va AT OWNTOFHA
- scheduler LAR— NERD A Y 2 —F 4
- srcepid Obsolete
- dstepid Obsolete
- include Obsolete
- format AT AHLAR—=rDT7 3—<v b
- ui WEBCREM (2R
- sessionurl LAR— FOYHET
-action traceroute/atomiccounter @ start/stop/status 72 &
- mode PR T
- de PN T
- ctx PR T
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createsession API

createsession API .

T RFA R (ep) MHBZY RRA LV MDD NTF TN a—T 40Ty ar ERT 5
IZ1%, createsession API Z {1 L =7, £ =—/L4IZ troubleshoot.eptoeputils.session T, B

% createSession T,

createsession API O ZHAF 4% (req_args) Id -session (v a 4) TY,
WDOFIZ, AT ar051¥ (opt_args) & TNENOMHERLET,

B DEREA

A7 a2 m518 (opt_args)

BLL]

- srcep FEILT Y RARA VM

- dstep g — 0 RIRA v N4

- srcip EETT T RERAL L FDIPT FLA

- dstip Bl FRA L FIPT RL A

- srcmac HEETLTT RARA > F MAC

- dstmac Ve = A1 > b MAC

- srcextip L3AMEIEEICIP 7 R LA

- dstextip L3 M5 e IP 7 R LA

- starttime NTZTNYa—T 47 &y a OB

- endtime NI a—T 4T g DO TR

- latestmin BAEHEZIMN LR T A o TNy a—T 4 v T Y
A v ORI (5B

- description v g AoV TORA

- format AT AHLEAR—=FDT7 3—<v b

- ui WEBCREM (2R

-action traceroute/atomiccounter @ start/stop/status 72 &

S ATV a—7

- srctenant EETLTZY RRA Y bOTF 2 FOLAT]

- srcapp EETT Y RARA » bDT 7Y O4HI

- srcepg aﬂ% T RRA L DT RRA L b T —TFD
44 il
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B z=tooavan

- dsttenant ST RARNA » RDTF v N DLTI

- dstapp side RiRA v DT 7 U O4Hi

- dstepg oy RRA L RO RKRA VN T A—T D4
il

- mode PR O

ZFEt v 3> API

TURKRA b (ep) By arvMBZU RRA U MDD N T TNV a—T 4Ty gl
S 521X, modifysession API Z#fiH L 77, £ = — /L4413 troubleshoot.eptoeputils.topo
<. BT modifySession T,

modifysession APLIZ 422725148 (req_args) (X, -session (> =3 4) FBLU-mode TY,
WORIZ, A7 v a o5k (opt_args) &FNENOHAEZRLET,

X DA AT a D518 (opt_args) sRBA
- starttime NI TNY a—T 47 &y a v ORGERA
- endtime NGTNY a—T 4Ty a O TR
- latestmin BARIFZ D DB T D2 b T TNy a—T 4 v 7 Yy

oa ORI (53 BAL)

- description Ty ia OV TOHH

T rE2v9OAhA232 APl

T RKRA B (ep) MBTY RRA L bADT "I w7 hor X vy vaaERTHIC
I%. atomiccounter APl Z{fiH L £9, £ = —/L44(3troubleshoot.eptoeputils.atomiccounter
<. BEd%iEmanageAtomicCounter Pols T,

atomiccounter APL {Z 4725144 (req_args) IFRD &Y TY,

* - session
T ar

o _ F— ]\\‘

N\

() atomiccounter API (21X A7 > 2 > DF|#% (opt_args) 1£HV FHA,
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traceroute API

traceroute API .

APIZHEH LT FARA b (ep) BTV RARA L RO ML —RA— By a U Z{ER
9 5HIZiX, racerouteAPI i L £4, £ = — /L4 13 troubleshoot.eptoeputils.traceroute T,
B9%13 manageTraceroutePols T,

traceroute API (23725 # (reg_args) (ZiX, ROHLONRH D £,
-session (v g 4)

s - action (start/stop/status)

* - mode
X DR 7T a2 m518 (opt_args) Hl:l|
- protocol 7' ka4
- dstport SR — N4

span API

T RARA b (ep) MBTZY RKRA U RETODARVD N T TN a—T 4Ty ay
ZVERT 5 I2iE. span API Z M L £4, £ =2 — L4 troubleshoot.eptoeputils.span T, B
X monitor T,

span API ({2 Z 705150 (reg_args) 1. AT O b DOEEHRET,
-session (v g 4)

s - action (start/stop/status)

WDFIZ, AT aro51¥ (opt_args) & TNENOMHERLET,

B DEREA

AT arm518 (opt_args) S BA

- srcep FEILT Y RARA > M

- dstep Hie = RARA M4

- sreip EELTVRRAL L FDIPT LA
- dstip Pl RARA LV FIP T KL A

- srcmac EEIT= L RABRA > kN MAC

- dstmac Pafee e = KR A > s MAC

- srcextip L3 AEREETLIP 7 KL A

- dstextip L3 A5 c 1P 7 R LA
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CiscoAPIC F5 T LS a—F 15 y—LofER |

- starttime FNITNY a—T 4Ty a L DBIRRA

- endtime N TINYa—T 407 By g r OKTHRA

- latestmin BABEELI NGB ET D N T I N v a—T 4 T
Ty va ORI (5D

- description v va AoV TORA

- scheduler ViR— NERDA Y 2—TF4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format T AHALR—F DT 3 —<v b

-ui WEBCREH ()

- sessionurl LiR— N DOGHT

-action traceroute/atomiccounter @ start/stop/status 73 &

- srctenant EETLTZ Y RRA Y bOTF 2 FOLT]

- srcapp EBETZ RRA Y b7 7Y O4H

- srcepg FEETLTZ RRA L PO KR N T —
7 DA A

- dsttenant JEPET RiRA VN OT T2 kN DLHEI

- dstapp ST RiRA > DT 7 U O4HI

- dstepg e KA v b RARA v N T —TF
DA

- mode PR

- de PR T T

- ctx PN T T

generatereport API

APIZHEM LTI 7Ny a—T 07 LAR— M&ART HI21E, generatereport API % i ]
LE9, ¥ =—/L41Z troubleshoot.eptoeputilsreport ¢, B8%k3 generateReport T3,

generatereport APL [Z 2272515 (req_args) (. -session (& v 3 »44) B LU -mode T,
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2z sa—nrg—tar i

WDFKIZ, A7 aro51¥ (opt_args) & ENENOMHAEZRLET,

X DA AT a D518 (opt_args) Bl
- include Obsolete
- format ERTHLR— DT 4=~ b

Ao a—)LLR— ~ AP

APIZEHLTCRI 7y a— bk LiR— FNOARKRE A7 ¥ 2 —/L 3 51Z1%, schedulereport AP
ZHEH L E9, €Y 2 —/14 03 troubleshoot.eptoeputils.report ¢, Bi%%i% scheduleReport ¢
97, schedulereport API (24725 (%% (req_args) (3 - session T,

schedulereport APL [Z 4 E72514 (req_args) (21&, LT DS DOREENET,
e -session (Zv g A4)
e -scheduler (A7 2—F4)

* - mode

WDFIZ, A7 a o5 (opt_args) EFNENDOFAZRLET,

X DA A7 a2 n518 (opt_args) EREA
- starttime NTTINY a—T 4T 'y DORBERA
- endtime NSGTNY a—F 4T By g OKTEZ
- latestmin PHAEIR RGP T 2 R T TNy a—T 4 7 &y
a ORI (5 BL)
- include Obsolete
- format HERdTAHALER—b DT+ —< v b
- action traceroute / atomiccounter D PR4E / fE1E / AT — % A7
L
getreportstatus API

APL i L TAER SN LA — FORAT—X 22 RfHT 5 121%, getreportstatus API % i H
LEd, £ =2—/L4I13 troubleshoot.eptoeputils.report ¢, Bi%kix getStatus T3,

getreportstatus APLIZLEE 725 #% (req_args) 1XkD &80 TT,
s -session (Zv i a4)

e -sessionurl (>3 = > URL)
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. getreportslist API

* - mode

\)

() getreportstatus API (21X A7 L a > D514k (opt_args) (H Y FH A,

getreportslist API

APLZEH L CTAER SN LR — FO U X ME G 5121E, getreportdist API 2 L £,
£ ¥ = — /L4 1 troubleshoot.eptoeputilsreport ¢, BE%iT getReportsList T3,

getreportslist AP (24422725145 (req_args) 1%, -session (& v i 3 4:) B LT -modeTT,

\}

(GE)  getreportslist AP 121X, A7z D54 (opt_args) EH Y EH A,

getsessionslist API

APIZHERALC R I Iy a—T 407 vy a Dl A &S T5I21E. getsessiondist
APl i L£9, £ =2 —/L4I1Z troubleshoot.eptoeputils.session T, HAEIL getSessions T
R

getsessionlist AP D W 2854 (req_args) 1% - mode T,

)

(GF)  getsessionlist AP |Z(X, 47> 3> D51# (opt_args) 1£H Y FH A,

getsessiondetail API

APLZEHLC R I TNy a—T 07 vy v a VCETDEEDEMEZ RS T 51203,
getsessiondetail API Z il L £9°, &3 = —/L4 % troubleshoot.eptoeputils.session T, RBA%kiE
getSessionDetail T,

getsessiondetail API |2 E 7254k (req_args) 1%, -sesson (v iz 4) BXLU-mode T
D

\)

(GF)  getsessiondetail API (Z1ZA 7Y a > D51¥ (opt_args) 1EH Y £ A,

deletesession API

AP ZEH L THRHED T TNy a—T 47 &y v araHlBRT 5121%, deletesession API
ZEMALET, €Y= —/L4 1T troubleshoot.eptoeputils.session T, #4REIX deleteSession T,
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deletesession API .

deletesession AP1 O ZHF 4L (reg_args) 13 -session (v v a v 4) T7,
WDFIZ, A7 aroi51¥ (opt_args) & TNENOMHERLET,

X DA A7 a>n518 (opt_args) B
- srcep EEILT Y RARA M4
- dstep Bt = RARA > M4
- srcip FEETLZRRA L FDOIPT RLA
- dstip B RIRAV FIPT RL R
- srcmac EETT Y RARA b MAC
- dstmac Bt = KA A > b MAC
- srcextip L3 AMTEF L IP 7 R LA
- dstextip L3 ANk e IP 7 R LA
- starttime NGNS a—F 4 T vy a OB
- endtime NoZTNYa—T 407 By a O TEHA
- latestmin BRAGRFZI DN OB T D NI TNy a—T 1 7 kY
oa ORI (53 BL)
- description v g Al OV T O
- scheduler LAR— NEFDOAFr o a— T4
- srcepid Obsolete
- dstepid Obsolete
- include Obsolete
- format BT 2L R— D7 —< > b
- ui WERCREM (2R
- sessionurl LR — FOGHET
- action traceroute/atomiccounter @ start/stop/status 72 &
- mode PR
- de PR O
- ctx PR CfEH
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. clearreports API

clearreports API

APl ZfEH L CTAEKRSNTZLAR— b DY XA &2 27 V7§ 5HI21E, clearreports API Z{#H L
9, ¥ 2 —/L4 1 troubleshoot.eptoeputils.report T, RBE%iZ clear Reports T4,

clearreports APL IZ 2725 |# (req_args) 1&. -session (v a3 44) B LV -mode TI,

)

(GE)  clearreports API (21347 v = D54k (opt_args) 1XH 0 FH A,

OV k3572 AP

APIZfELCar 77 MERABET 5121, contractsAPI Z#fEH L E£4, £V =2— /L4
IZtroubleshoot.eptoeputils.contracts T, BE%tiE getContracts T3,

contract APL [IZ % E/2514 (reg_args) 1%, -session (L 3 4) & -mode T,
contract API |23 A7 > 3 D514 (opt_args) 1EH 0 FHA,

IVRKRAY MBS LAY ISNERERED API ) X F

PLFIE, EPBEP~D (=2 RARA > ME) B CHERARR NI TN a—T v T Uy
HPF—RKAPIDOY 2 T,

cABETIT 4T APL (131 =)
«EH v ar APL (1323—Y)

c T NIw I AT H APT (133 =)
« traceroute API (134 ~<—37)

e span API (135 ~—72)

« generatereport API (136 ~—73)

« ATV a—/LLAR— b APL (137 <—Y)
« getreportstatus APl (127 ~<X—2)

« getreportslist API (128 ~X—2)

s clearreports API (130 ~—73°)

« createsession API (131 ~—2)

« getsessionslist API (139 ~—<)

« getsessiondetail API (140 ~—3)

o deletesession API (141 ~_X—72)
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e T 7 NAPL (141 R—

e ratelimit APT (142 _X—<

o 13ext API (143 ~<—730)

42359 T4 7 AP

)

1248354951 7a0 |

T RARA b (ep) MHLAY3 (L3) ~DHWEBHFERL N T TNy a—T 4Ty ay

ZVERET D121, interactive APL 2 L £, £ = —/L44 1 dtroubleshoot.epextutils.epext_topo
T, BT getTopoT9, *xIahf APIIZ B 72514k (reg_args) (X, - session, -include, ¥ &
' - mode T,
WORIZAT v a o OF % (opt_args) NERINTNET :

X DA A7 a>n518 (opt_args) EREA

- refresh

createsession API

APIZEH L T2 RARA U (Bp) 22bLA¥3 (L3) ~DINBRNT TNy a—T 47

Yoy a v EMERT DI2IE. createsession AP I L £4, Y2 —40%

troubleshoot.epextutils.epextsession ¢, PBI%iX createSession T, createsession AP1 D 242555
(reg_args) (% -session (b ar4) CTF,

WDFIZ, AT arD51¥ (opt_args) & ETNENOHHERLET,

X DA AT 32n51% (opt_args)

i
]

- srcep EEITT Y RARA U M

- dstep BEgede = RiRA v b4

- srcip EETL T RRA L FDOIPT FLA

- dstip il RARA FIPT KL A

- srcmac EEITLZ L R A~ b MAC

- dstmac Bl = KR A > s MAC

- sreextip L3 AMHBEFILIP 7 R LA

- dstextip L3 SMEREERESE IP 7 R LA

- starttime NSTNY a—TF 40 vy a OB
- endtime NGNS a—TF 4T By g OKTRZ
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- latestmin BRIRHEZ N DG T D T TNy a—T 4 T &y
va v ORI (5B

- description tvig IOV TOHB

- scheduler LAR— NERRDAFr Y 2 —F 4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format ERTHLR—FDT7 3 —~< v b

- ui P CRER (4R

- sessionurl LAR— ~OBEFT

-action traceroute/atomiccounter @ start/stop/status 73 &

- mode PN Tl

" de RSl

- ctx PR

ZFEt v 3> AP

T RARA b (Bp) b A¥3 (L3) OB N T TNy a—T 40Ty ya  IERTS
\Z1%,. modifysession APl Zfffl L £7°, & = —/L4 1T troubleshoot.epextutils.epextsession
T, B8%%% modifySession 9, modifysession API D ZH75 %% (req_args) I3 - sesson (v

vavs) TY,

WRDOFIZ, 7 a D518 (opt_args) & FNENOHHAEZRLET,

X DERHA AT arm518 (opt_args) i BA
- srcep BT RARA Vb
- dstep Pafeoe = RaRA U M4
- sreip EETL T RRA U FDIPT KLA
- dstip B FRA L FIPT RL R
- srcmac HEEILT Y RARA s MAC
- dstmac Bt v RiRA » kb MAC
- sreextip L3AMEC IP 7 R LA
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- dstextip L3 AN e IP 7 R LA

- starttime NIV a—T 7 &y a s OBARZ

- endtime NoTNY a—T 4T By a O TEZ

- latestmin BRAGHELIN BRI ET D N T TNy a—T 47 &y

oa ORI (53 BAL)

- description Ty a AT OV T O

- scheduler LAR— MNERDO A 2 —F 4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format HERTHLUR—FD 73—~ k
- ui WESCREM (R

- sessionurl LR — kO

-action traceroute/atomiccounter (D start/stop/status 7 &
- mode PR TRE

- de PN T

- ctx PR Tl

T2y HAo2%3 APl

T RARA U (ep) MOBEVRARA U FADT "Iv 7 AU E By v a VEERT SIS
I%. atomiccounter APl Z{# ] L £9, & = —/ L4 % troubleshoot.epextutils.epext_ac T, [
%% manageAtomicCounter Pols T,

atomiccounter AP (27254 (reg_args) 1ZkdD LY TT,
«-session (Bvy v a4)

« - action (start/stop/status)

WoFIZ, A7 aro51¥ (opt_args) & TNENOMHERLET,

X DA A7 a>m518 (opt_args) EREA
- srcep EEILT Y RARA v M4
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. traceroute API

- dstep Bt = RARA M4

- srcip EETLTTRRALS L FDIPT RLA

- dstip B RRA U FIP T KL A

- sremac HEET= KR4 > b MAC

- dstmac e e = KRR A > s MAC

- srcextip L3 AMMBEEIC IP 7 R LA

- dstextip L3 AN e IP 7 R LA

- starttime NI TNy a—T T kv a  ORRERZ)

- endtime NITNYa—=T 47 By ar O TRA

- latestmin BAGHELIN BB ET D N T TNy a—T 47 &y
va v ORHEME (AL

-ui WEBTREM (R

- mode PR O

- dc ¢

- ctx PR O

traceroute API

API 2 L C LA ¥ 3 44 traceroute b7 7Ly a—T 47 By g ~DTy RRA v
k (ep) ZAERET %I2IE. traceroute API 2 L 4, £ 2—141%
troubleshoot.epextutils.epext_traceroute ¢, B%Lid manageTraceroutePols T,

traceroute API (2 B2 5150 (req_args) (21X, ROLDOBH Y £7,
o -session (Bvia4)

« - action (start/stop/status)

BX D& T armn51% (opt_args) A
- protocol =0 = 4
- dstport SSeR— N
- sreep EETLT RRA b
- dstep ST RaRA > b
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span API .

- sreip PEILIP 7 RL A

- dstip SRS IP 7 R LA

- sreextip HEETINRIP 7 LA
- dstlp HERESEIMT IP 7 R LA
- ui W CRER ()

- mode PR CfE

- de PN CRE A

- ctx PN T

span API

Ty RARA b (Ep) B AY—3 (L3) ~DINHARL DT TN a—T 47 By
va R ST, span APL 2 L4, £V 2 — 40
troubleshoot.epextutils.epext_spanC. BE%i3 monitor T,

span API (2372545 (reg_args) 1. U TFObDEEHLET,
+-session (L vz 4)
« - action (start/stop/status)

* - mode

WDOEIZ, &7 arD51% (opt_args) &FNENOHMHEZRLET,

X DR 7T arm31$ (opt_args) Bl
CE— YRR H— kDY 2k
- dstapic Fefoe st APIC
- sreipprefix EETZ RRA L FDIPT RLRA T LT 4w
7 A
- flowid [7a—ID (FlowID) ]
- dstepg Wtde = RARA v kN I —F
- dstip Bt RiIRA o FIP T FL X
- analyser 77
- desttype 56554 A4 7 (Destination type)
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- Spansrcports

ANV ) — AR R— |

generatereport API

APIZFERM LTI 7Ny a—T 07 LAR— M&ART HI21E, generatereport API % i ]
LE9, ¥ =—/L4I1Z troubleshoot.eptoeputilsreport ¢, B8%i3 generateReport T3,

generatereport API IZMLEE72 5% (req_args) (3 -session (kv iav#) TT,
WDOEIZ, T ar051% (opt_args) & FNTNOHHEZRLET,

X DA A7 arm31$ (opt_args) ERBA

- srcep EETXZ L RARA v b

- dstep Bte = R4 v M4

- srcip EETLZRRALA L FDIPT R A

- dstip Vi m RIRA LV FIPT KL R

- srcmac ETE= L RBRA > b MAC

- dstmac it = KR A > k MAC

- srcextip L3 AERIE{ELIP 7 KL A

- dstextip L3 SMi#fi e IP 7 R LA

- starttime NTTNY a—T 47 &y a ORI

- endtime NZTNY a—T 47 By a O TR

- latestmin BIAAREZI N DB T A NI TN a—T 4 v T Yy
a ORI (47 HAL)

- description T via UICHONTOMHA

- scheduler VR—MNERDAF P 2—F4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format HERTHLER—FD 73—~ k

- ui WEBCREM ()

- sessionurl LR — b DOGET
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Aroa

2z sa—nrg—tar i

-action traceroute/atomiccounter @ start/stop/status 7 &
- mode PR T
" de P T
- otx PR TRE

— )L L7R— k API

APIZMERM L TR I 7N a— b LR— FOERE AT Y 22—/ 5I21%, schedulereport AP
EEAL £, Y2 —/L413 troubleshoot.eptoeputilsreport T, B84 scheduleReport T
7, schedulereport API [Z #4725 %L (req_args) (3 - session T,

schedulereport API |24 38725148 (reg_args) 121, ATOHLONREENET,
o -session (Bwv g 4)

- scheduler (A7 ¥ a—F4)

WDFIZ, A7 a o5 (opt_args) & FNENDOFAZRL E9,

BX DA

AT a D518 (opt_args) Bl

- sreep EETT Y RARA Vb

- dstep AT RaRA > b

- srcip EEILZVRRA U FDOIPT RLA

- dstip Bl FRA L FIPT RL A

- sremac EETL=r RARA > b MAC

- dstmac Bor v RiRA » b MAC

- sreextip L3 ANEBEEIC IP 7 R LA

- dstextip L3 ZNaEske e IP 7 KL A

- starttime NTTNY a—T 4Ty a v ORLERL

- endtime KT TNy a—T 4T By g OKTRH

- latestmin BRI N ORI 2 NI TNy a—T 47 &y
v O (5 AL

- description tvig IOV TOMH

- srcepid Obsolete
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. getreportstatus AP|

- dstepid Obsolete
- include Obsolete
- format AT HLR—RDOT7 5 —~ vk
- ui P CRER (4R
- sessionurl LR— kN OBFT
-action traceroute/atomiccounter @ start/stop/status 73 &
- mode PR T
- _de PR TRE
- ctx PR
getreportstatus API

AP ZfiH L CTAR SN VAR — FO AT —Z A2 F5 T 5121%, getreportstatus APT % fifi H
L%, €Y =—/4Id troubleshoot.eptoeputilsreport T, BE%%iT getStatus T3,

getreportstatus API (Z B2 5140 (reg_args) (ZRD &I T,
e -session (v 3 4)
e - sessionurl (£ 3 > URL)

* - mode

N

(GF)  getreportstatus API (21347 > = D54k (opt_args) (H 0 XA,

getreportslist API

AP L CTAEKRENTZLAR— DU 2 MBS 3 5120%, getreportslist AP 245 L £ 7,
E Y 2 —/L4 1T troubleshoot.eptoeputilsreport ¢, B4k getReportsList T,

getreportslist API ([ Z 72545 (reg_args) 1., -session (bt v a v4) B L -modeTd,

A\

(GE)  getreportslist API |Z(X, A 7Y a D54k (opt_args) 1£HV FH A,
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getsessionslist API

APLZEL TR I TN a=T 47 £y a0l X M BfFd 51213, getsessiondlist
API ZfH L ¥£9, ¥ =— L4 idtroubleshoot.epextutils.epextsession C., BH%idgetSessionsT

‘j"o

N

getsessionslist APl .

G¥) Z O APLICIZMED B EILIH 0 8 A,

WDFIZ, T ar051¥ (opt_args) & TNENOMHERLET,

B DEREA

AT arm518 (opt_args) R BA

- session TyTa A

- srcep FETLTZ L RRA v M

- dstep et = FARA > b

- srcip EETL T RRA L FDOIPT RLA

- dstip il RRA LV MIP T FL A

- srcmac EETT Y RARA >~ b MAC

- dstmac B = KR A >k MAC

- srcextip L3 SMMBEEILIP 7 R LA

- dstextip L3 SMipEEREL IP 7 R LA

- starttime NIV a—T 47 vy a ORRMGERZ

- endtime NoTNY a—T 4T By a O TR

- latestmin BAGRFZIDN BB T D P T TNy a—T 4 7 kY
voa ORI (SrHAL)

- description Ty va IOV TOFHA

- scheduler LAR— NERD AT Y 2 —F 4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format AT AHLAR—=rDT7 3—<v b

-ui WEBCREM (2R
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- sessionurl VAR — bk DO%RET

- action traceroute/atomiccounter @ start/stop/status 72 &
- mode PR

- dc PR TRE

- otx PR Tt

getsessiondetail API

APIZEH L C AT TN v a—T 47 vy v a BT 28 EDOFEMZRET 5120
getsessiondetail API Z{# i L £9°, &3 = —/14 % troubleshoot.epextutils.session T, BI%IE
getSessionDetail T3, getsessiondetail API D ZH5 13 (reg_args) (X -session (v g 4)

<7

WDFIZ, T aro51¥ (opt_args) & TNENOMHERLET,

X DA AT arm51% (opt_args) B

- srcep BEITT Y RRA VU M

- dstep Befide =2 RARA v M4

- srcip EEIL = RRA L FDIPT RLA

- dstip Bt FARA 2 FIPT KL A

- srcmac EET= L RKARA >k MAC

- dstmac Bfede = AR A k MAC

- srcextip L3 AMHMEFILIP 7 R LA

- dstextip L3 MR IP 7 K L&

- starttime NTZTNYa—T 47 &y ar ORRRZ

- endtime NIV a—FT 4T vy g OKTEA

- latestmin BARREZI N OBRMGT D NI TN a—T 4 T kY
va ORI (53 HAL)

- description Ty g NN T O

- scheduler VR—MNERDA TP 2—F4

- srcepid Obsolete

- dstepid Obsolete
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deletesession API .

- include Obsolete

- format AT HLR—F DT 4 —~ v b

- ui PER TR (B4R

- sessionurl LAR— kDT

- action traceroute/atomiccounter (D start/stop/status 7 &
- mode PR T

T de PR T

- ctx PR TRE

deletesession API

APLZEH L TRHED T TNy a—T 47 &y a raHIBRT 5121E, deletesession API
AL E9, €Y 2 —/14 13 troubleshoot.epextutils.epextsession T, B4k deleteSession T
D

deletesession APT [Z 40 F 72544 (reg_args) 1. -session (v a3 >4) BLU-mode T,

)

(GE)  deletesession API (21X A 7Y a > D54k (opt_args) (£H 0 FH A,

clearreports API

APL ZfH L CAERINIZLA— DY A NE 27 U T 351214, clearreports AP L &
9, E =2 —/L4 13 troubleshoot.eptoeputils.report T, BE%kiX clearReports T,

clearreports API \Z LB 7254k (reg_args) 1E. -session (v = 4) B L -mode TT,

\)

(GE)  clearreports API IZI13 A7 Y a D54 (opt_args) 1ZH Y £H A,

OV k3572 ~API

API AL Ta v b7 7 MEHRZIET 51213, contractsAPL I L £9, £V 2—14
I3 troubleshoot.epextutils.epext_contracts T, BJ%i3 getContracts T4, contract API [Z44 %72
5% (reg_args) I -sesson (v a4) TY,

WDFIZ, AT a5 (opt_args) & TNENOHHERLET,
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B ratelimit API
X DA 7T arm31$ (opt_args) ERBA
- srcep EETXZ Y RARA Vv b
- dstep Peftde = RaRA > M
- srcip EETLZRRALA L FDIPT RLA
- dstip Bt RARAV MIP T FL A
- sremac EET= KR4 > b MAC
- dstmac B = RaRA£ > b MAC
- srcextip L3 /MR IP 7 R LA
- dstextip L3 AN e IP 7 R LA
- starttime NIV a—T 47 &y a r OREEE
- endtime NGTNY a—T 47y a O TR
- latestmin BAEHEZIM BT A v T TNy a—T 4 v T Y
a o ORFHEME (53 AL
- epext TV RARA MBI~
- mode PR
- dc PN O
- ctx PR O
-ui WEBTREM (R
ratelimit API
IOk 7a TR, ratdimit APLICET DA RELES, £V 22— 4013
troubleshoot.eptoeputilsratelimit ¢, EI%ki control T3, ratelimit API (2432725 %% (reg_args)
IZ - action (start/stop/status) T3,
WDOERIZ, T arD51% (opt_args) &FNTNOHMAEZRLET,
X DA 7T a>m318 (opt_args) 5 EA
- srcep EEILTY RARA VM
- dstep il =2 RARA > N4
- sreip KEETL T RRA L FOIPT RLA
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13ext APl [}
- dstip B RARA L FIP T KL A
- sremac EET= KA > b MAC
- dstmac e e = KRR A > s MAC
- srcextip L3 MR IP 7 R LA
- dstextip L3 AN e IP 7 R LA
- starttime NI TNy a—T T kv a  ORRERZ
- endtime NITNYa—=T 47 By ar O TR
- latestmin BAGHELIN BRI ET D N T TNy a—T 47 &
oa ORI (53 BAL)
- epext T2 RRA B ANEB~
- mode PR O
- dc PR ¢
- ctx PR O

13ext API

IOt va T, Bext APLICHT 2RI L ET, TV 2—A 41T
troubleshoot.epextutils.|3ext ¢, BI%tiT execute T9, 13ext API IZ&F 72515 (req_args) 1 -
action (start/stop/status) T3,

WDFRIZ, A7 aro51¥ (opt_args) EFNENDOFHAZRLE9,

X DERHA A7 a2 m518 (opt_args) B
- srcep WEEETmy RBA v 14
- dstep Ve = RARA v M4
- srcip EETLZRRALS L FDIPT FLA
- dstip VeV RARA L FIP T RL A
- srcmac EEIL= Y KARA >k MAC
- dstmac Befot v FARA 2 b MAC
- sreextip L3AMERE R L IP 7 R LA
- dstextip L3 AN E IP 7 KL &
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- starttime NoTNY a—T 47 v a  OBAEEA
- endtime NSTNY a—F 47 By g OKTRH
- latestmin BRI N ORI A2 NI TNy a—T 4 7y

va v OFFEF: (4 HAL)

- epext TV RARA > i BANER~
- mode R CfEH

5% E D [E A D R RE D FEEE

AT v F1 Cisco APIC |
WCHDHRETA 2y (FHEOLE) 227V v 7 L, [BROBRHPDOEE (Config Sync Issues) ]

ATw T2 BEEOAL

Cisco Application Centric Infrastructure (APIC) THER (MROEH 72 L) #4179 &, #HE, &
E TN LR T <Iiba ) £, 72721, Cisco APIC TN RA L72EA1E. GUI T
Fxv 7 LT, FEADIR> TRV —F—RIEMRRA T V=2 MIBEEST LS M7 %
72 arPNhHINE I EHRTEET, SRVDOFREMLM LT, Ty ZITRILTHZ L
MTEFET,

Cisco APIC GUI @ [fRiRERBHhDERELA T = bk (Configuration Objects Pending
Resolution) | 733 /UZIE, BILTWD DR HLMNE I DR FRRINET,

1R BHHIIZ

ca A4 v LET,

2L £,
ATy T3 [BRERBPOEEA TS T4 kb (Configuration Objects Pending Resolution) ] 7Sk /LT, 7 — 7 /LAC{T]
MINY A R ENTORDDHER L £,

T M PR RN E FOMEIZH D FH A,

ATy T4 = NIRBHIGEF. T NADEREXF YT TF Y L, T T EF VAT PR — L oI

LE7,

A—Y—FI9T4ET A DR

Cisco APIC ¥ v F7 v ZOEHIZKT WG E, FHEZ [A——TFIT1ET 4 (User
Activities) [#fEAMHA L C, 2—V—NFAT L7277 v a v OQEMOBERAEF R TEET,
JBREF — 2 2%, T2 avDBELLLEXDEAALREZ T T a2 ET L a—
Pe 2= —REIT LT 7 vay, 24TV b, BIOHMANEGENE
R
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A—Y—FI9TFTA4ETA~NDT7I LR

[A—Y—T7Y T4 ET1 (User Activies) | 7 1 > R 7 Tl&, Cisco APIC GUI THEIT I 7=
A=Y= T I TF AT 4 D2 BEOBEREF R TEET,

ATY TN A=a— =06, [VATL (System) [>[7P T4 7 £y 3> (ActiveSessions) | Zi#IR L E7,
(79747 vy 3> (AciveSession) | 7 4 > RUBRFERINET,
RFYT2 TUTAT iy var®aiz v L, [A—H— T T4 EF 4 (User Activies) | &R L £,
2—P=T I T4 ET A DY A NRERRINET,
GE) 74—V ROFHIZOWTIL, [79T47 £y 3> (ActiveSession) |7 1> RU D4 L
DNNT TAarzs Vo7 LT, AT T7ANVERRFLTIEIN,

AT9F3 Fayr7Z oy A=a—0 [REDTY 3> (Actionsinthelast) 1227V v/ LT, 2—H% =777«
BT 4 AR T DIBEZ IR ET,

HARAHREBTY S SA4AFED2—L

HARAABETFSAHF EDa2—)LIZDINT

ELAM GHAAZGHEET T A £V 2—)1) X, A3 ASIC ONFZEH, /7 v hOiig
EHEZRT L7000 =7 ) 7Y —LTF, ELAMIL, $53534 774 oIl
FIAFENTNT, RT7gp—<rARtarbe—L T L—r )Y —REEERTITIZIT
WEA LTy Xy 7F ¥ T&ET, ELAM L, ROBREELFATTEET,

Ry NIRRT H T =T 4 T TP ZRE LN E D RN S
« ZIF LIy ROKR— K & VLAN 2f8ET 5

Ny NERTRTD (LAY 2 BbLAY4DT—H)

« Ny FIRRESNIGFTCERE SN E ) D E iR T 5

EDAT RAYFOERERRE I TDHD ELAM L7R— D AR

Cisco Application Policy Infrastructure Controller (APIC) 4.2(1) U U — AT, ARIn#to 5 g
fe&hiz BLAM H28EA S E Lic, g2 Y A — 92 01%, EX, FX 72> FX2 273 A
A FEORBEIZHDAA v F ETNALET T, V2T A vFTiE WOFIRITENE
j—O
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B =025 21 v FOmBKESL A TO ELAM LK— O£

ATv T

ATy T2

ATvT3

ATvT4
ATvT5

ATvT6

ELAM YV — VA2 FEIT LT, N7y NEEEFERZINELET, Efra~vr RERXT2A—2 | "— KU =
TIZE TR £,

ereport =< RAZFEITL T, AU VB EfEIERD 7 > MEETF#HR ELAM LAR— R &2 Epk L &
7

51

module-1 (DBG-elam-el6) # ereport
Python available. Continue ELAM decode with LC Pkg
ELAM REPORT

Trigger/Basic Information

ELAM Report File : /tmp/logs/elam 2019-09-04-51m-13h-30s.txt

module-1 (DBG-elam-el6) # exit
module-1 (DBG-elam) # exit
module-14# exit

apicl-leafll# ecd /tmp/logs
apicl-leafll# 1ls | grep elam

elam 2019-09-04-51m-13h-30s.txt

pretty elam 2019-09-04-51m-13h-30s.txt
apicl-leafll#

ELAM (3, HA 7 7 A V% /tmp/logs/ 74 L7 b UICBRIFLES, ZOFITIE,

elam 2019-09-04-51m-13h-30s.txt 7 7 A /LA U VT /VJEAD ELAM L AR— b T,

pretty elam 2019-09-04-51m-13h-30s.txt 7 7 A AW filEHAD ELAM LAR— R TF, 72721,
ZOFETIHMEEARD T 7 A VT2 0 £9, fMREATLER—= h2BET 5123, BMoFIEZ %E
T 2068 HY £7,

AU P F VRO ELAM LR — k% A— 83— "4 ¥ D /bootflashT 4 L7 hVIZT v 7 a—RLET,
ZOBITIE, ZOLAR— MEelam 2019-09-04-51m-13h-30s.txt 7 7 A /L TT,

RIS L LC A— AP ica s A v LET,

/tmp, FRFEHAL—F—NEIRABMEREFEEDOT L7 PUVICBBILET,

i -

# ed /tmp

AU PF KD ELAM LR — MMZxf L, decode elam parser =2~ > R&2FEITLET,
i)

# decode_elam parser /bootflash/elam 2019-09-04-51m-13h-30s.txt

decode elam_parser =~ Ri%, D7 7 A VEBEOT L7 PVITHRFELET,
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BET+—LT75 48— X4 v FOESHEATOEAM Li— ro%r ]

BEEIA—LIF7I3—RAAVvFOEZHATOELAMLKR— FDAE
574

Cisco Application Policy Infrastructure Controller (APIC) 4.2(1) U U —ATiX, ARDFE0 % &g
feEh7c ELAM v 8 S E Lie, il )2 AR — 2013, EX, FX 2 FX2 234
A TFHOEEIZHDAL v F FETNET T, BET4+—L T7274D)—7 A vF &
ANRNA v ALy FINE, ROFIEZEEH L £,

ATY 1 ELAM Y — L& ETLT, 7y MEkERANEE LT, EffEla~vr RERT A=, ~"—FKu=
TGCJ:OT/E\:fCﬁV) jzj—o

ATv 72 eeport a~v 2 REFEITLT, AV VIR E BN 7 v MREEHR ELAM LR — R &2 1Bk L £
ﬁ‘o

1

module-1 (DBG-elam-inselé6) # ereport
Python available. Continue ELAM decode with LC Pkg
ELAM REPORT

Trigger/Basic Information

ELAM Report File : /tmp/logs/elam 2019-09-04-51m-13h-30s.txt

module-1 (DBG-elam-insel6) # exit
module-1 (DBG-elam) # exit
module-1# exit

apicl-leafll# cd /tmp/logs
apicl-leafll# 1ls | grep elam

elam 2019-09-04-51m-13h-30s.txt

pretty elam 2019-09-04-5Im-13h-30s.txt
apicl-leafll#

ELAM IZ, W7 7 A V% /tmp/logs/ T 4 V7 MUIRTFLE T, ZOHITIL,
elam 2019-09-04-51m-13h-30s.txt 7 7 A /LA U T /VJEAD ELAM L ARN— b T,
pretty elam 2019-09-04-51m-13h-30s.txt 7 7 A AWK DO ELAM LAR— FT9,
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AAYFEBHDO S TN a—TFTa4 2T
« 2 v FRHRHEORBED F T TNy a—T 47 (149 N—2)

A4y FREHEHOMED FZTLa—T10d

ACIE— R RS vF V7 by =TI2iE, GFfFEN2 ) —T7BLORRS v AL v F OHRRGEE
Tl T ANEENTWET, A v TFNBHET— R TAZ v 7 LEGAILE, BiETn 7
LHEAA v FDOCLI a~<wy RTREIL T EE,

BRET 1 7T AE, IROT A NEFATLET,
1. C/X?‘ALUTF?E* . topSystem %@;ﬁ%ﬁ_7“/:£7 f‘ (MO) @%ﬁ%%ﬁﬁ%éﬂ Li?‘*o
1. KRB TH—E 2{F1kd (out-of-service) | DFH, ATV a—VENTET v 77
L— KRR E I R LET,

2. WREEN 77— A7 V7 hOX T m— R (downloading bootscript) | DIFE
T— A VT rOF T a— RIZRLTOWET, R #RESNET, A1 v
FB L3out A, YOG, Ta ST AIEBIC T A NIy A a— RO
RigxF =7 L, EENRONITHRELET,

2. DHCP A7 —# A : TEPIP. /— R ID. dnhcprResp MO 225 B0 YT HNZLARIR ED
DHCP 27— & A L {EMR AR L E T,

3. AV O APIC 3B IINTWAEMNE I 0y, BIWAPICIZELRIP T RV ARSH D
NEIDERERLET,

4. TP BEREEME : iping 2~ R&MEHA LT, 7 KL REID YTt APIC ~O 1P EE Al HE
PaEMRLET, ZOREEHT 2 35121, show discoveryissues apicipaddress =2~
VREHEHLET,

5. A4 275 VLAN D52{E : 11dpinst MO IZA > 7 T VLAN OFMMNIEET B8 9 D a e
BLET, ZOARAL vF N APIC ODRWIRy RIZB L TWAEAE., 77 VLAN OF
MIFELRNED, TAMEROZOEZ v a VITEHE T ET,
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6.  LLDPREEERIfR : LLDPREEIMROTEL, VA VI VT OAR—HOMEET = v 7 LE
4, LLDP O8I LY., 41277 VLAN ODR—FH, v — D OAR—FH, 7uark
TY R R— F~OEGENR 2N POREE LR — FRER S NS ATREMERH Y F7,

7. AA v FNR—=Vgr AL v FOETHOT 7y —L =T N—Vg U ERELET,
APIC D=V a b LT (RIFAFRERGS)

8. FPGA/BIOS : A A v F® FPGA/BIOS "—Y a vV DOAR—HE%xF = v 7 LET,

9.  SSL I : acidiagverifysd -sserialNumber =~ > K& ffi ] LT, SSLAEFHEDFEM DA %)
PEZRER L ET,

10. ARV —DF 72— : pconsbootstrap MO #F = 7 LT, APIC (PM ¥ % — R) ~
DBERTET LTHNDNE I D, BELOTRTORY U—REFIZF Y n—RFaEhik
ME I DR LET,

11 Bffd] : A v FOBUEORZ 2 HE L E T,

12. N— R =T ATF—H A : egptCh, egptFan, egptPsu, eqptFtiSJ:U“ egptL.c MO NHE
Pa—, BE, BEXOT 7 U DRAT—H A EHERLET,

TR MDFEIELT
2w FHHWBEE T 0 7T AR ETT DI, AL ERIRY —T AL v FOCLIa Y —
mcaerZ AL, Roa<sy REFETLET,

show discoveryissues [apic ipaddress]

T A~ DR
ROBNT, T A SBEN LTEHEDAAL v FRIREET 0 7T AOWM 1 2R L THhET,

spinel# show discoveryissues

Checking the platform type................ SPINE!
Check0l - System state - in-service [ok]
Check02 - DHCP status [ok]
TEP IP: 10.0.40.65 Node Id: 106 Name: spinel
Check03 - AV details check [ok]
Check04 - IP rechability to apic [ok]
Ping from switch to 10.0.0.1 passed
Check05 - infra VLAN received [ok]
infra vLAN:1093
Check06 - LLDP Adjacency [ok]
Found adjacency with LEAF
Check07 - Switch version [ok]
version: n9000-14.2(0.167) and apic version: 5.0(0.25)
Check08 - FPGA/BIOS out of sync test [ok]
Check09 - SSL check [check]
SSL certificate details are valid
Checkl0 - Downloading policies [ok]
Checkll - Checking time [ok]
2019-08-21 17:15:45
Checkl2 - Checking modules, power and fans [ok]
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24 v FRHOMED S5 TLva—F125 ||

T A DK

WOENL, HBHEEERICREENRD D AL v F DAL v FRHEKIET 0 77 AOH NERLTWE
h@‘o

spinel# show discoveryissues

Checking the platform type................ SPINE!
Check01l - System state - out-of-service [FAIL]
Upgrade status is notscheduled
Node upgrade is notscheduled state
Check02 - DHCP status [FAIL]
ERROR: discover not being sent by switch
Ignore this, if the IP is already known by switch
ERROR: node Id not configured
ERROR: Ip not assigned by dhcp server
ERROR: Address assigner's IP not populated
TEP IP: unknown Node Id: unknown Name: unknown
Check03 - AV details check [ok]
Check04 - IP reachability to apic [FAIL]
please rerun the CLI with argument apic Ip
(show discoveryissues apic <ip>) to check its reachability from switch

Check05 - infra VLAN received [FAIL]

Please ignore if this switch is part of a pod with no apic
Check06 - LLDP Adjacency [FAIL]

Error: spine not connected to any leaf
Check07 - Switch version [ok]

version: n9000-14.2(0.146) and apic version: unknown
Check08 - FPGA/BIOS out of sync test [ok]
Check09 - SSL check [ok]

SSL certificate details are valid
Checkl0 - Downloading policies [FAIL]

Registration to all PM shards is not complete
Policy download is not complete
Pcons booststrap is in triggered state

Checkll - Checking time [ok]
2019-07-17 19:26:29
Checkl2 - Checking modules, power and fans [FAIL]

Line card state is testing
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=% =R

GUINSDEMNGA VEZ—T 1A RAELV
RILSNI=R A v FOFEITOHIFR

Ty 7Vl A= Ry RETUENTHLHERT vy &NV TV AT, A—k
YU GUI TEHOEFICRDAREMENH Y £, THRRE LRSS, A— b CTEIEE
EITTEETA, TNEHRT DT, A— % GUL S FEITHIERTAXLERH D 97,
cGUIMNSL DI I A L —T 2 A AB XL SN AL v TFOFETOHIEE (153 2—
D)

GUINSDENGA A —T A RABLUVELEEINER
14 v FDFENTOHIR

T 7V R—=ERU Yy NMEU UV ENTOLERT v 7ENDYF IV A4ATIE, A—F =
YR URGUI TEGOEFICRDAREMENHY £, ZHBRE LSS, A— b CTERIEE
FATTEFEH A, TNEMRRTHI1E. A— %2 GUL 6 FEITHIRT A2 XLERH D F9°,

RT9T1 [Z7TYvy (Fabric) 1 ¥ 7T, [4A2R2 M) (nventory) 1 %27 U v 7 LET,

ATwFT2 [FEF—2 32 (Navigation) |"XA > T, [AVEA—T A REFELSINIZRAA Vv FEEHIZT S (Disabled
Interfaces and Decommissioned Switches) 1 #27 U v 7 LE 7,
NI TNDA U BE—T 2 A RELFEILSNTEAAL v TF DY AR, [EE (Work) 14 OEKT —
TMZRRESNET,

ATY T3 [EE (Work) | A>T, HIRT DA v F—T oA AETFAA v F 245270 v 7 L, [HIBR (Deete) ]
EIRL E7,
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9.
=% =R

AAYFOTAIVvOIVELUEISY

=

\'l

ZDEIL, WORNETHERINTOET,

A v TFDOTaIvvaryrBIOHEaIvyar (1553—Y)

ARAYFOTAIYVIOaVELUBaOIYY Y

Ry ROTRTO/—FRE5Talvvaryl, Balyvyra 751203, ZOFEEZFETLE
T, ZOFERAFO 1 2%, /—FID % LVGHEN TR —7 7NV RESFRANCEET 2
:&-/C:‘jqo

ATYT1 /= RILIZKROFIAZHE-T, Ry FAD/ —F&7FaIyarLET,
a) [Z77Yv% (Fabric) >[4 > ~_R> kY (Inventory) ] iZ2&Eh L, Pod %z BB L 9,
b) AAvFEENLTEZ Uy 7L, [32bA—5M5HIER (Removefrom Controller) ] AR L %
D
) 7TV varEfERL, [OK1E2 27 Vv 7 LET,
TreRAZEBLZ1053EELPNY ET, /= FEHEBNICYVA 7S, Je—RFaiEd, &6
2. J— R 2 ba—IhbHlBRshvET,
d) BElESh/e/ —FRIZAR— K 727 7 A VEREDE SN TV AEE, —HOR— MERITFE D O
EEBITHIBRENET A, A—1E2T 74V MREIZETIZIE, 72 vy a VRICFE CHERE A A
PRI DMERHY £3, ZHEITHIZIFAAL v FIZr 7 A > L, setup-clean-configsh 27 U 7" k&5
TL, FTEN5ETHLET, Thon, YA—FK av>r REALLET,
RT9T2 TRTOAAL v FNRy RPBEEIESNZSH, 2O BT X TYEIICER S, BROREKR CREI S
TWbHZ L&t LET,
ATVT3 ROT Vv ar&2FTLT, &/ — NeHBEHEEET,
GE) R—h 77y ANVPERINTZ ) — REH LW —RELTHaI v a 7 SHHH
\Z. setup-clean-config.sh 227 U 7" h & FEITL T, A— MNRELXT 7 4 /L MERIZHEICT D043
WY ET,
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ZAYFOTAI VLI VELVBEII v YAy |
B xo707azvvavasvmazvray

a) [Z77Uw% (Fabric) |>[4 "> k1) (Inventory) [IZBEIL, [94 w9 RE— b (Quick Start) ]
ZEAL, [/—FFIERY FO+ty b7y 7 (Nodeor Pod Setup) %#27 V 27 LET,

b) [EYy 7Y TF /—FK (SetupNode) 1 %27V v 27 LET,

¢) [RyKFID (PodID) 1 7 4—/L RT, Ry NID Z&R L £,

d) [H1#227Vvy 27 LT, [/—F (Nodes) | 7—7 VEBZET,

e) AAvTFD/—FKID, YUTNE S, A vTF4, TEP7—/NID, BLPe—n (J—TFEFRN
42) BATILET,

f) [Update] #27 VU v 27 LET,

ATy T8 [T7T Uy (Fabric) |>[4 "> kY (Inventory) 1>[Z7 TV wd A2—w T (Fabric
Membership) [ ICEEIL T, / — FRT R TEEINTNDZ L AMERLET,

RDEZRY

Ry FR<ILFRy K FREIPHNORY RO1OTHLHBHIL. ZORy K&/ — FHIC</L
FARy REfR L7, FMc o0 Tk, [CiscoAPIC Layer 3Networking i/ 4 K] [~
NTFRy K| ZBRLTIEIN,
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I RRA Y MEGORIRED ST
a—T4 T FIE

ZDETIL, CiscoAPICY — L ZFEH LTy RBRA Y MNEGOMEE T IV a—F 4
TIAHFREERL, T RFRA L ME RN B —T 24 ADMERT — X A& RET D
FIEREENTEY ., SFPE Y 2 — N &8T5 HEICHOWTERBE LE T,
ZOEX, WOBETHEHRINLTWVET,

e LU RIRA U MEGD N T TNy a—T 47 (157 =)

eV RRALV FBLERM RV A X —T 2 A ATF—HADKRE (158 <—)

e SFP &Y 2 — VDY v 7 (159 _X—)

IVKRRAVMNEHED ST a—TFT429

ATvT1

ATy T2

ATy T3

ATvT4

K RRA  FOMEAT —F AZF]MET,
FEAT =X AZFT L RARA b T =R EI AINRENET,
TV RIKRA LV N AT —Z ADKE (158 X—) %

=111}

Fo XN A B —T 2 A ADAT—F A ETHE T,

FERT —HX AL P ANV DET =R EI AN RENET, Mo A H—T 2 f ART—H R
Ot (159 X—) | 2L TS,

T RRA v s 72— (EPG) [HT traceroute 2 E{T L £,

ML —ZANL—FTlE, AL ) —FRpEOFE ) —F, BIOZ 2 RRA » MEORBENRA SN2 D
4, [ FERA b [ETO traceroute DFEIT (105 X—) | R LT X0,

TURFA L IDOT I v T AT ERERLET,

TR v T AT RE, BERTY REA L BTy FEREELTWSD, EREEET Y RBA 2 K
PNy FEZIELTWAD, TLTREINE Ty MEREE SNy M IZELWVLNME ) 0 g
RLET, [T hIv7 Ao 2O (40%—) | 22 L T I,
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IV RRAY M EROMBED LS TN a—T4 5 FIE |
B bR B AL A 08— T4 R RT— 2 ROBRE

ATw T KB EPG Ty T FERNET,
ZEPGTHa T 7 FaH, EPGEITO N T 7 4 v 7 DRNBHFAEISNTWENEHRELET, T A
MELT—RMICar T2 FEBE, BHIRO N T 7 4 v 7 BFRT5Z2 LN TEET,

ATFYT6 BET Ty NEFE=X Y7 ) —RIZEETDHLEIICANR RN —2 R LET,

FT=EZ VT ) — ROy R TFIAYREBRST-T RLxera halhFory hofEERLE
3, [CiscoAPICGUI #fEH L7277+ FSPANt v a VORTE (64X—) | 2L TLIEZE0,

IVFRAVEFBEUV PRIV AA D A—T A RARRT—
2 ZADIRE

DI TarTiE, R RRA U NE MRV A U H—T o ADEWERAT — X A BT
HHFECOWTHHALET, TNHDOFNEEZFETTDHE, T RRA U e MRV A H—
T oA ADBEEF IR IAEZHALNCTE I ENTEXET,

IVKRKRAU b AT—3 ADBRE

ATY Tl A=z2—/X—7T, [Tenants] %7 YV v 7 LE T,

ATFY T2 BT A=a— R—=T, ERETZV AL b eEGHT T v 2270 v 7 LET,

ATvF3  [FEHXF—I 3> (Navigation) |31 > TTF v hadEEL, [7FV5— 3> 7T 74)L (Application
Profiles) | Z455ELC, = RARA Y MR EGENDLT TV r—vay a7y A VEJBELET,

RAFvTa4 [FFT)H5—2 32 EPG (Application EPGs) | BB L, MB8T5 EPGA# 2 Y v 7 LET,

ATy 75 [#EE (Work) 11T, [TV FRA >k (Endpoint) | 7—7 VD=2 RiRA 2 b Y A ML EE
LT RRA LV NEXE TNV )7 L, [9F4F 2TV RKRA 2k (ClientEndPoint) 1 %4 7 12
RNy 7 AEEET,

ATYT6 [9F54F7Y IR KRA2F (ClientEndPoint) | #4707 Ry 7 AT, =2 RRA v FOF rx
T4 R L, [#4EtE (Operational) | # 7 %7V v 7 LE9,

ATv 71 [#BEHE (Operational) | ¥ 7 C, el A7 —X ABIOEEHHREFRLET,
[RTF—R2 R (Status) | 7—7NVT, BE, A XU, FHF=T7—REO NI BBLEHEEEZZ Y v
7 LET,

ATYT8 [VFA4F7U R TV RKRAU L (ClientEndPoint) | ¥4 7 a7 Ry 7 A&ACET,

ATvT9 [TV FRA 2k (Endpoint) | 7—7 LT RRA LV FD[A4 3 —T 4R (Interface) | =2 kU
ZFERRL, /—RE PRV ID & AEICEELET,

RTFYTI0 HERTZV FRA U N TIOFIEEZMYIEL £,
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| T FRAY M EROMBED FSTILYa—T 4 VI FIR

FoRILALAVE—T AR RT—RRADBE .

G¥) T77 7V IAD2ODY) =7 AL v FOBEHRIZEH SN2 DD~ A 7 at 7 A N EPG
DIPT RUARIT, WHMD T 7 4 ‘y&b‘it{ﬂl‘_*ﬁéﬂé:é:ﬁ%bi?‘o ZhiE, vf 7
¥ 7' Ak EPG 75— 2 EPG ~DRERRZE T |C VIPT RUADBBITL TS & EITH
ETAHRHEMERH Y £, FliFiic ﬂﬁﬁk774/7@£ﬁﬂlﬂ 2ODERDHY—T
AA » F CRIFFHZHAET H A4 mstw oA, HKVE—bF L FRKRA L FDORY
— Z7IX5 &R E LARTO EPG 25 L 97,

MOEER : A v FDOYVE—h T FRA U b2FEITZ U7 T 50, VE—FT U RRA
FRHIROINIC R D DR E S, = FRA U b2 27 V7351203, A1 v FDCLLIC

a s Ay L, @Y A 7y a 2R E LT dear systeminternal epm endpoint =< K& A/
LEd, mE2E, = RRA 2 FBIPT KL RIZESH TV A AL, dear systeminternal
epm endpoint key vrf vrf_name{ip | ipv6} ip-address * AJJ L E7, D%, =2 KAKRA > M
ELWRY v— & 7 THPEShET,

FORILA VA —TIA A RT—RFRADKRE

ATy T
ATy T2
ATvT3
ATy T4

ATy TH

ATvT6

ATy T17

TOFETIE., PN A v F—T oA ADBHERAT — X ZAETRD Fikrr LET,

A=a— /N—"T, [Fabricl] 27 U v 7 LET,

YT A=a2— /=T, [Inventory] 7 U v 27 LET,

[FEZ—2 3> (Navigation) | XA TRy REJEL, BELTY KRSV A U F—T 2 A AD ) —
NID Z#LiE L £7,

J—FDOTFT[Av3—T 4R (Interfaces) | ZHEL, [FURILA2F—T 24X (Tunnd Interfaces) ]
EPARL T, BELTZY RRA UV b A H =T 2 A A DR RZNVIDEI Y v LET,

[fEE (Work) | A>T, bR A H =Tz ADT 0T 4 Zhd L, [# 84 (Operational) | #
THE7V 7 LET,

[#24EtE (Operational) 1 # 7 C, et AT — X ABLVPEEFREFZRLET,

[RT—F R (Status) | 7—7 VT, BH, AV b FF=T7—REOZ U NIPRHLHEBEBET Y v
LET,

FEEEZ LV RRRA VN AV E—T oA ATZOFIEEBRYIELE T,

SFP E1—I)LDEIY VY

SFPEY 2 —/LZFH LW — RICHRT 2 & Eld, EVa—ARNI—RLBETLIZODY
JHRERY =T D ERH Y £, VT HERY =T HI12E, IROAT v
TNHENET,
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IV RRA Y MEROBMBED RS TV a—F 4 VT FIE |
. SFPED1—ILOHV VY

AT T VU IHEERIBETAHA v H—T 2 A ARY —Z{ERKLET,
51 -

<fabricHIfPol name="SpeedPol” speed="1G"/>
ARTFYT2 AVE—T A AR = T N—TNDOY I HEERY v —%BRLET,
1 -

<infraAccPortGrp name="myGroup”>
<infraRsHIfPol tnFabricHIfPolName="SpeedPol”/>
</infraAccPortGrp>
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EVPN A A4 J2)L— b 7 RKNFA XA K
DESTINa—TFTa428

¢ DCIG ~®D EVPN ¥ A 72 b — "D ST TNy a—T 4 7 (161 ~2—)

DCIGADEVPNZ A T2)L— FEEFD STV a—TFT 4

2l

FIRDEE

EVPN b ARV TO T 7 4w VHREZEHEELT 272012, 777V w7 AL U EFHL
T, BGPEVPN XA 75 IP TV 7 4 v 7 A) L—DOEXDONRTY v 7 BDH T 3y h& b
H1Z, EVPN #1472 (MAC-IP) V— hZfHLTCHARA N b— 2T —F B2 H— A  F—
axs7 b7 —hrUxA (DCIG) IZEAACE ET, Z4UL, HostLeak 7 ¥ =2 M&AliH LT
AN LET, V— M CRIENBAELTZGAIE, 2O My 7 OFIEEZEHL TR 7L
Sa—F 4 U T EToTLIE S,

1. AL AL vTF CLITROD L S 7pa~<~2 Fa AJ) LT, [EEED VRF-AF T HostLeak 4~
T2l FBENI o TWD I L R LET,

2. ALY ALy F CLITRD LD 7pa~2 RE AT LT, config-MO 7% BGP |Z & > TIE
WIAE SN2 L AR LET,

3. X7 VUvIBDY TRy BNEVPN XA 75— k& LTDCIGIZT RN A XEZH T
LI LR LET,

4. EVPN E°7|Z7 RARZ AL XENT=ZAR Ak Jb— RS EVPN # A4 7 2 MAC-IP L— F Th - 7=
ME I MEMERLET,

5. DCIGT A ATIRDOEH7ea~r K& AJJL T, EVPN E7 (DCIG) BELWH A 72
MAC-IP/V— F &2 5 L, ARA R V— EBFFED VRFIZEFICA U AR— S/ Z &%
AL ET (DCIG 2LLF O Cisco ASR 9000 A A~ F)
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EVPN 2 A T2)L— k7 RABA XAV RO RS TNV a—F125 |
B oce~oEveN s T2 rEFEDOFSTLL—F Y

F IR D

ATy Tl ZARAM 2 AL v F CLI RO L D7~ RE AL T, D VRE-AF T HostLeak 47 = 7 M NE
NI TWDZ & 2R LET,

1 -
spinel# ls /mit/sys/bgp/inst/dom-apple/af-ipv4-ucast/

ctrl-12vpn-evpn ctrl-vpnv4-ucast hostleak summary

RT9T2 ALY AL v F CLITRD L H 723~ K& AJ LT, config-MO 73 BGP IZ X » CIEFIZAE S iz 2
LR LET,

&1

spinel# show bgp process vrf apple

HINFRD & 512720 £,

Information for address family IPv4 Unicast in VRF apple

Table Id : 0
Table state : UP
Table refcount HEC)
Peers Active-peers Routes Paths Networks Aggregates
0 0 0 0 0 0
Redistribution

None

Wait for IGP convergence is not configured
GOLF EVPN MAC-IP route is enabled

EVPN network next-hop 192.41.1.1

EVPN network route-map map pfxleakctrl vi4
Import route-map rtctrlmap-apple-vié

EVPN import route-map rtctrlmap-evpn-apple-v4

ATFYT3 XTY v I BDYV TRy RBEVPN XA 75— hE LTDCIGIZT RARZ AL XENTWEZ & ZMERL

ij‘o

i -

spinel# show bgp 12vpn evpn 10.6.0.0 vrf overlay-1
Route Distinguisher: 192.41.1.5:4123 (L3VNI 2097154)

BGP routing table entry for [5]:[0]:[0]:[16]:[10.6.0.0]:[0.0.0.0]/224, version 2088
Paths: (1 available, best #1)

Flags: (0x000002 00000000) on xmit-list, is not in rib/evpn

Multipath: eBGP iBGP

Advertised path-id 1
Path type: local 0x4000008c 0x0 ref 1, path is valid, is best path
AS-Path: NONE, path locally originated
192.41.1.1 (metric 0) from 0.0.0.0 (192.41.1.5)
Origin IGP, MED not set, localpref 100, weight 32768
Received label 2097154
Community: 1234:444
Extcommunity:
RT:1234:5101
ABYTEAS-GENERIC:T:1234:444

Path-id 1 advertised to peers:
50.41.50.1
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| EVPNBA T2 L= FRREL XAV D RS TNV a—F 4V

ATv74

ATy TH

DCIG ~D EVPN 5 T2 L— FEHD +5TLa—F1>5 |

INRBAT 2 RYT,red1iE, 1 2O — "BREEFEINT-ZEE2RLET,

EVPN E 727 KA A ZSINTBRA R Jb— RS EVPN Z A 72 MAC-IP )L— KR Th o 122 & 9 D% fifaid
L/i‘é—o

B -
spinel# show bgp 12vpn evpn 10.6.41.1 vrf overlay-1
Route Distinguisher: 10.10.41.2:100 (L2VNI 100)

BGP routing table entry for [2]:[0]:[2097154]:[48]:[0200.0000.0002]1:[32]7:[10.6.41
.11/272, version 1146

Shared RD: 192.41.1.5:4123 (L3VNI 2097154)

Paths: (1 available, best #1)

Flags: (0x00010a 00000000) on xmit-list, is not in rib/evpn

Multipath: eBGP iBGP

Advertised path-id 1
Path type: local 0x4000008c 0x0 ref 0, path is valid, is best path
AS-Path: NONE, path locally originated
EVPN network: [5]:[0]:[0]:[16]:[10.6.0.0]:[0.0.0.0] (VRF apple)
10.10.41.2 (metric 0) from 0.0.0.0 (192.41.1.5)

Origin IGP, MED not set, localpref 100, weight 32768

Received label 2097154 2097154

Extcommunity:

RT:1234:16777216

Path-id 1 advertised to peers:
50.41.50.1

HEHRDTIZ. EVPNZ A 72— & BD V7 Xy Mk oTHAF IS RD/VNL 2R LET,
EVPN # v k7 —%4F1%. BD-Subnet ® EVPN # A 75 /)L— &5 L TWET,
EFZIZ7 FNRALXENTF=/RRIDIE. EVPN ETIZT RARZ A XENT-RAZRLET,

DCIG T3 A TIRD L H7pa~ K& AL T, EVPN T (DCIG) NIELWHZ A 7 2MAC-IP L'— b
BEZEL,. RA N L— FBEED VRFIZIEFIZA VAR— a2 2R LET (DCIG BLL T of o
Cisco ASR 9000 A A+ F)

&1

RP/0/RSPO/CPUO:asr9k#show bgp vrf apple-2887482362-8-1 10.6.41.1
Tue Sep 6 23:38:50.034 UTC
BGP routing table entry for 10.6.41.1/32, Route Distinguisher: 44.55.66.77:51
Versions:
Process bRIB/RIB SendTblVer
Speaker 2088 2088
Last Modified: Feb 21 08:30:36.850 for 28w2d
Paths: (1 available, best #1)
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer
Local
192.41.1.1 (metric 42) from 10.10.41.1 (192.41.1.5)
Received Label 2097154
Origin IGP, localpref 100, valid, internal, best, group-best, import-candidate, imported
Received Path ID 0, Local Path ID 1, version 2088
Community: 1234:444
Extended community: 0x0204:1234:444 Encapsulation Type:8 Router
MAC:0200.c029.0101 RT:1234:5101
RIB RNH: table id 0xe0000190, Encap 8, VNI 2097154, MAC Address: 0200.c029.0101,
IP Address: 192.41.1.1, IP table id 0x00000000
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EVPN 2 A T2)L— k7 RABA XAV RO RS TNV a—F125 |
B oce~oEveN s T2 rEFEDOFSTLL—F Y

Source AFI: L2VPN EVPN, Source VRF: default,
Source Route Distinguisher: 192.41.1.5:4123

ZOHATEH, ZELERD, X7 AN ARy T, BIXOWEMNIZ, ¥4 7 210—FEBDH 7 Xy FTHLU
<7,
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5 12 =

2771) v DBEEDET

ZOETEH, 777V v 7 2 HEES L IEC OV TR LET,
« 777U v OFEE (165 ~—)

277Uy DBEE
A

AR ZOFMETHFEFICRL M ET, BFEOT7 77V v 7 2BV RS, HLWT 77U v w2fE
VELET,

¢l

ZOFMECEY ., 777V v 2B (L) TEE. Zhd. ROWThroRH
TREIZRDHERH Y 7,

* TEPIP ZZH 3 5T

« 4277 VLAN ZEH T 5121%

c T 77V I B EERT DI

*TAC b T T N a—T 47 A &FATT HI2E
APIC ZHIFRT 2 &, TNODOMEPIHESH, AF— T v T A7 VT P TERLRRRE
NEF, APIC TINEZFITTDIEFIMEETT A, T (7 7V v 7HOTXTDY —
TEANRALY) THFBEZETTLEIICLTIESN,
1R BRI
LUFDFTEDBITICHER SN TN D Z L 2R L ET,

c BN A ¥ 2 — NV ENT MR DNy 7T v T

s =T AL A~DaA VT T EA

«KVM =2 Y — )L 7 7 & RN LB R 3 O FE A28 CIMC

 Java OB L
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777Uy DBRENET |

B o0y romms

ATv T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

BUEDOMERC 2 IRFF L7208 13, MO = 7 AR — R 2 FETTEET, IOV TiZ,  [Cisco ACI
Configuration Files : Importand ExportJ] @ 33 https://www.cisco.com/c/en/us/support/cloud-systems-management/
application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html 2 Z B L T 7230y,

KVM Z1 Y —LZHER L, RO a~ > REAT LT, APIC OREEXHELET,

a) >acidiagtouch clean

b) >acidiag touch setup

¢) >acidiag reboot

E)—FB777 Vvt — NCEBIL, DAl EINTZ7 7 7Y v 7 O—5HTIE/en 2 & 2R
LE9,

GE) AL — KT w7 A7 Y7 hTAPIC ZiEZ#) L7\ /=%, acidiagtouch =2~ R Z O FIE
TITRIZSE B EHE A,

TR UHIOTXTOT7 7 7 ) v ZHERPHIBRSNTWD Z & 2R T 5 2 ENIEFICEETY, B
—D /= RILHOT 7 7V v VAP ET 256 T, 777V v 7 2SS 52 L1
TEEEA,

LARTORERS T X CHIBREN7e b, $RXTDOAPIC DAZ — T v 7 A7 V7 hEFITLET, ZORR
T, LROfE, TEP, TEP Vlan, BXWEZBZ 777V v 7400V TFhNEZERETEET, 68T
TOAPICT—ELTNDZ LAMRL TSIV, FHMllc oW TiE,  [CiscoAPIC Getting Sarted Guidel
@ https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/
tsd-products-support-series-home.html 22 L T 7230,

T3 7V r )—=REZV—r V7= T2I00%, 777 V7 J—RicunrsA4 L, ReFATLE
B

a) >setup-clean-config.sh

b) >reload

apicl (IR 7 A L, DA U AR—MEIATLET, FHMICOWTIX,  [Cisco ACI Configuration Files :
Import and Export] @ 3CE https://www.cisco.com/c/en/us/support/cloud-systems-management/
application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html #Z M L T 7230y,
777V I BURIOT 7 7Y v 7 BERY =2 M LT/ —FETT7 77 ) v 7 2F\EEST L X010
molele, BAWEREHET, (77U v 7 O¥ A X8 TUE, ZOMEECRRRDNL5E03H Y
£9, )
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IPbhIT—X EPG #ER DFER

VB CEx B2y RaRA vk Zv—7 (EPG) (21X, 77V —3i 3 EPG & IP _X— XD EPG
D2FFENRHY £7, IPX—AZADEPG X, ¥4 72T AL NEPG THDH &V I R THFD
T 7Y — 3 EPG EIEEAD ET, ZOETIE., GUL I3 AAS vTF a~wr FEEHAL
T, IPRXR—ZADEPGHERLNIP X—A L LTCIELL DI NTND Z & ZRERT D I7IEICO0D
THHLET,

ZDEIL, ROETHERINLTWET,

e GUI 2 L7- IP X— A2 D EPG KRR DR (167 ~2—)
o« A vF A~ R&EMFEM L7 IP-EPG Wik DR (168 ~<—2)

GUI ZEA L= IP X—X M EPG ¥k DR

&

ATy T2

ATvT3

ATy T4
ATy TH

ZOFETIEH., GUIB L Visore V— /L& L TIP X—A®D EPG N IE L < RS LTV D
L RMERT D HIEICOWTHIALET,

VERE L 7= IP ~X— 2D EPG 7% GUI ® uSeg EPGS 7 # LV X —D FIZFRENTWH Z L 2R LET (koD
ATV —v ¥ T F ¥l |

REST API # 4l L TIERR Sz TIP) & W9 ARTD uSeg EPG D FIZU A REN TS 1 DD P X—AD
EPG 3D Z LICHEE LTI,

£ EPGIP (IP X—A®D EPG) M EPG-IP 7 u X7 (@i (GEDOT 12 Ko () THERNELWLD
LEMRLET,

HEHO FEHICERENDIPRX—ZADEPG L IPT7 FLAD U R MITEELTLIEE N,

Web 7T U035, APIC O IP 7 K L A IZ#ElT T [visore.html] Z AJS1 L %4, Visore 1%, EPG 72 &, &
AT LANDTRTCOLAT V2l hEFRTE DY —/LTY, Visore LT, IPX—RADEPG N IELL
RSN TS Z EafER TcE Ed, Visore DFFHIICHOWTIE, [TV r—var RIS —A U TTA
NF27F % ar bu—T Visore YV — O] 2B LT FE,
2—YP—HENRNRT—RKEASL, [BTA4Y (Login) |27V v LET,

DS AFERIEDNOBED 7 4 —V 8 (7z& 21X, THVAEPg] ) (27 7 AD4Hi%Z A LT, GUI THERL
72IP_X—2ADEPG DI =Y ZEITLET,
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IPbT—X EPG A DR |

B =7 a<> rEEALE P-EPG R ORR

ATvT6

ATy 71

G¥) ZHUE, APIC DBIENHDOE 2—TF, EFo REdF4 7Y =27 bOkE (Total objects
shown) | 28 3] THHZ RN T, I, A vFIFyra—RKEn=3 o0
EPG3 D Z L& EW L E£4, LIRIGUIIC TIP) L LTY A FENTWIP—RZADEPGH,
ldn) DOBEIZERINTNDZ ENDMNY 9, 72, [lisAttrBasedEPg] DOHRAIZ [yes] &F
RENTNDHZ EICHEELTIEEY, Ziuk, TN IP X—AD EPG & L CEblicHEak
SN EEEWLES, 77V —3 9 EPG & IPX—AD EPG Dl & &Te, +3TCTD
ATV M Visore ZFH L CTIEFEICEESNTWD I AR TEET,

AA s FAUINS RT2X T, AL vF T, VEpPZ T AD 7 =V %2347 L TEPG%EFE L, lcrtrnEnabled)
B AR TE £, IPX—2D EPG DA Tyes] (TR ESNET,

ZDOEPGDTFT, EPGOTMNIPT RLAL ELEHIZERRINTWD Z & A2MERL T, @YUMk % el L
FI, BREINTZIP T RLAZTEIZ, AL v TN TT7 4 v 7 OBFIERTL 12047 Y= b

( TBIpCktEp] WO 4R B0 £T, MNETT5E, Xry MREETLE, A v TFIEING
DATV =l FeHLTHBELET,

RERR L2 _RCOZ U RARA L hEIPT RLAD peTag N —HT 5 Z L 2R LET, XTDEPGIZ
L pcTag Y 7, FEKLIZIPT FLAE —HT 5T XTOZL RARA 2 ME, T peTag 2SI
¥4, TRTO=Y RRA > M, 77X&IJ%£ﬁT%5E7FVX#%Di¢ TN 2—
TAVTEITH EXFIL, TNHEDOZ RARA K (B—3—) BNZDIPX—ADEPGIZIELL BHEIN
TWEMNE I D EMERT HLENRDHY £9,  (pcTags 1L IP _—AD EPG |IZ—HTHLENH Y £9, )

AAyF AT FZEER LT IP-EPG BRDFERE

RATvT1
ATvT2
ATvT3
ATvT4

ATy TH
ATvT6
ATFvT1

ATvT8

ZOFNETIE, AA v F a~r RaMH L TIP-EPG ( pCkt) WAL E & MR 25 BT oW
THBHLET,

J—=7Zm A4 LET,

mit/sys 7 4 L7 NV IZBEI L £,

/mit/sys 7T 4 L7 FU T, etx (vif 20T F AN T4 L7 FY) ZROIFET,

VRFcts 7 4 L7 b U T, IpCkt ’MER SN TWARFEDOBD 7T 4 L7 NV IZBEIL £,
IpCkt NFERINET,

GE) MpCkt] & TIP-EPG) (X, 2D R¥ =2 AL FTIRFAUERTHEH S ET,

TA VI NUICBET L, [HEOME) 12 IpCkt IZBIT 2 MBI RINET,
H<U—0D loperSt] |2 [HAR—FZN TV EERRINTHRNT EEFER LTI ZIN,
IpCkt 23R STV % BD IZxHind % VLANID % H2F £ 97,

GE) VLANID /X, showvlaninternal bd-info =~ > ROWIT s, F 7213 show system internal epm
vianall 2~ RCTRDOIFAHZ ENTEET,

BD ® VLANID % R-21F7= 5. show system internal epm <vlan-id> detail %17 L £,
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| Pbz—X EPG B DHEEE
24 vF 2z remALk e ERowR

Z 2T, FFED sclass THERK S 723X T IpCkts #HR/RTEX HI1LTTT,  Umitlsys 7 4 L7 b UIZF
RENDHDE—HTLIMENRDHY £, )

ATv 79 vsh TEITLIFNAAE vsh e lx L THED IRL 7,

ATv 710 BD D IpCtk (Z—E3 25 IP 24 L T, show systeminternal egmendpip<ab.cd>Z /ML TrT 7 1 v 7
FEELET, FEHLZIPIC [sclass)] DIP 77 7 LB ED sclass BN D Z & HRER T £97,
ATY 1M vsh TEITLIZFIAAE vsh_le ik LTHED IR L 7,

COFIETHHERTEIAAL vF "I TIN Y a—T 4T av L ROU R b

Cd /mits/sys/ctx-vxlan../bd-vxlan..
- cat summary
Vsh -c “show system internal epm vlan all” or
Vsh -c “show vlan internal bd-info”
Vsh -c “show system internal epm vlan <vlan-id> detail”
Vsh -c “show system internal epm endp ip <a.b.c.d>"
Vsh lc -c “show system internal epm vlan all” or
Vsh lc -c “show vlan internal bd-info”
Vsh lc -c “show system internal epm vlan <vlan-id> detail”
vsh lc -c “show system internal epm endp ip <a.b.c.d>”
vsh lc -c “show system internal epm epg”
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14,
v ESnf-)—2JDET

V=77 v a&NEHEBENRERKT, V=" Ft0od_XRCOT77 T ) v I A F—T A A
(V=T ZBANRL NS DA v F—T oA A) BERZI > TWDEE. U —T7~OHHt
RN KDV, V=137 77V vy 7 NTIHT 77 4 712720 £3, Bnkbhi72o,
RZE) =717y a2 LI E L TCHOBREL A, ZOETIE, UMY —7 &A1
T HHECONTHIALET,

« NX-OS-Style CLI Z £/ L7=8lr &=V — 7 ofe (171 ~—)
« REST API Zfi [l L7zl iz Y —7 o (172 ~—)

NX-0S-Style CLI ZfEA L I=YIfics =) —TJ DExT

Z OFNETIE, Cisco Application Policy Infrastructure Controller (APIC) NX-OS A % A /L™ CLI
EFEMLTT7 77V w7 A F =T =2 A2 LET, RESTAPI 2—/L &2 FHATTE 54}
Y — AN EEIE, ZOFIEEZHENLET,

\)

G¥) ZOFIETIE, 1B1BANL Y A, v T TD) —7 AL v TF K- D1 D2THDHT L

ZEMEE LTVET,

AT T 1 Cisco APICNX-OS-style CLIZEMA LT, 7wy 7 VAL R —%HIBRLET,
£

apicl# podId='l'

apicl# nodeId='103"'

apicl# interface='ethl/31'

apicl# icurl -sX POST 'http://127.0.0.1:7777/api/mo/.json' -d '{"fabricRsOosPath":{"attributes":
{"dn": "uni/fabric/outofsvc/rsoosPath- [topology/pod-' $podId' /paths-'$nodeld' /pathep-['$interface']]", "status":"deleted"}}}"'

RT9T2 V=T AL v FELIFARL v AL v FOCLI ZHEA LT, —ERAFOR— b EFELT, V—7 R
Ay FOR—MEEEHLET,

&1
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gwsn-y—JoEx |
B restar zEm L SN Y — Do

switchl# podId='l"'
switchl# nodeId='103"'
switchl# interface='ethl/31'
switchl# icurl -X POST
'http://127.0.0.1:7777/api/node/mo/topology/pod-"'$podId' /node-"'$nodeld' /sys/action.json'
-d
'{"actionLSubj": {"attributes": {"oDn":"sys/phys-['$interface']"},"children": [{"11lEthIfSetInServiceLTask":

{"attributes": {"adminSt":"start"}}}1}}"'

RESTAPI (R L -t ni=)—TDET

Wi sz —7 A v FZE LT HIE, ROTevA2EALT, 777 Vv o A4 F—
T2 A ADYRL EBL 1 DEHAMNITIMNENDY T3, YDA X —7 A AL, GUIL,
REST API, F721XCLI #fH L TAICTE £,

BHIDA B —T = A ZEANTT ST, RESTAPLAHH L TRY > —2HFE L., &S
NiewRY —%HlrL, 777V v 7 K= 27U b A7 $—ERIZLET, KOLIIZ,
RV =%V =T AL FIZHRANLT, 7U N FT H—ERAOKR— & A P —ERITT
HZENTEET,

N

GE) COFINATIE, 149 BANAL Y A v FIHEw T D) —7 AA v TF RK—bD1D>THDH L
ZRIEE LTWET,

AT w1 RESTAPI Zfifl LT, Cisco APIC 2»67my 27 YA KN RY—%2 27 U T LET,
% -

$APIC_Address/api/policymgr/mo/.xml
<polUni>
<fabricInst>
<fabricOOServicePol>
<fabricRsOosPath tDn="topology/pod-1/paths-$SLEAF Id/pathep-[ethl/49]" lc="blacklist"
status ="deleted"/>
</fabricOOServicePol>
</fabricInst>
</polUni>

ATFwT2 a—hV FA %) — RBEIZARZ ML, I1EthIfSetinServiceLTask Z i L CHERA v F—T = A
ZCE L9,

1 :

SLEAF_Address/api/node/mo/topology/pod-1/node-$LEAF Id/sys/action.xml
<actionLSubj oDn="sys/phys-[ethl/49]">

<1l1EthIfSetInServicelLTask adminSt='start'/>
</actionLSubj>
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IW—TNYIEZED ST a—Ta Y
5

cFEEORE LT A v H— ROFEH (173 =)

[EEDHRELI=S4 2 h— FDHEA

OB a TR, =Ny JREENEAE LT E XD, BENRELEZTA  h— ek
ET B IFECHOWTEHALET,

1R BRI

T 7 Vv s J—RDOA LT~ K TechSupport AR Y ¥ —ZAER L CTEBMERHY £9, A4
¥ 7= K TechSupport 7R U ¥ —Z £IZ{ER L TWaWEEIL, Cisco APICN— v 7 3
T4 X2l —var AR IGUIEZFEH LAY T~ R T 7=V HR—F 7741
DEE] 7 arE2BRLTLEEND,

ARTFY TN 777V w7 J—ROF 5T~ K TechSupport R Y v —D v ZOBFT 7 7 A N EIE L F4, INEEH
SRS Nl g
a) A==2— /"—T, [Admin] 7 U 7 LET,
b) V7 A==2— =7, [Import/Export] 7 U v 7 LET,
¢) [FEH— 3> (Navigation) |4 > T, [[RP—DI Y RFKR— Ik (Export Policies) | Z BB L.
Ty 7 Vv T J)—ROA T~ R TechSupport R >—%E7 Y v 7 LET,
F7arD) A RNRERINET,
d) [Tech ¥7R— FDULE (Collect Tech Supports) | IR L 7,
[Tech H7K— F DYNE (Collect Tech Supports) | ¥4 77 Ry 7 ANERENET,
e) [Tech H7R— FMDULE (Collect Tech Supports) | # A 722 Ry 7 AT, [IFLY (Yes) |22 Vv r L
T, 77 =% R — MEROIEZBM L ET,
ARTF9 T2 777V s J—KDA T~ K TechSupport RV > —Dua FOEFH~7 v A Ve ra—RKLET,
B DOERT7 7 AN EL T u— R 52
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W—TNRyIEED STV -T2 |

B e=onsLr-510 n—rosn

ATvT3

ATy T4

ATy TH

ATvT6

a) [fE%E (Work) | A > @ [#F > 7~ K TechSupport K U 2»— (On-Demand TechSupport policy) |7
> Rons, [ (Operational) |27 %27 U v 7 LET,
[4 > 7 <> K TechSupport 78 U 2— (On-Demand TechSupport policy) ] 7 « > K2, [BT DIGFT
(LogsLocation) ] & EZTe < DDFE & HITHMET — 7 A BRRINET,
b) [ARJ DHFT (LogsLocation) 15O URL %7 U 7 LET,

v 7 OGFT7 7 A VN, Ivar/sysmgr/tmp logs/ 7 4 L7 N UIZEI L. sve ifc techsup nxos.tar 7 7 A /L&
MR L £ 7,

-bash-4.1% tar xopf svc_ifc_techsup_nxos.tar

show_tech_info 7« L7 b U AMER S ILE T,
zgrep " fclc-conn failed" show-tech-sup-output.gz | less 2 327 L £,

-bash-4.1$ zgrep "fclc-conn failed" show-tech-sup-output.gz | less

[103] diag_port_ 1lb fail module: Bringing down the module 25 for Loopback test failed. Packets possibly
lost on the switch SPINE or LC fabric (fclc-conn failed)

[103] diag port 1lb fail module: Bringing down the module 24 for Loopback test failed. Packets possibly
lost on the switch SPINE or LC fabric (fclc-conn failed)

GE) fclc-conn failed A v —%, A4 v W— ROEELZ /R L TWET,

BUERENREL TS 777 ) v 7 — ROEREANEL, 777V v 7 I—RKRF T4 12725
ZLEMERLET,

77T V9T D= RKPF T NIBRORWGE, FTE7 77 Vw7 I—RBFRFT 774 kol
#%. 9 <IiZdiag port lblog 7 7 A WEIEL T, TD 7 7 A V% TAC F—LIZEE LE 9, diag port Ib.log
T AME, a T OB T 7 A VO [var/sysmgr/tmp logs/ 7 4 L7 R VIZH Y £,
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PMA 23— x4 AMNMERRSNIEMDT=
HEROH A

PIM A & —7 A A (pim:if) I, L3OutAf > ¥ —7 A A (L30utSVIA ¥ —7 = A AL
PR—=FEN TN LIZER) . VT XY AN b FL A —Tx2A A (VRF Z

E) L PIM XSO/ R—=_A 7 BDIZKET HSVIA X —T = A, BLOBERY —7 ED
N—T Ry f B —T A A (ENEFNVRE Z &) ITERENET,

ZOEE, pmif ER SN TWRWGESED N T TNy a—T 4 VT THERPEENTHET,
PIM DFEFMIZ SV TCIE,  [CiscoACI 8 L TUCiscoACI D LA ¥ 3<LFF ¥ 2 b ] L [Cisco
TIVr—varvr b wd A0 T7TANT 7 F Y] T4 FE2ZBL T &,

ZOEIL, ROETHER SN TWET,

ePIM A v Z—T x4 ANL30ut A > Z—7 = A AIVERR STV (175 =2—3)
ePIM A VX —T oA ANRSILTF¥Y AN PN A X —T x4 ZABIVER S LTV
W (176 =)

*PIMA U H—T A ANRTILTHx A RILNT VU v RAAL ERS R (176 °8—
D)

PIMA A — x4 AMNL0ut 1 3 —2J x4 ARAIZE
BLENTULNVE LY

L30ut f > % —7 = —AfICPIM A > Z —7 = —A (pimIf) BMER SN TWRWEEIE, L

TaMERLTIEE N,

1. PIM 7 L30ut THZNZ72 > TWET, PIM BRI/ > TWDEAEIL. AR LET,

2. 227 FL30ut CPIMAAEINI /> TV DAL, v/ TF v A b BextInstP R L7
I 24 LT T int | TIERSNTWAD Z MR LET, ZO~/LFF v A b 3ext:InstP

1L, L30utPIM R Y > —% A A v FIZBIAT A7 I ET, L30ut Z&I121 5D
< /LFF ¥ A bk Bext:InstP 25 MLE T,
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PIM A 82 —7 x4 RBMEE S hizh > =BiED#5 |
B v szt Frez b boRL A v8—T 4 RACERSATOAL

\}

GE) e /LT F v A b BBext:InstP 28 IFC \ZIFET DA, X635 fv:RtdEpP MBERK X, & D
L3OutiZA v X —T7 2 A ARHDEEAAL v TFIZEHINTWEINE ) DEMHBRTEET,
e PIM @ L30utSVI A > Z—7 = A ATV A —F L TWEHA,

PMA =T A ANTILFEXYRAF FURILA Y
22— x4 ARITHER SN TULVEL

PNTFHRY AN MR A H =T = A A (tumel:lf) (ZXLTPIMA ¥ —7 =—A (pim:if)
PEREIN TV WEGEEIE, LT E#ERL T 7ZE0,

1L X d 5 MR ERESNE LT,

\}

GE¥)  tunnel:If ® % A 71X lunderlay-mcast] CTHOMLENH Y £,

2. %% mcast X VRF (%, mcast k> /LA /ER L TV ET,

3. tunnel:If DFEHCIP 7 4 —/b RIZiZ. A%72 GIPO 7 RLANA T ENTWET,

4. tunnel:If IZH %72 GIPO 7 R L AN AT STV WAL, IFC @ pim:CtxP & A A v F
® pim:CtxDef #F = v 7 LT, GIPOWIELLEV Y THNATWDZ 2R LET,

5 MR AOFEICIPIFIZIE, BL DEAIX L30ut D/v—7 3y 7 7 KL A NBL 054
% 1127.0.0.100) 23H Y 7,

PIMA U A—TJD A ABNTILFX VA IAETY v K
A A IZERL SN LY

~NATF XX XSO TY v RAAL L (BD) IZXLTPIM A ¥ —7 A A (pim:if) 23
E SN TV RWEEIE, ROZ LR LET,

1. %G9 % BD £7213%f 59 % Ctx TPIM BENZ/2 > TWET,
2. ®ETHBDAEKLLTNET,
3 WKLTWDBDN—AD pimAf (X, 774 /L FDO/NRNT A—=F ZZFIY £,

\}

(GF)  igmp snooping & DFHAAEIZ DWW TIL, &% BD TPIM BENZ2 > TWDHEA, *ET 5
igmpsnoop:If IZX%f L C/A—7 ¢ 7 By MBHBRNZANNZ RS> TWHARENRH Y £,
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R—bktEXFa2)T4DA2RX =)L

ZOFETIL, Visore Z#EH L TAPICBLNY) —7 AL v FTHR—b X2V T 4 DA A
h— L ZRERT D L CiscoNX-OS A ¥ A )LD CLI ZEH LT/~ K7 =7 THh—FF &
X2 VT ANT T TAEINTND I EEHERTHIHIECOWTHALET, A—bFEF=2Y
T 4 DRI OWTIE, TCiscodmR— b X2 VT 4] ORF2 A FESRLTLIIEEN,

ZOFEF, WO THRINTHET,

eVisore #fEH L7 —F X2 T 4 DA VA M—LOfER (177 _X—)
e CiscoNX-OSCLIZHH LI=— R =7 R—F X2 U T s BEOHKZE (177 3—)

. ) —_ .
Visore A LzAR— X2 )T DA 2R F—ILD
B

T

AT w71 Cisco APIC T, Visore @ 12PortSecurityPol 7 7 AD 7 =V #FEITLC, R—F X2 VT 4 KU —DA
VA=V ERER LETS

ATw T2 U—7 AA v»FC, Visore T [2PortSecurityPolDef ® 7 =V 23T LT, B{AMA TV =7 MRA X —
T A AMHET D L H MR LET,
R—=hEF2UT 4D Cisco APICE LRI —7 AL v FIA VA R—= A INTWNDLZ EEER LTS,

CiscoNX-OSCLI ZfifH LT, R—=F EF 2 VT A BN—FU =T 2707 T LI TWND Z & &b
ij‘o

CiscoNX-OSCLI #{ERAL-/\—F9z7HR—Fktxal)
T 4 EREDHEE

ATYT1 ROEHIC, AA v TF AL H—=T2AA ZADR—F ¥F 2V T4 AT =X AR RLET,
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B cisconxoscu EEALENA— Y7 K-k £F2 0T« REORR

1)

switch# show system internal epm interface ethernet 1/35 det

name : Ethernetl/35 ::: if index : 0x1a022000 ::: state : UP

vPC : No ::: EPT : 0x0

MAC Limit : 8 ::: Learn Disable : No ::: PortSecurity Action : Protect

VLANs : 4-23
Endpoint count : 5
Active Endpoint count : 5

switch# show system internal epm interface port-channel 1 det

name : port-channell ::: if index : 0x16000000 ::: state : UP

vPC : No ::: EPT : 0x0

MAC Limit : 6 ::: Learn Disable : No ::: PortSecurity Action : Protect
VLANs

Endpoint count : 0

Active Endpoint count : 0

Number of member ports : 1

Interface : Ethernetl/34 /0x1a021000

AFYvT2 ROLEIHIT, FEVa2a— N AL F—T 2 ADR—F X2 VT 4 AT —FZAEFERLET,

il -
module-1# show system internal epmc interface ethernet 1/35 det
if index : 0x1a022000 ::: name : Ethernetl/35 ::: tun ip = 0.0.0.0
MAC limit : 8 ::: is learn disable : No ::: MAC limit action: Protect
pc if index : 0 ::: name
is vpc_fc FALSE ::: num mem ports : 0
interface state : up
Endpoint count : 5
EPT : 0

module-1# show system internal epmc interface port-channel 1 det

if index : 0x16000000 ::: name : port-channell ::: tun ip = 0.0.0.0
MAC limit : 6 ::: is_learn disable : No ::: MAC limit action: Protect
pc if index : O ::: name

is_vpc_fc FALSE ::: num_mem ports : 1

interface state : up
Endpoint count : O
EPT : O
ARTYT3 KOXIZ, V=T AL v FDOFR—btXall T4 AT —FA%FRLET,
i -

swtbl5-leaf2# show system internal epm interface ethernet 1/35 det

name : Ethernetl/35 ::: if index : 0x1a022000 ::: state : UP
vPC : No ::: EPT : 0x0
MAC Limit : 5 ::: Learn Disable : Yes ::: PortSecurity Action : Protect

VLANs : 4-23
Endpoint count : 5
Active Endpoint count : 5

ATV Tl FEXa— ) A F—T A AZAD MACHIBZKRD L H IR L E7,
B -
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Cisco NX-08 CLl £ Li=n— K97 K— k £y 7 ZEOHRE [

module-1# show system internal eltmc info interface port-channell | grep mac_limit
mac_limit reached: 0 HH mac_limit: 8
port sec feature set: 1 ::: mac_limit action: 1

51

module-1# show system internal eltmc info interface ethernet 1/35 | grep mac_limit
mac_limit reached: 0 HHS mac_limit: 8
port sec feature set: 1 ::: mac_limit action: 1

AFYTE EV2—LDOR—F X2V T 4 AT —FZAEFRL, RO L HITMAC FIRE#HER L £,
1 :

module-1# show system internal epmc interface ethernet 1/35 det

if index : 0x1a022000 ::: name : Ethernetl/35 ::: tun_ip 0.0.0.0
MAC limit : 5 ::: is learn disable : Yes ::: MAC limit action: Protect
pc if index : 0 ::: name
is vpc_fc FALSE ::: num mem ports : 0
interface state : up
Endpoint count : 5

EPT : 0

&1

module-1# show system internal eltmc info interface ethernet 1/35 | grep mac_limit
mac_limit reached: 1 HEHH mac_ limit: 5

port sec feature set: 1 ::: mac_limit action: 1

module-1# exit
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=5 =0

QSHRY—DESTINLoa—TFa2F

IO varTiE, QSKRYV—FE RN T TN a—T 4T THImDDY ) a—Ta ik
e F£4,
* Cisco APICQoS RV v —D T TN a—TF 47 (181 =)

Cisco APICQoS R o—D S TN a—Tqa 29
WDt 7 > a 1%, Cisco APIC QoS D—#HIR N T TN a—T 47 v F VA E LT
HDTY,

B ENT-0S KR O—Z2FHTEFEA
1. /j/’{@ API %@Uﬁj LT\ gospDscpRule 75§ U —7 ﬁiﬁﬁﬁ‘é Z k %ﬁﬁ%ﬁ\ Li'@‘o

GET https://192.0.20.123/api/node/class/gospDscpRule.xml

2. QoS /L— LN IEREICHERL S 4L, R U —2EE STV EPG ID (ZBFEfHT BT b
TLEMRLTLIIEEN,
WD NX-0S ZAZA)NDCLI 2~ REEH LT, BkEiR L ET,

leafl# show vlan
leafl# show system internal aclgqos gos policy detail

apicl# show running-config tenant tenant-name policy-map type gos
custom-qos-policy-name
apicl# show running-config tenant tenant-name application application-name

epg epg-name

CLUZFHEALTQAS 1 2 —T 24 REFFHEMERTLET

CLIZ [FEM (detail) 1A 7T a v &HFEHLARWES, QoS 7 7 A (levell, leve2, level3,
leveld, level5. level6, 35X OF policy-plane) @ ethl/1 OFEFF DA A KR L ET,

NXOS ibash cli: tor-leafl# show queuing interface ethernet 1/1 [detail]

A B =Tz A0y ba—)L L —rBIORANR 7 T 2O EREFRT D5
CLI % [F£# (detail) 1A 7> a v EbITHEHTILERHY £,
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QWSHKYS—DrSTLa—F425 |
B ciscoapicas Ky —D S TLL—F oy

Bl : 777 Y > 2 107 show queuing { > % —7 = A A A —H%F v b 1/1 FHl

APIC CLI:
swtbl23-ifcl# fabric node id show queuing interface ethernet 1/1

THRINDENITRO LBY TT,

swtb95-1leafl# show queuing interface ethernet 1/31

Queuing stats for ethernet 1/31

Qos Class level3

Rx Admit Pkts : 0 Tx Admit Pkts : O
Rx Admit Bytes: 0 Tx Admit Bytes: O
Rx Drop Pkts : 0 Tx Drop Pkts : O

Rx Drop Bytes : 0 Tx Drop Bytes : 0O

Qos Class level2

Rx Admit Pkts : 0 Tx Admit Pkts : O
Rx Admit Bytes: 0 Tx Admit Bytes: 0
Rx Drop Pkts : 0 Tx Drop Pkts : O

Rx Drop Bytes : 0 Tx Drop Bytes : 0O

Qos Class levell

Rx Admit Pkts : 0 Tx Admit Pkts : O
Rx Admit Bytes: 0 Tx Admit Bytes: 0
Rx Drop Pkts : 0 Tx Drop Pkts : O

Rx Drop Bytes : 0 Tx Drop Bytes : 0O

Qos Class level6b

Rx Admit Pkts : 0 Tx Admit Pkts : 401309848
Rx Admit Bytes: 0 Tx Admit Bytes: 47354562064
Rx Drop Pkts : 0 Tx Drop Pkts : 2066740320
Rx Drop Bytes : 0 Tx Drop Bytes : 140538341760

APICGUI ZfEALTQoS 1 32— T = A/ RIFeHEREZRRLET
APIC GUI ZffFfH L T, QoS #gtxFr~LET,

[Z77Yw% (Fabric) ]->[4 > _R> kY (Inventory) 1>[Rv K&ES (Pod Number) [>[/ —
K 78X b4 (NodeHostname) | > ¥« > 42— 4 X ([Physical Interfaces) | >[4 > % —
74 R (Interface) ]->[QoS#EEHEIHR (QoSStats) | IZBHEL T, QoS #atx L £,
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| QSHKYS—DrSTLYa—Fa2
Cisco APIC QoS K1Y &~ 5Ty a—F 125 [

Yl APIC wosi - Q@0a

Sysem

g Layer 1 Physical Interface Configuration - 104/eth1/25

R Comanits Tx Counts

Admit Bytes At Packets Drop Bytes Drop Packets At Bytes Admi Packits Drop Bytes Drog Packets Buffer Deop Bytes
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HR— SN TS SSLEFEDRE

ZOETH, VAR — SN TWD SSLEE S EZRTET S HIEZOWTHALET,
¢ SSL B =12 oW\ T (185 ~=—7)
cCLIZEHL THR—FENTWD SSLIFZZHRT5 (186 =2—)

SSLEEHIZDULNT

Cisco Application Centric Infrastructure (ACI) Representational State Transfer (REST) 7 7'V 77—
varvmrIIv s A =74 A (APD) E, YV a—varRTEa— LN,
HTTPS/SSL/TLS ¥R — bW ET T L < R DRLED A= a U~k BT E L, 2
D K¥F = A2 M, Cisco ACIREST API 'C® HTTPS, SSL, BXLOTLS 44— hDEfkiz>
WTHI L, 7747~ 2 REST APL 2 Z 2R 2720 BEZ R b DICBET 2T A R &
BEICRET D2 L2 AL LTWnETS,

HTTPS iZ. Secure Socket Layers (SSL) ¥ 7=i& Transport Layer Security (TLS) DU NF 410 % F)
MLT, HTTP & v ¥ a3 U ORERER TR T 570 b2 TYd, SSLELIETLS X, 77
AT MEHTTPY =MD T 7 4 v 7 o b S 72l snEd, S5HIZ, HTTPS
Y R— TP — "=, P —"—DEEEERFAET 5720127 747 &~ MS@E/#HT
ELHAMAHENH Y FT, T, = —TRFET D7 747 FOKK T, ZDOHA.
==L TFAT server xyz TF, TNAFEAT LFEAZIZZ ZIZHV T LF5-oTVE
T, FD%, 7747 MEIZFOGEHZEEZFIH L T, h— 3= [server xyz] ThHHZ L%
MR TEET,

SSL/TLS {Zi%, SSL 721X TLS 7’1 ha L DEFGOEF 2V 7 4 721 TR, &7 v han
THEHRER YR — N SN TV LRSI FGBERT 5, tMoBEERMAmEAH Y £7, SSL
L. SSLvl, SSLv2, SSLv3 ® 3 [MDKE % T, BIETIX TR TELETIERWE RS T
WET, TLSIE., TLSvl, TLSvl.l, BXOTLSVI2 D3 >DOREEHETEY . 2D H HTLSvVI.]
ETLSVI2 DA T4 L RARSNTWET, BN, 7747 MIFIH TR &
DTLS N—Va r#HAAL, — 3=1X TLSvL.1 & TLSv1.2 ODHZEYR— M 205N H Y
F9, L FEAEDT— T, HWT T AT MMIx LT TLSVI 2R T D LEN H
nET,

FIETRTOEHFOT T 7T, TLSvL.l & TLSvI2 OMfFE2 Y AR— K L TWET, =77 L.
HTITPS #3527 747 MIT T UV TIERWEERHV £, 77472 ML, Web
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HYR—rEhT3SSLESORE |
B ocuzemLToR—FEhTL 3 SSLEESEHRIT S

Y= N—LHE L, HTTPS/TLS 2 X I — N T HAMNERH D Java T 7V r— g U EIT
Python 227 U 7 N THLHANHV £3, ZOX IR TIE, MEEZTHR— T E
WO RBEN L EEICARY 7,

CUZFERLTYR— SN TS SSLESZHIAIT 5

1R BHHIIZ

TOE®7 v arTE, CLIZEHAL T, R— F I TUWD SSLEFE 233 5 HEIZ DWW T
AL E,

ATy T RIRENTWDH LI, OpenSSL BRETHAR— SN TWDIHES2 RS LET,
1 -

openssl ciphers 'ALL:eNULL'
ATFY T2 WRENTNDEHIT, sed E7ITZOMDY — VAR L CREE & 08 L £,
i

openssl ciphers 'ALL:eNULL' | sed -e 's/:/\n/g'
AT9T3 KOXIIT, KfFEL—T L, APICZKR—Y 7 LT, PAR—FENTOHEZEHRLET,
i :

openssl s client -cipher '<some cipher to test>' -connect <apic ipaddress>:<ssl port, usually 443>
RO DEZZHR LTI IZE0,
11

openssl s client -cipher 'ECDHE-ECDSA-AES128-GCM-SHA256' -connect 10.1.1.14:443

Gx) BT coNNECTED NG N T W AILEE., FORSIEAR— SN TWET,
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FELZ wi_ ATy +OlIR |

AEG ui_ ATV FOHIR

A

FE APIC OFEARGUI Z A L CTITON AR ZIE GUI TERRT A Z LIX T 92, AR
2HZ LT TEERA, F7o, JHE GUL TITONTZEE A LR GUI TRRTHI LILTEE
T, HARGUL & NX-OS A% A /LD CLLIZFEICHEM & D720, NX-0S A ¥ A LD CLI
AT =B IR GULIZER R &N, FER GUI TIT - 72 HIENX-0S A X A L@ CLLIZE R
ENFET, 727 LIEE GUL & NX-0S A% A /L? CLI DTl Z d X 5 RN T E8
ho MDFIEZIL T TZE NN,

o JoAK GUI £— K & 53R GUI £ — RERIES RN T ZEW, fEEE—RE2HEHAL T2
OOR—MNIA L F—T=2A AFRY —%@EHL, WIZEAE—RFEFEHLTWTNILD
R—NOREEELETHE, BENENMFOR— MIEHIND /RIS £,

APIC TA VX —T 2 A AT L OBREZIT I BRIZ, 55K GUI & CLI Z{BIESH/2nTL 72
SV, GUI TITONTZERED, NX-0S CLI TITEBSTEIT ULAMERE L 22 W ATREMES 0 £
kR

7= & 21X, GUI @ [Tenants] > [tenant-name] > [Application Profiles] >
[application-profile-name] > [Application EPGs] > [EPG-name] > [Static Ports] > [Deploy Static
EPG on PC, VPC, or Interface] TAA v F R— b ERELIZERELET,

RIZ NX-OS A Z A /L@ CLI T show running-config =~ > FEEHTH L, LLTD LD 7%
HhEZELET,

leaf 102

interface ethernet 1/15

switchport trunk allowed vlan 201 tenant tl application apl epg epl

exit

exit

NX-OSAZANDCLITINODAYY REFHLTAZT 4 v 7 R—FaRETD &,
ROTT—=NPREALET,

apicl (config)# leaf 102

apicl (config-leaf)# interface ethernet 1/15

apicl (config-leaf-if)# switchport trunk allowed vlan 201 tenant tl application apl
epg epl

No vlan-domain associated to node 102 interface ethernetl/15 encap vlan-201

Z AU, CLIIZ APIC GUI TIEFAT S NARWRREED & 5 Z & DFIATJ,  show running-config
av U RIZR o TH Sz~ 2 R NX-0S CLI THERET 27201213, VLAN R A A
URFERICHRESNTVOLENH Y £9, REDNEFITGUIIZHEMA S EH A,

VLR GUL 2 9 2R, A GUI 721X NX-OSCLIIC L > TEEZ Mz W TL F &
W, BEEMZTLE D &, ARIOEIAEIC ui AMENESh7A47 V=7 MBS THE
RENDEENRHY £, 204 TV =7 MIE GUI TER E/-ITHIBR T A,
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| A5 wii472z9 roBIK
RESTAPI £( A L= FE4 ui #7902 roiik [

B GUI 2 2R1C. BEARGUI £7-1INX-OSCLI #ZET 54, ZHIIEMETIC
FTY = MBAEREN BETNC ui AINEND) | EERGUI TEE £ IEIBRTE A
SRDELGERHY F3,

DL RA TV b EHIRT D FIEICOWTIEL, REST API 2l L7= R ui 47
Y7 FOHIBR (189 X—) ZHML T ZEN,

*RESTAPI i L7 A% ui A7 V=7 FOHIER (189 ~<—)

RESTAPI ZERL=AELZ ui_ A7 ¥ FDOHIRR

Cisco APIC GUI % F1 9~ 5 HiflC Cisco NX OS A Z A /L CLI CEEAZ4T\ N, ARIOFEHIC ui
DEIMENTAT V=7 MBRERINTZEEIT, APLICH LTk % & T REST API k& F4T
THZLETINHLDOAT V27 FEHIBRTEET,

« 77 2% (f : infraAccPortGrp)
« Dn @M (1 : dn="uni/infra/funcprof/accportgrp-__ui_1101_eth1--31"

s status="deleted" |ZF%E L7- AT —% A @it

WDOFENET APLIZ POST #FET L E T,

ATV BT AF TV hADEBXALT 7 AEE > a—F 7 h s Maae A4 v LET,
ATY T2 APLIZIRDHID X H 72 POST X5 LE T,

POST https://192.168.20.123/api/mo/uni.xml
Payload:<infraAccPortGrp dn="uni/infra/funcprof/accportgrp- ui 1101 ethl--31" status="deleted"/>
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TILFRY FELUTILFFXFv X FORIRE
DESITIa—TFa2b

ZOFEL, WOETHERINLTWVET,
eI TFHVA N EANTFRY RKONT TN a—T 47 (191 =)

IILFHA R ETILFRY FD STV a—T425
ZokBI7varTE, v ATFVA FBILOAFRY RE N T TNy a—T 4 75 kY
MEHALEY,
I5—:400

RDOTT —=PNFRENDHE

Error:400 - Invalid Configuration Following Intersite Spines are not configured as Mpod
Spines: 1202

BAFDT XTDANL ATH LTI 77 v 7SN A AT H0ERH Y 3, L
AL U EBINT 541X, Setup Multipod GUI 7« F— K& L £ 9,

COMEARIRT AT 2 O FERHY £9°,
HEN—T 4T Ry FT =T DFTETRTCDRANRS, ELAINZLET,

*APICGUI DA =2 — N"—T, [TF2 bk (Teant) >[4 2235 (infra) 1227 U v 7
I_/i‘a‘o

 [Navigation (FEX—L3>) |4 T, [*vy hT—F 2% (Networking) ]>[4+
BIL—T v K *v kT7—% (External Routed Networks) & EBH L., s —7 v R
Xy NT—=2% K7V 7 LT, [Z27 )y INEREGEEE®IZT S (EnableFabric
External Connectivity) ] Z 3R L £7°,
N —T v R Ry NT—=Z DTFITH LNANSAL ZBIMLET,
¢ APICGUI D A ==2— "—"T, [Z77Yv¥Y (Fabric) |27V v7 L7,
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TLFRY FEBLUTLFHF YR FOMBED ST Lo a—T425 |
IR R T s e Y

«[FEH—T 3> (Navigation) 1A T, [94v9 XAHZ—F (Quick Start) 1>
[/—FZFEfEFRy Kty b7y 7 (Nodeor Pod Setup) 1> [TILFHRY FDtw k
7w 7 (Setup Multipod) ] ZEBEL, ~VvF Ry KBy v o7 %25% T LET,
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1 A

acidiag 3 <>k

Cisco APIC TD T 7V a—7 4 » ZHAETIE, addiag=2~> REHEHLET,

A

AR Zoawr NI ACIO HENRRELZBNE LI bOTRH Y A, a7 FOTATO
AL, FEFICRALZB S FTREESH Y | BUNHEM L ey MU — 2 IZHR 2 D5
ETDEANRHY £, EITTLRNS, 777V v 7 ~ORERBEHRE L TS,

P93RB ATk
acidiag

acidiag avread
acidiag fnvread

acidiag fnvreadex
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. acidiaga< > K

acidiag 27> K |

X DA AITvay

HaE

avread

7T AXNOAPIC #FKx LET, avread DH
JNIEkD L BY T,

* Cluster of : BIfET %527 T XA Z DA X
e out of target : MLEE/R T T AL YA X

e active= : APIC NEIEFHENE 9 &R L
ESC

« health= : 2K 72 APIC D 1E M OREEE,
EFEWHERAaTHMETFTLTCWEA Y —E 2%
FRLET,

o chassisID=: FTE® APIC \Zx/9 AEEEND
vx— 1D,
GE) HBAED T A X220 APIC 12
DOWNWTIE, B v —T 1D
DIEL Z2WRIREER H Y F
_a‘o

bootcurr

WwREIOEHEZ, APIC v A7 Al Linux /X—
F 4 a HNOBIEDAPICA A— % EEI L
F4, ZOF T a0, BEIERA SN E
A,

bootother

WEIORLEIFIZ, APIC > A7 A% Linux 23—
T4 a OURTOAPICA A —U A EE) L E
T, ZOF T aid, BEIIHEAINEYE
}\/O

bondOtest

U — 7~ APICHi O W7 A b, Z AU,
VAIAOWEST A N BTORERH SVET,
ENLUSNTIE, 777U v 7 ~D APICHHi T
MR AT LR SV 7,

fnvread

777V ZIIRESNTWD AR, v F ) —
ROT7 FLALREEZFRLET,

fnvreadex

T7 7N o TIBRSNTWD AL v TFD ) —
NFOENMEFHRZFR R LET,

linkflap

FRE SN APICA v 4 —T7 = A A%&{EIEB X
Oy 77 v LET,
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TF7oay

HaE

preservelogs

APICIIHAED R 7 % T — A4 7 LE9, @
OFEETIC, ZTHBIICEELET,
IOF T ant, N—FK U T — FORNIIfE
HATxE9,

run

FEFAFREZ 2 DDA 7T = X, iptables-list
& lldptool T, iptables-list /L, EELT 2 b
a7 7 MZ Ko THIE S 415 Linux iptables
ERATHIDIEA S ET, ldptool 1,
APICIZ & > TEZAF &5 Nldp T 2 &R
LIRS NET,

rvread

T2 LA YOREEZER L ET, HIITIL,
K —ERAOT—H LA YOREOBE N
RENET, Y¥y—FKba—Zifk, v7U 7
DHNECER R INET,

acidiagrvread service

FTRNTOLT I IDOTNTOY ¥ — FTOH—
EADT =2 LA YOREBEFRRLET,

G¥) Bz TiE, #l (199 =X—)
L TLTEEN,

acidiag rvread service shard

TRTOLT D HORFED Y ¥ — K TOH—
EADT =4 LAY OREEZFRLET,

GE) BHZHOWTIX, #l (199 ~—)
L TLIZE0,

acidiagrvread service shard replica

Dy v — RE LT Y B TOF—EZADT —
S LA X OREEFRLET,

GE) FlizownTix, #l (199 <X—)
EEHRLTLTEE0,

validateimage

AA=T%T7—L0=7 VAT MY ICr—
R4 5H1C, A A—VEBIECTCEET, 20
B%E, VAR MUICBMENEA A—TD
T AOBEO—HE LTETINDLZ L
WCHEBELTL &N,

validateenginxconf

APIC CHRK X417z nginx #55% 7 7 A V& BGE
LT, nginx NE DT 7 A L THREITE 5
Tl EMEERLET, ZAUL, nginx Web —
N=MAPIC CET SN TV RWGEEDT /Ny
TTOMRERME L THET,
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H—EXID
WDORIZV A RSN TSP —ERIDIX, manacidiag=2~ > FEANTE EXITHLEREIN
£,
®3:H4—EXID
H—EX ID
cliD 1
oy ha—7 2
eventmgr 3
extXMLApi 4
RY o —Bk 5
policymgr 6
I 7
AE 8
topomgr 9
observer 10
dbgr 11
observerelem 12
dbgrelem 13
vmmmgr 14
nxosmock 15
bootmgr 16
appliancedirector 17
adrelay 18
ospaagent 19
vleafelem 20
dhcpd 21
scripthandler 22
idmgr 23
ospaelem 24
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H—ER D
osh 25
opflexagent 26
opflexelem 27
confelem 28
vtap 29
snmpd 30
opflexp 31
ST 32
policydist 33
plghandler 34
domainmgr 35
licensemgr 36
7L 37
platformmgr 38
edmgr 39

R 4: T2 OKE

DAl 1D
o< h—+ 0
NEWLY_ BORN 1
ARHZ 7 AV 2
DATA LAYER DIVERGED 11
DATA LAYER DEGRADED LEADERSHIP 12
DATA LAYER ENTIRELY DIVERGED 111
DATA LAYER PARTIALLY DIVERGED 112
DATA LAYER ENTIRELY DEGRADED LEADERSHIP 121
DATA LAYER PARTIALLY DEGRADED LEADERSHIP 122
FULLY FIT 255
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acidiag [{start|stop|restart}] [{mgmt|xinetd}]

acidiag installer -u imageurl -c

acidiag reboot

acidiag touch [{clean|setup}]

acidiag verifyapic

X DA

rFoay HaE

-C U=V A AN NVERELET

-u APIC A A—Y D URL Z45E L 7,

imageur| APIC A A=V ZFREL £,

installer APIC IZHT LA A=V & A VA =L L F
T, ¢TIV =0 ALV A= EEITLET,

mgmt LEOFTRTOV—ERAEZHELET, APIC

reboot APICZ FHEEHE) L £7,

restart APIC TH—UEAZHEE LET,

start APIC TH—E R & BB L £7,

stop APIC TH—E 2 &1 LET,

touch [clean | setup]

APIC D AZ V> FLET,

sclean 7> 3 %, APIC Xy hTU—7
B (777 Vv 74, IPT RLA, &
TAUIRE) BRELETN, $XTO
R v—TFT—2EHIBRLET,

esetup A7 v a E, R v—TF—H L
APIC X U — 7 Mgk Dl 7 Z HIbR L &
R

verifyapic

APIC V7 NU =T D=V a s ERRFLE
‘d‘o

xinetd

ssh 1 & Wtelnet 7 —F > Z |84 % xinetd (P&
RA X —Fy h T—FY) P—ERAEEE
LEJ, 6.02) VU —ALIKE, telnet |ZVHR—
FENTWERA,
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ZHEXr—T7—F
acidiag crashsuspecttracker
acidiag dbgtoken

acidiag version

BXDEREA

AFay HERE

crashsuspecttracker U9 vy a kR B AR E T — 5 DY
7y FOREEZ B L ET,

dbgtoken root /NA T — ROAERIZHEHT S h—27 v %

AR LET, Zhid, BELEAIZIE, TAC
CHEHEELRNRL, FORREBDITHEHLT
<TIZEW,

version APICISO Y 7 b7 =T DNR— g v EFRL
F9,

Ll
Wiz, acidiag 2~ > FOEAFIZRLET,

apicl# acidiag version 2.2.1o

apicl# acidiag verifyapic

openssl check: certificate details

subject= CN=ABC12345678,serialNumber=PID:APIC-SERVER-L]1 SN:ABC12345678
issuer= CN=Cisco Manufacturing CA,0=Cisco Systems

notBefore=Sep 28 17:17:42 2016 GMT

notAfter=Sep 28 17:27:42 2026 GMT

openssl check: passed

ssh_check: passed

all checks: passed

apicl# acidiag avread
Local appliance ID=1 ADDRESS=10.0.0.1 TEP ADDRESS=10.0.0.0/16 ROUTABLE IP ADDRESS=0.0.0.0
CHASSIS ID=1009f750-adab-11e9-a044-8dbd212cd556
Cluster of 7 Im(t):1(2019-08-08T01:02:17.961-07:00) appliances (out of targeted 7
Im(t):7(2019-08-08T03:50:57.240-07:00)) with FABRIC DOMAIN name=ACI Fabricl set to
version=apic-4.2(0.235j) 1m(t):1(2019-08-17T01:09:16.413-07:00); discoveryMode=PERMISSIVE
Im(t):0(1969-12-31T17:00:00.007-07:00); drrMode=0OFF
Im(t):0(1969-12-31T17:00:00.007-07:00); kafkaMode=OFF
Im(t):0(1969-12-31T17:00:00.007-07:00)
appliance id=1 address=10.0.0.1 1m(t):1(2019-08-08T01:02:08.544-07:00) tep
address=10.0.0.0/16 1m(t):1(2019-08-08T01:02:08.544-07:00) routable address=0.0.0.0
Im(t) :1(zeroTime) oob address=172.23.96.10/21 1lm(t):1(2019-08-08T01:02:18.218-07:00)
version=4.2(0.235j) 1m(t):1(2019-08-15T15:22:00.158-07:00)
chassisId=1009f750-adab-11e9-a044-8dbd212cd556 1lm(t):1(2019-08-15T15:22:00.158-07:00)
capabilities=0X3EEFFFFFFFFF--0X2020--0X7F 1m(t):1(2019-08-17T01:13:46.997-07:00)
rK=(stable, present, 0X206173722D687373) 1lm(t) :1(2019-08-08T01:02:18.228-07:00)
aK=(stable,present, 0X206173722D687373) 1m(t):1(2019-08-08T01:02:18.228-07:00)
oobrK= (stable, present, 0X206173722D687373) 1lm(t):1(2019-08-08T01:02:18.228-07:00)
oobaK= (stable, present, 0X206173722D687373) 1lm(t):1(2019-08-08T01:02:18.228-07:00)
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cntrlSbst=(APPROVED, FCH1748V0SZ) 1lm(t):1(2019-08-15T15:22:00.158-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 1lm(t) :0(zeroTime)) podId=l
Im(t):1(2019-08-08T01:02:08.544-07:00) commissioned=YES 1lm(t):1(zeroTime) registered=YES
Im(t):1(2019-08-08T01:02:08.544-07:00) standby=NO 1lm(t):1(2019-08-08T01:02:08.544-07:00)
DRR=NO 1m(t) :0(zeroTime) apicX=NO 1lm(t):1(2019-08-08T01:02:08.544-07:00) virtual=NO
Im(t):1(2019-08-08T01:02:08.544-07:00) active=YES(2019-08-08T01:02:08.544-07:00)
health=(applnc:255 Im(t):1(2019-08-17T01:39:26.296-07:00) svc's)
appliance id=2 address=10.0.0.2 1lm(t):7(2019-08-08T03:50:55.470-07:00) tep
address=10.0.0.0/16 1lm(t):2(2019-07-23T17:51:38.997-07:00) routable address=0.0.0.0
Im(t):0(zeroTime) oob address=172.23.96.11/21 1lm(t):1(2019-08-18T23:14:28.720-07:00)
version=4.2(0.2353) 1m(t):2(2019-08-15T15:22:00.300-07:00)
chassisId=694e6a98-adac-11e9-ad79-d1f60e3ee822 1m(t) :2(2019-08-15T15:22:00.300-07:00)
capabilities=0X3EEFFFFFFFFF--0X2020--0X2 1lm(t) :2(2019-08-14T07:55:10.074-07:00)
rK=(stable, present, 0X206173722D687373) 1m(t):1(2019-08-15T15:22:00.829-07:00)
aK=(stable,present, 0X206173722D687373) 1lm(t):1(2019-08-15T15:22:00.829-07:00)
oobrK=(stable,present, 0X206173722D687373) 1lm(t):1(2019-08-15T15:22:00.829-07:00)
oobaK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.829-07:00)
cntrlSbst=(APPROVED, FCH1748VOMS) 1lm(t):2(2019-08-15T15:22:00.300-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 1lm(t) :0(zeroTime)) podId=l
Im(t) :2(2019-08-08T01:42:03.670-07:00) commissioned=YES
Im(t):1(2019-08-08T01:02:17.961-07:00) registered=YES
Im(t):7(2019-07-24T15:24:25.693-07:00) standby=NO 1lm(t):2(2019-08-08T01:42:03.670-07:00)
DRR=NO 1m(t):1(2019-08-08T01:02:17.961-07:00) apicX=NO
Im(t):2(2019-08-08T01:42:03.670-07:00) virtual=NO 1lm(t) :0(zeroTime)
active=YES (2019-08-13T17:02:32.983-07:00) health=(applnc:255
Im(t):2(2019-08-17T01:32:51.454-07:00) svc's)
appliance id=3 address=10.0.0.3 1lm(t):7(2019-08-08T03:50:55.470-07:00) tep
address=10.0.0.0/16 1lm(t):3(2019-07-23T19:05:56.405-07:00) routable address=0.0.0.0
Im(t):0(zeroTime) oob address=172.23.96.12/21 1lm(t):1(2019-08-18T23:14:28.721-07:00)
version=4.2(0.2353) 1m(t):3(2019-08-15T15:21:59.893-07:00)
chassisId=1£98b916-adb7-11e9-a6f8-abe00al4e8e6 1lm(t) :3(2019-08-15T15:21:59.893-07:00)
capabilities=0X3EEFFFFFFFFF--0X2020--0X4 1m(t) :3(2019-08-14T07:55:22.256-07:00)
rK=(stable, present, 0X206173722D687373) 1m(t):1(2019-08-15T15:22:00.824-07:00)
aK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.824-07:00)
oobrK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.824-07:00)
oobaK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.824-07:00)
cntrlSbst=(APPROVED, FCH1930V1X6) 1lm(t):3(2019-08-15T715:21:59.893-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 1lm(t):0(zeroTime)) podId=l
Im(t) :3(2019-08-08T02:15:20.560-07:00) commissioned=YES
Im(t):2(2019-08-08T01:42:15.337-07:00) registered=YES
Im(t):7(2019-07-24T15:24:25.693-07:00) standby=NO 1lm(t):3(2019-08-08T02:15:20.560-07:00)
DRR=NO 1m(t):2(2019-08-08T01:42:15.337-07:00) apicX=NO
Im(t) :3(2019-08-08T02:15:20.560-07:00) virtual=NO 1lm(t) :0(zeroTime)
active=YES (2019-08-13T17:02:33.182-07:00) health=(applnc:255
Im(t):3(2019-08-15T16:08:46.119-07:00) svc's)
appliance id=4 address=10.0.0.4 1lm(t):7(2019-08-08T03:50:55.470-07:00) tep
address=10.0.0.0/16 1lm(t):4(2019-07-23T17:46:15.545-07:00) routable address=0.0.0.0
Im(t) :0(zeroTime) oob address=172.23.97.231/21 1m(t):1(2019-08-18T23:14:28.717-07:00)
version=4.2(0.2353) 1m(t):4(2019-08-15T15:22:00.669-07:00)
chassisId=3a7f38aa-adac-11e9-8869-a9e520cdc042 Im(t) :4(2019-08-15T15:22:00.669-07:00)
capabilities=0X3EEFFFFFFFFF--0X2020--0X8 1lm(t) :4(2019-08-14T07:54:59.490-07:00)
rK=(stable, present, 0X206173722D687373) 1m(t):1(2019-08-15T15:22:00.825-07:00)
aK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.825-07:00)
oobrK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.825-07:00)
oobaK=(stable,present, 0X206173722D687373) 1lm(t):1(2019-08-15T15:22:00.825-07:00)
cntrlSbst=(APPROVED, FCH1902V1WW) 1m(t):4(2019-08-15T15:22:00.669-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 1lm(t) :0(zeroTime)) podId=l
Im(t) :4(2019-08-08T02:40:09.610-07:00) commissioned=YES
Im(t):3(2019-08-08T02:15:32.613-07:00) registered=YES
Im(t):7(2019-07-24T15:24:25.693-07:00) standby=NO 1lm(t):4(2019-08-08T02:40:09.610-07:00)
DRR=NO 1m(t):3(2019-08-08T02:15:32.613-07:00) apicX=NO
Im(t) :4(2019-08-08T02:40:09.610-07:00) virtual=NO 1lm(t) :0(zeroTime)
active=YES (2019-08-15T15:21:59.914-07:00) health=(applnc:255
Im(t):4(2019-08-17T01:39:26.477-07:00) svc's)
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appliance id=5 address=10.0.0.5 1lm(t):7(2019-08-08T03:50:55.470-07:00) tep
address=10.0.0.0/16 1lm(t):5(2019-07-23T19:05:11.089-07:00) routable address=0.0.0.0
Im(t) :0(zeroTime) oob address=172.23.97.232/21 1m(t):1(2019-08-18T23:14:28.723-07:00)
version=4.2(0.2353) 1m(t):5(2019-08-15T15:22:00.248-07:00)
chassisId=35428666-adb7-11e9-a315-1d7671b518b3 1m(t) :5(2019-08-15T15:22:00.248-07:00)
capabilities=0X3EEFFFFFFFFF--0X2020--0X10 1m(t):5(2019-08-14T07:55:19.573-07:00)
rK=(stable, present, 0X206173722D687373) 1m(t):1(2019-08-15T15:22:00.854-07:00)
aK=(stable,present,0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.854-07:00)
oobrK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.854-07:00)
oobaK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.854-07:00)
cntrlSbst=(APPROVED, FCH1902V1EG) 1m(t):5(2019-08-15T15:22:00.248-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 1lm(t) :0(zeroTime)) podId=l
Im(t) :5(2019-08-08T03:03:50.338-07:00) commissioned=YES
Im(t):4(2019-08-08T02:40:15.939-07:00) registered=YES
Im(t):7(2019-07-24T15:24:25.693-07:00) standby=NO 1lm(t):5(2019-08-08T03:03:50.338-07:00)
DRR=NO 1m(t):4(2019-08-08T02:40:15.939-07:00) apicX=NO
Im(t) :5(2019-08-08T03:03:50.338-07:00) virtual=NO 1lm(t) :0(zeroTime)
active=YES (2019-08-15T15:21:59.756-07:00) health=(applnc:255
Im(t):5(2019-08-17T01:32:43.730-07:00) svc's)
appliance id=6 address=10.0.0.6 1lm(t):7(2019-08-08T03:50:55.470-07:00) tep
address=10.0.0.0/16 1lm(t):6(2019-07-23T719:39:41.972-07:00) routable address=0.0.0.0
Im(t):0(zeroTime) oob address=172.31.170.230/21 1m(t):1(2019-08-18T23:14:28.727-07:00)
version=4.2(0.2353) 1m(t):6(2019-08-15T15:22:00.562-07:00)
chassisId=066c943a-adbc-11e9-bbed-257398025731 1lm(t) :6(2019-08-15T15:22:00.562-07:00)
capabilities=0X3EEFFFFFFFFF--0X2020--0X20 1m(t) :6(2019-08-14T07:55:20.053-07:00)
rK=(stable, present, 0X206173722D687373) 1m(t):1(2019-08-15T15:22:00.820-07:00)
aK=(stable,present,0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.821-07:00)
oobrK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.821-07:00)
oobaK=(stable,present, 0X206173722D687373) 1lm(t):1(2019-08-15T15:22:00.821-07:00)
cntrlSbst=(APPROVED, WZP22350JFT) 1lm(t):6(2019-08-15T15:22:00.562-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 1lm(t) :0(zeroTime)) podId=9
Im(t) :6(2019-08-08T03:28:11.246-07:00) commissioned=YES
Im(t):5(2019-08-08T03:03:57.387-07:00) registered=YES
Im(t):7(2019-07-24T15:24:25.693-07:00) standby=NO 1lm(t):6(2019-08-08T03:28:11.246-07:00)
DRR=NO 1m(t):5(2019-08-08T03:03:57.387-07:00) apicX=NO
Im(t) :6(2019-08-08T03:28:11.246-07:00) virtual=NO 1lm(t) :0(zeroTime)
active=YES (2019-08-13T17:30:37.663-07:00) health=(applnc:255
Im(t):6(2019-08-15T15:57:05.128-07:00) svc's)
appliance id=7 address=10.0.0.7 1lm(t):7(2019-08-08T03:50:48.149-07:00) tep
address=10.0.0.0/16 1lm(t):7(2019-07-24T15:24:19.988-07:00) routable address=0.0.0.0
Im(t):0(zeroTime) oob address=172.31.172.157/21 1m(t):1(2019-08-18T23:14:28.722-07:00)
version=4.2(0.2353) 1m(t):7(2019-08-15T15:22:00.539-07:00)
chassisId=859bedae-ae61-11e9-9840-7d9d67698989 1lm(t) :7(2019-08-15T15:22:00.539-07:00)
capabilities=0X3EEFFFFFFFFF--0X2020--0X40 1m(t):7(2019-08-14T07:55:23.872-07:00)
rK=(stable, present, 0X206173722D687373) 1m(t):1(2019-08-15T15:22:00.824-07:00)
aK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.824-07:00)
oobrK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.824-07:00)
oobaK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.824-07:00)
cntrlSbst=(APPROVED, FCH2051V116) 1lm(t):7(2019-08-15T15:22:00.539-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 1lm(t) :0(zeroTime)) podId=10
Im(t) :7(2019-08-08T03:50:48.149-07:00) commissioned=YES
Im(t):6(2019-08-08T03:28:16.727-07:00) registered=YES
Im(t):6(2019-07-24T15:27:25.518-07:00) standby=NO 1lm(t):7(2019-08-08T03:50:48.149-07:00)
DRR=NO 1m(t):6(2019-08-08T03:28:16.727-07:00) apicX=NO
Im(t) :7(2019-08-08T03:50:48.149-07:00) virtual=NO 1lm(t) :0(zeroTime)
active=YES (2019-08-13T17:30:45.488-07:00) health=(applnc:255
Im(t):7(2019-08-17T01:39:26.549-07:00) svc's)
clusterTime=<diff=2817 common=2019-08-19T15:33:55.929-07:00
10cal=2019-08-19T15:33:53.112-07:00 pF=<displForm=0 offsSt=0 offsV1u=-25200
Im(t):7(2019-08-08T03:50:55.925-07:00) >>
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acidiag av > F |
acidiaga< > K

apicl# acidiag rvread 6 3 1
(6,3,1) st:6 1lm(t):3(2014-10-16T08:48:20.238+00:00) le: reSt:LEADER voGr:0 cuTerm:0x19
1CoTe:0x18

1CoIn:0x1800000000001b2a veFiSt:0x31 veFiEn:0x31 1m(t) :3(2014-10-16T08:48:20.120+00:00)

lastUpdt 2014-10-16T09:07:00.214+00:00

clusterTime=<diff=65247252 common=2014-10-16T09:07:01.837+00:00
local=2014-10-15T14:59:34.585+00:00
pF=<displForm=0 offsSt=0 offsVliu=0 Im(t):3(2014-10-16T04:50:08.714+00:00)>>

apicl# acidiag rvread 6 3

(6,3,1) st:6 Im(t):3(2014-10-16T08:48:20.238+00:00) le: reSt:LEADER voGr:0 cuTerm:0x19
1CoTe:0x18

1CoIn:0x1800000000001b2a veFiSt:0x31 veFiEn:0x31 1lm(t) :3(2014-10-16T08:48:20.120+00:00)

lastUpdt 2014-10-16T09:08:30.240+00:00
(6,3,2) st:6 1lm(t):1(2014-10-16T08:47:25.323+00:00) le: reSt:FOLLOWER voGr:0 cuTerm:0x19

1CoTe:0x18

1CoIn:0x1800000000001b2a veFiSt:0x49 veFiEn:0x49 1lm(t) :1(2014-10-16T08:48:20.384+00:00)
lp: clst:2

Im(t):1(2014-10-16T08:47:03.286+00:00) dbSt:2 1Im(t):1(2014-10-16T08:47:02.143+00:00)
stMmt:1

Im(t):0(zeroTime) dbCrTs:2014-10-16T08:47:02.143+00:00 lastUpdt
2014-10-16T08:48:20.384+00:00

(6,3,3) st:6 1lm(t):2(2014-10-16T08:47:13.576+00:00) le: reSt:FOLLOWER voGr:0 cuTerm:0x19
1CoTe:0x18

1CoIn:0x1800000000001b2a veFiSt:0x43 veFiEn:0x43 1m(t) :2(2014-10-16T08:48:20.376+00:00)

lastUpdt 2014-10-16T09:08:30.240+00:00

clusterTime=<diff=65247251 common=2014-10-16T09:08:30.445+00:00
local=2014-10-15T15:01:03.194+00:00
pF=<displForm=0 offsSt=0 offsVlu=0 1Im(t):3(2014-10-16T04:50:08.714+00:00)>>
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1 B

ST aAa—T4209DEHDODITI R
R— bk R —DERK

T AR—FRY —TiE, =7 AKR— bORFER, HITHR— MUE, EE A XU b
T AR—FL, 777V v I MENEHRAMIaT 774V ET Ny T T—F 2B TE
4 (APICB XA A vF) |

« 77 AIDITY AR— MMIONT (203 X—)

« 77 ANDEY AR— MIBETEHA KT 4 2 LHIFFHE (203 X—)
Ny Ty T DYE—F nr—a O (204 <—)
cAUFYLY R T 2DAY R b T AN (206 <)

TJ7A4ILDITHY AR— FIZDUNT

EHFIL, APICNT, a7 77 ANET NNy VT =2 0BT 5720\, fatEwh. 77 =
VY HR— b ORE, BEBLOA RV &7 77 Y v 7 (APICB L OAA v F) i B
ANMIZZI AR—=FTLHEITTAR—F RV —2RETEET, =7 AFR— M XML,
JSON, Web Y% > . Secure Copy Protocol (SCP), HTTP 2 XD 3 X F iz TcEx £ 7,
ANV —=3 7, B, £ F T FOBER T AR — M EBETEET,

EEEIL, Ik n han, JET AT XA, EREOHEERERY) U —0FMERETE E
T, AU —iF, AAA R L GRRESN 2 —HFICL > TERETE 7, EEOEXDE
X2 VT 4 AN=ANE, 2—PHENRRT = RZESHTWET, NEIZ, AU —EHRE
X7 —2DO MY H—%NELET,

T27A4ILDIY AR—KMIETH2HA K42 EFHHE
18

cHITP =/ AKR—F L A MU —32 7 APIERUL. FAHEROGAICOHLYR—ENFE
T, aT7BLOT 7= PR—hF T—=Z IR —FENTWERA,

c L AR—FNEINDBT 7 ANDIHIPT KUAIL, IPV6 7 FLATH-TIE7e 0 FH A,
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FSITNSa—T A2 TOEHDOITY ZR— kb RY —0HR |
B o7y ione—ror—vavolm

cS5OEMRD ) — KOO T 7 =H N Y R— FEEKRIC R T—LRNTL7ZIN, R
Cisco Application Policy Infrastructure Controller (APIC) |Z=27 AAHR— M 554, £700%
WHE L a2 Ea—T 4 7 U Y = ARR 0N — N 7 2R — b 55813,
MU T—=ZFTLRNTLIZE N,

77TV ITNDTRTD ) — RnbT 7 =P R— b2 EHICET 512, 85
ORY —%ERTHLERNHY F9, HERI—iL, /—FOV Ty Fah\—F5
PVERHY, FFHZTOLTRI TSN LA Pa— v LET (W< Ed 30
SEET) o

« Cisco APIC DRI/ — R L TEEDT 7 =V 7 R— bk KUY —%2 A7V a—L L
BRNTLEEY, AL/ =R TEEDOT 7 =)V FR—F R —DA v AH A%
FEIZHEITT 5 &, Cisco APIC N REIZHE SN2V, CPU YA 7 AR0ZDMD Y V—R
DEIV B2 5N THREEENRH Y £,

CAUTFUAEF—RICRSoTWS ) —RIZOoWTIE, AT~y R T 7 =k R—F
AU —7TiF e, BHEOT 7=V R—FR) —%2FHT L 28O L ET,

AT F AT RD ) — RIZKT 2T DT 7 = Y R— FDAT—2 XL, Cisco
APIC GUI ® [ (Admin) 1>[T% =AJL H7FR— bk (Tech Support) ]> [policy_name] >
[#84E (Operational) |>[RT—4 R (Status) | EZ v a v ClIfH & EHA, 77 =
HHR—=F R —D[arbA—F~ADIY XR— b+ (Exportto Controller) | £7-
X [T RAFR— k% (Export Degtination) ] (25T, 2> hr—7

(/data/techsupport) E72IFSEEY— TR L., 77 =NV Y R—FR3Fx¥ 7Fx
SINTWNDLZ L MR TEET,

* Cisco APIC 226D 7 7 =73V AR — FOIUEIL, V—7 AA v F Eoarne o —IKEE
DEFEIIZEA LTI RN THZENRHY ET, BGP 2 EDNV—TF 4 7 7 u AL HAL
REDTTy N T A=A TBEANCPUZEATHE, a7 BEY—IZRDA[REENH
VET, 77=hV VP R—= b DOIENZ A LT U L LTEEEAIX, CPUMEHREZRIT,
CPU HENBAEL TVENEIDEMRLET, TOLIRGRITE, V—7 AL vF
DT 7 =)V PiR— N EEEETIUE, Y427 7 FORMEZERECE £,

N7y TOYE—FO5r—S 30 DER

GUIZFERALEYE—F B —2 3 VDERE

ZOFIETHIX, APICGUI A LTI E— bk Blrr—3 3 VEERT B IFEICHOWTHBALE
7,

ATFYF1 A==2— =T, [ADMIN] > [Import/Export] DJEIZER L £,
ATwFT2 Fes— 3 AT, [Remote Locations] #4572 U >~ L T [Create Remote Location] &R L £ 7,
[Create Remote Location] % A 7 2 7 BNE/RILE T,

AT 73 [Create Remote Location] Z A 7 127 D7 4 — )L RIZi@y) 72z A LET,
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| F3TL01—F42TDODITY RR— kK S—DHER
RESTAPI ML= E— bk O0r—2 3oz [

GE) T 4= ROBIICAOWTH, [[TA 327 ) v 7 T8 E~AT 77 A ARERSNET,

AT 74 [Create Remote Location] Z A 7 1227 D7 4 —)L RIZfliz A1 L7256, [Submit] 227 U v 7 LET,
INT, =X T v 7500~k ar—ya UIMERSNUE LT,

RESTAPI 2R LY E—F OH5—> 3 DEETE

ZDOFINETIX, RESTAPLZHH L CYET—h alr—y 3 VEAERT B IHFIEICOWTHBALE
—é—O

<fileRemotePath name="local" host=“host or ip" protocol=“ftp|scpl|sftp" remotePath=“path
to folder" userName=“uname" userPasswd=“pwd" />

NX-0S RA A IILDCUZFEALE-YE—FOS5— 3 DERTE

ACI 7 77V w7 TIL, techsupport £7/2ixa 7 4 Fal— a7y A )VETT AR— T
512U EDYE—MikERETETET,

FIEDHZE
1. configure
2. [no] remote path remote-path-name
3. user username
4. path {ftp | scp | sftp} host[:port] [remote-directory ]
=3[k 2t
ARV KRFERRETI 3 Y B#J
AT 71 |configure Jua—s\var7 4 Xal—vay E— KEfh
15“ : L/i‘g—o
apicl# configure
R w 72 | [no] remote path remote-path-name VE—h X20ar 7 4 FXa2l—ay F— K%
Bl - BHLG LET
apicl (config) # remote path myFiles
AT 7 3| user username JE—hH—Nr A 0352 —FAERELE
Bl - o NRU—FEANT B LI ICROONET,

apicl (config-remote) # user admin5

AT 74 |path {ftp|scp | sftp} host[:port] [remote-directory ] | UV &— k =~ 82 LT FaLz#ELE
- T, NAUV—=FZANTLEIITROONET,
apicl (config-remote) # path sftp

filehost.example.com:21 remote-directory
/reports/apic
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FSITNSa—T A2 TOEHDOITY ZR— kb RY —0HR |

B A 7<o R ro=nasK—F 27 LORE

il
RIZ, Z7AN BT ZAR— T DDV E—F NZAEZRET L2 RLET,

apicl# configure

apicl (config) # remote path myFiles

apicl (config-remote) # user admin5

You must reset the password when modifying the path:

Password:

Retype password:

apicl (config-remote) # path sftp filehost.example.com:21 remote-directory /reports/apic
You must reset the password when modifying the path:

Password:

Retype password:

AUoTRUORTIOZALYER—F 74 IILDEE

GUI ZERALIA LTIV R T AL YR—F T7MILDEE

RATvT1
ATvT2
ATvT3
RTvT4

ATy TH

ATvT6

ATy 17

A==2— N—7T, [Admin] 27 U v 7 LET,

HT A =2— /=T, [Import/Export] %2 UV v 27 LET,

[Navigation] XA > C, [Export Policies] % BB L £,

[TV K F9=Zh)L HHR— bk (On-demand Tech Support) 12427V v 7 L, [AVTFIRUK T =
HIL HR— DR (Create On-demand Tech Support) | Z &R L £,

(AT R T =H)L BR— FDOER (Create On-demand Tech Support) | %A 7 12 KRy 7 A%
RENET,

[T KT =ZhHIL HR— bDER (Create On-demand Tech Support) | #4727 Ry 7 AD
74—V RIZES R EE AT LET,

GE) 74—V ROFBIUZONWTIE, [V TI2 K T =H)L HR— DR (Create On-demand
Tech Support) | XA 7 Ry J AD~NVNTTAavk s Vy 7 LET, ~VT 77 AR
BAWT T B RT ¢ OFIAR— U NERRINET,

[EE (Submit) |27 Vv 7L, 77=NHKR—-—F 77 A NVEEELET,

GE) T T ROT 7 =N R— K 77 A IR APICIZRfF L, A hL— & CPU D
NI UAERD Z ENTEET, HBFTERT 5121E, [FESXS—2 3> (Navigation) 131 >
TAHU T~ ROT 7 =)V P R—=b RV —%227 U7 L, [#E%E (Work) |31 > T[4k
(OPERATIONAL) 1 # 7% 27V v 7 L¥73, 22> hr—7 7 [EXPORT LOCATION] 7  —/L
NIZERRSNET,

RV v—%%4H27 Y v 2 L, [Collect Tech Support] % H&fR L £ 7,
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RESTAPI £fEf L= 72y K 7o =hL9k—k 774 Lol [

ATV T8 [Yes] IR T, 77 =H/)b PR— MEROWELBIMEL ET,

RESTAPI 2R LI=A TR TO9ZAILYR—F T714ILDE

=

jillll

ATy I

ATvT2

RESTAPI Z{FEH L T&RDOBID L 572 XML % POSTEEL., T 7 =HIL P R—hK 774 LD Y E—  5d
TERELET,

51 -

<fileRemotePath userName="" remotePort="22" remotePath="" protocol="sftp" name="ToSupport"
host="192.168.200.2"
dn="uni/fabric/path-ToSupport" descr="">

<fileRsARemoteHostToEpg tDn="uni/tn-mgmt/mgmtp-default/oob-default"/>

</fileRemotePath>

RESTAPI ZfH L CTHKR DX D72 XML # POSTEIE L, AT~ RDOTFT 7 =h)V Y KR—F 77 A V%
ERRLET,

1 :

<dbgexpTechSupOnD upgradelLogs="no" startTime="unspecified" name="Tech Support 9-20-16"
exportToController="no" endTime="unspecified" dn="uni/fabric/tsod-Tech Support 9-20-16" descr=""
compression="gzip" category="forwarding" adminSt="untriggered">

<dbgexpRsExportDest tDn="uni/fabric/path-ToSupport"/>
<dbgexpRsTsSrc tDn="topology/pod-1/node-102/sys"/>
<dbgexpRsTsSrc tDn="topology/pod-1/node-103/sys"/>
<dbgexpRsTsSrc tDn="topology/pod-1/node-101/sys"/>
<dbgexpRsData tDn="uni/fabric/tscont"/>
</dbgexpTechSupOnD>
<fabricFuncP>
<fabricCtrlrPGrp name="default">
<fabricRsApplTechSupOnDemand tnDbgexpTechSupOnDName=" Tech Support 9-20-16"/>
</fabricCtrlrPGrp>
</fabricFuncPkP>
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1 % c

AAYF AR MN)DBRE

AA v TFODETNEITNEEEMSo>TWNDE, TACYHR—RT7 77V 7D NI TV
S a—T 4 T EITODIENL L ET, ZDE® 73 Tk, Cisco APIC GUI, CLI, BL W
RESTAPI ZHH L CTAAL v FDOETINE VY TNANEFSE ROT 5 HIECHONTHHALET,

cGUIZHERLTAAL vF Ao _o M) 2R TS (209 <—)

*NX-OSCLI ZfifH L7 AA v F A4 X2 h U O (209 ~—)

«RESTAPI 2 L7=AA v F A X b U O®E (212 <—)

GUIZERALTRAYF ARV M) ZRET D

ZDOE® 723 TlE, CiscoAPICGUIZHEHA L CTAAL v FDET L LY TIAERSERETSH
FFEIZOWTCEH L £,

1R BHHEIIZ
Cisco APICGUI T 7 B ATEAVENH D 9,

ATFY TN A=a— R—=T[Z7TYvY (Fabric) | >[4 R+ (Inventory) | 23R L £,
ATvFT2 Fesr—var XA TRy K (Pod) | 742270 v7 LET,

FEF =gy XL UICAAL v TF TA AU PNERENET,
ATV T3 FEHF = ar LU TAA v F T Aarwrs )y LET,

BT 4 RUDEEICH T DY A SinFoRENET,

ATv T4 [Generall]| ¥ 7 %7V v LET,
VEEARA VAL v TFIERPFRINET,

NX-OSCLI #{EFRALE=RA YF AR M) DEFE

ZDEBI T arTiE, NX-OSCLIZMA L TAL v FDET AL VY TIVEFEEROTDHHE
WZOWTHBA L7,
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WKDEICAAL v F AR v BRSO ET,
Bl -

switch# show hardware

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Documents: http://www.cisco.com/en/US/products/ps9372/tsd products support series home.html
Copyright (c) 2002-2014, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

Software
BIOS: version 07.56
kickstart: version 12.1(1lh) [build 12.1(1h)]
system: version 12.1(1lh) [build 12.1(1lh)]
PE: version 2.1 (1lh)
BIOS compile time: 06/08/2016

kickstart image file is: /bootflash/aci-n9000-dk9.12.1.1h.bin
kickstart compile time: 10/01/2016 20:10:40 [10/01/2016 20:10:40]

system image file is: /bootflash/auto-s
system compile time: 10/01/2016 20:10:40 [10/01/2016 20:10:40]
Hardware

cisco N9K-C93180YC-EX ("supervisor")
Intel (R) Xeon(R) CPU @ 1.80GHz with 16400384 kB of memory.
Processor Board ID FDO20101H1W

Device name: ifav4l-leaf204
bootflash: 62522368 kB

Kernel uptime is 02 day(s), 21 hour(s), 42 minute(s), 31 second(s)

Last reset at 241000 usecs after Sun Oct 02 01:27:25 2016
Reason: reset-by-installer
System version: 12.1(1le)
Service: Upgrade

plugin
Core Plugin, Ethernet Plugin

Switch is booted up

Switch type is : Nexus C93180YC-EX Chassis
Model number is N9K-C93180YC-EX

H/W version is 0.2010

Part Number is 73-15298-01

Part Revision is 1

Manufacture Date is Year 20 Week 10

Serial number is FDO20101H1W

CLEI code is 73-15298-01

Chassis has one slot
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Modulel ok
Module type is : 48x10/25G
1 submodules are present
Model number is N9K-C93180YC-EX
H/W version is 0.2110
Part Number is 73-17776-02
Part Revision is 11
Manufacture Date is Year 20 Week 10
Serial number is FDO20101H1W
CLEI code is 73-17776-02

GEM ok
Module type is : 6x40/100G Switch
1 submodules are present
Model number is N9K-C93180YC-EX
H/W version is 0.2110
Part Number is 73-17776-02
Part Revision is 11
Manufacture Date is Year 20 Week 10
Serial number is FDO20101H1W
CLEI code is 73-17776-02

Chassis has 2 PowerSupply Slots

PS1 shut
Power supply type is : 54.000000W 220v AC
Model number is NXA-PAC-650W-PE
H/W version is 0.0
Part Number is 341-0729-01
Part Revision is A0
Manufacture Date is Year 19 Week 50
Serial number is LIT19500ZEK
CLEI code is 341-0729-01

PS2 ok
Power supply type is : 54.000000W 220v AC
Model number is NXA-PAC-650W-PE
H/W version is 0.0
Part Number is 341-0729-01
Part Revision is A0
Manufacture Date is Year 19 Week 50
Serial number is LIT19500ZEA
CLEI code is 341-0729-01

Chassis has 4 Fans

FT1 ok

Fanl (sys_fanl) (fan_model :NXA-FAN-30CFM-F) is inserted but info
is not available

FT2 ok

Fan2 (sys_fan2) (fan_model :NXA-FAN-30CFM-F) is inserted but info
is not available

FT3 ok
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Fan3 (sys_fan3) (fan_model :NXA-FAN-30CFM-F) is inserted but info
is not available

FT4 ok

Fan4 (sys_fan4) (fan_model :NXA-FAN-30CFM-F) is inserted but info
is not available

RESTAPI ZERALAAM Y F A1 R N)DEE

Dt ar T, RESTAPIZEH L TAAL v FDETINE T TIIESE RO D5
IZHOWTCERB L £9

WDEHZAAL v F A2 X N ERDITET,
1

GET
https://192.0.20.123/api/node/mo/topology/pod-1.Jjson?query-target=children&target-subtree-class=fabricNode

RDOIGENIRSNET -

response:
{

"totalCount":"8",

"imdata":

[{

"fabricNode": {
"attributes":{

"adst":"on",
"childAction":"",
"delayedHeartbeat":"no",
"dn":"topology/pod-1/node-103",
"fabricSt":"active",
"id":"103",
"lcOwn":"local",
"modTs":"2016-10-08T14:49:35.665+00:00",
"model" :"N9K-C9396PX",
"monPolDn":"uni/fabric/monfab-default",

"name":"leaf3",
"nameAlias":"",

"role":"leaf",
"serial":"TEP-1-103",
"status":"","uid":"0",
"vendor":"Cisco Systems, Inc",
"version":""}

oA
"fabricNode": {
"attributes":{
"adst":"on",
"childAction":"",
"delayedHeartbeat":"no",
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"dn":"topology/pod-1/node-105",
"fabricSt":"active",

"id":"105",

"lcOwn":"local",
"modTs":"2016-10-08T14:47:52.011+00:00",
"model":"N9K-C9508",

"monPolDn":"uni/fabric/monfab-default",
"name":"spine2",

"nameAlias":"",
"role":"spine",
"serial":"TEP-1-105", "status":"",
"uid":"0",
"vendor":"Cisco Systems, Inc",
"version":""

[TRUNCATED]
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Cisco APIC SSD ) 3T i

ZOFNEEFEHL T, CiscoAPICD Y Vv K A5 —k KT 147 (SSD) =XKL ET,

)

GE)  ZoOFEE, 7T AXITEFRSSD 22 7= APIC 23V th 1250, BRICHA LT
LHGENCDBRIATTHRERNH Y £, 7 7 AFZNOTXTO APIC 2 ka2 —F |ZFEFENHE
1L 72 SSD 23 & B 35-E 1%, Cisco Technical Assistance Center (TAC) T/ —AR &4 —7 L TKL
2SN,

*Cisco APIC DYV v K A7 —F RT7A47 (SSD) DOAHE (215 ~=—)

CiscoAPICDYV ')y K XT—hk K547 (SSD) (DA

188 BRI
* CiscoIMC U U —2Z2.009c) LV HIDHEIE, YU v K 27—k KT A 7 (SSD) % 23 #i
T HHNCCiscoIMC Y 7 b7 =T %7 v 77 L— KT H0ENRH Y 9, 55D CiscoIMC
JYV—=Z2D VY —2 /)= E2BRLT, BIEOV U —ZANEHRDO U U —2~DHf5E SN
LT T L= R RRAEHERLTLIEEW, 20U 7285 [CiscoHost Upgrade Utility
(HUU) User Guide] OBIAED/NN—2 a2 Y OFERICHES T, 7y 77— REFEITLE
7

¢ CiscoIMCBIOS T, N7 AT v R7 Ty b7+ —LFEV2—/L (TPM) OIREED [H7))
WCRESNTWDZ LR LET, KVM 22> Y — L& LT BIOS i EILT 7 & A
T5&E, [BE (Advanced) 1>[FS ATy FaYEa—T 4 2% (Trusted Computing) ]
>[TPM RF—k (TPM State) | CTPM OIRAEZR £nB L O C& £4,

Y

GE)  TPM A7 — bW TSN A, APIC ITEENZRI L £9,

s AR YT vy Xy — K P A S APIC .isof A—VETELET,
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https://www.cisco.com/c/en/us/support/servers-unified-computing/ucs-c-series-integrated-management-controller/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/servers-unified-computing/ucs-c-series-rack-servers/products-user-guide-list.html
https://software.cisco.com/download/home/285968390/type
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ATy T

ATy T2
ATvT3

ATy T4

ATy T5

\}

GE)  APIC.isoA A—T DV U —AR—=U g 0L, 7T AZNOMD
APIC 2y ha—F LRI A= U THAMERH D 9,

7 7 A X NDOBID APIC 725, SSD Z4AH#id % APIC #FE1E L £7,

a) A==—/3—"T, System> Controllers Z & L £,

b) Navigation 7 ¢ > K7 G, Controllers>apic_controller_name> Cluster asSeen by Node % B L &7,
apic_controller_name (Z1%. BEIE S TWRWAPIC 2> b —F 28 ELE7,

c) MkwiT HENC, Work 7 1 > R T, 7 7 A% ® Health State (Active Controllers ~ U 7 — 7 /L|Z7R
ENTWDHHD) 2 Fully Fit IZ72 > TWA Z L 2R L £7,

d) [FU[¥E%E (Work) ] <A T, BElLTHar be—J%&RL, [FU22 3> (Actions) ]>[ElL

(Decommission) | #27 U > 27 LET,

e) Yesk 2 U w7 LET,
fi# it S 7= 22> b v — 7 (X [Operational State] 51/(Z [Unregistered] & Fr S Ed, = br—7 | 3BH)
RGN0 . [HEE (Work) 1 7« v RUIZIEERENR R0 £97,

HUSSD BB IUZZENEWERANCELY AL, HT LW SSD # B L £,
CiscoIMC T, F L HY {1572 SSD #f#H L T RAID R Y = — L Z1ER L E T,

CiscoIMC {22\ TiE, [CiscoUCSC v U — Xt = b —F GUIME T A Rl 2ZRL T 2s
W [RML—=UTETZOEH]] OED UREHOWME T A 716D N T A 7 O] OFIRIC
> T, RAID O AR R 7 A 7 ZAFpkds TOWIHL L £7,

CiscoIMC T, RABAT A TEZFEHLTAPICA A—V A L A M=V LET, ZOFINETIE, SSD 3/ —
Fa4varnEEn, APIC Y 7 hU =72 HDDIZA v A h—LENE T,

G¥) Cisco APIC U U — R 4x LABEDHH A > A b — 220 TlE, [CiscoAPIC DA A K —/L|
Ty T T =R, BXOF T 7L —F A R 28R LTLIEEN,

a) Cisco IMC vMedia #§AE& i L C. APIC .iso A/ A—V &2~ FLET,

by = bhr—J%EEBLERLBHERALET,

¢) EEIZovAREZMHL T F6 23R, CiscovkKVM ¥y EVS VDVD Vo % A L 7 —h T84 2 &
LT, BIOS NRAU—REANTLHMER DY £F, 774/ hD/SXAT— RiX [password) T,

d) EAIOEBIRC, A 7 ) 7 IRETSNET, BEHEOERICHES> T, APICY 7 MU =7 O
EEMER L ET,

e) AUV AR NAMNETLEDL, REAT 47 v~V MO~y B TR LET,

7 7 AHZHND APIC )b, BEIE S 7z APIC # &#h L £7,

a) 7 ITARZD—ETHLHMD APIC IR L ET, A==2— =T, [YATL(System)] >[a> +A—
S (Controllers)] ##R L £,

b) Navigation 7 .1 > K7, Controllers>apic_controller_name> Cluster asSeen by Node % BEI L £,
apic_controller_name (21, 7 7 AXO—{ToHHT /T 4 7/par ba—J—%FELET,

¢) [ME%¥ (Work) ] 74> RU T, k&8 (Unregistered) & #RfEIKEE (Operational State) FIICFKR &
NTCWaEILLsnTWbar he—J%27 Yy 7 LET,
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d) Work 7 ¢ > Ro T, Actions >Commission %7 U v 7 LE7,

e) Confirmation ¥4 70/ ARy 27 ATYesh 7 U7 LET,

B ba—J103, EFRERENTEEEE & RS, BRRENERTIREE £ RS nET,
T, ar b =08 EE (Work) | A SR RINET,

[y
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FPERNHOHNITS—

s PHEINAHNIZT— (219 =)

FEHINDIENTS—

Cisco Nexus />— F7 =7 -EX, -FX1-3, BLONI3xxC i£. WA v X —T = A Hh 7 H
WCH =T —Z2FoR L. ACI BREETEE (F119936) Z 34 SE DA REMEN &V £9, show
interface DHIT=T— BV EREEINTWRWEDY . 2T P8 En2@8ETT,

%72, showplatforminternal counters A" — M =7 =23 4I14 2 Z LICEE L T EE W,
7272 L. showinterface CRILAR—r2F =y 745 L HAH=T —FRIWML £ A,
ZotrsvarTiE, TRESNOIENZ T —oflzR L £,

module-14# show platform internal counters port 51
Stats for port 51
(note: forward drops includes sup redirected packets too)

IF LPort Input Output
Packets Bytes Packets Bytes
eth-1/51 51 Total 669974 110547179 692398 194500094
Unicast 112138 30292113 439809 161274739
Multicast 0 0 251315 33075023
Flood 261736 32880023 1274 150332
Total Drops 296100 261736
Buffer 0 0
Error 0 261736
< o>

leaf-101# show interface ethernet 1/51
Ethernetl/51 is up
admin state is up, Dedicated Interface
Hardware: 1000/10000/100000/40000 Ethernet, address: 0000.0000.0000 (bia a023.9f56.48f3)

MTU 9366 bytes, BW 40000000 Kbit, DLY 1 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, medium is broadcast

Port mode is routed

full-duplex, 40 Gb/s, media type is 40G

FEC (forward-error-correction) : disable-fec

Beacon is turned off

Auto-Negotiation is turned on

Input flow-control is off, output flow-control is off
Auto-mdix is turned off
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Rate mode is dedicated
Switchport monitor is off
EtherType is 0x8100
EEE (efficient-ethernet) : n/a
Last link flapped 1dl4h
Last clearing of "show interface" counters never
1 interface resets
30 seconds input rate 4912 bits/sec, 3 packets/sec
30 seconds output rate 1944 bits/sec, 2 packets/sec
Load-Interval #2: 5 minute (300 seconds)
input rate 3360 bps, 2 pps; output rate 10504 bps, 4 pps
L3 in Switched:
ucast: 0 pkts, 0 bytes - mcast: 0 pkts, 0 bytes
L3 out Switched:
ucast: 0 pkts, 0 bytes - mcast: 0 pkts, 0 bytes
RX
352942 unicast packets 317417 multicast packets 0 broadcast packets
670359 input packets 110608007 bytes
8643 jumbo packets 0 storm suppression bytes
0 runts 0 giants 0 CRC O no buffer

0 input error O short frame 0 overrun 0 underrun 0 ignored
0 watchdog 0 bad etype drop 0 bad proto drop 0 if down drop
0 input with dribble 0 input discard
0 Rx pause

TX

417109 unicast packets 275682 multicast packets 0 broadcast packets
692791 output packets 194559643 bytes

7173 jumbo packets

0 output error O collision 0 deferred 0 late collision

0 lost carrier 0 no carrier 0 babble 0 output discard

0 Tx pause
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CRCITS—HhOUA—DFERR

cCRCEBIVA NS T CRCET— WU H—DFR (221 =)
cGUI I L7- CRC =T —DFKR (221 =—)
«CLI Z{ifH L7 CRC =T —DF /R (222 X—)

CRCELURFMUTCRCIS— AU —DERTE

Cisco APIC V U — 2 42(3) LIft, CRC=7—[X, CRCZTF7—L ARV T CRCZT—D2OD
BT IAVIHTENTWET, CRCoI—|Iu—h L TrRay PENTWE 7L —LTHY .,
ARFUTCRCET—FH Y A= AL v FIZLBHBHET7 L —ATT, ZORXBNZEY, CRC
T —DEBEZ T HERODA B —T oA ZAEHRIL, 777V v 7 NOYEBEORMED k
TINY a—T 4 U TEATI ZEDBRGHITRY ET,

ZDOE® 73 TlE, CRCBLEURA M7 CRC =T —%FKRT D HEEZRLET,

GUI ZfERA L= CRC T 5 — D&«

FIEDHE

IOk va T, GUIEZEALTCCRCEZIT—BLIOPA M T CRCET— T H—%
FTRT D HEERLET,

A=a—N—=T[Z7TYvy (Fabric) 1>[4 "> 1) (Inventory) | Z&IRL £7,
[FEX—2 3> (Navigation) | A>T, Ay K227V v 7 LTEBLET,
[4122—T 4R (Interfaces) | 227V v 7 LTERMLETS,

A F=T=ARA%27 )y 7 LT, #RLET,

[E% (Work) | <A T, [T5— A>3 — (Error Counters) 1| ¥ 7% 27 Vv 7 LE
D

ks~ ON=
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F IR D

ATFY TN A=a— R=T[Z7TYv¥s (Fabric) >[4 >R k1 (nventory) ]| ZiER L £,
ATy 72 [FEZF—2 3> (Navigation) | AT, Ay R&27 U v 27 LTEMLET,
ATFY T3 [AB—T 4R (Interfaces) | %27 U v 7 LCTEBRLET,

[FE#—2 3> (Navigation) | XA 2, A X —T 24 ADY A MBERINET,
RTF9Tb B =T A A% v LT, BRLET,

[fE% (Work) 134 12, Y4 Y RO EEICZ 7D ) 2 MRFRENET,

ATv 75 [E¥ (Work) | %A > C, [T5— Hho>A— (Error Counters) | ¥ 7 %27 Vw7 LET,
CRCIZ5— (FCSI5—) BLXUVRFYTCRCIS— (v ) 2Ete, =7—H732VDY R RN
FREINET,

CLI Z{#AHL7-CRC TS5 —NDRXRT

DB aryTIE, CLIZMHLTCRCZI—BEIRA M FCRCZT— IV X —5FK
RTDHFEERLET,

CRC=T7—B LA M7 CRC =T —%FKRT DT
B -

Switch# show interface ethernet 1/1
Ethernetl/1 is up
admin state is up, Dedicated Interface
Belongs to po4
Hardware: 100/1000/10000/25000/auto Ethernet, address: 00a6.cab6.bda5 (bia 00a6.cab6.bdab)
MTU 9000 bytes, BW 10000000 Kbit, DLY 1 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, medium is broadcast
Port mode is trunk
full-duplex, 10 Gb/s, media type is 10G
FEC (forward-error-correction) : disable-fec
~“[[B Beacon is turned off
Auto-Negotiation is turned on
Input flow-control is off, output flow-control is off
Auto-mdix is turned off
Rate mode is dedicated
Switchport monitor is off
EtherType is 0x8100
EEE (efficient-ethernet) : n/a
Last link flapped 3d02h
Last clearing of "show interface" counters never
1 interface resets
30 seconds input rate 0 bits/sec, 0 packets/sec
30 seconds output rate 4992 bits/sec, 8 packets/sec
Load-Interval #2: 5 minute (300 seconds)
input rate 0 bps, 0 pps; output rate 4536 bps, 8 pps
RX
0 unicast packets 200563 multicast packets 0 broadcast packets
200563 input packets 27949761 bytes
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jumbo packets

input error

O O O O o o o

Rx pause
TX

0 unicast packets
2156812 output packets

0 jumbo packets
output error
lost carrier

o O O o

Tx pause

runts 0 giants

0 collision
0 no carrier
output buffer drops

cRez5—novs—ngx |

0 storm suppression bytes

0 CRC 0 Stomped CRC 0 no buffer
0 short frame
watchdog 0 bad etype drop
input with dribble
input buffer drop

0 underrun 0 ignored

0 bad proto drop 0 if down drop
0 input discard
0 input total drop

2156812 multicast packets 0 broadcast packets
151413837 bytes

0 late collision
0 output discard
0 output total drops
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acidiag =~ > N 193
ACLFABIMNEGR e/ 34
ACL#Fr x>/ 29-31
ACLEfR X7 32-33

c

core 7 7 A/ 203

D

Dominican Republic (DOM; R I =7 3LF0[H)

S

SNMP 52, 54-56
W 52
KT w S V—ADEE 56
T OO E 55
RY—DFRE 54
SPAN 57,59, 64
HA RTA L BIXOHKIEE 59
WEEE 57
RE 64
SPAN 7 ¢ /L' % Rest API 67
syslog 97-98, 100
5E5 98
e 97
EfEIE 100

T

traceroute 102, 105
HA RTA U BIOHKFE 105
BEZ 102
BRIE 105

43-46

&

ThIvy v Z 39-42,110,120
HA RTA v BLOHIKEE 39
W 110,120
BXE 40

LY

A haZ avr R 121,123-128, 130-143

A
T RARA o M 157

E

HFraax s 33,35

AR BESR e ¥ 7 32-33
HIEBKES 7 34

IR ko7 aX s 32-33

[+

]EFFA e X 7 29-31
BHIFF e 7 34

L

Cisco APIC 144

_a—

AN T 4 )vF CLL 617

jca

BEDRE 144
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*{E 206
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