ERSPAN )% E

ZOEX, hTEMEY E— b AL vF R AR—K TFZ A4 (ERSPAN) % Cisco NX-OS 7
NAADIP Xy NT—J TIT—V T INENT T 47 25T 5L IICERET HHIE
WZOWTHBLET,

« ERSPAN |22\ T (1 =—2)

« ERSPAN DOifesf 3 ~—)

« ERSPAN O EFE FIHEB L OHIREE 3 ~X—)

« T 7 A/ RERE (8X—)

* ERSPAN O E (9 ~—2)

* ERSPAN % E DR (24 ~—7)

« ERSPAN DOexERF] (25 ~—27)

ERSPAN (2D T

ERSPAN =15

ERSPAN /X, IPv4 F721XIPv6 X hU =7 T 73—V 73N T 7 40 v 7 BHRiEL T,
Fv NU—INTHEEOAL vFOVE—RE=X VT EE/LET, NTT7 0071, &%
B —&Th7efbdi, *y NI —JRZEEINET, Ty MIskLr—%Th
BIALIRBR S I, 5SS A — T A RTEESNET, b O 1 ODFHEX. Ny N AT
LT (SPAN 2t —) 7 L—AZT 7 & AF57-DIZ, ERSPAN 1 7B /L Lg% B3
HMENDDLT T I7AVAKRE L T 5 HETT,

JT

NG T4 I BE=HTEXDRE=SA A E—T = AD T & % ERSPANE(Z T L MENE T,
BETLTTIE BRI T 70 v 728 BEL, SBHICAN, HO, $HREEFRO T 7 4 >
Jhat—F5nE I 0EEELET, ERSPAN EETCIZIIRO L DOREEFNE T,

A —YFy FHE— b EELFTA o F—T = ATER)
e AR— K~ F¥

e hu—)L FL—2 CPU~DHIEHNA o H—T = A A,

ERSPAN D& E .



B ersean o5

ERSPAN 0% |

\}

GE)  SPANEETLL LTARA—N— AP LR R A Z—T = A A
BIEETDH L FAL AT A— = A PFCPUIC L W EE S
TRCONry hee=X LET,

\)

GE) A== RAPF AN KA H—T A A% SPANEET L
LCHERTIHE, A== A T —=Fo=T7 (1)) I
THERENTZTRTONRTYy FRE=FINET,

Rx L ASIC DB DRI DOTT (FT77 4 73 AR
ERLTA—/ = D5 S, ASIC/SPAN TEZIFSH
i‘j‘) o

s

* VLAN

* VLAN 7% ERSPAN #1576 & L THRES N TV A HAIE, VLAN N THR—F&EhT
WDHTRTDA »H—7 A A7) ERSPAN 56272 0 77,

*« VLAN X, CiscoNexus9300-EX/-FX/-FX2/-FX3/-GX >V —X 7T "7 —L A A v
FRB LN -EX/-FX 71 > B1— F%&{i 272 Cisco Nexus 9500 > U — R 7'F v N7 —
I AA v FERBE, ASIHBTORERSPAN EETCICTH 2 LN TE £97,

\)

GE) 1 O®DERSPAN & v g 102, Eikokd

I

TEMAGDOETHEATEET,

ol

ERSPAN O 3%E 5%

55— M ERSPAN A e b a bt =8N/ b T 7 4 v 7 2ZE L £, s — M.
JE—hE=ZU2Z (RMON) 70 —T7REDTNA A, HENIa—SnN- 7y b
1 OFITEEDOEE LR — MDD ZELZY, T2 2N TEXDEXF2T 4 TN A
WCH SN To AR — FCF, AR MEA R TV ) - A Z U RAFE LA 3T 8 b
WIS L EHR A,

Cisco Nexus 9200, 9300-EX. 9300-FX, ¥ XTN9300-FX2 7Z »v b7 —2A AA v F X, GRE
Ny — T T 4w Ta—%FEHALT, A vFHR—FET—RFKOYBA L F¥—T A AF
AR =TTy XA F—T oA ATHEIINIZ ERSPANSE vy v a VAP AR— ML E
T, EETLIPT RLAX, 774/ 8 VRF CRETDHZMENH Y 7, B ERSPAN 565
o arERIUXETIP T RLATRETHLENDH D £7°,

ERSPAN v 2 3 >

Fo X T HRETLEIETET S ERSPAN £ v v a VA ERRTE F4,

. ERSPAN D&% 7E



| ERSPAN D
n—h54Xshr-ersPAN v o3> [

A—ASA XENI-ERSPAN v < 3>

TRCOEETLA L EZ—T oA ADRFELTA v T— R EICH D84, ERSPAN v 3 %
a—hT7 A4 RINFET,

\)

GE)  VLANBZETPDERSPAN by v g vidu—h 74 XE&hEHEA

ERSPAN DY) Y £ T

Cisco NX-OS Release 7.03)17(1) LA T, MTU OH A XIZHSWTHK ERSPAN £y v 3 > D
EEILAT Yy O ETERETEET, UINETICLY, £E=435 7y hOYA4 X%
J 59 Z & ¢, ERSPAN OHIkIE 2 2 AT C X 9, BRE I MTU 14 XXV H K
ZUYERSPAN /X7 MIT T, BRESNTV A XYV ToHvET, ERSPAN T,
ERSPAN ~v % —% A 712G T, IV ETHNT 37 v T 54 — 166 /XA k@ ERSPAN
~yX=nEnEnEd, =& 21E. MTU % 300 /XA MZERET D &, ERSPAN ~ v & — 4
AT OFREII T T, 737 v MiE 354 — 466 /31 k@D ERSPAN ~ v X —H A X CHE X F
7T

ERSPAN Y)Y #5ClE7 7 4V N ClIEZh T4, BV B TEHEMRT 5121, i~ © ERSPANE »
Ta VTCTHICLTEBLLERD Y 17,

ERSPAN D HITE S

ERSPAN DRIESMIT, kD LBV T,

o KT NA A LT, FTPEED ERSPAN REZ TR — hTEH5HR— FERETIHVLENHD
9, FEMIC oW T, [Cisco Nexus 9000 3 U —ANX-0S A v Z—7 = A ZAHKETA
Fl 22 LT 7Z&E0,

ERSPAN DFEEEH L UVHINEIE
Y

GE) AT —OFRIZHOVTIE, U U —RFEED [Cisco Nexus 9000 Series NX-OS Verified Scalability
Guide] ZZM L TS 7Z3W,

ERSPAN iR EFRF DL EHIE & FIRFHEITKD LB T,

*ERSPAN T vz RxBLUTx, Rx, /1T Tx) T EIZHRK 48 DXFETLA v ¥ —
T A AN R—FENET,

ERSPAN D& E .



ERSPAN 03 |
B crsean oixEFES S UHIKEE

« ERSPAN%64CIE, 77 v b 7 4 —AIZHESWTMITUD Y ¥ R 7 L— A& B2 B HIET
WU L F£94, RO CiscoNexus9300 7T v h 74— A AA v TFBLIRYR—KFA4 2 H—
R % 2. 7= Cisco Nexus 9500 77~ K 7 4+ — A5 AA v FOH4 . ERSPAN 5656 1LY v > R
TJl—AL%x Ry LET,

* Cisco Nexus 9332PQ

* Cisco Nexus 9372PX

* Cisco Nexus 9372PX-E

* Cisco Nexus 9372TX

* Cisco Nexus 9372TX-E

* Cisco Nexus 93120TX

« RDF A > 71— R %fifi 2 7= Cisco Nexus 9500 77 v b 74— L AA v F
* Cisco Nexus 9564PX
* Cisco Nexus 9464TX
* Cisco Nexus 9464TX2
* Cisco Nexus 9564TX
* Cisco Nexus 9464PX
* Cisco Nexus 9536PQ
* Cisco Nexus 9636PQ
* Cisco Nexus 9432PQ

KD CiscoNexus 9200 7T v N 74— AA v TFBIRYR—F TS I—FREHAT-
Cisco Nexus 9500 7'F v b 7 —25h AA v F DA . ERSPAN TR — k MTU T4 v b
ZEYIVET, TXHI=T—%2%ITLET,

* Cisco Nexus 92160YC-X

* Cisco Nexus 92304QC

* Cisco Nexus 9272Q

* Cisco Nexus 9232C

* Cisco Nexus 9236C

* Cisco Nexus 92300YC

* Cisco Nexus 93108TC-EX

* Cisco Nexus 93180LC-EX

* Cisco Nexus 93180YC-EX

« WD F A > 71— R %Aj§ 7= Cisco Nexus 9500 77 v b 74— AA v F
» Cisco Nexus 9736C-EX

. ERSPAN D&% 7E



| ERSPAN mE%E
ERsPAN i EEES L UnEE |

* Cisco Nexus 97160YC-EX
* Cisco Nexus 9732C-EX
* Cisco Nexus 9732C-EXM

« XA 73~y H%H D ERSPAN [, CiscoNX-OS U U—2933) TiEHAR— It
/Vo

« ERSPAN & v 3 g VOflRIZ DWW TIL,  [Cisco Nexus 9000 'V — X NX-OSH#EE A 7 —
vUT 4 AR 2B LT ZEN,

« TA A= RITEDERSPAN £y v a O, RMUA 2 =7 =A A0t v =
YOBRGEEFILE LTRES N TV DHEIT, 21X LES,

FUEEILA vV H—T =2 A AT220D SPAN £72/ZERSPAN v a % 1 DD 7 4 )b
AT TRETDHIEITTEEHA, R UEEILAEED SPAN £ 721X ERSPAN & » ¥ =
VTCHEHINTWAEEIT, X Ty a NIRRT AN ZERET DN, By
AT ANEERELRNTI I,

*FCS =T =053y ME, ERSPAN Y v a > TCIT7—V 7 IiERHA,
* TCAM A —E > 7%, IRDT A > J3— K SPAN/ERSPAN (234 EH ) £H A,
* Cisco Nexus 9636C-R
* Cisco Nexus 9636Q-R
* Cisco Nexus 9636C-RX
* Cisco Nexus 96136YC-R
* Cisco Nexus 9624D-R2

\}

() SPAN/ERSPAN % #7R— T 5D TXTDH AL v FiL, TCAM
=V T EFEHTLINERHY 7,

s T ANE T I EA TN —TORMEHERIZIT A — RSN TV EHA,

*ERSPANE > a D7 7 &A Z)—7"7 4 )L XX, vlan-accessmap & L CiXET 5 M H
WY ET,

e A== P Lo ThEfENTZa ba—L FL—r 2%y ME, ERSPAN 7 7%
JMEEZIZERSPAN 7 78R av bra—yL URA K (ACL) IZXD7 4V ZAUHETH T
LITTEEEA,

« ERSPAN %, BHIAR— b TV AR—FENFEHA,
*ERSPAN X, VA ¥3R—=FFX¥ RNV T A L X —T A AD5%EETR—FLERA,

ERSPAN D& E .



ERSPAN 0t |
B crsean oixEFES S UHIKEE

e EETLLE LTDOVLANIZ, RVU—X 542 I— FEBILUN3K-C36180YC-R,
N3KC36480LD-R2, # JTNN3K-C3636C-R 7~ k7 4+ —.L A A v F D ERSPAN #iE T
I AR— S FEHA,

« VLAN X, ERSPANEE T LT 74V Z L L THEASNDEE., BTH2ZLN0TEXHD
X120y g 2T,

e VLANERSPAN NE=ZFTBD|T. VLANDOLAV2HR—FEHAVTA NS T 4777
aj’ /G‘—g—o

« vPC T ERSPAN % 1 % —7 /L2 L. ERSPAN /34 v R3S vPC 241 L CSE5EIC NV —T ¢ >
T ENRITNIT R LWL, vVPCET U o7 @i d 537y MIxy 7 F v T&F
A,

« ERSPAN |Z. VXLAN A — " —L A TIEHFR— FENFEHA,

e w/LF X A k3w ROERSPAN 2 B —(F, EXHXANERSNET, LB -T,
TTL. VLANID, HAOAR U v —IZ XA F~—F 772 FIZERSPAN 2 B — (2% ¥ 7 F ¥ &
nNEHEA,

cBERSPAN # A Il By arDZALAZ L TORET, CLI TIETRETXFHA, 100
vafc, PTP 2 LCHEEI SN E T,

« ERSPAN |7 7 4 /v FEB X OF 7 4/ b LIS O VRF TEMEL £33, ERSPAN v — 1 —
2Ry MEZT 7 4V b VRE TOREMEL £,

cRURETIT. BHEOEY a3 O—8ICTHIERNTEET,
WOEEFE L HIKFEEA (Tx) ERSPAN I[C@EH S,

cARHZ=X Y A NTT T T 4 T INT2ry NONA—T ¢ 71D 7 10— [T ERSPAN
Ty vaZEMNETR, ZUTT e —RRE ISR — M EE=H L7 X 9 ERSPAN
Ty alPERESNTNWDLEETH THIRERTT, ZOHIRIX, v hT—27 7 ¢
JU—F 4 =Y (NFE) & NFE2 %fii EOR A1 > F B LUERSPAN £ v ¥ 3 T
Tx A— FOREBEILEF OO DOIZEH SN ET,

s ROEFEFIE L HFOFEN (Rx) ERSPAN (ZHEA SN ET,
« VLAN F¥ETTIE Rx HBIDOHNYR—hENET,

e ar T 4F Y U IREBE (VLAN £721XACL 7 4V #) 1%, RxEETTOH
PR—bFENET,

*« VLAN /X, ERSPAN iXEt & LTANFRITOAYR— M EvET,

e I A4F VT ¢+ 7u—#I# (PFC) ERSPANIZIZ. ROSIFIEIE L #HIEHE R H Y 4,
« T4 NHF LIFHEFETETEREA,

o YpE & 7213 port-channel > % —7 = A AD Rx F A TOHYHR— F I TNET,
VLAN A % —7 x4 ZAD Rx FAl, £720E Tx FHTIEHR— SR THERA,

. ERSPAN D&% 7E



| ERsPAN @

e

ax ;&

ERsPAN i EEES L UnEE |

« IROVEE SIS X ORI FIED FEX A— MIEH S E7,

« M5B ERSPAN ¥ v o g VT SN EETLNFE L FEX L0 LD TH LA
IN— R T UV —RL2 50 ERSPAN & v 3 ZHIFE S L E T,

e FEXAR— M. ERSPAN & LTI R_RTCHO T 7 4 v 7 I LTATFHRTYHAR— &
., BEHOLA Y 22=% v AN NTT7 4 v 7 I EFROBRRYR— I E
‘a—c

e CiscoNexus 9300 7F v b 7 4 —2 AA v F L, FEX A U Z—T7 = A ATEFEEIN T
V% ERSPAN %654 7R— F L TWEH A, ERSPAN 5G5Ei%. Aif/ Sr/L R— ~Z
VT A MERH D F7,

« VLAN BEXWYACL 7 4 VH X FEX A — FTliIVH AR — b ENFEHA, 7 o0& L13HE
FCoxEHA,

« ERSPAN %GG1213, ROEEFHEEFFENEH I NET,

« Cisco Nexus 9200, 9300-EX, 9300-FX, :JEU9300-FX2 77 v h 7 4 —L AA v F
X, GRE~v ¥ — v 77 4 v 7 7ua—%H LT, AAf vFKR—FE— RO A
VHE—=T oA ZAEIIR— b F ¥ RAA B —T = A ATERiE S 7= ERSPAN %65%
tyrvariEyR—rLET,

« ERSPAN %64E1%. Cisco Nexus 9200, 9300, 9300-EX. 9300-FX. I k11 9300-FX2 7
Ty R 7+ —5b AA vF DO MPLS ° VXLAN 2 EDOMD o uife L g T £
A,

« ERSPAN 585t v v g »id, 74/ @D VRF DL 5 HR—F LET,

« Cisco Nexus 9300-EX/FX A v F 1%, Cisco Nexus 3000 33 X O EX/FX Cisco Nexus
9000 A A »»F @ ERSPAN %64¢ & L CTHRE CX E£H A,

* Cisco NX-0OS U U —=% 10.1 (2) LAK%:. ERSPAN (% Cisco Nexus NOK-X9624D-R2 7 A > J1—
RCTHR—bSnET,

* IPv6 £ @ ERSPAN %65C1C1E, IROTEEFHEEFNFELEH I NET,

* Cisco NX-OS U U —Z 10.2(1)F LLF%, TIPv6 F§RERE I @ ERSPAN (X Cisco Nexus
9300-GX2, 9300-GX, 9300-FX2, 9300-EX, 9300-FX3, 9300-FX3S, 35 J 1X9300-FX3P
7T M7 —2 AA vF, NIK-X9716D-GX, NIK-X9736C-EX, NIK-X9732C-EX

(X86_64 Atom) ., NIK-X9732C-EXM, NIK-X97160YC-EX, I3 L UNNIK-X9736C-FX
FA4 Y BI—FTHFR—FINTNET,

ZOMBEIL, HAR— b Fx b A= HFECMP RAoa— R N5 v
T R—FShFEHEA,

T ORI, N~y X —F A T3, 74V Z ACLDOudf, BXR~—h— 4y Tl
PR—hENFEEA,

Z OREBEIL. TPv6 D ERSPAN EETLE LTOFEX HFA S A F—T = A ATIEH
R—FrEnhFEHA,

ERSPAN D& E .



ERSPAN 0% |
| A

* CiscoNX-0S U U —Z 10.2(3)F LA, IPv6 #REREHI > ERSPAN #35t 5t/# 8 5513 Cisco Nexus
9300-GX2. 9300-GX. 9300-FX2. 9300-EX. 9300-FX3. 9300-FX3S. 3 X1t 9300-FX3P 7
T F 7 —2 AA vF, NIK-X9716D-GX, NIK-X9736C-EX, NIK-X9732C-EX (X86 64
Atom) . N9K-X9732C-EXM. N9K-X97160YC-EX. 35 L TANIK-X9736C-FX T A > 71— K
THHE—FINTOET,

s ROFEFEFEEFIRFEELEHINET,

cVRFF 7 A/ NOHZBZYR— FEHTWET,

e A F T LIZHRETEDLIPV6 T KL AT 1 22T,

o ZORREIT. 10D F U FUERETIX AR — STV ERA,
s —EZ4 SO ERSPANZict v v a v BREHTEET,

«ERSPANID T v g v Z&Ic—&T, #HIEL 1~32 T,

* Cisco NX-OS U U — A 10.3(1)F LAK%, Cisco Nexus 9808 77 v h 74— AA v F T
ERSPAN O H# R — FMEflt S E 7,

« ERSPAN TI/Z RX OAB Y R— hENTWET,
e H AT 3Ny A =TT R—FENTWHETA,
« ERSPAN B de/f&um 1A — F SN TV EHF A,

« Cisco NX-0S U U — Z 10.4(1)F LAF¢. ERSPAN [ZIKD AL v FB LT A+ H— RTH
A—hrENFET,

« Cisco Nexus 9332D-H2R A A v F
* Cisco Nexus 9804 A A T
e A AT Iy =T R—FINTOETA
« ERSPAN #&f50Jc/#&0i 13 R— F ST Et A

« Cisco Nexus X98900CD-A ¥ JL X X9836DM-A T 1 » 51— K & Cisco Nexus 9808 18 LY
9804 A A < F

— Efl;l_._l
T4 FERTE
WD, ERSPAN RT A =X DF 7 3 )V "R TEEZRLET,

R1:TIT+IL D ERSPAN /X5 A —4

INTA—4H TIHILb

ERSPAN & v 3 >

Yy b AT hCERSRET

. ERSPAN D&% 7E



| ERSPAN mE%E
ERSPAN (D% .

ERSPAN )% E
N

G¥) Z DOHEBED CiscoNX-0S 1< N, CiscolOS Do~ REITRARZPENHLOTHEEL
TL7EEW,

ERSPAN = STty i a VDEETE

ERSPANt v+ a VERETE5DITu—H /LT3, A 7T, 7 74/ FTiL., ERSPAN
tyvariFvyy b 25— FTERENET,

\}

() ERSPAN [ZEECICffR/e< . A= RS PFIZLoTEKINDL N Fry hEE=X LEHE
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FIEDOHE

1. configure terminal

2. monitor erspan origin ip-addressip-address global or monitor erspan origin
ipvé6-address ipvé6-address global

3 Nno monitor session {session-number | all}

4 monitor session {session-number | all} type er span-source [shut]

5. description description

6. source {interfacetype[ tx | rx |both] vlan {number | range} [rx]}

7 (EE) A7 v 77T %# VK LT, 73TDERSPAN FEn i E L7,

8 filter vlan {number | range}

9 (EE) AT v 7 9%MVIKL T, TRTCOREBILTVLAND 7 AV Z Y v 7 hFELE
K

10. filter access-group acl-filter

11. destination ip ip-address

12. erspan-id erspan-id

13.  vrf vrf-name

14. ({£E) ipttl ttl-number

15. (&) ip dscp dscp-number

16. noshut

17  exit

18. (fE&) show monitor session {all | session-number | range session-range} [brief]
19. (f£&) show running-config monitor

20. ({£&) show startup-config monitor
21.  (fE&) copy running-config startup-config
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ERSPAN 0% |

F gD FEH
ARV EFEREETIVa Yy B#)

AFw 71 |configureterminal Ja—\ L ar 7 4 X¥alb—ay B— NEBth
11 LET
switch# configure terminal
switch (config) #

R w72 |monitor erspan origin ip-addressip-address global or | ERSPAN @ 2" & — )L 72354E 58 IPv4 F 721X IPv6 7
monitor erspan origin ipvé6-address RLAZZELET,
ipvé-address global
i -
switch(config)# monitor erspan origin ip-address

10.0.0.1 global

switch (config)# monitor erspan origin
ipvé-address 2001::10:0:0:9 global

AT w73 |nomonitor session {session-number | all} {5 L7ZERSPAN v ¥ 2 v OB EEHELET,
- FlinvtyvrararysXalb—rarid, BE
switch(config)# no monitor session 3 ﬁ@t e vay sy A 3’\’; b—va / E'uj][] é

NET,

A5 74 |monitor session {session-number | all} type ERSPAN % A 7 NIEELE v a v &R ELET,
er span-sour ce [shut] FI 4N NTHE, By v a L dWERTY, 47
i - TaryOshut F—U—FE, BRLEEYy v a»
switch (config)# monitor session 3 type &:;d L Tshut A7 — h %EI:EH/]; LiTO
erspan-source
switch (config-erspan-src)#

A7 75 |desription description TyvarOBAERELET, 774/ b T
1 - HHHITERINET A, IICITEK 32 O)ﬂ%;&ﬁL
switch (config-erspan-src)# description %{%Jﬂ T iﬁ”o
erspan_src_session 3

XFw 76 |source{interfacetype[ tx|rx |both] vlan {number | |EHETB IOy hEab —FB3 5374 v 7D

range} [rx]}

&1

switch (config-erspan-src) # source
ethernet 2/1-3, ethernet 3/1 rx

1 -

switch (config-erspan-src)# source
port-channel 2

1 -

switch (config-erspan-src)# source
sup-eth 0 rx

&1

interface

interface

interface

switch (config-erspan-src)# source vlan 3, 6-8 rx
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ARV FFEREETIVa Yy

E:)

1 :

switch (config-erspan-src)# source interface
ethernet 101/1/1-3

H—Fmoty g idid, BHELoFRIZE v
T THRESNEFAIC—HTH0ENHY £
—640

G¥) E{EJC VLAN I%, A1 R TOHRY
A— Sk T, EEFICFEX RA—h
I, T RTCDO T 7 4 v ZITHLTA
1T AR — N &, BEEo LAY
22=F ¥ A NT 74 w273

FEDHPYR—FSHET,

EETLE LTOA— = HE. Rx
FHFETOHRYFR—FENET,

ATv 71 EE) A7y 7 7%#VIRLT, §XCTDH —
ERSPAN £[E e & s & LET,

AFw 78 |filter vian {number | range} BREINTEFBILNLIEBINT S VLAN 2R E L E
Bl - T VLAN LI ORET D2 L b, Rleidh v~
switch(config-erspan-src)# filter vlan 3-5, 7 'C[X@J/Df:iﬁ?)i.‘/ }\ U k L/T‘ if:ﬂi%%‘@%ﬁ

PHE LT, BERETLHZEHTEEYT, VLAN

DOFIPHIZ OV TIL,  [Cisco Nexus 9000 2 ) — X

NX-OS LA Y2 AL v F U ITREHA K] #5H

LTL &N,

G¥) ERSPAN 41570 & L Tk € S 17 FEX
A— FMIVLAN 7 4 VX &P HR—F L
FHA,

ATv79 UEE) ATy 79%#VIRLT, T XCOEGE | —
JLVLAN D7 4 V2 ) o T aRELET,

A5 w710 |filter access-group acl-filter ACL # ERSPAN Ev g7 Vv — kL ¥

- T (EEDOACLBET mEAZMEMN L TACL%E
. . . VERRTX F4, FEAIZOWTIE,  [CiscoNexus 9000

switch (config-erspan-src)# filter access-group . B .

ACL1 VI—ANX-OS X2V T 4 RETA K] 251

1 - LTLEEWN)

Z 5w 711 |destination ip ip-address destination ipv6 ipv6-address
1 ERSPAN & v ¥ = D% IPv4 £ 721X 1Pv6 7 R L

switch (config-erspan-src)# destination ip
10.1.1.1

switch (config-erspan-src)# destination ipvé6
2001::10:0:0:9

AEFELET,

G¥) ERSPAN #£fEitE vy a2 &I21 o
DFASE IPv4 £7213 IPv6 7 R L 2D &
N HR—FENET,
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RTw F12 |erspan-id erspan-id ERSPAN %570t v 3 2 > ERSPAN ID Z#% /& L
Bl - %9, ERSPAN O#iHiE 1 ~ 1023 T,
switch (config-erspan-src)# erspan-id 5

2T w713 |vrfvrf-name ERSPAN EXEt vy v a VN N T 7 4 v 7 ORx
Bl - AT DIV —T 4 T BT T —F

N N N U
switch (config-erspan-src)# vrf default 7 (\:ﬂRF) /]) /_H_.X&H_’/X%HX/:ELij—O VE;FZ'M:‘
32 LFEUNOBEEFO X R 7 (RCFE /N
FEXR) CTHEELET,

ATy 714 | ((EE) ipttl ttl-number ERSPAN 5 7 ¢ v 7 @ IP 1#f5¢ rIRERERE (TTL)
i - EEFRELET, &I 1~ 255 TT,
switch (config-erspan-src)# ip ttl 25

ATw 715 | ((EE) ipdscp dscp-number ERSPAN 7 7 ¢ v 27 D37 v k@ DiffServ =1 —
5 - FaRA >~ (DSCP) fEZskE L £, #HIL0~

' 63 CT7,

switch (config-erspan-src)# ip dscp 42

AT 716 |noshut ERSPAN%fE7mE v v a v & A4 F—7 M LET,
Bl - T74NVETIE, Byvaridvyy b A7—F
switch (config-erspan-src)# no shut TS ET

ATy 17 |exit ToHHREE—REHCET,
i -
switch (config-erspan-src) # exit
switch (config) #

ATv 718 | ({EE) show monitor session {all | session-number |ERSPAN & v g Ve &#F Rk L £,
| range session-range} [brief]
i -
switch (config)# show monitor session 3

ATv 719 | ({EE) show running-config monitor ERSPAN ODFE[Ta L 7 4 Fal—Ta UV EFERL
151 =75
switch(config)# show running-config monitor

ATv T2 | (&) show startup-config monitor ERSPAN DA X — T v ar7 4 Falb— 3
1 - VEFRRLET,
switch (config)# show startup-config monitor

ATw 721 | ({EE) copy running-config startup-config Firar74Xal—rark, AX—F T v/
1 - Ay 74 Xal—vaila—LF7,
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| ERSPAN mE%E

ERSPAN £ v 3D vy ka9 v 727171t

ARV FFEREETIVa Yy

E:)

switch (config) # copy running-config
startup-config

ERSPAN v a3 >Di vy FEOUFERIET7O T4 71k

ERSPANt v v a &Yy MU TBHE, HEEILNLIIILE~D Ty hOa e —&zHrT
XFET, 1By arad iy hET U LTA—RU =T VY =&ML, Bloty g
EEINCTEFET, 74/ FTIE, ERSPAN Y 3 i3y v b 2AF— FCERR S E

jﬂo

ERSPANE v v a b ua A X —T7NWZT DL, RELNDIE~DN Ty hOav—%T 7T 4
TITEET, TTICA F—T NI > TNT, BERWMAZ 7D ERSPAN £ v 3 > &
A RX—=TNCTHIZE, FOEyarvrEnol-Avyy RET U LTHhDL, D TA % —7
T HMERHY FT, ERSPANE v g ZT— 423 vy hETUVBLIRA 2—T L
W29 5I120F, ZJu—2LEiIE=X a7 4 Fal—ary T—FoWnwihhproavw s R

A TEET,
FIEDHE
1. configure terminal
2. monitor session {session-range| all} shut
3. no monitor session {session-range| all} shut
4. monitor session session-number type er span-sour ce
5. shut
6. no shut
7 exit
8. (f£&) show monitor session all
9. (fE&) show running-config monitor
10. (&) show startup-config monitor
1. (f£&) copy running-config startup-config
FIED
ARV EFEREEFT7IVa Y B#
ATFwvT1 configure terminal ZTa—)L a7 4 Xz lb—3ay B— FEELG
15'] : L/iﬁ‘o
switch# configure terminal
switch (config) #
w72 |monitor session {session-range| all} shut EEDERSPAN v a v & vy hE DU LE

&1

switch (config) # monitor session 3 shut

To FTANMPTR Ly va iy y b AT —
N CHER SN E TS,

ERSPAN D& E II



B oerseantos o vy by ERRT YT T

ERSPAN 0% |

ARV FFEREETIVa Yy

S

R w73 |nhomonitor session {session-range| all} shut FEEDERSPANt v 3 V5B (4 3x—7L12)
il - LEd, 774V FTIE, Eyvaridvyyy b
switch(config)# no monitor session 3 shut AT }‘Tﬁzﬁkéﬂi?‘]

FB=H By a UBA R—TVTEERRS X T
YOG, By varEAR—TMIT DHITIE, &
12 monitor sessionshut =~ > R&FEE L TH b,
no monitor session shut =2~ > R &l 2 LEN H
VET,

R w4 |monitor session session-number type erspan-source | ERSPAN 528X A T DEFE=F a7 4 X o L —
Bl - varE'—RERBLET, HFiLnvkyiary o
switch (config)# monitor session 3 type -7 /(\‘3?,1 b—va :/Li‘ %ﬁ@‘k yvay ay
erspan-source TA4FX 2l —a AZBNESNRET,
switch (config-erspan-src) #

RTwv 75 |shut ERSPAN ty v a v &y vy NE U LET, 7
4 - TANVEITIE By vaiivyy b AT — T
switch (config-erspan-src)# shut fER S E T

RTFwv 76 |noshut ERSPANt v & a V& A X —T NI LET, 774
1 - NETIE, By vaidvy v b AT — B THER
switch (config-erspan-src)# no shut é;%LEE?fO

ATy 1 |exit ToHABREE—REZHACET,

1 -
switch (config-erspan-src)# exit
switch (config) #

ATv78 (f£#) show monitor session all ERSPAN v a v DAT—Z A &xF R L £,
1 -
switch(config)# show monitor session all

ATvT9 (f:E) show running-config monitor ERSPAN DFEfTa 7 4 Fal—a v a2FRL
i =7
switch(config)# show running-config monitor

AT 710 | (f£&) show startup-config monitor ERSPAN DA X — 7 w7 ar7 4 Xal—v3
5l - vhRRALET,
switch (config)# show startup-config monitor

ATy 71 | ({EE) copy running-config startup-config Effar 74 ¥al—vark, AA—+ T v
1 - a7 4 Fal—vala—LF7,

switch (config)# copy running-config
startup-config

. ERSPAN D&% 7E



| ERSPAN mE%E

ERSPAN ACL D&% 7E

FIRDOHE

F IR D

FINA A

1R BRI

IZ IPv4 ERSPAN ACL #1ER L C.

erspanAcL 0 ]

=V EBINTCTE £97,

DSCPi$72iZ GRE 7’1 b a L Z AW 5HI201%, HLVEET =% oy g 2EY Y TS
VERHDET, RKA4ODET=F By arNR—FINET,

1. configureterminal
ip access-list acl-name

3. [sequence-number] {permit | deny} protocol source destination [ set-er span-dscp dscp-value] [

set-er span-gre-proto protocol-value]

({fE:&) show monitor session {all | session-number | range session-range} [brief]

4. (fEE) showip access-lists name
5.
6. ({£&) copy running-config startup-config

AU RFERETOVa Y

B8

Z 5w 71 |configureterminal Ta—\ ) ar7 4 Xal—3 gy T— N2
f LETS
switch# configure terminal
switch (config) #

R T 72 |ip accesslist acl-name ERSPANACL Z#{Ef L C, IPACLZ2> 7 4 ¥ =2 L —
) - vay E— REMtLET, acl-name 514% 64 3L

= ==y

switch (config)# ip access-1list erspan-acl quLqur?E[EIJEET?O
switch (config-acl) #

A7y 73 |[sequence-number] {permit | deny} protocol source ERSPAN ACL WIZ/L— /L& AERL L 97, ZH oL —

destination [ set-er span-dscp dscp-value] [
set-er span-gre-proto protocol-value]

1

switch(config-acl)# permit ip 192.168.2.0/24 any

set-erspan-dscp 40 set-erspan-gre-proto 5555

NEVERLCT& 97, sequence-number 542213,
4294967295 DEH AR E L T,

pemit 2= K& deny =<2 RiZld, b7 74w
7 T 5720 DL OFENRHEINTNE
ﬁ—o

set-erspan-dscp4 73 = > 1%, ERSPAN #ME( IP ~ >
#—|Z DSCP % &% & L £3, DSCPEDHIPFHIL 0
~ 63 C9, ERSPANACL (Z7%/E & #17- DSCP i T,

FoX By Va NIRESNTHWAERS EEX SR
£, ERSPANACLIZZ DA T2 a v aE&bhianig
B 0FERIFE=HX By a U TREENLTWVD

DSCP AR E SN E T,

1~
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B erseanacLomE

ERSPAN D% 5%F

ARV RFERETIVa Y

B8

set-erspan-gre-proto 47" = »|X. ERSPAN GRE
Ny X =7 haVEE#RELET, Yu han
TEOHIPAIX 0 ~ 65535 T9°, ERSPAN ACL (ZZ DA
Ta v EEHEDIROWYA . ERSPAN 1 7 L bR
7 PO GRE~y X —D7 ha)Lbt LTT 74+
IV MED 0x88be 23R E S IVE T,

et-erspan-gre-proto % 72 1% set-erspan-dscp 7 7 2 =
VRBREENTWAET 7R v han—p =
FVU (ACE) 1%, 1 OD%%E=F By g &ff
FIL¥9, ERSPANACL Z L2, ZhbDT7 73
YOWT I EE SN TSR 3 2D ACE 23
PAR—PFEINFET, L& XL, ROWTNNERTE
T&EET,

* set-erspan-gre-proto ¥ 7213 set-erspan-dscp 7 7
¥a UIERE SRR 32D ACE ZFF> ACL
DREENTWS, 1 DDERSPAN v g~

* set-erspan-gre-proto ¥ 7213 set-erspan-dscp 7 7
TaryPRESI, 1 o0BEINOe—ANETD
IXERSPAN & v ¥ 2 U W& E & 72220 ACE
ZFEO ACL VR E STV 5, 120 ERSPAN
yar

set-er span-gre-proto % 7213 set-erspan-dscp 7 7
Ta UREREENTZ 1 DD ACE Z#i-D> ACL 8
HESNTWS, 1 DO ERSPAN v g v

ATvT4

(&) show ip access-lists name

1 -

switch(config-acl)# show ip access-lists
erpsan-acl

ERSPAN ACL D% E&F R LET,

ATy TH

({fE:&) show monitor session {all | session-number |
range session-range} [brief]

1

switch (config-acl) # show monitor session 1

ERSPAN tv L 3 VHEAXFR R LET,

ATvT6

(L&) copy running-config startup-config

1

switch (config-acl)# copy running-config
startup-config

FFar 74 ¥al—vark, AFA—LT v a
Y74 F¥al—varilar—LET,

. ERSPAN D&% 7E



| ERSPAN mE%E
uoF ~—z ersPAN 0z ]

UDF ~— X ERSPAN D&% 7E

HNEBETNINEATr b 74—V R (N X EREAa—FK) Oa—VFELET7 4 —L K
(UDF) THA L. — %3537 > F% ERSPAN SESEICEETH L OICTF A R 2R ETE
F9, TOLIHIITEHETDHIET, Xy hI—27 DTy b Ry a2 LT, DBET5Z

EMTEET,

1R BHHIIZ

UDF ~X— & ERSPAN % A F— 7 /VIZT 5 DI+ 7828 ik 2 i3 5 72912, hardware
access-listtcamregion =~ > K& L CiEtl72 TCAM U —< 3 > (racl, ifacl, & 721X vacl)
DEREENTVWDSZ L 2R LET, FEMICOVWTIE, Cisco Nexus 9000 &V — X NX-0S &
X2 UTARETA RO TACLTCAM U —Y gy A ADERE] ¥r7varvazsR LT

é 1/\0
FIEDHE
1. configureterminal
2. udf udf-name offset-base offset length
3. hardwareaccess-list tcam region {racl | ifacl | vacl }qualify udf udf-names
4. copy running-config startup-config
5. reload
6. ip accesslist erspan-acl
7 koWThhroa<wr ReEAJTLET,
* permit udf udf-name value mask
* permit ip source destination udf udf-name value mask
8. ({£#&) copy running-config startup-config
FIED %
AR NFEERTOIVa Y =[]
AT w 71 | configureterminal JTa— ) a7 4 X2 b—3ay B— FEEG
1 - LET

switch# configure terminal
switch (config) #

2 5 7 2 | udf udf-name offset-base offset length DX HIZUDF A EHELET,
1 - « udf-name : UDF O£ HiZf8E LE9, LB
switch(config)# udf udf-x packet-start 12 1 R 16 TFOPEHFEEZ AN TEET,

switch (config)# udf udf-y header outer 13 20 2
s offset-base : UDF 47k v b X"—Z2 &L FD L
IHRELEY, ZZ Theader X, 7% bk
DIZOIZEBEIZAN D RENNT y h o~y X —T
7" : packet-start | header {outer |inner {I3]14}}.
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ERSPAN 0% |
B vor x~—x ersPan

ARV REEEFET7IVa Y B

ATy N  FATEY FR—ANEDOFTE Y
Mg MEERRELES, A7y h RX—2X
(LAX3I/ILATa~yZ—) OEFIDO/ A
ZRETAIZIE, A7y FEOICERELE
7T

cRE ATy b MBS FOKERELE
T, 1 72132 31 bOBBHHR— Féhfw
F9, BIMOAS MZ—HKIEDH7-0121F, #E
%> UDF % & #éﬁ%#%@iﬁo

HHDOUDF #EFETEET0, A3 THE72 UDF

HEFT D LML ET,
R w 73 | hardware access-list tcam region {racl | ifacl | vacl KOV RO TCAM Y — 3 12 UDF 4700 L
+qualify udf udf-names F4,
1 -

sracl : LAY 3AR—MI@EHLET : LA ¥2

switch(config)# hardware access-list tcam region j;SJ:U\V/I) 3 Z];"P— }\ a:ﬁﬁﬁ Li—g‘—o
racl qualify udf udf-x udf-y

eifacl : LA V2R —MI@EHLET,
evacl : E7C VLAN 2 A L £,

UDF (X TCAM Y —¥ 3 U IZHcK 8l CRNT &
E

G¥) UDF&ffi 2B Sid &, TCAM Y —
T a X T ED BAERICIER LU E
T, FIRLEE ANR—AND D Z L BTk
BLTLEE Y, ZFNUSNOEEZ D
o<y NIESEINET, BERGA,
REHD Y —2 3 b TCAM A3—
AN EFFTOT, Zoavr FEHA
JIUET, FEMIZ DUV TiE, CiscoNexus
9000 >V —ANX-OS ¥ = U T 4 RE
HA RO [ACLTCAM U — 3 > A
AORE) B a EBRLTLES
AR

GE) Zoa<wy RO noERix, UDF %
TCAM V—2a UMb 0EEL, U—
CarEV U IMBICRELET,
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| ERSPAN mE%E

erspaN g1y 2Tz ]

AU RFERETIVa Y

B8

AT 7 4 | ¥Z8: copy running-config startup-config V7= FBLONY A — NRIZFTa 7 4 ¥

51 L=y g B AS— Ty ar7 s Xal—g
’ , , , | vicave—L T, EREEMHEIICRTLET,
switch (config)# copy running-config startup-config

AT v 75| ¥H: reload TNRAANY B—REINET,

f GE) UDF %7€ % copy running-config
switch (config)# reload startup-config+ reload = A Jj L7-14 D
Bz £,

AT 76 |ip accesslist erspan-acl IPv4 77 A a2 bua—)L U AL (ACL) Z{ERk
i - LC.IPT7Z7E8RA VAP a7 4¥alb—vay
switch (config)# ip access-list erspan-acl-udf-only]| 43“‘}5%Eﬁﬁﬁél/§E7fo
switch (config-acl) #

ATy T ROWTNNDa~vr REAHLET, ACL Z#%E L, UDF (il 1) TOH, EIFsMHE N

* per mit udf udf-name value mask 7y b 74— RIZOWTBEDT 72 A A b
* permit ip source destination udf udf-name value H _/E/ IA‘/ PU (ACE) & CUDF C—fat
mask HESICRELET (2)
Bl - U7V ACL L, UDF3d 5456 & 0 a O
switch (config-acl)# permit udf udf-x 0x40 O0xFO jik %‘ ACE %‘_’;ﬁ"ﬂ—é ZEmTE 32‘@“0 % ACE IZ
udf-y 0x1001 OxXFOOF X —8T 5872 % UDF 7 4 —/V R3db 50,
i - TOHOACEZ UDF DRI LY X MZ—BSED I LN
switch(config-acl)# permit ip 10.0.0./24 any udf Tféijiﬂ‘o
udf-x 0x02 Ox0F udf-y 0x1001 OxFOOF
ATv 78| ({£E) copy running-config startup-config Fifrar74Xal—vark, AX—FTv7 2

1

switch (config)# copy running-config startup-config

V74X al—vailar—LEd,

ERSPAN ] ) 5T D

FIEDHEE

=L

X AE

I #TIE, e— /LB L ONERSPAN 4Gt v v a VIZH L COARETE £,

configureterminal

mtu size
destination interface type slot/port
no shut

(f£&) show monitor session session

monitor session session-number type er span-source
sourceinterface type slot/port [rx | tx | both]

ERSPAN D& E .



ERSPAN 0% |
B erseanguconE

8. copy running-config startup-config

FIED M
AT RFEEIEFT7ZII Y B#

AT w 71 | configureterminal Ta—rVREE— REBEBLET,
1 -

switch# configure terminal
switch (config) #

A7y 72 | monitor session session-number typeerspan-source | f5iE SA7ZERSPANE v & 3 U DE =X REE— R
Bl - SNUES S
switch (config)# monitor session 10 type

erspan-source
switch (config-erspan-src) #

R 73 |sourceinterface type slot/port [rx | tx | both] EETXAVH—T oA AERBTELET,
fl

switch (config-erspan-src)# source interface
ethernet 1/5 both

AT w74 |mtusize MTU OY) 0 #TH A XE&FHELET, HE SN
il - MTU H A XLV { KEV ERSPAN /347 » MEd
T, RESNTHA RO B THvET, ERSPAN
N7y SO ECOMTUSFIZRO LBV TT,

» Cisco Nexus 9300-EX > U — X A A v F D MTU
P A XOFPHIL 512—1518 /31 R T,

switch (config-erspan-src)# mtu 512
fi
switch (config-erspan-src)# mtu ?

<512-1518> Enter the value of MTU truncation size|

for : N — -
ERSPAN packets (erspan header + truncated original * Cisco I:Iexus 9300-FX U X X/]) /7‘0) MTU
packet) YA XOHPFHIL 64—1518 /XA KT,
*+ 9700-EX 3 L TVN9700-FX 7 1 > h— R & f4# L
72 Cisco Nexus 9500 7'J v b 74— A A v F
DFE . MTU A XOFiFHIL 5121518 /3 A
rTY,
» Cisco Nexus 9808 33 109804 7T v h 7 4 — A
AL FDOMTU YA X1L343 34 N TF (FCS
Zhr<)
R T 75 | degtination interface type slot/port A4 —H% x> N ERSPAN %8R — F 2R ELE T,
1

switch (config-erspan-src)# destination interface
Ethernet 1/39

. ERSPAN D&% 7E



| ERSPAN mE%E

ERSPAN 5856t v & 3 VDT .

ARV RFERETI Va3 B#)

A7 w76 noshut ERSPAN & v & 2 v %A =7 /M LET, 77+
il NVRTIE, BEyva iy y b AT — M OERS
switch (config-erspan-src)# no shut iLEE?fO

ATw 71| (f£&) show monitor session session ERSPAN O E A #mr LET,
fi
switch (config-erspan-src)# show monitor session
5

T w 7 8 | copy running-config startup-config Fffar 7 4 X¥al—vark, AX— KT v

1

switch (config-erspan-src)# copy running-config
startup-config

V74X al—valar—LEd,

N -~ =JL =
ERSPAN 385t v L3 U DEETE
PEETLIPT RLAMLSa—h)L T, A LOSEER— My y hEar™—35 L5951
ERSPAN%GSEt v v a VAEARETEEY, T 74/ FTiEL, ERSPAN%ife v v a i vy
h AT — FTHERR S NLE T,

FIEDEE

1R BRI
AA v FHR—F F=H T— FTHIER— FBRRESINTNDLZ L 2MERLET,

N WN-=

o . S e T = = =Y
NoomrwN=2o

configureterminal

interface ethernet slot/port[-port]

switchport

switchport mode [access | trunk]

switchport monitor

AT w7 2~5%#VIK LT, IBIMO ERSPAN 56/ CE=X U V7 Z#FHELE T,

no monitor session {session-number | all}

monitor session {session-number | all} type erspan-destination

description description

source ip ip-address

destination {[interface [type dot/port[-port]]] [port-channel channel-number]]}
(EE) A7 v 711 20k LT, §XTO ERSPANSEEAZRE L E T,

erspan-id erspan-id

no shut

exit

exit
(f£#&) show monitor session {all | session-number | range session-range}

ERSPAN D& E II



B erseansize v avom

ERSPAN D% 5%F

18. (&) show running-config monitor
19. (&) show startup-config monitor
20. (&) copy running-config startup-config

FEDEEHE
ARV RERIFTIa Y =l

ATFvT1 configure terminal rTa—\)L a7 4 X2 lb—3ay ®— ARG
1 - LET
switch# configure terminal
switch (config) #

AT w72 |interfaceethernet slot/port[-port] BIRL7-20y FBLOER— MEITAR— MG
i) - T . AVHF—T AT 4 FXal—g L F—
switch (config)# interface ethernet 2/5 }S%fgﬂﬁélJE£7$°
switch (config-if)#

RTwF3 |switchport BN A8y B LOR— b E i3l — M T
Bl - ALy FR— N AT A—F ERELET,
switch (config-if)# switchport

A5 w74 |switchport mode [access | trunk] BR LA vy RBLOR— b E3A— T
Bl DALy FH— b T— FERELET,
switch (config-if)# switchport mode trunk e T A

L AV

AFw 5 |switchport monitor ERSPAN %65t & L CAAL v FR—h f X —T =
i - A AERELET,
switch(config-if)# switchport monitor

ATYT6 | AT v T 2~5%#0K LT, BIND ERSPAN %5 | —

TCcE=H) T ERELET,

AT 77 |nomonitor session {session-number | all} S L7-ERSPANt v 5 v OREFHEELET,
R HLnwkyvararyrZaoXal—ra0k B
switch(config-if)# no monitor session 3 ﬁ@-{z e vayarsy A 3’\;’1 b—va :/a:JEjJ[] é

nE7,

AFw S8 |monitor session {session-number | all} type ERSPAN 364ct v o a VAR ELET,

erspan-destination

1 -
switch(config-if)# monitor session 3 type

erspan-destination
switch (config-erspan-dst) #
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| ERSPAN mE%E

ERSPAN 5856t v & 3 VDT .

ARV FFEREETIVa Yy

E:)

AT 79 |desription description v varORHERELET, T 74/ kT,
Bl - MITER SN EE A, FBITITRK 32 OIS
switch (config-erspan-dst)# description %‘/f%ﬂq T 357;*0
erspan_dst session 3
X w710 |sourceip ip-address sour ce ipv6 ipve-address
i - ERSPAN & v ¥ 3 > D565 IPv4 £72131Pv6 7 R
switch (config-erspan-dst)# source ip 10.1.1.1 LA %*%Ek L/iﬁ—o %1%77: IPv4 £72131Pv6 7 R
switch (config-erspan-dst)# source ipvé VAL, BV Sh7s TPv4 £ 7213 IPv6
2001::10:0:0:9 7 FLATH, ERSPANSsE®R v 3 v OREEL
IPv4 £721%1Pv6 7 KL RlX, 72 kI
T =X DZAFIETH D ERSPAN XfEck v v 3 v
THERL S V72585 IPv4 E721XIPv6 7 KL A L —
BT HMENHY £9, ERSPAN EfGoit v g
YL 1 DD5ES P4 721 TPv6 7 KL AD
BB R— b SnET,
GE) IPv6 iL, CiscoNX-0OS U U —2Z10.2(3)F
MHYR—FINTNET,
RF w711 |destination {[interface [type slot/port[-port]]] AT LKEILNT Y NOSEERELET, %
[port-channel channel-number]]} Bl VB —T o f AEBETEET,
- ) SEdeAR— & T s R— b & LTk
switch (config-erspan-dst)# destination interface ﬁf?ﬁ%@ﬁf?ﬁ
ethernet 2/5 °
ATYI12 | BE) A7y 7 1N E#HEVIKLT, 73TO —
ERSPAN %8 %c 47 E L £ 7,
AT 713 |erspan-id erspan-id ERSPAN & v ¥ 3 > ?® ERSPAN ID % 7% L £,
Bl - FRETE D®|PHIE 1~ 1023 TY,
switch (config-erspan-dst) # erspan-id 5
AT v 714 |noshut ERSPAN set v v a VEARCLET, 77+
B - LVETH, By va vy y b AT — K TER
switch (config-erspan-dst) # no shut ég%Ljier
ATy 15 |exit ToABREET—FZHACET,
{1
switch (config-erspan-dst)# exit
AT v F16 |exit Jua—nar7 4 ¥al—vary - REKT
1 - LET.

switch(config)# exit
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B ersean oz

ERSPAN D% 5%F

ARV FFEREETIVa Yy

S

AT 717 | (f£&) show monitor session {all | session-number | ERSPAN & v ¥ o Vi EE FR L E1,
| range session-range}
£l
switch(config)# show monitor session 3
ATwv 718 | ({£i&) show running-config monitor ERSPAN ODFEITa L 7 4 Fal— g U EHRRL
il - 7
switch (config-erspan-src)# show running-config
monitor
ATv 719 | (f£i&) show startup-config monitor ERSPAN DAHX— T w7 ar7 4 Xal—v3
Ve N o
B - FRRLET
switch (config-erspan-src)# show startup-config
monitor
ATw 720 | ({EE) copy running-config startup-config FITar 74 Xal—vark, A= T oS
- a7 4F¥alb—varilat’—LET,

switch (config-erspan-src)# copy running-config
startup-config

ERSPAN

B TE DESE

ERSPAN fXE & FAT HICiE, ROWTNDDIEEZEITWET,

avU kR

S

session-range} [brief]

show monitor session {all | session-number | range

ERSPAN v L g VB EXFR T LET,

show running-config monitor

ERSPAN OFEITa L7 4 Fal—va &k
RLET,

show startup-config monitor

ERSPAN DA X — h7 w7 a7 4 Fa L —
varEFRILET,

show monitor session [session-id | all] stats

Cisco Nexus 9808 33189804 7°F v b 7 4 —
I AA wFDERSPAN & v ¥ 3 Uit & FRoR
LET,

| rx | tx]

clear monitor session [session-id | all] stats [both

Cisco Nexus 9808 33189804 7T v h 7 ¢ —
A AA v FDERSPAN v g U322
77 L/iﬁ—o

. ERSPAN D&% 7E



| ERSPAN mE%E
ersPan ozl [l

ERSPAN )% 7E 451

IPv6 ¥ H M ERSPAN :X{Ett v > 3 VDERTEH
W, IPv6 #RH1 D ERSPAN EE it v a v A2RETHHE TR LET,

switch# configure terminal

switch (config) # monitor erspan origin ipvé6-address 2001::10:0:0:9 global
switch(config)# moni session 10 type erspan-source

switch (config-erspan-src)# erspan-id 10

switch (config-erspan-src)# vrf default

switch (config-erspan-src)# source interface ethernet 1/64

switch (config-erspan-src)# destination ip 9.1.1.2

Bi—Am ERSPAN v 3 > DEEEH
Wiz, B—F M ERSPAN v g v 2R ETHHIZRLET,

switch# configure terminal

switch(config)# interface ethernet 14/30

switch(config-if)# no shut

switch (config-if)# exit

switch (config)# no monitor session 3

switch (config)# monitor session 3 rxswitch(config-erspan-src)# source interface ethernet
2/1-3 rx

switch (config-erspan-src)# exit
switch (config)# show monitor session 1

switch (config-erspan-src)# erspan-id 1
switch (config-erspan-src)# ip ttl 16
switch (config-erspan-src)# ip dscp 5
switch (config-erspan-src)# vrf default
switch (config-erspan-src)# destination ip 9.1.1.2
switch (config-erspan-src)# no shut
(
(

ERSPAN ACL M &% 7E 5

&Iz, ERSPAN ACL # & E T D4l &~ LET,

switch# configure terminal

switch(config)# ip access-list match_ll pkts

switch (config-acl)# permit ip 11.0.0.0 0.255.255.255 any
switch (config-acl) # exit

switch (config)# ip access-list match_l12 pkts

switch (config-acl)# permit ip 12.0.0.0 0.255.255.255 any
switch (config-acl)# exit

switch (config)# wvlan access-map erspan_filter 5

switch (config-access-map) # match ip address match_ll pkts
switch (config-access-map)# action forward

switch (config-access-map) # exit

switch (config)# vlan access-map erspan_filter 10

switch (config-access-map)# match ip address match_l12 pkts
switch (config-access-map)# action forward

switch (config-access-map) # exit

switch (config)# monitor session 1 type erspan-source
switch (config-erspan-src)# filter access_group erspan_filter

ERSPAN D& E II
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ERSPAN 0% |

TEFRHEHRD ACL 7 A NHIZFESWNTHEGE T 7 4 v 7 DR EN D & £ X% 72 ERSPAN #it

TDHE

DR S L E T

2L, 2=V —RE=H—
RIZHT LWEE X H Y EHA), TDHkR, A Sk b

IR £,

I—hH— N7y FDOERTEH

RBICRESNIZE v ¥ a UREIZEWERIBML 2R H £,

FeziE, B — ko g I PERENTWDLE LET,
ZO%HE. ERSPAN N7 7 4 w27 T4 VZIFEKI LT B0 ITHREL £7,
RV . BEFEORERRATO | D& FiE A L2a (%
FTI4 v 7IFEF= A — v ar]

Tyiall

Wiz, 2 B[RS T ERSPAN ~—h— /X7 v M EFNIT 2627 LE T,

switch# configure terminal

switch (config)# monitor erspan origin ip-address 172.28.15.250 global
switch (config) # monitor session 1 type erspan-source

(
switch (config-erspan-src) #
switch (config-erspan-src) #
switch (config-erspan-src) #
switch (config-erspan-src) #
switch (config-erspan-src) #
switch (config-erspan-src) #
switch (config-erspan-src) #
switch (config-erspan-src) #
switch (config-erspan-src) #
switch (config-erspan-src) #
session 1

header-type 3

erspan-id 1

ip ttl 16

ip dscp 5

vrf default

destination ip 9.1.1.2

source interface ethernet 1/15 both
marker-packet 100

no shut

show monitor session 1

type : erspan-source
state T up
granularity : nanoseconds
erspan-id : 1

vrf-name : default
destination-ip : 9.1.1.2
ip-ttl : 16

ip-dscp : 5

header-type HEC)

origin-ip
source intf

: 172.28.

15.250 (global)

rx : Ethl/15
tx : Ethl/15
both : Ethl/15
rx :
marker-packet : enabled
packet interval : 100
packet sent : 25
packet failed : 0

egress-intf

UDF ~

— X ERSPAN % 7E 5

Wiz, E=F—tvyiar2

W2, LFO—B ML HEH L T, I 7 b SN7=IP-in-IP X7 v SOWNESTCP 7 7 7 CTH
A4 % UDF ~X— % ERSPAN ##& &+ A4 %27~ LET,

 MEEETTIP T KL A ¢

. ERSPAN D&% 7E

10.0.0.2



| ERsPAN @

B

ax ;&

erspaN 1y iz Ed ]

cHNERTCP 7 7 7 : BBATCP 77 7 %% E

¢ /3A b : EthHdr (14) + 78 IP (20) + NERIP (20) + N TCP (20, 72721, 13&EHD
XA FDTCP 75 )

e Xy NOEENLDA 7y b 144+20+20+ 13 =67
« UDF O HAH : 0x20
« UDF ¥ A7 : OxFF

udf udf tcpflags packet-start 67 1

hardware access-list tcam region racl qualify udf udf tcpflags
copy running-config startup-config

reload

ip access-list acl-udf

permit ip 10.0.0.2/32 any udf udf tcpflags 0x20 Oxff

monitor session 1 type erspan-source

source interface Ethernet 1/1

filter access-group acl-udf

WIZ, LFO—BEEEAHEH LT, LA Y4~y X —DFKENPDL 6 XA FHDONT v FEA
(DEADBEEF) L& IP /37 v F #5795 UDF ~X— X ERSPAN # R E T &4z~ L %
RS

« SR ICIP 7 R L2 £ 10.0.0.2

« NESTCP 77 7« BATCP 7 7 VA% E

« XA |k : EthHdr (14) +IP (20) +TCP (20) +-34 m— K : 112233445566DEADBEEF7788
LAY ANy X—DRFEANLDLT T b 1 20+6=26

« UDF ®M4fE : 0XDEADBEEF (2 /31 FOF ¥ 7 33 L2 2D UDF (Z43H])

« UDF <~ %7 : OxXFFFFFFFF

udf udf pktsig msb header outer 13 26 2

udf udf pktsig lsb header outer 13 28 2

hardware access-list tcam region racl qualify udf udf pktsig msb udf pktsig lsb
copy running-config startup-config

reload

ip access-list acl-udf-pktsig

permit udf udf pktsig msb OxDEAD OxFFFF udf udf pktsig lsb OxBEEF OxFFFF
monitor session 1 type erspan-source

source interface Ethernet 1/1

filter access-group acl-udf-pktsig

ERSPAN Y] Y & T DX EH!

W, MPLS A FY v o 7 Cflifl4 % ERSPAN U1 0 #CARET LM %2R LET,

mpls strip
ip access-list mpls
statistics per-entry
20 permit ip any any redirect Ethernetl/5

ERSPAN D& E .
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interface Ethernetl/5
switchport
switchport mode trunk
mtu 9216
no shutdown

monitor session 1
source interface Ethernetl/5 tx
mtu 64
destination interface Ethernetl/6
no shut

monitor session 21 type erspan-source
description "ERSPAN Session 21"
header-type 3
erspan-id 21
vrf default
destination ip 19.1.1.2
source interface Ethernetl/5 tx
mtu 64
no shut

monitor session 22 type erspan-source
description "ERSPAN Session 22"
erspan-id 22
vrf default
destination ip 19.2.1.2
source interface Ethernetl/5 tx
mtu 750
no shut

monitor session 23 type erspan-source
description "ERSPAN Session 23"
header-type 3
marker-packet 1000
erspan-id 23
vrf default
destination ip 19.3.1.2
source interface Ethernetl/5 tx
mtu 1000
no shut

IPvd £ ERSPAN #&#iEt v ¥ 3 o DERA

RIZ, 1Pv4 ETERSPAN #ficz v o a v 2T 262~ LET,

destination interface ethl/1 (I A A v FAHR—F E=H E— R TT, ZOA ¥ —7 A AL,
mpls strip, tunnel, nv Overlay, vn-segment-vlan-based, mpls segment-routing, mpls evpn, mpls
static, mpls oam, mpls 13vpn, mpls Idp, 35 X U nv overlay evpn B&HE & HfF TE £H A,
switch# monitor session 1 type erspan-destination
switch (config) # erspan-id 1
switch (config-erspan-dst)# source ip 1.2.3.4
switch (config-erspan-dst)# destination interface ethl/1

(

(

switch (config-erspan-dst) # no shut
switch (config-erspan-dst) # exit

IPv6 £ ERSPAN #E#5iEt v ¥ 3 o DERH

RIZ, IPv6 ETERSPAN £tz v v a v 2T 562~ LET,
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destination interfaceethl/1 [T A A v FAHR—F E=F E— RFNTT, ZOA ¥ —7 A AL,
mpls strip, tunnel, nv Overlay, vn-segment-vlan-based, mpls segment-routing, mpls evpn, mpls
static, mpls oam, mpls 13vpn, mpls Idp. 35X O nv overlay evpn #iE & A7 T A,

switch# monitor session 1 type erspan-destination
switch(config)# erspan-id 1

switch (config-erspan-dst)# source ipvé 2001::10:0:0:9
config-erspan-dst) # destination interface ethl/1
config-erspan-dst) # no shut

config-erspan-dst) # exit

switch
switch
switch
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