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span 2~ RTITx £, A—/3—/31 %D SPAN = E'—D/43#r1%, ethanalyzer local
interfaceinband mirror detail =~ > R TITX F7,

Cisco Nexus 9300 75 v k7 4+—L XA v F® SPAN D #IREIE
Y

GE) AT —nDORERIZOWTIEL, Y U —RFFED [Cisco Nexus 9000 Series NX-OS Verified Scalability
Guide] Z2ZM L T 7ZEW,

RO EHRTE L HIFETEIL, CiscoNexus 9300 7T v h 7 3 —h AL v FICOHRBEAEINF
-éAO
e SPAN %, CiscoNexus 9300-GX 77 v h 74— AA v FDEEITLTDOECMP /Ny > =/
H— R ARTLvr T EPE— R LERA,
cRDT 4 NVH U THITRIL, T T CiscoNexus 9300-EX/FX/FX2/FX3/GX 77 v b 7 4 —
A AL v FOHJ] (Tx) SPANICHH L E T,

cACL7 ANE VU TIEVER—FENTWERAL (=¥ A MBLIORT a2 —RE v A
b, FHRZ=% ¥ A FBLO=ILTH¥ Xk BUM) +T77 4 v 7 OWFIZHEHS

nEJ)
s VLAN 7 4 NEZ U T3 HR—FENETN, 2=2F¥ A b T 74007 DH

*VLAN 7 4 VB2 U 7IEBUM 77 ¢ v 7 TIEHR— S EE A,

* Cisco Nexus 9300-EX/FX 77 v KN 7 4 — L AA v FTliL, SPAN &sFlow DiljJ5 % [FlIFIZ
BT DT TCEERAL, BT I T4 7REE. b —HIFADITE EEA,
7272 L. Cisco Nexus 9300-EX/FX/FX2 77 » K 7 +—2L AA »F TiL, NetFlow & SPAN
ZRIFHZAINCT 22 N TEHDT, sFlow & SPAN 2T 200 I TE £,

N

(G¥)  CiscoNexus 9300-FX2 A A v FI%. sFlow & SPAN 0154 Yk —
FLET,

* VLAN Tx SPAN (. Cisco Nexus 9300-EX B X OFX 77 v b7 4 —2b AA v FTHHR—
MEnET,

SPAN DE%E .



SPAN 0EE |
B ciscoNexus 9300 75 v k74— L X1 v F O SPAN DFHIREE

» Cisco Nexus 9300 7' J v b 7 4 —2Ah AA v Fid, R Y —RIIKT 588D ACL 7 4 v
HuEPR—FLET,

1 ODTFT—T 4T TV A VAR ATADODSPAN Yy v g VB R— &
AN ET, CiscoNexus 9300 >V —Z AL v FOEFAIL, HAID 3 >DE v 3 W
DY —ANEGEENTNWELE AFZBBHDOEYy a3 ONN—FKT =T JY—RAXIRx V—AH
Rz £4,

» Cisco Nexus 9300-EX/FX/FX2/FX3/FXP 7' F v s 7 —h AA v F L. AS1JHD SPAN
V—2ZAL LTOHRFEX R— ¥R —FLET,

» Cisco Nexus 9300 77 > b 74— A A »F (Cisco Nexus 9300-EX/FX/FX2/FX3/FXP A

A v F %) 1. FEXAR—FZSPAN Y — AL LCHR—FMLET, ZOHA. ANF
FZDOWTIE, TRTORTF 7 4w 7255 L LETH, HAFMIZONTIE, AL v F
EFEX ZBAHBEFD LA Y2 2=% v AN NTT7 4 v 7 TJu—IZBoiEd, L—T 4
VT ENTENT T 4w ZIXFEXHIF /) SPAN TRRSNBRNWIZ ERD Y 7,

e Cisco Nexus 9300 >V — X A A v F %, TxSPAN % 40G 7 v 7V 7 R"— FTHHR— b
LEHA

\}

Gx) Z OHIFRIZ, 100G A > % —7 = A A Z ;D Nexus 9300-EX/FX/FX2
A2 v FIFEH S EE A,

* CPU 4737 »~ + D Tx SPAN 1. Cisco Nexus 9200, 9300-EX/FX/FXP/FX2/FX3/GX/GX2.
9300C. C9516-FM-E2 ¥ L T} C9508-FM-E2 A A v F ClI¥ AR — FENEH A,

BN HAATA A TYNLF XY ARTx hT7 7 4 v 7 D SPAN Z V%7K — h 32Dk, Cisco
Nexus 9300-EX 77 v 7 4 —2b AA v F 7T TT, ATARFIR LY —7 ARA 2 =
v (LSE) FIZHAVENRHD £9,

» Cisco Nexus 9300-EX/FX/FX2/FX3/GX 77 v 74— AL AL v F DL A Y2 AL v F R—

FBLOR— N F v 2L V=AM 5 TxA % —7 =1 ASPAN D4, [7 U VLAN
TARN)—=AZZELTVALA Y2 AL AN—DHICERSRL, L —RNa=y T
1 2Oa—0HEMERINET, 72&2FE, el/l ~803 9T Tx HH D SPAN YV — AT
HY, TRTHRE LI NA—TIZBMLTWDEHA, SPANT 4 AT f F—3 3> R— |
X, 8 20 a b —TiER, EEHIFIOA N —L2D 1 2Oab—%ZR#ELET, &6
W2, BN OEHT, ZNoDR—FD1IDUERHANTry b2 Ky 7 LA T
t (HE#ERLY) . X7y MEISPANT 4 AT 4 F—v 3 v R— MIEIETE £J, Cisco
Nexus 9732C-EX 7 A > H— RDPH, A R_"—%Foa=y FZTLIZ1 DD a B—2ME
BSET, R—FFr 3L V—2ADGHE, SPAN ZFATT L LA T2 A =N HEMD
R— FF ¥ I A R—2720 F9,

*SPANTx 7 17— R+ X P& LV SPAN Tx /L F % ¥ A ., Cisco Nexus
9300-EX/FX/FX2/FX3/GX 77 v N 7 #—2= AA v F ¥ L UCisco Nexus 9732C-EX 7 A1 >
H—=RDATAAEERKDOL AR 2A—FBIPHR—FF ¥RV V—ATHR—FEINFE
T, 72 LIGMP AX—VE U IR TF 4 B—TDEEICRONET, (Fhlsos
X, A7 ZADOHKIRPEHSINET) . ZNHOMEEIX, L1 ¥ 3H-— b Y—A, FEX

. SPAN D&%
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Cisco Nexus 9300 75 k 7+ —L 21 v 70 SPAN O#REE ]

A—bF (=X A EHEIATFXY AN N T 740 v7) . BEORVLAN YV — X Tl
FR—hrEINEFA,

» Cisco Nexus 9300 >V —RX XA v F40G 7 vV A4 —TxAAD SPAN = E'—
I, Rx FIANZ AN T HBRIZ, dotlq T2 HL D KA L £ 7,

\}

Gx) ZOHIFRIZ, 100G A > % —7 = A A Z D Nexus 9300-EX/FX/FX2
TT o b T —h AL vFIITEHAINEEA,

« UDF ~X— 2 ® SPAN X, Cisco Nexus 9300-EX/-FX/-FX2/FX3/GX 77 v b7 4 —2L AA v
FCHE— b EnET

*UDF-SPAN D ACL 7 A V& ) U TV —A A v B —T 2 f Arx DHEVR— R LET,
Z ORIBRIE, KOAA » FITHH SNET,

* Cisco Nexus 9332PQ

* Cisco Nexus 9372PX

* Cisco Nexus 9372PX-E
* Cisco Nexus 9372TX

* Cisco Nexus 9372TX-E
* Cisco Nexus 93120TX

» Cisco Nexus 9300-EX/FX/FX2/FX3/GX 7T v N7 4 —2I AA v FiL, FL Y —ADEED
ACL 7 A NEZHZTFR—FLTWHER A,

A CLATA R DEHDOH IR — T, HHJSPAN KT 7 1 v 7 OO ITHREEN R AT
% L. Cisco Nexus 9300-EX/FX/FX2/FX3/GX T v N7 4+ —Ah ZAA v F EOZHDH
AR—FTlX, 4 L—Fr2HRETEEEA,

cACL 7 A4 NEZEFER LI, BiA LV X —T 2 A ATOYTA L EZ—T =24 A NTT 42D
DA%, Cisco Nexus 9300-EX/FX/FX2/FX3/GX 75 > N 7+ —25b AA v F TP R—
FERNEREA,

» Cisco Nexus 9300-EX/FX/FX2/FX3/GX 77 v N 7 4 —A, AA »F TiL. CPUSPAN YV —2A
IZ Rx /1] (CPU 2>5 0 SPAN /347w ) TORBIMTE £7°,

* Cisco Nexus 9300-EX/FX/FX2/FX3/GX 77 v N 7 +—ALAA v F TlX, CPU ~® SPAN /¥
7y MIv— MRS, A RN R XA TRry 7ENET, L— MlROZEEIX,
hardwareratelimiter span =~ > R TITX 9, A— 3= 31 %@ SPAN = &"— D43 #7
I%. ethanalyzer local interfaceinband mirror detail =~ > R CIT2 £,

« kD Cisco Nexus A1 v F L. sFlow & SPAN #[RIFFIZYHR— F LET,
* Cisco Nexus 9336C-FX2

¢ Cisco Nexus 93240YC-FX2

SPAN DE%E .
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B ciscoNexus 9500 75 v k74— L R A v F O SPAN OFHIREE

* Cisco Nexus 93360YC-FX2
* Cisco NX-0OS U U —=% 9.3(3) LAK&, Cisco Nexus 9300-GX 77 » 74— A A v T,
sFlow & SPAN D 5 ZH4R— F L TWET,

* Cisco NX-08 U U —2% 9.3(5) LAFE, Cisco Nexus 9300-GX 77 v b 74— A4 » F I
SPAN YD #CHE PR — LTV ET,

* Cisco NX-0OS U U —A 10.2(3)F LAKE, FC A3 #HEIT. Cisco Nexus C93180YC-FX,
C9336C-FX2-E, 3L TN CI3360YC-FX2 77 > K7 4+ —ALAA »F D NPV I LTV SAN R
A v FTE—ROMIET, FCAR—F, SANF— FF ¥/, BIXORVSAN D37 > K
Xy 7Ty R— R LET,

cFCA—F, SANR—F F ¥ /L, BLORY—RAL LTHVSAN L., ERSPAN TiIHR—
FEILTWER A,

eFCAR— bk, SANKR—bF Fx¥r/, BIORVSAN 1L, oA vy g TY—A
LLTCEMNTEEEA,

A RTA Yy —B—DERET L DV A VAR AT ADODT VT 4772 SPAN B> v 3
ChEYR—=FLET —1F, FCANVERBICbEHATE LT,

« FC A/ HERED SNMP 7R — M &, CiscoNX-0S U UV — 2 10.23)F TIHfEH T& 8 A,

Cisco Nexus 9500 75 v 74+ —L XA v F D SPAN D #IfREIE
Y

GE) A=V DIEHRIZONTIE, U U —2FFED [Cisco Nexus 9000 Series NX-OS \erified Scalability
Guide] &ML T 7Z X0,

ROFEHRTE L HIFEIEIL, CiscoNexus 9500 7T v h 7 3 —h AA v FIZOHRBEHAEINF
h@‘o

cRDT 4 NH Y U THIRIE, EXE/RIZFX T4 0 I— REH#H L9500 7T v b7 4+ —
ALy FOHTT (Tx) SPANICHEHA SN ET,

cACLZ ANAZ VTV ER—FENTVWERAL (=¥ A MBLIORT 2 — KX v A
b, R =F ¥y A B~V TFFY A~ BUM) N7 74 v 7 O GFICHEAS
NnEJ)

e VLAN 7 4 VW Z Y U TWEYR—FEINFETN, 2=2Fv AN VT T 407 DR
e VLAN 7 4 Vv Z UV JIEBUM h T 7 4 w7 TliIVAR—FENEH A,

* FEX B X UVSPAN /R— b % RV DFEfIE, EX £/ FX 74 > I — F%&{ii 2 7= Cisco
Nexus 9500 77 v 7 #—Ah AA v FTIEYVAR— S ERA,

« EX/FX &Y 2 —/L & ## L 7= Cisco Nexus 9500 75 v k7 #—25 A A »FTiL. SPAN &
sFlow O 7 & RIFHCA T2 EIETEERA, —HFNT 7T 47 RGE. bo—F

SPAN D&%
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SPAN D)5
Cisco Nexus 9500 75 v 7+ —L 21 v 70 SPAN O#REEE ]

A TEER A, 72720, EX £721X FX 71 » I — K% 1§ 2 7= Cisco Nexus 9500 7
Ty N7+ —25b AA v F T, NetFlow & SPAN O 5 Z [FIEHCHAINCT D Z LN T,
sFlow & SPAN % fif 3 210 D IZFEITAHETT,

* Cisco Nexus 9500 75 v 7 4 —h A A v FId, DT A > B— RK%&fH 27~ VLAN Tx
SPAN Z %R — kK LFET,

* Cisco Nexus 97160YC-EX

* Cisco Nexus 9732C-EX

* Cisco Nexus 9732C-FX

* Cisco Nexus 9736C-EX

* Cisco Nexus 9736C-FX

* Cisco Nexus 9736Q-FX

* Cisco Nexus 9788TC-FX

» Cisco Nexus 9500 77 v b 7 4 — L AA v Fi&, [FL Y —ATxd 288D ACL 7 4 v
HaYR—hLET,

« CPU TR ENT=37 » FD Tx SPAN IE, EX X—AD T A » I — &4 L 7= Cisco
Nexus 9500 77 v 7+ — L5 AA v FTEHEIFR—FEINFEHA,

* TCAM 1 —E > 7L, IRD T A F3— RO SPAN/ERSPAN (21T EH U £H A,
* Cisco Nexus 9636C-R
* Cisco Nexus 9636Q-R
* Cisco Nexus 9636C-RX
* Cisco Nexus 96136YC-R
* Cisco Nexus 9624D-R2

\}

(GX)  SPAN/ERSPAN %W 7R— b T 2MDTXTDAA »FIiE, TCAM
=T EERTHILERH Y 7,

* Cisco Nexus 9500 7’'F v b 7 —2 AA v FTlX, SPAN BETLDIRET L TV [ LV AHX
VAo B IS LT, B DEED A VAR AR L OO SPANE Y g
ZYR—FTI2HBENHYET, ZOHA FT A4 0%, 9636C-R B LT 9636Q-R 7 A >
B — R Z#538 L 7= Cisco Nexus 9508 A A v FIZITmA SN EH A,

« BED ACL 7 4 V1%, RICEE T TIEY R —FEnEHA,

¢ CiscoNexus 9500 77 v b 74— AA v FIX, AA v F L FEX i3 28D LA ¥
2A=F XY AR N T T4 w7 70— LTDOHR, TXTD T T 4 v 7 DANFHEH
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B ciscoNexus9800 75 5 kT4 —L A v F O SPAN D EFEL HIREE

J1J5 181D SPAN £ET8E LTCFEX R— &V AR—FLET, L—T 47 &N T
7 4 > 7 7 FEXHIF H /7 SPAN THE RSN WZ E03H 0 £,

« SPAN (%, Cisco Nexus 9408PC-CFP2 7 A v 71— K iR— F D3 a R — F L EH A,

« BV ¥TIL. 9700-EX F 721X 9700-FX 7 A > I — K& ## L7~ Cisco Nexus 9500 77 » k
TF—b A v FTHR—FENET,

« VLAN IZ. 9636C-R 8 L 1*9636Q-R 7 A > 71— R % 2. 7= Cisco Nexus 9508 A A » F D A
BB IO AFF D SPAN EETCICTE F77,

* UDF-SPAN acl-filtering (3IEE 761 v ¥ —7 = A Arx DHZ YR — h LET, ZOHIRRIE,
RDTA > H—RITEASLET,
* Cisco Nexus 9564PX
* Cisco Nexus 9464TX2
* Cisco Nexus 9464TX
* Cisco Nexus 9464TX2
* Cisco Nexus 9564TX
* Cisco Nexus 9464PX
* Cisco Nexus 9536PQ
* Cisco Nexus 9636PQ
* Cisco Nexus 9432PQ

CiscoNexus9800 75 v k74 —L XA v F®OSPAN D;TEFHIA & #IR
EIF
~

G¥) A=)V DIEHRIZ DOV TIE, Cisco.comiZdH BV J — 24 E D [Cisco Nexus 9000 Series NX-OS
Verified Scalability Guidell 2R L T 72 &0,

WOEEFRE & HIFIFEEIL, CiscoNexus 9800 77 v 74— AA v FIZOLEA SN E
KR

¢ RX ®DZH CPU ~0 SPAN THR— FENFET.

ey a UBTTORIUEETAR—FERIFIA v X —T =2 ADHFFVR—FINTWFE
A,

I RIOEDE=F By arRNYR—FENET,
e B X DOFEHE, SPAN 255 CPU IZOWTCIEERFREINFEH A,
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| spPAN o3
SPAN DT 7 4L hEEE .

*SPAN IX, L2 A"— b, A"—F Fr L, BEIO M2 R—FTIEVR—FENTWE
A,

* VLAN 4556 T SPAN [H AR — F STV ER A,

« MTU OBV $TiX, 343 31 b TOHRYHR—FIhET,

*MTU O D #ETIEZ RX TOHRYR—FSh, TX TEIR—-FShEEA,
*UDF 7 4 V2 IV FR— SN TWERA,

*SPAN X, VT A H—T A ATIEHAR—FINTWEFA,

SPAN DT 7 #JL FERTE

WDFEIZ, SPAN RTF A—FZDF 7 )L hREEZRLET,

INTDA—4 TIAHIL
SPAN & v g v ¥ v b AT — FTHERRENET

SPAN D% E
N

GE) Z OHEED Cisco NX-0S 1< KiZ, CiscolOS D~ RERLAEENH Y 1,

~ = |
SPAN v 3 VDETE
SPANt v a VERETEHDIE—)V T4 AT T, 5740 FTlX, SPAN
tovaridvyy b A7 — MCERENET,
Y

Note U h5aPEDRERDE Yy > a v TiE, P74 v 7 DFMEEREETICE Yy v a VEARETEE
B

Before you begin

TIHEAE—RERITINT U7 BE— RTHER— FNERETIHLERH Y T, FFEMIZOV
TiX. [CiscoNexus9000 > —ANX-OS A v F—T =2 A4 AREHNA R 2L L&
AN

SUMMARY STEPS

1. configureterminal

SPAN D& E
|
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2. interface ethernet slot/port

3. switchport

4. switchport monitor

5. (Optional) A7 v 7' 2 ~4 ## VKL T, iBIO SPANSELETE=X Y 7 E2FHELE
j‘o

6. Nno monitor session session-number

7 monitor session session-number[rx | tx] [shut]

8. description description

9. source {interfacetype[rx |tx | both] | [vlan {number | range}[rx]} | [vsan {number | range}[rx]}

10. (Optional) A7 v 7 9 Z# VKL T, §XTPD SPAN EEma % E L 7,

11. filter vlan {number | range}

12. (Optional) 27 v 7 11 Zf VIR L T, T XTOREITL VLAN DT 4V Z Y o 7 ZiRiE L
£

13. (Optional) filter access-group acl-filter

14. destination interface type slot/port

15. noshut

16. (Optional) show monitor session {all | session-number | range session-range} [brief]

17.  (Optional) copy running-config startup-config

DETAILED STEPS
Command or Action Purpose

Z5 w71 |configureterminal Ja—r)barZ 4 Falb—ray E— FERh
Example: LET
switch# configure terminal
switch (config) #

AT wF2 |interface ethernet slot/port BINL-Z2y RBLIOER—FECA X —T A
Examp|e; A ::/7/1’3’\’\\,1 Lr—yg ' I\%Eﬁﬁébi—é‘o
switch(config)# interface ethernet 2/5
switch (config-if)#

AT w3 |switchport BIR L7 A8 vy FBLXOR— MEITR— M T
Example: AL o FR—=bF NTA=ZERELET,
switch(config-if)# switchport

AT w74 |switchport monitor SPAN %85 E L TAL v FHR—h f X —T = A
Example: AEBRELET,
switch (config-if)# switchport monitor

AT 5 |(Optional) A7 v 72 ~4 &KL T, BIMDO |—

SPAN 56 CTE=X U U 7 E2RE L ET,

235w 76 |nomonitor session session-number B L7 SPANE v &2 v Dy 7 4 ¥a l—i g

Example: VEMELET, Hilnkyrar ary o Xa

. SPAN D&%
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Command or Action

Purpose

switch(config)# no monitor session 3

L—a it BFEOvyaryrary7 4 X¥a—
valBmEnET,

Z 5w F7 | monitor session session-number[rx | tx] [shut] FT=H ar7 4 Xal—rarE—RFERBLE
Examp'e: j—o %ﬁbb"Zyya‘/ﬂ‘/74ﬁF1 L—3 y&i\
switch (config) # monitor session 3 rx E%Z?U)ﬁ23/3<zlb/ :1;/j74)ﬂ?:LL/h—i/E’L/&:ﬂgﬂu
switch (config-monitor) # INEIT, T 7+ FTIE, Bv T3 208 shut A
Example: T TR ENE S, Zoky gt v—h
switch(config)# monitor session 3 tx /L SPAN & e \/-@——91—0 Z]‘7°:‘/ 2 > O shut 3’\»%
switch (config-monitor) # TJ— RN, @IRL7-Ey > g 2% L Cshut A7 —
Example: MR ELET,
switch (config)# monitor session 3 shut
switch (config-monitor) #

A7 w78 |desription description oy va v OBMAERELET, T 74 KT
Example: ?R%ﬂiﬁ%éﬂiﬁ/\/o gjﬁ%a:ﬂj%k 32 @ﬁéﬁ?
switch (config-monitor)# description %‘/fﬁm T% ET’LO
my_ span_session_ 3

XTw 79 |source {interfacetype[rx |tx | both] | [vlan {number | | ZEZ LB L0y FEabt —F B 537 4w oD

range}[rx]} | [vsan {number | range}[rx]}

Example:

switch (config-monitor)# source interface ethernet]
2/1-3, ethernet 3/1 rx

Example:

switch (config-monitor)# source interface fcl/1
both

Example:

switch (config-monitor)# source interface
port-channel 2

Example:

switch (config-monitor)# source interface
san-port-channel201l both

Example:

FHmzEHELET, —EREOAL —HF Ry b R—
b, FCA— bk, A— K F ¥/, SANK— K F¥
FI, AR R A H =T oA A, —ERPHD
VLAN., —E#iH?D VSAN F 721Z Cisco Nexus 2000
VIR 77T Vv s =y AT 4 (FEX) EO
YT IA4 N A= ERTHFA NS H—T = A R
A=K FxXNVEANTEET,

EETIT1IORETDHZEL, £~ TK
Ylotm—@#HoxT o FY L LT, FHI3EFOHME
LT, #ERETH L TEET,

I —F BT 7 4 v 7 OFME. ZE (x) | %
f§ (&x) . F721E@ )7 (both) ZHRETEET,

SPAN DE%E .
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switch (config-monitor)# source vlan 3, 6-8 rx

Example:

switch (config-monitor)# source vsan 500 rx

Example:

101/1/1-3

switch (config-monitor)# source interface ethernet]

Command or Action Purpose
switch (config-monitor)# source interface sup-eth| Note ﬂg{gﬁ VLAN 3. Ajjjﬂm—(@%,ﬂj-
0 ° V- °

o A— b &EvEF, #EIL FEX A— k
Example:

X, I_XTDO T 7 4 v 7IZXLTA
NHBTYHR—FSh, BEERoOLA ¥
2a=X AN MT T 4w ZIZEHD
FRDOIHRFR— kS ET,

Z DIEEFIEIL, Cisco Nexus
EX/-FX/-FX2/-FX3/-GX V) —X 7T v
N7+ —2b AL vF, BILOY-EX/-FX
Z A > J1— K% 2 7= Cisco Nexus 9500
VIV=AT Ty T —h AL T
TEA SN EEA,

EETLE LTOA— = HE. Rx
TRV FR—FENET,

H—Fmotysa it #METOHFRITE Y
Va r THRESINZE AT HI2LERHY £
TO

Note E(ETC VSAN & £7-. AS G TORH

PR—brSNET,

AT 710 |(Optional) A7 v 79 &AL L T, §3TDSPAN
EEILERELET,

A7 w711 |[filter vian {number | range} E SNTIEE LD HiEIRT 5 VLAN Zi%E L E
Example: TJqo VLAN 6i 1 Og&ﬁzﬁ—é Z <I: %)\ ifdiﬁ Vst
switch(config-monitor)# filter vlan 3-5, 7 TFEgﬁU{D?i_—qu):::/ % ) L L/Tf\ jff:ki%;%%a)%ﬁ

PHE LT, EHEERETHAZLELTEET,

Note SPAN #/Z7t & LT € 7= FEX
A—FIVLAN 7 4 V2 PR —FKL
FHA,

Note EETLNFCA v H—T7 A ZAE 1%
VSAN O35, 7 4V ZIFAR—h &
NEH A,

AT w712 |(Optional) A7 > 7 11 VI LT, T XTDOEE
JEVLAN D7 4 V2 ) o T RERELET,

AT w713 |(Optional) filter access-group acl-filter ACLZSPAN kv g7y —FLET,

Example:

. SPAN D&%
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Command or Action

Purpose

switch (config-monitor)# filter access-group ACL1

Note EETTNFC A v X —T =4 AFEIZ
VSAN D6, 7 4V Z TR — k&

NEEA,

ATv 714

Required: destination interface type slot/port

Example:

switch (config-monitor)# destination interface
ethernet 2/5

A —FHFEEILNNT Y NOSEERE
Note

LET,

FCAR— NI A v 4 —T =4 A L
LTHAR—=FZNTWEREA,

Note SPAN %4ER— hE, 727 A HR—F
FE T AR—FDOEL LMY

DHENRH Y ET,

sidei— b CE=X B— READICT
DHENRH Y FT,

WKDT S5 N7 H—2h AL T D SPAN 5685 E L
TCPUARHKETEET,

Note

« Cisco Nexus 9200 > J — X ZA »F (Cisco
NX-0S U U — 2 7.0(3)14(1) LAKE)

« Cisco Nexus 9300-EX > U — X A A v F (Cisco
NX-0S VU U — 2 7.0(3)I4(2) LAF%)

« Cisco Nexus 9300-FX > U — X A A v F (Cisco
NX-0SV U — 2 7.03)17(1) LK)

* CiscoNexus 9300-FX2 ' J — X Z A v~ F (Cisco
NX-0S U U —Z 7.003)I7(3) LAKE)

* Cisco Nexus 9300-FX3 ' J — X ZA +»F (Cisco
NX-0SV U — % 9.3(5) LLK&)

* Cisco Nexus 9300-GX> U — X & A v F (Cisco
NX-0S VU U —*% 9.3(3) LAKk)

o -EX/FX 7 A v J1— F## D Cisco Nexus
9500-EX v U — X A A v F

INEATHITE, A X —T A A XATIT
sup-eth0 # A L £,

ATvT15

Required: no shut

Example:

switch (config-monitor)# no shut

SPANE v ¥ 3 v A K =T ML EF, 774 b
FTHE, By varidyyy b A7 — FTERS
nET,

ATv 716

(Optional) show monitor session {all | session-number

SPAN R & Fr LET,

| range session-range} [brief]

SPAN DE%E .
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Command or Action

Purpose

Example:

switch (config-monitor)# show monitor session 3

ATv 11

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config
startup-config

FTa L 74 FXal—vark, AX—FT v
Oy 7 4F¥al—yalat—LxT,

UDF ~X—X SPAN DX TE

AN FETINE AN b 74—V R (N X EREFA 0 —F) Oa2—FEFEET7 4 —/L K
(UDF) THRAL., =T 2587y F& SPANSGSEICEETH L HOICT A ZAARETEE
T, FOIICRETHIET, Xy =IOy s Kay 720 LT, DT sZ &

FIRDEE

F IR D 8

MTXET,

188 BRI

UDF ~X— & SPAN % A X — 7 VT B DIT 14y 7228 & (B &2 Meff 4~ 2 72912,

hardware

access-listtcamregion 2~ > R&fH L CiiEb)72e TCAM U — 2 > (racl, ifacl, F7-i% vacl)
DRESNTWD Z L 2R LET, FFMIZ OV TIE [Cisco Nexus 9000 Series NX-OS Security
Configuration Guide]l @ [Configuring ACL TCAM Region Sizes] DHZZHL T EE 0,

configure terminal
udf udf-name offset-base offset length

copy running-config startup-config
reload
ip access-list span-acl

NoosWN

* permit udf udf-name value mask

hardwar e access-list tcam region {racl | ifacl | vacl } qualify qualifier-name

wKOWTNIOa<wy REAHLET,

* permit ip source destination udf udf-name value mask

8. (8

copy running-config startup-config

ARV KRFERERETY VY

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ta—N)L ar 74X al—3ay B— Neh
L9

. SPAN D&%
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uoF ~—z spaN o [}

AU RFERETIVa Y

B8

ATv T2

udf udf-name offset-base offset length
1 -

switch (config)# udf udf-x packet-start 12 1
switch(config)# udf udf-y header outer 13 20 2

’DEH5IZUDF #EZELET,

+ udf-name : UDF D4 iz f8E LET, 4R
K 16 LFOEBTH AT ET,

« Offset-base : UDF &7t v b X—ZX&Z LI FD X
INHEELET, ZZ Theader ik, A7tk b
DIDIZBBIZAND NENRT y b~y H—T
7" . packet-start | header {outer |inner {I3|14}}.

ATy b AT PR=ANEDA T
A MEETRELET, A7y h X=X
(LAX3I/ILATa~yF—) ORPIO/A |k
ERAETHIE, A7y FEOICRELE

7T

cRX ATy h LA FOKERELE

T, 1 EFEF 21 FOBEBRYR—FEHTH
FI, BMOAA MZ—KEE57-0121F, #
D UDF #EHKT HUENRH Y £,

B DOUDF # EFRTE TN, A2 (T4H22 UDF
DHEFHZTHZ L HHEL E7,

ATvT3

hardwar e access-list tcam region {racl | ifacl | vacl }
qualify qualifier-name
i :

switch(config)# hardware access-list tcam region
racl qualify ing-13-span-filter

WDOWTND TCAM J — 3 2 UDF ZFHn L
iﬁ‘o

eracl : LA ¥ 3AR—MIEHEINET,
eifacl : LA ¥ 2 AR — MI@EHLET,

evacl : IEETT VLAN ICEMA L ET,

UDF |Z TCAM U — 3 VICE K 8 HE CfHnTx
iﬁ‘o

GE) UDFEffiF-25BMEns &, TCAM U —
Ta X TR BAEIRIZHER L E
To TRIRLEEAR—=ANDDH T & L
RBLTLES, TS DGE Z 0
av s NIESSNET, LERLGA.
RKEFADV —2 2 905 TCAM AS—
2D EFTOT, ZOavy RaeFA
JILET, FEMIZ-DUVTIX [CiscoNexus
9000 Series NX-OS Security Configuration
Guide] @ [Configuring ACL TCAM
RegionSizes] DHZZHL T EIVY,

SPAN DE%E .
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ARV RFERETIVa Y

B8

GE) Zoa<wr Fono U, UDF %
TCAM UV — g U bUInEEL, U —

DarEI U NEICELET,

AT v 7 4| ¥ZH: copy running-config startup-config V7= FBLNY A — FNRIZFITa 7 ¥

- L—varv&AF— R T v ary7 4¥=b—3
; , , , | vicae—L T, BREZREAICRAFE L E T,
switch (config)# copy running-config startup-config

AT v 75| ¥H: reload TNRAANY B—REINET,
fi GE) UDF %7€ % copy running-config
switch (config)# reload startup-config+ reload = A7) L7-1% D&

BT F7,

AT 76 |ip accesslist span-acl IPvd 77 A 2> hua—)L U AL (ACL) Z{EK
Bl - LC.IP77EAX VA Nary7 4 F¥al—g
switch (config)# ip access-list span-acl-udf-only qu‘}s%fﬁﬁﬁél/§E7fo
switch (config-acl) #

ATV T ROWTRLOa~wr REAHLET, ACL Z5%E L, UDF (1) TOIH, FiT/R N

+ permit udf udf-name value mask 7y b7 4 FIZOWTHEDT 72 A 2 b
* permit ip source destination udf udf-name value H _/l’ IA‘/ PU (ACE) &ffftCUDF T—fat
mask HEoICRELET (2)
i - VU7V ACL L, UDF3d 53556 & 0 a O
switch(config-acl)# permit udf udf-x 0x40 O0xFO jjk %)‘ ACE 75‘_’7%"9’*%) ZEmTE iTO % ACE (Z
udf-y 0x1001 OXFOOF IX—8T 5872 % UDF 7 4 —/LV R 5,
il - TOHOACEZ UDF DRI LY X MZ—BSED I &N
switch(config-acl)# permit ip 10.0.0./24 any udf 7?%135@‘0
udf-x 0x02 Ox0F udf-y 0x1001 OxFOOF
ATv 78| ({LE) copy running-config startup-config Fifrar74Xal—vark, AX—FTv7 2

1

switch (config)# copy running-config startup-config

V74X al—valar—LEd,

SPAN Y1 YT D

FIEDOEE

=L ==

ax AE

B TE, =P BLOSPAN R ETE Yy v a Vi L TORFRETETET,

1. configureterminal
2. monitor session session number

3. sourceinterfacetype slot/port [rx | tx | both]

. SPAN D&%



| spPAN o3

F IR D FH

san g1y econzE |

4. mtusize

5. destination interface type slot/port

6. noshut

7. (f£&) show monitor session session
8. copy running-config startup-config

ARV RFEERTIVa Y

=)

&M

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—)L a7 4 X alb—gy B— FaBith
LET

ATy T2

monitor session session number

1 -

switch(config)# monitor session 5
switch (config-monitor) #

BELESPANEY Y a v DF=HF a7 X
L—y gy B— RZ2BEBLET,

ATvT3

sourceinterface type slot/port [rx | tx | both]

1

switch (config-monitor)# source interface ethernet
1/5 both

EETA =T =2 AR ELET,

ATvT4

mtu size

1 -

switch (config-monitor)# mtu 320
fi

switch (config-monitor)# mtu ?

<320-1518> Enter the value of MTU truncation size|
for SPAN packets

MTU OYI Y $ETH A XE2RELET, FEINT
MTU YA XX H K& WSPAN X7 MET_T,
BEINTTA X ETCLNET, SPANAST >
MY FTo MTU #FHIZRO & B0 TT,

e Cisco Nexus 9300-EX 7F v b 7 3 —2L A A v
F O MTU %A ZOHFFHIL, 320—1518 /N1 K
<7,

* CiscoNexus 9300-FX 75 v h 74— A A v T
D MTU YA XO#FAIL 64—1518 /31 F T,

« 9700-EX £ L TV9700-FX 7 A > J1— RZ## L
72 Cisco Nexus 9500 7'J v R 7 4 — L A A v T
DFE. MTU Y+ XOFFIL 3201518 /31
~ T,

» Cisco Nexus 9808 33 .10 9804 75 v h 7 4 — A
AA o FDOMTU YA X1L343 34 T (FCS
L)

ATvTh

destination interface type slot/port
{5

A —H% %> b SPAN s R— FaRELET,

SPAN DE%E II
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B 2653254 2MOTLF 0 R FTx 5T 1 v D SPAN DF

ARV KRFERIETI Va3 BHY
switch(config-monitor)# destination interface
Ethernet 1/39
A7 76 [noshut SPAN v v a vk A x—TMILET, T74/L
Bl - FTIL By vaidvry b AT R OHERSR
switch (config-monitor)# no shut ji?fo
ATwF1| ({£EE) show monitor session session SPAN REZF < LE T,
{5
switch (config-monitor)# show monitor session 5
R T w 7 8 | copy running-config startup-config EfTar 74 F¥al—Tark, AX—F T v/
i - Y74 Fal—valar—LET,
switch (config-monitor)# copy running-config
startup-config

BITBISERTA RABDTILFXFNYRAMTX 574 v %9 ® SPAN D%

=
&
Cisco NX-OS Release 7.0(3)I7(1) LARETlE, Cisco Nexus 9300-EX 77 v b 7 4 —Ah AA vF L
DRRDHY) =T ZANf 2Py (LSE) AT7A AT, ~AFHXRXYARNTX 8T 747D
SPAN Z i ECT&E £,
FIEDHE
1. configureterminal
2. [no] hardware multicast global-tx-span
3. copy running-config startup-config
4. reload
F gD FEH
ARV RFERIETY Va3 BHY
A5 71 |configureterminal Ja— ViR EE— RERBLET,
1 -
switch# configure terminal
switch (config) #
R 7 2 | [no] hardware multicast global-tx-span BWiaAh)—T7 242 (LSE) AT A4 AR
) - DYNVFFv AL Tx 877 47D SPAN ZiiE
LET,

switch (config)# hardware multicast global-tx-span|

. SPAN D&%
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spaN 7 & cPU ~0 iR ]

AU RFERETIVa Y

B8

GE) Cisco NX-OS U U —Z 10.2(2)F LUK, 3%
B BN R DATA A EIZH D
alE, v FF ¥ A K SPANTx IZZ
Da<wy REFEHLET,

A7 73 | copy running-config startup-config FTar 74 Xal—vark, AF4—hT v 7=
1l - V74 Falb—vailar—LET,
switch (config)# copy running-config startup-config

AT 74 |reload TNAARY Bm— FINET,
fl

switch (config)# reload

SPAN 5 5 CPU ~D#E Rk

[FLHIC

SPAN-to-CPU %, Cisco Nexus 9000 'V — X A A v F Z@ifd+ s/ b 7a—n 77 )b
Va—T 4T EATIIDOHOTY, ik D SPAN ¥ 7213 Encapsulated Remote SPAN

(ERSPAN) & v a3 &fAEEIC, SPAN-to-CPUE =4 ¥ v g 2%, 1 DL EDOXE A
VHE—T 2 ARERNT T 4w FHOEENREGENET, VA X —T oA ATERIN
725m (TX, RX, FIFZOMEG) IZ—HTDHMT7 7 4 v 27133 _T, A—/3—31HCPU
W ESNET, ZONT T4 v 7IET7 4 NME Y T &, ethanalyzer 2 L Cobr &5

N, FEREMERT -l —Fr Ak

L= TN AR FENET,

CiscoNexus 9000 >V — X 24 v F DO CPUIC L > TEKEINT-Nry "BNEBEDA X —T <«
AAMBIEEEINTWDENE I MEMERT DT, A Vv F—T oA ARSI TND U E—
hTFRXAL ATy b Xy T F vy 2—T 4 VT 42T 288D LET,

1. CPU #fks%c & LT SPAN Z#RK T %

F=H vy a O E L TCPU RN TEXAZ ENVETHY, N— KU =TT

FICLDITHERT AL ERH Y £,
Yty a T R— NTDLENRR

Tahoe 77 v b 7 #— A Tl. &S ERSPAN #&ufi
D, ZOBREITT— I AT LT O I

F— &N FET, NIK-C9508-FM-R2 Th RAEICHR— s ENnET,

2. SPAN bS5 74 9O DHH

SPAN k7 7 4 v 7 BHTR D A — 83— A HF CPUIZEIFE L= & & 1 BV =2 —/LIL SPAN /¥
vy M UTRIIL, BEERT 72 a r&2FT L, ethanalyzer 78 Z4LH D37 > h & KR
L E7, Ethanalyzer 2> b — L7 L—2 Ry vy 7Ty 2—7 0 U T o BHEHL
T, CPUIZHEBIENT N T 7 4 v 7 B F/RTEZ £7, Ethanalyzer =~ > KO mirror ¥ —
7 — RiX, SPAN-to-CPUE=H v a VNI Lo THEBINTE N T 7 4 v 7 ODHRNRFERS
NOEEICNT T4 v EBT 4 NEY T LET, Ethanalyzer D% v 7' F v 8 L OFR
TANEEHERL T, BREND VT 7 4 v 7 2 SHITHIRTEET,

SPAN DE%E .
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3. SPAN k37499 L—FOFIR

Ay b= L —rOFWERIT 572012, CPUDANRY R 8T 7 ¢ v 7% L— MR
THMENH Y £J, Ethanalyzer (X, /X7 v b~y X —0OWEE A ) v BT BIW
7 a— RiZlibpcap £ = —/L &2 L £ 7, Ethanalyzer|II 7 — 47> a v &HHL T,
A== AP CPUICEET HANY T 7 4w 7&K RxLET, SPAN & CPU D~
FLr T DD, BIOAN 7 ZAPMERSNET, TXTDO LT 7 4 v 7IZSPANZ T A
ELTER SN, o7 TR ZiFar rr— LT L—r RY 7 (COPP) & LCfERI
DL — b BERRENET, COPP D T 7 4 v 7 L— ML 50 kbps IZHIR SN E T,

4. ACL Z« L3 A0E

KD, BEIERTLS NI 70 v 7 2BIRTEET, ZOKEIX. HoworREED
T=HyvaryrThHR—bENET, FT T4 v DOL—FIHIREND 20, A
N CPUDHE, ZHUIRFICEETY, ANXVENDZEZER LTI 740 v 7 2008
TAHZENEEIIRY 7,

FEEBIEEHINEIE
SPAN-to-CPU (2B 2 3 ERF O 1E B IR L O FEIL, RO LBV T,
e A UNY REEILTIZTACL 7 A LV EZMBII YR — FENTWER AL

WHEHA L —T A A (2BLOL3) . R—F Fyr R, L3P TA U H—T A R
EOEETIT. ACL 7 4V EZ THR—FENET,

*ACL 7 4 MV 1E, RXIBFEILOHIZKH L THER—MEINET,
* VLAN #E{E50ClZ ACL 7 4 WA BRIV R— F ENTWEH A,
ALY =R LTHEE DAy g VAR T A Z LT R—FERTWER AL

« MTU B V) $5CTlE, NIK-X9636C-R, NIK-X9636Q-R, NIK-X9636C-RX, NIK-X96136YC-R,
NI9K-X9624D-R2, N9K-C9508-FM-R, NIK-C9504-FM-R, NIK-C9508-FM-R2,
N9K-C9504-FM-R2, N3K-C36180YC-R, N3K-C3636C-R, I J T N3K-C36480LD-R2 TiZ
PR—FSHTVERA,

* ACL 7 4 V&%, CiscoNX-OS U U —2R 102(2)F £ TiX, NIK-X9624D-R2 71 A — F
TEYR— RSN THEREA,

¢ CiscoNX-0SVU U —2102 (3) LIFETIE, N9K-X9624D-R2 5 A > 71— R TACL 7 4 V&
NP R— b ENFET,

SPAN H 5 CPU ~D &Rk
CPU ~® SPAN ZHE CT& £,

. SPAN D&%
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FIE

spaN 7 & cPU ~0 iR ]

ARV RFEEETIVa Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja— VR ET— REBE L ET,

ATy T2

configure CPU as SPAN
{5

switch (config-monitor)# destination interface
sup-eth0

CPU % SPAN #%ficic & L CTHER L £,

ATvT3

configure ACL Filter
i)

switch (config-monitor)# filter access-group
<acl filter name>

TANAUIIFERESNDET 72 A ) A MERER L
i‘j—o

ATv74

configure ethanalyzer

1

switch# ethanalyzer local interface inband mirror|

AN ENDHNTy beFRLET,

il

oL, B2 kv arOMhERLTWET,

show monitor session 1 session 1
type local

state : up

acl-name : acl-name not specified
source intf :

rx : Eth3/44
tx : Eth3/44
both : Eth3/44
source VLANs
rx

tx @

both :

filter VLANs filter not specified
source fwd drops
destination ports
PFC On Interfaces
source VSANs

rx

ZOHNE, copp DS ERL TWET,

sup-eth0

# show policy-map interface control-plane

class—-map copp-system-p-class-span
match exception span

set cos 0

police cir 50 pps , bc 256 packets
module 1 : <Designated Module>
conformed 910228778 bytes;

| begin span

(match-any)

SPAN DE%E II
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7217965 packets;
violated 7217965 bytes;
0 packets;

module 3 :

conformed 0 bytes;

0 packets;

violated 0 bytes;

0 packets;

0 packets;

SPAN v arDo vy b UEEITER

SPANtvarvalyy NETUTBH L, EBELNLIEE~DRTr Yy hOav—2Ylrcx
¥4, 1By arE vy AU LTA—Ru=T UV Y—R%&@HEL, oy ar %
A TEET, 74V FTiE, SPANEy g idvyy b A7 — M CERENE T,

SPAN £ v a V& (A X—T702) T25&, EELHLLE~D/ Ty hDa—%FH
FCTExEd, TCICAR—T MR TWT, BIERNR T T DSPANE Y v a V& A Rr—
TMZTRITE, FOoyvarrdnolzhyyy AT LTHE, WO TA RX—T7NITT
DULBENDHY FT,

SPANtv v ardOvyy b AT—FRBIVA X—T NV AT — ML, ZJu—rULERiTE=
B a7 4 F¥al—arE—ROELLODavy RTCLHBETEET,

SUMMARY STEPS
1. configureterminal
2. [no] monitor session {session-range| all} shut
3. monitor session session-number
4. [no]shut
5. (Optional) show monitor
6. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
X w 71 | configureterminal 7Ta— )L a7 4 X2 lb—3ay ®— FEELG
Example: LET

switch# configure terminal
switch (config) #

R T w 72 |[no] monitor session {session-range| all} shut BEDSPAN Y avEwyyy KT LET,
Example: FI 4L RTIE, By ariivyy B AF— T
switch (config)# monitor session 3 shut fEEEE§%LjEj«o

a<w> FonoBRIL, BHESNTZSPANE v =
VEEB (32— LET, TR T
. By vaiivyy b AT — FCERENE
ﬂ—o

. SPAN D&%
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sean oz [

Command or Action

Purpose

Note FoX Ty g URNARTEIERIL
Ao DEE, By a 2T S
(21, H)IC monitor session shut =<
v RZHEE L TH S, nomonitor session

shut 2~ > Ra2FITALERH Y 9,

ATvT3

monitor session session-number

Example:

switch(config)# monitor session 3
switch (config-monitor) #

FoH a7 4 Fal—aryET— REEBLE
T, Hilnwvkyyararz o ¥al—3i g Ui,
BfEot vy aryary7 4 Xal—i g AJBNE
ET,

ATvT4

[no] shut

Example:

switch (config-monitor)# shut

SPANt v avaivy hEYLLES, 574
JLVETIEE, Byva iy y b AT — N TERRS
nWEJ,

22 FOnoJEAIE SPAN £ v & a w2 HIC L
£9. 77NV TIE By varidvryy b X
7— b CERENET,

ATvT5

(Optional) show monitor

Example:

switch (config-monitor)# show monitor

SPANt Y a v DAT—H AR RLET,

ATvT6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

a7 4 Xal—yarr, A¥— T v S o
V74 Fal—Y g iiar—LET,

SPAN

% TE DHERD

SPAN

DEERETT AL, ROWNTIODOIEEZRITWET,

avyU kR

Sl

session-range} [brief]

show monitor session {all | session-number | range

SPAN v a3 v OFRTEEERLET,

show monitor session [session-id | all] stats

Cisco Nexus 9808 38 . 1N9804 7T v b 7 4 —
AL FDSPAN B 3 UFEFEFR L
iﬁ‘o

| rx | tx]

clear monitor session [session-id | all] stats [both

Cisco Nexus 9808 33 189804 7°F v b 7 4 —
DAL YFOSPAN Y a U Kitd 7 V7
L%,

SPAN DE%E .



SPAN 0EE |
B seavooooxa—vap

SPANDOO > T4 X2 L— 34

SPAN v 3>@DarIaxal— 324

SPAN v a vy #RETHFIEIZ. kO LY TT,

FIRDHE

1. 778 AET—RTHIER—FEREL, SPANE=H IV T2 A FX—T M LET,
2. SPANEy v a v E2RELET,

F IR D

ATFYT1 TI7BA T—RFTHER—FEREL, SPANET=HZ U L T %A X —T NI LET,
1 -

switch# configure terminal

switch (config) # interface ethernet 2/5
switch (config-if)# switchport

switch (config-if)# switchport monitor
switch(config-if)# no shut
switch (config-if)# exit
switch (config) #

ATY T2 SPANE vy a v EHELET,
Bl -

switch(config)# no monitor session 3

switch(config)# monitor session 3

switch (config-monitor) # source interface ethernet 2/1-3, ethernet 3/1 rx
source interface port-channel 2

# source interface sup-eth 0 both

# source vlan 3, 6-8 rx

# source interface ethernet 101/1/1-3

# filter vlan 3-5, 7
#
#

(

(

(

switch (config-monitor) #
switch (config-monitor)
switch (config-monitor)
switch (config-monitor)
switch (config-monitor)
switch (config-monitor)
switch (config-monitor)
switch (config-monitor)# exit

switch(config)# show monitor session 3

switch (config) # copy running-config startup-config

destination interface ethernet 2/5
no shut

&1

switch(config)# monitor session 1

switch (config-monitor)# source interface fc 1/9/1
switch(config-monitor)# source interface san-port-channel 171
switch (config-monitor)# source vsan 3701

switch (config-monitor)# destination interface ethernet 1/8
switch(config-monitor)# no shutdown

switch (config-monitor) # exit

switch (config)# show monitor session 1

switch (config) # copy running-config startup-config

. SPAN D&%
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BE—7E SPAN £ v > 3 VDR EH

H—J M SPAN v a U ERETAHITIE, ROFIAZFITLET,

FIEDHE
1. 778AE—RTHER—FE2FREL, SPANE=X VI T4 X—T NI LET,
2. SPANtEv a2 HELET,

F IR D

ATYT1 7O/ AEF—RFTHER—FEREL, SPANE=X Y T h A F—TMILET,
5 -

switch# configure terminal

switch (config) # interface ethernet 2/5
switch (config-if)# switchport

switch (config-if)# switchport monitor
switch (config-if)# no shut
switch (config-if)# exit
switch (config) #

ATY T2 SPANE v a v EZ&ELET,
Bl -

switch(config)# no monitor session 3

switch(config)# monitor session 3 rx

switch (config-monitor) # source interface ethernet 2/1-3, ethernet 3/1 rx
switch(config-monitor)# filter wvlan 3-5, 7

switch (config-monitor)# destination interface ethernet 2/5

switch (config-monitor)# no shut

switch (config-monitor) # exit

switch(config) # show monitor session 3

switch(config)# copy running-config startup-config

SPAN ACL 0% 7€ 5l

RIZ, SPAN ACL #1202~ LE T,

switch# configure terminal

switch (config)# ip access-list match_ll pkts

switch (config-acl)# permit ip 11.0.0.0 0.255.255.255 any
switch (config-acl) # exit

switch (config)# ip access-list match_l12 pkts

switch (config-acl)# permit ip 12.0.0.0 0.255.255.255 any
switch (config-acl)# exit

switch (config)# wvlan access-map span_filter 5

switch (config-access-map) # match ip address match_ll pkts

SPAN D% 7E
|
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switch (config-access-map) # action forward
switch(config-access-map) # exit

switch (config)# vlan access-map span_filter 10

switch (config-access-map) # match ip address match_12 pkts
switch (config-access-map) # action forward

switch (config-access-map) # exit

switch (config)# monitor session 1

switch (config-erspan-src)# filter access_group span_filter

UDF X— X SPAN M z& E
I, LT O—BEEZEMN LT, 772/ UE SN P-in-IP X7 v FOWHE TCP 7 7 7 Tl
A9 % UDF X— X SPAN Z g% Ed Dl % R~ LET,
« SFE(EICIP 7 R L2 £ 10.0.0.2
«WHITCP 77 7 : B8 TCP 7 7 V&R E

¢ /N4 | : EthHdr (14) +4M5B1IP (20) +NHEIP (20) + NS TCP (20, 7272L., 13FHD
XA "D TCP 77 )

e Xy NOEEENSDA T ki 14420+20+ 13 =67
+ UDF ORA{HE : 0x20
« UDF ¥ A 7 : OxFF

udf udf tcpflags packet-start 67 1

hardware access-list tcam region racl qualify ing-13-span-filter
copy running-config startup-config

reload

ip access-1list acl-udf

permit ip 10.0.0.2/32 any udf udf tcpflags 0x20 Oxff

monitor session 1

source interface Ethernet 1/1

filter access-group acl-udf

WIZ, UTFTO—FEEZEH LT, LAY 4~y X—DHFHENS 6 A NHD/ N7 v B4
(DEADBEEF) Ll O IP /37 v F & AT % UDF X— A SPAN 2% €7 2~ L E 7,

« SNTE(EILIP 7 K LA £ 10.0.0.2

« NERTCP 77 7 . BRRATCP 7 7 V% 3% 7E

« /XA |k : EthHdr (14) +IP (20) +TCP (20) +-34 1— K : 112233445566DEADBEEF7788
s LAY ANy X —DRFEANLDLE T b 1 20+6=26

« UDF O A fE : OXDEADBEEF (2 /XA FDF ¥ 7 B8 X2 5D UDF (Z47#)

« UDF = A7 : OXFFFFFFFF

udf udf pktsig msb header outer 14 26 2

udf udf pktsig lsb header outer 14 28 2

hardware access-list tcam region racl qualify ing-13-span-filter
copy running-config startup-config

reload

ip access-list acl-udf-pktsig
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permit udf udf pktsig msb OxDEAD OxFFFF udf udf pktsig lsb OxBEEF OxFFFF
monitor session 1

source interface Ethernet 1/1

filter access-group acl-udf-pktsig

SPAN £ U & T DX E 51

ZOFITIE, MPLS A YU » B 7T 25 SPANYI D 5 CERET D HEEZRLET,

mpls strip

ip access-list mpls

statistics per-entry

20 permit ip any any redirect Ethernetl/5

interface Ethernetl/5

switchport

switchport mode trunk

mtu 9216

no shutdown

monitor session 1

source interface Ethernetl/5 tx

mtu 64

destination interface Ethernetl/6
no shut

LSEX S A4 ABDTILFF v X b Tx SPAN O % 7€ 51

RIZ., CiscoNexus 9300-EX 77 v b7 4 —Lb AL v FDLSE AT A AT /LF v A b Tx
SPAN ZRETHHE R LET, 2. v /LF X+ Ak Tx SPAN ORERIEOH 162 /R L £
@—O

TILFF ¥ R b Tx SPAN DR E R
switch# show interface ethl/15-16, ethernet 1/27 counters

Port InOctets InUcastPkts
Ethl/15 580928 0
Ethl/16 239 0
Ethl/27 0 0
Port InMcastPkts InBcastPkts
Ethl/15 9077 0
Ethl/16 1 0
Ethl/27 0 0
Port OutOctets OutUcastPkts
Ethl/15 453 0
Ethl/16 581317 0
Ethl/27 0 0
Port OutMcastPkts OutBcastPkts
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Ethl1/15 4 0
Ethl/16 9080 0
Ethl/27 0 0

TILFEF ¥ Xk TxSPAN DETFE

switch(config)# hardware multicast global-tx-span

Warning: Global Tx SPAN setting changed, please save config and reload
switch (config) # copy running-config start-up config
[###4#H44H4EH4HHHH S H A HE S EH4444] 1008

Copy complete.

switch (config)# reload

This command will reboot the system. (y/n)? [n] ¥y

TILFF ¥ R b Tx SPAN DR E®
switch# show interface ethl/15-16, ethl/27 counters

Port InOctets InUcastPkts
Ethl/15 392576 0
Ethl/16 0 0
Ethl/27 0 0
Port InMcastPkts InBcastPkts
Ethl/15 6134 0
Ethl/16 0 0
Ethl/27 0 0
Port OutOctets OutUcastPkts
Ethl/15 0 0
Ethl/16 392644 0
Ethl/27 417112 0
Port OutMcastPkts OutBcastPkts
Ethl/15 0 0
Ethl/16 6135 0
Ethl/27 6134 0

TOMDSEEH
A

REIEH E I=—aT7ILEA ML

FEX ['Cisco Nexus 2000 Series NX-OSFabric Extender
Software Configuration Guidefor Cisco Nexus 9000
Series Switches]
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