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| ePBRL3D#5:
ePBRUBOxEHEs L UHKEE

s BEHE ePBR B L OMERE ITD IZRI C AN A U ¥ —T = A A LITFTET A,

« LR 7+ ePBR #5158 TlE. nofeatureepbr 2~ R AT AR Y —&HIRd 5 2
ERRERE X TV ET,

eI —7 877 4 v 7 ERIOCOPP V7 T AIGFET HZ ERHRINTWET, £O LR
We, -7 "I 74w PET 74N FDCoPP Y T A, Ru vy I D aRENE
NHO, 7a—7 877 4 v 7 DIPSLANY U ANRHAELET, CoPP HEKIZ OV TEE
L< %, TIPSLA 734 > b CoPP D] ZZBMML T &V,

«ePBR %, EX. FX, BIWFX2 71 > 51— F %1 2 7= Cisco Nexus 9500 33 & T} Cisco Nexus
9300 7’7 v h 74— AL v FTHR—FINTNET,

* VXLAN [ ePBRv4 38 L UVA # o R 7 1 > ePBR (E, Cisco Nexus 9500 & J — R A v F
THR— bR TVET,

* VXLAN E® ePBRv6 1, CiscoNexus9500 >V — X A A v FTHHR—FINTWETA,
* Cisco NX-O8 U U —Z 9.3(5) LAR%, Catena #§EEITFEIL SV E LT,

« VAT LPGHIBRS LA — B F v RS S FL72 ePBR —E A2 RARA b 2
BRI 2%E. WOFIEEZFATLTIZE N,

1. BEfFD ePBR ARV o —ZHIBR L £,
2. BEfFD ePBR — b 2 ZHIK L £,
3. ePBRYV—FE R T FRA LV FEXLERR— N F ¥ RVICEHRLET,

« Tepbr | L WO ARITIHE D, BFJICIERL 4172 ePBR @ access-list = b U T2 L 72
WTLEEV, TILH D access-lists (% ePBR PNHEEE A M I PRI AT,

Y

G ZIhoFVv7 4 v ALFINEEFETSH E ePBR MBIE L < #ERE
B9, ISSU (A .2 B AlREtENd » £97,

WO EEER X OHIFEIE A2 VXLAN FTO ePBR #GEICE M LE T,

s VXLAN 7 7 7V v 7 Ti&, FICVLANHROT NS, 22 LT —ERAF =2 — 0 BFEITT
EFEHA, TRTHOT /A T, B0 VLAN ICHEET D HERNH Y £,

e Fx—rHNDOTXTOY—ERA2[E U VRF IZH A4S, ePBR X VXLAN ~/LFH A1 k
777V OB~V A FTOHYR—FENET,

c Fx—rHNDOTRTOY—EANRE U VRFIZH DESL

T ITATIARL A Fx—=2E, HIRORN2OOY—ER ) — R THHR— R &
nET,

e Fx—UMIZ3DULEDY—V R ) —RKNBDT I T 4 TIAX R, F=— 2Tl
FILYH—ER NV —TDOERIZHEZA TORRZ 250 ) — RIILEDH Y FHA,
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B crsruonm

ePBRL3 DAL |

*VXLAN 77 7Y v 7 Tlix, V—7HAD 1 2OV —EZANSD NT T4 v T H AT
FLT, BTRILU—ZIZE-TLBHZ LT TEEHA,

\}

GE) Fz—rHNOTXTOY—EXARRARAVRFILUTHFANIHLD
BaE., 2o offRITEH S EEA,

ROEFFES L ORI SEHE — B ACL #REICEM L £ 7,

« permit A /v RZ& 55 ACE DN ACL THR— h & E9, o5k (deny F 713 remark
72E) O ACE IXEH I ET,

+ 1 >0 ACL TH K 256 DFFF] ACE XY R— h I ET,

ePBR L3 D& Rk

L& BHIIC

ePBR HEREZ RER 9 A EIIZ, IP SLA BL U PBREEFENHERR SN TWAZ L 2R L TLEE
W,

ePBRY—EX, R O—DERBELUVA 2 —T 24 A~NDOEES

[

FIEDOHE

WX 7 a L Tit, ePBRY—E X, ePBRARU P —D#K, BLOAS v Z—T =24 ZA~DR
U — DR EATIFTIZOWTEHA L E9,

configureterminal

epbr service service-name

vrf vrf-name

service-endpoint {ip ipv4 address|ipv6 ipv6 address} [inter faceinterface-nameinterface-number]
probetrack track ID

reverseip ip address inter face interface-name interface-number

exit

epbr policy policy-name

match { [ip addressipv4 acl-name] | [ipv6 addressipv6 acl-name] }

10. [no] load-balance [ method { src-ip | dst-ip}] [ buckets sequence-number ]

11.  sequence-number set service service-name [ fail-action { bypass| drop | forward}]
12. interfaceinterface-name interface-number

13. epbr {ip|ipv6} policy policy-name [reverse]

14. exit

©ENDOGHWN
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| ePBRL3D#5:

ePBRH—E R, KU L—DHEBH LU 28— x4 2~0BEMHT [J]

FE D
aAv U RFEREEFET7TIVaY B

A5 w 71 |configureterminal a7 4 F2lb—ar ET— RICAY £1,
i -
switch# configure terminal
switch (config) #

RXF w2 |epbr service service-name H LU ePBR — R & {ERE L £,
1
switch(config)# epbr service firewall

25w F3 |vrfvrf-name ePBR #—E 2 VRF #fFE L £7°,
£
switch(config)# vrf tenant A

RFw 74 |serviceendpoint {ip ipv4 address|ipv6 ipv6 address} | ePBR H— bt ADH—E AL RiRA > b &R L
[interface interface-name interface-number] E
K FME2 ~5 %480 LT, BIO ePBR ¥ — & X4
switch(config-vrf)# service-endpoint ip Eijfé;jzjﬂ
172.16.1.200 interface VLAN100 °

RTw 75 |probetrack track ID T w7 BEBICER L, ePBROK—E R =
Bl - RARA 2 MCBEFD R 7 » 7 ID ZH) 4 THY
switch (config-vrf)# probe track 30 BT RRAL M7y 7 IDEEIDYTAHZ L

DTEET,

RTw 76 |reverseipip addressinterfaceinterface-name N7 4w RY =2 S5 reverse IP & A
interface-number VH—T oA A EHRLET,
11
switch (config-vrf)# reverse ip 172.16.30.200
interface VLAN201

AT T |exit VRF 227 4 Xal—varyE—REKRTLT,
Bl - Jua—rar7 4 Xalb—arE®— &tk
switch (config-vrf)# exit L/§£7f°

AT w8 |epbr policy policy-name ePBR R U v — &M L £,
1
switch (config) # epbr policy Tenant A-Redirect

RF w79 |match {[ip addressipv4 acl-name] | [ipv6 addressipv6 | [Pv4 % 7213 IPv6 7 KL A% IP, F 7213 IPv6 ACL

acl-name] }

&1

switch (config)# match ip address WEB

ERELET,

ZOFMEE#ED R LT, BTSN THEED ACL
H—HSELIENTEET,
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B erertyasERLEY—EROZE

ePBRL3 DAL |

AR RFEREFT7TIVa Y

S

ZFw 710 |[no]load-balance[ method { src-ip |dst-ip}] [ buckets| ePBR — B A CEFHH SN B2 — R ARNTF L 2 A Y
Sequence-number ] Ry MIERELET,
1 :
switch(config)# load-balance method src-ip
mask-position 3
ZFw 711 |sequence-number set service service-name [ fail-action | fail-action A # = X A% L £,
{ bypass| drop | forward}]
1 -
switch (config)# set service firewall fail-action
drop
R w712 |interfaceinterface-name interface-number AV E—T 2 A AEBREL. A2 F—T AR 2
11 V74X alb—vary E— REBBLET,
switch (config)# interface vlan 2010
A7 713 |epbr {ip|ipv6} policy policy-name [rever se] A =T A AT, WOTHLRD1DLL BICBEHE
i - fHFsdZ EMTEET,
switch (config-if)# epbr ip policy JIESFHD IPV4A IR Y o —
Tenant A-Redirect
o WiJFIE D IPvA R Y 2—
« JIES M IPv6 AR Y o—
o WHO IPv6 7R U 2—
ATy T 14 |exit AV H—=TxAfAaryT7 4 FXalb—arF—FK
- AT L, Zn—rbar 7 4 Xal—ia s E—

switch(config-if)# end

RIZEY F£9°,

ePBREy a3 EFRALI-Y—EXDER

WOFIETIE, ePBREy v a v EHALTH—ERAEZEFTHIHEEZHRALTCOVET,

FIRDEE

1. epbr session
epbr service service-name

w N

interface-number]

commit
abort

No oA

[no] service-endpoint {ip ipv4 address| ipv6 ipv6 address} [interface interface-name

service-endpoint {ip ipv4 address| ipv6 ipv6 address;} [inter faceinterface-name interface-number]
reverseip ip address inter face interface-name interface-number
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| ePBRL3D#5:

ePBREy s avaEALEY—E20ZE ]

FE D
ARV KRFERRETI a3 Y B
AT 71 |epbr session ePBR v gy E—RFICAD ET,
fi
switch (config)# epbr session
ATy 72 |epbr service service-name ePBR £ > = F— R THERT % ePBR ¥ —E A
=
15“ : %f:FE/:E LiTo
switch (config-epbr-sess) # epbr service
TCP_OPTIMIZER
X 7 3 |[no] service-endpoint {ip ipv4 address| ipv6 ipv6 ePBR H— b A [AFICHERR SN —E 2T R
address} [interface interface-name interface-number ] Sy N ERESCLUET,
1 -
switch (config-epbr-sess-svc)# no service-end-point
ip 172.16.20.200 interface VLAN200
R Fw 7 4 |service-endpoint {ip ipv4 address| ipv6 ipv6 address} |4 —vr 2T RERA > FEZH L, ePBR —E 2
[interface interface-name interface-number] DIP ZESHXET,
1 -
switch (config-epbr-sess-svc) #service-end-point ip|
172.16.25.200 interface VLAN200
R 5w 75 |reverseip ip address inter face interface-name 774w RY =M S D reverse IP & A
interface-number VHE—T oA A EELET,
1 -
switch (config-epbr-sess-svc-ep) # reverse ip
172.16.30.200 interface VLAN201
R T 7 6| commit ePBRE > a VA L7 ePBRYV—EADEE %
15“ : %T Lij—o
switch (config-epbr-sess)# commit GE) TDAT T DETHIZePBRE Y 3
CEFEELET,
AT w7 1|abort tyvarvEpibL, By va COBIEOHKE
Bl - V7EFIVEYy FLES, 23y MRIZZT—F

switch (config-epbr-sess)# abort

7213 AR — P IR TR WD TR A S -85S
W2, BEO® Y Vg U EIREET S ITIE. Zoa
~ U REMEHLET,

GE) Dk, EIE LR EFEHA L TH LW
ePBREYI a v ZHELES,
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B errevsaszmmALERY —0E

ePBRL3 DAL |

ePBRty > a EFERALER) O —DEE

WOFIETIE, ePBRE Y g v ZFHLTRY O —2EF T2 HECHOWTHBALET,

FIEDHE
1. epbr session
2. epbr policy policy-name
3. [no] match {[ip addressipv4 acl-name] | [ipv6 addressipv6 acl-name] [12 addressipv6 acl-name] }
vlan {vlan | vlan range| all}}
4. match {[ip addressipv4 acl-name] | [ipv6 addressipv6 acl-name] [|2 address ipv6 acl-name]}
vlan {vlan | vlan range|all}}
5. seguence-number set service service-name [ fail-action { bypass| drop | forward}]
6. [no]load-balance[ method { src-ip | dst-ip}] [ buckets sequence-number]
7. commit
8. end
FIED %
OV RFERET7TIY3 Y B
A7 71 |epbr session ePBRE v v ay E—RICAD T,
fi
switch (config)# epbr session
R J2|epbr policy policy-name ePBR v 3 E— K THEMT 5 ePBRAY v—
Bl - EIRELET,
switch (config-epbr-sess)# epbr policy
Tenant A-Redirect
R 7 73| [no] match { [ip addressipv4 acl-name] | [ipv6 address | [p & 7= 1% IPv6 ACL IZx3 % IP 7 K L 2 DIRA % i
ipv6 acl-name] [I12 addressipv6 acl-namel} vian {vlan | | 7= L £ 4,
vlan range] all}}
il -
switch (config-epbr-sess-pol) # no match ip address
WEB
R 7w 74| match { [ip addressipv4 acl-name] | [ipv6 addressipv6 | [P % 72| IPv6 ACL \Zx[9 5 IP 7 R L ADWE A%
acl-name] [12 addressipv6 acl-name]} vlan {vlan |vlan | & L¥,
range|all}}
1 -
switch (config-epbr-sess-pol) # match ip address HR|
R T 75 | sequence-number set service service-name| fail-action { | —$4-2% > —/7 v 2 &BMN, £H, EEHIRT S

bypass| drop | forward}]
{1

switch (config-epbr-sess-pol-match)# set service

firewall fail-action drop

. BEFED Y —47 2 AD fail-action 77 > 3 VEE
BHLET,
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| ePBRL3D#5:
ePBR R 1) L —IZ & A SN B Access-list DEFH .

ARV RFEREET7TOVa Y Be

A7 76 |[no] load-balance[ method { src-ip | dst-ip}] [ buckets| ePBR #— b A Tl S22 — KT A XYy
seeuence-number] b ey MRES LET,
Bl - G B EOY—EAF =L B LS
switch (config-epbr-sess-pol-match)# load-balance AL x o, BEvyvaryaryay¥ AT

method src-ip mask-position 3

O EEE TS L, —H o — R
S UARERNT 7L MUy FER

ESc RN
R T 77| commit ePBRE v a3 VA L7 ePBRY—EADER %
15“ : %T Lijﬁo
switch (config-epbr-sess) #commit
RTv7S8|end ePBR v gy T—RakTLET,

1

switch (config-epbr-sess) #end

ePBRR') o —IZ &k A N 5 Access-list D EFH

WOFNETIL, ePBR AR Y o — Tl &35 access-list 2 HHF T2 HIEIZOWTHIALEI,

FIEDHE
1. epbr session access-list acl-namerefresh
2. end
FIED %
ARV RFERIETY Va3 B#Y
Z 5w 71| epbr session access-list acl-name refresh RY =k o TEMSNTZ ACL #EHT £7213 Y
15“ . 71/*)“/.1 Liﬁ—o
switch (config)# epbr session access-list WEB
refresh
25w 72 |end Ja—s\)LarZ4¥al—var = REKT
15“ : L/iﬁ‘o

switch (config) # end

ePBR Show a7 > K

WD U A MZ, ePBRIZBEHET 5 show 2~ RERLET,

Cisco Nexus 9000 & ') —X NX-0S ePBR #R A4 K. U U—293 ) [}



B creru o

FIRDEE

F IR D %

show tech-support epbr
show running-config epbr
show startup-config epbr

apwDbd-=

show epbr policy policy-name [rever se]
show epbr statistics policy-name [rever se]

ePBRL3 DAL |

AR EFERERTIVa Y

=)

A7y 71 | show epbr policy policy-name [rever se] NE 58] & 72 13 5 IS S D ePBR AR Y v —(2
Bl B B e R LET
switch# show epbr policy Tenant A-Redirect
25+ 72 | show epbr statistics policy-name [rever se] ePBR 7K U o — i3t A %R LET,
il -
switch# show ePBR statistics policy pol2
R T 7 3| show tech-support epbr ePBR DT 7 =71 /L ¥ iR— MEREFRLET,
f1
switch# show tech-support epbr
R T 7 4| show running-config epbr ePBR D ETHEM A KR L £ 7,
fl
switch# show running-config epbr
ATy 75 | show startup-config epbr ePBR DA X — b7 v Tl TR L ET,

1

switch# show startup-config epbr

ePBR L3 D& R4

5l - ePBR NX-OS #5%

’D AT %, ePBRNX-0S #ai AR L TCWET,
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| ePBRL3D#5:

erBR L3 DiERH [

1:ePBR NX-0S D&RL

(O Forward Flow

Firewall Firewall Web TCP
O Reverse Fiow 1 2 optimizer
_ — ool
(2112 e 20112 207722
[13112]gee==s 20114 201.1.24

A
[Vian 10| [Vian 11|/ vian 12| | Vian 13||Vian 16| [Vlan17| |Wian 20/ [ Vian 20|
Y Y Y

Web-traffic

Eth1/8 Nexus 9000 Eth118 <
—
Bl : =R —R : IBABDHDWeb b5 T4 v I DY —ERFz—2%ERT 5

W ORERRAIL, NBEHFHDOIHD Web 8T 7 4 v 7 DY —EAF = — U ZAERT D iEEZR LT
I/\i—a—o

IP access list web traffic
10 permit tcp any any eg www

Hosts

ePBR service FW1
service-end-point ip 10.1.1.2 interface VlanlO
reverse interface Vlanll

ePBR service FW2
service-end-point ip 12.1.1.2 interface Vlanl2
reverse interface Vl1anl3

ePBR service Web cache
service-end-point ip 16.1.1.2 interface Vlanlé
reverse interface Vlanl?7

ePBR policy tenant 1
match ip address web-traffic
10 set service FWl
20 set service FW2
30 set service Web cache

interface Ethl/8
ePBR ip policy tenant 1

WOBENL, NEFED Web b T 7 4 v 7 DY —ERAF = — NERR O 2 WeR 4 5 HiEE R~ L
TWET,

switch# show ePBR policy tenant 1

Policy-map : tenant 1
Match clause:
ip address (access-lists): web-traffic
Service chain:
service FWl, sequence 10, fail-action No fail-action
IP 10.1.1.2
service FW2, sequence 20, fail-action No fail-action
IP 12.1.1.2
service Web_cache, sequence 30, fail-action No fail-action
IP 16.1.1.2
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ePBRL3 DAL |
ePBR L3 (O A1

Policy Interfaces:
Ethl/8

Bl : A—RH5—R : EAROHATePBR Z2FHLTTCP bS5 T4 v O ZERTHET S

W ORERSAFNL, B MDA TePBREZHEHA LTTCP N7 7 4 v 7 ZAMOHT 5 HEEZRLT
I/\jETo

IP access list tcp_traffic
10 permit tcp any any

ePBR service TCP_Optimizer
service-interface Vlan20
service-end-point ip 20.1.1.2
service-end-point ip 20.1.1.3
service-end-point ip 20.1.1.4

ePBR policy tenant 1
match ip address tcp_traffic
10 set service TCP Optimizer

interface Ethl/8
ePBR ip policy tenant 1

WOBENE, NEHETEPBR 2 L CAMIETCP N7 7 1 v 7 O EMGRT 5 kxR
LTWET,

switch# show ePBR policy tenant 1

Policy-map : tenant 1
Match clause:
ip address (access-lists): tcp_traffic
Service chain:
service TCP_Optimizer, sequence 10, fail-action No fail-action
IP 20.1.1.2
IP 20.1.1.3
IP 20.1.1.4
Policy Interfaces:
Ethl/8

Bl : A—RH5—R : WABDWeb ST 4 v IDY—ERF—2%ERT S

WORERAENL, NES7m & W HFmOmMITTWeb hT 7 4 v 7 DY —EAF =— U ZAERT D
HEERLTWET,

IP access list web traffic
10 permit tcp any any eqg www

ePBR service FWl
service-end-point ip 10.1.1.2 interface VlanlO
reverse ip 11.1.1.2 interface Vlanll

ePBR service FW2
service-end-point ip 12.1.1.2 interface Vlanl2
reverse ip 13.1.1.2 interface Vl1anl3

ePBR service Web cache
service-end-point ip 16.1.1.2 interface Vlanlé
reverse ip 17.1.1.2 interface Vlanl?7

ePBR policy tenant 1

match ip address web-traffic
10 set service FWl
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ePBR L3 D&k
epBR L3 ERH |

20 set service FW2
30 set service Web_ cache

interface Ethl/8
ePBR ip policy tenant 1

interface Ethl/18
ePBR ip policy tenant 1 reverse

WOFNE, NEFF1A] &R OM D Web b7 7 4 v 7 DY —ERF = — AR OMERL A 7R
TLHEER L TOET,

switch# show ePBR policy tenant 1

Policy-map : tenant 1
Match clause:
ip address (access-lists): web-traffic
Service chain:
service FW1l, sequence 10, fail-action No fail-action
IpP 10.1.1.2
service FW2, sequence 20, fail-action No fail-action
IP 12.1.1.2
service Web cache, sequence 30, fail-action No fail-action
IP 16.1.1.2
Policy Interfaces:
Ethl/8

switch# show ePBR policy tenant 1 reverse

Policy-map : tenant 1
Match clause:
ip address (access-lists): web-traffic
Service chain:
service Web cache, sequence 30, fail-action No fail-action
IP 17.1.1.2
service FW2, sequence 20, fail-action No fail-action
IP 13.1.1.2
service FW1l, sequence 10, fail-action No fail-action
IP 11.1.1.2
Policy Interfaces:
Ethl/18

Bl : 2—R7—X :ePBRZ#=FRHLTHMARTTICP 574 v U BT S

WORERAIIX, ePBR Z i L CIES A & Wi 5RO 5 CTTCP N7 7 4 v 7 ZARSEHT 55
EEARLTWET,

ePBR service TCP_Optimizer
service-interface Vlan20
service-end-point ip 20.1.1.2
reverse ip 20.1.1.22
service-end-point ip 20.1.1.3
reverse ip 20.1.1.23
service-end-point ip 20.1.1.4
reverse ip 20.1.1.24

ePBR policy tenant 1
match ip address tcp_traffic

10 set service TCP_Optimizer

interface Ethl/8
ePBR ip policy tenant 1
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interface Ethl/18
ePBR ip policy tenant 1 reverse

ePBRL3 DAL |

WOHIL, ePBR ZfEH L T HMODOAMSETCP N7 7 4 v 7 O E MR T 5 HiEERL

TWEJ,

switch# show ePBR policy tenant 1

Policy-map : tenant 1
Match clause:
ip address (access-lists): tcp traffic
Service chain:
service TCP Optimizer, sequence 10, fail-action No fail-action
IP 20.1.1.2
IP 20.1.1.3
IP 20.1.1.4
Policy Interfaces:
Ethl/8

switch# show ePBR policy tenant 1 reverse

Policy-map : tenant 1
Match clause:
ip address (access-lists): tcp traffic
Service chain:
service TCP Optimizer, sequence 10, fail-action No fail-action
IP 20.1.1.22
IP 20.1.1.23
IP 20.1.1.24
Policy Interfaces:
Ethl/18

Bl : VXLAN 27 Y w o ZERA L= ePBR KR —DER

wOF S AT Pt VXLAN 77 7V w7 ETePBR T2 HEEZ R L THVET,
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| ePBRL3D#5:

erBRL3 DiERH ]

B 2:VXLAN 77 7)o LD ePBR DR

Nexus Fabric
==
O Forward vReverse Traffic Flow/statistics ) )
Spine switch
(O VNI interface forward and Reverse traffic flows
/,f’fﬂ‘"i‘\'\
W S
,f \ e
// | ‘\‘. \“\\
N \
t”f ra ‘.\-\ \\\\
Service \\ Service .
Boarder -~ Service VPC . VPC ~._  Service Services
Vian 30 Leaf »~ Leafl ¥ v Leaf2 4 Leaf2 ~a Leafd Vian 40 —
Van & =0 =0 0= Van =
= . —
Vlan 130 e b o Vlan 140
Vian 410 | Vian 450 \“u
Vian 10 Vian 50 | Vian 310 . ' Vlan 350 'Vlan 120
E L1 1]
- . [ ==y ] o
31 52 S3 34 &
Firewall Firewall Web cache  TCP optimizer g

ip access-list acll

10 permit ip 30.1.1.0/25 40.1.1.0/25

20 permit ip 30.1.1.128/25 40.1.1.128/25
ip access-list acl2

10 permit ip 130.1.1.0/25 140.1.1.0/25

20 permit ip 130.1.1.128/25 140.1.1.128/25

epbr service sl
vrf vrfl
service-end-point ip 10.1.1.2 interface Vl1anlO
probe icmp frequency 4 retry-down-count 1 retry-up-count 1 timeout 2 source-interface
loopback9
reverse ip 50.1.1.2 interface Vlan50

probe icmp frequency 4 retry-down-count 1 retry-up-count 1 timeout 2
source-interface loopbackl0

epbr service s2
vrf vrfl
service-end-point ip 41.1.1.2 interface Vl1an4lo0
probe icmp source-interface loopback9
reverse ip 45.1.1.2 interface V1an450

probe icmp source-interface loopbackl0

epbr service s3
vrf vrfl
service-end-point ip 31.1.1.2 interface Vlan310
probe http get index.html source-interface loopback9
reverse ip 35.1.1.2 interface Vlan350

probe http get index.html source-interface loopbacklO
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epbr service s4
service-interface V1anl20
vrf vrfl
probe udp 6900 control enable source-interface loopback9
service-end-point ip 120.1.1.2

reverse ip 120.1.1.2

epbr policy pl
statistics
match ip address acll
load-balance buckets 16 method src-ip
10 set service sl fail-action drop
20 set service s2 fail-action drop
30 set service s4 fail-action bypass
match ip address acl2
load-balance buckets 8 method dst-ip
10 set service sl fail-action drop
20 set service s3 fail-action forward
30 set service s4 fail-action bypass
interface V1anl00 - Vxlan L3vni interface to which the policy is applied on all service
leafs
epbr ip policy pl
epbr ip policy pl reverse

Apply forward policy on ingress interface in border leaf where traffic coming in needs
to be service-chained:

interface V1an30 - Traffic matching acll
epbr ip policy pl
int vlan 130 - Traffic matching acl2

epbr ip policy pl

Apply the reverse policy On leaf connected to server if reverse traffic flow needs to

be enabled:

int vlan 130 - Traffic matching reverse flow for acll
epbr ip policy pl rev

int vlan 140 - Traffic matching reverse flow for acll

epbr ip policy pl rev
fl : ePBR H—E X DHEK
ROBIL, ePBR —EAZMMT 5 HEE R LET,

epbr service FIREWALL
probe icmp
vrf TENANT A
service-endpoint ip 172.16.1.200 interface VLAN100
reverse ip 172.16.2.200 interface VLAN1O1
service-endpoint ip 172.16.1.201 interface VLAN100
reverse ip 172.16.2.201 interface VLAN1O1

epbr service TCP_Optimizer
probe icmp
vrf TENANT A
service-endpoint ip 172.16.20.200 interface VLAN200
reverse ip 172.16.30.200 interface VLAN201

5l - ePBR R O —DHER
WOHIIE, ePBR RNV v —%ERT 5 HEERLET,
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epbr service FIREWALL
probe icmp
service-end-point ip 1.1.1.1 interface Ethernetl/1l
reverse ip 1.1.1.2 interface Ethernetl/2
epbr service TCP_Optimizer
probe icmp
service-end-point ip 1.1.1.1 interface Ethernetl/3
reverse ip 1.1.1.4 interface Ethernetl/4
epbr policy Tenant A-Redirect
match ip address WEB
load-balance method src-ip
10 set service FIREWALL fail-action drop
20 set service TCP_Optimizer fail-action bypass
match ip address APP
10 set service FIREWALL fail-action drop
match ip address exclude acl exclude
match ip address drop_acl drop

Bl : 48 —T x4 RE PBRARY —DBEESN T
WOFIL, ePBR RNV —% MR T 5 HEERLET,

interface vlan 2010
epbr ip policy Tenant A-Redirect

interface vlan 2011
epbr ip policy Tenant A-Redirect reverse

Bl - IEARICER SN S ePBRARY O —
WL, TEFMCEBASINER) =Y I a2 R L TWET,

show epbr policy Tenant A-Redirect
policy-map Tenant A-Redirect
Match clause:
ip address (access-lists): WEB
Service chain:
service FIREWALL , sequence 10 , fail-action drop
ip 172.16.1.200 track 10 [ UP ]
ip 172.16.1.201 track 11 [ DOWN ]
service TCP Optimizer, sequence 20 , fail-action bypass
ip 172.16.20.200 track 12 [ UP] ]

Match clause:
ip address (access-lists): APP
Service chain:
service FIREWALL , sequence 10 , fail-action drop
ip 172.16.1.200 track 10 [ UP ]
ip 172.16.1.201 track 11 [ DOWN ]

Policy Interfaces:
Vlan 2010

5l - reverse AAIZERA SN S ePBR R & —
WOBENL, reverse FANZHH S AR Y —DH TNV N ERLTWET,

show epbr policy Tenant A-Redirect reverse
policy-map Tenant A-Redirect
Match clause:

ip address (access-lists): WEB

Service chain:
service TCP Optimizer, sequence 20 , fail-action bypass
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ip 172.16.30.200 track 15 [ UP] ]
service FIREWALL , sequence 10 , fail-action drop
ip 172.16.2.200 track 13 [ UP ]

ip 172.16.2.201 track 14 [ DOWN ]

Match clause:
ip address (access-lists): APP

Service chain:

service FIREWALL , sequence 10 , fail-action drop
ip 172.16.2.200 track 13 [ UP ]
ip 172.16.2.201 track 14 [ DOWN ]

Policy Interfaces:
Vlan 2011

Bl A —YYERZL+SVY
WOHNE, F= RARA L MIMNT v 7 IDZ2EIV Y CTHHEEZRLTWET,

epbr service FIREWALL

probe icmp

service-end-point ip 1.1.1.2 interface Ethernetl/21
probe track 30
reverse ip 1.1.1.3 interface Ethernetl/22

probe track 40

service-end-point ip 1.1.1.4 interface Ethernetl/23

reverse ip 1.1.1.5 interface Ethernetl/24

Bl :ePBREYa & FERAL-ePBRY—ERDEE

WOFNEL, ePBRYV—ERDIP ZEEHZ, IOV —ER = K KRA LV MEBINT 5 HELY
ARLTWET,

switch (config) #epbr session
switch (config-epbr-sess) #epbr service TCP _OPTIMIZER
switch (config-epbr-sess-svc)# no service-end-point ip 172.16.20.200 interface VLAN200

switch (config-epbr-sess-svc) #service-end-point ip 172.16.25.200 interface VLAN200
switch (config-epbr-sess-svc-ep) # reverse ip 172.16.30.200 interface VLAN201
switch (config-epbr-sess) #commit

Bl :EPBRtEv a3 &ERAL-ePBRARY —DEERE

WOFIE, ePBRFY —DIPEEEMZ, BEINTZRI O — T 74 v 7 DY —ERAF = —
VEBMT A HEEZRLTCVET,

switch (config) #epbr session

switch (config-epbr-sess) #epbr policy Tenant A-Redirect

switch (config-epbr-sess-pol) # no match ip address WEB

switch (config-epbr-sess-pol) #match ip address WEB

switch (config-epbr-sess-pol-match)# 10 set service Web-FW fail-action drop load-balance
method src-ip

switch (config-epbr-sess-pol-match)# 20 set service TCP Optimizer fail-action bypass
switch (config-epbr-sess-pol) #match ip address HR

switch (config-epbr-sess-pol-match)# 10 set service Web-FW

switch (config-epbr-sess-pol-match)# 20 set service TCP Optimizer

switch (config-epbr-sess) #commit

5l : ePBR #fi5t R o —DERTR
WOBIL, ePBR KR Y o —%FRT D HEEZRLTWET,
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switch# show epbr statistics policy pol2
Policy-map pol2, match testv6acl
Bucket count: 2

traffic match : epbr pol2 1 fwd bucket 1

two : 0
traffic match : epbr pol2 1 fwd bucket 2
two : 0

T DDSE &R

zomwnszay |
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