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database-mapping 20

dynamic-eid 22

eid-record-provider 23
eid-record-subscriber 24

eid-table 25

encapsulation 27

etr 28

etr map-server 29

extranet 31

instance-id 32

ip pim lisp core-group-range 33

ip pim lisp transport multicast 34

ip pim rp-address 35

ip pim sparse mode 36

ipv4 multicast multitopology 37

ip pim ssm 38

itr 39

itr map-resolver 40

locator default-set 41

locator-set 42

map-cache 43

map-cache extranet 45

prefix-list 46

route-import database 47

service 49

show lisp instance-id ipv4 database 50
show lisp instance-id ipv6 database 52
show lisp instance-id ipv4 map-cache 53
show lisp instance-id ipv6 map-cache 59
show lisp instance-id ipv4 server 61
show lisp instance-id ipv6 server 63
show lisp instance-id ipv4 statistics 64
show lisp instance-id ipv6 statistics 65

show lisp prefix-list 66
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show lisp session 67

use-petr 68
- CiscoTrustSec 71
%35 CiscoTrustSec A< > K 13

cts authorization list 75

cts change-password 77

cts credentials 78

cts refresh 80

cts rekey 82

cts role-based enforcement 83
cts role-based 12-vrf 85

cts role-based monitor 87

cts role-based permissions 89
cts role-based sgt-caching 91

cts role-based sgt-map 92

cts sxp connection peer 95

cts sxp default password 98

cts sxp default source-ip 100

cts sxp filter-enable 102

cts sxp filter-group 103

cts sxp filter-list 105

cts sxp log binding-changes 107
cts sxp reconciliation period 108
cts sxp retry period 109
propagate sgt (cts manual) 110
sap mode-list (cts manual) 112
show cts credentials 114

show cts interface 115

show cts role-based counters 118
show cts role-based permissions 120
show cts server-list 122

show cts sxp 125
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show platform hardware fed switch active fwd-asic resource tcam utilization 128
show platform hardware fed switch active sgacl resource usage 130

show platform software classification switch active FO class-group-manager class-group client acl
all 131

show platform software cts forwarding-manager switch active FO port 132

show platform software cts forwarding-manager switch active FO 136

show platform software cts forwarding-manager switch active FO permissions 137
show platform software fed switch active acl counters hardware | inc SGACL 139
show platform software fed switch active acl usage 140

show platform software fed switch active ifm mappings 141

show platform software fed switch active ip route 145

show platform software fed switch active sgacl detail 147

show platform software fed switch active sgacl port 148

show platform software fed switch active sgacl vlan 150

show platform software status control-processor brief 151

show monitor capture <name> buffer 152

AVA—T A RBEIUVN—FKIz7 aViR—R>2 b+ 153

ABA—DARBLUN—FKH 7 avT K 155

bluetooth pin 158

clear coap database 159

clear macro auto configuration 160

coap endpoint (COAP 7’ ¥y 27 4 Fa2lb—3) 161
debug coap 162

device classifier 163

debug ilpower 164

debug interface 165

debug Ildp packets 167

debug platform poe 168

debug platform software fed switch active punt packet-capture start 169
duplex 17

errdisable detect cause 173

errdisable recovery cause 176
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errdisable recovery cause 179

interface 182

interface range 185

ipmtu 187

ipvb mtu 189

list (COAP 7mr¥> a7 Falb—ay) 19

ldp (f ¥ —TzAf A AT 4 X2l —a) 192
logging event power-inline-status 194

macro 195

macro auto 198

macro auto apply (Cisco IOS > =/LD A7 1 7 NEHE) 201
macro auto config (Cisco I0S ¥ =/L D A7 U 7 MEHE) 203
macro auto control 204

macro auto execute 206

macro auto global control 213

macro auto global processing 215

macro auto mac-address-group 216

macro auto processing 218

macro auto sticky 219

macro auto trigger 220

macro description 222

macro global 223

macro global description 226

max-endpoints (COAP 7’m % a7 4 Fal—al) 221
mdix auto 228

network-policy 229

network-policy profile (/7 m—/ L 227 4 X2 l—32) 230
port-dtls (COAP Vv ¥ a7 4 Fal—z3) 23
port-unsecure (COAP 7uH¥L a7 4 Fal—al) 232
power inline 233

power inline police 237

power supply 240

resource directory (COAP 7m¥ a7 4 Fal—gr) 242
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security (COAP 7 m ¥y a7 4 Fal—g) 243
shell trigger 244

show beacon all 246

show coap dtls endpoints 247

show coap endpoints 248

show coap globals 249

show coap resources 250

show coap stats 251

show coap version 252

show device classifier attached 253

show device classifier clients 255

show device classifier profile type 256

show environment 259

show errdisable detect 262

show errdisable recovery 264

show ip interface 265

show interfaces 271

show interfaces counters 278

show interfaces switchport 281

show interfaces transceiver 284

show macro auto 288

show memory platform 291

show module 294

show network-policy profile 295

show parser macro 296

show platform hardware bluetooth 299

show platform hardware fed switch forward interface 300
show platform resources 304

show platform software audit 305

show platform software fed switch punt cpuq rates 309
show platform software fed switch punt packet-capture display 312
show platform software fed switch punt rates interfaces 314
show platform software ilpower 317

show platform software memory 319
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show platform software process list 326

show platform software process memory 330

show platform software process slot switch 333

show platform software status control-processor 335

show platform software thread list 338

show processes cpu platform 340

show processes cpu platform history 343

show processes cpu platform monitor 346

show processes memory 348

show processes memory platform 352

show processes platform 356

show shell 359

show system mtu 362

show tech-support 363

show tech-support bgp 365

show tech-support diagnostic 369

speed 371

start (COAP 7 Xy a7 4FX¥al—3) 313
stop (COAP 7rXy a7 4Fal—al) 314
switchport block 375

system mtu 377

transport (COAP 7m ¥y a7 4 Fal— g ) 318
voice-signaling vlan (x> NV —27 KU —ar7 4 Fal—a) 319

voicevlan (v hU—2 R — a7 4 Fal—3) 381

ERLA- IP7RKLyL USG9 —ER 383
H5E IP7RLyI YO H—EXR T K 38

clear ipv6 access-list 389
clear ipv6 dhcp 390

clear ipv6 dhep binding 391
clear ipv6 dhep client 393
clear ipv6 dhep conflict 394
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clear ipv6 dhcp relay binding 395
clear ipv6 eigrp 396

clear ipv6 mfib counters 397
clear ipv6 mld counters 398
clear ipv6 mld traffic 399
clear ipv6 mtu 400

clear ipv6 multicast aaa authorization 401
clear ipv6 nd destination 402
clear ipv6 nd on-link prefix 403
clear ipv6 nd router 404
clear ipv6 neighbors 405
clear ipv6 ospf 407

clear ipv6 ospf counters 408
clear ipv6 ospf events 410
clear ipv6 pim reset 411
clear ipv6 pim topology 412
clear ipv6 pim traffic 413
clear ipv6 prefix-list 414
clear ipvo rip 416

clear ipv6 route 418

clear ipv6 spd 420

thrp delay 421

fthrp version vrrp v3 422

ip address dhep 423

ip address pool (DHCP) 427
ip address 428

ip unnumbered 431

ipweep 434

ipv6 access-list 440

ipv6 address-validate 444
ipv6 cef 445

ipv6 cef accounting 447
ipv6 cef distributed 450

ipv6 cef load-sharing algorithm 452
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ipv6 cef optimize neighbor resolution 454
ipv6 destination-guard policy 455
ipv6 dhcp-relay bulk-lease 456

ipv6 dhcp-relay option vpn 457

ipv6 dhcp-relay source-interface 458
ipv6 dhcp binding track ppp 459

ipv6 dhcp database 461

ipv6 dhcp iana-route-add 463

ipv6 dhcp iapd-route-add 464

ipv6 dhcp-ldra 465

ipv6 dhcp ping packets 466

ipv6 dhcp pool 467

ipv6 dhep server vrf enable 470

ipv6 flow monitor 471

ipv6 general-prefix 472

ipv6 local policy route-map 474

ipv6 local pool 476

ipv6 mld snooping (7' = —/3)L) 4718
ipv6 mld ssm-map enable 479

ipv6 mld state-limit 480

ipv6 multicast-routing 482

ipv6 multicast group-range 483

ipv6 multicast pim-passive-enable 485
ipv6 nd cache expire 486

ipv6 nd cache interface-limit (global) 488
ipv6 nd host mode strict 489

ipv6 nd na glean 490

ipv6 nd ns-interval 491

ipv6 nd nud retry 492

ipv6 nd reachable-time 494

ipv6 nd resolution data limit 495

ipv6 nd route-owner 496

ipv6 neighbor 497

ipv6 ospf name-lookup 499
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ipv6 pim 500

ipv6 pim accept-register 501

ipv6 pim allow-rp 502

ipv6 pim neighbor-filter list 503
ipv6 pim rp-address 504

ipv6 pim rp embedded 507

ipv6 pim spt-threshold infinity 508
ipv6 prefix-list 509

ipv6 source-guard attach-policy 513
ipv6 source-route 514

ipv6 spd mode 516

ipv6 spd queue max-threshold 518
ipv6 traffic interface-statistics 519
ipv6 unicast-routing 520

key chain 521

key-string (F¥GE) 522

key 523

show ip ports all 525

show ipv6 access-list 527

show ipv6 destination-guard policy 530
show ipv6 dhcp 531

show ipv6 dhcp binding 532

show ipv6 dhcp conflict 535

show ipv6 dhcp database 536
show ipv6 dhep guard policy 538
show ipv6 dhep interface 540
show ipv6 dhcp relay binding 543
show ipv6 eigrp events 545

show ipv6 eigrp interfaces 547
show ipv6 eigrp topology 550
show ipv6 eigrp traffic 552

show ipv6 general-prefix 554
show ipv6 interface 556

show ipv6 mfib 565
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show ipv6 mld groups 571

show ipv6 mld interface 574

show ipv6 mld snooping 577

show ipv6 mld ssm-map 579

show ipv6 mld traffic 581

show ipv6 mrib client 583

show ipv6 mrib route 585

show ipv6 mroute 588

show ipv6 mtu 593

show ipv6 nd destination 595

show ipv6 nd on-link prefix 597
show ipv6 neighbors 598

show ipv6 ospf 603

show ipv6 ospf border-routers 607
show ipv6 ospf event 609

show ipv6 ospf graceful-restart 612
show ipv6 ospf interface 614

show ipv6 ospf request-list 619
show ipv6 ospf retransmission-list 621
show ipv6 ospf statistics 623

show ipv6 ospf summary-prefix 625
show ipv6 ospf timers rate-limit 626
show ipv6 ospf traffic 627

show ipv6 ospf virtual-links 631
show ipv6 pim anycast-RP 633
show ipv6 pim bsr 634

show ipv6 pim df 637

show ipv6 pim group-map 639
show ipv6 pim interface 641

show ipv6 pim join-prune statistic 643
show ipv6 pim limit 645

show ipv6 pim neighbor 646

show ipv6 pim range-list 648

show ipv6 pim topology 650
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show ipv6 pim traffic 653
show ipv6 pim tunnel 655
show ipv6 policy 657
show ipv6 prefix-list 658
show ipv6 protocols 661
show ipvo rip 663

show ipv6 routers 669
show ipv6 rpf 673

show ipv6 source-guard policy 675
show ipv6 spd 676

show ipvo6 static 677
show ipvo6 traffic 681
show key chain 684

show track 685

track 687

vrrp 689

vrrp description 690

vrrp preempt 691

vIrp priority 693

vrrp timers advertise 694

vrrs leader 696

ERA IPRILFENYRABMIL—T a2 697
%6 = IPYILFEXENXYRAMIL—T o425 a7 K 699

clear ip mfib counters 701

clear ip mroute 702

clear ip pim snooping vlan 704

ip igmp filter 705

ip igmp max-groups 706

ip igmp profile 708

ip igmp snooping 710

ip igmp snooping last-member-query-count 711

ip igmp snooping querier 713
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ip igmp snooping report-suppression
ip igmp snooping vlan mrouter 718
ip igmp snooping vlan static 719

ip multicast auto-enable 721

ip multicast-routing 722

ip pim accept-register 723

ip pim bsr-candidate 725

ip pim rp-candidate 727

ip pim send-rp-announce 729

ip pim snooping 731

ip pim snooping dr-flood 732

ip pim snooping vlan 733

ip pim spt-threshold 734

match message-type 735

match service-type 736

match service-instance 737
mrinfo 738

service-policy-query 740
service-policy 741

show ip igmp filter 742

show ip igmp profile 743

show ip igmp snooping 744

show ip igmp snooping groups 746
show ip igmp snooping mrouter 747
show ip igmp snooping querier 748
show ip pim autorp 750

show ip pim bsr-router 751

show ip pim bsr 752

show ip pim snooping 753

show ip pim tunnel 756

show platform software fed switch ip multicast

LA+ 2/3 761

116
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1= LA 23272 F 163
channel-group 766
channel-protocol 770
clear 12protocol-tunnel counters 771
clear lacp 772
clear pagp 773
clear spanning-tree counters 774
clear spanning-tree detected-protocols 775
debug etherchannel 776
debug lacp 777
debug pagp 778
debug platform pm 779
debug platform udld 781
debug spanning-tree 782
instance (VLAN) 784
interface port-channel 786
12protocol-tunnel 788
12protocol-tunnel cos 792
lacp max-bundle 793
lacp port-priority 794
lacp rate 796
lacp system-priority 797
name (MST) 798
pagp learn-method 799
pagp port-priority 801
port-channel 803
port-channel auto 804
port-channel load-balance 805
port-channel load-balance extended 807
port-channel min-links 809
rep admin vlan 810
rep block port 811

rep Isl-age-timer 813
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rep Isl-retries 814

rep preempt delay 815

rep preempt segment 817

rep segment 819

rep stcn 821

revision 822

show dotlqg-tunnel 824

show etherchannel 825

show interfaces rep detail 828
show 12protocol-tunnel 830

show lacp 832

show pagp 837

show platform etherchannel 839
show platform pm 840

show rep topology 841

show spanning-tree 843

show spanning-tree mst 850

show udld 853

spanning-tree backbonefast 857
spanning-tree bpdufilter 858
spanning-tree bpduguard 860
spanning-tree bridge assurance 862
spanning-tree cost 864
spanning-tree etherchannel guard misconfig 866
spanning-tree extend system-id 868
spanning-tree guard 869
spanning-tree link-type 870
spanning-tree loopguard default 872
spanning-tree mode 873
spanning-tree mst 874
spanning-tree mst configuration 875
spanning-tree mst forward-time 877
spanning-tree mst hello-time 878

spanning-tree mst max-age 879

gx I}

Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v ¥F) aA<Y > FJIJ7L VR .



| EES

spanning-tree mst max-hops 880
spanning-tree mst pre-standard 881
spanning-tree mst priority 883
spanning-tree mst root 884

spanning-tree mst simulate pvst global 886
spanning-tree pathcost method 887
spanning-tree port-priority 888
spanning-tree portfast edge bpdufilter default 890
spanning-tree portfast edge bpduguard default 892
spanning-tree portfast default 893
spanning-tree transmit hold-count 895
spanning-tree uplinkfast 897
spanning-tree vlan 898

switchport 901

switchport access vlan 903

switchport mode 904

switchport nonegotiate 907

switchport voice vlan 909

udld 912

udld port 914

udld reset 916

vlan dotlq tag native 917

= VI - 2y D=0 EE 99

£8 = Y bT—0BEITUR 21
event manager applet 923
ipweep 927
map platform-type 929
match platform-type 930
monitor capture (interface/control plane) 931
monitor capture buffer 933
monitor capture export 934

monitor capture limit 935
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monitor capture start 936

monitor capture stop 937

monitor session destination 938

monitor session filter 942

monitor session source 944

show class-map type control subscriber 947
show ip sla statistics 948

show monitor 950

show monitor capture 952

show parameter-map type subscriber attribute-to-service 954
show platform software fed switch ip weep 955
show platform software swspan 957

snmp ifmib ifindex persist 959

snmp-server enable traps 960

snmp-server enable traps bridge 964
snmp-server enable traps bulkstat 965
snmp-server enable traps call-home 966
snmp-server enable traps cef 967
snmp-server enable traps envmon 968
snmp-server enable traps errdisable 969
snmp-server enable traps flash 970
snmp-server enable traps isis 971
snmp-server enable traps license 972
snmp-server enable traps mac-notification 973
snmp-server enable traps ospf 974
snmp-server enable traps pim 976
snmp-server enable traps port-security 977
snmp-server enable traps power-ethernet 978
snmp-server enable traps snmp 979
snmp-server enable traps storm-control 980
snmp-server enable traps stpx 981
snmp-server enable traps transceiver 982
snmp-server enable traps vrfmib 983

snmp-server enable traps vstack 984
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snmp-server enginelD 985
snmp-server group 986
snmp-server host 990
snmp-server user 995
snmp-server view 1000
switchport mode access 1002

switchport voice vlan 1003

"
foi

Flexible NetFlow 3 <> 1005
cache 1007
clear flow exporter 1010
clear flow monitor 1011
collect 1013
collect counter 1015
collect interface 1016
collect timestamp absolute 1017
collect transport tcp flags 1018
datalink flow monitor 1019
debug flow exporter 1020
debug flow monitor 1021
debug flow record 1022
debug sampler 1023
description 1024
destination 1025
dscp 1027
export-protocol netflow-v9 1028
export-protocol netflow-v5 1029
exporter 1030
flow exporter 1031
flow monitor 1032
flow record 1033
ip flow monitor 1034
ipv6 flow monitor 1036

match datalink dotlq priority 1038
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QoS

match datalink dotlq vlan 1039
match datalink ethertype 1040
match datalink mac 1041

match datalink vlan 1043
match flow cts 1044

match flow direction 1045
match interface 1046

match ipv4 1047

match ipv4 destination address 1048
match ipv4 source address 1049
match ipv4 ttl 1050

match ipv6 1051

match ipv6 destination address 1052
match ipv6 hop-limit 1053
match ipv6 source address 1054
match transport 1055

match transport icmp ipv4 1056
match transport icmp ipv6 1057
mode random 1 out-of 1058
option 1059

record 1061

sampler 1062

show flow exporter 1063

show flow interface 1065

show flow monitor 1067

show flow record 1072

show sampler 1073

source 1075

template data timeout 1077
transport 1078

ttl 1079

1081
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%10 ¥ QoSav 2k 1083
auto qos classify 1084
auto qos trust 1087
auto gos video 1095
auto qos voip 1106
class 1120
class-map 1123
debug auto qos 1125
match (7 7 A~y 7 av7 4Falb—var) 126
policy-map 1130
priority 1133
queue-buffers ratio 1135
queue-limit 1136
random-detect cos 1138
random-detect cos-based 1140
random-detect dscp 1141
random-detect dscp-based 1143
random-detect precedence 1144
random-detect precedence-based 1146
service-policy (f7#t) 1147
set 1149
show auto qos 1155
show class-map 1157
show platform hardware fed switch 1158
show platform software fed switch qos 1162
show platform software fed switch qos qgsb 1163
show policy-map 1166
show tech-support qos 1168

trust device 1171

£ IX & IW—T429 13
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E IPIL—T 427232k 15
accept-lifetime 1177
address-family ipv6 (OSPF) 1180
areanssa 1181

area virtual-link 1183

authentication (BFD) 1187

bfd 1188

bfd all-interfaces 1190

bfd check-ctrl-plane-failure 1191

bfd echo 1192

bfd slow-timers 1194

bfd template 1196

bfd-template single-hop 1197
default-information originate (OSPF) 1198

distance (OSPF) 1200

eigrp log-neighbor-changes 1203
eigrp log-neighbor-warnings 1205
ip authentication key-chain eigrp 1207
ip authentication mode eigrp 1208
ip bandwidth-percent eigrp 1210
ip cef load-sharing algorithm 1211
ip prefix-list 1213

ip hello-interval eigrp 1217

ip hold-time eigrp 1218

ip load-sharing 1220

ip ospf database-filter all out 1221
ip ospf name-lookup 1222

ip split-horizon eigrp 1223

ip summary-address eigrp 1224

ip route static bfd 1227

ipv6 route static bfd 1229

metric weights (EIGRP) 1231
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neighbor description 1234
network (EIGRP) 1236

nsf (EIGRP) 1238

offset-list (EIGRP) 1240
redistribute (IP) 1242
redistribute (IPv6) 1251
redistribute maximum-prefix (OSPF) 1255
route-map 1257

router-id 1261

router eigrp 1262

router ospfv3 1263
send-lifetime 1264

show ip eigrp interfaces 1267
show ip eigrp neighbors 1270
show ip eigrp topology 1273
show ip eigrp traffic 1279

show ip ospf 1281

show ip ospf border-routers 1289
show ip ospf database 1290
show ip ospf interface 1300
show ip ospf neighbor 1304
show ip ospf virtual-links 1310
summary-address (OSPF) 1312

timers throttle spf 1314

%X & Xa)T4 1317

i

12 5 tXxalT4 1319
aaa accounting 1323
aaa accounting dotlx 1327
aaa accounting identity 1329
aaa authentication dotlx 1331

aaa new-model 1332
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authentication host-mode 1334

authentication logging verbose 1336

authentication mac-move permit 1337

authentication priority 1339

authentication violation 1342

cisp enable 1344

cisp enable 1346

clear device-tracking database 1348

clear errdisable interface vlan 1352

clear mac address-table 1353

confidentiality-offset 1355

debug aaa dead-criteria transaction 1356

delay-protection 1358

deny MAC7 7 EA VAR a7 4F¥al—3) 1359
device-role (IPv6 AX—t' > 7) 1363

device-role (IPVOND A > A7 2 =3 ) 1364
device-tracking (f > # —T7 xA A a7 4 Fa2lb—ra>) 1365
device-tracking (VLAN 22> 7 4 ¥l —3 a2 ) 1369
device-tracking binding 1372

device-tracking logging 1396

device-tracking policy 1400

device-tracking tracking 1416

device-tracking upgrade-cli 1422

dotlx critical (/' m— )L a7 4 F 21— 92) 1425
dotlx logging verbose 1426

dotlx pac 1427

dotlx supplicant controlled transient 1428

dotlx supplicant force-multicast 1429

dotlx test eapol-capable 1430

dotlx test timeout 1431

dotlx timeout 1432

dtls 1435

enable password 1437
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enable secret 1440

epm access-control open 1444

include-icv-indicator 1445

ip access-list 1446

ip access-list role-based 1449

ip admission 1450

ip admission name 1451

ip dhep snooping database 1454

ip dhep snooping information option format remote-id 1456
ip dhcp snooping verify no-relay-agent-address 1457
ip http access-class 1458

ip radius source-interface 1460

ip source binding 1462

ip ssh source-interface 1464

ip verify source 1465

ipv6 access-list 1467

ipv6 snooping policy 1470

key chain macsec 1472

key config-key password-encrypt 1473

key-server 1476

limit address-count 1478

mab logging verbose 1479

mab request format attribute 32 1480
macsec-cipher-suite 1482

macsec network-link 1484

match (77 BA vy 7 ar74Fab—3) 1485
mka pre-shared-key 1487

mka suppress syslogs sak-rekey 1488

password encryption aes 1489

permit MAC 7 27 EAXA VA~ a7 4 Falb—ar) 1492
protocol (IPv6 AX—E 7)) 149

radius server 1498

radius-server dead-criteria 1500

radius-server deadtime 1502
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radius-server directed-request 1504
radius-server domain-stripping 1507
sak-rekey 1511

security level (IPv6 A X—E>7) 1513
send-secure-announcements 1514
server-private (RADIUS) 1516
server-private (TACACS+) 1519
show aaa clients 1521

show aaa command handler 1522
show aaa dead-criteria 1523

show aaa local 1525

show aaa servers 1527

show aaa sessions 1528

show authentication brief 1529

show authentication sessions 1532
show cisp 1535

show device-tracking capture-policy 1537
show device-tracking counters 1539
show device-tracking database 1541
show device-tracking events 1547
show device-tracking features 1549
show device-tracking messages 1550
show device-tracking policies 1551
show device-tracking policy 1552
show dotlx 1553

show eap pac peer 1555

show ip access-lists 1556

show ip dhcp snooping statistics 1560
show radius server-group 1563

show tech-support acl 1565

show tech-support identity 1570
show vlan access-map 1579

show vlan filter 1580

show vlan group 1581

gx I}
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ssci-based-on-sci 1582

switchport port-security aging 1584
switchport port-security mac-address 1586
switchport port-security maximum 1589
switchport port-security violation 1591
tacacs server 1593
tracking (IPv6 AX—E > 7)) 1595
trusted-port 1597
use-updated-eth-header 1598
username 1600

vlan access-map 1606

vlan dot1Q) tag native 1608

vlan filter 1609

vlan group 1610

£ X1 AAYY IFZ—T%BLUNA TRLAZEY T4 161
%13 % RV IXZ—TV¥BLUNA TRLZEY T4 AT K 1613

main-cpu 1614

mode sso 1615

policy config-sync prc reload 1616
redundancy 1617

redundancy config-sync mismatched-commands 1618
redundancy force-switchover 1620
redundancy reload 1621

reload 1622

show redundancy 1623

show redundancy config-sync 1627
show switch 1629

show switch stack-mode 1633
stack-mac persistent timer 1634
stack-mac update force 1636
standby console enable 1637

switch clear stack-mode 1638
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switch switch-number role 1639
switch stack port 1641

switch priority 1643

switch provision 1644

switch renumber 1646

switch renumber 1647

= XI5 SRATLEE 1649

=14 = SRATLEEIOT K 1651
arp 1654
boot 1655

boot system 1656

cat 1657

copy 1658

copy startup-config tftp: 1659

copy tftp: startup-config 1660
debug voice diagnostics mac-address 1661
debug platform condition feature multicast controlplane 1662
debug platform condition mac 1664
debug platform rep 1666

debug ilpower powerman 1668
delete 1671

dir 1672

exit 1674

factory-reset 1675

flash_init 1677

help 1678

install 1679

12 traceroute 1683

license boot level 1684

license smart deregister 1686
license smart register idtoken 1687

license smart renew 1688

Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v ¥F) aA<Y > FJIJ7L VR .



| EES

location 1689

location plm calibrating 1693

mgmt_init 1694

mkdir 1695

more 1696

no debug all 1697

rename 1698

request consent-token accept-response shell-access 1699
request consent-token generate-challenge shell-access 1700
request consent-token terminate-auth 1701
request platform software console attach switch 1702
reset 1704

rmdir 1705

sdm prefer 1706

service private-config-encryption 1707
set 1708

show avc client 1711

show debug 1712

show env xps 1713

show flow monitor 1717

show install 1722

show license all 1725

show license status 1727

show license summary 1729

show license udi 1730

show license usage 1731

show location 1732

show logging onboard switch uptime 1734
show mac address-table 1737

show mac address-table move update 1742
show parser encrypt file status 1743

show platform integrity 1744

show platform software audit 1745

show platform software fed switch punt cause 1749
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show platform software fed switch punt cpuq 1751
show platform sudi certificate 1755

show running-config 1757

show sdm prefer 1763

show tech-support license 1765

show tech-support platform 1767

show tech-support platform evpn_vxlan 171
show tech-support platform fabric 1774

show tech-support platform igmp_snooping 1778
show tech-support platform layer3 1781

show tech-support platform mld_snooping 1789
show tech-support port 1796

show version 1799

system env temperature threshold yellow 1807
traceroute mac 1809

traceroute mac ip 1812

type 1815

unset 1816

version 1818

3

15 = FL—X 1819
FL—ZZHOWT 1820
M L— 2D 1820
L —21 7 DOET 1820
N —z2u 7 Om4 Al 1820
n—7—varBlUtrny YR Y — 1821
FL—Z2 LU 1821
set platform software trace 1823
show platform software trace filter-binary 1827
show platform software trace message 1828
show platform software trace level 1834
request platform software trace archive 1838

request platform software trace rotate all 1839
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request platform software trace filter-binary 1840

g X & o VLAN 1841

16 & VLAN a7 K 1843

i

clear vtp counters 1844

debug sw-vlan 1845

debug sw-vlan ifs 1847

debug sw-vlan notification 1848

debug sw-vlan vtp 1850

private-vlan 1852

private-vlan mapping 1855

show interfaces private-vlan mapping 1857

show vlan 1858

show vtp 1862

switchport mode private-vlan 1869

switchport priority extend 1871

switchport trunk 1872

vlan 1875

vlan dotlq tag native 1383

vip (ZFma— L a7 4 X2 b—a) 1884
vtp ([ H =Tz A 37 4F=2b—ar) 1890

vtp primary 1891
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ARVEIAL 4108 —T 14 ROFER |

B =~ r51q08—7z1z20mm

avU RS

vk E—

A2 A8 —Tx4 ADER

ZDOETIX, CiscolOSa~y RIo A v A v H—T7 =4 A (CLD IZ2OWTitBA L., CLI Z{#
LCAAL v TFERHET D HIEIOWTHBALET,

KIZDUL\T

CiscoI0S L —H A v F—T = A AL, WL DODPDE— RIZHPNTWET, FEHARERa<
Y RIZ, BEOET—RICE-oTRRV EY, Favr FE—RTHEATEa~2 ROU A L
ERST DI, VAT AT e NTEREE () AN LET,

A vy F Dy arw T oL, 2—FE—F (A= —FEXECE—R) BFG%)
T¥, =—HEXECE— RTIL, Bo/c—Hoa~vr RLMEHTEETA, 72&2E, 8
TEOREAT —HZ A% show 2~ RO, WU X FEIIA U F—T 2 A AEHETD
cear a2 R 1FLAFD2—F EXEC a~ > RiZ 1 ERY Da~vy RTF, AL vF
OFEEIFC X, = — EXEC 2~ FIdMREINE A,

TRCOa~vy RZT7 7 BRAT 521X, F7ME EXEC E— R T 20 ERH Y £7, FrtE
EXEC &— REBIGT DX, @, AV — RBRLETT, ZOE— T, [EEORHE
EXEC 2~y REANTX, ¥, Zu— L ar 74 Xal—3 gy T— RERETH2
EHLTEET,

a7 4 F¥alb—varE—RK (Fe—n"L A F—TxA A BIORTAY) ZHEHL
T, F7ar74Xal—vayaZBECTEET, a7 FXalb—TalBR/RFT5EI0
bOavy NIRFEIN, A vy TFOFEBRIEHINETS, O 7 FaL—T 3
VE—RIITIZERTAICIE, T e— L ar 7 4 Xal—ay B— RERBT AL
ENRHVET, Ju—Lar7 4 Xal—arET—FKhb, A X —TxA R AT 4
X2l —vagryEF—FRBIUWIA Ly ar7 X2l —ar B— REHBTEET,

WOFIZ, FHpa~v L FE—R, FE— RF~DOT 72 HE, £ — R TCERENLZ T o v
T h, BEXOE—FROKTHEZRLET, ROFITIL, AA M E L TSwitchZfEH L T
i‘é‘o

Table1: A< > FE— FOPE

E—FK T eRAE JavIJr  |(BRTAHE E— FOR®E

o—H 2 v F LDty . logout £721% quit % | ZDOEF— R&EFEH LT

EXEC VaraEPBLE ASTLET, ROVEEZATVET,
R

SRR OB ELE
« AT A S DOFAT

o« VAT LERDOIE
T
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avvkE—rizont |

£E—FK 7O RAFE JorJbr |8 THE E— FOA®
%%mmc;wﬁEmm%~# BT DI, ZOE—FREHEMAL
KT, enable =< disable & AS) L ¥ T, AMiLiza~<wF
Y REANLE 7 AR LET, /XA
R J—REMFHLT, Z
DE—FR~DT 7 7R
EIRELET,
7 —N %%EM@%*F(meW T UTCHME EXEC | ZDE— RAEH L
= . configure 2~ E— NIZEDIZIE. | T A v FRIRITHE
74¥a2 |VREASLE exit £7ziZend Z AN | HENDHNNTA—F %
L—ya |9, T 50, Ctrl+z 28 |REL £,
Vg LET,
VLAN =2 | Zo—/3L 22 ' sua—s)arz g | ZOFE— REMHL
74 Ty Fal—yg | e Lo =— | T, VLAN (iR
¥al— | EF—FT, vlan RIZRE D 5E1E. exit [LAN) /8T A —X &%
Ta v vilan-id =2~ K% av s REAHLE |[ELET, VIPE—F
ANDLET, KR MEFZ AT L2 B
0. | THDE XL, JEES
FIHE EXEC £ MU= | g UTAN. (VLANID 7
R5IIIE, Ctrl+Z % . .
B, end % Ay L | 10064 E) EfERLT
F AA yﬁl@X&v—\]\
Ty arz4¥a
L—a 77 AT
REXRFETCEET,
iREan a3y (config-if) # HMTLTZe—L | ZOF—FREMFEAL
T A | T4Fal—3 a7 4 X L— T, A =Py hAR—
a7 4 |vE—FRT, varE—RIIRD | NONRNTA—FERE
¥ =1l — |interface a<2 K Wik, exitz AJJLE | LET,
Tayv EANSIL, AV R
7= 2EH i EXEC — NIZ
ELET RBICIL, Crlz %
32y endx AL
£7,
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ARVEIAL 4108 —T 14 ROFER |

£E—F Tt RAAE

JarvIJh (¥ THE E— FORA®

FArva | Ta—)L ay
74 T 4F¥ a2l — 3
X¥al— |vE— FCHEEE
vayv fRET DI,
linevty £7z1% line
consoler~ > R&
ADLET,

BTLCZua—L | ZoF—R&EfHL
a7 4 Fal— T, SARERRO/NZ
varE—RIRD | A—FERELET,
i3, exitx AL E
R

¥ EXEC £— RIZ
RAIiE, Ctrl+Z %
97, endE AL
*7,

(config-line) #

o< K E— ROFEHIZ OV T
ZHRLTLEEN,

ANILVTORTFLIZDNT

VATLATu T MIERGE ) EANTHE, Fav s RE— RN THEATE 232~ Fo
—ERFREINFET, £, EEOa~< L RIZOoWT, BET A2 —TU— RBLUOS|HD—E

ERATHIEHTEET,

Table 2: ~N )V T DEEE

I, 2oV V=R Thavwr R U 77 LA A R

avyU kR

S

help

ATV FE— RONVT VAT AOMHARBI %
FRLET,

abbreviated-command-entry ?

# di?
dir disable disconnect

BEDA N VI THhED A~ ROY A NEFE
RLET,

abbreviated-command-entry <Tab>

# sh conf<tab>
# show configuration

FEDa~y R EM7ELET,

Switch> show ?

? BiEna~vy Fe— FCHEATRERTRToa~
VR&EUYABMLET,

Switch> ?

command ? a< s RICET AR — T — R2—EFRRLET,
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avvrozkk [

avw vk =)y

command keyword ? F—U— NZB#ET 551852 —BRRLET,

(config) # cdp holdtime ?
<10-255> Length of time (in sec) that]
receiver must keep this packet

EQANOE3
o<y RGNS, AL v TFNKEEDa~ L FELTREBTE D TFHIETEATIL,
A CTxET,

show configuration 5# EXEC =2~ > REEME CTANT L HELZRITRLET,

# show conf

RO no iR E &K U default iz DL E

FEAEDaAL T 4 Falb—aryavwy FZiE, noBERbH Y 9, nofF/ :t iz,
EDOREE T ITENMEA BT 254, HHWTa~y ROBEZ I {ETHE IR Li
T, ez AE—T A A AL T 4 Fal—gy avr N noshutdown el S A B
ELAVE—T oA ADV Y v NETURRVEENET, ¥—Y—Fno2LCTa~vr K%
T L, BN SNTREZ FHEANC LY, T 74/ FTEHZ > T DIEE A
MLz T ET,
a7 4 FXalb—raryavwry ML, ddaut BXHH Y £9, =<2 RO default FERUT
OV RREEZT 74V MIRELET, FEAEDa~y KiZT 7 v s TER ;ufféhf
Wb, default B ZFEHALTH no B LR URERICZR 9, 7L, 774V FTH
TR ESILTNT, BB OEENPRFEDT 74V MEIZRESNTWHavwr RybH Y
%9“0 DX HREE, ddault i~ RiZFoa~y FEANC L, A2 ZF0OF 7 4V MElIC
HRELET,

CLLOIS—AytE—(2D0V\T

WORIZ, CLIZHHALTAS v T EHRET DL XX RINDAREEDOSH DT — X vbE—
CO—EEMEITLET,
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Table 3: CLID R EMBE IS — A vt—

ARVEIAL 4108 —T 14 ROFER |

I5—Avt—
o

LS

NILVTDRTAE

% Ambiguous
command: "show
con"

ZA v FNRavwr RE LT
BCEDLETOLTFENBALN
S TWER A,

avy Re@mA L, RBICERF () %
AN LET, awr FEREMFORIZIZA
N—=A% 1 OANET,

avy FEEBIHEATEDF—TU— R
FORENET,

% Incomplete
command.

g~y RICRADF—T— R
EILER, —BAS ST
WEEAL

avy REFANL, &EICERS () %
AN LET, o~ FEEMBFOBIZITA
N—=2% 1 DOANET,

avry FEEBIHEMNTEDF—U— R
FORSNET,

% Invalid input
detected at ‘*'
marker.

o< ROASII ATY, [H
HEoTWDEFEZF vy Ly b
(N ETRLTWET,

B () AT HE, EDavw R
F-RTHEATE ST NTOa~vy FRE
RENET,

avy FEEBIHEMNTEDF—U— R
FREINET,

OV IJ4FXal—aryaAxX o inERARE

AA v FOFELET 27k L THERIEDHZ N TEE T, Configuration Change Logging and

Notification AT 52 & T, By v a vrFhida—PR_R—ATLIIEFNEEZ b T v
VTEET, u il SnN50E, EHI WA a7 4 Fab—varyavy RN, av
VREAS LY, a<w ROASER, a~r R4 23— 60 ) ¥ —ra— K
TY, ORI, BEELTWAT XY r—ya VORENERIND & EIC@EmENDIE
@M T NbH Y £, ZO@MN% syslog lZXETHZ & HBIRTE 97,

\)

Note

CLI £7/2IX HTTP OEFE DO LN 7/ & L CitdkINE T,

av > FEROER

AN Llza~<r Rt Y7 hovaTllica~y FERRE L CTESNET, o~ NEREGE
T, 77EAa> ba—L ) X NOFRERLE, EWEM o~ RELEF MY 2{ED
AD LT SR 0GE . BRICERNTT, MBS T, ZOMEE I AX~ A ATEFE
7,
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AV FBEBNY D7 Y4 XDEE

2wy kEENy 77 44 X0%E [

T7HNVERTIE, 100a<y R4 UBNERAy 7 7 (R FEEINET, BEOMmERE vy a v
FIIIFFERBROT R TCOE Yy v a T, ZOHEELEETEET, ZNLOFIRITEETT,

WEDOmREy v a vy TIREFEEND a~ Y FIA U BEETI 51205, ¥HEEXEC T — K TR

Da<wr ReEANLET,

# terminal history [size number-of-lines]

FRETE A&MIL 0~ 256 T,

FEDEBICET T XTCORy v a v TRFEND a2~ RIA VRERET DT, 74
varZ4Xal—yaryEB—RTHRODavwr REANLET,

(config-line) # history [size number-of-lines]

FRE & H#FIZ 0 ~ 256 T,

ATV ROREUH L

JBIE N 7 728 % A~ FefFOHFIiE, ORI TWTNDLOBRIELITNET, Zh

b OEAEIIERE T,

N

Note oI —3FEH CTX AMDIEL, VTI00 72 £ D ANSI BB RICIE S E T,

Table 4 A< > FOFEUH L

Tovay

R

Ctrl+P S —F 72131 % — & 4#
L\iTo

BNy 7y N a<y REMOHLET, KBICFETLZa~<
U RBERANIFOHENET, F—2 =N, L hvnwa=
v RBIERERINET,

Ctrl+N ¥ —F 72 id|F—%

Ctr+P 7213t ¥ —Ta~wy REFFOH L2% T, BEASY 77

(config) # help

HLES, WOXVFTILWa~y FICRD £9, F—&2MF7z0iz, LV
LWwa~y FRIEREFERENET,
show history F#HE EXEC £— R T, BERTICAA LWL Shdavy Re—

BFRRLET, FrENDa~r FOHL, terminal history 7
g— L ary 7 4 Xalb—raravy REXChistory 71
Ay 74 Xalb—vay avry ROREMIL > THE S E
ﬁ—o
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B -~ rEEREOEMI®

a7 v FERHEREDEMI

o< FEREEREIL. BEICARNC > CTWET, BIEOHRE vy a v Fhida~v KT
A LTI TEET, ZNHOFEITEETT,

BEDMARE v v 3 v CZ OEEE B0I2 3 % 121%, terminal no history #### EXEC =2~ > K
EHALET,

FERICEET 28y g v Cavy FEEZENICT 5121, nohistory 74> 27 1 F =
L—varyavry ReEfERALET,

mEBEDERAE
DICH. Ay KT L OB IR SV TR L E T

REEBEOAM LS L UEIMIE

LR E — NIZEBINICHENC R 328, BHICT S, BOACT L, EidfrEom
M CHERIREMEEZ A T 2 L) ICRETE £d, TNHOFIHIIEETT,

WERET— FE2 70— LI\ T5I100E, 94 a7 4Fa2lb—vay £—RKTK
Davwr REANLET,

Switch (config-line)# no editing

BEOHEY v a v CHERET— FEHF AT 212, FFHEEXECE— R TRDa~
Y REANLET,

# terminal editing

KBRSV TILRRET— FEFEOHRTTHITE, /a7 4 Fal— g E—
RTCkDavwr REANLET,

(config-line)# editing

F—RrAO—YI2&Ba7Y FORE

ZOT=T M, A FIA CORBEIHERF—A b —2 2R LET, TRHDOF—2R
=7 HEE T,

)

Note Rl —3MfEHCTX 4D, VTI00 72 £ D ANSI AHUERICIE S E T,
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Table5: ¥ — X bO—2Y 2k 5072 FORE

-z ta—sizsbave romE ]

HaE

*F—XbO—2

B

avw R4 EEBEL
T, BREELITFTEZITVE
j—o

Ctrl+B F 72132 RKFI%—
L ET,

H—I V% 1 LFHRIBSEET,

Ctrl+F E 721346 K% —
EHLET,

A=Y N% | LFRESEE T,

Ctrl+A ZH L £ 7,

=)V a<w R4 OHHEIC
BEhL £9,

Ctul+E #f# L £,

=Y Neavws RTA4DRREIZ
BELET,

Esc+B %jﬁEﬁ ]\/ i ﬁ—o

Esc+F # L £,

H— NV 1 HiERIRSEET,

H—V )k | BiERE ST E T,

Ctrl+T Z# L £ 9,

H—=IINVDEIZHDLFE, h—
INIEDO LT EEEHRET,

Ny Tyhbavwy RerE)
L, 3w oA ic—
ABMLET, HEBICHIBRLE
10T E /Ny 7 7 ITR(F S
TWVWET,

Ctrl+Y Zff L 7,

Ny 77 NOFEFOT Y ZFER
l'jj Li—é—o

EsctY %;tﬂﬂ L SE —gqo

WDy 77 MY RO L E
ﬁ—o

ANy 7 I, REICHIBRE 2

J1w M L7210 HH LR S E
/A, Bsct+Y % 11 [EILL_E#H4 &

BAIDONRNy 772 MRS THR
IRENET,

AR MY ZHIBRL E
R

Delete FF —F721%
Backspace ¥ — & ffl L &
j‘o

H—=INVDEIIHDH LT EEELE
Er
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ARVEIAL 4108 —T 14 ROFER |

*F—X +bO—%

Sl

Ctr+D ZHff L 7,

A= I NALEIZ S 5 L FaHIBRL £
TO

CtrH+K #H L £,

H—I NN END A KT D
KEF TOTRTOXLFELZHIBRL F
T,

Ctrl+U £ 7213 Ctrel+X Z 4§
Lij—o

=V NfENSa~ RT A0
SFHEE TOT R TOXLFEEHIRLE
7,

Ctrl+W Z#i L £7,

H—=INVDEIZHDHEFEZHIRL E
TO

Esc+D ## L £,

H—= I IVDONIBENSBFEDOREE T
ZHIBRL £,

U — R& KT FE 3T
WLET, £72013
TETNTRITFIZLET,

. EDIL

Esc+C = L £,

B — Y NAEDOT — RE2RKILFIT L
ij‘o

EsctL Z 4 L £7,

H— VDGR & 5 BLEE & /N
W LET,

Esc+U #H L F 9,

H— Y IVONLEN D HFBEORBEE T
T RICFITLUET,

Ya—rhvh)
Li‘j‘o

REDF—A bu—2r & FT
AlREZR A~ R (BT

& LTHRE

Ctrl+V £ 721 Esct+Q F—
EHLETS,
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EEELYEEVavY 51 vorE

HEE *—xXbOo—4% EL:g]

ATEIZ1EH F~A27 a—|Return ¥ —%2MH L E£4, [11TFIcAxAZ7e—1rLEd,
LT, SmAREEICINE D &
LIRWERTHAREF RS E
‘d‘o

Note show =~ RO
7R L VRAE IS — B
IR R TERVEWVH
JITIX. More 7' 12
T IBMERENET,
More 7' 1 > 7 ki
RENTEHEIE.
Return F—FB L
Space ¥ —4&ffifH L T
27— TEET,

Space ¥ —A ML £¥, |1 EHED FICAZr—/LLET,

AA o FNHEEIZA v — |Ctrl+L F721X CeHR | BED 2~ R I A V2 HFERLE
UNERELNTGAI, Bl | LET, R

fEDa~y RIA v EfHER
LET,

EHEELY BRI R4 U OESE

EE ETITH2B25REVWa~<w L R4 AZoWTE, a~ > FDOT v 77 T v Nk
fECEET, V—YNANE~—VUVICETDHE, TOa~vy K74 0310 XF5 72T A~
V7 hENET, av U RTIA VDEEHENS 10T ETITRA RS R TR, E~RA T n—
NLT, a~y ROKGHEESTOELE2TF =7 TEET, ZhHOF—#8EIIEETT,

O ROREICAZ o — )L L TCAINEEZF = v 73 512F, CtiB F—F /2id—F—%id
DIRLIWLET, a~vr RIA VOEHEICEFEBET A%, Cul+tA ZfM L £7°,

\}

Note oI —3lH CTX AL, VTI00 72 £ D ANSI BRI S E T,

WOFITIE, accesslist 7o — v a7 4 Fal—Ygravr R IR 175X 0 b
FELl7poTWET, BN —VIPTRITET D &, TOITIL 10 LFERTETLE~Y T &
N, BErAINET, FLils §) . 20T E~A7e—vancZ xR LET, I—
VIITRIZET DTN, ZOITIEHO 10 XFRE T~y 7 haivET,

(config) # access-1list 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1
(config)# $ 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1.20 255.25
(config)# St tcp 131.108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq
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. show E&Umore A7 FHADBRESE LUV TR Y

(config)# $108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq 45

g~y ROAADBKD ST, Cul+A 2 L T2 C 2 F = v 7 L, D% Return F—
EHLTCa~vr REFITLTLEE W, [TRIZEREND KVEEE (8) 1. ZDOITHRA~NA
ra—)LEXnFllE FRLET,

(config)# access-list 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1$%

V7 U7 T, WREEIZS0 N T AETHD EMESINTWEY, BEEOWENRER DS
A%, terminal width %4 EXEC =~ > RAHH L THARDIEZ R E L £,

T TT Ty RREE o~ RIBRMEEZ DT 2 L. ANCA D Licilra~ Rou b
VEMOH L TERETEET,

show 5 & U more av > FHAODBER IV 702 )05

showB L UOmorea~ > FOHENEZBREBEB LT 4 &) v 7T FE4, ZOMEEIL. KED
W% Y — T 2560, MO ARERIERERNT IHAITELLET, ZhbDa~vy
RO IS T,

ZOMRER AT DL, show £/-iEmorez~ > REAS L=, 34 7525 () . begin,
include, F£721% exclude DWW FNDF—TU — K, BIOXLFY] MREILTT7 4V F DS
) #=HELET,

command | {begin | include | exclude} regular-expression

LFHITIE, RILCFE/NCFREBISNET, 728 2E, | excludeoutput & AT L7256
output & FTTIZR R SAILEF AN, Output Z Z L TIER RSN ET,

WORFITIL, protocol NEH S TWAITET 2 T8 X9 ITET 2 HiEERLET,

# show interfaces | include protocol

Vlanl is up, line protocol is up

VlanlO is up, line protocol is down
GigabitEthernetl/0/1 is up, line protocol is down
GigabitEthernetl/0/2 is up, line protocol is up

CLLO7 7 €A

CLIIZIx =z > Y — V8, Telnet, £720137 J UV EERAT A EICE-TCT 7B ATEET,

AAFAB I ITBIOAL v F AN A H—T 2 A AL, TIT AT AL v FZRHEL
TEHLET, AM v TFTERLAL v TFAE v 7 AU NEERTHLIITEERA, 1 OF
T DAL v F AL RO a Ly ) —VR— b £, =YXy VEHR—F2REBLTT
TATAL T~ CTEET, 77747 AL v F~OEBEOCLIE Y v a 2T 5
AR ERENRLETT, 120y va rTASLEa~vy L, Bty a SEERS
NEHA, LIEB-T, awr REAN LBy g VEABIITCE2R2WESRH Y £,
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avy—LiEgErETemeticE B L 7o 22 |

\)

Note =2 oFRA¥ o7 EBEHTAEAT. 1 OOCLIEy a2 HTA L 2HRLET,

KEDAAL v F AU NR— MR ETHHEEIL, CLIZ~ Y FA VX —T A ARFLIZAA v
FAUNEFZGEGDTLIEEN,

BEEDAA »F AR TRy 74 584813, session stack-member-number 454 EXEC =1~ >
RCT I T4 TAL v TFNET 7V BATEET, AA v TFRAURNEZIL, VAT LT 7 |k
WBMESET, =& xE, Switch-2# 1X A A v F A 232 OFfHE EXEC E— KD 7' 7 |
THY, TIT AT AL v T DV AT LT 17 M Switch TT, FFEDAK v 7 A /3~
DCLIty Y a rCHEATESDIE, show =<2 K& debug 2+ RIZIRY £,

UY— LS E (L Telnet IT&L B CLI 7Y £ R

CLIIZT 7 E8AT 51213, AAVvTFDONN—FRT=2T LA RN — g3y A NIZE&EINT
WAFIET, A vFDaryV—)LikR— MIRKELILPC 28563 50, F/2IXPC &2 A —
PRy MEEFR— MIEHR LT, A v T OEREL T ILENDY £77,

CLI7 7 BRAZIAAL v TF Oy VT v 7ORNMEHTEET, A v TFRREINTZHZIL, V
T— bk Telnet v a v FE-IEZSSHYZ 7947 P TCLIIZT 7 BATEE£9,

WONWT IO FIET, A v T & OBEREMIN TEE7,

e AA v FDaL Y — )L IR— MNIEHEAT— 3 VEFRIIEAYLT v T LB
L, A=V Xy MEHER—NMIPCE#HEHLET, a2V —LR—FERIEFA—TFR
MMEBER— h~OBFIZOWTIE, AL v FDON—FRU=2T f VAL —Y gy HA R
BT IEE N,

e UE— NEHRAT —3 3 VI HAEE D Telnet TCP/IP £ 7= 130 Z{bE¥ =7 > =/ (SSH)
WRolr—VERALET, AL v FiI Telnet £721XSSHZ AT Fe DRy NT—7
SN AIRE TR T IER Y 8 A, 12, AA v FIAX—T N —7 Ly h 7RAT—
FEFZRELTEBL Z EHLMETT,

AA -y FILFRFIZHRK 16 @ Telnet £ v 3 &Y A —FLET, 1 AD Telnet = —H|Z
LoTITbN=ETE L, o+ _TO Telnet ¥ 3 VK ENET,

ZA  FIIRKR S DDA SSHE v ¥ g VAR R— N LET,

oYV —)LiR—hr, A=YV Fy FMEHEKR—bF, Telnet vy a3, £-IESSHEY 3 %
WU TEfET AL, HHRAT— 32 FICa—HWEXEC ey 7 FRERINET,
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Cisco SD-Access

e Cisco SD-Access Z2< > K (17 X—)






Cisco SD-Access A< > F

* broadcast-underlay (19 ~X—1)

« database-mapping (20 ~X—3)

s dynamic-eid (22 X—2)

s eid-record-provider (23 ~<—1)

s eid-record-subscriber (24 ~X—737)

« cid-table (25 ~X—7)

s encapsulation (27 ~X—73)

setr (28 ~X—7)

s etr map-server (29 ~—)

« extranet (31 ~X—727)

e instance-id (32 ~—2)

* ip pim lisp core-group-range (33 ~X—73)
« ip pim lisp transport multicast (34 ~3—73)
* ip pim rp-address (35 ~X—3)

* ip pim sparse mode (36 ~X—1)

* ipv4 multicast multitopology (37 ~X—)
s ip pimssm (38 ~—3)

citr (39 X—)

* itr map-resolver (40 ~X—73")

« locator default-set (41 ~<—3)

s locator-set (42 ~—1)

s map-cache (43 ~—7)

* map-cache extranet (45 ~X—1)

e prefix-list (46 ~—3°)

» route-import database (47 ~X—737)

« service (49 ~—2)

« show lisp instance-id ipv4 database (50 ~<—737)
« show lisp instance-id ipv6 database (52 ~<—737)

» show lisp instance-id ipv4 map-cache (53 ~X—1)
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« show lisp instance-id ipv6 map-cache (59 ~X—1)
» show lisp instance-id ipv4 server (61 ~<—73”)

» show lisp instance-id ipv6 server (63 ~X—)

» show lisp instance-id ipv4 statistics (64 ~X—3")

» show lisp instance-id ipv6 statistics (65 ~X—3")

« show lisp prefix-list (66 ~<—37)

» show lisp session (67 ~<—73”)

* use-petr, on page 68
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broadcast-underlay .

broadcast-underlay

LISP Xy NU—JNIZT v X — LA ZRKEL, YILVFXXY AN V—T2EH LTI L
fbEnz7v—KExy A Xy bV o7 a—hL<AFxy A b Xy NEEETDIC
%, service ¥ 7% — R C broadcast-underlay =~ > R&fH L £,

[no] broadcast-underlay multicast-ip

BX DA

aAavY R TFI4ILk

AR E—F

multicast-ip 7 7 &b She 7 r— RK¥ v 2 b 37y hOREBIEAT 5~ FF v 2 b
TN—TDIPT KL A

L

LISP #—E XA —# x> k (router-lisp-inst-serv-eth)

avy FERE

EREDAARSA Y

)1)—=R EEAR
Cisco IOS XE Gibraltar 16.11.1c Zop o<y RREAINE L7,

Zoawr FEHLT, LUSP Xy hNV—2ADT7 77 Y v/ 2yy /) —RFET7u—F
X ¥ A MEREEZA X—7 M LET, ZDa~<r Riddd router-lisp-service-ethernet & — K %
7213 router-lisp-instance-service-ethernet &— R T L T &0y,

Ta— ¥y A MERBEZHIRT 21, 2o~ FonBXE2HEHLET,

W, 777 Vw7 2yY )—RFRTT7r— Xy X MERETLHHE2RLET,

device (config) #router lisp

device (config-router-1lisp) #instance-id 3

device (config-router-lisp-inst) #service ethernet

device (config-router-lisp-inst-serv-eth) #eid-table vlan 250

device (config-router-lisp-inst-serv-eth) #broadcast-underlay 225.1.1.1

device (config-router-lisp-inst-serv-eth) #database-mapping mac locator-set rloc2
device (config-router-lisp-inst-serv-eth) #exit-service-ethernet
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. database-mapping

database-mapping

IPv4 £721LIPv6 D= RARA » MR+ 6 —TF 4 7 ar—4 (EID-to-RLOC) D~
v 7 BAf% 3 & OY Locator/ID Separation Protocol (LISP) DOEIHE T 7 4 v 7 AR U U — &R ET
5IZiE, LISPEID 7—7 /v 237 4 ¥ 2 L— 3 &— KT database-mapping =~ > K%
BHLET, RELET—FN—20~ v BV 7 EEIRT 512, Zoa<wr Fono JEE
FEALES,

[no] database-mapping {eid-prefix/ prefix-length [locator-set RLOC-nameproxy] | ip-interface
interface-name| ipv6-interface interface-name| ipvé4-interface interface-name | auto-discover-rlocs]
| limit}

B DA eid-prefix/ prefix-length L — 2|2 k> T7 KX A Z&L5 IPv4 £721% IPv6 DT> RARA
Y MNHERITFOTVT 4 P AL EOREIEZBELET,

locator-set RLOC-name  eid-prefix |Z46/E S AL/ EICBIEAH T Sz —T 4 v o mr—4
(RLOC) ZFFEL£T,

proxy ABT Ay TAXY T—HR—R ¥y BV T OREEFIL
E3 8

ipv4 interface EID 7L7 ¢ v 7 ADRLOC & LTHAT 2 v % —7 A AD

interface-name IPv4 7 R L2 L4l a e L E T,

ipvé interface EID 7'V7 v 7 ADRLOC & LTHMT 514 v # =7 =A 2D

interface-name IPv6 7 N LA L4 4RE LET,

auto-discover-rlocs ETR LISP # 1 k23484 xTR Z /] L. 4 xTR %% DHCP DREHID

alr—2EFHATLEIICRESN TS, EFAHFOnr—4
PHEMAT L LOICERESNTWAEE, ) b —% (ETR)
EASI R v—% (ITR) Ol & L THIET 2 L 2 ICRE S
NTWD ETRLISP A hDOTRTO/L—HF (ZDXK D p—H %
xTR LI D) our—Z 245 X5l horxnr v—%
(ETR) & ELET,

limit 0—M/WVEID VT 4 v AT —HR—=ADRKRKY A X/ ELE
T,

ATV RTFI4)R LISPT—#_N—2xr MFERSNEE A,

AT RE—FK LISP A A% A% —1E X (router-lisp-instance-service)
av Y FERE )1)y—=R EERE

Cisco IOS XE Gibraltar 16.11.1c =z~ FHREASHE LT,
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database-mapping .

ERLDHA KSqy LISPAUAX LAY —ERar 74 F¥al— 3y E— T, databasemapping =~ K

X, FEED IPv4 £/ IPV6 D EID 'L 7 4 v 7 AT 0y 7 DLISP 7 — X RN—A/NTF A —4
ERELET, v —2iX, YA MIEEMIT SN EID V7 0 v 27 A RLOC 7 FLA
LLTHEHENTWAAL v Z—T A ADIPvA T FLAFE X IPV6 7 RL AT N, A~
B =T 2 A ADN—T Ny T RLAE LTHEHATEET,

LISP %A MZRIUCEID V7 4 w7 A7 vy ZIZBEMT O TWD alr—2 03885 55
A, #% o database-mapping 2~ R&#H LT, FFEDEID 'L 7 4 v 7 A7 0w 7 OF
RCOur—HEHFRETETET,

~NVF YA bOTF VAT, LISPAR—F—/ — FPERHSN TN D YA hOEID % ik~
TH—=N=lZT7 RRNZAZXLTHA P T T4 v 7 ZFELET, ThE(THI12E. AR —
X —mbH— MERF L, Ffkt A b~y T —A"— 0T e X VARG T HMNERDH Y FT,
database-mapping =~ > RO proxy ¥ —V— R&ZEH LT, AT 1 v FaFs F—F—
ARy BT OREEZAMITEET,

I, AR —X—DEID=a> 7 4 X2 l—3 3> F— KT, locator-set. RLOC % 1{#
L Ceid-prefix #~ > B 735012 R LET,

\}

GE)  locator-set RLOC X T TIZRTEINTWA Z & N MLE T,

device
device

config)# router lisp

config-router-1lisp)# instance-id 3

device (config-router-lisp-inst)# service ipv4

device (config-router-lisp-inst-serv-ipv4) #eid-table vrf red

device (config-router-lisp-inst-serv-ipv4-eid-table)# database-mapping 172.168.0.0/16
locator-set RLOC proxy

device (config-router-lisp-inst-serv-ipv4-eid-table)# database-mapping 173.168.0.0/16
locator-set RLOC proxy

device (config-router-lisp-inst-serv-ipv4-eid-table)# map-cache 0.0.0.0/0 map-request
device (config-router-lisp-inst-serv-ipv4-eid-table) #exit

device (config-router-lisp-inst-serv-ipvé) #

EEav> R

a<w> kD Bz

eid-tablevrf vrf-name | instance-service O > A 4 > A{l | AN —F 4 > 75 K ONER%
(VRF) 7—7 /b, E/ET RHEA 2 M DT R LA ZEHICEE i
RF T AN bOF—T N L BEEA T ET,
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. dynamic-eid

dynamic-eid
HAFI v 7= RRA > MfkBF (EID) OKRY > —%4Ek L, xTR T dynamic-eid 2 > 7 ¢
Fal— a3 E— NEBT ST, dynamiced 2~ > REFEHLET,
dynamic-eid eid-name

BX DA eid-name eid-name NFEIET H8A 1%, edname 2 7 X2 Lb—a v B— FEBLE

9, £721E, eid-name &\ D ARTOHT L dynamic-eid 78 U ¥ —3ERL S 41,
dynamic-eid 2> 7 4 ¥ a2 b —a v E— FEMBLET,

97V K T4 )L+ LISPdynamic-eid R U 2 —IdixE SN EH A,

a2 K E—FK LISP EID 7 —7 /v (router-lisp-eid-table)
vy RERE Jy—x FERE

Cisco IOS XE Gibraltar 16.11.1c Z—pa< FREAINE LT,

EELEOHA K54 LISPEEY T ¢ ZHRET HITIE, lispmobility f &% —7 =4 X a2~ NTERWHRERZ A F
Ry ZEDu—3 7 R —%{ERKLET, dynamic-eid =<2 RBRATTIND &, BRI
DLISP #AF v 7 EBIDARY =0 Ef S, 4TIy 7 EDary7 4 FXalb—vay
E—RDBBBLET, ZOF—RFTIEX, ZREDLISP ¥ A 2 v 7 EID R U > —(ZBEfT T
LBNTNDLTRTOREMEEZANTEET, ¥4Iy Z7EDARY o —%2RET H%E. EID»
5 RLOC ~DHAFI v~y B 7R E, ZUCBEETA NI 7 v 7 R o—%4
ETHMLENRHY T,

BEav >k =AY BEL:

lispmobility |[ITTR DA > #—7 = A4 ZZ LISPEE VT 4 (XA FIvZEDRr—3 ) |
ST HEIITHELET,
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eid-record-provider

TN B — AV AB LRI AN TRy hARY =T =TIV EEFRT HITIX, lisp-extranet
£ — KT eid-record-provider 2~ > RZ&EH L F9,

[no] eid-record-provider instance-id instanceid {ipv4 address prefix|ipv6 address prefix}
bidirectional

B DEREA ingance-idinganceid =7 2 kS % v b NS L —RY o—ZEMATHLISP A A Z %
DAV AH A D,

ipv4 address prefix U—2FBIPV4EID L7 4 v 7 A% abedmBRTEE L TERL
7,

ipv6 address prefix J—27F5IPV6EID 7L 7 (v 7 2%k, X:X:X:X::X/<0-128> X, THg
ELEZT VT 4 v 7 ATERLET,

bidirectional TuNRL B =Y TR FGANREDF VT 4 v 7 AMDTI AT F
MEEPW TR THLZ EERELET,

aAvYRFIHLE AL

AT RE—FK router-lisp-extranet

avy FERE J1)—=x EERNE
Cisco IOS XE Gibraltar 16.11.1c Zopa<y FBEAINE L=,

FEHEDHA KS4 > eid-record-provider i € & N2 T 5121, ZDa~r FOno BAEMEH L £,

device (config) #router lisp

device (config-router-1lisp) #extranet extl

device (config-router-lisp-extranet) #eid-record-provider instance-id 5000 10.0.0.0/8
bidirectional

device (config-router-lisp-extranet) #eid-record-subscriber instance-id 1000 3.0.0.0/24
bidirectional
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eid-record-subscriber

Y TATFGANL AR AZZ T A RT3y bR — T —T NN EEFRT HITIL, lisp-extranet
£ — R eid-record-subscriber =< > R&EHH L £,

[no] eid-record-subscriber instance-id instanceid {ipv4 address prefix | ipv6 address prefix}
bidirectional

BX DA

AR R TFIAILE

aAvU R E—F

ingtance-idinstanceid =7 2 kT %y b Fu A X =R —E@EHATHLISPA A K A
DA AR AID,

ipv4 address prefix V—2FAIPVA4EID 7L 7 4 v 7 A% abcdm B TEELTERL
*9,

ipv6 address prefix J—27F5IPV6EID 7L 7 (v 7 2%k, X:X:X:X::X/<0-128> X, THg
ELEZT VT 47 ATERLET,

bidirectional TR B =Y TR FGANREDF VT 4 v 7 AMDTI AT F
MEENW TR THLZ EERELET,

L

LISP =7 A k7 % v b (router-lisp-extranet)

2v Y FRE

EREDHA FS14 Y

J1y—= EERNE
Cisco IOS XE Gibraltar 16.11.1c = pa~<y FBEAINE L=,

eid-record-subscriber 5% i & NI T HI121E, ZDa~<r RO noBRXEHEH L £,

device (config) #router lisp

device (config-router-1lisp) #extranet extl

device (config-router-lisp-extranet) #eid-record-provider instance-id 5000 10.0.0.0/8
bidirectional

device (config-router-lisp-extranet) #eid-record-subscriber instance-id 1000 3.0.0.0/24
bidirectional

device (config-router-lisp-extranet) #eid-record-subscriber instance-id 2000 20.20.0.0/8
bidirectional
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eid-table [JJj

eid-table

gd-table =~ > RiZ, instance-service D1 A X o A% ARABNL—T 4 7B L EEE (VRF)
T—T, FITT U RRA L MID T R AZEMICRIERRERT 7 4V kDT —7 )L & BE
fHFFE9,

[no] eid-table {vrf-name | default | vrf wrf-name}

BX DA default %€ L 7= instance-service & BIEAT T 2720 DT 7 v b (Fa—s30) OL—
T4 TN ERIRLET,

vrfvrf-name @ L7-A v A X v A L BREAHT 572D D4R & VRET — 7 V2RI L E3,

ATV R FI4) T 74/ D VRF (X, instance-id 0 (ZBIEM T HET,

Qv YR E—F router-lisp-instance-service

avy FERE )1)—= EERNE
CiscoIOS XE Gibraltar 16.11.1c =~ FpEAINE L7,

FRLEOHA KSq4> O3~ Fidinstance-service — FTORMEH L £,

LA ¥ 3 (service ipvd/service ipv6) D¥5H. VRF 7 —7 L7 instance-service (Z BT 5L E
., LA ¥ 2 (service ethernet) D4, VLAN 7 instance-service (ZBREATIT H £ 7,

A\

GE) LAY 20%4A, cid-table ZXET DHIIC VLAN ZEHR L TRBEET,
LAY 3 DA, eid-table % ET HRIC VRE 7T —7 VA ER L TBEET,

ROBITIZ, vrf-table EWVWOHFIO VREZ ML TR T 7 4 v 77 A MET S
E DT XTR BRRE SN TWET, vrf-table IZBEAT T BN TWD EID 7 V7 o v 7 A
WA AR A ID 3 IR SN E T,
device (config) #vrf definition vrf-table
device (config-vrf) #address-family ipv4
device (config-vrf-af) #exit
device (config-vrf) fexit
device (config) #router lisp
device (config-router-lisp) #instance-id 3
(
(

device (config-router-lisp-inst) #service ipvi4
device (config-router-lisp-inst-serv-ipv4) #eid-table vrf vrf-table

KOHITIE, Vlianl0 & V9 & ETO VLANIZEE T SN TWAEID L7 ¢ v 7 AN
A AR A ID 0L IR SN TWET,
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B cid-table

device (config) #interface V1anlO

device (config-if) #mac-address ba25.cdf4.ad38

device (config-if) #ip address 10.1.1.1 255.255.255.0

device (config-if) #end

device (config) #router lisp

device (config-router-1lisp) #instance-id 101

device (config-router-lisp-inst) #service ethernet

device (config-router-lisp-inst-serv-ethernet) #eid-table V1anlO
device (config-router-lisp-inst-serv-ethernet) #database-mapping mac locator-set set
device (config-router-lisp-inst-serv-ethernet) #exit-service-etherne
device (config-router-lisp-inst) #exit-instance-id
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encapsulation .

encapsulation

LISP X NU—FJNTT —Z 7y hOI T EMMEDZ A T EHHET HITIL, service E— N
T encapsulation =~ > RZHH L F9°,

[no] encapsulation {vxlan|lisp}

BX DA

AR TIHIE

AUk E—F

encapsulation vxlan VXLAN~X— 2D 5 7 b a2 88 LT,

encapsulation lisp  LISP ~— 2D H FE /AL AIEE LET,

L

LISP #— " & IPv4 (router-lisp-serv-ipv4)

LISP #—E X IPv6 (router-lisp-serv-ipv6)

avy FERE

FEREDAA RZA4 Y

=2 ZENE
CiscoIOS XE Gibraltar 16.11.1c = oo~ RpREAINE L7,

encapsulation vxlan =~ > R % service ethernet E— R CHEH LT, VA2 F vy hah 7k
b L £, encapsulation lisp =2~ > K% service ipv4 &— K F 7213 service ipv6 &— K CTfli
LT, LA ¥3ry haeh7eHbLET,

Ty SO TRMEE IR HI21E, Zoa<wr Fono Bz LET,

Iz, T—F BT BRI XTR R ET 502~ LE T,

device (config) #router lisp

device (config-router-1lisp) #service ipv4

device (config-router-lisp-serv-ipv4) #encapuslation vxlan
device (config-router-lisp-serv-ipv4) #map-cache-limit 200
device (config-router-lisp-serv-ipv4) #fexit-service-ipvié
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W71 b xub—% (ETR) & LTTF A A& RET HITIE. instance-service E— R E721%

service W 7 E— RCer a~y REFEALET,

[no] etr

ARV ERFIFIAL T IANBITIE TAALRTETR L LTRESNTVERE A,

ATV R E—FR router-lisp-instance-service

router-lisp-service

avy B )1)—=x EEANAE

CiscoIOS XE Gibraltar 16.11.1c = oo~ R EAINE L7,

EELEOHA KS4Y T A% A 32— /WL TCETRERRAZFEITTHI101E, Coavr FEfALET,

ETR e 2 BT 21213, —oa~<r Fono s R LET,

ETR & L CERE S 7=/ — & 1 @& 1L database-mapping 2~ > R TR EIN TV 572, ETR

:tk@::/] ARAMID (EID) OF V7 4w ATy y Extind bnm s —#7) LISP 31
MIEEHSNA T D02l L TWET, 62, ETRIZ etr map-server =2~ Raflifl LT

2 T = NIZBREREIND LR ET DM, FiziE map-cache =<2 REFEH L TAX

7 4 7 LISPEID-to-RLOC (EID 75 RLOC) 1/ —X& 242 L 9 ICRETHALERH Y

£7,

WIZ, ETR £ LCT A AERETHH 2R LET,

config) #router lisp
config-router-1lisp) #instance-id 3
config-router-lisp-inst) #service ipvi4
config-router-lisp-inst-serv-ipv4) #etr

device
device
device
device
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etr map-server .

etr map-server

EID OFRERHIH ) b x—42 (BTR) AT 25 L5~y 7P — a2 ET HIC
instance ‘&— K % 7213 instance-service € — R C etr map-server =~ > RZHHLE4, ~ v 7
Y= ROREFHORr—5 T FLUAZHIRT 212, Zoa~r Fono Bz L E
R

etr map-server map-server-address {key [0]6]7] authentication-key | proxy-reply }

BXDEREA

aAavY R FI4ILk

AUk E—F

map-server-address <« 7 — oA —F 7T KL A,

key F— AT ERELET,

0 JVT THERAFELTARRU=FRANEND T 2R LET,
6 ZDONAY = RITAES B SALIEATHD Z L 2R LET,

7 B SALBIINANA T — R THHZ L AR LET,

authentication-key  map-register A v & — D~ v ¥ —(Z& £ 5 SHA-1 HMAC /v > = DFE
B END 2T — K,

proxy-reply ETR Do 0 (2~ v 7 H— 30 map-request (ZJnET 52 L A2HEL
—a_o

L

LISP A > A % > A —¥ A (router-lisp-inst-serv)

LISP #—E A (router-lisp-serv)

avy FERE

FRLEDHA KS14 Y

Jiy—=x TEAR
Cisco I0S XE Gibraltar 16.11.1c = o~y FREASHE LT,

ETR A% D EID %8k 5~ v 7 —_"Du b —F 2% ET HI21E, er map-server 2~ 2 R
EREHLET, a2~ FMEXHORGEF—5157%,  (map-register X v & — D~y ¥ —I25
£h5) SHA-1 HMAC /v ¥ =] ﬁménéﬂxv~bfﬁoWAHMMCTﬁméM6A
2'7%%“ FabEn Ty (Z U7 7% 2R BAD, £l 5 banzBRATAT S
NET, B LENTHRWSRRAT— K2 AT 5121, 0 ZfELET, AES KA/ X
7 — %%Aﬁ#é X, 6 #FELET,

<y 7 = BEREAHIBRT DI, Zoavr FOono ERE AL £,

&IZ, ETR T map-requests [ZIGE T H72HIZ, 2.1.1.6I1CHDH~y Fh—"Z7axi & LTH
BT 5 EICHRET DB EZRLET,
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. etr map-server

device (config) #router lisp

device (config-router-1lisp) #instance-id 3

device (config-router-lisp-inst) #service ipvi4

device (config-router-lisp-inst-serv-ipv4) #etr map-server 2.1.1.6 key foo
device (config-router-lisp-inst-serv-ipv4) #etr map-server 2.1.1.6 proxy-reply
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extranet .

extranet
LISP x v h U — 27 N T VRF fBEZ A % —7 /2T 5121Z. MSMR T, extranet =~ %
LISP 2> 7 4 Xal—iaryT— RNCHERALET,
extranet name-extranet

EX DA name-extranet {Epk L7==7 A b T %y hOLARTEZEE L ET,

ATV RFI+LE RL

avY K E—F LISP (router-lisp)

av Y FER Jy—2 EFEAE

CiscoIOS XE Gibraltar 16.11.1c Z o< RBREAINE L7,

device (config) #router lisp
device (config-router-1lisp) #extranet extl
device (config-router-lisp-extranet) #
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instance-id

AR R TFIAILE

ATV R E—F
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router-lisp 2> 7 4 ¥ = L —3 3 > F— RTLISPEID A ' A% A& EA L T, instance-id ¥
7E®— R&BAT 510X, instanceid =2~ > RZEH L ET,

instance-id iid
L

LISP (router-lisp)

avy RERE

FEREDHA FS14 Y

)1)—= EERAR
CiscoIOS XE Gibraltar 16.11.1c =~ FpREAINE L7,

LISPEID A v A Z VA5 L THEEOY — ¥ 2% 7 L—{F B I1Z1%. instance-id 2~ > F
PERALET,

Z @ instance-id TOFREN., FALOTXTOV —ERIZHEH I FET,

device (config) #router lisp
device (config-router-1lisp) #instance-id 3
device (config-router-lisp-inst) #
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ip pim lisp core-group-range .

Ip pim lisp core-group-range

LISP 7' A > ¥ —7 = A A2} 5 Protocol Independent Multicast (PIM) %&{5ehiE~ /LT
Fr AL (SSM) OF FLAOaTHHZHRET HI2IE, A F—T =M RAarT 1Fal—
v a3 E— R Tippimlisp core-group-range 2~ > R&fiH L EF, SSM 7 K L AHifH % Hl
B 2icid, Z2oa~r FonoBXE#H L £,

[no]ip pim lisp core-group-range start-SSM-address range-size

BXDEREA

AU R TIHIE

ATV R E—F

start-SSM-address #iJH PN D)0 SSMIP 7 KL 2 245 E L £ 7,

number-of-groups 7' L — 7O 4 RaEFEE L ET,

T RUAOaTHBENERE SN T R2WEE, 7 7 4L hTIEZ /V—7%iBH 232.100.100.1 ~
232.100.100.255 23| Y BT H L E T,

LISPA > #—TxzA A7 4F=2lb— 3 (config-if)

av Y RERE

FEREDHA FS1 Y

J1)y—2= EZERNE
CiscolOSXE169.1 Zpo<y RBEASHE LT,

AT AT INVFFXYARN T UAR—NMI, 7o ¥ =LA £21Ea27 TPIMSSM O A% ¥
A—FLET, S VFFXFXY AR FTUAR—=FTIE, A=A T =A% FHLT, =
RARA > Ragkpl+ (EID) => h U ZRLOCZEMSSM 7 /v —7 = R ICwy 7 LET,
FI7HNVRTIE, LISPA v H—T 2 A ATYAF XX ANNT T 4 v 7 HEEETLHT RLA
> SSM #ifil & LT 7 /L—F#il 232.100.100.1 ~ 232.100.100.255 23l & E4, LISP A >
H—T 2 A AZBITHIPT RLADSSM 27 7 )b— 7% TEyTEFE 3 5121%, ippimlisp
core-group-range =~ > R&fiH L £,

OB TIE, ~VFXY AR NI T4 w7 IERAT 22707 KL ADOSSMiF & LT232.0.0.1
INHIEED 1000 HDOIP 7 RLAD I N—F%EHZ L TWET,

Device (config) #interface LISP0.201
Device (config-if) #ip pim lisp core-group-range 232.0.0.1 1000
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. ip pim lisp transport multicast

Ip pim lisp transport multicast

AU R TIHIE

ATV R E—F

LISP A v H =T 2 A ABL Y TA X —T 2 AD KTV AR—FAD=ALE LTV
FX¥¥ AN F—TMITDHIE, LISPA U H—T A A a7 4Fal—var ET—NK
T ip pim lisp transport multicast =~ > F&fEH L £ 9, LISPA " F—T = AD TR
A= AH=ALELTENANTXY A NET 4 B—TMITBI2E. Zoa~<r Ko no B
EERLET,

[noJip pim lisp transport multicast

X DA
IOy NiZEF—U—FERE5EEEH D AL

DAY RRFEINTWRWEEIZ, ~y R R LU r—va B~ F v A R
ERH S ET,

LISPA > H—T A A 27 4F=2lb—3 3 (config-if)

vy RERE J1)—= EEAR
CiscolOSXE169.1 Zpo<y RPEASHE LT,
£l
WIZ, LISPA VA =T 2 A AD N TV AR—=RMAD=ZALE L TCEALTF Y A NERETD
&R LUET,
Device (config) #interface LISPO
Device (config-if) #ip pim lisp transport multicast
BEa<T R avw vk HL:L
ip multicast routing IP~/LFF¥ R R—TFT 4 T EIT~ LT
X ¥ A NFPWAAL v F o T hHAF—TNIZL
*7,
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ip pim rp-address .

Ip pim rp-address

¥§ € 7 /V— 7 @ Protocol-Independent Multicast (PIM) 7> 77 —4HRA > F (RP) ®7 KL A%
RETHICIE, Fe—r b ary7 4X¥alb—3 3 F— RKTippimrp-address =1~ RZ&f#
MLET, RPT FLRAZHIRT 2I21F, Zoa~vr Fono Bzl ET,

[nolip pim [vrfvrf-name] rp-address rp-address[access-list]

B DEREA

AR R TFIAILE

AR E—F

vrf L) N—F v L TFA_—KFv hT—27 (VPN) A—TF 4 > 78 L O
(VRF) £ vV AX L AEEELET,

vrf-name  ({£&) VRF 12|V 4T 5074,

rp-address PIMRP (272 A/ —FZ D IP 7 R A, ZHUE, 4 9E Ry MEx 10 EFELD2=
F¥YAKMNIPT RLATT,

accesslist (L&) RPEMHEMATH~NTFTF¥ A NI A—TEEHRTDHT 7 AU A hOLAH]
F3E 5,

L

Jua—)L a7 4 ¥ ab—3 3 (config)

2v Y FRE

EREDHA FS14 Y

J1)—Xx EEAR
CiscolOSXE16.8.1s Z—ppa~<wy RBNEAINE L,

AN—RAE— RERITIWFHNE— FCEHET A~ LT XY A NI NV—TDRP T RLAZRAH
T4 v ZIZEFET DI, ippimrp-address 2~ REEH L £9,

BEDO T N—FIZHE—DRP ZFEHT5X 91T CiscolOS V7 " =T HHRETEET, 77
YAV A NTHREENTWAEBICE 2T, RREFEHTE /=N REShE T, 77
YA VA IRERESINTOWRWGEARIE, T XCTOINL—TIZRPIMEASINET, PIML—H
ITEHORP A TEETN, FL—TTLIZ1 DORTT,

I, TRTOALFF¥ AR NL—FIZF L TPIMRP 7 R L 2% 185.1.1.1 ICERET S %
RLET,

Device (config) #ip pim rp-address 185.1.1.1
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Ip pim sparse mode

AU R TIFIE

AUk E—F

A % —7 = A AD Protocol Independent Multicast (PIM) D A/X—AEEE— RE A x—T /L
T AIE, /v F—T 2 A a7 4F¥alb— 3 F— RTippimsparsemode =< >
REHEHLET, ARX—RABEE—RE2T =7 T 2I0E, Z0a~vr RO no X%
FEHLET,

[no]ip pim sparse mode{

X NN
ZOawy NiZiEF—U—FERE3EEEH Y A,

L

AHE =T A A AT 4 Falb— 3 (config-if)

avy FERE

FEREDHA K4V

Jiy—=x EHERNAE
CiscolOSXE16.8.1s Zoma~vr FpEAINE LT,

NetFlow collect =< > NiX, 7Vue—%F=X 1L a— DI EFXF—7 41—V FFEHREL, DL a—
NIZX o TR SN2 7 v —D% 7 ¢ —/L RITEZ IRV AT 72O H L £ 3, nonkey 7 1 —
JVROEIEZ, 7 —ND N7 7 ¢ v 7T 2 EIMERARET 2700l 7 e —lgBEMEivE
7 nonkey 7 4 —/V ROEDOEFIZ L > TH LW T B —2MERESND Z LiTH Y EFHA,

RIZ. PIM RNN—RFEE— FEBRTTHHERLET,

Device (config) #interface LoopbackO
Device (config-if) #ip address 170.1.1.1 255.255.255.0
Device (config-if) #ip pim sparse-mode

BEaTR

avwvk EnBA

ip multicast routing IPvLTFX¥x A N—F 4 T FEITINLF
XX A NFWAA T T A FX—T ML
i‘aAo
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ipv4 multicast multitopology .

ipv4 multicast multitopology

AU R TIFIE

avvkE—F

IPvLFXYRAM—T 47 DO</LFFv A REARPE bR POV R— &2 A x—T /L
W23 DIZiE, VRF 227 ¢ ¥ 2 L—13 3 > E— KT ipv4 multicast multitopology =2~ K%
FHLET, vLFF+¥ X EARPF bR PO R— 2T 4 =7 T 5121, 2D
avr RonoEXEFEHLET,

[no]ipv4 multicast multitopology

X NN
ZOawy NIZFBIEELEFEF— TV —FEH D TH A,

L

VRF 227 4 ¥ =2 L—3 3 (config-vrf)

avy FERE

=2 LERE
Cisco I10S XE 16.8.1s Zoavwy RREAINE L,
Cisco IOS XE Fuji 16.8.1a

RIZ, TILFX XA FEBRPF RO EBRET A0 ERLET,

Device (config) #vrf definition VRF1
Device (config-vrf) #ipv4 multicast multitopology

Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v ¥F) aA<Y > FJIJ7L VR .



. ip pim ssm

Ip pim ssm
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IPvAFHr X7 RLUADEEITFE~YLT ¥ v X b (SSM) fiHEZEET DI, Fr—
SOV Ay 7 4 X al— a3y E— KT ippimssm 2~ R&EMHALE9, SSM&iHEZ T ¢
T =TT HITE, Zoavwy RO noJERAHEH LET,

[no]ip pim [vrfvrf-name] ssm{default | rangeaccesslist}

B DEREA

AR FIHILE

avU R E—F

vrf EE) X—F %V TIF7A4_X—hK Xy hTU—27 (VPN) L—T 478X
QHED: (VRF) A v AFX U AEEELET,

vrf-name (fEE) VRF (ZEID ¥ THN-4Hi,

range SSM#iJHZ EF T HDIEHEIP 7 7/ A Y A hDOF 5 £ -134 0 E L £,

access-list

default2 SSM#PHT 7B AU A b & 2328 IZEFELE T,

L

Jua—s ) ary7 4 Xalb— 3 (config)

avy FERE

FREDHA KS1 Y

Jiy—=x EEAR
CiscolOSXE 16.8.1s ~pa~y FEA SN E L,

IP~/LFF¥ AN T FLADSSM&PHZ ippimssm 2~ R TEFRTDH L. SSM &iPHN THK
BB L OF(E S5 Multicast Source Discovery Protocol (MSDP) Di({Z557 77 4 7 (SA)
A= 3 el20 £7,

RIZ, PRILFFXFv AT RLADSSMERZEZT 74 MZRETSHHERLET,

Device (config) #ip pim ssm default

avw ok £ EA

ip multicast routing IP~/LF X% R N—TFT 4 T EIT~ LT
X ¥ A NGWAA v TF o T oA =T NI L
E RN

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) A< > K!)J7L VX




| Cisco SD-Access

itr II

itr
AN brx—4 (ITR) & LTT A AEFRET HITIL, service V7 — RFE2IZ
instance-service B— R Titr 2~ RZEH L £,

[no] itr

ARV ERFTI4NAL T IANTIE, TS RTIR L LTRESNLEEA,

AT R E—FK LISP A > A% A% —E A (router-lisp-instance-service)

LISP #— & X (router-lisp-service)

av Y REE ) 1—2 RERNE
CiscolOS XE Gibraltar 16.11.1c = oo~ R EAINE L7,

FEREDHA KS4Y T A% A X =T/ L TITRIEREAZ EITT 51213, Zoa~vr REFHLET,
ITR BEREZ BT 2 121%, Zoa~r Fono B &AM L x7,

ITR & L TRHREINTZT S AZ, LISP GV A RMEDOTXTHO T 7 1 v 7 D EID 2 b
RLOC ~D~ > B2 T ORHNIENL B 7,

WIZ, ITR & LT A RERET DB 2R LET,

device (config) #router lisp

device (config-router-1lisp) #instance-id 3

(

(
device (config-router-lisp-inst) #service ipvié
device (config-router-lisp-inst-serv-ipvé) #itr
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Itr map-resolver

map-request DIEFRFIZAT) h o rv—% (ITR) WMEHT L~y 7Y VR E LTT N, A
EERET HITIL, service B 7 & — RN F 7217 instance-service “E— KT itr map-resolver =< > K
EEALET,

[noJitr [map-resolver map-address] prefix-list prefix-list-name

BX DA

ARV KR TIAINb

aAvU R E—F

map-resolver map-address [TR C, ~ v 7EROXFHIZ~ Y7 VAN T RLRAEZFREL
i‘a‘o

prefix-list prefix-list-name 423717 4 v 27 2 Y 2 NEEELET,

L

router-lisp-instance-service

2v Y FRE

FEREDHA FS14 Y

Jy—2 EERAR
CiscoIOS XE Gibraltar 16.11.1c =~ FpEAINE L7,

ITR~ v 7V U BRE R FITT B2, Z20a~<wy REFHLTTANL 25 A F—T 2L
F7,

~ v U NAAEREHIRT 212X, Zoavr Fono BRE#EH L ET,

<~y Y YNNE LTEHESNTZT S AL, ITR 2260 7 /b 172 Map-Request A
T—VEEKRL, ENOHDOR vE—VOh SRR L, RIZ, BRI NZEIDIZH LT
WMERRZ RO b x—% (ETR) YT 5~y 7 —NIZZDORA vE—VEEELE
T, wATFYA FRETIE, VA FOR—F =T~y 7V NAARDT VT v 7 AU A M
SWT, FfEY A SO MSMR £7213% 4 FD MSMR ZBEF 508 9 s iiEShET,

WIZ, map request A v E—DEERIZ 2.1.1.6 D~ 7V VAN EHHT D X HIC TR 2%
ETDH R LET,

device (config) #router lisp

device (config-router-1lisp) #prefix-list wired

device (config-router-lisp-prefix-1ist) #2001:193:168:1::/64
device (config-router-lisp-prefix-1list)#192.168.0.0/16
device (config-router-lisp-prefix-list) #exit-prefix-1list

device (config-router-1lisp) #service ipv4
config-router-lisp-serv-ipv4) #encapsulation vxlan
config-router-lisp-serv-ipv4) #itr map-resolver 2.1.1.6 prefix-list wired

config-router-lisp-serv-ipv4) #

device
device

device
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locator default-set .

locator default-set

locator-set &7 7 4 /L h & L C~—7 3 5IZ1%, locator default-set ==~ > N % router-lisp L ~/L
THEMALET,

[no] locator default-set  rloc-set-name

X DA rloc-set-name 7 4 )L k& L TR ET 5 locator-set D44 il

ATV RFI+LE RL

avY K E—F LISP (router-lisp)

av Y FER Jy—2 EFEAE

CiscoIOS XE Gibraltar 16.11.1c Z o< RBREAINE L7,

FEREEDHA K54 > locator default-set =~ > FEEH L TT 7 4/ b & LTRIE S HU7Z locator-set [%, T D
F—eREeAf U RZ RS NET,
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. locator-set

locator-set
locator-set Z 5@ LT, locator-set 2> 7 4 X = L—3 3 2 F— REBET AI121%. locator-set
a2 K% router-lisp LUV THEH L E T,
[no] locator-set loc-set-name
EX DA loc-set-name ocator-set D4
ﬁILJ‘O
ARYRFIANE AT
AT R E—F LISP (router-lisp)
vy FRERE J1)—= EENE

CiscoIOS XE Gibraltar 16.11.1c = oo~ R EAINE L7,

FEREDHA KS4 > locator-set ZZMT DHIT, EFZ D locator-set Z EF L £ 7,
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map-cache

map-cache .

AHT 4 v RiRA Y MDD (EID) Z/NV—F (> 7 a/r—4 (RLOC) @ (EID-to-RLOC)
~ v BV TBURICERET HITIX, instance-service ipv4 “E— K & 721X instance-service ipv6 E— N
T map-cache =~ > K& L £,

[no ] map-cache destination-eid-prefix/prefix-len {ipv4-address { priority priority weight weight
} | ipv6-address | map-request | native-forward}

BXDEREA

AR TIHIE

ATV R E—F

destination-eid-prefix/prefix-len 555 [Pva £ 721X IPv6 DEID SV 7 4 v 7 A/ VT 4 v 7 AF,
ZOWELITIEAT v v a BLETT,

ipv4-address priority priority ) —7 Ry 27 f L B —T 2 A ADIPVAT KL A, b —& 7

weight weight RURICBES T D727 T A AV 7 ¢ LEAL, R ED 7
V7 4y 7 ATy ZIZEEO RLOC BEZRIN TV DA,
N7 747 R —%ERTHEDIHEHINET,

GB) 794XV TRV —2 3 BhshEd,

ipv6-address N—T Ry 7 f =T 2 A ZADIPV6 T K LA,

map-request LISP %G5 EID {Z map-request % i5{5 L £,

native-forward Z @ map-request |IZ—ET DT v NEFRAT 4 TITEEELE
R

L

LISP A > A X > A% —1E A (router-lisp-instance-service)

av Y RERE

FEREDHA K42

-2 LERE
CiscoIOS XE Gibraltar 16.11.1c =~ FpREAINE L7,

Zoawy ROYIEEHRICIE, AX T 1 v 7 IPvd £ 7213 IPv6 EID-to-RLOC ~ » &° 2 7 Bif%
BLOMEETLHIIN T 747 R —%BELTAT ho o v—4 (ITR) #HFELET,
K b UIZIE, BEDEID L7 4 v I A Tay BB O —2
TAFVT 4, BEOEANBATSVET, EID-prefix/prefix-length 515 D%, 56%6% 4 D
LISPEID 7'V 7 4 w7 A 7 uy 7 T, alr—2%, IPv4d £72ILIPV6EID 7' L 7 ¢ v 7 A|Z
BECTEXDYE—bF A bDIPVE 72T IPv6 7 RLATY, vrr—X 7 KL AZBEEAT
BN TIAF VT 4 L ERL, BILUEID L7 4 v 7 A2 78wy 72880 RLOC DERHES
NTWBEE, b7 74y 7 R —%ERTHEOIHEHEINET,

device (config) #router lisp
device (config-router-1lisp) #instance-id 3
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. map-cache

device (config-router-lisp-inst) #service ipvi4
device (config-router-lisp-inst-serv-ipv4) #map-cache 1.1.1.1/24 map-request
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map-cache extranet .

map-cache extranet

AR TIAIE

AR E—F

RELIETRXTOZI AN TRy b T VT 4 v I Ry THy v alll VA =T 51T
. instance-service ipv4 “E— R ¥ 7213 instance-service ipv6 “&— K T map-cache extranet ==~ >~
NafERLES,

map-cache extranet-registration

L

LISP A > A X > A% —1E A (router-lisp-instance-service)

av Y RERE

FEREDHA RKS4 Y

J1y—2 EEAR
CiscoIOS XE Gibraltar 16.11.1c =~ FpEAINE L7,

VRFHBEZ YR — T 51, v~y 77—y 7 U YA, (MSMR) T map-cacheextranet
avy REHEALES, Zoa~vr L, 3XTO7 770 v 7 OssEIC~ v TEREZAER L
9, ZZANTRY A AL AD service ipvd T — R E 721 service ipv6 E— R TZ D=
~ REERLES,

device (config) #router lisp
config-router-1lisp) #instance-id 3
config-router-lisp-inst) #service ipvi4

config-router-lisp-inst-serv-ipv4) #map-cache extranet-registration

device
device

device
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prefix-list

Cisco SD-Access |

ZAfTELISP L7 4 v 7 Ak hETEEL, LISPY V74 v 7 AV AN 7 4 Fa2b—
vary '— RERBTDHICE, V—FLISP a7 X alb—T 3y F— T prefix-liss 2~
VREFERALET, L7407 AV R REHIBRTAIZIE, Zoa<wr Fono XA L
7,

[no] prefix-list prefix-list-name

BXDEREA

aAav R TFI4ILk

aAvYU R E—F

m@um ATV 7 4 v 7 AV A RNEREL, V74 v 7 AYRX | 2
prefix-list-name Y74 X2l —vary®—RERBLET,

FLT7 4y 7 AY A NE—RTIPVAEID V7 4 v 7 ZAE7-1% IPv6
EID V7 4 v 7 A&ELET,

T T4y 7 A A MIERZBINTOER A,

LISP (router-lisp)

avy FERE

EREDAARZA4 Y

)1)—2=R EEARE
Cisco IOS XE Gibraltar 16.11.1c = a<> RREAINE LT,

prefix-liss =<2 RiZ, IPV4 £721ZIPV6 D7 LT 4 v 7 AV X h&RRETHI-DICHH L%
T, ZOavw s REERATLHIE, V=NV T 4y AV ANy 7 4 F¥al— g F—
RiZ7e 0, IPvda 7V 7 4 w7 AU AREIEIPV6 LT 4 w7 AV A NEERTEET, 7
V74w AVAR ary74Xal— a3y ®—RE&KTT5I21%, exit-prefix-liss =<2 K
ERHEALET,

device (config) #router lisp

device (config-router-1lisp) #prefix-list wired

device (config-router-prefix-1ist)#2001:193:168:1::/64
device (config-router-lisp-prefix-1ist)#192.168.0.0/16
device (config-router-lisp-prefix-list) #exit-prefix-list
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route-import database

route-import database .

N—T 4 TEHR—A (RIB) —hDA VA= EHREL, T—E_X—RT ) Dra—
I RARA > kBl + (EID) V7 4 w7 AxERLTar—4ty MIEEMITDIC
X, A Vv AX A P —E R T E— KT route-import database =~ > F&EHLET, Z0

a7 4 X alb—3a rEYIRT AT,

ZoawryRonERXEEHALET,

[no] route-import database
{bgp | connected | eigrp | isis| maximum-prefix | ospf | ospfv3 | rip | static} { [route-map] locator-set
locator-set-name proxy }

B DEREA

AR FI4ILE

aAvU R E—F

bgp R—F ==Kz 7u kaj, BGP 71 k=2 /L% L TRIB
J— K% LISP |24 vV AR— R LET,

connected wEsniv—7 477 e han

eigrp Enhanced Interior Gateway Routing Protocol (Enhanced IGRP) , EIGRP
7’va haL & L CRIB/V— k% LISPIZA > AR— K LET,

isis ISOIS-IS, IS-IS 7= h =L & L T RIB /b— k% LISP 121
A—FLET,

ospf Open Shortest Path First

ospfv3 Open Shortest Path First /N\—37 5 > 3

maximum-pr efix

RIBOORGTHT VT 4 v I ADRREERELET,

rip N—T 4 TR m Ay
static ABT A4 IN— b EEZELET,
locator-set B ENTTF—FR—X w7 = N T Ausr—%

|ocator-set-name

Ty bEEELET,

proxy TaFXy TSR A vy B E LTRIBA— FOZAF Iy
JAR— P EAITLETS
Z 3

LISP A > A X > A% —1E A (router-lisp-instance-service)

avY RERE

IJ IJ—X

LEAE

Cisco IOS XE Gibraltar 16.11.1c = opa~<y FBEAINE L=,
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EREDAARZA

Cisco SD-Access |

TuFxFy F—HAR—ZA vy E LTRBA— DAL T I v I A R—M2ARITT S
i, proxy 47> = & F8E L Croute-import database =~ > K& L£3, RIBA >R —
hEfEAT 5 & X%, route-import map-cache =2~ > &AL TxHIGT D RIBY v 7 ¥ ¥ v
Vad VR—=FLRETAHIVENRDHY £, ZANFESN TV WL RIB/L— FMEET
LRI, HETA RN RNT 7 4w VB LISP OMBEF = v 71T A LEH A,

Wi, 7axe T —H_X—=RL LTRIBV— DX AFI v I A4 U R— NeRET D%~ L
=7,

config) #router lisp

config-router-1lisp) #instance-id 3

device (config-router-lisp-inst) #service ipvi4

device (config-router-lisp-inst-serv-ipv4) #eid-table default

device (config-router-lisp-inst-serv-ipv4) #database-mapping 193.168.0.0/16 locator-set
RLOC proxy

device (config-router-lisp-inst-serv-ipv4) #route-import map-cache bgp 65002 route-map
map-cache-database

device (config-router-lisp-inst-serv-ipv4) #route-import database bgp 65002 locator-set
RLOC proxy

device
device
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service

service .

servicea < v RiZ, FORED Y —E RO T O instance-service DA » A X o ZLDORET
Y7 U— MEERLET,

[no]service{ipv4 | ipv6 |ethernet}

BX DA

aAav>Y R TFI4ILE

AR E—F

J

serviceipv4 IPvd7 RLA 7730V DLAY3 3y hT—7 —ER%EA F—T I L
i‘a—o

J

serviceipve IPv6 7 RLA 773 VDLAY3 Ry hU—7 $—EREA X—T7 ML
9,

serviceethernet L 2 % v U —2 H— b 2% A F—7 Mz LET

L

LISP A > A % > A (router-lisp-instance)

LISP (router-lisp)

avy FERE

FREDHA FS1 Y

)1)—= EEAR
Cisco IOS XE Gibraltar 16.11.1c = oo~ FREAINE L1,

service =< > i, instance-id ® FIZY —E R A V AHX U AHERK L, AV AZ LAY —E R
E— N&EBB L ET, serviceipvd F7-1% serviceipve N E SNV TWBIRI LA A X AT
serviceethernet 3% ET 5 Z LI TEEHA,

service W 7 EB— RZEKTT AL, Zoa<wr FonoERE2HHL £,

device (config) #router lisp

device (config-router-1lisp) #instance-id 3
device (config-router-lisp-inst) #service ipv4
device (config-router-lisp-inst-serv-ipv4) #

device (config) #router lisp

device (config-router-1lisp) #instance-id 5

device (config-router-lisp-inst) #service ethernet
device (config-router-lisp-inst-serv-ethernet) #
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. show lisp instance-id ipv4 database

show lisp instance-id ipv4 database

TNAADIPVET RV AT 7 IV LT —=FN—A= vy B T OEAT =2 A &2FKRTHIT
%, $#HE EXEC &— KT show lisp instance-id ipv4 database ==~ > R & L £,

show lisp instance-id instance-id ipv4 database

ARV RFILLE L

avURE—R it EXEC

avy FERE 1)1)—=R EERNE
CiscoIOS XE Gibraltar 16.11.1c = opa~> Rp3EA SN E L7,

FEHEEDHA K54 > showlispinstance-id idipv4 database =~ > FiE, A MIEEINTWDHED 7L 7 ¢ v 7
A FoR T HOIER LET, iz, HAflzRLET,

device#show lisp instance-id 101 ipv4 database
LISP ETR IPv4 Mapping Database for EID-table vrf red (IID 101), LSBs: 0x1
Entries total 1, no-route 0, inactive 0

172.168.0.0/16, locator-set RLOC, proxy

Locator Pri/Wgt Source State
100.110.110.110 1/100 cfg-intf site-self, reachable
device#

device#show lisp instance-id 101 ipv4

Instance ID: 101

Router-lisp ID: 0

Locator table: default

EID table: vrf red

Ingress Tunnel Router (ITR): disabled

Egress Tunnel Router (ETR): enabled

Proxy-ITR Router (PITR): enabled RLOCs: 100.110.110.110
Proxy-ETR Router (PETR): disabled

NAT-traversal Router (NAT-RTR): disabled

Mobility First-Hop Router: disabled

Map Server (MS): enabled

Map Resolver (MR): enabled

Mr-use-petr: enabled

Mr-use-petr locator set name: site2

Delegated Database Tree (DDT): disabled

Site Registration Limit: 0

Map-Request source: derived from EID destination
ITR Map-Resolver(s): 100.77.77.77

100.78.78.78
100.110.110.110 prefix-list site2

ETR Map-Server (s): 100.77.77.77 (11:25:01)
100.78.78.78 (11:25:01

xTR-ID: 0xB843200A-0x4566BFC9-0xDAA75B2D-0x8FBE69B0
site-ID: unspecified
ITR local RLOC (last resort): 100.110.110.110
ITR Solicit Map Request (SMR) : accept and process

Max SMRs per map-cache entry: 8 more specifics

Multiple SMR suppression time: 20 secs
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ETR accept mapping data:

ETR map-cache TTL:

Locator Status Algorithms:
RLOC-probe algorithm:
RLOC-probe on route change:
RLOC-probe on member change:
LSB reports:

IPv4 RLOC minimum mask length:
IPv6 RLOC minimum mask length:

Map-cache:
Static mappings configured:
Map-cache size/limit:
Imported route count/limit:

Map-cache activity check period:

Map-cache FIB updates:

Persistent map-cache:
Database:

Total database mapping size:

static database size/limit:

dynamic database size/limit:

route-import database size/limit:

show lisp instance-id ipv4 database .

disabled, verify disabled
1d00h

disabled

N/A (periodic probing disabled)
disabled

process

/0

/0

1

1/32768
0/5000

60 secs
established
disabled

1
1/65535
0/65535
0/5000

import-site-reg database size/1imit0/65535

proxy database size:

Inactive (deconfig/away) size:

Encapsulation type:
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. show lisp instance-id ipv6 database

show lisp instance-id ipv6 database

FNRAAZADIPV6 T KL AT 7Y LF—HR—=RA~ oy BV T OEIEAT —F A FKRT DHIC
I%. ¥i#E EXEC & — K T show lisp instance-id ipv6 database =~ > R &4l L £,

show lisp instance-id instance-id ipv6 database

AR RFIANLE AL

avURE—R it EXEC

av Yy FER Jy—= FERNE

Cisco IOS XE Gibraltar 16.11.1c = ppa<> FREAINLE LT,

FEHEEDHA K54 > showlispinstance-id idipv6 database ==~ > FiE, A MIEEINTWDHED 7L 7 ¢ v 7
AR THEOIMENLET, Wi, Bz RLET,

device#show lisp instance-id 101 ipv6 database
LISP ETR IPv6 Mapping Database, LSBs: 0xl1

EID-prefix: 2610:D0:1209::/48
172.16.156.222, priority: 1, weight: 100, state: up, local

device#
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show lisp instance-id ipv4 map-cache .

show lisp instance-id ipv4 map-cache

ITR O IPv4 = KR A > bakBll+ (EID) &V Y—2An/sr—4% (RLOC) OF v v avw ot
v T EFRT HICIL, FiME EXEC T&— KT show lisp instance-id ipv4 map-cache =1~ > R Z{#
HALET,

show lisp instance-id instance-id ipv4 map-cache[destination-EID | destination-EID-prefix | detail ]

BX DA

destination-EID ({1-%) EID-t0-RLOC ~ v V> 7 % FER37 % IPva s6iexy RAEA K
WAt (EID) L FET,

destination-EID-prefix (1) ~ v E v 7% %772 IPVASE5CEID S L7 4 v 7 A% 48E L
*4 (BT abcdnn) .

detail ({=E) P72 EID-t0-RLOCF ¥ v a~w v B/ EHRAF T LET,
ATV RFI+ALE RL
avYRE—F ¥ #E EXEC
avy FERE Jiy—=x EENA

EREDAARZA

Cisco IOS XE Gibraltar 16.11.1c = o<y RpEA S E L=,

Zoawr R, BEOXAFTI v I BLOAXT 4 v 7 IPVAEID-to-RLOC~ > 7% v v =
T MY EFRTAHEDIHEA SN E T, IPVAEID £721Z IPVAEID 'L 7 4 v 7 ANRE S
NTWRWEAIT, BEOTRTOXAF I v 7 BLRAFXT 4 7 IPv4 EID-to-RLOC ~
TX¥ ¥y vaxTy NUICETLIEROY~ Y =R —EERRINET, IPV4EID % 721X IPv4EID
TVLT7 4 P APEEINTVAEAIE, v vy aNORE - SMBEOERD —EER RSN
F9, detail A7 v a VEMEHTDHE, BEOTRTOXAFI v I BIRAXT 4 v 7 IPv4
EID-to-RLOC~ v 7% ¥ v ax NUICEHT A~ U —X 0 LiEfl e fElfn RS ivET,

KIZ, show lisp instance-id ipv4 map-cache =2~ > RO Al 2R L ET,

device# show lisp instance-id 102 ipv4 map-cache
LISP IPv4 Mapping Cache for EID-table vrf blue (IID 102), 4008 entries

0.0.0.0/0, uptime: 2dl4h, expires: never, via static-send-map-request
Negative cache entry, action: send-map-request
128.0.0.0/3, uptime: 00:01:44, expires: 00:13:15, via map-reply, unknown-eid-forward

PETR Uptime State Pri/Wgt Encap-IID
55.55.55.1 13:32:40 wup 1/100 103
55.55.55.2 13:32:40 wup 1/100 103
55.55.55.3 13:32:40 wup 1/100 103
55.55.55.4 13:32:40 wup 1/100 103
55.55.55.5 13:32:40 wup 5/100 103
55.55.55.6 13:32:40 up 6/100 103
55.55.55.7 13:32:40 wup 7/100 103
55.55.55.8 13:32:40 wup 8/100 103
150.150.2.0/23, uptime: 11:47:25, expires: 00:06:30, via map-reply, unknown-eid-forward
PETR Uptime State Pri/Wgt Encap-IID
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Cisco SD-Access |

55.55.55.1 13:32:40 wup 1/100 103
55.55.55.2 13:32:40 wup 1/100 103
55.55.55.3 13:32:40 wup 1/100 103
55.55.55.4 13:32:40 wup 1/100 103
55.55.55.5 13:32:40 wup 5/100 103
55.55.55.6 13:32:40 up 6/100 103
55.55.55.7 13:32:43 up 7/100 103
55.55.55.8 13:32:43 up 8/100 103
150.150.4.0/22, uptime: 13:32:43, expires: 00:05:19, via map-reply, unknown-eid-forward
PETR Uptime State Pri/Wgt Encap-IID
55.55.55.1 13:32:43 up 1/100 103
55.55.55.2 13:32:43 up 1/100 103
55.55.55.3 13:32:43 up 1/100 103
55.55.55.4 13:32:43 up 1/100 103
55.55.55.5 13:32:43 up 5/100 103
55.55.55.6 13:32:43 up 6/100 103
55.55.55.7 13:32:43 up 7/100 103
55.55.55.8 13:32:43 up 8/100 103
150.150.8.0/21, uptime: 13:32:35, expires: 00:05:27, via map-reply, unknown-eid-forward
PETR Uptime State Pri/Wgt Encap-IID
55.55.55.1 13:32:43 up 1/100 103
55.55.55.2 13:32:43 wup 1/100 103
55.55.55.3 13:32:43 up 1/100 103
55.55.55.4 13:32:43 up 1/100 103
55.55.55.5 13:32:43 up 5/100 103
55.55.55.6 13:32:43 up 6/100 103
55.55.55.7 13:32:43 up 7/100 103
55.55.55.8 13:32:45 wup 8/100 103
171.171.0.0/16, uptime: 2dl4h, expires: never, via dynamic-EID, send-map-request
Negative cache entry, action: send-map-request
172.172.0.0/16, uptime: 2dl14h, expires: never, via dynamic-EID, send-map-request
Negative cache entry, action: send-map-request
178.168.2.1/32, uptime: 2dl4h, expires: 09:27:13, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID
11.11.11.1 2dl4h up 1/100 -
178.168.2.2/32, uptime: 2dl4h, expires: 09:27:13, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID
11.11.11.1 2d14h up 1/100 -
178.168.2.3/32, uptime: 2dl4h, expires: 09:27:13, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID
11.11.11.1 2dl4h up 1/100 -
178.168.2.4/32, uptime: 2dl4h, expires: 09:27:13, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID
11.11.11.1 2d14h up 1/100 -
178.168.2.5/32, uptime: 2dl4h, expires: 09:27:13, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID
11.11.11.1 2d14h up 1/100 -
178.168.2.6/32, uptime: 2dl4h, expires: 09:27:13, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID

device#show lisp instance-id 102 ipv4 map-cache detail

LISP IPv4 Mapping Cache for EID-table vrf blue

0.0.0.0/0,
Sources:
State:

uptime:
static-send-map-request

2d15h,

expires: never,

last modified:

(IID 102),

4008 entries

via static-send-map-request

local

Exempt,

send-map-request,
Packets out:

30531 (17585856 bytes)

2d15h, map-source:
(~ 00:01:36 ago)

Configured as EID address space

Negative cache entry,
uptime:

128.0.0.0/3,

Sources: map-reply

action
00:02:02,

: send-map-request

expires:

00:12:57,

via map-reply,

unknown-eid-forward

local

State: unknown-eid-forward, last modified: 00:02:02, map-source:
Active, Packets out: 9(5184 bytes) (~ 00:00:36 ago)

PETR Uptime State Pri/Wgt Encap-IID
55.55.55.1 13:32:58 up 1/100 103

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) A< > K!)J7L VX



| Cisco SD-Access

show lisp instance-id ipv4 map-cache .

55.55.55.2 13:32:58 up 1/100 103
55.55.55.3 13:32:58 up 1/100 103
55.55.55.4 13:32:58 up 1/100 103
55.55.55.5 13:32:58 up 5/100 103
55.55.55.6 13:32:58 up 6/100 103
55.55.55.7 13:32:58 up 7/100 103
55.55.55.8 13:32:58 up 8/100 103

150.150.2.0/23, uptime: 11:47:43, expires: 00:06:12, via map-reply, unknown-eid-forward
Sources: map-reply
State: unknown-eid-forward, last modified: 11:47:44, map-source: local

Active, Packets out: 4243(2443968 bytes) (~ 00:00:38 ago)
PETR Uptime State Pri/Wgt Encap-IID
55.55.55.1 13:33:00 wup 1/100 103
55.55.55.2 13:33:00 wup 1/100 103
55.55.55.3 13:33:00 wup 1/100 103
55.55.55.4 13:33:00 wup 1/100 103
55.55.55.5 13:33:00 wup 5/100 103
55.55.55.6 13:33:00 wup 6/100 103
55.55.55.7 13:33:00 wup 7/100 103
55.55.55.8 13:33:00 wup 8/100 103

150.150.4.0/22, uptime: 13:33:00, expires: 00:05:02, via map-reply, unknown-eid-forward
Sources: map-reply
State: unknown-eid-forward, last modified: 13:33:00, map-source: local

Active, Packets out: 4874(2807424 bytes) (~ 00:00:38 ago)
PETR Uptime State Pri/Wgt Encap-IID
55.55.55.1 13:33:00 wup 1/100 103
55.55.55.2 13:33:00 wup 1/100 103
55.55.55.3 13:33:00 wup 1/100 103
55.55.55.4 13:33:00 wup 1/100 103
55.55.55.5 13:33:00 wup 5/100 103
55.55.55.6 13:33:00 wup 6/100 103
55.55.55.7 13:33:01 wup 7/100 103
55.55.55.8 13:33:01 wup 8/100 103

150.150.8.0/21, uptime: 13:32:53, expires: 00:05:09, via map-reply, unknown-eid-forward
Sources: map-reply
State: unknown-eid-forward, last modified: 13:32:53, map-source: local

Active, Packets out: 4874(2807424 bytes) (~ 00:00:39 ago)
PETR Uptime State Pri/Wgt Encap-IID
55.55.55.1 13:33:01 wup 1/100 103
55.55.55.2 13:33:01 wup 1/100 103
55.55.55.3 13:33:01 wup 1/100 103
55.55.55.4 13:33:01 wup 1/100 103
55.55.55.5 13:33:01 wup 5/100 103
55.55.55.6 13:33:01 wup 6/100 103
55.55.55.7 13:33:01 wup 7/100 103
55.55.55.8 13:33:01 wup 8/100 103

171.171.0.0/16, uptime: 2d15h, expires: never, via dynamic-EID, send-map-request
Sources: NONE
State: send-map-request, last modified: 2d15h, map-source: local
Exempt, Packets out: 2(1152 bytes) (~ 2dl4h ago)
Configured as EID address space
Configured as dynamic-EID address space
Encapsulating dynamic-EID traffic
Negative cache entry, action: send-map-request
172.172.0.0/16, uptime: 2d15h, expires: never, via dynamic-EID, send-map-request
Sources: NONE
State: send-map-request, last modified: 2d15h, map-source: local
Exempt, Packets out: 2(1152 bytes) (~ 2dl4h ago)
Configured as EID address space
Configured as dynamic-EID address space
Encapsulating dynamic-EID traffic
Negative cache entry, action: send-map-request
178.168.2.1/32, uptime: 2dl4h, expires: 09:26:55, via map-reply, complete
Sources: map-reply
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. show lisp instance-id ipv4 map-cache

State: complete, last modified: 2dl4h, map-source: 48.1.1.4
Active, Packets out: 22513(12967488 bytes) (~ 00:00:41 ago)
Locator Uptime State Pri/Wgt Encap-IID
11.11.11.1 2dl4h up 1/100 -
Last up-down state change: 2d14h, state change count: 1
Last route reachability change: 2d14h, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 2d14h (rtt 92ms)
178.168.2.2/32, uptime: 2dl4h, expires: 09:26:55, via map-reply, complete
Sources: map-reply
State: complete, last modified: 2dl4h, map-source: 48.1.1.4
Active, Packets out: 22513(12967488 bytes) (~ 00:00:45 ago)
Locator Uptime State Pri/Wgt Encap-IID
11.11.11.1 2dl4h up 1/100 -
Last up-down state change: 2d14h, state change count: 1
Last route reachability change: 2d14h, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 2d14h (rtt 91lms)
178.168.2.3/32, uptime: 2dl4h, expires: 09:26:51, via map-reply, complete
Sources: map-reply
State: complete, last modified: 2dl4h, map-source: 48.1.1.4
Active, Packets out: 22513(12967488 bytes) (~ 00:00:45 ago)
Locator Uptime State Pri/Wgt Encap-IID
11.11.11.1 2dl4h up 1/100 -
Last up-down state change: 2d14h, state change count: 1
Last route reachability change: 2d14h, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 2d14h (rtt 91lms)
178.168.2.4/32, uptime: 2dl4h, expires: 09:26:51, via map-reply, complete
Sources: map-reply
State: complete, last modified: 2dl4h, map-source: 48.1.1.4

device#show lisp instance-id 102 ipv4 map-cache 178.168.2.3/32

LISP IPv4 Mapping Cache for EID-table vrf blue (IID 102), 4008 entries
178.168.2.3/32, uptime: 2dl4h, expires: 09:26:25, via map-reply, complete
Sources: map-reply
State: complete, last modified: 2dl14h, map-source: 48.1.1.4
Active, Packets out: 22519(12970944 bytes) (~ 00:00:11 ago)
Locator Uptime State Pri/Wgt Encap-IID
11.11.11.1 2d14h up 1/100 -
Last up-down state change: 2d14h, state change count: 1
Last route reachability change: 2d14h, state change count: 1
Last priority / weight change: never/never

RLOC-probing loc-status algorithm:
Last RLOC-probe sent:

2d14h (rtt Slms)

device#show lisp instance-id 102 ipv4 map-cache 178.168.2.3

LISP IPv4 Mapping Cache for EID-table vrf blue (IID 102), 4008 entries
178.168.2.3/32, uptime: 2d14h, expires: 09:26:14, via map-reply, complete
Sources: map-reply
State: complete, last modified: 2dl14h, map-source: 48.1.1.4
Active, Packets out: 22519(12970944 bytes) (~ 00:00:22 ago)
Locator Uptime State Pri/Wgt Encap-IID
11.11.11.1 2dl4h up 1/100 -
Last up-down state change: 2d14h, state change count: 1
Last route reachability change: 2d14h, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 2d14h (rtt 91lms)
OTT-LISP-C3K-4-xTR2#show lisp instance-id 102 sta
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show lisp instance-id ipv4 map-cache .

OTT-LISP-C3K-4-xTR2#show lisp instance-id 102 stat
OTT-LISP-C3K-4-xTR2#show lisp instance-id 102 ipv4 stat
OTT-LISP-C3K-4-xTR2#show lisp instance-id 102 ipv4 statistics
LISP EID Statistics for instance ID 102 - last cleared: never
Control Packets:

Map-Requests in/out: 5911/66032
Map-Request receive rate (5 sec/l min/5 min): 0.00/ 0.00/ 0.00
Encapsulated Map-Requests in/out: 0/60600
RLOC-probe Map-Requests in/out: 5911/5432
SMR-based Map-Requests in/out: 0/0
Extranet SMR cross-IID Map-Requests in: 0
Map-Requests expired on-queue/no-reply 0/0
Map-Resolver Map-Requests forwarded: 0
Map-Server Map-Requests forwarded: 0

Map-Reply records in/out: 64815/5911
Authoritative records in/out: 12696/5911
Non-authoritative records in/out: 52119/0
Negative records in/out: 8000/0
RLOC-probe records in/out: 4696/5911
Map-Server Proxy-Reply records out: 0

WLC Map-Subscribe records in/out: 0/4
Map-Subscribe failures in/out: 0/0

WLC Map-Unsubscribe records in/out: 0/0
Map-Unsubscribe failures in/out: 0/0

Map-Register records in/out: 0/8310
Map-Register receive rate (5 sec/l1 min/5 min): 0.00/ 0.00/ 0.00
Map-Server AF disabled: 0
Authentication failures: 0

WLC Map-Register records in/out: 0/0
WLC AP Map-Register in/out: 0/0
WLC Client Map-Register in/out: 0/0
WLC Map-Register failures in/out: 0/0

Map-Notify records in/out: 20554/0
Authentication failures: 0

WLC Map-Notify records in/out: 0/0
WLC AP Map-Notify in/out: 0/0
WLC Client Map-Notify in/out: 0/0
WLC Map-Notify failures in/out: 0/0

Publish-Subscribe in/out:

Subscription Request records in/out: 0/6
Subscription Request failures in/out: 0/0
Subscription Status records in/out: 4/0

End of Publication records in/out: 4/0

Subscription rejected records in/out: 0/0

Subscription removed records in/out: 0/0
Subscription Status failures in/out: 0/0
Solicit Subscription records in/out: 0/0
Solicit Subscription failures in/out: 0/0
Publication records in/out: 0/0
Publication failures in/out: 0/0

Errors:

Mapping record TTL alerts: 0

Map-Request invalid source rloc drops: 0

Map-Register invalid source rloc drops: 0

DDT Requests failed: 0

DDT ITR Map-Requests dropped: 0 (nonce-collision: 0, bad-xTR-nonce:

0)

Cache Related:

Cache entries created/deleted: 200103/196095

NSF CEF replay entry count 0

Number of EID-prefixes in map-cache: 4008

Number of rejected EID-prefixes due to limit : 0

Number of negative entries in map-cache: 8

Total number of RLOCs in map-cache: 4000
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. show lisp instance-id ipv4 map-cache

Average RLOCs per EID-prefix: 1
Forwarding:
Number of data signals processed: 199173 (+ dropped 5474)
Number of reachability reports: 0 (+ dropped 0)
Number of SMR signals dropped: 0
ITR Map-Resolvers:
Map-Resolver LastReply Metric RegsSent Positive Negative No-Reply AvgRTT (5
sec/1 min/5 min)
44.44.44.44 00:03:11 6 62253 19675 8000 0 0.00/
0.00/10.00
66.66.66.66 never Unreach 0 0 0 0 0.00/
0.00/ 0.00
ETR Map-Servers:
Map-Server AvgRTT (5 sec/1 min/5 min)
44.44.44.44 0.00/ 0.00/ 0.00
66.66.66.66 0.00/ 0.00/ 0.00

LISP RLOC Statistics - last cleared: never
Control Packets:

RTR Map-Requests forwarded: 0
RTR Map-Notifies forwarded: 0
DDT-Map-Requests in/out: 0/0
DDT-Map-Referrals in/out: 0/0
Errors:
Map-Request format errors: 0
Map-Reply format errors: 0
Map-Referral format errors: 0
LISP Miscellaneous Statistics - last cleared: never
Errors:

Invalid IP version drops:

Invalid IP header drops:

Invalid IP proto field drops:
Invalid packet size drops:

Invalid LISP control port drops:
Invalid LISP checksum drops:
Unsupported LISP packet type drops:
Unknown packet drops:

O O O O O o o o
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show lisp instance-id ipvé map-cache .

show lisp instance-id ipv6 map-cache

ITRDY Y —2ual—4 (RLOC) ODF ¥ v o< B T~DIPv6 = RKikA > Mikill+
(EID) %##E/R"3 5IC1E, $5HE EXEC “E— K C show lisp instance-id ipv6 map-cache =~ > K%
ERLET,

show lisp instance-id instance-id ipv6 map-cache[destination-EID | destination-EID-prefix | detail ]

RO destination-EID (f:7) EID-to-RLOC v » V' /&R d 5 IPvA si5ET > RARA b
sl T (EBID) ZfEE L £,

destination-EID-prefix (1) ~ v E v 7% %772 IPVASE5CEID S L7 4 v 7 A% 48E L
*4 (BT abcdnn) .

detail (L) #EMI72EID-to-RLOC ¥ ¥ v ¥ a~v v B VT E#REE R LET,

ATV RFI+ALE RL

avYRE—F it EXEC

avy FERE )1)—= EEARAR
Cisco IOS XE Gibraltar 16.11.1c = o<y RpEA S E L=,

FEREDHA KSq4y ZOaxr NE BIEOFAFTI v 7 BIOAZT 4 27 IPV6EID-t0-RLOC~ v 7' ¥ v ¥ =2
T MY EFRRTHEDICHEA SN E T, IPV6EID £721X IPV6EID 'L 7 ( v 7 ARNRIE S
NTWRWEAIT, BEOTRTOXAF I v 7 BLRAFXT 4 7 IPv4 EID-to-RLOC ~
TX¥ ¥ vaxTy NUICETLIEROY~ Y =R —EERRINET, IPv6EID % 72X IPv6 EID
TVLT7 4 P APEEINTVAEAIE, v vy aNORE - SMBEOERD —EER RSN
F9, detail A7V a VEMEHTDHE, BEOTRTOLAFI v I BIRAXT 4 v 7 IPv6
EID-to-RLOC~ v 7% ¥ v ax NUICEHT A~ U —X 0 LiEfl e fElfn RS ivET,

KIZ, show lisp instance-id ipv6 map-cache =2~ > RO 2R L ET,

device# show lisp instance-id 101 ipv6é map-cache
LISP IPv6 Mapping Cache, 2 entries

::/0, uptime: 00:00:26, expires: never, via static
Negative cache entry, action: send-map-request

2001:DB8:AB::/48, uptime: 00:00:04, expires: 23:59:53, via map-reply, complete
Locator Uptime State Pri/Wgt
10.0.0.6 00:00:04 up 1/100

WIZ, BIUEOF A F I v 7 BIOAET ¢ v 7 IPV6 EID-t0o-RLOC ¥ F¥ ¥ v o R
DFEHIZR Y A S ZFo~d 5 show lisp instance-id x ipv6 map-cache detail =~ > R o H /34 2=
L/\gz—a—()

device#show lisp instance-id 101 ipv6é map-cache detail
LISP IPv6 Mapping Cache, 2 entries
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. show lisp instance-id ipvé map-cache

:/0, uptime: 00:00:52, expires: never, via static
State: send-map-request, last modified: 00:00:52, map-source: local
Idle, Packets out: 0
Negative cache entry, action: send-map-request
2001:DB8:AB::/48, uptime: 00:00:30, expires: 23:59:27, via map-reply, complete
State: complete, last modified: 00:00:30, map-source: 10.0.0.6
Active, Packets out: 0

Locator Uptime State Pri/Wgt
10.0.0.6 00:00:30 up 1/100
Last up-down state change: never, state change count: 0
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: never

¥¥EDIPV6 EID 7' L7 w7 A ZA{#i ] L 7= show ipv6 lisp map-cache =2~ > K DR O H HIL,
ZDIPV6EID 'L 7 ¢ v 7 Az F UICBHEAIT bz isfifE ez LET,

device#show lisp instance-id 101 ipvé map-cache 2001:DB8:AB::/48
LISP IPv6 Mapping Cache, 2 entries

2001:DB8:AB::/48, uptime: 00:01:02, expires: 23:58:54, via map-reply, complete
State: complete, last modified: 00:01:02, map-source: 10.0.0.6
Active, Packets out: 0

Locator Uptime State Pri/Wgt
10.0.0.6 00:01:02 up 1/100
Last up-down state change: never, state change count: 0
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: never
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show lisp instance-id ipv4 server .

show lisp instance-id ipv4 server

LISP ¥ hBGRIE M A2 £ 9 D11, KM EXEC & — KT show lisp instance-id ipv4 server =
~U REEEHLET,

show lisp instance-id instance-idipv4 server [ EID-address | EID-prefix | detail | name| rloc | summary ]

BX DA EiD-address  ({17%) Z D=y RARA v hOH A MBRERIERE TR L ET,

EID-prefix (1) ZDIPVAEID /'L 7 ¢ v 7 ZADH A NgkiE@As Rz LET,

detail () M7y A MERERTFLET,
name (%) BELEYA O A MBS EERLET,
rloc ({£i%) RLOC-EIDA > AZ L AR N— w FOREMEFERLE T,

summary  (f£E) £V A FoY < —fFReERLET,

aAvYRFIALE AL

avYRE—R it EXEC
av Yy RERE J— ZEERR
z

Zoawy RBEAINE L,

FEHEDAA KS4y P —4% XTR) IZH-oTHRA MBS D L, vy 7 —s8 (MS) 1RSI NE
T, YA FBEROFE A F R 5121, show lisp instance-id x ipv4 server =~ > K& L %
T TCP BRERIZ OV TIIAR— FESDEREINET A, UDP BERIZOWNTIEAR— FEFITE
RENEF A, UDPEEERDOT 7 4L kDR — hEFI1L 4342 TT,

wIiZ, Zoavwry FOEHFZRLET,

device# show lisp instance-id 100 ipv4 server
LISP Site Registration Information

* Some locators are down or unreachable

# Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID

XTR 00:03:22 yes*# 172.16.1.4:64200 100 101.1.0.0/16
00:03:16 yes# 172.16.1.3:19881 100 101.1.1.1/32

device# show lisp instance-id 100 ipv4 server 101.1.0.0/16
LISP Site Registration Information

Site name: XTR

Allowed configured locators: any
Requested EID-prefix:
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. show lisp instance-id ipv4 server

EID-prefix: 101.1.0.0/16 instance-id 100

First registered: 00:04:24
Last registered: 00:04:20
Routing table tag: 0
Origin: Configuration, accepting more specifics
Merge active: No
Proxy reply: No
TTL: 1d400h
State: complete
Registration errors:
Authentication failures: 0

Allowed locators mismatch: 0O
ETR 172.16.1.4:64200, last registered 00:04:20, no proxy-reply, map-notify
TTL 1d00h, no merge, hash-function shal, nonce
0xC1lED8SEE1-0x553D05D4

state complete, no security-capability
XTR-ID 0x46B2F3A5-0x19B0A3C5-0x67055A44-0xF5BF3FBB
site-ID unspecified
sourced by reliable transport

Locator Local State Pri/Wgt Scope

172.16.1.4 yes admin-down 255/100 IPv4 none

RIZ, UDP BGHKIZOWTOHS) (R— &SR L) 2R LET,

device# show lisp instance-id 100 ipv4 server 101.1.1.1/32
LISP Site Registration Information

Site name: XTR
Allowed configured locators: any

Requested EID-prefix:

EID-prefix: 101.1.1.1/32 instance-id 100

First registered: 00:00:08
Last registered: 00:00:04
Routing table tag: 0
Origin: Dynamic, more specific of 101.1.0.0/16
Merge active: No
Proxy reply: No
TTL: 1d00h
State: complete
Registration errors:
Authentication failures: 0

Allowed locators mismatch: 0
ETR 172.16.1.3:46245, last registered 00:00:04, no proxy-reply, map-notify
TTL 1d00h, no merge, hash-function shal, nonce
0x1769BD91-0x06E10A06
state complete, no security-capability
xTR-ID Ox4F5F0056-0xAE270416-0x360B42D6-0x6FCD3F5B
site-ID unspecified
sourced by reliable transport
Locator Local State Pri/Wgt Scope
172.16.1.3 yes up 100/100 IPv4 none
ETR 172.16.1.3, last registered 00:00:08, no proxy-reply, map-notify
TTL 1d00h, no merge, hash-function shal, nonce 0x1769BD91-0x06E10AQ06

state complete, no security-capability
xTR-ID Ox4F5F0056-0xAE270416-0x360B42D6-0x6FCD3F5B
site-ID unspecified

Locator Local State Pri/Wgt Scope

172.16.1.3 yes up 100/100 IPv4 none
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show lisp instance-id ipv6 server .

show lisp instance-id ipv6 server

LISP ¥ hBGRIE MR A2 £ 9 D11, KM EXEC & — KT show lisp instance-id ipv6 server =
~U REEEHLET,

show lisp instance-id instance-idipv6 server [ EID-address| EID-prefix | detail | name| rloc | summary ]

BX DA EiD-address  ({17%) Z D=y RARA v hOH A MBRERIERE TR L ET,

EID-prefix (%) ZDIPV6EID /'L 7 ¢ v 7 ZADH A FNgkiE#a Rz LET,

detail (R B2 A MEHRZRRSLET,
name UER) BELLYA oY A MNREEREZF T LET,
rloc (fT:3) RLOC-EID A > A X L A A U= T ORMAER T LET,

summary  (f£E) £V A FoY < —fFReERLET,

aAvYRFIALE AL

avYRE—R it EXEC

av >y RERE J1)—=x EEAR
CiscoIOS XE Gibraltar 16.11.1c ==~ Rp3EA I E L7,

FERALEDHA KSq4Y hrFRAL—4 XTR) IZEoTRA MBSBRHEND L, vy 7 — 3 (MS) IZBESNE
T, A FBEROFEM A FRT DI, show lisp instance-id ipv6 server i~ > K& L £
b@Ao
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. show lisp instance-id ipv4 statistics

show lisp instance-id ipv4 statistics

Locator/ID Separation Protocol (LISP) IPv4 7 KL A7 7 X U X7y MO EHRZFRRT D
(21X, H#E EXEC & — K C show lisp instance-id ipv4 statistics =~ > K&/ L 9,

show lisp instance-id instance-id ipv4 statistics

ARVEFIALE AL

aAavYRE—FK FMe EXEC

A%y FEE 1y—2 ZERE
Cisco IOS XE Gibraltar 16.11.1c = ppa<> FREAINLE LT,

Zoawy RiE, Ty hoh b, 7 'AG#EER. Map-Request. Map-Reply,
Map-Register, 35 XD LISP B# D35 » MIBHH L7 IPv4 LISP #iatE Mz &#r7 5

TZOITHER L ET,
wiZ, Zoavr KoMz RLET,

device# show lisp instance-id 100 ipv4 statistics

FEREDHA K4V
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show lisp instance-id ipv6 statistics .

show lisp instance-id ipvb statistics

Locator/ID Separation Protocol (LISP) IPv6 7 KL A7 7 X U XA MO EHRZFRRT D
(21X, M EXEC & — K C show lisp instance-id ipv6 statistics =~ > K&/ L 9,

show lisp instance-id instance-id ipv6 statistics

ARVEFIALE AL

aAavYRE—FK FMe EXEC

A%y FEE 1y—2 ZERE
Cisco IOS XE Gibraltar 16.11.1c =<y FREAINLE LT,

FERLEOHA KSqy ZOa~xr RE ~ry boa7vfk, B 7 ALfEER. Map-Request, Map-Reply.
Map-Register, 35 XU DD LISP B# D37 MIBHH L7 IPv4 LISP #iatE Mz &#r~7 5
TeOIEHLET,

w2, Zoa~vy RoMhflzrLET,

device# show lisp instance-id 100 ipv6é statistics
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. show lisp prefix-list

show lisp prefix-list

LISP 7L 7 ¢ v 7 AU A MEHEFRRT 5121, F#HE EXEC *&— F T show lisp prefix-ligt =~
YREFEHLET,

show lisp prefix-list [ name-prefix-list]

BX DA name-prefix-list  (fLE) WHWERRT LTV 7 4 v 7 AV A REHEELET,

ATV RFI+LE RL

avYRE—F it EXEC

av Y FER Jy—2= FERNE

CiscoIOS XE Gibraltar 16.11.1c = o<y RREAINE L,

EELEOHA K54 > KIS, showlisp prefix-list =~ RO AHlZ R LET,

device# show lisp prefix-list
Lisp Prefix List information for router lisp 0

Prefix List: set
Number of entries: 1
Entries:
1.2.3.4/16
Sources: static
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show lisp session .

show lisp session

777V NOEEEOEN N T VAR — ey a VOBITED Y X N EFRRT DI, FF
HE EXEC & — R T show lisp session =2~ > K& L,

show lisp session [all | established]

BX DA

all EE) TRCOEY Y a DRIV AR— ey a U EREFRLET,

esablished  ({£&) L SNBERED T v AR — hE v v a UERERERLET,

ARV RFIALE L
avYRE—R it EXEC
aAvy FEE J)—=2= ZEAR

FEREDHA FS1 Y

Cisco IOS XE Gibraltar 16.11.1c = pa<> FREAINLE LT,

show lisp session =~ > RTCiE, 7y REEZIIF T U REDOE Yy v a v OZRNFREINE
T WBICERR LS T XTOE Yy v a &K RT HITIE, show lisp session all =~ > R4 fifi
Li‘g—o

IZ, MSMR T show lisp session =~ > ROl &R L £,

device# show lisp session
Sessions for VRF default, total: 4, established: 2

Peer State Up/Down In/Out Users
172.16.1.3:22667 Up 00:00:52 4/8 2
172.16.1.4:18904 Up 00:22:15 5/13 1

device# show lisp session all
Sessions for VRF default, total: 4, established: 2

Peer State Up/Down In/Out Users
172.16.1.3 Listening never 0/0 0
172.16.1.3:22667 Up 00:01:13 4/8 2
172.16.1.4 Listening never 0/0 0
172.16.1.4:18904 Up 00:22:36 5/13 1
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. use-petr
use-petr
J—& &% E LT IPv4 F 7213 IPv6 Locator/ID Separation Protocol (LISP) Z'm % I/ H ) bz
Jub—4% (PETR) ZMHA$ 5121, LISPA v AX L A a7 4 Xal—arT—RERT
LISP f VAX AP —EA a7 Fal—ar T— KT useper 2~ REHHLE
¥, LISPPETR Oz 1k 511E, Zoa~vr RO no AL ET,
[no] use-petr locator-address[priority priority weight weight]
Syntax Description locator-address | 57 )Lk & L CR#ET 5 locator-set (D4 Ail,
priority priority | ({LE) Z®PETRICEIN M THT T4 AU T 4 (0~255DfH) ZHEL
F9. AN SIWVEE, TIAFV T 1 1ZmL< e T,
weight weight (EE) AMOETD T 74 v 70—k T—2 (0~100DfE) %45
mtiﬁo
Command Default J—Z L PETR —E A& H L EH A,
Command Modes LISP #—E" & (router-lisp-service)

LISP A > A% > AH—E A (router-lisp-instance-service)

Command History
Command History J1y—x TERNE

Cisco IOS XE Gibraltar 16.11.1c = o~y FHREASHE LI,

Usage Guidelines IPv4 7m ¥ HJ) - x—% (PETR) —EX &M T 521X, usepetr 2+ ]\“%ﬂﬁ
HALTAN b —% (ITR) £ 7 v A b xb—4 (PITR) ZHML
9, PETR Y —ERDEHNRA R—T /72> T DA, uwu%®#4b:mftu9
T RARA Y MID (BID) (Y—R) iy haRAT 4 ZIZHEET L0 TIERL, b0
sy RISLISP CTH 72/ b S, PETRICERESNNE T, TN/ Ty NEZET 5 L.
PETR (ZZN 6D/ v MEAEMEER L T, LISP USNDSEIEIC R A T 4 TIHEE L ET,

=t A A =P Xy h a7 4Fal—ar ET— RFTIE, useper =~ REMHH LW
TN,

PETR %— bt 2%, DO/ — A TUHERBEERH Y £,

1. T 7%/ F Tk, LISP %A RN LISP LSO YA MR A T 4 T8 v b Eimkd 58
A (LISP 7ML ENTWRYY) | 7y ROEEITLIP T RLAX, EIDDO7T RLA
T, 7T7BA XYy NU—7 DT L X—lIRA RN 7 h2=F%x A K J/N—R XA
#% (WRPF) 770 F AT 47 TRV AR TRESNTWAEA, 2
SOy NIAT =T 47 LT Ry 9580 ERaSvET, Ziuk, EID A7
AN E—=DAT Ry NT—2TT RNNZ A ZENRNHTT, ZOH4E, LISP L4t
DY A MIRAT 4 7Ty MEEEET 2D VI, ITRIEX, H#FEIX7 LA & LTH

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) A< > K!)J7L VX



| Cisco SD-Access

Examples

use-petr .

A halr—X, T FLUAL LTCPETRZEHA LT, 2o ry hah 7kl
\iﬁqo

\}

Note sepetr =~ K& L T% LISP 7>5 LISP ~, £721% LISP LI#k 7> 5 LISP LISk~ s E)
TRIZEE SN EH A, LISPHY A R0 LISPEID /347 v MLl O LISPfiz1k 7 1 & A I2REW,
W ER Vst ETR [ZEBEEE éﬂia‘ LISP LISk & LISP LASh~0/3 7 Nk, LISP %
T MDA & 72D Z L id el WIZEFO T ok RS TRA T 4 Ik SN E T,

2. LISPIPv6 (EID) A k723 LISP LISAD IPv6 A NI DXL ENH Y, ITR v fr—H
FRETER Y U= O—ENIPv6 YR — L7z (IPv4 ) #41%. PETR I
IPv4 & IPv6 Ol 5 OERENHH EBE L, PETR Z#H L7 KL 2 77 I U DIEA
fatkzmilE Ry 7 4 ——) §5Z L8 TEET, ZOHA. ITRIZPETRED IPv4 1
Ar—&ZTIPv6 @ EID % LISP 12X W 7 BN L TX ., PETR BRZED 7 v D H 7Lk
ZfEER L C. T D % IPv6 55t & 86 H L C LISP LIS D IPV6 A MR A T 4 7ITHRE L
9, ZOHA. PETR 2RI 52 & T, LISPY A D 3% ~iE, LISPIRE
Ta haroh T MY R = EFEHL TRy NTU—7 DIPVAER Sy &l T 25 Z LT
xFET,

Wiz, IPv4 7 —4%10.1.1.1 TPETRZH T2 L S IZITREZHET 202~ L ET,
Z DA LISP LA IPv4 H A M 253 T2 LISP ¥ F @D IPv4 EID 78 10.1.1.1 ICH 5
PETR %6® IPv4 LISP ~v ¥ —WMNIZh 7 b EE T,

device (config) # router lisp
device (config-router-1lisp) #service ipv4
device (config-router-lisp-serv-ipv4)# use-petr 10.1.1.1

WIZ, 2 DO PETR T 5 L HICITR 2% ET AH1 2R LET, T 5D PETR
DHIHBD 1D IPvd 17 —%733101.11 TF 74~ U PETR (74 AV T 4 1, EH
100) & LTEEIN, 9O 122X IPvd v i — 5?73>10121(Jz7’7/5?)PETR (7
TAFVT 42, EA100) & L THESNTWET, ZOHE, LISP LSO IPv4
A NMZFE TR LISP 4 FDIPV4EID i, KL LZRWERD . 10.1.1.1I1ZHD 7714~V
PETR ~® IPV4 LISP ~v ¥ —NIZh P/t S £d, KILZSEEIT. B2V
DEERINET,

Router (config-router-lisp-serv-ipv4) # use-petr 10.1.1.1 priority 1 weight 100
Router (config-router-lisp-serv-ipv4) # use-petr 10.1.2.1 priority 2 weight 100
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. use-petr

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X/ v F) aA<X> K TJ7L VX



L]
z
2
g
e
=
g
"~
-]
i
|

g  FE e | —m
T I 1 8 L o e N S R A i

s 1 o

Cisco TrustSec

e Cisco TrustSec =~ K (73 _X—)






Cisco TrustSec A< > F

+ cts authorization list (75 ~3—71)

s cts change-password (77 ~X—1)

» cts credentials (78 ~~—737)

s cts refresh (80 ~—3)

s ctsrekey (82 ~—7)

* cts role-based enforcement (83 ~X—1)
s cts role-based 12-vrf (85 ~X—73)

« cts role-based monitor (87 ~<—)

* cts role-based permissions (89 ~—73”)
s cts role-based sgt-caching (91 ~X—)
* cts role-based sgt-map, on page 92

* cts sxp connection peer, on page 95

* cts sxp default password, on page 98

* cts sxp default source-ip, on page 100

s cts sxp filter-enable (102 ~X—3)

» cts sxp filter-group (103 ~X—73)

s cts sxp filter-list (105 ~X—73)

* cts sxp log binding-changes, on page 107
* cts sxp reconciliation period, on page 108
* cts sxp retry period, on page 109

* propagate sgt (cts manual) (110 ~X—73)
» sap mode-list (cts manual) (112 ~3—73)
* show cts credentials, on page 114

* show cts interface, on page 115

» show cts role-based counters (118 ~X—3)

» show cts role-based permissions (120 ~X—73)
* show cts server-list, on page 122
* show cts sxp, on page 125

» show platform hardware fed switch active fwd-asic resource tcam utilization (128 ~<—73”)

» show platform hardware fed switch active sgacl resource usage (130 ~—13)
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* show platform software classification switch active FO class-group-manager class-group client acl
all (131 <—72)

» show platform software cts forwarding-manager switch active FO port (132 ~X—2)

» show platform software cts forwarding-manager switch active FO (136 ~X—2)

» show platform software cts forwarding-manager switch active FO permissions (137 ~X—13)

« show platform software fed switch active acl counters hardware | inc SGACL (139 ~X—3")

« show platform software fed switch active acl usage (140 ~X—73)

* show platform software fed switch active ifm mappings (141 ~X—2)

» show platform software fed switch active ip route (145 ~X—13)

» show platform software fed switch active sgacl detail (147 ~X—)

+ show platform software fed switch active sgacl port (148 ~X—3")

» show platform software fed switch active sgacl vlan (150 ~X—)

« show platform software status control-processor brief (151 ~3—13)

* show monitor capture <name> buffer (152 ~<—13")
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cts authorization list .

cts authorization list

TrustSec ¥ — R T /3A A THEHT HFRFE. 7Fr, BEORT IO T 107 (AAA) —D Y
A NEFRET HIZIE, Cisco TrustSec ¥ — KT RNA AT/ a— L a7 4 Fal—va v
£— R Cctsauthorizationlist =~ > RZHEH L 9, FBAEHIZY X A EEIET 51T,
Zoavwr RonBEREFEHLET,

cts authorization list server_list

no cts authorization list server_list

BX DA

AR R TFIHILE

ARk E—F

server_list Cisco TrustSec AAA H— 37 )L—7F,

L

Jua— )b ar7 4 X2 lb—3 3 (config)

YR—btEIhd1—Ho—L
EHZE (Administrator)

av Y FNERE

EREDAARZA4 Y

)1)—2R EEANE
Cisco I0S XE Fuji 16.9.2 Zoavwy RPNEAINEL
77

ZDa<wy NI, = RTFRAL AT TY, FEY— KT 31 AL, TrustSec BT — X Do v
A= h& LT TrustSec A—T T 4 7 —FDET )E D TrustSec AAA — U 2 k& HL
HLET,

WDENL, TrustSec > — RF XA ZAD AAA 2T 4 Fal—ary2HRLULET,

Device# cts credentials id Devicel password Ciscol23

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa authentication dotlx default group radius

# aaa authorization network MLIST group radius

# cts authorization list MLIST

# aaa accounting dotlx default start-stop group radius

# radius-server host 10.20.3.1 auth-port 1812 acct-port 1813 pac key

( )
Device (configqg)
Device (config)
Device (configqg)
Device (configqg)
AbCel234
Device (config) # radius-server vsa send authentication
Device (config) # dotlx system-auth-control

Device (config) # exit
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. cts authorization list

BEa<v> R av R ERBA
show cts RADIUS H— ZHEEF R L ET,
server-list
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cts change-password .

cts change-password

0= T R, R LBFE— RO TRAT— REEF 9 5I21%, ctschange-password £
EXEC a2~ R&EHEHALET,

cts change-password server ipv4_address udp _port {a-id hex string | key radius key }[source
interface list]

BX DA

AU R TIHIE

aAvU R E—F

server i nJ‘_E'}j\P‘/\%?EHﬂ;Li—g«
ipv4_address PRRE— "D IP 7 KL A,
udp_port ZWEEH— 3D UDP AR— k.

a-id hex_string  ACS H— OB SCFEA AT LET,

key FuvYa =T 5 RADIUS ¥ —%fEEL£9,

sourceinterface list  ({£&) FREND YU A M- T, ERAAY Y FOEETT RLADA
VHE—=T 2 AL T EFDBINNT A =L ETRTE LET,

L

HikE EXEC (#)

HYiR—btEShbda—Ho—)L
¥ (Administrator)

avy FERE

HEREDAA K1Y

Jiy—=x EERNE
Cisco 10S XE Fuji 16.9.2 Zoa<wy RREAINEL
77

ctschange-password 2~ > RIZ XV | FEEIIGRAE — " ZHEE LR TH, B—A TN
A A & Cisco Secure ACS FFE Y — R THEHASNDHRNAT = REEHTHZ ENTEET,

RIZ, AA »F & Cisco Secure ACS D[] T Cisco TrustSec /N AU — K& ZEH A4 %R
LET,

Device# cts change-password server 192.168.2.2 88 a-id ffef
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Cisco TrustSec |

cts credentials

v KT — 7 F XA ZAD TrustSec ID B LUOVIA Y — REEET AI101E. ¥#ME EXEC =— R T
ctscredentlals o< REFEHALET, n 74 AEREHIBRT 5120, dear ctscredentials =~
VREMEALET,

cts credentialsid cts id password cts pwd

BX DA

credentialsid cts id EAP-FAST % f#i fl L THho> Cisco TrustSec 7 /31 A2 TR 5 & (T
F XA ANMEH TS Cisco TrustSec 734 A IDZHEELET, Cts-ldﬁifé(
X, mR32 XFTRLFE/NLFE XA LET,

password cts pwd EAP-FAST % f#i ] L THLOD Cisco TrustSec 7 /31 A TEREFT 5 & (T
TN APMERT HNAT—REFRTLET,

AR R TFIAILE

L

aAvU R E—F

H:HE EXEC (B)

HR—rEhda1—Ho—)L
B (Administrator)

av Y RERE

)1y—= EENE
Cisco IOS XE Fuji 16.9.2 ZDavwy RPREAINEL
72,

EREDAARZA

|

EE ctscredentials =~ T, £# EXEC £ — N TCOLBRETALERHV T, Fr—L o
74X al—=a (config) E— F&MiH L Cctscredentials=~ o RZRET L2 LIXT

T EHEA

ctscredentials =< Ki%, EAP-FAST %[l L T Cisco TrustSec 7 /34 A TRiEd 5 & &
WZZ DT A AREHT 2 Cisco TrustSec 7734 A ID BL OISR T — REFEE L E7, Cisco
TrustSec D1 7' A UERITIAL — T v 7 a7 4 X2l —3 3 Tkl F—RA b TICRIF
I TWDHT, Cisco TrustSec D 1 7 A NEROIRERFFII A FERMEA K (NVGEN) 7'mt
ATIEFEI TSN ER AL, T 731 A1, Cisco Secure Access Control Server (ACS) 7>5 Cisco
TrustSec 7 A 77 4 7 4 ZH D B THNDD, ACSIHHERSNIZ L ZITHLWAAY —F
ZHEVEMRT A EOICTEET, oo s A UAfFRIE, F—A M7 TRIES L, 7>
T4 X2 b— a3 VERET HMLEMEN/2 72 £, Cisco TrustSec 7 /31 A ID #EK T 5
21X, show ctscredentials =~ > RAMH L ET, (RIFSNTCNAT — RIZRRINET A,
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cts credentials .

TNRARAID F2FNRRAT = REEETHIZE, a~v FEEANLET, =X T %227V
T4 511X, clear ctscredentials =~ > K& L £,

\ )

(GE)  Cisco TrustSec 734 A ID N E I 7-44 . Protected Access Credential (PAC) 1XH VYT 3 A

AIDICHEEMTLNTEY, FILWT AT T 4 T4 L TUIENTRWED, TTO
PACIIXx—R T M BIEEEINE T,

WIZ. Cisco TrustSec T34 A ID BL R T — REHRETAH 2R LET,

Device# cts credentials id ctsl password passwordl

CTS device ID and password have been inserted in the local keystore. Please make sure
that

the same ID and password are configured in the server database.

WIZ, Cisco TrustSec 7 /3 A ID % cts_new, /XA U — K% passwordl23 (228 54 %
ZRLET,

Device# cts credentials id cts_new pacssword passwordl23
A different device ID is being configured.

This may disrupt connectivity on your CTS links.

Are you sure you want to change the Device ID? [confirm] y

TS device ID and password have been inserted in the local keystore. Please make sure

that
the same ID and password are configured in the server database.

WKIZ. Cisco TrustSec 7 /354 2 ID B LUVSA T — ROWEER £ RT A6 %R LET,

Device# show cts credentials

CTS password is defined in keystore, device-id = cts new

avw >R ShBA

clear cts Cisco TrustSec 7/3A A ID & /8AU— K& 27 V7 L£7,

credentials

show cts HALED Cisco TrustSec 7 /34 AIDB L UORAT— RORBEAZFE R L ET,
credentials

show ctskeystore | N\— R = 7HBI RNV 7 hI =T DF—X N TORNELEZFRLET,
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cts refresh

Cisco TrustSec |

T _TCTFE = IIHFE D Cisco TrustSec BT D TrustSec BT #RFER T > —%2 U 7 L v aT 500,
FRREY— LT AL RIF T — RENZSGACL R Y v—% 1 7 L v a9 5120
¥5tE EXEC &— R Cctsrefresh =~ RaH L £,

cts refresh {peer [peer_id] | sgt [sgt_number | default | unknown]}

BX DA

AU R TIAIE

ATV R E—F

environment-data gg57— %% U 7L v 2 LET,

peer Peer-1D (EE) peer-id WRESNDHE. FHESNI BT HEREICEET LR o —
IR 7y vashExd,

sgt sgt_number (EE) BiF— "B DOSGACLAR Y —DHIEY 7Ly v 22 FETLE

hj‘o
SGT HE SR ESINTWDAEA, TD SGT ICBE#T R Y > —72iFn Y 7
[/“/‘,\/:L éﬂi‘ﬂ—o

default (EE) 74NV EDSGACLARY v—% U 7L v alLET,

unknown (BB RED SGACLRY v —%2 U 7L viaLET,

L

HikE EXEC (#)

HR—rEhda1—4o—)L
B (Administrator)

avy FERE

FRLEDHA KSA4 Y

=2 EENE

CiscoIOSXE Fuji 1692  —pa<wr FREAINE LT,

F_TOD TrustSec B 7 DETRBIERY —%2 V7 by 2951203, €7 IDZHEELRWT
ctspolicy refresh # AJJ L £,

BT AR Y 2 —1Z EAP-FAST NDAC FRFED AL H) D Fe %12 Cisco ACS 2B IR NI K 7 om— R
INET, Cisco ACSITETFRBIEARY > —2HHT 25 K HITHREINTWET A, ctspolicy

refresh 2~ > RiZ XY, CiscoACS ¥ A ~—BHIBREINIZ 72 DRI A U > — ORI 5 Hr & Jhfil
T&FET, Zoavr RNE, EX=207 40 Jv—7 X7 (SGT) #WHTE, ¥Xx=2U7 4
TN—TT A arba—1 U AL (SGACL) %5H|T& 5 TrustSec 7 /3A A 72T 2 Bk
L9,

WIZ, T_RTOET D TrustSec ETFRIERY o —% ) 7L vy a0 RLET,
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cts refresh .

Device# cts policy refresh
Policy refresh in progress

WIZ, T_XTOET D TrustSec BT #RGER Y v —2FR_THHAFZRLET,

VSS-1# show cts policy peer

CTS Peer Policy

device-id of the peer that this local device is connected to
Peer name: VSS-2T-1

Peer SGT: 1-02

Trusted Peer: TRUE

Peer Policy Lifetime = 120 secs

Peer Last update time = 12:19:09 UTC Wed Nov 18 2009

Policy expires in 0:00:01:51 (dd:hr:mm:sec)

Policy refreshes in 0:00:01:51 (dd:hr:mm:sec)

Cache data applied = NONE

BEEavTY R

avy kR SRER

clear ctspolicy Cisco TrustSec R Y > —%F_THZ U T4 50, 7 ID £721X SGT IZ &
D7 I)TLET,

show cts policy FTRCEITEED TrustSec 7 D ETRARY v —NFRINET,
peer
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cts rekey

Cisco TrustSec |

X7y TYVvZ—vay Fua bhan (SAP) THEHTAHIRNT VA A AZ —F—%
AT DI, ctsrekey FiHE EXEC 22~ > R&afiH L £,

cts rekey interface type dot/port

BX DA

aAvU R TFI4ILE

aAvU R E—F

interface type slot/port SAP % — % F/ER 3% Cisco TrustSec { > Z—7 = A AZ4RE L £T,

L

et EXEC (#)

YR—brEIhd1—Ho—L
P (Administrator)

avy FERE

FEREDHA K54V

)= EENE
Cisco 10S XE Fuji 16.9.2 Ioavwr RBREAINEL
776

SAPDNXT U A XAv AL —F— (PMK) OV 7Ly yaldilEy, Fv hU—7 A4 hBLO
mmxmn’%ﬁﬁéaﬁﬁﬁAﬁW%&4v OMAEDLEIZEY MU H—&h, BHEINIC
fTonEd, BEXr—%2TFECTEHTIHEEIL. Z2<DEAE, *Y hT—27 T RI=A L —
varoOkbxa T A BEO—ETY, FEITPMKDOY 7 L v ¥ Z58ifl4 5 121%, ctsrekey
avr REFEHRLET,

TrustSec /%, dotIXFRAETAA > F DY > 7 MG 5L A AER T 2 LED IR WFEja 7  F o
L—yary E—ReEYR—FLET, ZOHAE. PMK L., sap pmk Cisco TrustSec T-H#j1 >
H—TxA R Ay 4 F¥al—raryavy ReHALTI V7 OESGEOT /SA ATFET
BRESIVET,

wIZ, BELIEA 2 —T 2 A AL TPMK ZFH4ARKRT A2 R LET,

Device# cts rekey interface gigabitEthernet 2/1

BEav >R

avw > R ERBA

sap mode-list (ctsmanual) | F:&E— R Cisco TrustSec SAP Z# & E L £,
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cts role-based enforcement .

cts role-based enforcement

B DEREA

AU R TIFIE

aAvU R E—F

Cisco TrustSec ZfHEH L7-a— A _X—2O 7 7 & Z2Hlfllx 7o — LB L OEEDO LA ¥ 3 A4
VHE—T 2 A ATEHENCT BT, ZJuo— " rar 7 4 Xal—iarET—RBIOAS ¥ —
TxA AT (X2l — 3 F— FTcsrolebased enforcement =~ > K& E il
HALET, e R—=2ADT 7 AHDOA > H—T =4 ALYV TOMAZ BT DI
X, Zoa<wr FonBEREHEALET,

ctsrole-based enforcement
no ctsrole-based enforcement

ZOawy NIZiEF—U— FERE5EEH 0 A,

O— L _R—2ADT 7RG DOA B —T A4 AL YL TOBEHAILT 0 — VIR 7> T
WEJ,

Ju—nLar7 4 ¥ 2 b—3 3 (config)

AVH—T 2 A7 4 Fa2lb— =7 (config-if)

avy FERE

EREDAARZA

)1)—=x EERNE
Cisco IOS XE Fuji ZOavwy RPNEAINE L,
16.9.2

Jua—sN\)L a7 4Fab—3 g F— KT casrole-based enforcement =~ > K& #HI 5
L. B R—=2DT 7B AHIEN T a— U EC R £, a—_—2D 7T 7 & Al
BN T a— N VAZHENCIR D L, THRALADTXRTOULAYIA U H—T =4 ATHEMIZA
T F9, FFEDLATYIA LU F—T oA ATR—IR—=ADT 7 & AHlHEZ NI 5
Wi, A —T 2 AT 4 Fal—alryT—RTIDa<vy FonBRXEHHLE
T A H—T A A AT X2l — 3 F— NTctsrole-based enforcement 2~ > K
EHEATLE FFEDOLAYIA U H—T 2 AT —)L_X—AD7T 7 & AHI#H O F A il HE
W2 9,

BHER—2DT 7B AHIFE Y A N TIEL, ry MU —27 534 AD Cisco TrustSec 7 7 & A il
FPEBLCEHELET, X274/ N—TF 778X abe— U AL (SGACL) I3,
X2 T 4 N —TF %Y (SGT) DEIZHASNWCTT VR %7 A VAT A0 LA
347 7B AHNE Y A R TY, WE. 7 4 X AERX Cisco TrustSec KA A OISR — THE
fTantd, n—nA_—=207 7 AH|#H Y 2 b (RBACL) & SGACL &\ 9 HEEIZE Uk
TR, EHLLEEN—ZADT 7t X{il#l (ABAC) RN v—EF LV CHEHIND MR
o IKE L2V ACL 2Rk LET,

KIZ, XHTEY A —Y Ry b A v B —T 2 ATEB—LR—Z2ADT 7t RAfHEE
N T HhH 2R LET,

Device> enable
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. cts role-based enforcement

Device# configure terminal

Device (config) # interface gigabitethernet 1/1/3
Device (config-if)# cts role-based enforcement
Device (config-if)# end
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cts role-based 12-vrf .

cts role-based 12-vrf

LA ¥ 2 VLAN O Virtual Routing and Forwarding (VRF) A > A X A &=ERTHI121F, 72—
SNV a7 4 X alb— gy F— KT csrolebased 12-vrf 2~ F&EFEHALET, REZH
B9 sicix, Zoa~r FonoBEXE#HL £,

cts role-based 12-vrf vrf-namevlan-list {all vian-ID} [,] [-]
no cts role-based [2-vrf vrf-namevlan-list {all ian-ID} [,] [-]

BX DA

AU R TIFILE

AR E—F

vrf-name  VRF A > A% A DL,

vian-list  VRF A > A& L A28V 4 THNDEVLAND U A hERELET,

all T _TO VLAN ZFEE L E7,

vian-ID  VLANID, A%h72MEI% 1 ~ 4094 T3,

) (£E) Bl VLAN 5 >~ TR > TIHELET,

- (f£#) VLAN O#iHZ A 7 TR - THRELET,

VRF AV AZ A TEREINTHER A,

Ju—Lar7 4 ¥ 2 b—3 a3 (config)

avy FERE

EREDAARZA

J1)—= EEAR
Cisco IOS XE Fuji Zhavwy RNEAINE L,
16.9.2

vian-list 510 IZE— VLANID, 5>~ TRUIHN7Z VLANID ® Y & b, F72i3 A 7
TRE &M= VLANID O#iH A EE T £7,

al ¥F—TU—FiF, Xy FT—2F N4 22X > THER—FEN TS VLAN OLHiF & 74
TY, al F—U— Ni&, RHEEMAER (NVGEN) et XA ThiEFSNEE A,

ctsrole-based [2-vrf =< > K23[E U VREICEHKEIEIT SN AHEE. ANMEh2EFEL-Ka~
v Ri%, FBE® &7z VRF IZ VLANID B L £,

ctsrole-based [2-vrf =~ > R CEE 472 VRFE| Y X TiX, VLAN2S LA ¥ 2VLAN & L CHE
FFSNTWORIET 77 4 7 CT¥, VREDEID Y TRT 77 1 77ic, F¥ L7z IP-SGT N
AT 4 7B VRFEIP S 1 f 3 _"—2 g AT %hf:iﬁ%/%i&m—x (FIB) 7—
TIZBMENET, VLANDOAAS v FARIEA v HZ—T A A (SV) BT VT4 Tl hbH L,
VRE 725 VLAN ~DE| ) Y CTRIET 77 4 712720 . VLAN THEE SN T_XTONRL T 4
> 7 H SVI @ VRF [ZBEAH T H vz FIB 7 — 7 /VICBE S v E T,

SVIA V¥ —T oA A&FET DI interfacevlan =2~ > RZ#H L, VRF A L AX U A%
A VB =T = A AZBHEAT D I2IE vrf forwarding 2~ > R&2 A L E4,
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. cts role-based 12-vrf

Cisco TrustSec |

VRF 75 VLAN ~OE| ) 4 Tix, BV Y THRIET 77 4 7> THRFFSNET, SVIA
HIBR S ALz, I SVIDOIP 7 RLADERINTIGAICHET 77 4« 7{banEkd, H7 7
T 4 eI HE . IP-SGT A 7 « > 71, SVI @ FIB I[ZBH#f} ) S/ FIB 7— 7 b
M5, ctsrole-based 12-vrf =<2 RIZ K - THEID ¥ ToH 72 VREIZESES T 5N /ZFIBT—7
IR ENET,

WIZ, VRFA v AZ U AZEID B THILD VLAND Y X M EEIRT 2612~ LET,
Device (config) # cts role-based 12-vrf vrfl vlan-list 20
WIZ, SVIA »H—T 2 f A&EHE L, VRFA VAKX o A& AT 2602~ LET,

Device (config) # interface vlan 101
Device (config-if)# vrf forwarding vrfl

BEEavTY K

avok Bl
interface vlan VLAN f > X —T7 =2 AR ELET,
vrf forwarding VRF A VAR AEIFEER Yy NI =0 %A X —T oA

ZFEFIZYTA v E—T = A RZEEMTET,

show ctsrole-based permissions| SGACL O#ERY &2 N &2 FE L ET,
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cts role-based monitor .

cts role-based monitor

0=/ _XR=2 (EX2 VT4 N—T) 778 RAVRANE=F Y U TEADNCTDITE. 7
n—/N)L a7 X ab— 3 F— KT ctsrole-based monitor =~ > & H L £,

O—_R—=2A T I7®A VAN =X T HEIRTAICIE. Z0a< RO no B %A
L/\i‘jﬁo

ctsrole-based monitor {all | permissions {default [ipv4 | ipv6] | from {sgt | unknown} to
{sgt | unknown} [ipv4 |ipv6]}}

no ctsrole-based monitor {all | permissions {default [ipv4 | ipv6] | from {sgt | unknown} to
{sgt | unknown} [ipv4 |ipv6]}}

B DEREA

all TRTDFAES T ~DFT_XRTOFETLE VT OWREE=% LET,

permissions | SOE[FILY 7 1 DD S J~OHREZE=4% LE T,

aAavv R FI4ILk

AR E—F

default T AN NOMER) A NEE=X LET,

ipv4 (&) IPvd 7a ba L &4EE L £,

ipv6 (EE) IPv6 7 a2 b a Lz fRE L £ T,

from TANBY U TENDNT T 4 v I OEGERIN—T X TR ELET,
sgt X UT 4 I N—T5 7 (SGT) FH#hEIL 2 ~ 65519 T,

unknown  SREIOEEITCEIIsE S NV—TF % 7 (DST) HHEELET,

D=/ R=ZA TR aryra—)LE=ZY U TIIEMNR>TOEREA,

Jua—s)rary7 4 Xab— 3 (config)

avy FERE

EREDAARZA

1)1)—=x EERNE
Cisco IOS XE Fuji Zhavwy RPNEAINE L,
16.9.2

Ja—/N)LE=HE— REAGNCT 5L, ctsrole-basedmonitorall =~ > RZ2EH L £,
ctsrole-based monitor all =~ > R E STV 554, show ctsrole-based permissions =2~
Y ROHEAIZIE, BREESNTWHDLTRTORY —DFE=HET— K true EFRINET,
WIZ, EETLY T D5 7 ~D SGACL =X % ET HH 2R LET,

Device (config) # cts role-based monitor permissions from 10 to 11
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. cts role-based monitor

BEEav R av R

Bl

show ctsrole-based per missions

SGACL DHERR Y A F & FoR LET,
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cts role-based permissions .

cts role-based permissions

1 DOREBIRITN—T 00 1 DOFELETN—T ~OWEREGHZTHIZF, ZTa—r av
7 4 X2l —3 3 F— RTcsrole-based permissions =~ > FZ2EH L £4, HEREZHIERT
HI2iE, Zoawr FonoEXEfHALE T,

ctsrole-based permissions {default | from {sgt | unknown}to {sgt | unknown}} {rbacl-name |
ipv4d | ipv6}

no ctsrole-based permissions {default | from {sgt | unknown}to {sgt | unknown}} {rbacl-name
| ipv4 | ipv6}

B DEREA

AR TFIAILE

AR E—F

default T HNVEOMER) A NERELET, ¥X2 VT4 IN—T TR 3k
m—/L U A K (SGACL) RN E - IZEBHICRES N T RNTRTO®
SV (SGT 7)) X, T 74/ bDOHTIVIZBLET,

from TUNEN T ENDERNT T 4wV DEETLIN—T 2 T hEELET,

sot tX 2T 4 VNV —F %27 (SGT) HEWMEIZ 2 ~ 65519 T,

unknown  SRAEIDEETE ISk SN —T X T EIEELET,

rbacl-name gw—n _X—2x 772 a> ra—/ J X~ (RBACL) F7-1% SGACL D4,
ZOBRETITRK 16 O SGACL ZfETE £7,

ipv4 IPvd 71 ha L EELET,

ipv6 IPv6 71 ha L EfRELET,

1 ODEET T N—T705 1 DO T V— T ~DOWERITHERN > TOEE A,

Jua—)b ar7 4 X2 lb—3 3 (config)

avy FERE

FEREDAHA RS2

)1)—= EERNAE
Cisco 10S XE Fuji Toavwy RREBAINE LA,
16.9.2

FEEDKEEIL I N—T 227 (SGT) | %6/ /Vv—74% 7 (DGT) X7 ® SGACL DV A M % &
FLioh, BEH2Z0, HIBRLIZY 35121, csrole-based permissions =~ > R&fH L
F9, ZORY =X, FUDGT £7201EXSCTIZHTDHHX AT I v 7R =N nin& D
HEhT,

ctsrole-based permissionsdefault =~ > R Cix, R U DGTICKTHX A FI v 772K Y —
MIRVINED | T 74V ERY U —DSGACL DU A hEEFR LY, BEHz/-0, HIBRL
T HZEenTEET,

WRIZ, AT N—T OHEREFMNZT HH %2R L ET,
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. cts role-based permissions

Device (config) # cts role-based permissions from 6 to 6 mon_2

BEav> K avUR

Ll

show ctsrole-based per missions

SGACL DR Y A h & FKom LET,
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cts role-based sgt-caching .

cts role-based sgt-caching

YXa2 T4 I N—T%27 (SGT) v v v I a7 a—rWZHEMNITBHIiE, 7 a—Lr
a7 4 ¥ 2 b— 3 v E— R Tcsrole-based sgt-caching =~ FZHEHA L EF, SGTF v »
U ERHIBRT A, Coavy RO noBRAEETLET,

ctsrole-based sgt-caching [vlan-list {van-id | all}]
no ctsrole-based sgt-caching [vlan-list {vlan-id | all}]

B DEREA

vlan-list vian-id ({£E) VLANID #f5§ €L ¥
9, % VLANID (34 >~ TKX
U6, ID OHIFHIFANA 7
THREINET., AR72EI]

~ 4094 T,
all (f£&) +3TdD VLAN %i#
WLET,
ATV R TFI4NLL  SGTHFY v ZIERESNTHVEREA,
AavV R E—FR Ja—sN)L a7 4Fab— 3 (config)
Qv RERE 1y —2 EERAR
Cisco 10S XE Fuji 16.9.2 Zoavwy RPREAINE L,

FEREDHA KSA4 Y

VLAN T SGT &% v ¥ 7 %G+ 5I2i%, ctsrole-based sgt-caching =~ N & cts
role-based sgt-caching vlan-liss =~ > RO 2R ETHLERH Y £1°,

451
&IZ, VLAN TSGT ¥ v v v 72 HMIT 502 RLET,

Device# configure terminal
Device (config) # cts role-based sgt-caching
Device (config) # cts role-based sgt-caching vlan-list 4
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. cts role-based sgt-map

Cisco TrustSec |

cts role-based sgt-map

RARNEZIZVREF OWTNNTERITLIP T KL RAZ®F 2 VT4 F—74% 7 (SGT) IZF
Ty B THI00E, Fue—sb a7 X o L—3 3 F— K Tctsrole-based sgt-map
a<w o REFEALET, v v I EREIBRTAI2E. Zoa<vr FonoBAEHHLET,

ctsrole-based sgt-map

{ipv4_netaddress|ipv6_netaddress|ipv4_netaddress/prefix | ipv6_netaddress/prefix} sgt sgt-number
ctsrole-based sgt-map host {ipv4_hostaddress| ipv6_hostaddress} sgt sgt-number
ctsrole-based sgt-map vlan-list [vian_ids|all] sgt sgt-number

ctsrole-based sgt-map vrf instance_name

{ipv4_netaddress|ipv6_netaddress| ipv4_netaddress/prefix | ipv6_netaddress/prefix | host
{ipv4_hostaddress| ipv6_hostaddress}} sgt sgt-number

no ctsrole-based sgt-map

Syntax Description

ipv4_netaddress | SGT IZRIifHT 5% v FU—Z &4REELET, IPv4T FLX

ipv6_netaddress Z Ry MEX 10 EHERT T, IPv6 212 16 HERETTA
SILET,

ipv4_netaddress/prefix | FRELEY 73y b7 FLA (IPv4 £7212 IPv6) OFTXTOD

ipv6_netaddress/prefix ARARMISGT 2~y E 7 LET, IPVvAIZ Ry MEx 10 i#
¥ CIDR LT, IPv6 T 16 B TIRESNE T,

host {ipv4_hostaddress | FEELERARNPT RLAZSGT &34 RLET, IPv4T

ipv6_hostaddress} KL R% Ry MEE 10 #EEEFL T, IPv6 220 2 16 HE
FLTCADLET,

vlan-list {vlan_ids | all} VLANID Z45E L £,

e (f#) vlanids: % VLANID (34 >~ T 5, ID
DOFIPHIINA 7 THRESNE T,

o (f£E) al: ¥+ _T?HVLANID Zf5E L E7,

Command Default

Command Modes

vrf instance_name PIRTT NA ACERR L7 VRF A v A X L A5 EELET,
sgt sgt-number SGT &5 (0 ~ 65,535) #iEELET.
L

Jua—) ar7 4 X2 lb—3 g (config)

Command History

Jjy—= EZERNE
Cisco I0S XE Fuji Zoawy RREAINE L,
16.9.2
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Usage Guidelines

Examples

cts role-based sgt-map .

HENIZ SGT ZiX(FT IP 7 RL AL~ v B 7§ 572D, Cisco Identity Services Engine,

Cisco Secure ACS, ¥ A I v 77 RUAfRIRT 1 ha/L (ARP) A VA7 g BIRYAR
A Ml 7' m h=v (DHCP) AX—E 7 RA LT vx 2 ZBEHTER20EE, s
role-based sgt-map =~ > RZfEMH LT SGT #RONFIZ~Y v B I TEET,

e i—7RA MDD IPv4 £721L IPv6 7 KL &
«IPv4 £/21XIPVv6 F v FU =7 £33V T %y bU—2 EOTRTHOKRA
« VRF

o H—F 72135 VLAN

ctsrole-based sgt-map =~ > Ni&, fRESNIexry NU—2 7 RLUAHHEAND T M, 5
E ST SGT &3 » FLET,

SXPITfRE SNy U =7 T 7 Xy hU—27 AOT X TOREEZRER] IP-SGT /3 A
YT T OEOSERREEE = AR— R LET, IPVO A T 4 T T Ry kXA
F AU TIESXP A=V a V2D SXP U A — BT I 7 AR— R ENET, YIRS
I, BERNCRERR S NToHR A ML VT 4 TR0, RA RSN TRy A T 0 o 7IT%
LTSXP MORREELIIFEINTZARA NS T 4 o T EENFTFE AL

ctsrole-based sgt-map host =~ > Fi&, IPEEILT RUADRIEERA T RLAT—H LY
BT, ZOFEE T Y MTHEESGT #3414 » RLET, ZOIP-SGT A T 4 v JI3ESIE
PR E B . MOEE I LIRS NT=ZOMO AL VT 7 (SXPE7-iiu—h
JVTCRRREE SR A N &) DFET DG AITEAINE T, M T 1 71X, SGTA VAR Y
v a VB XOSGACL il T A A LT —h il EnEd, 2o, T 0 v TR
FRELEARARNIPT RLAICHEGRENDME—D AL T 4 T THDHHEE. 2NN SXP ET
W=7 AR—hEnET,

vrf £ —U — RiZ, PAEIC vef definition 72— 3L a7 4 F a2l —v g a<wr RTEHEX
NN —T 4 T BN T+ V=T 4 77 —7 NV EFEE L £7, ctsrole-based sgt-map
vif 77— a7 4 Fal— gy avy RCHRESNTZIP-SGT N1 T 4 7%, 5
EESN/ZVREFE, ANNSNZIPT RLADH A FIZE > TURENDIP 2 a2/ NR—V g
ANZBHEAHT B2 IP-SGT DT — 7 VI AT ENET,

ctsrole-based sgt-map vlan-list =~ > Ri%, SGT Z+5E S 4172 VLAN £721X VLAN Ot » T
NA L RLET, F—U—Falld, 714 ZATHR—FEN TS VLAN DL L [F U
T, REFEMEARR (NVGEN) 7riEXCRESNETA, f5ESGTIXFEE L7 VLAN DWW
NN TZELEEE Ty NS v FEhEd, ¥ A7 A TiL, DHCP/ARP A X —t' 7
BIHTIP T NRAARNT X 7)) REOKBRHFREZHEH LT, Z0avr NZksTvo
YT ENTEVLAN OWTNUNTT 7T 4 TR A e LET, £72, % VLAN @ SVI 2
BEfT N 7%y hEBESNSGTICY Yy B /T4 2 TxES, SXP I, AN
AT AT DEAL TG, RO, T 4 v Ty ZAR— M LET,

WIZ, EETXIP T KL A% SGTIZFEI T v B 73502 R LET,

Device (config) # cts role-based sgt-map 10.10.1.1 sgt 77
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. cts role-based sgt-map

WKOHFITIE, TNNAATHRARNIPT KA 10.12.1 % SGT3 124> RL. 10.1.2.2
ZSGTA4ITA Y RLTWET, 2L T 4 7%, SXPIZ X > T SGACL
TR OT NA ATk SNET,

Device (config) # cts role-based sgt-map host 10.1.2.1 sgt 3
Device (config)# cts role-based sgt-map host 10.1.2.2 sgt 4

Related Commands avw> kR £iBR

show ctsrole-based sgt-map | m—/L~— 2 D7 7 & 2 HIEORE % %5 L ET,
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cts sxp connection peer

Cisco TrustSec EX¥ = V7 4 VNV —T X FZMWa7T 0 havOETOIP T RLAZ AL, T
PRI NAT = REHHT 20 E 0% BEL, VAT —FLEFAE—D—T A AD T r—
sVVIRAR— )V R ZFRE L, BB MG ThLH0E ) hERET AL, Zu—ray
74X al—L 3 F— FTcsskpconnectionpeer =~ > REfHLET, Zhbove7#
GOREZXEIGET AL, Z2oavr FonoBRAHHLET,

cts sxp connection peer ipvd-address {source | password} {default | none} mode {local |
peer} [[[listener | speaker] [hold-time minimum-time maximum-time | vrf vrf-name]] | both
[vrf vrf-name]]
cts sxp connection peer ipv4d-address {source | password} {default | none} mode {local |
peer} [[[listener | speaker] [hold-time minimum-time maximum-time | vrf vrf-name]] | both
[vrf vrf-name]]

Syntax Description ipv4-address SXP 7D IPvd 7 R L A,
source KETLOIPvE 7 RV AZEELET,
passwor d BT B SXP XA Y — RE 42 Ko lcfE L £,
default T 74 hDSXP RAT— REMEHT L L ICHELET,
none NRAT—REFH LW E S ICHEELET,
mode 0=V EIRE T OWNTRNO SXP Bt — FEfRE L £,
local SXP #fiE— R TR —I LT, ZEB T L LI ITHELET,
peer SXP H&ftE— RTET T A 22 BT D L ICHELET,
listener (R A AzEHDOY A —L LTHRELET,
speaker L) THA AEHROAE——E LTRELET,

hold-timeminimum-time|  ({£3&) 7 /31 AD A —/b RRE# AR A CHRE L7, HK/NRH
meximum-time & B KRR O &P 1% 0 ~ 65535 T,

maximum-time OfEIL, F— 7 — | peer speaker 35 X (¥ local listener
AT 258 0OHMETT, LS OGETE. minimumtime O
ED AP TT,

Note  f5/|NERRE] & S KRR OO ] 5 /3 A B 72354 . maximumrtime O
Z minimumtime OELL FIC$ 2 MERSH D F97,

vrf vrf-name (f£&) ¥ 749 % Virtual Routing and Forwarding (VRF) A A
B A ERRELET,
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. cts sxp connection peer

both (EE) 73 ZR&WI5 1A SXP #Hft DA & —H—& ) AF—D )
ELTHRELET,

Command Default CTS-SXPETIP7 FLAIIBRESINTELT., ETHHICCTS-SXP BT /NAU — Ri3ffH &
NEEA,

CTS-SXP 85/ S AU — RKDT 7 4 /b DK EIX none T,

Command Modes sua—s L ary7 4 F¥ab— 3 (config)
Command History yy—2 TERE
Cisco 10S XE Fuji Toavwy RREAINRELE,
16.9.2
Usage Guidelines 7~ CTS-SXP #:#57° ctssxp connection peer =t~ > RZ2fH L TR E SN -5E . Bk

E—REFEEECTEET, if $—T— NI4T a2 TT, VREADPEE IV TVR,

F7ZIX VRF 42 default ¥ — U — R CTHRESINTW ARG, 8FET 74V br—7 4 V7%
X7 AT —T 4 VT RAL U THRESNET,

hold-time maximum-period D%, F—7 — K peer speaker 35 LU local listener Z#ffi 4 %5
HEOHMETT, ZNLSNOEEIEL, hold-time minimum-period DAE D 73 L EE T,

\)

Note  maximum-period f&i%. minimum-period L ¥ b KEWE L T2 LENH Y 7,

MIF1h] SXP #ERi 25X T T HI2iE. both F¥—U— F&2FEH L £9, NIFFIH SXP DR EE R —
F5ZLT, ETIEIARAEY—I—EL U2 F—DEELE L LTHEIEL, BH—0#ga T 5
MBI SXP NA V REBIFEFETE L9180 £,

Examples WIZ, CTS-SXP %A Rr—7/WIZ L, Device A (A& —74—) TDevice B (U 2AF—)

~D SXP BT AR ET HHE R LET,

Device A> enable

Device A# configure terminal

Device A#(config)# cts sxp enable

Device A#(config)# cts sxp default password Ciscol23

Device A#(config)# cts sxp default source-ip 10.10.1.1
( )

#
Device A#(config)# cts sxp connection peer 10.20.2.2 password default mode local speaker

Iz, Device B (U A7) —) TDevice A (AE—H—) ~0 CTS-SXP &7 Hifi % i%
ET DBl RLET,

Device B> enable

Device B# configure terminal

Device B(config)# cts sxp enable

Device B(config)# cts sxp default password Ciscol23
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cts sxp connection peer .

Device B(config)# cts sxp default source-ip 10.20.2.2
Device B(config)# cts sxp connection peer 10.10.1.1 password default mode local listener

SXP Hife O T LIEFILOM T D IP 7 RV AZHETHI EHTEET, ctssxp
connection 2= RCEETLIP T RV AZIRET D L, T 74/ MEN EEEXINE
7

Device A(config)# cts sxp connection peer 51.51.51.1 source 51.51.51.2 password none
mode local speaker

Device B(config)# cts sxp connection peer 51.51.51.2 source 51.51.51.1 password none
mode local listener

WROFNZL, ﬁfyrﬁ CTS-SXP #H%hk L. Device A D SXP &7 ##5¢ 75 Device B (22
frd 2L OWMETHHEEZRLET,

Device A> enable

Device A# configure terminal

Device A#(config)# cts sxp enable

Device A#(config)# cts sxp default password Ciscol23

Device A#(config)# cts sxp default source-ip 10.10.1.1
( )

#
Device A#(config)# cts sxp connection peer 10.20.2.2 password default mode local both

Related Commands

avw >R ShBA

cts sxp default password | Cisco TrustSec SXP DF 7 4 /L AT — R&EHELF T,

cts sxp default source-ip | Cisco TrustSec SXP D3EETLIPvE 7 KL AR ELE T,

cts sxp enable )3 A T Cisco TrustSec SXP ZH%hz L £,

ctssxp log IPLSGT DA T 4 T OEROuX Y 72 LET,

cts sxp reconciliation Cisco TrustSec SXP DIEIFHIM 222 L £7,

ctssxp retry Cisco TrustSec SXP O HFAATHIM ¥ A ~— %L HE L £,

ctssxp speaker hold-time| Cisco TrustSec SGT SXPv4 %> T — 7128 B A —H —F 34
2D T a—)ipR—)L RREEZEELE T,

ctssxp listener hold-time | Cisco TrustSec SGT SXPv4 % v h U — 27281 5 U A F—F/3A A
DT =Ll —L R 2R E LT,

show cts sxp Cisco TrustSec SXP D+ R TDOBRED AT —H A& Fr LET,
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. cts sxp default password

Cisco TrustSec |

cts sxp default password

CiscoTrustSec &t ¥ = V7 4 7 /L—7 % 7 (SGT) &7 k)b (CTS-SXP) DT 7 4 /b kX
AT—RERETHITINE, Fue—L a7 ¥ o b— g F— FTctsskp default password
gy REMHALET, CTS-SXP DF 7 4L b 32T — REHIERTHI21E, 2oavr Ro
no IERAEERA L £,

cts sxp default password {0 unencrypted-pwd | 6 encrypted-key | 7 encrypted-keycleartext-pwd}
no cts sxp default password {0 unencrypted-pwd | 6 encrypted-key | 7
encrypted-keycleartext-pwd}

Syntax Description

Command Default

Command Modes

O unencrypted-pwd | i Z-{ S FL TV CTS-SXP 7 7 4 /L /S ZA T — R3f5e< Z & 2 FREL
F4, SR T— FORKEIL 32 XFTT,

Gencrypted-key | X 7 6 I HAL/SA Y — & CTSSXP 7 7 4 /L b/XA T — K & LTHES
THILEEIBELET, NAT— RORKEL 32 XFTT,

7 encrypted-key BAT THERAL/RAT — R% CTSSXP 7 7 4 /L h 2T — K& LTfEH
TAHZLEEEBELET, RAT— ROREKEIT 2 TFTT,

cleartext-pwd JUTTFHARDCISSXPT 7 4 /0 hSA T — REEELET, AT —
RORKEIL 32 XFTT,

A T70 (ZIUTTHFAR)

Jua—srary7 4 F¥ab— 3 (config)

Command History

Usage Guidelines

Examples

1) =2 EEANE
Cisco I0S XE Fuji Zoavy RPEASHE L,
16.9.2

ctssxp default password =~ > Ri, 7 /34 RTERE STV DT TO SXP HEt I ATE T
325 CTS-SXP 7 7 4 /b kAT — REHELET, CTS-SXP NAT—RiZ, Z7UTTFA
NEIX0, 7, 6K L F A T =T —REMFH L TS LI b OZEHLET, Kk
ATN0DBEEIT, BEALESNTWARNI U T THFARRRAT— RRFEE ET,

RIZ, CTS-SXP %A r—7 /LT L, Device A (A& —74—) TDevice B (U 2AF—)
~D SXP E T i i E T Dl AR LET,

Device_ A# configure terminal

Device A#(config)# cts sxp enable

Device A#(config)# cts sxp default password Ciscol23

Device A#(config)# cts sxp default source-ip 10.10.1.1

Device A#(config)# cts sxp connection peer 10.20.2.2 password default mode local speaker
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cts sxp default password .

KIZ, Device B (U AF—) T Device A (AE—0—) ~® CTS-SXP &7 i & i
ETHHERLET,

Device B# configure terminal

Device B(config)# cts sxp enable

Device B(config)# cts sxp default password Ciscol23

Device B(config)# cts sxp default source-ip 10.20.2.2

Device B(config)# cts sxp connection peer 10.10.1.1 password default mode local listener

Related Commands avw YR SHBR

ctssxp connection peer [CTS-SXP E7 D IP 7 KL A&H AN L, ETHHRHIC/SAT — Rl
BT omErpafRELET,

ctssxp default source-ip [CTS-SXP O3EE L IPv4 7 RL A& E L ET,

cts sxp enable T /NA AT CTS-SXP #HMZ L E 7,

ctssxp log IPLSGTDONRA LT 4 TOEFEOOX L T LET,

cts sxp reconciliation CTS-SXP DiEIFHIRI =L H LE T,

ctssxp retry CTS-SXP DEFREITHM# A ~—%ELH L ET,

show ctssxp SXP DI R TOHEDAT —H AT RLET,
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. cts sxp default source-ip

cts sxp default source-ip

Cisco TrustSec ¥ ¥ = U7 ¢ /' /L—7% 7 (SGT) zHa~7'1 h22)b (CTS-SXP) DE{E 7T IPv4
T RUVAERET DL, 7r— a7 4 X o b—3 g F— R Totssxpdefault source-ip
g~y REMHALET, CTS-SXP DF 7 4L FOEETIP 7 KL AZHIBT HI2iE, Z0=
<~ ROnoEREHEHALET,

cts sxp default source-ip ipv4-address
no cts sxp default source-ip ipv4-address

Syntax Description ip-address | CTS-SXP D7 7 4 /L K DEIETLIPvA 7 KL A,
Command Default CTS-SXP D.FTLIP 7 R LA I E SN TV ER A,
Command Modes Ja—s\)y a7 4 ¥ al— a3 (config)
Command History J1y—2= TEHRNE
Cisco 10S XE Fuji ZOavwy RREAINLE LR,
16.9.2
Usage Guidelines ctssxp default source-ip =~ > Rik, EFICIP 7 R LABEE STV WEAIZ, CTS-SXP

DNETHLD TCP 8e T XTI HT AT 74V FOFETLIP 7 RLAZRELET, BEfED
TCPHEEIL, ZDa~vry RRANSINTHRELZ ITEE A, CTS-SXPHEHFEII3I >DF A ~—
Lo TH SN ET,

s RATH A ~—
cHIFEDER—IV KA H A ~—
IS A ~—

Examples KIZ. CTS-SXP % A %—7 Lz L., Device A (AE—%—) TDevice B (J 2F—)

~D SXP VTR AR ET DB E R LET,

Device A# configure terminal

Device A#(config)# cts sxp enable

Device A#(config)# cts sxp default password Ciscol23

Device A#(config)# cts sxp default source-ip 10.10.1.1

Device A#(config)# cts sxp connection peer 10.20.2.2 password default mode local speaker

KIZ, Device B (U AJ—) T Device A (AE—H—) ~® CTS-SXP &7 ##5i & ik
ET DBl R LET,

Device_ B# configure terminal
Device B(config)# cts sxp enable
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cts sxp default source-ip .

Device B(config)# cts sxp default password Ciscol23
Device B(config)# cts sxp default source-ip 10.20.2.2
Device B(config)# cts sxp connection peer 10.10.1.1 password default mode local listener

Related Commands avw> kR S AR

ctssxp connectionpeer  |CTS-SXP E7 D IP 7 FL 2&Z AN L, ETEHIT AT — R&fd
AT 2nErmERELET,

cts sxp default password | CTS-SXP D5 7 # /L b /AT — RZ#ELET,

cts sxp enable T34 AT CTS-SXP A%z LT,

ctssxp log IPLSGTDNRA LT 4 TOEFEOuX L T HM LET,

cts sxp reconciliation CTS-SXP OiEIFHM A2 A H LET,

ctssxp retry CTS-SXP OFRITHIM A ~—%2EF L ET,

show ctssxp SXP DT _RTDOBREDAT —H A5 FrLET,
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. cts sxp filter-enable

cts sxp filter-enable

TANBEIYANBIORT A VE T N—TDIERZRIZ T 4 NV E ) o 72T DL, 77—
sV a7 4 FXab—vay E— RTossxpfilter-enable =~ > REMHLES, 7414
Vo T E BT HICIE. 2oavry ROon R EFEHLET,

cts sxp filter-enable
no cts sxp filter-enable

BX DA Zoawy NZEFF—U— RELIZEIEEEH Y A,
aAvY R E—F Jsa—s)b a7 4 F 2 b—3 3 (config)
avr FERE )1y—2 EEANAE
Cisco IOS XE Fuji Zhavwy RPNEAINE L,
16.9.2

FEREDHA KSq4y O FNE Z40Z ) T e ERITENIT 72DV THEATE E4, &E
LTIeZANE YA RNET A NEITN—T1F, TANEZ) T EH/MN L% DBT v E )
VI DFEIMHATEET, TANET I ar TR, TANE Y T RN LTI A
ENTNRAL T 4V TORNT A NE Y T EINET, T4 NE ) T E/MNT DRI
EINT=ANRA T 4 T L THIRIRIZH Y T A,

15'] Device (config)# cts sxp filter-enable
BEavU R avU kR EREA
ctssxp filter-list IP /L7 4 v 27 A, SGT. E7213%F DM OMHEDEITHESNT

IP-SGT A VT4 T HTANEY T T 5200 SXP 7 4 V4
UANEERRLET,

cts sxp filter-group —EOETEIN—T LT T4 NEZ YA NEEHAT 20D 7 4
BT N—T AR L ET,

show ctssxp filter-group | ZE SN TWD 7 4 L FZ 7 —T 1T AR EFR L ET,

show ctssxp filter-list  |FHESNTNDE 7 4 L2 Y 2 MIMT A E#REFR R LET,

debug cts sxp filter T ANE VA NBIOT 4 VE T =T DR HIBR, HHCBE
events TAHARY Neu A IZ3 s LET,
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cts sxp filter-group .

cts sxp filter-group

—EOET EIN—T LT T ANEZ YA NEEHAT D007 4 VEZ T N—T%EKT DI
X, Ze—orar 7 4 X b—v g E— RTCoassxpfilter-group 2~ K& L E T,
T4NETNA—TEYERTHICIT, Z0a~vr RO noBERAEHALET,

cts sxp filter-group {listener | speaker} {filter-group-name | global filter-list-name}
nocts sxp filter-group {listener | speaker} {filter-group-name | global filter-list-name}

BX DA

listener —HDY AF—DT 4 NE T N—TEVEH L ET,
speaker —HEDA—H—DT 4 NE T N—T L ET,
global TN ADTRTCOAE—T—F 7213V A F—% 7 —TF{LLET,

filter-group-name | 7 ¢ )L % 7' )L — 7 D4 i,

filter-list-name T 4B YA DL,

ATV R E—F

Jua—)L a7 4 ¥ alb—3 3 (config)

avy FNERE

EREDAARSA

J1)y—= EEAR
Cisco IOS XE Fuji Zhavwy RPNEAINE L,
16.9.2

TDavy RERITTAE, TRAANTANE T)—F a7 4 Fal— g2 F—RNZ
BRDES, TOFT—KRT, IV—FTET A REREL, ZANEZITN—TFIZT 4 VF7Y
ANEBEHATEET,

TFTNRARAFERRFET 27N —TI2BNTH700a<y FOERITKRD LB T,

peer ipv4 peer-IP

150axy FTIOOETZBMTEET, E7 23 6IBMT512iE, LEREEKIZT =
vV REBRYIELET,

TUANEY AN A—TZEAT A0 a~xy ROERIZRD LB T,

filter filter-list-name

7Ta—N)LY 2 F—BION g — NV AE— T —D T 4 NVETIN—TF T g TIEET Y R
MIfEETEEHA, ZOBRE. 74 NMZITTATO SXP EFICHEH S NET,

Ta—NRNIp T ANBETN—T T _R—=ADT 4V T A—T OGN A I W5
E. Ta— LT g LEBMBREENET, Tue— LY R F—F 1 F e — LA E— T —D
WTINDT 4 NVH TNA—T DIRNEREIIN TGS, TDOHBTOIRT a—s)L T 4 )L H
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. cts sxp filter-group

VU BMEREINET, b9 —HOHFRIZOWTIL, BT _X—ADT7 4 VX JT)L—TFRFEEX
nEd,

B RIZ, group 1 & W5 U RFT =T N—T%E L, TDIN—FIZET L7 452
ANEEID Y THHEZRLET,

Device# configure terminal

Device (config) # cts sxp filter-group listener group 1
Device (config-filter-group)# filter filter_ 1

Device (config-filter-group)# peer ipv4 10.0.0.1
Device (config-filter-group) # peer ipv4 10.10.10.1

RIZ, group 2 LW H VT —r LY R F =T N —TEAENT DB 2R LET,

Device# configure terminal
Device (config) # cts sxp filter-group listener global group 2

BEa<w> R avw Uk SR BA

ctssxp filter-list IP L7 w7 A, SGT. £7-1XF DT OMAEDEITHESNT
IP-SGT XA VT 4 T T4 NE ) U TF B0 SXP 7 4 VA4
URANEERRLET,

cts sxp filter-enable TANEY T /I LET,

show ctssxp filter-group | 3@ &N TWD 7 4 W& I —TICBET A2 R L £,

show ctssxp filter-list | EENTWVWA T A F U X MIETAEREERTRLET,

debug cts sxp filter TANEZVZANBIORT 4 L EZ T A—FOER. YR, 8B
events TAHARY Neu A IciEmLET,
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cts sxp filter-list

IP-SGT XA T 4 T T 4 NE Y T T HIZDD—HDT (VXN — )Lk 5 SXP 7 ¢
WA YA REERT AT, Ja— L a7 X alb—3 gy — KT ctssxp filter-list =
U REFERHLEST, 7402 VA RNEHIBRT DX, Z0a~vr RonoBEXNEEHLET,

cts sxp filter-list filter-list-name
no cts sxp filter-list filter-list-name

X DEREA filter-list-name| 7 ¢ L % U 2 F D4 HiL

aAvY R E—F Jsa—s)b a7 4 F 2 b—3 3 (config)

avr FERE )1y—2 EEANAE
Cisco I0S XE Fuji Zhavwy RPNEAINE L,
16.9.2

FEREDHA KSq4Y ZOAXCRFERITTDLE, TNAANT4NE YA a7 Falb—ar =Rk
NET, ZOF—KRT, Z74NVZVAIDNL—VEFETEET,

T ANEIV—VE, SGT, IP V7 4 v 7 A, £T2IESGT & 1P V7 o4 v 7 AD 5 OFA
BOEICESNTHRETEET,

TN—TN— IV EBINT HizdDa~y ROERIZKRD LB TT,

sequence-number action(per mit/deny) filter-type(ipv4/ipve/sgt) valuelvalues

7= & 2iE. SGT 2 20 TH D SGT-IP XA VT 4 T HH AT B —MFRDO L H T F
T,

30 permit sgt 20

=l VAR FEA T a T, Y VAR GERE LW RIE, VAT AILE o TAE
RENET, V=T U AR, RBRIERBRESNT - —7 v AEFENS BEIRNIZ 10 97
WhSnhET, 2 00BGFONL— VDO —F U AT G EBETHZ LICL>TH LVWL—
NEFEATEET,

5072 SGTEDOEPFHIL 2 ~ 65519 T3, 1 DD — LIZHEED SGTIE AT T A1, A2—
2EFRA L THEEZXEID £9°, 1 DONL—IZEK S SO SCGT A ETx £,

SGT L IP V7 4 v A& fABEDLET-IL—L T, V=IO DOERFINA T 4 T
D—BRHHLGE, V=D 2 OB TIHRESNET 7 vavdEleanEd, =&z
E. ROAL—LTIE, IP 7 L7 ¢ v 7 2 10.0.0.1 O SGT EAS 20 DB, V— L DEAMIDIESY
THRA T AV TRHFAENTH, T 53 0T 4 VI BERESNET,

Device (config-filter-list)# 10 permit sgt 30 20 deny 10.0.0.1/24
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. cts sxp filter-list

EIEEIC. IRONL—)L T, IP L7 ¢ v 7 % 10.0.0.1 O SGT 7820 THAIDOT 7 a o TiEN
AT AV TRHFRIENRTH, SGTIE20 DA T 4 T RFRENET,

Device (config-filter-list)# 10 deny 10.0.0.1/24 permit sgt 30 20

i WIZ, T4 NE VR RNEERLTWHL OO L— L 5BINT A6 %257 LET,

Device# configure terminal

Device (config)# cts sxp filter-list filter 1

Device (config-filter-list)# 10 deny ipv4 10.0.0.1/24 permit sgt 100
Device (config-filter-list)# 20 permit sgt 60 61 62 63

BEaT R av Uk Btz
cts sxp filter-enable SXPDIP 7V 7 4 v 7 ABLNSGT R—ADT 4 VE ) T hAg
M LET,
cts sxp filter-group —HOET 2T N—T LTI 4NN EZ Y X 2T 572007 ¢

WNE T N—T B LET,

show ctssxp filter-group | ZRE SN TWD 7 4 V& T —FICET A REFR L ET,

show ctssxp filter-list | BFSNTND 7 42 Y X MIBET A ERAR R LET,

debug cts sxp filter TANEZY A NBEOT 4 VE T A—F OV, Bk, FHTC R
events THANY hEuZICiRLET,
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cts sxp log binding-changes

IP & Cisco TrustSec ¥ = V7 4 Z/L—7% 27 (SGT) &H~7 v k=L (CTS-SXP) D/3A >
FU L TOEROu X T EACTHICIE, Fe— L ar 7 4 ¥ alb—v gy EF—FT
ctssxp log binding-changes =~ > R&fH L 7, =¥ 72 Wicd 5i2iL, Zoa~v R
DO noERAEEMR L £,

cts sxp log binding-changes
no cts sxp log binding-changes

Command Default B TITEN o THET,
Command Modes sua—s L ary7 4 Fab— a3 (config)
Command History J1y—2= TERNS
Cisco I0S XE Fuji Zoavwr RREASNE L,
16.9.2
Usage Guidelines ctssxp log binding-changes =~ > R&#HT DL, IP & SGT DAL T 4 VT OEEDOR X

WA ET, IPT KL AR E SGT DA T 4 U 7B, HIBR, ZEHENEATD
72 TNZ SXP @ syslog (sev 5 syslog) MAERIAILET, T DOEEL SXP #f TFHE ST
BREEEINET,

Related Commands avw> R B =)z

ctssxp connectionpeer  |CTS-SXP E7 D IP 7 KL A&Z AN L, ETEHIC SNAT — Fa&Afl
HT 2020 EHBELET,

cts sxp default password |CTS-SXP D5 7 4 /b k /XA T — REBELET,

ctssxp default source-ip |CTS-SXP DE(ETL IPv4 7 KL A Z/E L F 7,

cts sxp enable T NA AT CTS-SXP ANz LET,

cts sxp reconciliation CTS-SXP O IRHIR & E LE T,

ctssxp retry CTS-SXP D FAATHIM Z A ~— %2 EH L £7,

show ctssxp TRTOSXPH/REDAT —H AEFrR LET,
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. cts sxp reconciliation period

Cisco TrustSec |

cts sxp reconciliation period

CiscoTrustSec &t ¥ = U 7 7 /b—7"%2 27 (SGT) A&7 v k= (CTS-SXP) DIEIFMIH 42
HIBHIZiE, Je— b a7 4F¥ab—3 32 F— KT ctsskp reconciliation period =~

Y REMFEHLET, CTS-SXP OEIFHIM %27 7 4 /v MEIZRETIZIE,

2L ETS

Zoa<wr RO no B

cts sxp reconciliation period seconds
no cts sxp reconciliation period seconds

Syntax Description

seconds

CTS-SXP i If# A ~— (B) . #iPHIZ 0~ 64000 T3, & 7+ /L hE 120 TT,

Command Default

Command Modes

120 % (2 43)

Jua— )b ar7 4 X2 lb—3 3 (config)

Command History

1)1)—= EERNAE
Cisco IOS XE Fuji Zhavwy RPREAINRELA,
16.9.2

Usage Guidelines

BT DS CTS-SXP Hife & T35 &, WEDHIBRAR—/V KX T H A4 ~—0EtSnE T, Hl

FRAR—IRE T 2 A ~—PNETTHRNE T N T 5 &, CTS-SXPHEIFZ A ~—72 B4k
ENFET, CTS-SXPEIFRWIM # A ~—NT 77 4 7728, CTS-SXP ¥ 7 + v = 7 IZnilalD#EE
BTHFEELIESGT vy 7= MU ARFF L, B MY ZHIBRL £7, SXP 1w
ME20RICRET AL, XA ~V—NFT 4 B—7 MY, BiEOEEOTXToxz 2~ 23|
BrahEd,

Related Commands

avwoU kR

Bl

cts sxp connection peer

CTS-SXPETDIPT RV A& ANIL, ETHHEII/NA T — R&ff
AT 2nEIMERELET,

cts sxp default password

CTS-SXP DF 7 4Lk NATU— R&ZELET,

cts sxp default source-ip

CTS-SXP DXETLIPVA T RL ZAZHRELET,

cts sxp enable

T AT CTS-SXP A%z L9,

ctssxp log IPL SGT DA VT 4 T OEEOuX L VA iz LET,
ctssxp retry CTS-SXP OFRITHM A A ~—%2EF L ET,
show cts sxp CTS-SXP DT _RTOB/ED AT — X A FRLET,
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cts sxp retry period

CiscoTrustSec ¥ = V7 4 7 /L—7 % 7 (SGT) &7 b =/b (CTS-SXP) D FHAITHIM #
A~—%EHETHIE, ZJu— b ar7 1 F¥alb—var E— RNTcssxpretry period =
~V REFEHLES, CTS-SXPOHFITHIMZ A ~—%7T 74/ MEICRTIZIX, Zoa~vy
RO noEXAEHEHALET,

cts sxpretry period seconds
no cts sxpretry period seconds

Syntax Description seconds | CTS-SXP H#tiT4# A ~— (F) . #ilHIEL 0~ 64000 TF., 7 7 #/L hF 120 T,
Command Default 120 % (24y)
Command Modes Ja—s\ )y a7 4 F¥al— a3 (config)
Command History J1y—2= TEHRNE
Cisco 10S XE Fuji ZOawy RREAINE LT,
16.9.2
Usage Guidelines HRft2 A ~—%, D3 12D CTS-SXP #HHNHE L CWARWEAIC ) H—&hE

T, ZDEA~—DOWIRNETIN D & B LU CTS-SXP #ERi ikt S Ed, T rofEi, fFk
TTMRAEL2L 720 F7,

Related Commands avw> kR SRR

ctssxp connectionpeer  |CTS-SXP 7 D IP 7 KL A% AS L, ETHERIC/ KA T — R4 ff
AT onhErnaslmELET,

cts sxp default password | CTS-SXP DF 7 4 /L h NAT— REHRELET,

cts sxp default source-ip | CTS-SXP DiA{E L IPv4 7 R L A &5 E L £ 7,

cts sxp enable TN AT CTS-SXP ZHMZLET,

ctssxp log IPE SGT DA T 4V TDOEEORX U T/ LET,

cts sxp reconciliation CTS-SXP ORI ZZEHE LE 1,

show cts sxp CTS-SXP DF _RTOB/ED AT — X A F LET,
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propagate sgt (cts manual)
Cisco TrustSec Security (CTS) A > H—7 =2 A ATLAY2D®F 2V T 4 Z—F%7 (SGT)
[REEZANNCTHICIE, AV F—T =2 AT 4 X2l —3 3 F— FTpropagatesgt =
~V REFEHALET, SGTRELZENCTHITIE, Z0a~vr Fono BREHEHLET,

propagate sgt

XD Ioawy RZFBIEELEF—Y—REH D THA,

ATV R FI4)~  SGTABDRENH /> THET,

ATV R E—FR CTS FlhAf v ¥ —T 2 A A a7 4 Xalb— 3 EF—FK (config-if-cts-manual)
avr FERE )= EERE

Cisco IOS XE Fuji Zoa<wy RREAINE LT,

16.9.2

FEREDHA KSq > SGTARHDIREIZ L > T, CTS HIEDA »FZ —7 = A AT L2 SGT ¥ 725N T CTS A ¥
T—% (CMD) ZZEBLOEETEET, ET7 T A AN SCGT 225 TET . ZORR.
SGT # 7 & L2~y X —IZFE TERVIRILT, £ ¥ —7 = A AD SGTInZEE TN+ 51T
/X nopropagatesgt =~ > R&fiHLET,

#l Wiz, FHITRE SN TrustSee KGO A o % —7 = A AT SGTAZE 2 AN 5 i
B LET,

Device# configure terminal

Device (config)# interface gigabitethernet 0
Device (config-if)# cts manual

Device (config-if-cts-manual) # no propagate sgt

KIZ, XHEY b A=Y Xy N A HZ—Tx A A0 TSGTIBENEN/R>TND
FlZ R L £,

Device#show cts interface brief

Global Dotlx feature is Disabled
Interface GigabitEthernetO:

CTS is enabled, mode: MANUAL

IFC state: OPEN

Authentication Status: NOT APPLICABLE
Peer identity: "unknown"
Peer's advertised capabilities: ""

Authorization Status: NOT APPLICABLE

SAP Status: NOT APPLICARBLE

Propagate SGT: Disabled

Cache Info:
Cache applied to link : NONE
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propagate sgt (cts manual) .

BEEav R av R R BA

cts manual CTISDA v X —T =2 A AEHMZ LET,

show ctsinterface | ¢ > % —7 = 4 2 = & ® Cisco TrustSec 27— M5 X OEEHEWAE TR L
F7,
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. sap mode-list (cts manual)

Cisco TrustSec |

sap mode-list (cts manual)

2MHDOA B —T 2 ZADMDO Y I E b E R T — T 57O S 41D Security
Association Protocol (SAP) DFEGE &K EALE— K (Fmi b EARITERIRM T Shve) %k
W21, CTSdotlx A v H—T = A a7 4 F 2l —3 3 F— KN Tsapmodelist =~
VREFEHALET, T RFRURAREZHBRLTT 740 MCETICE, Z0Oa~<> Ko no B
EEALE9,

2{EDA B —7 = A AHTMACsec DV VI HAbE R T =— M 57202, XTTA X
~ A4 —%— (PMK) ¢& Security Association Protocol (SAP) DFEFER K OWF BT — K& T8
THETICIE, sapmodelist 2~ FEMFEHLET, REEZEDICTHITE, Zoavw R
D noFERAEHEH L ET,

sap pmk mode-list {gcm-encrypt | gmac | no-encap | null} [gcm-encrypt | gmac | no-encap
| null]

no sap pmk mode-list {gcm-encrypt | gmac | no-encap | null} [gcm-encrypt | gmac |
no-encap | null]

B DR

i
&

AR R FIHILbE

ATV R E—F

pmk hex_value 16 ##7 — % PMK ##5E L
FT T o 0x7e L, B
D16 EHSLFE2 AT D, %
I TRWEEIE, REOXT
(Z0DT VT o w7 AN
D) .

mode-list T RARNZ AL XENTZE—RD
VA NERELET (W&
O BARI B IEN AT )

gcm-encrypt GMAC8FE, GCM KBt % 5
ELET,

gmac GMAC FBFEE T ZfRE L, W
FEERE L EE A,

no-encap 7 7' EFRE LEE A,

null AT 'MESH Y . WEER L.
Wefb/e LERE L ET,

T 7 4V k@1 7V {kiE sap pmk mode-list gcm-encrypt null T3, BT A X —T = A AN
802.1AE MACsec 721X 802.REV L' A ¥ 2 UV v Vs G{b xR — b L2WGA, 7740 bD
KE=ZbiX null T,

CTS FEIA v H—T =2 A A a7 4 ¥ 2L —3 3 (config-if-cts-manual)
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sap mode-list (cts manual) .

avy RERE

J1)—=x EERNE
Cisco I0S XE Fuji Zhawry RREAINE LT,
16.9.2

EREDAARZA

3l

RE & BB L A FRET A 12X, sap pmk modelist =~ > RZEH L £,

X2 T 4TV o— g7 bajl (SAP) 1X802.11IIEEE 7 v hi/L D KT 7 h /83—
Vg L NHASWEREER—OREB LU e F 2L TF, SAPIIMACsec VAR — 43
A H—T x4 XD 802.1AE V > 7 [kFE{t (MACsec) ZHESLIS L OVEELT B 7= DI
L\i‘é—o

SAPB L UNRT T A Xv A% —F— (PMK) %, sappmk modelist =~ > REZFEH LT, 21
DA Z =T A ARICFEITRIET D22 L HTEET, 802 IXFREEZ MM T 256, Wk
7V B RBLOAE—8 T 1 —4) M Cisco Secure Access Control Server 75 BT D
R—HFDPMK BLOMACT RLAZZELET,

TR ANCTSHIR Y 7 b7 =T #FATLTNT, ~— K7 = 7 BN CTSIEXIETH D85 E 1,
sap mode-list no-encap =~ > R&flEH L CTh 7/ b zER L E T,

WRIZ, FHEY M A =Xy M A F—T = ATSAP ZRET DB~ LET,

Device# configure terminal

Device (config) # interface gigabitethernet 2/1

DeviceD (config-if)# cts manual

Device (config-if-cts-manual)# sap pmk FFFEE mode-list gcm-encrypt

BEEavTY R

avrk BL)]

cts manual CTS DA v H—T =2 A AEHFINZ LET,

propagate sgt (ctsmanual) | Cisco TrustSec Security (CTS) A > % —7 = A AD LA Y 2 TD
X2 VT4 =T %7 (SGT) DIREEAHLET,

show ctsinterface Cisco TrustSec 1 > # — 7 = A4 AHTEDHEIERELF R LET,
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. show cts credentials

show cts credentials

Cisco TrustSec (CTS) T /3A A ID #F <7 5121%, EXEC £— RFE7/2IIFHE EXEC £— KT
show ctscredentials =~ > RZfH L £7,

show ctscredentials

Syntax Description Zoavxwy R, avr FEREFF—UY—RIdV £HEA,
Command Modes ¥t EXEC (#) =— EXEC (>)
Command History J1y—x TERNE
Cisco 10S XE Fuji Zoawry PR EASHELL,
16.9.2
Examples Wiz, HABIERLET,

Device# show cts credentials

CTS password is defined in keystore, device-id = r4
Related Commands avw >R Hl:)z
ctscredentials TrustSec ID 38 L UOVXA U — REFE L £7,
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show cts interface .

show cts interface

A B —T A AD Cisco TrustSec (CTS) BEEDHMat & F ~d HI1Zi%, EXECE— FE7-I134F
}E EXEC =— R C showctsinterface =~ > R&2FEHA L £ 7,

show ctsinterface [GigabitEthernet port| Vlan number | brief | summary]

Syntax Description

port

FE) ¥HEY A — PRy b A E—T 2 RAEH, ZOf L F—T oA A
DODIULEARAT—Z AR IINRIREINET,

number (f£&) VLAN A > #Z—7 = A 2% 5 (1 ~4095) ,

brief

(fEE) TR_XTCOCTSA v X —T = ADFEHEAT—H A FRLET,

summary | ((Fg) /> F—7 x4 AT LI, TRTOCTSA v H—T =2 ADH <1 —

FLOABERIZSHEHOIS— ATF—H A 74—V REFEORERATEELET,

Command Default

Command Modes

L

EXEC (>) #Fi#E EXEC (#)

Command History

Usage Guidelines

Examples

Jjy—= EEAR
Cisco I0S XE Fuji oo RPREASNE L,
16.9.2

TRTOCTS AV F—T 2 A ADILEAT —H AR RT HIZIE, F—UV— REHEHAETIC
show ctsinterface =~ R&{FHH L E 4,

wIZ,

F—U—FEHEFICH N 2RZR"T 202 L ET (FTXTOCTSA & —

T2 A ADTEAT—F ) |

Device# show cts interface

Globa
Inte

1 Dotlx feature is Disabled

rface GigabitEthernet0/1/0:

CTS is enabled, mode: MANUAL

IFC state: OPEN

Interface Active for 00:00:18.232

Authentication Status: NOT APPLICABLE
Peer identity: "unknown"
Peer's advertised capabilities: ""

Authorization Status: NOT APPLICABLE

SAP Status: NOT APPLICABLE

Configured pairwise ciphers:
gcm-encrypt
null

Replay protection: enabled
Replay protection mode: STRICT
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. show cts interface

Sele

Propagat
Cache In
Cach

Statisti
auth
auth
auth
auth
auth
sap
sap
auth
auth
port
Ingr

Egre

RIZ, brief %

Device# show

Global Dotlx
Interface Gi
CTS is e

IFC stat
Interfac
Authenti
Peer

Peer
Authoriz

SAP Stat
Propagat
Cache In
Cach

cted cipher:

e SGT: Enabled
fo:
e applied to link : NONE

cs:
c success:

c reject:

c failure:

C no response:

c logoff:

success:

fail:

Z success:

z fail:

auth fail:

ess:

control frame bypassed:
sap frame bypassed:

esp packets:

unknown sa:

invalid sa:

inverse binding failed:
auth failed:

replay error:

ss:

control frame bypassed:
esp packets:

sgt filtered:

sap frame bypassed:
unknown sa dropped:
unknown sa bypassed:

O O OO OO oo oo

O O O O O o o o

O O O O o o

—U— PRz L Adle R L £,

cts interface brief

feature is Disabled

gabitEthernet0/1/0:

nabled, mode: MANUAL

e: OPEN

e Active for 00:00:40.386
cation Status: NOT APPLICABLE
identity: "unknown"

's advertised capabilities: ""

ation Status: NOT APPLICABLE

us: NOT APPLICARBLE

e SGT: Enabled

fo:

e applied to link : NONE

Cisco TrustSec |

Related Commands avY R

BLL]

cts manual

CTS DA v B —T = A ZAEFHHZLET,

ctssxp enable

F v NU—2 FNA AT SXP A ELET,
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show cts interface .

avw vk SR BA

propagate sgt | Cisco TrustSec Security (CTS) A > X —7 =4 ADL A ¥ 2 TOEXF2Y T 4
TN—7" 27 (SGT) DiniEs AL ET,
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. show cts role-based counters

show cts role-based counters

Cisco TrustSec |

X2 VT4 V=TT A ar ha—/L AL (ACL) OO IEHREFRT DI
1., = —% EXEC &— F £ 7= 13%5# EXEC &= — K T show ctsrole-based counters =~ > K& f#

)EH sz—;«o

show ctsrole-based counters[default [ipv4 | ipv6]] [ {from {sgt-number | unknown}[ipv4 | ipv6
|[to | {sgt-number | unknown} |[ipv4 | ipv6]]} ][to {sgt-number | unknown} [ipv4 | ipv6]]

[ipv4 | ipv6]

X niiHA default

HEE) 74NV ERY —7
U 2T oA R R LE
j—o

from

(EE) #Mexkx=2V7 47
W= D IEmERRLE
\j—‘O

ipvd

(EE) IPvéxy hU—7 DF
X2 T 4 T A—7 BT A
HAEFRLET,

ipv6

EE) IPv6 %y hU—7 DE
X2 UT 4 IN—FICET 5
HEFRLET,

to

(LE) sikeXaV7 47
N—TET DI mERRLE
\j—‘O

sgt-number

fE:E) X205 40—
& TR, BRINMEIZ 0 ~
65533 T,

unknown

(f=E) +_RTOEETLT V—
T AEHRER TR LET,

aAvY R E—F = —% EXEC (>)
H:kE EXEC (B)

Qv RERE 1y —2 EEARAR
Cisco IOS XE Fuji 16.9.1 oavwy RPREAINE L,
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EREDAARZA

show cts role-based counters .

TRCEIMERORFEAOHERZ U v 95121, clear ctsrole-based counters =~ >
RZ2EHLET,

from ¥—U— R CEETLSGT &, toX—U— R T4 SGT 2 ELE£J, fromB LD tod
M OX—T— REEETDH L, TRTOHGHERPERINET,

default ¥ —7U— Ri&, 7740 FDO2=F % X hORY —iiHEHRAEFR R LET, ipvd B
EWipv6 DNFTNOF—U— FHIRELRWEE, ZOa~xy NEIPvd B U o 2121 27K
LET,

Cisco TrustSec E=% E— R TlL, FSNTZbT 7 4 v 7 DA H D SW-Permitt 7 ~/L D
TlCERR SN, HEGSINTZ T 7 4 w7 O 7 B HSW-Monitor 7 /LD FIZERSNET,

1

RIZ., show ctsrole-based counters

Device# show cts role-based counters

Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-Monitor
12 24 0 0 0 0 0 0
12 77 0 0 5 0 0 0

FTORIZ, TAATLANICERINDIEER 74— FOY R 2R LET,

3 6: show cts role-based counters 0 7 « —)L K DERBA

J4—ILF SiER

From EETEX2YV T4 TNV —T,

To st VT 4 T—T,

SW-Permitt HUENTE T T4 I DT H,

SW-Monitor EREESNE N T T4 DK,

BEa<w> R av R Bz

clear role-basedcounters SGACL $igth oo 2%Vt b LET,

ctsrole-based IP7 LA, LAXY3IA L ZX—TxA A, B
JONVRF # SGT IZ~¥ v B> 27 LEd, Cisco
TrustSec ¥ v v > > 7' & SGACL D fH & A %)
IZLET,
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Cisco TrustSec |

. show cts role-based permissions

show cts role-based permissions

B—_—2 (X2 VT4 N —T) TRy ha— MR A N E2ERTDHITIE, §E
}E EXEC & — R C show ctsrole-based permissions =~ > K& L £,

show cts role-based permissions[default [details | ipv4[details] | ipv6 [details]] | from { {sot
| unknown }[ipv4 | ipv6 | to{ {sgt | unknown}[details | ipv4[details] | ipv6 [details|]}}] |
ipv4d | ipv6 | platform | to {sgt | unknown}[ipv4 | ipv6]]

BX DA

AU R E—F

default L) T 74/ FOMRY 2 MIBET 5 EREF R LET,

details FE) 7THvFInN=T778A2arbha—nL AR (ACL) OFMEFRLE

o
ipv4 (EE) IPva 7'm b aViCBlT 2 mERRLET,
ipv6 (EE) TPv6 71 2L 51534 FnR LET,
from UEE) RETI/N—T T ERERR LET,
sgt ERE) X2 VT4 IA—7 27, HEHEIE 2 ~ 65519 TT,
to (LR) s/ N —7 1T 2 MaE R R LET,

unknown  (ff:3) RHAZREEILT N—T L5k /N —TICBET A IEREFR R L ET,

platforom  ({£&) I v F 7+ — AT AIEREFRLET,

4 ke EXEC (#)

avy FERE

FEREDAHA RS2

Jy—= EEAR
Cisco 10S XE Fuji Zoawy RpREAINE L,
16.9.2

Zpa~vy RiX, SGACL#ER~ N w7 ADary 7oy aRALET, #Eritxal 71
JN—7%27 (SGT) ILfrom*¥F—U— R&EMH LT, %% SCGTILtox— 7V — R&fEH L T
ETEET, MFOF—U—FEIEET DL, H—E/LD RBACL NERFINET, FIBIL
I, to ¥ —VU—REHEHA LEGEICOAFRINET, T2EF, from¥F—U—R&2H L
TEHEICERENET, MR~ Y v 7 A2KE, fromF—TU— K& toF—TU— KOl %
B LG8 ERINET,

g~y RHEAIE, 774~V F—0%% SGTBL D F ) F—D%E7L SGT TV —
SINFET, FENLVDSGACL 1L, RETERIANTNDHO LA UNEF T, 721X Cisco Identity
Services Engine (ISE) 7»HHUG L72EF THERRSNET,
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show cts role-based permissions .

details ¥ — 7V — FiX, from*¥—U—R&to¥X—UV— ROMAGZEETLHZ LT, H—DtL
PR ENTHBICFRRENET, details *—U— FREESNTVWDEA. H—tLrD
SGACL O7 7 & Afilil= > b U NFRENET,

&IZ, show role-based permissions =~ > KO il Z2R L E T,

Device# show cts role-based permissions

IPv4 Role-based permissions default (monitored):

default sgacl-02

Permit IP-00

IPv4 Role-based permissions from group 305:sgt to group 306:dgt (monitored):

test reg tcp permit-02

RBACL Monitor All for Dynamic Policies : TRUE

RBACL Monitor All for Configured Policies : FALSE

IPv4 Role-based permissions from group 6:SGT 6 to group 6:SGT_6 (configured):
mon_1

IPv4 Role-based permissions from group 10 to group 11 (configured):
mon_2

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

BEa<TUR

avw vk 5 BA

ctsrole-based permissions| 24(5 5t 7/ /L — 7 M BEESE S N — TR D HERR 2 AN L E T,

ctsrole-based monitor 0= _R—ZADT VAV A NDE=XY LT BN LUET,
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Cisco TrustSec |
. show cts server-list

show cts server-list

Cisco TrustSec > — KRB LI — R34 2 THIAEEZ: HTTP $—/ X & RADIUS — D
U R R &EFRT DI, =—V EXEC T — R FE 7213454 EXEC & — K T show ctsserver-list =
~  REHFEALET,

show cts server-list

Syntax Description Zoavy RIZFBIERERITF—V— REH Y FHA,

Command Modes Z— EXEC (>)

¥rME EXEC (#)

Command History yy—2z TERE
Cisco IOS XE Fuji 16.9.2 ooy RPEAINE LR,

CiscoIOS XE Amsterdam 17.1.1 | ==~ RO IR EH S, HTTPH—D7 KL X & %
T AERPFTREIND IRV E LT,

CiscoIOS XE Amsterdam 17.2.1 | = o=~ ROHAINEE X, HTTP — D IPv6 7 K L
ANMFBREIND LT F LT,

Usage Guidelines Zd =z~ RiL, Cisco TrustSec RADIUS #— D7 KL R & AT — & ZEREZINET 5 DI
FEHTEET,

Cisco IOS XE Gibraltar 17.1.1 LAED Y UV — 2 TiX, ZDa<y ROHEDIZHTTP — D7 R
VAL AT —H AERBERSINET,

Cisco I0S XE Gibraltar 17.2.1 ABED Y V — 2 TliL, Z D a< 2 KO IZ HTTP ¥ — 30D IPv4
T RUVALILZIPV6 7 RLAREKRENE T,

Examples Cisco IOSXE Amsterdam 17.2.1 LAED Y U — &

RO show ctsserver-lit =<2 ROH I TIL, HTTP H— 3D IPv4 7 KL AEB LW
IPV6 7 RL AL FDAT — X AERNERINTWET,

Device> show cts server-list

HTTP Server-list:
Server Name : cts private server 0
Server State : ALIVE
IPv4 Address : 10.64.69.151

IPv6 Address : 2001:DB8:8086:6502::
IPv6 Address : 2001:db8::2

IPv6 Address : 2001:db8::402:99
IPv6 Address : 2001:DB8::802:16
Domain-name : ise-267.cisco.com
Trustpoint : cts_trustpoint 0
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Server Name
Server State
IPv4 Address
IPv4 Address
IPv6 Address
IPv6 Address
Domain-name
Trustpoint

: ALIVE

show cts server-list .

cts_private server 1

10.10.10.3
10.10.10.2
2001:db8::20
2001:db8::21
www.lse.cisco.com
cts_trustpoint 1

Cisco IOS XE Amsterdam 17.1.1

&K@ show ctsserver-list =< RO SFITIX, HTTP — & FD AT —Z ZEWM
FRENTWET,

Device> show cts server-list

HTTP Server-list:
Server Name: Http Server 1

Server Status:

DEAD

IPv4 Address: 10.78.105.148
IPv6 Address: Not Supported
Domain-name: http server l.ise.com

Port: 9063

Server Name: Http_ Server 2

Server Status:

ALIVE

IPv4 Address: 10.78.105.149
IPv6 Address: Not Supported

Domain-name: http server 2.ise.com
Status = ALIVE

Cisco IOSXE Amsterdam 17.1.1 L VW EiDO Y U — =R
R OFITIE, Cisco TrustSec RADIUS H— "D U X FBAFRINTWET,

Device> show cts server-list

CTS Server Radius Load Balance = DISABLED

Server Group Deadtime = 20 secs (default)
Global Server Liveness Automated Test Deadtime = 20 secs
Global Server Liveness Automated Test Idle Time = 60 mins

Global Server Liveness Automated Test = ENABLED (default)

Preferred list,

1 server(s):

*Server: 10.0.1.6, port 1812, A-ID 1100E046659D4275B644BF946EFA49CD

Status

ALIVE

auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs

Installed list:

ACSServerListl1-0001, 1 server(s):

*Server: 101.0.2.61, port 1812, A-ID 1100E046659D4275B644BF946EFA49CD

Status

= ALIVE

auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs

Related Commands

avy kR

58

address ipv4 (config-radius-server) [pAC 70 £3 5 =+ 7 (2[4 % RADIUS #— 07 %

UL 4 VB LU ST A— 5 ERELET
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. show cts server-list

Cisco TrustSec |

avy kR

Bl

pac key

PAC 55— & E L £,
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show cts sxp .

show cts sxp

CiscoTrustSec ¥ X = U7 4 F —7 %7 (SGT) A7 v k=2, (CTS-SXP) i £ 7213415
JLIP & SGT O~ v B> i A F T 512X, =—V% EXEC &— N E 72135 EXEC E— R
Tshowctssxp 2~ > REHHLET,

show cts sxp {connections[brief | vrf instance-name] | filter-group [detailed | global | listener
| speaker ] | filter-list filter-list-name | sgt-map [brief | vrf instance-name]} [brief | vrf
instance-name]

Syntax Description

Command Default

Command Modes

connections Cisco TrustSec SXP #k DIF &2 F£R L E T,
brief (fE%&) SXP fEMOEMI 2 TR LET,
vrf instance-name (f£3#&) #57€ L7= Virtual Routing and Forwarding (VRF) A

VAR AD SXP IEHREFRTRLET,

filter-group {detailed | global | ) 7ANEZ I N—FEREFRLET,

listener | speaker }

filter-list filter-list-name (FER) 740XV R MERERRLET,

sgt-map (EE) SXPRHETZELIIP &£ SGTO~ v B T A%
~LET,

L

2—4F EXEC (>) %7 EXEC (#)

Command History

Examples

1)1)—= EERNE
Cisco I0S XE Fuji ZThavwy RPREAINE LA,
16.9.2

RIZ, brief F—U— FZ2iH LT SXP #fi a4 Fnd 262~ LET,

Device# show cts sxp connection brief

SXP : Enabled

Default Password : Set

Default Source IP: Not Set
Connection retry open period: 10 secs
Reconcile period: 120 secs
Retry open timer is not running

Peer IP Source_ IP Conn Status Duration
10.10.10.1 10.10.10.2 On 0:00:02:14 (dd:hr:mm:sec)
10.10.2.1 10.10.2.2 On 0:00:02:14 (dd:hr:mm:sec)
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. show cts sxp

Total num of SXP Connections = 2

RIZ, CTS-SXP #fea Fard o0 ar~LET,

Device# show cts sxp connections

SXP : Enabled

Default Password : Set

Default Source IP: Not Set
Connection retry open period: 10 secs
Reconcile period: 120 secs
Retry open timer is not running

Peer IP : 10.10.10.1
Source IP : 10.10.10.2
Set up : Peer

Conn status : On
Connection mode : SXP Listener
Connection inst# : 1

TCP conn fd : 1

TCP conn password: not set (using default SXP password)

Duration since last state change: 0:00:01:25 (dd:hr:mm:sec)

Peer IP : 10.10.2.1
Source IP : 10.10.2.2
Set up : Peer

Conn status : On
Connection mode : SXP Listener
TCP conn fd I

TCP conn password: not set (using default SXP password)

Duration since last state change: 0:00:01:25 (dd:hr:mm:sec)

Total num of SXP Connections = 2

Cisco TrustSec |

WIZ, TNNAANAE =T —L U A F—0DM 5 Th DA TP iR D CTS-SXP £

fee ZRT DPlemLET,

Device# show cts sxp connections

SXP : Enabled

Highest Version Supported: 4

Default Password : Set

Default Source IP: Not Set

Connection retry open period: 120 secs
Reconcile period: 120 secs

Retry open timer is running

Peer IP : 2.0.0.2

Source IP 1.0.0.2

Conn status : On (Speaker) :: On (Listener)
Conn version : 4

Local mode : Both

Connection inst# : 1

TCP conn fd : 1(Speaker) 3 (Listener)

TCP conn password: default SXP password

Duration since last state change: 1:03:38:03 (dd:hr:mm:sec)

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) A< > K!)J7L VX
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| Cisco TrustSec
show cts sxp .

RIZ, SXP A B — 1 —~DEH D EIWT S 472 CTS-SXP U A F—M 6D B~ L E
9, BEILIP L SGTO~ v B 71X 1200 (HIBROKR— NV RE T 2 A ~—DFT 7 %
v ME) ORISR ET,

Device# show cts sxp connections

SXP : Enabled

Default Password : Set

Default Source IP: Not Set
Connection retry open period: 10 secs
Reconcile period: 120 secs
Retry open timer is not running

Peer IP : 10.10.10.1
Source IP : 10.10.10.2

Set up : Peer

Conn status : Delete Hold Down
Connection mode : SXP Listener
Connection inst# : 1

TCP conn fd : -1

TCP conn password: not set (using default SXP password)
Delete hold down timer is running
Duration since last state change: 0:00:00:16 (dd:hr:mm:sec)

Peer IP : 10.10.2.1
Source IP : 10.10.2.2
Set up : Peer

Conn status : On
Connection inst# : 1

TCP conn fd : 2

TCP conn password: not set (using default SXP password)
Duration since last state change: 0:00:05:49 (dd:hr:mm:sec)
Total num of SXP Connections = 2

Related Commands avw> kR £iBA

cts sxp connection peer | Cisco TrustSecSXP E'7 DIP T KL A& AN L. BT HEIC /AT —
REMHT 50 E 0 ERELET,

ctssxp default password | Cisco TrustSec SXP DF 7 4 /L h/SZA T — REFRELE T,

cts sxp default source-ip | Cisco TrustSec SXP DEE L IPVvE 7 RL A/ EL T,

cts sxp enable 5 /34 AT Cisco TrustSec SXP ZA%hic L E 1,

ctssxp log IPL SGT DA T 4 v T OEROuX Y 72 LET,

cts sxp reconciliation Cisco TrustSec SXP DIFIFHAMI AL E L 7,

ctssxp retry Cisco TrustSec SXP D FRITHIMI # 4 ~— %L H L £7,
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Cisco TrustSec |
. show platform hardware fed switch active fwd-asic resource tcam utilization

show platform hardware fed switch active fwd-asic resource
tcam utilization

ASIC ® CAM fEH#IEH A KT 2I12I%, KM EXEC £ — R T show platform hardware fed
switch active fwd-asic resource tcam utilization =< > RZ&2{#EHA L £9°,

show platform hardware fed switch active fwd-asic resource tcam utilization [ asic-number ] [

dice-id ]
-3 QOB L); asic-number ASICEZZFRmLET, ARRMEOE I
0~77T9,
dice-id ATARZT ORI ER T LET,
ATV R E—FR F#HE EXEC (#)
avy FERE 1)1)—=x EEAR
Cisco I0S XE Fuji 16.9.1 ooy RREAINE L,

Bl &IZ. show platform hardware fed switch active fwd-asic resource tcam utilization =~

Y RO Z R L ET,

Device# enable
Device# show platform hardware fed switch active fwd-asic resource tcam utilization

CAM Utilization for ASIC [0]

Table Subtype Dir Max Used $Used V4 Ve
MPLS Other

Mac Address Table EM I 32768 25 0.08% 0 0
0 25

Mac Address Table TCAM I 1024 22 2.15% 0 0
0 22

L3 Multicast EM I 8192 0 0.00% 0 0
0 0

L3 Multicast TCAM I 512 9 1.76% 3 6
0 0

L2 Multicast EM I 8192 0 0.00% 0 0
0 0

L2 Multicast TCAM I 512 11 2.15% 3 8
0 0

IP Route Table EM I 24576 14 0.06% 13 0
1 0

IP Route Table TCAM I 8192 30 0.37% 11 16
2 1

Q0S ACL TCAM I0 5120 85 1.66% 28 38
0 19

TCAM I 45 0.88% 15 20
0 10
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show platform hardware fed switch active fwd-asic resource tcam utilization .

TCAM ¢ 40 0.78% 13 18
0 9
Security ACL TCAM I0 5120 131 2.56% 26 60
0 45
TCAM I 88 1.72% 12 36
0 40
TCAM ¢ 43 0.84% 14 24
0 5
Netflow ACL TCAM I 256 6 2.34% 2 2
0 2
PBR ACL TCAM I 1024 36 3.52% 30 6
0 0
Netflow ACL TCAM ¢ 768 6 0.78% 2 2
0 2
Flow SPAN ACL TCAM IO 1024 13 1.27% 3 6
0 4
TCAM I 5 0.49% 1 2
0 2
TCAM ¢ 8 0.78% 2 4
0 2
Control Plane TCAM I 512 290 56.64% 138 106
0 46
Tunnel Termination TCAM I 512 22 4.30% 9 13
0 0
Lisp Inst Mapping TCAM I 2048 2 0.10% 0 0
0 2
Security Association TCAM I 256 4 1.56% 2 2
0 0
CTS Cell Matrix/VPN
Label EM ¢ 8192 0 0.00% 0 0
0 0
CTS Cell Matrix/VPN
Label TCAM ¢ 512 1 0.20% 0 0
0 1
Client Table EM I 4096 0 0.00% 0 0
0 0
Client Table TCAM I 256 0 0.00% 0 0
0 0
Input Group LE TCAM I 1024 0 0.00% 0 0
0 0
Output Group LE TCAM o] 1024 0 0.00% 0 0
0 0
Macsec SPD TCAM I 256 2 0.78% 0 0
0 2

W7 40—V ROBEMKIZEB T,

EEa<w ok avyk Ll

show platform hardware fed switch active fwd-asic BUED CAM 7T — 7 NV ERRLET,
resour ce tcam table

show platform har dware fed switch active fwd-asic HAED CAM Off Fkin 2R LET,
resour ce tcam usage
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Cisco TrustSec |
. show platform hardware fed switch active sgacl resource usage

show platform hardware fed switch active sgacl resource usage

FEE B EMEI (ASIC) OkXa VT J—F T /78R arba—1 JR R
(SGACL) DV Y —AfEHAERRT 51X, FiHE EXEC £ — KT show platform hardware fed
switch active sgacl resourceusage =1~ > K& H L 9,

show platform hardware fed switch active sgacl resource usage

B DEREA usage SGACL V ¥ — 2 Dff ki 2 Fr LET,
Av YR E—FR e EXEC (#)
vy FERE )1)—=x EEANE
Cisco I0S XE Fuji 16.9.1 Zoavy RRHEAINE L,
i &KIZ, show platform hardware fed switch active sgacl resource usage =~ > K@ Hi 734l
ERLET,

Device# enable
Device# show platform hardware fed switch active sgacl resource usage

SGACL RESOURCE DETAILS ASIC :#0

Percent Thresholds
Hardware Resource MAX Used Used Upper Lower
CTS Cell Matrix Config : 80 70
CTS Cell Matrix Entries : 8192 0 0 Normal
CTS Cell Overflow Entries : 512 1 0
Policy Configuration : 80 70
Policy Entries : 256 3 1 Normal
DGT Config : 80 70
DGT Entries : 4096 0 0 Normal
Security ACL Configured : 80 70
Security ACL Entries : 5120 131 2 Normal
Total Percent
SGACL TCAM Entries Used Used
Output PRE SGACL : 4 12
Output SGACL : 0 0
Output SGACL DEFAULT : 0 0
Device#

W7 44—V ROBEWKIZABE T,
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show platform software classification switch active F0 class-group-manager class-group client acl all .

show platform software classification switch active F0
class-group-manager class-group client acl all

Ternary Content Addressable Memory (TCAM) x> b U OFERIZHHEIND ACL 7 7 A7 )L—
71D &R T HI21E, FiME EXEC & — KT show platform software classification switch active
FO class-group-manager class-group client acl all =~ > R&EH L £,

show platform softwar e classification switch active FO class-group-manager class-group client acl

all
X DERRA class-group-manager IIGAITN—T 2= R R LET,
class-group ITATN—TFm LET,
all FTRCDI TATNV—TDACLY T AT —
7D Z#FKRLET,
avY RE—FK ¥#HE EXEC (#)
Qv RERE 1y —2 EEARAR
Cisco 10S XE Fuji 16.9.1 oavy RRNEASHE L,
£l

RIZ., show platform softwar e classification switch active FO class-gr oup-manager
class-group client acl all =~ > ROl %R~ L £7,

Device#show platform software classification switch active FO0 class-group-manager
class-group client acl all

QFP classification class client all group
class-group [ACL-GRP:273]
class-group [ACL-GRP:529]

class-group [ACL-GRP:801]

74— FOEWIZEFTY,

BEaT KR avyU kR i1 B

show platform softwar e classification switch active FO | ¥55g Xiv7= 7 5 2 7 —7d ACL 7 5

class-group-manager class-group client acl name 2T N—FEREF TR UET,
class-group name

show platform softwar e classification switch active FO | fs g 7= 27 5 A7 L—7®D ACL 7 5

class-group-manager class-group client acl class-group | = 7 L — 7l % %5 L £,
id
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. show platform software cts forwarding-manager switch active F0 port

Cisco TrustSec |

show platform software cts forwarding-manager switch active

FO port

AT R—V v A =T = A AD CTS [F# & F£RT 21213, Kt EXEC &— T show
platform software cts forwar ding-manager switch active FOport =2~ > R&fEH L £7,

show platform software cts forwar ding-manager switch active FO port

B DEREA

aAvU kR E—F

FO Embedded Service Processor A 2 > |k 0,

port JR— RCTSAT—HX AZHKRLET,

et EXEC (#)

avy FERE

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) A< > K!)J7L VX

)1)—2R

EEAE

Cisco IOS XE Fuji 16.9.1

Zoavry FREASHELE,

1

&IZ. show platform softwar e ctsforwar ding-manager switch active FOport =~ > KD H 5 %

RLET,

Device#show platform software cts forwarding-manager switch active FO0 port

Forwarding Manager Interfaces CTS Information

CTS Enable

Trusted

Propagate

SGT value

GigabitEthernetl/0/1
GigabitEthernetl1l/0/3
GigabitEthernetl/0/4
GigabitEthernetl1/0/5
GigabitEthernetl1l/0/6
GigabitEthernetl/0/7
GigabitEthernetl1l/0/8
GigabitEthernet1/0/9
GigabitEthernetl1/0/10
GigabitEthernetl1/0/11
GigabitEthernetl1/0/12
GigabitEthernetl1/0/13
GigabitEthernetl1/0/14
GigabitEthernetl1/0/15
GigabitEthernetl1/0/16
GigabitEthernetl1/0/17
GigabitEthernetl1/0/18
GigabitEthernetl1/0/19
GigabitEthernetl1/0/20
GigabitEthernetl1/0/21
GigabitEthernetl1/0/22
GigabitEthernetl1/0/23
GigabitEthernetl1/0/24
GigabitEthernetl1/0/25

O O O OO OO OOOOO0O0O0O0O0OoO0ooooooo

O O O OO OO OOOOOO0O0O0O0OoOOooooooo

O O O OO OO OOOOOO0O0O0O0OoO0ooooooo

O O O OO OO OOOOOO0O0O0O0OoOOooooooo



| Cisco TrustSec
show platform software cts forwarding-manager switch active F0 port .

GigabitEthernetl/0/26 102 0 0 0 0
GigabitEthernetl/0/27 103 0 0 0 0
GigabitEthernetl/0/28 104 0 0 0 0
GigabitEthernetl1/0/29 105 0 0 0 0
GigabitEthernetl/0/30 106 0 0 0 0
GigabitEthernetl1/0/31 107 0 0 0 0
GigabitEthernetl/0/32 108 0 0 0 0
GigabitEthernetl/0/33 109 0 0 0 0
GigabitEthernetl/0/34 110 0 0 0 0
GigabitEthernetl/0/35 111 0 0 0 0
GigabitEthernetl/0/36 112 0 0 0 0
GigabitEthernetl/0/37 113 0 0 0 0
GigabitEthernetl1/0/38 114 0 0 0 0
GigabitEthernetl/0/39 115 0 0 0 0
GigabitEthernetl/0/40 116 0 0 0 0
GigabitEthernetl/0/41 117 0 0 0 0
Forwarding Manager Interfaces CTS Information

Name ID CTS Enable Trusted Propagate SGT value
GigabitEthernetl/0/42 118 0 0 0 0
GigabitEthernetl/0/43 119 0 0 0 0
GigabitEthernetl/0/44 120 0 0 0 0
GigabitEthernetl/0/45 121 0 0 0 0
GigabitEthernetl/0/46 122 0 0 0 0
GigabitEthernetl/0/47 123 0 0 0 0
GigabitEthernetl/1/1 125 0 0 0 0
GigabitEthernetl/1/2 126 0 0 0 0
GigabitEthernetl/1/3 127 0 0 0 0
GigabitEthernetl/1/4 128 0 0 0 0
TenGigabitEthernetl/1/1 129 0 0 0 0
TenGigabitEthernetl/1/2 130 0 0 0 0
TenGigabitEthernetl/1/3 131 0 0 0 0
TenGigabitEthernetl/1/4 132 0 0 0 0
TenGigabitEthernetl/1/5 133 0 0 0 0
TenGigabitEthernetl/1/6 134 0 0 0 0
TenGigabitEthernetl/1/7 135 0 0 0 0
TenGigabitEthernetl/1/8 136 0 0 0 0
FortyGigabitEthernetl/1/1 137 0 0 0 0
FortyGigabitEthernetl/1/2 138 0 0 0 0
TwentyFiveGigEl/1/1 139 0 0 0 0
TwentyFiveGigEl/1/2 140 0 0 0 0
AppGigabitEthernetl/0/1 141 0 0 0 0
GigabitEthernet2/0/1 142 1 0 0 0
GigabitEthernet2/0/2 143 0 0 0 0
GigabitEthernet2/0/3 144 0 0 0 0
GigabitEthernet2/0/4 145 0 0 0 0
GigabitEthernet2/0/5 146 0 0 0 0
GigabitEthernet2/0/6 147 0 0 0 0
GigabitEthernet2/0/7 148 0 0 0 0
GigabitEthernet2/0/8 149 0 0 0 0
GigabitEthernet2/0/9 150 0 0 0 0
GigabitEthernet2/0/10 151 0 0 0 0
GigabitEthernet2/0/11 152 0 0 0 0
GigabitEthernet2/0/12 153 0 0 0 0
GigabitEthernet2/0/13 154 0 0 0 0
GigabitEthernet2/0/14 155 0 0 0 0
GigabitEthernet2/0/15 156 0 0 0 0
GigabitEthernet2/0/16 157 0 0 0 0
GigabitEthernet2/0/17 158 0 0 0 0
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Cisco TrustSec |
. show platform software cts forwarding-manager switch active F0 port

Forwarding Manager Interfaces CTS Information

Name ID CTS Enable Trusted Propagate SGT value
GigabitEthernet2/0/18 159 0 0 0 0
GigabitEthernet2/0/19 160 0 0 0 0
GigabitEthernet2/0/20 161 0 0 0 0
GigabitEthernet2/0/21 162 0 0 0 0
GigabitEthernet2/0/22 163 0 0 0 0
GigabitEthernet2/0/23 164 0 0 0 0
GigabitEthernet2/0/24 165 0 0 0 0
GigabitEthernet2/0/25 166 0 0 0 0
GigabitEthernet2/0/26 167 0 0 0 0
GigabitEthernet2/0/27 168 0 0 0 0
GigabitEthernet2/0/28 169 0 0 0 0
GigabitEthernet2/0/29 170 0 0 0 0
GigabitEthernet2/0/30 171 0 0 0 0
GigabitEthernet2/0/31 172 0 0 0 0
GigabitEthernet2/0/32 173 0 0 0 0
GigabitEthernet2/0/33 174 0 0 0 0
GigabitEthernet2/0/34 175 0 0 0 0
GigabitEthernet2/0/35 176 0 0 0 0
GigabitEthernet2/0/36 177 0 0 0 0
GigabitEthernet2/0/37 178 0 0 0 0
GigabitEthernet2/0/38 179 0 0 0 0
GigabitEthernet2/0/39 180 0 0 0 0
GigabitEthernet2/0/40 181 0 0 0 0
GigabitEthernet2/0/41 182 0 0 0 0
GigabitEthernet2/0/42 183 0 0 0 0
GigabitEthernet2/0/43 184 0 0 0 0
GigabitEthernet2/0/44 185 0 0 0 0
GigabitEthernet2/0/45 186 0 0 0 0
GigabitEthernet2/0/46 187 0 0 0 0
GigabitEthernet2/0/47 188 0 0 0 0
GigabitEthernet2/1/1 190 0 0 0 0
GigabitEthernet2/1/2 191 0 0 0 0
GigabitEthernet2/1/3 192 0 0 0 0
GigabitEthernet2/1/4 193 0 0 0 0
TenGigabitEthernet2/1/1 194 0 0 0 0
TenGigabitEthernet2/1/2 195 0 0 0 0
TenGigabitEthernet2/1/3 196 0 0 0 0
TenGigabitEthernet2/1/4 197 0 0 0 0
TenGigabitEthernet2/1/5 198 0 0 0 0
TenGigabitEthernet2/1/6 199 0 0 0 0
Forwarding Manager Interfaces CTS Information

Name ID CTS Enable Trusted Propagate SGT value
TenGigabitEthernet2/1/7 200 0 0 0 0
TenGigabitEthernet2/1/8 201 0 0 0 0
FortyGigabitEthernet2/1/1 202 0 0 0 0
FortyGigabitEthernet2/1/2 203 0 0 0 0
TwentyFiveGigE2/1/1 204 0 0 0 0
TwentyFiveGigE2/1/2 205 0 0 0 0
AppGigabitEthernet2/0/1 206 0 0 0 0
GigabitEthernetl/0/2 213 0 0 0 0

ROFIZ, ZOHNTRIRSNDEERT 4 —/V FOBHAZRLET,
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show platform software cts forwarding-manager switch active F0 port .

%= 7: show platform software cts forwarding-manager switch active F0 port D 7 « — )L K DB

J4—I)L |

K

Name A B —T A ADLHI,
ID A2 —T7 A A 1D,
CTS CTS DRAT—H A,
Enable

Trusted A B =T 2 ADEBPAT —HZ A,

Propagate | 4 L ¥ —7 = {4 ADREAT —HX A,

SGT value | SGT D1,
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Cisco TrustSec |
. show platform software cts forwarding-manager switch active FO

show platform software cts forwarding-manager switch active
FO

X2 VT 4 I N—T LT (SGT) A v RT—T NEFRT HITIE, FiHE EXEC E— KT
show platform softwar e cts forwar ding-manager switch activeFO =~ > K& L £,

show platform software cts forwar ding-manager switch active FO

X DERHA FO Embedded Service Processor A 2 v ~ 0 Z3&IR L £,

avy R E—FK Rt EXEC (#)

avy FEREE Jiy—=x EERNE
Cisco I0S XE Fuji 16.9.1 Zhoa~vry RBREAINE L,
451

&IZ., show platform softwar e ctsforwar ding-manager switch active FO ==~ > KO H Iz~ L
iﬁ‘o

Device#show platform software cts forwarding-manager switch active FO
SGT Binding Table

Number of bindings: 1

2.2.2.2/32

SGT Src: 2

SGT Dst: 2

SGT Binding Table

W7 44—V ROBEMKIZEBE T,

BEav R avw R A

%

show platfor m softwar e ctsforwar ding-manager switch | ;R— ~ CTS A5 — & 2% F < LET,
active FO port

show platfor m softwar e ctsforwar ding-manager switch | SGACL ¥E[E & FE = LE 7,
active FO permissions
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show platform software cts forwarding-manager switch active FO permissions .

show platform software cts forwarding-manager switch active
FO permissions

YX2 VT4 FN—F T EX artu—i UL (SGACL) OMHERZFRT HIIE.
¥é EXEC & — KT show platform software cts forwar ding-manager switch active FO per missions
avy REFEHLET,

show platform software cts forwarding-manager switch active FO per missions

EX DA FO Embedded Service Processor A2 v ~ 0 28R L £4,

permissons SGACL kiR #= L £7,

avY RE—FK ¥iHE EXEC (#)
Qv RERE J1y—2= EERE
Cisco 10S XE Fuji 16.9.1 Zoavwy RPREAINE L,
1
&IZ. show platform softwar e cts forwar ding-manager switch active FO permissions 2~ > R®
OBl ~LET,

Device#show platform software cts forwarding-manager switch active FO permissions

Forwarding Manager CTS permissions Information

sgt dgt ACL Group Name
4 2 V4SGACL7100

65535 65535 V4SGACL8100

65535 65535 V6SGACL9100

ROFIZ, ZOHNTERIRENDEHERT 4=/ FOBAZRLET,

3 8: show platform software cts forwarding-manager switch active FO permissions ® 7 « — )L K DB

J4—ILFK sBA
sgt EETLTN—T T,
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. show platform software cts forwarding-manager switch active F0 permissions

dgt

Bl I N—T 27,

ACL Group
Name

ACL Z Vv — 7 D4,

E\ILJ‘O
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show platform software fed switch active acl counters hardware | inc SGACL .

show platform software fed switch active acl counters
hardware | inc SGACL

TH T =T AT TV RIANDLDOH Y X EFKrT HITIE, FiHE EXEC E— KT
show platform softwar e fed switch active acl countershardware|inc SGACL =2~ > K& L &

TO

show platform software fed switch active acl counters hardware | inc SGACL

BXDERA

avU R E—F

counters o2 EREFRRLET,

hardware ~N— R Ko =7 Hh 7o 2 E2FRLET,

include  fFE SN FINC BT 1T EDET,

e ME EXEC (#)

avy FERE

U y—=2 LERE
Cisco I0S XE Fuji 16.9.1 Toawy RBREASRE LR,
151

Iz, show platform softwarefed switch active acl countershardware|inc SGACL =~ > RO
TR LUET,

Device# show platform software fed switch active acl counters hardware | inc SGACL

Egress IPv4 SGACL Drop (0x3£000061) : 0 frames
Egress IPv6 SGACL Drop (0x13000062) : 0 frames
Egress IPv4 SGACL Test Cell Drop (0xd2000063): 0 frames
Egress IPv6 SGACL Test Cell Drop (0x40000064): 0 frames
Egress IPv4 Pre SGACL Forward (0x2c000067) : 0 frames
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Cisco TrustSec |
. show platform software fed switch active acl usage

show platform software fed switch active acl usage

X2 VT4 IN—T T Aar ba—/L U AL (SGACL) ORI E RRT DI,
¥5HE EXEC & — K C show platform software fed switch activeacl usage =~ > Kz L £,

show platform software fed switch active acl usage

BX DA usage ACL ORI AFR T LET,

avy R E—FK it EXEC (#)

avy RERE 1)1)—= EERNE
Cisco I0S XE Fuji 16.9.1 Zha~vr RBREAINE L,
5l

&IZ, show platform software fed switch activeacl usage =~ > FOH 2R L ET,

Device# show platform software fed switch active acl usage
FHAH R HH A AR A A R

FHERHHHH FHAH A RS
FHEHHHH Printing Usage Infos FHEF AR
FHESHHHH FHAH A RS

FHEHFHHH A AR R R
##### ACE Software VMR max:196608 used:282
FHEHFHH AR A AR A R

Feature Type ACL Type Dir Name Entries
Used

SGACL IpV4 Egress V4SGACL7100 2

Feature Type ACL Type Dir Name Entries
Used

SGACL_CATCHALL IpV4 Egress V4SGACL8100 1

Feature Type ACL Type Dir Name Entries
Used

SGACL_CATCHALL IPVG6 Egress V6SGACL9100 1

7 4 — N FOBEWIZEPITT,
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show platform software fed switch active ifm mappings .

show platform software fed switch active ifm mappings

show platform software fed switch active ifm mappings

BXDEREA ifm AVE—T 2 A A=V ¥ EREFRTILET,

Mappings f v 51— x A A= KD = T ~D y B /e R LET,

avY RE—FR ¥5HE EXEC (#)

avy FERE 1)1y —= EEHNE

Cisco 10S XE Fuji 16.9.1

Ioavwy RPREAINE L,

1

&IZ, show platform software fed switch activeifm mappings =~ > FOH 1l Z R L E T,

Device#show platform software fed switch active ifm mappings

Interface IF_ID Inst Asic Core Port SubPort Mac
Active

GigabitEthernet3/0/1 Oxa 1 0 1 0 0 26
Gi;abitEthernet3/O/2 Oxb 1 0 1 1 0 6

Gi;abitEthernet3/O/3 Oxc 1 0 1 2 0 28
Gi;abitEthernet3/O/4 0xd 1 0 1 3 0 27
Gi;abitEthernet3/O/5 Oxe 1 0 1 4 0 30
Gi;abitEthernet3/O/6 Oxf 1 0 1 5 0 29
Gi;abitEthernet3/O/7 0x10 1 0 1 6 0 32
Gi;abitEthernet3/O/8 0x11 1 0 1 7 0 31
Gi;abitEthernet3/O/9 0x12 1 0 1 8 0 19
Gi;abitEthernet3/O/1O 0x13 1 0 1 9 0 5

GiéabitEthernet3/O/11 0x14 1 0 1 10 0 21
Gi;abitEthernet3/O/12 0x15 1 0 1 11 0 20
Gi;abitEthernet3/O/13 0x16 1 0 1 12 0 23
GiéabitEthernet3/O/14 0x17 1 0 1 13 0 22
Gi;abitEthernet3/O/15 0x18 1 0 1 14 0 25
Gi;abitEthernet3/O/16 0x19 1 0 1 15 0 24
GiéabitEthernet3/O/17 Oxla 1 0 1 16 0 12

Y

Cntx LPN GPN Type

6

10

11

12

13

14

15

16

17

18

19

20

21

22

1

10

11

12

13

14

15

16

17

193

194

195

196

197

198

199

200

201

202

203

204

205

206

207

208

209

NIF

NIF

NIF

NIF

NIF

NIF

NIF

NIF

NIF

NIF

NIF

NIF
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. show platform software fed switch active ifm mappings

GigabitEthernet3/0/18 O0x1b 1 0 1 17 0 4 23 18 210 NIF
Gi;abitEthernet3/O/19 Oxlc 1 0 1 18 0 14 24 19 211 NIF
Gi;abitEthernet3/O/2O 0x1d 1 0 1 19 0 13 25 20 212 NIF
Gi;abitEthernet3/O/21 Oxle 1 0 1 20 0 16 26 21 213 NIF
Gi;abitEthernet3/O/22 Ox1f 1 0 1 21 0 15 27 22 214 NIF
Gi;abitEthernet3/O/23 0x20 1 0 1 22 0 18 28 23 215 NIF
Gi;abitEthernet3/O/24 0x21 1 0 1 23 0 17 29 24 216 NIF
Gi;abitEthernet3/O/25 0x22 0 0 0 24 0 26 6 25 217 NIF
Gi;abitEthernet3/O/26 0x23 0 0 0 25 0 6 7 26 218 NIF
Gi;abitEthernet3/O/27 0x24 0 0 0 26 0 28 8 27 219 NIF
Gi;abitEthernet3/O/28 0x25 0 0 0 27 0 27 9 28 220 NIF
Gi;abitEthernet3/O/29 0x26 0 0 0 28 0 30 10 29 221 NIF
Gi;abitEthernet3/O/3O 0x27 0 0 0 29 0 29 11 30 222 NIF
Gi;abitEthernet3/O/31 0x28 0 0 0 30 0 32 12 31 223 NIF
Gi;abitEthernet3/O/32 0x29 0 0 0 31 0 31 13 32 224 NIF
Gi;abitEthernet3/O/33 0x2a 0 0 0 32 0 19 14 33 225 NIF
Gi;abitEthernet3/O/34 0x2b 0 0 0 33 0 5 15 34 226 NIF
Gi;abitEthernet3/O/35 0x2c 0 0 0 34 0 21 16 35 227 NIF
Gi;abitEthernet3/O/36 0x2d 0 0 0 35 0 20 17 36 228 NIF
Gi;abitEthernet3/O/37 0x2e 0 0 0 36 0 23 18 37 229 NIF
Gi;abitEthernet3/O/38 0x2f 0 0 0 37 0 22 19 38 230 NIF
Gi;abitEthernet3/O/39 0x30 0 0 0 38 0 25 20 39 231 NIF
Gi;abitEthernet3/O/4O 0x31 0 0 0 39 0 24 21 40 232 NIF
Gi;abitEthernet3/O/41 0x32 0 0 0 40 0 12 22 41 233 NIF
Gi;abitEthernet3/O/42 0x33 0 0 0 41 0 4 23 42 234 NIF
Gi;abitEthernet3/O/43 0x34 0 0 0 42 0 14 24 43 235 NIF
Gi;abitEthernet3/O/44 0x35 0 0 0 43 0 13 25 44 236 NIF
Gi;abitEthernet3/O/45 0x36 0 0 0 44 0 16 26 45 237 NIF
Gi;abitEthernet3/O/46 0x37 0 0 0 45 0 15 27 46 238 NIF
Gi;abitEthernet3/O/47 0x38 0 0 0 46 0 18 28 47 239 NIF
Gi;abitEthernet3/O/48 0xd8 0 0 0 47 0 17 29 48 240 NIF
Gi;abitEthernet3/l/l 0x3a 1 0 1 48 0 3 4 49 241 NIF
N
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GigabitEthernet3/1/2
N
GigabitEthernet3/1/3
N
GigabitEthernet3/1/4
N
TenGigabitEthernet3/1/1
N
TenGigabitEthernet3/1/2
N
TenGigabitEthernet3/1/3
N
TenGigabitEthernet3/1/4
N
TenGigabitEthernet3/1/5
N
TenGigabitEthernet3/1/6
N
TenGigabitEthernet3/1/7
N
TenGigabitEthernet3/1/8
N

FortyGigabitEthernet3/1/1

N

FortyGigabitEthernet3/1/2

N
TwentyFiveGigE3/1/1

N
TwentyFiveGigE3/1/2

N
AppGigabitEthernet3/0/1

Y

0x3b

0x3c

0x3d

0x3e

0x3f

0x40

0x41

0x42

0x43

0x44

0x45

0x46

0x47

0x48

0x49

Ox4a

show platform software fed switch active ifm mappings .

1 49
0 50
0 51
1 52
1 53
1 54
1 55
0 56
0 57
0 58
0 59
1 60
0 61
1 62
0 63
1 24

11

ROFIZ, ZOHNTRIRSNDEERT 4 —/V OB ZRLET,

5 9: show platform software fed switch active ifm mappings D 7 4 —)L F®

30

Z4—I)L |t
ke
Interface | A4 L &% —7 = 4 2D HI,

IF_ID A F =T A XD,

Inst A VAL A D,

Asic ASIC &5,

Core a7 EKE.

Port A =T oA ADK— hEZ,
SubPort |47 R— F D%k,

MAC MAC 7 KL A,

LPN ASIC N B —H )ViR— &=,

GPN AL v FND T B—r Ly ZT B,

50

51

52

53

54

55

56

57

58

59

60

61

62

63

64

65

242

243

244

245

246

247

248

249

250

251

252

253

254

255

256

257

NIF

NIF

NIF

NIF

NIF

NIF

NIF

NIF

NIF

NIF
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. show platform software fed switch active ifm mappings

B AT

A B —=T A ADEA T,

TITA

AEB—T 2 A ADAT—BR (T ITF4T1BET 77 47)
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show platform software fed switch active ip route .

show platform software fed switch active ip route

IP V— MEHREZF T HI2IE. FiME EXEC &— KT show platform software fed switch activeip
route 2~ REEHALET,

show platform software fed switch activeip route

X DERA ip Pavry REZIFANET,

route TpPv4iizikfFMR-— A (FIB) DOz~ LE 7,

avY R E-F ¥i#E EXEC (#)

avy FNEE )1)—x EERE
Cisco I0S XE Fuji 16.9.1 ZOawry RPREAINE L,
451

iz, show platform software fed switch activeip route =~ > ROl &2~ L £7,

Device# show platform software fed switch active ip route

vrf dest htm flags SGT DGID

MPLS Last-modified SecsSinceHit

2 0.0.0.0/0 0x78£2£fd3488a8 0x0 0 0
2023/03/14 06:38:18.684 1

2 127.0.0.0/8 0x78£2£d351508 0x0 0 0
2023/03/14 06:38:18.687 1

2 255.255.255.255/32 0x78f2fd34ebd8 0x0 0 0
2023/03/14 06:38:18.686 1

2 240.0.0.0/4 0x78£f2£fd350828 0x0 0 0
2023/03/14 06:38:18.686 1

2 0.0.0.0/32 0x78f2fd34cd88 0x0 0 0
2023/03/14 06:38:18.685 1

2 0.0.0.0/8 0x78£2£d350e98 0x0 0 0
2023/03/14 06:38:18.686 1

0 0.0.0.0/0 0x78£2£d345388 0x0 0 0
2023/03/14 06:39:09.383 352

0 9.24.0.0/32 0x78f2fd33elc8 0x0 0 0
2023/03/14 06:38:38.930 1

0 9.24.0.1/32 0x78£2fd33a5e8 0x0 0 0
2023/03/14 06:39:09.390 5

0 127.0.0.0/8 0x78£2£d3501b8 0x0 0 0
2023/03/14 06:38:18.686 1

0 255.255.255.255/32 0x78f2fd34c478 0x0 0 0
2023/03/14 06:38:18.685 1

0 2.2.2.2/32 0x78f2fd3568e8 0x0 2 1
2023/03/14 06:39:09.383 1

0 9.24.255.255/32 0x78f2fd344838 0x0 0 0
2023/03/14 06:38:38.931 1

0 10.64.69.164/32 0x78f2fd33fac8 0x0 0 0
2023/03/14 06:39:09.383 1

0 10.77.128.69/32 0x78f2fd3420a8 0x0 0 0
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. show platform software fed switch active ip route

2023/03/14 06:39:09.383 1

0 240.0.0.0/4 0x78£2£d34£4d8 0x0
2023/03/14 06:38:18.686 1

0 10.106.26.249/32 0x78£2£d3399a8 0x0
2023/03/14 06:39:09.383 1

0 0.0.0.0/32 0x78£2£fd34a768 0x0
2023/03/14 06:38:18.685 1

0 9.24.23.30/32 0x78£2£d1£2078 0x0
2023/03/14 06:38:38.930 24

0 9.24.0.0/16 0x78£f2fd33af48 0x0
2023/03/14 06:38:38.930 1

0 0.0.0.0/8 0x78£2£fd34£fb48 0x0
2023/03/14 06:38:18.686 1

ROFIZ, ZOHNTRIRSNDEERT 4 —/V OB ZRLET,

3% 10: show platform software fed switch active ip route 7 « —)L FDERBA

J4—JL |E%EH

K
vrf VRF ID,

dest ST KL A,

htm PL—brDNy 2T =TI —% ATy hiRA U H,
SGT X2 VT4 IN—=T R,

DGID B e # 7 1D,

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) A< > K!)J7L VX
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show platform software fed switch active sgacl detail .

show platform software fed switch active sgacl detail

RY o —EROD T MER L LB a— Ll AT — X 2% FonT HI21E. BiHEEXEC
= — T show platform software fed switch active sgacl detail =~ > & H L £9°,

show platform software fed switch active sgacl detail

B DEREA

AR E—F

sgacl  SGACL— R = 7 IEHRAF R L ET,

detail Z¢ifi72 SGACL 1A £ L ET,

kg EXEC (#)

avy FERE

)1)—x EEAR
Cisco I0S XE Fuji 16.9.1 Toawy RBREAINE L,
151

&Iz, show platform software fed switch active sgacl detail =~ > ROl Z R L E9,

Device# show platform software fed switch active sgacl detail
Global Enforcement: Off

*Refcnt: for the non-SGACL feature

DGID Table
SGT/Refcnt DGT DGID test cell monitor permitted denied

*/3 2 1
ROFIZ, ZOHNTERRENDHERT 4 —/V FOBAZRLET,

£ 11: show platform software fed switch active sgacl detail D 7 « — )L F DB

Z4—J)L |EREA
g

SGT/Refent | =3¢ = U 5 ¢ FN—TF D& 75l

DGT B s 7.

DGID Bt e # 77 1D,
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. show platform software fed switch active sgacl port

show platform software fed switch active sgacl port

FTRTDOA U Z =T 2 A ADLVA T2, U Z =T 2 A ARFEHABLOAT —H A2 RKR-T D
(21X, H#E EXEC & — K C show platform software fed switch active sgacl port =~ > K % i ffi
LET,

show platform software fed switch active sgacl port

EX DA sgacl vX 2 UF 4 S—F TR ar ha—L AL (SGACL) O/— K7 = 75
FERRLET,

port  RN— MEMRZIRE L £,

avy FERE )1y—= EEHNE
Cisco 10S XE Fuji 16.9.1 Zoavwy RPREAIRE L,
151

%Iz, show platform software fed switch active sgacl port =~ > RO I Z2R L E 7,

Device# show platform software fed switch active sgacl port

Port Status Port-SGT Trust Propagate IngressCache EgressCache
Gi3/0/1 Disabled 0 No No No No
Gi3/0/2 Disabled 0 No No No No
Gi3/0/3 Disabled 0 No No No No
Gi3/0/4 Disabled 0 No No No No
Gi3/0/5 Disabled 0 No No No No
Gi3/0/6 Disabled 0 No No No No
Gi3/0/7 Disabled 0 No No No No
Gi3/0/8 Disabled 0 No No No No
Gi3/0/9 Disabled 0 No No No No
Gi3/0/10 Disabled 0 No No No No
Gi3/0/11 Disabled 0 No No No No
Gi3/0/12 Disabled 0 No No No No
Gi3/0/13 Disabled 0 No No No No
Gi3/0/14 Disabled 0 No No No No
Gi3/0/15 Disabled 0 No No No No
Gi3/0/16 Disabled 0 No No No No
Gi3/0/17 Disabled 0 No No No No
Gi3/0/18 Disabled 0 No No No No
Gi3/0/19 Disabled 0 No No No No
Gi3/0/20 Disabled 0 No No No No
Gi3/0/21 Disabled 0 No No No No
Gi3/0/22 Disabled 0 No No No No
Gi3/0/23 Disabled 0 No No No No
Gi3/0/24 Disabled 0 No No No No
Gi3/0/25 Disabled 0 No No No No
Gi3/0/26 Disabled 0 No No No No
Gi3/0/27 Disabled 0 No No No No
Gi3/0/28 Disabled 0 No No No No
Gi3/0/29 Disabled 0 No No No No
Gi3/0/30 Disabled 0 No No No No
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Gi3/0/31
Gi3/0/32
Gi3/0/33
Gi3/0/34
Gi3/0/35
Gi3/0/36
Gi3/0/37
Gi3/0/38
Gi3/0/39
Gi3/0/40
Gi3/0/41
Gi3/0/42
Gi3/0/43
Gi3/0/44
Gi3/0/45
Gi3/0/46
Gi3/0/47
Gi3/0/48
Gi3/1/1
Gi3/1/2
Gi3/1/3
Gi3/1/4
Te3/1/1
Te3/1/2
Te3/1/3
Te3/1/4
Te3/1/5
Te3/1/6
Te3/1/7
Te3/1/8
Fo3/1/1
Fo3/1/2
Tw3/1/1
Tw3/1/2
Ap3/0/1

show platform software fed switch active sgacl port .

Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No
Disabled 0 No No No No

7 4 — N FOBEWRIZEHTT,
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. show platform software fed switch active sgacl vlan

show platform software fed switch active sgacl vian

VLAN TO 7 0 —Vi AT — 2 A% K3 5I12IE, KM EXEC £ — KT show platform
software fed switch active sgacl vian =~ > K&2#EH L 97,

show platform software fed switch active sgacl vian

X DERA sgacl  SGACL/— R =7 iEREFr LET,

vlan  VLAN @& EZ$E L £7,

avY KR E—FK ke EXEC (#)

av Y RERE )1)—x EERE
Cisco 10S XE Fuji 16.9.1 TOawy RREASHhE LR,
451

iz, show platform software fed switch active sgacl vian =~ > RO H %7~ L £ 9,

Device# show platform software fed switch active sgacl vlan

Enforcement enabled:
vlanO

vlanl

vlan2

vlanlO

vlanl02

vlanl92

v1an200
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show platform software status control-processor brief .

show platform software status control-processor brief

CPU & # & VBT 2 e 2 Frd 5121%, $5# EXEC & — K T show platfor m software
status control-processor brief =~ > Fa&fH L £,

show platform softwar e status control-processor brief

B DEREA

ATV R E—F

status VAT AT —H AT RLET,

control-processor {7 itz v AF— 4 A& For LET,

brief I AT — 2 AR R LET,

HkE EXEC (B)

2v L FRE

1)1)—=R EEANE
Cisco I0S XE Fuji 16.9.1 Ioavwry RREAINE L,
£

Iz, show platform software status control-processor brief =~ > RO HHZ R L ET,

Device# show platform software status control-processor brief

Load Average
Slot Status 1-Min 5-Min 15-Min
3-RP0 Healthy 0.03 0.07 0.04

Memory (kB)
Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
3-RP0 Healthy 7745656 4178292 (54%) 3567364 (46%) 4755060 (61%)

CPU Utilization

Slot CPU User System Nice Idle IRQ SIRQ IOwait
3-RPO 0 0.50 0.40 0.00 99.10 0.00 0.00 0.00
1 0.90 0.50 0.00 98.59 0.00 0.00 0.00
2 0.40 0.40 0.00 99.20 0.00 0.00 0.00
3 0.80 0.30 0.00 98.90 0.00 0.00 0.00
4 0.60 0.30 0.00 99.09 0.00 0.00 0.00
5 0.70 0.30 0.00 99.00 0.00 0.00 0.00
6 1.20 0.30 0.00 98.50 0.00 0.00 0.00
7 0.59 0.39 0.00 99.00 0.00 0.00 0.00

W7 04—V ROBEMKIZEB T,
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. show monitor capture <name> buffer

show monitor capture <name> buffer

F=F XX T TF RN T 7 ELEF Y T Ty ARA U NORNEEFRTT HITIL, FiHE EXEC
=& — K C show monitor capture buffer name buffer =~ > R&fH L £,

show monitor capture name buffer

EXDiiHA buffer BESNTEX Yy T TF v Ny 77 ODARE T
L/\i‘a_(]
name X TNy 77y DLHTIEFELET,
avY RE—FR ¥rHE EXEC (#)
avy FER J1y—=x EEAR
Cisco 10S XE Fuji 16.9.1 Zoavwy RPREAIRE L,

I, show monitor capturenamebuffer =~ > KOl &~ L £,

Device# enable
Device# show monitor capture NewCapture buffer

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.4.1.117 -> 10.5.1.108 ICMP 124 Echo (ping) reply id=0x0008, seq=44279/63404,
ttl=127

2 0.108862 10.4.1.113 -> 10.5.1.109 ICMP 124 Echo (ping) reply id=0x0008, seq=26717/23912,
ttl=127

3 0.110106 10.4.1.119 -> 10.5.1.102 ICMP 124 Echo (ping) reply id=0x0008, seq=28341/4644¢6,
ttl=127

HWH7 4 — IV ROEMRITHEA T,
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AR —T A RXABEELP/N—FKy 7 O
CVA N

* bluetooth pin (158 ~X—73)

s clear coap database (159 ~<—71")

» clear macro auto configuration (160 ~—13)

s coap endpoint (COAP 7u ¥ a7 4 Falb—ar) (161 —)
+ debug coap (162 ~X—)

« device classifier (163 ~<X—)

* debug ilpower, on page 164

* debug interface, on page 165

* debug lldp packets, on page 167

« debug platform poe (168 ~<—37)

« debug platform software fed switch active punt packet-capture start (169 ~<—3)
* duplex, on page 171

« errdisable detect cause (173 ~<X—3)

» errdisable recovery cause, on page 176

» errdisable recovery cause, on page 179

s interface (182 ~X—)

« interface range (185 ~<X—737)

eipmtu (187 <—)

«ipvémtu (189 ~—73)

elist (COAP 7’mF¥ arv 7 Fal—ray) (191 5—)

elldp (M F—T AR a7 4¥al—ar) (1923—2)

* logging event power-inline-status, on page 194

*macro (195 ~—7)

* macro auto (198 ~X—737)

* macro auto apply (Cisco I0S > =/LD A7 U 7 ~M&iE) (201 ~X—7)
« macro auto config (Cisco I0S = /LD A7 V) 7 MERE) (203 =—)
* macro auto control (204 ~<—73)

* macro auto execute (206 ~X—7°)
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* macro auto global control (213 ~X—7)

» macro auto global processing (215 ~<—13")

* macro auto mac-address-group (216 ~—3)

* macro auto processing (218 ~<X—73)

* macro auto sticky (219 ~X—7)

* macro auto trigger (220 ~<—3)

* macro description (222 ~X—1)

* macro global (223 ~X—71)

* macro global description (226 ~—13)

s max-endpoints (COAP 7’u ¥ a7 4 Fal—ay) (2273—)
» mdix auto, on page 228

* network-policy (229 ~X—73)

» network-policy profile (/' m—/ VL 227 4 Xal—3) (230 3—)
eport-dtls (COAP 7%y a7 4 Falb—ar) (231 X—)

e port-unsecure (COAP 7B ¥ a7 4 Falb—ay) (232—)
* power inline, on page 233

* power inline police, on page 237

* power supply (240 ~<X—1)

s resource directory (COAP 7mXy a7 4 Fal—gr) (242%—2)
ssecurity (COAP 7%y a7 4 FXal—zgr) (243 3—Y)

s shell trigger (244 ~<X—77)

« show beacon all (246 ~<—)

» show coap dtls endpoints (247 ~X—2°)

* show coap endpoints (248 ~—1)

« show coap globals (249 ~X—)

* show coap resources (250 ~X—13)

+ show coap stats (251 ~X—73)

« show coap version (252 ~X—3)

+ show device classifier attached (253 ~<—7)

« show device classifier clients (255 ~—3)

« show device classifier profile type (256 ~<—1”)

* show environment, on page 259

» show errdisable detect (262 ~X—73)

« show errdisable recovery (264 ~<X—3)

« show ip interface, on page 265

* show interfaces (271 ~—73)

» show interfaces counters (278 ~X—37)

» show interfaces switchport (281 ~X—73")
« show interfaces transceiver, on page 284

« show macro auto (288 ~X—73)

+ show memory platform (291 ~X—72)
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» show module, on page 294
(295 <—2)
)

» show platform hardware bluetooth (299 ~X—

 show network-policy profile

* show parser macro (296 ~X—7

V)

» show platform hardware fed switch forward interface (300 ~X—12)
(304 <—2)

(305 ~—2)

 show platform software fed switch punt cpuq rates

* show platform resources
* show platform software audit
(309 ~—2)

* show platform software fed switch punt packet-capture display (312 ~X—
(314 =—V)

* show platform software fed switch punt rates interfaces
(317 =—¥)

* show platform software memory, on page 319

(326 ~—2)

« show platform software process memory (330 ~X—°)
(333 X—v)
(335 *—2)

* show platform software ilpower

* show platform software process list

* show platform software process slot switch
* show platform software status control-processor

» show platform software thread list (338 ~X—13)
(340 ~—2)
(343 X—)
* show processes cpu platform monitor (346 ~X—13)
* show processes memory, on page 348

» show processes cpu platform

 show processes cpu platform history

« show processes memory platform (352 ~X—73)
» show processes platform (356 ~X—3")

* show shell (359 ~~—737)

» show system mtu, on page 362

* show tech-support , on page 363

(365 ~—73)
(369 ~<—3)

* show tech-support bgp
* show tech-support diagnostic
* speed, on page 371

estart (COAP 7%y a7 4 Fal— )
estop (COAP VXY a7 Fal—ay)
» switchport block (375 ~—73)

* system mtu, on page 377

e transport (COAP 7m¥L a7 4 Fal— 3 V)

(373 =—3)
(374 ~=—73)

evoicevlan (X hT—Z RV — a7 KXol —3))

v

)

(378 X—2)
s voice-signaling vlan (v hU—2 KV — a7 4Fal—a))

(379 =—3)
(381 =—2)

Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) a3 > KU J7L VR .



. bluetooth pin

A VE—TIARABEUN—FYz7 avR—%v+ |

bluetooth pin

# L\ Bluetooth PIN 2% EJT HI12iE, E—FELRBEF I/ n— v a7 4 Falb—v g E—
K C bluetooth pin =~ > R&MHH L £7,

bluetooth pin pin

B DEREA

aAvU R E—F

pin Bluetooth f > % —7 = A ZAD~7 Y > 7 PIN,
PIN (% 4 T DFHE =T,

Jua—s ) ary7 4 Xalb— 3 (config)

avy FERE

FREDHA K514

J1)y—=x EEAR
Cisco IOS XE Gibraltar 16.12.1 ZThawr RREAINE L,

bluetooth pin =~ > NiZ, E—FE/iZrZe— L a7 F¥a2l—ar F—RTHET
ZF9, VA TIL, Bluetooth PIN OFEICIF I e— L a7 4 Fal—T g T—R%
FRHTHZ EEHERRLTWET,

Bl WIZ, bluetooth pin =~ > K4 f L THr L\ Bluetooth PIN Z 5% ET 561 &2~ L £
R
Device> enable
Device# configure terminal
Device (config) # bluetooth pin 1111
Device (config) #
BMEavr R avo kR BEL]
show platform hardware bluetooth Bluetooth { > % —7 = A AZBET HIFH & F
A~LET,
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clear coap database .

clear coap database

aAav>v R TFI4ILk

AR E—F

CoAP T —H# X—2% 7 V73 5|21, =—H EXEC ®&— FNF 713454 EXEC = — R T clear
coap database =~ RZMEA L £7,

clear coap database
Zoawy RZFSIEELEFTF—TU—NEH D A,

z.— EXEC (>)
¥t EXEC (#)

avy FERE

)1)—2 EENE
Cisco I0S XE Fuji 16.9.2 Zoavwr RBREAINEL
7=
£l

KIZ, CoAP F— X _X—2 %7 U T T 541% Rk LET,

Device (config) # clear coap database
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. clear macro auto configuration

clear macro auto configuration

~ 7l ko CHlASINTZRTE A X —7 =1 ADMBHIERT 5I21%, clear macro auto
configuration =~ > RZHH L £,

)

() clear macro auto configuration =~ > R& 3479 HHIIZ, AA > F T Auto SmartPort % 2N
THMNENRDH Y 7,

clear macro auto configuration {all | interface [interface-id]}

BX DA all FTRTDOA VB —T = ZAnb= 7l -
THHSNTBREZHIRL 7,
interface [interface-id] AV B =T 2 A AN~ 70|l k> THEHE
CREEHIBRLE T,

ATV ERFIHIAL OV RET 74V FREITH Y AL

ARV R E—F =4 EXEC (>)
avy FERE )1)—= EEAR
Cisco IOS XE Fuji 16.9.2 Ioavwr RpREAINEL

77

Zoavwr NI, AL vTFOTRTCOAL B —T 2 A ZAETRIIEEDA v 2 —T 2 ANDH~
Julll o Tl SNRELHIBRT 7O HA LET,

REFMERT DL, FitE EXEC &= — K Cshow macroautointerface =~ > K& A1 LE1,

FREDHA FS14 Y

il
WIZ, AA v TFA L H =T 2 A APLREZHIERT 202~ L ET,

Device (config) # clear macro auto configuration all
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coap endpoint (COAP 7O ¥ o> T4 F¥alL—3Y) .

coapendpoint (COAP JOF¥> a2 TJ4¥al—3Y)

D IPVA/IPV6 A X T 4 v 7= RiRA » b EVR—F T B LHI2COAP 7T 2RET
521X, COAP 7u¥y a7 4 X2 b—3 g F— KT coapendpoint =~ > K& L %
T, FIANRREICETICE, Zoavr RO noBREHEH L ET,

coap endpoint {ipv4 | ipv6}[ip-address]
no coap endpoint {ipv4 | ipv6}[ip-address]

X DEREA ipv4 ip-address IPV4 AR T 4w 7T RiRA v b
RELET,
ipv6 ip-address IPV6 AXT v 7T RiRkA v b
fBELET,
AT R E—F COAP 7u Xy a7 4 ¥ a2 L—3 3 (config-coap-proxy)
avy FERE 1)) —= EEAE
Cisco 10S XE Fuji 16.9.2 Zoavwry RBREAINEL
7
i

WIZ, IPVA RAE T 4 v 7 RiIRA v b ERETHHEZRLET,

Device (config) # endpoint ipv4 192.168.255.1
Device (config-coap-proxy) # transport tcp
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. debug coap

debug coap

COAP REDT /Ny T A 2 —T MIT HITIE, ¥5HE EXEC £ — R T debugcoap =2~ K%
AL ET,

debug coap {all | database | errors | events | packet | trace | warnings}

BX DA all FTRTDOCOAP TRy T A v —VaFRLET,
database COAP T —H X=X TNy J XAyt —VaRRLET,
errors COAP =T —FT Ny T A v —VhERLET,
events COAP A XY "TFNy T X w—VhFRLET,
packet COAP "7y FTFNR Yy T Ay —V%hFRLET,
trace COAP FL—AT Ny T Ayt —V%RRLET,
warnings COAPEET Ny VA v —VaRRLET,

ATV RTFIAIR OV RCESIEELETF—V—-FEH Y THA,

avY R E—F ¥5HE EXEC (#)
avy FERE J1)y—=x EERNE
Cisco I0S XE Fuji 16.9.2 Zoavry RREAINEL
77
151

KIZ, COAP T —F RX—=ADT Ny VoA X—T M T D0~ LET,

Device# debug coap database
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device classifier .

device classifier

ARV ETIAIb

AU R E—F

FNA AN A F—T T B2, Za—_ )L ar7 4 ¥alb—3i g2 F— RTdevice
classfier a~ U FEFEMALET, T A AT E2T 4 =7 T HITIE, ZOavwr Ko
no &AL ET,

device classifier

no device classifier

o=y Rk, T 40 TIRENTR o TV ET,

Jua—)b ar7 4 X2 lb—3 3 (config)

avy FERE

FREDHA KS1 Y

)1)—=x EENE
Cisco 10S XE Fuji 16.9.2 Zoawy RBREAINEL
77

FRA AT A =T M T B, Fa— )b ary7 4 ¥al— g F—RFTho
deviceclassifier =~ > RZ{#HHA L £, AutoSmartPort (ASP) 72 & ORERENMFEA R DT N4 X
SEFIIT A =T TEER A,

51
WIZ, AA v TF D ASP T A AT oA X —T MZT D02 RLET,

Device (config) # device classifier
Device (config) # end
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. debug ilpower

A VE—TIARABEUN—FYz7 avR—%v+ |

debug ilpower

FEH = b e —F 8 L N PoweroverEthernet (PoE) VAT LDTF NNy T A4 F—T)LICT BT
%, ¥ EXEC =— K Cdebugilpower =~ > REHHALET, TXv 7T 4 —7 T
H0%, Zoa<wr Rono B2 H L E7,

debug ilpower {cdp|event|ha|port|powerman | registries| scp | sense}
no debugilpower {cdp | event | ha| port | powerman | registries| scp | sense}

Syntax Description

Command Default

cdp PoE Cisco Discovery Protocol (CDP) T /3w 7 X vt —U%FoR L ET,

event POEA XU b TNy 7 Ayt —V 2R RLET,

ha PoE/NA TRATZEVT 4 Avb—VEFRLET,
port POER—h 3=V TR T Avb—VuFRLET,

powerman PoE E/JEHIT N 7 A v B—THRRLET,

registries poE LY RA RV TNy T Ay —VEFRLET,

scp PoOESCP TN 7 XA v —V %2 F R LET,

sense PoEsense 73w 7 A vt —VEHFRLET,

TRy ZET 4 =TT,

Command Modes Fi#fE EXEC
Command History yy—x TEAR
Cisco 10S XE Fuji 16.9.2 Toa<wy RREAINREL

Usage Guidelines

77

Zoa<y RN, PoE®EAAL v F T THR— SN TWET,

HEAL v TF AH v ETT Ry T oA F—=TMILESAIE. T2 T 47 AL v FTDOH
AR—=T NI ET, AF YT AROT Ny T EGNTT HE1EL. session switch-number
EXECa~v REMHEHLT, 7774 7 AL v TF by v a 2l TEET, RIZ, A
B AuRpav s R4y Far 7 hTdebug a2~y REANLET, &k Y=
VEBBETICA UANARAL v TFOT Ny T A R—=T VT DI, 77T 47T AA v F ET
remote command stack-member-number LINE EXEC =2~ > R&fH L £,
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debug interface

AVE—T oA AEET VT A ET A DT Ny T oA F—TMIT HIZIE, FAHEEXECE— R
Tdebuginterfacez~ > REMEHLET, 7w 72T 4 B—7MZTHITE, Zoavwr R

D no EREZMM L £,

debug interface .

debuginterface {interface-id|counters {exceptions|protocol memory} | null interface-number
| port-channel port-channel-number | states| vlan vian-id}

no debug interface {interface-id | counters {exceptions|protocol memory} | null
interface-number | port-channel port-channel-number | states|vlan vian-id}

Syntax Description

interface-id

WA 2 =T 2 A ZADID T, AT AL v FEZ/[EY 2—/b
%/ — & (f5] : gigabitethernet 1/0/2) (2 X » CTilkBll SN DT S
NTEMBER— R OT RNy 7 A=V FRRLET,

null interface-number

AN A E=T 2 ADT NN T Av—V%FRLET, 10
H—T 2 AFEFITHEIZ 0 TT,

port-channel
port-channel-number

FEE 472 BtherChannel IR — N F ¥ X)L A VX —T = A ADT /N
7 Ay —T%kFRLET, port-channel-number 1% 1 ~ 48 T,

Command Default

Command Modes

vlan vian-id BELEVLAN ODF Ry 7 A ytv—VhFRRLET, IHETES
VLAN #iJ1% 1 ~ 4094 T3,

counters IO H TNy THEREFRLET,

exceptions AV HE—=T 2 27y FBIOT—# L— MEFHEROFHHE |

(ZIRE FTRE R BISMN R R LT & EITT Ny 7 A v B — TV EFR
Lij‘o

protocol memory

T han By EDAERVREOT Ny 7 A y—TBRRL
F9,

states

A B =T = A ZADREDPBATT 5 L ZIZPROT Ny 7 Ay t—
TaEFRIRLET,

TRy ST A e =TT

kg EXEC (#)

Command History

Usage Guidelines

)1)—=x EEAR
Cisco I0S XE Fuji 16.9.2 oavwy RPREAINEL
77

F—U—RFEfHELRVWEEIE, 3TXTOT Ay 7 XAy b—UNRRENET,
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. debug interface

undebug interface =~ > RiX nodebuginterface =2~ > K& [E U T,

HHAAL T AE I ETCT Ry T oA X—TNMILTEGEIE, T2 T7 47 AL v F TOH
AF—=T MRV ET, AX T A NDOT Ny TN T H5E1F, sesson switch-number
EXECa~v REEH LT, 7774 7 AL v TF by a 2l TEET, RIZ, A
B AuR@pavwry R4y a7 hTdebug a2~y READLET, &y v =
YEBBETICA AN AAL v TFOT Ny T A R—=T VT DI, 72T 47T AA »F ET
remote command stack-member-number LINE EXEC =2~ > RafH L £,
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debug lldp packets .

debug lldp packets

Syntax Description

Command Default

Command Modes

Link Layer Discovery Protocol (LLDP) /X7 > RDFT /N V& A X—T7 )T HIZ1E, FitE EXEC
£— K Cdebuglldp packets =~ > RZEALET, T30 7 %5 4 v—7 T2, =
Davy RO no AL LET,

debug lldp packets
no debug Ildp packets

COa=y FIZFBIEELEEF—TY—FEH D A,
FN Y ST 4 =T AT,

et EXEC (#)

Command History

Usage Guidelines

)1)y—=x EENE
Cisco I0S XE Fuji 16.9.2 oavwry RBREAINEL
77

undebug lldp packets =~ >~ Fi% no debug lldp packets =~ > K& [R LT,

DAL TF AL I ETTF Ry T =TV LA, T T4 T AL v F TOHA
F=TWNZIRDET, RAZ v T A NDT Ny T EANNIT HE5E1E. session switch-number
EXEC a~y FEHEHLT, 77T 4 T AL v F N0y g 2B TE £,
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. debug platform poe

debug platform poe

Power over Ethernet (PoE) ""— DT R w 7% A X —T /I T DL, FHE EXEC £— KT
debugplatformpoe =~ > REHEH L ET, 7Ny 72 WHICT DX, ZDa~vr ROnofE
KEHEHLET,

debug platform poe [error | info] [switch switch-number]
no debug platform poe [error | info] [switch switch-number]

X NN error (fFB) POEIEZ T —DT NNy 7 A vt —V52FRLET,
JH

info ({T75) PoE BhEREHMOT Ny 7 A v —V%FRLET,

switch switch-number  (f£3%) 2% v 7 AL R_EZRELET, ZOF—U—RiE, ZAX v
KHIEAA » FTOHBYR—FINTVET,

ATVERTFIFALE TAYTRET =T ATT,

avU R E—F ¥i#E EXEC (#)
v FRE Uy—2 LENE
Cisco I0S XE Fuji 16.9.2 Zoavwr RREASREL

77

FEALDHA K54 > undebug platform poe =~ > KiZ no debug platform poe =~ > K &R LTI,
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debug platform software fed switch active punt packet-capture start .

debug platform software fed switch active punt packet-capture
start

TIT 4T AL v F DO CPUERIRBENE EDNRT Y FOT /Ny T AT I3, Ktk
EXEC “&— KT debug platform software fed switch active punt packet-capturestart =~> K%
HHLET, 727747 AL vF O CPUMHENENE EDO/NT Y DT /Sy 7 a2 hi+
5121%. F##E EXEC “E— K C debug platform software fed switch active punt packet-capture stop
a~vy REfHLET,

debug platform software fed switch active punt packet-capture start
debug platform software fed switch active punt packet-capture stop

X DEREA switch active TIT 4T ALy FICET HIEREFRL
E3
punt Ny MEREEELE T,
packet-capture XX 7T ¥ STy MIBET LA
fBELET,
start TIT AT AL T DTNy TEHAMTL
F7
stop TIT 4 T AL FDOTF N T EEYT L
\i‘é—O
ATV RE—FK ke EXEC (%)
avy FERE )1)—= TERNE
Cisco I0S XE 7 7 /L% /L 16.10.1 Zoavy RRHEASHELT

FELOHA K54  debugplatform softwarefed switch active punt packet-capturestart =~ > Nz g&kiE 4 % &, CPU
BHENENE ZINT Y hOT Ay IR SIVET, Ny 774 XN 4K 22 5 &N
Ty MY T F e MEIELET,

i RIZ. debug platform softwarefed switch active punt packet-capturestart =~ > RO H
TlER~RLUET,

Device# debug platform software fed switch active packet-capture start
Punt packet capturing started.

&IZ, debug platform software fed switch active punt packet-capturestop =~ > RO H
Tz m LET,
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. debug platform software fed switch active punt packet-capture start

Device# debug platform software fed switch active packet-capture stop
Punt packet capturing stopped. Captured 101 packet (s)
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duplex

duplex .

R=bDT 27y 7 A= R TEET DL IHETDICIE, A —T = A 3Ty
Fal—varE—FCTduplex 2~ FEEMLET, 7740 MECETIZIX, Z0a~
Y FOno Bz L ET,

duplex {auto]|full | half}
no duplex {auto|full | half}

Syntax Description

auto E@J ’;55‘*‘171//7%;&%%4’? TUZLET, BERINZT A AE—RICX
— FAHBIICE BT — R ET— R CTEMET_E 0 E2H L £,

ful 2= Hx— K2/ x—7 I LET,

half *:— @+t — R& A x—7 I LET (10 £721% 100 Mb/s TEIWET B4 > X —7 = A &
IZBR %) o 1000 Mb/s, 10,000 Mb/s, 2.5Gb/s, 5Gb/s TEMET HA > F—T = A RIZXL
TR FEE— FERECTXETA,

Command Default

FHEy A=V Xy b R— DT 7 5/ MM auto TY,

“EA T g %, 1000BASE-x £ 721X 10GBASE-x (-x X -BX., -CWDM. -LX. -SX. F7=i%
-ZX) SFPEY 2 — /L TliIHAR— I TWEHA,

Command Modes

A B —T A AT 4 Fal— g

Command History

)1)—2R EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwy RPNEAINEL
776

Usage Guidelines

XHEY hA—HFy FAR—FTlIE, BEEENT 2 7Ly 7 AT A—ZOHE T = —
a VEITHIRWGEID —F%auto IRETDHE, Ul ZHETLH2OLERLERH Y F
ﬁ—o

\}

Note - 7L o7 2F— FPauto TSN TWAEBER L HTEIEL TWAEE, B HE—
FiZXEHIEY b A=Y XYy A F—T =2 ATHER—FENET, 277L, 25D A
H—T A A" HE— FTEHETALIICEET DI LITTEERA,

FEDOR— b2 EHELITHE_HOWTNANIRETEET, ZDa~r FO@EMATHENE
T, A vy TFRERRSINTNDT A AT TRRY £,

WMGFDOTA OGN BEEI R I —2 g 2R — ML TWAES, T 74/ FOBEEIRT
VE—VarEFHTAILERCHRELES, FEDOA A —T oA ARHEIRIT T —
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. duplex

varvEYAR—FL., bIORFTFRYAR—FLTWRWES, MFDOA v Z—T 2 A LETTF 2
AR W F%ﬁﬁb\%Tw%énfwéwfwmwﬁﬁ%ﬁﬁbf<téwo

HE A auto | _E&Eémfb‘é%é 2L v FIEb ) —FHDYU 7 OB DT A R LR
EHREIZOWTRIAYT—hL, HELZRITT— F SNTHEIC %%miﬁﬁbiﬁo?nf
Ly 7 AREILY V7 O COFRENG BN ETN, ZHUTLY, Ta2a7 by 7 AHE
WCFENELDZ ERH £9,

FaTl Ly AREEITI ZENTELEDIE, HEN auto IZRESNTWBEETY,

A\
Caution (> % — T A ZWHELT 2Ly I AE— RORELLETSE, BFREPICA 2 —T7 =
AANRNY Y b T L, BOA R—T NI RDEENDH Y 7,

RE A MERR T B 121, show interfaces ### EXEC =2~ > FE# AN L £,

Examples WKOBITIX, A F—T oA A EIWEIIRET D HEERLET,

Device (config) # interface gigabitethernetl/0/1
Devic (config-if) # duplex full
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errdisable detect cause

ErEORRE 13T X TOFEKIZK LT errdisable ¥iH A2 A r—7 L2+ 51Ci%, Zre—L
a7 4F¥alb—3 g F— FTerrdisabledetect cause =~ > F&2{#H L =9, errdisable
HEGEA T 4 BE— T T AI2iT. Z0a~<wr FOonBERE2HEHLET,

errdisable detect cause .

errdisable detect cause {all | arp-inspection | bpduguard shutdown vlan | dhcp-rate-limit |
dtp-flap | gbic-invalid | inline-power | link-flap | loopback | pagp-flap | pppoe-ia-rate-limit | psp
shutdown vlan | security-violation shutdown vlan | sfp-config-mismatch}

no errdisable detect cause {all | arp-inspection | bpduguard shutdown vlan | dhcp-rate-limit |
dtp-flap | gbic-invalid | inline-power | link-flap | loopback | pagp-flap | pppoe-ia-rate-limit | psp
shutdown vlan | security-violation shutdown vlan | sfp-config-mismatch}

B DEREA

all

I T D errdisable DJFHRIZK LT, =T —MHZ A x—T7 /2L
Er

arp-inspection

HAFI v T RURARITa has (ARP) A4 VAR g
DT —HmHEA =T NI LET,

bpduguard shutdown
vlian

BPDU &' — R VLAN Z &2 errdisable % 1 2 — 7 /LIZ L E T,

dhcp-rate-limit

Dynamic Host Configuration Protocol (DHCP) AX—t> 7 D=
F—kt A =7 I LET,

dtp-flap

FATIyr b7 Fuban (DTP) 77 v 7OxT—
Btz A =7 Mz LET,

gbic-invalid

N/ X Ty A X —T 2 A A "—F (GBIC) EV =2—
NADZT —HHE A F—T M LET,

GE) Zox=F—%, %72 Small Form-Factor Pluggable (SFP)
TV 2NV EERLET,

inline-power

Power over Ethernet (PoE) O errdisable JR[KIZxf L C. =7 —RH
A FX—T N LET,
GE) ZoF—U— K., POEAR— M2 T-AA v F TOHRY
A—=hrENTHET,

link-flap

VoI AT— b D777k LT, =T —KtEE2 A r—7IZ
LET,

loopback

BHEENTENAL—F Ry 7 Ik LT, =7 —HiHE2 A x—7 i L
9,

pagp-flap

R—MEFH T m b3 (PAgP) 7T v 70 errdisable JiUK O = 7 —
Bia A R—7 Mz LET,
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. errdisable detect cause

aAavU R FI4ILE

AR E—F

A VE—TIARABEUN—FYz7 avR—%v+ |

pppoe-ia-rate-limit PPPoE Fifk=— = o ko L — IR errdisable JFIAIZ% LT, =
F—HHE A F—T I LET,

psp shutdown vlan Za b A h—sFaTr gy (PSP) DT —kHEA F—
Tz LET,

security-violation FeRak IEEE 802.1X EXx 2 VT 4 A 2 — 7 /LIZ LET,

shutdown vlan

sfp-config-mismatch SFP ZED AR —HIC L D= T —HtiE A F—7 I LET,

BT T _XTOERIZH L TA 2 —7 L TF, VLAN Z & @ errdisable 2[5 < X CTOJHEKIZ
DONTC, F—rEEKEV Yy N T THEIICEREEINET,

Ja—nR_) a7 4 F¥al— g

avy FERE

FRLEDHA KS14 Y

)1)—=x EERNE
Cisco I0S XE Fuji 16.9.2 oavwry RBREAINEL
77

JA (link-flap, dhcp-rate-limit 726 &) 1%, errdisable 27— FAFEA LB T, BRRA
2 —T 2 A ATRHESNTZHE, A ¥ —7 A Alderrdisable A7 — h &7 Vo7 Xy
VAT — MZHEEML Lt@]f/ﬁx'f“* NERDET,

AN— b2 errdisable (272 > TWA EEITFE L vy N UL, T T 4 v 7 ITAR— Tk
%Eéniﬁmofvyyfn%nw?~5n:yh(mmwlﬁ~ﬁ‘%%ﬁﬁwzmt
Fa2UT 4, BEOR—=bEX2 U T A HEEOEAIL, BROBAERFICR—MEEZY v v b
o3 HMRbviz, A— bf%%&@ofw6WAN@ﬁ%y¥ybﬁ?yﬁéiimx
AT ERETEET,

errdisablerecovery 7 — N)L a7 X Lb— g avwy REAA LT, JFEROEIE A B
S ALERETDHHEIEL. TXTCOFRENZA LT U Moz R T, A X —T oA AL
errdisable A7 — MM HRIFHI LT, MEAZFRITCTEX A LI 9, BIEA =X L%
ELRWGaiE, £7 shutdown =~ > K& A7) L, KIZ noshutdown =~ > K& AL T,
A H—T 2 A A% FHT errdisable A7 — G EE ST LERH Y 4,

Tuha A b—=5hTuT 7y T R 2EOEBER— MIOWTIERL 7y R
Fay7EnET, pp F—7— REFEH L7ABAR — b O errdisable 1%, EtherChannel 35 & Tf
Flexlink f ' # —7 = A4 A TIZV AR —FENFEHA,

PREZWEERT 5H121%. show errdisable detect #i## EXEC =~ > REZ A S L E T,

WOBTIE, V2 75 w7 errdisable JRIRIZ %) L T errdisable #H % A % — 7 /W
HHEERLET,

Device (config) # errdisable detect cause link-flap
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| 128—21242BLUN—FYz7avR—%2 b
errdisable detect cause .

WD A< FTIL, VLAN & @ errdisable 25— F TBPDU A — R & 7 2 — N L|TE
ET D HEERLET,

Device (config) # errdisable detect cause bpduguard shutdown vlan

WD a< L R TIX, VLAN T & @ errdisable 25— F THH 8% 802.1X ¥ 2 U 7 ¢
B a—rNUWIRET B HiEE R LET,

Device (config) # errdisable detect cause security-violation shutdown vlan

PREZWER T 5H121%. show errdisable detect #5# EXEC =~ > R&Z AL £9,
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. errdisable recovery cause

A VE—TIARABEUN—FYz7 avR—%v+ |

errdisable recovery cause

FrEDFNNSEIET B X 51T errdisable A I =X L% A F—T MITBHIZF, ZFe—rYL o
v 74X a2l —v 3 F— KTerdisablerecovery cause =~ > KA L£9, T 74/ k
REICETIE, coa<wr FonoBREERLET,

errdisable recovery cause {all | arp-inspection | bpduguard | channel-misconfig | dhcp-rate-limit
| dtp-flap | gbic-invalid | inline-power | link-flap | loopback | mac-limit | pagp-flap | port-mode-failure
| pppoe-ia-rate-limit | psecure-violation | psp | security-violation | sfp-config-mismatch | storm-control
| udld}

noerrdisable recovery cause {all|arp-inspection |bpduguard | channel-misconfig| dhcp-rate-limit
| dtp-flap | gbic-invalid | inline-power | link-flap | loopback | mac-limit | pagp-flap | port-mode-failure
| pppoe-ia-rate-limit | psecure-violation | psp | security-violation | sfp-config-mismatch | storm-control
| udld}

Syntax Description

all T _TCD errdisable DIRR NS EIETH X A ~—% A x—7
M LET,

arp-inspection 7 RV AfigR 7 a k2L (ARP) MAIZ X 5 errdisable A
T IENBEETLZODX A ~v—% A F—T I LET,

bpduguard 7VyYJabarrF—4a=y (BPDU) J—F
errdisable 27— F 22 BEIETH X A ~v—% A4 X—T /T L
7

channel-misconfig EtherChannel 3% € D7 JEIZ & % errdisable A7 — k75 A48
THEA~—%AR—TMILET,

dhcp-rate-limit DHCP A X —t 7 errdisable 27— h S [EIET 5 X2 A
~v—F A X—T I LET,

dtp-flap FAFIv s vForxr s 7abhanr (DTP) 77 v
errdisable 27— N BEIETAH X A ~—% A F—T7 /WL
E3r

gbic-invalid ey hA o Z—T A A2 3—% (GBIC) £ a2—

Va7 errdisable AT — M BEIET A XA ~v—% A
X =T M LET,

Note = =7 —[XM%)72 Small Form-Factor Pluggable
(SFP) @ errdisable A7 — F & EHR L E T,

inline-power Power over Ethernet (PoE) @ errdisable 27— k22501185
HEA~—% AR —TNIZLET,
ZDF—T— KiZ, PoER— FEHATZAA v T TOHY
A—=FrENTHET,
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errdisable recovery cause .

link-flap V> 777y 7 erdisable A7 — b EIET H 4 4 ~—%
A X =Tz LET,

loopback JL—"T7 73y 7 errdisable A7 — "N OEIET L XA ~v—% A
X2—=T W LET,

mac-limit MAC #llBR errdisable 27— R BEIET 5 ¥ A ~—% A 31—
T LET,

pagp-flap R— MEKIZ 1 haL (PAgP) 7 7 v 7 errdisable 27— b

MBEET LA~ — %A X =T /M LET,

port-mode-failure R— b T— RO T LK errdisable 27— F S EET 5
AA~v—%"AR—T VI LET,

pppoe-ia-rate-limit PPPoE IA L — Kfill[R errdisable 27— R B EIET 5 2 A
v —%A X —T M LET,

psecure-violation A= hEXa VT 4 ELT =T VAT — b5 EIET
HEAv—"AR—TMILET,

psp Za ko) A h—ATFaT s g (PSP) @ errdisable A
T—IPoEETLIXA~v—F A F—T I LET,

security-violation IEEE 802.1X &)X T 4 B — T N AT— b BEIET S Z A
V=% A RF—T I LET,

sfp-config-mismatch SFPEXEDA—BUZ L D= T — a4 r—7 M LET,

storm-control A b—AHHZ T =N EEIETAIZA~v—% A X —TIIZ
[/i—é—o

udlid MY 7t (UDLD) errdisable A7 — h b [RI{E 3

LHA~—A X =T M LET,

Command Default TRTORFREIC L CREIEIXT 1 E—7 LT,
Command Modes Jnu—rb ar7 4 ¥ a2 b—3 g (config)
Command History Jy—x TENES
Cisco I0S XE Fuji 16.9.2 ZDavwy RPNEAINEL
7=
Usage Guidelines JRIA (all, BDPU A — K72 &) 14, errdisable 27— h23FAE L7-HEB L L TERINE T, K

RBA v B —T oA ATHRHENT RS, A% —7 A AT errdisable 27—~ (Vo7 &
7 AT — MIEELTEEEAT — ) &0 9,
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. errdisable recovery cause

Examples

A VE—TIARABEUN—FYz7 avR—%v+ |

A— F2S errdisable (272> CWA EXFFELY Yy NE UL, b T 7 4 v 7 FHR— Tk
ZEENEE A, BPDUN— FEREERB L O — X2 U T 4 BEDEAIL, EROIERHT
F—hefkEr vy MU TR0V, A— M CHBEEZ2S> TS VLAN &2 v ¥ >

MO LUTDHEIICAS v TFEHRETEET,

JRIRDEIE %2 A 2 =T W LR WA, A 2 —7 =4 A%, shutdown £ X O no shutdown

AVE—T A A AT 4 Falb—aryavy RB AN IS E Terrdisable A7 — D F
EFTT, FROEEZ A X =TV LT, A % —7 = A AT errdisable 27— R 2B [A]
BL., TX_XTOFRRERNBEA LT T Mol I AEFHHTES L9120 9,

JFRIROEE %2 A 32— M2 L72W4E. £ shutdown =< > K& AJ L. &IZ no shutdown
a<w L REAN LT, FEITA ¥ —7 A A% errdisable A7 — RO EIE SEHMLERH
nFE9,

FRIE & RERR T 521X, show errdisablerecovery #5# EXEC =2~ RE AN LE T,

wOE L, BPDU H— K errdisable JRRIZx L CRIEX A ~—% A 32— T NWIZTHF
EERLET,

Device# Devicef#configure terminal
Device (config) # errdisable recovery cause bpduguard
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errdisable recovery cause .

errdisable recovery cause

FrEDOFNNSEIET B X 51T errdisable A I =X L% A X —T MITBHIZF, ZFe—rYL o
74X al—v 3 F— KTerdisablerecovery cause =~ > KA L£9, T 74/ k
REICETIE, coa<wr FonoBREEHRLET,

errdisable recovery cause {all | arp-inspection | bpduguard | channel-misconfig | dhcp-rate-limit
| dtp-flap | gbic-invalid | inline-power | link-flap | loopback | mac-limit | pagp-flap | port-mode-failure
| pppoe-ia-rate-limit | psecure-violation | psp | security-violation | sfp-config-mismatch | storm-control
| udld}

noerrdisable recovery cause {all|arp-inspection |bpduguard | channel-misconfig| dhcp-rate-limit
| dtp-flap | gbic-invalid | inline-power | link-flap | loopback | mac-limit | pagp-flap | port-mode-failure
| pppoe-ia-rate-limit | psecure-violation | psp | security-violation | sfp-config-mismatch | storm-control
| udld}

Syntax Description

all T _TCD errdisable DIRRER N SEIETH X A ~—% A x—7
M LET,

arp-inspection 7 RV AfigR 7 a k2L (ARP) MAIZ X 5 errdisable A
T ENBEETLODX A ~v—% A F—T I LET,

bpduguard 7V yYJubarrF—4 =y (BPDU) J—F
errdisable 27— F 2 BEIETH X A ~v—% A4 X —T /T L
7

channel-misconfig EtherChannel 3% € D7 JE 2 & 5 errdisable A7 — k75 [Al1E
THEIA~—%AR—TMILET,

dhcp-rate-limit DHCP A X —t 7 errdisable 27— h S [EIE S5 2 A
~v—F A X—T I LET,

dtp-flap FAFIv o vFoxr s 7abhanr (DTP) 77 v
errdisable 27— N BEETAH X A ~—% A F—T7 /WL
3

gbic-invalid ey hA v Z—T A A2 3—% (GBIC) £ a2—

Va7 errdisable AT — M BEIET A XA ~v—% A
X =T M LET,

Note = =7 —[XM%)72 Small Form-Factor Pluggable
(SFP) @ errdisable A7 — F & EHR L E T,

inline-power Power over Ethernet (PoE) @ errdisable 27— k2250|165
HEA~—%AF—TNIZLET,
ZDOF—T— KiZ, PoER— FEHATZAA v T TOHY
A—=FrENTHET,

Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v ¥F) aA<Y > FJIJ7L VR .



A VE—TIARABEUN—FYz7 avR—%v+ |
. errdisable recovery cause

link-flap V> 2777y 7 errdisable A7 — b EIET H 4 4 ~—%
A X =Tz LET,

loopback JL—"T7 73y 7 errdisable A7 — "B EIET L XA ~v—% A
X—=T M LET,

mac-limit MAC #llBR errdisable 27— R BEIET 5 ¥ A ~—% A 31—
T LET,

pagp-flap R— MEK 71 haL (PAgP) 7 7 v 7 errdisable 27— b

MBEET LA~ — %A X—T M LET,

port-mode-failure R— b T— RO T LK errdisable 27— F S EET 5
AAv—%"ARX—TVILET,

pppoe-ia-rate-limit PPPoE IA L — Kfill[R errdisable 27— R B EIET 5 % A
=% A F—T M LET,

psecure-violation R—hEXa VT 4 ELT =T VAT — b5 EIET
HEAv—"AR—TMILET,

psp 7a ko)L A h—ATFaT s g (PSP) @ errdisable A
T I oEETLIXA~v—F A F—T VI LET,

security-violation IEEE 802.1X X T 4 B —T NN AT— b BEIET S Z A
V=% A RF—T I LET,

sfp-config-mismatch SFPEXEDA—BHIZ L D= T — a4 r—7 M LET,

storm-control AR —=LAHIHE T —NOEET XA~ —% A X —T I
]\/i—é—o

udlid MY 7t (UDLD) errdisable A7 — kb [RI{E 3

LHA~—A X =T M LET,

Command Default TRTORFREIC L CREIEIXT 1 E—7 LT,
Command Modes Jnu—rb ary7 4 ¥ a2 b—3 3 (config)
Command History Jy—x TERNES
Cisco I0S XE Fuji 16.9.2 Zoavwy RPNEAINEL
7=
Usage Guidelines JRIA (all, BDPU A — K72 &) 14, errdisable 27— h23FAEL7-HEB L L TERINE T, K

RBA v B —T oA ATHRHENT RS, A% —7 A AT errdisable 27—~ (Vo7 &
7 AT — MIEELTEEEAT — ) &0 9,
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Examples

errdisable recovery cause .

AN— k23 errdisable (272 > TWA EEITFEL vy hE UL, T T 4 vV IiTAR— Tk
ZEENEHA, BPDUV— FEEEBLOR— F X2 U T EDHRAIT. ERDOIAERC
R—hr2KET vy hEU TRV, R—FTHBEEZR>TVD VLAN 2 & v v v
T TDEEIICAAL v FERETEET,

JRIRDEIE Z A 2 =T W LR WA, A 2 —7 =4 A%, shutdown I L O no shutdown
AVE—T A A AT 4 Falb—aryavy RB AN IS E Terrdisable A7 — D F
EFTT, FROEEZ A X =7V LT, A % —7 = A AT errdisable 27— R 2B [A]
BL., TX_XTOFRRERNBEA LT T Mol I AEFHTES L9120 9,

JFRIROEE %2 A 32— M2 L72W4E. £ shutdown =<2 K& A1 L. &KIZ no shutdown
a<w L REAS LT, FEITA ¥ —7 A A% errdisable A7 — RO EIE SEHMLERH
nFE9,

RRIE & RERRT 521X, show errdisablerecovery #5# EXEC =2~ > RE AN LE T,

wOETiE, BPDU H— K errdisable JERIZx L CHRIEX A ~—% A 32— T NWIZTHF
EERLET,

Device# Device#configure terminal
Device (config) # errdisable recovery cause bpduguard
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. interface

interface

A VE—TIARABEUN—FYz7 avR—%v+ |

A B =T 2 A AERFHET HITIL, interfacea~ > REEHAL T,

interface {AccessTunnel interface-number | Auto-Template interface-number | GigabitEthernet
switch-number/slot-number/port-number | Internal Interface Internal Interface number |

L 1SPinterface-number L oopback interface-number Null interface-number Port-channel
interface-number TenGigabitEthernet switch-number/s ot-number/port-number TwentyFiveGigE
switch-number /sl ot-number/port-number Tunnel interface-number Vlan interface-number }

X NN AccessTunnel interface-number

TIRA MRV H—T o AEFRET
%iTO

Auto-Template interface-number

HET L L — N A X —T 2 A AEHET
EF9, AL 1~ 999 TI,

GigabitEthernet
switch-number/sl ot-number/port-number

XUy bA—H% 3w FIEEES023z 1 o ¥ —
T2 ALBRETEET,
« switch-number : A A~ 1D, AN/ #0H
X1 ~87T9d,

e dot-number : A E v &R [EOHFHIT
0~17T7,

e port-number : ARN— hFES, HRhAeHEIFEIX
1 ~ 48 TF,

L ISP interface-number

LISPA v Z—T = A AGHHETEET,

L oopback interface-number

=T N f =T o2 AEHRETEE
T, FEETE DHPHIT 0 ~ 2147483647 T,

Null interface-number

XNA L H =T o2 f AERETEET, T 74
JV M#EIZ 0 T,

Port-channel interface-number

R—brF ¥ RN A H—T o2 AEHETE
£, ARhR#MEIL 1 ~ 128 T,
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interface .
TenGigabitEthernet 10Xy hA—V Xy b A F—T AR
switch-number/dl ot-number/port-number PHRETXET,
* switch-number : A~ ID, B Zh72EEH
X1 ~87T7,
« dot-number

s Any bES, EOFMIZ0~1TT,
« port-number : AR — R, &HPHIZ 1 ~4,
17 ~ 24, BLWN37~48 TT,

TwentyFiveGigE BXHEY b A= Ry h A X =T = A X
switch-number/dl ot-number/port-number AHRETXET,

« switch-number : A A ~F ID, A %7 #iPH
IX1~8 T9,

« dot-number : Ay EE, fHIZ1 TY,

s port-number : R — &S, AR eEIA I
1 ~27T7,

Tunnd interface-number KRB BE—T 2 f AEWETXET,
FEETE HHIPHIZ 0 ~ 2147483647 T3,

Vlan interface-number AA v F VLAN #BECX 4, 5FCTx2
HIPAIZ 1 ~ 4094 T,

ARVRFILLE L

aAavYRE—FK Ja—s\)ar7 4 ¥ al— 3 (config)
av >y FERE )1)—x EERE

Cisco 10S XE Fuji 16.9.2 Zoawy RREAINE LR,

Cisco I0S XE Gibraltar 16.11.1 TwentyFiveGigE — VU — RN Z D a~ > RiZBMEhE Lz,

FRLEOHA KSq4y ZOa~Y R Tno) BAZMEHTE EH A,
77V 7R — FO#FMAIZ0~4 TT,
UR— ALy TFORALFEHE Y b A =Py~ A— FOFEPMAIL17 ~24 TT,
8R—FAL v FOINLVF Xy b A =Py b R— FOFPFHIL 41 ~ 48 TT,

I WIC., P RIAA v B —T e ARRET AW AR LET,
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. interface

Device (config) # interface Tunnel 15
Device (config-if) #

WIS, 5 F T EY h A =Ry A v F—T oA RERETHHERLET,
Device (config) # interface TwentyFiveGigE 1/1/1

Device (config-if) #

WIT, A0 FHEY b A —H Xy h A v HZ—T oA ZAERTETHEETRLET,
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interface range

AH—T =2 AFFERET DI,

interface range .

interfacerange =~ > K&/ L £,

interfacerange { GigabitEthernet switch-number/slot-number/port-number | L oopback
interface-number Null interface-number Port-channel interface-number TenGigabitEther net
switch-number/sl ot-number/port-number TwentyFiveGigE switch-number/sl ot-number/port-number
Tunné interface-number Vlan interface-number }

B0

L]

GigabitEthernet
switch-number /sl ot-number/port-number

FHE > b —H > NEEE8023zA > ¥ —
T oA ALRETEET,
« switch-number : A A~ F 1D, A 2h72 %
1Z1~8 T,
e dot-number : A u v &R [EOFHIT
0~17T7,

* port-number : R— &S, FRE T 540
PHIZ 0 ~ 48 TT,

L oopback interface-number

=T N =T o2 f AEHRETEE
4, FRETE H#PHIL 0~ 2147483647 T,

Port-channel interface-number

R—=b F¥ RGNV AL X —T o2 ALRETE
F9, Bih7efBIE 1 ~ 48 TT,

TenGigabitEthernet
switch-number /sl ot-number/port-number

WFTEY A=Y Ry b A F =Tz A R
ERETEET,
« switch-number : A A ~F ID, A %7 &iPH
X1 ~8 T,
« dot-number

s Any bES, EOFMIZ0~1TT,
« port-number : AR — F&Er, HPAIZ 1 ~4,
17 ~ 24, BLW37~48 TT,

TwentyFiveGigE
switch-number/sl ot-number/port-number

BEAC Y F A —F %y AL F—T = A R
BRETEET,
« switch-number : A A ~F ID, A %7 &iPH
IX1~8T9,

« dot-number : Ay NEE, XTI,

e port-number : AN— FES, BRI
1 ~27T7,
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. interface range

Tunnel interface-number Ry A v H—T 2 AR ETEET,
FEECX H#PHIL 0 ~ 2147483647 T4,

Vlan interface-number AA v F VLAN ZiRETEET, HETZD
HFiPHIZ 1 ~ 4094 T,

aAvYRFI4LE RL

ATV R E—R Jua—s a7 4 Fab— 3 (config)
vy FERE J1)—=x EERNE

Cisco I0S XE Fuji 16.9.2 ZToavwr RPREAINE L,

Cisco 10S XE Gibraltar 16.11.1 TwentyFiveGigE % — 7 — F78= 03> RIGEM S E L.

ERLEDHA RSy Ty 7 V7 H—FOHPHIL0~4 TT,
4 R—= R AL Yy FDOIVFEHE Y b A —H X b K— bOFPIL 17 ~ 24 T,
48 R— AL v FOVALFEAE Y b A —H Xy b R— b OFPHIT 41 ~ 48 TT,

Bl WIT. A 2B —T oA AR AR ET BHI% T LET,

Device (config) # interface range vlan 1-100
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ip mtu .

Ip mtu
AA v FEFRIFAA v F AL v I DT R TCDON—T v RAR—FD—T v KXy D IP
Kifpk=z=> b (MTU) +A XZHFETHITIE, AV F—T 2 A AT 4 Fal—var
E—RCipmtua~> REEHLEST, 774V FOIPMTU VA XICERTIZIE, Zoavy
RO no &M LET,
ip mtu bytes
no ip mtu bytes

BX DA bytess MTU # 1 X (/34 NHLAL) , FEETE HHEIPHIZ 68 D AT A MTUE (/A hHL

AU R TFI4ILE

O R E—F

) £ TTY,

TRTCODAAL T A H—T 2 ATEZEEIND 7V —2DTFT 7 /v IPMTU %A X%
1500 /31 kT,

AVH—TxA R AT fF2lb— 3 (config-if)

avwy FERE

JU—2 EENE
Cisco 10S XE Fuji 16.9.2 ZOoavwr RPREAINEL
776

EELDAA FSq > PHEOLRE, AAf v FEEAL v F A4 v 7 OREICESE | BUSEA SN TN DL AT

LAMTUEZZLET, MTU %1 XOFREIZET 25OV TIE, system mtu 7' 12 —3
Va7 4 Xal—vayavy RESRBLTLFEN,

T 74V hOIPMTU BEICRTIZIEL, A ¥ —7 =4 AT defaultipmtu =~ > K£7213 no
ipmtu =~ REEHALET,

FRE & MRS 512X, showipinterface interface-id & 7= 13 show interfaces interface-id 454 EXEC
avr REALET,

WIZ, VLAN 200 DK IP /X7y A X% 1000 31 F IZRET 20 2R LET,

Device (config) # interface vlan 200
Device (config-if)# ip mtu 1000

RIZ, VLAN 200 DK IP /37 v YA X% T 7 4L RERED 1500 /31 b ITRET
LB ERLET,

Device (config) # interface vlan 200
Device (config-if)# default ip mtu

iz, showip interface interface-id =~ > RO O~ A2 RLET, A X —T =
4x®ﬁfwumﬂu RENRRINET,

Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v ¥F) aA<Y > FJIJ7L VR .



A VE—TIARABEUN—FYz7 avR—%v+ |

. ip mtu

Device# show ip interface gigabitethernet4/0/1
GigabitEthernet4/0/1 is up, line protocol is up
Internet address is 18.0.0.1/24
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes
Helper address is not set

<output truncated>
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ipv6 mtu .

Ipv6 mtu
AZA v FERIFAA v F AL v T DT RCON—T v KiR— hD)L—T v K37 v hD IPv6
BERIGEL=Y b (MTU) YA RERET DL, A F— 7:4%:/74%1v%v5
Y E—RTipvemtu 2= REFEHALET, 774/ FD IPv6 MTU A XIZETIZIE
Da<r FonBEXEEHALET,
ipv6 mtu bytes
no ipvé mtu bytes

X DA bytes MTU 4 X (/A FHAT) . HEETE DHPHIZ 1280 7252 A7 LA MTUE (/A H

AU R TFI4ILE

O R E—F

) £ TTY,

TRCDOAAL v TF A H—T oA ATEZEIND 7 L—D2DT 7 /v ks IPv6 MTU ¥ X
1. 1500 /XA F T,

AR —Tx2A A AT 4 X2l — gy

avwy FERE

FEREDHA FS1 Y

JU—2 EENE
Cisco 10S XE Fuji 16.9.2 ZOoavwr RPREAINEL
776

IPv6 MTUED EBRIZ, AA v T ERIEAAL v F A¥ v 7 OFBREICHESE, BEEH ST
HY AT AMTUEZZRLET, MTU YA XOFREICE T HFEMIZ OV TIL, system mtu
Ja— ) ar7Z 4 Xal—aravy REBRLTLEE N,

T 7 4 E®D IPv6 MTU % EIZIRTIZIE, A ¥ —7 = A AT defaultipve mtu =~ > K7z
IZnoipvemtu =~ > RawEH L £,

FRE & MERR 92121, show ipv6 interface interface-id & 7= (% show interface interface-id f5#%
EXEC 2~ FE& A LET,

WIZ, £ Z—T A ADJHKIPV6 737 v b YA X% 2000 /34 MMIRET 56 %R
L/i‘j‘o

Device (config) # interface gigabitethernet4/0/1
Device (config-if)# ipvé mtu 2000

WIiZ, £ v B2 =T ADEKKIPV6 /X7y s A Z%T 7 3/ FERED 1500 /31 b
IR ET 2R L ET,

Device (config) # interface gigabitethernet4/0/1
Device (config-if)# default ipv6é mtu

&IZ, showipv6interface interface-id =~ > RO HO—ERLET, £ ¥ —T =
4x®ﬁf®E%NHU RENMRRENET,
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. ipv6 mtu

Device# show ipvé interface gigabitethernet4/0/1
GigabitEthernet4/0/1 is up, line protocol is up
Internet address is 18.0.0.1/24
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes
Helper address is not set

<output truncated>
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list (COAP 7%y av7c¥aL—v3>) [

list (COAP O x> a>vJqasXxal—3Y)

FTA NV Y —REZFETEXLHIPT NUAGHZHIRET 121X, COAPRFT a7 4 Fa
L—yaryE—FRTCliga~<vr REFEHRALET, 7740 FREICETITE, Z0a<wr Ko
no X aEHLET,

list =2~ REFEH LT, ipvd £721Lipve ICBIfR7e <. RS 2DIP Y A MEFRETEET,

list {ipv4 | ipv6}[list-name]
nolist {ipv4 | ipv6}[list-name]

B DEREA

aAvU R E—F

ipv4 list-name IPv4 U A M Z2FRE L E T,

ipv6 list-name IPv6 U A M ZFRELET,

COAP 7u %y 27 4 ¥z L—3 3 (config-coap-proxy)

avy NERE

HEREDAA K1Y

)1)—=x EENE
Cisco 10S XE Fuji 16.9.2 ooy RBREAINEL
77

COAPua Xy a7 4 Xal—alyE—RIT77BATHIZIE, Fe— a7 X
L—y g F—RKTcoapproxy 2~ FE AN LET,

1
WIZ, VAR MZERLTIPvE 7 R L AHPHZHIRT 2612~ LEd,

Device (config) # coap proxy
Device config-coap-proxy)# list ipv4 trial list
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B sz qzavr%a—va)

ldp (f V3 —T AR A T4FXalL—3V)

A > % —7 = A A Link Layer Discovery Protocol (LLDP) % A X—7/LZT HIZIE, A F—
TxA A A7 4Fal—varyE—RTldpa~vr FEHEHLET, /¥ —T7 =/ AT
LLDP 7 4 E—7 /W T 22T, Zoavr Fono BREZ/HH L ET,

[ldp {med-tlv-select tlv|receive|tlv-select power-management | transmit}
nolldp {med-tlv-select tlv|receive|tlv-select power-management | transmit}

B DEREA

aAavv KT+

AR E—F

med-tlv-select LLDP Media Endpoint Discovery (LLDP-MED) @ Time Length
Value (TLV) ZESRZXET D L OITERL 9,

tiv TLVEZZEET DA N 7, AHBRMEIIRO EBY T,

« inventory-management : LLDP MED A X | U &5
TLV,

« location : LLDP MED & -7 —3 a3 > TLV,
* network-policy : LLDP MED % v 7 —72 /K U > — TLV,

« power-management : LLDP MED EJi & L TLV,

receive LLDP 5k & Z (5T D LA v E—T oA A% A F—T VI
LET,

tlv-select %59 % LLDP TLV Zi&R L £ 7,

power-management LLDP EFEH TLV 2 %5 L £ 7,

transmit A2 =T 2 A ATLLDP k& A X —7 WM LET,

LLDP (x5 4 &E—7 VT,

AH =Tz A A7 4 Fa2b— =7 (config-if)

avy FERE

FEREDAHARFS1Y

)y—2 EEARE
Cisco 10S XE Fuji 16.9.2 Zoavy RpPEAINEL
7

ZDavwr Rt 8021 AT 47 AA T THR—FINTWVET,

A B =T 2 AN BRIV R— MIRESINTWD &, LLDPIXEEBMICT 4 B—T VI
D ET,

A B =T 2 ADLLDP5iE%T 4 =T NZT BB 2R LET,
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dp (4128—Tx42av74%aL—va) [

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# no 1lldp transmit

A B =T 2 A ADLLDPREE A F—T NMZT HH 2R LET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# 1ldp transmit
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. logging event power-inline-status

logging event power-inline-status

Power over Ethernet (PoE) £ X b u XU T oA X—TMITHIZIE, A ¥ —T A A 2

v 7 4 ¥ a2 b— a3 F— KT logging event power-inline-status =~ > K&l L £9°, PoE
AF—BAAR OO T 5T 4 E—TNCT B2, Z0a<wr FonfBREFAL
7,

logging event power-inline-status
no logging event power-inline-status

Syntax Description Zoavy RIZFBIEELITF—V— REH Y FHA,
Command Default PoE A X hDu ¥ 7iFA X —T L TT,
Command Modes A F =Tz A AT 4Fab— a3 (config-if)
Command History Jy—x TERNE
Cisco IOS XE Fuji 16.9.2 Zoavwr RPREAINEL
7o
Usage Guidelines Zoavwr ROonEXEZFEHLTH, POEZT7 —A X2 MNIT 4 8—T MR D EHA,
Examples WOBITIE, A=K ETPEAXRY bORF U T oA 32 —T MIT D HEEZRLE
R

Device (config-if) # interface gigabitethernetl/0/1
Device (config-if)# logging event power-inline-status
Device (config-if) #
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macro

macro .

A B =T 2 A~ arWM@ATIHN, FREA X —T =2 A LD~ urk@ALTT
Ny 7T H120F, f v F—T 2 A a7 4Fal— 3 F— R Tmacro 2~ Raf#]
LET,

macro {apply | trace}macro-name [parameter {value}][parameter {value}][parameter {value}]

BXDEREA

aAvU R FI4ILE

O R E—F

apply AP —T=f AL~/ anrE@ALET,

trace A B =T zA A7 uE@MAL, TheT Ny 7 L%
R

macro-name v uLERELET,

parameter value UEE) A v B —T oA AZEHAED—ED/NT A —Zfi%x

BELFET, E3o0F—U— R EEOHLEDEE A
FTExET, NFTA—F F—U— FOBETIT., KXFEL
INCFBEB S ET,

F—U—RTBDRALND &, TRTHIET DHIEICEE
BZONET,

TDa<wy RITET 74V FREXH Y A,

AV HE—TxA R AT fFa2lb— 3 (config-if)

avy FERE

EREDAARZA

)= EERNE
Cisco IOS XE Fuji 16.9.2 Zoavwr RpNEAINEL
72,

macro apply macro-name =~ > R&ZfifIL T, /A ¥ —T =/ A LTHEITINTWHL~VY I n %k
WHB L OERRTEET,

macrotracemacro-name 2=~ > R&ZEHA L C, ~7unZz@AL., FO~rarxT /3y 7 L THE
N —FERET T — 2R TE £7,

v /uEHEALEEE, LT —F IR ET T DIl a~vy RBRRR LGS, <7
IR EREEYDa~v L Ref o X —T = A2 LET,

—EBEOMEOFN B TELEL T H~ 7 nZlElT 256, parameter value — U — R & ] L
T, ZDOA 2 H—T oA ABEADOHEZRELET,

F—U— ROBETIE, KXFE/NLTFRENENFET, F—T—FT—HRALND E. T
NCHIGTAEICEES B ONET, F—UV—FRERI—HT 5L, TREVITFS|D—
HTholcb LTH—HERRINT, FETHEICEZHBLI ONET,
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A VE—TIARABEUN—FYz7 avR—%v+ |

—H D~ @i, NTA—HERLERX—T— FRE EIET, macro apply macro-name
?a~vy REMERTLE, v/ nThEREE - EERTEET, F—U— NMEZATETIC
v~/ aEkEA LA, avy NI3EH L2 | v @A IhEEA,

AA wF VT MU= TIE, YA 2D SmartPort D~ 7 B3 T 7 4L N THAIAEN TWET,
hbo~r7ua~y Kk, ==—+% EXEC £— K C show parser macro 2~ > RZ{Hf LT
FRTEET,

A B =T 2 AT AT 7 /b b Smartport ¥ 7 1 2T 5 AL, IROEEFEIHEICHE-
TLEEW,

e AA v F EOFTRTO~ 7 vikRKprd HITiE, = —3 EXEC & — KT show parser macro
avy R LET, FEO~ 7 nORNEEFRT LIT1E, 2—H EXECE— FTshow
parser macro macro-name 2~ > R&fH L £,

*$THEDLF—TU— FIZiX, —BEO/NT A—FENMETT, parameter value ¥ —7 —
EHEALC, BEREE AT 74V b7 ailBNMLET,

VAATTFN I uES LV LFEMHLTNWDHDOT, MHF—V— FEiilcEE
T S EVIHIXFEMHL T, v/ naffld 5L EIlHF—VU—FEERTEET,

NI REAE =T A RWHT DG, 7 mANABRICA VX —T = ZTBEMS N
F 9, ==—¥ EXEC *&— K T showrunning-configinterfaceinterface-id =~ K& 45 &,
WHINWca~vry PB4 2R R TEET,

AVE—=T A ZDFMIZEH SN~ ald, B—A U F—T oA ATHH SN~ m b
FRICEfEZ LES, A1 —T oA ZOfHELHEHT 256, ~7 2IZZOHFHNOEKA
B—T oA AEFICHEAENET, 1ODA X —T A AT 71 av ROEITITEK
LTH, w7 a3k f 2 —7=4 A LIZEAINET,

A B =T A A 2T 4F¥ a2l — 3 F— RNTdefaultinterfaceinterface-id =2~ > K% A
NTHE, A v F—T =2 ATHEAIN -~ e ORELHIRTE £,

1

AR —T A A AT 4 Fa2l— g F— R Tmacroname =~ > REFH L
B, AU H—T A ATHEATEET, ROBITIE, duplex &\ D £ RETOZ—FER
~JnkAf L H—T o RTEATHHEEZRLET,

Device (config-if) # macro apply duplex

<=7 EF NNy ST AN, A E—T oA AT fF2l— 32 F— K Tmacro
tracea~ REZHALT, ~7 il v Z—T7 x4 RCHWHINT- L&D~ 7 adil
NERITREZ T — 2RI TEET,

Device (config-if)# macro trace duplex

Applying command... ‘duplex auto’
%Error Unknown error.
Applying command. .. ‘speed nonegotiate’
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macro .

WOFITIL, AT 7 4/ b cisco-desktop ¥ 7 1 & Fnd 5 Hik, BLXOSA 7 —
TxAALTvsuE@HAL, 77 A VLANID % 25 ([C%ET D iEE R LET,

Device# show parser macro cisco-desktop

Macro name : cisco-desktop

Macro type : default

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID

switchport mode access

# Enable port security limiting port to a single

# MAC address -- that of desktop

switchport port-security

switchport port-security maximum 1

# Ensure port-security age is greater than one minute
# and use inactivity timer

switchport port-security violation restrict
switchport port-security aging time 2

switchport port-security aging type inactivity

# Configure port as an edge network port
spanning-tree portfast

spanning-tree bpduguard enable

Device#

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # interface gigabitethernetl/0/4

Device (config-if) # macro apply cisco-desktop S$AVID 25
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macro auto

A VE—TIARABEUN—FYz7 avR—%v+ |

CLIZH L T/ n— <=7 n R EB X OWEA T 5101%. ¥4 EXEC & — K T macroauto
o< FEFEHALET,

F 74N FREICETIZE., 20oa<> FonBREFH LTI,

macro auto {apply | config} macro-name

B DEREA

AR R FIAILE

ATk E—F

apply ~suZEMALET,
config NI RDNTA=ZE AN LET,
macro-name ~ /b ERELET,

AA v FIIE~ 7 nlddEA S EE A,

4 ke EXEC (B)

avy RERE

FRLEDHA KSA4 Y

)1)—2R EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwr RN EASNEL
77

AA v TFhb~wr7azdlRT 512, v/ ra~vr RonBEXE A LET,

macro auto config macro-name =~ K& AJjT25 &, T _XTOV I /"7 A—Z D% AT
THEIERINET,

macro-name & A /)9 % & &I 0FHNE EMICHEH LE T, =2 b VIZRLFE/NLFEREG] S
nET,

2 —WIEFROMEIX, show macro auto % 7213 show running-config =~ > KO ) TO AR X
nE7,

51
Wiz, Za—)=rarRrtH50Erm L ET,

Device# macro auto apply ?

CISCO_SWITCH_AAA ACCOUNTING Configure aaa accounting parameters
CISCO_SWITCH AAA AUTHENTICATION Configure aaa authentication parameters
CISCO_SWITCH AAA AUTHORIZATION Configure aaa authorization parameters
CISCO_SWITCH AUTO IP CONFIG Configure the ip parameters
CISCO_SWITCH AUTO PCI_CONFIG Configure PCI compliant parameters
CISCO_SWITCH DOMAIN NAME CONFIG Configure domain name

CISCO_SWITCH_ ETHERCHANNEL CONFIG Configure the etherchannel parameters
CISCO_SWITCH HOSTNAME CONFIG Configure hostname
CISCO_SWITCH_HTTP_SERVER CONFIG Configure http server

CISCO_SWITCH LOGGING SERVER CONFIG Configure logging server
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macro auto .

CISCO_SWITCH MGMT_ VLAN_ CONFIG Configure management vlan parameters
CISCO_SWITCH_ NAME SERVER CONFIG Configure name server parameters
CISCO_SWITCH NTP_SERVER_CONFIG Configure NTP server
CISCO_SWITCH_RADIUS_SERVER CONFIG Configure radius server
CISCO_SWITCH_SETUP_SNMP_ TRAPS Configure SNMP trap parameters
CISCO_SWITCH_ SETUP_USR CONFIG Configure the user parameters
CISCO_SWITCH_SNMP_SOURCE_CONFIG Configure snmp source interface
CISCO_SWITCH_ TACACS_SERVER CONFIG Configure tacacs server

CISCO_SWITCH USER_PASS CONFIG Configure username and password
Device# macro auto config ?

CISCO_SWITCH AAA ACCOUNTING Configure aaa accounting parameters
CISCO_SWITCH AAA AUTHENTICATION Configure aaa authentication parameters
CISCO_SWITCH AAA AUTHORIZATION Configure aaa authorization parameters
CISCO_SWITCH AUTO_IP CONFIG Configure the ip parameters
CISCO_SWITCH AUTO_PCI CONFIG Configure PCI compliant parameters
CISCO_SWITCH DOMAIN NAME CONFIG Configure domain name

CISCO_SWITCH ETHERCHANNEL CONFIG Configure the etherchannel parameters
CISCO_SWITCH HOSTNAME CONFIG Configure hostname

CISCO_SWITCH HTTP_ SERVER CONFIG Configure http server
CISCO_SWITCH LOGGING SERVER CONFIG Configure logging server

CISCO_SWITCH MGMT VLAN CONFIG Configure management vlan parameters
CISCO_SWITCH NAME SERVER CONFIG Configure name server parameters
CISCO_SWITCH NTP SERVER CONFIG Configure NTP server

CISCO_SWITCH RADIUS SERVER CONFIG Configure radius server

CISCO_SWITCH SETUP_SNMP TRAPS Configure SNMP trap parameters
CISCO_SWITCH SETUP_USR CONFIG Configure the user parameters
CISCO_SWITCH SNMP SOURCE CONFIG Configure snmp source interface
CISCO_SWITCH TACACS SERVER CONFIG Configure tacacs server

CISCO_SWITCH USER PASS CONFIG Configure username and password

WIZ, FED~ 7 v DNT A= 2 FomT D6l R~LET,

Device# macro auto config CISCO_SWITCH_AUTO_IP_ CONFIG ?

CISCO_SWITCH DOMAIN NAME CONFIG domain name parameters

CISCO SWITCH LOGGING SERVER CONFIG 1logging host parameters

CISCO_SWITCH NAME SERVER CONFIG name server parameters

CISCO_SWITCH NTP SERVER CONFIG ntp server parameters

LINE Provide parameters of form [Parameters

name=value]
<cr>

Device# macro auto config CISCO_SWITCH_AUTO_PCI_CONFIG °?

CISCO_SWITCH_AAA ACCOUNTING aaa accounting parameters
CISCO_SWITCH_ AAA AUTHENTICATION aaa authentication parameters
CISCO_SWITCH AAA AUTHORIZATION aaa authorization parameters
CISCO_SWITCH_HTTP_SERVER CONFIG http server parameters

CISCO_SWITCH RADIUS_SERVER CONFIG radius server parameters

CISCO_SWITCH_ TACACS_SERVER CONFIG tacacs server parameters

LINE Provide parameters of form [Parameters
name=value]

<cr>

Device# macro auto config CISCO_SWITCH_SETUP_SNMP_ TRAPS ?

CISCO_SWITCH SNMP_ SOURCE_CONFIG snmp source parameters

LINE Provide parameters of form [Parameters
name=value]

<cr>

Device# macro auto config CISCO_SWITCH_SETUP_USR _CONFIG ?CISCO AUTO TIMEZONE_ CONFIG
timezone parameters
CISCO_SWITCH HOSTNAME CONFIG hostname parameter
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. macro auto

LINE Provide parameters of form [Parameters
name=value]
<cr>

WIZ, ~7 XT3 A—2E2HTEL, CLIZHEHAL T~/ nz@EHld 202~ LET,

Device# macro auto config CISCO_SWITCH_ETHERCHANNEL CONFIG
Enter the port channel id[1-48] for 3K & 2350, [1-6] for 2K: 2

Enter the port channel type, Layer:[2-3(L3 not supported on 2K)]: 2
Enter etherchannel mode for the interface[auto/desirable/on/active/passive]: active
Enter the channel protocol[lacp/none]: lacp

Enter the number of interfaces to join the etherchannel [8-PAGP/MODE:ON, 16-LACP]: 7
Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/1

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/2

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/3

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/4

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/5

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/6
[

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/7
Do you want to apply the parameters? [yes/no]l: yes

Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Device# macro auto apply CISCO_SWITCH_ETHERCHANNEL CONFIG
Enter configuration commands, one per line. End with CNTL/Z.
Device#
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macro auto apply (Ciscol0S > T )LDR Y 1) 7 MERE .

macro auto apply (Ciscol0S > T LD XY 1) T FiHE

CiscoI0S v = /LD A7 V) 7 MEREA M L T/ u— b~ aZi% el L O AT 5121,
¥5HE EXEC E— R CTmacroautoapply =2~ > K& L EJ, 774/ FREICRETITIE, =
Da<r Ron BEREHEHALET,

macro auto apply macro-name

B DEREA

aAav R FI4ILE

aAvU R E—F

apply ~sakiERLET,

macro-name ~ /a4 ERELET,

ZA yFIF~ 7 nidEA SN EEA,

¥rME EXEC (#)

avy FERE

FEREDAA RZA4 Y

)1y—2 EENE
Cisco 10S XE Fuji 16.9.2 Zoavwy RBREAINEL
77

AA v TFhb~=r7a w2120, v /ra~<vr Fon B2 AN LET,

macro-name = A )92 & 3 XFHNE EMICHER LET, = b UIERICF E/NFERXE]
EhET,

a—HFEFOMEIL, show macro auto % 7213 show running-config =~ > KO TOHRFIRE
NET,

CiscolOS = /v DA U7 MERRZMEHN L TNTIA—FEZRETLHZLbTEET, #lico
| ANGEN

[Configuring Auto Smartports and Static Smartports Macros| D@ [Configuring and Applying
Global Macros| Z7 v a2 > 22 LT 7E &0,

151
Wiz, Za— )< arFrd 0%~ LET,

Device# macro auto apply ?

CISCO_SWITCH AAA ACCOUNTING Configure aaa accounting parameters
CISCO_SWITCH AAA AUTHENTICATION Configure aaa authentication parameters
CISCO_SWITCH AAA AUTHORIZATION Configure aaa authorization parameters
CISCO_SWITCH AUTO_IP_ CONFIG Configure the ip parameters
CISCO_SWITCH AUTO_PCI CONFIG Configure PCI compliant parameters
CISCO_SWITCH DOMAIN NAME CONFIG Configure domain name

CISCO_SWITCH ETHERCHANNEL CONFIG Configure the etherchannel parameters
CISCO_SWITCH HOSTNAME CONFIG Configure hostname
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. macro auto apply (Ciscol0S > = )LDRX Y 1) 7 FEE

CISCO_SWITCH_HTTP_SERVER CONFIG Configure http server
CISCO_SWITCH LOGGING SERVER CONFIG Configure logging server
CISCO_SWITCH MGMT_ VLAN_ CONFIG Configure management vlan parameters
CISCO_SWITCH_ NAME SERVER CONFIG Configure name server parameters
CISCO_SWITCH NTP_SERVER_CONFIG Configure NTP server
CISCO_SWITCH_RADIUS_SERVER CONFIG Configure radius server
CISCO_SWITCH_SETUP_SNMP_ TRAPS Configure SNMP trap parameters
CISCO_SWITCH_ SETUP_USR CONFIG Configure the user parameters
CISCO_SWITCH_SNMP_SOURCE_CONFIG Configure snmp source interface
CISCO_SWITCH_ TACACS_SERVER CONFIG Configure tacacs server
CISCO_SWITCH USER_PASS CONFIG Configure username and password
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macro auto config (Ciscol0S & TJLDR Y 1) 7 MHEEE .

macro auto config (Ciscol0S > T JLDR ) T H4EE

yua—)bv 7 a R ER X O 5121, F7HE EXEC “E— R T macro auto config =~ >
REfHALET, 774V MREICETICE, Z0oa<v>y FonoBEXEMHLET,

macr o auto config macro-name [parameter=value [parameter=valug]...]

X DERHA config <7 aDRTA—=HEATTLET,

macro-name ~ /a4 EEELET,

parameter=value [ parameter=value] parameter=value : 7 = —/ L~ 7 B DT A — X EDIE %
i BEEMXET, TNENOLETEEDORT & AN— 2 TX
WA TH LWVVEEZ AT LET (B : <namel>=<valuel>

[<name2>=<value2>...]) ,

ATV R TFI4NER AAvTFIEz s uidEH S nEE A,

AT R E—FR ¥iHE EXEC (#)
2%y REE yy—2 RENEF
Cisco 10S XE Fuji 16.9.2 Thavwr RREAINEL

77

FEREDHA KSq4y Ay Tho~7nzllfRd 523, v7unavwr Fon Xz AL LET,

macro auto config macro-name =~ > K& A1 5 &, T _XTO~V I a7 A—ZDfEx AT

ToHROERINET,

macro-name 35 X O\ parameters # A 14 254518, IEfERT ¥ A XA EFEHALES, =
N VIERCF LN CERK S E T,

2 —HEROEIX, show macro auto % 72 1% show running-config =~ > KD ] TOHERE
ET,

CiscoI0S ¥ = /v DA 7 V7 MERRZMEM L TARIZ A= 2RETHI L b TEET, Hlico
VWTIZ,  [Configuring Auto Smartports and Static Smartports Macros] D@ [Configuring and
Applying Global Macros] &7 > a v AZH LTI EE0,
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macro auto control

A VE—TIARABEUN—FYz7 avR—%v+ |

Wt iE, T AXA T FRE NI A— AN MU T—ar ba—EHFEEND)
\ZHASWTAA » FIZ Auto Smartport ¥ 7 R Z BT 22 A4 IV 7 HFRET HITIE, A ¥ —
T2 A AT 4 Fa2lb— g F— KTmacroautocontrol =< FEEHLES, ~U

H—b~/nD~y € 7T 4 =7 MBI,

Zoawy RonoEXEERHLET,

IHT, AL v FIFA X b MU AT—ICESW T~ ozl L 20 £,

macr o auto control {detection [cdp] [lldp] [mac-address] | device[ip-camera] [media-player]
[phone] [lightweight-ap] [access-point] [router] [switch]| trigger [last-resort]}

no macro auto control {detection [cdp] [lldp] [mac-address]| device[ip-camera] [media-player]
[phone] [lightweight-ap] [access-point] [router] [switch]| trigger [last-resort]}

-3 qOE L) detection [cdp] [Ildp] [mac-address]

detection : tIROF D12 FZ& . A
Ry b NUH—LLTCERELE
—a—o

« ({EE) cdp: CDP A vt —

« ({EE) lldp : LLDP # vt —
>

« ({£#&) mac-address: = —
EFOMACT FL AT )L—TF

device [access-point] [ip-camer a] [lightweight-ap]
[media-player] [phone] [router] [switch]

device : IRD 1 DLLED T /N4 A
. AN MU T—E LTHRE
LET,

« () access-point :
Autonomous 7 7 & AKRA b

« (f£&) ip-camera : Cisco IP
T AT A F

« (fE#) lightweight-ap :
AT 7 ZRA B

« ({EE) media-player : 7
NWAT AT T L—F—

+ ({£&) phone: Cisco IP &7
« (fF£&) router : Cisco /L —%

o (fEE) switch : Cisco A1 v
?
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| AVE—TIARABEUN—FHz7 avikh—%2 bk

AR TIFILE

ATV R E—F

macro auto control .

trigger [last-resort] trigger : FFEDA X2 b MY T—%
BELET,
« (fEE) lagt-resort : 7 A KU
=k MY T—

2ZA v FiZ. AU NIT—ELTTAAREATEERH LET, AA vTFNBTNA A X
A THPETEXRVESIT. MACT RL X ZL—7 . MAB X vt —, 802.1XEREEA vt —
V. BIXOLLDP A v —U% T U A ARIEFRETHELE T,

AHE—T A A a7 4 Fa2lb— 3 (config-if)

av Y RERE

FEREDHA FS14 Y

)1)—X EENE
Cisco I0S XE Fuji 16.9.2 Toavy RREASISNEL
776

AR NUH—%BRELhoTHE, AA Y TFTIFAXU N NI AT—LLTT AR HA
TEFERHLET, A v TFNT AR XA TERETE2WVEGEEIX, MACT RLA JL—
7. MAB A vtE— 8R2IXFRIEA vE—Y, BIOLLDP X vb—U% 7 & LARNEFT
ERLET,

~7anA =T oA ATHEH SN TS Z L EHERT ST, = —H EXECE— K CTshow
macro auto interface =~ RZfEH L £,

1

WL, A X FRUA—LLTLLDP A v E—YBIOMACT RLAZL—T %%
ETHEZRLET,

Device (config) # interface gigabitethernet 5/0/2

Device (config-if) # macro auto control detection 1lldp mac-address
Device (config-if)# exit

Device (config) # end

WIZ, ARV =L LTT 72 BARS U b, ETFAERIAT, TOXNAT 4
TV —E2RET LR LET,

\)

GE) AAvFIFE TI7EARA UM, ETF Y —_ATUANRAT EIFTIHL A

TAT T—Y =R LIZGaORMAA A~ 7 n @l LET,

Device (config) # interface gigabitethernet 5/0/1

Device (config-if)# macro auto control device access-point ip-camera media-player
Device (config-if)# exit

Device (config) # end
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A VE—TIARABEUN—FYz7 avR—%v+ |
. macro auto execute

macro auto execute
AR~ DT 7 )V MaEBEEZHZ T, /X M NI H—bAAL~Y 7 o, £7201X
2P ERE~YIO~DT T ERET DI, Ju— a7 4 F¥alb—r gy T—

K¢ macro auto execute =~ > R&FHH L E 7,

macr 0 auto execute event trigger {builtin built-in macro | remote url} {parameter=value} {function

contents}
no macro auto execute event trigger {builtin built-in macro | remoteurl} {parameter=value} {function
contents}

X DEEA event trigger AR N =D AR~ I u~D~ v B TR ERLET,

event trigger [ZIRDIEAFEE L £77,
« CISCO_CUSTOM_EVENT
- CISCO_DMP_EVENT
* CISCO_IPVSC_EVENT
« CISCO LAST RESORT EVENT
- CISCO_PHONE_EVENT
- CISCO_ROUTER_EVENT
* CISCO_SWITCH_EVENT
« CISCO WIRELESS AP EVENT
. CISCO_WIRELESS_LIGHTWEIGHT AP EVENT

«WORD: MAC 7 RL AT NL—TF O —HPEHRA X FRY
H—%wH L £,
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macro auto execute .

builtin built-in macro (f£%) builtin built-in macro name IR DEZFEE L 7,
name « CISCO_AP_AUTO_SMARTPORT
/T A — X fE NATIVE VLAN=1 #f58E L 7,
+ CISCO_ DMP_AUTO_SMARTPORT
XF A —HfE ACCESS VLAN=1 ##5E L £,
« CISCO_IPVSC_AUTO_SMARTPORT
XF A —HfE ACCESS VLAN=1 #5¢E L £,
« CISCO_ LWAP_AUTO_SMARTPORT
XF A—H{E ACCESS VLAN=1 #5& L £,
« CISCO_PHONE_AUTO_SMARTPORT

NT A —HfE ACCESS VLAN=1 3 L VVOICE_VLAN=2 #4571 L
EJr RN

« CISCO_ROUTER_AUTO_SMARTPORT

/T A — X fE NATIVE VLAN=1 #f5E L £,
+ CISCO_SWITCH_AUTO_SMARTPORT

/T A — X NATIVE VLAN=1 #f58E L 7,

parameter=value (f£&) parameter=value : bultin-macro name (278 SU72/3T7 A — X
DF 7 )V Ml (B : ACCESS VLAN=1) #@EZ#zx £4, Th¥Th
DRI EEDRT % A=A TRYIHHRTH LWEEZ AT LET

(f3] : [<namel>=<valuel> <name2>=<value2>...]) .

{function contents} (&) {function contents} : kU A —IZBEfHT 52—V EZEDO~ Y
nEEELET, v 7 eONFIEL, WAy a THATANLET, £
WA 3T CiscolOS V= /b a~wr REfEL, Ay aTavy
ROTN—TET LET,
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. macro auto execute

A VE—TIARABEUN—FYz7 avR—%v+ |

aAvU R TFI4ILE

avY kK E—FK

remote url (EE) VE— b =0z ROL S ITHELET,

CARBURTHAAL v TF LFETFIAEZ I DT I T 4 T AL vF
Eow—n 7T yva Ty A VAT AORK : flash:

ALy AN bEDa—= N T Ty a Ty A VAT LDk
jC .

flash member number:

FTP O :

ftp:[[//user name[ : password] @l ocation]/directory]/filename
HTTP $— "D

http://[[user name: password]@] {hostname | host-ip} [/directory]/filename
¥ 27 HTTP $— O :

https:/[[username:password]@] { hostname | host-ip} [/directory]/filename
NVRAM DAL :

nvram://[[user name:password]@][/directory]/filename

UyE£—h abt—7m bz (RCP) DO :

rcp:[[//username@]l ocation]/directory]/filename

Secure Copy Protocol (SCP) D##3C :

scp:[[//username@] ocation]/directory]/filename

TFTP OHEC -

tftp:[[//location]/directory]/filename

L

Jua—s) a7 4 Fab— a3 (config)

avwy FERE

EREDAARZA4

)= EENE
Cisco IOS XE Fuji 16.9.2 Zoavwy RpREAINEL
77

FAAB~ 7 v DT 7 )V MaxE A A~ TFICEA OME TE #1125 I121%, macro auto execute
a<wr REFERLET,

AR N YT =NOAIAIR~ T O~D v BT, AL v F THEIICETEINET,
FLAIAB< 7 BIEV AT AEROI7 0 THY, VYT MU =2T A A—VIZEENTVET,
CiscolOS v = VDA 7 U7 MEREZEH L C2— VP EED~ I 0 2 {Elk T2 b TEET,
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macro auto execute .

Ja—s\)ar7 4 F¥al—vayE— RTshdltrigger 2~ REERT L, g~
Y MRV A—2FRTEET, 2—PERDO M) H—BIO~ 7 nONFELRTT DI, K
¥ EXEC T show shell triggers =~ > R&fiH L £,

Cisco Discovery Protocol (CDP) % Link Layer Discovery Protocol (LLDP) % 7"— kL TU /2
WT N ADA R b MY T —%ERT DI21%, Fr— v ar7 4 Falb—var E—FK
“C macro auto mac-address-group =~ R&fEH L F7,

UEe—h ~7oiEEafA LT, BEXRY hU—7 AL v FICEVER SN D T ROGHTIC
NI RERETEET, ZTHUCTEY . BEOAAL v FTHEPT L2~ 7 v 7 7 A )V EIRE
L., EHTHZ ENAEEICRY T, VE— N — OB L0~ 7 8O/ ERE R ET
521X, remoteurl Z AL £, RIFTE2~27 0 77 A NDT 7 A NAFEEA IR B 70 B
ITH0 EHA,

AutoSmartports ¥ 7 B R X NT v F~r v (TrF~rnuix, Voo Xy UpngELEAIC
BB O~ 7 2> THIBRESN D TY) I2IE, ROTEEFHEHIRFELIH Y £5,

o fAIAI~ 7 B ITHIBREZIZEFETE LT, L, 22— ERO~7 v & F U4RITE
KT BE, HARAAR~ I o BB T AN TEET, TOMAAR~Y I o EETTS
ik, 22—V EZRO~ 7 ol LET,

» macro auto device ==~ > N & macro auto execute =~ > RO % A 2 —7 W2 LT=5E
W, BICET L a~r RTHRELERTA—EZR AL v FICEHENET, AA( vF
LT T o T TE D avy RIFFFET T,

s/ uEMA LIEGED VAT AE ZERET HI121E, 802 IXFRFELIAA DR — FRGEE T
NTHIBRLET,

o 2A wF T Auto SmartPort & A r—7 WIZT BT, A—bExFa V7T 4 TR TE LA
WTL Z &,

s TTDREE 7 uNFE LEEHEAE., 70l zon 2hnary7 4 Xal— g a
< U RIZEA SN2V, £RET v F~r7acoinboa~y RBREIBRENNERA (7
CF= I aldEAEHIDO~ I aD—ET, VI E T AR D EEII I a IR
£7) .

o 728 ZUE, 802 AXFRAEN A X — TIN5 TV B AL, switchport-mode access 7% iE % Hl
PreXEH A, ZOEAIL, switchport-mode 7% 7E & HIFR T 2 Al 802.1X BREZ HIFRT %
WERH D FT,

+ Auto SmartPort ¥ 7 1 2§ 251X, & — b % EtherChannel D A >/ N|[ZIXTE EFHA,

AT T DT 7 )L hDF —HF VLAN X VLAN 1 T, 57 4/L hDFF VLAN
IXVLAN2 T9, AA v TFBRRRDLT 78R, XA T 47, F£I13EF VLAN ZEH 3
5841, macro auto device ¥ 7-1% macroautoexecute =~ > F&2FEH L THEAREL £
K

* 802.1X FRFAFE 721F MAC F8FE/ N1 /X2 (MAB) TlE, o T S 22 BEd 5729
2, RADIUS H— i3 v 2 ad gt & fEd<7 auto-smart-port=event trigger # ¥ 7K— h 9"
HEITHRELET,
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A VE—TIARABEUN—FYz7 avR—%v+ |
. macro auto execute

o AA v F ) Auto SmartPort ¥ 7 B &2 YR — T DHDIE, T ATEEEF INTWDHE
BT TT, "TREOEEDT A AEFITY AR— S TnEHA,

o IN— h ETEIENA X —T NMIZ 7 o> TWABEAIE, A4 v FIiL, FBIENKBLTZHED
MAC 7 LA b U H—%MHE L £9,

cw 7 uERNEINT AT v Fv 7 aNTIL, CLLa~ Y FOIEFRERAEENHY 97,

il

I OHF|ITIL, Cisco AA > F & Cisco IP Phone & A A v F~Ehed H7-DIT, 2 DO
BirFr~r awFERHTHHFEERLET, ROFITIE, NTFor 7 A0 F—T A AH
IZF 7 /)L hOFEF VLAN, 727 A VLAN, BLX R AT 17 VLAN 2L H L £

R
Device (config)# !!! the next command modifies the access and voice vlans
Device (config)# !!! for the built in Cisco IP phone auto smartport macro

Device (config) # macro auto execute CISCO_PHONE EVENT builtin CISCO_PHONE_ AUTO_SMARTPORT
ACCESS_VLAN=10 VOICE_VLAN=20

Device (config)# !!! the next command modifies the Native vlan used for inter switch
trunks

Device (config) # macro auto execute CISCO_SWITCH EVENT builtin CISCO_SWITCH_AUTO_SMARTPORT
NATIVE_VLAN=10

Device (config)# !!! the next command enables auto smart ports globally

Device (config) # macro auto global processing

Device (config) # exit

Device# !!! here is the running configuration of the interface connected

Device# !!! to another Cisco Switch after the Macro is applied

Device# show running-config interface gigabitethernetl/0/1

Building configuration...

Current configuration : 284 bytes

|

interface GigabitEthernetl/0/1
switchport trunk encapsulation dotlg
switchport trunk native vlan 10
switchport mode trunk

srr-queue bandwidth share 10 10 60 20
queue-set 2

priority-queue out

mls gos trust cos

auto gos voip trust

macro description CISCO_SWITCH_EVENT
end

WOBITIZ, AT 4T T —F%—LMEIND2—WERA N N YT —2a—HFF
BRIy U IT D HEERLET,

1 802X F/ZIEMABICKHGE LIZAAL v F A= NMIAT 47 T —Y—%HHi L £
ﬁ‘o

2. RADIUS #— N LT, @M EfEDXT % auto-smart-port=DMP_EVENT |2 E L £
hd‘o
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macro auto execute .

3. AAyF LT, A MU H—DMP EVENT Z/Es L, = —HEHR~ I/ 1 =
~r FEANLET,

4. AA v FIiE, RADIUS H— 3725 @ attribute-value pair=DMP_EVENT & & 52 17 A
N, ZOAXY kN MY H—ZBEEMT bR~y m &AL ET,

Device (config) # shell trigger DMP_EVENT mediaplayer
Device (config) # macro auto execute DMP_EVENT {
if [[ $SLINKUP == YES ]]; then
conf t
interface SINTERFACE
macro description $TRIGGER
switchport access vlan 1
switchport mode access
switchport port-security
switchport port-security maximum 1
switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
spanning-tree portfast
spanning-tree bpduguard enable
exit
fi
if [[ SLINKUP == NO ]]; then
conf t
interface SINTERFACE
no macro description $TRIGGER
no switchport access vlan 1
if [[ $AUTH ENABLED == NO ]]; then
no switchport mode access
fi
no switchport port-security
no switchport port-security maximum 1
no switchport port-security violation restrict
no switchport port-security aging time 2
no switchport port-security aging type inactivity
no spanning-tree portfast
no spanning-tree bpduguard enable
exit

R12: 9 R— SN TS Ciscol0S > T )LDF—T— K

avo kR B

{ avy RO NV—T{bEBMLET,
} aAv Y RO N—T a2 T LET,
[l SRR L LTRER L ET,

1 SRR E LT L £,

else SRR L LT L £,

= SRR E LT L £,
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. macro auto execute

A VE—TIARABEUN—FYz7 avR—%v+ |

avy kR

B

fi

SAFRERRAR L LTI L £,

if

FAFRERAR E L TRER L £

then

SAFRERRAR L LTI L £,

FAFRERAR E LTRER L 97

$LFTIHELEMUT, NI A—FETEMRS
nEJ,

#XFEMHALT, ax b THFAPEAT)
Ljﬁjﬂo

£ 13: 9 R— F SN T Cisco 10S & T LD FHFF—T—F

avo kR B

| INATTA
case SR RRAR
esac A R
for Ne— T HE R
F&RE = VR
in SR RRAR
select A PR
time RATFA v
until Ib— T RERAR
while Jo— T RERAR
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macro auto global control .

macro auto global control

TNRAAZATELII NI T — (A Xk MU T— a3 bha— b EIND) 2SN T
AA » FIZ Auto Smartport ¥~ 7 R EZTHHT 54 A IV ERET DI, Fe— L a7 g
F= L—3 3 F— KT macroautoglobal control =~ > REMHLET, rH—Et~rn
DYy T %T 48— /MMITHITE, ZOoa~vry Fono B E#EHALET,

macro auto global control {detection [cdp] [lldp][mac-address] | device[access-point] [ip-camera]
[lightweight-ap] [media-player] [phone] [router] [switch] | trigger [last-resort]}

no macro auto global control {detection [cdp] [lldp] [mac-address] | device[access-point]
[ip-camera] [lightweight-ap] [media-player] [phone] [router] [switch] | trigger [last-resort]}

B DEREA

detection [cdp] [Ildp] [mac-address detection : DD 1oL 4. A
N b NUF—ELTEELE
¥

« (f£&) cdp : CDP A vt —¥

« (fEE) lldp : LLDP # vt —
o

+ ({£&) mac-address: = —
EFEOMACT RL AT )L—7

device [access-point] [ip-camer a] [lightweight-ap] device : kD 1 SLL EDF /84 2
[media-player] [phone] [router] [switch] Bl ARV R RUS—L LT
LE,

« (f#) access-point :
Autonomous 7 7 £ ARA > b

« (f£&) ip-camera : Cisco IP
BT AT A Z

« (f£E) lightweight-ap : H
BTHERT 72 ARA b

« ({EE) media-player : 7
NAF 47T L—F—

+ (£&) phone: CiscoIP &7
« (f£&) router : Cisco /L —#

+ ({£E) switch : Cisco A A v
9;
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. macro auto global control

ARV R TIFILE

ATV R E—F

A VE—TIARABEUN—FYz7 avR—%v+ |

trigger [last-resort] trigger : FFEDA X2 b N T—%
BELET,
« (fEE) lagt-resort : 7 A KU
=k MY T—

AZA v FiZ. AU NIT—ELTTAAREATEERH LET, AA vTFNRT AL A X
A THPRETEXRVESIT. MACT RL X ZL—7 MAB X vt —, 802.1XEREEA vt —
V. BIXOLLDP A v —U% T U A ARIEFETHELE T,

Jua—s9r ar7 4 ¥ a2 b—3 3 (config)

av Y RERE

FEREDHA FS14 Y

)1)—X EENE
Cisco I0S XE Fuji 16.9.2 Toavy RREASISNEL
776

AR NUH—%BRELRhoTHE, AA Y TFIFAXU N NI AT—LLTT AR KA
TEFERHLET, A v TFNT A R XA TERETE2WVEGEIX, MACT RLA JL—
7. MAB A vtE— 82IXFRIEA vE—Y, BIOLLDP X vb—U% 7 & LARNEFT
ERLET,

VI ONAAL o FICHEAINTWD Z & 2R T 5%, =—3 EXEC *&— K C show macro
autoglobal =~ > RZfEH L 7,

1

Wi, AV MR H—LLTCDP Ay tE—, LLDP A vE—, BLUMAC T
RVATN—THRETHH R LET,

Device (config) # macro auto global control detection cdp lldp mac-address
Device (config) # end

KIZ, Autonomous 7 7 B AKRA > b, FREFHAT 7B ARA 2 b, BIOIP ER
EERETHHE R LET,

Device (config) # macro auto global control device access-point lightweight-ap phone
Device (config) # end
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macro auto global processing .

macro auto global processing

aAvU R FI4ILE

aAvU kR E—F

AA v F T Auto SmartPort ¥ 7 2% A F—TNZT HIZIE, Fr— L a7 X ab—
v 3 v E— K Tmacroautoglobal processing 2~ > K& LET, v~/ vz Ts 4 —71IC
THIE, Zoavr FOonBREHEHRLET,

macr o auto global processing

no macr o auto global processing
Auto Smartports 737 4 Z—T7 /T2 > TWET,

Jua—s)L a7 4 Fab— 3 (config)

avy FERE

EREDAARZA4

)= EENE
Cisco IOS XE Fuji 16.9.2 Zoavwr RpREAINEL
77

A v F ET~ I 0k 7 a—rUIA Fx—7/UIZT 5L, macro auto global processing =t~
VREFERLET, FEOR— N ETY I uid T 08— MCTHITIE, A X —T AR
“&— K C nomacro auto processing =~ > &M H L £7,

802.1X 72 IXIMABREEZ M H L TV 5513, yx:@ﬁikf@d?wmmWTWWHmt
trigger Z 07— 95 X 9 IZRADIUS — N ZRET HHLENH D £9, FRFEN K LTS

L, w7 il S EY A, 802X E/LIEIMABRRAENR A » H—T = A4 ATRWTDH L, A
AvFIET =Ny CDP A X b MU H—%FEHLEEA,

CDP TRl SN D 7 /A ANEEDOMREZ T RS A X256 A v Fid. mINZAA >
T RIT—F L) IEFF THEREZ 8 R L £47,

I aNA A =T oA ATEA SN TS Z & 2R 5121, #iHE EXEC £ — K T show
macro auto interface =~ RZ&fEH L £9,

1

WOHTIE, AA v F T Auto SmartPort % A 2 —T7 /M T 5 HE, BIOKEDA
H—T 2 A ATIDOWEEET 4 B—TWZT D HEERLET,

Device (config) # macro auto global processing
Device (config) # interface gigabitethernet 0/1
Device (config-if)# no macro auto processing
Device (config-if)# exit

Device (confiqg) #
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. macro auto mac-address-group

macro auto mac-address-group

Cisco Discovery Protocol (CDP) % 721X Link Layer Discover Protocol (LLDP) % #4v— K LT\
RNTF R ADA R b " =" HI21F, Ze— L ar 7 4 F¥al— gy T—

N"C macro auto mac-address-group =~ > R&EHLET, Z7A—7ZHIBRT 512X, o=
~ RO noEREHEHLET,

macr o auto mac-address-group name {mac-addresslist list| oui {list list| range start-value size

number } }
no macro auto mac-address-group name {mac-addresslist list| oui {listlist| range start-value size

number } }

BX DA

AR R FI4ILE

AT R E—F

name ITN—T4EELET,

ui (&) Operationally Unique Identifier (OUI) @ list &£7=
ILrange ZfiE L £7,
elist : OUI U A b %, AR—=ATRXYI>72 16 HEFAT
ANTLET,

srange : OUI OBMREZ 16 EETA L £
(start-value) .

esize: W L72T R AU A b ZARAT 5 728 D range
DFEX (number) & 1 ~5TASHLET,

mac-addresslist list (EE) ARXR—ATRXY>7=MACT RLAD U A Mo
ELET,

IN—TIFERSNTHEE A,

TN—F a7 ¥ = b— a3 (config-addr-grp-mac)

avy FERE

)1)—= EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwr RpREASNEL
77

FEREDHA K54 CDP EIZIILLDP ZH AR — bk LTWRWT AN, ZADA R b~ H—%2VERT 2I21%, macro

automac-address-group =~ > RZ il L £9°, macroautoexecute =~ > R&fEH LT, A
A= IR ElFa—PER Y/ nE~v vy BT HI0E MACT RLAZLV—7"% F Y Jj—
ELTHEHLET, Vo7 TyT RS, A v TFRT AL R XA T HmHL, fiEShiz~
suziEfLET,

TDOAAL vFIE. BRKI0DOMACT RL A T A—T%HR—rLET, £70—71%, K
325D OUl & 32 fHldD MAC X EHH#T RV AZFFOZ LN TEET,
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macro auto mac-address-group .

il

WOHITIE, address trigger V9 MAC 7 RL AT —7 A X2 b R U B —%1ERK
TLHE BRO= U M) 2RI 55 EE R LET,

Device (config) # macro auto mac-address-group mac address_trigger
Device (config-addr-grp-mac) # mac-address list 2222.3333.3334 22.33.44 a.b.c
Device (config-addr-grp-mac) # oui list 455555 233244
Device (config-addr-grp-mac)# oui range 333333 size 2
Device (config-addr-grp-mac) # exit

Device (config) # end

Device# show running configuration

|

!macro auto mac-address-group address_trigger

oui list 333334

oui list 333333

oui list 233244

oui list 455555

mac-address list 000A.000B.000C

mac-address list 0022.0033.0044

mac-address list 2222.3333.3334

<output truncated>
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. macro auto processing

A VE—TIARABEUN—FYz7 avR—%v+ |

macro auto processing

AU R TIFIE

AR E—F

A B —T A AT Auto SmartPort ¥ 7 B & A F—T /I THITIE, AV F—T A A
74 ¥ 2 b— 3 E— K Tmacroautoprocessing 2~ > R LES, v~/ vzt 7 «&—
TCTHHELE. Z0a~vy RO no BN EFHEH L E7,

macro auto processing
No macr o auto processing
Auto SmartPort |37 4 E— T /I > TVWET,

AHE =Tz A A AT 4 Falb— 3 (config-if)

avy FERE

FEREDHA K542

)1)—= EENE
Cisco 10S XE Fuji 16.9.2 Zoavr RREAIREL
776

BEDA A =T 2 A AT I A F—T T DHIZE, AV F—Tzf AT 4 X2
L—3 =3 %F— K CTmacroautoprocessing 2~ > REHHLET, FEDOA X —T oA A
Tk T =T MMITDHIE, A F—T 2 AR AT 4 Fal—aEF—RFTno
macro auto processing 2~ > F&fEH L E 7,

Auto SmartPort ¥ 7 2 Z AT 561X, &"— b % EtherChannel D A /N ZIXTE FHA,
EtherChannel % 14~ % 5. nomacro auto processing =~ > R Z{# ] L T, EtherChannel £ >
K —7 = A AP Auto SmartPort 7 4 £—7 /L2 L7, EtherChannel f > % —7 = A ANK
EHAVNAUH—T =4 ATHEALET,

I AN, B =T A ATHA SN TWD Z & R HI2IE, Rk EXEC £ — R T show
macro autointerface =~ > RZ&fEHA L E9,

1

WOHFITIL, AA > F T Auto SmartPort %1 R —T W2 T 5 HE, BLXOEEDA
B —T 2 A ATZOMEEEYT 4 B—T7 T B HEEZRLET,

Device (config) # interface gigabitethernet 0/1
config-if) # no macro auto processing
config-if) # exit

config) # macro auto global processing

Device
Device
Device
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macro auto sticky .

macro auto sticky

Voo BT AR NDBRTOEY I anT 7T 4 7185 (7 a0kt LN D) X9
WCRRET DT, Zu—L ar 7 4 ¥ a2 b—3i g2 F— R T macroauto sticky =< > K%
EHLET, ~7 vkt ad T =7 MCT212iE, Zoa~vy Rono JBREEH L E

j"o

macr o auto sticky
Nno macro auto sticky

ATV RTFIFIE T BROKGMITT 4 =T IR THET,

9T R E—FR Jua—s )L ary7 4 Xab— 3 (config)
avy FERE )1)—= EENE
Cisco I0S XE Fuji 16.9.2 Zoavwr RpNEAINEL

77

FEREDHA KSq4y VI F VAN MUY I RN T 77 4712725 £ 9. macroautosticky =~ > R fii ]
l/\ljz—a—O

1

WOFITIE, f X —T A A LT~ aDiFithz A 2—TNT D HEEZRLE
KR

Device (config) # interface gigabitethernet 5/0/2
Device (config-if) # macro auto port sticky

Device (config-if)# exit
Device (config) # end
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. macro auto trigger

A VE—TIARABEUN—FYz7 avR—%v+ |

macro auto trigger

~7a M) AH—ar7 4 Xab—raryB—RERIIBEL, ARAR N T —D7eW\T /34 A
DRI T—%EHR L, TONIT—ETNRARAEIIT 0T 7 A VEBEMT DI, T a—
SNV ar 7 4 ¥ alb—3 gy E— K Tmacroautotrigger =~ > F&2HHL 4, =—FEH
KU A—%EIRT 5121, 2oa<y RonoERa#H LET,

macro auto trigger trigger_name {device | exit | no | profile}
no macro auto trigger trigger_name {device | exit | no | profile}

B DEREA

AR R TFIHILE

avU R E—F

trigger_name FNA AL TENTT 07 7 A VA IR T
LR H—EEELET,

device AR E N A=~y B T T 5T A4 &R
/\’:._E‘L/i‘dAO

exit FNRAAITN—T a7 4 Xal— g F—R
T LET,

no BREINTWDETNNA, AT XTHIBELE,

profile ARt E NIl vy 77T 7 A V4
FFRELET,

a—PERM) T—ITRESNHTWERA,

Jua—s )L ary7 4 Xab— 3 (config)

avy FERE

FREDHA FS14 Y

)= EENE
Cisco IOS XE Fuji 16.9.2 Zoavwr RpREAINEL
770

T 734 A 73 Device Classifier (Z L > CTHFINTWBDIZH b BT, MAIAL N T—inE
HINTWRWEAIE, Z/r— L ar 7 4 X¥a L—3 3 %F— RTmacroautotrigger =2~
VREFEHL, TAAL AL ELIETT 0T s A NNAICESNT NI =2 ERLET, 202~
YREANTDHE, ALy FiF~vra N H—ar 7 4 Falb—aE— RV, device

exit, no, profile D& ¥ —U— RKRFRINET, ZOF—FKT, NI V—Z=wv L I7T2
THRAALERNTT 07 7 ANBERECEET, T/ M AL LT T 7 A NEOHFIZ Y
H—t~y B 7T 508 IHY FHA, MFOLRNZ RN H—%~y B 7T5HL, w/n
TV r—vary T, NI H—Turr AN~y B TRBEISNET,

I—PERYI/BERETDHEEIL, Z0Oavr FEFEHL TR T—Z2F&EL T EIN,
HAL I~ 7 aDFETIE M) H—ZIFNHETT,
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macro auto trigger .

FALZADT T 7 A NENER LT D, FAL AT VT F e B R (T DSR2 D
EEEMTBRERD Y £,

151

WIZ, MBIAI RN Y H—DIRNAT 4T T—Y—L L BT H7201C,
mediaplayer-DMP &9 7’00 7 7 A JWICH§ 2 —HER N H—2RET D HlEE
ZT—\‘L/\i—é—O

Device (config) # macro auto trigger DMP
Device (config-macro-trigger) # profile mediaplayer-DMP
Device (config-macro-trigger) # exit
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. macro description

A VE—TIARABEUN—FYz7 avR—%v+ |

macro description

A LB =T A RAIED 7 aBElmAIND DT OWTBAEZ A THIZE, f X —T A
A ary7 44X al—3 3 F— K Tmacrodescription =~ > R&MHA L £9, it EZHIBRY
L2121, Zoavr FonBREHEHLET, 203~ KT Auto Smartport D R5#) 228
T,

macr o description text
no macro description text

B DEREA

AR R FI4ILE

ATV R E—F

description text BELEA LV —T7 oA R ENT-~
7 ZONWTOHHZE AT LET,

Zoawy NIZET 740 FEREEHD TH AL

AH—TxA AT fFalb— 3 (config-if)

2v Y KRR

HEREDAA K1Y

J1)y—=x EENE
Cisco 10S XE Fuji 16.9.2 Thavwr RREAINEL
77

AUE =T A RZAA NTFXANEIT~ 7 04 ZBEEAT 51213, description ¥ — U —
REfHLET, B—A v ¥ —T o AEHEO~ 7 vl 1T 254, AT £ A Mk
IR L7~ 27 Dbl 9,

R R RS DI2IE. FitE EXEC & — K T show parser macro description =~ > K& AL %
R
151

ROBFITIL, A F—7 A ATHAZEINT D HEEZRLET,

(config-if)# macro description duplex settings
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macro global .

macro global

A v FIZwrar@mAT o0, FHEFEAA v F LT 7 uzE@lBL 0T Ny 74512
Jsua—)Lary7 4 ¥al—3iarEF—RTmacroglobal 2~ R&EEHLET,

macro global {apply | trace} macro-name [parameter {value}][parameter {value}][parameter

{value}]
parameter
BX DA apply AL yFICv s hwf LET,
trace Ay FIlvr/naz@fL T~ naeT7 Ny 7 LET,
macro-name v/ uLERELET,
parameter value (EE) TDOAL vy FIRES N —BD/NT A —ZEEEE L

AR R TFIAILE

aAvU R E—F

EFT, &FE3IODF—U— REEDOMAGDOEE AN TEET,
IRTRA—H =T — RNOBETIH, KXFL/PIXFENXB S
F9, F—UV—FRTHERROLND L, TRTHIETHHEICEE
iz onET,

Zoawy NIET 740 FRTEEFEHD A,

Jua—)L a7 4 ¥ ab—3 3 (config)

avy RERE

FEREDAHA RS2

)

)1)—= EEANE
Cisco I0S XE Fuji 16.9.2 oavwr RBREAINEL
77

G ~=/7vHOKEa~wr RO X—Yara AN LEEEIE T, A/ yFTEASINTZ v—

V= aREEEIRTEET,

AV H—T =2 A~ a%iEAT 521, macro global apply macro-name =2~ > K&l L
ij_o

~suZfAL, v/ uET ANy 7 LT 7 —FIEET 7 — 2 513 5 121%, macro
global trace macro-name =~ > RZ&Z{EH L £9,

v /uE#EALzEE, LT —FIRET T DIl a~vy KRR LGS, <7
DIEEREEEY DO~ FEAL v FICEALET,
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. macro global

A VE—TIARABEUN—FYz7 avR—%v+ |

—EOMEORN ) B TENIEL T H~ 7 nZlElT 256, parameter value — 7 — R & ] L
T, ZOAAL yFICEAOMEERELET,

F—U— FORETIE, RKXFELNXFERXBSNES, F—UV—FT-ERALNDL L, T
NHETDEICEES WA ONE S, F—UV—FPERIC-ET DL ThABRREWIFH|D—
HTHolL LT —HEE RSN T, ST LHHICESHIONET,

—HD~ 7 a2, NT A =X ERLERF—U — FRE £ E T, macroglobal apply
macro-name? 2~ K&+ 5L, v~/ 0 CHERELZ EFRRTEET, F—UV—NiE%
ATEFICv 7 ar@f Lizse, a~vr FIZEG L2, ~7aidEHEShEEA,

AA v F VT RNz TIE, VAT T 7 4L b Smartports ¥ 7 B RAHOIAENTONET, =
nNoo~wr7uea~y Rk, =—4% EXEC £— KT show parser macro 2~ > R&{f L CTH
RTEET,

AA FNZV AT 7 4 /L b Smartports ¥ 7 B AT 5 & XL, IROFEREFHICES T
éb\o

c A v T EOTRTO~ I niFRKrd HIZIE, showparser macro 2~ R&EMH L ET,
KrED~ 7 v OWNE & FaT 5HIT1E, show parser macro name macro-name =2~ >~ K % {i#
HALET,

*$THHEDF—TU— FIZiX, —BEO/NT A—FENRMETT, parameter value ¥—7 — K
EHEALTC, REREEZ AT 74V b7 2 TBEMLET,

VAT T AN IS EN) XLTFEFEHLTWDOT, MEAX—T — REikh]3
LD ET, v 7 a2 BT 256, S LW XFEFEM LEF—TY— FOERIZ
IEHIRR2 N 0 8 A,

~ 7k ALy FICHEAT LG, v/ B APHBIRICA A v FITBIMENE T, show
running-config 2~ > FZ2EHAT 5 &, HINWca~vr FBLIWN~ 7 a4 2R R TEET,

1

macro autoexecute 2~ RZEA L TH LW~ B 2{ER L% T, O~/ %
AA v FITHEATEET, ROBITIE, simp~7 nz KRt 55E BIOZEDO~”
nxMHLTHRA M ET A M F— NZERE L, IP precedence % 7 [ZFET 5 Hik
e LET,

Device# show parser macro name snmp
Macro name : snmp
Macro type : customizable

#enable port security, linkup, and linkdown traps
snmp-server enable traps port-security
snmp-server enable traps linkup

snmp-server enable traps linkdown

#set snmp-server host

snmp-server host ADDRESS

#set SNMP trap notifications precedence
snmp-server ip precedence VALUE
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macro global .

Device (config) # macro global apply snmp ADDRESS test-server VALUE 7

~7v%T Ny 73 5HIZIE, macroglobaltrace 2~ K& LT, ~7/ & AA v
FICHEA LT EDO~ 7 O L ELITRETT — &I TEET, ZOHITIL,
ADDRESS/XT A — X AN AT ENTWEH A, snmp-server host =~ > R34 L C
B, ~7 000 OHSNAL v FIZEA S TNET,

Device (config) # macro global trace snmp VALUE 7

Applying command. .. ‘snmp-server enable traps port-security’
Applying command. .. ‘snmp-server enable traps linkup’
Applying command. .. ‘snmp-server enable traps linkdown’
Applying command. .. ‘snmp-server host’

%Error Unknown error.

Applying command. .. ‘snmp-server ip precedence 7'
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. macro global description

A VE—TIARABEUN—FYz7 avR—%v+ |

macro global description

2y FIZHEM S ND~ 7 BIZOWTORBAEZANTHIE, Fe—b a7 4 Fab—
3 F— F T macroglobal description =~ > F&EM LET, HBAZHEIRT 510, Z0
a~vr ROono B EHHLET,

macr o global description text

no macro global description text

B DEREA

AR R TFIAILE

ATV R E—F

description text 2A wFICHEA ST~ 7 2z oW T O
EANNLET,

Zoawy NIZET 740 FREEFHD A,

Jua—)L a7 4 ¥ 2 b—3 3 (config)

2v L FRE

FEREDAA RS2

)1)—= EERNE
Cisco I0S XE Fuji 16.9.2 Zoavy RREAINEL
7

AA Yy FIZA A N THFANERILY 7 v &2 AT 5121%, description F— U — R &[]
LET, O~ aPlAL v FIZHEA SN TV DG, ST F 2 MIR#ZICEH Sz~
7 mOF IR £7,

T A TERT DI2IE, FitE EXEC & — K T show parser macro description =~ > K& A )L %
R

!l
WOBITIE, AA v FITHA BN 5 HikERLET,

Device (config) # macro global description udld aggressive mode enabled
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max-endpoints (COAP A% o> 74 F¥alL—3Y) .

max-endpoints (COAP 7O ¥ 2> 74 F¥al—3)

TNAATEEHETE LT FiRA ¥ PORKRBEIRET HI121E, COAPTRnFy a7 4 Fa
L—v 3 v E— R Tmax-endpointsa~ > RZMEHLET, 774V FEREICETIZIZ, 20
a<vr ROnoBERAFEHRLET,

max-endpoints number
no max-endpoints

XDt number I 1 ~ 500 T,

ARV EFI4NE T IANIOTZL RAA ML 10 TT,

ATV R E—F COAP 7u%y a7 4 X2 L—3 3 (config-coap-proxy)
A%y FEE 1y—2 KERNE
Cisco 10S XE Fuji 16.9.2 Zoavwr RREAINEL

776

FEREOHA KSA > COAP7 Xy a7 4 X2l —alryET—RIT 7R TAH 0L, Fe—)Lar7 X
L— a3y E—RFRTcoapproxy 2~ K& AT LET,

451
WRIZ, TNRAATHEETEDLZ Y RRAV FOBRKEE RICEET A0 2R LET,

Device (config) # coap proxy
Device (config-coap-proxy) # max-endpoints 12
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. mdix auto

mdix auto
A ¥ —7 = A AT Automatic Medium-Dependent Interface Crossover (Auto MDIX) #¥fE% A
F—=T T HIZEF, AV F—Tx2Af AT 4 Fal—v 3y E— KTmdixauto 2+
RZfEHLET, Auto MDIX 27 4 £ —7 /LI F5I121E, ZOa~vr RO noBRAMH L E
B
mdix auto
no mdix auto

Syntax Description Zoawy RIZEBIEELIETF—T—NiEbH 0 A,

Command Default Auto MDIX (X, A X—7 /LT,

Command Modes A F—=TxAf A AT 4F a2 b—3 3 (config-if)

Command History Jy—x TERNE
Cisco 10S XE Fuji 16.9.2 TOawy RBREAINEL

7o
Usage Guidelines AutoMDIX XA R—T IR E, A V¥ —T =4 ATHEMICHLTE R r — 7 VR YA 7 (A

F—bhERFZ7R) ZHBEL, ERaEIcsE L ET,

A B —T x4 ZD Auto MDIX Z A R — 7 /2T HEE1E. BENETICEET S L 91z,
AR =T A ZAREET 2Ly 7 AH auto lICERET HLENH D 77,

Auto MDIX 78 (HE LT 27 Ly 7 AOHER I —a & bll) Bt o/ 7 —
T2 A AD—HELIIWST TA X—=TNVDEEE, r—T N 24T (A b —bEidrnm
Z) BRETHY v 7B 7 v 7 LET,

Auto-MDIX (X, 93T 10/100 35 X T 10/100/1000 Mbps 1 > % —7 = A A LB LW
10/100/1000BASE-T/TX Small Form-Factor Pluggable (SFP) €Y =2 —/)L A V¥ —7 = A A LT
A—FENFEF, 1000BASE-SX F 721 1000BASE-LX SFP £V =—/L A V' X —7 = A A TiX
FAR—FEINFEFA,

A H—T = A AD Auto-MDIX OFENMER T — b+ ZHEZR T 5121%, show controllers
ethernet-controller interface-id phy %## EXEC =~ R&Z A) L £,

wOFITIX, A— kD Auto MDIX ZH 32T 5 HiEEZ R LET,

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if) # speed auto

Device (config-if) # duplex auto

Device (config-if)# mdix auto

Device (config-if)# end
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network-policy .

network-policy

AVHE—=T 2 A AZFYy NI—I R —Ta 77 A NVEBATHINE, A X —T (A
a7 4 Fab— g E— R Tnetwork-policy 2~ > REFHALET, AU —%HIFRT 5
ik, Zoa<vr FonoBXRE2mHALET,

network-policy profile-number
no network-policy

BX DA

AR TFIAILE

aAvU kR E—F

profilenumber ¢ > % —7 = 4 RICHEATHF Y hT—27 R v—TF a7 7 A L&

Fv NT—2 R o—Ta7r A VTEAINEEA,

AB—TxzA A AT 4F2b— 3 (config-if)

avy FERE

FEREDHA K4V

)1)—= EEANE
Cisco 10S XE Fuji 16.9.2 Zoavwy RBNEAINEL
776

AVE—=T oA AT T 7 A NVEHEHT HIZIE, network-policy profilenumber 1 > % —7 =
A A a7 4Fal—varyavr REFHALET,

BONCHE Yy NT—2 R >— 7 a7 7 A VERET DHE. A% —7 x4 A switchport
voicevlan 2~ > R&HEH TE £H A, 7272 L., switchportvoicevlan vian-id 3§ CiZA & —
Tz AARICHRESNTWAEAE, XYy NI—I RV v—Ta 77 A Vel ¥ —T A A L
WCHATEET, Z0%, A v ¥ —T7 =4 AL, WHISWZEFR 72355V 7)Y v 7 VLAN
Iy NI—=I R —TFuT7r A VEHERLET,

WO T, /£ F—T A AZFR Yy NT—I R —TFaT77AL60 Z@EHT5H
FHiEERLET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if) # network-policy 60
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. network-policy profile (JO—/\)L 3> T4 FalL—3Y)

network-policyprofile (/' O0—/\)La> T4 ¥Xal—> 3

V)

Iy MU= R =T a7 7 A VEERL, *y hV—2 R v—ar 74 ¥alb—vs
V= RERBT DI, Za— a7 X a2 b—3 g 2 F— K Tnetwork-policy profile
av P LES, RV —ZHRLT, Zrn— L a7 fal—ar E— R
RA1IZE, Zoavy Fon BREHERLET,

networ k-policy profile profile-number
no network-policy profile profile-number

BX DA

AR R FIHILbE

aAvU R E—F

profilenumber % h U —2 R — a7 7 A FK S, FHETE HHHIL 1 ~ 4294967295
/C\‘j—o

Fy FT—U RV —FaTd 7 A UIEZSNTWER A,

Jua—s ) ary7 4 Xalb— 3 (config)

avy FERE

FEREDHA K54V

)= EENE
Cisco 10S XE Fuji 16.9.2 Ioavwr RBREAINEL
776

Ta7rANEER L, Fy NT—I KR =TTy A arT 4 FXal—arET—R
ZBRtET 5 121E. network-policy profile 7o —/ 3L 7 4 o Lb—3g v a~< 2 Rafli
LET,

Ky b= RV —TFaT s AN AT 4 Fal— g F— FH 5 EXEC T— FiC
REHEAT. exita~ 2 READLET,

Iy NU—IRY)—FardyrAf)L a7 4 Xal— 3 F— ROEE,. VLAN, Class of
Service (CoS) . Diffserv =— K 5"A > b (DSCP) Offi, BLOF X/ T— F&HEET S
ZTET, BERBIOEFVIFIV U ITHOT 0 T s AN EERT A ENTEET,

Ihoo7a 7y A OEMIL, Link Layer Discovery Protocol for Media Endpoint Devices
(LLDP-MED) @ network-policy Time Length Value (TLV) 28 £ E T,

WOBEITIE, v hI—27 R —Fa 77460 BVERT D HEEFRLET,

Device (config) # network-policy profile 60
Device (config-network-policy) #
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port-dtls (COAP FO%% avTs%aL—>av) |

port-dtls (COAP OFx> a> 74 FXalL—3Y)

Datagram Transport Layer Security (DTLS) O — h & ET HI21E, COAP F'r¥x v a7 4
Fal—TarE—RTportdtlsa~> FEEHLES, 7740 MREICERTITIE, 20
avy ROnoREFEHLET,

port-dtls number
no port-dtls

X DEREA number #PHIZ 1 ~ 65000 T,

ARV R FI4INE T TAN DR — L5683 TT,

ATV R E—F COAP 7u%y a7 4 X2 L—3 3 (config-coap-proxy)
A%y FEE 1y—2 KERNE
Cisco 10S XE Fuji 16.9.2 Zoavwr RREAINEL

776

FEREOHA KSA > COAP7 Xy a7 4 X2l —alryET—RIT 7R TAH 0L, Fe—)Lar7 X
L— a3y E—RFRTcoapproxy 2~ K& AT LET,

451
Wiz, DTLS OAR— F&RETHH 2~ LET,

Device (config) # coap proxy
Device (config-coap-proxy)# port-dtls 5899
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. port-unsecure (COAP 0% VT4 F¥alL—3Y)

port-unsecure (COAP JOF¥> a2 74 F¥alL—23Y)

N— MR ETHITIE, COAP 7 ¥xy a7 X a2 b—3 3 F— R T port-unsecure =<
YREFERALET, TN EREICETICE, Zoavr FOono BXEHEHLET,

port-unsecur e number
no port-dtls

X DA number T 1 ~ 65000 T,

ARV ERFI4INE T TAN DR — L5683 TT,

AT R E—F COAP 7u %y a7 4 X2 L—3 3 (config-coap-proxy)
av Y REE =2 RENS
Cisco 10S XE Fuji 16.9.2 Zoavr RREAINEL

776

FERLEOHA KSq4y COAPTuFx a7 4Fal—arE®—RNIT77E8ATH20E, Fe—bar7 o Xa
L—y 3 F— R Tcoapproxy 2~ K& A LET,

1
wIZ, R— b aRETLH2RLET,

Device (config) # coap proxy
Device (config-coap-proxy)# port-unsecure 5899
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power inline

power inline .

Power over Ethernet (PoE) "— h CEBEEHE— REZRETAITIE. AV F—T =2 A a3
T4 F¥al—v a3y ET—RTpowe inlinea~> REFHALET, 7740 FREICETIC
X, Zoa<r FonoBERXEHEHLET,

power inline {auto [max max-wattage] | never | port priority {high |low} |static [max
max-wattage] }
no power inline {auto|never |port priority {high |low} | static [max max-wattage]}

Syntax Description

auto ZEEEORAEA X —T
LET, +oRhEINRSS
Berid. HEiE OB H#%IZ PoE
N— MTEN 2 BEBACEY
WCTET, E LTI, B
SNFNEFCiThivET,

max max-wattage (TR A— Mo ah s
EHEHIBRLES, FRETE
%A X 4000 ~ 30000 mW T
T EEEE LRWGEIT,
RRENPAE SN ET,

never LEOKRE &R — F~DE
i rr o v—7 I L E
7,

port R—=FOERTITA VT 4

ERELET, 774D
B IT [Low] T,

priority {high|low} R—bOBERTTAA4) T 4
ixE LET, ERICEERN
BAELESGAICE, K774
FUVT 4 & LTHRESNTY
L= M RERANCA 71T
D, 7794 F VT 2& LT
RE I NT=AR— MIfxk®BICA
T2 VET, TT7ANLERD
ESGHE 1Y [Low] T,
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. power inline

A VE—TIARABEUN—FYz7 avR—%v+ |

static ZEMEEOMME A X —T L
WCLET, A v TFBRZET
N%X%@ﬁf%% Z. R—
N ~DES HFRNTEID 4T
i#(%%bi#)o_®7
JvavilioT, £ X —
7 A RCER ST T A
AT E N2 TS 2

ERTEET,
Command Default F 7 %/ M auto (f Fx—T7 V) TT,
KU > L. 30,000 mW T,
TNV NDOR—K FITAF VT 4 ITIETT,
Command Default AVE—=TxA A AT 4F¥al— =z (config-if)
Command History Jiy—= EERE
Cisco 10S XE Fuji 16.9.2 Toawy FREASHEL
776

Usage Guidelines

ZPDa<wy KL, PoEXGEA— FEFTHR—FENTWET, PoE RV EAE— FINTWRWN
A= CZDa~vr REANTDIE, ROZT— A vE—UNRERINET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# power inline auto

~

% Invalid input detected at '”~' marker.

AA v F AL I TlE, TOa~<wy RiZPoEEZ YR —FLTWAARK v 7 DOEFR— hTHR—
FENET,

max max-wattage 47> a U EMH LT, ZET A AOBEBNIBHIREZB 22V E 21 LET,
ZOREIZEL T, ZET A ARKRKRY v ML Y 2 \WE )% %K 7 5 Cisco Discovery
Protocol (CDP) A vt —V%EETHE, A v FIIAR— F~ENEMHGE L EHA, ZEE
EDIEEE 7 7 ADI KNI RY v MREBA D & A v FIFELEICEN MG L EE A,
X, Fr—SVENNY =y MCELNET,

\}

Note

0 F£7/21F Class 3 EEIZE 2 G LEF A,

power inline max max-wattage =~ > N3 30 W Kl Z5XE SNV TV DS, A A » F X Class

AA T PNZET NA A~OEB NI EIELT 285G (ZET /3 AR CDP A vEe—T %
CCHIREZBZ B2 ERT D56, £7IXIEEE 7 7 AR KENR KT v MEaE#Bz2 <
WAHEE) . PoEAR— Mdpower-deny 27— MMZ7e D 9, A v FIE VAT LA vE—T%
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Examples

power inline .

ER% L, show power inline ### EXEC =~ R /1D Oper 7 7 12 power-deny 233~ S E
D

R—=MIEWTTA AV T 4 %252 5IT1E, power mlmestatlc maxmax-wattage =~ > K % fii
ALET, AA vFIL, auto T— FNITREINT-A B EENY Y THETIZ, static E—
RIZRESNTZAR— FZPoE&ZEI D Y4 TEd, AA /‘ﬂi\ FEER T L0 BRI E ST
WAHEEIZL, AET 4w R—brOBNEHKRLET, HEINTEERRWGAIE. A—h
DYy N7 RBENENCERR . A¥T 4 v 7 R— b NOBBNIBHEHRINET, A1 >
Tl BRESNTZHRRY v MEaER— MIEID Y TES, ZOMHEIE, [EEE 7 7 A E 3% E
TNAAZAMBD CDP A v E—VIZ R > TlEiEND 2 & 1TH Y A, EHREREID YT
ENTVWLDT, IRV y MU T OB EHEHTHZET NA AZ, AX¥T 4 v 7 F—RIC
Bt SILCOAUIZE DN T%nfl:éi’bi?‘ 7272 L, ZET N, ADIEEE 7 7 ANKKY v &
BBADHE, AL v FITEEICENEZME LETA, CDPA v E—V 2@ U CRET /3 AN
WAy MEEEA & %%?kbfb\é AL TS DE, ZETAA AR Y v
N LET,

AR— K23 static B— ROBWEICAAL v FRENEEIE D Y TTEXRWEE (e 2iE, &N
NP xy MEERPRTTIZHOEBEIR — N ETIZAX T 4 v 7 A= MZE D ETHNTWDAR
L) L RMOAvE—UNFRIILET, Command rejected: power inline static: pwr not available,
R— hOREX, TOFFEEHEINETA,

power inline auto % 7= 1% power inline static ‘/5’ Tz A Ay 74 FXal—vayavy
REEHLTHR—FERETHE, A= MIREINTCHEE LT 27 Ly 7 AFREEMEH LT
BEfxr2vo—ra v LET, i, %*7A411%6mk9ﬂ BfRe <. B S Lz
WEOEEMZ BT 5 DITHETY, BB SN, A v FidA v F—T =
A2&VEY FT2ZLRL RESNCHEELT 27 Ly 7 ARELEHLTA ¥ —T =
A AZN—Ra—RLET,

power inlinenever =2~ > REMFEH L CTHR— FNEHRET DL L. A— MIREINHE L
Ly 7 ZAREICRY £7,

R— NIV A aBlOZET NA ARG STV D 5A1E, power inlinenever 2~ > K THR—
]\%Eﬁﬁbf£b\“(< a0V, RIERY 77 v 7HRAET, A— h errdisable 27— NI %
REMER DV F97,

power inline port priority {high | Iow} a<wy REMFEHALT, POER— NOERTIZA 4V T«
ERELET, BHNPRRLEEACE, BOFR—F 7T 4V T 0 THR— MRS T
HZBT NAAN, £T, vrv I 5’ v ENET,

FRE & HERR T DI, show power inlineEXEC =2~ > K& AN LET,

WOHFITIE, AL v F ETZET AL AOKEZ A R2—7 112 L, PoE &~— MZHEH)
MNZE N MG T 2 HiEE R LET,

Device (config) # interface gigabitethernetl/0/2
Device (config-if)# power inline auto

WOFITIE, Class1 £721X Class2 DZET A A &Z T AND LI, A4 vFET
PoE R— M A BRET D HiEEZRLET,
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A VE—TIARABEUN—FYz7 avR—%v+ |
. power inline

Device (config) # interface gigabitethernetl/0/2
Device (config-if) # power inline auto max 7000

ROFITIE, ZEEEORMNEZT + E—7 ML, A1 vF ETPoE RN— F~DE
s 2tF kT 2 Tk E R LET,

Device (config) # interface gigabitethernetl/0/2
Device (config-if)# power inline never

WOHFITIL, BIRICEENBE LG EICREDR— D1 OBy vy ME T &R
5L, A= DT IT7AF VT 4 Z@IIHET D HFEEZRLET,

Device (config) # interface gigabitethernetl/0/2
Device (config-if)# power inline port priority high
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power inline police .

power inline police

ZEBTNAARATITNEA NENEEDORY) Vo T oA RX—TMIT DI, A F— 7::4’
A Ay 7 4F¥alb— a3 F— KT powerinlinepolice =~ K& LET, ZO%RE
FAE—T T HITE, Zoavr FonoEREZHHA L ET,

power inline police [action {errdisable|log}]
no power inline police

Syntax Description action EE) VT NEA LOEIEENR— ORKEE L CE@EE L5
errdisable B K= b ~OBNEATIZTEEI . TS RAERELET, 2T
THIN DT 7 a il £,

action log (EE) VT NEZA LDOBESTEENR— P ORRKESEN Y TE2EE LT
B ERINTWDT AN, ZA~DENEMIG LRB S, T /31 A7) syslog
Ao—UEAERTDEIIICHELET,

Command Default TNAAZADY T NVEA LDOEINHEDORY) > 7L, T 48—V TT,

Command Modes AH—TxA AT fFalb— 3 (config-if)

Command History yy—x TERNE
Cisco IOS XE Fuji 16.9.2 ZOawy RREAINE L

7=

Usage Guidelines Z @3~ RiL, Powerof Ethernet (PoE) XfiiAN— DA THAR—F S TWET, PoE &
A=K LTHWRNWT AN, AEIR - TCZDavr REANTHE, 2T —RAvbE—UREK
IRENET,

AA v F AL 7 TlE, ZOa<wr Fit, POEBLI QY 7L F A DENMEET=F) T &Y
R—=FLTWBERHF v I DAL v TFFFIAR— b THR—FINFET,

VTN EADLDEIEEDORY) S TNAR—TNTHIEE, ZET A ANED B THN
FPTERRENIVEZSOBEZEET DL, T AL LET,

POEMNA X —T N THDIEGE. T RAIZEBTNA ADY TIVE A LAOBEIIEE RN L E
T, ZOMREIZ. R — =X )T E I — v T nbnET, £ TS
ANFNT— R o T RE R L CIEERENEZRY V7 LET,

NI —=RY L TRAFZ=T NV THDIHE. 73 AFRDIEDWT A0 I TPoE AR — b
DIy FATENLELT, ZNHDED 1 SEMEHLET,

1. power inlineauto max max-wattage f > ¥ —7 = A A a7 4 F a2l —ar avr NE
7213 power inlinestatic max max-wattage f > % —7 = A a7 4 F a2 b — g avy
REASN LI IR — b ECHFRISN2ENEZHIRT 52— EROE S L~L,
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A VE—TIARABEUN—FYz7 avR—%v+ |
. power inline police

2. T AT, CDPARNY—RAv = — g VETZIXIEEE 3B L O LLPD E )R T = —
va e LT, EEOMHEMLHENBBIICRESNET,

71y NATEIEOEE FEHTRE LLRWSESE, 735 AL, CDPENXTv=— 3 F7
IXT /A ADIEEE & LLDP B I v —v a U2 L CHEMICEEZRE L £,
CDP 721X LLDP 234 12— 7 LV TRWGAIX, 774/ MED 30W REH S vET, 7272
L. CDP £721% LLDP 282V A 1T, 15400 ~ 30000 mW DfEAS CDP %3k % 7213 LLDP %k
TEFIZESNTEHID Y ToNDT2D, T34 ATI54W B2 DEIOEENT /NA ZAIND
FAESNETA, ZET /A ANCDP £/2IXLLDP DR AT —3 9 7R LIZ 154 W 2 %
LENEWEET LA, EEITRKER Imax OFIRICER L, Ik KRELZE 2 5 BRI E S
D EWND lcUtFEENHAET HAEEMENH D 7, HOERE AND £ T, A— MIEERE
DFEFICHRY F4, A— b THBAIC 154 W 2B DEBENDREBEBINDEAE. 2oV A 70
D IRINET,

PoE+ AR — MBS TWDEZET A ANFHEE L, #J TLV TCDP /N7 v M E 2k
LLDP /37 v M WEE SNDEHA. T3 AIRAIDO /v hOBE /IR — a7 b
anEuy L, TOMOTe harnbOENERINE LEHA, 2EE, T8 20
CDPIZm v 7 SNLTWAEE, LLDPERZEET LT A AZE N EME L ETA, T34
AMCDPIZH v 7 ST TCDP T 4 B —T7 M52854, T34 A% LLDP EJRER
WIREET, 778 OBERNS ALV ET, ZORA. ZET A A HRLE)
TOHLENRH Y F9,

NI —=RY U TRARX—=TNThLGE. 75 ALV TNV Z A LOET)HEE % PoEAR— k
WZEID Y THONTRKEN LB LT, WEBENEZRY o7 LET, EENPERRKEEY Y
T (E73 Ay A 7E)) #B25E 2R —FTHEHLTWDLEAE. A4 T TlE, A—
M~OENPHEN A 712 SN D D, FTITEEEICE ) 2 U8 L7223 B syslog A B — VD3R
ENTLED (AR— k LED i34 L o P/ sk NEFINET,

« R— b ~OB N E A 7IZ LT, A— M & error-disabled A7 — h &5 K 5731 2%

WIET HITIL, power inlinepolicef v X —7 A A a7 4 Fal—vary av KE
AL ET,

HEEICENEMIB LN D, syslog A v =T HAERT DL DT A AERET DI,
power inline policeactionlog =~ > R&EH L £,

actionlog ¥ —7— REZ AN LBRWGEDT 74NV OT 7 aid, F—rD¥ vy v b X7
V. R— " ~DOEB B OA T BILUOR— b % PoE error-disabled A7 — MIBITIZR D F
7, PoE 7R — k% error-disabled 27— F 726 HENICEIE T2 L 9 3%ET 5L, errdisable
detect causeinline-power 7 o — 3L 237 4 ¥ a2 b— g a<wy R&MH LT, PoEJfA
(2%} % error-disabled 2 1 % 1 % — 7 /L2 L C, errdisablerecovery causeinline-power interval
interval 7o — L a7 4 X2 b—3 gy awr REMH LT, PoE error-disabled J5 [ o [a]
WIA~—" A X—TNVITLET,

A

Caution KU o> /T 4 2—TNTHLIGE, ZET A ANK— MIEV Y CTHNREKENLY
Z< DRENEE L THRMLENRNZD, TS RAEEBEL2 555060 7,
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power inline police .

R A ERT 521X, show power inline police £ EXEC 2~ > R&E AN LET,
Examples WOBITIE, BAWMEORY >V E A F—F M LT, F/31 AD PoE H— kT

syslog A v B—VHERT HEIT AL RERET D HEERLET,

Device (config) # interface gigabitethernetl/0/2
Device (config-if)# power inline police action log
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. power supply

A VE—TIARABEUN—FYz7 avR—%v+ |

power supply

AL FONGERZHER L OEHT 5121%, F7H EXEC ©— R C power supply =~ > K
EHEALET,

power supply stack-member-number slot {A |B} {off | on}

BX DA

stack-member -number NEREIRARET DAY v 7 A"\, HETEHH
PRI, 2%y ZNDAA v FOEITIELT1I~9 TY,

ZDONRTA=LZFE, AZ y VIR AA v F T THEMAT

AU R TFI4ILE

TET,
slot BRET DAL v T OERZ RN ET,
A Ay b ADERZIERLET,
B 2wy b BOERCERLET,

GE) EFRAv Y FBiL, AL v TFOIMAlT v DITE
HitWA ey hT9,

off AA v FOEREATITHELET,

on AA v FDOERE A ANTRELET,

AA o FOBEIRNA AR £97,

ATy R E—FR ¥5HE EXEC
avy FERE J1)—x EENE
Cisco I0S XE Fuji 16.9.2 Zoawry RRNEASREL

FEREDHA FS1 Y

3l

776

power supply =~ > Rit, AL v FELEFTRTCOAL v FREALT Ty F 74— L THDA
Ay FREy ZIZHEMINET,

RU7T7 Y N7 =LA v FEFLAL v F AKX v 7 TlE, dot {A|B} off £72i% on F—
T—RDOANFNCAZ v 7 A ARERETDHIVLENDH D 7,

77 4V FEREICETIZIE, power supply stack-member-number on =~ > K& L 9,
FRE & HERRT DI, show env power #5#E EXEC =2~ K& AL £ T,

WIZ, Avy b ADOBREEELA 7ICRET D012~ LET,
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power supply .

Device> power supply 2 slot A off

Disabling Power supply A may result in a power loss to PoE devices and/or switches
Continue? (yes/[no]): yes

Device

Jun 10 04:52:54.389: SPLATFORM ENV-6-FRU PS OIR: FRU Power Supply 1 powered off
Jun 10 04:52:56.717: SPLATFORM ENV-1-FAN NOT PRESENT: Fan is not present

wIZ, Ay b ADOERIEEEZ A CRET L0 RLET,

Device> power supply 1 slot B on
Jun 10 04:54:39.600: SPLATFORM ENV-6-FRU_PS OIR: FRU Power Supply 1 powered on

&IZ. show env power 2~ > RO IHIZR L 9,

Device> show env power
SW PID Serial# Status Sys Pwr PoE Pwr Watts

1A PWR-1RUC2-640WAC DCB1705B05B OK Good Good 250/390
1B Not Present
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. resource directory (COAP 70X 2> T4 Xal—3Y)

resourcedirectory (COAP 7OX> a2 744 FXal—3

.

>)
AA v FINCOAP 7 FA T FE LTENETCE D2 =F Y AN T v AN =L Y —ZD
FA4 L7 NP —RERETHITIE. COAPFuxs a7 4 Falb—i g F— R Tresource
directory 2~ REMFEHLET, 774V MREICETIZIE, ZOa<wr RO no BRAEH
LET,
resource directory 2~ > RZEH LT, ipvd £721Lipv6 DZENEIZDONT, FERK52DIP Y
A NERETEET,
resourcedirectory {ipv4 | ipv6}[ip-address]
no resource directory

BX DA ipv4 ip-address IPv4d 7 FL2AZHELET,
ipv6 ip-address IPv6 7 KL AZFRE LT,

AR E—F

COAP 7Vm ¥ a7 4 ¥ 2 L—3 3 (config-coap-proxy)

avy FERE

EREDAA RZA4 Y

)1)—2= EEARE
Cisco I0S XE Fuji 16.9.2 Zoavwr RpREAINEL
77

COAP7BFL arv 7 4FXal—ralryE—RIT7Z78ATHIZE, F/n— a7 %=
L—y g3 E—RKTcoapproxy 2~ K& AN LET,

151
WIZ, AA FNCOAPZ FA T FE LTEMECEAZ=F Y AT v 7 AR —
LY —=ADT 4 L7 NP —NERETHHERLET,

Device (config) # coap proxy
Device (config-coap-proxy) # resource-directory ipv4 192.168.1.1
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security (COAP 7O%> a7 %aL—v32) [

security (COAP 7OF%> a2 74 FXalL—3V)

CoAP X =2 U T 4 HREZ R ET HI2IE, COAP 7rF Yy a7 4 Fal—var T—RKT
security 2~ REMHLES, 7740 MREICRETICE, Z0a~vr FonoB A H L
£,

security {none[ipv4 {ip-addressip-mask/prefix} | ipv6 { ip-addressip-mask/prefix} | list {ipv4-list-name
ipve-list-name}] | dtls {[id-trustpoint {identity-trustpoint label}[verification-trustpoint {
verification-trustpoint}] | [ipv4 { ip-addressip-mask/prefix} | ipv6 { ip-addressip-mask/prefix} | list
{ipv4-list-name ipv6-list-name} ]} }

no security
X DA none ZOR=MMZEF 2T 4NN EE2RLET,
GE) BRT5ODIPVET RL AL 55D IPv6 7 R L A % BE T
HZEMTEET,
dtls DTLS X =2 VT 4%, 733 THDHRSA NTF A RFA vk Efa

avY kK E—FK

RENT A MARA L PEELET, 1.1.0.0255255.0.0 fE b 7 A hARA
YA E EE ORI TORET,

GE) BRT5ODIPVET RL AL 595D IPv6 7 R L A % BB T
HTENTEET,

COAP 7u Xy 237 4 ¥ a2 L—3 3 (config-coap-proxy)

avwy FERE

EREDAARZA4

) —= EEARE
Cisco IOS XE Fuji 16.9.2 Zoavwy RpREAINEL
77

COAP7BF L ar 7 4FXal—ralryE—RIT7Z78ATHIZE, Fn— a7 ¥z
L—3y 3y F—RTcoapproxy 2~> K&E A LET,

il
WIZ, R=bztxa VT 4R LICRET DB EZRLET,

Device (config) # coap proxy
Device (config-coap-proxy)# security none ipv4 1.1.0.0 255.255.0.0
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. shell trigger

shell trigger

A VE—TIARABEUN—FYz7 avR—%v+ |

AR NN A—EERT DR, Ze—b a7 4 X2 b—3 32— KTshdl trigger
awr REHHALETS, NI T—2HIRT 5%, Coavr FonoBRA AL ET,

shell trigger identifier description

no shell trigger identifier description

B DEREA

aAavY R TFI4ILk

ATV R E—F

identifier AR NUT—IDEBELET, ZOID ZHETD
A, LFICAR—=ZARNA, 7 o AN TL 12 E
AN

description AR N —OFBALERRELET,

VAT ANEFDA N MY H—
« CISCO_DMP_EVENT
- CISCO_IPVSC_AUTO_EVENT
- CISCO_PHONE_EVENT
« CISCO_SWITCH_EVENT
« CISCO_ROUTER_EVENT
« CISCO_WIRELESS AP _EVENT
- CISCO_WIRELESS LIGHTWEIGHT AP_EVENT

Jua—)L a7 4 ¥ 2 b—3 3 (config)

avy FERE

FEREDAHA RS2

)1y—= EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwry RBREAINEL
77

macro auto device 8 L " macroautoexecute 7 o — )L 237 4 X2 b—v g a2 KT
AT 572002~ EFZ A X b M) H—%ERT 200, Zoa<r REfERALET,

IEEE 802 1X FBREZ M L TV AEHAILH A T I v 7 T3 ARHIZRHETE 5 L o151
L. AN EEDOT auto-smart-port=event trigger % Y7 — k95 X 9 {2 RADIUS 2
REY—NZRRELET,

1

W OFITIE, RADIUS MAB EVENT &\ ) 2—HFEZRDA X2 b b U H—ZERKT
%Ik E R LUET,
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shell trigger .

Device (config) # shell trigger RADIUS_MAB EVENT MAC_AuthBypass Event
Device (config) # end
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. show beacon all

show beacon all

FNAALEDOE—a LED D AT — X A& FK/R~T 5H121%, $iME EXEC = — KT show beacon
al a~> K2R LET,

show beacon {rp {active | standby} | dot dot-number } |all}

X DEREA rp {active | standby} P —2 Y LED DAT— X A5 ERT BT
T AT ERIFIAZ L RAA DAL v FHIGEL
\i—g—o
slot slot-num B —a LED DAT —H AR RTHAD v
MERRTELET,
all TRTCOE—aLEDDAT —X A&EFKRL
i‘é—o
avy FERE )1)y—Xx EENE
Cisco 10S XE Fuji 16.9.2 Toawry RREASHEL
776

ATVRFEIFIR DAV URITE TIANVMRERH Y EH A,

avY RE—FR ¥rHE EXEC (#)

FEHEDAA KS4y TRTOE—a L LEDDAT —H A% d 51213, showbeaconall =~ > F&AEH L £ T,

show beacon all 1< > KO H Hl,

Device#show beacon all
Switch# Beacon Status

show beaconrp 21 < > KD A,

Device#show beacon rp active
Switch# Beacon Status

Device#show beacon slot 1
Switch# Beacon Status
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show coap dtls endpoints .

show coap dtls endpoints

AU R TIHIE

ATV R E—F

CoAP DTLS = KR A ¥ & FA-T HITIE, =—W EXEC & — FE 721357 EXEC £— KT
show coap dtlsendpoints =~ > K& H L £9°,

show coap dtls endpoints
Zoawy RZFSIEELEFF—TU—REH D A,

z.— EXEC (>)
F5HE EXEC (#)

2 FRE

1)) —= EENE

Cisco 10S XE Fuji 16.9.2 Zoavwr RREAINEL
776

£

wIZ, CoAPDTLS = KiRA v &R+ 2502~ LET,

Device# show coap dtls endpoints
# Index StateString StateValue Port IP
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. show coap endpoints

A VE—TIARABEUN—FYz7 avR—%v+ |

show coap endpoints

aAav>v R TFI4ILk

AR E—F

CoAP = RARA v M &FRT HITIE, = —H EXEC ®— N F 7213454 EXEC & — KT show
coap endpoints =~ > R&# A L £9,

show coap endpoints
Zoa<wy RZFSIHELEFEF—TU—REH D THA,

z.— EXEC (>)
¥t EXEC (#)

avy FERE

)1)—2 EENE

Cisco I0S XE Fuji 16.9.2 ZDavwy RBNEAINEL
7=

£l

RIZ, CoAP = FiRA v MR- T LBl Rm L ET,

Device# show coap endpoints
List of all endpoints :

Code : D - Discovered , N - New
# Status Age(s) LastWKC (s) IP
Endpoints - Total : 0 Discovered : 0 New : O
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show coap globals .

show coap globals

aAav>v R TFI4ILk

AR E—F

CoAP D/ v — AR A FRT HIT1E, = —Y EXEC E— R E 7213454 EXEC &= — K T show
coap globals =~ > RZHA L £,

show coap globals
Zoawy RZFSIEELEFTF—TU—NEH D A,

z.— EXEC (>)
¥t EXEC (#)

avy FERE

)1)—=x EENE

Cisco 10S XE Fuji 16.9.2 Zoavwr RBREAINEL
7=

£l

i, show coap globals =~ > RO OBz~ L £,
RIZ, CoAP DREEFTT HHIZ R L ET,

Device# show coap dtls globals
Coap System Timer Values :

Discovery : 120 sec
Cache Exp : 5 sec
Keep Alive : 120 sec
Client DB : 5 sec

Query Queue: 500 ms
Ack delay : 500 ms

Timeout : 5 sec
Ageout : 300 sec
Max Endpoints : 10

Max DTLS Endpoints : 20
Resource Disc Mode : POST
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. show coap resources

show coap resources

CoAP U YV —RA%&F/RT5HI21%, = — EXEC &— KN £ 721345 EXEC &— K T show coap

aAav>v R TFI4ILk

AR E—F

resources =~ R&EFEH LET,

show coap resour ces

A VE—TIARABEUN—FYz7 avR—%v+ |

ZOawy FIESIBEELITF—V—NEH Y A,

z.— EXEC (>)
¥t EXEC (#)

avy FERE

)1)—2 EENE
Cisco I0S XE Fuji 16.9.2 ZDavwy RBNEAINEL
7=

1
RIZ, CoAP U YV —RA&EFRT HHlZRLET,

Device# show coap resources
Link format data =

</>
</cisco/flood>
</cisco/context>
</cisco/showtech>
</cisco/discover>
</cisco/sleep>
</cisco/1l1ldp>
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show coap stats .

show coap stats

aAav>v R TFI4ILk

AR E—F

CoAP DFEaHE M Z FmT 5121E, —H EXEC & — RN £ 721345 EXEC & — K T show coap
stats a2~ REFEHLET,

show coap stats
Zoawy RZFSIEELEFTF—TU—NEH D A,

z.— EXEC (>)
¥t EXEC (#)

avy FERE

)1)—2 EENE

Cisco I0S XE Fuji 16.9.2 Zoavwr RBREAINEL
7=

£l

KIZ, CoAP DiftiHEH z #rd 5Bl 2R L ET,

Device# show coap stats

Coap Stats :

Endpoints : 0
Requests : 20
Ext Queries : 0

New Endpoints: 0
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. show coap version

show coap version

CoAP DX — g U B FKRT HIT1L, =—H EXECE— KNF 7213554 EXEC & — K T show coap
version 2~ R&2FH L £,

show coap version

ARV R FI4A L IOV REBIEELETF—U— L A,

a9V R E—F =—4 EXEC (>)
¥t EXEC (#)

av Y REE -2 RENE
Cisco I0S XE Fuji 16.9.2 ZDavwy RBNEAINEL
7=
£l

WIZ, CoAP D=V g U HFRTHPERLET,

Device# show coap version
CoAP version 1.0.5
RFC 7252
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show device classifier attached .

show device classifier attached

AL v FICHFRE SN TNWDTNAL R EZD T a T ¢ 2FRTHICIE, =2—FEXECE— KT
show device classifier attached =~ > F&#EH L £9,

show device classifier attached [detail | interfaceinterface id| mac-address mac_address]

BX DA detail FERRIR T NA AN TR IR AR R LE T,
interface interface id BrEDA B — T oA ANZH SVTm T 3o

AT AEREFR R LET,

mac mac_address RELLEZ Y RERA V hOTA 2R EFR
~LET,

v RKRE—FK = —4 EXEC (>)
M ke EXEC (B)

av Y FERE )1)—= EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwr RREAINEL
77

FEREDHA KSq4y ZOaxy REFERALT, AL v FIHHFH SN TNDT NS AEERRLET, 73 ADRE
FREZR /N T A —H KR D%, ¥ EXEC & — K T show device classifier attached =~ >~
R&EfEHLET,

il

Wiz, A7 aroF—U— REFEEE T2 showdeviceclassifier attached =~ > K%
LT, A v FITERINTZT A AR T 50 %2R~ LET,

Device# show device classifier attached

MAC_Address Port_ Id Profile Name
000a.b8c6.1e07 Gil/0/2 Cisco-Device
001f.9e90.1250 Gil/0/4 Cisco-AP-Aironet-1130

Wiz, HibEEXEC E— R TA T > 3 > O mac-address ¥ — 7 — R & F57%E L T showdevice
classifier attached =~ F&EH LT, ¥8EL7= MAC 7 KL 2D T /31 AR
ToHV~ ) —FEREFRRTHHERLET,

Device# show device classifier attached mac-address 001f.9e90.1250
MAC_Address Port_Id Profile Name
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. show device classifier attached

001f.9e90.1250 Gil/0/4 Cisco-AP-Aironet-1130

Wz, HikE EXEC E— R TA 72 3 > ® mac-address — 7 — R & detail F¥—U— R
Z ¥R 7E L T show deviceclassifier attached ==~ > K& LT, ¥E L/ MACT FL
ADEHGTT A AT MG R E ERT D ERLET,

Device# show device classifier attached mac-address 001f.9e90.1250 detail
MAC Address Port Id Certainty Parent ProfileType Profile Name
Device Name

001f.9e90.1250 Gil/0/4 40 2 Built-in Cisco-AP-Aironet-1130
cisco AIR-LAP1131AG-E-K9

WIZ, ¥ ME EXEC E— R TCA 7 3 @ interface ¥ — U — R $5&E L T show device
classifier attached =~ > RZEH LT, FBELZA V¥ — 7 = A RZE S NT=T N
A AT B~ —fFlREe R rT 0 ERLET,

Device# show device classifier attached interface gi 1/0/2
MAC Address Port Id Profile Name

000a.b8c6.1e07 Gil/0/2 Cisco-Device

WIZ. ¥ibE EXEC £— R TA 7 ¥ 3 D interface ¥— 7 — R & detail ¥—7 — F& 45
7€ L T showdeviceclassifier attached =~ > REZHH LT, $HELI-A v FZ—T = A
WZHEE SN2 T ™A ACBAT DRt iE A £on T A0 AR LET,

Device# show device classifier attached interface gi 1/0/2 detail
MAC Address Port Id Certainty Parent ProfileType Profile Name
Device Name

000a.b8c6.1e07 Gil/0/2 10 0 Default Cisco-Device cisco
WS-C2960-48TT-L
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show device classifier clients .

show device classifier clients

AU R TIHIE

ATV R E—F

AA I F DTN, AGIEFEEEEZFEH L TWB 7 T4 7 > F&FRRT 5121, =—F EXEC
F— R show device classifier clients =~ > R&2{#HEH L £,

show device classifier clients
Zoa=wy RZIIBIEEZITF—U—RiIb ) A,

z.— EXEC (>)
FiHE EXEC (#)

avy FERE

FEREDAARZM4 Y

)1y—2 EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwy RPNEAINEL
77

TR RHEA (DC) X, ZOMREERERT25 27 947 77— 3 (AutoSmartPort
RE) BEAX—TNICTHE, TTIFNVITAFZ—T M T, AA »F D DCHEEE & i
HLTWABZ 54T v MaFrdT 511%, showdeviceclassifier clients =~ > R&{FEH L E 7,

WD T T AT " DC AT ORI, nodevicedassifier =~ R&fEH L TDC %
TAY—TNIZTDHZEETEERA, 7947 "WMERAFYODCET 4 =7/ L LD
LthHE, 25— AvbE—URRREINFET,

451
&Iz, show device classifier clients =~ > R&#H L T, A1 vF DO DC ZfEHTD 7
FAT v NeRRTDHHERLET,

Device# show device classifier clients
Client Name

Auto Smart Ports

This example shows the error message that appears when you attempt to disable DC while
a client is using it:

Switch (config)# no device classifier

These subsystems should be disabled before disabling Device classifier

Auto Smart Ports

% Error - device classifier is not disabled
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. show device classifier profile type

show device classifier profile type

THNA AGFAIZ Lo TRBMENTWDT AN, ZAZ A T o T XTERRT DL, = —HFEXEC
& — T show device classifier profiletype =2~ > K& H L £9,

show device classifier profiletype [table [built-in default] | string filter_string]

B DEREA

ATV R E—F

table FNRA AN F A2 ERATERLET,

built-in SIIATLT INA AT —T IV DT I8, AT TG
FFRRLET,

default F T HI NDTF A AT —T)LDTF IR 25T
HHREFRLET,

filter string TANZC T DTN ADEREFE R L E
7,

2 —4 EXEC (>)

HikE EXEC (#)

avy FERE

FEREDHA K4V

)1)—2 EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwr RBREAINEL
7=

Zoa<wy Rid, T3 ADEAT DU TRBENTVWDE TR TOT AN, AL TEFERL
FT, RRSNDT A A ZATORIT, A v FIRFESNLTNDT BT 7 A4 VDI T,
a7y ANVENIEEICSZ N ERH DD, filter F—U—FREEHAL Ca~r FHEIEH
fRL %9,

1

WIZ, FFHEEXEC E— RTAZ v a v OF —U— R& i H45E 312 show device
classifier profiletype =~ > REEH LT, 734 AHFIC L > TR TV DT
WA R TR DB 2R~ LET,

Device# show device classifier profile type table

Valid Type Profile Name min Conf ID

Valid Default Apple-Device 10 0
Valid Default Aruba-Device 10 1
Valid Default Avaya-Device 10 2
Valid Default Avaya-IP-Phone 20 3
Valid Default BlackBerry 20 4
Valid Default Cisco-Device 10 5
Valid Default Cisco-IP-Phone 20 6
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show device classifier profile type .

Valid Default Cisco-IP-Phone-7902 70 7

Valid Default Cisco-IP-Phone-7905 70 8

Valid Default Cisco-IP-Phone-7906 70 9

Valid Default Cisco-IP-Phone-7910 70 10
Valid Default Cisco-IP-Phone-7911 70 11
Valid Default Cisco-IP-Phone-7912 70 12
Valid Default Cisco-IP-Phone-7940 70 13
Valid Default Cisco-IP-Phone-7941 70 14
Valid Default Cisco-IP-Phone-7942 70 15
Valid Default Cisco-IP-Phone-7945 70 16
Valid Default Cisco-IP-Phone-7945G 70 17
Valid Default Cisco-IP-Phone-7960 70 18
Valid Default Cisco-IP-Phone-7961 70 19
Valid Default Cisco-IP-Phone-7962 70 20
Valid Default Cisco-IP-Phone-7965 70 21
Valid Default Cisco-IP-Phone-7970 70 22
Valid Default Cisco-IP-Phone-7971 70 23
Valid Default Cisco-IP-Phone-7975 70 24
Valid Default Cisco-IP-Phone-7985 70 25
Valid Default Cisco-IP-Phone-9971 70 26
Valid Default Cisco-WLC-2100-Series 40 27
Valid Default DLink-Device 10 28
Valid Default Enterasys-Device 10 29
Valid Default HP-Device 10 30
Valid Default HP-JetDirect-Printer 30 31
Valid Default Lexmark-Device 10 32
Valid Default Lexmark-Printer-E260dn 30 33
Valid Default Microsoft-Device 10 34
Valid Default Netgear-Device 10 35
Valid Default NintendoWITI 10 36
Valid Default Nortel-Device 10 37
Valid Default Nortel-IP-Phone-2000-Series 20 38
Valid Default SonyPS3 10 39
valid Default XBOX360 20 40
Valid Default Xerox-Device 10 41
Valid Default Xerox-Printer-Phaser3250 30 42
Valid Default Aruba-AP 20 43
Valid Default Cisco-Access-Point 10 44
Valid Default Cisco-IP-Conference-Station-7935 70 45
Valid Default Cisco-IP-Conference-Station-7936 70 46
Valid Default Cisco-IP-Conference-Station-7937 70 47
valid Default DLink-DAP-1522 20 48
Valid Default Cisco-AP-Aironet-1130 30 49
Valid Default Cisco-AP-Aironet-1240 30 50
Valid Default Cisco-AP-Aironet-1250 30 51
Valid Default Cisco-AIR-LAP 25 52
Valid Default Cisco-AIR-LAP-1130 30 53
Valid Default Cisco-AIR-LAP-1240 50 54
Valid Default Cisco-AIR-LAP-1250 50 55
Valid Default Cisco-AIR-AP 25 56
Valid Default Cisco-AIR-AP-1130 30 57
Valid Default Cisco-AIR-AP-1240 50 58
Valid Default Cisco-AIR-AP-1250 50 59
Invalid Default Sun-Workstation 10 60
Valid Default Linksys-Device 20 61
Valid Default LinksysWAP54G-Device 30 62
Valid Default HTC-Device 10 63
Valid Default MotorolaMobile-Device 10 64
Valid Default VMWare-Device 10 65
Valid Default ISE-Appliance 10 66
Valid Built-in Cisco-Device 10 0

Valid Built-in Cisco-Router 10 1

Valid Built-in Router 10 2

Valid Built-in Cisco-IP-Camera 10 3
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. show device classifier profile type

Valid Built-in Cisco-IP-Camera-2xxx 30 4

Valid Built-in Cisco-IP-Camera-2421 50 5

Valid Built-in Cisco-IP-Camera-2500 50 6

Valid Built-in Cisco-IP-Camera-2520 50 7

Valid Built-in Cisco-IP-Camera-2530 50 8

Valid Built-in Cisco-IP-Camera-4xxx 50 9

Valid Built-in Cisco-Transparent-Bridge 8 10
Valid Built-in Transparent-Bridge 8 11
Valid Built-in Cisco-Source-Bridge 10 12
Valid Built-in Cisco-Switch 10 13
Valid Built-in Cisco-IP-Phone 20 14
Valid Built-in IP-Phone 20 15
Valid Built-in Cisco-DMP 10 16
Valid Built-in Cisco-DMP-4305G 70 17
Valid Built-in Cisco-DMP-4310G 70 18
Valid Built-in Cisco-DMP-4400G 70 19
Valid Built-in Cisco-WLC-2100-Series 40 20
Valid Built-in Cisco-Access-Point 10 21
Valid Built-in Cisco-AIR-LAP 30 22
Valid Built-in Cisco-AIR-AP 30 23
Valid Built-in Linksys-Device 20 24
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show environment .

show environment

Ty BE, BIXOBROEREYFERT HI2IL. EXECE— K Tshowenvironment =2~ >
PEMAL £,

show environment {all | fan | power | stack | temperature }

Syntax Description

Command Default

Command Modes

all 77 v BIREDBRRK AT — % 23 LU ERIEE D 2
T—HAERFIRLET,

fan AL v FDOT 7 L DOREEFRRLET,

power TIT 4T ALy FONEROKEEZFRLET,

stack AR I DHEAA vy FEIUNIEESNTAA v FOFTXTOER

BAT—HAEFRLET,

TDOF—U—NiL, RAZ v TR AA v F TREIFEHTE
F7,

2Ly FOWREART —F A RR LET,

temperature

L

z— EXEC (>)
¥ HE EXEC (#)

Command History

Usage Guidelines

Examples

)1)y—= EENE
Cisco I0S XE Fuji 16.9.2 Zoavy RpREAINEL
7=

TIEAISNTWDAAL v F (RFZ U RTRUAA v TFERZIT VT 4 7T AL vF) OIFH%E
FoRT DITIE, showenvironment EXEC =2~ > R LEd, AZ v 7 FEEENZA
By 7 A NR—=DT_XTONEREFRT DL, stack F—UV— RZEELTCIDa~vr R
ERLET,

show environment temperaturestatus 2~ > K& AT 5 &, a~vy RHOIZAAL v FOREE
RREL LEVME LR FRENET,

show environment temperature =2~ > R&fEH LT, A4 v FOIREREBEZERRTHZELHT
EFET, =¥ R THE, GREEN B XN YELLOW 27— % OK L &/RL, RED A7 —
N%& FAULTY R LET,

ZOfFNX, showenvironmentall =2~y ROV 2R L TCWET
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. show environment

Device> show environment all

Switch 1 FAN 1 is OK

Switch 1 FAN 2 is OK

Switch 1 FAN 3 is OK

FAN PS-1 is NOT PRESENT

FAN PS-2 is OK

Switch 1: SYSTEM TEMPERATURE is OK

Inlet Temperature Value: 25 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 46 Degree Celsius

Red Threshold : 56 Degree Celsius

Hotspot Temperature Value: 35 Degree Celsius
Temperature State: GREEN
Yellow Threshold : 105 Degree Celsius

Red Threshold : 125 Degree Celsius

SW PID Serial# Status Sys Pwr PoE Pwr Watts
1A Unknown Unknown No Input Power Bad Bad 235
1B  PWR-C1-350WAC DCB2137H04P OK Good Good 350

Z OfFIL, show environment power =~ KOV F/VHNZRLTWET .

Device> show environment power

SW PID Serial# Status Sys Pwr PoE Pwr Watts
1A Unknown Unknown No Input Power Bad Bad 235
1B  PWR-C1-350WAC DCB2137H04P OK Good Good 350

Z OFIIZ. showenvironment stack =~ > ROV PV Z R L TOVET

Device# show environment stack

System Temperature Value: 41 Degree Celsius
System Temperature State: GREEN

Yellow Threshold : 66 Degree Celsius

Red Threshold : 76 Degree Celsius

Z OfFIL, show environment temperature 2~ > ROV 7 /VH N ZRLTWET .

Device> show environment temperature

Switch 1: SYSTEM TEMPERATURE is OK

Inlet Temperature Value: 25 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 46 Degree Celsius

Red Threshold : 56 Degree Celsius

Hotspot Temperature Value: 35 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 105 Degree Celsius

Red Threshold : 125 Degree Celsius

Table 14: show environment temperature status A3 > FHAD R T7— k

DN B

o AA v FOMEEF RBERHICH D £,

= HENEEHHICHY T3, A v FOHNORDIRE ZHRT 2 0ENH Y 7,
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show environment .

KR B

Ly B RERZ VT 0 ANVEICH Y 9, BERZOFHICH 56, A1 v T BNIEF
WCFEAT SR W A[REMEDRN B W F 97,
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. show errdisable detect

A VE—TIARABEUN—FYz7 avR—%v+ |

show errdisable detect

B DEREA

AR TIAIE

ATV R E—F

errdisable f2 H 27— & 2 &2 FRT A121%. EXEC E— R Tshowerrdisabledetect =~ > K& {ifi
ALET,

show errdisable detect
Zoa=wy RZIIBIEELZITF—U—RIbH D A,
L

= — EXEC (>)

HikE EXEC (#)

avy FERE

FREDHA KS1 Y

Jiy—=x EENE
Cisco 10S XE Fuji 16.9.2 Zoawy RREAINEL
77

gbic-invalid =7 — OB X, %072 Small Form-Factor Pluggable (SFP) &Y = —/ /L& EHH L %
D

a< F\Hjjjljﬂ@ errdisable DEEH AT V7 7 X MEIZERENET, Modedlidk, errdisable
BHEEEZ LICEDLIITHRESIN TV AP ERLET,

errdisable M HH IR DE— R CHRETX £1,
e N— K T— N ERPRELTSGA, WEAR— MR errdisable 1272 0 £77,
* VLAN &— N & AFAE LT28A . VLAN 23 errdisable (2720 £,

o IR— MVLANE— K : —#DR— b THMEAR— b &N errdisable 1272 0 . F DD R —
k CiX VLAN Z & T errdisable (272 V) £97,

&Iz, show errdisabledetect =2~ > RO HHIEZ R L ET,

Device> show errdisable detect

ErrDisable Reason Detection Mode
arp-inspection Enabled port
bpduguard Enabled vlan
channel-misconfig Enabled port
community-limit Enabled port
dhcp-rate-limit Enabled port
dtp-flap Enabled port
gbic-invalid Enabled port
inline-power Enabled port
invalid-policy Enabled port
12ptguard Enabled port
link-flap Enabled port

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) A< > K!)J7L VX



| AVE—TIARABEUN—FHz7 avikh—%2 bk
show errdisable detect .

loopback Enabled port
lsgroup Enabled port
pagp-flap Enabled port
psecure-violation Enabled port/vlan
security-violatio Enabled port
sfp-config-mismat Enabled port
storm-control Enabled port
udld Enabled port
vmps Enabled port
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. show errdisable recovery

show errdisable recovery

errdisable [B1E % A ~ —1§#H A Fx$ 5 2i%. EXEC &— KT show errdisablerecovery =< >~
REfALET,

show errdisable recovery

XD Ioawy RZEBIEELEF—TY—REH D THA,

ARV RFIALE L

aAvY R E—F = —# EXEC (>)
¥rME EXEC (#)

2<% FEE Jy—2 EERE
Cisco I0S XE Fuji 16.9.2 oavwry RBREAINEL
77

FEEEDHA KS4 > gbic-invaliderror-disable DL %, #E%)7 Small Form-Factor Pluggable (SFP) A > % —7 = A A
AEWRLET,

)

(GE)  unicast-flood 7 4 —/V Ri%, HOICERITESNETHELTY,
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show ip interface .

show ip interface

PIZRESNTNDA V=T oA ADZ—YF Y T 4 AT —H A% FnT HIT1E, FHEEXEC
£— K Cshowipinterface =~ R&fiH L £,

show ip interface [type number] [brief]

Syntax Description

Command Default

Command Modes

type ULE) A v 2 —T A ABXA T,

number  ((1E) AL X —T A AKR,

brief ) AV E—T 2 A ADA—FE VT 4 AT —F AOWEE TR LET,

Note show ip interfacebrief =~ ROHITIX, ®IETDHRy hT—7FET a2 —
JVINEERE SIVTND ) E ) TR HTFRER T R TDOA X —T =
A ADIEFERNEREINET, TNOLDA L H—T A ADHH, Fv hT—
TV 2a— VIR SN TN AV F—7 = AIRENDARETT, ki S
NTWLHRy NU—7E Y a—/V&fERT HITIE, showinterfacestatus =~
Y REFATLET,

IPIZBAEEINTNATRTDA v Z—T 2 AD5ELI2—F Y F 4 AT — X ANFERIN
i—a‘o

et EXEC (#)

Command History

Usage Guidelines

)1y—= EEARE
Cisco I0S XE Fuji 16.9.2 Zoavy RpREAINEL
7

A B —T oA APNEHARERGS (DFE V7 v FOEZENARE/RYE) . Cisco I0S
7Ry =TR, BEEGSN WAL= EL—T 4 T =T VZHBIBIIC A LE T, A
YR —=T oA APMERFRE TR WAL, BEEER SN WD L—T 7 MY 23—

T AT T—=TNAPLHBRESNET, = M) ERHIRTAZEICED, YT MU =TIEEA T
Sy I N—T 4T T haVEEALTRY NT—T~ONNy 7T v 7 — NERETE
T (FFET256)

A VS =T = A ZADWITFBE E R TE D H/ A, FRT 5 2 Tup) bv—2 Sk

T AVE—Tx2A ADNN— R =T MERATELHE, A2 —T A AT b~v—7 &
nET,

FTarTA L H =T 2 A RAAATHRETDE, TOREDA L Z—T7 =4 RZEHT 51
WAFTRENET, BIEATRERDIZHE LRWEAIT, TXTHOA v 2 —7 oA AZET5
BWMNFREINET,
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. show ip interface

Examples

A VE—TIARABEUN—FYz7 avR—%v+ |

PPP £7213 VTNV I A ¥ —F v h 7a haj (SLIP) IZL->CHRMA ¥ —T =
AANT T bESND & P EHAA v F U T RA F—T W70 £7, show ip interface
2~ R% PPP £7-1X SLIP TH 7/ b SN2 IERA v X —T7 = A ATETTH L, TP
T7ARNAAL 9 F U ITMARX—TNTHDLI EERTAvE—UNRERINET,

show ip interfacebrief 2~ F&EHT oL TA AL F =T 24 ZADH~ ) —%KRT
XF+, ZOavr FTIE, IPT RLA, A Z—T 2 ZADAT—H A BIOFOMDNE

WMPFITRSNET,

show ip interfacebrief =~ > R TiX, = =% ¥ X | RPF [CBET D fFRITIRRINEE A,

W, FHEY R A=V Ry M A2 F—T A R0/ DA X —T = A ZEHRDH

ZRLET,

Device# show ip interface gigabitethernet 1/0/1

GigabitEthernetl/0/1 is up, line protocol is
Internet address is 10.1.1.1/16
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled
Local Proxy ARP is disabled
Security level is default
Split horizon is enabled
ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask replies are never sent
IP fast switching is enabled
IP fast switching on the same interface is
IP Flow switching is disabled
IP CEF switching is enabled
IP Feature Fast switching turbo vector
IP VPN Flow CEF switching turbo vector
IP multicast fast switching is enabled
IP multicast distributed fast switching is
IP route-cache flags are Fast, CEF
Router Discovery is disabled
IP output packet accounting is disabled
IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Policy routing is enabled, using route map
Network address translation is disabled
BGP Policy Mapping is disabled
IP Multi-Processor Forwarding is enabled

IP Input features, "PBR",

up

disabled

disabled

PBR

are not supported by MPF and are IGNORED

IP Output features, "NetFlow",

are not supported by MPF and are IGNORED

WIZ, BFED VLAN D2—VE ) F 4 AT —H A 2FR_T D502 RLET,
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show ip interface .

Device# show ip interface vlan 1

Vlanl is up, line

protocol is up

Internet address is 10.0.0.4/24

Broadcast address is 255.255.255.255
Address determined by non-volatile memory

MTU is 1500 bytes

Helper address is not set

Directed broadcast forwarding is disabled

Outgoing access
Inbound access

list is not set
list is not set

Proxy ARP is enabled

Local Proxy ARP

is disabled

Security level is default

Split horizon is enabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask replies are never sent

IP fast switching is enabled

IP fast switching on the same interface is disabled
IP Flow switching is disabled

IP CEF switching is enabled

IP Fast switching turbo vector

IP Normal CEF switching turbo vector

IP multicast fast switching is enabled

IP multicast distributed fast switching is disabled
IP route-cache flags are Fast, CEF

Router Discovery is disabled

IP output packet accounting is disabled

IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Probe proxy name replies are disabled
Policy routing is disabled

Network address

translation is disabled

WCCP Redirect outbound is disabled
WCCP Redirect inbound is disabled
WCCP Redirect exclude is disabled
BGP Policy Mapping is disabled

Sampled Netflow

is disabled

IP multicast multilayer switching is disabled
Netflow Data Export (hardware) is enabled

ROFT, ZOHNIFRENDLEHERT 4 — /N Faatll LEd,

Table 15: show ip interface M 7 4 —)L K DA

TJ4—ILF

BLL]

Broadcast address is

TJao—RExy A kT RLZA,

Peer address is

77 KL A,

MTU is

AV F =T 2 ATRESNTND MTUE (A b)

Helper address

ANAR=T RL R (BRESINTWBEHA) .

Directed broadcast forwarding | 41 L7 f 7 m— R¥ ¥ R NEENRA R—T /L THHINE H %

TLET,
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. show ip interface

A VE—TIARABEUN—FYz7 avR—%v+ |

J4—ILFK

Bl

Outgoing access list

A B —=T 2 RIBET IV EAY A SRREENLTWNEMNE D
MERLET,

Inbound access list

AUE =Tz A RACERET 7 BAV A IREREINTNDEINE D
MERLET,

Proxy ARP

A B —T A ATH LT 7 ¥ 2 Address Resolution Protocol
(ARP) WA X —TNTHIHNE I MERLET,

Security level

ZDA U H—T x A ATxF L TERE S 4TS TP Security Option
(IPSO) X =2V T 1 Ll

Split horizon 2TV "IRTARUBART—=T N THIMNEIMERLUET,

ICMP redirects DA E=T A ATYIEA VLT M Ay E—URKRESNLN
EymnERLET,

ICMP unreachables DA HE—T oA ATEERREA v E—VDBIEEINDINED
MeRLET,

ICMP mask replies DA VHE =T 2 A ATRATIGENEEINDINE I INERL

£7,

IP fast switching

TDAE =T 2 A AKX LT T 7 AMAAL O F U ITNA R—T
NWNTHLINEIDERLET, BFE. 208272 UT A
=T 2 ATHA RX—T M2 F7,

IP Flow switching

DA B =T oA AKX LTI R—=RAL v F U THRAR—T )L
THLHNE DR LET,

IP CEF switching

A B —7 = A ATkt LT Cisco Express Forwarding A A v 5
WAFX—=TNTHLNEIPERLET,

IP multicast fast switching

A =T 2 AHLTINTFYXY A T7 A AL v F
TWAR—=TNToHLNE I ERLET,

IP route-cache flags are Fast

A B —T 2 A ATNetFlow A R—=T WV THLHNE I DERL
F9, A H¥—7 x4 ATNetFlow 31 F—T /72> T 58
A%, [Flowinit] &FRSLET, ipflowingressa~ o K&l
HALTHT A F—T = A A TNetFlow 23 A R — 7 /WZ 72> T
%6 1%,  lngress Flow] & & xZHET, ip route-cacheflow
a<vy REHEHALTAAL VA H—T = A AT NetFlow 731 F—
T o TV DAL, [Flow) EFERINET,

Router Discovery

ZOA =T 2 AIH L THRRT B EARA X—=T L THD
MEIMERLET, BH, VI TNAA U F—T oA ATIET 4
=Tz £,
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show ip interface .

J4—ILFK

Bl

IP output packet accounting

CDOAUE—T 2 AR LTCIPTH I T 4V TRAX—T
NTHHMNEIMELEVE (=2 N OEKRE) #R-LET,

TCP/IP header compression

JEREDSA R—T N THDNE I PERLET,

WCCP Redirect outbound is
disabled

AU B =T 2 A ATZEINTEZ Ry FBRF Y v a2z VUil
VEA VLT NENDMWEIDPDAT—Z A% RLET,
fenabled] F 7213 ldisabled] DWFHmBNERINET,

WCCP Redirect exclude is

A B—T o f ZANADN) 7y hi3F Y v ad D ~D Y

(hardware) is enabled

disabled ALY MPBBRINSNENE I PDAT—Z A ERLET,
lenabled] F7-1% ldisabled] OWT N NERINFET,
Netflow Data Export A B —T A ADNetFlow 7 — 4 =7 A7—k (NDE) /~—F

JxT Ju— AT —H A,

KIZ, HA L H =T 2 A ADA—YFE VT 4 2T —Z ZAFROY~ ) —2FRT %4

ZRLET,

Device# show ip interface brief

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 unassigned YES NVRAM down down
GigabitEthernetl/0/1 unassigned YES NVRAM down down
GigabitEthernetl/0/2 unassigned YES unset down down
GigabitEthernetl1/0/3 unassigned YES unset down down
GigabitEthernetl1l/0/4 unassigned YES unset down down
GigabitEthernetl1/0/5 unassigned YES unset down down
GigabitEthernetl1/0/6 unassigned YES unset down down
GigabitEthernetl/0/7 unassigned YES unset down down

<output truncated>

Table 16: show ip interface brief 0 7 « —)L K D8R

74 —IJL K| EiEA

Interface A B—T A ZADEA T,

IP-Address | f v % —7 = A R ZEIV LB THNTWSHIP T LA,

OK? [Yes] X, ZDIPT7 RLARELTHHZ LEEWRLET, [NoJ 1X, =D
IP7 RLANFETRWZ L EZEWRLE T,
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. show ip interface

A VE—TIARABEUN—FYz7 avR—%v+ |

J4—ILF

A A

Method

Method 7 4 —/V ROfEIZRD B Y T,

* RARP 7213 SLARP : Reverse Address Resolution Protocol (RARP) F7=i%
Serial Line Address Resolution Protocol (SLARP) ZE:R,

*BOOTP : 7— A FNF w7 7m haj,

« TFTP : TETP — " O S Lizar 7 Fal—va v 77 AL,
emanual : I~V RIA L A U F—T 2 ATOFEHEE,
*NVRAM : NVRAM D7 4 Falb—Tar 774,

« IPCP : ip address negotiated =~ > K,

« DHCP : ip addressdhcp =2~ > K,

s unset : ARFXEo

« other : A~BH,

Status A G =T 2 A ADAT—H AR LET, ARMELZOERITKRDO LB T
R
sup : A U H—T A ALXT v SIRETT,
sdown: f VX —7 = A AIX T IREETT,
» administratively down : f > % —7 = A AFEHREOHMTH U LTVE
T
Protocol DA E =T 2 A A LDON—T 4770 hAVORMAT —Z X %R L%
.ﬁ‘o
Related Commands Command Description
ip interface Secure Socket Layer Virtual Private Network (SSL VPN) 4~ — k7 = A D1

A=A IPA LV E—T oA AEHELET,

show interfacestatus| { o % —7 = 4 A DIRFENFE RN FE T,
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show interfaces

FTRCDOA L H—T oA AFFITBE LA Z—T =2 ADEHEAT — X AL L OEEAX
T —H A FRT BHIZ1%, EXEC B— R Tshowinterfaces =~ K& L £,

show interfaces .

show interfaces [interface-id |vlan wvlan-id] [ accounting | capabilities [ module number
] | description | etherchanne | flowcontrol |link [ module number ] | private-vlan mapping |

pruning | stats | status

[ err-disabled |inactive] |trunk ]

B DEREA

interface-id

LB A1 2 —T=A ADID T, A&hiaA & —
T oA RATIE, WBER— N (XA T AZ v TR FTHRE
IMAA T DAL 7 AN BTV a—)b, BLOKR—
FNEFEGT) PR — b Fr xRN EGENET,

BETEAFR—FF v RMT1~48 TT,

vlan vian-id

({£E) VLANID CT9, fEECZ2%MAIL 1 ~ 4094 C
9,

accounting

EE) A B —T oA AT T MER (T 7T 4

7 Faran, Aoy b, 7Ty MERET)

EFRALET,

GCE) Y7 U7 TREENT N7y NETRFRE
NEF, "~RU T TRA v F 7T INBHNR
Ty MIFRRINERA,

capabilities

(EE) T R_RTCDOA 2 —T oA AFET-ITIESNT-A
VE—=T A AOMRE (g, A X —7 = A A LT
ERRERA T v a vy akEl) #RRLET, 2OF T
YiEawr RIA v DOAVTITERENE T, VLAN
ID ICEHTEEHA,

module number

ER) AA v T ERIFBEINTZAX v T A "OT
RTCDOA U H—T = ADHEE TR LET,

TOF T aiE, BEDA L E—T A ZAIDEASL
e XFFIHTEERA,
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. show interfaces

A VE—TIARABEUN—FYz7 avR—%v+ |

description

EE) AV —T A RATRESNT-EHEAT—F R
BIOWHEZRRLET,

(GE) showinterfacesdescription =~ > RDH T,
KT DRy NT—7 Y 2 — AR ST
L E D BRI ATRER T RTOA
B —T 2 A ADFEBRDPERINET, TLHDA
VE—=T A ADIHL, Ry NU—TET a—)b
DERE SN TWDA X —T = A AT ED AJHE
TY, BEishTnodry NV—7EVa— L%
Weil9 5 12i1%, showinterfacestatus 2~ K& 3
TLET,

etherchannel

(EE) A % —7 = A A EtherChannel {5 A & R L £
‘j‘o

flowcontrol

UEE) Ao ¥ —T =4 AD7a—flffERE2 TR L E
7,

link [modulenumber]

UEE) AV F—T2AADT v TEALEX T HA
LEFRLET,

private-vlan mapping

({EE) VLANAA v FRIEA v X —7 =4 X (SV) O
7544 _X— K VLAN O~ v B JiEREFLLET, R
A4 vFMNLANBase 7 4 —F ¥ v FEEITL WD
B, ZOXF—T—RNIIHEHTEETEA,

pruning

EE) AV H—T A ADINT VI NTP T N—=0 T
BWeRRTLET,

stats

UEE) A H—T o2 ADRAEZYINEHEZ L2 LIk
HAHN Ty NERRLET,

status

(EE) A v F—T A ADAT—F A kFm LET,
Type 7 4 —/L K@ unsupported D A7 — & A%, Al
@ Small Form-Factor Pluggable (SFP) & = —/L/3%E
Va—/b Ay MIEGESN TSI L aRLT0NE
R

err-disabled

({£E) errdisable AT — FDA U H—T = AL
7

inactive

EE) T IVT 4T AT—=1+sDA L H—T =2 A%F
ALET,

trunk

UEE) Ao F—Tx2A A T IEREFRLET,
AVH—=T oA ABBELRWEAIE, 777 477 b
FUx T R— MOBERIZTNRERINET,
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show interfaces .

\)

(G¥)  crb, fair-queue, irb, mac-accounting, precedence, random-detect, rate-limit, I3 O shape
XF—U—RNEZa~vr RIA4 0 D~NT A N) O ZIZRRENETH, FAR— I THESE
/\/O

aARVRFILLE L

AT R E—FR e EXEC (#)
av Y REE == EERE
Cisco IOS XE Fuji 16.9.2 ZDavwr RPREAINEL
770
Cisco I0S XE Gibraltar 16.12.1 link ¥—7 — R2EA I E
L7z,

FEEEDHA KS4> showinterfacescapabilities =~ FICRR5F—U— FaffETH 2 & T, RO LD RERIC
23U/ 35 2

« show interface capabilitiesmodule number =~ > KZfEH LT, A¥ v 7 DAL vF ED
FTRTCDA =T = ZAOKREZFRLET, AF vy 7RNICEYETLEY 2 — V&L
FFOAA v FRRWGEE, HEH 0 £ A,

HRESNIA v F—T = A ADOREE FIRT HIZIE, showinterfaces interface-id capabilities
AL ET,

«c AHy JNDTXTDA B —T = A AOREAE KT HIZIE. showinterfacescapabilities
EHEALET (EVa2—NEFELIFA L H—T7 24 XD DIFEERL)

\)

(GF) o< FHOICETREND Last Input 7 4 —/L RiE, ®&EDAST w RS v H—T =14 AT
FOoTEFIZZEIN, T34 AD CPUIZ L » TAEI N THHRE LR, 0. BIO
W ERLET, ZOFERIL. 7Ty RA U Z—7 oA ATEEDPRAE UTREHZ 0 5 72 DI
HATEET,

LastIlnput (X, 77 —A N AA v F L TINZ T 7 4 v 7 TEEHFINETA,

g RHICER RIS output 7 4 — /L RiL, &EDXTy ERA U E—T A R TL o
TIEFICEE SN T o/l LR, 0, BROREERLET, ZO7 41—/ RIZL-T
IRENDIERIL, T R A U F—T = ATEEPHEAE LR 205 7201 E LB 7,

show interfaceslink =~ > NIZER A F—U—RNE2FBETHZE T, kO X H> BRI £
j‘o
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A VE—TIARABEUN—FYz7 avR—%v+ |
show interfaces

« show interfacelink module number =< > REFEH LT, AX v I7NDAAL vF LT
TOA L HE =T 2 AADT v T HEA LT T HA LETRLET, AX v ITHITHESET
DBEY 2a—NEFERFEDOAL v FNR2WGEE, HOEH D 84,

\}

GE) RZ U FRT7mr2AA »FTiE, modulenumber iZ 22y FES A
FLET,

CFHBELIEA VAT 2 A ADT v T XA LEFT T H A 2EFRTDHITIE, showinterfaces
interface-id link Z i/l L £,

AR ITRADTRTDA L E—T 2 A ADT v TEALEX T E A LEFRTHITIL,
show interfaceslink i LET (EV2—NVEBELIFA L F—T =1 XD DIREER
L) .

AT 2 A ANT v TIREDGE. T v 7 XA DIIFR (FE, 45, ) BERS
. 24 K21E00:00:00 RFERENET,

A B =T A ANT T ARBEOLE. XU A A DIFER (B, 45 B) BERSH
£,

WOFITIE, AX YT ANIDA L H—T A AT 5 showinterfaces =< K
DOHAERLET,

Device# show interfaces gigabitethernet3/0/2

GigabitEthernet3/0/2 is down, line protocol is down (notconnect)
Hardware is Gigabit Ethernet, address is 2037.064d.4381 (bia 2037.064d.4381)
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,

reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed, media type is 10/100/1000BaseTX
input flow-control is off, output flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts (0 multicasts)

runts, 0 giants, 0 throttles

input errors, 0 CRC, O frame, O overrun, 0 ignored

watchdog, 0 multicast, 0 pause input

input packets with dribble condition detected

packets output, 0 bytes, 0 underruns

output errors, 0 collisions, 1 interface resets

unknown protocol drops

babbles, 0 late collision, 0 deferred

lost carrier, 0 no carrier, 0 pause output

output buffer failures, 0 output buffers swapped out

O O O O OO oo oo
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show interfaces .

Device# show interfaces accounting

Vlanl
Protocol Pkts In Chars In Pkts Out Chars Out
IP 0 0 6 378
V1an200
Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.
GigabitEthernet0/0
Protocol Pkts In Chars In Pkts Out Chars Out
Other 165476 11417844 0 0
Spanning Tree 1240284 64494768 0 0
ARP 7096 425760 0 0
CDP 41368 18781072 82908 35318808
GigabitEthernetl/0/1
Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.
GigabitEthernetl/0/2
Protocol Pkts In Chars In Pkts Out Chars Out

No traffic sent or received on this interface.

<output truncated>

OB TIE, descriptionf v Z—7 = A A a7 4 Fal—aravy REHL
T, A % —7 = A A% Connectsto Marketing & L CTH&7E L 72354 @ show interfaces
interface description =~ > KO E2 R L £,

Device# show interfaces gigabitethernetl/0/2 description

Interface Status Protocol Description
Gil1/0/2 up down Connects to Marketing

Device# show interfaces etherchannel

Port-channel34:

Age of the Port-channel = 28d:18h:51m:46s
Logical slot/port = 12/34 Number of ports = 0
GC = 0x00000000 HotStandBy port = null

Passive port list
Port state Port-channel L3-Ag Ag-Not-Inuse
Protocol = -

Port security Disabled

ROFITIE, VIP RAA Y NTT N—= 7R3 A 2—T L D5 @ show interfaces
interface-id pruning =~ > FOH1Z2 R LET,

Device# show interfaces gigabitethernetl/0/2 pruning

Port Vlans pruned for lack of request by neighbor
Gil/0/2 3,4

Port Vlans traffic requested of neighbor
Gil/0/2 1-3

WOETIE, F5E L7 VLAN A > ¥ —7 = A AD showinterfacesstats =~ > RO H /)
ZRLET,

Device# show interfaces vlan 1 stats

Switching path Pkts In Chars In Pkts Out Chars Out
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. show interfaces

Processor 1165354 136205310 570800 91731594
Route cache 0 0 0 0
Total 1165354 136205310 570800 91731594

&Iz, show interfacesstatuserr-disabled =~ > RO 5l %R LF T, errdisable %
T—b DA A =T 2 f ADAT—HABFRLET,

Device# show interfaces status err-disabled

Port Name Status Reason
Gil/0/2 err-disabled gbic-invalid
Gi2/0/3 err-disabled dtp-flap

WDOFITiL, show interfaces interface-id pruning =~ KO IE2 R LET,

Device# show interfaces gigabitethernetl/0/2 pruning

Port Vlans pruned for lack of request by neighbor

Device# show interfaces gigabitethernetl/0/1 trunk

Port Mode Encapsulation Status Native wvlan
Gil/0/1 on 802.1qg other 10

Port Vlans allowed on trunk

Gil/0/1 none

Port Vlans allowed and active in management domain

Gil1/0/1 none

Port Vlans in spanning tree forwarding state and not pruned
Gil/0/1 none

Wiz, show interfacesdescription =~ > KO Bz~ L E7,

Device# show interfaces description

Interface Status Protocol Description
V1l admin down down
Gi0/0 down down
Gil/0/1 down down
Gil/0/2 down down
Gil/0/3 down down
Gil/0/4 down down
Gil/0/5 down down
Gil/0/6 down down
Gil/0/7 down down

<output truncated>

&Iz, showinterfaceslink =~ > RO /12~ LE T,

Device> enable
Device# show interfaces link

Port Name Down Time Up Time
Gil/0/1 6w0d

Gil/0/2 6w0d

Gi1/0/3 00:00:00 5w3d
Gil1/0/4 6w0d
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show interfaces .

Gil/0/5 6w0d
Gil/0/6 6w0d
Gi1/0/7 6w0d
Gil/0/8 6w0d
Gil1/0/9 6w0d
Gi1/0/10 6w0d
Gil/0/11 2d17h
Gil/0/12 6w0d
Gil1/0/13 6w0d
Gil1/0/14 6w0d
Gil/0/15 6w0d
Gil/0/16 6w0d
Gi1/0/17 6w0d
Gil/0/18 6w0d
Gi1/0/19 6w0d
Gi1/0/20 6w0d
Gil/0/21 6w0d
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. show interfaces counters

show interfaces counters

AA v FFEIIRHEDA A —T 2 A ADSESE R DU X B2FRT HITIE, FiE EXEC
F— R show interfacescounters =~ > R&HEHA L £ 9,

show interfaces [interface-id] counters [errors|etherchannel | module member-number | protocol
status| trunk]

WX DB interface-id () WA 2 B —T = A ADID (AT ZAH T AN (A
X THERRATREIR AA v T DH) | EV 2—/b, A—  EBFEEL) .
errors T8 =79 — v 2eFrLET,
etherchannel L) EZEINFEAZ7T v b, 7a— KXy A M7y h, <L
FXy ARy b BLOa=%v 2 %y K72 Y, EtherChannel
By R ERFLUET,
module UEE) BESNIA L ADH Y X eFm LES,

member-number
FRETEHHAIX1 ~9 TT,
GE) Zoa<=r FTE, module ¥— U — RiZRAZ v 7 A \FK5
EBERLTVWET, v F—T A AIDICEENDIEY 2 —
NI, W20 TT,

protocol status (fEE) AV F—T 2 A ATARX—T NI >TN5H7 1 ha/LdA
T—RAARRLET,

trunk L) "oV o hovBEERLET,

\ )

GE)  vlan vVlan-id ¥—7— FiZ, a~< > FIA4 O~V TFLFEINIEIFREINE TN, PR—KE
IWTWER A,

ARVEFIALE BL

avY RE—FK ¥#tE EXEC (#)
avy FERE 1)1)—2 TERNR
Cisco IOS XE Fuji 16.9.2 ZDavwry RPREAINEL

77

FEHEDHA KSq4y F—UV—FZANLRWGERIE, $XTOA o F =T 2 ZADFTXTOAT I BRERSNE
j—o
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show interfaces counters .

’OFITIL., showinterfacescounters =~ RO ITO—a R~ LET, AL vFOD

TRTCOAT U EPRRINET,

Device# show interfaces counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gi1/0/1 0 0 0 0
Gi1/0/2 0 0 0 0
Gi1/0/3 95285341 43115 1178430 1950
Gi1/0/4 0 0 0 0

<output truncated>

WROBFITIE, TY 22—/ 2 |2%F 5 show interfacescountersmodule =< > KOH 1D
—EERLET, T2 VNOBEELEAL v TFOTXTOI T U IRFERINE

hd‘o

Device# show interfaces counters module 2

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gil/0/1 520 2 0 0
Gil/0/2 520 2 0 0
Gil/0/3 520 2 0 0
Gil/0/4 520 2 0 0

<output truncated>

WOBFTIX, TXTDA Z—7 =4 AZx7 % showinterfacescounter sprotocol status
avry FOBNO—#z2RrLET,

Device# show interfaces counters protocol status
Protocols allocated:

Vlanl: Other, IP

Vlan20: Other, IP, ARP

Vlan30: Other, IP, ARP

Vlan40: Other, IP, ARP

Vlan50: Other, IP, ARP

Vlan60: Other, IP, ARP

Vlan70: Other, IP, ARP

V1lan80: Other, IP, ARP

V1an90: Other, IP, ARP

V1an900: Other, IP, ARP

V1an3000: Other, IP

V1an3500: Other, IP
GigabitEthernetl/0/1: Other, IP, ARP, CDP
GigabitEthernetl/0/2: Other, IP
GigabitEthernetl1/0/3: Other, IP
GigabitEthernetl/0/4: Other, IP
GigabitEthernetl/0/5: Other, IP
GigabitEthernetl/0/6: Other, IP
GigabitEthernetl/0/7: Other, IP
GigabitEthernetl1/0/8: Other, IP
GigabitEthernetl1/0/9: Other, IP
GigabitEthernetl1/0/10: Other, IP, CDP

<output truncated>

&Iz, showinterfacescounterstrunk =~ RO A EZ R LET, T XTDOA & —
T2AADNT T BT ENEREINET,
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. show interfaces counters

Device# show interfaces counters trunk

Port TrunkFramesTx TrunkFramesRx WrongEncap
Gil/0/1 0

Gil1/0/2 0 0 0
Gi1/0/3 80678 0 0
Gi1/0/4 82320 0 0
Gi1/0/5 0 0 0

<output truncated>
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show interfaces switchport .

show interfaces switchport

R—hTvvXoJ, A— MEERERE, A vF P FELr—F 42 7) B—FOEFHE

T A AB IO ERT — X A &R HITIE, FiME EXEC £ — R Cshowinterfacesswitchport

a<wr REHFERALEDT,

show interfaces [interface-id] switchport [module number]

BX DA

interface-id UEE) A1 v ¥ —T7 =4 ADID TY, A7 ¥ —7 = A A2, WL
A=K (XAT, A THERATEEIRAAL T DAS 7 AL/ YV a—
N, BIOR— EFE2ED) ©FR—h FyrxngEnEd, HETE
HAR— FF ¥ R E 1 ~ 48 T,

module number  ({£&) A A y?"i?‘_ IHEESNTZAZ v 7 AL ADTRTDOA L Z—T =
AADAA v FR—FREERRLET,

TOF T a i, BEDA L E—T oA AIDEAN LI XITRHTX

FH A,
AvURFI4LE L
avYRKE—FK ke EXEC (#)
av Y RER 1y —= EENE

FEREDAHA RS>

77

AR T DAA Y TF EDFTRXTDOAL U H—T 2 A ADAA v FR— MEEEZRRT DI
show interfaceswitchport modulenumber =~ > R&EFEH L ET, AX v 7 NS T HEY 2 —
NEGEFFOAA v FNRWGE, HHEH Y T8 A,

WOHITIE, A— kD show interfacesswitchport =~ > RO ER L ET, ROFK
2. ZOHATERREND T 4=/ FIZOWTHHLET,

Device# show interfaces gigabitethernetl/0/1 switchport
Name: Gil/0/1

Switchport: Enabled

Administrative Mode: trunk

Operational Mode: down

Administrative Trunking Encapsulation: dotlg
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 10 (VLANO010)
Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
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. show interfaces switchport

A VE—TIARABEUN—FYz7 avR—%v+ |

Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk associations: none

Administrative private-vlan trunk mappings: none

Operational private-vlan: none

Trunking VLANs Enabled: 11-20

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled

Unknown multicast blocked: disabled

Appliance trust: none

T4—ILK Bz

Name F— MaaERLET,
Switchport RN—FDOEHRAT —Z AL L OEIERAT —X

AEFRLET, ZOHITOEE, R— M
AA v FR— K ET— FTT,

Administrative Mode

Operational Mode

BT FBIXUOEEE—FE2ERLET,

Administrative Trunking Encapsulation
Operational Trunking Encapsulation

Negotiation of Trunking

EH LB L OER Eos T e R, B
ChTvFr s xdvo—ya Ui x—7
ANEIMEFELET,

Access Mode VLAN R—h&EFEETH VLANID ZF /R LET,

Trunking Native Mode VLAN FAT AT EF—FKD T 27D VLANID %

Trunking VLANs Enabled —EFRRLET, bT 7 EOFR VLAN %
, , —EERRLES, VT EOTIT 4T

Trunking VLANSs Active VLAN % B3 L3

Pruning VLANSs Enabled TI—= TG 7Y VLAN 2 —EH# R L E

‘a‘o
Protected A =T =2 A ALTRER— b3S X—T

U (True) THEIZMEFITT 4 E—T L
(False) ThHEIMNEFRRFLET,

Unknown unicast blocked

Unknown multicast blocked

FHRLVTF XY A FPBI AR =%y
AN KNI T 4w IWA B =T A A LTT
2y 7 INTWAENEIDPERRLET,

Voice VLAN

L7 VLAN 231 X —7 )V Téh 5 VLANID %
FrRLET,
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show interfaces switchport .

J4—ILE e

Appliance trust IP Phone DF — % /34 hDHF—E R 7 5 %
(CoS) RIELZRRLET,
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. show interfaces transceiver

A VE—TIARABEUN—FYz7 avR—%v+ |

show interfaces transceiver

Small Form-Factor Pluggable (SFP) £ a—/LA v X —T = Af AOYHEA L X —T = A% R
7% BI12i%,. EXEC E— KT show interfacestransceiver =< F&fHH L ¥4,

show interfaces [interface-id] transceiver [detail | module number | properties| supported-list |
threshold-table]

Syntax Description

Command Modes

interface-id UTE) WAL X —T A ADID (XA T, AX T AN (R v
W ATRER AL v FDH) | Y a—/b, R— b ESEETe)
detail (EE) (AL v FITA VA b= SR TWAHHEA) Digital Optical Monitoring

(DoM) X*fiis b 7 v 2 —NOERESRCT 7 —LFWRe ED, T a7 ¢
FFRFLET,

EE) AA v TFOEV2a—NDA L H—T 2 A~DERERIRLET,
IOF T a it BEDA L E—T A AD EAN LI XIIFHTE

module number

FH¥ A,
properties UEE) AV F—T 2 A AQBHE, T2y I A BLOA U TA 2 N
U—REERRLET,
supported-list  ({f&) AR —hENd h 70— R"EFTXTERRALET,
threshold-table  (f£%) 75— AR L OELE L X WMET—7 2R R LET,

z2— EXEC (>)

¥ikE EXEC (#)

Command History

Examples

)1y—= EENE
Cisco IOS XE Fuji 16.9.2 Zoavwr RPREAINEL
72,

WOHITIE, show interfacesinterface-id transceiver properties =~ > KO 12 /R L &
T

Device# show interfaces transceiver

If device is externally calibrated, only calibrated values are printed.
++ : high alarm, + : high warning, : low warning, : low alarm.
NA or N/A: not applicable, Tx: transmit, Rx: receive.

mA: milliamperes, dBm: decibels (milliwatts) .

Optical
Rx Power
(dBm)

Optical
Tx Power
(dBm)

Current
(ma)

Voltage
(Volts)

Temperature

Port (Celsius)
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Gi5/1/2 42.9 3.28 22.1
Te5/1/3 32.0 3.28 19.8

show interfaces transceiver .

Device# show interfaces gigabitethernetl/1/1 transceiver properties

Name : Gil/1/1

Administrative Speed: auto
Operational Speed: auto
Administrative Duplex: auto
Administrative Power Inline: enable
Operational Duplex: auto
Administrative Auto-MDIX: off
Operational Auto-MDIX: off

wOBTiL, show interfacesinterface-id transceiver detail =~ > FOH R~ L £1,

Device# show interfaces gigabitethernetl/1/1 transceiver detail

ITU Channel not available (Wavelength not available),

Transceiver is internally calibrated.

mA:milliamperes, dBm:decibels (milliwatts),

++:high alarm, +:high warning, -:low warning, --
A2D readouts (if they differ), are reported in parentheses.

The threshold values are uncalibrated.

High Alarm
Temperature Threshold
Port (Celsius) (Celsius)
Gil/1/1 29.9 74.0
High Alarm
Voltage Threshold
Port (Volts) (Volts)
Gil/1/1 3.28 3.60
Optical High Alarm
Transmit Power Threshold
Port (dBm) (dBm)
Gil/1/1 1.8 7.9
Optical High Alarm
Receive Power Threshold
Port (dBm) (dBm)
Gil/1/1 =-23.5 -5.0

High Warn
Threshold
(Celsius)
70.0

High Warn
Threshold
(Volts)

High Warn
Threshold
(dBm)

High Warn
Threshold
(dBm)

Device# show interfaces transceiver supported-list
Transceiver Type Cisco p/n min version
supporting DOM

DWDM GBIC ALL
DWDM SFEP ALL
RX only WDM GBIC ALL
DWDM XENPAK ALL
DWDM X2 ALL
DWDM XFP ALL
CWDM GBIC NONE
CWDM X2 ALL

Low Warn
Threshold
(Celsius)
0.0

Low Warn
Threshold
(Volts)

Low Warn
Threshold
(dBm)

Low Warn
Threshold
(dBm)

N/A:not applicable.
:low alarm.

Low Alarm
Threshold
(Celsius)
-4.0

Low Alarm
Threshold
(Volts)

Low Alarm
Threshold
(dBm)

Low Alarm
Threshold
(dBm)
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. show interfaces transceiver

CWDM XFP

XENPAK ZR

X2 ZR

XFP ZR
Rx_only WDM XENPAK
XENPAK_ER
X2_ER

XFP_ER
XENPAK_LR
X2_LR

XFP_LR
XENPAK_LW
X2_LW

XFP_LW

XENPAK SR

X2 SR

XFP SR

XENPAK LX4

X2 LX4

XFP LX4

XENPAK CX4

X2 CX4

XFP CX4

SX GBIC

LX GBIC

ZX GBIC
CWDM_SFP
Rx_only WDM SFP
SX_SFP

LX_SFP

ZX_SFP

EX SFP

SX SFP

LX SFP

ZX SFP

GIgE BX U SFP
GigE BX D SFP
X2 LRM

SR_SFPP

LR_SFPP
LRM_SFPP
ER_SFPP

ZR_SFPP
DWDM_SFPP

GIgE BX 40U SFP
GigE BX 40D SFP
GigE BX 40DA SFP
GIgE BX 80U SFP
GigE BX 80D SFP
GIG BXU_SFPP
GIG BXD_SFPP
GIG BX40U_SFPP
GIG BX40D_SFPP

GigE Dual Rate LX SFP

CWDM_ SFPP
CPAK SR10
CPAK LR4
QSFP LR
QSFP SR

ALL
ALL
ALL
ALL
ALL
10-1888-04
ALL
ALL
10-1838-04
ALL
ALL
ALL
ALL
NONE
NONE
ALL
ALL
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
ALL
NONE
ALL
ALL
ALL
ALL
NONE
NONE
NONE
NONE
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL

AVA—TIARELUN—FKIz7 avR—x2 k|

&Iz, show interfacestransceiver threshold-table =~ > ROH A2~ LE 3,

Device# show interfaces transceiver threshold-table
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show interfaces transceiver .

Optical Tx Optical Rx Temp Laser Bias Voltage
current
DWDM GBIC
Minl -4.00 -32.00 -4 N/A 4.65
Min2 0.00 -28.00 0 N/A 4.75
Max2 4.00 -9.00 70 N/A 5.25
Maxl 7.00 -5.00 74 N/A 5.40
DWDM SFP
Minl -4.00 -32.00 -4 N/A 3.00
Min2 0.00 -28.00 0 N/A 3.10
Max2 4.00 -9.00 70 N/A 3.50
Maxl 8.00 -5.00 74 N/A 3.60
RX only WDM GBIC
Minl N/A -32.00 -4 N/A 4.65
Min2 N/A -28.30 0 N/A 4.75
Max2 N/A -9.00 70 N/A 5.25
Maxl N/A -5.00 74 N/A 5.40
DWDM XENPAK
Minl -5.00 -28.00 -4 N/A N/A
Min2 -1.00 -24.00 0 N/A N/A
Max2 3.00 -7.00 70 N/A N/A
Maxl 7.00 -3.00 74 N/A N/A
DWDM X2
Minl -5.00 -28.00 -4 N/A N/A
Min2 -1.00 -24.00 0 N/A N/A
Max2 3.00 -7.00 70 N/A N/A
Maxl 7.00 -3.00 74 N/A N/A
DWDM XFP
Minl -5.00 -28.00 -4 N/A N/A
Min2 -1.00 -24.00 0 N/A N/A
Max2 3.00 -7.00 70 N/A N/A
Maxl 7.00 -3.00 74 N/A N/A
CWDM X2
Minl N/A N/A 0 N/A N/A
Min2 N/A N/A 0 N/A N/A
Max2 N/A N/A 0 N/A N/A
Maxl N/A N/A 0 N/A N/A

<output truncated>

Related Commands avw> R S HR
transceiver typeall KNy —NREALT aT 4 Fal— g F
monitoring FORNFTTF LN T=E ) T AN LS
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. show macro auto

show macro auto

Auto SmartPort ¥ 7 v O & £RT BT,
REMEHLET,

A VE—TIARABEUN—FYz7 avR—%v+ |

z—H EXEC &— K C show macro auto =< >~

show macro auto {address-group address-group-name | device [access-point] [ip-camera]
[lightweight-ap] [media-player] [phone] [router] [switch] | global [event_trigger] | interface

[interface id]}

XD address-group [address-group-name]

T RUVATN—TTEREFRLET,

(f£&) address-group-name : fi& L 7=
7 RLVAZN—=T DI mEFRLET,

device [access-point] [ip-camera] [lightweight-ap]
[media-player] [phone] [router] [switch]

1 DL EDT ANA ZADEREZR R L E
—340

+ ({£E) access-point : Autonomous
TIEBARA B

« ({£&) ip-camera: CiscolP B A4
Bt A 7

« ({EE) lightweight-ap : H 4
W7 7w ZAHRA 2 b

« (f£&) media-player : 7% )L A
F4T T L—F—

« (f£#&) phone : Cisco IP FE7f
« ({E&) router : Cisco /L—#

o (f£&) switch : Cisco A1 v F

global [event_trigger]

A A F D Auto Smartport 15 & R~ L
£

(&) event trigger : 57 L7=A X
F U —OFREFRTLET,

interface [interface id]

A EBE =T 2 f ADAT—F AhFRL
ETO

(f£&) interface id : fEE L7 A > ¥ —
7z A ADIEHERRFLET,

AT RE—FR = —% EXEC (>)
4 ke EXEC (B)
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show macro auto .

2% FEE yy—2 EERE
Cisco 10S XE Fuji 16.9.2 Zoavwr RREAINEL
77

e
it

FEHREDHA KS4> AA Y F O Auto SmartPort [F#EZFRT DI, Z0a~vr FeALES, 734 2D
HHE/RNT A —F ZFKRT AHI21%. show macroautodevice =~ > R&EFH L E7,

151
iz, show macroautodevice #fEH L CAA v FORELFZRT DB ZRLET,

Device# show macro auto device
Device:lightweight-ap

Default Macro:CISCO_LWAP_AUTO_SMARTPORT
Current Macro:CISCO_LWAP_ AUTO_SMARTPORT
Configurable Parameters:ACCESS VLAN
Defaults Parameters:ACCESS_VLAN=1
Current Parameters:ACCESS_ VLAN=1

Device:access-point

Default Macro:CISCO_AP AUTO_ SMARTPORT
Current Macro:CISCO_AP_AUTO_SMARTPORT
Configurable Parameters:NATIVE VLAN
Defaults Parameters:NATIVE VLAN=1
Current Parameters:NATIVE VLAN=1

Device:phone

Default Macro:CISCO_PHONE_AUTO_SMARTPORT
Current Macro:CISCO_PHONE AUTO_SMARTPORT
Configurable Parameters:ACCESS VLAN VOICE VLAN
Defaults Parameters:ACCESS_VLAN=1 VOICE VLAN=2
Current Parameters:ACCESS VLAN=1 VOICE VLAN=2

Device:router

Default Macro:CISCO_ROUTER AUTO_SMARTPORT
Current Macro:CISCO_ROUTER _AUTO_ SMARTPORT
Configurable Parameters:NATIVE VLAN
Defaults Parameters:NATIVE VLAN=1

Current Parameters:NATIVE VLAN=1

Device:switch

Default Macro:CISCO_SWITCH_AUTO_SMARTPORT
Current Macro:CISCO_SWITCH AUTO_ SMARTPORT
Configurable Parameters:NATIVE VLAN
Defaults Parameters:NATIVE VLAN=1

Current Parameters:NATIVE VLAN=1

Device:ip-camera

Default Macro:CISCO_IP CAMERA AUTO_ SMARTPORT
Current Macro:CISCO_IP_CAMERA AUTO_SMARTPORT
Configurable Parameters:ACCESS VLAN

Defaults Parameters:ACCESS_VLAN=1

Current Parameters:ACCESS_ VLAN=1

Device:media-player

Default Macro:CISCO_DMP_AUTO SMARTPORT
Current Macro:CISCO_DMP AUTO_ SMARTPORT
Configurable Parameters:ACCESS VLAN
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. show macro auto

Defaults Parameters:ACCESS_VLAN=1
Current Parameters:ACCESS_VLAN=1

IZ. show macro auto address-group name =~ > R&fffH L CAA v F @ TEST3 7
RUVATN—TRELRFRT D0~ LET,

Device# show macro auto address-group TEST3MAC Address Group Configuration:
Group Name OUI MAC ADDRESS

TEST3 2233.33 0022.0022.0022
2233.34
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show memory platform .

show memory platform

7Ty N7 =D ATV HEHEREFRT DL, FHEEXEC £ — K T showmemory platform
a~vy REfHLET,

show memory platform [compressed-swap |information | page-merging]

BX DA

compressed-swap  ({£E) 7T v h 74 —Lh AEFUDEMAT v FIEREFRLET,
information (EE) 77 v b7+ — AT B RE R rLET,

page-merging

fEE) 799 b 74— AFYOR—I~—D U ITEREFE TR LET,

aAvU R E—F

b EXEC (#)

avy FERE

J1y—= EERNE
Cisco IOS XE Fuji Zoavwy RREASIE L,
16.9.2

FREDHA KSA Y

3l

Z2ex AE VX IEML

ERHEEN T, a~wy FHJI® Free Memory 7 « — /v RIZE RSN ET,

&IZ, show memory platform =< KO IR L ET,

Switch# show memory platform

Virtual memory
Pages resident

: 12874653696
T 627041

Major page faults: 2220
Minor page faults: 2348631

Architecture

Memory (kB)
Physical
Total
Used
Free
Active
Inactive
Inact-dirty
Inact-clean
Dirty
AnonPages
Bounce
Cached
Commit Limit
Committed As
High Total
High Free
Low Total
Low Free
Mapped
NFS Unstable
Page Tables

: mips64

: 3976852
: 3976852
: 2761276
: 1215576
: 2128196
: 1581856
: 0

: 0

: 0

: 1294984
: 0

: 1978168
: 1988424
: 3343324
: 0

: 0

: 3976852
: 1215576
: 516316
: 0

: 17124
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. show memory platform

Slab : 0

VMmalloc Chunk : 1069542588
VMmalloc Total : 1069547512
VMmalloc Used : 2588
Writeback : 0
HugePages Total: O
HugePages Free : 0
HugePages Rsvd : 0

HugePage Size : 2048

Swap (kB)
Total
Used
Free
Cached

o O O o

Buffers (kB) : 437136

Load Average

1-Min : 1.04
5-Min : 1.16
15-Min : 0.94

&IZ, show memory platform information =~ > KO 12~ L £,

Device# show memory platform information

Virtual memory : 12870438912
Pages resident : 626833
Major page faults: 2222
Minor page faults: 2362455

Architecture : mips64

Memory (kB)
Physical : 3976852
Total : 3976852
Used 1 2761224
Free : 1215628
Active : 2128060
Inactive : 1584444
Inact-dirty : 0
Inact-clean H
Dirty : 284
AnonPages : 1294656
Bounce H
Cached : 1979644
Commit Limit : 1988424
Committed As : 3342184
High Total : 0
High Free : 0
Low Total : 3976852
Low Free : 1215628
Mapped : 516212
NEFS Unstable H
Page Tables : 17096
Slab H

VMmalloc Chunk : 1069542588
VMmalloc Total : 1069547512
VMmalloc Used : 2588
Writeback H
HugePages Total: O
HugePages Free : 0
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show memory platform .

HugePages Rsvd : 0
HugePage Size : 2048

Swap (kB)
Total
Used
Free
Cached

o O o o

Buffers (kB) : 438228

Load Average

1-Min : 1.54
5-Min : 1.27
15-Min : 0.99
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. show module

A VE—TIARABEUN—FYz7 avR—%v+ |

show module

2 v FHm, FETNES, VITNES, N—Ru=zT7 JEVar&es, YT MU T AN—
Yay, MACT RL AR EDEY 2 — VIEREFRTRT DL, = —H EXEC ®— R E 71345
MEEXEC E— RTC, Z0Oavwy REMHLET,

show module [switch-num]

Syntax Description

Command Default

Command Modes

switch-num (FEE) A v T OFE=,

L

z.— EXEC (>)
ke EXEC (#)

Command History

Usage Guidelines

)1y—= EEARE
Cisco I0S XE Fuji 16.9.2 Zoavy RPEAINEL
7

switch-num 2% % f5 8912 show module 2~ F& AFS L7384 showmoduleall 2~ K
EANNLTEGE LRI U RIZRY £,
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show network-policy profile .

show network-policy profile

Iy NIT—= R =T a7 7 A )NVEFRRTHITIE, FiHEEXEC E— KT shownetwork policy
profile =~ K&HHALE7,

show network-policy profile [profile-number] [detail]

X DA proflenumber ((L5) %o FT— 2 Y e 17 7 A BB A ER L ET. Ty A
BDAHTENTHOARNES., T RTOFRy hU—27 R — Fa 77 A LNk
FEANET,
detail ((E5) FEMZR AT — 4 R LigaHEla =R LET,

aAvURFIANE AL

avY RE—FK ¥#HE EXEC (#)
avy FERE 1)1)—2 TERNR
Cisco IOS XE Fuji 16.9.2 Ioavwr RPREAINEL
77

&IZ, show network-policy profile =< ROHEHHIZ R L ET,

Device# show network-policy profile
Network Policy Profile 10
voice vlan 17 cos 4

Interface:
none
Network Policy Profile 30
voice vlan 30 cos 5
Interface:
none
Network Policy Profile 36
voice vlan 4 cos 3
Interface:
Interface id

Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v ¥F) aA<Y > FJIJ7L VR .



A VE—TIARABEUN—FYz7 avR—%v+ |
. show parser macro

show parser macro

AL v F LELTREINTWVDITRTO~YIa, FLiFE12O0 70D/ NTA—F 2R T HIZ
X, ==—¥ EXEC *£— K C show parser macro =~ > RZH L £7,

show parser macro {brief | description [interfaceinterface-id] | nhame macro-name}

WX OB brief () 47 o ORI Fom L2 T
description [interface interface-id] UL35) F_TO~ 2 1 O3 E 7= 11k

DA VHE—T oA ADHHAEERLET,

name macro-name (EE) ~/a4THEESNZ1>D~ Y
22T o ERER R LET,

v RKRE—FK = —# EXEC (>)
4 ke EXEC ()

av Y FERE )1)—= EENE
Cisco I0S XE Fuji 16.9.2 Zoavwr RRNEASNEL
77
451

WOFITIL, show parser macro 2~ ROHAD—#zZRLES, VA3 T 741
F~27wvDE AL v FDOT Ty F 7 —LEAL v TF ETETLTND YT b
TxT A A=VIZH o THRRY F97,

Device# show parser macro

Total number of macros = 6

Macro name : cisco-global

Macro type : default global

# Enable dynamic port error recovery for link state
# failures

errdisable recovery cause link-flap

errdisable recovery interval 60

<output truncated>

Macro name : cisco-desktop

Macro type : default interface

# macro keywords S$AVID

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID

switchport mode access
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show parser macro .

<output truncated>

Macro name : cisco-phone

Macro type : default interface

Cisco IP phone + desktop template

macro keywords $AVID $VVID

VoIP enabled interface - Enable data VLAN

and voice VLAN (VVID)

Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID

switchport mode access

HH = = H

<output truncated>

Macro name : cisco-switch

Macro type : default interface

macro keywords S$NVID

Access Uplink to Distribution

Do not apply to EtherChannel/Port Group

Define unique Native VLAN on trunk ports

Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan $NVID

HH = = H

<output truncated>

Macro name : cisco-router

Macro type : default interface

# macro keywords $NVID

# Access Uplink to Distribution

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan $NVID

<output truncated>

Macro name : snmp
Macro type : customizable

#enable port security, linkup, and linkdown traps
snmp-server enable traps port-security
snmp-server enable traps linkup

snmp-server enable traps linkdown

#set snmp-server host

snmp-server host ADDRESS

#set SNMP trap notifications precedence
snmp-server ip precedence VALUE

RIZ. show parser macroname =2~ RO HHZR L £,

Device# show parser macro name standard-switchlO
Macro name : standard-switchlO

Macro type : customizable

macro description standard-switchlO

# Trust QoS settings on VOIP packets

auto gos voip trust

# Allow port channels to be automatically formed
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. show parser macro

channel-protocol pagp

Iz, show parser macro brief =~ > ROl %2R~ L E7,

Device# show parser macro brief
default global : cisco-global
default interface: cisco-desktop
default interface: cisco-phone
default interface: cisco-switch
default interface: cisco-router
customizable : snmp

&Iz, show parser macro description =~ > ROl Z R L ET,

Device# show parser macro description

Global Macro(s): cisco-global

Interface Macro Description(s)
Gil/0/1 standard-switchl0
Gil/0/2 this is test macro

iZ. show parser macro description interface =~ > RO OB 277 L £,

Device# show parser macro description interface gigabitethernetl/0/2
Interface Macro Description
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show platform hardware bluetooth .

show platform hardware bluetooth

aAav>v R TFI4ILk

AR E—F

Bluetooth { > % —7 = A AZBT B1E# & FKrT 5121E. F#E EXEC £ — KT show platform
hardwarebluetooth =~ > R&fEH L £,

show platform har dware bluetooth
7L

¥rME EXEC (#)

avy FERE

EREDAARZA4 Y

3l

=2 ZERE
Cisco I0S XE Gibraltar 16.12.1 Zoawry RPREAINE L,

show platform hardware bluetooth =~ > K3, #}i USB Bluetooth KX 77 /LT /34 AT HzfsE
ENTVDLEAITHEHALET,

iz, show platform hardwarebluetooth =~ > K% f# ] L C Bluetooth f > % — 7 = A
ADNERERFT HPZRLET,

Device> enable

Device# show platform hardware bluetooth
Controller: 0O:la:7d:da:71:13

Type: Primary

Bus: USB
State: DOWN
Name:

HCI Version:
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. show platform hardware fed switch forward interface

show platform hardware fed switch forward interface

HRIEERE T Ny Z L, N—RU T DT+ T—FT 4T T =Dy k3% R L— A
92|21, show platform hardware fed switch switch_number forward interface =~ > N % fifi i
LET, Z0avy NE, 2a—FERDO Ty havIalb—hL, N—RUzT7 D7+ U—
TAT T = PORREREBEFELET, Z0Oaxr FTRELE AT v bRTA—=F(T
EANT, ANR—=FTRTy MBEREIET, PCAP T 7 A MM SN TND X v I F v
STy EDBERR Ny Mefgfit+5 22 TEET,

ZORMEY I TIE, AV F—T oA AEERA DA T2 a2 OF D show platform hardware
fed switch {switch_ num | active | standby } forward interface =~ > K Gl AlfE72 4~
A DIHIONTHLIHIILET,

show platform hardwarefed switch {switch_num|active|standby} forward interface interface-type
interface-number  sour ce-mac-addr ess destination-mac-address {protocol-number |arp | cos|ipv4 |
ipv6 | mpls}

show platform hardwarefed switch {switch_num|active| standby} forward interface interface-type
interface-number pcap pcap-fileename number packet-number data

show platform hardwarefed switch {switch_num|active|standby} forward interface interface-type
interface-number vlan vlian-id source-mac-address destination-mac-address {protocol-number | arp
| cos|ipv4|ipv6 | mpls}

BX DA

switch {switch_num | I RO RN L—RE AT L a— VT HAL vF, DAL v T
active | standby } TASFR— N BEHATRETH A LERH Y £F, KOA T a
B ET,

« switch_ num : AJJAR— EMFAET H A A » F D ID,
cactive: ANJR— MBFEST DT VT 4T AL v F &R LE

ﬁ—o
e standby : ASJAR— FDBMFAET DAL A ZA v F R L
£

() ZoF—U—FREI¥FR—FIhTHEEA,

interface interface-type RE RO RN L—R% VI a2l —hTAANA LV Z—T A A,
interface-number

source-mac-address Y32 L— b5y bORIETEMAC 7 RL 2,

destination-mac-address A H—T A AD 16 HEX DO MAC 7 R LA,

protocol-number WD L3 e ha g Y ConEB S,

arp Address Resolution Protocol (ARP) D/ XF X —%
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show platform hardware fed switch forward interface .

ipv4 IPv4 /37 R DIRT A =4,

ipv6 IPV6 /N7 > FDINT A=K,

mpls ~NFTa bhal T AL v F 7 (MPLS) TULDRT
A=,

cos TIAFVT 4 ZRETH0~T DY —ER7 T A (CoS) H,

pcap pcap-file-name WH#~ 7 v+ = (flash:) (235 PCAP 7 7 A )LD 4l

77 AND lash: ICT TITAFAEL TWD Z L AR L T E S0,

number packet-number PCAP 7 7 A VD "NEEERELET,

vlan vian-id Yal—hEN5/87 Y bDdotlg~y X —D VLANID, f5iE
TE DHHEPHIT 1 ~ 4096 TT,

ATV RE—FK M EXEC
A%y FEE 1y—2 RERE
Cisco 10S XE Fuji 16.9.2 Zhavry RREASNEL
7=,
Cisco IOS XE Fuji 16.9.1 ZDawy BRI,
MPLS/ARP/VXLAN /34 kD
INT A—4 L PCAP 7 7 A )V
THY I Fry Ty b
DRL—ARYPR—FIND
LT E LT,
Cisco 10S XE Gibraltar 16.10.1 Zoavwy RBNERS N, A

B BIERDOT—Z DX v
F¥ BNV R—FENBLHIC
B FELE,

EELOHA RS54 T2 =HA = MIUSENZ Do~ ROMAZHELE L= A PN L2 TL 728
VW, ZOawy RiE, T =R — MEEE L L L IR AT O LI EA LT
<TEEV,

ZOavy RTHR—=bFINETry bEA T TR D EBY TT,
cWTHNAD L3 T e b EFEHTHIEIP Sy b
* ARP /X7 v |
s WTND L4 T a b aEMEHT D IPve Ny b

« TCP/UDP/IGMP/ICMP/SCTP ~A 11— R CHER S5 Pv4 734w k
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. show platform hardware fed switch forward interface

e VXLAN 7347 > b
K IDDT YL A BT — K THERRLE IS MPLS 737w b
e IPV4/IPv6 21 1 — R THERK S5 MPLS 24 v |

« TCP/UDP/IGMP/ICMP/SCTP ~3A 12— R THERR &5 IPv6 734 » k

ARy TBRETIE, A v 7 AU ROHC hARa VICBfRR . A¥ v 7 R2EOry ek
L — X T& %79, show platform hardwarefed switch switch-number forwar d inter faceinterface-type
interfacenumber =~ > Nid, ANAAL v FOFTXTDORE v 7 AL 3D/N7 y MRIEF#R A HE
HLET, INEEHTLH72DIT, switch_num5 %5 & interface-number 558 CTHRE ST A A v
FEEPDANAA v FDOFFELE =B LTNDL I EEMHERLTIEIN,

PCAP 7 7 A WITHEMN SN TN D X ¥ T F ¥ SN Ty RWBRED/Nr v & hL—Z 7
512X, show platform hardware fed switch forward interface interface-type interface-number
pcap pcap-file-name number packet-number data =~ > R&fEH L £,

1

RIZ. show platform hardwarefed switch {switch_ num | active | standby } forward
interface =~ > RO B Z R L ET,

Device#show platform hardware fed switch active forward interface gigabitEthernet 1/0/35
0000.0022.0055 0000.0055.0066 ipv4 44.44.0.2 55.55.0.2 udp 1222 3333

Show forward is running in the background. After completion, syslog will be generated.

*Sep 24 05:57:36.614: %SHFWD-6-PACKET TRACE DONE: Switch 1 R0/0: fed: Packet Trace
Complete: Execute (show platform hardware fed switch <> forward last summary|detail)
*Sep 24 05:57:36.614: %SHFWD-6-PACKET TRACE_FLOW_ID: Switch 1 RO/0: fed: Packet Trace
Flow id is 150323855361

EEav> R

av vk EiEA

monitor captureinterface BHERA v N B IOy 7 a—Faxis
ELT, E=FXx T RSV MEREL
*7,

monitor capture start KNS 7 47 RL—ZXBA 2 M Ty k
F—=H DRy T 7 ~DxX ¥ T F ¥ ZBth L £
R

monitor capture stop Ko7 492 FL—ARALL FTAr v K
T—HDX Y T Ty EEILLET,

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) A< > K!)J7L VX



| 128—21242BLUN—FYz7avR—%2 b
show platform hardware fed switch forward interface .

av vk EHEA
monitor capture export ¥ TF ¥ SNy N RNy T 7 ITRE
szj_o

Z Pz~ RiL, showforward Cpcap D AJ)
& LTI T& % flash: N PCAP 7 7 A /LT
F=A XY T TNy T 7 ET T AR— T
HIOIEN L £,
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. show platform resources

A VE—TIARABEUN—FYz7 avR—%v+ |

show platform resources

ATV R E—F

7Ty N7 —LDY V) —AEREFRT DL, FiHEEXEC £ — KT show platform reources
a~vy REHLET,

show platform resources

ZOawy FIESIBELITF—UV—FNEIH Y A,

HkE EXEC (B)

2v L FRE

FEREDHA FS14 Y

1)1)—=R EENE
CiscolOSXEFuji16.92 Zpa~y FMEASHE LT,

Zoaxy FOMAIZIE, ATV NDEMRRZEZ AEY Z5WAETH LM AT Y BRER
SNET,

451
&Iz, show platform resources =2~ > RO NFlEZRLET,

Switch# show platform resources

**State Acronym: H - Healthy, W - Warning, C - Critical

Resource Usage Max Warning Critical
State
Control Processor 7.20% 100% 90% 95%
H
DRAM 2701MB (69%) 3883MB 90% 95%
H
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show platform software audit .

show platform software audit

SE Linux ¥4 v 7' % K-35 121%, 7 EXEC & — K T show platform softwareaudit =< > K
ERHEALET,

show platform softwareaudit {all | summary | [switch {switch-number | active | standby}]
{0 | FO | RO | {FP | RP} {active}}}

EX D all TRTORT Yy bR D 7 23R LE

TO

summary TRTCOAT Y MLOERT 7 OB Y
Y hNERRLET,

switch BEDAAL vFDAT Y MIOWTOER R
ThRRLET,

switch-number BELILAAL v FHFEZOAL v F BRI F
7,

switch active AL TFDTIT 4 TA VAR AR RN L
ibado

standby AL FDARLINA A U AE AR IR L
\i—g—o

0 SPA AL H—T A A FutyH ZAmy ko0
DEEn 7 2RI LET,

FO Embedded-Service-Processor A 12 b 0 DB
nJERRLET,

RO Route-Processor A 2 > b 0 DEE 0 7 %2 FKoR
L\i\j«(}

FP active 7 7 4 7 7% Embedded-Service-Processor A

vy OB 7 EFRLET,

RP active 7 2 4 773 Route-Processor A 1 v k DEEHY
0 s uRRLET,

AT R E—F K ME EXEC (#)

avr FERE

EELEOHA KS4> D=~ R, CiscolOS XE Gibraltar 16.10.1 C SELinux 7 1] & — RHRED & L CTEA X
AUE L7z, show platform softwareaudit =~ > Ri%, 77 R EXA XV MGV AT A1
TERRLET,
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. show platform software audit

Cisco I0S XE Gibraltar 16.10.1 TiX, #F A€ — K TO#AEIX, IOSXE 77 v b7 4 — L DFFE
DayR—=x kb (FavRERIEIT SV r—vay) #HRT5 B TR TE £4, &)
F—RTIE, 727 BRERKA R MRS, VAT LA PERINETR, A XV M E
I ER IR T ey 7 SNEF A, 2DV Y 2—3 g 0%, BT VB RERBHE—RT
@EL £,

Iz, show software platform software audit summary =~ > KO H /1l 2R LET,

Device# show platform software audit summary

AUDIT LOG ON switch 1

AVC Denial count: 58

iz, show software platform software audit all =~ > RO HHZ R L £,

Device# show platform software audit all

AUDIT LOG ON switch 1

========== START ============

type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017
comm="mcp_ trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=lnk file permissive=1l
type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp trace filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539438600.896:119): avc: denied { execute } for pid=8300 comm="sh"
name="id" dev="loop0" ino=6982

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:bin t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438600.897:120): avc: denied { execute no trans } for pid=8300
comm="sh"
path="/tmp/sw/mount/cat9k-rpbase.2018-10-02 00.13 mhungund.SSA.pkg/nyquist/usr/bin/id"
dev="1loop0" ino=6982 scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:bin t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438615.535:121): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp socket permissive=l
type=AVC msg=audit (1539438624.916:122): avc: denied { execute no trans } for pid=8600
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438648.936:123): avc: denied { execute no trans } for pid=9307
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438678.649:124): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
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show platform software audit .

tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438696.969:125): avc: denied { execute no trans } for pid=10057
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438732.973:126): avc: denied { execute no trans } for pid=10858
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438778.008:127): avc: denied { execute no trans } for pid=11579
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438800.156:128): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438834.099:129): avc: denied { execute no trans } for pid=12451
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539440246.697:149): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539440299.119:150): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1

END

iz, show software platform software audit switch =~ > ROH FFlE2 R L £,

Device# show platform software audit switch active RO

========== START ============

type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017

comm="mcp_ trace filte" name="crashinfo" dev="rootfs" ino=13667

scontext=system u:system r:polaris trace filter t:s0

tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=lnk file permissive=1l

type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017

comm="mcp_ trace filte" path="/mnt/sdl" dev="sdal" ino=2

scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407

scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407

scontext=system u:system r:polaris trace filter t:s0

tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539438624.916:122): avc: denied { execute no trans } for pid=8600
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438648.936:123): avc: denied { execute no trans } for pid=9307
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438678.649:124): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0

tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp socket permissive=l

type=AVC msg=audit (1539438696.969:125): avc: denied { execute no trans } for pid=10057
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
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. show platform software audit

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438732.973:126): avc: denied { execute no trans } for pid=10858
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438778.008:127): avc: denied { execute no trans } for pid=11579
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438800.156:128): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438834.099:129): avc: denied { execute no trans } for pid=12451
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438860.907:130): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1

========== END ============

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) A< > K!)J7L VX



| 128—21242BLUN—FYz7avR—%2 b
show platform software fed switch punt cpugq rates .

show platform software fed switch punt cpuq rates

U RSHIERRIZEBIT D Fay 72537y hoRy b b— M aRRT 5I21E, FHEEXEC
=& — T show platform software fed switch punt cpuqrates =~ > R&fH L £,

show platform software fed switch {switch-number | active| standby} punt cpuq rates

X MEREA switch{switch-number | active | standby} AA v FICETAIEREFERLET, KD
BIRERH Y 7,

 switch-number,

cactive : 77T 4 TR AA v FICET
HERERRLET,

« gandby : FET DHHE, AKX LA R
A v FICETHEREFR T LET,

(F) ZOF—U—RI¥R—-—FZn

TWEHR A,
punt Ry MEBREEELET,
cpuq CPURZ[EF = —ICBT o fEMAfEE L £
‘ﬂ—o
rates Nry bR ML= MERELET,
AT K E—F HrtE EXEC (#)
avy FER Jyy—= EENE

CiscolOSXE Y7 I 0% 1 16.10.1 ZDa~< R EAINE L,

EELEOHA KSqY 0~y FOWENZE, 108, 147, 50RO L— bR 1B 037y TR
RENET,

il

&IZ., show platform software fed switch active punt cpuq rates =< > KD H 16 & 7R
LET,

Device#show platform software fed switch active punt cpuq rates

Punt Rate CPU Q Statistics

Packets per second averaged over 10 seconds, 1 min and 5 mins
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. show platform software fed switch punt cpugq rates

Q | Queue | Rx | Rx | Rx | Drop | Drop | Drop
no | Name | 10s | 1lmin | 5min | 10s | 1lmin | 5min
0 CPU_Q DOT1X AUTH 0 0 0 0 0 0
1 CPU_Q L2 CONTROL 0 0 0 0 0 0
2 CPU_Q FORUS_TRAFFIC 336 266 320 0 0 0
3 CPU_Q ICMP_GEN 0 0 0 0 0 0
4 CPU_Q ROUTING CONTROL 0 0 0 0 0 0
5 CPU_Q FORUS_ADDR RESOLUTION 0 0 0 0 0 0
6 CPU_Q ICMP REDIRECT 0 0 0 0 0 0
7 CPU_Q INTER FED TRAFFIC 0 0 0 0 0 0
8 CPU_Q L2LVX CONTROL_PKT 0 0 0 0 0 0
9 CPU_Q EWLC_ CONTROL 0 0 0 0 0 0
10 CPU_Q EWLC_DATA 0 0 0 0 0 0
11 CPU_Q L2LVX DATA PKT 0 0 0 0 0 0
12 CPU_Q BROADCAST 0 0 0 0 0 0
13 CPU_Q LEARNING CACHE OVFL 0 0 0 0 0 0
14 CPU_Q SW FORWARDING 0 0 0 0 0 0
15 CPU_Q TOPOLOGY CONTROL 0 0 0 0 0 0
16 CPU_Q PROTO_SNOOPING 0 0 0 0 0 0
17 CPU_Q DHCP_SNOOPING 0 0 0 0 0 0
18 CPU_Q TRANSIT TRAFFIC 0 0 0 0 0 0
19 CPU_Q RPF FAILED 0 0 0 0 0 0
20 CPU_Q MCAST END STATION SERVICE 0 0 0 0 0 0
21 CPU_Q LOGGING 0 0 0 0 0 0
22 CPU_Q PUNT WEBAUTH 0 0 0 0 0 0
23 CPU_Q HIGH RATE APP 0 0 0 0 0 0
24 CPU_Q EXCEPTION 0 0 0 0 0 0
25 CPU_Q SYSTEM CRITICAL 0 0 0 0 0 0
26 CPU_Q NFL SAMPLED DATA 0 0 0 0 0 0
27 CPU_Q LOW_LATENCY 0 0 0 0 0 0
28 CPU_Q EGR_EXCEPTION 0 0 0 0 0 0
29 CPU_Q Fss 0 0 0 0 0 0
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show platform software fed switch punt cpugq rates .

30 CPU_Q MCAST DATA 0 0 0

31 CPU_Q_GOLD_PKT

WDFET, ZOHNIERINDIEERT 4 —V REHALET,

% 17: show platform software fed switch active punt cpuq rates 2 1+ —)L F D8R

7 4—JL K |5%EA

Queue X 2 — DL Hi,

Name

Rx 1B &= 0y hOZfEL—K (108, 145, 549) .
Drop 1BHiz0 0y "o Ry 7 L—h (108, 143, 549) &
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. show platform software fed switch punt packet-capture display

show platform software fed switch punt packet-capture display

CPUEMIRBENE EDNRT Y M v I F v ifma T 21213, FrtE EXEC &— R T show
platform software fed switch active punt packet-capturedisplay =~ > FZ#EH L £9°,

show platform software fed switch active punt packet-capture display { detailed | hexdump}

B DEREA

ATV R E—FR

switch {switch-number | active| standby} AL v FIZEHTHEREERLET, KD
BRI H D £,

cactive : 77T 4 TR AA v FITHT
LHiERERRLET,

s gandby : FIET DA, AX LA R
Ay FICHET HIERER T LET,

(¥) standby ¥—U— NjIHHR—F

SNTWERA,
punt SRy MEBREREELET,
packet-capture display Xy I TF X INT Ty MCET A 1w E
FBELEY,
detailed Xy 7Ty SNy MIET S5
HmEfELET,
hex-dump X 7S F v Sy MCET % 16K

BADEHRETEE L £,

HikE EXEC (#)

av Y RERE

FEREDHA KAV

il

y—2 LENE
Cisco IOS XE 7 7 /L4 /L 16.10.1 Zoavwy RBEHEAINE L,

Zoa~vy RO, CPUBEMEN ERLEVMEAZEZ TWNDH EEDCPUNRT » Ry
fe £ 2N RCPU T 7 47 Lb—h, BEXOETHD CPU a2 AT L EHN L m
T e KRR IRFRENE T,

IZ., show platform softwarefed switch active punt packet-capture display detailed =~
Y RO Z R L ET,

Device# show platform software fed switch active punt packet-capture display detailed
Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 101 packets. Capture capacity : 4096 packets
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show platform software fed switch punt packet-capture display .

—————— Packet Number: 1, Timestamp: 2018/09/04 23:22:10.179 ------
interface GigabitEthernet2/0/2 [if-id: 0x00000032] (physical)
ether hdr dest mac: 0100.0ccc.cccd, src mac: 2c36.f8fc.4884
ether hdr ethertype: 0x0032
Doppler Frame Descriptor
0000000044004E04 COOF402D94510000 0000000000000100 0000400401000000
0000000001000050 000000006D000100 0000000025836200 0000000000000000
Packet Data Dump (length: 68 bytes)
01000CCCCCCD2C36 F8FC48840032AAAA 0300000C010BO00OO 00000080012C36F8
FC48800000000080 012C36F8FC488080 040000140002000F 0071000000020001
244E733E
—————— Packet Number: 2, Timestamp: 2018/09/04 23:22:10.179 ------
interface GigabitEthernet2/0/2 [if-id: 0x00000032] (physical)
ether hdr dest mac: 0180.c200.0000, src mac: 2c36.f8fc.4884
ether hdr ethertype: 0x0026
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. show platform software fed switch punt rates interfaces

show platform software fed switch punt rates interfaces

FTRTDA U Z =T =2 A AD/N b L— FORERHE 2 FRRT 21213, FrHEEXECE— R
C show platform software fed switch punt ratesinterfaces =~ > F&2iH L £,

show platform software fed switch {switch-number | active| standby} punt rates
inter faceg[interface-id]

X nEiHA switch {switch-number | active| standby} AL v FIZHETHIEREERLET, KD
BIRERH Y £97,

« switch-number,

cactive : 77T 4 TR AA v FITET
HIEWERRLET,

« sandby : FET DHA, AZ LA R
A v FICHTHERERTLET,

() ZoX—U—FE¥r—rzh

TOEEA,
punt SRy MEBE T LET,
rates Ry bR R L— hERELET,
inter faces(inter face-id] () A v ¥ —7 = A ZAD&MKHIR T

Wiz, A2 =7 A 2D 10EETD
%H—P—‘i’fj@%&hﬁ%ﬁzﬁ L/jz—g«o

v RKRE—FK HrtE EXEC (#)

av Y FRER Jy1)y—= EENE
CiscolOSXE 7 I /02116101 ZD <y RBREAINE LT,

ZOHDITIE 108, 145, 5 0DOKRMEDO/ S M L— R 1RSI O~y MUTERIRS
nEJ,

EREDHA FS1 Y

15l
KIZ, TXTOA 2 Z—T = A ZZDOWT D show platform software fed switch active
punt ratesinterfaces =~ KO HFIZR L ET,

Device#show plataform software fed switch active punt rates interfaces

Punt Rate on Interfaces Statistics
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show platform software fed switch punt rates interfaces .

Packets per second averaged over 10 seconds, 1 min and 5 mins

| | Rx | Rx | Rx | Drop | Drop |
Drop
Interface Name | IF_ID | 10s | 1min | 5min | 10s | 1min |
5min
Vlan3 0x00000034 1000 1000 520
0

WDFET, ZOHNIERINDIEERT 4 —V REHALET,

3 18: show platform software fed switch active punt rates interfaces M 7 1« —)L K DERBA

J4—ILF  |EREA

Interface WA R —T = A ADLHI,

Name

IF_ID WA A —T = A AD 1D,

Rx L BHIZ) D7y FOZELV—F 10, 143, 547) &
Drop 1BHIEY DTy bRy 7 L—F (108, 155, 547) o

RIZ, BFEDA 2 —T = A AIZ2 T D show platform softwar efed switch activepunt

ratesinterfacesinterface-id =~ > FOHIFlZRLET,

Device#show platform software fed switch active punt rates interfaces 0x31

Punt Rate on Single Interfaces Statistics

Interface : Port-channell [if id: 0x31]

Received Dropped
Total 29617 Total
10 sec average : 0 10 sec average

1 min average
5 min average

1 min average : 0
5 min average : 0

o O O o

Per CPUQ punt stats on the interface (rate averaged over 10s interval)

Q | Queue |  Recv | Recv | Drop | Drop
no | Name | Total | Rate | Total | Rate

CPU Q DOT1X AUTH 0
CPU Q L2 CONTROL 29519
CPU Q FORUS TRAFFIC

CPU Q ICMP GEN

CPU_Q ROUTING CONTROL

CPU_Q FORUS ADDR RESOLUTION
CPU Q ICMP REDIRECT

CPU Q INTER FED TRAFFIC

CPU Q L2LVX CONTROL PKT
CPU_Q EWLC CONTROL

O 0 J o Ul b WM+ O
O O O O O o o o

O O O OO OO oo o
O O O OO OO oo o

O O O OO OO oo o
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. show platform software fed switch punt rates interfaces

10 CPU_Q EWLC_DATA

11 CPU Q L2LVX DATA PKT

12 CPU_Q BROADCAST

13 CPU _Q LEARNING CACHE OVFL
14 CPU Q SW FORWARDING

15 CPU _Q TOPOLOGY CONTROL 9
16 CPU Q PROTO SNOOPING

17 CPU_Q DHCP SNOOPING

18 CPU _Q TRANSIT TRAFFIC

19 CPU_Q RPF_FAILED

20 CPU _Q MCAST END STATION SERVICE
21 CPU_Q_LOGGING

22 CPU_Q PUNT WEBAUTH

23 CPU_Q HIGH RATE APP

24 CPU_Q_EXCEPTION

25 CPU Q SYSTEM CRITICAL

26 CPU Q NFL SAMPLED DATA

27 CPU_Q LOW_LATENCY

28 CPU Q EGR EXCEPTION

29 CPU_Q FSS

30 CPU_Q MCAST_DATA

31 CPU_Q_GOLD_PKT

O O O OO OO0 0O0O0O0O0O0O0O0OOoOOWwooooo
O O O O OO OO0 0O0O0O0O0O0oO0ooOoooooo
O O O O OO OO0 0O0O0O0O0O0O0oOooooooo
O O O O OO OO0 0O0O0O0O0O0O0O0o0ooooooo

WDFET, ZOHNIERINDIEERT 4 —V REHALET,

% 19: show platform software fed switch punt rates interfaces interface-id 7 « — )L K 584

J4—)L K |EHBEA

Queue F 2 — DA,
Name

Recv Total | 521

éﬂf:/\ob‘ v ]\ OD/EI\%I';&O

jafili

RecvRate |1 fd7-0 D47y FDOZEL— |,

Drop Total |3 X 7= v b OfREL,

DropRate [1#&H7=0 D847y FDO Ry FL— K,
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show platform software ilpower

FNRAAEDTRTOPER— bDA 2T A T —DEMAEFRTT D121, FiHEEXECE—

RC show platform

softwareilpower =1~ RZ2HH L F9,

show platform software ilpower .

show platform software ilpower {details | port {GigabitEthernet interface-number } |

system dlot-number }

BX DA details FTRCDOA U H—T 2 ADA VT A 8T —DFfl & TR

]\/iﬁ—o

port A TA L NRT—R—=FOREEZFTRLET,
GigabitEthernet GigabitEthernet > ¥ — 7 = A A5, EOHPHIZ0~9 T
interface-number +,
system slot-number A5 A 2 R — VAT AOBRELFERLET,

avY RE—FK ¥#HE EXEC (#)

av Y REE == EERE
Cisco 10S XE Fuji 16.9.2 Zoawry RpBEmEnEL

776

1

Device# show platform software ilpower details
ILP Port Configuration for interface Gil/0/1

Initialization Done:

ILP Supported:
ILP Enabled:
POST:

Detect On:

Powered Device Detected
Powered Device Class Done

Cisco Powered
Power is On:
Power Denied:

Powered Device Type:

Powerd Device
Power State:
Current State:

Previous State:

Yes
Yes
Yes
Yes
No
No
No
Device: No
No
No
Null
Class: Null
NULL

NGWC_ILP DETECTING_S
NGWC_ILP_SHUT OFF_S

Requested Power in milli watts:
Short Circuit Detected:
Short Circuit Count:

0
0
0

Cisco Powerd Device Detect Count: O

Spare Pair mode: 0
IEEE Detect: Stopped
IEEE Short: Stopped

Link Down: Stopped

Cisco 10S XE Gibraltar 16.12.x (Catalyst 9200 X - v F)

&Iz, show platform softwareilpower details =~ > RO FIZ R L ET,
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. show platform software ilpower

Voltage sense: Stopped
Spare Pair Architecture: 1
Signal Pair Power allocation in milli watts: O
Spare Pair Power On: 0
Powered Device power state: 0
Timer:
Power Good: Stopped
Power Denied: Stopped
Cisco Powered Device Detect: Stopped
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show platform software memory .

show platform software memory

Syntax Description

RELEAL v FOAEVFEREFRT DL, FiME EXEC £ — K T show platform software
memory 2~ R&EMHHALET,

show platform softwarememory [chunk | database | messaging] process slot

Syntax Description

chunk L) BELET e ADF ¥ v/ AEVIEREFRLET,

database L) HEELET R ADT —F _R—2 AE U ERERRLET,

messaging EE) HBELE7ToADRA =0 VAV FREZF TR LE
R

FRINDERIT. WT Ny 7 OREZHINE LTHET,
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. show platform software memory

process
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show platform software memory .

RESNTND LY, ROFTT T a Bl £,
» bt-logger : Binary-Tracing Logger 7' & & &,
* btrace-manager : Btrace Manager 7' 12 & A,
» chassismanager : Chassis Manager 7" 2 & A,
s cli-agent : CLI Agent 7' &2 & &,
scmm : CMM 7't &,
+ dbm : Database Manager "1 % X,
« dmiauthd : DMI Authentication Daemon 7' &2 & &
« emd : Environmental Monitoring "7 & X,
» fed : Forwarding Engine Driver 7' 2 & A,
« forwarding-manager : Forwarding Manager 7' 2 & A,
* geo : Geo Manager ' 2 & %,
s gnmi : GNMI ' 2t& A,
» host-manager : Host Manager 7" 2 & X
« interface-manager : Interface Manager "1 % X,
«iomd : Input/Output Module daemon (IOMd) 7' m & &,
«ios: I0S 7't %,
« iox-manager : 10x Manager 7' 2 & X,
» license-manager : License Manager 7' 22 A,
* logger : Logging Manager 7' 12 & X,
» mdt-pubd : Model Defined Telemetry Publisher 7' & & A,
» ndbman : Netconf DataBase Manager 7" 12 & &,
* nesd : Network Element Synchronizer Daemon Tatk A,
* nginx : Nginx Webserver 7' 2 & &,
* nif_mgr : NIF Manager 7' 2 & &,
« platform-mgr : Platform Manager 7" & & A,
» pluggable-services : Pluggable Services 7' 12 & &,
« replication-mgr : Replication Manager 7' 1 & A,

» shell-manager : Shell Manager 7' & & A,
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. show platform software memory

* sif : Stack Interface (SIF) Manager 7' 1 & X,
» smd : Session Manager 7' 12 &,

» stack-mgr : Stack Manager 7" 2 & X

» syncfd : SyncmDaemon 7' 12 & &,

- table-manager : Table Manager % —~%,

s thread-test : Multithread Manager 7" & & A,

« virt-manager : Virtualization Manager 7' 2 & &,
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show platform software memory .

slot

LAANBESINTWNWE e AZETHON— Ry 7 A0 v K,
WKDOF T arNbHY £,

enumber : LUULARBRESINTWVAN— RT 2T EY 2—/L0D SIP
vy "NEF, TmEZIE AL v FDSIP A b 20 SIP #45
ET DAL, 120 EANLET,

« SP-slot/ SPA-bay : SIP AA v F Ay hOEEZD SIP DA
R—hrTHTH% (SPA) _A D, -z, AL vF Az v b
3D SIP DA 2D SPA ZETETH%LE1E. 321 EANILE
‘j‘o

« FO : Embedded Service Processor A= > |k 0,

« FPactive : 77 7 ¢ 772 Embedded Service Processor,
*RO: 22y hODNL— K Tt v,

*RPactive: 7277 4 77—k 7ty

*« RPstandby : A% 34 DO)— h T ek,

« switch <number> : ¥§E SN HFE B ERFFOAL v T,
e switch active: 77 7 4 77 A A v T,

« switch standby : A ¥ L34 A A T,

cnumber : LNAMBEISNTNAN— R 2T ED 2—/LD
SIP Ay h&F, 7m&21E. AA v FDSIP Ay h2D
SIP ZfRET 2580, 20 EANLET,

« SP-dot/SPAbay : SIP A1 v F 21 v O L ZD SIP DI
HR—KNTHTH (SPA) XA D, =& xE, A vF A
7y k3D SIP DA 20D SPA ZIEETHHEAEIL. 13/2]
EATILET,

«FO: A v b 0 @ Embedded Service Processor,
« FP active : 7 7 7 4 7 73 Embedded Service Processor,
*RO: 22y FOD)NL— bk Tt v,

*RPactive: 777 4 77—k Fuatvi,

Command Default

Command Modes

T 7 4V F OEHEREIZH Y TR AL

¥rME EXEC (#)
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. show platform software memory

Command History

Command History

Jiy—=x EENE
Cisco 10S XE Fuji 16.9.2 N2 R =82
77

KIZ, Cisco Catalyst 9000 > U — X ESP A 2 v | 0 @ Forwarding Manager 7" & & A{ZD
WTOFEMAL L72IEA (brief ¥ — UV — F) OAF VIEREF ST HH 82" L £,

Device# show platform software memory forwarding-manager switch 1 fp active brief

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) A< > K!)J7L VX

module allocated requested allocs frees
Summary 5702540 5619788 121888 116716
AOM object 1920374 1920310 4 0
AOM links array 880379 880315 4 0
smc_message 819575 819511 4 0
AOM update state 640380 640316 4 0
dpidb-config 208776 203544 351 24
fman-infra-avl 178016 153680 1521 0
AOM batch 152373 152309 4 0
AOM asynchronous conte 128388 128324 4 0
AOM basic data 124824 124760 5 1
eventutil 118939 118299 50 10
AOM tree node 96465 96385 5 0
AOM tree root 72377 72313 4 0
acl 36090 31914 504 243
fman-infra-ipc 35326 24366 115097 114412
AOM uplink update node 32386 32322 4 0
unknown 30528 23808 424 4
uipeer 27232 27152 5 0
fman-infra-qgos 26872 24712 164 29
cce-class 19427 15411 251 0
12 control protocol 15472 12896 325 164
fman-infra-cce 15272 13576 106 0
smc_channel 15223 15159 4 0
unknown 14208 8736 447 105
chunk 12513 12033 33 3
cce-bind 8496 7552 82 23
MATM mac entry 8040 5928 544 412
adj 7064 6312 157 110
route-pfx 6116 5412 157 113
Filter rules 4912 4896 1 0
fman-infra-dpidb 4130 2338 112 0
SMC Buffer 3794 3202 43 6
urpf-list 3028 2100 85 27
lookup 2480 2160 30 10
MATM mac table 2432 1600 148 96
cdllib 1688 1672 1 0
route-tbl 1600 1264 21 0
FNF Flowdef 1492 1460 3 1
acl-ref 1120 1024 8 2
cgm-1lib 1120 880 410 395
pbr if cfg 1088 976 205 198
FNF Monitor 1048 1032 1 0
pbr_ routemap 960 864 18 12
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show platform software memory .

ROFIZ, ZOHNTEREINDELERT 4 —/V FOGHZRL£7,

Table 20; show platform software memory brief 0 7 « — )L K D5 EA

T4—IL k|5

module YT EY 2 — L DRI,

allocated  |[E| ) U CHELDAEY (A M) .

requested | 7Y r—3 g N Ko TER &8 MR,

allocs fERIDENY 2T o X b ORATEIEL,

frees FREA X b DE,
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. show platform software process list

show platform software process list

7Ty R 7 A —ATETHOTrEADY A M FRT HITIE, FiHE EXEC £— R T show
platform software processlist =~ > K&f#HA L 9,

show platform software process list switch {switch-number | active | standby} {0 | FO | RO}
[name process-name | process-id process-ID | sort memory | summary]

X DA switch switch-number =z f » F|ZfHJ 5 F R A F < LEJ, switch-number 51304 %072 El%
0~9 T3,
active AL FDTIT 4T A AZ AT HEREERLET,
standby AA T DAL N, A AR AT HIEREFRLET,
0 HHR—RTHTH (SPA) A v F—Tx A A Tty 22y k0
BT AR EFRRLET,
FO Embedded Service Processor (ESP) 2 & [ 02T AW AEFR <L E
7,
RO J— bk ZatyH (RP) Auy b 0IZETIHIEREERLET,
name process-name (EE) HwBEShEZ7uv R CHETIEREERLET, kx4
EATILUET,
process-id process-ID (1) EESNT-7at A IDICETAEHREERLET, Tuk 2R
IDEANLET,
sort (fEE) T avXf ey — SN EREF R LET,
memory EE) AEVIZHEVW Y — FENFIHEREE R LET,
summary (EE) RA N TFAL2Z2OT v A AEY DY~ —2FRLET,
avURKRE—FK FrtE EXEC (#)
avy FERE )y—Xx TERARAR
CiscolOS XEFuji16.9.2 o< RaGEMSHE LT,
i

KIZ, show platform software processlist switch active RO =~ > KO /1%~ L E
h@‘o

Switch# show platform software process list switch active RO summary

Total number of processes: 278
Running H
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Sleeping

Disk sleeping
Zombies
Stopped
Paging

Up time
Idle time
User time
Kernel time

Virtual memory
Pages resident
Major page faults:
Minor page faults:

Architecture
Memory (kB)
Physical
Total
Used
Free
Active
Inactive
Inact-dirty
Inact-clean
Dirty
AnonPages
Bounce
Cached
Commit Limit
Committed As
High Total
High Free
Low Total
Low Free
Mapped
NFS Unstable
Page Tables
Slab
VMmalloc Chunk
VMmalloc Total
VMmalloc Used
Writeback :
HugePages Total:
HugePages Free
HugePages Rsvd
HugePage Size

Swap (kB)
Total
Used
Free
Cached

Buffers (kB)

Load Average
1-Min
5-Min
15-Min

276

o O o

8318

0
216809
78931

12933324800
634061

2228
3491744

mips64

3976852
3976852
2766952
1209900
2141344
1589672
0

0

4
1306800
0
1984688
1988424
3358528
0

0
3976852
1209900
520528
0

17328

0
1069542588
1069547512
2588

o O O o

439528

1.13
1.18
0.92

show platform software process list .
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. show platform software process list

RIZ. show platform software processlist switch active RO =2~ > RO /ifila R L E

R

# show platform software process list switch active RO

Name pid PPid Group Id Status Priority Size
systemd 1 0 1 s 20 4876
kthreadd 2 0 0 s 20 0
ksoftirgd/0 3 2 0 s 20 0
kworker/0:0H 5 2 0 s 0 0
rcu_sched 7 2 0 s 20 0
rcu_bh 8 2 0 s 20 0
migration/0 9 2 0 s 4294967196 O
watchdog/0 10 2 0 s 4294967196 0
watchdog/1 11 2 0 s 4294967196 0
migration/1 12 2 0 s 4294967196 0
ksoftirgd/1 13 2 0 s 20 0
kworker/1:0H 15 2 0 s 0 0
watchdog/2 16 2 0 s 4294967196 0
migration/2 17 2 0 s 4294967196 0
ksoftirqgd/2 18 2 0 s 20 0
kworker/2:0H 20 2 0 s 0 0
watchdog/3 21 2 0 s 4294967196 O
migration/3 22 2 0 s 4294967196 O
ksoftirgd/3 23 2 0 s 20 0
kworker/3:0 24 2 0 s 20 0
kworker/3:0H 25 2 0 s 0 0
kdevtmpfs 26 2 0 s 20 0
netns 217 2 0 s 0 0
perf 28 2 0 s 0 O
khungtaskd 29 2 0 s 20 0
writeback 30 2 0 s 0 0
ksmd 31 2 0 s 25 0
khugepaged 32 2 0 s 39 0
crypto 33 2 0 s 0 O
bioset 34 2 0 s 0 O
kblockd 35 2 0 s 0 O
ata sff 36 2 0 s 0 O
rpciod 37 2 0 s 0 O
kswapd0 63 2 0 s 20 0
vmstat 64 2 0 s 0 0
fsnotify mark 65 2 0 s 20 0
nfsiod 66 2 0 s 0 O

WDOFRT, ZTOHINTERINDIEHERT 4 —/L FIZOWTHALFET,

% 21: show platform software process list 0 7 1+ —)L K DA

TJ4—ILF ERBA

Name Tak AEEMIT LTS v RAN
FRENET, AL EZADAL Y RThH,
ALy RZbiZa~wy ROMERERDGEN
HET,

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) A< > K!)J7L VX



| AVE—TIARABEUN—FHz7 avikh—%2 bk
show platform software process list .

J4—ILFK ERBA

Pid Tt 2 &L BT Lol A L —
TAYT VAT ATHAISND 72k A IDA
FrRINET,

PPID H o207 av X D BAFERINET,

Group Id TN—7"1ID WERRSINET,

Status AR AR B T a AD AT —4
ANFRINET,

Priority BN SNTZA T Y a— 1 v 7 OB
FoRSNET,

Size Cisco I0S XE Gibraltar 16.10.1 X ¥ &7 :
FABAEY OV A ANRFRINET,
Cisco 10S XE Gibraltar 16.10.1 LA :

RAM THFD7at ZIZE N B THR TS A
TV EERTHEHEE Y A X (RSS) 2AFER
INFET,
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. show platform software process memory

A VE—TIARABEUN—FYz7 avR—%v+ |

show platform software process memory

FEVAT AT REATHER SN TWD AEY) OR&ZFRRT HITIE, FiHE EXEC £— KT show
platform software processmemory =~ > RafEH L £,

show platform process memory

switch { switch-number | active| standby} {0| FO| FP | RO} {all [sorted | virtual [sorted] ] | name
process-name{ maps| smaps[summary] } | process-id process-id { maps| smaps[summary] } }

X OB switch switch-number A o F T A EEER LET, A1 v

FEEEANTILET,

active TFTNRAADT I T 4T ALV AR L AREEL
i‘g—o

standby TNARADABZ NN A VAL AEFEE L
£7,

0 HEHER— T HTH (SPA) A ¥ —T=A
A Taty Aey NOERBEELET,

FO Embedded Service Processor (ESP) A 1w > k0
EHEELET,

FP Embedded Service Processor (ESP) #f8E L £
7,

RO N—hk ety (RP) Auy h0EFEEL
F7,

all TRTCOTutv A2 —EERLET,

sorted (ITL3) #ELy R X (RSS) I1CHSNT
Hh%zEY—FLET,

virtual EE) AT ZEELET,

nameprocess-name Tt AL ERELET,

maps TR ADAE) vy TERELET,

Smaps summary 7'a AD smaps DEFKIEFRE L ET,

process-idprocess-id

7k AID ZHEELET,

avy FER Jj1y—=

LERR

Cisco IOS XE Gibraltar 16.10.1

ZOavwy RpREAINE LT,
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show platform software process memory .

aAvY R E—F HebE EXEC (#)

RIZHZETRLET,
i, show platform software process memory activeRO all =~ > KOl R L £,

Device# show platform software process memory switch active RO all

pid RSS PSS Heap Shared Private Name
1 4876 3229 1064 1808 3068 systemd
118 3184 1327 132 2352 832 systemd-journal
159 3008 1191 396 1996 1012 systemd-udevd
407 3192 1262 132 2196 996 dbus-daemon
3406 4772 3064 264 1940 2832 virtlogd
3411 5712 3474 2964 2344 3368 droputil.sh
3416 2588 358 132 2336 252 libvirtd.sh
3420 5708 3484 2976 2308 3400 reflector.sh
3424 1804 263 132 1632 172 xinetd
3425 964 118 132 872 92 sleep
3434 3060 844 528 2304 756 oom. sh
3442 2068 606 132 1604 464 rpcbind
3485 2380 845 132 1636 744 rpc.statd
3486 1632 338 132 1348 284 boothelper evt.
3493 1136 156 132 1004 132 inotifywait
3504 2048 753 132 1372 676 rpc.mountd
3584 2868 620 36 2384 484 rotee
3649 1032 116 132 944 88 sleep
3705 2784 613 36 2296 488 rotee
3718 2856 610 36 2376 480 rotee
3759 1292 184 132 1136 156 inotifywait
3787 4256 2040 1640 2300 1956 iptbl.sh
3894 2948 637 36 2460 488 rotee
4017 1380 175 132 1236 144 inotifywait
4866 1820 287 132 1624 196 xinetd
5887 1692 257 132 1508 184 xinetd
5891 7248 4984 4584 2348 4900 rollback timer.
5893 1764 257 132 1588 176 xinetd
6031 2804 601 36 2332 472 rotee
6037 1228 163 132 1092 136 inotifywait
6077 4736 3389 2992 1368 3368 psvp.sh
6115 1620 476 36 1152 468 rotee
6122 624 149 132 480 144 inotifywait
6127 5440 4077 3680 1384 4056 pvp.sh
6165 1736 592 36 1152 584 rotee
6245 624 149 132 480 144 inotifywait
6353 2592 1260 924 1352 1240 pman.sh
6470 1632 488 36 1152 480 rotee
6499 2588 1262 924 1348 1240 pman.sh
6666 1640 496 36 1152 488 rotee
6718 2584 1258 800 1348 1236 pman.sh
6736 8360 7020 6640 1360 7000 auto _upgrade cl
6909 1636 492 36 1152 484 rotee
6955 2588 1262 928 1348 1240 pman.sh
7029 2196 679 40 1552 644 auto_upgrade_ se
7149 1636 492 36 1152 484 rotee
7224 13200 4595 48 9368 3832 bt logger
7295 2588 1262 800 1348 1240 pman.sh

WDOFRT, ZTOHINTERINDIEHERT 4 —/L FIZOWTHALET,

Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) a3 > KU J7L VR .



. show platform software process memory

A VE—TIARABEUN—FYz7 avR—%v+ |

%= 22 : show platform software process memory M 7 « —)L K DB

T4—ILF

Bl

PID

T A LGB 5720l A L —
T4 YT VATATHEHAEND T aE AIDA
RREINET,

RSS

RAM CZO 7t A28 B THRTWD A
TV RERTEHYEY hA X (Faa b
(KB) ) BFErRENET,

PSS

Tav ADlHIz v YA ARFREINET,
ZHE. ATFTVHRON—T0HTHY | 43—
IEFENEEET et 20MTHRESN
iﬁ‘o

Heap

A—PREN YT _RTORAEY OLFH
FRSNET,

Shared

HHEI V= + FX—T 4

Private

FIAR— Y=L 4 T T R N F—T

Name

Trtw AZEEMT bR Tn D av s RAN
FRENFET, RILTrEADAL Y RTH,
2Ly RTLIZa~y ROMEMNRRLR DEEN
HET,
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show platform software process slot switch .

show platform software process slot switch

TN T A=A YT NI 2T T ADAL v FIEREFR AT DI, FFHE EXEC £— R
C show platform software processslot switch =~ > K& L £,

show platform software process slot switch {switch-number | active | standby} {0 |FO | RO}
monitor [cycles no-of-times [interval delay[lines number]]]

BX DA switch-number A F R
active TITAT AVAZ U AERELET,
standby AL NS, A VAR ABIRELET,
0 AR~ N THTH (SPA) A4 —T =

A ATy ray NOEREBELET,

FO Embedded Service Processor (ESP) A m > b
0xfHELET,

RO N—hk7aty¥ (RP) Av v h0EFEE
I_/\i ﬁ—‘O

monitor EFhoSratt R EE=F LET,

cycles no-of-tmes (f£) monitor 2~ > K& FI73 5015k %

RE LET, ARfEIL, 1~ 4294967295
TY, T 74 ME5TT,

interval delay EE) TN ENoOEBEERELET, F
ZIEIX 0~ 300 TJ, T 74/ ME3 T
j—o
lines number L) RRSNDMIOITEERELE
T BIMEIZO0~512 TF, T4/ ME
O /G‘j—o
avURE—FK FHE EXEC (#)
vy FEE =2 EZERE

CiscolOSXEFujil6.92 —po~y FREASNE LT,

FEALDHA K54 > show platform software process slot switch =~ >~ K & show processes cpu platform monitor
location =2~ > RO NIZ, Linuxtop 2~ ROMINEREINET, ThbDa~r KOH
NI, top A~ RTERSND &S AEY | & MEHAAED | BERESNET, Zhb
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. show platform software process slot switch

Da<wy RZEoT XA ] & MEHAEY ] ICFERINDMEIT. TDOMDOT T v b
T4 —AL AT VEECLIOH N TERRINDMEEIT—HLEEA,

#l &IZ. show platform software process slot monitor ==~ > KO Il z2 R~ L E 9,

Switch# show platform software process slot switch active RO monitor

top - 00:01:52 up 1 day, 11:20, O users, load average: 0.50, 0.68, 0.83
Tasks: 311 total, 2 running, 309 sleeping, 0 stopped, 0 zombie

Cpu(s): 7.4%us, 3.3%sy, 0.0%ni, 89.2%id, 0.0%wa, 0.0%hi, 0.1%si, 0.0%st
Mem: 3976844k total, 3955036k used, 21808k free, 419312k buffers
Swap: 0Ok total, Ok used, Ok free, 1946764k cached
PID USER PR NI VIRT RES SHR S %CPU $MEM TIME+ COMMAND
5693 root 20 0 3448 1368 912 R 7 0.0 0:00.07 top

17546 root 20 0 2044m 244m 79m S 7 6.3 186:49.08 fed main event
18662 root 20 0 1806m 678m 263m S 5 17.5 215:32.38 linux iosd-imag
30276 root 20 0 17lm 42m 33m S 5 1.1 125:06.77 repm
17835 root 20 0 935m 74m 63m S 4 1.9 82:28.31 sif mgr
18534 root 20 0 182m 150m 10m S 2 3.9 8:12.08 smand

1 root 20 0 8440 4740 2184 S 0 0.1 0:09.52 systemd

2 root 20 0 0 0 0 s 0 0.0 0:00.00 kthreadd

3 root 20 0 0 0 0 s 0 0.0 0:02.86 ksoftirgd/0

5 root 0 -20 0 0 0 s 0 0.0 0:00.00 kworker/0:0H

7 root RT 0 0 0 0 S 0 0.0 0:01.44 migration/0

8 root 20 0 0 0 0 s 0 0.0 0:00.00 rcu bh

9 root 20 0 0 0 0 s 0 0.0 0:23.08 rcu_sched

10 root 20 0 0 0 0 s 0 0.0 0:58.04 rcuc/0

11 root 20 0 0 0 0 s 0 0.0 21:35.60 rcuc/1

12 root RT 0 0 0 0 S 0 0.0 0:01.33 migration/1

MEa<v R av vk EBA

show processes cpu platform monitor location | [0S XE 7' 2 & 2 ¢ CPU f# fH R I BT A B 4 %
RLET,
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show platform software status control-processor .

show platform software status control-processor

Ty R T =L YT Ny =T ORI T m Y DAT — 2 A% FKRT DI, FiHE EXEC
= — T show platform software status control-processor =~ > R&fiH L £,

show platform software status control-processor [brief]

BX DA brief  (f15%) 75 v F 74— AOHET R v P DORF— 2 ADF <) —EFRLET,
avYRE—F M EXEC (#)
avy FERE Jyy—x TERE

CiscolOSXEFujil6.92 Zpa~y FREASNE LT,

# &IZ. show platform memory software status control-processor =~ > K ® H /151 % 7~
LET,

Switch# show platform software status control-processor

2-RP0: online, statistics updated 7 seconds ago
Load Average: healthy
1-Min: 1.00, status: healthy, under 5.00
5-Min: 1.21, status: healthy, under 5.00
15-Min: 0.90, status: healthy, under 5.00
Memory (kb): healthy
Total: 3976852
Used: 2766284 (70%), status: healthy
Free: 1210568 (30%)
Committed: 3358008 (84%), under 95%
Per-core Statistics
CPUO: CPU Utilization (percentage of time spent)
User: 4.40, System: 1.70, Nice: 0.00, Idle: 93.80
IRQ: 0.00, SIRQ: 0.10, IOwait: 0.00
CPUl: CPU Utilization (percentage of time spent)
User: 3.80, System: 1.20, Nice: 0.00, Idle: 94.90
IRQ: 0.00, SIRQ: 0.10, IOwait: 0.00
CPU2: CPU Utilization (percentage of time spent)
User: 7.00, System: 1.10, Nice: 0.00, Idle: 91.89
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU3: CPU Utilization (percentage of time spent)
User: 4.49, System: 0.69, Nice: 0.00, Idle: 94.80
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

3-RP0: unknown, statistics updated 2 seconds ago
Load Average: healthy

1-Min: 0.24, status: healthy, under 5.00

5-Min: 0.27, status: healthy, under 5.00

15-Min: 0.32, status: healthy, under 5.00
Memory (kb): healthy

Total: 3976852

Used: 2706768 (68%), status: healthy

Free: 1270084 (32%)

Committed: 3299332 (83%), under 95%
Per-core Statistics
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. show platform software status control-processor

CPUO: CPU Utilization (percentage of time spent)
User: 4.50, System: 1.20, Nice: 0.00, Idle: 94.20
IRQ: 0.00, SIRQ: 0.10, IOwait: 0.00

CPUl: CPU Utilization (percentage of time spent)
User: 5.20, System: 0.50, Nice: 0.00, Idle: 94.29
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU2: CPU Utilization (percentage of time spent)
User: 3.60, System: 0.70, Nice: 0.00, Idle: 95.69
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU3: CPU Utilization (percentage of time spent)
User: 3.00, System: 0.60, Nice: 0.00, Idle: 96.39
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

4-RP0: unknown, statistics updated 2 seconds ago
Load Average: healthy
1-Min: 0.21, status: healthy, under 5.00
5-Min: 0.24, status: healthy, under 5.00
15-Min: 0.24, status: healthy, under 5.00
Memory (kb): healthy
Total: 3976852
Used: 1452404 (37%), status: healthy
Free: 2524448 (63%)
Committed: 1675120 (42%), under 95%
Per-core Statistics
CPUO: CPU Utilization (percentage of time spent)
User: 2.30, System: 0.40, Nice: 0.00, Idle: 97.30
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPUl: CPU Utilization (percentage of time spent)
User: 4.19, System: 0.69, Nice: 0.00, Idle: 95.10
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU2: CPU Utilization (percentage of time spent)
User: 4.79, System: 0.79, Nice: 0.00, Idle: 94.40
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU3: CPU Utilization (percentage of time spent)
User: 2.10, System: 0.40, Nice: 0.00, Idle: 97.50
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

9-RP0O: unknown, statistics updated 4 seconds ago
Load Average: healthy
1-Min: 0.20, status: healthy, under 5.00
5-Min: 0.35, status: healthy, under 5.00
15-Min: 0.35, status: healthy, under 5.00
Memory (kb): healthy
Total: 3976852
Used: 1451328 (36%), status: healthy
Free: 2525524 (64%)
Committed: 1675932 (42%), under 95%
Per-core Statistics
CPUO: CPU Utilization (percentage of time spent)
User: 1.90, System: 0.50, Nice: 0.00, Idle: 97.60
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPUl: CPU Utilization (percentage of time spent)
User: 4.39, System: 0.19, Nice: 0.00, Idle: 95.40
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU2: CPU Utilization (percentage of time spent)
User: 5.70, System: 1.00, Nice: 0.00, Idle: 93.30
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU3: CPU Utilization (percentage of time spent)
User: 1.30, System: 0.60, Nice: 0.00, Idle: 98.00
IRQ: 0.00, SIRQ: 0.10, IOwait: 0.00
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show platform software status control-processor .

KIZ, show platform memory software status control-processor brief =~ > K d /14
R LET,

Switch# show platform software status control-processor brief

Load Average
Slot Status 1-Min 5-Min 15-Min
2-RP0 Healthy 1.10 1.21 0.91

3-RP0 Healthy 0.23 0.27 0.31
4-RP0 Healthy 0.11 0.21 0.22
9-RP0 Healthy 0.10 0.30 0.34
Memory (kB)

Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
2-RP0 Healthy 3976852 2766956 (70%) 1209896 (30%) 3358352 (84%)
3-RP0 Healthy 3976852 2706824 (68%) 1270028 (32%) 3299276 (83%)
4-RP0 Healthy 3976852 1451888 (37%) 2524964 (63%) 1675076 (42%)
9-RP0O0 Healthy 3976852 1451580 (37%) 2525272 (63%) 1675952 (42%)
CPU Utilization

Slot CPU User System Nice Idle IRQ SIRQ IOwait
2-RPO 0 4.10 2.00 0.00 93.80 0.00 0.10 0.00

1 4.60 1.00 0.00 94.30 0.00 0.10 0.00
2 6.50 1.10 0.00 92.40 0.00 0.00 0.00
3 5.59 1.19 0.00 93.20 0.00 0.00 0.00
3-RPO 0 2.80 1.20 0.00 95.90 0.00 0.10 0.00
1 4.49 1.29 0.00 94.20 0.00 0.00 0.00
2 5.30 1.60 0.00 93.10 0.00 0.00 0.00
3 5.80 1.20 0.00 93.00 0.00 0.00 0.00
4-RPO 0 1.30 0.80 0.00 97.89 0.00 0.00 0.00
1 1.30 0.20 0.00 98.50 0.00 0.00 0.00
2 5.60 0.80 0.00 93.59 0.00 0.00 0.00
3 5.09 0.19 0.00 94.70 0.00 0.00 0.00
9-RPO 0 3.99 0.69 0.00 95.30 0.00 0.00 0.00
1 2.60 0.70 0.00 96.70 0.00 0.00 0.00
2 4.49 0.89 0.00 94.60 0.00 0.00 0.00
3 2.60 0.20 0.00 97.20 0.00 0.00 0.00
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. show platform software thread list

show platform software thread list

A VE—TIARABEUN—FYz7 avR—%v+ |

7Ty N7 —LDALy ROY A NERRT DHITIEL, F#HE EXEC £ — R T show platform

softwarethread list =~ R&FH L E9,

show platform software thread list switch { switch-number | active| standby} {0| FO| FP
active| RO} pname{cdman | vidman | all }thame{main | pktio|rt|all }

X DA switch switch-number ALy FICHETHERERALEST, XA >
FHESEANSLET,
active FTNRAADT ITT 4T A VAR AZFTRTEL
ij‘o
standby TINAADABR LN, A L AE S ATIREL
\i—é—o
0 HHR— KT HTH (SPA) A v HF—T A
ATy R2ay NOEBELET,
FO Embedded Service Processor (ESP) A1z k0
FHRELET,
FP active Embedded Service Processor (ESP) D7 7 7 4
TAUVAE L ABRELET,
RO N— bk 7urty¥ RP) Arv FOZFEEL
ij‘O
pname TovRAL4EEELET, FEETX A
cdman. vidman, X Wall T,
tname ALy R4ERELET, IBETEX AT
main, pktio, rt, X Wall TI,
avy FER )y—Xx EENE

Cisco IOS XE Gibraltar 16.10.1

Zoavwry RPREAINE L,

avYRE—F ¥t EXEC (#)

RIZHIZRLET

&IZ. show platform softwarethread list switch active RO pname cdman tnameall =~ > KD Hj

Il rmLET,
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show platform software thread list .

Device# show platform software thread list switch active RO pname cdman tname all

Name Tid
TIME+ Size

PPid Group Id Core

Vecswch Nvcswch Status Priority

cdman 8407
12309 36976

ROFT, ZOHHNTERRENDHERT 4 —/V RIZHOWTHMLET,

£ 23: show platform software thread list 0 7 1« — )L K D5 EA

TJ4—ILF

B

Name

T ACEEMfIT O TS avy RAR
FRENET, L7k ADRAL Y KT,
ALy RTllzawy ROENRREL BIEEN
b ET,

Tid

7ot R ID BRERRINET,

PPid

H o207 X ID AR RINET,

Group Id

TN—7"1D NERINET,

Core

TutyPERBERSNET,

Veswceh

HREBRa LT HANAAL v FOREDFR
ENnET,

Nveswch

FEHR2 T XA NARAL v FOREIEINE
RENET,

Status

ANEHFEARER B T a v AD AT —4
ANFRINET,

Priority

M ST AT ¥ 2 — U T OBSENANL
KRSNET,

TIME+

7'a e ADFHEA ST H D ORRIERFR AR R
SHET,

Size

RAM CZO 7 at A28 B THRTWD A
TV RERTEEHYEY b A X (Fa A b
(KB) ) BFErENET,
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. show processes cpu platform

show processes cpu platform

IOSXE 7' v & 2D CPUEMHEIZET 2 1EHR A F "7 511, F5HE EXEC *&— KT show processes
cpu platform =~ > RZ&EHA L %7,

show processes cpu platform [ [ sorted [1min|5min|5sec] ] location
switch { switch-number | active| standby} { FO| FP active| RO| RP active} ]

X DEREA sorted UER) 77 v b7 4+ —2L0OCPUMMARIZESNTY — M Lo &R
RLET,
Imin (8 1 5ERTY—FLET,
Smin (EE) STy —hLET,
Ssec (EE) SHMBETY—RFLET.
location Field Replaceable Unit (FRU) DA E L £7,
switch AA v FICEHTHEREERLET, AL v T HZEANLET,
switch-number
active TNRAADT I T 4 TA VAR AERELET,
standby FOA ADAB N A VAL ABRELET,
FO Embedded Service Processor (ESP) A1z~ k0 Z4E5EL £ T,
FP active Embedded Service Processor (ESP) D7 77 4 7 A VAKXV AEIRE L E
¥,
RO N—h Zrtyd (RP) Zvy k0 &EfEELET,
RP active N—hrTratEy¥ (RP) OT VT4 TA LV AZ U AERELET,
av Y FERE )1)—= EEAE

Cisco IOS XE Gibraltar 16.10.1

Zoavwr FREASHE L,

AavURE—FK ¥t EXEC (#)

RIZHZERLET,
IZ, show processes cpu platform =<2 ROH N HIZ R L ET,

Device# show processes cpu platform

CPU utilization for five seconds: 1%, one minute: 3%, five minutes: 2%
Core 0: CPU utilization for five seconds: 2%, one minute: 2%, five minutes: 2%
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show processes cpu platform .

Core 1: CPU utilization for five seconds: 2%, one minute: 1%, five minutes: 1%
Core 2: CPU utilization for five seconds: 3%, one minute: 1%, five minutes: 1%
Core 3: CPU utilization for five seconds: 2%, one minute: 5%, five minutes: 2%
Pid PPid 5Sec 1Min 5Min Status Size Name
1 0 0% 0% 0% S 4876 systemd
2 0 0% 0% 0% S 0 kthreadd
3 2 0% 0% 0% S 0 ksoftirgd/O0
5 2 0% 0% 0% S 0 kworker/0:0H
7 2 0% 0% 0% s 0 rcu_sched
8 2 0% 0% 0% s 0 rcu_bh
9 2 0% 0% 0% S 0 migration/0
10 2 0% 0% 0% S 0 watchdog/0
11 2 0% 0% 0% S 0 watchdog/1
12 2 0% 0% 0% S 0 migration/1
13 2 0% 0% 0% S 0 ksoftirgd/1l
15 2 0% 0% 0% S 0 kworker/1:0H
16 2 0% 0% 0% S 0 watchdog/2
17 2 0% 0% 0% S 0 migration/2
18 2 0% 0% 0% S 0 ksoftirgd/2
20 2 0% 0% 0% S 0 kworker/2:0H
21 2 0% 0% 0% S 0 watchdog/3
22 2 0% 0% 0% S 0 migration/3
23 2 0% 0% 0% S 0 ksoftirgd/3
24 2 0% 0% 0% S 0 kworker/3:0
25 2 0% 0% 0% S 0 kworker/3:0H
26 2 0% 0% 0% S 0 kdevtmpfs
27 2 0% 0% 0% S 0 netns
28 2 0% 0% 0% S 0 perf
29 2 0% 0% 0% S 0 khungtaskd
30 2 0% 0% 0% S 0 writeback
31 2 7% 8% 8% S 0 ksmd
32 2 0% 0% 0% S 0 khugepaged
33 2 0% 0% 0% S 0 crypto
34 2 0% 0% 0% S 0 Dbioset
35 2 0% 0% 0% S 0 kblockd
36 2 0% 0% 0% s 0 ata_ sff
37 2 0% 0% 0% S 0 rpciod
63 2 0% 0% 0% S 0 kswapdO
64 2 0% 0% 0% S 0 wvmstat
65 2 % 0% 0% S 0 fsnotify mark
KIZ, show processes cpu platform sorted 5min location switch 5 RO
Device# show processes cpu platform sorted 5min location switch 5 RO
CPU utilization for five seconds: 0%, one minute: 0%, five minutes: 0%
Core 0: CPU utilization for five seconds: 1%, one minute: 1%, five minutes: 1%
Core 1: CPU utilization for five seconds: 1%, one minute: 1%, five minutes: 1%
Core 2: CPU utilization for five seconds: 1%, one minute: 1%, five minutes: 1%
Core 3: CPU utilization for five seconds: 2%, one minute: 2%, five minutes: 1%
Core 4: CPU utilization for five seconds: 0%, one minute: 0%, five minutes: 0%
Core 5: CPU utilization for five seconds: %, one minute: 0%, five minutes: 0%
Core 6: CPU utilization for five seconds: %, one minute: 0%, five minutes: 0%
Core 7: CPU utilization for five seconds: %, one minute: 0%, five minutes: 0%
pid PPid 5Sec 1Min S5Min Status Size Name
16358 15516 4% 4% 4% S 221376 fed main event
14062 12756 1% 1% 1% S 52140 sif mgr
32105 8618 0% 0% 0% S 260 inotifywait
31396 31393 0% 0% 0% S 36516 python2.7
31393 31271 0% 0% 0% S 2744 rdope.sh
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. show processes cpu platform

31319 1 0% 0% 0% S 2648 rotee

31271 1 0% 0% 0% S 3852 pman.sh

29671 2 0% 0% 0% S 0 kworker/ul6:0
29341 29329 0% 0% 0% S 1780 sntp

29329 1 0% 0% 0% s 2788 stack_sntp.sh

&IZ. show processes cpu platform location switch 7R0 =2~ > ROH B2~ L E T,

Device# show processes cpu platform location switch 7 RO

CPU utilization for five seconds: 3%, one minute: 3%, five minutes: 3%
Core 0: CPU utilization for five seconds: %, one minute: %, five minutes: 5%
Core 1: CPU utilization for five seconds: %, one minute: 11%, five minutes: 5%
Core 2: CPU utilization for five seconds: 22%, one minute: 7%, five minutes: 6%
Core 3: CPU utilization for five seconds: %, one minute: %, five minutes: 6%
Core 4: CPU utilization for five seconds: %, one minute: 0%, five minutes: 0%
Core 5: CPU utilization for five seconds: %, one minute: 0%, five minutes: 0%
Core 6: CPU utilization for five seconds: %, one minute: %, five minutes: 0%
Core 7: CPU utilization for five seconds: %, one minute: 0%, five minutes: 6%
Pid PPid 5Sec 1Min 5Min Status Size Name
1 0 0% 0% 0% S 8044 systemd
2 0 0% 0% 0% S 0 kthreadd
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show processes cpu platform history

show processes cpu platform history .

VAT LD CPUEHHEOEREIZEET 215 A Fx7 5121%. show processescpu platform history

a<wr REFEHRALET,

show processes cpu platform history [1min | 5min | 5sec| 60min] location
switch { switch-number | active| standby} {0| FO| FP active| RO}

Imin (L8 1 MBEO CPU i R D JBIFE 4 KR
L\ij—o

5min (&) 5 kgD CPU =R J@E % £ R
L9,

Ssec (&) 5 BHFED CPU i Fl SR 0 JB IR % KR
Li‘j‘o

60min (7)) 604y & CPU 1 i 0 @ I & F s
LT,

location Field Replaceable Unit (FRU) OHFTZ HE L

£

switch switch-number

ALy FICETBERER R LET, A1 >
FHK G2 AT LET,

active TNRAADT I T AT ALV AR L ABEEL
*9,

standby TINAADABZ LN, A L AZ S ATFEE L
i‘g—o

0 HEHER—F T X% (SPA) A v H—T A
A Taky Aoy NOEBELET,

FO Embedded Service Processor (ESP) A1z > k0
EHRELET,

FP active Embedded Service Processor (ESP) ®7 7 7 «
TA AR AERELET,

RO N—hk7atyy (RP) Ay F0EFEEL
£,

av Y REE yy—2 RENE

Cisco IOS XE Gibraltar 16.10.1

ZOawy RpREAINE L,
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. show processes cpu platform history

aAvY R E—F HebE EXEC (#)

RIZHZERLET,
RIZ. show processes cpu platform =~ > KO %~ LE T,

Device# show processes cpu platform

CPU utilization for five seconds: 1%, one minute: 3%, five minutes: 2%
Core 0: CPU utilization for five seconds: 2%, one minute: 2%, five minutes: 2%
Core 1: CPU utilization for five seconds: 2%, one minute: %, five minutes: 1%
Core 2: CPU utilization for five seconds: 3%, one minute: 1%, five minutes: 1%
Core 3: CPU utilization for five seconds: 2%, one minute: 5%, five minutes: 2%
Pid PPid 5Sec 1Min 5Min Status Size Name
1 0 0% 0% 0% S 4876 systemd
2 0 0% 0% 0% S 0 kthreadd
3 2 0% 0% 0% S 0 ksoftirgd/0
5 2 0% 0% 0% S 0 kworker/0:0H
7 2 0% 0% 0% s 0 rcu sched
8 2 0% 0% 0% S 0 rcu bh
9 2 0% 0% 0% S 0 migration/0
10 2 0% 0% 0% S 0 watchdog/0
11 2 0% 0% 0% S 0 watchdog/1
12 2 0% 0% 0% S 0 migration/1
13 2 0% 0% 0% S 0 ksoftirgd/1l
15 2 0% 0% 0% S 0 kworker/1:0H
16 2 0% 0% 0% S 0 watchdog/2
17 2 0% 0% 0% S 0 migration/2
18 2 0% 0% 0% S 0 ksoftirgd/2
20 2 0% 0% 0% S 0 kworker/2:0H
21 2 0% 0% 0% S 0 watchdog/3
22 2 0% 0% 0% S 0 migration/3
23 2 0% 0% 0% S 0 ksoftirqgd/3
24 2 0% 0% 0% S 0 kworker/3:0
25 2 0% 0% 0% S 0 kworker/3:0H
26 2 0% 0% 0% S 0 kdevtmpfs
27 2 0% 0% 0% S 0 netns
28 2 0% 0% 0% S 0 perf
29 2 0% 0% 0% S 0 khungtaskd
30 2 0% 0% 0% S 0 writeback
31 2 7% 8% 8% S 0 ksmd
32 2 0% 0% 0% S 0 khugepaged
33 2 0% 0% 0% S 0 crypto
34 2 0% 0% 0% S 0 Dbioset
35 2 0% 0% 0% S 0 kblockd
36 2 0% 0% 0% S 0 ata sff
37 2 0% 0% 0% S 0 rpciod
63 2 0% 0% 0% S 0 kswapdO
64 2 0% 0% 0% S 0 wvmstat
65 2 0% 0% 0% s 0 fsnotify mark

IZ, show processes cpu platform history 5sec =2~ > RO HHZ R L ET,

Device# show processes cpu platform history 5sec

5 seconds ago, CPU utilization: 0%
10 seconds ago, CPU utilization: 0
15 seconds ago, CPU utilization: 0
20 seconds ago, CPU utilization: O

oo oo

oe°
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25
30
35
40
45
50
55
60
65
70
75
80
85
90
95
100
105
110
115
120
125
130
135
140
145
150
155
160
165
170
175
180
185
190
195
200
205
210
215
220
225
230
235
240
245
250

seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds
seconds

ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,
ago,

CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU
CPU

utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:

utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:
utilization:

O O O O O o oo
% o0 o0 de oo d° o°

O O O O O OO OO0 0O0O0O0O0O00O0O0O0O0O0O0O0O0O0OO0OOOH OOOOOO O OoOo
A0 A0 d° A° O O J° A0 A0 A° A A O IO OO O AC A A IO IO OO O A° A° d° O IO O° O oP

show processes cpu platform history .
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. show processes cpu platform monitor

show processes cpu platform monitor

IOSXE 7' v & 2D CPUEMHEIZET 2 1EHR A F "7 511, F5HE EXEC *&— KT show processes
cpu platform monitor =~ > R&@#HAL £,

show processes cpu platform monitor location switch {switch-number | active | standby} {0 |
FO | RO}

B DEREA

aAvU kR E—F

location Field Replaceable Unit (FRU) OGFTIZET @A F R L E T,

switch AL T EEELET,

switch-number 2z 1 v FFK 2

active TITF 4T AV AR AEEELET,

standby AR N, A VAR AERELET,

0 HHR—F THTZ (SPA) A F—T A A FakwyH 2y 0 E2HE
[/ i j—o

FO Embedded Service Processor (ESP) A1 > h 0 Z48E L E T,

RO N—h 7rty¥ RP) Amy F0EELET,

et EXEC (#)

avwy FERE

EREDAARZA

3l

J1)—=x EEAR
CiscoIOSXEFuji16.92 ~mpoa<y FABEASHE L,

show platfor m softwareprocessslot switch =~ > K & show processescpu platform monitor location
a~Y ROHIIZ, Linuxtop 2~ ROMAONRFERSINET, b0 a~y ROHIIZE,
top 2~ RCERRIND [FEEAEY ) L WEHAEY ) DERINET, ZhbDavwy
RiZkoT EEAEY ] & MEAAEY ) ICRRSNDEIZ. TOMDTT Yy F T 5 —L A
E U BE CLIOH ) CRRINDMEE T L A,

KIZ., show processes cpu monitor location switch active RO =2~ > RO H %2~ L E
7

Switch# show processes cpu platform monitor location switch active RO

top - 00:04:21 up 1 day, 11:22, O users, load average: 0.42, 0.60, 0.78
Tasks: 312 total, 4 running, 308 sleeping, 0 stopped, 0 zombie

Cpu(s): 7.4%us, 3.3%sy, 0.0%ni, 89.2%id, 0.0%wa, 0.0%hi, 0.1%s1i, 0.0%st
Mem: 3976844k total, 3956928k used, 19916k free, 419312k buffers

Swap: Ok total, Ok used, Ok free, 1947036k cached

PID USER PR NI VIRT RES SHR S %$CPU SMEM TIME+ COMMAND

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) A< > K!)J7L VX



| AVE—TIARABEUN—FHz7 avikh—%2 bk
show processes cpu platform monitor .

6294 root 20 0 3448 1368 912 R 9 0.0 0:00.07 top
17546 root 20 0 2044m 244m 79m S 7 6.3 187:02.07 fed main event
30276 root 20 0 17Im 42m 33m S 7 1.1 125:15.54 repm
16 root 20 0 0 0 0 s 5 0.0 22:07.92 rcuc/2
21 root 20 0 0 0 0 R 5 0.0 22:13.24 rcuc/3
18662 root 20 0 1806m 678m 263m R 5 17.5 215:47.59 linux iosd-imag
11 root 20 0 0 0 0 s 4 0.0 21:37.41 rcuc/1l
10333 root 20 0 6420 3916 1492 s 4 0.1 4:47.03 btrace rotate.s
10 root 20 0 0 0 0 s 2 0.0 0:58.13 rcuc/0
6304 root 20 0 776 12 0 R 2 0.0 0:00.01 1s
17835 root 20 0 935m 74m 63m S 2 1.9 82:34.07 sif mgr
1 root 20 0 8440 4740 2184 S 0 0.1 0:09.52 systemd
2 root 20 0 0 0 0 s 0 0.0 0:00.00 kthreadd
3 root 20 0 0 0 0 s 0 0.0 0:02.86 ksoftirgd/0
5 root 0 -20 0 0 0 s 0 0.0 0:00.00 kworker/0:0H
7 root RT 0 0 0 0 s 0 0.0 0:01.44 migration/0
EEav R avw YR BrLEL]

show platform softwareprocessdot switch | 75 & k7 4 —A V7 b7 =27 Fav ADAA v
FliEREERTRLET,

Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v ¥F) aA<Y > FJIJ7L VR .



A VE—TIARABEUN—FYz7 avR—%v+ |
. show processes memory

show processes memory

BUVAT AT ATHRAESN TS AT Y OEEZF/R$ 521X, show processes memory =
~ 2 RZ&H5HE EXEC E— RCEA L £,

show processes memory [ process-id |sorted [allocated | getbufs | holding] ]

Syntax Description processid (L&) HrED7nt A0 7ok 2D (PID) , 7uv AIDAIEETH L. HHiE
Lic 7 mat ZDFMOBBNERRINET,

sorted (fEE) [Allocated], [Get Buffers], *721% [Holding] D% TY — k &z AE Y
T2 EFRRLET, sorted ¥— U — REHMTHEHA LZGAE, 7 —XI1X7 7+
JV K C [Holding] | CY— h ZVET,

allocated (f£&) [Allocated] I TY — FENT-AE VT —H ZFRLE T,

getbufs ({LE) [Getbufs] (GetBuffers) | TY — hENTAEV T —FEFKRLET,

holding ({£#) [Holding] ¥ TY—hEN/TATI T —HE2ERLET, ZOF—TU—F
W77 4N F T,

Command Modes et EXEC (#)

Command History Jy—2 TERE

CiscolOSXEFuji16.9.2 —opa~> FR#EASLE L7,

Usage Guidelines show processesmemory =2~ > K & show processesmemory sorted =~ > Ri%, &t A€V, f#
HAEH AT, BEAEYOBMEEZERL, TORIITavALZNLRAEVILEHEZ D HE
DY ANERRLET,
FE#E D show processesmemory process-id =< > R&HHAT 5L, ek X IPID TY—hEh
F 9, show processesmemory sorted =~ > K& 25 &, 77 4 /L h® Y — M [Holding]
Iz > Tt ET,

\}

Note /D7t ZDFEEAEY 1T, O F o 2 2L->THEV S THLRLED,. B0 STHA
TPAEV XD RELSRDAEMERH Y F7,

KIZ., show processesmemory =~ > RO IR LET,

Device# show processes memory

Processor Pool Total: 25954228 Used: 8368640 Free: 17585588
PID TTY Allocated Freed Holding Getbufs Retbufs Process
0 0 8629528 689900 6751716 0 0 *Init*
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0 Joy b WP OO

== e
w N~ O
[eNeNeNeNeoNeNeoNeoNeoNeoNeolNoNoNeoNoNe

—
NN

78 0
79 0

24048
260

0

192
214664

160

show processes memory .

12928 24048 0 0 *Sched*
328 68 350080 0 *Dead*
0 12928 0 0 Chunk Manager
192 6928 0 0 Load Meter
304 227288 0 0 Exec
0 12928 0 0 Check heaps
0 12928 0 0 Pool Manager
192 12928 0 0 Timers
192 12928 0 0 Serial Backgroun
192 12928 0 0 AAA high-capacit
0 24928 0 0 Policy Manager
0 12928 0 0 ARP Input
192 12928 0 0 DDR Timers
0 12928 0 0 Entity MIB API
0 12928 0 0 MPLS HC Counter
0 12928 0 0 SERIAL A'detect
0 12992 0 0 DHCPD Timer
0 13088 0 0 DHCPD Database

8329440 Total

WDFET, ZOHNIERINDIEERT 4 —/V REHALET,

Table 24: show processes memory O 7 « — )L K D E5EA

J4—ILE A

Processor Pool Total | 7't w4 2 £ U 77— VHIZRFFS LTV D AE D OGFE (Fr/q
~ (KB) HfL)

Used TutyhAEY TS VNOERERAEY OAFHE (KB HAL

Free Taty P AEY T VADEE AEY OFFHE (KB HALD |

PID 7ut A ID,

TTY 7'ak 2 I D R,

Allocated THRERZLSTHY Y THNIEAEY OA MK,

Freed BANCHEDSEI S ToONCBRR, Tt Ao THENE A
FU DAL N

Holding Tab ACHEE D LY TORTWD AT Y 0o (KBHAL) . ZiUid,
TRERAZLSoTHEDYTONIEAEY &, TrER IR S THATL
AEVBREENET,

Getbufs TRV ANy "Ry T 7 EER U,

Retbufs TR ANy "Ny T 7 B REE LT[R

Process Tut 24,

*[nit* VAT DML T r R A,
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. showprocessesmemory

TJ4—ILF SiEA

*Sched* R a—T 7t A,

*Dead* B dead REEIZH D/ NV—T L LTHOT kA,

<value> Total TRTOTBERAZL > TREESNL TS AEY OFFHE (KB HAL)
([Holding] 1D AL

Wiz, sorted ¥ — 7 — K% L 72354 @ show processesmemory =2~ > KD 715 %
RLUET, ZOHA. HE [Holding] ¥ Tl KB/~ Y — S ET,

Device# show processes memory sorted

Processor Pool Total: 25954228 Used: 8371280 Free: 17582948
PID TTY Allocated Freed Holding Getbufs Retbufs Process
0 0 8629528 689900 6751716 0 0 *Init~*
3 0 217304 304 229928 0 0 Exec
53 0 109248 192 96064 0 0 DHCPD Receive
56 0 0 0 32928 0 0 COPS
19 0 39048 0 25192 0 0 Net Background
42 0 0 0 24960 0 0 L2X Data Daemon
58 0 192 192 24928 0 0 X.25 Background
43 0 192 192 24928 0 0 PPP IP Route
49 0 0 0 24928 0 0 TCP Protocols
48 0 0 0 24928 0 0 TCP Timer
17 0 192 192 24928 0 0 XML Proxy Client
9 0 0 0 24928 0 0 Policy Manager
40 0 0 0 24928 0 0 L2X SSS manager
29 0 0 0 24928 0 0 IP Input
44 0 192 192 24928 0 0 PPP IPCP
32 0 192 192 24928 0 0 PPP Hooks
34 0 0 0 24928 0 0 SSS Manager
41 0 192 192 24928 0 0 L2TP mgmt daemon
16 0 192 192 24928 0 0 Dialer event
35 0 0 0 24928 0 0 SSS Test Client
--More—--—

Wiz, 7rtEAID (processid) #FE/E L7 & X ? show processes memory =~ > KD
Ml ERLET,

Device# show processes memory 1

Process ID: 1
Process Name: Chunk Manager
Total Memory Held: 8428 bytes

Processor memory holding = 8428 bytes

pc = 0x60790654, size = 6044, count = 1
pc = 0x607A5084, size = 1544, count = 1
pc = 0x6076DBC4, size = 652, count = 1
pc = 0x6076FF18, size = 188, count = 1
I/0 memory holding = 0 bytes

Device# show processes memory 2

Process ID: 2

Process Name: Load Meter

Total Memory Held: 3884 bytes

Processor memory holding = 3884 bytes

pc = 0x60790654, size = 3044, count = 1
pc = 0x6076DBC4, size = 652, count = 1
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show processes memory .

pc = 0x6076FF18, size = 188, count = 1
I/0 memory holding = 0 bytes

Related Commands Command Description

show memory |72 & A€ U LAt HE AT, AT Y ICHT S REEEE doR L2

show processes |7 75 ¢ 7 at A CEHTAEREFETSTLET,
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. show processes memory platform

show processes memory platform

% CiscoIOS XE 7' vt 2D A E U HRAF 7T 5121, ¥ EXEC & — KT show processes
memory platform =~> R&HEH L E4,

show processes memory platform [
[ location | maps [ location ]
switch { switch-number | active | standby }

[ detailed { name process-name | process-id process-ID }
| smaps [ location] ] | location | sorted [ location ] ]
{ 0] FO| RO} | accounting ]

B DEREA

accounting (1) 4% Cisco IOS XE F'ut 2D _FA7d A
TV T =2 5K RLET,

detailed (T3) 55 XN 7= Cisco I0S XE 7' 1t 2D
e A VIFREFR TR LET,

name process-name ({F-7) CiscolOS XE Fut 24 %2 Fm L E

T, TevxL4LE AN LET,

process-id process-1D

(L&) CiscolOSXE Frt A ID%#F rxLF
T, et IDEANLET,

location (f£E&) Field Replaceable Unit (FRU) DiGAT
BT A EREER R LET,

maps 1) YuvADORAEY) v v 7EFERLE
T,

smaps (LE) 7t A0HMNAE) ~ v T EFR
Li—a‘o

sorted ({£&) CiscolIOSXE 7' u ¥ A2z k- T

INTWBEHFEE Y b4 X (RSS) AEVIZ
EASNWTY—hrENEHENEFR R LET,

switch switch-number

T R D EREFRLET,

active FNRAADT VT 4T AV AF AT
HHREFRLET,

standby TNAADAE N A AR AT 5
THREFRLET,

0 HHR—RNTHTH (SPA) A v X —T = A A
oty Aoy b 0ICETAIFEREERL
i‘j‘o

FO Embedded Service Processor (ESP) A1z~ k0

BT O EHREFRLET,
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show processes memory platform .

RO N—r7uaty¥ (RP) Aoy h0IZBT 5
HwrEFRRLET,
ATV R E—FR e EXEC (%)
2<% FEE Jy—2 EENE
Cisco 10S XE Fuji 16.9.2 Zoavy RBNEAINEL
7~
Cisco IOS XE Gibraltar 16.10.1 Zoavwy RREEINFEL

72, F%—7U— K accounting 7°
BMEE L,

H 75 Total FIAHIBRSI U E
L7z,

Bl KIZ, show processes memory platform =<2 NOHNFIZRLET,

device# show processes memory platform

System memory: 3976852K total, 2761580K used, 1215272K free,
Lowest: 1215272K

Pid Text Data Stack Dynamic RSS Name

1 1246 4400 132 1308 4400 systemd

96 233 2796 132 132 2796 systemd-journal
105 284 1796 132 176 1796 systemd-udevd
707 52 2660 132 172 2660 in.telnetd
744 968 3264 132 1700 3264 brelay.sh
835 52 2660 132 172 2660 in.telnetd
863 968 3264 132 1700 3264 brelay.sh
928 968 3996 132 2312 3996 reflector.sh
933 968 3976 132 2312 3976 droputil.sh
934 968 2140 132 528 2140 oom.sh
936 173 936 132 132 936 xinetd
945 968 1472 132 132 1472 libvirtd.sh
947 592 43164 132 3096 43164 repm
954 45 932 132 132 932 rpcbind
986 482 3476 132 132 3476 libvirtd
988 66 940 132 132 940 rpc.statd
993 968 928 132 132 928 boothelper evt.
1017 21 640 132 132 640 inotifywait
1089 102 1200 132 132 1200 rpc.mountd
1328 9 2940 132 148 2940 rotee
1353 39 532 132 132 532 sleep

RIZ., show processes memory platform accounting =~ > RO /il &R L E 7,

device# show processes memory platform accounting
Hourly Stats
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show processes memory platform

AVA—TIARELUN—FKIz7 avR—x2 k|

1#£f1£41£61c44d73014023db5d8ad6ectb

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) A< > K!)J7L VX

2018-09-04 10:42

process callsite ID(bytes) max diff bytes callsite ID(calls)
max diff calls tracekey timestamp (UTC)

smand_rp 0 3624155137 172389 3624155138 50
1#a3e0e4361082c702e5bflafbd90e6313 2018-09-04 14:23

linux_iosd-imag rp 0 3626295305 49188 3624155138 12
1#545420bd869d25eb5ab826182ee5d9ce 2018-09-04 12:03

btman_rp 0 3624737792 17080 2953915394 64
1#d6888bd9564a3c4£fcf049c31bal7a036 2018-09-04 22:29

fman fp image fp 0 3624059905 16960 4027402242 298
1#921badd9df5b0a6e946a3b270bd6592d 2018-09-04 22:55

fed main event fp 0 3626295305 16396 4027402242 32
1#27083£7b£3985d892505806cae2bfb0d 2018-09-04 12:03

dbm_rp 0 3626295305 16396 4027402242 3
1#2b878£802bd7703c5298d37e7ade8ac3 2018-09-04 12:02

tamd proc_rp 0 3895208962 12632 3624667171 7
1#5b0ed8f88ef5f873abcaf8a744037a44 2018-09-04 18:47

btman fp 0 3624233985 12288 3624737792 9
1#d6888bd9564a3c4£fcf049c31bal7a036 2018-09-04 15:23

sif mgr rp 0 3624059907 8216 4027402242 4
1#de2a951aB8a7bae83ca2c04c56810eb72 2018-09-04 14:21

python2.7 fp 0 2954560513 8000 2954560513 1

2018-09-04 12:16

nginx rp 0 3357041665 4608 4027402242 4
1#32e56bb09e0509c5fab5ac32093631206 2018-09-04 16:18

rotee FRU_ SLOT NUM 3624667169 4097 3624667169 1
1#££f68e5150a698cd59fa259828614995b 2018-09-04 10:43

hman_rp 0 3893617664 1488 3893617664 1
1#1c4aadada30083cbd6f66dc8ca8cd4ch 2018-09-04 10:42

tams_proc_rp 0 3895096320 1024 3895096320 1
1#a36a3afa9884c8dc4d40afle80cacd26 2018-09-04 10:42

stack mgr rp 0 4027402242 904 4027402242 4
1#ca902eabllalB8ab056b16554£49871e8 2018-09-04 14:21

sessmgrd rp 0 3491618816 848 3624155138 8
1#720239fc8bddcabc059768c55al1640ed 2018-09-04 14:32

psd rp 0 4027402242 696 4027402242 4
1#98cf04e0ddd78c2400b3cal3b5£298594 2018-09-04 14:21

Iman rp 0 4027402242 592 4027402242 4
1#dc8ed9e428d36477a617d56c51d5cat?2 2018-09-04 14:21

bt logger rp 0 4027402242 592 4027402242 4
1#baB882beled783e72575e97cc0908e0e8 2018-09-04 14:21

repm rp 0 4027402242 592 4027402242 4
1#aed461a05430efa767427f2ab40aba372 2018-09-04 14:21

fman rp rp 0 4027402242 592 4027402242 3
1#09def9cc1390911be9%e3a7a9c89f4ct7 2018-09-04 12:16

epc_ws_liaison fp 0 4027402242 592 4027402242 4
1#41451626dcce9d1478b22e2ebbbdcf54 2018-09-04 14:21

cli agent rp 0 4027402242 592 4027402242 4
14#92d3882919daf3a9e210807¢c61de0552 2018-09-04 14:21

cmm_rp 0 4027402242 592 4027402242 4
1#15ed1d79e96874ble0621c42c3de6166 2018-09-04 14:21

tms_rp 0 4027402242 352 4027402242 4
1#5c6efe2e21f15aa16318576d3ec9153¢c 2018-09-04 12:03

plogd rp 0 4027402242 48 4027402242 1
1#2d7£2ef57206£f4fa763d7£2£5400bflb 2018-09-04 10:43

cmand rp 0 3624155137 17 3624155137 1



| AVE—TIARABEUN—FHz7 avikh—%2 bk

show processes memory platform .

iz, show processes memory platform sorted =~ > ROl %~ L £9,

device# show processes memory platform sorted
System memory: 3976852K total,

Lowest: 1213968K

Stack

2762884K used,

Dynamic

1213968K free,

7885 149848

9655 3787
17261 324
4268 391
4856 357
17067 1087

684864
264964
248588
102084
93388
77912

80
18004
103908
5596
3680
1796

684864
264964
248588
102084
93388
77912

linux_iosd-imag

wem

fed main event
cli agent

dbm
platform mgr

KIZ, show processes memory platform sorted location switch active RO =~ > KD H

Tz = L ET,

device# show processes memory platform sorted location switch active RO

System memory: 3976852K total,

Lowest: 1213968K

Data

Stack

2762884K used,

Dynamic

1213968K free,

7885 149848

9655 3787
17261 324
4268 391
4856 357
17067 1087

684864
264964
248588
102084
93388
77912

136
132
136

80
18004
103908
5596
3680
1796

684864
264964
248588
102084
93388
77912

linux_iosd-imag

wcm

fed main event
cli agent

dbm
platform mgr
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. show processes platform

show processes platform

7Ty F 74— L TEITHDIOS-XE 7 u ¥ AT A1 @ E FRT 5121, FiHE EXEC £—
K -C show processesplatform =~ > R&fH L £,

show processes platfor m [ detailed name process-name] [location
switch { switch-number | active| standby} {0 FO| FP active| RO} ]

detailed (T3E) 8% L7= I0S-XE 7' 1 & A DM EREF R L ET,
nameprocess-name | ({Li) YrEALEZHREL LT,
location (f£#) Field Replaceable Unit (FRU) D& fgE L £,
switch (ER) A v FICHET D MER R LET,
switch-number
active UEE) TNXAADT I T A TA VAR AERELET,
standby (EE) TNRAADAZ NN, A VAR ABFELET,
0 HHR—=R T HTH (SPA) A VX —T A A Tyt Ay 0%
fBELET,
FO Embedded Service Processor (ESP) A1~ k0 Z45E L 7,
FP active Embedded Service Processor (ESP) D7 77 4 74 VAR U A&4RE L E
7,
RO N—hk Zrty¥ (RP) Zvy 0 &EfELET,
av Y RERE 1)1y —= EENE
Cisco 10S XE Gibraltar 16.10.1 Zoawr RPEASHELE,
aAvU R E—F HHE EXEC (#)

RIZHIERLFET .
RIZ., show processes platform =2~ > RO %2R L E T,

Device# show processes platform

CPU utilization for five seconds: 1%, one minute: 2%, five minutes: 1%
Pid PPid Status Size Name
4876 systemd
0 kthreadd
0 ksoftirgd/0
0 kworker/0:0H
0 rcu_sched

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) A< > K!)J7L VX



| AVE—TIARABEUN—FHz7 avikh—%2 bk

8
9
10
11
12
13
15
16
17
18
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
63
64
65
66
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
100
102

WDOFRT, ZOHITERINDEERT 4 —I)L FIZHOWNT

D NN DNDNDNDNONNDNNDNDNODNNONNDNNDNDNODNONNDNDNDNDNNODNNDNDNDNDNONNDNDNDNDNONNDNNDNDNDNODNNDNDNDNODNODNNDNDNDNODNODNDNDNDNDNDDNDNDNDDNDDNDDND

NN NN nn nNnononon non Nan non onon n " " nNnNinnn N n noin nn N n N nNnunin nn N n nNnnin n n N n N nnn n n n L »

O O O O O OO OO OO0 OO0 O0O0O00O00O00O00O0O00O00O0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO OO

rcu_bh
migration/0
watchdog/0
watchdog/1
migration/1
ksoftirqgd/1
kworker/1:0H
watchdog/2
migration/2
ksoftirqgd/2
kworker/2:0H
watchdog/3
migration/3
ksoftirgd/3
kworker/3:0
kworker/3:0H
kdevtmpfs
netns

perf
khungtaskd
writeback
ksmd
khugepaged
crypto
bioset
kblockd
ata_sff
rpciod
kswapdO
vmstat
fsnotify mark
nfsiod
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
ipv6_addrconf
deferwqg

show processes platform .

P LET,
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. show processes platform

% 25: show processes platform D 7 « — )L F DB

A VE—TIARABEUN—FYz7 avR—%v+ |

J4—ILFK Bz

Pid Fat R ID NERENET,

PPid BHav207 a2 D RERINET,

Status ANEI R T reAD AT —#
ANERENET,

Size RAM TCEFO7ua& A|ZE Y Y THATND A
TV EARTEHEY b A X (Fua A b
(KB) ) BERENET,

Name 7ot R CEEMT N TTWAE aw L REAR
FRENFET, MLToEBADAL Y KTH,
ALy RZtica~y ROMEPNELR DS
&) D iﬁ‘o
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show shell

show shell .

T VDIEREFRFRTHIZIE., =2 —HF EXECE— RTshowshdl 2<> REHEHLET,

show shell [enviornment | functions [brief shell_function] | triggers]

BX DA

aAvU R E—F

environment (EE) V= /VBREHHAERR L
functions[brief |shell_function ] EE) ~7uF@esRrLET,

o brief : o = LBIEL DA,

« shell function: 1 2D = /LR

triggers (EE) A~ b U T—1E#zE:

z— EXEC (>)
HrtE EXEC (#)

avy FERE

FREDHA FS14 Y

)= EENE
Cisco IOS XE Fuji 16.9.2 Ioavwr RpREAINEL
770

Zoawy REFEHALT, AL vy FOv o UEREFRLET,

1

WOFITIE, show shell triggers 2~ > REFEH LT, A4 v F V7 Moy =T IZEHEN
TWHAXRY NN H—%FRRTHHEEZRLET,

Device# term shell
Device# show shell triggers
User defined triggers

Trigger Id: CISCO _CUSTOM EVENT

Trigger description: Custom macroevent to apply user defined configuration
Trigger environment: User can define the macro

Trigger mapping function: CISCO CUSTOM AUTOSMARTPORT

Trigger Id: CISCO_DMP_ EVENT

Trigger description: Digital media-player device event to apply port configuration
Trigger environment: Parameters that can be set in the shell - SACCESS VLAN= (1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO DMP_AUTO_ SMARTPORT

Trigger Id: CISCO_IPVSC_ EVENT
Trigger description: IP-camera device event to apply port configuration

Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v ¥F) aA<Y > FJIJ7L VR .
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. show shell

Trigger environment: Parameters that can be set in the shell - SACCESS VLAN= (1)
The value in parenthesis is a default value
Trigger mapping function: CISCO IP_ CAMERA AUTO_ SMARTPORT

Trigger Id: CISCO_LAST RESORT_ EVENT

Trigger description: Last resortevent to apply port configuration

Trigger environment: Parameters that can be set in the shell - SACCESS VLAN= (1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO LAST RESORT_ SMARTPORT

Trigger Id: CISCO_PHONE EVENT

Trigger description: IP-phone device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - SACCESS VLAN= (1)
and S$VOICE VLAN=(2), The value in the parenthesis is a default value

Trigger mapping function: CISCO PHONE AUTO SMARTPORT

Trigger Id: CISCO_ROUTER EVENT

Trigger description: Router device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - SNATIVE VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO ROUTER AUTO SMARTPORT

Trigger Id: CISCO_ SWITCH ETHERCHANNEL CONFIG

Trigger description: etherchannel parameter

Trigger environment: $INTERFACE LIST=(), $PORT-CHANNEL ID=(),
$SEC_MODE= () , $EC_PROTOCOLTYPE= (),
PORT-CHANNEL_TYPE= ()

Trigger mapping function: CISCO ETHERCHANNEL AUTOSMARTPORT

Trigger Id: CISCO_SWITCH EVENT

Trigger description: Switch device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - SNATIVE VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO SWITCH AUTO SMARTPORT

Trigger Id: CISCO WIRELESS AP EVENT

Trigger description: Autonomous ap device event to apply port configuration
Trigger environment: Parameters that can be set in the shell - SNATIVE VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO AP AUTO SMARTPORT

Trigger Id: CISCO WIRELESS LIGHTWEIGHT AP EVENT

Trigger description: Lightweight-ap device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - SACCESS VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO LWAP_AUTO_SMARTPORT

Trigger Id: word

Trigger description: word
Trigger environment:
Trigger mapping function:

OB TiL, show shell functions =~ REZFH LT, A v F V7 b =T I0&F
NTCWBHAIAR~ 7 B TR T B HEERLET,

Device# show shell functions
#User defined functions:

#Built-in functions:
function CISCO AP AUTO SMARTPORT () ({
if [[ SLINKUP == YES ]]; then
conf t
interface S$INTERFACE
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macro descr
switchport
switchport
switchport
switchport
switchport

show shell .

iption $TRIGGER

trunk encapsulation dotlg
trunk native vlan SNATIVE_VLAN
trunk allowed vlan ALL

mode trunk

nonegotiate

fi
if

fi
}

[[ SLINKUP ==

auto gos voip trust
mls gos trust cos
if [[ SLIMIT == 11; then
default srr-queue bandwidth limit
else
srr-queue bandwidth limit $LIMIT
fi
if [[ $SW_POE == YES ]]; then
if [[ $AP125X == AP125X 1];
macro description AP125X
macro auto port sticky
power inline port maximum 20000
fi

then

fi
exit
end
NO ]]; then
conf t
interface S$INTERFACE
no macro description
no switchport nonegotiate
no switchport trunk native vlan S$SNATIVE VLAN
no switchport trunk allowed vlan ALL
no auto gos voip trust
no mls gos trust cos
default srr-queue bandwidth limit
if [[ $AUTH ENABLED == NO ]]; then
no switchport mode
no switchport trunk encapsulation
fi
if [[ $STICKY == YES 11];
if [[ $SW_POE == YES ]]; then
if [[ $AP125X == AP125X 1];
no macro auto port sticky
no power inline port maximum
fi
fi

then

then

fi
exit
end

<output truncated>
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. show system mtu

A VE—TIARABEUN—FYz7 avR—%v+ |

show system mtu

Syntax Description

Ja—)igKinita=y b (MTU) . £ZE3AA v FITHESNTWBRK NNy M A X
ZFoRT 5T, FiME EXEC £— K Cshow systemmtu =2~ R&EH L E9,

show system mtu

ZOawy FIESIBELITF—UV—FNEIH Y A,

Command Default 7L
Command Modes WM EXEC (#)
Command History Jy—x TERNE
Cisco I0S XE Fuji 16.9.2 ZIDavwy RPNEAINEL

Usage Guidelines

Examples

77

MTU {5 £ O MTU fii 12 %
EEHRLTLIZE 0N,

i

Lo B2 D AR v 7 FEDFMIONTIL, systemmtu 2~ K

WIZ., show system mtu =~ > RO AHZ R L E£7,

Device# show system mtu
Global Ethernet MTU is 1500 bytes.
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show tech-support

show tech-support .

VAT LMERAEFRTRT D show 2~ > FE& HBIHIZEITT 2121, F4E EXEC £ — R T show
tech-support =~ > R&fiH L £7,

show tech-support

[cef |t | eigrp | evc | ff | |ipc|ipmulticaet |ipsec| mfib | nat | nber | anep | ogpf | page| passiord | rsvp| suibscriber [ vrrp | wap

Syntax Description

cef (fEE) CEF BdfF#HEzF R LET,

cft (L) CFT I ma R R L ET,

eigrp (f£E) EIGRP PHEfE#HZFR L £7,

eve (L) EVC BldfEMAFor LET,

fnf (fE:&) Flexible NetFlow B # A Fm L £,

ipc (L&) IPC BIEF#HA TR L ET,

ipmulticast (EE) IPEEFH AR R L E7,

ipsec (fEE) IPSEC BlElfHazF R LET,

isis (f£E) CLNS F X OVISIS BhElE a2 #or L £,

license (EE) 74 v ABEERE R R LET,

lisp (%) Locator/ID Separation Protocol B IE#H A R L £7,
AEY (L&) AT VBEEREFRLET,

mfib (fEE) MFIB Pl #Z FoR L £,

msrp ({EE) MSRP PAEE# A FR L £,

mvrp (fEE) MVRP BEF#HREZF R LET,

nat (L) NAT BI#EHRER T L ET,

onep (fEE) ONEPBIE{F#HAF L E7,

ospf ({E:#) OSPF BRIt #AFr L £,

page (EE) a~r Pz 1 X—=UFH5FR R LET, RetunF—% LT,

HAADKRDITHFIRT D, AX—ANR—%H LT, ROFHRS—T%
FoRrLET, HHLAWEES, A7 a—L LET (0FD, 21—
CTEELETA)

o< R ZEIET 5121, Ctrl+C F—& ML £,
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. show tech-support

Command Modes

A VE—TIARABEUN—FYz7 avR—%v+ |

password (FE) "RATU—FRFBILOZEoMoOEX2 ) T A FHREHEAICELET,
ERLRWES. HATONRRT— RBLOFDIENDES 2 ) 7 ¢ B
BEHIL. 79UV [<removed>] LBz O ET,

performance-monitor () X7 4 —~v > AE= X BEEREL T LET,

pki (fE&E) PKI Bz 2R LE T,

platform EE) 77 v b7+ — LRz FZ R LET,
qos (fEE) QoS BHElF@mazF R L £,

subscriber EE) Y727 T4 Bz F2nrm LET,
switch-report (EE) AA v FULR—=F2T7 =47 LET,
vrrp ({EE) VRRP BdfE#Hz &R LET,

weep ({E&) WCCP BdfE A FR L £7,

HikE EXEC (#)

Command History

Usage Guidelines

)1)—2 EEARE
Cisco 10S XE Fuji 16.9.2 Zoavy RpFEEINEL
7=

showtech-support =~ > ROHINFFEFICELS e £7, ZOHIZEHR I WHET 5121,
0—NNVOEZGARAGERA N L=V FHFVE—RN T 7 ANV VAT AT, ZOHIET 7
ANV ZA L7 FLET (=& 21E, show tech-support > filename) , 7 7 A /LICH 1% U
XA V7 h 4B L, 7% Cisco Technical Assistance Center (TAC) DM FIZEETH I LD
KHZ72 0 FT,

UZA L7 MZE, ROWTNIDHFIEEZHEHTEET,
e>filename: H 127 7 ANV XA LT N LET,
«>>filename: HAHZ 7 7 A T X RE—RTCTYU XA L7 MLET,
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show tech-support bgp .

show tech-support bgp

BGP B D > AT LMMER & FT 5 show 2~ Ra HEIRJICEITT 5121E, KiME EXEC ©—
K -C show tech-support bgp =2~ > K& H L F9°,

show tech-support bgp [addressfamily {all | ipv4 [flowspec | multicast | unicast | [mdt

| mvpn] {all | vrfwrf-instance-name} ] |ipv6 [flowspec | multicast | mvpn {all | vrf
vrf-instance-name} | unicast] | l2vpn [evpn | vpls] | link-state [link-state] | [nsap
| rtfilter] [unicast] | [vpnv4 | vpnv6] [flowspec | multicast | unicast] {all | vrf

vrf-instance-name} } ] [detail ]

X DA address-family fE=E) HBELET FLx7 7 Vo h%s

FrRLET,

address-family all EE) T_RCOTRL277IVDHENI%E
FoRLET,

ipv4 (EE) IPv4 7 FL A7 7 2 U haFoR
l./\gzjqo

ipv6 (EE) IPv6 7 L2757 I O % FER
L%,

[2vpn (L&) L2VPN T RL 277 I U DH &R
RLET,

link-state L) Vo7 AF—h 7 RLA 77300
HAhzEFRRLET,

nsap (LE) NSAPT7 RV 277 I UDHH%3FE
i_\‘bi‘g‘o

rtfilter (EB) RT74NVET RLA77IUDH T
BRI LUET,

vpnv4 (FE) VPNvA 7 RL A7 7 IV h%a5HE
RLUET,

vpnv6 (L) VPNv6 7 KL A7 7 I U O 53
R~RLET,

flowspec (LE) 7TRLRAZ773)07r—AXy
B IEH A2 R R L7,

multicast (EE) 7TRLAT77 IV D LFF v X b
BEEIEH A2 R R L £,
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. show tech-support bgp

A VE—TIARABEUN—FYz7 avR—%v+ |

unicast EE) 7TRLZ2T77IVDa=%x 2 H4
HiFREFRRLET,

mdt (FEE) TRLAZ77 IO~ /LFFv A b
Blf5> U — (MDT) BHEfE#RZFRRLET,

mvpn UER) TRLRATZ77 I VD LFF xR b
VPN (MVPN) Bl#i{E#RzFR - LET,

vrf VPN IV—T TRk A A S ADE#R %
FRLET,

evpn EE) 7RVAZ7 73V DA—% %y VPN
(EVPN) B a £~ LET,

vpls (ER) 7 RLATZ 7 I UDRIET T A X—
F LAN -—t % (VPLS) BEF#HAFR TR L
*9,

vrf-instance-name VPNIL—F ¢V THRIEA VAR ADL R &
FBELET,

all 4 ~_T? VPN NLRI 2B A58 A2F< L E
kR

detail (L3E) ZEMZe L — MEBRER T LET,

v RKE—F =—4 EXEC (>)
HbE EXEC (#)
av Y FRER J1)y—2 EENE

EREDAARZA Y

Zoavry FREASHE L,

show tech-support bgp =~ > Ri%, S FEIF72 BGPshow 2~ RO NEFRRL, T b%
show-tech 7 7 A JVIZFLERT D72 DITfFEH L E 7, show tech-support bgp =~ > RO H13IE
TRV ET, ZOHNEDRI WIS HIE, = — NV OEZIAL AR A L —
V. FRFVE-RN T ANV AT AT, ZOMNET AN EA LT N LET (T2Ex
IX. show tech-support > filename) , 7 7 A /WVICH N Z Y XA L7 F3 5 & HiJ)% Cisco
Technical Assistance Center (TAC) DHYFIZEETHI L HLEH IR 9,

VXA VT MZE, ROWTIrOFEEERATEET,
e>filename : HHZ 77 A4 MV EA LY NLET,
e >> filename : W12 7 7 A NICT X RE—RTUEALLZ7 FLET,

show tech-support bgp =~ > R&H4 5 &, kD show 2~ RBAAEBIZFEITINET,
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show tech-support bgp .

* show clock

* show version

+ show running-config

« show process cpu sorted

+ show process cpu history

« show process memory sorted
show tech-support bgp address-familyaddress-family-name address-family-modifier =~ > K% {# H
THE FEDT FL AT 7 I VIZxT 5D show 2~ RISHBEIRIZFITSNET,

« show bgp address-family-name address-family-modifier summary

» show bgp address-family-name address-family-modifier detail

« show bgp address-family-name address-family-modifier internal

* show bgp address-family-name address-family-modifier neighbors

« show bgp address-family-name address-family-modifier update-group

« show bgp address-family-name address-family-modifier replication

« show bgp address-family-name address-family-modifier community

« show bgp address-family-name address-family-modifier dampening dampened-paths

+ show bgp address-family-name address-family-modifier dampening flap-statistics

« show bgp address-family-name address-family-modifier dampening parameters

« show bgp address-family-name address-family-modifier injected-paths

« show bgp address-family-name address-family-modifier cluster-ids

« show bgp address-family-name address-family-modifier cluster-idsinternal

« show bgp address-family-name address-family-modifier peer-group

« show bgp address-family-name address-family-modifier pending-prefixes

« show bgp address-family-name address-family-modifier rib-failure
show tech-supportbgp =~ > Rl L2563, Eidoa~y RIDMAT, B7 A2 fb—
T4 T EADRD show 2~ R ETSNE T,

« show bgp all binding-sid

« show segment-routing client

« show segment-routing mpls state

« show segment-routing mplsgb

+ show segment-routing mpls connected-pr efix-sid-map protocol ipv4

« show segment-routing mpls connected-pr efix-sid-map protocol backup ipv4
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. show tech-support bgp

« show mplstraffic-eng tunnel auto-tunnel client bgp
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show tech-support diagnostic .

show tech-support diagnostic

T =N R— MER T 220 a2 £n 3 5121, K7 EXEC £ — R T showtech-support
diagnostic =~ > R&EMHEA L £,

show tech-support diagnostic

XD EREA Zoawy REBIEELITF—TI—REb 0 A,
O R E—F FHE EXEC (#)
Cisco 10S XE Gibraltar 16.10.1 Toawy RREASHE LS,

FEREDHA KSq4y ZOaxy FOHNIEFICRS RV ET, ZOHNER I QBT 5I2F, n—DL0FE
SRABFRERA P L= FBFVE— I 7 ANV AT LT, ZOHNET 7 A NMZY ZA
L7 hLET (=& %X, show tech-support diagnostic > flash:filename) .

\}

GE) ARFIHEEVR—FLTWATAL ADEES, Z0a<wr RE7 v 7L TWATRTD R
£y FTETENET, A v 7 BRETH— R LTOWARNT A, ZDHE, Zoa~y R
TIT 4 T A FTORFITENET,

Zoawy ROMMACIFRD a~y ROWARFERINET,
* show clock
» show version
* show running-config
« show inventory
« show diagnostic bootup level
« show diagnostic status
« show diagnostic content switch all
« show diagnostic result switch all detail
» show diagnostic schedule switch all
« show diagnostic post
« show diagnostic description switch [switch number] test all
« show logging onboard switch [switch number] clilog detail

» show logging onboard switch [switch number] counter detail
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. show tech-support diagnostic

« show logging onboard switch [switch number] environment detail
» show logging onboard switch [switch number] message detail

« show logging onboard switch [switch number] poe detail

« show logging onboard switch [switch number] status

« show logging onboard switch [switch number] temperature detail
« show logging onboard switch [switch number] uptime detail

« show logging onboard switch [switch number] voltage detail
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speed

speed .

R— FORELIEETDICIE, A v F—T 2 A AT 4 Fal— g T— T speed =
~UREFEALET, 7740 MEICERTIZIE, Z0oa~v>r FOonoBEXEFEHLET,

)

Note

100000 283 ) £,

EHRTRERRREA T > 3 viF. A v FEFABLICEV TN TNAE R T oo —REY 2 —
I E TR Y F4, A7 3 12id, 10, 100, 1000, 2500, 5000, 10000, 25000, 40000,

speed {10]100]| 1000 | 2500 | 5000 | auto [10| 100 | 1000 | 2500 | 5000] | nonegotiate}
no speed

Syntax Description

Command Default

Command Modes

10 AR— 2310 Mbps THE@I+2Z L2 HELET,
100 AN— R 100 Mbps THEIT 5 Z L 2faEL 7,
1000 AN— F231000Mbps THEIT 5 Z L AfRE L £T, ZDOA T T 3 1, 10/100/1000

Mb/s R— K TIZT A8 > TEIRSNET,

2500 AN— F232500Mbps THEIT 52 L2t ELET, ZOF T v a i, v ATFF
TEy FHEDA =Xy B A= TOLEHTHY, RnSNET,

5000 AN— R735000 Mbps THEI T2 Z L2 ELET, ZOF T a %, wILFF
HE Y bEDOA —HFy b R—FTOREHTHY, ErRshEzT,

auto BEEOR—NOBHELZ, V704 5 —HFOKEEOR— M &L L THE
W L ET, auto¥—U— R & —f#1C 10, 100, 1000, 2500, = 7-13%5000 % —
J— R&2EHA LSS, R— MIEEORE TCOLHEIR T =— L E T,

nonegotiate HEhx It — 9% T 4B —7 /LI L, A— hi 1000 Mbps TR L %4,

77 %V b auto T,

AB—T A A AT 4F2b— 3 (config-if)

Command History

J1)—=x EERNE
Cisco IOS XE Fuji 16.9.2 Zoavwy RBREAINE L,

Usage Guidelines

10Xy b A =%y h R—FTIIHELRETEEEA,

1000BASE-T Small Form-Factor Pluggable (SFP) €Y = —/V%&FR&, SFPEY = —/LiR— F23H
BRI E—2a 2P R—F L TOWRNT A, AT RSN TW L HE1E, R3vm—hL
72uvE 912 (nonegotiate) AL AR ETE 7,
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. speed

F—U— K 25005 L TM5000 1%, v/ FXAHE Y b (m-Gig) A —¥Fy b7 /A1 A TO
HETREINET,

HEN auto ICRRE SN TWAEA. AL v FIEb 9 —FHD U 7 OGS DT /34 A LK
EHREICOWTRI o — L, #HELZRXIT VT — F SN EICERBOICGRELET, 727
Ly 7 AREILY V7 Ol COFEN BN ETN, ZHUTLY, Ta7 by 7 AHE
WCFENELDZ ERHY £9,

TAOMENEB R AT = a B R—F L TWDIEA,. 774V OBHEBIRIT = —
ValrREAMHT L LM LES, DA F—T oA ATIFAHRIT = —

varidYiR—hrL, b —FOKHETIIVER—F L TWRWGA, R —FLTWBHIZIE
auto X EXMHH L, A= P LTV ARWKIRIZIZT 27 Ly 7 ABIOHEZRE L ET,

A

Caution (> ¥ — T A 2AHE LT 2Ly I AE— RORELXLETLHE, BRETICA 24 —T =
AANT Yy "E T L, BOAL R2—T NI DEERHY £9,

AA v FOEEBLIRT 27 Ly 7 ADONRT 2A—FOFEICHEHT HEEFEHIL, 20V —2
WIS T25 Y7 ho=27 ar7 4F¥a2b— 3 A RO [Configuring Interface Characteristics |
DEZZRLTIIZE N,

REZMERT DT, show interfaces 54 EXEC =~ R&H L £,

Examples WIT. H— N OHEE 100 Mbps [CIRET B 0% LET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if) # speed 100

WIZ, 10 Mbps T AR— FBAHBEIR T — b2 X HICRET DB E2RLET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if) # speed auto 10

IZ, 10 Mbps £721% 100 Mbps T2 A — B3 AEBIR I =— 5 L9 ICHET D
fla R L ET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# speed auto 10 100

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9200 X v¥F) A< > K!)J7L VX



| 128—21242BLUN—FYz7avR—%2 b

start (COAP 70%> a>7s¥aLb—vay) |

start (COAP 7O %< a>Jq4F¥xal—3Y)

AR E—F

ZA v F T CoAP AT 5HI121%, COAP 7uXxy a7 4 Fal—i g F— RTdart =
<~ REHFEALET,

start

COAP 7Yu X3 a7 4 ¥ a2 bL—3 3 (config-coap-proxy)

avy FERE

FEREDHA K4

)1y—= EEAE
Cisco I0S XE Fuji 16.9.2 Zoavwy RBNEAINEL
7=

COAP7BFX v a7 4 FXal—aryE—RITI78ATHITIE, Frn—Lar7 s¥a
L—y 3 F— R Tcoapproxy 2~ K& AN LET,

1
RIZ, AA v F T CoAP Zillnd 5B~ L ET,

Device (config) # coap proxy
Device (config-coap-proxy) # start
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B stor corpToEsarTxaL—vaY)

stop (COAP 7OFx> a4 FXalL—ay)

AR E—F

AA T T CoAP 51T HIT1E, COAP 7y ar 7 4 FXFal— a3 F— RKTsop 2
~ U