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cache .

cache
TR —F=H DT O—F Y vy aNTA—HERETDHIE, T —F=F arT 4 Falb—
varE—RCcachea~ FEMHLES, 7o —F=4DT7u—F v v aTA—F%
HIBR 51213, 2oz~ Fono Bz ffL£7,
cache {timeout {active|inactive|update} seconds|type normal}
no cache {timeout {active|inactive|update} |type}

X DA timeout Tu—ZALTU NRELET,
active TIT 47 7a— A LT NERELET,
inactive 7T 4T Ta— XA LT NERELET,
update KATZBE—% % v aDBHFLA LT 7 NEEELET,
seconds ZALT U ME (FPHEALD) , @BFEO7a—F v v oD

aAvY R FI4ILk

aAvU kR E—F

A, FHETX 5T 30 ~604800 (7H) TY., KAT
02— ¥ v a2 ORI, FBE T HHPHIL 1 ~ 604800

(7H) <7,
type Tua—F%y v aDF A TEEELET,
normal WHF Y v a2 XA THEBELET, 7u—Fyrvial

O kUL, timeout active seconds ¥ X O timeout
inactive seconds DR EIZHE > THIREINIZ /20 £, =
NWIRT 7NV DXy vaXATTYT,

FI7FN DT — TS Ta— Ky v o XTI A—EZRFEHENET,
T —F=HDUTOT7Ta— Xy v a NI A—EZNA =T >TWET,
e X ¥ v a2H A7 : normal

T IT AT Tr— ZALT TR 1800 F

Ja— =K a7 4 Fal—a

avy FERE

=2 EEAR

CiscoIOSXEFuji16.92 ~mpoa<y RABASHE L,

EREDAARZA4

KTB—F=H L, B A TAHTRTCO7a—ORFEICERT 23y v vanb 9, &
Fyvrallld, 7r—0BX Y v aNIBEDLI I ENTE LRI Y, REEREENH
DET, 70—RNEA LT T TDHEFY v vanbilRsh, ficds7n—t=4 Ik
EINTWAEEDOT Y AR—FITEEINET,
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cachetimeout active =~ > R TiX, BH XA 7DOX v v 2D — 0 FJEWERHIHE L E9,
Tua—RNERMT 7T 4 7o TV AAE, BFII=—YT U F (207 a—0%ED /R
oy NAOF LW e —%B8) T2 ENEENET, 20— T U N REREITH Z
LT, T AR— M EZETLIE=HX T T r— g NI EFTOERE M Lkl 5 =
ENTEET, T7HNVDBTHEH. ZOXA LT ME1800F (304y) TI N, AT LEf
IR U T CcEx£9, REWEERET S L, FffoRWrre—%28H—-07n—1La—
RIZFEERT DI ENTEET, INSVEEZRTET D &, FHEFOREWEH L7 v —23Bih X
NTHb, TOT7a—DF—FNT T AR—FENDLETORENEHINET, 77747
Tua— ZA LT NEEB LSS, BTLWZA LT Y MEZEEBICEIZRY £,

F 7=, cachetimeout inactive 2~ > RTH, BHE A A 7OF ¥ v aDx—2 0 JEIEEHIH
TEET, HELEZFKHNICZ e —CT 7 74 E7 o B &N WEE, 207 e —Ex=—
T NENET, TIANDITIE, TOXA LT T MIISHTTR, ZoEITIBESIND
N7 497 DFA TS CCTHRHETEET, FREMOBEW T a—NEHFEL, £<D
Xrvazl NUBHEHBEINTWASARIE, T 7T 47X A LT U NEFEfTHZ LT
DA — "=~y REYCEX T4, 2O 7 —»n, FT—¥ 2 INE LKDARICHEE I —
T RLTWAEGAEIE, ZOXA LT Y MELETHZ LT —OMEFREZR ETEE
T T 7T 47 70— HALTURNEEE LGS, FiLWWEA LT U MEZZEBICH
72 9,

cachetimeout update =~ > K ClE, KAZ A TDF ¥ v 2|l X > TEEESNDEHHRT v
TTF—bhEGIELET, ZOMEL TI/T 47X A LT FOBEIEBL TWET, 27
L., ZOEICE-T, Frviarbdyyaxy MIFHIBRENEFA, 774V T
X, 20X A ~—fEIX 1800 B> (3043) T,

cachetypenormal =~ > RCiX, BH Xy v a XA TE2BELET, BT 74D
Xy v a7 TT, ¥y vyia0x MU L, timeoutactive seconds¥s & U timeout inactive
seconds DR EILHEST, ==V T7 U hanET, F¥rvaz N EFEZ—YT U a5
EL XXy vanbillREN, 20X Y v v allRETOE =X HICRESINTNDHT T A
R—HIZEoTCZI AR—FENET,

F¥ o arT 74 FREICETIZIL, dfaultcache 7o — £=X a7 4 X2l —g
vawy ReERLET,

\)

GE) FrviaPBIRdE, FiILnZr—3ET=4INnNE¥A,

WIZ, TR —F=4F X v aDT IT4THZALT U MeRET L0 LET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache timeout active 4800

WIZ, 70 —F=F XYy v aDET 0T 4 T EA~—%RETDHHEZRLET,

Device (config) # flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache timeout inactive 30

WIZ, KAXY v aDT v TT—=hEA LT U FaREST D0 EZRLET,
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cache .

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache timeout update 5000

WIT, WHEF Yy a2 eRET D0 EZRLET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache type normal
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. clear flow exporter

clear flow exporter

Flexible Netflow 7 17— 7 AR —Z OFatE#RE 7 UV 79 5I121%, F7HE EXEC ©— KT clear
flow exporter =~ > R&EMHAL £,

clear flow exporter [[name] exporter-name] statistics

Syntax Description name (EE) 7ua—x 7 AR—ZDOLFIEEELET,

exporter-name  (f£E) LARICERE Shic 7 o —x 7 AR —Z D4,

statistics Ta—T ) AR—HOFEERE 7 VT LET,
Command Modes M EXEC
Command History J1y—x TERNE

CiscolIOSXEFuji16.9.2 —pa<wy FREASINE L,

Usage Guidelines clear flow exporter =~ > RiX, 70— AR —Z N T X TOMRHEREEIRLET, =
O OFFHERIZT 7 AR —FSNT, ¥ v a2RNICRFEINTWeT —ZI3RkbilE T,

show flow exporter statistics 4 EXEC 2t~ RZHH LT, 7 u—=x 7 ZAR—F D HEH#
EFIRTEET,

Pramples WOPITIE, 7734 ACRIE SR TN HTRTOT m—m 0 AK— 5 OFEHE B E 7

V7 LET,

Device# clear flow exporter statistics

WOHEITiE, FLOW-EXPORTER-1 & WO ARID 7 R —=x 7 AR—Z O E#RE 7 Y
7 L/i‘é‘o

Device# clear flow exporter FLOW-EXPORTER-1 statistics
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clear flow monitor
Tu—F= XXy a7 e =X EHERE VT L, VTR —F =X Xy v al
DT —H @flH)IZ T 7 2R — 45121, FiHE EXEC £ — KT clear flow monitor =< I
ZEHAL £,

clear flow monitor [name] monitor-name [[cache] force-export | statistics]

Syntax Description name Tn—F =X D4 EEELET,

monitor-name  DIRICERE Sz 7 1 —F =% D4 i

cache (EE) 7o—F=4Fyvvialffzr7 V7 LET,

force-export (EE) 7r—F=4 X+ v iafittERembice s AR —FLET,

statistics (EE) 7u—=FO#iEHRE 27 VT LET,
Command Modes ¥¥HE EXEC
Command History Jy—2 TERE

CiscoIOSXEFuji16.92 ~mpa~<y FAEASHE L,

Usage Guidelines clear flow monitor cache =~ > RZHE{TT 5L, Vo—FE=FF v v anbdTITHZL b
UNHIBRENE T, FrvaPNOTy T AR—FEiL, Fv v P aWIRFEINT
W T =2 RbiE T,

\)

Note U7 aSh7zx+yvivaxy U OFHERIIRRESNET,

clear flow monitor force-export =~ R&3F(T74 5L, 7r—F=FF¥r v anbTITD
TV MUDHIBRE L, ENHOTY R T7e—E=X (B0 S THENTWNDTRTHO T a—
T AR—FEFEHA LTI AR—FENET, ZOT 7 a kb, CPUMFEHRILI K
WZHEMLET, Zoa~vry ROFERICIERESRSLETT,

clear flow monitor statistics 2~ > R&EIT+ 5L, 270 —F=XDHEHIERNZ V7 &N
9,

N

Note clear flow monitor statistics 1~ > R&ZEITLTH, BIEOT L b VICETAHEHERIZZ U T
SNFERA, RERDL, ZOFERITF v v a2NIRESNTWEZ Y NV P —X
Thh, Fryviald, 20a~vry RckoTZ U T7ENARWTEHTT,
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. clear flow monitor

T u—F =X OKEEREFR T HIT1E. showflow monitor statistics £##E EXEC =~ > K& {#
ALET,

Examples KIZ, FLOW-MONITOR-1 &5 A4 HID 7 v —F =X OFEHER L F v v o= b
Vaz V7450 R~LET,

Device# clear flow monitor name FLOW-MONITOR-1

KIZ. FLOW-MONITOR-1 L WH AFTD 7 o0 —F =X O ERLE v v =2 b
V&7 07 LT, Bl AR— T 50%E R~ LET,

Device# clear flow monitor name FLOW-MONITOR-1 force-export

&IZ. FLOW-MONITOR-1 L WHLAFID 7T e —F=F DX ¥ v a7 U7 LT, M
HlIfC =7 AR— b3 B4 2R~ LET,

Device# clear flow monitor name FLOW-MONITOR-1 cache force-export

12, FLOW-MONITOR-1 & WH AFiD 7 a—F=X OFHESE2 7V 7T 36 % R
L/i‘j‘o

Device# clear flow monitor name FLOW-MONITOR-1 statistics
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collect

collect .

Ta—E=Z L a—ROFEFXF—T7 44— /L REHREL, TOLa— RNZEoTEkESnz7m—
DT 4=V R~DIEDI Y IAHE G THITIE, 7r—Lba—RKar7 4 Xal—ig
v E—RTcollect =2~ RZMEHALET,

collect {counter |interface|timestamp | transport}

BX DA

counter Jo—La—RDIHF—T7 44—V RFELTTa—RNDNS MEEZIT 7y M
ZRELET, POV TIL, collect counter 25 L TL 72 &0,

interface  ANBIOHOA v F—T 24 A% 70— L a—ROHEF—7 1 —LFE LT
BELET, FEMICOWTIE, colectinterface # & L TL &0,

timestamp 7 o —NORPIE 72 1RGSR S NTZ 37 v bR Z 77— 1L a— RO
HF—7 4= FE LTRELET, FHMIZ OV TIE, collect timestamp absolute
EHRLTLEEN,

transport 7o — L a— R B OEEETCP 7 7 7 DINEEZ AT LET, FEC OV T,
collect transport tcp flags 2R L T< 72 &0y,

aAavU R TFI4ILk

TJua—fF=Fla— ROHFEF—T7 4 — L RIIRESNTWERA,

aAvU R E—F

Ja—la—Rary7 4 FXal— g

avy FERE

J1)y—= EEAR
CiscolOSXEFuji16.9.2 = o<y RpEASHE LT,

EREDAARZA

FHX—T7 4 — LV ROMEIL, 7u0—HNDO 77 4 v 7 ICET HBMEHREZRZIET S0 7 e —
WBMENET, X —7 44—V ROMEOETIZ L > THR LW T e —BEREIND Z &iEdH Y
Fth, FEAEDYE, EXF—T7 4 — NV ROMEIZT7 2 —RNOREHDO /7 > b ORI S
nEd,

colect =~ RiZ, 7r—F=HX L a— R FDIHEF—T7 44—V EREL, TDOLa—R|ZL-
THERR SN 7 —DK 7 4 — /L NITEZRVIALTEDIERLET, EXF—7 14—/ FOHE
X, 7u—HNO N7 7 ¢ v 7T A BIMERE RS A eDIc T —ZBnEhE T, JE
F—T7 44—V ROMEOERICL>TH LW T B —2MEREIND Z LiEH 0 A, 1FEAED
Ba. ExX—7 44—V FOMEIZ7 a—HNOKRND/N 7w b ORBSRSNET,

)

GE)

FENTWERE A,

flowusernamesx—vV — Ki%, a~> FI7A4 O~V T A M) U IR RINE TR, ik —
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. collect

Iz, 7a—OFHAS, " I EEXF—T 4=V FE L TERETDHEZRLET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # collect counter bytes long
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collect counter .

collect counter

Jun—La— ROIEF—T7 4 — /L RELTT7a—NONAL MEEIIANr Yy MR RET DI
I, 7on—lLa—Rary7 X2l —3 3 F— FTcollectcounter =~ > K& LE 9,
Tua— (A E) WONA MEEIFANTy Mz T7n—La—RoEF—7 1 —)L e L
THEATHIREET 4 B—T7MZTHITE, Z0a~vwr ROonoBERXEHEHALET,

collect counter {byteslayer2long| byteslong | packetslong}
no collect counter {byteslayer2long|byteslong | packetslong}

BX DA

aAavU RFI4ILE

aAvUkFE—F

byteslayer2long -7 o —CHREIND LA Y2031 "MEEIEF—7 41—V FELTREL,
64y MI T EEFEALT T =00 LA ¥ 2DRF A MzIEL
\i‘é—o

byteslong 7 a—THRENDNA MIEFEXF—T7 4 — L RELTHEL, 64 v b
OB EER LT a—nbEF A MEERIEL £,

packetslong T —THERINDINNT Y MIEHF—T =L FELTHREL, 64y
FD o2 EfERLTT7r—nb85 Ty MREIELET,

Ta—HNONAA MEEIFAT Y MIUE, EF—T = FELTRESNEE A,

Ja—lba—Rary7 4 FXal— g

avy FERE

EREDAARZA4

J1)y—=x EERAR
CiscolOSXEFuji16.92 Zpa~<y RREAINE LT,

collect counter byteslong =~ > NiZ, 7r—THERINL A MO 64 By NI o Z &dk
Eb\i—é—o

collect counter packetslong =~ > Fi&, 7o —T/7 v MR ERENH NS SN D 64
By "I EZERELET, 64 FOA T EBOICRS THOAI Y Y NERGT 52
LIFETELONERA,

DA<y R&ET 74V MR EIZETIZIE. nocollect counter & 7213 default collect counter 7
n—La—Rary74Xal—ayavy REFERLET,

WIZ, 7a—DFENAL " EEHEFT—T 4 — L RE L THRETHHZ T LET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) #collect counter bytes long

WIZ, Ta—=InbDEFANT Yy MEHEF—T7 4=V FE LTRET HH 2R LET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect counter packets long
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collect interface

77—l a—ROFF—7 4=V FELTANBIOH A v F—T oA AB R ET DI
I, 7r— lLa—Rary 74 ¥al— 32 F— FTcolectinterface =~ REFH L E
T, ATBXOHAA v F—T oM 2% T a—La—FOIF—T7 4 — L FE L TERT
EET 4= MIT A, Zoavy RonolERAEFEHLET,

collect interface {input| output}
no collect interface {input| output}

BX DA

AU R TIHIE

ATV K E—F

input  ANA v H—T A AL EHX—T 4= L FELTHREL, 70—nbASA v —
TxA ARNELET,

output A v X —T A AL EFEF—T 4 —L FELTHEL, 7u—0nbH A% —
T A AXINELET,

ANBEIOHEADA v X =T =2 AZITHFEF—T 4=V FELTHRESINTWHERA,

Ju— lLa—Rar74¥al— gy

avY RERE

FEREDHA FS1 Y

J1)—=x EENE
CiscoIOSXEFuji16.9.2 Z=pa<y RMNEAIHE LT,

Flexible NetFlowcollect 2~ > Ki%, 7o—%F=4 L a— RDIF—7 41— /L FEFZREL. =D
La—RZLoTER SN 8 —DFK T 4 —/b FIEZ IR AL 72O LE S, FEF—
74—V ROfEIX, 7a—NDO N7 7 4 v 71T 28NMMEREZREET 5720127 v —I128
SNET, FEXF—T7 4=V FOEOEFIZL>TH L7 o —MMERESND Z LiEdH Y £4
Poo \EENEDBRE, X —T 44—V FOMEIZT 0 —HNORNID/ 7y b DREESNE
7

ZDawy R&ET 74/ FEREICETIZIE, nocollect interface ¥ 7213 default collect interface
Jo—la—Rary74Xal—Tay avry ReEALET,

ROPITIEZ, HFXF—T7 4=V FELTHNAN =T =AM RAERELET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect interface output

ROFITIE, HFEXF—T7 4=V FLELTANA =T =2 AERELET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # collect interface input
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collect timestamp absolute

7 —WNORIE I TRBICHR SN v boOfixtZ 7o —La— ROEXF—7 1 —
LR ELTRETAICE, 7o—Lba—Fary7 ¥z lb—3 g %F— FTcollect timestamp
absolute =~ R LET, 7o —NOKRMELIIRBRICHERS NNy hE2T7r—L
A= ROHF—7 4=/ FELTHEAT 202N DI, Zoa~r Fono Bz
ALET,

collect timestamp absolute {first|last}
no collect timestamp absolute {first|last}

X DA first 7o —NORYNCHRSNIZ/r y ORI 2% —7 4 — /L RE LTREL.
Ta—NEDE A LAR T ONEEZENCLET,

last 7o —NORBICHER I 7 v SO AZEF—7 4 — L RELTREL,
Ta—NEDH A LNAR T OWNEEEINZ LET,

ATV R FI4 L MR T 0= RIEFEF—T =L FE L TRESN TV ERE A,

av R E—F Ju—lba—Rary 4 Xalb—ar
avy FEE )1)—2 EERE

CiscolOSXEFujil16.92 Zpa~<wy RREAINE LA,

FEHEDAA K54 coleta~wr Nt 7o—E=FLa—ROFF—T7 44— L FEREL, TOLa—RILo
TER SN 7 e —D&K 7 4 —/V RITEZR AL T=OIEH LET, EXF—7 14— /L FOfE
X, 7r—HNDO 77 4 v ZICET 5 BINERA RIS o eDic 7 e —IZBmsnnET, IE
F—T7 4=V ROMEOERICL>TH LW T B —2MEREIND Z LiEH 0 A, 1FEAED
Be., EX—T7 40—V ROEIZ 7 e —HNORYIO/ 7y RinbORZRFF S E T,

WIZ, 7 —NORYNHER STz 37 v FOREHRERNIICE S X A4 L A X T &I
F—T 44— )L RELTRETHHERLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect timestamp absolute first

WIZ, 7 —NORBIZHER INTZ /37 v ORI FE S XA L A X TR IE
F—T 44— L RELTHRETHHERLET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # collect timestamp absolute last
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collect transport tcp flags

BX DA

AU R TIHIE

AUk E—F

7= HDRETCP 77 7V OWELZ A X —T VT HI2F, 7r—Lba—Rary7 ¥z
L—3 3 E— RTcollect transport tep flags 2~ > R&EEH L EJ, 7 v —715OHR%E TCP
77T ONEET 4 =TT BT, Z0awr RO no BEREMH L £,

collect transport tcp flags
no collect transport tcp flags

ZOawy NIZEBIEERLEFEF— TV —FEH D £H A,
NIV AR—=FEZ 4=V RIFIEF—T7 4 — L FE L THRESNTWET A,

Jue—Lba—RaryyJ s ¥al—ar

avy FERE

FEREDHA KS4A4 Y

1) =2 EENE
CiscolOSXEFuji 1692 Zm=a~r RS ASHE LT,

KT v AR—RNE7 4 —L RO, 70 —HNOTRTONRry b EESHET, INET
HTCP 77 7 HETHIEIITEETA, ETCP 7 7 VT OWEDHRIEE T T, T
THOTCP 77713 ZDa~y RTRESNE T, ROEXETCP 77 7 ZINEL 9,

cack : TCP MEdInE~7 7 7

ecwr : TCPERIEY 1+ » R UMg/NT7 F 27
cece: TCPECN==2— 777/

fin: TCPHT 777

spsh: TCP F'v o 757

rst: TCP Uy h 757

esyn : TCP [FIf1~7 7 7

surg: TCP BT 77

ZDawy R&ET 740 FREICETIZIX, nocollect collect transport tep flags = 7213 default
collect collect transporttepflags 7 — La— R a7 4 FXab—va vy avr REFEHLE
—é‘O

Wz, 7a—nb TCP 77 V2 INET 22~ L ¥,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect transport tcp flags
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datalink flow monitor

A X —7 x A A|Z Flexible NetFlow 7 B —FE =X Z@HATHI2IT. A v FX—T oA A 2
7 4 ¥ a2l —3 3 F— KT datalink flow monitor =~ > F&f#H L $£7, Flexible NetFlow
Tu— F=EETF 4= NCT AR, Zoavry FonoBRAHEHLET,

datalink flow monitor monitor-name {input | output | sampler sampler-name}
no datalink flow monitor monitor-name {input | output | sampler sampler-name}

X DERHA monitor-name AU B =T oA AZHHAT D 70— =X DLHI,
sampler sampler-name 7o — ==X JIHRELZ 70— Y T T~ A F—T ML E
TO
input AL 9 TFPA L F =T 2 A ATRETH T 74 v 7 2E=4 LE
ﬁ—o
output AL FPA =T 2 A ACEET D T T 4 v/ kE=H LE
7,

AT R FI4ILR Ta—F=HIA R =TI o TOER A,

ATV R E—F A B —Txf AT 4 Fal—Tayv
avy FERE )1y —= EEANE

CiscolOSXEFuji16.9.2 Z=pa<y RMNEAIHE LT,

FEREEDHA RS« > datalink flow monitor =2~ > Rzl L TA v ¥ =7 =4 27 v —F =X 2@ T S,
flowmonitor /2 — VL a7 4 X al—varavr REEHLT7a—8=4 Z{ER L,
sampler 7o — b ay 7 4 Fal—varavy Rl Tr7a—Hr 7T —%{E LT
BIMERDH Y £77,

Tr— =S HOTR— BT T X =TT DR, FANCY T T —EAER LT
BIMERDHY £77,

\}

() datalink flow monitor ==~ Ri%, FEIPv4 L OIEIPve b T 7 4 v 7 T #E=X LET,
IPvd F T 7 ¢ v 7 =T HIZIL, ipflowmonitor 2~ REFEHLET, IPV6 877 1 >
J =K 9520, ipv6 flow monitor =~ > R&2MHH L7,

Wiz, A v FZ—7 xA A FTO Flexible NetFlow 7 —# YV v 7 F=&Z ) o Tk A %—
TINZT BB E R L ET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if) # datalink flow monitor FLOW-MONITOR-1 sampler FLOW-SAMPLER-1 input
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debug flow exporter

FlexibleNetFlow 7 10— 7 AR—H DT v TN A 32—TWIZT 521, %%EH@%%
R Cdebugflowexporter =~ FEMEHLET, Ty T NET =7 0MICT5ITF, 2
Davy ROonoREFEHLET,

debug flow exporter [[name] exporter-name] [error | event | packets number]
no debug flow exporter [[name] exporter-name] [error | event | packets number]

Syntax Description

Command Modes

name (EE) 7e—x2 /7 AR—ZOL4FIZHEELET,

exporter-name (&) HIICERE SN 70— 7 AR —H DA4HI,

error (EE) 7u— T AR—FZDLT—DT Ny T A F—T M LET,

event (FB) 78— I AR—FDARXL NOT Ny T A F—T M LET,

packets EE) 70— 2 AR—FZD/r >y NV DOF Ny T4 F—T iz L
£75

number EE) 7a— =7 AR—FZ D7 LT Ny T TF Ny T3 53

7y MM, FBETE 28X 1 ~ 65535 T,

ke EXEC

Command History

Examples

Jiy—=x EERNE
CiscolOSXEFujil16.92 —pa~<wy FREAINE LT,

WOHIE, 7a—x2 7 AR—=FD)RT7y AT AR ERHOR 2 — NS
LHERLTWET,

Device# debug flow exporter
May 21 21:29:12.603: FLOW EXP: Packet queued for process send
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debug flow monitor .

debug flow monitor

Flexible NetFlow 7 0 —E =% D7 /Ny Z & 4 X —7 W F HI2I1%, F7HE EXEC £E— R T
debug flow monitor =~ FEEHLET, Ty T NhET =70 T 51T, ZD=
~Y ROnoBEREHEHLET,

debug flow monitor [error | [name] monitor-name [cache [error]|error | packets packets]]
no debug flow monitor [error | [name] monitor-name [cache [error]|error | packets packets]]

Syntax Description

Command Modes

error fEE) I TCo7n— =4 FidfEEsnz7n—E=4D 70—t =
HZT—DT NNy T, 32 —T M LET,

name (EE) 7r— F=XDAFIZHEELET,

monitor-name  ({L:3%) FANCRE S NT=7 17— =X DA,

cache EE) 70— F=4 Xv v aDTF RNy A F—T VI LET,

cacheerror fEE) 70— F=F X x v aTT7—DF N Ny T3 —TMILET,

packets FEE) 7a— =207y FLLDT Ny T F—T I LET,
Rk EE) 7u—F=FDN 7y FL-YULDTF Ny FTFRy 7537w b

DO¥r, FEETE BHFHIT 1 ~ 65535 TT,

HrtE EXEC

Command History

Examples

Jiy—=x EHAR
CiscolOSXEFuji16.92 o~y RAEASHE LT,

W DOFNEL, FLOW-MONITOR-1 O F ¥ v ¥ 2 NHIREINTZZ 2R L TWVET,

Device# debug flow monitor FLOW-MONITOR-1 cache
May 21 21:53:02.839: FLOW MON: 'FLOW-MONITOR-1' deleted cache
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. debug flow record

debug flow record

Flexible NetFlow 7 72— L 22— RDOT Ny ZH )% A F—7 MZT 521X, FiHE EXEC E— R
Tdebugflowrecord 2~ > REMFHLET, 7y 7 HNET 4 B—7 M52, 20
a<wr RO noBEXEMHEAL ET,

debug flow record [[name] record-name|options {sampler-table} | [detailed | error]]
no debug flow record [[name] record-name|options {sampler-table} | [detailed | error]]

Syntax Description name (EE) 77— La— RKO4RizEELET,

record-name (ER) FNCRESNa—PERDOT n— L a— FOAH,

options (EE) o7 —La— R 37 a AT IERPEENE T,

sampler-table  ({L3&) o 77— 7 —7 VT 2 HERNE TR E T

detailed (B8 FEMsmaZoR L ET,
error (EE) =79 —0hzFrLET,
Command Modes ¥ EXEC
Command History Jy—x TERE

CiscoIOSXEFuji16.9.2 = oo~y RpEASHE LT,

Bxamples Wiz, o= La— ROFAy 72 RS BHERLET,

Device# debug flow record FLOW-record-1
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debug sampler .

debug sampler

Flexible NetFlow ¥ > 7 —DF N T 1% A 2—T /W2 T DI, %%EXEC:E»%T
debugsampler =~ REFHLET, Ty T HNIET 4 8—T7MIT 52, Z0avy

RO no B &fEH L E7,

debug sampler [detailed | error | [name] sampler-name [detailed | error | sampling samples]]

no debug sampler [detailed | error | [name] sampler-name [detailed | error | sampling]]

Syntax Description

detailed LR Vo7 7 —BEROEMT Ny VA X —T M LET,
error (EE) Yo7 I7— 2T —DFT RNy ThEAFX—TMILET,
name ULE) v 7 7—o&iiefEE L £,

sampler-name (EE) AR ESNZY > 7T —D4Hl,

sampling samples  ({£i) H o 7V T DT Ry T oA X—T NI L, TRy I 597

NOBERELET,
Command Modes F#HE EXEC
Command History J1y—x TERNE

Examples

CiscoIOSXEFujil16.92 —pa<w FREAINE L,

WIZ, T8y 7 T at AR SAMPLER-1 £ W H ¥ 075 —0 ID #HifF L7246 O
IR LUET,
Device# debug sampler detailed

*May 28 04:14:30.883: Sampler: Sampler (SAMPLER-1: flow monitor FLOW-MONITOR-1 (ip,Etl1/0,0)

get ID succeeded:1
*May 28 04:14:30.971: Sampler: Sampler (SAMPLER-1: flow monitor FLOW-MONITOR-1 (ip,Et0/0,I)

get ID succeeded:1
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description

Flexible NetFlow 217> K |

TH—F=H, Ja— TV AR—F FlFdTua— La— ROHHERET AT, 24T
Har7 4 X alb— g E— KTdescription 2~ > &ML ET, SHZHIBRT 5I21%,
Zoawry FonoBRNEERALET,

description description
no description description

BX DA

ARV K TIAIE

AR E—F

description 7o — =% Jwo—xJAKR—4 FhiE7u— La—Fz@lHT57%F%
eI

Ja—HYrFSI— Ta—F=HF, TJa— T AR—HF, FlET7e—La—KOFTT7 L
FoOFAL 22— EFK] TI,

WDa<y KE— KPP R—FZINTHET,
T — T AR—H AT 4 Fal— g
Ja—F=HK a7 4 Fal—a

Jo—la—RKary74FXal— g

avy FERE

EREDAARZA

)1)—=x EEAR
CiscoIOSXEFuji16.9.2 = oo~y RpEASHE LT,

ZOavy RET 7N MREICETITE, #8752 74 Fab—rar E—RKTno
description ¥ 7=1% default description =~ > N&fEfH L £,

wIZ, 77— 2=ZORAEREST S0 2R LET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# description Monitors traffic to 172.16.0.1 255.255.0.0
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destination .

destination
Ti— T AR—F DT ZAR— MU ERETDIE, 7R — TV AR—F a7 4Fa
L'—v 3 F— FTdestination 2~ FZEHLET, 7e—x2 7 AR—F D7 AKR—h
e EEIRT AIIE. Zoa~wr FonoBEREEHALET,
destination  {hostnameip-address} vrf vrf-label
no destination {hostnameip-address} vrf vrf-label

BX DA hostname  NetFlow f§# 4 45T 57 /51 ADKA MM,

AR TIHIbE

AR E—F

ip-address  NetFlow ff#iA%(ET 2V —2/ A7 —a > DIPVAT LA,

vrf EE) ZJ AR—FT—F Ry "elZa—r\)L )—F 47 T—T)LTIL
2, ARt EN—=FT ¥ L TTA =K Xy FU—2 (VPN) L—T 478
L5 (VRF) AV AZ U RICEE LT, skl —T 4 735X 5128 E
]\/ij—O

vrf-label  VRF A v 2 % > 2 D4 §i,

T AR— FSEERESNH TVEREA,

Ju— T JAR—H a7 4 X2l — g

avy RERE

FEREDHA FS1 Y

J1)—=x EENE
CiscolOSXEFuji16.9.2 Z=pa<y RMNEAIHE LT,

Fon— g AR—=2ZIE, 5T FLAERIIARA M E 1 DOREETEET,

TNAADIPT RLAOKRDYIZ, FAMERET DL, HAMITELICHR S, IPv4
T RUARFETary 74 Xal—a URFEESNET, RAAL VR —ATZF A (DNS) @
BAIDLFRRINAEH ESNZARA R EIPT RLAD~ v B2 773 DNS H— 3 | CEjfgIZZE
DAIGEE, TARAA RTINSV, =7 AR— SN T—XITRPDIP T
N RIZEFE ST, 7 —ZI3KkbhvET,

ZOa<wy RET 73V MREICETICNE, 7JRr—2J AR—F a7 4 Fal— g EF—
K C no destination % 721 default destination =~ > KZfEH L £,

WORFNZ, 5855 AT LT FlexibleNetFlow ¥ ¥ v v ==Y M) # =7 AHR— hT5H K
INCHR Y NI =T TN ZAEBRET D HEEZRLET,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# destination 10.0.0.4
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. destination

WROFNZ, VRF-1 &5 £ 11D VRF 2 L T4 2 A7 A2 Flexible NetFlow & v
VaxZU M) EZIAR—=FTELICRY NT—T TNA RERET D HIEERL
ij‘o

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# destination 172.16.0.2 vrf VRF-1
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dscp

dscp .

TJna— T AR—H T —H 7 Z LD Differentiated Services Code Point (DSCP; DiffServ = — K
RAVN) OEEZRETHIZE, 7R— I AR—F a7 Falb— 3 FT— KTdscp
av U REFEALEY, 7e— 2 AR—% F—% 77 LD DSCPEAHIBRT 51213, 2D
av RO no BEXZEHLET,

dscp dscp
nodscp dscp

BX DA

AU R TFI4ILE

AR E—F

dscp =/ AR— N ENTETF—F 25 LADODSCP 7 4 —/L RCHEHAINADSCP, f5ETX 5
HFPHIZ 0~ 63 T4, T 74/ NI 0 TT,

Differentiated Services Code Point (DSCP; DiffServ =— R &R"A > k) X 0 TT,

TJHU— TV AR—F aLr T 4 Xal— g

avy FERE

FRLEDHA KS1 Y

1) —Z EENA
CiscoIOSXEFuji 1692 = pa~y FREASHE L=,

ZOavy RET 740 MREICRETIZIEL, nodsep £721d default dscp 7 20— =7 AR —X
a 74 FXal—aryavry REFEHALET,

WKIZ, ZI AR—FENFEF—2 75 LDDSCP 7 4 —)L ROEAY 22 (R ET A0 %
RLUET,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# dscp 22
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. export-protocol netflow-v9

export-proto

B DEREA

AR TIHIE

ATV R E—F

Flexible NetFlow 217> K |

col netflow-v9

NetFlow /3X— g > 9 =7 A7 — bk % Flexible NetFlow =27 AR—F DT/ AKR—hr7'n k=
NELTHRETDHIZNE, 77— AR—F a7 4F ol — 3 F— K Texport-protocol
netflow-v9 =2~ > R&EMHHA L £,

export-protocol netflow-v9

Zoawy RZFSIEELEFF—TU—NEH D A,

NetFlow /X—> 5 > 9 34 X — 7 )L T,

Ju— T AR—H a7 4 X2l — g

av Y RERE

FEREDHA KS4 Y

J1)—= EEANE
CiscolOSXEFuji16.9.2 Zpa<y RNEAIHE LT,

T3 AINetFlowvs =7 AR — F 74—~ b &ZH R —F L TWEHA, NetFlowv) =7 R
R=hT7 =< FOBBPYR—F SN THET,

OB TIiE, NetFlow/3— 3 9T 7 AR — b % NetFlow =7 AR—H DT T AR—
oo hard: LTERELET,

Device (config)# flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter) # export-protocol netflow-v9
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export-protocol netflow-v5 .

export-protocol netflow-vb

NetFlow /3X—3 3 5 =7 A7"— bk % Flexible NetFlow =7 A R—F DT/ AR— h7m k=
NELTHRETDHIZNE, 77— AR—HF a7 4F ol — g F— K Texport-protocol
netflow-v5 2~ > R&EHH L £,

export-protocol netflow-v5

XD Ioawry RZEBIEELEF—TY—REH D THA,

AT RFI4J)Lk  NetFlow X—2 2 2 5 034 X —T7 LT,

aAavyY R E—FK TJa— T AR—H AT 4 Fal— g

EEDAY T == LERE
Cisco IOS XE Fuji Tavry RPREAINE LT,
16.9.2
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. exporter

exporter

Flexible NetFlow 217> K |

TR—E=4 D70 —TJ AR—FEZBENTHI2E, @har7 4 FX¥a2b—va s E—RT
exporter 2~ REEALET, 7o—t=FHO 70—z 7 AR—F ZHIRT52E, 20
avr RO noBREZFEHLET,

exporter exporter-name
no exporter exporter-name

Syntax Description

Command Default

Command Modes

exporter-name  FRF[IZFRTE L= 7 11— 7 AR —HF DL R

T AR=ZITRESNTHOEE A,

TJH—F=HF a7 4 Xal—Tgy

Command History

Usage Guidelines

Examples

1) —Z EERNE
CiscolOSXEFuji 1692 =po~y RpEASNE LTz,

exporter I~ R&EMFA L T7n—F=F |27 0 —x 7 ZAR—4 2T 5121%. flowexporter
a<y REMHLTERNC 70— 7 AR—F 2B L TELSERH Y 1,

IOawy RET 740 FEEICETIZIE, noexporter F 7213 default exporter 7 72— £ =%
a7 4 Fal—aravy ReHLET,

WOHETIL, 7R —F=F DT AR—FEHTELET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor) # exporter EXPORTER-1
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flow exporter .

flow exporter

Flexible NetFlow 7 v —=x 7 A7R— % % AE T 5 M BEFF O Flexible NetFlow 7 1#—T. 7 AR —#
ZJ8H L, FlexibleNetFlow 72— =7 AR —HF a7 4 F a2l — g F— N2fthT5IZ
X, Za— L ar 74X ab—3 3 EF— RTCflowexporter =2~ RZfEAH L £, Flexible
NetFlow 7 B —=x 7 AR—X ZHIRT5121%, Z0a~v>r RonoBEXEMHLET,

flow exporter exporter-name
no flow exporter exporter-name

Syntax Description exporter-name ik & /- (3L H 5 71— AF— X DA,

Command Default Flexible NetFlow 7 2 —=T 7 ZAR—H I, 27 4 Fa b — 3 VINITIIIFEELE R A,
Command Modes Ja— ) aryZ 4 ¥alb—vgr

Command History J1y—2= TENS

CiscolOSXEFuji16.92 o~y RAEASHE LT,

Usage Guidelines TR AR—=ZTIE, 7u—F=F F¥ v aNOT—F 2V E—F AT A (2L 2
X, B L OMRE DT DITNetFlow 2 L 7 # 2 F4T73 5% — ) I AKR—FLET, 7
D—TJ AR—=FF, a7 4 X¥alb—TarTHOT T 4T 0L LTERENET, 7
N—T ) AR—HL, Ta—F=FIIT—FTT AR— MERERIET -0l 7 —FE=4
WZEIDETHNRET, RO 7 -2/ AR—ZZER LT, 1 2FHEEKO 7 e —F=X
WHEHT DL, WS DONOZ I ZAR— NeAfRETHZ LM TEET, 1207 r—x2 7 AKR—
HEVER L, W ONnD 7o —F=X | ZHEHTA 2 N TExET,

Examples Y12 . FLOW-EXPORTER-1 & 29 £ /D7 1 —x 7 24— % % {ER% L. Flexible NetFlow

TH— TV AR—F AT 4 X2l — gy FT— NEBBETAHERLET,

Device (config)# flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter) #
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. flow monitor

Flexible NetFlow 217> K |

flow monitor

Ta—E= X EERT O, ERIEMEFO Ve —E =X AER LT, JR— =X a7 ¢
Xal—iaryET—REHBTAIZE. Ja—)L a7 s Xal—3 32 F— RNTflow
monitor 2= FEEH LFET, 7o —F=FX2HIET 221, 2Dz~ FOnoEXa2EH
LET,

flow monitor monitor-name
no flow monitor monitor-name

Syntax Description

Command Default

Command Modes

monitor-name  {Epk £ 72 13E 45 7 u—FT =X D4 Hi,

Flexible NetFlow 7 @ —F =&, a7 4 FX a2l —a  HNIZIEITFEELEY A,

Ja—s\)yaryZ 4 Fal—a v

Command History

Usage Guidelines

Examples

Jiy—=x EHAR
CiscolOSXEFuji16.92 o~y RAEASHE LT,

71— =% X Flexible NetFlow D~ NV —27 877 4 v 7 DEREZFATTHa L R—xr>
KNG, AV ¥ —T oA AEBHAINET, 7u—F=X|F, 7o—La—R:Xxy v 2T
ENET, 7r—F=FEER LKL, 7r—F=Z|ZLa—RzBMLET, 7n—F
ZHADX v ald, Ta—F= I RRYIDOA X —T oA AT I D & BEIICIER S
NET, 7a—7—%F, FE=F V7T RAPICRXy NU—27 N T T 4 v I MBIUESL
£, ZOF—ZINEIT, Te—F=FDLa—RKRNOF—7 4 — L FBLOHEF—7 1 —b
RIZHASNWTEITEN, 7R—F=XDX ¥ v 2 MR FEINET,

WOFITIL, FLOW-MONITOR-1 E WH 4RO 7 o —F =4 Z{EkKL, 70— =X
Oy 74Xl —varEB—REBLET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor) #
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flow record .

flow record

Flexible NetFlow 7 v — L 21— R ZA{E 95 ) BEAF D Flexible NetFlow 7 27— L 22— K&
L. FlexibleNetFlow 7 — L a— R a7 s FXalb—ray E— NERKTHICIE, 77—
SV ar 7 4 Falb— g F— RKCflowrecord 2~ K&fEH L £4, Flexible NetFlow -
a— REEIRTAI2IE. Zoa<>y FonBERNaHHLET,

flow record record-name
no flow record record-name

Syntax Description record-name {EpE 7 IFAE S D 7 a— L a— RO,
Command Default Flexible NetFlow 7 2 — L a— RZREINTWER A,
Command Modes Ju— ) ar7 4 Fal—ay

Command History J1y—2= TENS

CiscolOSXEFuji16.92 o~y RAEASHE LT,

Usage Guidelines Zu—La— T, 7a—RHNoTy b &7 5 72912 Flexible NetFlow Tt 4~ 2% % —
& & BT, FlexibleNetFlow 737 7 —(ZOWTIET HMOBIET + —/L FE2ER LT, F—
CBHE Y 4 — L REEEOMARDOETIEEL T, 7e—La—REEHRTEET, T4 R
& AW F—ty FEYPR—-FLET, 7u—Lba—FTiE, 7e—BLTIESTLI Y~
ZDEATHERZRLET, 64y hDORTy NEIIFIANAS MV X ERETEET,

Examples &IZ, FLOW-RECORD-1 WO £ HiD 7 1 —1 a— R%&Z4ERL L. Flexible NetFlow ~7

n—la—Rary7 s ¥al—raryE— NelETa60%2R70ET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) #
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. ip flow monitor

ip flow monitor

TNA ARG FET2ITHELT B IPv4 b T 7 « v 7 @ Flexible NetFlow 7 B —F =X & A 31—
MZTHITE, A v F—T oA AT 4Fab— 3 F— KTipflowmonitor =~ > F
PEALET, 7o—F=4E T =TT BT, T FOnoBEREHEHALE
R

ip flow monitor monitor-name [sampler sampler-name] {input | output}
no ip flow monitor monitor-name [sampler sampler-name] {input | output}

BX DA monitor-name A B —T A RZHEHATH 70— =X D4R,
sampler sampler-name  ({£&) 7ou—t=XfIRELZ70—% 7T —D4HTE A F—
T LET,
input TNRAANA LB =T 2 A ATZETDHIPVANT 7 4 v I BE=H
]\/\i‘a—o
output TNAANA U B =T 2 A ATHEETDHIPVE N T T 4 v 7 BE=H
L/‘ij‘o

ATV RTFIA4ILR Ta—F=HIA R—T IR o THER A,

ATV R E—FR A B =Tz A AT 4 Fal—Tay
av Y FEE 1) =2 EZENE

CiscolOSXEFuji16.92 Zpo~y FNEASHE LT,

FEREDHA K54 > ipflowmonitor 2~ FAFEH LT, [EEDOA v ¥ —T = A7 v —E=F Z@#MT 512
IX. EENC flowmonitor 72— )L a7 4 XFal— gy avwry REFEHLT, 7a—F
=X EERLTEBLLERHY £7,

TR—E=ZIH T T —RBNT 5L ZFOARMTEY T I Lo TRIRS N T
FETNF Y v 2R FESN, 7e—%2BRLET, P77 —&2MHT 0N, O
FNCxHS T DRGSR BIE IR SV E T,

AV BE—T A ATTTIIAX—T NI R TS 7 —t=Z Yo —2BNt52 L
ETEFERA, T, ZO70—F=F 2 X —T oA APLHIRL TG, AL7r—F
=X EY T T EBIBMTAMENRDH Y 77,

\)

GCE) MHEINLERARMEED L. K70 —0OWEERE A —ILTH3XLERHY ET, =&
IZ. 100 837y MZOX N7y " &2V T o 75005 —2 R LSS, 7y
Moo 2RSS N2 1005 T DMNENDHY F9,
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ip flow monitor .

I, AN T 747 DE=ZY T DD T a—FE=L A 32 —T I DH
ZRLET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip flow monitor FLOW-MONITOR-1 input

RIZ, Rl—=DA o F =T A ZATANMN N7 T 4 v 7 DE=FY T DIDIZFE L7
0—%t=XE A 2= MIT BB ERLET,
Device (config) # interface gigabitethernetl/0/1

Device (config-if)# ip flow monitor FLOW-MONITOR-1 input
Device (config-if)# ip flow monitor FLOW-MONITOR-1 output

WIZ, F—=DA L Z =T 2 A ATAHN T 74 v I DE=ZY) T DHIZ2 DD
R H70—F=F A R—TNMIT D0l R LET,
Device (config) # interface gigabitethernetl/0/1

Device (config-if)# ip flow monitor FLOW-MONITOR-1 input
Device (config-if)# ip flow monitor FLOW-MONITOR-2 output

WIS, Bi2% 200 V8 =T 2 ATAHI N T 7 4 v 7 OE=4 ) 2 J DI
FL7u—F=2% A X—7WZT 502 RLET,

Device (config) # interface gigabitethernetl/0/1

Device (config-if)# ip flow monitor FLOW-MONITOR-1 input

Device (config-if) # exit

Device (config) # interface gigabitethernet2/0/3

Device (config-if)# ip flow monitor FLOW-MONITOR-1 output

RIZ, YT T =X oTH TV T SNDAT Ty FEZEHIRLUIREET, A
NETF 74w I =R HE T —F= R A =T MIT D0 2R LET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input

ROPITIZ, Yo7 T7—RLTA I =T =2 ATA X =TI R>TNDH T n—F
=X T T —H BNt GG OEEEZ R LET,

Device (config) # interface gigabitethernetl/0/1

Device (config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input

% Flow Monitor: Flow Monitor 'FLOW-MONITOR-1' is already on in full mode and cannot be
enabled with a sampler.

KOBITIE, 7o—F=F YT T—L—HIIAFX—T NI TEDLLIITT D720
2, AV E—T A AN WS T AVBIRT 2 FikE R LET,
Device (config) # interface gigabitethernetl/0/1

Device (config-if)# no ip flow monitor FLOW-MONITOR-1 input
Device (config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input
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Flexible NetFlow 217> K |

ipv6 flow monitor

TNAARZEEITEETDIPV6 F T 7 4 v 7 DT R —FE=F A X—TMITT LI,
AV H =T AT X al— 3 E— RTipveflowmonitor =~ RZEH L £,
Ta—F=HET 4T MITHITE, Z0avr RO no EREEHLET,

ipvé flow monitor monitor-name [sampler sampler-name] {input | output}
no ipv6 flow monitor monitor-name [sampler sampler-name] {input | output}

B DEREA

AR TIHIbE

ATV R E—F

monitor-name ABE—T oA RZWHAT D 70— =X D4,

sampler sampler-name  ({£&) 7ou—t=XfICRELZ7u—% 7T —D4HTE A F—

T LET,

input TNWNAANA B =T 2 A ATZETDHIPVONT T 4 v I HE=H
Li‘g—o

output TNAANA B =T 2 A ATHEETDHIPV6 NT 7 v 7 BE=H
L\i‘a—o

TH—F=H I RF—T N5 TWER A,

A B —T xR AT 4 FXal—Ta

avy RERE

FEREDHA FS1 Y

J1)—=x EENE
CiscolOSXEFuji16.9.2 Z=pa<y RMNEAINE LT,

ipv6 flow monitor =~ > R&FEH LT, (FTEOA V¥ —T oA AZ7u—FE=X M3 51
1X. EEENIC flowmonitor 72— )L a7 4 Xal— gy avwry REFEHLT, 7a—F
=X EER L TEBLLENRHY £7°,

TR—E=Z YT T —RBNT S L FOARMTEY T Il o TRIRS N AT
METFRF Y v allRFSN, 7e—%2FBLET, Y77 —2HT 570N, o
FIZ RS DR aHE R BME IR S E T,

AV H =T 2 ATTTIAX—T NI > TNWB 70 —F=H IV T T7—%BMNT5Z L
ETEERA, 7. FOT0—F=FE2 A L Z—T oA ANHHIBRLTHL, AL 7e—%
=X EY T T EHIBMTAMENDH Y 7,

N

GE)

BEINDHEHRNESED I, 70— ERE A7y — L TH50LERHY £, 72L& 2
I, 100 %7y McoEx 1%y "&Y TN o 7T 590 77— LTEEEIT. STy
Moo 2N N2 1005 T DHNENRHY F9,
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ipv6 flow monitor .

I, AN T 747 DE=ZY T DD T a—FE=L A 32 —T I DH
ZRLET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ipv6é flow monitor FLOW-MONITOR-1 input

RIZ, Rl—=DA o F =T A ZATANMN N7 T 4 v 7 DE=FY T DIDIZFE L7
0—%t=XE A 2= MIT BB ERLET,
Device (config) # interface gigabitethernetl/0/1

Device (config-if)# ipv6é flow monitor FLOW-MONITOR-1 input
Device (config-if)# ipvé flow monitor FLOW-MONITOR-1 output

WIZ, F—=DA L Z =T 2 A ATAHN T 74 v I DE=ZY) T DHIZ2 DD
R H70—F=F A R—TNMIT D0l R LET,
Device (config) # interface gigabitethernetl/0/1

Device (config-if)# ipv6é flow monitor FLOW-MONITOR-1 input
Device (config-if)# ipvé flow monitor FLOW-MONITOR-2 output

WIS, Bi2% 200 V8 =T 2 ATAHI N T 7 4 v 7 OE=4 ) 2 J DI
FL7u—F=2% A X—7WZT 502 RLET,

Device (config) # interface gigabitethernetl/0/1

Device (config-if)# ipv6é flow monitor FLOW-MONITOR-1 input

Device (config-if) # exit

Device (config) # interface gigabitethernet2/0/3

Device (config-if)# ipv6é flow monitor FLOW-MONITOR-1 output

RIZ, YT T =X oTH TV T SNDAT Ty FEZEHIRLUIREET, A
NETF 74w I =R HE T —F= R A =T MIT D0 2R LET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ipv6é flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input

ROPITIZ, Yo7 T7—RLTA I =T =2 ATA X =TI R>TNDH T n—F
=R T T — a2 BINT 55 A OEEEZ R L E T,

Device (config) # interface gigabitethernetl/0/1

Device (config-if)# ipv6é flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input

% Flow Monitor: Flow Monitor 'FLOW-MONITOR-1' is already on in full mode and cannot be
enabled with a sampler.

KOBITIE, 7o—F=F YT T—L—HIIAFX—T NI TEDLLIITT D720
2, AV E—T A AN WS T AVBIRT 2 FikE R LET,
Device (config) # interface gigabitethernetl/0/1

Device (config-if)# no ipv6é flow monitor FLOW-MONITOR-1 input
Device (config-if)# ipv6é flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input
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. match datalink dot1q priority

match datalink dot1q priority

BX DA

AU RTIAIE

ATV R E—F

802.1Q (dotlq) EEICNENfEAZ 7o —1L a—RDF—7 4 — )L FE L THRETHITIE, 7a—
La— K ary7 ¥z lb— 3 F— KT match datalink dotlq priority =~ > RZfH L %
T, EREMNEZ 7o —La—FOF—7 4 — L FE L THATSZ L 28T Hicid, 2o
avr RO noBREZFEHLET,

match datalink dotlq priority
no match datalink dotlq priority

Zoawy RICHBIEERESF— T — RiEdb v $HA,
ERNEN 7 4 — L RiEF— 74— L R e LTRESRTOERA,

Jou—la—Rary74F¥al— gy

av Y RERE

FEREDHA KS4A4 Y

J1)y—2= EZERNE
Cisco I0S XE Fuji ooy RREAIRE L,
16.9.2

Ju— la—RET7n— =X THERATAICE. 12U EOF— 7 4 =L RBWLEZR D F
T, F— 74— N RFF7e—%XT5HDTYT, £70—0DF— 74—V NIiZiL, —#HD
—BOENPRESNTVET, F— 74—V RiE, matcha~y REH L CERSNE T,

match datalink dotlqpriority =~ > FOBH AL, a2~ FCTHRESN7re—La—F&25
7n—E=ZREHAINTNWEA 2 —T = AT,

wIZ, 802 1Q BIEIENLZ 7 r— L a—RDOFx— 7 41— /L RE L TRET HHZRL
i—a‘o

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match datalink dotlqg priority
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match datalink dot1q vlan .

match datalink dot1q vlan

802.1Q (dotlq) VLAN{E%# 7u—L a—RKOF—7 41— /L RELTHETHIZIE, 77— L
a— R ar7 ¢¥alb— 3 F— KT matchdatalink dotlq vian =~ > RZEH L 7,

802.IQVLANfEAZ 7 —L a— RKDOF—7 4 — /L FE L THEMAT S Z & 2EcT 5121, &
Davr ROnBEREFEHLET,

match datalink dot1lq vlan {input | output}
no match datalink dotlg vlan {input | output}

BX DA

AU R TIHIE

ATV R E—F

i

input  FARAZARNZEL TS RT 74 v 7O VLANID #F%F—7 (— /L RE L TRELE
j—O

output FXA ZANBEEFELTCWAB T 74 v 7D VLANID 2% —7 4 — LV RELTHRTELE
7,

802.1Q VLANID |IF¥— 7 4 —/L F& L THREIN TWER A,

Ju— lLa—Rar74¥al— gy

avY RERE

FEREDHA K542

J1)—=x EENE
CiscolOSXEFuji16.9.2 Z=pa<y RMNEAIHE LT,

Jua— Lba—RE7a— =X THEHTHICE, 1 2B EOF— 7 0 —)L RBMEZ/2 D F
T, F— 74—V REF7e—2XTE2LOTT, £7a—0F— 7 4 —/L FiZiE, —H#HD
—EBOENPRESNTWVET, ¥— 74—/ FiE, matcha~> REFEHLTERSINET,

match datalink dotlq vlan =~ > F® input ¥ & T output ¥ — 7 — Ki&, match datalink dotlq
vian 2~ R xy NU—27 N T 7 ¢ v ZIZ[EA D 802.1g VLAN ID ([ZHEASWT 7 1 —Z ERL
T RIDIER T 28R ZHRE L ET,

WIZ, THRAARZELTHND R T 7 4 v 27D 8021QVLANID # 7 —1L a— KD
X—T 4=V RE L THRETDHHEZRLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match datalink dotlqg vlan input
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match datalink ethertype

/N RO EtherType # 70— L a— RKOF—7 1 — /)L & LTRET DI, 7r— Lba—
K2y 7 %o b—3 g F— KT matchdatalink ethertype 2~ > R&EHLET, 7>
k@ EtherType # 7 —L a2 — RKOF—7 4 — )L R L CTHERTOREEZT 1 E—TMICT 5
Wik, Zoavr FonoBEXEHEHLET,

match datalink ethertype
no match datalink ethertype

X DEREA ZOavwy RIESIEELITF—V—RNEH Y £ A,

AT R TFI4)E N7y RO EtherType (3% — 7 4 —/L FE L TRESNE A,

ATV R E—F Ja—la—RKaryJ7 4 Xal—arv

avy FEE )1)—2 ERERE

CiscolOSXEFuji16.9.2 ~pa<y RpEASHE LT,

FRLOHA KSqy 77— Lba—Fz7o—=FTHATLH2E 1 DLEDOF— 74— /L RBLEIZR Y £
T, F— 74—V RFEF7e—%2RXBT5bDTY, K7 —0F%— 74—V R, —HED
—BOENPFEESNTWET, ¥— 74—/ RiZ, matcha~> REFEHLTERSNET,

match datalink ethertype =~ > R&fEH LT, /X7 v h® EtherType # 72— L 2 — RD X —
TA4—NRELTRETDE, NF T4y 7 7n—F, A Z—T A AZHV Y THNZT
H— E=H DX A TIESOTHERE N E T,

. datalink flow monitor f v #—7 A A a7 4 FXalb— gy avr REFEHLT,
TN T =N, A =T o AZEIDETCEND L, BeblL A Y270
Famz L C—Bo 7 e —MER SN E T,

sipflowmonitor f > # —7 = Af A a7 4 Fal—varavy REFEHLT, IP7a—
FEZEPA L F—T A AZHID Y TOEND L, B DHIPvd 7'r Fa/uiZx L T—ED
Tu—MER S ET,

«ipv6 flow monitor f > X —7 = Af A a7 4 X2l — g avr RaEH LT, IPv6
Ta—F=INA =T oA AZHD Y ToND L, BApDIPve 7'a Fa Uikt LT
—BO7u—MERShET,

Zoawy RET 740 MEREICETIZIL, nomatch datalink ethertype % 72 1% default match
datalink ethertype 7e— L a—R a7 Xab—var avr ReFEHLET,

WOFEITIE, 737 v k@ EtherType % Flexible NetFlow 7 = — L 2 — RDF—7 ¢ —/L
RELTHRELTWET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match datalink ethertype
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match datalink mac

7a—1a—ROF—7 4— )L RFELTMACT RLAZMBHT L L HICHET DI, 7
n—la—RKarv74¥z2l—3 g F— KT matchdatalink mac =2~ > F&EH L £,
Zu—Lba—RKOxF—7 4— L RELTMACT RLAZHERTAIREET 4 B—T T D
Wi, Zoa<vr Fono BRXEHEH L £,

match datalink mac {destination address {input| output} |source address {input|output}}
no match datalink mac {destination address {input| output} | source address {input|output}}

RXOHH destination address ¥— 74— K& LTHEMACT RLRAZMAT 5 &L 51wk
E]\/\ij—o
input NSy ROMAC T RLAZREL 7,
output A7y FOMAC T FLAZREL£7,
source address F—T7 44— L RELTEEFEILMACT RLRAZFEHT L LI
HELET,

AT R TFTI4)L L, MACT FLAE, F— 74— /L FELTRESNTNEREA,

ATV R E—F 7a—la—Kary74¥alb—rar

av Y FERE J1)—=x EENE
CiscolOSXEFuji16.9.2 Z=pa<y RMNEAIHE LT,

FEHEDAA KSq4y 7r— La—FRz7o— E=FTHHAT LT, 1 DU LEOF— 70—V FRRLETRD E
T, F— 74—V RNEI7e—%2RXT5b0TT, KH7a—DF— 71—/ RiZix, —HED
—BOENPRESNTVET, F— 71— R, matchZV/%%@ﬁHLTE%éhiﬁ“

input 3 X O output &— U — K& H L C, match datalink mac =~ > RN Cffi 3~ 2 B A
YREREL, Ay MV —2 T T 4 v DO—EDOMAC T RLRAICHESNTT7r—%ER L
ij‘o

)

CE) FT—FVo I Ju—F=INA o F—T A AEFILTVLAN La— RIZED Y THRTWD
Yitr, EIPve £7133EIPv4 N T 7 4 v 7 HO 7 —TZ R ERESNE T,

Zoawy REF 740 FEREICETICIX. nomatch datalink mac = 721 default match datalink
mac7e— La—Rary7 4 Xal—Iaryavy REFEHALET,

KOEITIE, 70— a—RFDF—T7 44— L RELT, TS RZL->TEEENS
Ry FOEETLMACT RLAZMEHT AL ICHELET,
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Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match datalink mac source address output

WOFITIE, Z7ae—La—KOXx—7 4 — )L RE LT, A RZL>TZIEENS
Ny O MAC T RUVAZFHT L ICERELET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match datalink mac destination address input
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match datalink vlan .

match datalink vlan

VLANID #7a—lba—RKOF—7 4— )L RFE LTHRETHIZIEZ, 7e—La—Kar7u
¥ o l—3 3 F— FCTmatchdatalinkvlan =2~ > RFZHEHA L E4, VLANIDZ 72— L 22—
ROF—7 44—V RELTHEATLZ EE2NTHITINE, Zoa~vwr FonoBNEFEHL
Er N

match datalink vlan {input | output}
no match datalink vlan {input|output}

BX DA

AU R TIHIE

ATV R E—F

input  FARAZARNZEL TS RT 74 v 7O VLANID #F%F—7 (— /L RE L TRELE
j—O

output FXA ZANBEEFELTCWAB T 74 v 7D VLANID 2% —7 4 — LV RELTHRTELE
7,

VLANID [3F%— 7 — /L F&E LTRESINTVEE A,

Ju— lLa—Rar74¥al— gy

avY RERE

FEREDHA K542

Jy—=x EERNE
CiscolOSXEFuji16.9.2 Z=pa<y RMNEAIHE LT,

Jua— Lba—RE7a— =X THEHTHICE, 1 2B EOF— 7 0 —)L RBMEZ/2 D F
T, F— 74—V REF7e—2XTE2LOTT, £7a—0F— 7 4 —/L FiZiE, —H#HD
—EBOENPRESNTWVET, ¥— 74—/ FiE, matcha~> REFEHLTERSINET,

match datalink vlan =~ > F® input ¥ X U output & — 7V — Ni%, match datalink vlan =< >~
RRRy hU—27 vF 7 4 v ZIZEA O VLANID ([ZHES3WC 7 v —Z2{EaT D 72O i3
LBPEAFEELET,

WIZ, TAAABRZFELTND 7747 ODVLANIDA 7 —L a— ROF¥F—7 1 —
VRELTRIET DHIZ27RLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match datalink vlan input
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match flow cts

7u—La— RO CTIS EE XTI N—T X TBIORE I N—T % T 2FHETDHITIE, 7a—
La—Rary74¥al—varE— RKCTmatchflowctsa~ > REHLET, 7 1—7%
Jh7ua—La—ROX—7 44— )L RELTHERTL2Z 2T 2L, Zoavr RO
no B ZEH L E7,

match flow cts {source| destination} group-tag
no match flow cts {source| destination} group-tag

B DEREA

ARV R TIFILE

AU RFE—F

ctsdestination group-tag CTS%8% 7 4 — VKR I N—T%F%— 74— )L RELTHEEL
S5

cts source group-tag CTS EEL 74— VK IN—T%F%F— 7 4—)LRNELTHE
LET,

CTS%BFEITRETL T A — NV R I N—T Ju—FhuakLitrve—H 77 —IDIE, F—
T 4=V RELTRHREIINLTWEREA,

Flexible NetFlow 72— L a— R 227 ¢ ¥ =2 L—3 3 - (config-flow-record)

RV —A T4y ar7 4Xalb— 3 (config-if-policy-inline)

av Y RERE

FREDHA KS14 Y

J1y—=x EERNE
Cisco 10S XE Fuji 16.9.2 ooy RABEMEnEL
77

Ju— La—RET7ao— 5= CHEATAICE. 1 2B EOFx— 7 0 — L RBMLEZR D F
T, F— 74— FE7e—%2XBTH5HDTT, {70 —0DF— 7 4 —/)L KL, —#HD
—BOENEREINTWVWET, ¥— 74—/ FNiE. matcha~ > REERA L CERZESINET,

RIZ, KEIXIN—T Z T aF— T 4=V FELTHRETDHHEZRLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match flow cts source group-tag
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match flow direction .

match flow direction

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

TJa—fuE 70—l a—RKO%x—7 4 —)LRELTRETDICIE, 7ue—La—Far7 g
¥ a2 l—3 3 F— T match flowdirection =< > RZFEHALEST, 7u—FHFaz 7a—1L
O—RKOF—T7 4=V RELTHERAT A 2T DI, Z0a~vy Fo no B aE
HALET,

match flow direction
no match flow direction

ZOa=wy FIFBIEELEFEF—TY—FEH D TH A,
Jua—HEiEF— 74— RELTERESINTWVERA,

Ju—laoa—Rary7 4 FXal—I3gv

avy FERE

EREDAARZA4 Y

)1)—x EEAR
CiscolOSXEFuji16.9.2 ~pa<y RpEASHE LT,

Ju— lLa—REx7a— F=F CHEHATHICE. 1 2L EDOF— 7 40— )L RBMEICR D F
T, F— 74—V REF7e—%KT+5L0TH, £F70—0F— 7 4 —)L RiZiE, —#HO
—BOENREENTVET, F— 7 41—/ R, matcha~ > REHH L CTEHZSNET,

matchflowdirection =~ Kk, 7r—0OFmEX—7 4 — /L RELTHFy 7T LET, T
OHEEIX. A7 —tH 7o —IZH L TH—-O7e—F = NRESINTHIEAICED
BNEHET, Flo, ANEHATIET D, 2FEF=FINTWEL 7 —%2F, BRI D
OIS 22N TEET, Z0a~vr NI, 2 207 v —BRIHF AR TV D56
I, T AR— R ENTET—ZHNO 70 —D_T 2 —HIEH-DITEISOBELH Y £,

WIZ, Zu—NRNE=Z INF-HMEx— 74— L RELTHRETHHEZ R LET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match flow direction
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match interface

ANA VB =T 2 A RAEMNA VB —T oA A% T — La—RKOx— 7 4 —/L K& LT
ETAICE, 7r—La—Rary74¥al—3 a3y E— FTmatchinterface 2~ > N&ff
HALEST, ANMA v F—T2A ALHNA v H—T =2 A A% 70— L a—RKDF— 74—/
NELTHEHATLZEEEHICTHIIE, Zoa~vr FonBEXEZHEHLET,

match interface {input | output}
no match interface {input | output}

BX DA

AU RTIHIE

ATV R E—FR

input  Afjf v —T A 2 %F—T 4 — L RELTHRELET,

output H A v —T7 = A 2%k F— 7 1 — L L LTRELET,

ANA L E—=T 2 A REMNA L E—T A AT, F— 74—V RELTHRESINTVEY
Ao

Ju—la—Rary74F¥al—I 3

av Y RERE

FEREDHA K4V

1)) —= EERNR
CiscolOSXEFujil16.92 Zpa<wy FREAINE L,

Jao— la—Rx7a— FT=X CHEHATHITE. 1 28 EDOF— 7 40—V RN F
T, F— 74—V FRFI7e—%2XBT5HDTT, £7a—DF%— 7 4 —)L FiZiE, —E#HD
—BOENPRESNTVET, F— 74—V RiE, matcha~ > REH L CERSNE T,

WIiZ, ANWA v B2 —T 2 A A%hF— 74— )L RELTRETHHERLET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # match interface input

WIZ, HIA v H—T a2 AA R %X — T 4— )L RELTRETDIHERLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match interface output
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match ipv4

match ipvd .

77— La—RO¥x— 74— /L FE LTI EDIPVE 7 4 — )V RERET DI, 77—
La—RKRar74Xalb—r gy EF—RKCTmachipvd a~> REfFHALEST, 77— L a—
ROF— 74—V RELTIDOLUEDIPVE 7 4 — WV REFEATOIREEZT 4+ E—TNMZT D
Wik, Zoa<vr FonBXRE2HHALET,

match ipv4 {destination address| protocol | source address|tos|ttl |version}
no match ipv4 {destination address|protocol | source address|tos|ttl|version}

BX DA

AU R TFI4ILE

AR E—F

dedtination address *— 7 ¢ — )L & LTIPVA%EET FLAZRELE T, MOV T
I%. match ipv4 destination address # & L T< 72X,

protocol ¥F— 74— RELTIPVA 7 haLaRELET,

source address F— 74—V RELTIPVASEET RLAZHEELET, FMIZONT
I%. matchipv4 source address # & L C< 72X\,

tos X— 7 4—/LFE LTIPv4 ToS Zi%E L £,

ttl Jn— La— RKDFx— 7 ¢ —/L K& LT IPv4 £t PTRERFR (TTL)
74—V RERELET, FEHIC OV TIE, matchipvattl 22 L T<
f;éb\o

version ¥— 74— L RELTIPA~NY X —DIP A—V a v E2HELET,

I—PE#FED7O— L a—FOF— 7 4 —/)LRFELTIDUEDIPVE 74—V REFEHATSH
E. A R—T NS> TVDER A

Jau—la—Rary7 4 FXal— g

avy FERE

EREDAARZA

J1)—=x TEAR
CiscoIOSXEFuji16.92 ~mpa<y FAEASHE L,

Ju— lLa—R&Ex7ua— F=X CHEATHICE. 1 2L EOF— 7 40— L RBMEICR Y F
T, F— 74— N RFE7e—%XBTH5HDTT, {70 —0DF— 74—/ N, —H#HD
—BEOMPHBERESNTWET, F—7 41— /L FNiE, matchz~ > REFH L CEHZESINET,

WO TIL, ¥— 74—/ FELTIPVA 1 ha L& RELET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # match ipv4 protocol
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. match ipv4 destination address

match ipv4 destination address

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

IPv4 %6557 KL A% 7 — La—RFOx— 74— /L FELTHETDHIZIE, 7a—La—F
a7 4 F 2 L—3 3 E— KT matchipv4 destination address =~ > Kz L 9, IPv4
507 KL A&7 — La—RKOox— 74— L RELUTHEHATLIREELT 4 BE—7MZT 5
Wik, Zoa<vr FonBXREHHALET,

match ipv4 destination address
no match ipv4 destination address

ZOawy RIZEBIEELITF—U—RiZb ) £ A,
IPv4 555CT RLAEF— 74— L RELTHREINTWHERA,

Ju—laoa—Rary74FXal—3gv

avy FERE

EREDAARZA4 Y

)1)—x EEAR
CiscolOSXEFuji16.9.2 ~pa<y RpEASHE LT,

Ju— lLa—REx7a— F=FX CHEHATHICE. 1 2L EDOF— 7 40—V RBMEICR D F
T, F— 74—V REFT7e—%KXHT+5b0TH, £F70—0F— 7 4 —)L RiZiE, —#HO
—BOENREENTVET, F— 74—/ R, matcha~ > REHH L CTEZSNET,

ZDawy R&ET 74V FREIZETIZIEL, nomatch ipv4 destination address ¥ 7213 default

match ipv4 destination address 7 e — La— R a7 Fab—r gy av s R LE
R

WOFITIL, IPV4SEET RL A% 70— L a—ROF— 74— L RELTHRELE
KR

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # match ipv4 destination address
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match ipv4 source address

IPv4 XZ87 FL A& 7n— La—ROx— 74— /L FE LTRETDITE, 7r— La—
Karv74¥al—3v a2 E— KTmatchipvdsourceaddress2~ > RafHLET, 7r—
La—RKOFx— 74—V RELTIPVAEEILT RLRAEFERTOIREELT 1 E—7 T 5D
WX, Zoavwr FonoBEXEFALET,

match ipv4 source address
no match ipv4 source address

X DEREA ZOawy RIZESIEELITF—V—RNEH Y £ A,

ATV R FIFLR PVEEETET RLABRF— 74— L RE L TRESNEEA,

ATV R E—F Ja—la—RKaryJ7 4 Xalb—arv

AT FERE 1) =2 EENE
CiscolOSXEFuji 1692 = o~y RNEASILE Lz,

FRLOHA KSqy 77— Lba—Fz7o—=FTHATLH2E 1 2L EDOF— 7 4 —/L RBLEIZR Y £
T, ¥— 74—V REF7r—%2KXHTH5LOTT, £7a—0DF— 7 4 —/L F|ZiF, —HEHD
—BOENREENTVET, F— 7 41—/ R, matcha~ > REHH L CTEHZSNET,

DA<y R&ET 74V MR EIZETIZIE. nomatchipv4 sourceaddress ¥ 7213 default match
ipv4sourceaddress 7e— L a— R a7 4 Fal—r gy avy RefHALET,

WIZ, ¥— 74—V RELTIPVIEETLT FLAZRET HHE2RLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipv4 source address
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match ipv4 ttl

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

7a— La— RKOx— 7 ¢—/L K& LTIPv4 {7 TRER (TTL) 7 4 — /v RERET DI
X, 7e—la—Kar74X¥al—i gy F— K Tmatchipvattl 2~ REHHALET,
Jo— La—FRKD¥— 74— /L RELTIPVATIL AT R ELZT 4 B—7 T 51
X, Zoa<r Rono BERXE2HEHL £,

match ipv4 ttl
no match ipv4 ttl

Zoawy REBIEELITF—TI—NEb 0 A,
IPv4 17#t P REIFRE] (TTL) 74—V R, $— 74—V RELTHRESN T ER A,

Ja—la—Rary7 4 FXal— g

avy FERE

EREDAARZA4 Y

)1)—x EEAR
CiscolOSXEFuji16.9.2 ~pa<y RpEASHE LT,

Jo— Lba—RET7n— 2= A THERATAICE. 1 2 EoF— 7 4 — L RBMLEZRD F
T, F— 74—V REFT7e—%KXHT+5b0TH, £F70—0F— 7 4 —)L RiZiE, —#HO
—EBOENRESNTWET, F— 7 4 —/L &, matchipvattl =<2 RZ2EH L TEHRS
nEJ,

wIZ, ¥— 74— )L RELTIPVATIL 2R ETHHZRLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipv4 ttl
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match ipv6

match ipv6 .

77— La—RO¥x— 74— /L FE LTI EDIPV6 7 4 — /L RERET HITIE, 7u—
La—RKar74Xalb—r gy F—RKTmachipve 2~ REFHALET, 7rn— L a—
ROF— 74—V RELTIDLUEDIPV6 7 4 —/V REFEHATOIXEEZT 4+ E—TNMIT D
Wik, Zoa<vr FonBXRE2HHALET,

match ipv6 {destination address| hop-limit | protocol | source address| traffic-class| version}
nomatch ipvé {destination address|hop-limit | protocol | source address|traffic-class|version}

BX DA

aAavv R FI4ILk

AUk E—F

degtination address F— T 4=V FLLTIPVASESET FLAZRELET,
\Z 2\, match ipv6 destination address # 2 L CT< 72 &
AN

hop-limit X¥— 74—V RELTIPVOAR YT VI NEFELET, i
FAZDUW Tk, matchipvb hop limit 2B L T 72 S0,

protocol ¥— 74— /L RELTIPV6 71 bV EHRELET,

source address F— 74—/ FELTIPVASIET FLAZRELET, dHM
{22\ T, match ipvé source address # 2 L C< 72 &0,

traffic-class ¥— 74— /VRELTIPVG T 7 4wV 7T AEZRELE
R

version X— 74—V RELTIPV6 Y X —DIPV6 N— 3V Z % iE
LET,

IPv6 D7 4 — )L RiE, F— 74—V RELTEESNTWVERA,

Jo—la—RFRary74¥alb— gy

avy FERE

EREDAARZA

J1y—2 EEAE
CiscolOSXEFuji16.92 Zpa~<wy RREAINE LT,

Jao— La—RK&Z7a— =X HEATAICE. 1 2UEOF— 7 ¢ —)L RBNVEIZR ) F
T, F— 74—V RF7e—%2KXBT5H0DTT, £7a—DF%— 7 ¢ —)L FiZiE, —E#HD
—EBOENREINTWET, ¥— 74—V FNiE. matcha~ > REERA L CEEINET,

wOB T, ¥— 74—/ FELTIPv6 72 haL 74— )L REHRELET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # match ipvé protocol
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. match ipv6 destination address

match ipv6 destination address

BX DA

AU RTIAIE

ATV R E—F

IPV6 5657 KL A% 7n— La—ROXx— 74— )L RELTHRETDHITIE, 7r— La—F
Y7 4 F¥a b—3 3 v F— KT matchipvé degtination address =~ > RZ{HH L £9, IPv6
SAET N A% T7n— La—RKDox— 74—V N LTHERTOREET 4 E—7 12T 5
ZiX, Zoa~vy RonoBREHEHLET,

match ipv6 destination address
no match ipv6 destination address

Zoawry RIS ELIIF—TU—FiEH D T8 A,
IPv6 585C7 RL A EF— 74—V RELTERESNTWVERA,

Jou—la—Rary74F¥al— gy

av Y RERE

FEREDHA K542

J1)—= EEANE
CiscolOSXEFuji16.9.2 =pa<y RPNEAIHE LT,

Jn— Lla—RET7n— =X THERATAICE. 12U EOF— 7 4 =L RBMLEZR D F
T, F— 74—V REF7e—2XTHHLOTT, £7a—0DF— 7 4 —/L FiZid, —H#HD
—EBOEPRESNTWVET, F— 74—/ FiE, matcha~> REFEHLTERSINET,

ZDawy R&ET 740 FREICETIZIL, nomatch ipv6 destination address % 7- 1% default
match ipv6 destination address 7 e — L' a— R a7 4 Fal—r g avy e LE
j—o

WO TIE, F— 74—/ FELTIPV65EET FLAZHRELET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # match ipvé destination address
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match ipv6 hop-limit .

match ipv6 hop-limit

B DEREA

aAavU R TFI4ILE

aAvU R E—F

Z7u—1a—RKOF—7 44— /L RELTIPV6FR Y7 VI vy bERETHIZIE, 77— L a—
Karv7 4 Xalb—3 g E— FTmatchipve hop-limit =~ R&EFEHLES, 7n— L
A—RDOF— T 4— /L RELTIPV6 Ty hDEV v a BT OREEZT 4 E—7 LI
THICE, Zoavr FonBXEEHLET,

match ipv6 hop-limit
no match ipv6 hop-limit

ZOawy RIZESIEELITF—V—RNEH Y £ A,

a—PEHFEDOP 7o — L a—FDF— T4 — )L FELTIPv6 Ay 7 Uy FEEHTIRE
. T 7/ FTAX—=T N> THERA,

Ju—la—Rary74FXal—I3gv

avy FERE

EREDAARZA Y

1) =2 EENE
CiscolOSXEFuji 1692 = o~y RNEASILE Lz,

Ju— La— RNy 77— B X THEHATAHICE. 1 2L EDOF— 7 40— L RN EIZR Y F
T, F— 74— N RFEI7e—%XTH5HDTT, £70—0DF— 74—/ RiZiX, —#HD
—EBOENPBRESNTVET, ¥— 74— /L NiZ. matcha~ > REERA L TERINET,

WIZ, F— 74—/ RELT7r— by bRy Uy hERETHHEZRL
i—a‘o

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipvé hop-limit
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match ipv6 source address

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

IPv6 EEILT RL A& 7n— L a—RDO¥x— 74— /L FE LTRET DHITIE, 7r— La—
Karv74¥al—v a2 E— K Tmatchipvesourceaddress2~ > R&EfHLEd, 7r—
La—FRDOFx— 74— /L FELTIPVOXELT FLRAZBEHTHIRELT 4 E—7MWIZT 5D
WX, Zoavwr FonoBEXEFHALET,

match ipv6 source address
no match ipv6 source address

ZOa=y FIZFBIEELETZF— TV —FEH D TH A,
IPv6 EETLT LA EF®— 74— L FELTHRESNLTWERA,

Ju—laoa—Rary74FXal—3gv

avy FERE

EREDAARZA4 Y

)1)—x EEAR
CiscolOSXEFuji16.9.2 ~pa<y RpEASHE LT,

Ju— lLa—REx7a— F=FX CHEHATHICE. 1 2L EDOF— 7 40—V RBMEICR D F
T, F— 74—V REFT7e—%KXHT+5b0TH, £F70—0F— 7 4 —)L RiZiE, —#HO
—BOENREENTVET, F— 74—/ R, matcha~ > REHH L CTEZSNET,

DA<y R&ET 740 MR EIZETIZIE, nomatch ipve sourceaddress ¥ 7213 default match
ipv6sourceaddress 7o — L a— R a7 4 Xalb—vary avr ReEHLET,

WIZ, IPV6IEETET L A2 ¥ — 74— L RELTHRETHHEZRLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match ipv6é source address
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match transport .

match transport

77— La—RDOFxF— 74— L RELTIDOUED NV AR—F 74— /L RERET DHIC

X, 7e—La—RFK ar74¥a2lb—3 3 F— FTmatchtransport =~ > RZ&H L%
T, 77— L a—KRKOF— 74— L RELTIDOUED N TV RAR—F 74—/ REMHAT
BREET 4 B—TNMZTDI0E, ZDa<vr FonoERNaEHHLET,

match transport {destination-port | icmp ipv4 | icmp ipv6 | igmp type| source-port}
no match transport {destination-port | icmp ipv4 | icmp ipv6 | igmp type | source-port}

BX DA

AU R TIFIE

AR E—F

destination-port & — 7 ¢ —/L R& LT h T AR— badeR— F 2R ELET,

icmp ipv4 ICMPIPVA DS A 7 7 4 — /b KL a— R 7 4 =L R F— 74— FE L
TRELET, sHMIZ-DVTIX, match transport icmp ipvd (52 ~<X—7) %
ZRL T I,

icmp ipv6 ICMPIPV6 DX A7 7 4 —)L KL a—R 74— )L RF&F—T 1 —)LREL
T ELET, FHHIZ-DVTIE, match transport icmp ipv6 (53 ~<—) %
ZRL TSN,

igmp type AT ARSI S A L AR T HF— T 4 — L RE LTREL
£,
source-port F— 74— L RELTHIIUVAR— FEETLR—FERELET,

NGV AR—=F 74—V RE, F— 74—V RLELTHREENTWETA,

Ja—lba—RNary7 4 FXal— g

avy FERE

FEREDAA RZM4 Y

)1)—2 EERNE
CiscolOSXEFuji16.9.2 = oo~y RpEASHE LT,

Ju— La— RNy 77— FT=X THHATAHICE. 1 2L EDOF— 7 40— L RN F
T, F— 74— N RFEI7e—%XHTH5HDTT, £70—0DF— 7 4 —/)L RiZix, —#HD
—EBOENPBREINTVET, ¥— 74— /L R, matcha~ > REERA L TERINET,

WOFITIL, SEER—r2F— 74— L RELTRHRELET,

(config) # flow record FLOW-RECORD-1
(config-flow-record) # match transport destination-port

WOFITIE, BEILR— T 2F— 74— L FELTRELET,

(config) # flow record FLOW-RECORD-1
(config-flow-record) # match transport source-port
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match transport icmp ipv4

ICMPIPVA DX A 74—V KEa— K 74—V R&E70— La—FDX— 7 4—/LKEL
THETDHITIE, 7e—Lba—Rar7 X aL—3 3 F— K Tmatchtransporticmpipv4
a<w REHFEHALET, ICMPIPVE DX AT 74— REa—RK 74— )L RE7r— L a—
ROF— 74—V RELTHERATLIORZT 4 E—7MCT5HI2F. Z0a<wy RO noBRAE
EALET,

match transport icmp ipv4 {code|type}
no match transport icmp ipv4 {code|type}

BXDEREA

AU R TIAIE

ATV R E—F

code [CMPIPv4 =— R&F¥F— 74—/ RELTHRELET,

type ICMPIPv4 ¥ A %% — 74—V RE L TCRELET,

ICMPIPV4 DX A 74—V KL a— R 74— )L REF— 74— /L FELTREINTNE
A,

Ju— lLa—Rar74¥al— gy

avY RERE

FEREDHA K54

J1)—=x EENE
CiscoIOSXEFuji16.9.2 Z=pa<y RMNEAIHE LT,

Jua— Lba—RE7a— =X THEHTHICE, 1 2B EOF— 7 0 —)L RBMEZ/2 D F
T, F— 74—V REF7e—2XTHHLOTT, £7a—0F— 7 4 —/L FiZiE, —H#HD
—EBOENPRESNTWVET, ¥— 74—/ FiE, matcha~> REFERHLTERSINET,

RIZ, ICMPIPV4 2 — R 7 4 — )L R&F— T 41— /L RE LTRET DB Z R LET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match transport icmp ipv4 code

wIZ, ICMPIPVA Z A7 74— )L R&EX— T 4 — )L RE LTRETHHERLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match transport icmp ipv4 type

. Flexible NetFlow O < > F



| Flexible NetFlow 1< > K

match transport icmp ipvé .

match transport icmp ipv6

ICMPIPV6 DX A7 74—V KEa—RK 74—V R&E70— La—FDOFX— 7 4—/LKEL
THETDHITIE, 7e—La—Rar7 X aL—3 3 F— K Tmatchtransporticmpipvé
a<w REHFEHALET, ICMPIPV6 DX AT 74—V REa—RK 74— )L RE7m— L a—
ROF— 74—V RELTHERATLIORZT 4 E—7MCT5I2F. Z0a<wy RO noERAE
EALET,

match transport icmp ipv6 {code | type}
no match transport icmp ipvé {code | type}

BXDEREA

AU R TIAIE

ATV R E—F

code [Pv6ICMP =— K& ¥%— 7 4 — /L R LTHRELET,

type IPv6ICMP ¥ A %% — 7 4 —/L RE L CRELFET,

ICMPIPV6 XA 7 74—V FBLORa—FK 74—/ REFx— 74— L FELTHEREINLTN
A,

Ju— lLa—Rar74¥al— gy

avY RERE

J1y—=x EEARAR

CiscolOSXEFuji16.9.2 Z=pa<y RMNEAIHE LT,

FEREDHA K542

Jua— Lba—RE7a— =X THEHTHICE, 1 2B EOF— 7 0 —)L RBMEZ/2 D F
T, F— 74—V REF7e—2XTE2LOTT, £7a—0F— 7 4 —/L FiZiE, —H#HD
—EBOENPRESNTWVET, ¥— 74—/ FiE, matcha~> REFEHLTERSINET,

WOFHTIE, IPVOICMP 22— K 74— /L R&EF— 74— /L RELTHELET,
Device (config)# flow record FLOW-RECORD-1

Device (config-flow-record) # match transport icmp ipv6 code

WOHFITIE, IPV6ICMP ¥ A 7 74—V R&EF%F— 74— L RELTHRELET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # match transport icmp ipvé type
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. mode random 1 out-of

mode random 1 out-of

SR LYY TR L., Flexible NetFlow %> 75— 34 v MEBEISET 51T
X, o7 — a7 X2l —3 g F— FTmoderandom lout-of =~ > R&E{HEH L E
9, Flexible NetFlow > 77— 3 v MHREEREZHIFRT 212X, 202~ RO no

FEHALET,
mode random 1 out-of window-size
no mode
Syntax Description Window-ze <4 b AR 5 7 ¢ v Ry A AR LET, HETE ST~ 1024
VC‘\—@—O
Command Default P T T —0F—RKEATy MEBITRE SN TWERA,
Command Modes I —ar7 4 Xal—a s
Command History J1y—x TEHNE

CiscolOSXEFujil6.92 —pa~y FREASNE LT,

Usage Guidelines TNHRA AT, H4OOBEFGOY 7T =B YR —rSnTWET, 7y ME, N T 74w
JNB = DA T A%FA L, F=F Y T EERT 572002 —FIC L 258 TE I\ T
D HIECIEIRELET,

\}

Note deterministic¥—7— RiZ., 2~ RIA D~ TF A N U ZICFERENETHR, R— |
S TWEFA,

Examples WOBITIE. 42 KA Z1000CTT o & Lo 7Y o P A 2T LET

Device (config) # sampler SAMPLER-1
Device (config-sampler) # mode random 1 out-of 1000
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option .

option
Flexible NetFlow 7 B —T7 AR—=Z DA T2 a DT —HRT A= EFZETHITIE, 7
O— T/ AR—H a7 4FXal—arET—RKToptiona~> FEEfALEY, 7o—=
JAR—BDF T arDF—8 RTA—ZEHIGRT 5121, Zoa~vr Ko no B4
LET,
option {exporter-stats| interface-table| sampler-table} [timeout seconds]
no option {exporter-stats|interface-table | sampler-table}

BX DA exporter-stats Tu— T AR—ZOMEHERA T a v ERELET,
interface-table T —T I AR—=EDAHE—T 2 A AT —T VAT =

CEHRELET,

sampler-table TJu— T AR—=EDTI AR— kYT T— T —T )L

AR R FIAILE

AU FE—F

T arERELET,

timeout seconds EE) 7a— == AR—FZDOF S 3 OFEREZH
BALCHRELET, IHETE H#MIT 1 ~ 86400 T, T
7 4V MiZ 600 T,

ZA LT T ME600 TS, MOTXTOFTvary F—F RIA—FFHRESNTNEY
Ao

TJH— TV AR—HF AT 4 Xal— 3

avy RERE

FRLEDHA KSA Y

1)) =2 EERNE
CiscoIOSXEFuji16.9.2 o~y RRBASILE LT,

optionexporter-stats =~ > R&ZF{79 5 &, La— N A ML #ESR ATy Mg
E. 7 AR—Z OFFHERPEHICEFE SN ET, Zoa~vr FEEALT, a7 ik
ZETHTI AR—F ba—Rory MAKRZRMLY 9, A7 a DX A L7 7 R T
IE. LAR— ERREEINIHEEZERT T ET,

option interface-table =~ > K& FE4T795 &, A7V ar T—7ANEMHICHEINET,
IOFTvar T NEFEHLT, a7 E7a— La— RIS T2 SNMP A
VH—T 2 AARAA VT I AEEZEA L H—T 2 AL~ T LET, AT varoxA
LT RTHE, VAR IMREESNLOBHEEZERTEET,

option sampler-table =~ > R&3FEfTT 5 &, A7V ay T—7UNEMMICEEFEINET,

COF T arT—7M%, HEY U T T —OREOHMPEENTEY ., ZhE2EHAL T,
AL AIMEEOT7n— La— RCEESNTWDE 77 —1ID &, 7 a—0O#KEHERD A
T Ty PR EILY Yy BT LET, A7 arOF A LT YU MTHE, LAR—
FREESNDOBELEETEET,

Flexible NetFlow O < > F .



Flexible NetFlow 217> K |

. option

Zoa<y RET 740 MREICETIZIL, nooption £ 7213 default option 7 17— T 7 AR —
ZarZ 4 Fal—varavr RefHALET,

KOFITIE, Yo o7—F 7> ar T—TNDOEMREEEA F—T NI LT, =
VIR TYH T T—IDEY T T7—DH AT L — NI~ B I TBHEEZRLE
—éqo

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# option sampler-table

WOBITIE, Va— R, a1 M HESINEZAATy MR E, =7 AR—FOF
FHHEROEMM B E 2 A X —T N T D5 HFEEZRLET,

Device (config)# flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# option exporter-stats

WOFITIE, A7 ary T—TLOEMNREEEA X—T NI L, FO4 T 9
F—TNEaL I X TERALT, 7u—La— RIZEEEIN TS SNMP A o & —
T2AAA LT I A A H—T 2 AZII~ BT 55 ER2RLET,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# option interface-table
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record

record .

Flexible NetFlow 7 @ —Ft =X D7 a—L a— R&ZBINT 220k, 7e— =% a7 ¥ =
L—3 v F— RCrecord =~ R&{#EH L F I, Flexible NetFlow 7 2 —F =4 D7 1 —L
a— REEIRTAICIE. Zoa<ry FonBRaMHLET,

record record-name
no record

Syntax Description

Command Default

Command Modes

record-name il RRE LT —FERD 7 17— L a3 — RO,

Jn— La—RFNIRESNTHEEA,

TJH—F=HF a7 4 Xal—Tgy

Command History

Usage Guidelines

1) —2 EERNE
CiscolOSXEFuji 1692 =po~y RpEASE LTz,

Ta— =T, v vz NVORNEBLORLA T YU FEERTHLa— K34
ECTT, 70— BRI EIERFRERFALI—FR 7x—~> "D 1 22#EHTHZ
LY, Bk —YRMEDOLa—F 73—~y FEERTHZ L TEET,

Y

Note 7 —Ff=4%TCrecord 2~ RKDO/NT A —HF ZZEHF 5[, noip flow monitor =~ > K%
LT, $_XTOA L E—T =2 A ADLHEAFELDO 70— =4 ZHIRT 50BN H Y £

Examples

R

WOHITiL, FLOW-RECORD-1 ZfFEHTA L5 Ic7rn— E=FE2RELET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# record FLOW-RECORD-1
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sampler

Flexible NetFlow 217> K |

Flexible NetFlow 7 = —% 7 J — & {ER{ 3 % HBEAF D Flexible NetFlow 7 17— 75 — %78
L. FlexibleNetFlow 72—V 7 I — a7 ¥ a2l —v g F— RT3k, 7
n—L a7 4 Fal—a Ly E— RRCsampler a~v > REEHLES, 77 —%H|
B si2id, Zoa<wr FonoJBRAEMH L £7,

sampler sampler-name
no sampler sampler-name

Syntax Description

Command Default

Command Modes

sampler-name  {ERk £ 7213 H T % 7 n— % 75— DA,

Flexible NetFlow 7 @ —H 7 J — 3R EINEH A,

Ja—s\)yaryZ 4 Fal—a v

Command History

Usage Guidelines

Examples

Jiy—=x EHAR
CiscolOSXEFuji16.92 o~y RAEASHE LT,

Ta—Y 7T =3I Ins Ty MIERIRT 52T, NI 74007 2FE=FT D700
|Z Flexible NetFlow (2 X > CTHx v b T —2 T, A THELL2AMEEBT H7-OICHH SN E
T 2~1024 7y FOHEFHND 1 Ty ROEIGTH T 7 L—FERELET, 7
n—H 7T —%, Yo7V 7 &7z Flexible NetFlow 2 3 2720l 7n—F=4 L &
Bl X —T oA AZHEHEINET,

Ta— BTN T A R—=T T DI, NI Ty 7 aiIE LT, Tre— =4
WEV S TAHLa—FERELET, AV F—T oA R T T— %G 7T u— =X %
A42e, YoFV o7&y NIV 7 I—iIc ko THRESNIZL— F THIF &,
TR —E=HIIHINT A7 e — ba— RReiahET, ot shds sy v e— L a—
RIZ Lo THRESINLEFEELTTETHE, 7r— =% Xy v alliBMESnEd,

Wiz, 7ua— B 7T —D4h SAMPLER-1 Z1Ed 5612~ L £9,

Device (config) # sampler SAMPLER-1
Device (config-sampler) #
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show flow exporter .

show flow exporter

Ta— T AR—HDAT —H A LFHEFHEREFERT HITIEL, i EXEC & — R C show flow
exporter 2~ > REFEALET,

show flow exporter [broker [detail | picture]|export-ids netflow-v9 | [name] exporter-name
[statistics | templates] | statistics| templates]

B DEREA

broker ({£#) Flexible NetFlow 7 02— =7 AF—H DT a—HDAT—H A
(R D REF R LET,

detail (LE) 7u— =7 AR—2DO 7T a—R BT MR EREFTRL
i‘d‘o

picture EE) 7 r—hREoEg s ERLET,

export-idsnetflow-v9  ({£&) =27 AR— b A[HE2 NetFlow /13— 3 > 9T 7 AR— | 7 4 —
NREZDID H#FRARLET,

name (&) 7a—x 7 AR—FDOLEIZEELET,
exporter-name (1) LCRESh= 70—z 7 2R —% D4R,
statistics (EE) 9 Co7a— 2/ AR—FFHIFEEIN-7n— 27

R—2 ORFFHERZFR L ETS

templates (FE) T X To7r—oJ AR—FEITHRESNZ7Ta—x 7 R
R—=F DT 7L — MEREFRLET,

aAvURFIANE AL
aAavYRE—FK M EXEC
av Y FEE =2 EERNE

CiscolOSXEFujil16.92 —pa<wy FREAINE LT,

WIZ, THRAARATHREIN TR TRTOTIa—T 7 AR—FDATF—HF A LFEHE
HhERRTHBERLET,

Device# show flow exporter
Flow Exporter FLOW-EXPORTER-1:
Description: Exports to the datacenter
Export protocol: NetFlow Version 9
Transport Configuration:
Destination IP address: 192.168.0.1

Source IP address: 192.168.0.2
Transport Protocol: UDP
Destination Port: 9995

Flexible NetFlow O < > F .



. show flow exporter

Source Port:
DSCP:

TTL:

Output Features:

RDOET,

55864
0x0
255
Used

%= 1: show flow exporter D 7 1 — )L K DE5EA

Flexible NetFlow 217> K |

COHINCERENDEERT 4 —/L RIZOWTHHA L F9,

TJ4—ILFK

B

Flow Exporter

BE LTz 7 v— =7 AR—Z DA,

Wi

T AR—=FZIIRE LT, i —3
EFDT 7 4V ~OFH,

Transport Configuration

DT AR=HDNT L AR—=FRET 4 —
VR,

Destination IP address

SEMER A RDIP T R LA,

Source IP address

T AR— R ENEZ Ay TCHERENDE
ZI8IP 7 KL A,

Transport Protocol

T AR—bENF= Ny hTHERAENS b
FUAR—RNET " b2,

Destination Port

T AR—FENT Ny REEINDH5E
S5 UDP AR— |k,

Source Port T AR— NENTZ Ny IREREENDE
{57 UDP &R — k,

DSCP Differentiated Services Code Point (DSCP;
DiffServ =— K "1 > b) fE,

TTL FE#5E AT RE IR AIF

Output Features output-features =~ > RMEHA SN2 E 9

MERTELET, Zoa<wr FRMEHENS
L. Flexible NetFlow =7 AR — k /X4 > b |
THIIREN TSN E T,

W, THRALATHREEIN TR TRTOT O —T 7 AR—FDAT—H R LEFEHE

WERTT ol R LET,

Device# show flow exporter name FLOW-EXPORTER-1 statistics
Flow Exporter FLOW-EXPORTER-1:

Packet send statistics
Successfully sent:

. Flexible NetFlow O < > F
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show flow interface .

show flow interface

A H—7T = A AD Flexible NetFlow iR ER L OAT—F A& FR_T5HI121%. ¥iHE EXEC £ —
R show flow interface =~ > R&{#FEH L £,

show flow interface [type number]

Syntax Description type (fE-%) FlexibleNetFlow 7 /1 7 > T 4 v ViR BB RE BRT HA4 v F—T = A AD
247,
number  ({1jZ) FlexibleNetFlow 7 1 W7 v F 4 v VR EERE R R T AL X —T oA AD
&5,
Command Modes ¥ ME EXEC
Command History Jy—x TERNE

Examples

CiscolOSXEFuji16.9.2 o<y REAINE LT,

W, A=Yy b A Z—TxAZ%0/0 & 0/1 D Flexible NetFlow 7 A7 T 4 v 7
REEFRTTHHERLET,

Device# show flow interface gigabitethernetl/0/1

Interface Ethernetl/0

monitor: FLOW-MONITOR-1
direction: Output
traffic(ip) : on

Device# show flow interface gigabitethernetl/0/2
Interface Ethernet0/0

monitor: FLOW-MONITOR-1
direction: Input
traffic(ip): sampler SAMPLER-2#

ROEXT, ZOWNIFERENLEERT —/V FEBRHLE7,

Table 2: show flow interface ® 7 « —JL K DA

T4—IL K |5

Interface | fFHAWEH SN DA v F—T = A A,

monitor A =Tz A ALRICREZIINLTWD 70— =X DL4Hi,
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Flexible NetFlow 217> K |
. show flow interface

J4—JL K |E4B8

direction: |7 —F=H | ZLHoTE=ZXZINTWA T T 0 v 7 DAL
WOIEDFIHETT,
elnput : 1 =T =2 A ANRZELTWDL T T4 w7,

«Output : f V' F—T =2 A APEEFELTWVWDL T T 1 v 7,

trafficlip) | 7o — =2 N@FEE— R LTI —F—FRDOELLTHINERLET,
WO AIRETT,
eon : WHFET— K,

esampler : ¥ 77— F— K (7T —DL4FTbERINET) .
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show flow monitor .

show flow monitor

Flexible NetFlow 7 B —FE =X D AT — X A L kiaHEWRZ £~ T 5121, F5H EXEC E— R T
show flow monitor =~ > R&HEH L £9,

show flow monitor [broker [detail | picture]|[name] monitor-name [cache [format {csv |
record | table}]] | provisioning | statistics]

Syntax Description

broker (f£) 7u— E=X07u—hOREICHET HHEREERLET,
detail (R 7r—F=FO7u—hIlET2MEREERLET,
picture (LE) 7a—REOEBZFRLET,

name fEE) 7a— E=FOL4HIZHRELET,

monitor-name (L) FENCRE SN 7 7 — =X D4R,

cache (FE) 7o— F=4DF v v yaORAXEFRRLET,

format (TE) TAALVAMNDO T +—~y N T aronFnunzdElT s
ZEERELET,

Csv (EE) 7a—F=4DF v vy 2ORNEFEHI L ~KYVE (CSV) EXT
FrLET,

record EE) 7r— F=Z2DFy v a2DRNAXE L a— NEX TR R LET,

table T8) 78— F=XDF v v a2 ONFEERRTERLET,

provisioning  ({£E) Yo— =0 7Fubt Vg EREFTRLET,

statistics (fEE) 7u— E=ZOmatFHe£ R LET,
Command Modes ¥#HE EXEC
Command History y1yy—2 TEHNE

Usage Guidelines

CiscolOSXEFujil6.9.2 —pa<w RPN EAINE LT,

cache ¥ —7— RTit. 74/ Tl a— RERXMEHENET,

show flowmonitor monitor-name cache =2~ > RDOT 4 A7 LA HHIZEENDHKLTFDOT 4 —

v R4, 78— OB Flexible NetFlow 2MEH 3% % —7 4 —/L K C7, show flow monitor
monitor-namecache =~ > RDT 4 A7 LA T EENDH/INLFD T 4 —/v K41, Flexible
NetFlow 28 % v ¥ 2 DIBMT —# & L TEENEST HIHEF—7 41—V R TT,

Flexible NetFlow O < > F .



Flexible NetFlow 217> K |
. show flow monitor

Examples WKOEITIE, 70— T X DAT—H A% FRELET,

Device# show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description: Used for basic traffic analysis
Flow Record: flow-record-1
Flow Exporter: flow-exporter-1
flow-exporter-2
Cache:
Type: normal
Status: allocated
Size: 4096 entries / 311316 bytes
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs

WDORT, ZOHNIERINDIEER 7 A — LV REHRALET,

Table 3: show flow monitor monitor-name 2 « — )L K D& BA

TJ4—ILF SR AA

Flow Monitor  |ZRE L7-7 12— FE =% D4R,

Wi T HICRE LI, E3a—FEROT 7 4V FOFH,

Flow Record | 7m— =4 |c#[D ST hnz70n— La— R,

Flow Exporter | 7o — =X |ZE|YW Y TOHNFTZ 7 AR—H,

Cache Tu— E=F DX v v allBT D1
Type TH—EF=FDF Yy a AT,
IROED FIHE T,

o immediate : 7 2 —{XRIEEICHARREILIC 2 D £,
enormal : 7 T — |3 B0 HARLIIZ/AR D F9,
e Permanent : 7 2 —[IHIREIILIZ72 0 £H A,

Status Tu—EFE=H DX Yy aDAT—H A,
ROERATRETT,

s allocated : F ¥ v v a BTV Y THNATWET,

* being deleted : ¥ ¥ v ¥ 2 BHIBRSNTWET,

s notallocated : ¥ v v =2PED HTHRLTWERA,

Size BWEDX v v 2 AR,

. Flexible NetFlow O < > F



| Flexible NetFlow 1< > K

show flow monitor .

J4—ILFK

Bl

Inactive Timeout

IT T 4T A LT U NOIHEDH (BEAL)

Active Timeout

TIT 4T ZA LT Y NOBUEDOME (FHEALD

Update Timeout

W& A L7 U FOHLEOHE (RHAL)

DB TiEL, FLOW-MONITOR-1 & WO LARID 70— T=HDAT—HX A FHeth
W, BT —%&2F - LET,

Device# show flow monitor FLOW-MONITOR-1 cache

Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 1
Flows added: 3
Flows aged: 2
- Active timeout ( 300 secs) 2
DATALINK MAC SOURCE ADDRESS INPUT: 0000.0000.1000
DATALINK MAC DESTINATION ADDRESS INPUT: 6400.F125.59E6
IPV6 SOURCE ADDRESS: 2001:DB8::1
IPV6 DESTINATION ADDRESS: 2001:DB8:1::1
TRNS SOURCE PORT: 1111
TRNS DESTINATION PORT: 2222
IP VERSION: 6
IP PROTOCOL: 6
IP TOS: 0x05
IP TTL: 11
tcp flags: 0x20
counter bytes long: 132059538
counter packets long: 1158417

WDFET, ZOHNIERINDIEERT 4 —V REHALET,

Table 4: show flow monitor monitor-name cache 2 4 — )L K (D&% EA

J4—IJLF ERBA

Cache type TR—F=HDFX Y vV H AT, T OEILE I normal
ERVET, TP R—FENTVDEFyvia
2 ATTT,

Cache Size FyviaNOZ UL

Current entries

¥x v vaNOBATOZ kK,

Flows added

Xy v aDERZICT Y v V2 lGBNEn 7 e —,

Flows aged

Xy v v a OFERBICHIREINIC e s e 7 v —,

Active timeout

TIF 4T ZALT T NOBIEOE

(FPHLAL)

Inactive timeout

T I T 4T ZALT T NOBIEDHE (AL
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. show flow monitor

Flexible NetFlow 217> K |

TJ4—ILF A

DATALINK MAC SOURCE ADDRESS | A /) %4+ h® MAC 242757 FL &,
INPUT

DATALINK MAC DESTINATION A28 RO MAC 565967 R LA,
ADDRESS INPUT

IPV6 SOURCE ADDRESS IPv6 X{5C7 KL ATY,

IPV6 DESTINATION ADDRESS IPv6 58557 KL A,

TRNS SOURCE PORT NI URAR—F Fa haLoEETHR— R,
TRNS DESTINATION PORT K7 AKR—k Fv harosmEiR—§,
IP VERSION IPN—T g,

IP PROTOCOL 7o hanEeE,

IP TOS IP X A7 47— R (ToS) DI,

IP TTL IP {7#9i AIRERFFH] (TTL) DAL,

tep flags TCP 7 7 7 DfH,

counter bytes TR ENTNA MK

counter packets Uy NERNTNT Yy MR

WOFHITIL, FLOW-MONITOR-1 & WIHARID 7 — FE=FZDAT—F X it
W, BT —#2REATERLET,

Device# show flow monitor FLOW-MONITOR-1 cache format table

Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 1
Flows added: 3
Flows aged: 2
- Active timeout ( 300 secs) 2

DATALINK MAC SRC ADDR INPUT DATALINK MAC DST ADDR INPUT IPV6 SRC ADDR IPV6 DST ADDR
TRNS SRC PORT TRNS DST PORT IP VERSION IP PROT IP TOS 1IP TTL tcp flags bytes
long pkts long

0000.0000.1000 6400.F125.59E6 2001:DB8::1 2001:DB8:1::1
1111 2222 6 6 0x05 11 0x20 132059538
1158417

WROFITIE, FLOW-MONITOR-IPV6 & WD AFID 72— F=F (Fx v 2| IPv6
TR EREH) DAT—H A FEHE#R., BIXOT—% %L a— NEXTERLET,
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show flow monitor .

Device# show flow monitor name FLOW-MONITOR-IPv6 cache format record

Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 1
Flows added: 3
Flows aged: 2
- Active timeout ( 300 secs) 2
DATALINK MAC SOURCE ADDRESS INPUT: 0000.0000.1000
DATALINK MAC DESTINATION ADDRESS INPUT: 6400.F125.59E6
IPV6 SOURCE ADDRESS: 2001::2
IPV6 DESTINATION ADDRESS: 2002::2
TRNS SOURCE PORT: 1111
TRNS DESTINATION PORT: 2222
IP VERSION: 6
IP PROTOCOL: 6
IP TOS: 0x05
IP TTL: 11
tcp flags: 0x20
counter bytes long: 132059538
counter packets long: 1158417

ROFITIE, 7r— F=FDAT—Z A LR ER R LET,

Device# show flow monitor FLOW-MONITOR-1 statistics

Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 1
Flows added: 3
Flows aged: 2
- Active timeout ( 300 secs) 2
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. show flow record

show flow record

Flexible NetFlow 7 21— L 21— KD AT — X A L #aHERZ FoR"$ 5121%. ¥54E EXEC £— F
T show flowrecord =~ > R&EFEH L £,

show flow record [broker [detail | picture] |[name] record-name]

BX DA broker ({E#&) Flexible NetFlow 7 22— L 22— RO 7 0 —H D AT — X 2T 5 1EH
ERALET,
detail () 7r— La—Ro7a—nIClET 53R ERE2ERLET,
picture (EE) 7a—WREOEBERRLET,
name (f£E) 7u— La— FOL4RIZHEELET,

record-name  ({13%) RACEE SN2 —VPERDO T 7 — L a— ROLRHI,

ATV RFIHLE RL

aAYURE—R Frife EXEC

avy FERE 1)1)—=x EEAR
Cisco I0S XE Fuji Zoavwy RREASNE L,
16.9.2

&IZ. FLOW-RECORD-1 D A F—& A L OKEHER 2R THHE2 R LET,

Device# show flow record FLOW-RECORD-1
flow record FLOW-RECORD-1:

Description: User defined
No. of users: 0

Total field space: 24 bytes
Fields:

match ipv6 destination address
match transport source-port
collect interface input
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show sampler .

show sampler

Flexible NetFlow > 77 — D AT — & X L ifEHEHR &2 Fn T H12I1%, FiHE EXEC & — R C show
sampler 2~ REFEHALET,

show sampler [broker [detail | picture] | [name] sampler-name]

B DEREA broker (fEE) FlexibleNetFlow %> 77 —0D 7 0 —5 O AT — 4 AT LW % %
A~LET,
detail EE) Yo7 I7—07u—hIZlT MR EREZRRLET,
picture (EE) 7u—rREOHEBE>FRLET,
name EE) 77 —04Hi2EELE T,
sampler-name  ({£3) BIICEE SV 7T — D4,
AR FIALE L
avURE—F FrffE EXEC
av Y RERE 1)1y —=x EEAR
Cisco 10S XE Fuji Zoawy RBREAINE L,
16.9.2

WIZ, BRESNT 70— YT T7—F XTORT—F A LHFEEHEREFRRT L0012 R
LET,

Device# show sampler
Sampler SAMPLER-1:

ID: 2083940135

export ID: 0

Description: User defined

Type: Invalid (not in use)
Rate: 1 out of 32

Samples: 0

Requests: 0

Users (0):

Sampler SAMPLER-2:

ID: 3800923489
export ID: 1
Description: User defined
Type: random

Rate: 1 out of 100
Samples: 1

Requests: 124

Users (1):

flow monitor FLOW-MONITOR-1 (datalink,vlanl) 0 out of 0
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. show sampler

Flexible NetFlow 217> K |

WDFERT, ZOHNIERINDIEERT 4 —V REHALET,

%= 5: show sampler D 7 1 — )L K DE5BEA

J4—ILF

B

ID

Jo— %77 —DIDES,

Export ID

Ta— YT T—0x g AR— D ID,

B!

Tu—H% 7T —ICERE LA, i —
PEZDT 7 /L kOB,

Type

Jua— W ELEY Y
F—F,

Rate

Ju—H TR ELTE T4 Ry YA
X (R y FORIRAE) , fBETE 2#MHIT
2~ 32768 T,

Samples

Tu—Hh 7T —ERELTNDL, 21T
NAZREBHEB L THhHH 7Y v rank
gy N, ZoiE, N T4y 0N
TN T INEEINE ) N ERET H DI
T TR SN E FICHEINE &
ZfE LB LR LT, 2 DFED Requests
74—V ROFHZZR LTI E30,

Requests

NZT 4o DY) T RREENE H
BRET B DITY T T =N Sz
Ei&o

Users

Jua— WU T—RREINDAF—T =
A4 A,
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source

source .

Flexible NetFlow 7 B —=T 7 AR —FZ N HIRFEINDTXTONNT Y FOEFITIP T RLAD
A B =T 2 ABHRETHIZIE, 7o— T AKR—HF a7 4FXalb—rarE—RT

source 1< K& L %4, Flexible NetFlow 7 2 —T 7 ZAR—F NEHEEENDTTO
7y ROFETIPT RLADA VX —T oA A&HIBRT512E, Zoa~r Rono sz
FEALES,

source interface-type interface-number
no source

Syntax Description

Command Default

Command Modes

interface-type Flexible NetFlow 7 @ —x 27 ZR—Z NEHEEEIND 37 v FDEETT IP
T RUVAMIFIERATAIP T RLADA X —T =2 ZADX AT,

interface-number  Flexible NetFlow 7 B —T 7 AR—Z B EE SNDH /37 v FDOPEEIE 1P
T RUVRAMFTIERTIIP T RLADA L H—T = AE .

Flexible NetFlow 7 — % 7 F A& B ET DA X —T 2 A ADIPT RLVANR, EEFExXIPT KL
AL LTHEHENET,

TH— TV AR—HF AL T4 Xal— g

Command History

Usage Guidelines

1) —Z EERNE
CiscolOSXEFuji 1692 = o~y REASE LTz,

Flexible NetFlow 235 ET 5T —H 77 AMI—B LTIZHETXIP 7 RV AEHEHAT S Z & oF A
LLT, UFREENET,

* Flexible NetFlow (2 L W =7 AAR— N ENDBT —¥ 77 LDXEITLIP 7 KL A X, Flexible

NetFlow 7 —Z N EL DT SA ANGERIET L0 E BT 572012, ST AT AL -
THHAENET, T3 AN BFEHET AT AT Flexible NetFlow 7 — % 75 A& %EET 5
DI TE D ANK Y NU—7IZE8EH Y, EETLIP T RLRAZESET 55(E A
VHE—=T 2 A APFESNTWRWGEE, T RAIT—4 T T LBREEINDA o H—
T2 ADIPT RV A%, T—X 77 ADEEILIP T RLALLTHEHALES, 20
B BV AT AIF LTS, ANBIEEITIP 7 KL AR 5 Flexible NetFlow 5 — 4
T LEZIETHRENHY £, 5LV AT LN, BAEDEETIP T RL A& EHOR
UF /34 A2 )36 Flexible NetFlow 75— % 75 L&AZAETH &, 50506 AT MIER D7
A AMBIFEENT-H D L LT Flexible NetFlow 7 — 4% 77 A& ALEL L £4, 56y AT
L 73 Flexible NetFlow 7 — 4 77 K& W7o B 7 N4 ApHEESnzbo & L TUE L
WE DT DT, SRV AT LANT NANA ATTRTOAFREREFICIP T FLANDLE
{9 % Flexible NetFlow 7 — % 7 5 A % BEi—® Flexible NetFlow 7 2@ — 288125 X 9 1C,
SV AT LERETHMERHY £,
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. source

Examples

A

Flexible NetFlow 217> K |

« T —H T T NERIEY AT DMIEET HOIHATE 28O v X —T A ANT A
A RZHY, source a2~ REHRE L TUWRWEE4E . Flexible NetFlow 5 7 o v 7 &3
AT DT OINERLT 2T 7 ERA Y AN, A F—T 2L ADIPT FLAOT Y
BT A20ENH D F9, BEEIDIEE LD D FlexibleNetFlow 7 7 ¢ v 7 Al L.
AAREEILNBIZT vy 7272127 78 AU A S &AERd LOMER 2 2 &3,
Flexible NetFlow h 7 7 4 v 7 2T AR — R T HTNA AT LIZH—DIP T RL R
Flexible NetFlow 7 — % 77 LDOEEILIP 7 RLUAZHIRT 5 &, LVMHEICIT25 X9
2720 9,

Caution

P
Tip

source f v 4 —T7 2 A AL LTRETAHIAN L E—T oA ATIE, RESNTZIP T RLABL
FHTHY, To7XENTWVWAULENDHY 9,

source 2~ RCTRIE LA VH—7 = A A LTI 7e 5 k23384 L 72354, Flexible NetFlow
T AR—HINE, T—E T TEANEEENDIA A —T A ADIPT RVAET—H T T A
DEFILIPT FL AL LTHAT DT 740 OBIEICRY £9, ZORMEZ BT 5121,
N—T Ny I f B —T oA A FER A X —T A AL LTHEALET, ZHd, v—7
W A B —T o2 f APYPA B —T = A A THAET HATREMED & D —RFHY a5 1 D8
A VRAAY SN G B

Ta~xy RET 730 MREICETIZIX. nosource £ 7213 default source 7 72— . 7 AR —
Farv74Xal—Yay avy ReEERALET,

WIZ, NetFlow T 7 4 v 7 DFEETCA L Z—T 2 A AL LT, V—T RNy 7 L H—
7 A A &EHT 5 X 5|2 Flexible NetFlow R ET 564~ LE T,

Device (config)# flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter) # source loopback 0
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template data timeout .

template data timeout

Ta— T AR T T = N T —EZOFREOX A LT 7 N ERRET HI2IL, 78—
T AR—H a7 4 X2 L— 3 F— K Ttemplatedatatimeout =~ > K& H L F9°,
Tu—TJ AR—=FDOEFEEDZA LT T MEHIBRTDIZIE. Z0a~<r Ko no B E
l_/\ijﬁo

template data timeout seconds
no template data timeout seconds

BX DA

AU R TFI4ILE

AR E—F

seconds FHHAAZD X A L7 7 METT, FETE HHFAIEL 1 ~ 86400 T, 77+ /L M
600 T,

TN DT O— T AR—HF T T L— b FEEOXA LT U ML, 600 T,

TJHU— TV AR—F aLr T 4 Xal— g

avy FERE

FRLEDHA KS1 Y

1) —Z EENA
CiscoIOSXEFuji 1692 = pa~y FREASHE L=,

Ta— T AR—EDT S — N T —=HIZE, = AR—FENDHT—F L a— RAGER
ENTWET, MISTEHT7 T L— R L TrF—% La—R&7a— K52 LI T&ER
Ao templatedatatimeout =~ RZEH LT, ZNbDT 7 b — a7 ZAR— M58
FEZHIAE L £,

Zpavy RET 740 MEREICETIZIL, notemplate datatimeout & 721X default template
datatimeout 7 — L a— K =7 AR—% a~< R&EHLE7,

WOFITIE, 1000 NI HX A LT T MIESWTT UL — FOFEEEEZRELE
7,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# template data timeout 1000
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. transport

transport

Flexible NetFlow 217> K |

Flexible NetFlow D7 B —T 7 AR—F D h TV AR— 71 fa/LaERETHI20E, 7a—
T AR—H a7 4 X2 lb— gy F— RKCtrangport 2~ > R&EEHLES, 7r—=x
JAR—HEDNF LU AR—F 7 balr bt ai12E. —oa<y Rono s EHLE
R

transport udp udp-port
notransport udp udp-port

BX DA

AU R TFI4ILE

AR E—F

udp udp-port hZ 1 AK— |k Fu k=aLd LT User Datagram Protocol (UDP; 2— 5 —
Z7 75 7ubhan) ZfEEL, UDP R— MESEEELET,

Ju— T/ AR—ZTX, UDP Z7R— |k 9995 THEH L £,

TJHU— TV AR—F aLr T 4 Xal— g

avy FERE

FRLEDHA KS1 Y

1) —Z EENA
CiscoIOSXEFuji 1692 = p=a~y FREASLE L=,

Zoawy R&ET 740 P EIZRETIZIEL. notransport & 721 default transport flow exporter
a 74 FXal—Taryavry REFEHALET,

wIiZ, hTUAR—K Fa bajt LTCUDP #%EL., UDP AR— &S % 250 IZ3%
ET D ZERLUET,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# transport udp 250
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ttl

FEETRERSR (TTL) A/ ET AL, 7e— TV AR—F a7 X2l — g2 F—FK
Tttla~> FEEALET, TTLEZHERTSI2E. Zoa~<w> FonoBEXEEA L £,

ttl ttl
no ttl ttl

BXDEREA

AR TFI4ILE

O R E—F

ttl =7 2AR—hENET—% 7T LAOIFEFATRERR (TTL) fE, /& TE 2#MHIL 1 ~ 255
T, T 74/ ML 255 T,

Tu— g AR—4 T TTLE 255 MER SN CuvwE1,

TH— ZJAR—HF AT 4 FXal—Tay

avwy FERE

FREDHA FS14 Y

J1)y—= EEAR
CiscoIOSXEFuji16.9.2 —pa<y RpEAINE LT,

Zoawy RET 740 MREICETICIEL, nottl £/-1% default ttl 7o — =7 ZAR—F 3
T4 X2l —aravy REEALET,

Wiz, TTLE 15 2H8ET HHl2 R~ LET,

Device (config) # flow exporter FLOW-EXPORTER-1
Device (config-flow-exporter)# ttl 15
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