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(BUILTIN_DEVICE TO TEMPLATE) #Z#ftL 9,

Parameter-map name: BUILTIN DEVICE_TO_ TEMPLATE
Map: 10 map device-type regex "Cisco-IP-Phone"
Action(s):
20 interface-template IP_PHONE_INTERFACE_ TEMPLATE
Map: 20 map device-type regex "Cisco-IP-Camera"
Action(s):
20 interface-template IP_CAMERA INTERFACE TEMPLATE
Map: 30 map device-type regex "Cisco-DMP"
Action(s):
20 interface-template DMP_INTERFACE_ TEMPLATE
Map: 40 map oui eg "00.0f.44"
Action(s):
20 interface-template DMP_INTERFACE_ TEMPLATE
Map: 50 map oui eg "00.23.ac"
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Action(s) :
20 interface-template DMP_INTERFACE_ TEMPLATE
Map: 60 map device-type regex "Cisco-AIR-AP"
Action(s) :
20 interface-template AP_INTERFACE TEMPLATE
Map: 70 map device-type regex "Cisco-AIR-LAP"
Action(s) :
20 interface-template LAP_ INTERFACE_TEMPLATE
Map: 80 map device-type regex "Cisco-TelePresence"
Action(s) :
20 interface-template TP_INTERFACE TEMPLATE
Map: 90 map device-type regex "Surveillance-Camera"
Action(s) :
10 interface-template MSP_CAMERA INTERFACE_ TEMPLATE
Map: 100 map device-type regex "Video-Conference"
Action(s) :
10 interface-template MSP_VC_INTERFACE_ TEMPLATE
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FEAE L F9,

BUILTIN AUTOCONF POLICY
event identity-update match-all
10 class always do-until-failure
10 map attribute-to-service table BUILTIN DEVICE TO TEMPLATE

N

GE)  MAAARY —~ v TOREEFKRT HITIX, show policy-map type control subscriber
BUILTIN_AUTOCONF_POLICY =i~ N&Ef L £,

RV —~v T NI A—E~<v 7 BLIOTFTU 7L —  eFETERTLIZE L TEET,

FEE D2 —PF— RSN T MU T—2MEk S5 & v —7/1 802.1X Cisco Identity Services
Engine (ISE) %—/S—723 b U H—ZFHFEL, #fEOE X2 U T 1 2R L £ 7

AVHE—=T 2 A AT T L— NI, ROWVWTNPOFEEFHLT (¥ —T =4 A ET)
BT 77 4 b TEET,

« RADIUS CoA : i8A[ZH (CoA) <> RiZ 12U EDOT 78 AEy v azxtgl LT
WETH, RSN T 7 L— ML, slREh2 Bty a v 2ZRA N4 04 —T =
ARZHEHSNDERH Y E7,

* RADIUS Access-Accept (7 7 A 7 2 N OFEFEE T2 ITFEATH)  © Access-Accept TIR S 4L H %
WA =T A AT T L— NI, BASNTET 78Ry Va v ZARARLTWD
— MCEHTIHERHY £,

e —ERATFT UL — b B A NVICERBINET—E AT 7 L — FERITAAA T — /N —
NOESG SN —ERAT T L — " TCA U F—T oA AT T L— ERZHINTND
e, F0A 2 —T 24 AT L—MNE, P—ERTF T L— B EASNDT 7 &
Ay arERANT DAL H =T oA ATEATHIHLERH Y £ (2 —AIVITERE
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Autoconf DFEE |
B -7 rzmyans

NP —EARAT T L= NPLA L E =T 2 A AT T — NEBRTHDOH L
Wa<wr REBMNMLEYT)

c MAZHFRY o —T 7> ay  MAFHEARY > —ICES vy BT 7 2 a Uid,
TANEDEA TIESNTH —ERTF T L — "R EZ—T 2 AT T L— K (%
TA—E=y T TERIND) 2777 474k, LEIORY —IZBEEfT b7 v
7L — hEHIBRL £7,

s TNAANPLT U T L= ~DNRFGRA—=E2 T P—EARBIOAS H—T =, AT
TU—= R DT 4 NEEAT D~ T DR O A ATRER FIETHRETE %
MAENRTG A =R~ T,

TUIL—rEERT HFIR
BRI > 7 L RS & KORLEAD 0 £

e T U L— NI, EERICESTSNEST, ZHCEY, T r— hoERg N
TR0 97,

e T UL — NI, U RTARALADZ A FITHEDNT, = TS AR I TWD
f =P Xy b AL F—T A ATHEATEES,

=t RTFT T L= EFEHTDE, By v a L tRIAEEEST VT 4 kTR E T, —
. A H—T A AT T L—hE, By varERA RN LTSS U H—T oA AL
REFEHLET,

P—bERF LT L — NEIT 7Ry v a vicEAans=n, A— K EoH—0x K
RA U NERBIND N T T 4 v 7 IZOBREELET,

TNRAADAL— R NT v TRELEFATHORTEIL, 77 L— FOBEBREHIZ L > TE
FEINEHA,

R —D@EHIZ, 778 A®yvarodf 747V ERBENET, 778 AEY
arDIATHA TN, Vo T v oy BT RETe, FIRAARERTRT
DOFEZFERA LTI L—AT— 7L > TBlESNET,

TrT L= M TEOBETEH TE ET, 7T b FOEHSNIZFRTOA R
JUANERESNET,

T — FOREK A~ FiE, EfTHOEREITIIERINETA,
DIRT O R ERE G DORIEI B L 5252 <, T 7L — el TE£7,

T T VL— b TV =g URNERER SN, BHRAEEIZAR Y . BEENEA LSS IXE
BT va rnETEINET,

7 —4 VLAN, Quality of Service (QoS) /X7 A —% A h— A, 8L UPMAC X—=A
DR—=FEF2VT 113 A v FIHERSNLTNDT Y BT ZTHASWTHBIRIZ
BRESIVET,

o A v FR— NI, TAAABRKR— I LUIT SNz & IR ERHIRT L Z L TRAI
TV =T o7 ENET,
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| Autoconf D

Autoconf DH&RE .

A VARV ERED T RAIBITAHANT T =N LET,

Autoconf D EE

Autoconf F¥AEIX, T 7 4V FTIEF/ r— L a7 4 Falb—a v T— RTESICR-T
WET, AutoconfBERER /m— L 2 T 4 X al—La Ly T— RTHMCTEE, T 7+
NENTCA L H—T oA AL YL THNZRY FF, HPIABRT T L— MNEEIL, TTHOA
VHE =T oA AT ENTET Y R AL RZESWTHEA S E T,

Autoconf ¥ 7 @ — )L LoYLTTHENZ > TWAEETH, A v Z—T 2 A AL-YLTFET
Autoconf Z Y- 5 121%. access-session inherit disableautoconf =~ > R&fEH L £,
Autoconf% 7' 00— )L L~-UL CHEGNZ 5 L T RTDA U H—T oA A L~ULDOFRTNES)
W0 F9,

Ja—n)L 423 —TxAX|AutoConf A T7—4% X
LARJL
) ) T RTNA ANERE I N TWDIGAE, BERRTITE
A EHA,
H5h T 7 )V FTHZN | Autoconf 73 7 12— )L LAULTHEII 2> TWAIEE

X, T 74NV R TEA v H—T =2 ALYV TH YT
T, MBIABLT T L— REEIEL, TXTOA ¥ —
T A ATHRHENEZ Y RT3 ZZESWCTEEA
SNnET,

A2 i) ITa—rN )LV THTY, A v F—T = A AL
VTR TI, Autoconf BNEEZNZ /> TWDHA U H—
T oA AT RTFRAL ANRER SN TWAEA,. B

B E I SNEE A

Autoconf TlE, Autoconf A7 1 v FEREAHET H I E T, TV RTNNAA~DY VI RF Y
YLTWDAHEERT Y RTAAL ARSI TV EEATH, 7o 7L — M RFFTEET,
access-session interface-templatesticky =~ > R&fH LT, /m— b ar7 4 Falb— g
v F— KT Autoconf A7 o v FHEREZ R E LE T, Autoconf A7 ¢ v FfEIC LY, = K
THRAAZRE L, Vo7 7Ty TEIET A AR S TR LIE S LD T NTT v~
TL— AT OMENR L D ET,

access-session interface-template sticky =~ > Rd, access-sesson =2~ K& & IMAIAILT
YTV bhEA AT 2 AT DT DICNEATY, P—ERARY —E M H L THR—
MZA Y HZ—T=2A AT 7 L— MEEMT 5121 access-session interface-template sticky =
~ U RERELET,

FEEDA B —7 = A AT Autoconf HREZ TEZNZ T 510X, /v X —T A A a7 4Fa
L—¥ 3 F— KT access-session inherit disableinterface-template-sticky =~ > K& L %
D
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. Autoconf DEXEH %

Autoconf )

BXTE A

Z Z T, Autoconf DR EFIEICOWTEHMHAL £,

Autoconf DFEE |

IV RTNARANDEARAAT VT L— FDEMH

WDH AT TliE, CiscolP BEFER EDT L RTFNRAL AR INTWAA v X —T7 =14 ATH
FIAHT T — N EdEAT 5 HEE R LET,

1R BHHIIZ

CiscoIP B EDT U RTFNRAL ANAAL v FR— MIBEHREINTWAEZ 2R LET,

FIE

ARV RFEERETIVa Y

B8

ATy T

enable
B

Device> enable

¥iME EXEC E— F2 AT LET,
e NAT—REANLET (FEREh

5a

o

ATvT2

configure terminal

1

Device (config)# configure terminal

Jua—\)L a7 4 Xal—g
T—FzfnL£7,

ATvT3

autoconf enable

1

Device (config) # autoconf enable

Autoconf BEREZ H N L £ 7,

ATvT4

end

1 -

Device (config) # end

Ja—)L a7 4 FXalb—rg
E— RN&&T L, FibE EXEC E— N %
BAIE L £,

ATy Th

(f£&) show device classifier attached
interface interface-type interface-number
fA

Device# show device classifier attached|
interface Gi3/0/26

T RTAAL ANIELWEEZFFOT N
A AGFFIC Lo TSI TV LY
IMEFRFLET,

ATvT6

show template binding tar get
interface-type interface-number

1

Device# show template binding target
gi3/0/26

A B =T 2 A A LDT T L— &S
LCHHSNRELZRILET,
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| Autoconf D
I RFNA ZA0HRHT LT L— 0B ]

IV RTFNARDTINA AN EEDOHEDR
ABE—DTARADAVE—T AR TTL— FOWER
AVB—TIAR AT X2 L— a3 DHER

Autoconf BRED S O— /N LRFDFEDR

WOFNE, IPEFENIELWEBEEZ R OT ANA A I > THHsn Vb I %
RLTWET,

Device# show device classifier attached interface GigabitEthernet 3/0/26

Summary:
MAC Address Port Id Profile Name Device Name
0026.0bd9. 7bbb Gi3/0/26 Cisco-IP-Phone-7962 Cisco IP Phone 7962

WOFNT, MAPIABRA VB =T 2 A AT T — "BA F—T A ATHEHASIND
ZE&HRLTVET,

Device# show template binding target GigabitEthernet 3/0/26

Interface Templates

Interface: Gi4/0/11
Method Source Template-Name

dynamic Built-in IP_PHONE_ INTERFACE TEMPLATE

ROBNX, A F—T = AR T 7 L — k2 GigabitEthernet 1 & % — 7 = A A 3/0/26
W SV IP RS IS SNT2RICA v F—T = A ARE LR T D %R LT
WET,

Device# show running-config interface GigabitEthernet 3/0/26
Building configuration...

Current configuration : 624 bytes
!

interface GigabitEthernet3/0/26
I
End

Device# show derived-config interface GigabitEthernet 3/0/26
Building configuration...

Derived configuration : 649 bytes

!

interface GigabitEthernet3/0/26

switchport mode access

switchport block unicast

switchport port-security maximum 3

switchport port-security maximum 2 vlan access
switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
switchport port-security
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Autoconf D%
B = 5tz 0828570 TL— roER

load-interval 30

storm-control broadcast level pps 1lk

storm-control multicast level pps 2k

storm-control action trap

spanning-tree portfast

spanning-tree bpduguard enable

service-policy input AutoConf-4.0-CiscoPhone-Input-Policy
service-policy output AutoConf-4.0-Output-Policy

ip dhcp snooping limit rate 15
end

Device# show running config

class-map match-any AutoConf-4.0-Scavenger-Queue
match dscp csl

match cos 1

match access-group name AutoConf-4.0-ACL-Scavenger
class-map match-any AutoConf-4.0-VoIP

match dscp ef

match cos 5

class-map match-any AutoConf-4.0-Control-Mgmt-Queue
match cos 3

match dscp cs7

match dscp cs6

match dscp cs3

match dscp cs2

match access-group name AutoConf-4.0-ACL-Signaling
class-map match-any AutoConf-4.0-Multimedia-Conf
match dscp af4l

match dscp af42

match dscp af43

class-map match-all AutoConf-4.0-Broadcast-Vid
match dscp csb5

class-map match-any AutoConf-4.0-Bulk-Data

match dscp afll

match dscp afl2

match dscp afl3

class-map match-all AutoConf-4.0-Realtime-Interact
match dscp cs4

class-map match-any AutoConf-4.0-VoIP-Signal

match dscp cs3

match cos 3

class-map match-any AutoConf-4.0-Trans-Data-Queue
match cos 2

match dscp af2l

match dscp af22

match dscp af23

match access-group name AutoConf-4.0-ACL-Transactional-Data
class-map match-any AutoConf-4.0-VoIP-Data

match dscp ef

match cos 5

class-map match-any AutoConf-4.0-Multimedia-Stream
match dscp af31l

match dscp af32

match dscp af33

class-map match-all AutoConf-4.0-Internetwork-Ctrl
match dscp csé6

class-map match-all AutoConf-4.0-VoIP-Signal-Cos
match cos 3

class-map match-any AutoConf-4.0-Multimedia-Stream-Queue
match dscp af31l

match dscp af32

match dscp af33

class-map match-all AutoConf-4.0-Network-Mgmt
match dscp cs2

class-map match-all AutoConf-4.0-VoIP-Data-Cos
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| Autoconf D
I RFNA ZA0HRHT LT L— 0B ]

match cos 5
class-map match-any AutoConf-4.0-Priority-Queue
match cos 5
match dscp ef
match dscp csb
match dscp cs4
class—-map match-any AutoConf-4.0-Bulk-Data-Queue
match cos 1
match dscp afll
match dscp afl2
match dscp afl3
match access—-group name AutoConf-4.0-ACL-Bulk-Data
class-map match-any AutoConf-4.0-Transaction-Data
match dscp af2l
match dscp af22
match dscp af23
class-map match-any AutoConf-4.0-Multimedia-Conf-Queue
match cos 4
match dscp af4l
match dscp af42
match dscp af43
match access-group name AutoConf-4.0-ACL-Multimedia-Conf
class—map match-all AutoConf-4.0-Network-Ctrl
match dscp cs7
class—-map match-all AutoConf-4.0-Scavenger
match dscp csl
class-map match-any AutoConf-4.0-Signaling
match dscp cs3
match cos 3
|
!
policy-map AutoConf-4.0-Cisco-Phone-Input-Policy
class AutoConf-4.0-VoIP-Data-Cos
set dscp ef
police cir 128000 bc 8000
exceed-action set-dscp-transmit csl
exceed-action set-cos-transmit 1
class AutoConf-4.0-VoIP-Signal-Cos
set dscp cs3
police cir 32000 bc 8000
exceed-action set-dscp-transmit csl
exceed-action set-cos-transmit 1
class class—-default
set dscp default
set cos 0
policy-map AutoConf-4.0-Output-Policy
class AutoConf-4.0-Scavenger-Queue
bandwidth remaining percent 1
class AutoConf-4.0-Priority-Queue
priority
police cir percent 30 bc 33 ms
class AutoConf-4.0-Control-Mgmt-Queue
bandwidth remaining percent 10
class AutoConf-4.0-Multimedia-Conf-Queue
bandwidth remaining percent 10
class AutoConf-4.0-Multimedia-Stream-Queue
bandwidth remaining percent 10
class AutoConf-4.0-Trans-Data—-Queue
bandwidth remaining percent 10
dbl
class AutoConf-4.0-Bulk-Data-Queue
bandwidth remaining percent 4
dbl
class class—-default
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B = rFvzx~ozBSh-BARHT LT L— FOER

bandwidth remaining percent 25
dbl
policy-map AutoConf-DMP
class class-default
set dscp cs2
policy-map AutoConf-IPVSC
class class-default
set cos dscp table AutoConf-DscpToCos
policy-map AutoConf-4.0-Input-Policy
class AutoConf-4.0-VoIP
class AutoConf-4.0-Broadcast-Vid
class AutoConf-4.0-Realtime-Interact
class AutoConf-4.0-Network-Ctrl
class AutoConf-4.0-Internetwork-Ctrl
class AutoConf-4.0-Signaling
class AutoConf-4.0-Network-Mgmt
class AutoConf-4.0-Multimedia-Conf
class AutoConf-4.0-Multimedia-Stream
class AutoConf-4.0-Transaction-Data
class AutoConf-4.0-Bulk-Data
class AutoConf-4.0-Scavenger

Autoconf DFEE |

IVRTNARNDEREINHRAAT T L— FDEH

WDEATIE, BEDOUAVYLAT IVARASLS L FEIP DATNAL v FITHEREIN TS
BRI, MAIABT T — NEEET S EERLTHWET,

FIE

ARV RFEEETIa Y

B8

&M

enable
B

Device> enable

¥ M EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

=%a

o

ATvT2

configureterminal

1

Device (config)# configure terminal

Juaua—\)L a7 4 Xal— gy
T—FzfmL£7,

ATvT3

template template-name

1

Device (config) # template
AP_INTERFACE TEMPLATE

MBIABT T L— DT T L— |k
a7 4 F¥al—3g Ly E— NEHlk
LET,

ATV

switchport accessvlan vlan-id

1

Device (config-template) # switchport
access vlan 20

AVH—T 2 A ANRT IR E— KD
L X|ZVLAN 3/ EL £,
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| Autoconf D

IV RFAARAOEEShEsRHT T L— oA ]

AU RFERET7TIV3 Y B#)

Z 7 75 | description  description HIATT T L— F OB LE
f5i kK
Device (config-template)# description
modifiedAP

AT 76 |exit FoFL—har7 4 ¥al—ay
Bl - E—REKTL, Zrm—Lb a7y

XFal—varE—RE2HBLET,

Device (config-template) # exit

AT 77 |autoconf enable Autoconf HEREZ H AT L £,
fil -
Device (config) # autoconf enable

ATFv 78 |end Ja—sYLar 7 4 Xal—ay
i - T— RZfT L, FE EXEC T— F&

A

Device (config) # end gﬁﬁnL’gE7r°

R T w 79 | show template interface binding all FUFL— "B, B —T = A AT
5l - SNTVNBME I DEFRRLET,
Device# show template interface binding|

all

IV RTFNARDTINA ADFEDHEDR

AVB—DTAADAVE—TTARATFUTL— FOFER

WOFNE, PHATET I EBARA Y RBELWBHEE ST AL A5EFITE - T
SHEINTWAZ LERLTWET,

Device# show device classifier attached detail
DC default profile file version supported = 1
Detail:

MAC_ Address Port Id Cert Parent Proto ProfileType Profile Name
Device Name

00ld.alef.23a8 Gil/0/7 30 3 C M Default Cisco-AIR-AP-1130
cisco AIR-AP1131AG-A-K9
00le.7a26.eb05 Gil1/0/30 70 2 C M Default Cisco-IP-Camera

Cisco IP Camera

WOENL, FHBRADA v HE—T 2 A AT T — INA v H—T oL ZAZHA SN
ZEHEIRLTWVWET,

Device# show template interface binding all

Template-Name Source Method Interface
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B Ase 55 Autocont ~F47

IP_CAMERA INTERFACE TEMPLATE
AP_INTERFACE TEMPLATE

Built-in
Modified-Built-in

ASP H 5 Autoconf ~DFE1T

1R BRI

Autoconf DFEE |

Gi1/0/30
Gi1/0/7

dynamic
dynamic

show running-config |includemacroautoglobal =~ > K& f#fH L C. AutoSmart "— k (ASP)
<7 uNFETENTWSZ L 2R LET,

FIE

ARV KRFERERETY V3 Y

=)

ATy T

enable
51 -

Device> enable

¥ EXEC E— FEARINC L £,
s NRAT—REASILET (R

=55

o

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Fal—g v
ET— RZRHBLET,

ATvT3

no macro auto global processing

1 -

Device (config)# no macro auto global
processing

7a—LL~UL T ASP Z SN LE
KR

RATvT4

exit
I

Device (config) # exit

Ju—svar74Xal—vay
E— FZKT L, FiHE EXEC £— NI
R £,

ATvTH

clear macro auto configuration all

1

Device# clear macro auto configuration|
all

TRTCDOA L F—T A AD~Y T ARTE
7 UTLET,

ATvT6

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥alb— g
ET— FEBBLET,

ATy T17

autoconf enable

1

Device (config) # autoconf enable

Autoconf BEREZ H N L £ 7,
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| Autoconf D

BT KTy

—

Bl T2 KT

Autoconf 0% E 5l .

ARV RFEREET7TOVa Y By

ATv 78 |end Ja—r~ ) ar7Z 4 ¥al—ay
{1 - E— FEKT L, FiHE EXEC £— NI
Device (config) # end E%K)jiiro

Autoconf 0 % 7E 5

WD¥ 7 3 12 Autoconf DR EFZ R L £,

N\ AANDHAHAH T T L— FDEH

WIT, A F—T = A AR S Te= v RT A, A BRIABT 7 L— R &iE
THHIERLET,

Device> enable

Device (config) # configure terminal

Device (config) # autoconf enable

Device (config) # end

Device# show device classifier attached interface Gi3/0/26
Device# show template binding target GigabitEthernet 3/0/26

\MAANDERENF-MAHAAT VT L— FDER

ROBNT, MPAHBT T L— P2 EE L TRREIHERT 2 7ik2 R L TVET,

Device> enable

Device (config) # configure terminal

Device (config) # template AP_INTERFACE_TEMPLATE
Device (config-template)# switchport access vlan 20
Device (config-template) # description modifiedAP
Device (config-template) # exit

Device (config) # autoconf enable

Device (config) # end

Device# show template interface binding all

51 : ASP ¥4 OH 5 Autoconf ~DFZ1T

Iz, ASP 7>% Autoconf ICBITT A2 <L E£7,

Device> enable

Device# configure terminal

Device (config) # no macro auto global processing
Device (config) # exit

Device# clear macro auto configuration all
Device# configure terminal

Device (config) # autoconf enable

Device (config) # end
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Autoconf DFEE |
B Avocont o zotnsEEH

Autoconf D Z DD SEEF

EhEEE RZaTFILEA L

Cisco identity-based networking services | [Cisco IOS Identity-Based Networking Services Command
aAveR Reference]

A E =T AR T T L—h ['dentity-Based Networking Services Configuration

Guide] @ [Interface Templates] DI,

BREL ZURFC

Z 4E/RFC 24 LU

IEEE 802.1X| [Port Based Network Access Control |

SRADTY ZHI YR—F

B o

2P R— N Web A FTlE., & =ao |http://www.cisco.com/cisco/web/support/index.html
BT 7 /Y —IlElT LIy a—
T A TICBELTWEE T DX 91T, v==a
TARY = NaF L e T HEERA L TA
YUY =RAERELTHNET,

BEWOREOE X 2 U T ¢ FHROFEITE H
 ANFT572HIZ, Cisco Notification Service
(Field Notice 725 7 7 2 &) . Cisco Technical
Services Newsletter, Really Simple Syndication
(RSS) 7 4 — K72 EOFFEY—E R ITIA
TEFET,

VAIADYR— K WebA NOY—NIZT T
T 2T 5%, Cisco.com D—H ID B L
INA T — R SLEETT,

Autoconf D EE B FE

WOFEIZ, ZOFY 2— /LT T2HEDOY UV —AB L OEEEREZ R LET,
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ibns/configuration/15-e/ibns-15-e-book.html
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| Autoconf D

TS OREIT. BHCHATZ I TWARWIRY

EHTE £,

Autoconf DHEEERE .

BAINTZY Y —RUBEOTXTHOY Y —RAT

J1)—x tHaE

HREETEHR

Cisco I0S XE Everest 16.6.1 | [Autoconf]

Z OMREPNEASIVE LT,
Autoconf HERETIX, = F
TNRAALAL  H—T = A
A DN— RS T
JIRAIRE T,

autoconf enable, map
attribute-to-service
(autoconf), map device-type
(service-template),
parameter-map type
subscriber
(service-template), show
parameter-map type
subscriber attribute-to-service
all, show template interface
DF- <y RBEMEIT
EHEINFE LT,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BL Y 7 bV =T A A=V DY R—
NMEHZ TR CT& £7, Cisco Feature Navigator (27 2 & A3 % IZ1&, https:/cfang.cisco.com (T

iﬁﬁ\ij—()
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Cisco 759 72 K JLADERE
«Cisco 7’7 7 7 R 7 LA OF%JE, on page 19

= O » -~ R O Erla  — |
Cisco 759 72k L1 DERE
TI3T TR T A DREFIECONTIE, WESHLTIZEN,
«Cisco 7’77 7 R T UAMEET A N
* Configuration Guide for Cisco Network Plug and Play on APIC-EM
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Cisco Discovery Protocol M iz E

Cisco Discovery Protocol I, v AT /NA A LETEEL, Xy NU—F 7 TSV r—a >
INEHEERE SNIATEDO T ASA R L TEETED L OIS D AT 4 TSRS v b
U= WSROV A Y270 b T, 2078 hallo Ty Aa 78 AR SN

TEXDORTERENFE S, #RDAF Y FU—

vlg7'm b avEENT LY AT LA E

BTEDLEITRDIET, T, AOEHNES TR 7,

ZDFE Y 2—)L T, Cisco Discovery Protocol /3—3 = > 2 & Z @D SNMP TOEMEIZ- OV TR

Bﬂ L/jzj*o

« Cisco Discovery Protocol {Z DUV T (21 ~X—7Y)

» Cisco Discovery Protocol D¢ E ik (22 X—)

» Cisco Discovery Protocol DE =X U > 7 L A FF A (29 X—)
» Cisco Discovery Protocol DFEFED JEIE (30 ~=—3)

Cisco Discovery Protocol [C DLV T

Z Z Tl&. Cisco Discovery Protocol (Z-DWTaiH L £ 4

Cisco Discovery Protocol DT 7+ JL FE&E

W DFIZ, Cisco Discovery Protocol DT 7 4 /L he&E &=~ LE T,

tHeE T4 MERE
Cisco Discovery Protocol 7' 17— /N IR HE A F—T )L
Cisco Discovery Protocol f > % —7 = A AIRRE | A X —T /L
Cisco Discovery Protocol % 4 ~— (/347 v M H |60

BTAREE)

Cisco Discovery Protocol £RFFIFR  (BEZERT) 180 £b

Cisco Discovery Protocol /X—3 3 > 2 7 RNK | 4 x—T )L

A AXA D
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Cisco Discovery Protocol D% E |
. Cisco Discovery Protocol D E

Cisco Discovery Protocol D #}%&

Cisco Discovery Protocol |X, T XTDT AT NA A (=% TV v TIEAF—IN
avhE—F, BLOAL vF) OLAY2 (F—4 Y If@) CHET 571 27 a
Fancd, xy NU—2FBT7 7V r—a 3 CDP AT 52 Lk by, BEEoT A
A ADKA N=TlH Y AT, ZAERIT 5 ERTEET, Eho, FRLA YOI
ART Ly b T b VBB L TN D R A N—T S ADT A AZ A TR, SNMP = —
Tz hT RLVAEZERTHI L TEET, ZOMEICK-T, T =y a b rA
N—= TN AZSNMP 7 =) —ZEFTEET,

Cisco Discovery Protocol I%, 7 ry hU—27 778X 7m haj (SNAP) ZHHR— kLT
WAHTRTDAT 47 TEIVELEJ, Cisco Discovery Protocol (X7 — % U 7 J& COHENET
DI, Bigd Ry FU—rs@T 0 harE Y R— 5200V AT ATHOOEREFE
TEET,

Cisco Discovery Protocol 235% & ST /A AE~ /v TFF v A T R RIZEMIIZ A vt —
TaEFFE LT, SNMP A v b=V EZAFARERT N A% 1 DEIFTERT FAZ A XL E
T, ZDOT KK A X2, Z{M7 /XA AT Cisco Discovery Protocol {i i & BEHEH 9 | TR FF
T LR A2 KT AT TRERFRE], D E VD AR— IV RE A AERLEENE T, &7 31 AIfhoT
NAAMBIEEEINTZA v =V HRLZIT T, XA NN— TN ROV THEELET,

Cisco Discovery Protocol L7 /34 A |- C Network Assistant &1 % —7 /L35 Z LT, X b
T—0 %7774 HNMIFRRTEET, 7734 AL Cisco Discovery Protocol Z i/ L T2 7 X
AEMERH L, 7T AZ AN BIOa~vy RFERL ANLERIA (F7408) Bin
720 T AZKIEDOMMDT NA ZNZDONTOEREMERFLET,

RONEIZ, THAAABIOEE R SN RARA R T A ZIZETUEE D £,

« Cisco Discovery Protocol (X, 7 /3 X L EHEE T D8 S Nic— 2 RARA » MERRI L
\i‘a_c

e XA NR=F N ZADLR— "WNEHLRNLHIC, | DOFRT AL AT Rer— g
NERELR—FLET,

s HBT NA ALV RARA LV MNE, vlr— 3 VORE EZEOW G EITWVET,

Cisco Discovery Protocol M%7 /5%

Z Z Tl&. Cisco Discovery Protocol D% E SFIEIZ DOV TREH L £ 7,

Cisco Discovery Protocol D 4F 4 DR E

K ® Cisco Discovery Protocol DRiPEAFRE T&E 97,

» Cisco Discovery Protocol 7~ 77— k D#HE

cHET D ETHERERFF T ORHOR S
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| Cisco Discovery Protocol D% E

Cisco Discovery Protocol (D45 DEETE .

e NR—=Ug U 2T RREALZA NEEETLINE I M

\}

GE ATy 73~5FTXTHUEETHY, EOIEFETETLTOENENEE A,

WO FINEIZHE - T, Cisco Discovery Protocol DFFEZFRE L £ 7,

FIE

ARV KRFERRETY Va3 Y

=)

ATy T

enable
1 -

Device>enable

it EXEC E— FE Az LE T,
e MR- KREASNLET FRENn

=568)

ATy T2

configureterminal

1 -

Device# configure terminal

ATvT3

cdp timer seconds

1

Device (config) # cdp timer 20

(fI:E) Cisco Discovery Protocol 5 ™
REHE 2 HEA TRELET,

HBETEEIL5~254TY, F7+
JL R T 60 1,

ATvT4

cdp holdtime seconds

1 -

Device (config) # cdp holdtime 60

EE) ZET A ABZDOT /A A
HIAE SN IFma g IR 2
R 2 F5E LT,

BETX DML 10 ~255 BT, T
7 )V ME 180 T,

ATy Th

cdp advertise-v2

1 -

Device (config) # cdp advertise-v2

EE) R—=Ta 27 R A X&i%k
159 % & 5 1Z Cisco Discovery Protocol %
RELET,

IR T A OREETT,

ATvT6

end

1

Device (config) # end

HkE EXEC £— RIZR Y 17,

ATy T17

show running-config

1 -

AN B LET,
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Cisco Discovery Protocol D&% |
. Cisco Discovery Protocol D7 « £ —J /L1t

ARV RFERFTIVaY =)

Device# show running-config

A7 v 7 8| copy running-config star tup-config (LE) =2v74Fal—vary 77
{5 ANV EZIRIELE T,

Device# copy running-config
startup-config

RDZRY
T 7 )V FEREIZRTIZIE, Cisco Discovery Protocol =~ > KD no &M H L £,

Cisco Discovery Protocol D7 4 — JJL 1k

Cisco Discovery Protocol X7 7 # /b k TA 1 —7 /Wil > THET,

\)

GE) TARAARIT TR LMD AT 34 A (Cisco IP Phone 72 &) %, Cisco Discovery Protocol
A =Tk EHINNCAH L F9, Cisco Discovery Protocol 27 4 E—7 WMZT 5L, 7T A
SRR SdL, T3 ZAOH U S AvE T,

Cisco Discovery Protocol 7 /34 AfRHKEEEZ T « B —7 W T 512X, RO FIEZFEITLET,

FIE
ARV KRFERERETY VY B8y

AT w1 |enable FiHE EXEC £ — REAMT L ETS
i - AU —=REANLET (BRI
Device>enable =58 .

R 72 | configureterminal Ja—\)ary 74 Xal— g
1 - T REBALET
Device# configure terminal

AT 73 |nocdprun Cisco Discovery Protocol % #5512 L &
i : EE
Device (config)# no cdp run
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| Cisco Discovery Protocol D% E

Cisco Discovery Protocol D& %1t .

AU RFERETOVa Y

B8

ATvT4

end

1

Device (config) # end

HikE EXEC £— RIZRY £,

ATy Th

show running-config

1 -

Device# show running-config

AN B LE T,

ATvT6

copy running-config startup-config

1

Device# copy running-config
startup-config

(FEE) a7 4FXal—yary 7y
ANVICREZRT L ET,

RDEZRY

Cisco Discovery Protocol ZfEH 3 25121%, HEANCTHILERH Y £,

Cisco Discovery Protocol D& %h1t

Cisco Discovery Protocol X7 7 # /b b TA X —7 W7 > T E T,

)

GE)  TARARIT TR LMD A a7 /34 A& (Cisco IP Phone 72 &) (%, Cisco Discovery Protocol
A vt—TEEMMICAH L £, Cisco Discovery Protocol &7 4 Z—7 M TH L, 7T A
KRR S 3L, T3 ZAOEER AU S vE T,

T 4 B—T WZ72 5 T 5 Cisco Discovery Protocol & A 1 —7 /W2 T 5121, RO FIAE FEAT

L/ij‘o

1R BHHEIIZ

Cisco Discovery Protocol 237 4 B—7 W Z7z o TW e E | 4 F—T/LZIXTE /A,

FIE

ARV RFERRTIVa Y

E:)

&

enable
1 -

ke EXEC E— K2 B L ET,
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. 4 > % —7 =4 X LT Cisco Discovery Protocol %5 « +—JJLIZCLET,

Cisco Discovery Protocol D&% |

ARV RFERETIVa Y

B8

Device>enable

 NAT—REANLET (EERSh

%a

o

ATy T2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 F¥Falb—g v
£ — }“%‘/Fﬂlﬂﬁébij‘o

ATvT3

cdp run

1 -

Device (config) # edp run

Cisco Discovery Protocol 237 « &—7 /L
IZ72 2 TV DHBEITA R—T M LE
-é‘o

ATv74

end

1

Device (config) # end

HrME EXEC E— RIZEREY 97,

ATy Th

show running-config

1 -

Device# show running-config

AN B LET,

ATvT6

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) 274 Xal—vary 7y
A MR EZ AT L E T,

RDBARY

Cisco Discovery Protocol 231 R —7/LZ72 > CW\5H Z & &2 FoRxT 511X, showrunall =2~
Nz LEJ, showrun 2 AJj L7=721F Tl&, Cisco Discovery Protocol 73 A f— 7 /WZ72 >
TNDZERERRINBNGERH Y £7,

A4 >3 —7J x4 X LT Cisco Discovery Protocol 7 « —JJLIZL F

1;- o

Cisco Discovery Protocol (%, Cisco Discovery Protocol 1 % 265215 57292, iR — h ST
NWHTRTDA U E—T 2 ATT 74/ FTHEDTI>THET,
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| Cisco Discovery Protocol D% E

\)

A > % —7 =4 X LT Cisco Discovery Protocol %5 « —JJLIZCLET, .

GE) TAARIFTAZ LMD AT 34 A (Cisco IP Phone 72 &) 1%, Cisco Discovery Protocol
A v —U % EHIICA L L F9, Cisco Discovery Protocol 27 4 £—7 WMZT25 L, 7T A
SRR S L, T A O SEIR S E T,

\)

()  Discovery Protocol /34 /XA [TH R — K TR TWRNTZS, A— F 23 err-disabled A7 — M7

AEZREWIR

b ET,

7R — | T Cisco Discovery Protocol %7 « & —7 /LIZF HITiX, RO FMAICHENE T,

FIE

AR NFERERTOVa Y

=)

ATy T

enable
1 -

Device>enable

it EXEC E— FE Az LET,
s NRAT—REASILET (FERXH

258) .

ATv T2

configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g
T— F&ERHEBLET,

ATvT3

interface interface-id

1

Device (config)# interface
gigabitethernet 1/0/1

Cisco Discovery Protocol %7 « &—7 /L
T oA B =T oA REREEL, AV
R—T A AL T4 Fal— g
E—FZBBLET,

ATvT4

no cdp enable

1

Device (config-if)# no cdp enable

AT v TITHRELIEA v H—T = A A
_|=C Cisco Discovery Protocol %7 ¢ &—
T LET,

ATy TH

end

1

Device (config) # end

HebE EXEC B— NICEY 77,

ATvT6

show running-config

1

Device# show running-config

AN MR LET,
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. 4 A —7 x4 A_LT® Cisco Discovery Protocol 1 +— J )Lt

Cisco Discovery Protocol D&% |

ARV RFEEETIII Y BRI
R 77 | copy running-config startup-config B v 74Xl — g 77
ANIEREEZRGFLET,

1

Device# copy running-config
startup-config

A4 >3 —7 x4 XLETO Cisco Discovery Protocol D1 x— T JL1L

Cisco Discovery Protocol (%, Cisco Discovery Protocol {§ # #5553 57212, AR —hEh T
WLFTNTDA 2 F—=T =2 A ATT 74 /V FTHMT/2 > TOET,

N

GE) TARAARIT TR LMD AT 34 & (Cisco IP Phone 72 &) %, Cisco Discovery Protocol
A =Tk EHINICAH L F 9, Cisco Discovery Protocol &7 4 E—7 NMZT 5L, 7T A
SRR S, T ARSI S E T,

)

() Discovery Protocol /3 /SR JLH AR — h STV 728, AR— 72 err-disabled A7 — MI72
LGERHD £,

R—K~TT 4 =TT 7 > T % Cisco Discovery Protocol %A F—7 WIZT HIZiE, ROTF
JIEZ 5247 L E T,

48O HREIIC

Cisco Discovery Protocol &1 Fr—7/LIZ L &K 9 & L TWHAR— FTlL, Cisco Discovery Protocol
MT A B=T MR TCVDHUERHY £, £ Thnek, A X—T I TEERA,

FIE

AT RFERIEFT7ZII Y

=)

ATy T

enable
1 -

Device>enable

¥i#E EXEC T— FEADIZ L £,
e NMAT—RKEANLET (FERkEh

%a

o

ATv T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 Falb—g v
E—RFZBRBLET,

. Cisco 10S XE Gibraltar 16.11.x (Catalyst9300 R v F) v b — BB T4 FalL—2av A4S K



| Cisco Discovery Protocol D% E

Cisco Discovery Protocol DE=42 1) U5 AV FF VR .

AU RFERETOVa Y

B8

R T 7 3 |interfaceinterface-id Cisco Discovery Protocol % A F— 7 /L

i THA B =T oA RAEREL, A
. . : H—T xR AT 4 Fal—ar

Device (config) # interface .
gigabitethernetl/0/1 E— NEBABLET,

R T 74| cdp enable FAE—T IR TNDA B —T =
% - A AT Cisco Discovery Protocol % 1 1 —
Device (config-if)# cdp enable TMELET,

AT w75 end e EXEC £— RIZEY £7,
i :

Device (config) # end

ATvT6

show running-config

1

Device# show running-config

AN EHEB LE T,

ATy T1

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) =274 Fal—vary 7y
ANV EERTF LET,

Cisco Discovery Protocol D E=A2 ) V5 L AVTF IR

% 1: Cisco Discovery Protocol 1R & RT<$ B f=hDa<w 2 K

avwU kR

BLL]

clear cdp counters

o747 hoH a0y FLET,

clear cdp table FA N—|ZBHT B 1EH D Cisco Discovery Protocol 7 —7
—é’_‘O
show cdp FEME, BE Ly hORFREMZ ED T v —/

LET,
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. Cisco Discovery Protocol D H#EE D B FE

Cisco Discovery Protocol D&% |

avy kR

Bl

show cdp entry entry-name [version]
[protocol ]

FFEDFRAN—ICHT DI MERTLET,

TAXY R (¥) & AJJL T, 3T Cisco Discovery |
N—%FF T2 b, HRBBERRA N—DA4HTZ A
HTEET,

Flo, BESNERXAN—ETAR—=T MR >TNDT
B, TAAALTHEBHLTNDY 7 b T =T DN
KrIhdLolc, BRNELEHIRTHZEHTEET,

show cdp interface [interface-id]

Cisco Discovery Protocol 2514 R—7 /LZ72 > TN DA F -
MIoiFmaFILET,

MBI A o F—=T 2 A ADIFRIZT 2R R TEET,

show cdp neighbors [interface-id] [detail]

WEIALT A B—T 2R BT A B —TxA>
REM O EME, BEE. V7 v b7+ —L4, F—FIDE &S
BmaEFr L ET,

FEDA B =7 = A BT D 1A =G 2207
MFETRICT DT DRTNEZILE L) TEET,

show cdp traffic Cisco Discovery Protocol 7 7 % GEIE W F+/SABHE /3T
IY LT —HEEGL) FRRLET,
show ap cdp neighbors 7 7 & A KA > kO Cisco Discovery Protocol 1 /N—(Z [

FRLET,

show ap cdp neighbor s detail

7 7' A RA > KD Cisco Discovery Protocol &1 »3—|Z [
HwERRLET,

show ap name ap-name cdp neighbors

7 7 A RA > b D Cisco Discovery Protocol i #t & 37 L

show ap name ap-name cdp neighbor s detail

Cisco Discovery Protocol Z i L TWDRFED T 7 & AR~
N—IZBT D5EMEHREF R LET,

- - £
Cisco Discovery Protocol M #5E D & FE
ROFIZ, ZOFY2—/LTHHTHEEDO Y UV —2AB X OEEFHRZ R LET,
I OBEREIX. FRICHIREESNTWARWRY | MAINTZ Y U —ALEOTXTOHOY Y —RAT

EATE £,
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| Cisco Discovery Protocol D% E

Cisco Discovery Protocol (D H#ERED B FE .

IJ I)—X

HEETER

Cisco IOS XE Everest 16.5.1a

Cisco Discovery Protocol

ZOBEREEASE LT,

Cisco Discovery Protocol %,
VAT NA A ETEHEL,
EANVASE VS e e
r—a UNEBEER S
T RO T S AT LT
FETELLIICT D, A
T4 TN R N T —
MO LAY 27 a b
I/ TT,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—
NME#RZ MR TX £, Cisco Feature Navigator (27 7 &2 A7 521X, https://cfang.cisco.com (Z

A E T,
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=% =R

ey FIO—0EBT0FIILDERE

« SNMP DR (33 ~—2)

« SNMP DOl (35 ~—2)

« SNMP ([ZBH5 2 1E#H (36 <X—)

« SNMP D& EJiiE (41 _—)

« SNMP D] (50 ~—2)

¢« SNMP AT —HX ZADE=H Y L7 (51 <—)

SRy NU—ZEH T T N a L OBEEOBIE L R (52 *—)

SNMP D rIItE S

HR— SN TS SNMP /A—2 3 Y
TOYVTZ7 R T=T VY —R 1L, RO SNMP X— g & R—FLTWET,
« SNMPv1 : RFC1157 ICHIE ENT- SNMP (28 A v & —x v MEYE) |

« SNMPV2C |, SNMPv2Classic D/ 3/L 7 iR iRE# ik L, =7 — 2 d#E L 7= 9 2 T,
SNMPv2Classic D/3—7 f N"—2ADEHBI Ot X274 7L —2AU—J 2 aIa=
T4 AR R=ZADEHT L— LV — 7 ICBERZ 2B DT, ROMBERH Y £
—aAO

« SNMPv2 : RFC 1902 ~ 1907 IZHLE SN2 SNMP X— 5 2 (KT 7 MiliA v &2 —
T v MEYE)

« SNMPv2C : RFC 1901 IZHIE SN SNMPV2 DI a=F 4 A RY 7 _R—2ADE
H71L—2U—7 @EBRA v Z—F%y b 7Fr hajn)

* SNMPv3 : SNMP D/3— 3 3 3 1%, RFC 2273 ~ 2275 |ZHE S 3TV 5 FH AL JE A AT RE 72
BEHER—2 71 b2/ T, SNMPV3iE, Ry hU—7 LTy F&FREE, ek 5
ZETTF AR AANDT 7Rk THEX2) T ¢ 2L £, SNMPV3 1%, kot
X2 UT R A TV ET,

c Ay —VOEEN Ty FBMEETIZHEASNRNE ST LET,
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Sty bU—VEEIOFILORE |
B swwve omizss

FRE : ANRIEE TN EDORA v =V ThHLINE S EHRILET,

il : Ny r—=VORNEFEZIF T L, FFAISNTORWIHETICNAEN T EN
LT LEPIIELET,

\)

GE)  BEBALEEIRT DL, privEF—U—F&E2 AN LET,

SNMPvl & SNMPv2C 1E, ¢ bilaa=T 4 X=XV 7o 2FHLEST, =—
VzV FPDOMIBIZT VEATEDL~YR—V ¥ DAI2=T AN, IPT RLAT 7R3k
2—/L JURAMBEUORAT—RIZE->TERINET,

SNMPv2C (217 V7 R RE D LA A E 4, K VR =T — A v — UV EHAT— 3

WS LET, L7 RBEIEIL, T AR KEOERERE L, LB EE E A H
LE9, SNMPv2C Tid— 7 —ALBIEEEN W E SN, SEIERTT —%2XAT 572D DIk
T — a—RKRfEAINTVWET, Zhbox T —iF, SNMPvl TIZHE—~DTF— a— KT
WESINET, SNMPV2 Tlt, =7 — V¥ —> a—RTZI7— XA T7BRHEIND LTk
DNE L7,

SNMPV3 Cix, EX=2 U7 4 ET0EEFXFa T 40 LILVOWENRESNTHET, EFa
V74 BT ME, 2P La—FRNE L TNDL 7N —THIZERE SNBSS TT, E¥%=
V7 g Lbbdid, B2 0740 ETAVNTHA SN EXF 27 4 DOLLTT, %=
VT4 bbb Xa T 4 BT NAVOMAEDEIZLY, SNMP X7y b &HH & X I2HEH
THEX=2 VT 0 FRADNREY £7, FHEEREX =Y T ¢ EF7/LIE. SNMPvl, SNMPv2C,

B L U'SNMPvV3 T,

WORTIE, ZORFEEZHERINL, X270 =T AEEX2 T 4 LLORRDEAE

bz L ET,
R2:SNMPEx2) T4 EFLELVEFaU T4 LR
ETIN LA et 51k R
SNMPv1 noAuthNoPriv I 2=F 4 A | KHIEH I3 a=F 4 A
NP7 N T OREE
AL CRREL £
D
SNMPv2C noAuthNoPriv aAIa2=FT 4 A | KIS aAIa=T 4 A
N4 N T DOREE
FEH L CREREL £
TO
SNMPv3 noAuthNoPriv Username Fekties L —WLDORE %
A L CGRBREL %
‘a‘o
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| 5%y FO—HEETO FILOEE

snwp osissEE [l

ETIL LRIV FUEE ES1t R
SNMPv3 authNoPriv Message Digest 5 | e kfis HMAC-MD5 7 /L
(MD5) F721% TYRXANFEFIT
Secure Hash HMAC-SHA 7 /L
Algorithm =Y X ATEHSN
(SHA) TRAELET
SNMPv3 authPriv MD5 ¥721% SHA | 7 —# K558t |HMAC-MDS5 7 /v
(DES) 7212 |2V XAaE72i%
Advanced HMAC-SHA 7 /v
Encryption =) QU N et - |7

Standard (AES)

TRBAEL £

ROME LT V=
X AT,
User-based Security
Model (USM) #
fETEET,
* CBC-DES

(DES-56)
BRIz H5<
FREICINZ 72
DES 56 £
Nz
3DES 168
vy ML

AES 128 & v
[NEREZ 1N
192 £ MEF
b, F£720%
256 £ MEF
51k

BHAT— 2 VTHR—F SR TWDHSNMP A=Y = Y &EAT 5121k, SNMP=—Y = >
FMERETOLERDY £, ==V = MIEEO~R—V v LBETE 5720, SNMPvL,
SNMPv2C, BLUSNMPV3 2T 2@E4 Y R — b2 K5IV 7 by =7 2R ETEE

B

SNMP D #l#9% 18

N—2 3 VOFHINEIE
* SNMPv1 {Z informs Z % 7R— kL TWWEHA,
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HEry hT—VEETOraLOEE |
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HITWATEDT A ABEBRTEET,
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SNMP D&

SNMP [&, ¥~ %=V ¥ &x—Vx MOBEDA v E—Y 74—~y iRt T 57 7Y
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Infrastructure 72 E DR v N U — 7 FEB I AT A (NMS) IZHiATEEd, =—V = & MIB
Txy NI =7 FTNRA A BICHFIELET, 735 AT SNMP ZRET HITIE, v F—Tx &
=V FOMOBEREERZLE T,

SNMP =— = > ME MIB B AL, SNMP ~ 32— ¥ 13 Z OB 2 ER £ 72138
BTEET, v A= VXY Fz—V =2 O EZRGLEY, =— Y= MUEZEMHLIZY
TEET, ==V ME, TS ANRT A=Ky NT—7 T —H OERFHFT T 5 MIB
MOEENELET, F/o, ==V NI =V vy OT —XREE 13T — X R EDEXR
WA TEET,

TV MIFEEEHER N7 v T2~ Rr—U X IZEEFETEET, P yTIE Ay hT—7
FOBHBHIRAEE SNMP ~ X — U ¥ ([ZHWEIT D A vEv—YTF, b7 v T IEARIER 2 —VFEGE,
HiE#h, Vo7 AT7—FA (T y7EREFF V) | MACT KL ZBHR, TCPEORK T,
FA N— L DG OYINT 72 EDOEE A X FOREEZBERTHHANDH D 77,

SNMP < 1~ — 2 v 1 HE

SNMP ¥ % —¥ ¥, MIBIHF#RZMHEHA L T, ROFIRTEEEZEITLET,
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get-request FEOEHNOEEZTSELET,
get-next-request | 7 — 7 JLINDO LR SAE A TS L £, L

get-bulk-request | 5 — TNOEEOITR E, BFEITTA XO/NSENWEEDOT—F 7 a v 725y
BLCEETOIMERSLERRT—% 7Tuy 7 2l LET,

get-response | NMS 7> 5265 S 415 get-request, get-next-request, 33 & U set-request {Z%f L T

A LET,
set-request FEDOEBITMEZ AN L £,
trap SNMP =— = hHv5 SNMP < R — IZELILD, A X NORA RS

Z_Z)élzjié'fmuﬁ:kf vl— /Tﬁ_o

' - OB{ETIE. SNMP = % — U v IO EMA LS 4 B S A0 EITH ) $/H A, T—

7»%%@ IR LT, ﬁgﬁfﬁ%@mbiﬁ
? getbulk =~ RZEMATE 501k, SNMPv2 LIRS ET,

N

GCE) R xp—< ACEET HMEE R 572912, SNMP < % — ¥ ¥ T ciscoFlashFileDateMIB
ATV Nl UNLERNATEHZ EEHELE L £9, Ziid, ciscoFlashFileDate4 7 ¥ = 7
F23MIB TABI SN TWTH, "ETEHIFR— FEN T RN TT,

SNMP T—< x> F#gE
SNMP =—Y = > MM, RO L HITLTSNMP v % — I v ERIZIGE L £,

¢ MIB Z# D45 : SNMP = — = > MINMS 205 OB RIZIGE LT, ZOMREZBIGR L
¥, =—Vx )y MIBRENEMBEHOEEZES L, ZOMEZHEH L TNMS I
L7,

e MIB B DOKE : SNMP =T — = > MINMS 25D A v — 2 LT, = OkRE
BitE L E 7, SNMP =— = M, MIB EDEZ NMS 75 ER S fEICEF L F
K

TPl P CHERA XY MRRE LT Z L& NMS ICHlAT 572010, SNMP T=— =

MIFEEEFER T v 7 A v b— /%%mbiﬁ N7 o PEBFOFNIE, R— FELIXE
Va—VRT y TEIIE T AMRBIZ RS TGE, AN Y ) — MR e URNER IR
B PRREICR LG A End 0 £,
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SNMP 222 2=7 4 AU U7, MIBA 7V =7 b~DT 7B A%RBIEL., MAIAIR/ SR
J—RELTHEELET, NMSHTF A ZCT 78 AT 5I1201E, NMS L= 1 A |
VU TERNDT NAAED3I DDA a=FT 4 ANV ITERERODIREB 1 DE—F LT
L £8 A,

A a2=7 4 ALY T ORMEL ROWTANTT,

e HAMVER (RO) : a3a=7 4 ANV U7 RBFEEMBNOTITOLTT Vs b
W2, FAIENTZEHAT —2 3 ST D50 T 7 v 2 X 5 2 F 0, EBEEXIART
7B RFFFRTLERA,

« A -FEXIAL RW) MIBRNOTXTOF TV =7 Mo, HAESNT-EHAT—
Va T AHARY B ONEZIALT VEAMEEZEFTN, 23220 AN &
T~DT 7 AT LER A,

« VT AZEERTDHE, T RTNAL ANRRAUINNTINA ALSNMP 7 7 i —3 3 [
DA E—UR WA E L F9, Network Assistant ¥ 7 b7 =7 (%, 2~ KT 34 A E
TRANCERESNTERWBLIUPRO I 2 =7 4 A R U FIZA L RT RS 2KE (@esN,
NIZTFT A ZFES) ZBINML, CHHEDA ) U T a2 AT, ZA&E L £ T,

SNMPMIB Z#7 VX

NMS D#il & LT, Cisco Prime Infrastructure * v h UV —2EH Y 7 b =7 03H Y £3, Cisco
Prime Infrastructure3.1 ¥ 7 F U = 7%, T34 AMIBZEZ A L CHEBELHEZHREL, R
FY—7 FOIEEZR—Y) 7 L THEDEHREZIGELET, =V 7fERIE. 77 7K
TEREINET, ZORREMITL T, A ¥ =y MU —F 0 VBHHORED T 7Ly 2 —
TAVT Ry NT—=I RT =< ADREH, T AREDHER. T 74 v 7 ARDE
=R EEITHYI LM TEET,

WOBNRT LT, SNMP =— = MEIMIB ST — X &2 ELET, =—V = MI
SNMP ~ 3 — v 2k L, N7 o7 (BFEA X2 hOBEH) 2%ETE, SNMP~F—V ¥ (%
NIy TERZELTUELET, M7y L, F*y MU —2 ETRALEARIER 2 —PRGE,
BE#, Vo7 AT =22 (Ty7ELEFUVY) . MACT RL A bT7 v X 77 EORL
Z SNMP ~ 3 — Y ¥ (2@ L Ed, SNMP =— = > MIE 52, SNMP ~ 13—V ¥ 005
get-request, get-next-request, 33 & OF set-request FERTRE(E S5 MIB BEiD 7 = U |2 L
£7,

1:SNMP =y b7 —%

NMS Get-request, Get-next-request, Metwork device
Get-bulk, Set-request @
- - MIE B
SNMP Manager Get-response, traps SNMP Agert 2
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snwpsasn i

SNMPZ T 5 & FFEDA X2 bR BAE LA, T3 ANEHSNMP ~ % — 3 v |2
MERETEET, SNMPI#ANL., b7 v 7EAIIHBERERE LTRETEET, a~v 2 i
LTI, M7y T ERFEREBIRT 547V a vl a~<r RIZRWRY . $—TU— K traps
Wb T w7 TR, FEZ0m S EELET, simp-sarverhost =2~ R&EEHALT, F T v
TEITEHRE LTSNMP B ZIEETHNEINERELET,

)

(G¥)  SNMPvl iE informs 7R — F L TWOER A,

by MR T ET, ZEAZNT v 7 E2%E L CHOHMRBINEZEE LRVO T, b
T TG ENT=NE D DDBEERNZ DN S R20D G T, HFHREROYLA . %15 L7-SNMP
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L7 ET, LEN-T, b7 v ICT50MERICT 0L, BHEMEZELNY YV —RAEHD
MEWVWHFRUZ/R Y £, SNMPYF—V % TTRTOEMEZET DI ENEERGAIT,
HWEREFHLTLEEY, Xy NI FRET A AOAEY EO T 7 ¢ v 7 BPE
W2 DA T, REVODBHMNPAERGEIL, NIy 7 EHEHLTIEI N,

SNMP ifindex MIBA < x4 ~E

SNMP =— = > D IF-MIB £ ¥ 2 — /L3 7' — b T ClciZdhan 4, SEIFp
A B —T 2 A RTANRIF-MIB E ¥ 2 — L OEGGFEIHLEINTWA LSC, (v
F o AFEEL TSN LR LUET, IF-MIB & ¥ o — /LN S5 E O FH ATRE 72 R O iflndex
BEEEVLECTET, 2FED, 12OV T — "o MO Y 7 — b~dD BT A OPEUVIER O
v A F—=IENR, FUEA X —T =2 RV T — FEITHOLEIO LD L3R DA T >
I ABZEEREGTDAREERDH D EV D ZETT (0T v 7 ARHEDAEME I TR R
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SNMP and Syslog Over IPv6

IPv4 & IPv6 Dl 7% R— b 5120%, IPv6 D%y N — 7 EFTIPvA BLIPv6 D kT
VAR— NI D £, Syslogover IPV6 1L, ZDRNT U AR—=FDT RLA F—& 4
A PV R—FLET,

Simple Network Management Protocol (SNMP) & syslog over IPv6 (%, R OEREA TR L F 9,
« IPv4 & IPV6 i )7 DH AR — |
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HEE FIHI FEEE

SNMP =—3 = > |k FotE—Tn3

SNMP 5 v 7 L —3 | REBE

SNMP k7 v TCPHzkedD b7 v 7 (tty) LIAME, A R—T7 A TiEdH VY £H A,

SNMP N— g o N gy F—T—RBRWGEAE, T 740 MNIN—Ta vl
2720 £,

SNMPv3 ik X —U— READULholzGh, X2 VT 4 LoylidT 7+
JL kT noauth (noAuthNoPriv) 12720 £,

SNMP @514 A 7° 2 ATHREEINTO2WGAE, T X TOBMNERFINET,
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O—)L a7 4 FXal—raryavy RRREINNTHWRWESEDT 7 /L K TT,
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SNMP 7/ NV—T %% ET 5D & &2t ROEEFHEIIHES T ZEW,
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R —HRY = bR X b ERREMT S TWRWEE, 73 AT auth
(authNoPriv) 3 L O priv (authPriv) OFEFEL L OE#ZEE LEE A,

SNMP =Y ID DIEEEELTH L, ERREENELET, (a~v F 74 TAN
SN) 2—FORRT—RiE, RRAT—-RBI®r—h/L =YV IDIZESNT,
MD5S 721X SHA X 2 VT 4 XA V2 A MIEHBREINET, a~2 R IA4 DR T —
NS mcnmmﬁm_%ofﬁﬁéﬂif ZOEINTRAT— RBEFEINL D
TV IDEEERE LIESGAIE, SNMPV3 22— DX VT 4 44V A &ﬁxﬂﬁxj]};
AN snmpserveruserusernameﬁm%/vlz:/74’%11/*—*‘/5/:-?/F’&fiﬂﬂb
T, SNMP = —HZ2HRETLIMLERNH Y £, =V IDZEELLIEEGAIEL. RO
FIRICE o Cala=FT 4 ANV VT LHEBETLOILERDHY £7,

SNMP DEXE /5%

Z ZTClE. SNMP OB EFIEZOWTHIALET,
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HEry hT—VEETOraLOEE |

2=F 4 ANV T OBEMIL. ROWNTNILTT,
122274 AN VT EREMBHNOTRTOAT V=2 b

2. FFAISNIZEHAT — 3 a IRT DAY T 7 8 AL BT, EZIRALT

7 & A%
« ALY -HZAA (RW)

AP LEE A,

:MIBNDTRXTOAT V=7 MI,

PR SN EBAT —

Ta AT WA BRI OESRART 7 B AL HAETHN, ala=74 A~
TDT 7 ATFFRLEE A,

c JITAREERT D E, A~ RTFNRALARAUNRTNL AL SNMP T 7'V r—3 3 U]
DA =V EE L E£7, Network Assistant /7 b = 7L, a2~ RT3 2 F

TR E

SNTZRWBLIUOROZI 2 =7 4 A M U TIZA T AL ZAFES (@esN,

NRT A AER) ZBML, ZRBOR P 7 EALAT A A LET,

N (o] ~ N > E |—l—|

SNMP J )L— DO B KU1 —HNEEFE
FNAADOa—H)VEZIFY ET—F SNMP — Rz DU 2R T34 (=P 1ID) %248

FETEET, SNMP 2—H%% SNMP B2 —iZv v ¥ 7925, SNMP ¥— R J)L—F 5 3RIE

L. = —H¥% SNMP /' /L — 7 \0BEINTE £7,

TNRA A LD SNMP /' V—F L a2 —FERETHITIE, WOFNEEZFETLET,

FIE

ARV FFERERTI VA Y

=)

ATy T

enable
B -

Device> enable

¥iHE EXEC E— FEARNC L £,
e NRAT—REATILET (FEREX

2568 .

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
T— F&EBHEBLET,

ATvT3

snmp-server enginel D {local
engineid-string | remote ip-address
[udp-port port-number] engineid-string }

SNMP e —H)L 2’ —F7- 13U F—
M ab—IC4RIERELET,
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SNMP V' )L— T E L V1 —FDEE .

AU RFERETOVa Y

B8

1

Device (config)# snmp-server engineID
local 1234

« engineid-string 1%, SNMP @ = &"—
HEFRET H224LTDIDA KU >
7Y, Bt unEENLs%E
I, 4 FOT YU IDTRTE
BETHVEIHY FHA, FEET
HZ0F, =Y IDDHBErD
Rt < WET &2 RV ER A 721 ©
T, FMAGITIE,
123400000000000000000000 7> == >
VUIDERELET,

s remote Z 5 E L7254, SNMP D
UE—Fab—RNENPINLTNDET N
A A O ip-address Z#$5& L, L& T
JUE—FTFNA AD2—H F—%
7'Z 5 7ua k=zb (UDP) A— k
EHRELET, 7740 ME162T
7

ATv74

snmp-server group group-name {v1 | v2c
| v3 {auth | noauth | priv}} [read
readview] [writewriteview] [notify
notifyview] [accessaccess-list]

1

Device (config) # snmp-server group
public v2c access lmnop

UE—h 7314 A ETH LV SNMP
N—THRELET,

group-name (2%, Z/V—T7 D4 HiE R
E L\i—gﬂo

RONWTNNOEX2VT 4 T V%
FEELETS,

evlik, HbEEEORK XY
T4 ETILTT,

ev2e L. 2 FBHIZZEMOK N

X2 UT 4 BFNLTYT, HEAED 2
fEOWECTHREEREB L OB ARk TX
7,

V3l b EERGEITIE. ROFFEL
ANULD I OERIRT AVLENH D F
T,

auth : Message Digest 5 (MD5)
L XaT Ny T AT X
A (SHA) (Z2X %737 MadaEa ]
REICLET,

noauth : noAuthNoPriv & = U 7 ¢
LV ERRICLET, F—U—F
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BIRE LR T285E,
7 # )V h T,
priv: 7 —# 558k (DES) 12X
L8y MR (T AR —L
HWH) EARRIZ L E T,

AT

({£E) read readview & & Hlc, ——

Vxr NONBEFRTEDE2—4 %
=T 30FH (64 XFLIN) = AN LZE
-é‘O

(&) writewriteview & & Hi2, 7 —
A AN, ==V NONFEFER
TEHE2—HERTLTH (64 LT
LIN) 2 AN LET,

(f£&) notify notifyview & & &2,
M, FH, TNy TERETS
B a—H a2 RTLTFH] (64 ILFLIAN)
EASLET,

(ff:#) accessaccess-list & & b1z, 7
78 AV A NGDILFH] (64 LFLIN)
EANLET,

ATy Th

snmp-server user username group-name
{remote host [ udp-port port]} {vl
[access access-list] | v2c [access
access-list] | v3 [encrypted] [access
access-list] [auth {md5 | sha}
auth-password] } [priv {des | 3des | aes
{128 | 192 | 256} } priv-password]

1

Device (config) #
public v2c

snmp-server user Pat

SNMP 7' /L—712%f L Tl — ¥ 458
meEd,

username I¥, =—y = MIEHET S
RA R Oz —W4 T3,

group-name (%, =—¥RBHELTT B
TWD I N—TDLRETTT,

remote  AJ LT, =—¥REET S
VE— K SNMP =T 4T 4 BLIUF
DELT 4T A DHRARNGEIXIP T
RLzxELbhlio, EETUDP A— b E&
FEHELET, 774/ ME162 T
7T

SNMP N— g »FH (vl, v2c, F7=
iZv3) AN LET, vBEATTBHE
HlE. WOF TS arEBEmLET,

e encrypted |&, /SR U — R&EBEEAL
B TRRT D L O IHRELET,
ZIOFXF—U— R v3F—T— K
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AU RFERETOVa Y

B8

PIEEENTWEHEAICOMERT
%iﬁ—o

cauth TiX, BEELV~LZRE L E
7. HMAC-MD5-96 (md5) F7-(%
HMAC-SHA-96 (sha) F&iE L)L
ERECEXET, Fio,
auth-password T/3XZ U — R
FIZfRETHZHENH Y £ (K
64 3LF)

V3ZANTHE, ROF—TU— Faf
MALT (64 XFLN) | TTA4X— |

(priv) BeEAbT7 =2 XA LUVIR
7 — R3CF5 priv-password & 5% &35
ZEHTEET,

cprivitz, 2—H%X—2tF=VU 74
7/ (USM) ZHEELET,

edes56 B> FDES 7L Y X A%
AT LG EICHEELET,

*3des168 £ ~ DES 7 /b3 U XA
BT 25 AICEELET,

«aesDES 7 /v Y AL ZHHT 55
BICHEELET, 128 By MEE
fb. 192 'y Mgl £721% 256
vy MESALDOWT N E IR 5
VERH Y FT,

(f:#) accessaccess-list & & b2, 7
78 AV A NADILFH] (64 LFLIN)
AN LET,

ATvT6

end

1 -

Device (config) # end

HebE EXEC B— NICEY 7,

ATy T17

show running-config

1

Device# show running-config

AN E MR LET,
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SNMP ;& %11

HEry hT—VEETOraLOEE |

ARV RFEEETIII Y BRI
R 7 8 |copy running-config startup-config B v 74Xl — g 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

SNMP Z i 5% &, FFEDA X hBRAELTHEAIT, T35 A5 SNMP~ % — 2 v [Zi#
HMAIREFECTEET, SNMPEAENE, P T v ERITHRERE L TGEEFETEET, a2~ NH
LTIE, Ty T ERIIEREEINT 24T v arna~y RIZRWVEEY . F—YU— K traps
ERT 7 IEHR, EFFOmFERLET, symp-sarverhost =2~ > REHH LT, b7 >
TELIIERE LT SNMP A Z A ET 20 E I ERELET,

N

(GE)  SNMPvl i% informs Z VAR — L TWEF A,

T FIIEEEICRITET, ZEMZFT v 722 E L TOHRIGEZEE LRV DOT, b
T FIZIEENTZE I DR EEANZ DS 2200 5 T, HRESRDOBEA ., %8 L7- SNMP
V3=V X XSNMP J5E 7 e han F—% 2=y b (PDU) TAyE—VZEHERLET, £
BRIDISEEZZE Lot HGEIE, BOEHREREZEECTEET, BEETEHDT, [FH
DFHFN N7 v 7 XV ER L5651 )m < AlRetEn @< 20 £97,

BHROTN T v 7 LOBRHEEREVDOIX, T ABLURY hU—7 DY V—2% %<4
BIDHEVORHEICHERAH Y 9, HMELRFICEEIND VT v T ERRY | FRER
WINEEZIET2E T, FREERBYA LT U MIRDET, AT IVRNICERESRET, b
T TOREBIXIERY TFR, HHRITEEICDZ > THEESE W HERITA T T, FHi%
BOEBMPEZDENT 74 IBEINIL, Xy N =27 OA— =~y RREL 725K
b7 ET, LEN-T, b7y ICT 50 RITT H00E, BEEZELNY VY —2A %5
MEVIBIUZ/D T, SNMPYRX— V¥ CTTXRTOBMEZET DI ENEELLGAIT,
BWMEREFA LTSN, Xy b= FRET A ADAEY LD NT 7 4 v 7 HRTE
IR D55 C. RENODBHMNPAERGEIT, NIy T EHEHLTIZEN,

~ N N =JL
OV FELEURS— 3 DERTE
SNMP=—2 x> DV AT AESB IO —2 a3 V2R ELT, a7 4 Fal— g
Tr7ANDEINLOFRMBIZT 7 BATE AL HICTHICIE, ROFPIEEFITLET,
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| 5%y FO—HEETO FILOEE

SNMP %38 L TieAT 5 TP —o#iE [}

FIE
ARV FFEREET7TIVa Y B#J
AT w71 |enable it EXEC E— RZAMIC L ET,
i) : e NAT—REANLET (FERSh
Device> enable =88
R 72 |configureterminal Ta— ) ar7Z 4 ¥al—a
Bl T— FEBHLET,
Device# configure terminal
AT w 73| snmp-server contact text AT ANOBRESECEA R ETE LET,
i) :
Device (config) # snmp-server contact
Dial System Operator at beeper 21555
R w 74| snmp-server location text VAT AOBFTAET A AR TELE
i) : 7o
Device (config) # snmp-server location
Building 3/Room 222
ATw 75 |end FiHE EXEC £— RIZREY £,
i) :
Device (config) # end
AT 7 6 | show running-config AN EHER L ET,
fi
Device# show running-config
X 77 | copy running-config startup-config (=) ary74F¥alb—ar 7y
ANMCREZRFLET,

1 -

Device# copy running-config
startup-config

SNMP Z:& L TEAT 5 TFIP —/\D IR

SNMP % L= r 7 4 Xal—ary 77 A NVOEAFEE a— NIZEHT 5 TFTP H— %,

77 A YA KNTIE

SN —IZ

WZBRET HI2IE, ROFIEZETLET,
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B svwe zEL RT3 TRP 9 —0fiR

FIE

HEry hT—VEETOraLOEE |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATvT2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATvT3

snmp-server tftp-server-list
access-list-number
I

Device (config) # snmp-server
tftp-server-list 44

SNMPEAM L7z 7 4 X2l — gy
77 A ND 3 — A5 TFTP ¥ —
N, TI7E8A VR ROY—NIRE
LET,

access-list-number (21X, 1 ~99 B LY
1300 ~ 1999 DFEHEIP 7 7 & A U R |
FErEANTLET,

RATvT4

access-list access-list-number {deny |
permit} source [source-wildcard]
1 -

Device (config) # access-list 44 permit
10.1.1.2

AT 72 A URA FEAEKL, av»
R &2 BRI AT L ET,

access-list-number (21X, 25 » 73 T
FELETV7EA VR RNEER AN LE
7,

deny ¥—7— RiL, &R L%
AT 7B AEESLET, permit ¥—
U— Ri&, &ER—ELIGAILT 7k
REFFAILET,

source (21X, TNA AT 7 BATE D
TFTP % — XD IP 7 FLVAZ AN LZFE
T,

(ff:#) source-wildcard (Z1%., source (=
BWHINHTA VR —REY h& Ry
MIZ 10 #ERFTLTAN LET, BHT
HEy MIEIZIX 1 2R ELET,
TR YR NDEREIZIZ, XTI
KT DIEEROIESR AT — b A v R
FELET,

ATvTh

end

1

¥#E EXEC £ — FIZEREY £,
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| 5%y FO—HEETO FILOEE
NP —S x> k74 £—T e [

ARV RFERFTIVaY =)

Device (config) # end

Z 5w 7 6 | show running-config AN B LET,
il -

Device# show running-config

R 77 | copy running-config startup-config B 2y 74Xl — gy 77
Bl - A MCRE R LT,

Device# copy running-config
startup-config

SNMPT—2 x> bDT 4 E2—7IL1{E

nosnmp-server 70— 3L a7 4 ¥ alb—vay avwr R, T4 A LETIEITLTND
SNMP ==V 2 hDTRTHONR—=V gy (RN=Vg 1, X=Ug2C, X—=T323) %
T 4= LET, ADLTEHKHIO snmp-server 70— a7 4 X al— g 3
<~V RIZEST, SNMPE=—V 22 hOFTRTCONR—Y 3 VEFHEAS F—T /M LET, T
SNMP % A X —7 VI 5 DITHE STz Cisco I0S 2w > RiEdh v £8 A,

SNMP =—V = v b 2T 4 =7 Mt 5120k, ROFIEEZFITLET,

188 BRI

SNMPT-—V = h&T 4 B—T/VZT DHRNCA R—TMZTHMERHY £F, 7314 AL
TATI LT D snmp-server 72— N)L 27 4 X2 b— g a~vw RiZLk > T SNMP
TV NBA XTI FT,

FIg
ARV KRFERETI Va3 Y B#J

ATy 71 |enable K#HE EXEC £— R AT LE T,
fi e MAU—REZ AN LES (ERkSh
Device> enable 73548 .

R 72 | configureterminal Ja—r\ )L a7 4 ¥z l—a
5l T FEBBLET,
Device# configure terminal
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B swwve o

SNMP @45

HEry hT—VEETOraLOEE |

ARy REEEF7OVa Y BH&Y
R Fw 73 |nosnmp-server SNMP =— ¥ = > FNEIER T 4 E—T L
15“ : L:Liﬁﬁo

Device (config) # no snmp-server

ATy 74 |end HebE EXEC B— NICEY 7,
1

Device (config) # end

AT 75 | show running-config ANEfERLET,
1

Device# show running-config

R w 76 | copy running-config startup-config UEE) v 74 X2l — gy 77
Bl - A MBI RAF L E T

Device# copy running-config
startup-config

WIZ, SNMP DN~V g A =T WZT 50 E2RLET, ZORETIE, EEDSNMP
VX =V NaIa=7 1 AU public ZHEMA LT, HiAaEY EAMKRCTTXTOFT
VxJ NIT IV BATEET, ZORETIE, TXARALI T v TE2FELEEA,

Device (config) # snmp-server community public

WIZ, EED SNMP v 32— ¥ RNaIa=7 4 A KU > public /LT, FAM0 HH
MR TTR_RTCOA T V27 MZT 7 BATHHERLET, 73 ALE HIZ, SNMPvl Zff
FALTARR B 192.180.1.111 3 X 18 192.180.1.33 12, SNMPv2C Zf ] L T A k- 192.180.1.27
VTP N7 v 7 Z2FELET, 23a=7 41 AMU U ZpubliciZ, N7 v 7E&LbITEFES
NnEJ,

Device (config) # snmp-server community public

Device (config) # snmp-server enable traps vtp

Device (config)# snmp-server host 192.180.1.27 version 2c public
Device (config) # snmp-server host 192.180.1.111 version 1 public
Device (config) # snmp-server host 192.180.1.33 public

WIZ, comaccess I 2 =7 4 ANV T EMEHT LT 7EA VA RNADA LN, TITOD
FT7V 2l hOFRAHOENT 7w AT T 562" LET, EOMDSNMP v R — ¥
X, EOF TVl MIbT 7 EATEERH A, SNMP GRGERES ~ 7 > 71X, SNMPv2C 23 =
J=2=7 4 A KY 7 public ZfH L THA K cisco.com |[ZEF LET,
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| 5%y FO—HEETO FILOEE
snwp 27— 20E=41 5 |

Device (config) # snmp-server community comaccess ro 4
Device (config) # snmp-server enable traps snmp authentication
Device (config) # snmp-server host cisco.com version 2c public

WIZ, =T 4T 4 MIB k7 v 7 %7K A b cisco.com (ZEET 2012 RLET, 232=T 4
AR U TEHIRENET, 1/TE T, T3 AT TIZA XF—T W72 > TWDH T v 7L
HMZ, 2T 4T AMIB 7y 7T HFETEDLEIIERVET, 2THIEIZRLD VT v T D
SEEA FRE L, A A b cisco.com (ZxF9 % LARTO snmp-server 78 A k3= 2 K28R L ET,

Device (config) # snmp-server enable traps entity
Device (config) # snmp-server host cisco.com restricted entity

Wi, 23a=FT AR FpublicEHEHA LT, +3CH FT7 v 7 %A A b myhost.cisco.com
WWIEET DX 0T A R A X =T MTT D0l R LET,

Device (config) # snmp-server enable traps
Device (config) # snmp-server host myhost.cisco.com public

Wiz, 2—HLJVE—brFAMEEEMTC, 22— N o—L a7 4 Falb— g
E— FOREIZ auth (authNoPriv) #8FEL -~V CEMRE BET 502 R LET,

Device (config) # snmp-server engineID remote 192.180.1.27 00000063000100alcOb4011b
Device (config) # snmp-server group authgroup v3 auth

Device (config) # snmp-server user authuser authgroup remote 192.180.1.27 v3 auth md5
mypassword
Device (config) # snmp-server user authuser authgroup v3 auth md5 mypassword

Device (config) # snmp-server host 192.180.1.27 informs version 3 auth authuser config
Device (config) # snmp-server enable traps

Device (config) # snmp-server inform retries 0

SNMP X +—A2 XADE=AR )Y

AERaIa=T 4 ANV T 2 Y 27— BEREH O L SNMP O A A)#iq!
A FRT DI, showsmp FFHEEXEC 2~ > RZH L ET, /2, ROEFIZV A X
NI-Z OMOFHHE EXEC 22~ REMEH LT, SNMP iz #£RT5HZ L TEET,

K 4:SNMPEHRERTT H5=bNaAT UK

=l VN N B8

show snmp SNMP #tattEia R~ L ET,

TNRA ACHETEINTWVWAHa—H /L SNMP =P U8
E— bk = UNCEATAERER I LET,

show snmp group X v hU—27 ED% SNMP 7 /v —71CBT 51 E %
show snmp pending PREE D SNMP E R DIEHREF R LET,
show snmp sessions HIEDOSNMP v g v OBHRAFRRLET,
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B =5+ ro—vemEToraLoEOEE L B

HEry hT—VEETOraLOEE |

avy kR

=)

show snmp user

SNMP = —H 7 —7 /L D4 SNMP = — VL 24 5 fEH-
R
G¥) Z o=z RN, auth|noauth | privE— KD |

EFRERTTDEICHENT20ENDH D £
1%, show running-config ® H 11213 F R S F

ey FO—0FETO FIIILDOBEEDERE L 1FHR

)1)—2x

EEAR

Cisco IOS XE Everest 16.5.1a

COBRENTEASHE LT,
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B,
=% =R

H—EX LRJLBHDKTE

ZTOETIE., AA v F TCiscolOSIP —E 2 L~ULEK) (SLA) #fEHAT 2 FEICHONTHR
BHL ¥4,

TR L2V ED , AL v FEWIOHERIIAZ R Tr A, v FEFIAAL v F AL
7 EBWRLET,

« SLA Ol FH (53 ~—2)

« =B AL UL A H (53 X—)
« IP SLA BI{EDRREST1E (59 _X—)
«IPSLABEDE=4 V) 7 (74 =)
*IPSLABHEDE=F Y 7 Df| (74 X—)
s ZTOMDOBEEE (75 X—)

« P B ALV ORERER#R (76 ~—)

SLA D HIFIFEIE

T 2T, SLA OfIFEE AR LET,
WITFRTDOIE, IPSLA v b U —27 N7 3 —< o ZEOHIKIEETT,

o TS RNL, T BB ER RSN B E & ] L 7= Voice over IP (VoIP) H—E A
L~UE AR — L TWERA,

* Cisco 10S 7734 A 721F A3%6 %% IP SLA Responder DE{E TLIZ /2 0 £,

o fliftHE DT /S A ZIZ IP SLA Responder Z % &3 5 Z LIXTE EH A, £/, CiscolOSIP
SLA 12D DT A AEAH O —E 2126t LCRETEIE 7y v FERETEET,

H—EXLANILEZHICEYT 1FHK

ZITIE. PR LUV OWTEHA LT,
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H—ER LRLZ#OHRE |
B ciscorosiPy—ex LRz (swa)

CiscolIOSIP H—E X LANJLEH) (SLA)

CiscoIOSIPSLA (I v NU =27 —H##¥E L, B oxy NIV —7 mh—Ta il b
WEHEEOR Y N U —2 NANO/NT p—< o A% HELET, CiscolOSIPSLA IX, * v b
J—7 F—ABLORPH—EREZLIal—arl, Xy hT—7 RT3 —< o A ER%E
V7L A ALTIRELET, CiscolOSIP SLA IX. CiscolOS A ABD N T 7 4 v 7 Fi=
L CiscoIOS TRA AMB ARy NT—7 TT7V r—yary —=_"—=D LR VE—FIP TN
AANDRNT 7 4 v 7 EBAERL, ST LET, FIF72 Cisco I0S IP SLA EECTREAM % F1T
L. NITNva—TFT g7, @G, *y NT—7 MR UORFHIEH LET,

CiscoIOSIP SLA BIEICII U T A FANA ZADF y M T —7 N7 g —< 0 AREHERN T =
2y rEN, avr R4 A4 Z—T x4 A (CLI) MIBEBXOf#iG*y hU— V&7
7 k=L (SNMP) MIB A S ET, IPSLA X7 v MITIREARERIP LA Y B LT
TV r—varEorTvarnboEd, I BECBIOEEIP T RLA, 22—
Y—F—& 2755 7 haj (UDP) /TCPR— &5, A7 4+ 7 H—EZ (ToS) /1 k
(DiffServ =— R AR A >k (DSCP) BLIRIPF L7 4 v 7 Ay b&ETe) . VPNIL—TF ¢
v TRk A o AZ A (VRF) . URLWeb 7 KL AR ENFRETE £9°,

CiscoIP SLA 1T LA ¥ 2 EEXITIEKFE L TWARWD T, B3Ry NU—J iz RY—=x
REEZREL Ty R2—YF—0NREBLZ 572 A M) v/ 2R KBICKMIEDLZ LNTE
F4, IPSLAIZRDO R T+ —~ 2 ZAA N v 7 ZINE L THOFLET,

« BIE (TEfE I L O—J51m)
Yy i— (FhakdHn)
Ny MER (TS D)
RNy b =R (N MIEFE)
« RA (R v FHANL)
< BEE (TEH V)
o P S—F 721 Web 1 R DF 71— REER
CiscoIP SLA [Z SNMP 12 L 57 7 £ A A[#E/2 DT, Cisco Prime Internetwork Performance Monitor

(IPM) oW — RX—TF BT p—< VAEHBB R EONR T =< A F=X )T T
T hr—y g THEATE £,

IPSLA 2425 &, ROFRBELNET,
«SLAE=X Y 7 G, Wik,
e Ry NT— NI =< RAE=HY T,
Ry NT—=I DTy Z— BIE, Ty MEKROHEIE,
o HEH TEEMED & 5 TR ATRE 22 HE,

e IPP—E ARy hT—2 ~JLATEAALMIEY, BEFED QoS NHF LW IP ¥—E &
WL CWADZ &R TE D,
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| #—EX LALZHOH
Cisco I0SIPSLA TO v k7—% K7+ —< 20z [

cIARMIORY NT—27 TRATZEV T 4 2E=F V7L T, Xy hU—F V=%
HONUDIRGE LA T A N TE 5 (T2 2E, BEVRA LEOEERT — X 2R F7T 5
NFES ==y NT—7 TRATGEVT 42 VE— bk A DR TED) |

cEEEZT IR L., "I TNAY a—T 4 T DREREERE T —BEMoH 515
OB WVIEIC LD Ry NU—=TEMED N T TNy a—T 4 T,

o)L F T ha) TYL A v F 7 (MPLS) RT7—< L AE=HF YT xy b
U — 7 OWGEEETT 9 (534 AH MPLS 2 R— T 5854) .

Cisco IOSIPSLA TO ARy FTJ—9 NITA—T 2 ADEIE

IPSLAZHEH LT, Yuo—7Z2WHciEeic, a7, o, =y naoltry hU—
TNOEBOT) TRIONRT 4 —< L AEEMRT L ENTEET, 2200y hT—7 TN
AABOR Y hT—7 RT gp—<2 A F AR FNTF 7 4 v 7 THIELET,

2: Cisco 10S IP SLA En{E

WO, EFICT A APSEIT A AAERR T~ B EEET D & X2 1P SLA PBME S
No5FIRZRLUET, 568507 3 ARy h&E%ET 5 L, IPSLA BifEORSEIC L - T,

PEETLDOHA L ARZ L TERIIE U TR T —< A A N w7 2B LE9, IP SLA BH{E
WX BrED 7 m Fa (UDPRY) 2R LTy Y= OFETH B HE~DFRy T —

: Performance
Any IP device management
application

[

IP SLA measuremem‘xt
and IP SLA responder to .

IP SLA responder SNME
AN
SLA (-, |P network a-1%
o e
IP SLA res nder R L L EEPEEEERT i St .-II;’-SLF'. source
e IP SLA r?nheaéurem_e_nt.z—"’, _
and IP SLA responder to B

ZREEITNET, IP SLA responder

IPSLA LRRUAELUIPSLAKIET O )L

IPSLA L AR X 3585 Cisco 7 /3 AZHAAIAENT- a2 AR —F > T, AT AN IPSLA
FRNT y M TR L TUSE LET, Responder | L8 7' 1 —7 7 U CIEMRAIEZITWET,
VARV AL, ZEBIVIGET LR — F@EmEND A B =X L% CiscolOSIP SLA =2 > |k
n—/L 7 b aEm L CHERLET,
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H—ER LRLZ#OHRE |
B rsuoszsmons

\)

GE)  IPSLAVARUVHFIIV AR FREFRERT XA ATH D CiscolOS LA ¥ 21252 LT
EFFET, VARUZIL, IPSLA BBEAZREMICY R — T3 0EETH D ETH A,

WOBIL, IP Xy hU—27 PN TO CiscolOSIPSLA L AR X ORLERFTZ/RLET, VAR
VA, IPSLABEML L EEINT-ary hr— Fr hal A vbE—UEREEISNER— R
TZELET, avrbe— Ayt —U2ZEFELEL, fEESN/UDP £721LTCP R — K &
FBESNEHRZ AN LET, ZoMic, VARCZITEREZZ TN, SELET, L
AR VL, IPSLA 237w MOGE LB IR CORBARE L7126 RN— F 2B L
I, EX2UTFT 0B LEDEDHIZ, T hr—)L A v E—TIEMDS ZIAENFH T F
7

3:Cisco 10S IP SLA E){E

; Ferformance
Any IP device management
application
IP SLA measuremenl"\
and IP SLA responder to "
IP SLA responder SNMP
R o 22
=7 .. IP network lad=

IP SLA respon-cié-r-"'“ tagrm e wj---===""|p SLA source

P SLA- :r%'eaéurem_e_ntr"/
and IP SLA responder to
IP SLA responder

12131

F T O IP SLA BIEICK L THET N, AD L AR XA X —T M HMLEITH D 4
Poo Tz & ZUE, s —2 Bt L TSP — B R (Telnet X° HTTP 72 &) X Responder Tl
VEHD FHA,

IPSLA DI ERRBOE

AA v F, arha—7 =2 % MOEELRET v ARG L7201, HFT Y O
HIZEHI VB2 EnH 0 3, ZOBIEIC X O ISERRSEEEZITET, T A R
7y FOISEPLIELEDF 22— A->TNDEZEHH MO TT, ZOBRE, JWERIZIE
LWRy NU—ZBIEZ ML £ A, IPSLAIZY —RA FTNRAAEH—F o b T4 R (L
ARCEPERENTWDEE) ORBEIEZ &/MEL, IELWZ 7 K hU v 7 (RTT)
BB LET, IPSLAT A KN N ME, AL AX LTI L - TR % &/IME L E

R

IPSLA LV ARV EDENDOBE . 737 FBEIVABRL LT, v F—T7 = A AZHEEF LI
LEBLIOARY Y R TIT EXITHE—HF v b THRAL ZATHEA b AZ T HAT, QLERRE
MIXEOETA, ZA L AZ I T I VBB TR ENET,
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| ¥—Ex LALBZHOHEE
pstasitEnzsroa—yvy |

4:CiscolOSIPSIALRRU S B4 LRE VT

ROBIT, VAR FOMEEZRLET, RIT 2HHT 720D X A 5 AZ T4 ST
BIET, =7y M= F TURARCTERENA F—=T NV OGE F A L AZ T3 (TS3)
MOBHAA DAL T2 (TS2) Z3IWTT A b 237y NOERIZ - B &2 KD, T4

(A) TRLET, RICEARDORIT 052 @7»&@@%%%i# IPSLAICL D, Z0)
HBEY =2 =2l bEHSNET, TOHE, BEXA L AZ T4 (TS4) 75\%“@1&7%1/
~ILTHIT B, J: D IEHERIERESD 2 Z)\T T,

Source router Target router

Responder
T _"E " _"'._, T3
A=T3-T2

1210

RTT (Round-trip time) = T4 (Time stamp 4) - T1 (Time stamp 1) - A

ZOMIZH, X—F oy b TNRARZ2O0ODHA b AZ L TRHIEFREE, Vv —,
FliEzE o ry MERR R T v X 7 TEH LV IFIERH Y T, KFEDOFRy hU—7
EEIZIERIBAZR DT, Z DX 9 IeEHEHRN & D OITE T, 7272 L—F Rl E 2 5o
AITIE, Y—AN—F L H =Gy M= DM FIZKy NUV—7 XA 571 haj) (NTP)
EHREL, MFOL—42%FAL< ay 7 V—AZ@AMIELLERHY £, —FHAY v H—
HWEICIZZ gy 7 FAIEIARETT,

IPSLAEBMEDR 72— VT

IP SLA BifEZ R ET 25 A . FatEHROMY AR & =7 —IFROIEN SHLET 2 X 9 128

EEART Y a— 0 I H0ERHY ET, Arya—0 7%, 7 <ICEELZRGT 5. £
TidREDOH, B, RZNIHGET D2 X0 ICRETEE T, 72, pending 47> a »ZEHL
T, HETEMEZBGT AL OICRET HZ & H TEET, pending 47> 3 NNIEMEDNES
WHBIZEET 5D T, SNMP TE/RTEET, NIV —%FHET L5 (LEVWE) BifE0Y
Abpending A7 arEFALET, 1EIZIOOIPSLAEEZ Ay 2a—Y 7LD,

IN—TOENEE A r P a—) v 7T L TEET,

CMmDSUJitMCBGHWM@NMBT10@:7VF%ﬁﬁLT\@ﬁ@mﬁA@ﬁf
BEATVa— )7 TEET, FMHRCTEELFITTOLICATVa—0 v IT5 L,

SLAE=4V>7 774 v 7 OKEHETEET, IPSLAEEZZ DX S| “ﬁé&é&
CPU AR A R/INRBICMZ, Fv NU—7 Ar—F )T 4 2mESEDZENTEET,

IP SLA HEEMED A ¥ 2 — Y  ZHREDFERIIZ DU Tik,  [Cisco 10S IP SLA Configuration
Guide] @ [IP SLAs—Multiple Operation Scheduling] D& S L T 72 &0,

IPSLAEIED LELMEDE=2 Y VY

P—E AL~ EHT=Z Y T HIELLS YPR— 2120, BEARELEZHAICTIC
MENDAN=ZALNZTALERSHY £9°, IPSLA ] i/)’z@otof; iz 4A/% Otoflx
U —&EN5HSNMP b T v 7 EEETEET,

- BEREDHEK
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H—ERX LRLEZFHOHEE |

c XA LT T K

« RTT L &\ M
Yy H— L EUVME
o« —Jira Ny MR

s —HMT v H—
o —HEL A=A A (MOS)
o —JF AL

IPSLA L EVWMEENBFEAE LIS EG L, HE THONT 272DIHIO IP SLA BIfER R Y H—&
nNET, =& 2E, BEAERS° L2V, Internet Control Message Protocol (ICMP) /XA = =1—
RICMP /XA Vo X —BEEBIB L C AT TNy a—T 4 V7 BITH) Z N TEET,

ICMP Ta—

ICMP =2 —#ifEIX, v Aa FA4 AL IPEZEHTL2Z2OMOT A AHOT RY—x
RIS 20 UE 3, IeARRIE, ICMP — 2 —BR 2 o & — U %55 4512342 L, ICMP
T a— S ET O HRMERE L CTRIHENE T, £< OBEHEIL. IPSLAICMP
N—2ZEE, AN ping 7 A b, E 71T OISEFTERE A RET D 7291 ping N— R EH
n—7 %M LEF, IPSLAICMP =2 —@&){E{X, ICMP ping 7 A b &[A UfEARICHEIL L T
0. EL50HETHR UISEFTERMIC/2 Y £,

Ty —Eix, Ny NERBIED R A BT AR HRE T, HEO N v RBEE T,
S E T 10 2 U RO CHEEAIZEE S D HA. sk 10 S VBRI TZELET
(XY U= BNEFICEELTOAHEA) . LvL, Xy NUY—ZITRERDH HHE (Fa—
AV TN — 2B UERERE) . N7y hOFREOMEN 10 2 VBEBZ 56
10 VBRI RD2GENHY T, EOV v X —fHiX, /7y 310 2V BEE 25 MG
TREFETHIEERLET, AOV Yy X —fHIZ, /N7y b3 10 2 U BREOME CTRZET 5
ZEERLET, N7y FOEIEN 12 IV PBHROYEA. EOYy X —EIZ2I VT, 8
JUBHERTEETIHA, ADY v X —EIZ2 2 VBT, BIEIC LD ELZITROTWN
Iy RNU—=I7 DA, EOV X —IEF LLHY A, ¥y ¥ —fE0NEENTT,

Py —DE=ZY TP G, IPSLAUDP ¥ v Z —EhEA % A )T — 2 INEEEh R4
TEET, IPSLAICK > TAEKRESNDG Ty NI, T— 252 EZETH Ty FEEH T,
EEILEBLUEMEY —7 > Moy — TV AEREFA L ARAZ T BELET, ZOT—X
IZEESWT, UDP ¥y Z —EEIIRZJIE L £7,

« BT v Z— GREILADESE~ Si5EH HIkfE L)
« Ry MEK
« FIABIERAE (— 5 [FIIE)
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| #—EX LALZHOH
psiagonErE [

« 7 K MU v BIE (Y RTT)

TR EEZETHRNARER LG L0 T GERIY) | FmblT —# 2 HT i v
FU— 2 THAL TV DIRE-CHOMBEOS T & fHIZ2E kD5 Z N TEET,

UDP ¥y #—EMETIZAR (I =2b—32) UDP o7 4 v 7 &ARKL., #EETL—%
B =7y N L—FIZEHD UDP Ny hERELET, FTOBOEZNNry OV A X,
2Ny FRIEORKE, BHEMBTREDO SN TWES, T 74/ FTiE, 1034 DO~ Af o —F
PA XDy h 7L—2% 10 IV TIOEARL, 60 BHBETEEFELET, ZHHDN
FA—HT, BT APV —EAEKEIZVI 2L — T DI IICHETEET,

— HRIE A EMEIZET 554, (NTPICXK > THRfEEN D) RETLT A REX—F v b
FTRAAEO 7 vy 7 RALETY, —HaY vy Z—BXovry NMEKEZIET 255
WX, 7 ey JRMIEIARETY, BETXT A AT —F v b T XA AOB Ty ay 7 BREHL
TWRWEE, —FHMYyZ—ery MEROT —ZIZRINE TN, UDP Y > ¥ —EifEIC
LB —FHMEBEREIZ0 DENREY £7,

IP SLA EMEDERETT A

2T FHATREZR T R TOBEOREHFMIC OV THH SN TV DI DT TEDH Y £H A,
FIETEHRDOFERIZ OV T [Cisco 10S IP SLAs Configuration Guide] ZZ&MR L T 7Z&Ww, 22
T, JWEMORRE, UDP ¥y Z —8i{EOBE (REMALE) | ICMP = 2 —BifEDO R E
USBEMRAREE) 72 EOBMEGIZFHA L E 7, MOBEOKEDFEMIZ OV Tik,  [CiscolOS
IP SLAs Configuration Guide] #ZH L T 72 &0,

T4 FEE
IP SLA EifEITRRESNTWVE R A,

BRERDIEIEFIR

IPSLA ® <> RIZ-2W\W i, [CiscolOS IP SLA Command Reference, Release 12.4TJ Z# &M L
TLTEEWY,

PR L BREFMEDFEMIZ OV TIE,  [Cisco 10S IP SLAs Configuration Guide, Release 12.4TLJ %
ST EE0,

HA RIS TS IPSLA a2~ > RELIFEEOHIZIET A A THR— SN0
DHLHY ET, TN ATIL, UDPY > ¥—, UDP==—_ HTTP, TCP#ii, ICMP = =—,
ICMP /XAxT 22— ICMP /XA ¥ #—_ FTP, DNS., DHCP #ffifi4 2% IP —E R L~UL4y
MR AR—bhEInET, £, BEIERA 7V 2—V U 7B I OHERNIHRE SN2 LEWED
F=X V7 b AR—bSnET, F— bSO EENERN] E % {5 H L 72 Voice over IP
(VoIP) —E 2 L-ULZP R —FLTWEEA,
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B szt somE

H—ER LRLZ#OHRE |

IPSLA 7 7V r—3 2 U &RET HHEIIC, show ip daapplication #§# EXEC =2~ > R & fif
LCY 7 NI =2TA A=V TEIMEZ A TR R—FSINTNAEZEZHERLTIEIN, av
Y RHABNERD L0 TT,

Device# show ip sla application

IP Service Level Agreements
Version: Round Trip Time MIB 2.2.0, Infrastructure Engine-III

Supported Operation Types:
icmpEcho, path-echo, path-jitter, udpEcho, tcpConnect, http
dns, udpJitter, dhcp, ftp, udpApp, wspApp

Supported Features:
IPSLAs Event Publisher

IP SLAs low memory water mark: 33299323
Estimated system max number of entries: 24389

Estimated number of configurable operations: 24389

Number of Entries configured 0
Number of active Entries : 0
Number of pending Entries 0
Number of inactive Entries : 0

Time of last change in whole IP SLAs: *13:04:37.668 UTC Wed Dec 19 2012

IPSLA LRKRUFDEETE

IPSLA L AR 1, CiscolOS V7 h U = T _R—RAF A A2 TR A RE T4, Zulid.
IP SLA fEZ 7Y R— R L TWRW—ITDL A Y2 T4 2 bEENET,

B—r N FARL R (BEZ—4 > ) O IPSLA JSEMIZ B ET HI2i%, IROFNEE ELT
L/i‘j‘o

FE
ARV RFERET7IV3 Y B

RT w71 |enable FiME EXEC E— RE AR LEF, X
Bl AT—READLET (ERSH8
Device> enable é§) °

R 72 |configureterminal Ta— ) ar7 4 ¥al—3g
5l - T REBHLET,
Device# config t

AT 73 |ipsaresponder {tcp-connect | TNA A& IPSLA VAR H L LT
udp-echo} ipaddressip-address port ELET,
port-number
5 F—TU— ROEKRITKRDO LB TT,
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psia Lz Ko 2nzz [

AU RFERETOVa Y

B8

Device (config)# ip sla responder

udp-echo 172.29.139.134 5000

» tcp-connect : Responder @ TCP #¢
EEZ A X —7 I LET,

e udp-echo : VARV Z D a—H —

T—X%7Z s 7a ka) (UDP)
Toa—@EEIEY v X —EEE A
F—=7 M LET,

« ipaddressip-address : 4655 1P 7 K L
A ANHTLET,

« port port-number : 58 5EAR— hF 5
AT LET,

GE) IP7 RLR LB &
1. IP SLA EhifED
V=R TN, ANTRRTE
L7ZIP7 FLABIWD
N—hEHFE—HLT
WHREMNEH Y F,

ATvT4

end

1 -

Device (config) # end

HebE EXEC B— RICEY 7,

ATy 75

end

1

Device (config) # end

HrME EXEC E— RIZEREY 97,

ATvT6

show running-config

1 -

Device# show running-config

AN B LET,

ATy T1

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =274 Xal—var 7y
A MR EZRAF L ET,
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H—ER LRLZ#OHRE |

IPSLARwy FJ—4 NI +x—<T U RBIFEDELE

TNA A ETIPSLA Ry NT =7 N7 4 —~  AWEE TS 5I121%, WOFIEEZFATLE

B

1R BHHIIZ

show ip slaapplication #### EXEC =~ > FZfEH LT, Y7 bV =7 A A=Y THIMOEES
ATHRYR—FINTNLZ EEHERL TSI,

FIE

ARV RFERETI Y

E:)

ATy T1

enable
1 -

Device> enable

¥iME EXEC E— R& A%z L7,

e NAT—REANLET (TR
Ni=%a) .

ATvT2

configure terminal

1 -

Device# config t

Ja—nR_)ar7 4 FX¥al— g
E— FEBBLET,

ATvT3

ip sla operation-number

&1

Device (config) # ip sla 10

IPSLAEI{EA/ERK L, IPSLA= > 7 ¢
Xal—arE— REEBELEST,

ATvT4

udp-jitter {destination-ip-address |
destination-hostname} destination-port
[source-ip {ip-address | hostname}] [
source-port port-number] [control {enable
| disable}] [ num-packets
number-of-packets] [ interval
interpacket-interval]

51

Device (config-ip-sla)# udp-jitter
172.29.139.134 5000 source-ip
172.29.139.140 source-port 4000

IPSLA EifE% BRDOEMES 4 7 & LT
FELT (FITIXUDP ¥ v ¥ —8ifEN
RSN TWEY) | TO=a T g
Xal—iaryE— RFE2BBLET
(BITIZUDP ¥y & — a7 4 ¥
L—yary E— RMEHSATHE
T) .

« destination-ip-address |
destination-hostname : %65 IP 7 K
VAETIIERA M ERELE
R

« destination-port : 385CHR— FEE %
1 ~ 65535 OFIPHCTHEL 7,

« ({E£E) source-ip{ip-address |
hostname} : IX{ZILIP 7 KL A FE
ToIIARA M ERELE T, #E
JEIP T RV AETIIAR A ML
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| #—ER LALBHOHE
IPSLARy b T—4 RT+—T U RBIEDRE .

ARV RFERETI Y S

EINTWRWEA, IPSLA T
I, FEEICER BITWIP T KL AN
BRI FET,

« (f£#&) source-port port-number :

KETLAR— FES%Z 1~ 65535 D
HFTHELES, A— &%
faE L2 niga, IPSLA IR A AT
HEZeh— M Z@IRL 97,

GE) udp-jitter =< > KT
EETAR— FRRE S
TG4, UDP
XISy O
R—b%&2T & LE
RLUET, UDPATH
HHAR— N 1967 &%
WU=%4A. IPSLA
ARZIZE D CPU
ERENE < 725 TEE
PHERH Y £,

o ({EE) control : IP SLA il £ ~
T—DIPSLA L AR X ~Dik
BEAEITESICLET, 7
7 A4V FTCliX, IP SLA il A »

T VIRSE T A RITEFE S

L. IPSLA L AR & L DRk N
L S ET,

« (&) num-packets
number-of-packets : AT 537
MEEATLET, fEETE L4
FHIZ 1~ 6000 TY, 7 74+ /L M
10 T9,

« ({EE) interval
inter-packet-interval : ~$4 > kD%
EifEZ X UMEBMTASNLE
T, FEETE DHIHIT 1~ 6000 T
T, T 74N ME20I VB TT,

AFw 75 |frequency seconds (EE) SLAED AT v a v ERIE
i - LET, KOBITIE, fHESHIP
SLA BMER R K E D L— N E R E
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H—ER LRLZ#OHRE |

ARV FFEREETIVa Yy

S

Device (config-ip-sla-jitter)#
frequency 45

LET, HETX 2%1E 1 ~ 604800
BT, T74 I 60T,

ATvT6

threshold milliseconds
B -

Device (config-ip-sla-jitter) #
threshold 200

(EE) LEVWMESFZRELET,
WOBITIE, FEE S 72 IPSLA B{ED
L& VMEA 200 ([CRRESNET, A%
7RHEPHIL 0 ~ 60000 2 U T,

ATy 1

exit
1 -

Device (config-ip-sla-jitter)# exit

SLA#EIfEa 7 4 Fal— g v F—
K (ZOfITIXUDP Y v ¥ — a7 ¢
Xal—varE—NR) 2%TL., 7
g—/b a7 4 Xalb— g E—
RIZREY £97,

ATvT8

ip sla schedule operation-number [life
{forever | seconds}] [start-time {hh:mm
[:ss] [month day | day month] | pending |
now | after hh:mm:ss] [ ageout seconds]
[recurring]

1 -

Device (config)# ip sla schedule 10
start-time now life forever

% DIPSLABMED A r P2 — 1 7
RIA—=REHELET,
« operation-number : RTR = > k U %
FEANILET,

o (EE) life : BIEDFELT 2 HEHILR
(forever) ZERET D0, FFED
¥ (seconds) ZRELE£9, H
NI EPHIT 0 ~ 2147483647 T,
7 4V M 3600 7 (1K) T
R

(EE) art-time: [EHROIE %
BtET DA 2 AT L E 7,

FeE ORI BRME T 25613,
e, r. B (4FEEIZRRE) . A A
ZANNLET, A2 ALy
AL UANT 7 AV RRETT,
pending & AJJ3 AL, BHARKFZ]
FRETDHETIIEREZINE L £
A,

now & A1+, =7 BIcENE
ZBItAE L £,

after hh:mm:ss & A3+, f57E
L 7= ORGE % (B EZ BAA L
F9,
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| #—ER LALBHOHE
IPSLARy b T—4 RT+—T U RBIEDRE .

AU RFERRETIVa Y BHY

« (f£&) ageoutseconds : 1 & Y
HELTNRNWE XD, AEY OF)
EERGFT DB E R ELE T,
fRE T & H%PHIL 0 ~ 2073600
T, 774NV RMNIOR (W oF
THIRFT D) TT,

o (f£&) recurring : fEH. #fE%
HENWICEITT DL ICHELE

ﬁ—o
RFv79 |end Kt EXEC &— FICRY £7,
1
Device (config) # end
R 7w 710 |show running-config AN &R LET,
£
Device# show running-config
25w 711 |copy running-config startup-config EE) av74Falb—var 7y
i - A MCBE R R LET

Device# copy running-config
startup-config

UDP oy A —avIqaFxal—>3y
Wiz, UDP ¥ v % — 1P SLA BMEDOREMEZ R L E7,

Device (config) # ip sla 10

Device (config-ip-sla)# udp-jitter 172.29.139.134 5000 source-ip 172.29.139.140 source-port
4000

Device (config-ip-sla-jitter)# frequency 30

Device (config-ip-sla-jitter)# exit

Device (config)# ip sla schedule 10 start-time now life forever

Device (config) # end

Device# show ip sla configuration 10

IP SLAs, Infrastructure Engine-II.

Entry number: 10

Owner:

Tag:

Type of operation to perform: udp-jitter
Target address/Source address: 1.1.1.1/0.0.0.0
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Target port/Source port: 2/0
Request size (ARR data portion): 32
Operation timeout (milliseconds): 5000
Packet Interval
Type Of Service parameters:
Verify data: No
Vrf Name:
Control Packets:
Schedule:

Operation frequency (seconds): 30

Next Scheduled Start Time: Pending trigger

Group Scheduled : FALSE

Randomly Scheduled : FALSE

Life (seconds): 3600

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE

Status of entry (SNMP RowStatus):
Threshold (milliseconds): 5000
Distribution Statistics:

Number of statistic hours kept: 2

0x0

enabled

Number of statistic distribution buckets kept:
(milliseconds) :

Statistic distribution interval
Enhanced History:

UDP v A —8i{EZxEARAL-IPY—EX L

EEILT AL A O UDP ¥y & — k%7

1R HAEINIC
HETT
F) T, IPSLA L AR F & A X

(milliseconds) /Number of packets:

notInService

H—ERX LRLEZFHOHEE |

20/10

1
20

’\‘)LODJJ*J?

RET DITIE, ROFIAEE

Li‘d‘o

FTNAAETUDP Vv X —8EEZRETDICE, ¥—F v b TA 2 (@MEXZ—7F v
—TNVNTDHVENRHY 9,

Flig
ARV RFEEETIa Y B

AFwvF1 |enable FEHE EXEC E— RE2 AL £,
1 - e NRATU—REANLET (FERS
Device> enable ibfig%é§) °

5w 2 |configureterminal rTa— )L a7 4 FXal—a
Bl T REMALET,
Device# config t

25w 73 |ip daoperation-number IPSLAENEZ{ERK L, IPSLA =7 o
B - Xal—agrE— REBBLET,
Device (config) # ip sla 10
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| #—EX LALZHOH
UDP Sy & —EpE A LI IPH—E 2 Lo ]

ARV RERETI3 Y EL:Y

A7y 74 |udp-itter {destination-ip-address | IP SLA @i{E% UDP ¥ » & —@h{EL L
destination-hostname} destination-port | <=1 UDP Y v ¥ — a2 7 (¥ =
[source-ip {ip-address | hostname}] [ L—ay B— FEEBLET
source-port port-number] [control {enable °
| disable}] [ num-packets * destination-ip-address |
number-of-packets] [ interval destination-hostname : %65E IP 7 K
interpacket-interval] VAFIIEIARA M EFRELE
1 - EE

v ce (comEioipooln) ¢ udposite « destination-port : 5% — M &5 A&
evice (conrig—-ip-sla u p—jl er open <
172.29.139.134 5000 source-ip 1 ~ 65535 O TIHRELET,

172.29.139.140 source-port 4000 o L
« (f£&) source-ip{ip-address |

hostname} : IX{ZLIP 7 RL A FE
TIIARA M EIRELET, &5
JEIP 7 R LA E 2R A N4 D e
E SN TWRWEA, IPSLA T
I, SEEICHRBITVIP T KL AR
BIRENFET,

« (f£&) source-port port-number :
HEEILAR— FES & 1 ~ 65535 D
HPHCHEELET, A— 1 E&EF%
FRE LW i54 IPSLA IXFIH AT
REZR R — R &R L 7,

GE) udp-jitter =< > R T
R TEAR— FOSERE &
T W4 UDP
XISy RO
ANl N AV VNI epE
RLUET, UDPATH
HAR— K 1967 %1%
RU=%4A . IPSLA
AR XD CPU
RN E < 725 ATHE
PHERH Y £,

« (f£E) control : IP SLA fillf# £
T—DIPSLA L AR Dk
BEAhEITENCLET, T
7 4V R TTiL, IP SLA il X v
T VIS T A RTEE S
AL, IPSLA L AR & L O#fen
feSL S ET,
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H—ER LRLZ#OHRE |

ARV FFEREETIVa Yy

S

« (f£#) num-packets
number-of-packets : AT 5 /37 v
FMEAANNLET, FRETE 54
FHIZ 1~ 6000 TY, 7 74/ M
10 T3,

« (fEE) interval
inter-packet-interval : /X% > kD%
EHEZ I VBB TASLE
¥, FRETE H%iMHIE 1~ 6000 T
To T 7 AN NT20I VFTT,

ATvTh

frequency seconds

&1

Device (config-ip-sla-jitter) #
frequency 45

(=) $8E L7~ IPSLAENMEZ R0 X
THREZRE LE 7, fBETE HHM
1% 1 ~ 604800 . F 7+ /L ~F 60
i,

ATvT6

exit
1 -

Device (config-ip-sla-jitter)# exit

UDPY v #— a7 4F¥al—i gy
F—REKTL, ZJe—Lar7y
Fal—IaryE—RIEY £T,

ATy T17

ip da schedule operation-number [life
{forever | seconds}] [start-time {hh:mm
[:ss] [month day | day month] | pending |
now | after hh:mm:ss] [ ageout seconds]
[recurring]

51

Device (config) # ip sla schedule 10
start-time now life forever

%2 DIPSLABED A P a—Y 7
WRTA—BEFELET,
« operation-number : RTR = k U %
FHEANINTLET,

o (ER) life : EEDFAT % HEHI R

(forever) IZEXTET D>, FFED
¥ (seconds) #RELET, A
Bh7p#EPHIL 0 ~ 2147483647 T,
F 7 5L M 36007 (18 <
7T

(EE) dart-time: [FHROINE S
BRLGET DR 2 A L E T,

BB ORI BRMET D5 A 1T,

e, 0. B (Q4msREIZEFD) . A A
EANNTLET, A AT L7
Ay UANT 74V FERETT,
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UDP Sy & —EpE A LI IPH—E 2 Lo ]

ARV RFERETI Y S

pending & AJ) 9 X, BHARKEZ]
EYRETDHETIHEREZNEL F
TA,

now & AU, =72 bICEIE
ZBtAE L £,

after hh:mm:ss & A3, f57E
L 7= D% % 2B EZ BilAA L
*7,

« (&) ageoutseconds : 1 & 1Y

ELTWRNWEXIZ, AEY OH)
EERAFT OB EBELET,
FBE C& 2 #iPHIL 0 ~ 2073600 b
T4, T7ANMIOR (\WoF
THRFT D) TT,

« ({LE) recurring : fEH . #EifE%
HEIRICEIT T2 L9 ICRELE

7
AFv 78 |end ¥ EXEC £— RIZREDY £,
5 -
Device (config) # end
R w79 |showrunning-config AN EHER L ET,
1 -
Device# show running-config
R 210 |copy running-config startup-config EE) ar74FXal—var 7y
B - A NCRRE BRI LET

Device# copy running-config
startup-config

UDP < w4 — IP SLA Ei{EDEETE
&Iz, UDP ¥ v % — 1P SLA BMEOREMEZRLET,

Device (config)# ip sla 10
Device (config-ip-sla)# udp-jitter 172.29.139.134 5000 source-ip 172.29.139.140 source-port
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4000

Device (config-ip-sla-jitter)# frequency 30

(
Device (config-ip-sla-jitter)# exit
(

H—ERX LRLEZFHOHEE |

Device (config)# ip sla schedule 10 start-time now life forever

Device (config) # end
Device# show ip sla configuration 10
IP SLAs, Infrastructure Engine-IT.

Entry number: 10
Owner:
Tag:

Type of operation to perform: udp-jitter
Target address/Source address: 1.1.1.1/0.0.0.0

Target port/Source port: 2/0
Request size (ARR data portion): 32
Operation timeout (milliseconds): 5000

Packet Interval (milliseconds)/Number of packets:

Type Of Service parameters: 0x0
Verify data: No

Vrf Name:
Control Packets: enabled
Schedule:
Operation frequency (seconds): 30

Next Scheduled Start Time: Pending trigger

Group Scheduled : FALSE
Randomly Scheduled : FALSE
Life (seconds): 3600

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): notInService

Threshold (milliseconds): 5000
Distribution Statistics:
Number of statistic hours kept: 2

Number of statistic distribution buckets kept:
Statistic distribution interval (milliseconds) :

Enhanced History:

20/10

1
20

ICMP TO—FEZERALZIPY—EX LRILOSH

BEITLT A A LD ICMP = a—8i{EZ R ET HICiE,. ROFINEEFEITLET,

48 HHEIIZ

ZOBEHETIE, IPSLA VAR FHZBENI L TEL LEIIH Y ¥ A,

FIE

ARV RFEEETI 3y

E:)

ZFwF1 |enable
1 -

Device> enable

¥iME EXEC E— F&AZNZ L £,

e NAT—REANLET (TR
N8558 .
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| ¥—EX LALZ#HDH
IcMP Ta—Bte£EA LI P H—ER LALosH [

ARV RFEEIETIa Y B

RFw 72 |configureterminal ra— ) ar7Z 4 ¥al—ar
- T REBALET,
Device# config terminal

Z 5w 73 |ipsaoperation-number IPSLAEIEZ{ER L, IPSLA=> 7 ¢
11 Fal—varE—NeltaLET,

Device (config)# ip sla 10

RF w74 |icmp-echo {destination-ip-address | IP SLA #i{F% ICMP =2 —&ff & L C
d_estination—hostname} [sourceip s ICMPT—a— a7 ¥ L—
i{r:t)e-?fc:izisa hostname} | sour ce-interface gy E— REEELET.

* destination-ip-address |

I destination-hostname : %64 IP 7 K
. . . VAFERIIARA M ERELE

Device (config-ip-sla)# icmp-echo

172.29.139.134 R

+ ({&) source-ip{ip-address |
hostname} : IXfELIP 7 R L A &
ToIEARA ML EZRRELET, *ME
JEIPT RUAETIFXARA MR
ESNTWRWEA IPSLA T
. SESEICHR BITVIP T R L A3
BEIRENET,

« (&) source-interface
interface-id : EHEIZ%I 3 51515 T
A B =T x4 AERELET,

AT w75 |frequency seconds (EE) 57 L7- 1P SLA BY/E4 #: 1 3K
1 TR ERE LET, HEETE 5

1L 1~ 604800 BV C, 7 7 4 /L b X 60
Device (config-ip-sla-echo) # frequency]| ib7?7fo

30
ATvT6 |exit UDPTta— a7 4 X2l —3igy
- T FEMTLET, T, sr—
SN ary 7 4 ¥ alb—ygrE— R
Device (config-ip-sla-echo) # exit qu)ji7ro

Z 5w 77 |ipdascheduleoperation-number [life ff#l # DIPSLABMED Ay ¥ 2 — 1 7
{forever | seconds}] [start-time thhimm | <5 1 — 7 22n5 | 4
[:ss] [month day | day month] | pending |
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B oove o-—m#EERLEPY—ER LRLOSM

H—ER LRLZ#OHRE |

ARV FFEREETIVa Yy

S

now | after hh:mm:ss] [ ageout seconds]
[recurring]

51

Device (config) # ip sla schedule 10
start-time now life forever

« operation-number : RTR = k U %
FHEANITLET,

o (ER) life : BEDFAT % HEHI[R

(forever) IZFRET D FFED
¥ (seconds) ZfRELE4, A
Bh72aPHIZ 0 ~ 2147483647 T,
F 7 4V ME 3600 % (1HE[) <
7T

(EE) dart-time: [FHRONES
BtaI B 2 A L E,

FeE DR Blia T 2 561,
Ke, r. B (4R . A A
wANILET, HE A LW
Gy YHANRT 74V FEETT,
pending & A3 AU, BAAAIFA
ERETDETIIEHREZNE L F
A,

now & AJ1+ i, = bIicEE
ZRR L E T,

after hh:mm:ss & A 195 &, f85F
L 7= O % (B E % BAA L
iﬁ‘o

(1£&) ageout seconds : & % X

FLTWRNE X, AEY OENME
TIRFT OB EREELET, |
TETE DHEPHIZ 0 ~ 2073600 F T
T, T7AN NI (WO FET
HLIRFT D) TT,

« (IEE) recurring : fiH . BEifE%
HENIZSEIT L £,

ATvT8

end

1 :

Device (config) # end

¥eHE EXEC £ — FIZED £,

ATvT9

show running-config

&1

AN B LET,
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| #—EX LALZHOH

IcMP Ta—Bte£EA LI P H—ER LALosH [

ARV FFEREETIVa Yy

E:)

Device# show running-config

X 710 |copy running-config startup-config
i -

Device# copy running-config
startup-config

UEE) =274 FXal—ar 77
ANVCEREEZRITFLET,

ICMP T J— IPSLA B1{EDHTE

Wiz, ICMP == — IP SLA IMEDHRTHI 2R LE T,

Device (config) # ip sla 10

Device (config-ip-sla)# icmp-echo 172.29.139.134

(
(
Device (config-ip-sla-echo) # frequency 30
Device (config-ip-sla-echo) # exit

(

Device (config) # ip sla schedule 10 start-time now life forever

Device (config) # end
Device# show ip sla configuration 22
IP SLAs, Infrastructure Engine-IT.

Entry number: 12
Owner:
Tag:
Type of operation to perform: echo
Target address: 2.2.2.2
Source address: 0.0.0.0
Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0
Verify data: No
Vrf Name:
Schedule:

Operation frequency (seconds): 60

Next Scheduled Start Time: Pending trigger

Group Scheduled : FALSE

Randomly Scheduled : FALSE

Life (seconds): 3600

Entry Ageout (seconds): never
Recurring (Starting Everyday): FALSE

Status of entry (SNMP RowStatus): notInService

Threshold (milliseconds): 5000
Distribution Statistics:
Number of statistic hours kept: 2

Number of statistic distribution buckets kept:
Statistic distribution interval (milliseconds):

History Statistics:
Number of history Lives kept: 0
Number of history Buckets kept: 15
History Filter Type: None

Enhanced History:

1
20
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H—ER LRLZ#OHRE |

B rsusroz=sy>y

IPSLAENMEDE=R Y >H

WDHRT, IPSLABHEDORTE LR EZFTTHOICHHT s a~ 2 RIZoWTHBH L ET,

K5 IPSIABEDE=S2 ) VY

show ip sla application

Cisco IOSIP SLA ® 7' &

show ip sla authentication

IP SLA FRFEIE# %2 For

show ip sla configuration [entry-number]

T IP SLA BifEE
T 7 F IV MEZE T T

show ip sla enhanced-history {collection-statistics| distribution statistics}
[entry-number]

INEE LT JBRE A B o
T IPSLA BifEE 7213
FHEHRAEFR R L ET,

show ip da ethernet-monitor configuration [entry-number]

IPSLA HE)A —HY R

show ip sla group schedule [schedule-entry-number]

IPSLA V' )V—7F R /r
F9,

show ip da history [entry-number | full | tabular]

FRTOIPSLA BIfEIC

show ip lampls-lsp-monitor {collection-statistics| configuration |ldp operational-state
| scan-queue | summary [entry-number] | neighbor s}

MPLS 7 ~L A4 F
EFRLET,

show ip dareaction-configuration [entry-number]

T T IP SLA BifEE
TR L 2 WMEDE =

show ip dareaction-trigger [entry-number]

T T IP SLA BifEE
Jir B U A A R

show ip slaresponder

IP SLA L AR Z o

show ip da statistics [entry-number | aggregated | details]

BERAT —Z 28 L
~RLET,

IPSLAEIMEDE=4R ") > Dl

WOHNE, TV r—2a DT _XRTOIPSLA Z R L TWET,

Device# show ip sla application

IP Service Level Agreements
Version: Round Trip Time MIB 2.2.0, Infrastructure Engine-III

Supported Operation Types:
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| ¥—Ex LALBZHOHEE
zomwnszay |

icmpEcho, path-echo, path-jitter, udpEcho, tcpConnect, http
dns, udpJitter, dhcp, ftp, udpApp, wspApp

Supported Features:
IPSLAs Event Publisher

IP SLAs low memory water mark: 33299323
Estimated system max number of entries: 24389

Estimated number of configurable operations: 24389

Number of Entries configured 0
Number of active Entries : 0
Number of pending Entries 0
Number of inactive Entries : 0

Time of last change in whole IP SLAs: *13:04:37.668 UTC Wed Dec 19 2012

WOFNE., TRTHDIPSLAT A A RY Ea—3 g UHEEHMEREZ R LTWET,

Device# show ip sla enhanced-history distribution-statistics

Point by point Enhanced History

Entry = Entry Number

Int = Aggregation Interval

BucI = Bucket Index

StartT = Aggregation Start Time

Pth = Path index

Hop = Hop in path index

Comps = Operations completed

OvrTh = Operations completed over thresholds
SumCmp = Sum of RTT (milliseconds)

SumCmp2L = Sum of RTT squared low 32 bits (milliseconds)
SumCmp2H = Sum of RTT squared high 32 bits (milliseconds)
TMax = RTT maximum (milliseconds)
TMin = RTT minimum (milliseconds)

Entry Int BucI StartT Pth Hop Comps OvrTh SumCmp SumCmp2L SumCmp2H T
Max TMin

ZTDDSEER

EpER=
BEEIEE YZaTFILEA LI

Cisco Medianet Metadata Guide http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mdata/
configuration/15-sy/mdata-15sy-book/metadata-framework.pdf

Cisco Media Services Proxy http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/msp/
Configuration Guide configuration/15-mt/msp-15-mt-book.pdf

Cisco Mediatrace and Cisco Performance | http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/media
Monitor Configuration Guide monitoring/configuration/15-mt/mm-15-mt-book/
mm-mediatrace.html
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B v—cxornznorenss

—

IS—Ayt—YFa—4

H—ER LRLZ#OHRE |

A s

T—UERHE LT B0, ©
F—RAybk—YFa—F V—)L%
ERLET,

ZDYY—ZADI AT AT — A v | https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi

MIB MB®D'Y >y

http://www.cisco.com/go/mibs

RKYVY)—=ZATHR— T2 |FJRLZTT v b7+ —2L4, CiscolOSV V—RX, BLURT 1 —
~T D MIB F¥ Yy MIBET2AOIMBAZEL XV 2— RT5HI1I0E, &
@ URL {23 % Cisco MIB Locator Zfi /i L £,

SRADTY ZHI YR—F

atAA

)y

YAADYR—EWeb¥ A FTiX, VAaDORGELT 7 /v —
TN T TNy a—T 4 U TITBESLTWEET 5 X910,
Y2 T ARV =L EF LD LT LIRERF S TA ) =A%
AL L T ET,

BHEWORGEOEX 2 U 7 4 [HFHSOEINERE AFT D701,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

YAaADYIHR— |k Web A DY — I T 7B AT BHEIL,
Cisco.com D —H ID B LA T — RNNECTY,

http://www.cisco.com/support

H—E X LARN)LEH DR E R

WDOFRIZ, ZOFY 2— /LTt LT-HEEICET A Y UV —2EWE R LET, ZORIZ, V7
=27 JU—RA FLA U THEREOYR— IR EAINEZLEOY T =T VY —R72
TERLTWET, ZOMERIT. £l BNARWEY . FRLUBEO—EOY 7 N7 J U —

ATHYR—FENET,

Ty R T — LDV R—FBLRN A YT T =T A A=V OV R— MIBET 2 ERE B
9 51Z1%, Cisco Feature Navigator {8 ] L £, Cisco Feature Navigator [Z7 7 Z A J 5 (Z
X, www.cisco.com/go/ctn IZFE) L £9, Ciscocom DT AT MILELYD FHA,
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| #—ER LALBHOHE
g—ezLaraznouess [

£ 6:9— E R LAILZHO WA

J1—2 FERETEER
Cisco IOS XE Everest 16.5.1a ZOEENEBEAINE LT,

Cisco 10S XE Gibraltar 16.11.x (Catalyst9300 X f v F) v bJ— BB T4 Fal—2av HM4 K .



H—ER LRLZ#OHRE |
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* SPAN 5 . OV RSPAN Dl #HIE (79 =—)
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 SPAN 13 L OV RSPAN DORERED JEIE & 15+ (124 ~—2)

SPAN # & Uf RSPAN IR S

SPAN

*SPAN N7 7 4 v 7 ZHFED VLANIZHIR T 2 121%, filtervian ¥ — U — R&ZFEH L 77,
FF7v 7 R—=bE2E=HF—LTWDLEA., ZOF—T— FTHESINT VLAN Lo 7
T4 T DHENE=L—EINET, T 74NV ETIE, T 7 K— b EOFTXTDHOVLAN
NE=HZ—ENFET,

RSPAN

* RSPAN VLAN Z#E L TH 5, RSPAN #F L E /I35ty v a VERET D Z L&
ﬁ[—/iﬁ‘(}

SPAN £ & Tf RSPAN D #|#9%E18

SPAN
SPAN OHIFIEIE IR D & B Y T,
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SPAN # & U'RSPAN it |
B sean &5 UiRsPAN D418 E

BT NARATO6DEYyaERECTETET, BRKEODEETLTEYya vV ERETE
F9, VDY a3 id, RSPANsEI ety a v E L TRETEET, #eioky s
UiF. m— BNV SPANtE Y g UEFIZRSPAN B ELE Yy a v EbE LN F

j—o

* SPAN XA IE. By v ar T ez, B—oO@FR— FEZIE VLAN, —HEOKR— M E
771X VLAN, —E#PFHDOR— FEIZVLAND N5 7 1 v 7 ZERHTXE9, 150D SPAN
tyvia iz, FETLHA— FBIOEETT VLAN ZRESE DL Z LI TEEHA,

SRR — R B E TR — MIT D52 LIETEEFA, BREIC, BETLTR— FEsEEFR—
WCTBZ L TEERA,

« M CSEHEA— R T2 OO SPAN By v a v EHETH I EITTEXERA,

¢ TN AR — & SPANSEEA— M E LTHRET D E, BHDT /N, AR— FTixie 72
9, SPANEIEAR— F 2@ T 2D1%, BRI T 7 4 v 7 ORI £,

*SPAN 27 4 Fal—raryavy RE AL ThH, HIIERE L7z SPAN /XT A — 4%
HIBR SN EH A, BE STV D SPAN /37 A — X ZHIER3 512X, no monitor
session {session_number |all |local [remote} 70—/ )L 2T 4 Fa b —ay avy N
ANTHHENDH D £77,

« 17— /L SPAN T, encapsulation replicate % —7 — FMEE STV 5851, SPAN 48
JeR— P ERRETARIE AT Y MITOH S b~y #F— (772U, ISL, 721

IEEE 802.1Q) #/nitLET, ZOF—U— KR EEINTWRWEE, 7y MExA
T4 TR TEESNET,

e DR — FEEE LR — P FELIIIIEAR—FE LTRETHZ LIETEETAN, SPAN
HRENBHAE SN D DX, e AR — F & EH 1 OOREILR— b E 2 I1EEEIC VLAN
PEN /2> TNDHTT,

cHi—MDSPAN v g, #EIILVLAN &7 L% VLAN ZIRESHSH 2 LIT T F
A,

SPAN v ar D77 4y 7 ERIITROBKEENL Y £,
o R— FEIXLVLAN ZXELICTEETR, AUy a VNICERFILAR— h EXET
VLAN Z{BIEEESE D Z LI TE A,
e Wireshark iZ., HIJ AR BT 7T 4 T RGEIIHE Iy Faedy 7F v LEH A,

B LT NA AENET NS, ARAHF v 7T, 2—H/LSPAN & RSPAN OXE Ttk v 3
VOM G EFITTEET, T AFEREIT N, AARZ v 7%, B 66 DEETEB LD
RSPAN 562t v a v &% R—FLET,

« BMED E7-I1XEBE T D SPAN EZILAR— k& VLAN O+ v M2 k- T, SPAN £7-1%
RSPAN #Etk v v a v & 2 DHANCGRETCEE T, AMvTF R FA—FrBLOL—T v
FAR—MIWFTND SPAN EE LB LU E L TRETEET,

* 1 ODSPAN v ¥ g NNIEEDHILEAR— FERETEETE, 1 DDTNA AAZ v T
HIZDITRETE D58 R— MIZKKT 64 HTT,
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*SPAN B v ¥ a VBT A ZAD@EF OBIELZ T 5 Z LixdH 0 A, 72721, 10 Mbps
DAR—FT100Mbps DR— ~& N7 7 4w VBT HRE A—N—HTRT T4 TD
SPAN 85CI%, /N7y DO Ra vy 7FERIFHELREHLS I EBHD 5,

* SPAN F 7212 RSPAN REROLGE. BEFTOK /I~ MI2BEESNET (0 BITE
WrTT7 4007 LT, b 1EITEHRINEZ Yy FELT) o 2HOR—MFEHIT
VLAN ZEHT 5L KEOFRY NI —7 b T 74 v I BERENDZERZH Y £,

e T 4 =T NDOR—F FIZSPANTE v v g VERETHZEIITEETN, 20y s
ISR —F D7 &6 1 DOEETLAR— FE71L VLAN & A R —T7 /L2 LN
RO . SPAN Ty a i T7 77 4 72780 £ A,

c FNRA AT, H—F v g N TOR—H/)LSPAN & RSPAN OfHZHR—F LEH
/\/0

«RSPAN ZEEiE v ¥ a vicu— AR — 2R ETXERA,
*RSPAN %St v g il —UNEETAR— P ERETEEHEA,
cFUT A AENIT A AAH v 7 T, [F U RSPAN VLAN % 195 RSPAN
oty a VBIORSPAN XE T v v a U EREITTE A,

« 7 /34 AT DHCP AX—E > 7 NHNI72 > TV DHA. SPAN & v ¥ = »1d Dynamic
Host Configuration Protocol (DHCP) AJJ/X7r >y DB EF ¥ 7T ¥ LET,

RSPAN
RSPAN Dl FHIHIIRD L5 T,

*RSPAN X, BPDUNT v NE=H U U T EIFMO LA Y27 34 271 haLzdR—
FLEEA,

*RSPANVLAN X F T 7 R— MIDOAFEREINTED, 778 A R — MIUIFREEINT
WEE A, NERNT 7 ¢ v 27 5 RSPAN VLAN | %ibﬁwio_#ét _\,ML
TWVWBTRXTDT /N1 AT VLAN RSPAN BEFEN R — P ENTWAH Z 2R L TL 2
W,

cKEIL N TV R— NI T 7T 4 772 RSPAN VLAN 2% € STV 54, RSPAN
VLAN|ZAR— h_X—ZRSPANt v vz v OEFEILE LTHENE T, F72. RSPANVLAN
ZSPANE v a VORERICRET DL TEET, 2L, TAA R TRV ER
T hNT 74w 7 BER LIRS, T34 AD RSPAN X5k v a v gl b LTl
Bl & 4172 RSPAN VLAN TlE, X7y O N A= IR R— FEEE A,

VIPBELOVIP I N—= T oA X —TWITHE, NTUINTRSPAN N T 7 4 w7
DT —=2 7 &R, 1005LLFD VLANID IZBAL T, v FU—27 TRLE RSPAN
N7 40T DT7T T 4TI ENET,

¢ RSPAN VLAN # %A 7 4 7 VLAN & L TRELRZWZ L2 BEID LET,
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5:B—F /N4 XATOHO—H)L SPAN D& EHI

=15 GEETHR—F) EOTXTORT 74 v 7 B3R — K10 GEkHR—bF) 25—V
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AR — MI, A ITNDERBRDHDAAL v T THHIHERHV ET, Lizhlh-T, AXvIN
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B o-—~—=xosen

SPAN # & U'RSPAN it |

TOAA » FOBEIME-ITHIERIZ, RSPAN OXETE v a v 356ty a V721 T
1372<, B—HVSPANtE v a VICHLEEBEEZRIFLET, AL v TFRAKX v 7 hBHHIBRES
L. TIT4 TRy aVNIET I T4 TICRVET, o, AA v TFBARAX v 7 IZEBME
NoL. T T 4T B arNT T 4TI £,

70—~X—X® SPAN

EETR—-FCERISND T 74y 2778 A a2y ba—L U A+ (ACL) %M 5
7 1m—~_—2Z SPAN (FSPAN) F7-1% 7 o —~—2 RSPAN (FRSPAN) Z{#fj L T. SPAN %
72IXRSPAN TEHR T oy NU—2 b T T 4 v 7 DX A FAHEITE £9, FSPANACLIZL,
IPv4, IPv6, BEIOEERINDIEIP N T 7 4 w702 T 4N Z ) T HRIITHRETEET,

A H—TxA A% @ LTCACL%Z SPANt v g @A LET, ACLIZSPANE v 3
NOTRXTOA L H—T 2 A ATERINDGTXTO NI 7 4 w7 IZEHESNEST, ZOACL
Lo T END /37 ME, SPAN%ELAR— MZab—SnET, 1E0hD/37 v MESPAN
AR — Mlavr—3hEdA,

JED 8T T 4w Z IR L CHRE &, i L CWDIEE DR — R, VLAN, BXOL—%

ACL 28 H S#vE 7, FSPAN ACL IR EDWREIHEL 5.2 5 2 L1db 0 /A, FERIZ,
A— k. VLAN, BLOV—F ACLIL, "7 74 v 7 DE=F ) TR EBEE 2 EHA,

X2V T 4 AJTACL ANy v R RS L7220k SRR 0EE Th . FSPAN ACL 23#F
"t AH L, N7y MEISPANSEEAR— MZav—ShESd, UL, BXx=2VUF 11/ ACL
DTy R ARG LI OISR SN WSS, 237 v FMEISPANSIER— Moa b —&nE
Hh, 2L, BX=2 U7 o ) ACL 3N v NORFEEFFAI LIcHE 720, N7y M,

FSPAN ACL 28#F 7] L7284 SPAN 56 e AR — M a v —&h 4, ZAULRSPAN v v 3~
WIZOWTHEHTUTED £,

SPAN & v g iZid, (kD 32D F A 7D FSPAN ACL ## TX £,
« IPv4 FSPAN ACL : IPv4 /X7y NG 27 42 ) 7 LET,
« IPv6 FSPAN ACL : IPv6 X7 > "2 T 7 4N Z U v 7 LET,

*MACFSPANACL : IP T > NETFEZ A4 NZ ) 7 LET,

2B TITREENTZ VLAN X— 2D FSPAN ¥ v ¥ 3 N 1 DFERITEBOT A 2 Eo

N= Rz T AEVIZNRELRWEAE, By vaiZinooTF A A LT re— KEhiz
HLOL LTSN, T3 A TOFSPANACLBL WY =2 0 7 DIdD vTF 7 4 v 713,
SPAN %6 JcR— Mza b —S A, FSPANACL I3fi L CELBEHEIN, T 74 v
Z1X FSPAN ACL 23— R U =7 AE VITINFE DT /SA AD SPAN iR — Moav—3siE
7

720 FSPAN ACL NEdE S5 &L —Ed n— R = THEAEIC L 0 . 23 ACL @ SPAN %64
A= MITRTO I 74y rpnab—siEd, +on—RKy=7 U Y—AREHTER
WA, 22D FSPANACL b7 o — REN S AR H Y £3,
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| SPAN & & Uf RSPAN %

SPAN 3 & U'RSPAN DT 7 # JL L&

= 7:SPAN 5 &S U RSPAN DT 7 #+ )L +ERTE

SPAN 35 & U RSPAN 07 74 1L k2 I}

HaE

FIHIFEFE

SPAN ® 27— b (SPAN & X TYRSPAN)

T 4E—T

T THRERITER— N T T 4w T

ZENTIT T4y EEENT T 4 7 DM (both)

AT E AT GiSeR— 1)

FAT 4T (772 LN > b)

ADfEE (5EdeR— 1)

T4 —T7L

VLAN 7 4 V&2 Y 7

EEITAR— P LTHERHZNWA N T V7 A X —T =
A ZETIE, T_XTOVLAN RE=Z Y 7 EnE
7,

RSPAN VLAN

R E

o

SPAN £ & Uf RSPAN D% E

SPAN BREFRFDTEFH

«SPAN > ¥ a U BIEEILAR— b, s%eAR— M, F£721% VLAN ZHIBR T 53541, no
monitor session session_number sourceinterfaceinterface-id {interfaceinterface-id | vian vlan-id}
Jua— )L ar7 4 ¥ alb—3 gy a2 KE7IE nomonitor session session_number
destination interfaceinterface-id 7 n—/ 3L 27 4 X2 L— g v a<wr REHEHLE

T, sA =T A ADEE, 2

A a R I ET,

Da~xr Fono B AMAF % &, encapsulation

e FF I FR—F EDOFTTHVLAN 2 E=4%—7 5|2, nomonitor session session_number
filter 7 u— )L a7 4 FXal—agryavy RefRALET,

RSPAN BX EFRF DT EFIR

» T D SPAN R ERFDOEE FIE) RSPAN ([CHEAH SN FET,

* RSPAN VLAN |Z i34 E:23 3 5 DT, RSPAN VLAN & L TEfT 57201k hU—27 |F
D VLAN W< O L. Z15H O VLANIZIZT 782 R— F2E 0 BTN TEL

VENRDHY £,

*RSPAN + 77 4 v 7 IV ACL ZHHA LT, FED/Nry FEBIRWIIZ T 4V X ) T
F 7T E=# —Tx £9, RSPAN &EZ70HN D RSPAN VLAN T, 265D ACL #457E

L/ij—()
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SPAN # & U'RSPAN D& |

B rsean s UrRSPAN BB O EE SR

« RSPAN ZHET HHAIE. HELR—FBLUSER— 2y NU—7 NOBEHDIZ
SEESHZ kb\f%i*fo
«RSPANVLAN EDO7 7t A KR— b (FFVLANKR— F&2&te) X, 77747 25—
MMZ720 F£97,
s DM ETE-TTRY . £ D VLAN % RSPAN VLAN & L TRETE F7,

« T _RTDOT, RSPAN v i 3 »Z[E U RSPAN VLAN BMFfH ST\ 5,

¢« ZMLTNABTRTOHTRSPAN BHYHR—FEN T35,

FSPAN £ & U FRSPAN X ERF DT EEIF
o L7p < &t 19D FSPAN ACL 23826t S CTW A A FSPAN (34 X —7 /W27 0 £97,

« SPAN & v > 3 1228 Tl 72V FSPAN ACL Z7n< t b 1oL, 1E00 1 DET-IX

H# D FSPAN ACL % #ifs L 73 75>o71 A (F2& ziE, 22Tl IPva ACL 245 L
IPv6 & MAC ACL %825t L 72> 7235 . FSPAN I, B SN TWRWACLIZL - T

Tang s Bibng 1\574’ v &7my 7 LEd, LEEn-T, ZOMT
T4 v 7 TERSNEE A,

SPAN & & U RSPAN D&% 7E /3%

Z Z TiE. SPAN B LN RSPAN DR EFIEIZ DWW T L £,

O—AJLSPAN v <3 DERK
SPAN v a U ZERk L, #Ex (BHxI%) AN— FEIT VLAN, B 0% (B
A= b ZRETDHITIE, KOFIEEZFATLET,

FIE

A RKFERET7II Y B
AT v 71 |enable Y ME EXEC =— FEAZNIZ L E T,
i e RATU—KREANLET (FEREh

- ST PN
Device> enable =88

Ja—nR_) a7 4 F¥alb— g

R 72 | configureterminal
E—RFZBBLET,

1

Device# configure terminal
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| SPAN & & UXRSPAN D&%

n—nuseaN £y a vt [

AU RFERET7TIV3 Y B
X 73 |nomonitor session {session_number |all | | & v 3 3 2k 27D SPAN 2 E
local | remote} UL £,
i - « session_number DO &iPHIL, 1~ 66 T
Device (config) # no monitor session all] 7%0
cal : TXTOSPAN v v = %
HIBR L 97,
elocal : T RTOE—HL Y g
CEHIBRLET,
sremote : T_XTD Y E—  SPAN
tyva s EHIBRLET,
R 7 4 | monitor session session_number source { |SPAN v 3 o B L OREETH— k

interface interface-id | vlan vlan-id} [, | -]
[both | rx | tx]

1

Device (config) # monitor session 1
source interface gigabitethernetl/0/1

(E=Z—xZAR—b) ZHEELET,

« session_number OFiPFHIX, 1~ 66 T
ﬂqo

s interface-id 121X, E=#V 7 F5%
EETLR—NERELET, A7
A H—T A AL, WHEA v
=T 2 AR LR — T v R
Bl U H—T 2 R
(port-channé port-channel-number)
BHYET, GRRAR—FFr L
T T 1 ~48 TF,
vlan-id [21%, BT 52458 VLAN
ZIEELE T, FHETE DML
~ 4094 <9 (RSPAN VLAN [ Z[%&
<) »

6=3)

1>ty rail, —
HWOa<wy RTERS
NI DOEE T

(R—FE=IZ
VLAN) #5052 &
MWTEFET, 2L, 1
SOE v g NTHE
EEIEAR— b EEET
VLAN ZffHT& £+
Ao
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B o—srseantysasonm

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

o ((EE) [, —HoA 2 —
T A AENIA L E—T A AD
FWHARRELET, I~ ORIEE
LN, T DRI AR—Z % |
DTOANLET,

({EE) both|rx|tx : Bifil4 25 b
T774 v OMERRELET, b
T 7 47 OFMERE LehoTs
B, RETA H—T = A ATk
BrI74 00 ZELT T4

DO FEFELET,
shoth: ZE T 7 4 v LIEIE
N7 7 4w Ol FEERL E

TO
IX:ZENT T4 v BT
Z—L%7,
tX  EE N T T4 v BT
H—LET,

GE) monitor session

session_numbersource
A~ R AR
M35 L. D%
fEAR— FERET
TET,

ATy Th

monitor session session_number destination
{interfaceinterface-id [, | -] [encapsulation
{replicate| dot1qg}]}

1

Device (config) # monitor session 1
destination interface
gigabitethernetl/0/2 encapsulation
replicate

SPANt v 2 VB XO%EER— (£
=2 —fllF— 1) ZRELET, HEE
HRNEM /D E, R— FO LED 234
L UmILEDY £9, LED (X SPAN
SESEDRRE Z B LI-RICD I, TTOIR
e (k) 12D £,

G¥) 71— 7 /L SPAN D413,
EEITB IO v 7 —
Tz AZE LYy g v
BT 20ERH Y
7

s session_number (21X, A7 v 74 T
AN Ly a v &GEEELE
R
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| SPAN & & UXRSPAN D&%
n—nLsPAN v o a v otes ]

aAvYRFERET7IOIY B
« interface-id (2%, %65cAR— M & FEE
L\i—gﬂo

SELeA B —T = A AT AR —
NERET HMENRH Y 7,
EtherChannel ° VLAN |35 T& %
A,

o (EE) [-]CiE, —HEHoA X2 —
T A AENIA L E—T = A AD
FWHARRE LET, I~ ORIEE
LN, T DRI AR—Z % |
DTOANLET,

(f£7) encapsulation replicate |21,

SaSEA B —T = A AINEETA v —
T2 A ZADH TR EER T 5 Z
EEEELET, BIRLR2WEEDOT
AN NE XA T4 TR (X772
L) TO/NRT v bOEETT,

(f&:&) encapsulationdotlq (d5isE1
H—"T A AN IEEE802.1Q7J7°‘TZ/1/1'|$
DEETLA v F—T = A ADHEE v
MEZF ANDLOCEELET,

GH) monitor session
session_number destination =
~ v FEEEREENT %
&L BEOFETLR— &
RETEET,

RTw76|end ¥iME EXEC &— RIZR Y £,
fi
Device (config) # end
R T 77 |show running-config AN EHER L ET,
1 -
Device# show running-config
R 7 8 |copy running-config startup-config EE) av74Fal—vary 77y
5l - A MR R RAF L E T,
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SPAN # & U'RSPAN it |
B o sty s nrmssURE NS 7 v o DRE

ARV RFERFTIVaY =)

Device# copy running-config
startup-config

> Vi N N = = N A —
O—AISPANtE YL a3 VDIERBLUEEFNT 74 v I DERTE
SPAN v a U Z/ER L, EHICEETLAR— FEIZ VLAN BLUO%EeR— FE2igE L
%, BHEAR—F TRy bU—7 XU T 0 T/8( & (CiscoIDS & o —4EES%) HICERE
NZT7 40 %ARX—TNCTHIZE, WOFNEEZEITLES,

FIE
ARV KRFERERETY VY =[]

ATy 71 |enable F#HE EXEC E— Fa2 AT LE T,
i - e NAT—RE AN LET (ERSh
Device> enable fi%%é? °

R Fw 72 | configureterminal Ja—\)Lar7Z 4 F¥al— g
B - T—FZBBLES,

Device# configure terminal

A 73 |nomonitor session {session_number |all | | &+ 3 g 2 %tT A EELED SPAN 2% 7E

local | remote} ZHIBR L £,

Ik « session_number O #FHIL, 1~ 66 T
‘a‘o

cal : ¥ XTHOSPANEY 3%
HIBR L £

elocal : ¥ _XTOR—HIL LY 3
Y aHIBRLET,

sremote : 9 XCTPD U E— K SPAN
e EHIBRLET,

Device (config) # no monitor session all

R 7 4 | monitor session session_number source { |SPAN v g o B L O ETHR— k
interface interface-id | vlan vlan-id} [, | -] (F=X—xtaR— ) ZEELET,
[both | rx | tx]

1

Device (config) # monitor session 2
source gigabitethernetl/0/1 rx
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| SPAN & & UXRSPAN D&%

O—HLSPAN £ S a v OiRELUEE RS 71 vonEE [

AU RFERETOVa Y

B8

ATy TH

monitor session session_number destination
{ interfaceinterface-id [, | -] [encapsulation
replicate] [ingress { dotlq vlan vlan-id |
untagged vlan vlan-id | vlan vlan-id} ]}

1 -

Device (config) # monitor session 2
destination interface
gigabitethernetl/0/2 encapsulation
replicate ingress dotlq vlan 6

SPANE v a v, iR —h, X7y
M7, BEIOATI VLAN &4
TeMbERELET,

« session_number (21X, A7 v 74T
ALy a &S EEELE
R

« interface-id (Z1%, %85 — R 2 HRE
LE9,

SASEA B —T A AT IFRAR—
NEFEETHLENRH Y £,
EtherChannel X° VLAN |38 E CT& %
A,

B [|-]: —#HOA X —T =
AAENFIA VX —T = A ADHIA
PHRELET, Hr~Eiiing T
Y DRIEZIZAR—=ZA % 1 DT DOAS
L9,

(f£3&) encapsulation replicate (&

X, 5E5EA 2 —T = A ZADEE T
A B =T A ZADH TR
T L EERELET, EIR
LAWGAE DT 7 4V b, FA
T4 TR (X7 L) TONTy
FDFEETT,

(f£7&) encapsulation dotlq 3565
A H—7 A ANIEEES02.1Q
TRMEDFEETA L H—T = A A
DFEFNRTy NEeZF AL LI
fBELEd,

ingress 56 cAR— h TOERE b T
T4 DEREEA R —T T L
T, BT vMeE A TEEELE
R

+ dotlg vlan vlan-id : &7 # /L b
D VLAN & L CTHRE L
VLAN C. IEEE 802.1Q TH
LI NTEE Ty e
FANET,
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B - 55 svanons

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

« untagged vlan vlan-id % 721X
vlanvlanvlan-id : &7 # /L kD
VLAN & U THEE L7z VLAN
T, 7L T eBMEERN
TGNy NeZIF ARE
R

ATvT6

end

1

Device (config) # end

HrME EXEC E— RIZERED 77,

ATy T17

show running-config

1 -

Device# show running-config

AN B LET,

ATvT8

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) 274 Xal—var 7y
A MR EZ AT L E T,

T4ILEY) 29 % VLAN DIETE

SPANEETL N T 7 4 v 7 Z4ED VLAN IZHIET 512X, kOFIEZEITLET,

FIE

ARV RFEERETIVa Y

B8

ATy T

enable
B

Device> enable

¥ M EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FRkEh

5a

o

ATvT2

configure terminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,
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| SPAN & & UXRSPAN D&%

sanayvsssuaniEz |

AU RFERETOVa Y

B8

ATvT3

no monitor session {session_number | all |
local | remote}

1

Device (config) # no monitor session all]

T a KT HBEFO SPAN B E

ZHIFRLET,

« session_number DA,
7

cal : ¥ XTCHSPAN Ty g%
HIER L £9,

elocal : T RTCHOu—HL kv g
VEHIRLET,

sremote: +_XTPD YU E— k SPAN
tyvarEHIBRLET,

e

1~667T

ATvT4

monitor session session_number source
interface interface-id

1 -

Device (config) # monitor session 2
source interface gigabitethernetl/0/2
rx

EEILR— b (BE=F—xRHR— ) &
SPANt v a o OEEZEEL £,

« session_number OFiPFHIX, 1~ 66 T
ﬂqo

s interface-id 121X, E=#V 7 F5%
EETAR—-FEEELET, FEEL
A E—T 2 A AL, HOENLTD
77 R—hFELTHRELTE
SHERDHY FT,

ATv 75

monitor session session_number filter vian
vlan-id [, | -]

1

Device (config) # monitor session 2
filter vilan 1 - 5 , 9

SPAN B ETC b T 7 4 v 7 R ED
VLAN [ZHIE L E T,

» session_number (21X, AT v 74T
BEL-Ey Y a BT E AN LE
R

» vlan-id (28 7E T DHPHIL 1 ~ 4094
‘/C“‘g‘o

- (EB) v~ () ZEHLT—
HD VLAN Z18ET 50, A7
> () ZfEf LT VLAN i % 5
FELET, Hr~ORiB Lo
TV DRMBICAR— A% 1 DT DA
HLET,

ATvT6

monitor session session_number destination
{interfaceinterface-id [, | -] [encapsulation

replicate] }

SPANE v g v BXU%EER—F (£
=X —fAlR— k) ZFEELET,
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B - 55 svanons

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

1

Device (config) # monitor session 2
destination interface
gigabitethernetl/0/1

« session_number (21X, AT v 74 T
AN Lz vy a FBeriREL £
j—O

« interface-id (21X, %ijeAR— F&2fRE
L\i\éﬂo

SEdeA B —T = A AT —
NFEET HLENRDH Y T,
EtherChannel ° VLAN 3§ € TZ &
B A,

o ({E=E) [-ZiE, —#HoA o H—
To2A RAERIFA L E—T A AD
FPHZIEE L ET, I~ ORI
L ONA 7 DORFBICAR—Z % |
DTOANLET,

« ({EE) encapsulation replicate (2
X, sESEA X —T = A ANEIE T
AL B—T A ZADH TR
AERT L AEELET, IR
L22WBADT 7 4V M, x4
F 4 TR (Z77L) TONRTy
~DEETT,

ATy 1

end

1

Device (config) # end

HrME EXEC E— RIZEREY £9°,

ATvT8

show running-config

1 -

Device# show running-config

AN B LET,

ATvT9

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =274 Xal—var 7y
A MIREZRAF L ET,
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| SPAN & & Uf RSPAN %
RSPAN VLAN & L T VLAN D&% E .

RSPAN VLAN & L T VLAN DEEE

LU VLAN Z1ER L. RSPAN t v 3 D RSPAN VLAN 12725 £ 9 IR ET 1T,
WOFNEE FITLET,

Flig
ARV RFEEETIVa Y BrI
A7 71 |enable e EXEC E— FE AT L £,
1 - e NAU—KREASNLET FRkEh
Device> enable =88
R 72 | configureterminal Ja—\)L a7 4 FX¥al—a
Bl - E— FEBBLET,
Device# configure terminal
25 73 |vlan vlan-id VLANID % AJj L C VLAN Z/E%7 %
B - 2. FET2ITBEFD VLAN © VLANID %
AJTLT, VLANZI V7 4 F 21—
Device (config)# wvlan 100 v ' ]‘%Fﬂﬁﬁé L/\ij—o ;CEH/E_WC% %)%ﬁ
FAIE 2 ~ 1001 £721% 1006 ~ 4094 T
-éAO
RSPAN VLAN % VLAN1 (F7 %/ k
VLAN) F7-1% VLANID 1002 ~ 1005
(b—2 2V 7B XOFDDIVLAN &
H) ic7sztixTceddi,
AT 7 4 |remote-span VLAN % RSPAN VLAN & L CiRE L
1 - kR
Device (config-vlan) # remote-span
AFw 75 |end HiHE EXEC £ — FIZRED £,
1 -
Device (config-vlan) # end
AT 7 6 | show running-config AN EfEB L ET,
1 -
Device# show running-config
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SPAN # & U'RSPAN D& |
B rsean st v a Lot

IV N3 i F A7 B8
R 77 | copy running-config startup-config EE) a7 4Fa2l—vary 7y
Bl - A MTRE LA L E T,

Device# copy running-config
startup-config

RDEZRY

RSPAN ([Z& 14 %4 _TDF /34 Z|Z RSPAN VLAN Z{ERLT 2 X E AR H Y £4, RSPAN
VLANID 2MEHERIFH (1005 K1) TH V. VIPR Ry hT—ZNTA 2—7 L Th DA%

1 DD7 734 A|Z RSPAN VLAN Z{ER& L, VTP 73 Z @ RSPAN VLAN % VTP R A A /P‘wﬂﬂz
DT NA AT H L O ICRETE 7, JEHP VLAN (1005 ## % 5 ID) OfE, %
1ZIC &SRO ITT DT N4 A BILOHRHT /SA A2 RSPAN VLAN 2R ET 5 LENH D £
7

VTP 7)Vv—= 7 %A LT, RSPAN N7 7 v 7 3TN D L 92T 50, £
RSPAN 7 7 4 v 7 DARENARE /2T XTD h7 7 )6, RSPAN VLAN % F#E) CTHIBR L &
7

VLAN 725 U &— bk SPAN Rt A HIBR L C, % VLAN IZRT &L 9 128 #3 5 121%, no
remotespan VLAN =17 4 ¥ a L— gy a~vy REERLET,

SPAN & v v = U2 HikEIeAR — N E 7213 VLAN ZHIFk3 % 121%, nomonitor
sessionsession_number source {interfaceinterface-id | vian vlan-id} 72— 3L 237 ¢ ¥ 2 L —
varvavwy REMEHRLET, &> 3 25 RSPAN VLAN % HiFR9 521X, no monitor
session session_number destination remotevlan vlan-id =~ > & H L £,

RSPAN £ Skt v a > DER

RSPANEEIEE v ¥ a VAERB L OBE L, F=% —xt% 03503 L %55 RSPAN VLAN
ERETHICIE, ROFPIEEFITLET,

Fg
ARV RFERETY a3 BHY

ATy 71 |enable K#HE EXEC £— R AT LE T,
fl e MAU—REZ AN LES (ERkSh
Device> enable 723548 .

R 72 | configureterminal Ja—r\ )L a7 4 FX¥al—a
5l T FEBBLET,
Device# configure terminal
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| SPAN & & UXRSPAN D&%

RSPAN %55t v 3 vk

AU RFERET7TIV3 Y B
X 73 |nomonitor session {session_number |all | | & v 3 3 2k 27D SPAN 2 E
local | remote} UL £,
i - « session_number DO &iPHIL, 1~ 66 T
Device (config) # no monitor session 1 7%0
cal : TXTOSPAN v v = %
HIBR L 97,
elocal : T RTOE—HL Y g
CEHIBRLET,
sremote : T_XTD Y E—  SPAN
tyva s EHIBRLET,
R 7 4 | monitor session session_number source  |RSPAN v 3 3 B L OEETHR— b

{interface interface-id | vlan vlan-id} [, | -]
[both | rx | tx]

1

Device (config) # monitor session 1
source interface gigabitethernetl/0/1
tx

(E=Z—xZAR—b) ZHEELET,

« session_number OFiPFHIX, 1~ 66 T
ﬂqo

+RSPAN & v g v OEETLR— k
FRITEETCVLANZ A LET,

e interface-id IZi%, E=%1V 7
THRETAR— FEfRELE
o BRI A v E—T =4 AT
X, WA o —T o4 AL
O — b F v Vs o 2 —
7 = A A (port-channel
port-channel-number) 73&% ¥ %
To ANRR— M F v XN ES
X1 ~48 TT,

svlan-id (21, E=%—7 2i%E
Jt VLAN Zf8E L 7, &
T DHMHIL 1 ~ 4094 T

(RSPAN VLAN [Z[&<) |

12o0O®y gz, —HDa
< RCER SN OERE
gt (R— N F£7ZIZVLAN) &5
OLHZEMTEET, 2L,
1 oDy a NTHEET
A— K & E(E7C VLAN ZfFH
THZ LI TEEREA,
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B rsean st v a Lot

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

e (EE) [L|-]: HOA L H—T x
A RAETNIA B —T oA ADOHFIH
PHRELET, Do~ Ly
NA T U DRFRICANR =A% 157
DSANLET,

({EE) both|rx|tx : Bifil4 25 b
T774 v OMERRELET, b
T 7 47 OFMERE LehoTs
B, RETA H—T = A ATk
BrI74 00 ZELT T4
DO FEFELET,

shoth: ZE T 7 4 v LIEIE

N7 7 4w Ol FEERL E

7

X ZENT T4 VI HES
Z2—L%E,
tX: EENT T4 v I HES
Z—1L %,

ATvTh

monitor session session_number destination
remote vlan vlan-id

1 -

Device (config) # monitor session 1
destination remote vlan 100

RSPAN & v 3 =3 >, %355 RSPAN
VLAN, BLO%AR— k7 —7%
L’:.E_’[/i—a—o

« session_number (21X, AT v 74T
BELIEEEEZATILET,

svlan-id (2%, E=X VU U795k
{250 RSPAN VLAN # 8 E L £,

ATvT6

end

1

Device (config) # end

et EXEC E— RICREY £,

ATy T17

show running-config

1

Device# show running-config

AN B LET,

ATvT8

copy running-config startup-config

1

UEE) av 74 X2l —vary 77y
A NVICEREERITFLET,
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| SPAN & & Uf RSPAN %
sanayvsssuaniEz |

ARV RFERFTIVaY =)

Device# copy running-config
startup-config

J4IL31) 259 % VLAN DIETE

RSPAN EETL N T 7 4 v 7 Z M ED VLAN IZHIET 5 L 9 I RSPAN EE v g v 2%
ET DT, ROFIEEZZEITLUET,

Flg
AT RFERIEITFTII Y B8

AT w71 |enable KikE EXEC &— REAZNC LET,
1 - e MNRT—REANLET (FEREh
Device> enable fi%%é? °

R w 72 | configureterminal Ja—N)L a7 4 Fal—g v
15“ : :E‘»A F‘%F’Iﬁﬁébi‘g—o

Device# configure terminal

Z w73 |nomonitor session {session_number |all | |+ v 3 g 1ZxfT BEE(ED SPAN iR E

local | remote} ZHIBRL £9,

I « session_number O#iFAIE, 1~ 66 T
‘j‘o

cal : ¥ XCHOSPANt v 3%
HIFR L E9,

elocal : X CHOr—F /L v T
VEHIBRLET,

sremote : +XTD YU E— k SPAN
Tyva rEHIBRELET,

Device (config)# no monitor session 2

R Fw 7 4 | monitor session session_number source | EETLAE— F (FoF —xfEBE—K) &

interface interface-id SPANt & 3 3 ORI ZFEFE U E 3,
il - « session_number OFFHIL, 1~ 66 T
EE

Device (config) # monitor session 2
source interface gigabitethernetl/0/2 s interface-id |Z1%, E=#V 7§ 5%

i RAETER— M EIEELET, EEL
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B - 55 svanons

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

TcAVE—T AT, HHLLD
N7 R—=FELTRELTE
SHERHY £7,

ATy Th

monitor session session_number filter vian
vlan-id [, | -]

1

Device (config) # monitor session 2
filter vilan 1 - 5 , 9

SPAN {5 N7 7 4 v 7 HFEED
VLAN (2[R L E 9,
« session_number (Z1%, A7 v 74T
BELLEy a B2 ALE
R

o vlan-id (28 E T & D #EiPHIZ 1 ~ 4094
<9,

s (BB ,|-hv~ () #EHLT
—1H D VLAN Zf5ET 500, A
7 (-) ZfFH LT VLAN #ipf %
BELET, Vo~ LU
A 7 DRI AR— 2% 1 DT>
ABLET,

ATvT6

monitor session session_number destination
remote vlan vlan-id

1

Device (config) # monitor session 2
destination remote vlan 902

RSPAN v g B LU%EEY £— b

VLAN (RSPANVLAN) #¥5ELFT,
« session_number (Z1%, A7 v 74 T
BELFEy Y a v BBEE2ANLE
KR
evlan-id (21%., sEdeAR— MZE=H
KRN T T 4 v T EBARIET D
RSPAN VLAN ##E L £,

ATy T1

end

1

Device (config) # end

HikE EXEC E— RIZRE Y £,

ATvT8

show running-config

1

Device# show running-config

AN B LET,

ATvT9

copy running-config startup-config

1 -

EE) av74Xa2l—vary 77
AN EERTF LET,
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| SPAN & & UXRSPAN D&%
RSPAN 5Bt v & 3 DR .

ARV RFERFTIVaY =)

Device# copy running-config
startup-config

RSPAN 5E%ctz v & 3 U DIERK

RSPAN 5 4et v o g vidk, BIDTNRA ZFTETANA AAZ v 7 GEETTE v v a VKR E
SNTWRWNWT NN RAETNEIT AL ARAS v 7)) ITRELET,

ZDF A A T RSPAN VLAN % E# L. RSPAN 565t v a » Z4ER L. 1%/ ¢ RSPAN
VLAN B X UOBEHAR— M &2 ET D12, WOFINEEZFEITLET,

FE
av Y RFEEEETFTIa Y =]
ATFv 71 |enable ¥5HE EXEC E— RZ2AILET,
1 - e NRATU—REANLET (RS
Device> enable NEEE) .
R wF2 |configureterminal FTa—r ) ar7 4 Xal—gr
Bl - E— FEBBLET,
Device# configure terminal
AFwv 73 |vlanvlan-id KA TLT /A A TYERL & 7= RSPAN
i - VLAN @ VLANID Z#§%# L, VLAN
a7 4 Xal—grE— N2
Device (config) # wvlan 901 Liﬁ*o
T DTINA AN VIP IS L.,
RSPAN VLANID 732 ~ 1005 T®» 5%
BlX. VIP *y hU—27 %2 LT
RSPAN VLAN ID 2MafE S5 728,
AT v 3~ 5 IRETT,
AT w74 |remote-span VLAN % RSPAN VLAN & L Cilghil L
1;' : jETo
Device (config-vlan) # remote-span
ATy S5 |exit Ja—\)Lary7 4 Xal—vay
B - T NIRED £
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B rseansoct oo avonm

SPAN £ & U* RSPAN D& E

ARV FFEREETIVa Yy

S

Device (config-vlan)# exit

ATvT6

Nno monitor session {session_number | all
| local | remote}

51

Device (config)# no monitor session 1

v g AT D EEAED SPAN B E
ZHIBRL 9,

» session_number O#IPHIL, 1 ~ 66

(G—é—o

eadl : TRXTOSPANE Y a %

HIBR L 9,

elocal : ¥R THOu—h Lty 3

CEHIBRLET,

eremote: TP Y E— k SPAN
tyvrvarEHBRLET,

ATy T17

monitor session session_number source
remote vlan vlan-id

1 -

Device (config) # monitor session 1
source remote vlan 901

RSPAN & v 3 3 > & ¥%{Z 50 RSPAN
VLAN 8 E L ¥ 7,

« session_number OFIPHIZ, 1 ~ 66
T,

evilan-id |21%, F=H VU T4 5%

{27 RSPANVLAN 36 E L £7°,

ATvT8

monitor session session_number
destination interface interface-id

1 -

Device (config) # monitor session 1
destination interface
gigabitethernet2/0/1

RSPANE v v a v &5 f v X —7 =
A AERELET,

« session_number (21X, AT v 77
THRELLESZANLET,

RSPAN%GSCE v v a v ClE, %415
7t RSPAN VLAN B L U%E 5 AR —
MZEIUCE Yy Y a v &eaf+
LDMENRDHY FT,

« interface-id |21, %8561 v &% —
TxA AEBELET, 5o v
H—T A A IYEA o F—T =
A ATHRITNIER Y FH/ A,

« encapsulation replicate [Z ==~ > R
FTALD~NIVT AR TR
SN FET 72, RSPAN TiEHAR—
ShTWEHA, JLD VLANID I
RSPAN VLANID (2 &k » C h&E&
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| SPAN & & Uf RSPAN %
RSPAN 85t v & 3 L R S UEE S 71 vonEE [

AT RERETI V3 Y S

SR, sEEAR— T EodTTos
iy MEIE 7R LIS Y £,

ATFv79 |end HebE EXEC B— RICEY 7,
1 -

Device (config) # end

Z 5w 710 |show running-config AN B LET,
i :

Device# show running-config

w711 |copy running-config startup-config ULE) av 74 Fal—ar 77
fl - A MIEEERAT L E T

Device# copy running-config
startup-config

~ 03 ~ N — =JuL =
RSPAN 2ty > a3 VDIERB L UBEE T 714 v I DERTE
RSPAN%i%ctE v a v a1ER L. 2210 RSPANVLAN B L U%iER— 2T L., sidkR—
Ty hU—27 X 2UF ¢ 534 Z (CiscolDS o —2EE%) HICEE N 74 v 7
A X—T T HITIE, RO FIEZFATLET,

i

FIE
ARV FERET7TIVa Y B

AT 71 |enable ¥EHE EXEC E— RZ2HIC LT,
1 e NATU—REASHLET FEREh
Device> enable f:ﬁ%é? °

R w 72 | configureterminal Ja—)ary 7 4 ¥al—gy
15“ : :‘E‘*‘ ]\‘%Eﬁﬁébi—g«o

Device# configure terminal

Z - 73 |nomonitor session {session_number |all | | ¥ v 3 g 2% B BE(FED SPAN 2% E
local | remote} ZHIBRL 9,
fi
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B rsransist v 3 OBRBERUEERS T 1 v OR

SPAN £ & U* RSPAN D& E

ARV RFERETIVa Y

B8

Device (config) # no monitor session 2

» session_number OFFHIL, 1 ~ 66 T
7T

call : ¥ XTCTHOSPANtE vV 3 %
HIBR L £9,

elocal : T RTCOu—HL kv g
VEHIBRLET,

eremote: TP Y E— bk SPAN
TyvvarEHIBELET,

ATv74

monitor session session_number source
remote vlan vlan-id

1

Device (config) # monitor session 2
source remote vlan 901

RSPAN & v o 3 o & 3%/ 5C RSPAN
VLAN 8 E L E 7,
« session_number DO &iPHIL, 1~ 66 T
‘ﬁ—o
svlan-id I21%, F=X Y L T4 3%
{£7C RSPAN VLAN Z{5E L £1,

ATy Th

monitor session session_number
destination {interface interface-id [, | -]
[ingress { dot1q vlan vlan-id | untagged
vlan vlan-id | vlan vlan-id} ]}

1 -

Device (config) # monitor session 2
destination interface
gigabitethernetl/0/2 ingress vlan 6

SPANE v a3 v, iR —h, X7y
kB 7, BIUFEE VLAN &
TeMbERELET,

s session_number 21X, AT v 75T
BELIZEZESEANLET,

RSPAN 514t v o a v Tl, ¥#E
€ RSPAN VLAN 5 L O e — b
Rty Y a v BrazEHTH
TRHY ET,

« interface-id (21, %iSeA v ¥ —7 =
AAERELET, sikA ¥ —
T oA AIWERA X —T = AT
TR D TR A,

« encapsulation replicate (3=~ >

FSALDANVT AR U TICFHERE
ET A, RSPAN TiEHAR— K&
NTWEHA, JuD VLANID |E
RSPANVLANID (2 X » C EEX X
. 5EdeR— bk EOTRTOry
MIZ 772 LIic7e £,

o (=B [-IZiE, —#HoA o H—
Tz RAERIFA L E—T A AD
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| SPAN & & UXRSPAN D&%

rsPaN £ v 3o 0iE [

AU RFERETOVa Y

B8

FPHEZFRE L ET, Vo ~OHIkE
LONA 7 U DRIHBICAR— %1
DT OANLET,

SR — RN TOBEERNT T4 v I D
HRkZ A XF—7 M LT, 7L
{b& A 7 258ET HITIE, ingress
ZBMOF—U— KL —FEIZ AL
7,

« dotlq vlian vlan-id : &7 /1 k
D VLAN & LTHRE L
VLAN . IEEE802.1Q T#H
LI NTEE Ty MR
ELET,

« untagged vlan vlan-id % 721X
vlanvlan-id : 77 4 /L kD
VLAN & L CHEZE L7z VLAN
T, UL Th7T M
TEGNry Nk LET,

AT v 76 |end
1 -

Device (config) # end

HrME EXEC E— RIZEREY £9°,

ZF w71 | show running-config

1 -

Device# show running-config

AN B LET,

X+ = 8 | copy running-config startup-config
i

Device# copy running-config
startup-config

EE) =274 Xal—var 7y
A MR EZRAF L ET,

FSPAN v < 3 > DEETE

SPAN v v a U ZER L, #E7T (BEHETSR) A— FE72IE VLAN, BX0%k (£=%
) R—FE2EEL. By a2 FSPAN R ETHIT1E. ROFIEEZETLET,
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B oseantosaons

FIE

SPAN # & U'RSPAN it |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATvT2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATvT3

no monitor session {session_number | all |
local | remote}

1

Device (config) # no monitor session 2

=L

Y ya T B EETED SPAN R E

ZHIBRL £,
« session_number D#&iPH T,
—é—O
sal : T XTOHOSPAN LY a3 %
HIBR L E9,
elocal : ¥ _XThHOuE—H /L v g
CEHIBRLET,

sremote: 3XTCD YU E— b SPAN
TyvvarEHIERELET,

1~667T

ATvT4

monitor session session_number source {
interface interface-id | vian vlan-id} [, | -]
[both | rx | tx]

1 -

Device (config) # monitor session 2
source interface gigabitethernetl/0/1

SPAN & v v = VB L OEE LR — b
(B=F—%tGeR— ) ZHRELET,
» session_number OFFAIL, 1~ 66 T

R

e interface-id 121X, £E=%V 775
FETR— M ERELET, A%k
A H—T A AL, WEA v
H—T 2 A ABLOKR— hF v 2L
REA U H—T AR
(port-channé port-channel-number)
WD £, ANRAR—FF v 31
Tl 1 ~48 TT,

s vian-id (2 1%, BEEtR 35 %{550 VLAN
ERRELET, BETX 5L
~ 4094 T9 (RSPAN VLAN [3[%&
< ) o
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| SPAN & & UXRSPAN D&%

rsPaN £ v 3o 0iE [

AU RFERETOVa Y

B8

G¥) 1>DE g, —
HOa<w ) RTEHS
N DXRE T
(R—FEIZ
VLAN) =& 5 &
MWTEET, 2L, 1
SOE v g NTHE
EETTAR— b EEETT
VLAN ZffH C& £
Ao

« ((ER) LI-]: —#HOA U H—T =
AARAEZNFA o H—T = A ADFIH
ERRELET, Hr~ORiIBRB LY
NA TV DRHEBICAR—A % 10T
SANLET,

« (f£EE) [both|rx|tx]: E=H 1V
TTHRNTT 4w DFMEEEL
FI, NT T4 v OHMEREL
7Rino T E . SPAN ITEE R 7

T4 EZIENT T 4 v 7 O
Er=g—LF7,

ehoth: ENT 7 4 v 7 &%
N7 4w OmMFEEHRLE
T, ZHIIT 7 HL FTT,

X ZIBENT T4 I HES
2—1LFT,

X EENT T4 v EE=
&\—— L\iﬁ—o

GE) monitor session

session_numbersource
v REEEEE
M 2L, EHEDE
fFAR— hEFRET
TET

ATvTh

monitor session session_number destination
{interfaceinterface-id [, | -] [encapsulation

replicate]}

SPANt v a Bl — 1~ (&
=X —fAlR— k) ZERELET,
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B oseantosaons

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

1

Device (config) # monitor session 2
destination interface
gigabitethernetl/0/2 encapsulation
replicate

« session_number (21X, AT v 74 T
AN Lz vy a FBeriREL £
j—O

s destination Ti&, IRO/NNT A —F %
BElLxd,

« interface-id (21, %8 H— b %
EELET,
SEHEA B —T = A AT ER
RN NEfRETHRENH D F
9, EtherChannel X° VLAN (35
ETEEHA,

o ((EE) |12k, —#HoA
VE—T A RAETNTA U F—
Tz A ADHEHERELE T,
7= DRI LONA 7D
AR A=A % 1 DT DOAS
LET,

+ ({EE) encapsulationreplicate
i, SEEA v —T = AN
EETXA L H—T A ADHT
TR BT 5 2 L &R
ELET, BIRLARWGEDT
T ANV ME RA T 4 TR
(Z772L) TO/RTy ROk
(ENSER

G¥) 7 — 7% /L SPAN DA,
EEIB X012 —
TxA AR LYy a v
BT 20ERH Y
*9,

monitor session
session_number destination =

~ > KA 5
L BEOEETEA—
RETEET,
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| SPAN & & UXRSPAN D&%
rmsPAN v+ 3o 0%z [

ARV RFERIETY Va3 B#Y

X 76 | monitor session session_number filter {ip |SPANtE v 2>, 744X UL 7T 5
| Ipv6 | mac} access-group Uy hDB AT 45 KL UFSPAN & v
{access-list-number | name} 9 TS ACL 245E L £
B « session_number 21X, AT v 74T

. . . . ALty a v BeriEE L E
Device (config) # monitor session 2

filter ipvé access-group 4 7fo
» access-list-number (21X, FT7 7 4 v

TDOT 4NEY TR Lz
ACLEFESEBELET,

ename (ZiE, N7 74w DT 4L
2 7T % ACL 04T %

BELET,
A7y 77 |end FFHE EXEC T— RIZRE Y £,
1 -
Device (config) # end
AT 7 8 |show running-config AN Z R LET,
1 -
Device# show running-config
Z v 79 | copy running-config startup-config fER) ary74Fal—ary 7y
i - AN EZRAFLET,

Device# copy running-config
startup-config

FRSPAN v & 3 VDERE
RSPAN %(G et v v a U &BALA L, BRI OE(E 558 L U%E 5 RSPAN VLAN Z457E L.
t v 3 VIZFRSPAN 2R ET 51213, WOFEEZFEITLET,

Procedure
Command or Action Purpose

ATy 71 |enable FiHE EXEC E— R& AT L E T,
Example: e NATU—REANLET (HEKRS
Device> enable N8B |
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B msentosaom

SPAN £ & U* RSPAN D& E

Command or Action

Purpose

5w 2 |configureterminal rTa— )L a7 4 FXal—ay
Example: ET—NZBBLET,
Device# configure terminal
X w 3 |nomonitor session {session_number |all | & v > 3 Z%td BEEFED SPAN 3% E
| local | remote} I L ET,
Example: « session_number O#iFHIL, 1~ 66
Device (config) # no monitor session 2 Tﬁiko
edll : T _XTOSPAN Y V= %
HIBR L 97,
elocal : X THOuE—hLtEvi g
CEHIBRLET,
e remote : 3_XTD Y E— | SPAN
tyvarEHIBRLET,
RXFw 74 | monitor session session_number source { [SPAN £ v o g B L O ETLTR— F

interface interface-id | vlan vlan-id} [, | -]
[both | rx | tx]

Example:

Device (config) # monitor session 2
source interface gigabitethernetl/0/1]

(E=F—XBAR—F) ZHELE
TO

« session_number O#FIPHIL, 1 ~ 66
‘Gﬁ—o

« interface-id 121X, E=% VU 74
HEEILAR—NERELET, A
BhigA v 2 —T = A AITiE, WE
S B —T 2 A4 AR LOE— h
F ¥ RVEA L F—T = A A

(port-channel
port-channel-number) 23% ¥ £,
AR — P F ¥ RNVFE T 1~
48 TY,

e vlan-id (2%, BT A %EEC
VLAN ##6FE L E£3, fHETE 5
#iPHIZ 1 ~ 4094 T3 (RSPAN
VLAN [IB%<)
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| SPAN & & UXRSPAN D&%
rmsPAN v+ 3o 0%z [

Command or Action Purpose
Note 1 >0y a i,
—HO vy RTER
SNT AR DIEE T

(R—bEIT
VLAN) 5052 L
MNTEET, 72720,
1 o0y g NT
ILEE IR — k& EE
JLVLAN 2l T& %
A,

o ((FE) [|-]: DA o H—
T2 ARAFERFIAVEF—T A R
OFFAEIRELE T, I ~DH]
BB LU, 7 DORIEIZ AR —
2% 1OFTHOANLET,

(f£&) [both|rx|tx]: E=%V
VITTHNTT 4y T OFRER
ELET, N T 74 v DNAE
FRE L7y o 7234, SPAN (Fik
BrI74 v ¢ZENT T 4w
I DM ST —LFET,

both: BIEFNT 74 v 7 L%
74 v OMFEE=F—LFE
T, ZAULT 74N B TT,

IX:ZIENT T4 v 7 Tl —

LET,

X EENT T4 v I TS —

LET,

Note monitor session
session_numbersource
oy REEEEEA
T 5 &, HEOREET
R—FERETEE
‘a‘o

R w5 | monitor session session_number RSPAN & v o 3 > & %5%% RSPAN
destination remote vlan vlan-id VLAN 28 LE,

Example: « session_number (2(Z, 2T v 74

THELILEFESZANLET,
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B msentosaom

SPAN £ & U* RSPAN D& E

Command or Action

Purpose

Device (config) # monitor session 2
destination remote vlan 5

evlan-id 121X, £=XV 79 5%
4= RSPAN VLAN ZFEE€ LE£7,

ATvT6

vlan vlan-id

Example:

Device (config)# wvlan 10

VLANZ 7 fFal—i g F— R
AR L £, vlan-id 121X, E=%V
> "4 % %415 7C RSPAN VLAN Z 457
LET,

ATy T17

remote-span

Example:

Device (config-vlan) # remote-span

AT w75 THRE L72 VLAN 78 RSPAN
VLAN O—#ThDH 2 HEELE
KR

ATvT8

exit
Example:

Device (config-vlan) # exit

Ja—) a7 4 Fab—g v
T RIZRED £7,

ATvT9

monitor session session_number filter {ip
| ipv6 | mac} access-group
{access-list-number | name}

Example:

Device (config) # monitor session 2
filter ip access-group 7

RSPANE® v 3 v, 7Z4)LEZ Y74
BTy hDOHA AT BIUFRSPAN
Ty a rTHEATAHACLEIEELE
TO

« session_number (21X, A7 v 7 4
TAD LIty va v EBEEE
LET,

« access-list-number (21, FT7 7 1 v
TDT 4B Y TR LT
ACLEFESZELET,

enamelllEx, N7 74T DT 4 )V
2V U TIERT D ACL D4 EITE
EELET,

ATy 710

end

Example:

Device (config) # end

HikE EXEC £— RIZHREY £,

ATvIN

show running-config

Example:

Device# show running-config

AN EMERB LTS,
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| SPAN & & Uf RSPAN %
sPAN &< U RsPAN BiEdE=42 1y > ]

Command or Action Purpose
X7 w712 |copy running-config startup-config EE) av 74 Xal—ar 77
Example: A WITRE ZRAF L E T

Device# copy running-config
startup-config

SPAN 5 & U'RSPAN EN{EDE=R 1 > 45

WDFT, SPAN B L NRSPAN BI{EORE LR EZF R L CEMEEZE=4 T 5 7-DIZEHT
Hawy RIZOWTHHLET,

% 8:SPAN 5 & U RSPANBVMEDE=42 1) >4

avwvk EL:g]
show monitor HIED SPAN, RSPA
RLET,

SPAN £ & Tf RSPAN )&% E 45l

W DX 7 3 12 SPAN 8 L TUVRSPAN OFEHIZ R L E9

5l - O—7#)L SPAN DEETE

WIZ, SPAN v a1 #%EL, skER— b ~BTEERETR— D NT 7 4 v I E=
2 HEERLUET, RIS, Bvia 1 OBAFED SPANREXHIR L., B 7%
MERF L7223, BOGM NT 7 4 v 7 %56 — b GigabitEthernet 1 7> 558568 — k
GigabitEthernet2 IZX 7 —V > 7 LE T,

Device> enable

Device# configure terminal

Device (config) # no monitor session 1

Device (config) # monitor session 1 source interface gigabitethernetl/0/1
Device (config) # monitor session 1 destination interface gigabitethernetl/0/2
encapsulation replicate

Device (config) # end

WIZ, SPANt v 21 DSPANEETTE LTOR— 1 ZHIRT 262 ~RLET,

Device> enable

Device# configure terminal

Device (config) # no monitor session 1 source interface gigabitethernetl/0/1
Device (config) # end
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B 5 rseanviAN D fER;

SPAN # & U'RSPAN it |

WIT, WEHME=FNBESNTWER—RM T, ZENFT T4 v I DE=XET 18—
2T B0 2R LET,

Device> enable
Device# configure terminal
Device (config) # no monitor session 1 source interface gigabitethernetl/0/1 rx

R—=FMITZETAIN T T4 IDE=HZIT 4 B—=T MRV FETN, ZOFR— L EE
SNDHRNT 74 v 735 &EEE=FSNET,

RIZ, SPAN E > v a2 NOBFORELZHIFRL, VLAN1~3 28T 5T X TOR— KT
ZENT T4 v I EE=HTHLEIICSPANEE Y g L2 EREL, E=XZ SN N T T 4w
7 %5ideAR— - GigabitEthernet2 [Z3E(ET 2612 % LET, &5IC, ZOFREIEVLAN 10 1ZE
THTRXTOR—FTCITRTCORN I T4 v 7 BE=FTHLOEHINET,

Device> enable

Device# configure terminal

Device (config) # no monitor session 2

Device (config) # monitor session 2 source vlan 1 - 3 rx

Device (config) # monitor session 2 destination interface gigabitethernetl/0/2
Device (config) # monitor session 2 source vlan 10
Device (config) # end

RIZ, SPANtE v v a L 2 DBEfFORELHIFRL, ¥HTEY b A —H Ry bV —ZAFEEFLR—
M ETZEENDINT T4 v 7 2E=FTHLIICSPANEY T a L 25REL, DO LT
T4y I EEEFEILAR— NERIUHOD T FROBEXTEY b A —H vy bR —F2
IZIEE L. T 74/ FAJI VLAN & LT VLAN 6 2l L 72 A D#EEZ A R — T L2 540
o LET,

Device> enable

Device# configure terminal

Device (config)# no monitor session 2

Device (config) # monitor session 2 source gigabitethernet0/1 rx

Device (config) # monitor session 2 destination interface gigabitethernet0/2 encapsulation
replicate ingress vlan 6

Device (config) # end

KIZ, SPAN & w3 v 2 OBEFORBGEZHIFRL, b7 7 &— b GigabitEthernet 2 TX{5 &
NEFI 74y 72 FE=F—TFTHLEIICSPANE Y a2 &8 EL. VLAN1 ~5 B L9
WKL COIR ST 7 4 v 7 BFEHEAR— b GigabitEthernet 1 (ZEET 5612~k L E 9,

Device> enable

Device# configure terminal

Device (config)# no monitor session 2

Device (config) # monitor session 2 source interface gigabitethernetl/0/2 rx
Device (config) # monitor session 2 filter vlan 1 - 5 , 9

Device (config) # monitor session 2 destination interface gigabitethernetl/0/1
Device (config) # end

{5 - RSPAN VLAN O {E R

Z OfFIE. RSPAN VLAN 901 OER FiEA < L TWET,
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| SPAN & & UXRSPAN D&%

1 - RsPAN VLAN 0 fer I}

Device> enable

Device# configure terminal
Device (config)# wvlan 901

Device (config-vlan) # remote span
Device (config-vlan)# end

W2, By g LISkHsT 5BEFD RSPAN SR EXHIR L, HHEOEETA v F—T =4 A
E=HATDHEIICRSPAN Yy v a1 2R E L., & 5II%65% RSPAN VLAN 901 (2% ET
LR LET,

Device> enable
Device# configure terminal
Device (config)# no monitor session 1

Device (config monitor session 1 source interface gigabitethernetl/0/1 tx

( ) #
Device (config) # monitor session 1 source interface gigabitethernetl/0/2 rx
Device (config) # monitor session 1 source interface port-channel 2
Device (config) # monitor session 1 destination remote vlan 901
Device (config) # end

WKIZ, RSPANE® v a L 2DOFOREZHIRL, FT 7 R—F2 TR EEINDI T T4 v
JHEE=HTHIIICRSPAN Y a2 2% EL, VLAN1 ~5 8L 1% L TDI k
Z 7 4 v 7 Z5i% RSPAN VLAN 902 I 242 T A2~ LET,

Device> enable

Device# configure terminal

Device (config) # no monitor session 2

Device (config) # monitor session 2 source interface gigabitethernetl/0/2 rx

( ) #
Device (config) # monitor session 2 filter vlian 1 - 5 , 9
Device (config) # monitor session 2 destination remote vlan 902
Device (config) # end

wIZ, #EfELY £ — h VLAN & L CTVLANOYOL, B/ v ¥ —T =24 AL LTAR— M1 ZERE
T 5B ZR L ET,

Device> enable

Device# configure terminal

Device (config) # monitor session 1 source remote vlan 901

Device (config) # monitor session 1 destination interface gigabitethernet2/0/1
Device (config) # end

WIZ, RSPAN v 32 T#EEILY E— k VLAN & LT VLAN 901 #3%7E L., EEILAR—
I GigabitEthernet2 #5661 > # —7 = A AL L TRE L, VLAN6%Z T 7 4 /L F D3{E VLAN
ELTERBN I 74 v I DEEEA X —T M T DB 2R LET,

Device> enable

Device# configure terminal

Device (config) # monitor session 2 source remote vlan 901

Device (config) # monitor session 2 destination interface gigabitethernetl/0/2 ingress
vlan 6

Device (config) # end
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B sean &5 URsPAN DEEDETE & 55

SPAN # & U RSPAN DH#4EED B FE & 158k

SPAN # & U'RSPAN it |

J1y—2x

LENR

Cisco IOS XE Everest 16.5.1a

AL v FR—= T FTAH
(SPAN) : A=T7 77+ J
A Y E£7-IZRMON Yo — 7%
i L CAR— hE721T VLAN
DT NNAADNT T 4 v T %
B TXxET,

ZOMBENEASINE LT,

Cisco IOS XE Everest 16.5.1a

T —_R—=2ZADAA v F KR—
N7+ Z 4% (SPAN) : 15
EINTT7 4 NVEZEFEALT
T KRR NEOMLEERT —
ZDIEFXy TF v 5T
iRt LET, 70 ZI1T,
IPv4, IPv6 £721X IPv4 &
IPv6, & 5 \IFRE STk
B &7 RLABOIP k
774 v7 (MAC) LIF+% il
BRI 257 7EA U OB
MHOEFZINET,

ZOERENEAINE LT,

Cisco IOS XE Everest 16.5.1a

A v F K=k TFI7A4H%
(SPAN) - 43 HRIH )
SPAN : 7 A > — FIZT TIC
DEE T AT SPAN & &
\ZF A > — Rz /7 SPAN
HEREZ ST Ed, Hh
SPAN #RE% 7 1 1 — RIZ
DHEEDHZ LT, VAT A
DRI F—< ANME L LE
ER

COBRENFEASNE LT,
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ERSPAN % 7E

« ERSPAN DORXEDHITESRME (125 ~X—)

« ERSPAN X ERFOHIFIFIE (125 ~—)

« ERSPAN O EIZET o 1FH (126 ~—2)

« ERSPAN O EE (128 <X—)

« ERSPAN DO ER]| (134 ~—2)

« ERSPAN Offggd (135 <X—2)

« TOMOBEEE (137 ~—)

« ERSPAN O EICBAT D Hreli# (137 ~—2)

ERSPAN 0% & DAt &4

-77?X2VFH~N)X%(N1)®74w§@\FV*NK%:&~%%F?74V
J R ETHENCEA I NET,

ERSPAN X ERF D FFEIE

Z OREREICIE, ROFIRRH Y £7,

BN ETIL, IPVABLVIPVE D37 v R TORYR— &N, IP~y X —DR\W\W LAY
27y RTIEYAR—FEINETA,

¢ ERSPAN 3G/ v Z—T 2 A AL, 1 OD® vy a VIFFIERATALZENTEXET, [
Csaded v X —7 A A%, B ODOERSPAN/SPANT v 3 VICRET A Z LIXITEEY
Mo

-*ﬁﬁ&bff FOYARNEZIZVLAND Y XA FA2RETEETN, BFEDE Y=
Wl ARETDHZ LT TEEEA,

« filter IP/IPv6/MAC/VLAN access-group & filter SGT # [AIIFICEXET 5 Z L IXTTX EH A,
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ERSPAN 0z |

B ersean omicEET B 1SR

ERSPAN 03

*ERSPANCLI Z /N L CE vy v a v NRESNDE, EyvaryIDekyiary ¥4 7%
BETXFHA, TNOHEEFET AT, a2 FOonnEBERXE2HEHLTEYy > a v &2l
BRLTMID, By v a2ERETIHILNENDY £7°,

« ERSPAN %/2t v 2 3 > 1%, RSPAN VLAN Z 5% T A2EET R T v ZR— b —
HICHEEENT-RSPANVLAN h o 7 4 w7 Zab—LEHA,

« ERSPAN ({570t v &3 &, v — A /LITiE{E & 472 ERSPAN Generic Routing Encapsulation
(GRE) TAHTBMEESNIZ T T 4 v 7 G A—brbat—LEEA,

« IPv4 $5#5E D ip routing ==~ > K & IPv6 £%§5¢ D ipv6 unicast-routing =~ > K& 4hi2 4%
&L FER—F~DERSPAN N7 7 v 7 7 u—3MEIE L ET,

XEIZBET D1FHR

TiX. ERSPAN OB EIZOWTHBAL ET,

-
—

ERSPAN D&

Cisco ERSPAN #§REZ (92 &, W—FELIZVLAND T 7 4 v 7 2F=H—1L, T=
H—EINTNT 7 4 v 7 EBEEEAR— MNMIEETEET, ERSPAN (X, A vF Tr—7 TN
AARLYE— b E=HFVY 7 RMON) 7u—T772EDXy NI—0 TFHFIAFITT T 4>
7 #%fE LET, ERSPANIX, BAQRD5F /4 A LD Y —2KR—F, YV —AVLAN, BLU%E%%
AR—=FrE2YR—=—FLT, Xy hUV—2 ETCOEBDOT A ADYE— E=H IV T HEIHRL
£7,

ERSPAN L. £ K 9180 XA b T E Nz v &P R— bk LEJ, ERSPAN i1,
ERSPAN 5§tk v a v, v—T7 1 7 HR[HE7 ERSPANGRE W 72Vt h o7 4 v 7 0 B
JTVERSPAN ZG5Et v a U TSN TWET,

ERSPANX{Ett v a | ERSPAN%ict v v a v E7IZZDOW 27T A A THRETE
F£9, ERSPANZEFILE v v a VOANPEE SN TNDT /34 AL, ERSPANE[F LT /31 A
EIEEET, ERSPANSISEE v a VI RREENTWVDHT A X, HSMN%ﬁ%A
AREMINET, T35 AlE, ERSPANE(E LT /A A &7 /A ADMl ) & L CHERE
TET, WETNNAATOERNT 74 v 7 DRy FIZORNBLAREEDS S, b?74/
T DF—R—=HT 27 YT arwEEET DR, EEILT A ATEFE LYy v a VERE
THENS, BTy v a VBREII., BT NNAATEHEL TS Z EAMRL TLES
A

EEITEAR— b £ 21T EETC VLAN IZDOW T, ERSPAN I, AN T 740 vr, AT
Ta4v T, FREEFIAMD T 7 4w 7 BERTEET, 77 4/L N TiX, BERSPANIX, /LT
FYAMBIOTZ Yy Y T harsy—4% 2=y (BPDU) 7L —2Ai%ET, TXTO K
T7 4 v EERLET,

FRA ZAE, K66 DBy arEYiR—rLET, BRK8ODDEETE Yy a VERET
%i# OOy g, RSPANSGEEE Yy a v E L THRETEET, RETEY I3

NE, m— BV SPAN #EEct v 3 »F 721X RSPAN #E{Ec® v o 3 > & 5 X ERSPAN %
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| ERSPAN mE%E
ERSPAN ;%{S 5T

By raronFinice 93, #Exty v a rofud, #E Sz ERSPAN %65t
tyvaroBEETESLET,

FNRA AT, By ar Ik R0DEX2 YT 4 TNV—T %7 (SGT) 7 4 /VHZ ZHiR—
rC&EFET,

ERSPAN X(ZtE v va Ui, IRONTA—=HICL o TERINET,
kv avID,
« ERSPAN 7 2 — ID,
ey va TR o TEHINDEEILR— b EITHE T VLAN O—,

» Generic Routing Encapsulation (GRE) T ~u—7|ZB8#EJ %, IP Type of Service (ToS)
K IP Time to Live (TTL) 72 EDA T > a » D@k,

SEEBIOEETIP T FL A, 2B, ¥¥ 7 F v ENTZFTF7 74 v 7 DGRE T X
O—7F05HEIP T FLALEETLIP T FLAE LTENEFIEA SN ET,

\)

GE) *« ERSPANE{Et v+ 3 i, ERSPANGRE 7 72 /UL ENTZ T 7 4 v 7 i ETA—
FHab—LFEHA, ERSPAN EEit vy a T e, B#ELE LTHR—MERE
WAN%ﬁﬁTéykifﬁiTﬂ\Wﬁiﬁ%f%iﬁho

o 1 7w XU P2 ALIREERIZ N— R = 7 TEIT SN D720, CPUNRT F—< 2 A
TR EZ T EE A,

¢ IPv4 B ONIPVE ODEERB IR T U AR — b~y X —RBHR— SN TWET, Typell
BLO Type-lll ~v ¥ —%EHF7,

8: ERSPAN 0O&%

Switch D Destination Switch

=1 {Data Center)
Reuted D1 'LDE
GRE-Encapsulated "‘Z./f

Traffic 2 Probe

-~ Routed ‘\,

L% MNetwork
é Routed

Routed GRE-Encapsulated
GRE-Encapsulated __ w. Traffic
Traffic

Switch A g Swilr.h g Source Switch(es)

MT AET Ehi EEi BEI e

120377

ERSPAN %£1{E 7T

Cisco ERSPAN #BEII R DIEELE YV HR— L E T,
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ERSPAN 0z |
B erseansask—

CEETHR—F: FT T4 v IO DITE=H— XD EETR— N TF, (LD VLAN
DIFEETTAR— FERETAZENTE, TV I R—MI, T I EETAR—E L
HICEETTAR— L L TRETEET,

e FEILVLAN : T 7 4 v VDO DICE=4%— X115 VLAN T,

ERSPAN %E 5t 7R —

sdeA— &, ERSPAN XE OO N T 7 4 v 7 2R 5T 5L AV 2LAN AR — MET
XA ¥ 3LAN AR— K T7,

SRR —hE LTCAHR—FERETDHE, TOR—MINT 74 v 7 2ZETERIRD,
ERSPAN #4BEIC K > CORERA SN D HHA DR — M7 v £4, ERSPAN 55%cHR— kTl
ERSPAN & v ¥ a VB T 7 4 v 7 USANDEREII TN ET A, bF 7 F— &%
FTAR—RFELTHRETHIENTEET, ZHUTE-T, SBE N T 7 A= B D7 ELL
NI 74D BHIETHIENTEET,

SGT X— X ERSPAN

X2 VT 4 I V—T7%7 (SGT) I, 137/1’ BT Cisco Identity Services Engine (ISE) 73
=P —F I RRA by a B S Thl6 8y METT, XY hU—27 A
TIANTZTZF ¥ TIE, Byaril J@él“(Z)%'J@)Eﬁ?: L T SGT 2"#@ik 3L, =Dty
arvnLDTRTCD N T T4 v TV AV 2ETRFHEAESNET, 77 v b7+ — A%,
a0k S50DSGT AR —&HR— T,

BEfED 7 1 —~— & SPAN (FSPAN) F721X VLAN 7 4 V%% v g9 TiL, SGT 7 4 )V %
VU TBREFHFA SN TWERA,

ERSPAN 2 4 LA X 2T

ERSPAN ~ v #—/3 4 A F NI E SN TWAEE, ERSPAN 4 A LA X T HBICH
IR FET, XA LARZ LT T 4 — )V RIE, T ZADr y MBIEZ AT 572012 M
SNFET, ERSPANEE LRy v aid, Xy hEaZETHEFALAZ T T 41—V RIZ
0 — BV A L, ikt v a VX DE A DAEZ T BT S r— g &
A LN TEET, ERSPAN (L, 32 By MEXDTRTOF A LAZ T H2HFR—FLE
T, 1007 /5 (ns) ORJEEVR—FL, ¥ALAZ LT T 4—I)VRDOT T T 70 R
WK 7 59,

ERSPAN D&% 7E 77 %

Z ZCi&, ERSPAN ORZEHIEIZOWTEHB L £,
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| ERSPAN mE%E

ERSPAN E={Ectv > a > DETE
ERSPAN %fZ v g vid, F=F—32 v a UV RERTA—FBIOKR—MEIT
VLAN # EE L E T,

FIE

ERSPAN £ {ETt v > 3 VDT .

ARV RFERRTI Y

S

&M

enable
B -

Device> enable

¥iME EXEC T— F&EAIC L £,

e NRAT—FREANLET (FRE
nNr%48) .

ATvT2

configureterminal

1 -

Device# configure terminal

Juaua—)ary7 4 FXal—g
T FERMLET,

ATvT3

monitor session  span-session-number
type erspan-source

1 -

Device (config)# monitor session 1 type
erspan-source

tyvvariDiktyiary XA 7%
fEFH L CERSPAN %{E otk v a v &
E#% L. ERSPAN OFE =% —%[E 7T
tyvraryraryry 4 Fal—r g
E— NERBLET,

« span-session-number 5| %% D% 1%
1~66 T3, ALty aFEs
IFEEEIEA T A,

cEETXtE Yy a rERITsEETE Y
varokyaryIDIERERLCS
o —/ L7 D AN— ANITH BT
b, Koy varIDIEE SO >
varHAAIR LT e—
IZ—E T,

w3 aID (span-session-number
S L > TRE) BLOEY
va ¥ A7 (erspan-source ¥ —
T — RIZL > TEE) 1. ANtE
BERCTEXERA, Byviarvs
BT 5I12iZ, Zoa~2 Rono
BREEHL, Frlnvkey g
DELFHF LYy a v Z AT
ThEyvarEHERLET,

ATV

description  string

1 :

(f£&) ERSPAN IXZtE v a o
MBHEAILET,
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B sseaniziEieyravo

ks
filt

ERSPAN 0% |

ARV FFEREETIVa Yy

S

Device (config-mon-erspan-src) #
description sourcel

o string 51 213K 240 STT- %
T&EFEY, =72, BEkrEE
JFAR—RIFEHTEEEA,

ATvTh

[no] header-type 3
11

Device (config-mon-erspan-src) #
header-type 3

(£E) AA v F % %A 7 NTERSPAN
AN H—IZTHRELET, TN E
A 71X % A 7 I ERSPAN ~ v & —T
KR

ATvT6

source {interface interface-type
interface-number | vlan vlan-id} [, | - | both
| rx | tx]

51

Device (config-mon-erspan-src)# source
interface fastethernet 0/1 rx

FEETLA L E—T oA AFTT
VLAN, BIOE=H—TFT25 T 7 ¢
I DOF B EFHRELET,

ATy T1

filter {ip access-group
{standard-access-list | expanded-access-list
| acl-name } | ipv6 access-group acl-name
| mac access-group acl-name | sgt sgt-1D
[,|-1lvlanvlan-1D [, | -1}

1

Switch (config-mon-erspan-src) # filter
vlan 3

(f&) ERSPAN iX{Ged b7 > 7
A= Thr%5E. EEILVLAN 7 1
NEY T EBRELET, filter st
sgt-ID =~ > K%, ERSPAN {5t v
va v TSGT 7 AN U THREL
e

GE) »E1E9C VLAN & 7 4 v %
VLANZ[REI Uty g iz

EHHTEITTEERA,

ATvT8

destination
1 -

Device (config-mon-erspan-src) #
destination

ERSPAN %2t v g v D5t
T 4F¥al—varE— REMBLE
kR

ATvT9

erspan-id

1 -

Device (config-mon-erspan-src-dst) #
erspan-id 100

erspan-flow-id

ERSPAN 77 ¢ v 7 Zwnl ¥ %7z
O, FEILB LU Yy v a T
Hansd D aELET, Ziud,
ERSPAN 5i5Et v o a v OFRETH A
HT2HMERH Y 5,

ATy 710

ATvIN

ip address ip-address

1 :

Device (config-mon-erspan-src-dst) # ip
address 10.1.0.2

ERSPAN F T 7 ¢ v 7 D%t LTl
HENAIPT FLAZRELET,
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| ERSPAN mE%E
ERSPAN £ {ETt v > 3 VDT .

ARV RERETI3 Y EL:Y
AT w712 |ipdscp  dscp-value (EE) Pz Ialb—ar
- (CEM) F ¥ R BO/7 y Mkt
. . . | LTIPDiffServ =— K 7RA > K
Device (config-mon-erspan-src-dst) # ip N N
dscp 10 (DSCP) DEMEZA F—T7MIZ L E
K
AFw 13 |ipttl ttl-value ({LF) ERSPAN 77 ¢ v 7 NS
Bl - v FOIPTTLEZRE L E7T,
Device (config-mon-erspan-src-dst) # ip
ttl 32
ATy 714 |mtu  mtu-size MTU DI 5 THA XEBELET,
Bl - BE SN2 MTU H A ALY HREW
. . ERSPAN /X7 MI$ T, REIH
Device (config-mon-erspan-src-dst) # .
mtu 512 T A X ECHET, MTU Y

A XOHFPHIL, 176 ~ 9000 /3A KT
T+, T 7 4L MEIZ9000 34 kT,

AT w715 |originip-address ip-address ERSPAN K57 4 v 7 DFELE LT
i - HRHEXNAIPT RLAZZELET,

Device (config-mon-erspan-src-dst) #
origin ip address 10.10.0.1

A7y 716 |vrf vrf-id UEE) Za—L—F o 75—
i - T DRV AT % VRF 4 2 508
Device (config-mon-erspan-src-dst) # L/jffro
vrf 1

ATy FT17 |exit ERSPAN X5t v & a sisE = v
B - T4 F¥alb—varyrE —REe&TL,

. . ERSPAN 55tk va v a7y

Device (config-mon-erspan-src-dst) # . o
exit Fal—aryE—RNIRYET,

RTw 718 |no shutdown A B =T 2 ATRESNTZE Y
ﬂ: VEV%4*%fWKLi¢O
Device (config-mon-erspan-src) # no
shutdown

RTwv 719 |end ERSPAN Xtk vy var a7 ¢
i - Xal—i g E—REKRT L., FikE

EXEC £— FIZR Y £,

Device (config-mon-erspan-src) # end
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B esrseanseit o aomE opw)

ERSPANSEEt v L a3 VDERE (IPvd)

ERSPANS%GSEt v ait, By v a vRENRNTA—HF X H =R NT T 4 v T %57
HIR— b E2TEZELET, IPVAERSPAN %G v a VA EHET AL, ROFIEEZFEITLE

B

FIE

ERSPAN 0% |

ARV RFERRTI A Y

E[:)

ATy T

enable
51

Device> enable

¥iME EXEC T— F&EAIC L £,
NRAT—RZANLET EREniz

5a)

o

ATw T2

configure terminal

1 -

Device# configure terminal

Juaua—)ary7 4 Xal—g v
£ — F‘%Eﬁﬁé\biﬁ‘o

ATvT3

monitor session session-number type
er span-destination

1

Device (config)# monitor session 1 type
erspan-destination

tyvrvarviDeékyvar ¥ TEME
I L CERSPAN%EEt v v a v & EHR
L. ERSPAN OE =% —%5istt v =
vary 74 ¥al—varE— REH
BLET,

« session-number Sl OFFHIL 1 ~
66TY, BEvia  rEHITI—ET
HOHVENRDY | HEEEREH T
FHA,

cXEXEyiarEIsLty
varoktyyarIDEEELS
a— L7 ID AR—ZARNIZH BT
W, Ky arIDEmGTOE v
ar AT LT r— VL
IZ—ETY,

« v g ID (session-number 75|
L -oTHRE) BELOEY V=
4 A7 (erspan-destination (2
Ko TERE) 1£, ANRKRITEET
EFE¥A, By va rEHIRT D
IZix, 2o~y RonofgX A
MU, Frinwky g sIDERIT
HLvky g 27Ty
Ta UEPERLET,
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| ERsPAN @

B

ax ;&

ERSPAN 556 £ v & 3 v i (Pvd) ]

ARV FFEREETIVa Yy

E:)

A7 w74 |desription string (f:E) ERSPAN %i%ct v v 3 v Ot
15“ : E»q%f]\jj Lijﬂo
Device (config-mon-erspan-dst) # * string ST I AR 240 L FETA
description sourcel jjfgf i‘@—7$\ *ﬁ‘ﬁ?’ki?%x&—
ARe@EHbH I LiIxTEEHA,
X Fw 75 |destination interface interface-type ERSPAN %5%ct v 3 a v EBEEFEET
interface-number F— MRS, T X —F B T
- T4y DI ERLET,
Device (config-mon-erspan-dst) #
destination interface
GigabitEthernetl1/0/1
ATv 76 |source ERSPAN %i/fct v 3  OEfETL=
B T4 Xal—arE— FEHSLE
Device (config-mon-erspan-dst)# source ?ro
RFw 771 |erspan-id erspan-flow-id ERSPAN 7 7 ¢ v 7zl 3 2 7=
Bl . BIETER L OSEE v v 3 v T
- . FiShs ID & LET, Thi,
evice (config-mon-erspan-dst-src) # o e
erspan-id 100 ERSPAN Gt >y v a VORETH
ANT 0N HY £,
RTwv S8 |ip address ip-address [force] ERSPAN k7 7 1 v 7 O%itt & LTHE
i - HAENDIPT FLAEZRELET,
Device (config-mon-erspan-dst-src) # ip CcZDIPT RVARZ, v—h A1
address 10.1.0.2 BT e f RET N —T R s
LB =T 2f ADT KL ATH
V. SEAAL v TFDOT RL AL —
BT Ho0ERHY £,
*ip address ip-address force =~ >~
Ri%, 9XT® ERSPAN %85t v
TarDmEIPT FLAZERL
£
RTwv 79 |no shutdown A B =T 2 ATHESNT-E Y
i - varEARX—7 VI LET,

Device (config-mon-erspan-dst-src) # no
shutdown
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B cersean ozEs)

ERSPAN D% 5%F

AT RERETIVa Y S

AT v 710 |end ERSPAN %6t v v a Vikfgm= v
B - T4 X2l —varE—REKTL,

HebE EXEC B— RICEY 7,

Device (config-mon-erspan-dst-src) #
end

ERSPAN O &% 7€ {51

WD 7 3 2 ERSPAN OF EF A2~ LE T,

51 - ERSPAN EEct v 3 VDERE

&IZ, ERSPAN EEt v v a VARETAHEZRLET,

Device> enable

Device# configure terminal

Device (config) # monitor session 1 type erspan-source

Device (config-mon-erspan-src) # description sourcel

Device (config-mon-erspan-src) # source interface GigabitEthernet 1/0/1 rx
Device (config-mon-erspan-src) # source interface GigabitEthernet 1/0/4 - 8 tx
Device (config-mon-erspan-src) # source interface GigabitEthernet 1/0/3
Device (config-mon-erspan-src) # destination

Device (config-mon-erspan-src-dst) # erspan-id 100

Device (config-mon-erspan-src-dst)# ip address 10.1.0.2

Device (config-mon-erspan-src-dst)# ip dscp 10

Device (config-mon-erspan-src-dst)# ip ttl 32

Device (config-mon-erspan-src-dst) # mtu 512

Device (config-mon-erspan-src-dst) # origin ip address 10.10.0.1

Device (config-mon-erspan-src-dst) # vrf monitoring

Device (config-mon-erspan-src-dst) # exit

Device (config-mon-erspan-src) # no shutdown

Device (config-mon-erspan-src)# end

5] : ERSPAN 325t v S 3 > DEKRTE

&IZ, ERSPAN 465t v v a VAR ET AHZRLET,

Device (config) # monitor session 2 type erspan-destination

Device (config-mon-erspan-dst) # destination interface GigabitEthernetl/3/2
Device (config-mon-erspan-dst) # destination interface GigabitEthernet2/2/0
Device (config-mon-erspan-dst) # source

Device (config-mon-erspan-dst-src) # erspan-id 100

Device (config-mon-erspan-dst-src)# ip address 10.1.0.2
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| ERsPAN @

B

ax ;&

erseaN otz ]

ERSPAN D #E:E

ERSPAN iR E X HERT HIZIE, ROa~v» REEHALET,
&Iz, show monitor session =~ > RO IfFlZRLET,

Device# show monitor session 53

Session 53

Type : ERSPAN Source Session
Status : Admin Enabled

Source Ports :

MTU : Fol/0/2

Iz, show platform software monitor session =~ > ROl 2R L E T,

Device# show platform software monitor session 53

Span Session 53 (FED Session 0):

Type: ERSPAN Source

Prev type: Unknown

Ingress Src Ports:

Egress Src Ports:

Ingress Local Src Ports: (null)

Egress Local Src Ports: (null)
Destination Ports:

Ingress Src Vlans:

Egress Src Vlans:

Ingress Up Src Vlans: (null)

Egress Up Src Vlans: (null)

Src Trunk filter Vlans:

RSPAN dst vlan: O

RSPAN src vlan: O

RSPAN src vlan sav: 0

Dest port encap = 0x0000

Dest port ingress encap = 0x0000

Dest port ingress vlan = 0x0

SrcSess: 1 DstSess: 0 DstPortCfgd: 0 RspnDstCfg: 0 RspnSrcV1ld: 0
DstCliCfg: O DstPrtInit: 0 PsLclCfgd: O
Flags: 0x00000000

Remote dest port: 0 Dest port group: O
FSPAN disabled

FSPAN not notified

ERSPAN Id : O

ERSPAN Org Ip: 0.0.0.0
ERSPAN Dst Ip: 0.0.0.0
ERSPAN Ip Ttl: 255

ERSPAN DSCP : O

ERSPAN MTU : 1500 >>>>
ERSPAN VRFID : O

ERSPAN State : Disabled
ERSPAN Tun id: 61
ERSPAN header-type: 2
ERSPAN SGT :

RiZ. show monitor session erspan-source detail =~ > RO HI 2R L £,
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Device# show monitor session erspan-source detail

Type

Status

Description

Source Ports
RX Only
TX Only
Both

Source Subinterfaces

RX Only

TX Only

Both
Source VLANs

RX Only

TX Only

Both
Source Drop-cause
Source EFPs

RX Only

TX Only

Both
Source RSPAN VLAN
Destination Ports
Filter VLANs
Filter SGT
Dest RSPAN VLAN
IP Access—-group
MAC Access—-group
IPv6 Access—-group

Filter access-group
smac for wan interface
dmac for wan interface
Destination IP Address
Destination IPv6 Address

Destination IP VRF
MTU

Destination ERSPAN ID

Origin IP Address

Origin IPv6 Address

IP QOS PREC

IPv6 Flow Label

IP TTL

ERSPAN header-type

k@ show capability feature monitor erspan-source =2~ > KD H 7713,
ERSPAN ({5t v v a VT H1FHREF R L TWET,

Device# show capability feature monitor erspan-source

ERSPAN Source Session:ERSPAN Source Session Supported: TRUE

:None

ERSPAN Source Session
Admin Enabled

None
None
None

None
None
None

None
None
None
None

None
None
None
None
None
None
None
None
None
None
None

None

None
192.0.2.1
None

None

1500

251
10.10.10.216
None

0

None

255

3

No of Rx ERSPAN source session: 8
No of Tx ERSPAN source session: 8
ERSPAN Header Type supported: II and III

ACL filter Supported: TRUE
SGT filter Supported: TRUE

Fragmentation Supported: TRUE

Truncation Supported:

FALSE

Sequence number Supported:

Q0S Supported: TRUE

FALSE

ERSPAN 0% |

BEI NI



| ERSPAN mE%E
zonszas |}

& @ show capability feature monitor erspan-destination =~ > KD H 1%, BRE Sz
FTRTOT =R BART T L— FERRFRLTWET,

Device# show capability feature monitor erspan-destination

ERSPAN Destination Session:ERSPAN Destination Session Supported: TRUE

Maximum No of ERSPAN destination session: 8
ERSPAN Header Type supported: II and III

ZTDMDSEER

RFC

THERFC| 24 ~IL

RFC ['Generic Routing Encapsulation (GRE) ]
2784

2AMTY Z AL YR—F

B s

RAAaADYPR—FWebH A FTik, R fo7 7/ 1 P— | http://www.cisco.com/support
BT N7 TNy a—T 4 U ZICBENL T T 5 X 91T,
oA T ARV =L EIILDETLEERA T ) Y — R %
L TV ET,

BHEWORGOEFX 2V 7 4 FRPENMGEHREAFT D720,
Cisco Notification Service (Field Notice 7>5 7 7 & &) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOKMEY — R TMATEET,

VAIADYIR—F Web VA hDYV—)UIZT 7 AT BHERITL,
Cisco.com D —H ID B LA T — RNMECTT,

ERSPAN D% E IZRE9 A #REIE R

ROFNZ, ZOFY2a— /LTt LIHEEICET2 ) UV — A FME R L Ed, ZoRIiT. V7
P27 UU—A FLA U THEBEREOYR— R EASRILEDY 7 =T VY =R
FERLTWET, ZOERRIL. Rk BR0WRY , ZhUEO—EDY 7 vy =7 VY —
AThbHR—FShET,

T7y b7 A —bDYR— I BLIOV AT YT Ny =T A A=V OV R— MIBET 2R E B
&9 %IZ1&, Cisco Feature Navigator Z /] L 7, Cisco Feature Navigator |27 7 &£ 29 % |Z
L. www.cisco.com/go/ctn [ZFEE) L £ 4, Cisco.com D7 72 MIMEH D £H A,
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B ersean oz BT B EerES

& 9:ERSPAN DOFRE IR ¥ S AERHR

ERSPAN 0% |

L e )= HRETER

ERSPAN Cisco IOS XE Everest | = O#gENEA SN FE LT,
16.5.1a

ERSPAN Cisco IOS XE Gibraltar 454t v g > O R— FREAINLE L
16.11.1

775

vifa~<> Réipdsepa~s N, BILWst
F—U— RPN EAINE LT,

ERSPAN X, T34 R X A T~y X —
WCERET AL WCIEESNE L,

header-type3 2~ RV A SN E L7z,

ERSPAN YV ¥T L X A L AKX T DY
A—FPREAINE LT,

mtu 2~ RBEAINE L,
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INT Y bR TTF v DERTE

i

« Ny bR Y TT ¥ RIEOHITRSEM (139 X—)

e Ry MR Y T T ¥ REOHKIEE (140 RX—)

e Xy b Xy FFHICTONT (142 2—2)

cNTy b RY T F v OREE (153 X—2)

Ny XX T Ty OFER (171 <—)

« TOMOBZEEE (189 ~—)

« Ny bR X T T v BRIEOHEREIBRE & iFH (190 ~—2)

O O Enir._' —t = x
INT Y b TF v EETEDRITRE S
/N N F ¢ 7T v 13 Cisco Catalyst 9300 > ) — X A A »F THAR—FINTWVET,
ZIZTE, ATy Y T TF v OREICHET DRMHREMHIC OV TR L £ 7,

Wireshark 5% D Rl 54
* Wireshark (X, RZFAITLTWVD AL v FDHTHHR— kI TV FE T DNA Advantage

» Wireshark O % v 7' F v 7'rt A& H4ET 2012, CPUBEHSERNZYTHY, +oAE
U (D72 &1 200MB) BEMFRETH D = & 2B L E 3, Wireshark O % v 7' F v
@ CPU EARIL, REINT-RKE—HTE/ Ty hofs, —HLEXryy NHOT
7vay (ART7, 7a—RLTER, BDHWIEXIOMSG) ITL-TERRY £,

-~ O N O Enl"—l—l — E
HAIRAHINT Y X TF Y ERTFDHNIRER
MAIAI R b Xy T+ (EPC) DY 7 b7 BTV RAT AT, FOEETCPU & £
T VY —REHEELET, SEIERIATOEBERITO DI DRIV AT L Y V) —A
T AVERHVET, VAT LAV Y —REHERATE20D0OH A RTA4 2L TORITR
| =
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KTy bxv IFv0BE |
B v rxvTrenEoninEsE

RI10:EPCH TVRTLDU AT LEH

VATLYNY—RA =2

N R =T CPU RIS OBEIZ, 77 v b7+ —AICk > THRARY %
KR

AEY Ny b Ny 7 7 IEDRAM IR FSILE T, /Xy b ANy

77 OYA R, =P =BREELET

F 4R A= R PRy NI DT AL Ay AR— RN TEET, 75
Ya T4 A7 TOPMREITLEDH D £H A,

INT Y b XY TF Y EREDFIFEIE

ZITIE, Xy bR Y T Ty OREICET AHHEEIZOWTHAL T,

Wireshark % & O #ll #9518

s Wireshark TO 27 12— 3L 237w h % FF v IR — hEh T EHA,
« 77 AN P A RZEDIEER T 7 A VARG OFKIRIZ TR — F I EH A,

« 7 7 A VHIBRIZ. DNA Advantage D7 7 v ¥ 2 DH A RIZRESNET,
« Wireshark (5% SPAN K — h /%7 v h& % ¥ 7F v TE EHA,

 Wireshark (X, ¥ 7 F ¥ KA MZT ¥ v FEINsEwRAA N (A F—T x4 R)
DONWT DB EEERIEILT DXy 7Ty 2EIb LET, 72& 2E, Sl > MCEE
T BN TWDBT N ART A AU s HE6TT, v 7 Fr a2/l
X, FEICTHESHTHILERHD T,

e AN =T Xy S F ¥ = FEIH1000pps ZHHR—F L, By 7 AT v £T— NiZ
2 Mbps (256 /A k 237y N THIE) #A—bLET, —HETHETF 71007 L—
FNAZOEZBEAD L. Ny MERBRET LR H Y £3,

XN TFANRT I T4 TREEIL, T T TF I TEIEREELITO Z LILITE LA,
» Wireshark IJ floodblock IC L > T Fa vy 7ENDB N7y haxvy 7F v LEHA,
» Wireshark 7 7 A v 7" Ci&, 1 DD ACL (IPv4, IPv6. MAC) OHLDBFF S IE T,

+ ACL 1 & > 7' X O Wireshark (ZIZHHMENH D £ A, Wireshark 137 7 7 4 712725
LEEESNET, FEOR—MNIrF L 7RO ACLICEF Y 7F ¥ ESNTWVWEHHEDLED
72T _XTDORNT 7 473 Wireshark (2 U Z A L7 N Z3uE T, Wireshark % B4AT 5 il
W2, ACLuX U 7 %I ET VT 47T DI 2RO LET, ZhEETLRNE,
Wireshark D + 5 7 ¢ w ZIZACL X7 FT 7 4 v 7 ITERENET,
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| "7y rxrIFFrosE
@ara iy kv IFvosnsE ]

°ﬁUﬁ%%®HWL%i@RM1®ﬁﬁ%%¥f%kfék\10@:H%Eﬁﬁaw
WZEE & E T, DTLS K5 L CAPWAP A > X —T7 = A A X v 7T v 35 &, BEEA
INTZHLDEESINTZHDOD 2 DD 2 B —) Wireshark [ZEE SN E T, DTLSH =1t
CAPWAP N7 7 4 vV BERLAY2A X —T oA AeX ¥ 7 F v 925 LHECEBERN
WAELET, aF 7 4 VZIIHNEE CAPWAP ~ v X — 2SN T E T,

* Wireshark Z 5% &3 272 CLI TiX, #aE% EXEC E— RN HDOHRIATT HME R H Y
F9, WEITHREY T E—RTRETLZT 7 ay (FvFF v RA L FOEFRRY)
I, RPOVICEXECE— R b I E T, T XTOFEEa~ 2 FIEINVGEN DXL T
1272 <. NSF & SSO D> F U FTITAZ A ZA—_"— A PFICRM S EE A,

FHAIA LI D Wireshark XA — F SV TWE TR, ROFHIRRH Y £7,
XX T TANEFERRT A NFITTR—FINEREA,
T I T4 T eF N T T v OEFIIEATEEEA,
BRI, DAY U —R L3RR £,

o WIMHIRA LW EWERITF v 7 F v #2720y termlen0 2~ > R&fEH L T auto-more
YR— DO VERZHEH L7Z) Wireshark & v 23 T, a2 Y — L E = ITumARN fE
ATE R 2568060 £,

HBARAFHINT Y b F v TF ¥ OHFIEIE

« L A ¥ 2 EtherChannels |X¥ 7R — SN FEF A,

« VRF, BHR—F, 774 X— KVLANIZWWT N bEEERA o FE LTHEHAT 2 Z 13T
XFEH A,

ALAIAB Ty B xRy T TF v (EPC) 1E, R—FF v, 2 v FREA o F—T =4
Z (SVD) . BROY T A o F =T oA A @UimAR— F TEI R —rShEEA, ¥
A=k ETOHRYR—-bFEhET,

o —W—BAA v FR—=ENPHNL—T vy FR—hF (LA Y205 LAT3) ~ FiTF
D~ B =T 2 A AEEH LIS, AV F—T A ARFREBH L EIZ, 20
XY T FrARA L NEHIBRL, BTLWT 7 A NVEERT A ERH Y 3, F¥ 7 F v R
A v N OEIE/BIEE D HERE L A,

o A H =T A ZADHITHIZF ¥ T F ¥ SN 37y NI, T AOEBZHBZIZL -
TIThbN-ZH (TTL, VLAN % 7 CoS. Fx=v 7% A, BLURMACT FL A, DSCP,
TLvT U, UP 72 E) BKBEN2NWZ EHHD £,

e Ry MY TF v OE/NREMEHIMIZ IR TTN., Xy by 7 F v iddn &b
2 POIEEE L 9,

s XY TTFANTTIT 27 4 7 Thob, EREFABINATOLHE, F¥ 7T ¥ R b
NRIA—SHEETH LT TEERA,
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Ry bEr IFe0BE |
. Nry b FeFFrI2ONT

«EPCIZ, AJIO~NLF X3 ARy hOHBEF Y 7F ¥ L, HIOERA 7y MiF vy
TFx¥ LEFA,

T ADNBIOCHAOE GOy hOFESHZEBRITF ¥ 7F ¥ ShEEA,

cCPUTEASNTE Ay ME, avrba— L Fr—r Xry hNeRAENET, LERS
T, INHEDXEATDONRTFy MIA v EZ—T =2 A ZADOHBNF ¥ 7F ¥ TlidF vy 7F ¥ I
FH A,

cearbu— LT L—2 Ty MEI, b= R ENRT 4 —< 2D EITIH Y A,
ay b= L= Xy hOX ¥ T F ¥ EHlIBT A7 4 V2 E2EHL T I,

» Control and Provisioning of Wireless Access Points (CAPWAP) 7 & d 7' v had7 a— R
X, DNA Advantage TH AR — F S TWET,

KR8 ODF XY I TF ¥ RA L F2ERTEETN, —HEIT 7T 4 7ICTEHDIE1o72
FTF, 1 OB DI 1 SEIET A RERH Y £,

*MAC 7 4 VZiZ, MACT FLAIZ—HLTHLIP Xy b ey 7T LEFAL, TH
X, TR TCOA X —T =2 A (LAY2AAL v FR—b, LA ¥31—FT v KiR—})
WA S vET,

s MACACL Z, ARP72 EDIEIP X7y FEFIEHAENET, LA ¥ 3H-— FEITSVI
TV R—FENFEA,

*MAC 7 A NVEIE, b ATV3IA L F—T A REVLATY2/3 v (ARP) &% ¥ 7 F ¥
THZLITTEEEA,

« [Pv6 X— 2D ACL 1% VACL TIIHVR— FEINFH A,

INTY N X TFvIZDOT

Ry FFRXY TFBIL. A A= ROy b XY T TFY 77T 4T, Xy U —
JEBEINT NA AR T ENT A ROy NeXxy Ty 3562 LT, Ny
k& w—J VTN L7V . Wireshark X2 Embedded Packet Capture (EPC) D X 9 72 — L& A{#
AT 54774 0 0HICmiTTTry FERFLTEIZAR—FLEY TEXHEHICTHHD
TT, ZOWRRIZ, T ARy NU—TOEFEBRLEEICT 774 7ICBMTEx b X912
HZEIZEST, *y MU EMERIAL L T, ZOEIX. X7y boRXICET A1
WENET D LICE ST, NI TNV a—T 4 VTR LET, £, 77V r—v=
YORHTEEX 2 VT A BESHICLET,

Wireshark % i 19~ % Embedded Packet Capture (%, DNA Advantage CTH AR — h S TWET,

Wireshark [TDULYT

Wireshark (%, #3070 haLz Y R—bL, TFA M —RA 2—HP— (L H—T =2 AT
BT 2y F TF 54 F a5 LTt
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| oy bFrIFrosE

xv77Fv Rt |

Wireshark |%, .pcap & FHENABEMDOIEXNEZEH L CTT7 7 A v~y NaeX 7L, filxd
AV B =T o2 ZK L THEAISNA F—T M2V ET, EXECE—RTA U H—T A A
ERREL, 74 NVEZBLIMLONRT A—2 HIFE L E T, Wireshark 77V 7 — a3 Ui, dart
A~y RaE AN LTe8EI 20w &4, Wireshark 2 BBV E 721X FE TH v 7 F v 24F 1L L
G EICETHEIBRENE T,

v TFv R4+

BERRA > b

TJ4IL3

F v T F v KA LI, Wireshartk #RED —CHIR R Y O —FETT, F¥7F ¥ RA b
I, EONRTy NeaXY T30, EINLXY T T, ¥ T T v Ty M
BIATT D0, BELOWDEIT 508 & Wireshark DFFED A > A X o AT HEAHT B
T RTOFEERIALET, I v 7T Y HRA » MIERRBRICEE S NLG5LE50H D, dart =
< REFEHLUTHRMIZT 727 0 AL LRWRBY . 72775 4 Ik VERFA, 2O et X
X, ¥ 7T RA LTI T 4 TFEZEF Y T v RA PO ENNET, F v
TF X BA 2 MIARTTHII SN, FEELIZABTHET 7T 4 TMLELITEETIHEA LD
nE9,

BEROX v TF v RA v MEERTEETN, —HEICT 7T 4 7T TEHDIX1 22T TT,
1 2Bt T D213 1 >EIETA2MERH Y 97,

A TRERDY AT DOBE., F¥TF Y RA L MNMIT I T4 TRAUNR=ICEDT 7T 4
ThENET, AA v FA—"N=NRETEL, TIT4TRITRTCONN Ty N v T F v
vyl alrNKETL, BEBTAILNERSY 7,

PR A MI, ¥ T F v BA L MIBEEMNT ONIZRE ATy hOT rE R RZADKRA
¥ NTT, HERARA U NMIX Y ST A NORMETT, B A v MOEET Ly b
WXy 7T RA N T4 NZITHLTCTAMNEINET, T2y NIy 7T+ K
A > FORI#ET 5 Wireshark f LV AKX L A |IZa b —X., HEINET, BEOX Yy FFv K
A2 N EEBROBEGRA » MBI D 2 E N TEET, BAed ¥ A TR A v FORS
WCHIPRIZH W FHA, —EBORIRIE, RRD XA TOUMKA > FEEET D EHEAINE
T, HEIR AV MEL EICHFHTH D LA ¥ 2 VLAN OERA v F&frE, Hattd v
(A TT) T,

AR P 2T AOPETIH, TRTCDORE v 7 XA RNOBERRA  MIAZITT, EPC
XERINTZTRXRTOEARA > FE Ty ey 7IFy LET, 72720L, b0
Ty NMIT 2T 4T AR —TORIZAHEINET,

7 4 VA 1E, Wireshark [ B — &1, EINDFX ¥ 7T ¥ A FNOERAA > b E@iEnT
D774y 70V Ty NEHBLEIRET XY 7F ¥ KA FOEMETT, Wireshark T
FRINDTDITIE, Ny MEIERiARA > N e, v T TF v RA 2 MIBEEM T ST
TOT 4 NE bl T H0ENH Y £,

XX T T ¥ KA ML TOX A TDOT7 4 VERHY T,
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Ry bEr IFe0BE |

AT VAT ATANE AT VAT AT ANZFINAN— R =TI Lo THAIN, —
I N— R =TI Lo THIRENET, ZOT7 4 NVZE "— RO =2THE N T 7 4 v
7 M Wireshark D HHYTY 7 h 7 = 72— 5308 I 0nE2RE LET,

XX I F ¥ T 4NH T F ¥ 7 Z L, Wireshark I X o CTEHINFET, —Bdk
L, a7 VAT A T4 NFIZESTHR— IR HDO LD LEFIcERENET,
a7 T4 NEEEERT LN, X ST ¥ T A NFICKRKT S8y MICPU/Y 7 RU
TIZat—Xn, BEEINETP, Wireshark 72 R L > TREINET, v 7 Fv
T A4 IVE DRENEL, RRT 4 NV F O E R LT,

N

() Cisco Catalyst 9300 U — & A A »F @ Wireshark |35 ¥ 7' F ¥
T AN O EHEH L EE A,

e BRI A VK L BRI 4V Z L, Wireshark IZ X > CHEAINE T, TO—FHE I+
TFx TANZELRTHET, BRT 4 VHITRILTZNr y MR RENER AL

A7 VATLTAILE

JIASyPEFIZTACL ZEHA LT, FHRIXCLIZFEA L CHRIZaT VAT 5 7 40
HDO—HHEMELIFETEFET,

Y

GE)  CAPWAP Z#fiih A hE LTHRET D L, a7 VAT A 74 VA IMEHENEEA,

— DA A NIRRT, AR T o AREVES & HICEBELY 5] X 2 ArREMEN
HDETNAADRELERTHHEBRERETALENHY T, ZHICED, Xy b I—IF
BEOMREN N7 7 4 v 7 OEERB LOSITITHIRS N2 5ERH Y £3, T ORPUTKALT
%72, Wireshark X, EXEC E— K CLI 6, a7 Y AT A 7 4 VZ —BIEEOP R 70t
BRAEYR— b LET, ZOMLAEOR KL, FEETE L —8BIHEENR, 7T A~y TRYR—
N ARBOREN Y72y b THDH (MAC, IPEFTLT RLABIUSELET RLA, A —
Yxy b HZA7, IP 7 bz, BIOTCP/UDP OFEELE L% R— 2 d) Z&T
7

a7 4 X2 —a T REMHATIEAIXACLEZERT DN, V7R~V TTEIA~
Fr 7T ¥ BA L MEBMESED LN TEET, PIRMHND ACL X—RD—E LN 7
A=y ERY v— <y T OERICNEIICFER S E T,

H:ACLBXOZ 72 vy 7OREIZIAT LO—ETH Y . Wireshark HEFEDMIT TiddH v
FHA,

REITAILA

FRT A NEEFEHTDHE, peap 77 ANDET 2— KL THERTDHEXIZEKRTDH/NT v
MOEEE X HITK Y AT X 9 (T Wireshark (ZFE/R TE £97,
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Wireshark 17 A 7§77 ¢ v 7 E71XR1OBEAF peap 7 7 A VTR Z ENTEET,
TAT LT T74 v 7 CHLTRBISNIZLE, ORI A NVZ ZBET 537 v MIHLT
WD 4 FIEONP A ETTEET,

c Fa— R, O, REOEZDICAEIRNNY T 7 ~Fyr TFx
« .pcap 7 7 A LR
« Fa— FBLOFR
« RIFR LOERR
peap 7 7 A MDOIIK L TEB SN BAIE, 7 a— FEFROQBEZ T SEACx T,

X TF T Y RDAE)VHADINY T F7FADR L—

Ny NI, ARVHOXR Y I F X Ny 77 1ML T, B TT7 a— R, 981, £720F peap
T 7 ANMRAFTEET,

XX Ty Ny 7 7 IIBEE— RELIERET— FERIRTEET, BEE— RTIE, Ny
7y BN ERIZET DL LWy RRBERESNET, FERE— FTIE, Ny 772 ERIC
ETHE LTy NENT 27Dk EW Ty RBBEESNET, BN TT
Ny T3k VTTAHIEHETEXETN, ZOF—RNE, Ry NI—2 RFT7 49T DF Ny
TWCFIHHEINET, 2720, ZREHIBRETIC, Xy 77ORNEE27 IV TRETTHZ 8%
TEEHA, INEAEDCT H720IF, BUTOF ¥ 7 F X 2EIELL, ¥ 7 Fx 2 b )&
FEh L9,

)

GE) oy a7 rNIRGETD2EEOX Yy 7T 03B 5556, ATV g A&BHT 5720,
LWk Y 7 F v ZBMBT Iy 7727 VT LTLIEEN,

peap 77 A IICF Y TFv Entz=nry rORX L—2
A\

GE¥)  WireShatk N A X v JND AL v F THEAINDIGAEE. Xy b T F a7 7747 A
A FITERINTZT7 T v a2aF23USB 7T vy a T, RAZOBMREIETE £,

72 20, flashl T 7T 4 TIHRAAL v FIZEEHRINTEY, flash2 XD Z U XA vFIZ
B S0 a4, flashl IZOBNT Y b ¥ T F X 2R GFETEET,

TIT 4T ALy TFICEEHRINTZT7 T v 2aF2IZUSB 7 T v v a T8 RUANDT RA A
Wy XY 7Ty ERGELEDETDE, 27 —DBAETIHERH Y 7,

Wireshark |X pcap 7 7 A WX ¥ T F ¥ SN 7y bERFTEET, v 7Ty 774
JVIIRD A N L— T3, AZELEFTHE T,
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B o rora—rsruss

e TFNRAAFLUR—R 7T va A ML— (flash:)

« USB K7 A 7 (usbflash0:)

A\

CE) FR=FSNTOVRWT AL ZAEIZT 7T 4 TIRAA v FITEHE S TORNT /3 ZT]
Ty b XXTFrERGFLEI ET D LT =D BAETDAREMENH Y £T,

Wireshark D% ¥ 7*F v R4 > N E2RET HLEIE. 77 ANVAERR#EMTHZ ENTEET,
XN TFXYIRA L "ET I T 4 72T 5L, Wireshark lZFEE SNT-LRITY 7 A NV EVERL L.
Ry FeEXRALET, ¥ TF v VA2 ORI 7 7 A AR T TITAEET D5A.
Wireshark (X7 7 A V& EEEXTE 20 E I DOV TRHIWEDLEET, v 7FvRA 2 b
DHEIMEIFIZ T 7 A V3T TIAAES D86 Wireshark (ZBEFO 7 7 A V& EEEX LET,
BEDT 7 ANBIIE L DDFX ¥ TF v KA v NOAREEMNITHZ &N TEET,

Wireshark 3 EZIAATND 7 7 A )V VAT LAN—MIZ72 5 & Wireshark |27 7 A4 /LD —ERD
T=HTRBLET, ZOD, ¥ T7F v By a 2B, 7740 VAT A
W72 8N 5D Z L MR T AMENR D 7,

2Ny NEIRTIERLS BT A FOLEEFE LT, LERTEEREZBOT N TEET, @
W, RmPID 64 £721T 128 N M EABR DFHMIIAETT, 774V FOBIEIX, Ty b
KORAFETT,

T7ANVAT LEWHL, T7 ANV AT ASNDEZIABEZITIE, Ty hORe vy 70O
FAERWET DT, Wireshark TIIA 7L a L TAEY Ny 77 &EH LT3 v FOBERE
WC—FRIICRFFCE £ T, AT RNy T77DH A XL, Fv 7T ¥ KA A peap 7 7 A /L
BT DN ABRICHECE £,

Ny FOTaA—FBELUERTR

Wireshark (X2 Y — Wil ry 2T a— RLTERTEET, ZOKREIL. 947 7
T4y I END XY T T v RA 2 N ERIOBET peap 7 7 A MTHEHA SIND X v 7 F v
A Y N CHEMAFETT,

Y

G RrybaT7a—RLTERTDHE, CPU~NDARMPELS ROIGENH Y £,

Wireshark (%, MRAWFEEHD X7 v MMERITH LT v btflla T a— FBLOERTE E
7, FEMIX. monitor capturenamestart 2~ RELL FOF—U— RA T2 g & TATT
HZEICEWFRRESNET, ZHICKY, BREBIOTa—FE— BB LET,

sbrief : /N7 > N LI ITRALET (740 18)

e detailed : 7’12 h IR HR—FEINTWVWLTRXTONRT Y FOTRTDT 4 —)V RET

a—RNRLTCERLET, FME— T, tho 2 fFEOE— LD %< D CPU ML
<7,
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« (hexadecimal) dump : /X7 v b T —Z D 16 X 7B LUK T~ SORIRIFTRESCTF- & L
TRy NZEIZUTRRLET,

capture 2~ R& 7T a— RBXOERL TV a & TAJT 5 & Wireshark 717} Cisco
[0S I E A, AR LTary Y —WIFKRINET,

4T b3S T4V DRE

Wireshark |22 7 S AT ANS /Ny hOa b —%22Z L ¥, Wireshark |, BR7 4 V& %
WHLT, RERyy hEEEEL, OOy haeTa— RBIUOFERLET,

pcap 7 7 A ILDR=

Wireshark |4, PARTIZERAT S 4072 peap 7 7 A VD DXy haeT a— R L THRRL, SR
Ty FeRTRTDHEIICRRT A VAR TEET,

INTY DR ML—UBELURT

KERERIICIE, 2 DF— RIZLLETO 2 FEEOE — RO S T, Wireshark 1346 E S -
peap 77 ANy FERFL, IR bEar Yy — T a— RBIOFERLET, 22
TEaT T4 VB RETRELLET,

Wireshark ¥ 7F ¥ R4V D70 T4 TELVIET7V T4 Tt

Wireshark D v 7F v RA "W, BEARA v b, T4V F, T ary, BIXOFoMmO
7 a rTEREINTZEGE., Wireshark 7 77 4 ZICTBRERHY 7, ¥ 7T+ &
AV IRIBT I T 4 TIWRDET, BBy heaXy 7T LERFA,

Xx T T XY RA Y NBRT 7T 4 7IZRDBANS, —TOWWRENET = v 7 RETINET, v 7
Fx BAY ME, T VAT A T AVZ EEREAA L FOELLBERINTOARWGATT
TIT 47 TEERA, INHOEAEEZRHIZL TRV Y Ty R, 2T 77 4 74k
LEorEd25L, =T —N0EKINET,

RRTANF &, BLEISCTHRELET,

Wireshark D% ¥ 7' F v A v MNIT 7T 4 Tl b &, BROFETHET 77 4 7I2TE %
o peap 7 7 A MMy bERMT AT OF ¢ FFr KA L MEFBTRIET S b,
F BRI E 72138 v MR S CRIET 2 2L L TX, OB TR v 7 F ¥ RV b3
ABRYICfEIE L ET,

Wireshark D% ¥ 7'F ¥ iR"A MR T 7T 4 72 b e, BELV— MRV =D~ =T
I HEIAYIZEE A &L, CPU A Wireshark IZ X » THRENTE Xy b T T o5 47 Lgwn
£ Ed, L— bRV —O®EANE, VY —APNEMAFRERGAETH, szl —
M2 CHEftT 537y haXy ISy TERNI ETT,

NRro M Fx 7FrREL— MI, 1 BH72D 1000 37 > b (pps) TI, 1000 pps Ol R
I TRTOERARA » FOGFHTEMA SN E T, 72& 2T 32DERARA » MIxFvy 7 F ¥
TovarNbiuE, 3 00ERRA L FTRTOL— FDOAFA 1000 pps IZHR Y 7 En
i‘j‘o
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Ry bEr IFe0BE |
. Wireshark 1&g

\)

G AKIP—iF, arbe—nA 7=y Ty b FYxFFy TEPR—-FINTVEEA, 2
Fa—n T L=y Xy TF ¥ RA 2 b AT 5 & &3, CPURLSNRNE S EEIT
DMEENDH Y T,

Wireshark #gE
Z 2 Cl. Wireshark BEEN T 34 ABRETED X D IZEET 2OV TEBA L 9,

e AR— KM EXx =2V T 4L N Wireshark S AT F v 7 Fx IZEH SnizHE6TH, A— Mtk
X2 T IZHoThRr y FENT=/Nr v MX Wireshark THF v 7 F vy SnvEd, &— b
X2 VT 4 BANIF v 7 F v T S, Wireshark 28 15 ¥ 7' F v (2 H S e
B, R—=PF X2V T 4ICEoT Ry I3 v M Wireshark Tlidx v 7 F v &
NEH A,

e XA F IV T ARPA VAT 3 (DAl IZX-»TRay X Eni=37 v ik Wireshark
THEF Y7 FryInETA,

*STP 71 v 7 AT — hOR— FBERRA > PELTHASh, 27 74 V2B —%
B, Wireshark 13, /X7y WAL v FIZ R vy 7 ENDEAETHR— MMZA-TKL
BNy bexY Ty LET,

c PEAR—ADY X2 YT e AR A0 X2 U T A EEICK > T RE v 7 X
Niz 3w b (ACLEB L OIPSG 72 &) (1X[R U OFEGi AR A > MZHEREd % Wireshark & ¥
TFx R A FTEBHINET A, —FH, HIHEX—20tx 2V 7 4 #rEIC L > T
Fa vy Fsinic Ny ME, RUBOERRARA o M STV % Wireshark D v
Fx RA VP TEY v FINFET, FHEET T /LIL, Wireshark DR A > b3, AT
DX VT AEEDOL Y 7T v 7%, BEXOHWAIOEX2) 7 A HREOL Y 7T v
ANZHAETHZ & T,

ADTIE, X7y MEIbA ¥ 24—k, VLAN, BLOLA ¥ 38K — F/SVI &/ L CTEE
INFET, BT, 7y MIb A ¥ 348 —KSVI, VLAN, BEXUL A ¥ 2HR— %
NMLTEEINET, Bl A U IR Ty MR Ray7INb KA v NORNCH DY
&, Wireshark (337 v badx v 7 F v LET, ZNLUANDEEIL, Wireshark (/37 > b
EXXY 7T LETA, 7282 . ATFO VA Y 2EEGERA MO S5 Wireshark
DX ¥ TF ¥ R =T AFYINTER—ADEF 2V T 4Bl L>T ey &N
Ny haeXxy 7Ty LET, MBI, HAOFRO VA Y 38R MR 5
Wireshark O ¥ v 7 F v R U o —(F, LA V20— ADtX =2V T 4 HHEICKY Fa v
TENTEART Yy FEXY T LET,

=Ty RB— R BEOALS v TS v F—T = A X (SVIs) : SVIOHAMHEE S
N33 MI CPU TAEKEN D728, Wireshark 1X SVIOH 12 %+ 7F ¥ TE FH
No TNHDONRT y NaXY 7 F 35121, ar he— 7 L—r AL heL
TEDET,
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Wireshark

Wireshark &0 1 k54> [

e VLAN : CiscoIOS U U — 2 16.1 LA%. VLAN 7° Wireshark D#EkiR A > & LTHEA I
TWABEAE, 7y ¥y 7T v, ANTFmMEBIIFROBED L2 & L3 THR—k
SnET,

s UXA VLT a U BRE  AJHMITHE, VA4 F¥3 (PBREXOWCCPAE) TUX ALY
NENAHERE ST 7 4 v 7 1%, LAY 3 D Wireshark DR A > b LV LEREMICHE T
9, Wireshark X, % CHOLA Y3 AL H—T oA AV XA LT bINDATREMNENH
DA TH, TNy haXy 7Ty LET, RIS, LA ¥3I2koTY A
L7 REnDHIERE (HJWCCP72 &) I3FERIIIC LA Y 38k AR A > FORIZH Y |
Wireshark TldF v 7' ¥ ShvEH A,

» SPAN : Wireshark /%, SPAN%65CE L CRESNTZA VX —T =2 A AT/ ry My 7
Frx T&EHA,

* SPAN : Wireshark (%, AJJHM® SPAN 457t & L TRESINTZA VX —T = AT
Ty heXx 7Ty CExET, HAOFMTHLHEHTE 2a8EERH D £,

« ACL N H STV WS, &K 1000 D VLAN NS /8 7y b — X ¥ 7 F ¥ TX
*9, ACL 2N H SN TV B A, Wireshark D T& A — R o = 7HEIT L 0 A7
KBRVET, FRELT, Xy b 2y I FHIC—FIHEHTE 5 VLAN O i KEUTK
<72 F9, 1000 LLED VLAN b vz —FE 2l L2, ACL #2545 L7
PENRVFERNBAECD AR £3, 21X, TV T 4 B 7T 5 HEMER
HoET,

)

GE) @RI CPUMMIC S22 Y . FHISHLRW AN— FT = 7EIEDJR
EIRD AN B DT, BRI DB AR A~ A2 — I
Ty 7 Fr LN L2 BEIDLET,

BREDHAKZ4 >

s Wireshark TO/X7 v b ¥ 7 F v 2, N— KT = TEREDBREIRFICEA L ET,

o Ny MBIEIIN— Ry =27 TEEEITINDZD, Xy ME, Y7 by = TAEHO
OIZCPUIZa " —ENFEHF A, Wireshark D 47 > b ¥ 7F ¥ DA, 2347~ MMICPU
I B — &, BUE ST, 2 CPU BEMROEMCS7en 0 £,

s RDGEIZEW CPU (F721ZAEY) FEHRICRDA[REMELRH Y 77,

XY TIF ¥ by alrEA X NI LEMBAREDOEEICLT, FHLAEW LT
T4 T DNR—=A SBERXTZHA,

VT T ANFEEEIF Y T Ty Ry T EHEHL TRy Ty By a U EEE
LT, EHMBEAREOETFICT AL, N7 4—< 2 RAEHIE VAT A~V ZAORENE|
SEZENFET,

«CPUEMREZES LWV EHICT5I12iF, ROFIHEZFTLET,
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. Wireshark SREDH A K51 >

o B AR — M2 ESE L £,

s —BERMERTITIZ T A~y TEMEML, ZIRIZT 78 A U A MR LT
EEV, WIFNBFETARETRWERIE, WIRrR, A T4 T4 Z 2L E
—a—O

o 74 VABRANCIE LS ER ST F T, BRI NnzoTiEe<HlBr7e ACL T, b7
T4 T ZBATE (IPvd ODHIREID) HIRL T, RER NI 74 v 7 &5 2HLE
—a—O

cTAT RNT T 47 DXy 7T % |Z Wireshark ZFH L TWBHAE, QoS KU v—%
—HEICEA LT, ¥ 7T 7o AR T T HETERD T 7 1 v 7 ZHIRT
HTEEEZBRBLTIIEZN,

-Nﬁxh%vf%v%@wﬁﬁitiméﬁﬂﬁyF%%Kﬁﬁﬂ@bifommm:
R RDONRTA=ZIZKY, REWEETDHIENTEET,

o X v 7T v HIH

s X ¥ ST X NI T y N

e 77 AN YA X

AV L 745 S NA A (8
-%%7?%?y75V¢K\?N{X@N7f—7VX%AwXC%@¢57 B0 dH 5

Wireshark (2 X 2@V CPU ARSI OA T UEENR2WMHERLET, 25 LRWR
FAELT=%E., Wireshartk ¥ v v 3 &3 IOEIELF9,

c AT TANG L —HF D T T 4 v I BIEITH RO EBHII LTV BHAIE, HIRAR
LCHxFyFF v oyl araETLET,

s Wireshark f > A ¥ VA TR K SHETERTEET, peap 77 A NVFEITF ¥ 7T v
Ny 7y inb/ sy NaeT a— RLTERRTDHT 7T 477 show =< FiE, 1 {HDOA
VABUALLTH Y PENET, HEL, T T A TICTEDLA LV AZ AT
T,

« BT O X v FF I IZEEA T S ACL NEF SN HA1L%I1C. ACL ZEE A2 A9
Téﬁd%&f%v%ﬁi@#é%%#%@iTo%%7?%%ﬁtﬁbﬁwk\ﬁﬁﬁ
DILD ACL ke L THEAH S E T,

e T Ty a T4 AT A~NDEEIART., CPUICAMONNIEBETHITD, v T F v
L— " BRTDRBE. N7 7 ¥ T F vy OEHEBEIOLET,

s RERT7AND peap 7 7 ANNED/Rry T a— KL TERTDH I &l TL
7ZEv, R YIZ, PCIZ .peap 7 7 A V% H5ik L PC FC Wireshark 2517 L £ 7,

c ARNL—V T ANy FEBRIFT D TEDOYE . Wireshark v 7 F ¥ Yot 2%
BRIAT D RN 07 AR—ADRFIHARETH 5 Z & 2R L T &0,

e Ny FEEZCITIE, ROSEEZEEBELET,
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Wireshark &0 1 k54> [

CTAT Ny FeXx T F X LTOLHIE, CPUICAFMOPNLBETH LT 22—
FERRTIEAR < (BRI detailed E— RDOFE) | RIFOHEMH L ET (display 4
Ta VERELBRWES)

Ty FENY T 7 RIRFT 28EBOX Y 7 F v Bb2%GE. AT n A%#HT 5
7o, FLWF ¥ 7Ty ZBRET DNy 77 &2 7 U7 LTLIEENY,

T THINK Ny Ty A XEFEHL, N7y FRRDILTWAEE, Ny 77 a1
REWEIMLUTART Y FOEREH S ZENTEET,

ALY T4 RUDTAT Xy heTa— RLTHRRT DEE1L, Wireshark 7
arNMEndy 7F Y HBIC Lo TR SR TTWA Z L AR L E T,

« a7 T4 NHIFIARMGR T 4 NE, TIRA VAN, FHRITIITA Yy SIZTEET,
INHLDHEATOHF LNWT 4NV ERETDHE, BHEOLOEBEEHB L ET,

A\

GE) a7 74X E, CAPWAP No RV A o X —T =2 A Fv S
F v RA L FOEEGRARA L FELTHERLTWAEAZRE, &
AT,

FEEDNEFILF ¥ 7 F ¥ A v M2 ERTLGAIITEHA S NEE A, CLITHFAIENT
WAIEEDIEFTX Y 7 F ¥ BR"A v b NTA—F EFEFTXFEJ, Wireshark CLI Ti,
H—ATONRT A—2FIZHIRITH 0 FHA, ZHEIF Y 7T v RA U FEERTDHDIC
VEEp o~y ROERIRL 9,

BB A R EERS T RTONRNT A=2F, B—OEZRY £9, @i, a2~ FZHEA
NTHZLIZEY EEHFLWODIZESMMA D ZLNTEEY, 2—F—DOMRRIZY
AT LDH LWMEZZ T AN, BVMEZ EEES LET, 2~ FonofBE, B LU ME
DADNNTHENTH D FEAD, /T A —Z OHIBRIZITLE T,

* Wireshark ClZ 1 DL EOBHGAR A > bE2EET D ENTEET, HEOHERHAA b
BT DI, FTLWEEIARA v b Ta~vy REFBANLET, SR A v adlkRd
HI2E, av FOnoBAEMEM L ET, HEiARA o M LTA ¥ —7 =1 ZfiH%
BECEET,

7= & 21X, monitor capturemycap interface GigabitEthernet1/0/1in & A L ¥4, ZZ T,
GigabitEthernet1/0/1 [3#%f5e R A > N T3, A ¥ —7 = A A GigabitEthernet1/0/2  #Z#5i 3

HVEND HEEIX, RO X H I AJI L EJ monitor capture mycap interface
GigabitEthernet1/0/2in

« FATT DT, WTINONRT A—ZNUHEATHDNEPRE L E T, Wireshark CLI Tl

start A REANT DRNMERE DN T A—Z fEETZIIERT LI LN TEET,
start A~ REANTD L, TRTOMENRT A—=F N ATl Ll L7z &Iz o
Wireshark 23345 L £ 97,
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Ry bEr IFe0BE |
B =7+ o Wireshark o

XX T F v KA FOVERKHT 7 7 A V3T TICIFET 284, Wireshark 127 7 A V&
EEXTEZDEINE IOV THWEDLEET, ¥ 7T v RA v FOFMUEFZT 74
ANTTICFEET S, Wireshark [ZBEFED 7 7 A V% FEX LET,

« /R 7R stop == > K& 357>, automore E— RIZ q = AJJ LT, Wireshark D& >
arERTLET, By, IRy b ¥ ST v OfilRAR &0 LD S
Ml SN & 2, BRI T LET,

s Ny ENT 7y MIF ¥ 7 F Y ORBIZEREINEYA, 72720, Fay7rEn-
YA ZEBDO Ny MO ABNERINET,
F 74 L kD Wireshark D& E

WDOFEIL, T 7 4/ D Wireshark DR EZ R L TUWVET,

Hae T4 LERE
FrfocsfH] iR 7 L

Ny b HilFR 72 L

Ry bR HIRRZR L (7L 7w B)
Ty AN P AR HillR7e L

Vo7 774 ARL— L

Ny 77 DAML—Y F—R =R

HARAHINT Y X TFHIZDOUNT

EPCiE. 7Y FD RL—R L NG TN a—F 4 P ITEENE ORI AT S AT N PR
AL E, ZOMREAHHTHE. Xy NT—Z BT, VAT T, ZEHAD T B0
WET L7 —F Ty haeXxy I Fy TEET, Xy NI EFHEFIL, v T TFr Ny Ty
PARXELZAT PEREITV=T) BERXF YT TF X THE Ty hORRAL NEER
TOHHAENHVET, Ty b Xy T Ty L— NI FEMREEREAEH LAY R
VIOTEET, ExIE TR arybu— L YUZAREFEHL Ty I F AR b
EITANEN o TTHEFT T a e, Ry N Fy 7Ty L— NEREFH TV T
FROFRER EOFEMREREIT O AT > a U IFIHTEET,

HHARAHINT Y B X TFrDF A

¢« TNARATIPVABIOIPVG X7y Xy T TE, MAC 7 A VX EFERALEZD .,
MACT KL Z2&<oF &0 LT, FEIP Ty bbF v 7 F v AlfE,

Xy N XX T Ty RA L N EAINIT DIREFRERA VT TA RN T I T v T T ¥
RAY M, Ty "R Ty I, Ny Ty EEEMTEND VT T v RT v
Ty b AwRA L RTT,
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| &y rErTFFroRE
Nry b T—2F%vTFv .

WY — NV EER LT Lz N7 v b ¥ 7 F ¥ 77 A (PCAP) BT/ 7w
k% FF ¥ 2T AR— T SRR,

s SEIERFHFMLANNTHR Yy T TFy SNTT = Ny T a— 150k,

Nry b T—8 FxTFx
Sy kTS R T T, Ny T T RSN T4 Sy hDF v T F T,
by R T8 Xy TFUE, EOAKE ST A= EANTH I LI LS TERLET

COLEXRYTF YT ROT 7 a Ly EFEITTEET,
A UH =T 2 A ATOX YT F DT 7T 1 71k,
XY T F Y IRA L b~DT 7 A2 br—L AL (ACL) X7 T A~ v 7O A,

Y

(GE)  Network Based Application Recognition (NBAR) & MAC A ¥ A )L
DI TAXY T, PR—FSNTHERA,

« X IF v ORI,

s A RXRH AT IR EDNRy T 7 AN — RT A—=HDIRE, VA AOFFHIX 1~ 100
MB T¥., 774V DRy 77 3#ETT, 9 1ODONy T 7 A7 v a A3ERT
7,

e bha, IPT RLA, R—b 7 RLRIZETAIEREEGTe—EILMEDTRE,

INTY Y TF v DEREHE

TITE, Ny R T Ty OREICOWTHHALE T,

Wireshark D% € 5%
Wireshark % & E 3 21213, ROIEARN R FIAZFETLET,
1. ¥ 7Fx¥ "M bEERLET,
2. X TTF X RA L IDONTRA=FZBINETITERLET,
B XXTTF X RA L NET T4 TERIIHT 7 T4 T LET,
4. XX T T ¥ RA U FEASREMA L2WGEITHIBRL £,
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Ky rxv IFvoiE |
B =<77c ko roxs

v TFy R4V MDER

ZOFIEOHTIE, FEFIZ TN Fy T T RA U FEEFRLET, LBEITL T T,
monitor capture 2> RD1ODA L AZ L AZEH L THF v 7 F v AL hEZDOTTO
INTRA—=BEFEHRTEET,

Y
GE)  BARA v b, ¥ TFv0hm, BEIOaT 74V EABEETHF v 7 F v RA v MaF
SRV ERTHIMLENDY 3,

a7 T ANBEERTHLENRRNDIL, CAPWAP ho RV v A B —T x4 AEFHL
TUVAY VA XY T T ¥ RV MNEBRTDIHETT, ZOHA, 27 74 VZITERLE
Th, ZHUIEHATEETA,

XY T T ¥ RA 2 PEEET DI, ROFIEEZFATLET,

FIIE
ATV bFERETIVa Y B#Y

ATy 71 |enable F#HE EXEC E— RZ2 A2 L ET,
i NAT—=REASNLET (kI
Device> enable ) .

Z 5 7 2 | monitor capture XX 7Ty KAV bEEHRL, Fx7

{capture-name} {interface interface-type |y ¢ o K 23BEAHT S LTV B HE
interface-id | control-plane} {in | out GeAt 0 N AR L. ¥ 7T v D H
| both) EiRELET,

If - NPT N N
Bl %0 — ROBKITRO &350 T,
Device# monitor capture mycap interface|

GigabitEthernetl/0/1 in s capture-name : &R T HF ¥ 7T v

RA v bOLARTERRELET BT
IE mycap 2MEH SN TWET) .
X v 7T HORIITLFLLTIC
LTSN, BT, TUH—A
a7 () ORNHFINET

« (f£E&) interfaceinterface-type
interface-id : ¥ ¥ 7 F ¥ KA bR
BT B D EEReARA o b & FRE
L %9 (fHTiX GigabitEthernet1/0/1
BEAENTWET) |
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| &y rErTFFroRE
XX IFv RSV FDER

ARV RFERFTIVaY =)

GE) 7 arT, oo
U R AVAE A
DTCZDX ¥ ITF ¥ K
A v s DB OB R
A FBLUANT A—
AT RNTEERCTEE
T, THHD/NT A —
ZIZHONWTIE, Fx 7
F ¥ RA L hNT A—
2 DOEHEIZET 5 FIE
T INTWET,
FFHO YR — ML, B
RN IV S 1= V) ISR
CHIBRT 572012 b
HTXxET,

interface-type (ZIXR DN FL 2 Al
MLET,

« GigabitEthernet : #fiAR A > k
% GigabitEthernet & L CH&iE L
E3x 8

evlan : #5kiAA1 > k% VLAN
ELTHRELET,

GE) DA E—T
A AP RA
e LTHERAT A
BaiE., A%y
7T DIRHIA[RE
<7,

« capwap : #EfANA b &
CAPWAP ko x/L & LTHE
Liﬂqo

GF) DA UK —T x
A A& ARA
e LTHERTS
L. arT T4 NH
AT ER
Ao
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B =77 ®oroes

Ry bEr IFe0BE |

ARV RFERETIVa Y

B8

« (f£E&) control-plane : iR A
rELTayha— L —r %
'ﬁi_‘[./gzjqo

ein | out | both: ¥v¥ FF¥DJ
mEZHEELET,

ATvT3

monitor capture {capture-name} [match
{any | ipv4 any any | ipv6} any
any} ]

1

Device# monitor capture mycap interface
GigabitEthernetl/0/1 in match any

AT VAT ADT A NEEERLET,

GE) a7 T4 VA PNMEATE R
72%72%, CAPWAP ® k
RV T A E—T A
A TG ARA v b & LR
AT 258X 0FIEELHE
fTLZR2NTL &,

F—U— FOEKRIZKRDOLFY T,

- capture-name : EFET HF ¥ I T ¥
AV NOLRIERELET (BT
I mycap MEH I TWET) |

ematch: 74 VX Z2BELET, T
BINTWAENIDOTZ 4 VZiZaT
T A4NHETT,

GE) ¥ 7 TF ¥ AA R
. a7 VAT AT 4
VB LR A VN D
EbbbERINTW
RWEARNRT 2T 47
ICTEERA, 2D
DOEN: & 7= LT e
Wk 7T KA R
77T 4 7L ED
ET5E =T7—0E
EnET,

cipvd i IPX—T g 4D T 4NV E K
BELET,

cipv6 i IP/XN—Ta 6D T 4 VK K
BELET,
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| oy bFrIFrosE
*vIFr RAV FOER

ARV REEET7IVa Y B

Z w7 4 | show monitor capture {capture-name}[ | 25 v 72 CEFZL-F v 7 F v KA
parameter ] VRNRTGRA=REFRIRL, ¥ T Ty
- RA LV NEERELEZ EEHRRLET,
Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl/0/1 in
monitor capture mycap match any

R T 75| show capwap summary TAX VA X% 7T ¥ OERRA > b
i - ELTHATE 5 CAPWAP ko L%
FoRLET,

Device# show capwap summary

GE) ZhoavwrRiE, VAL
AXY T T Y EFRATT D7
DI CAPWAP b v L& 32
BARA L PELTHEALT
WA AIZOAERH L E
9, BIDOIED CAPWAP D)
EHR LTSN,

Z 5w 7 6 | show running-config AN ZrERB LE T
I

Device# show running-config

R 777 | copy running-config startup-config ER) =2v74FXa2lb—var 7y
Bl - A MR B R LET

Device# copy running-config
startup-config

451
CAPWAP 855t AR A v P TX ¥ 7 F v " A v FEEFZT DITIIREEITLET,

Device# show capwap summary

CAPWAP Tunnels General Statistics:
Number of Capwap Data Tunnels
Number of Capwap Mobility Tunnels
Number of Capwap Multicast Tunnels

[ |
o

Name APName Type PhyPortIf Mode McastIf

ca0 AP442b.03a9.6715 data Gi3/0/6 unicast -
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Ry bEr IFe0BE |
B =77 ®oroes

Name SrcIP SrcPort DestIP DstPort DtlsEn MTU Xact

Ca0 10.10.14.32 5247 10.10.14.2 38514 No 1449 0

Device# monitor capture mycap interface capwap 0 both
Device# monitor capture mycap file location flash:mycap.pcap
Device# monitor capture mycap file buffer-size 1

Device# monitor capture mycap start

*Aug 20 11:02:21.983: $BUFCAP-6-ENABLE: Capture Point mycap enabled.on

Device# show monitor capture mycap parameter

monitor capture mycap interface capwap 0 in

monitor capture mycap interface capwap 0 out

monitor capture mycap file location flash:mycap.pcap buffer-size 1
Device#
Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: CAPWAP,
Ingress:

Egress:

Status : Active
Filter Details:
Capture all packets
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:mycap.pcap
Size of buffer(in MB): 1
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)
Device#
Device# show monitor capture file flash:mycap.pcap
1 0.000000 00:00:00:00:00:00 => 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
2 0.499974 00:00:00:00:00:00 => 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
3 2.000000 00:00:00:00:00:00 -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
4 2.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
5 3.000000 00:00:00:00:00:00 -=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
6 4.000000 00:00:00:00:00:00 -=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
7 4.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
8 5.000000 00:00:00:00:00:00 -=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
9 5.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
10 6.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
11 8.000000 00:00:00:00:00:00 => 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
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| sy brFrFFro

P

X JE

12
13
14
15
16
17
18
19

$vTFv Kk K5 i—snemErzE [

.225986 10.10.14.
.225986 10.10.14.
.225986 10.10.14.
.231998 10.10.14.
.231998 10.10.14.

-> 10.10.14.32 DTLSvl.
-> 10.10.14.32 DTLSvl.
-> 10.10.14.32 DTLSvl1.0 Application Data
10.10.14.32 DTLSv1.0 Application Data

0 Application Data
0
0
0
-> 10.10.14.32 DTLSvl1.0 Application Data
0
0
6

Application Data

.231998 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
9.236987 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
10.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:

NN DNDDNDDNDNDDN
|
\2

FN=0, Flags=........
10.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
12.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

20

21

22
23
24
25
26
27
28

12.239993 10.10.14.
12.244997 10.10.14.
12.244997 10.10.14.
12.250994 10.10.14.

-> 10.10.14.32 DTLSvl1.0 Application Data
-> 10.10.14.32 DTLSv1.0 Application Data
-> 10.10.14.32 DTLSvl1.0 Application Data
-> 10.10.14.32 DTLSvl1.0 Application Data
12.256990 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
12.262987 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
12.499974 00:00:00:00:00:00 -> 3c:ce:73:39:¢c6:6

NN DNDDNDDNDDN

FN=0, Flags=........

29
30

12.802012 10.10.14.3 -> 10.10.14.255 NBNS Name query NB WPAD.<00>

0 IEEE 802.11 Probe Request, SN=0,

0 IEEE 802.11 Probe Request, SN=0,

13.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

RDERY
IOLRDBEHARAL I EBNMLT, %Y T7F XY RA L IDORTA—HEERT L, 777471

TEET, EE FAT7FAr A FELTOETEMEHALIEWGS

ZEHLTEES,

\)

[ S B N7 AP i (e

GE)

—P—NBolzF ¥y I F ¥4, 20T
?:Lj:\

ORI THHEINTWAAY v REFEHL TSy 7 F v RA 2 FOIRT

HIZEIETEEEA,

A= BET

HNAFIE LI WERAR A N2 AT &, A
[Capture Name should be less than or equal to 8 characters. Only alphanumeric characters and

underscore () is permitted | 33 X T° 1% Invalid input detected at " marker] ® X 9 7= F — % FKIR
LET,

XY TFY RAV M NRTA—F2DEMEITER

NI A=ZDOEZRET L FIAL, NEFIZY XA FSNETH, AEEDIHFTETTEET,
?iZH\iti@ﬁﬁfﬁﬁfﬁi?o@ﬁ%iﬁﬁ%ﬁ%ﬁﬁ%yk%%%\ﬁbﬁf&a
YEMERTLHILT, EEOELZ LVREDHEICES BRI LI LN TEET, FTITHES

NI EDNRTGA—EINEREINTWEESIL, AV FTF7 7T 471

‘j—o

¥ TT ¥ RA L FDONRTRA=ZEEETT LI, ROFIREFITLET,

1R BHEIIZ
PITOFRIEEFEITTHEICK Y 7T ¥ R"A LV FPEERTHLERDH Y £,

W ORENDHY E
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B =75 K1k $52x—s0EMELRES

FIE

Ry bEr IFe0BE |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATvT2

monitor capture {capture-name} match
{any | mac mac-match-string | ipv4
{any | host | protocol} {any | host}
| ipv6é {any | host | protocol} {any
| host}}

1

Device# monitor capture mycap match
ipv4 any any

ACL 72137 7 A~ v 7 CH/RIICE
TINTZaT VAT LT 4% (ipv4
any any) ZiEFRLET,

ATvT3

monitor capture {capture-name} limit
{ [duration seconds] [packet-length
size] [packets num] }

1

Device# monitor capture mycap limit
duration 60 packet-len 400

MHALOE v >3 VIR (60) . Fv 7
F v SN Ty b F 72 IE Wireshark
IR o TR ESNDXry BT A
rE (400) ZHELET,

ATvT4

monitor capture {capture-name} file
{location filename}
{5

Device# monitor capture mycap file
location flash:mycap.pcap

X ST v BA L BNy M EER
TOHRET TR F Y I FHrTELH LI
THERE. 77ANDT ) m— g
VEBELET,

G TTIZT 7 A VDFAET D
e, s EEZ D ATRE
INE D e MERT DALEN
b ET,

ATvT5

monitor capture {capture-name} file
{buffer-size size}
fi

Device# monitor capture mycap file
buffer-size 100

2747 N—ZX FDOLHEIT
Wireshark TEHIND AEY Ny 77
DY A XEHRELET,

ATvT6

show monitor capture {capture-name} [
parameter ]

1

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl/0/1 in

monitor capture mycap match ipvi4

PIANCERZ LTZX vy 7T v RA b X
FA—HEFRLET,
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| &y rErTFFroRE

v TFe KA b 55 4—508% |

AU RFERETOVa Y

B8

any any
monitor capture mycap limit duration
60 packet-len 400
monitor capture point mycap file
location bootdisk:mycap.pcap
monitor capture mycap file
buffer-size 100

ATy T1

end

1 -

Device (config) # end

HrME EXEC E— RIZEREY 77,

INSA—BDERE
Xy TF v 774 IIVOBEERFFEIBEESS (FAERR

Device# monitor capture point mycap file location flash:mycap.pcap
Device# no monitor capture mycap file

INTY R IN—ZXFDRIEBIZAEY) Ny D7 HA XEIEET S

Device# monitor capture mycap buffer size 100

IPv4 & IPV6 DBAIZ—ET H&SC. BRMEIT DRATL J4IVEFIEEET D

Device# monitor capture mycap match any

RDZRY

¥ T F X RA L MIBBEIRRT A= EIRNTRTCTEENTWDEEEET 7T 4 7k LET,

v TFv RA 2k 185 A —2 DEIR

JERIZFR SNTWETR, T A=F ZHIBRT 5 FIRIMEEONEF TIITTE £9, 117,
247, EITBEBATTHIBR T E 9, BEDSWREREERIAR A &~ M ZRW T, RO/ T A=
ZHIFRTE £,

¥ T T ¥ RA L FONRT A= Z2HIERT HI213, ROFIRZFETLET,

1R BHEIIZ

¥ TT ¥ RA b NT AT LTOFIEZMEMN L THIFRT 2RNICERT 2BEZRDH Y

\ij—‘o
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B =77 v ket isx—s0HK

FIE

Ry bEr IFe0BE |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATvT2

no monitor capture {capture-name}
match

1

Device# no monitor capture mycap match

X 7F v RA b (mycap) TERHES
NTWDLTRTOT 4V ZHIBRL E
D

ATvT3

nomonitor capture {capture-name} limit
[duration] [packet-length] [packets]

1 -

Device# no monitor capture mycap limit]
duration packet-len
Device# no monitor capture mycap limit]

Wireshark |Z &> TREESN S Ev 3
VAL ARIBEB IOy BT A
MEEHIBRLET, TothofiE s
FIRIZZDOE EIZ72 £9,

Wireshark O3 X COHl|fEZ 27 V7 LF
—é‘o

ATvT4

no monitor capture {capture-name} file
[location] [buffer-size]

1

Device# no monitor capture mycap file
Device# no monitor capture mycap file
location

77 ANVOBEEMITEAHIBRLET, Fv
TFxRA L MINT Y bedy T F v
L7a<7mh F9, RIETHETSNE
—g—O

7 7 A NMLEOBEA T A IR L E T,
T 7 ANMLEITFX Y ST ¥ RA b
BT o< 9, EL,
D EFR SN T 7 A NVEERF T IZZ 0
T vaillo T EEZ T EH
Ao

ATy Th

show monitor capture {capture-name} [
parameter ]

1 -

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl1/0/1 in

T A—=Z OHIRBERICE T ER I
TWAXF Y TTF v IRA 2 b XTA—H
ZFRLET, ZOavr RI, v 7
F ¥ ™A N EBEEFT HNDNT A—
B E MRt A - DI FIEOEZE OIS T
FITCTEET,

ATvT6

end

1 -

Device (config) # end

HikE EXEC E— FIZREY £,
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| oy bFrIFrosE

RDBERY

v 77 v ta v ol [

XX TT ¥ RA L MIBBERANTA—=IPTRTHFENTWDHEIET 77 4 7L L £,

\}

GE)

XX TFFARA U N T I T4 TREXIINRTA—EDHIREND L, AL vTFIL 47

FXMWT 2T 47 TT (Captureis active) | &WVH =T —HFRKRLET,

X TF ¥ R4 2 FDHIRR

¥ 7Ty RA 2 PEHIRT 2123, ROFIRZETLET,

B8 DRI

Xr 7T ¥ RA L ME LTOFIEEZMEH L THIBRT 2RNCERT H2LERH Y 7, HIbRT

HENC, ¥¥ 7 F v RA 2 MEEILTHIHLERHY £,
FIE
ARV KRFERRETY V3 Y BeY
ATy 71 |enable F¢HE EXEC E— RZ2 A2 L ET,
i AT —=REANLET (BRI
Device> enable =58 .
A 72 |nomonitor capture {capture-name} RESNEXYy 7F v KAV b
Bl - (mycap) ZHIFRLET,
Device# no monitor capture mycap
ATy 7 3 |show monitor capture {capture-name} [ |$57E S 7=F ¥ 7 F v BA > HTHIKR
par ameter ] ENFTDFE LRV EERT A v
- E—-VERRLET,
Device# show monitor capture mycap
parameter
Capture mycap does not exist
A7y 74 |end FrHE EXEC E— RIZRE Y £
f
Device (config) # end
A7y 75 | show running-config AN EHERBLET

1 -

Device# show running-config
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Ry bEr IFe0BE |
B o7k re707 0 TEREETIT 4 TI2T D

ARV RFEEETIII Y BRI
R 76 | copy running-config startup-config B v 74Xl — g 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

RDEZRY

IR LD LR CARIOERI Y 7F v AL FE2ERTEXET, 20O FNEITE .
Xy 7F ¥ RNA L POERELCYDELIEWEAIZEITLET,

XY TF RAVNETIT4TERIETIT12TIZTH
XY TFY RNA L NET 7T 4 TERIIIET 7T 4 7T BI00E. ROFIEEZEFTLET,

IR B

iR A v B L OaT VAT A T4 NAVENREREIN, BEMTONTZT 7 A4 V4B T TIZ
FHETIHIHEAETH, Sv T TF Y RA L MNIT 2T 4 7T HENTEET, 2L )R —
ATIE, BFEO7 7 A M EEXSNET,

BE T2 7 7 A VAL DRNF Y TF v IR"A v ME, ERTEEZDIEZFICT 7T 4 712 TEF
T, T7ANEABEEINTWRWE, Ny MRy 77 IBRESNET, 914 7FR (Fy
TFXYEEOER) X, T ANVBIONRNy T 7 = ROWGFTHEATE £,

FRT A NEEBRELZWGEA, X7y MITA TFRREINT, a7 VAT AT 4 LHXITL-
THEXYTF v ENTZTRTCONNTy MBRFRENET, T 7 4/ bDOFERE— Nidbrief T,

)

GE) CAPWAPD Fo RV T A B —T A AEFRA L N LTHERTRE, 27 74 L%
WA SN2z, ZOBARITIERTIXLETIH D A,

FIE
ARV RFERIETI a3 Y BHY

R7 w71 |enable FiHE EXEC E— FE AT LET,
i e NAT—REANLET (HERSHh
Device> enable =58

Z 5 7 2 | monitor capture {capture-name} X FF v BTA L 2T T 4 L.
start [display [display-filter [stpl Z&ie 7y NEFRERSH
filter-stl’ing] ] [brief | detailed | LY ERETANE LET,
dump]
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]

X JE

0 TFoRAU L ETOT 4 IERRET 74 T1255 ||

ARV RFERFTIVaY B

1

Device# monitor capture mycap start
display display-filter "stp"

Z 5w 73| monitor capture {capture-name} Stop | xy FF ¥ KA L FEIET VT 4 T
fi LET,

Device# monitor capture name stop

AT v 74 |end HebE EXEC B— NICEY 7,
B

Device (config) # end

Z 5 7 5 | show running-config AN E MR LET,
i

Device# show running-config

X 7 6 | copy running-config startup-config (fER) ary74F¥alb—ar 7y
%l - AR EZRAFLET,

Device# copy running-config
startup-config

RDBRY

XX TTFXYRA L NeT 7T 4 TRBLOHET 7T 4 72T BT, WL OO T —RN3AT
HAREER SV T3, WIZ, BETDHAREOH DT —DNL O OflERLET,

T 7T 4 7T DB AR A N DA

Switch#monitor capture mycap match any

Switch#monitor capture mycap start

No Target is attached to capture failed to disable provision featurefailed to remove

policyfailed to disable provision featurefailed to remove policyfailed to disable provision
featurefailed to remove policy

Capture statistics collected at software (Buffer):

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0

Unable to activate Capture.

Switch# unable to get action unable to get action unable to get action
Switch#monitor capture mycap interface gl/0/1 both

Switch#monitor capture mycap start

Switch#

*Nov 5 12:33:43.906: $BUFCAP-6-ENABLE: Capture Point mycap enabled.
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Switch#monitor capture mycap int gl/0/1 both
Switch#monitor capture mycap start
Filter not attached to capture

Capture statistics collected at software (Buffer):

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0

Unable to activate Capture.
Switch#monitor capture mycap match any
Switch#monitor capture mycap start
Switch#

Ry bEr IFe0BE |

*Nov 5 12:35:37.200: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

Xy TFx KAV MBTTIET 25 4 FLERTWBDIZ, BDF ¥ FF v KA v haT 2

T47bL LD ETD

Switch#monitor capture mycap start

PD start invoked while previous run is active Failed to start capture : Wireshark operation

failure
Unable to activate Capture.
Switch#show monitor capture

Status Information for Capture test
Target Type:

Interface: GigabitEthernetl/0/13, Direction:
Interface: GigabitEthernetl/0/14, Direction:

Status : Active

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

Associated file name: flash:cchh.pcap
Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)

both
both

Maximum number of packets to capture per second: 1000

Packet sampling rate: 0 (no sampling)

Status Information for Capture mycap
Target Type:

Interface: GigabitEthernetl/0/1, Direction:
Status : Inactive

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)

both

Maximum number of packets to capture per second: 1000

Packet sampling rate: 0 (no sampling)
Switch#monitor capture test stop

Capture statistics collected at software (Buffer & Wireshark):
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Capture duration - 157 seconds
Packets received - 0

Packets dropped - O

Packets oversized - 0

Switch#

*Nov 5 13:18:17.406: $BUFCAP-6-DISABLE: Capture Point test disabled.
Switch#monitor capture mycap start

Switch#

*Nov 5 13:18:22.664: $BUFCAP-6-ENABLE: Capture Point mycap enabled.
Switch#

X TFoRLAU R NRYTFDI YT

WOFINEIZHA TNy Ty arT Va7 VT 50, N7 7 ANMIA L= 8 ULTRETE
LET,

A\

B oy bRy T rNIURGETIEEOS Yy 7 F X 03b 556, ATV g A&#T 5720,
LWH Y 7F Y ZBET 2RIy 77527 VT LTLKEEN, 77T 4 772%xF ¥ iRA
VRO Ty )T LRNTLTEEN,

Fig
OV RFERETIVa Y B

AT 71 |enable Rt EXEC E— RZ A LET,
il « NMAT—REANLET (FERIH
Device> enable =58) .

X 72 | monitor capture {capture-name} [clear |clear : 52NNy 7 7 FHIBRLE T,

| export filename] .
Gx) clear =~ R&FEITT 5
f N

Device# monitor capture mycap clear

* DNA Advantage 7 1 &
VATE, Zhavwr
Rig "y 7 7 2 HiBRt
TNy 77 ODNE%E
U7 LET

DT RTDOT A
ATIX, Zoa<w K
TNy 7 7 BIRAZHIFR
=

export : /N 7 7 TH ¥ T F ¥ I/
Ty MEREL, Ny 77 HHIBRLE
R
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B sco5cx1vrnivor0u7

avYRFERET7IOI Y BRI
AT v 73 |end b EXEC B— RNICRE Y 9,
B -

Device (config) # end

Z 5w 7 4 | show running-config AR LE T
I

Device# show running-config

R 77§ | copy running-config startup-config FEE) a7 4F2lb—vary 77
1 ANVITREZRTFLET,

Device# copy running-config
startup-config

Bl: X TFv R4V Ny T 7D0E
FvTFYDITF7AINLADIY AR— b+

Device# monitor capture mycap export flash:mycap.pcap

Storage configured as File for this capture

X TFoRAVE NV I7FDHYT

Device# monitor capture mycap clear

Capture configured with file options

RDBERY

)

(¥)  DNAAdvantage UANADT A B A TRy TF ¥y RA LV FORy T 727 V7 LESETD L,
A A v F 1 [Failed to clear capture buffer : Capture Buffer BUSY] =7 —%F R~ L £,
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HBARAFAINT Y b F X TF Y DEEHIE

NTY R T—2 T TFrvDEE
A

GE) TIT4TR¥xTTF XY RA 2 hOxT 7 AR — ML, DNA Advantage D& THHR— kI TW
9, MOTRXTOXATOTA B ATIE, ETHF¥ 7 F XY E2ELLTNHLZI AR — %
TAVLERDHY 7,

Ny 77 F=FTATy b 7T—2 Fx 7 F ¥ 2EHT DI, KOFIEEZETLET,

FIig
=l VN N3 il = A7 = B

RTw 71 |enable FitE EXEC E— RE BT LET,
fi NRAT—REANLET EREN-%
Device> enable &) .

AT 72 | monitor capturecapture-name accesslist | 7 7t 2 U X &/ kN F¥ S F ¥
access-list-name 0):17’ 7 4/1/5' LLTHEL, £=4—

Device# monitor capture mycap access-p|
list wvdacl

R T 7 3| monitor capture capture-name limit T — X T TF Y OHIEEHRELFE
duration seconds +.
f5l

Device# monitor capture mycap limit
duration 1000

R w 7 4 | monitor capturecapture-name interface |#&ER A P B LUy B 7 r—F
interface-name both MAEAEELT, T o — v I F v %
fil - miELET,

Device# monitor capture mycap interface
GigabitEthernet 0/0/1 both

25w 7§ | monitor capture capture-name buffer Nry b T=R XX T TF¥TDHED
circular size bytes RNy 77 B ELET,
U

Device# monitor capture mycap buffer
circular size 10
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Ry bEr IFe0BE |

ARV RFERETIVa Y

B8

ATvT6

monitor capture capture-name start

1

Device# monitor capture mycap start

N7 4y FL—RARA L BT
Ty NT=HDONy T 7 ~DFXTFx
B L E T,

ATy T17

monitor capture capture-name stop

1 -

Device# monitor capture mycap stop

N7 497 RL—RARAL RT
oy RN T=HOX Yy T F v BEIELE
ﬁ—o

ATvT8

monitor capture capture-name export
file-location/file-name

1

Device# monitor capture mycap export
tftp://10.1.88.9/mycap.pcap

S DT-DITH Yy TF ¥ ENT-T—F %
T AR—NLET,

ATvT9

end

1

Device# end

HrME EXEC E— RNIZEREY £9°,

Fv TFvEINET—EDE=ZR)TEAVTFUR

XX T F¥YEINTNT Y FTFT—EZDEF=Z YT AT RAET O, ROVEEEELT
LET, Fv7F ¥ Ny 7 70iFEME Xy 7F v RA v FOFEMEERLET,

FIE

ARV RFERFTIaY

=)

ATy T

enable
R

Device> enable

¥itE EXEC E— FE Az LET,
RAT—REANLET FEREIN-8

) .

ATvT2

show monitor capturecapture-buffer-name
buffer dump

1 -

Device# show monitor capture mycap
buffer dump

EE) ¥ 7F v "7y b 16K
o TBIOZEDAZ T =22 FR L E
-é‘o

ATvT3

show monitor capture capture-buffer-name
parameter

1

(ER) Fv 7T v 2HET D2 0IfE
Ashiza~vy FoY A paFRLE
ﬁ—o
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i’y rxrIFenzes

AU RFERETOVa Y

B8

Device# show monitor capture mycap
parameter

ATvT4

debug epc capture-point
1 -

Device# debug epc capture-point

HEE) "y b Fx7Fx KAV b
DTNy THEFNZLET,

ATvT5

debug epc provision
1 -

Device# debug epc provision

fEE) "y b FxY7F v Fob
Vam T OT NNy T EAMILET,

ATvT6

end

1

Device (config) # end

HibE EXEC E— RIZR Y £,

INTy B TF e DFRTEH

ROET v aNNTy bR TTF X OREREZRLET,

Wireshark @ % 5E 5

DY 7 5 1T Wireshark DR EFlZ < L E T,
5l - pcap 77 A IILH LD EH DR

WDOEHIZATILT, peap 7 7 A NDHLDOM N R R TEET,

Device# show monitor capture file flash:mycap.pcap brief

Starting the packet display

Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=0/0, ttl=254

2 0.000051000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=0/0, ttl=255 (request in 1)

3 0.000908000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=1/256, ttl=254

4 0.001782000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=1/256, ttl=255 (request in 3)

5 0.002961000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=2/512, ttl=254

6 0.003676000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=2/512, ttl=255 (request in 5)

7 0.004835000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
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Interface id:

0

seq=3/768, ttl=254

8 0.005579000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=3/768, ttl=255 (request in 7)

9 0.006850000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=4/1024, ttl=254

10 0.007586000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=4/1024, ttl=255 (request in 9)

11 0.008768000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=5/1280, ttl=254

12 0.009497000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=5/1280, ttl=255 (request in 11)

13 0.010695000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=6/1536, ttl=254

14 0.011427000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
segq=6/1536, ttl=255 (request in 13)

15 0.012728000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=7/1792, ttl=254

16 0.013458000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=7/1792, ttl=255 (request in 15)

17 0.014652000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=8/2048, ttl=254

18 0.015394000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=8/2048, ttl=255 (request in 17)

19 0.016682000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=9/2304, ttl=254

20 0.017439000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=9/2304, ttl=255 (request in 19)

21 0.018655000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=10/2560, ttl=254

22 0.019385000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=10/2560, ttl=255 (request in 21)

23 0.020575000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=11/2816, ttl=254

——-More«

~ = —
{5 . .pcap 7 7 A LD DEFHE HDORTR

WDOEHIZATILT, peap 7 7 A VO TJFEM AR R TEET,
Device# show monitor capture file flash:mycap.pcap detailed
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

(1)
2015 11:44:48.322497000 UTC

Encapsulation type: Ethernet
Arrival Time: Nov 6,

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1446810288.322497000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1

Frame Length: 114 bytes (912 bits)

Capture Length: 114 bytes (912 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame:
Ethernet II, Src: Cisco f£3:63:46
(00:el:6d:31:f1:c6)

Destination: Cisco 31:fl:c6

Address: Cisco 31:fl:cé6

eth:ip:icmp:data]

(00:el1:6d:£3:63:46), Dst: Cisco 31:fl:cé6

(00:el:6d:31:£f1:c6)
(00:el:6d:31:£f1:c6)
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LG bit: Globally unique address (factory default)

N IG bit:
Source: Cisco f3:63:46 (00:el:6d:£3:63:46)
Address: Cisco f3:63:46 (00:el:6d:£3:63:46)

Individual address

(unicast)

.0. = LG bit: Globally unique address (factory default)
FR R O = IG bit: Individual address (unicast)
Type: IP (0x0800)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)
(0x00)
Total Length: 100
Identification: 0x04ba (1210)
Flags: 0x00
0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
.0. = More fragments: Not set
Fragment offset: 0
Time to live: 254
Protocol: ICMP (1)
Header checksum: 0x8fc8 [validation disabled]
[Good: False]
[Bad: False]
Source: 10.10.10.2 (10.10.10.2)
Destination: 10.10.10.1 (10.10.10.1)
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: Oxeddb [correct]
Identifier (BE): 46 (0x002e)
Identifier (LE): 11776 (0x2e00)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Data (72 bytes)
0000 00 00 00 00 09 c9 8f 77 ab cd ab cd ab cd ab cd ....... Weeowuonn
0010 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0020 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo,
0030 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i ii.,
0040 ab cd ab cd abcdab cda Lol
Data: 0000000009c98f77abcdabcdabcdabecdabecdabedabedabed. . .
[Length: 72]
Frame 2: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0
Interface id: O
~ O N —
B : .pcap Z 7 A ILD STy b FUTHADKRFE
WDEITAN LT, oy N X TOMNERRTEET,
Device# show monitor capture file flash:mycap.pcap dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml m.cF..E
0010 00 64 04 ba 00 00 fe 01 8f c8 0Oa 0Oa 0a 02 0a Oa R
0020 0Oa 01 08 00 e4 db 00 2e 00 00 00 00 00 00 09 c9 ...
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B 5 =50 L2 5EALE peap 77 A LA BDRT Y FORT

0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... ool
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0070 ab cd

0000 00 el 6d 31 f1 80 00 el 6d 31 f£f1 80 08 00 45 00 .oml....ml... . E.
0010 00 64 04 ba 00 00 ff 01 8e c8 0Oa 0a 0a 01 Oa Oa R
0020 0Oa 02 00 00 ec db 00 2e 00 00 00 00 00 00 09 c9 ... iiiiiinnnnnn
0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... ool
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0070 ab cd

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 04 bb 00 00 fe 01 8f c7 0Oa 0Oa 0O0a 02 0a Oa [ N
0020 0Oa 01 08 00 e4 d7 00 2e 00 01 00 00 00 00 09 €9 ... iiiiiinnnnnn
0030 8f 7a ab cd ab cd ab cd ab cd ab cd ab cd ab cd e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL

Bl RIRT4IEZEFERAL=.pcap 774 ILDS D/ Y FDRTR
WDOL AN LT, HI1&7z peap 7 7 A NVD/Rry NERRTEET,

Device# show monitor capture file flash:mycap.pcap display-filter "ip.src == 10.10.10.2"
brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=0/0, ttl=254

3 0.000908000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=1/256, ttl=254

5 0.002961000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=2/512, ttl=254

7 0.004835000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=3/768, ttl=254

9 0.006850000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=4/1024, ttl=254

11 0.008768000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=5/1280, ttl=254

13 0.010695000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=6/1536, ttl=254

15 0.012728000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=7/1792, ttl=254

17 0.014652000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=8/2048, ttl=254

19 0.016682000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=9/2304, ttl=254

21 0.018655000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=10/2560, ttl=254

23 0.020575000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=11/2816, ttl=254

5 : pcap Z 7 A IIZF ¥ TFv Int=/\ry FOEERT
RDOEIIZATILT, peap 7 7 A MTF ¥ TF ¥ SNTTy FOREERRTEET,
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Device# show monitor capture file flash:mycap.pcap packet-count
File name: /flash/mycap.pcap
Number of packets: 50

B : pecap 77 A ILDSE—NTy F ZUTDORTE
WOEDIZATNILT, peap 77 ANDBHE—DONRT sy N XU T RRRTEET,

Device# show monitor capture file flash:mycap.pcap packet-number 10 dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el 6d 31 f1 80 00 el 6d 31 f£f1 80 08 00 45 00 .oml....ml... . E.
0010 00 64 04 be 00 00 ff 01 8e c4 0Oa 0Oa 0a 01 Oa Oa R
0020 0Oa 02 00 00 ec ce 00 2e 00 04 00 00 00 00 09 c9 ... iiiiiinnnnnn
0030 8f 80 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ..... .. L.
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo oL
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd .. ... o oL
0070 ab cd

Bl : peap 77 A IIZF v TF v Inf=/\7ry FOMEHFRERT
WRDEHIZATILT, peap 7 7 A MZH ¥ 7 F v ST 7y hOFEHEREERTEET,

Device# show monitor capture file flash:mycap.pcap statistics "h225,counter"
H225 Message and Reason Counter

RAS-Messages:
Call Signalling:

Bl - B v TF B LURT

wOFNE, VA V¥3IA =T 2 AXHEY A=V Ry N1 TrT T 407
A= =T B HEERLTOVET,

ATV TLROESICANLTCEHERN T 74 v/ THT DX YT T v RA v b &
ERLET,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in

Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap limit duration 60 packets 50
Device# monitor capture mycap buffer size 100

CPU IR D LRk D720, HillRE LT BIRV T » M L ORFRIERE &
NTHETS,

ATYT2: ROEIICANLTHRY T F ¥ RAV FDREMHICERSINLTWDL I LA
i N =

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/3 in
monitor capture mycap match ipv4 any any
monitor capture mycap buffer size 100
monitor capture mycap limit packets 50 duration 60

Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
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Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: LINEAR (default)
Buffer Size (in MB): 100
File Details:
File not associated
Limit Details:
Number of Packets to capture: 50
Packet Capture duration: 60
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATV T3 Ty FFv I AEEBL. EREAFRLET,

Device# monitor capture mycap start display
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=0/0, ttl=254

2 0.003682 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=1/256, ttl=254

3 0.006586 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=2/512, ttl=254

4 0.008941 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=3/768, ttl=254

5 0.011138 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=4/1024, ttl=254

6 0.014099 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=5/1280, ttl=254

7 0.016868 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=6/1536, ttl=254

8 0.019210 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=7/1792, ttl=254

9 0.024785 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=8/2048, ttl=254

--More--

ATYT4: ROEIIICANILT, F¥7TF v R"A LV FEHIBRLET,

Device# no monitor capture mycap

N\

GE)  HIRNSRELTHY, ZOFIRICET D Ly 7 F Y I THENIELT 720, Z0
KRED/r—ATIL, stop 2~V RIIMEH Y FHA,

peap DFEEHERIZME T A2 COFEMCONWTIE, [ZotosEgE) 7y a v
EHRL TSN,
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ATFYT1L: KDODEHICASALT, HBEF I 7 4 v T—HTDHF% v 7TF ¥ R"A b
EERL., TNET 7 A VICBEMT £,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap limit duration 60 packets 50
Device# monitor capture mycap file location flash:mycap.pcap

ATYT2: ROEIICAN L TH Y T F ¥ RA Y FDREMHICERSINLTWDL I A
N =

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/3 in
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap
monitor capture mycap limit packets 50 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPvéd

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:mycap.pcap
Limit Details:
Number of Packets to capture: 50
Packet Capture duration: 60
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATYT I3 ROEIICAT LTy MEBLET,
Device# monitor capture mycap start

ATV TAERDEICASILTETHOZ 7 2T Ry I F v eHEma < L E
—g—o

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:
Capture duration - 15 seconds
Packets received - 40
Packets dropped - 0
Packets oversized - 0
Packets errored - O
Packets sent - 40
Bytes received - 7280
Bytes dropped - 0
Bytes oversized - 0
Bytes errored - 0
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Bytes sent - 4560

ATy T 5 +oRREORBEIZ, ROLIICADLTEFY 7 F ¥ 251k LET,

# monitor capture mycap stop
Capture statistics collected at software (Buffer & Wireshark):
Capture duration - 20 seconds
Packets received - 50
Packets dropped - 0O
Packets oversized - 0

\}

GE)  HAWE, BFREORBEEZIZI Ny b v bR LIS, Sy I F v EEEH
BcEILSE s b TEET,

mycap.pcap 7 7 A MIIE, F¥ T TF ¥ LIcXTry RREENET,

ATV TERDEICASTLTEIHZEDOT 2T Rx v 7F v OREHEREFR L
9,

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 20 seconds

Packets received - 50

Packets dropped - 0O

Packets oversized - 0

Packets errored - 0

Packets sent - 50

Bytes received - 8190

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 5130

ATFYT T ROEICAD LTy bEFRRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=0/0, ttl=254

2 0.002555000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=1/256, ttl=254

3 0.006199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=2/512, ttl=254

4 0.009199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=3/768, ttl=254

5 0.011647000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=4/1024, ttl=254

6 0.014168000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=5/1280, ttl=254

7 0.016737000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=6/1536, ttl=254

8 0.019403000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=7/1792, ttl=254

9 0.022151000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=8/2048, ttl=254

10 0.024722000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
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seq=9/2304, ttl=254

11 0.026890000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=10/2560, ttl=254

12 0.028862000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=11/2816, ttl=254

—--More--

peap OFEHFRIME AT HHELOFHEMOVTIE, [ZOMOBEGE] ¥ ar
ZZRLTES Y,

ATYT8:MDIITATILT, F¥TFx KAV MEHIBRLET,

Device# no monitor capture mycap

Bl: Ny T 7DXwTFrDER

RIZ, Ny T 7DF T F ¥ 2T 5062 RLET,

ATYTL1:ROEIICANL TRy 77 F¥ T F ¥ A7 a TRy 7 F ¥ by
varrEiEhLEI,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap buffer circular size 1

Device# monitor capture mycap start

ATVT2: ROEICANLTHRXY T T XYRT VT4 T ThHLNE I PERELE
D

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/3, Direction: in
Status : Active

Filter Details:
Ipv4
Source IP: any
Destination IP: any
Protocol: any

Buffer Details:

Buffer Type: CIRCULAR

Buffer Size (in MB): 1

File Details:
File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATV T3 DL AN LTI U H A LRFIZHEES ¥ 7 F v O#EER AT L
\iﬁqo

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 88 seconds

Packets received - 1000

Packets dropped - 0
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Packets oversized - 0
Packets errored - 0
Packets sent - 1000
Bytes received - 182000
Bytes dropped - 0

Bytes oversized - 0
Bytes errored - 0

Bytes sent - 114000

ATFYT4: ROEHIICASILTHR Yy I F v 2B LET,

Device# monitor capture mycap stop
Capture statistics collected at software (Buffer):
Capture duration - 2185 seconds
Packets received - 51500
Packets dropped - 0O
Packets oversized - 0

AT9T5: RO X IICAT UTHEILZ OIEESF ¥ 7' F v OFGHERE £ R L E T,

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 156 seconds

Packets received - 2000

Packets dropped - 0O

Packets oversized - 0

Packets errored - 0

Packets sent - 2000

Bytes received - 364000

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 228000

ATYT6: RDEIICAN L CHR Y T FXYNRT 7T 47 THLHMNE I MERELE
ﬂ—o

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATFYVT T MOEICAN L TNy T 7Oy bERRFLET,
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Device# show monitor capture mycap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40057/31132, ttl=254

2 0.000030 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40058/31388, ttl=254

3 0.000052 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40059/31644, ttl=254

4 0.000073 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40060/31900, ttl=254

5 0.000094 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40061/32156, ttl=254

6 0.000115 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40062/32412, ttl=254

7 0.000137 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40063/32668, ttl=254

8 0.000158 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40064/32924, ttl=254

9 0.000179 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40065/33180, ttl=254

10 0.000200 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40066/33436, ttl=254

11 0.000221 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40067/33692, ttl=254

12 0.000243 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40068/33948, ttl=254

—--More—--—

NT sy RNy T I AT Z EITHER LTS EE N,
ATy T8 DFERE— Ty hERRLET,

Device# show monitor capture mycap buffer detailed
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

Interface id: O

Encapsulation type: Ethernet (1)

Arrival Time: Nov 6, 2015 18:10:06.297972000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1446833406.297972000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]

[Time delta from previous displayed frame: 0.000000000 seconds]

[Time since reference or first frame: 0.000000000 seconds]

Frame Number: 1

Frame Length: 114 bytes (912 bits)

Capture Length: 114 bytes (912 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ip:icmp:data]
Ethernet II, Src: Cisco f3:63:46 (00:el:6d:£3:63:46), Dst: Cisco 31:fl:c6
(00:el:6d:31:fl:co6)

Destination: Cisco 31:fl:c6 (00:el:6d:31:f1:c6)

Address: Cisco 31:fl:c6 (00:el:6d:31:fl:c6)
O ceee oo ... .... = LG bit: Globally unique address (factory default)

e ... 0 oo ... ... .... = IG bit: Individual address (unicast)
Source: Cisco f3:63:46 (00:el1:6d:£3:63:46)
Address: Cisco f3:63:46 (00:el:6d:£3:63:46)
00 e oo ... o... = LG bit: Globally unique address (factory default)

0 ... oo ... .... = 1IG bit: Individual address (unicast)
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Type:

Header length:

I

P (0x0800)
Internet Protocol Version 4,
Version: 4

20 bytes

Src:

Differentiated Services Field:
ECN-Capable Transport))
0000 00..

(0x00)
Total Length:
Identification:

0000
0010
0020
0030
0040

Flags

0x0

0...
.0..
.0.
Fragment offset:
Time to live:
Protocol:
Header checksum:
[Good: False]
[Bad: False]
10.10.10.2

Source:
Destination:
Internet Control Message Protocol
request)

Type:
Code:

8
0

(E

Checksum:

Identifier
Identifier
Sequence number
Sequence number
(72 bytes)

Data

00
ab
ab
ab
ab

00
cd
cd
cd
cd

00
ab
ab
ab
ab

Data:
[Length:

Frame 2:

00 =

0

ICM

cho

Oxa

10

Differentiated Services Codepoint:
Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)

0

Oxabdd

(43997)

0x00

(DSCP 0x00:

= Reserved bit: Not set
Don't fragment: Not set
More fragments:

25
P (

10.10.10.1

(ping)

620

(BE) :
(LE) :

00
cd
cd
cd
cd

0b
ab
ab
ab
ab

0
4
1)

Oxe8a4

(10.10.10.2)

[correct]
(0x0038)

56

14336
(BE) :
(LE) :

15
cd
cd
cd
cd

30
ab
ab
ab
ab

(0x3800)
(0x9c79)
(0x799¢c)

400
311

63
cd
cd
cd
cd

57
32

ab
ab
ab
ab

cd
cd
cd
cd

10.10.10.2

Not set

ab
ab
ab
ab

(10.10.10.1)

cd
cd
cd
cd

ab
ab
ab
ab

Ry bEr IFe0BE |

(10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)

cd
cd
cd
cd

[validation disabled]

ab
ab
ab
ab

Default; ECN: 0x00: Not-ECT (Not

cd
cd
cd
cd

Default (0x00)

000000000b153063abcdabcdabecdabecdabecdabedabedabed. ..

72]

114 bytes on wire

(912 bits),

114 bytes captured (912 bits) on interface 0

Device# show monitor capture mycap buffer dump

Starting the packet display

0000
0010
0020
0030
0040
0050
0060
0070

0000
0010
0020
0030
0040
0050
0060

. Cisco 10S XE Gibraltar 16.11.x

00
00
Oa
30
ab
ab
ab
ab

00
00
Oa
30
ab
ab
ab

el
64
01
63
cd
cd
cd
cd

el
64
01
65
cd
cd
cd

od
ab
08
ab
ab
ab
ab

od
ab
08
ab
ab
ab
ab

31
dd
00
cd
cd
cd
cd

31
de
00
cd
cd
cd
cd

(Catalyst 9300 X 1 v F)

f1
00
a6
ab
ab
ab
ab

f1
00
a6
ab
ab
ab
ab

c6
00
20
cd
cd
cd
cd

c6
00
1d
cd
cd
cd
cd

00
fe
00
ab
ab
ab
ab

00
fe
00
ab
ab
ab
ab

el
01
38
cd
cd
cd
cd

el
01
38
cd
cd
cd
cd

od
e8
9¢c
ab
ab
ab
ab

od
e8
9¢c
ab
ab
ab
ab

f3
a4
79
cd
cd
cd
cd

f3
a3
Ta
cd
cd
cd
cd

63
O0a
00
ab
ab
ab
ab

63
O0a
00
ab
ab
ab
ab

46
Oa
00
cd
cd
cd
cd

46
O0a
00
cd
cd
cd
cd

08
Oa
00
ab
ab
ab
ab

08
O0a
00
ab
ab
ab
ab

00
02
00
cd
cd
cd
cd

00
02
00
cd
cd
cd
cd

45
O0a
0b
ab
ab
ab
ab

45
O0a
0b
ab
ab
ab
ab

00
O0a
15
cd
cd
cd
cd

00
O0a
15
cd
cd
cd
cd

Press Ctrl + Shift + 6 to exit
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0070 ab cd

ATFYT I KDODEIICASIL TNy 7727 YT LET,

# monitor capture mycap clear

Y

GE E: AN T77%270735L, TONKLE LBy 77 PHIBRISNET,

A\

B Ny T770ONEEFTRTILENDD5E1E, show 2~ ROHIZ clear 2~ K&
EITLET,

AT T10: "I 747 EFHHL, 10> THBRODEIIICAH LTy 7 7
arvTF Y ERRLET,

N

CE) XY TFYBT 7T 47X, Ny T 7 b show DFEITETHI LIFTEEHE
loo N7 7D show ZFEITT DRI, ¥¥ 7T ¥ 2EIETIHLENRHY £9, Lo
L., 77 A4NVBLUONy 77 E—= ROBFIZBEWTH Y T TF Ay NT 7T 4 772 &IT
pcap 7 7 A /L Tshow DFATNTEET, 77 A/VE—FTIE, F¥TFYNT 774
Tl XL, BHEOX YT Ty alDpeap 7 7 A NVTHry heERRTHIE
HTEET,

Device# monitor capture mycap start
Switch# show monitor capture mycap

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3, Direction: in
Status : Active

Filter Details:

IPv4

Source IP: any

Destination IP: any

Protocol: any
Buffer Details:

Buffer Type: CIRCULAR

Buffer Size (in MB): 1
File Details:

File not associated
Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATYTIL ROEHICANLT, Ry b Fx7F ¥ &2ELEL, Ny 77 DRER
FRLET,
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Device# monitor capture mycap stop
Capture statistics collected at software (Buffer):
Capture duration - 111 seconds

Packets received - 5000

Packets dropped - 0

Packets oversized - 0

ATYT1R2: RDEICANLTCHE Y T FART I T 4 7 ThHLHNE I DERELE
j—o

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATYT B ROEIICAN LTy T 7Oy FeRRLET,

Device# show monitor capture mycap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=11/2816, ttl=254

—--More«
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RT9T U ROLHIZATI LT, W flash: storage 7 731 AN mycapl.pcap 7 7
ARy Ty avT IR RELET,

Device# monitor capture mycap export flash:mycap.pcap
Exported Successfully

\}

G BEOZ I AR—FEETIE, a~r R2ETTHE, =7 28— MT Btk &
FIN, =Pl T M ERTHEICEET LEYHA, 2T, 77 A /LT
7y NOFIREFITT HENT, Wireshark 73D 22 Y — VI A v B—UNRRINDHD
T AMEN DY 7,

AT T ROLIICAN LT T 7 AADEF Yy TF v Xy hEERLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=11/2816, ttl=254

—--More--—

AT T16: ROLIICASNLT, F¥7F v FA U FEHIBRLET,

Device# no monitor capture mycap

Bl HABEMD/NT Y FOFERGEF v TF v BELURE

WOHNE, 74 NZIN Ty baexy P TFYyT5HEEZRLTOVET,

ATFYTLROEICANLT, BH#E N7 4 v/ T—HTD5F ¥ 7F ¥ HA b
FEFEL. FNET 7 A NMCBEMTE T,
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B 5 ersmossry romsEssy IF e B LUER

Device# monitor capture mycap interface Gigabit 1/0/1 out match ipv4 any any
Device# monitor capture mycap limit duration 60 packets 100
Device# monitor capture mycap file location flash:mycap.pcap buffer-size 90

ATYT2: ROEIICANLTHR Yy T F ¥ AA v PRERICERINTNDZ L&
st L 9

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 out
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap buffer-size 90
monitor capture mycap limit packets 100 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/1, Direction: out

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: LINEAR (default)

File Details:

Associated file name: flash:mycap.pcap
Size of buffer (in MB): 90

Limit Details:

Number of Packets to capture: 100
Packet Capture duration: 60

Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATFYT3:KDODEHIICAS LTy FEBIRL £,

Device# monitor capture mycap start
A file by the same capture file name already exists, overwrite?[confirm]
Turning on lock-step mode

Device#
*Oct 14 09:35:32.661: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

\}

GE)  FFoORBEIZIAAr Yy ST R B LRI, v 7T v EEE BEIRICE L
IHTLEEN, HARKD A v 2=V RFEREINTZHAT. ¥ 7 F v LB MEIE
LTWAZEEEWRLET,

*Oct 14 09:36:34.632: %$BUFCAP-6-DISABLE ASYNC: Capture Point mycap disabled. Rea
son : Wireshark Session Ended

mycap.pcap 7 7 A MIIE, F¥ T TF ¥ Lo Ty G ENET,

ATYT A4 ROLDIICAN LTy hERRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0.000000 10.1.1.30 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
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HHHAIRAHINT Y b ¥ TFrDE

=L
aX

K
it

1.000000 10.
2.000000 10.
3.000000 10.
4.000000 10.
5.000000 10.
6.000000 10.
7.000000 10.
8.000000 10.
9.000000 10.
ATvT5

KDE 7 a I EPC O

.31
.32
.33
.34
.35
.36
.37
.38
.39

[ I = T = N S S S SRS
N N el e e e

->
->
->
->
->
->
->
->
->

20.
20.
20.
20.
20.
20.
20.
20.
20.

waranry k xeIFeoEs [

1.1.2 UDP Source port: 20001
1.1.2 UDP Source port: 20001
1.1.2 UDP Source port: 20001
1.1.2 UDP Source port: 20001
1.1.2 UDP Source port: 20001
1.1.2 UDP Source port: 20001
1.1.2 UDP Source port: 20001
1.1.2 UDP Source port: 20001
1.1.2 UDP Source port: 20001

RO LEIWCATIL TR Y T F v A2 FEHIRLET,

Device# no monitor capture mycap

E 1

RIEGIZRLET,

Bl: /Ny b T—2 XX TFrDEE
WOBITIE, "y b F—% %5 FF v 2 BT 5 HEE R UET,

Device> enable
Device# monitor
Device# monitor
Device# monitor
Device# monitor
Device# monitor
Device# monitor
Device# monitor
Device# end

capture
capture
capture
capture
capture
capture
capture

mycap
mycap
mycap
mycap
mycap
mycap
mycap

access-list védacl

limit duration 1000

interface GigabitEthernet 0/0/1 bo
buffer circular size 10

start

export tftp://10.1.88.9/mycap.pcap
stop

Bl : X TFEN=T—EDEZR)TEADTFUR
WOHIE, ASCHIEXT R ry b F o725 HEEZRLTHVET,

Device# show monitor capture mycap buffer dump

Starting the packet display

0

0000: 01005E00 00020000
0010: 00300000 000OOCO111
0020: 000207C1 07C1001C
0030: 1D006369 73636F00
1

0000: 01005E00 0002001B
0010: 00200000 00000102
0020: 00019404 00001700
2

0000: 01005E00 0002001B
0010: 00300000 00OOCO111
0020: 000207C1 07C1001C
0030: 1D006369 73636F00
3

0000: 01005E00 000AOOQ1C
0010: 003C0000 00000258
0020: 000A0205 F3000000
0030: 00000000 0OOD100O1
0040: 000F0004 00080501

Press Ctrl + Shift + 6 to e

Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination

th

xit

port:
port:
port:
port:
port:
port:
port:
port:
port:

20002
20002
20002
20002
20002
20002
20002
20002
20002

0CO7AC1D
CFDCO091D
802A0000
0000091D

2BF69280
44170000
E8SFF0000

2BF68680
CFDB091D
88B50000
0000091D

0F2EDCO00
CE7F091D
00000000
000C0100
0300

080045C0
0002E000
10030AFA
0001

080046C0O
0000E000
0000

080045C0
0003E000
08030A6E
0001

080045C0
0004E000
00000000
01000000

..example

..example
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Ry bEr IFe0BE |

WOBNE, mycap & WD ARTOF ¥ 7' F ¥ O EIMHEHT L2~ KO Y R NEeRRT HHIE

R L TWET,

Device#
monitor
monitor
monitor
monitor

Device# monitor

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
21

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
epc _class capl

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.

show monitor capture mycap parameter

capture
capture
capture
capture

ROBNE, F¥TTF ¥ RA L FaT Ny 75 5EEZRLTOVET,

Device# debug epc capture-point
EPC capture point operations debugging is on

mycap interface GigabitEthernet 1/0/1 both
mycap match any

mycap buffer size 10

mycap limit pps 1000

capture mycap start

463:
463:
463:
463:
463:
463:
464:
464:
464:
464:

464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:

464:
464:
464:
464:
464:
465:
465:
465:
465:
465:

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

Starting the capture capl

(brief=3, detailed=4, dump=5) = 0

final check before activation

setting up c3pl infra

Setup c3pl acl-class-policy

Creating a class

Creating a class : Successful

class—-map Created

creating policy-name epc policy capl

Creating Policy epc policy capl of type 49 and client type

Storing a Policy

calling ppm store policy with epc policy
Creating Policy : Successful

policy-map created

creating filter for ANY

Adding acl to class : Successful

Setup c3pl class to policy

Attaching Class to Policy

Attaching epc class capl to epc policy capl
Attaching Class to Policy : Successful
setting up c3pl gos

DBG> Set packet rate limit to 1000

creating action for policy map epc policy capl class map

DBG> Set packet rate limit to 1000

Activating Interface GigabitEthernetl/0/1 direction both
Id attached 0

inserting into active lists

Id attached 0

inserting into active lists

Activating Vlan

Deleting all temp interfaces

SBUFCAP-6-ENABLE: Capture Point capl enabled.
EPC CP: Active Capture 1

Device# monitor capture mycapl stop

*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

4

I A L

4

14:17

14:17:

14:17

14:17:

14:17

14:17:

14:17

:31.
31.
:31.
31.
:31.
31.
:31.

epc_class_capl

*Jun
*Jun
*Jun
*Jun

4

4
4
4

14:17
14:17
14:17
14:17

:31
:31
:31
:31

.964:
.964:
.964:
.964:

963:
963:
963:
963:
964:
964:
964:

EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:

Stopping the capture capl

Warning: unable to unbind capture capl

Deactivating policy-map

Policy epc_policy capl

Deactivating policy-map Successful

removing povision feature

Found action for policy-map epc_policy capl class-map

cleanning up c3pl infra

Removing Class epc class_capl from Policy
Removing Class from epc policy capl
Successfully removed
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K
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*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
ROBNL,

17:
17:
17:

17

17:
17:
17:
17:

17

31.
31.
31.
:31.
31.
31.
31.
31.
:31.

964 :
964 :
964 :
964 :
964 :
964 :
965:
965:
965:

zomwnszay |

EPC CP: Removing acl mac from class

EPC CP: Removing acl from class : Successful
EPC CP: Removing all policies

EPC CP: Removing Policy epc policy capl

EPC CP: Removing Policy : Successful

EPC CP: Removing class epc_class_capl

EPC CP: Removing class : Successful
$BUFCAP-6-DISABLE: Capture Point capl disabled.
EPC CP: Active Capture 0

MIRIAI T %X TF ¥ (EPC) DT ubya=r T Ty 745 5kEER
LTWET,

Device# debug epc provision
EPC provisionioning debugging is on

Device# monitor capture mycap start

*Jun 4 14:17:54.

epc_class capl

*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:

17
17
17
17
17
17
17
17

:54.
:54.
:54.
:54.
:54.
:54.
:54.
:54.

991:

991:
991:
992:
992:
992:
992:
992:
992:

EPC PROV: No action found for policy-map epc policy capl class-map

EPC PROV:

Attempting to install service policy epc policy capl
EPC PROV: Attached service policy to epc idb subblock
EPC PROV: Successful. Create feature object

EPC PROV:

Attempting to install service policy epc policy capl
EPC PROV: Successful. Create feature object
$BUFCAP-6-ENABLE: Capture Point capl enabled.

Device# monitor capture mycap stop
*Jun 4 14:18:02
*Jun 4 14:18:02
*Jun 4 14:18:02
*Jun 4 14:18:02
epc_class_capl

*Jun 4 14:18:02
*Jun 4 14:18:02

.503:
.504:
.504:
.504:

.504:
.504:
class epc_class_

capl

*Jun 4 14:18:02.504:

T DDSE &R

ﬂﬁ
S
4=

ESPEACEE

EPC PROV: Successful. Remove feature object

EPC PROV: Successful. Remove feature object

EPC PROV: Destroyed epc idb subblock

EPC PROV: Found action for policy-map epc_policy capl class-map

EPC PROV: Deleting EPC action
EPC PROV: Successful. CLASS REMOVE, policy-map epc_policy capl,

SBUFCAP-6-DISABLE: Capture Point capl disabled.

ESPERE]S

R=-aF7ILAEZA KL

FRT L IVH

FIRT A N FDORELIZHOWNWTIE, LT EZZRLTTFS W,

[Display Filter Reference]

peap 7 7 A JVLAHE R

peap 7 7 A WHRHE RO FRIHE AT BT O TIE, LT I-
z] A7 a rOiFEMESRL TN,

['Tshark Command Reference.]
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B v rxvTrenEomERE L Ba

—

IS5—Aye—U Fa—4

Ky rxv IFvoiE |

A

)y

EHLET,

TDYVY—ADIVAT LTI — Ay
T—UERHE LT B0, ©
F— A=V Fa—FV— L%

https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi

o y =JL = % Bk ==
INT Y X v TF v EREDHEEERE & 1B
WORIZ, ZOFY 2a— /LTl LI-HRICET ) UV —AE#EZ R LET, ZORIL, V7
o727 UU—Z P A U TEBEDTR—IPNEASNEZLEEDOY 7+ 2T V) —R7
FERLTWET, ZTOMKEEIT. FFICWr D BNV RY . ZRLBEO—#HO Y 7 by =7 J U —

ATHbHAR—bFShET,

R 1137 b X v TF v EREDHEEFR

HeER

J1)y—2 B EETEER

Ry b ¥y T v OBRIE

Cisco I0S XE Everest 16.5.1a ZOSEENEA SNE LT,
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Flexible NetFlow D& E

* Flexible NetFlow DRI#ESA: (191 _—)

* Flexible Netflow |ZB3 2 fill#95H (192 ~X—)
« Flexible NetFlow (ZBI3 2 #H (194 ~—2)

* Flexible NetFlow O E HiE (213 =—)

« Flexible NetFlow DS (226 ~=—0)

* Flexible NetFlow DX EH] (226 ~<—)

* Flexible NetFlow O#§EEfGF#H (229 ~X—)

Flexible NetFlow D RIIE 514+

s RO < KN TEF S5 Flexible NetFlow D key 7 4 — /b FIZOWT I E#HEL TV 5
N
 match flow
 match interface
» match {ipv4|ipv6}
» match routing
* match transport
« RO A~ RTEFK S 415 Flexible NetFlow @ nonkey 7 « —/L RIZ-DOWT K < EfFE L T
HT L,
» collect counter
« collect flow
» collect interface
* collect{ipv4 | ipv6}
« collect routing

« collect timestamp sys-uptime
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Flexible NetFlow O3 |
B rexibie Netflow 1= 2 51405 E

« collect transport

e Xy NI —F 7 F 34 AT, Flexible NetFlow 3% 45— ~ 47~ Cisco U U — 2 235548)
LCWaZ L,

Pvd 57497
c Ry NT—F T FNRALARIPEN—TF 4 THRIZEESNTWAZ &,

» Cisco Express Forwarding ¥ 7= |ddistributed Cisco Express Forwarding DV NT U005, T /31 A
B X O'Flexible NetFlow Z BT 5T _XTCDOA v F—T =4 ATHMELEN TS Z &,

IPv6 k5T 199
Xy NT—=F T TN AR, IPVOL—T 4 VT HICRESNTND Z &,
» Cisco Express Forwarding IPv6 & 721343 1% Cisco Express Forwarding DN 4175305, 7 /34

A B X UV Flexible NetFlow Z B ZMbT 5T _RCHOA X —T =24 ATHEMLENTWE Z
&0

Flexible Netflow [ZE89 2§95 18

RIZ. Flexible NetFlow (2B T 2 HifFHEZ R L £7,

* Flexible NetFlow (%, LA Y2 R =+ F¥rRxV A F—T =2 AT R—FShEEA
N, LAY2A—FF ¥R AN K= FTIEVAR—bFENET,

e Flexible NetFlow iZ, L' A VY3 AR—FrF¥y VL Ao X —T 2 AL A /NIR— FTHIR—
NENETH, L NT T4 w7 XA T LHFMOWFIZH LR R—FEINEZ &
XH0 FHA,

» Traditional NetFlow D7 H 7 T 4 » ZIEP R —F ENTWER A,

* Flexible NetFlow X"—2 3 V9B IONN—=T a3 10Dy AR— 73—~ v bR R—
FENTWET, 72772 L, =T AR—=F7 0 b alBREINTWRWERIE, X—T3
YODTIAR—= T =<y MR T 74N N THEHHAINET,

« A% Application Visibility and Control (AVC) 77 ¢ v 7 OE . VAT A ED 128k
DVAY2ELIFLATYIOMEA L =T 24 ATRETEH 70 —F=F—|L1OD
ZSE

« Flexible NetFlow 3 L ONNBAR XA UA > X —7 = A A CRIFICERETETEE A,

L AY2 IPv4, BERIPV6 D T T 1 w7 ZATRYPR—FIhTWET, 25 b
TTA4 I AATOERDO T — =S —% FRELILA F—T =A X LTI M
TEET, ACEI 74907 ZATOEHDO T n— E=F—%fFELILA =T A
A EHMITITEH TE A,
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| Flexible NetFlow

B

axX ;&

Flexible Netflow I=B8 3 2 #9318 .

e FNRA AT R ZABIORSVIA v Z—T oA A R—F L TWERA, 277 L, LA
Y2LULAV3IDOYHA L A —T A ABLARVLAN 2 7 4 Falb— gy F— )
PR—=hrENTWET,

« DY A XD NetFlow 7 — 7 B3P R — FENTWHET,

L LRI A7 NetFlow 7— )L 71 NetFlow 7—JJL
Network Essentials 32K 32K
Network Advantage 32K 32K

c 2L v FDEA LIS LT, AA v FITUT VB E/1% 2 [HO#EE ASIC DY £4, Lo
FITRENTWAREIL, o 7 HALFE 21X ASIC BT TF,

c A wFIE, 1OFEREF 20T EYR—FTEET, KA——T7 1 —TCAM L, =
T B0 256 DAST= MY L 256 DH ST Y Y AR— b TEET,

* NetFlow 7 —7 /VEERIO /8= R A MZHY | flAEDEDL Z&IFTEEEA, A
Ty FERFEL72a 7O T, S Lica 7 d7 —7 M7 e —3MEREIVE T,

e NetFlow "— R 7 = 7 DEETIT, 4 EONN—FRT =27 o 7T7—RER—FENTWE
T, 12~11024 DYV 7T — L— hEBRTEET, T XL P77 LHEER
Y TDOmTOE— FRFR—FENTWET,

* NetFlow /N»— R =7 ONE TliE, Ny o 7—7 BRI TWET, "—Ro=7T
WTHAy V2B RZRRETLHHERHD ET, LEnosT, NEHOHEEAEY (CAM)

TH—=NR—=T7 =01 ELTH, EBED NetFlow 7 — 7 /L Ol IR 13K 80 % L7\
HAWHY T,

e TR —IEHESND T 4=V NICL o TERRY E30, BH—0 7o — X2k L=
VRV ERSETEET, IPv6e Vu—LT—X Uy Tu— 2o N ERELE
T, ZO%E. NetFlow = b U ZRITHERHTIIX, 77— A XDH50TEHE
T, ZAE. BNy T EORIE &R TT,

c FNRA AT, K ISHO T e —F =X —% Y R—FLTWVET,

e NetFlow Y 7 b7 = 7 OFEIETIL, /¥ NetFlow =7 AR — "RV R—FEINdD20H, 7
O —MRMERENTZFCT AL ANE 7 a—Roe 7 AR—FENTWET,

s A7 IR 7 a—DRry b aEZfE L ASICIZHY £9, HAh7a—iF, 3
7y RINEBIZT NRA Ay T v 7% LIZASICIZH Y £97,

e NA MBI R T 4=V ROLAR— ME ( lbyteslong] EFEIXILD) 1L, VA Y237y
M A ZDI8ASA FTE, kDA =Yy M FT7 70 v7 (8023) OHE. ZHIFIE
ETT, MOTRTOAL—H Ry b XA TDGFE, 207 40—/ RIFIEHETIESY £
Ao Tbyteslayer2] 74—/ REMHT L L, BIZEMR LA Y237y b A A0HE
EnEd, ¥AR— k&N D Flexible NetFlow 7  —/L KIZ2OW T, k¥ w7 [Supported
Flexible NetFlow Fields] #Z&M L T 72 &0y,

cAVC 70— F=HF —®D IPFIX =7 ZAR—Z DFREITVHR—FENTWEFA,
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Flexible NetFlow O3 |
B rexibie NetFlow 1= B 1R

* Flexible NetFlow =2 AR — MM, 4 —H v MEEHKR— & (GigabitEthernet 0/0) Tt
A—hSNTWEHEA,

e 7n— La— RNEETLIN—T X7 (SGT) Lt/ N—>7 %27 (DGT) D7 4 —)b
R (F2TZ02500WFTND T 4 —/L R) EIFREENLIHE. MFOEZEH T
RNELTH, SGT EDGT I 2R E L7 e —MEkanEd, 7ue—La—F
121X, SGTREO'DGT 7 4 —/L K& —fElz, BMETRBLUSERIP T RL ARG EN B M
ERb ET,

s Cisco TrustSec LIS D A 4 —T7 = 4 ATlE, SCTHENLErDEFE, a<r R~y X —»
RN L EEW LU E T, Cisco TrustSec £ > ¥ —7 = A A TlL., SGTENAErDFE. R
B 7 CThirZ L EWRLET,

cIPv6 7R —FE =X —DE, FETIN—TZS (SGT) 74—V REsif I N—F%7
(DGT) 74—/ FiZ. MACT RL A7 4 — )L REIFETEXFEHA,

* Quality of Service (QoS) D~ —7 BT HiVT= /37 v h AT FFAIZ NetFlow 235% iE 4L
TWABA LV H—T x4 ATZEEINDE, /X7y F®D QoSN NetFlow = L7 Z 2L - T
XX 7Ty INET, 2L, Ty RRHTARICERE S 72 NetFlow 21 2. 721 >
H—T A4 ATZEEIN, AL v FIZL > TATIRFZ QoS fENEE L LA,
Ty FOF LW QoSEIZZ LV 7 HXIZL > THy FF ¥ INERA,

e NetFlow L 22— RiZ, v /AF7Fu ha3)b 5L 24 vF o Tkt (MPLS i) A > & —
TxAf AP HR—FLETA,

e MPLS %X~ T —ZHNDMPLS 5~ E I F—E2 Xy FF iR — S TWEH
Ao MPLS % 71 &/ RDIP~Ny X —T 4 — )L ROF ¥ 7 F v idHHR— SN TWE
A,

« 17— =%—|%, EoMPLS *&— KF /2% L3VPN Per-Prefix £— R CHHhEIhb 7
n—%%¥7F ¥ LEFA,

s 7 —F=H—L, LAVIWYHEASA L F—T oA A LIS L EF—T =2 A (LA T3

R R Fx RN A Z =Tz A bAFTIKR=FFX¥RIAVAN 2 v FARAEA
Z—T A A (SVI) 728) BITHETHZ LITTEEHEAN, @mBlaA v ¥ —7 = A A
FEEILAVYIYEASA L X —T oA AW THEHETEEI,

Flexible NetFlow [ZB83 315k

Z Z TlX. Flexible Netflow {2 DWW Tl L £ 97,

Flexible NetFlow M #} &

Flexible NetFlow CiZ7 e —%H LT, 7Av T 407, 2y b= =XV 7 B
FOxy NU— T T o= T EET A S WA REE L £,
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| Flexible NetFlow

B

axX ;&

LIRT0 NetFlow & Flexible NetFlow 0%l s .

T3k E A v H =T = RELBEFRONy b AR — AT, F—OfEIZREC T
T, F—IE, X7y PO T 4 — )V REH#ITHETT, 7ue—%{EKT 212, 7a— L
a—REHEHALT, Z7o—EHAOF—ZEELET,

TNRA A, Fy T OFEAMEE X2 VT 0 OFEE B % FIHEIZ T 5 Flexible NetFlow
HEZ YR —FLET, 7127 T/ NetFlowhfEA AT 5 L. REDERKFH T 4 —/L F
DEENLX—FERTIZLT, 2OT 7V r—y g xR 70— 1 a— REEHTE
F9,

12oO7a—LRAREN5 37y T, TR_RTOF—ER—FH L TWILERHY £, 7
O—|d, RELIFZ I AR—F La— R A= g U cEkS3nWT, BEobsfhor 4 —L K
EDAHZ L HH Y FJ, 72— Flexible NetFlow ¥ % v o 2 [TEM I L E 1,

T 7 ZAR—& Zffi [l L C Flexible NetFlow 73 7 &2 — D72 DIZNEEST B F —F o 7 AR — kL,
Flexible NetFlow = L 7 Z 72 DV E— h AT A DT —FH T J AR— N TxFE4,
Flexible NetFlow = L 7 # %, IPv4d 7 RL AZ{FHHATE 7,

T —EHHLTCT7a—DdIlNETET -2V A X2 EHELET, T=F—T, 7
o—L a— REB X7 AR —% % Flexible NetFlow ¥ ¥ v > 2 MBS LET,

Cisco IOS XE 16.12.1 U U — A LI, Flexible NetFlow FDEE I/ V—7% 7 (SGT) BL W
w7 N—>7%27 (DGT) 74—V RiL, IPv6 8T 7 4 v 7 THER— SN ET,

LIRITO NetFlow & Flexible NetFlow 0 | &5

Flexible NetFlow CiZ 7 0 —% 12— W —/NEFETE F9, KIZ. Flexible NetFlow DF| 5 %7~ L
S

s AT —Z VT 4, 7u—{FROENLED, REET 71—k,

cbF 2 UT 4 OB L dDoS DI LRI Db DR EN 7 n—A 7T AT
7F %,

e 7u—ERE Ry NT— I NOEDY —ERAF T4 —2 g VIS B 37 v
B OF LWMER, FIFATE 57 v —1EF#iL, FlexibleNetFlow 2 —W —MR A ¥ <A X
AlHE,

* Cisco D ZBR THLEHE A RE 72 NetFlow Version 9 D% H,

CIPTAVT AT R—=F == U=A Tu bz (BGP) R —TAWVT 4

VT OKEBIR Y ol DS DT T T 4 v TR R BT AT DI TE B
AR IP T T 4 v T H%RE,

Flexible NetFlow CTliX, *v U —7 O#EifE%E, xv NV —7NTHEHEN D S S E 72—
B RIZADEEED 7 a—tERE & BT, XV ERICEME CX £9, KIZ, FlexibleNetFlow
e O RAFIZ R LET,

« Flexible NetFlow 1% Cisco NetFlow % = U5 Bsfly — L b LCHERELE9, 7-& %
X, 22— =Ry NT— VN THEDE A TORBLZMBETEL L1, "y hER
MACT7 RLADTEDIZH LW o — XF—3 ERTAI LN TXET,
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Flexible NetFlow O3 |

B Flexibie NetFlow > o R—% >+

* Flexible NetFlow Z /1925 &, TCP 77V /r— g E/LIZUDP 77U r—ra & n
7y PROY—ER 7 T2 (CoS) T EICHMEICENT L2 LICX-T, AA MHTERF
ENDT TV r—ary F 774 v 7 OREEREICHTEET,

VPRI GATLIIE R A RNER Yy TV NLF T hal FUL AL v F S (MPLS)
MIP 2T Ry NT—7 BIOFEOHEEEANT D NG T4 DT T 47,
COMETIH, my VDRI T 4y v U T AEEETEET,

& DFIZ, Flexible NetFlow Z % v F U — 7 ITE AT 5 HEOHIZ - L ET,
[ 9: Flexible NetFlow &8 )& A

. Peering Flows
L Dest. AS

' Dest. Traffic Index
BGP Mext Hop

ISP

Sl
B S
F—— % =)
Data Center \
- IP Subnets
s Ports
Multicast Flows Security Flows Protocal
Protocol Protocol Interfaces
Ports Parts Egressingress
IP Address IP Address
TCP Flags TCP Flags
Packet Section Packet Section

Flexible NetFlow ® 3 > R—F% > k

JA— La—FK

Flexible NetFlow 1%, W DO =— g 0 T—ITHEALT, FT 70 v 7 0BLXW
Fe B T AR— MNEATEBa L R—3 FTHER S FE T, Flexible NetFlow = —H—
EFOT7o—La— FBIRar R R—xr boOETIEL, B/INRBO¥Oa 7 4 FalL—g
v aw U RT, Xy MNIT—=F% T TRAATO N T T 4 v IG5 BLOT —% =7 AR—
DIEODOIESERA L 74X ab—va OEERBRERHRYET, 70 —F=F—IT,
Jua—La—R, T7a— T AR—HF, BLOXy v a XA TOEFOMAEDEEETE
TEET, 78—V AKR—FDHIP T KL AR EDNRT A—=FEERT LA, 70—
T AR=FEFEATHT_XRCOT7n—F =X —1Cx L THEBMIIAFSNES, RL7e—
FoH—EEBEOTu— ST T LREDL L, SESERA VAT A A LETEE SR
HWEDRLAXATDXY NT—0 N T T 4w 7% 7 Y7 T&Ed, ZZTlE, Flexible
NetFlow = > R—F > FDZDOMOIEREZ B L £9,

Flexible NetFlow TiE, ¥— 74—/ NEIEF— 7 41—V ROMAGDLEE L a2 — FEFFOE
9, Flexible NetFlow @ L = — R Flexible NetFlow 7 B — E =X —|ZE| Y ¥ THiL, 70—
T DOEMIHEREINDF v v 2 NEFZSIVE T, Flexible NetFlow (213, Flexible NetFlow
DR Z BT DRSOV DD FRIEREAD L 2 — RREENTWVET,
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NetFlow DEEEFHOLa—F [

Zur—La— RNTiE, 7a—HNOry &i#AIT 572912 Flexible NetFlow T 132 % —
& & HIT, FlexibleNetFlow 737 B —{ZOWTCIET HMOB#H T + — /L REEZRLET, F—
CEHET =V REEEOMARDLDETIHELT, 78—V a—REEXRTIET, 731 A
3. WAV —ty "EYR—FLET, Jr—La— RTII, 7u—HALTINET LY
EDEATHERLET, 648y bRy NEZIIANAS NI D U FERETEET, T34
Alx, 7a—La— ROMERKRIZ, 7740 & L TR match 7 4 —/V REFHZLET,

« match datalink— L ¥ 2 J&E

« match flow direction— 7 @ —® S & T 57 4 —/ FEO—FKEZEBELET,
» match interface— A ~ % —7 = A A&k

« match ipv4— IPv4 JE& 1k

« match ipv6— IPv6 J& %

s matchtransport : h 7 > AKR—hKg7 4 —/ R

» match flow cts— Cisco TrustSec 7 4 —/V' N

NetFlow DERIEEFAFD L OI—F

Flexible NetFlow [ IZ R ERFAD L 2 — KRN O0nEGEN, FnaEHALTxy hU—
7 NI T 4 vl OEMERIETEET, FAERKEHD L 32— RiL, Flexible NetFlow % il
WCEAT H720ICHEND, 22— —EZRO 77— L a— LY fffIcEHTEET, x> b
U—0 B2 ) T O=— AT EREHADOL I — RO Y X M) LB TEX £7, Flexible
NetFlow LR &5 &, — e —F —ERDO 77— L a— REHEFIERKFH-L aT— &
LCEHATE, BEICEATEDLL TR T,

)

(G¥)  FHEIEFES N7z 22— RiE, Cisco Catalyst 9000 3 U — & A A » F D@ O Flexible NetFlow T
T AR—=Fr3InEtEA,

1—H-—EFHLI—F

Flexible NetFlow Tl%. key 33X N nonkey 7 f —/L RZ$RE L, EEOEMFIZAEDLETCT—X
W% T A X~ A RAF 5 Z & T, Flexible NetFlow 71— F=X— F ¥ v a2 fOMED L
a— REEFTX E T, Flexible NetFlow 72— F=HF — F v v 2| L THED L 2 — R
EERT HHE, 22— —ER L a— FEMFINET, nonkey 7 1 —/L ROfEIXZ, 7 —HD
77 4w 7 BT 5 EMERERMT 5707 n—13BMEE 9, nonkey 7 4 —/L KD
EOEFIZL>TH LW e =N ERENDZ LiEH D WA, 1FEAEDEE, nonkey 7 1 —
v ROMEIL 7 0 —NDRHD /ST > b2 b DHEG SV E T, Flexible NetFlow Z 2 & |
nonkey 7 4 —/L R& LT, 70 —HNDONA MIANT Y MR ED I T 2 — %k X% 7T ¥
T&EET,

a—P—ERKL A= NI QSBIUHHIEEM., 7V r—rvarta—HF—D 771y
7 7ua7yA Y7, dDoS WEBIZHT 58X VT Bl DT 7 r— 3 U HICHER
TxF4, F7=. Flexible NetFlow (ZIZLLRTD NetFlow # =3 = L — T 5 W< DD HEFE

Cisco 10S XE Gibraltar 16.11.x (Catalyst9300 X f v F) v bJ— BB T4 Fal—2av HM4 K .



Flexible NetFlow O3 |
B rexibie NetFlow 0 match /<5 % —%

FTEH L a— FHEENTWET, Flexible NetFlow D —H—EF#KL a2 — KT, 2—%—
DERERRER YA XDy O D87 v a v EERTOHEEZFIHTE, key 7 4 —
)V RE7ZIEnonkey 7 4 —/V RE LTy hOZDMDO T 4 — L RRBEMEE b7 — L
a— RNTHEHLET, 272 a i3y y hOLA V3T —EREENIHERHD F
T, Xy oI v ar 74—V RTHE, —%—2 Flexible NetFlow O jii & 257 7 L
= ROXMRINO/r oy N7 4 =)V REERTEET, Ty b7 40—V ROGHHEREIC L -
T, SOIZEEMe N7 7 4 v VB AIEEIC /2 5728, dDoS WEE DA I 5, URL B5fi
o X=2 T4 TV —a COERENRAREIZRY ET,

Flexible NetFlow Tl, HATERFEHZ A T D2 —F —NREFRERY A XD ry b k&7 =
UMEME I E T, R Flexible NetFlow =~ > K (Flexible NetFlow 72— L 22— K 227 ¢
Xal—raryrE—RFCHEHIND) 237y h &7 va OFRFIEREAZ A 7T OREIC
HHRTXET,

« collect ipv4 section header size bytes : & 37 > F D IPv4 ~ v X —DSEHAN 5 bytes 55T
REINTANA MEIDOF ¥ 7 F X 2B L ET,

« collect ipv4 section payload size bytes : % /37 v RO IPvd ~v X —DEEZEDIH /A ~D
Fry 7 Fr Bt LES, Frv 7 Fr i A ML bytes s TRRESNE T,

« collect ipv6 section header size bytes : %&/3%7 > ~ D IPv6 ~ v X —DJEHN 5 bytes 55T
FRESNIAA MEOX ¥ 7 F ¥ ZBM L ET,

bytes i, 7r— L a—ROINLDT 4 —/L ROV A X (NA NHELL) TT, STy b
SHGE7 Z 7 A MPREREINT®Z Va4 XL /WA Flexible NetFlow [ 37 12—
La—RHNDEYDOE gy 74—V RE 0 THOET, ry b A T7RERINT-E
Jvav AT E—FH LR oT=8A . Flexible NetFlow (71— L a— KNoO® 7 v 3
74—V FeEE 0 THDET,

Flexible NetFlow Tid, ~v X —BLOXTry b 87 a DX A4 FITHLWWAA—=V a9
PAR—F T —~v b 74—V K XA THRBMEZINET, Flexible NetFlow i% NetFlow = L
AN, T HN=T a9 AR—F T T L— N 74— L RCREINT-EZ VA
VYA REWALET, A a—RFRE7 g 0E, ST EARE T =L KRBV, INE
SINDEIZVa rDEEOA ZENET DHIEOIfEHTEET,

Flexible NetFlow 0D match /85 * —4

R DT, Flexible NetFlow @ match /X7 A —Z |ZOWTHHLET, 77— L a— KK LIz,
WD match N7 A —H % 1 DL ERETLHILENDH Y F5,
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Flexible NetFlow 0 match /<5 x —% [

R 12:match /135 * —4

=l VN N EL:g]

match datalink {dotlq | ethertype|mac|vlan} |5 —% VoV F-13L A4 ¥ 2 74— RED
—BERELES, KOavxr B AT var
MEFAFTRE T,

e dotlq : dotlq 7 4 —/V R & —FH L £,

- ethertype : /X% > K@ ethertype & —F L

F7,
emac : EETLELITSEDPMAC 7 4 —)L
KE—FHLFET,

evian : /N7 PDELE S 15 VLAN & —
BLET (ADERITHTD) .

match flow direction Ta—Z@RT 57 4 — L R DO—BEIRE
l_/i‘a‘o
match interface {input | output} A EB—=T 2 A RA T4 —)LRLEO—FEIETE
LET, ROa~> R A7 a U»MEHATHE
‘G—g—o
cinput : AN U F—T 2 A AL —FLE
—g—o
soutput : 1A > F—T7 =4 AL —FL
£7,

match ipv4 {destination | protocol | source|tos||[Pv4 7 4+ — /L RED—EEIEELET, KD
ttl ] version} 2y R ATV 3 A AIETT

» destination : IPv4 %6557 K LA ~X— A D
T 4= RE—ELET,

e protocol : IPv4 72 bbb —E L %9,

s source : IPv4 £{E67 FL A RXR—ZAD
74— RE—ELFET,

etos: IPv4 A 7 &7 —E R 7 4 —)L

KE—FHLFET,

o ttl : IPv4 ffelef] 7 4 — L RE—E L&
KR

sversion : IPv4 ~y X —DIPX—T g L
—& L7,
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. Flexible NetFlow @ collect /X5 A —#%

Flexible NetFlow O3 |

avy kR

S

match ipv6 {destination | hop-limit | protocol |
source | traffic-class| version }

IPv6 74—V RED—HEHRELET, KD
avy R A7y a UaMERARETT,

« destination : IPv6 56557 K LA ~_— A D
T4 =V RE—FLET,

 hop-limit : IPv6 &y 7 U I v b 7 1 —)b
FE—HLET,

e protocol : IPv6 ~~A 1m— R 7’1 k=)L
74—V RE—EHLET,

esource : IPv6 EfELT R A R—2D
T4 = RE—ELET,

e traffic-class: IPv6 N7 7 4 v 7 7T X &
—HLET,

everson : IPv6 ~v X —DIP/A—V g &
—HLET,

match transport {destination-port | igmp | icmp
| source-port}

N7 UAR—RET 4=V REDO—EEFRE
LET, Oa~<wr K A7y a UAME-HEE
"C:\—a—o

« degtination-port : BiEEAR— & —E L
£7

eicmp : ICMP IPv4 38 X OV IPv6 7 1 —/L B
ZELICMP 7 4 —/V R & —ELE T,

sigmp : IGMP 7 4 —/V R & —E L $7,
* source-port : fxikeAR— & —FH L E7,

match flow cts{source | destination} group-tag

FNF L 22— KD CTS 7 4 — /)b KDY R — |k &
D—HEEELET, ROa~v s R A7 =
UBMERFIHETT,
esource: KAA &2 AST 5 CTS DEE
gLE—HLET,

» destination : N A A &IET 25 CTS ©
e —EH L ET,

Flexible NetFlow O collect /X5 A —74

WD F T, Flexible NetFlow @ collect /X7 A —H ([ZOWCHE L £9,
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so—zsz8—4 |

% 13:collect 185 *—%4

avw Uk B&Y

collect counter { bytes {layer2 {long} |long} || H > % 7 4 — ) ROEE A "L AES

packets { long } } Ty MEEIELET,

collect interface {input | output} ANEFZHAA v H—T = A ZipDT 4 —
NV RENELET,

collect timestamp absolute {first | last} BAND 87 D HSHER S T MR, 7

853 OV /AN T I TRV AWk EhIRiSs
o7 4 — NV RFEINELET (TUR) |

collect transport tcp flags WOERE TCP 7 7 7 & INE L £7,
ack : TCP fEs8InE~7 7 7
scwr : TCP gD > R UMa/h7 Z 7
cece: TCPECN==2— 777
«fin: TCPHT 777
epsh:TCP F'v vz 757
srst: TCP VY h 757
esyn : TCP R}~ Z 7
surg: TCPREET T 7
GE) T AT, WETDHTCP 7 7
JERECEEH A, BETCP 7

T ITONEOHIEETEET, T
NTHOTCP7 7 71 ma<w K

TIEINET,
collect counter bytes 70 —OREGR I NN MEEEF— T 4 —
LREELTRHREL, 70 —0&1 Mgk
INEL £,
collect counter packets T —THERESND /Ty NMiEHEXR—T 41—
MRELTHREL, 78—006/5r v b
BEIELET,

JO0— I RAKR—4

TR —TJ AR—HTIL, 70— F=H Fyr v alNOT—HE2VE— AT A (I2E 2
X, ST B LI OMREE DI NetFlow 2 L 7 X 2 FEITTHY—) [T/ AR—FLET, 7
O—T/ AR—HF I, 274 FXal—2arTHO T 47 0 L UTERESRET, 7
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Flexible NetFlow O3 |

n—xTJ AR—H|L, 70 —F=HXIIT—HX T AKR— MERELZIRHTI-DIc7n—8=X
WEIv Y ToNET, O T7a—2 7 AR—FEER LT, | 2F KO 7 n—E=4
WEAT 5L, WS OO AR— MNeZEETHZENTEET, 1207 —x7 AR —
ZEERR L, W OO 7 —E=F | CHHTAHZ ENTEET,

NetFlow T—% THYRAFR— b T+—T v kD/IN—2 39

NetFlow DFEAH T 72— L 2— K T9, NetFlow Nk E &N, 77— L a— KDL D9
D7 F—~v FWRAELE L7z, NetFlow ©7 AKR— b 74—~ v FORHFHOMEIIL, —

Va9 LIEENE T, NetFlow Version 9 =7 AR — k 74—~ v FOkBIEREIL. 5707

L—"BR_R—=R L4, 77— NI, La—RK7x—~v hORFEHEATRER L O
WZLET, NetFlow br—EARERIKEESN TS, EAZ7e—La—RF7r—~<y NE2ZEREL
BT ARENDY AL, TUT L= TS L ROV ONOFERH Y £,

*NetFlow Da L7 Z &4 L7c y—ECRXEZRRLIEVTLHT7 7Y r— 3 VaERT
LY — RR—=F 4 BEVRR = M —L, FHlO NetFlow HEEEN BN E D =N T
Vor—varzBar (VT H0E3H0 $HA, KbV, BBaoT7 7 L— K 74—
~y NI TN OT —% T A NVEHERTHZENTEET,

CHTHIREREIT. BUEDE AR #1025 Z & 72 < NetFlow [ZHURIZIBINTE £,

e NRN—T gL 97—y MIB LW E Fa AR PO h 2 U CESETE A7,
NetFlow IZZ b D7 1 b auZxt LT DEsEficxiie) LET,

N—=Ta9DTI AR—K 74—~y bE, "y b~y X—LZniki< 1 2L EOT
YFl—hT7u—tky hEREFT ¥ 7e—ty hTHRSNTWET, T L— K 7
a—ty T, FROT—F 7a—ty MIFEREINDE 7 0 — /L FOFHABRRIES L ET,
ZOEIRT—H Tu— Tty MI, BTRILZZ AR— bk 7y bEREFEFEOT S AR—
oy NCRAETDAEERDY T, 77 —F 7e— %y FBLOT—X 7o—
Ty MI, RORIRT IS, =D AR— "7y MURESEL ZENTEET,

10:N—23 29T RAR— bk R4y b+

Packet Template Data Data Template Data
Header FlowSet FlowSet | FlowSet FlowSet FlowSet

7757

NetFlow Version 9 Tl., EE&N 5T —H % NetFlow 2 L 7 X NEECE L X512, T
L— b F=2 &2 EHNIC I AR = LET, £2, 707 L—bDOTF—% ZJu—t v b b
T AR— 1+ LET, Flexible NetFlow D ERFSIL, 2—HF—m7o— La—RKERETH
L N=Ta 9T T L— NMIEFERPICER S, a7 X kIS 2 T, ToOK
2, ~yH— T —hT7r—Fy hBXOT—¥% 7un— &y FEEH T, NetFlow
Version 9 =27 A" — K 74—~ v MNOFEMAREI AR LUET,
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JO—E=_43—

11: NetFlow /X\— 3> 9T AR— k 74— v ~ DB

(Template D 256)

Haader <— NetFlow Version 9 Header: 32 bits —»
First Tamplate FlowSat Warsion 9 l Cou_nt_ =4 [Fla'.\!Sd_}s;
Tamplate Racard System Lptima

First Racord FlowSat UNIX Secands

First Data Record

Package Saquenca

Sacand Data Record

Source ID

Third Data Recard

<—Templata FlowSet: 16 bits—

Sacond Templata FlowSat

FlowSet ID -0

Tamplate Racord

Langth = 28 bytes

Tamplate Racord

Templale |D = 256

Second Record FlowSat
(Template 1D 257)

Figld Count=5

Data Record

IPvé_SRCADDR (0x0008)

Data Record

Langth = 4

T 1]

Data Racod

IPv4 DSTADDR (0x000C)

Data Record

Langth = 4

IPvé_NEXT HDP (0x000E)

Langth = 4

PKTS:_32(0%0002)

Langth = 4

BYTES:_ 32(0x0001)

Langth = 4

-«—Data FlowSet: 32 bits —»

FlowSat Langth =
ID =256 64 bytes

182.1688.1.12

10.5.12.254

192.168.1.1

50049

5344385

182.168.1.27

10.5.12.23

192.168.1.1

T48

388964

182.168.1.56

10.5.12.65

192.1688.1.1

5

aTiTEA

8534

JO—E=-4— .

N=Tq 97 AR—b 7 —<v bOFEMIZHOWTIE, mYA » ~2—,3— [Cisco I0S
NetFlow Version 9 Flow-Record Format] #ZM L T 72 &y, RO URL OB AFTEET,
http://www.cisco.com/en/US/tech/tk648/tk362/technologies_white paper09186a00800a3db9.shtml

7 — & =4 —|LFlexible NetFlow D% > " TU—27 ~TF 7 4 v 7 QEREZEITTHa R R—R

VRTC AV E—T oA AZHAENET,

Tu—F—HFRxy hU—7 FTT7 4y mbtESh, 7Ju— L a—RKDkey 74—/ R
B L Vnonkey 7 4 — /b RIZESWTEH Y mEX 7o — =4 —F ¥ v a|lBISNH

ij‘o

Flexible NetFlow (X, RIC T 7 4 v 7 DS EIER XA T O FTT DDl TE
9, TOXRTIEHE, ANMA v E—T 2 A A EDOEH#ERNT 7 ¢ 7T OTZDITHEFTFEINT- L
a— K&, WA 2 =T 24 A EDOEXF2 ) T 4 9O DICEF SNy a— RE/fAL
TRy MBS EhET,
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JA—HrIF5— .

JOo—Hr75—

Ta—Hr 5 —I, N—EFDaLr T Fal— g TRHIOaryR—3xr FE LTER SN
F9, 7a—H 7T, STAIGRIRSIN D 7 v FOEEHIRT 5 Z & T, Flexible NetFlow
EEITLTVDT A, A LOAMEZRO T DI ESNET,

Ta— BT TR, V= E DR T = L RIIKTAE=Z Y TR ENRS SN E
T, Yo7 —%ETn—F=F—lHlTHE, Ta— =X =BT OMNBEOH LT
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WA SN ATEROREDN, ZAUIL U TR T LET,

ip flowmonitor 2~ > REFHLCA v X —7 oA AHEHSINDIEGA, Y7 I7—F7n—
T —LHAEDETHERSNET,

HHR— k&M TLVS Flexible NetFlow 7 1+ —JL K

WORTIE, SFSER N T T4 v I XATBIWNNT 7 4 w7 HEIZDOWT, Flexible NetFlow
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#R— kSR TLS Flexible NetFlow 7+ —L k]
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B - ST % Flexible NetFlow 7« — L K
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#R— kSR TLS Flexible NetFlow 7+ —L k]

Ja4—)L |LA4¥2In| L4142 |[IPviIn IPV40ut |IPv6In IPv6 Out FE
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Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4 Out IPv6 In IPv6 Out FE
N Out

Bytes | &fI ST ST ST i ST
layer2 long

o

X E

WDOFIL., T /351 ZIZxT 5 Flexible NetFlow OF 7 /L R EZ R~ LET,

£ 14:7 7 4 )L b D Flexible NetFlow %€

RE T4k
Ta—T 7T 4T XA LT Tk 1800 £
Tu— XA LTI NDOKT 7T 474k 15 7

Flexible NetFlow : A 71 VRF H-7R— F D=

Flexible NetFlow : AJJ VRF ¥ 48— MERE TlE, key 7 4 —/L K & LT Virtual Routing and
Forwarding (VRF) ID #INET 57 n—La— R KRHHAN 7o —F=F—%2HWHL T, T2
A ATHERB 7y B VRFID ZIETE D LI ICLET,

BEVATLES

HEY AT AFF A= AL, 4,294,967296 [HO—EDEEZFS32 Yy DT 4 —/L KT,
AVE—=Fy hDOIRT N w7 RAAL UN—T 4 VTV AT DY R— T 57D TX
F7,

BV AT L%ES (ASER) 1L, FIZA—F—F—brv=A 7u ha)LTHEHAIND IANA
W TEHV Y TONDIFINRERSTT, —BEONL—T 4 VI RY —h O —OHTE
TFlehdry NU—2 FERT Y v I 2 —Fy NI AL FHR—AERIN TS Xy
U — 27— LET, ZOBEMEVATAESIE. BTV IR FDA U F—F
M —tR27Ta X, Fe A F—Fy b7 AF =Y (IX) OT, BGPB IO T %A
VHA—Fy =B R T aNAF L FETTHDICHETT, ASEFILZS e — VLB T
HOIVERHY FT, ZHICEY, BGP BABHL TNA—T 4 7 TE B —EDEHNLIP T
RL A7yl BEEEND IRV ET, BGPIL, L7 4 v 7 AL BEVAT L/RA
(AS/XR) ZEH LT, V74 v 7 ADBFIET DI~ DRFENAZRELET,

NetFlow VOB L NIPFIX =7 AR — h X A 1%, 328y FASESE2 VA — M LET, NetFlow
V51X, EE 16 By hOEETLTB L UL ASTERITHES 720, ZD32AS 74—/ REH
R—hrLEEA,

NetFlow Tld, D BGP /NXT A —H T/ AR— K TEET,
*BGP EAE IR E-IIE T AS H &
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Flexible NetFlow D% /5% .

« BGP 46 et £7213 7 AS &=

B®RE
AS BEHV AT LAEFETHITIE, kOoa~vwr REHALET,
[no] collect routing { destination | source } as[[4-octet] peer] [4-octet]

Flexible NetFlow D% E /5%

Flexible Netflow % 7% &9 2121E. RO —BRIZ2FNEIZHREVE T,

1. 7o0—l%F— 74—V FBIXOEF— 74—V FEEFEELT, 7o— La— REE/HRL
i—a_o

2. o halEEEL THEED 7e—x ) AR—F2ER L. s8R — b, 565E. BLOZE
DD IRT X —H Zlirk L £,

3. 7r—lLa—REBI7e— 2/ AR—FIZHESNT, 77— F=F—%ERLET,
4. [LEOV T IT—%{ERLET,
5 LAY2AHR—bF, LAY 3IKR—F, FLILVLANIZ 70— F=F—Z@EH L E£7,

JO— La— FO1ERL
NABZ<A R L2780 — La— RERET DL, ROZAT ZFEITLET,

NAB<ARX LTe7vn— La— R, FEOHW TN 7 47 T—F&5HT 57228
HLEF, IAF~A X LTz7a—La— R, key 7 4 —/v K& LTHEMT % match 2%
212U EVETY, @ X nonkey 7 4 —/L K& LTHEAT S collect ZEHEN 1 DL EH D F
—é—O

HAZ<wA X LTz7a—Lba— ROIEFNE, HEabOrRERHY 3, 20X A7 TE, 7
REMED B DIEFD 1 D> ZEAVER T D2 O DFNEICHOWTIA L £, MBS U TYUEZX AT D
FEAEFE L, BHIZEDETCHIAZ~AL A L7 — La— FEERLET,

FliE
ARV RFEEETIa Y By

RTFwvF1 |enable ¥iME EXEC E— REAMNCLET,
Bl e NRAT—FRZANLET (FERES

nNE%a) .

Device> enable

RFw 72 |configureterminal Ja—r L ar7 4 ¥al— gy
i - E— FERHBLET,
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. 70— La— FOER

Flexible NetFlow D%

ARV FFEREETIVa Yy

S

Device# configure terminal

R w73 |flowrecord record-name 77— La— N&{ERK L. Flexible
Bl - NetFlow 7o — L a— R a7 (¥
L—vary =Rl LET,
Device (config)# flow record - N S -
FLOW-RECORD-1 * IO RTHE, BFEOTE
La—REEHEFTLHILHTEE
R
R w74 |description description (LB 7u— L a— RO 2 /ER
1 LET.
Device (config-flow-record) #
description Used for basic traffic
analysis
RTw 75 |match {ip|ipv6} {destination |source} | (x) ZOHITIE, IPv4sEELET R
address VA% L a— RO key
B - T4 RELTRELE
R
Device (config-flow-record) # match ipvé
destination address
ATV T6 | MEIECTAT 7 520K L, |—
La— RoiBi key 7 4 —/V RERE
LET,
A7 w71 |matchflowcts {source|destination} GE) ZOBITIE, CTSDEETT

group-tag
1 :

Device (config-flow-record) # match flow|
cts source group-tag

Device (config-flow-record) # match flow|
cts destination group-tag

TN—"T BT LGS T —
TR T L a— RDF—

T4V RELTRELE
9, match ipv4/ipv6 =~

v RTHRIHTE 22 Dfthod
key 7 4 —/V . B X Ukey
74—V ROBREIZHAT
& 5fthod match =< > Ko
ZERIC OV,
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70— va—roks [l

ARV RFERETI Y S
GE) <

* SGT £721% CTS

DOWT N DL
BHTIA B —

7 x A A THES)
fbahTnd L,

SGTIX 02720 F
e

G/ hTC,
(SGT. DGT) &
*itnd % SGACL
RENFIET
X, DGT iX¥
DAz 0 £97,

SGACL 73 Hi /7
N— F/VLAN T4
M Tnd
M, FlZF S a—
3L SGACL D58
il 2 MEhk S 4T
Wb %A, DGT
12012720 £7,

e AJJ

c EFE Ny b T
L.~y —Nb
HYE. SGTIZIX
~v A — &6 UfE
DRMENET,
ERAYAAS -
0N REIET,

DGT fEIZ A7
A— F® SGACL
REIIKIE LER
/VO

ATFvT8 end Flexible NetFlow 72— L o2 — K ==
il - T4 F¥al—varyE—FEKTL
T. M EXEC =— FITREY £,

Device (config-flow-record)# end
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B oo zoxk—sonm

Flexible NetFlow O3 |

ARV FFEREETIVa Yy

S

ATvT9

show flow record record-name

1 -

Device# show flow record FLOW RECORD-1

g EBEL-7ua—La— Ko
EDAT — 5 ARFRINET,

ATy 710

show running-config flow record
record-name

1 -

Device# show running-config flow
record FLOW RECORD-1

(BB fiEL-7r—La— RO®E
ENFTRSNET,

20— I RR—2DIER

Tu— T AR—FEER LT, 7HBE—DT T AR —F NFGRA—HEEFRTEXFET,

\)

6=

Ta— T AR—F T LI,

1ODSFEDHPY R— b EnFET, BN EICT 22Ty

AR—=FTHERIT. O 70— 2 ) AR—FEFRELCT7u— =4 —|ZE Y L THL
EHRHD F9,

IPv4 7 RVAZEHA L THEIC=I AR — N TEXET,

FIE

ARV RFEEETI 3y

B8

ATy T

enable
1 -

Device> enable

ke EXEC T— F&EAINZ L £,

e NAT—RE AN LET (TR
N8558 .

ATy T2

configureterminal

51

Device (config) # configure terminal

Jua—) a7 4 F¥al—3 v
£ F\;’&E:ﬁﬁé\biﬁ—o

ATvT3

flow exporter name

51

Device (config) # flow exporter
ExportTest

Ju—x g AR—FEERL, Te—
T AR—H a7 4 Fal—av
T— REHBELET,

ATvT4
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B

axX ;&

so— o 2t—a0km |

ARV FFEREETIVa Yy

E:)

Device (config-flow-exporter) #
description ExportVv9

25w 75 |destination {ipv4-address} SO AF— K PVASEET LA
Bl - TR MERELET,
Device (config-flow-exporter) #
destination 192.0.2.1 (IPv4
destination)
AT 76 |dscpvalue ({1:#) DSCP (DiffServ =1— RAHA >
il - B fEZEE L £, #HiHIZ0~63T
o T 74/ ME0TT,
Device (config-flow-exporter)# dscp 0
RTFwF71 |source |} (EE) BE I 72%65E T NetFlow =
Bl - T ZCEET DD T oA
F—TxA A%tRELET, KETL
Device (config-flow-exporter) # source L“C/)’ZOD4 :/& —7 :n4 A %%&ET%
gigabitEthernetl/0/1 Egﬁfo
AT w78 |transport udp number (f£7) NetFlow =t L 7 X |ZB|FET 5
i - 72D $ % UDP AR — b & 87 L &
TO
Device (config-flow-exporter) #
transport udp 200
RTwv 79 |t seconds (FR) =/ AR—FIZE-oTHEEX
Bl BT — 4 7 T BOIEATHEISH
Device (config-flow-exporter)# ttl 210 (TTL) 1@%?&“/]3 LET, #E1~
255 FCF, T 7 A MiE 255 T
ZFw 710 |export-protocol {netflow-vo} T AR—2 THEH S5 NetFlow —
Bl - JAR—hr7Ta bhalor—Tg %
fBELET,
Device (config-flow-exporter) #
export-protocol netflow-v9
ATFv7r1 |end KiE EXEC ©— RIZREY £,
i

Device (config-flow-record) # end
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B »zx5<1xLr70—x=s5—0#H

ARV RFERETI Y S

Z 5w 712 |show flow exporter [ namerecord-name] | (f£:i) NetFlow O 7 1 — T 7 Z7—
11 : HiEHERRTLET,

Device# show flow exporter ExportTest]

R Fw 713 |copy running-config startup-config fEE) avr74FXal—vary 7y
1 A MEREERAE L ET

Device# copy running-config
startup-config

RDERY
Jo— LlLa—RBLIT7e— 2/ AR—F|ZHESNT, Jo—F=F—ZEHLET,

HRATAAXAL--70— FE=42—ND1ERK

AAZ<A AL 70— T=F =BT 5123, ZOUHEDI AT 2ETLET,

K7 —F=F—lF, FHOX Yy v anEFD S TOHNATWET, 7r—F=4—T2C,IZ,
Xx v iazr NIONEBLOLAT Y MEERTLHLa— FRMRETT, ZbDLa—
R 77—~y MI, FHIEBRBFADLI— K 73—y hOWWTA, Flda—F —ER
WThsZEnTEEST, EFO——ThHivL flowrecord =2~ FEFEHL T, hAX~
AR T A=~y NEET 522 b TEET,

\}

GE) 7L F T T NetFlow BLAF¥IKR—F F¥pL A0 H—T oA ATHEEINTNDIEHA,
RFBICEHA SN 7 —F=4 —REN, TOR— FF ¥ ZLOTXTO R NIHR L THR)
RV ET, LER-ST, LBAR—FF YN A F—T 2 A ADTRXTDALI/NT, 70—
T —REEFRICICTHZ EAHERELET,

IR B I

Flexible NetFlow DHBIEFREFAL 2 — FORDOVICH A X <A XA LTz a— K2+ 55
BlX., TOFART EZFITTHHINC, WAZ~A ALV a— RE{ERTHIHERH Y F9,

Fe R T AR— T REDIITO— T AR—F 7o — =X —|LBINT 35501,
TDHEARTHFETTHRNIZ T AR—ZZVERRTHLENRH Y 4,
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B

axX ;&

A\

nzasvqZLi-70—e=4—nkm [

() 7wo—%F=F—Trecord 2~ RKO/XT X —X ZZEHJ 5HH1Z, noip flow monitor =~ > K
ZHEHLT, 3XTOA U F—T oA ANLHEHAEHADO 7 n—FE =4 —%HIRT 5UNENH D
e

Fg
ATV RFEREETIVaY B
RTwvF1 |enable M EXEC E— RE AT LET,
i e MATU—R&ZANJLET (ERS
neLmae) .
Device> enable
AFwF2 |configureterminal sua—r L ary 74 ¥al—iig
1;'] : £ — F\%Eﬁt‘ébjﬁ—a_o
Device# configure terminal
Z 5w 73 |flow monitor monitor-name 7n— =4 —%{E L, Flexible
R NetFlow 72— E=F— a7 4 X =
L—vay E— REBBLET,
Devi (config)# flow monitor - N S .
FEOWEEOE(I)TOR?I e s ZOav Y RTHE, BifF0 TR
E=F—HEETHELHTEE
ﬁ—o
23w 74 |description description (HEH) 7 n—& =% —OHM &R
1 LET.
Device (config-flow-monitor) #
description Used for basic ipv4
traffic analysis
RFw 75 |record {record-name | netflow-original | | 7o —F=%—0 1L a— R&ZEEFLE
netflow {ipv4|ipv6} record [peer]} +.
£
Device (config-flow-monitor)# record
FLOW-RECORD-1
XFw 76 |cache{timeout {active|inactive|update| ({1%) 7r— F=F— Frxr v i =a

| rate-limit} seconds | type normal }

1 -

Device (config-flow-monitor)# cache
type normal

INTGA=H (ZALTYU ME, ¥% v
TaZATeE) BEELET, HE
Lic7n—F=4—LT7n—Fvv
¥a BT T
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Flexible NetFlow D%

ARV FFEREETIVa Yy

S

Device (config-flow-monitor)# cache
timeout active

ATy T1

VBEIZSUTAT v 76 Vil L
T, 2070 —F=HF—DF ¥y vi=a
WRIA—FDOEREEZZET LET,

ATvT8

statistics packet protocol
11

Device (config-flow-monitor) #
statistics packet protocol

(f£&) Flexible NetFlow =% —D 7’
o s 2 VS EOREHERONEE A R —
T LET,

ATvT9

statistics packet size

1 -

Device (config-flow-monitor) #
statistics packet size

({f£&) Flexible NetFlow & =% —®DH
A A EHERONE L A R —T v
W LET,

ATy 710

exporter exporter-name

1 :

Device (config-flow-monitor) # exporter
EXPORTER-1

(EE) FalcERkshic=7 AR —
ZDA4HTEEELET,

ATFyvINn

end

51

Device (config-flow-monitor)# end

Flexible NetFlow 7 2 — F=4&— =/
TA4F¥al—YaryEB—REETL
T. ¥ EXEC E— FICEY 7,

ATvT12

show flow monitor [[name] monitor-name
[cache [format {csv |record | table} 1]
[statistics]]

1 :

Device# show flow monitor
FLOW-MONITOR-2 cache

({£) Flexible NetFlow 7 27— FE =
B —DAT —H AE L OMEHIERNFE
RENET,

ATy 713

show running-config flow monitor
monitor-name

51

Device# show running-config flow
monitor FLOW MONITOR-1

(fEéi) ?gﬁélei;7FI*—QE::§7,_0)§Q
ENFRENET,

ATy 714

copy running-config startup-config

1 -

Device# copy running-config

EE) =27 4Fal—ar 77
AIVICREERIFELET,
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so—4>75—0ks |

ARV FFEREETIVa Yy

E:)

startup-config

J20—Y 275 —01ERL

Ju— Y 7T —%HELTHEMMET BT,

FIE

COVNEDE AT EEITLET,

ARV RFERRETO Y

S

ATy 1

enable
1 -

Device> enable

¥iME EXEC E— R&A%NZ L £,

e NMAT—REANLET (TR
Ni=%E) .

ATvT2

configure terminal

1 :

Device# configure terminal

Ja—nR) a7 4 F¥al— g
E— FERBLET,

ATvT3

sampler

&1

sampler-name

Device (config) # sampler SAMPLER-1

Yo 7T =KL, VT T—a
T4 FXal—arEe— REBBLE
—640

Zha<wy NTE, BEOY T
T—EEFTH L TEES,

ATvT4

description description

51

Device (config-sampler) # description
Sample at 50%

(EE) 7vu—H 77 —0HMHEE
L ET,

ATy TH

mode {random} 1 out-of window-size

1

Device (config-sampler) # mode random
1 out-of 2

YT RFRBI O T7u—H% 7
TF—DU 4 Ry A XERELE
KR

» window-size 515t OFFHIL, 0 ~
1024 T,

ATvT6

exit
1 :

Device (config-sampler) # exit

Yo7 —ars 7 4 Xal— g
ET—FRE&TL, Ju—)Lar7y
Fal—varyE—RIEY E1,
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ARV FFEREETIVa Yy

S

ATy IT17

interface type number

1 -

Device (config)# interface
GigabitEthernet 0/0/0

A HF =T A RAEBFREL, 4 H—
Tx2AAAL T 4 X2l —T g F—
RZ&2BE L £9,

ATvT8

{ip | ipv6} flow monitor monitor-name
[[sampler] sampler-name] {input | output}

1 -

Device (config-if)# ip flow monitor
FLOW-MONITOR-1 sampler SAMPLER-1 input]

FR L7 —F=2—B L7 —
YT T H—T o AZEHIY
WCTC, VoV T A =TT
L9,

ATvT9

end

51

Device (config-if)# end

Ao B —T A AT 4F¥2L—
vary E®— REKT L. FiHE EXEC
F— RIZREY £79,

ATy 710

show sampler sampler-name

1 -

Device# show sampler SAMPLER-1

HELEMELE7e— Y7 F5—0
AT —H AR IO FHEREZF L E
7,

A B —T A RAADT7A—DEH

Ta— =X —BIOF T a oI — A —T o A TE 9,

FIE

AU RFEEETIVa Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—REANLET (FERkEh

56

o

AT T2

configureterminal

1

Device (config)# configure terminal

Jua—)L a7 4 Xal—gy
T—FzfnL£7,

ATvT3

interface type

1

Device (config) # interface
GigabitEthernetl1/0/1

Ao H—Tx2A AT 4 FXalb—3
YE—RERBL, A F—T AR
ERELET,

Flexible NetFlow I%. L2 A"— M F+ %L
AE =T oA AT R— SN EE
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ARV REEET7IVa Y B
IS, L2AR— R F ¥ R A L R— 7R —
FCHEYR—-FENET,

Flexible NetFlow (%, L3 i"— hF ¥ x/L
AVHE—=TxAA AL ALK — NTH
N— hSETD, W L CRIRRC
PR—=REINHZLITHY EFHA,

25 7 4| {ip flow monitor |ipv6 flow monitor | | AJy&7=iEti /18 v MCxST 54 >
datalink flow monitor } name [sampler B —T7 = A 7. IPv4. IPV6. F—Z 1
name] {input | output; Ly Tn—E= A — BLOA T a0
Bl DY > 7T —Z BT £

Device (config-if)# ip £low monitor ip flow monitor — Flexible NetFlow T IPv4
v1i 1g—-1 —
MonitorTest input cNoT7 4 v BBERTEET,

ipv6 flow monitor — Flexible NetFlow T
IPV6 N7 7 4 v 7 EERTEET,

datalink flow monitor — Flexible NetFlow
THIPONT 7 4 v BEHATEET,

GE) ATy E A DWITHTA >
H =T A DT =
Z— AT 2 ENT
TET

X5 v 75 |end HebE EXEC B— NICEY 77,
1 -

Device (config-flow-monitor)# end

25w 7 6 | show flow interface[interface-type number] | (%) A > % —7 = A A® NetFlow &
Bl - HEFRRLET,

Device# show flow interface

R 77 | copy running-config startup-config B =2y 74Xl — a3 77
1 - A MCRE R R LET,

Device# copy running-config
startup-config
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VLAN ETDTY)

~ O

A

3 NetFlow D% E

Flexible NetFlow O3 |

Ta—F=Z—BIOF T a oY ST —% VLAN I Tcx £17,

FIE

ARV RFERETIVa Y

=)

&M

enable
1 -

Device> enable

HibE EXEC E— RE A% LE,
e NMRAT—RKEANLET (FkEhn

7256

o

ATvT2

configureterminal

1

Device (config) # configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBRBLET,

ATvT3

vlan [configuration] vlan-id

1

Device (config) # vlan configuration 30
Device (config-vlan-config) #

VLAN $£721Z VLAN 2> 7 ¢ F 2 L—
Var ' RERBLET

ATvT4

ip flow monitor monitor name [ sampler
sampler name] { input }

1

Device (config-vlan-config) # ip flow
monitor MonitorTest input

ATy MCHIET 5 VLAN 12, 7
H—E=F—BLOA TV a o
77—z BT £,

ATvTh

copy running-config startup-config

1

Device# copy running-config
startup-config

(EE

) a7 4 FXal— gy T7
A Iz

)
REERITLETS

L 1 % 2 NetFlow D% FE

Flexible NetFlow L' 2— KN TL A ¥ 2 F—%2 EXTEFET, ZOLa—FRaEfFHLT, LA
Y24 LU A —T 2 ADT7a—%Fy T F ¥ TEFET,
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L 4 % 2 NetFlow D& E .

FE
ARV FERET7IV3 Y Br

AT 71 |enable F5HE EXEC E— RE2HC LT,
1 - e NATU—KREASNLET FERkEh
Device> enable =88

R 72 |configureterminal Ta— ) ar7Z 4 ¥al—a
Bl - T FEHIHLET,
Device (config)# configure terminal

R w 7 3 |flow record name Jag— la—Rary74F¥al—3

i - v E—RERMBLET,

Device (config) # flow record L2 record
Device (config-flow-record) #

AT 74 |match datalink {dotlq |ethertype|mac| | L4 v2@taF—& LTHEL £,
vlan}
1 -

Device (config-flow-record) # match
datalink ethertype

AFw 75 |end HHE EXEC E— RICRED £,
B -

Device (config-flow-record) # end

25w 76 | show flow record [name ] UEE) A v ¥ —7 = A AD NetFlow &
Bl - HAEFRRLET,

Device# show flow record

R 777 | copy running-config startup-config fER) ary74F¥al—ary 7y
il - A CRRE B R LET

Device# copy running-config
startup-config
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B rexibie NetFlow 0%

Flexible NetFlow ) E5%R

WOFEIZHDa~ RafEH LT, Flexible NetFlow # =%V . 7/ CT&x £,

Flexible NetFlow @

Bl . 20—

5% 15: Flexible NetFlow D E=%"') >4 a< v K

Flexible NetFlow D%

avU kR

S

show flow exporter [broker | export-ids| name|
name | statistics| templates]

NetFlow O 7 @ — T 7 AKR—H[EH & HEtHE
WERRLET,

show flow exporter [ name exporter-name]

NetFlow O 7 0 — x 7 AR—ZEH L
WEFRTLET,

it

show flow interface

NetFlow A % —7 = A AZET A 1EWE FoR
l_/i‘a_o

show flow monitor [ name exporter-name]

NetFlow O 7 10— £ =X — & L 52t E %
%ZT—\‘ Li—a—o

show flow monitor statistics

7u— &= —0OfiHER ez R LET,

show flow monitor cache format {table| record
| Csv}

fEEsNEEAT7n—F=4—DF v v =
DHEERRLET,

show flow record [ name record-name]

NetFlow D 7 11— L 21— Rz FoR LET,

show sampler [broker | name| name]

NetFlow ¥ 75 —IZHT AERErERLE
TO

&% 7€ 151

=L =

ax AE

Tu—%{ER L, FOT7u—% A X —T oA AZHEATHHERLET,

Device# configure terminal

Enter configuration commands, one per line.

Device (config) # flow export exportl

End with CNTL/Z.

Device (config-flow-exporter)# destination 10.0.101.254
Device (config-flow-exporter)# transport udp 2055

Device (config) # flow record recordl

Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address

(
(
(
Device (config-flow-exporter) # exit
(
(
(
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Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match transport source-port
Device (config-flow-record) # match transport destination-port
Device (config-flow-record) # match flow cts source group-tag
Device (config-flow-record) # match flow cts destination group-tag
Device (config-flow-record) # collect counter byte long

Device (config-flow-record) # collect counter packet long
Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # exit

Device (config)# flow monitor monitorl

Device (config-flow-monitor)# record recordl

Device (config-flow-monitor)# exporter exportl

Device (config-flow-monitor) # exit

Device (config) # interface tenGigabitEthernet 1/0/1

Device (config-if)# ip flow monitor monitorl input

Device (config-if)# end

Bl:IPVAAD T T4V IDE=ZR) T

WOFENE, IPVAANTI T 7 4 v 7 T =4—F 551 L TOET (intgl/o/111%, intgl/0/36
BXWintg3/011IZ b7 7 4 v 7 &FEFLET)

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# flow record fr-1

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match interface input

Device (config-flow-record) # collect counter bytes long
Device (config-flow-record) # collect counter packets long
Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # collect counter bytes layer2 long
Device (config-flow-record) # exit

Device (config) # flow exporter fe-ipfix6

Device (config-flow-exporter)# destination 2001:0:0:24::10
Device (config-flow-exporter) # source V1anl06

Device (config-flow-exporter)# transport udp 4739

Device (config-flow-exporter) # export-protocol ipfix
Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter)# exit

Device (config) # flow exporter fe-ipfix

Device (config-flow-exporter)# description IPFIX format collector 100.0.0.80
Device (config-flow-exporter) # destination 100.0.0.80

Device (config-flow-exporter) # dscp 30

Device (config-flow-exporter)# ttl 210

Device (config-flow-exporter) # transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix

Device (config-flow-exporter) # template data timeout 240

Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-1

Device (config-flow-exporter) # destination 10.5.120.16
Device (config-flow-exporter)# source V1anlO05
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Device (config-flow-exporter) # dscp 32
Device (config-flow-exporter)# ttl 200
Device (config-flow-exporter) # transport udp 2055

Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config)# flow monitor fm-1

Device (config-flow-monitor)# exporter fe-ipfix6

Device (config-flow-monitor) # exporter fe-ipfix

Device (config-flow-monitor)# exporter fe-1

Device (config-flow-monitor)# cache timeout inactive 60
Device (config-flow-monitor)# cache timeout active 180
Device (config-flow-monitor) # record fr-1
Device (config-flow-monitor) # end

Device# show running-config interface gl/0/11
Device# show running-config interface gl1/0/36
Device# show running-config interface g3/0/11
Device# show flow monitor fm-1 cache format table

Bl:IPVAED S T4V IDE=ZR) VT

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # flow record fr-1 out

Device (config-flow-record) # match ipv4 source address
config-flow-record)# match ipv4 destination address
config-flow-record) # match interface output
config-flow-record) # collect counter bytes long
config-flow-record) # collect counter packets long
config-flow-record)# collect timestamp absolute first
config-flow-record)# collect timestamp absolute last
config-flow-record) # exit

Device
Device
Device
Device
Device
Device

Device

Device (config) # flow exporter fe-1

Device (config-flow-exporter) # destination 10.5.120.16
Device (config-flow-exporter) # source V1anl05

Device (config-flow-exporter) # dscp 32

Device (config-flow-exporter)# ttl 200

Device (config-flow-exporter)# transport udp 2055

Device (config-flow-exporter) # template data timeout 240
Device (config-flow-exporter)# exit

Device (config) # flow exporter fe-ipfix6

Device (config-flow-exporter) # destination 2001:0:0:24::10
Device (config-flow-exporter) # source V1anl06

Device (config-flow-exporter)# transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix
Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-ipfix

Device (config-flow-exporter)# description IPFIX format collector 100.0.0.80
Device (config-flow-exporter)# destination 100.0.0.80
Device (config-flow-exporter)# dscp 30
Device (config-flow-exporter)# ttl 210
Device (config-flow-exporter) # transport udp 4739
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B : A1 VRE 47— kO Flexible NetFlow 0z [

Device (config-flow-exporter) # export-protocol ipfix
Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow monitor fm-l-output

Device (config-flow-monitor) # exporter fe-1

Device (config-flow-monitor)# exporter fe-ipfix6

Device (config-flow-monitor)# exporter fe-ipfix

Device (config-flow-monitor)# cache timeout inactive 50
Device (config-flow-monitor)# cache timeout active 120
Device (config-flow-monitor)# record fr-l-out
Device (config-flow-monitor) # end

Device# show flow monitor fm-l-output cache format table

{5 : AF VRF ¥-7R— k FA® Flexible NetFlow M &% E

ROFITIL, VRFID Z key 7 4 —/L RE LTIET L7 —La— REfFOA ) 7r—E=
Z—%EHTHZET, T ADEFE /Ty B O VREID OYUEERE L £,

Device> enable

Device# configure terminal

Device (config) # flow record rm_1

Device (config-flow-record) # match routing vrf input

Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # collect interface input

Device (config-flow-record)# collect interface output
Device (config-flow-record) # collect counter packets

Device (config-flow-record) # exit

Device (config)# flow monitor mm_1
Device (config-flow-record) # record rm 1
Device (config-flow-record) # exit

Device (config) # interface GigabitEthernet 1/0/1

Device (config-if)# ip vrf forwarding green

Device (config-if)# ip address 172.16.2.2 255.255.255.252
Device (config-if)# ip flow monitor mm_ 1 input

Device (config-if)# end

Flexible NetFlow a5 3R

J1)y—2 EENE

Cisco 10S XE Everest 16.5.1a ZOBENEANIIE LT,
Cisco IOS XE Gibraltar 16.12.1 IPv6 b7 7 4 v ZIZDOW\WT,

FNF @ SGT 7 4 —/L K & DGT
74—V KOV R— F3EA
INE L7,
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AZIFEHATEEE A,

* ETA B AT 72 > TU 5 Flexible NetFlow E=4#— & L THAINTWA A v Z—T = A
A%, 2%&HE DX —%4 > » T Flexible NetFlow DA% T =X —F 57 DIZIIEHATE $E
ho TDX 7T U A TIL, BID FlexibleNetFlow & =% —Z{Ek L C2HFH DX —7 v
Nt —FTHMERHY FT,

*ETA L5 (Tx) AA v TF RAR—F T FF7A4% (SPAN) E, RICA ¥ —7 = A ATIE
PR—hENEEA,

BEIEbS 74 v 0HICTDONT

T BBIE N T T 4 v T AT OW T L £,

Cisco 10S XE Gibraltar 16.11.x (Catalyst9300 X f v F) v bJ— BB T4 Fal—2av HM4 K .



M=

EEL S T4 v nHDEE |

Wb b7 7 4 v 7558 (ETA) 137 7V r—ya VIR E 2R LT, ~ v =700
SR BRSO 7 0 —BaE L £,

Tu—F=F—|CBEMfT O Te—La— RNIESX, IRENE T A — L REFEHALT
NetFlow L' 22— REFRT AT AR—F T FL— 22 v FIERLET,

ETA I, ZEDTZ AR—NHOBEHDOT 7L — eV R—FLET, ETABMEI EIC1
DDT T —IRHY | ETAIZET V7 b— FOfil 2 DRMEOFEMZ =~ 7 AR — MREIZEF
LET, "y bEEEBOY—47 & (SPLT) BLOWHT—% X%~ b (IDP) 1%, BIM#
DT 7 L— MIEM S, NetFlow L 2— ROAERMIZEH S ET, 215 D NetFlow L =1 —
RO SGTR, fREDT 7V r—vay 7a—IZEEE8NET,

INLDOT T b= ME, T—FOWHPRE S mICTHESNET, ZHUTE D NetFlow =
L7 BZIZIELWBHEECT — X 2R 5 2 LN TEEY, =7 AR—F D5 s R— hnd
RTCOA U H—T oA AZH@E 2D . ZOMEN 7 78— 3L et-analytics 27 4 ¥ =2 L—3 3
voavy RCRfEENET, ETA O A7 —450% 2000 7 = —/F> T,

ZOT L —h I AR—FI, ETA 72 —F=HF—T1 DD AR—HIPT RLAD
HEYR—FLET, BT 71— DO 7 ZAR— ML, IO NetrFlow v9 23— g3 T
HYR—rENFET

Flexible NetFlow & ETA D% E

Flexible NetFlow £ =% —|%, i 70 —F=F—D—F 7 1 —/L RICEL 5 Z 7L d 5
BCDI, ETADNAINZ > TOWDRELA v H—T oA ATHEATEE T, T, RES
Nz —HO—E g M D A & Fi-D Flexible NetFlow 28 78— b &L E 9, Flexible NetFlow & = %
EETAICKIGT A7 e — E=X 2R UPHEA V¥ —T oA AZHEATHE, Y7 bo=T1%
WP~ —T L, INET 4 — L R e/ AR —F O ME S EL L £1,

)

GE) 20o07n—%F=H—%FUAHF—7 A AT L. Flexible NetFlow iXEIZS5 Z 7 /LD—

B3 55510 1%. Flexible NetFlow & =% — & e AJIZi% i L T b, et-analytics 2+ > K%
THOMENDY 7,

Flexible NetFlow X I —1H DR D —HT7 4 — NV RS DI LEIE= T —NFEREINET, Z

Nix, 78 —F=F —IZHBERONS5 ZFNLO—T 4 —ILV ROLTH LD TT,

FRE 2 D29 513, e lIC et-analytics Z 212 L TH 5, Flexible Netflow & = & — %

T HRERHY £,

ETFIVTATRAT—ETYRKR—F

WD 2 DDEEDNT NN T SNTZHAIZDOB ETAIERA T 7 AR — SN ET,
s MEERT —ANEEEN. ETAT LV Z T Lo THERBO Ny SR SN T5E,
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gkt 74 vononeEss ]

CHSLENTZT 0 =0T VT 4 T HEA LT Y R ELTRESNIEZHMIChZ>TT A R

REOFEFIZR>TWVT,

\}

—IDF —H PN ZAR— N EINDHEE,

GE) BRELET VT 4T HA~—1F 7 a— 1z

Té_&iT%iﬁho

BEHINET, RRLIR—F2RR5ET

FElEbZ 70y 7 AITDRE AL

TR BBIE N T T 4 v I T OREF IR OV T L ET,
IHORKR—RIPER— FDKRTE

IP7 RLALR— %

BRIET DI, ROFNAHENE T,

FIE
ARV KRFERRETY a3 Y B#Y

AT w71 |enable FiHE EXEC E— a2 fAzhicLET, ~
Bl AV—REANLET (BRSNS

A

Device> enable D)

R w 72 | configureterminal Jua—\) a7 4X¥al—3g 2
5l - — N &AL ET,
Device# config terminal

R T 7 3 |et-analytics 7' 1 —/3)l et-analytics 27 4 ¥ = L—
B - var E—FERMLET,
Device (config) # et-analytics

R w74 |ip flow-export destination 7Ta—r\)L a7 ZOmEIPT KL A
destination_ip_address port LR—FERELET,
fi
Device (config-et-analytics)# ip
flow-export destination 10.1.1.1 2055

ETVT 4T ZAT—EDHRE

HTIT 4T FA~—HERET DI

. ROFNEIZHENFE T,

Cisco 10S XE Gibraltar 16.11.x (Catalyst9300 X f v F) v bJ— BB T4 Fal—2av HM4 K .

it

g



B ==trsovoaroame

FIE

EEL S T4 v nHDEE |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

HiME EXEC =— REAEZNCLET, -8
AT —REANTLET (FRkaniz

/E[\) o

ATy T2

configureterminal

1

Device# config t

Jua—)ary7 4 Xab—g v
E—RFZRBLET,

ATvT3

et-analytics
f5

Device (config)# et-analytics

7' —/3)b et-analytics 2> 7 4 ¥ = L —
varE'F—RERBLET,

ATvT4

inactive time time in seconds

1

Device (config-et-analytics)# inactive
time 10

TV T4 T A ~w—lERELET,
FHIZ 1 ~ 604800 T, T 7/ MIE 15
»Td,

EEIE S 74 v O DDA

B DM Z A X =T T HI2IE, IROFINEICHENE T,

FIE

ARV RFERFTIVaY

=)

ATy 1

enable
51 -

Device> enable

Bt EXEC B— RAEBINc LET, 8
ATU—REAHLET (FERIn-

) .

ATvT2

configureterminal

1

Device# config t

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

interface interface-id

1

Device (config) # interface gil/0/2

Ao B —T a2 AaT 4 Fal—3
Y E—REBHBLET,

ATv74

et-analytics enable
fi

Device (config-if) # et-analytics enable

KR EDA v X —7 = A A _E T et-analytics
A X =TV LET,
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g2t k3571 vontnzEs ]

el 274099 DHDEREH

1 -

1 -

1 -

{1 -

TR WAL T T v 2 O ER 2R LE T,

IHRAKR—FIPEER—FDETFE

W, 70— 7 AR—FDOEHEIP T FLRA% 10.1.1.1 12, F— % 2055 ([CRET A6 %7~
LE7,

Device#config terminal
Device (config) #et-analytics
Device (config-et-analytics)#ip flow-export destination 10.1.1.1 2055

TV T14T ZAT—DETE
Kic, 70T 47 5 Ao 10 BIZRIET D% LET,

Device#config terminal
Device (config)#et-analytics
Device (config-et-analytics) #inactive time 10

et-analytics DB 1L

WIZ, A % —7 = A A GigabitEthernet1/0/2 T et-analytics % AT D61 %~ L ET,

Device#config terminal
Device (config) #interface gil/0/2
Device (config-if)#et-analytics enable

et-analytics 3% & DR
WIT, 71— 3L et-analytics 127 4 F o bL—3 g U EAFRT HEZRLET,

Device#show platform software et-analytics global
ET-Analytics Global state

All Interfaces : Off
IP Flow-record Destination: 172.26.202.123 : 2055
Inactive timer: 10

ET-Analytics interfaces
GigabitEthernetl/0/26
GigabitEthernetl1/0/36

ET-Analytics VLANs

WIZ, A ¥ —T = A Aetanalytics 27 4 X o bL— g L EFRTH0E2RLET,
Device#show platform software et-analytics interface

ET-Analytics interfaces
GigabitEthernetl1/0/3
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B otos=as

EEL S T4 v nHDEE |

WIZ, ETA =4 — X v v a2 hE£RTH62RLET,

Device#show flow monitor etta-mon cache
Cache type: Normal (Platform cache)
Cache size: 10000

Current entries: 4

Flows added: 6
Flows aged: 2
- Inactive timeout ( 15 secs) 2

IPV4 DESTINATION ADDRESS: 15.15.15.35
IPV4 SOURCE ADDRESS: 72.163.128.140
IP PROTOCOL: 17

TRNS SOURCE PORT: 53

TRNS DESTINATION PORT: 12032
counter bytes long: 128

counter packets long: 1

timestamp abs first: 06:23:24.799
timestamp abs last: 06:23:24.799
interface input: Null

interface output: Null

ZTDDSEER

ESPERES

R=-aT7ILEZA R

COECTHEBAT A avy ROBELHEE
FOMEH LD FER,

Cisco I0S XE Everest 16.6.x (Catalyst 9300 A1 ~
F) avr RNV 77l

Flexible NetFlow

Cisco 10S XE Everest 16.6.x (Catalyst 9300 A A -
F) Fy NI —IEHa L T 4 X2l — g
AR

B T T4 v O DT DBEERERE & 1FH

WDOFRIZ, ZOFY 2 — /LTt L-HREIC

B4 o0 ) —2AFHRERLES, ZORIT, V7

F7=7 V=X ML AU TEEEOYR— "NBAINZEEDY 7 T JY—R72
FERLTWET, TOBREIL. FFCH 0 820 RBY . ZNUBEO—#O Y 7 v =7 U U —

ATHIR—FENET,
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