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X, ST B LI OMREE DI NetFlow 2 L 7 X 2 FEITTHY—) [T/ AR—FLET, 7
O—T/ AR—HF I, 274 FXal—2arTHO T 47 0 L UTERESRET, 7
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Flexible NetFlow O3 |

n—xTJ AR—H|L, 70 —F=HXIIT—HX T AKR— MERELZIRHTI-DIc7n—8=X
WEIv Y ToNET, O T7a—2 7 AR—FEER LT, | 2F KO 7 n—E=4
WEAT 5L, WS OO AR— MNeZEETHZENTEET, 1207 —x7 AR —
ZEERR L, W OO 7 —E=F | CHHTAHZ ENTEET,

NetFlow T—% THYRAFR— b T+—T v kD/IN—2 39

NetFlow DFEAH T 72— L 2— K T9, NetFlow Nk E &N, 77— L a— KDL D9
D7 F—~v FWRAELE L7z, NetFlow ©7 AKR— b 74—~ v FORHFHOMEIIL, —

Va9 LIEENE T, NetFlow Version 9 =7 AR — k 74—~ v FOkBIEREIL. 5707

L—"BR_R—=R L4, 77— NI, La—RK7x—~v hORFEHEATRER L O
WZLET, NetFlow br—EARERIKEESN TS, EAZ7e—La—RF7r—~<y NE2ZEREL
BT ARENDY AL, TUT L= TS L ROV ONOFERH Y £,

*NetFlow Da L7 Z &4 L7c y—ECRXEZRRLIEVTLHT7 7Y r— 3 VaERT
LY — RR—=F 4 BEVRR = M —L, FHlO NetFlow HEEEN BN E D =N T
Vor—varzBar (VT H0E3H0 $HA, KbV, BBaoT7 7 L— K 74—
~y NI TN OT —% T A NVEHERTHZENTEET,

CHTHIREREIT. BUEDE AR #1025 Z & 72 < NetFlow [ZHURIZIBINTE £,

e NRN—T gL 97—y MIB LW E Fa AR PO h 2 U CESETE A7,
NetFlow IZZ b D7 1 b auZxt LT DEsEficxiie) LET,

N—=Ta9DTI AR—K 74—~y bE, "y b~y X—LZniki< 1 2L EOT
YFl—hT7u—tky hEREFT ¥ 7e—ty hTHRSNTWET, T L— K 7
a—ty T, FROT—F 7a—ty MIFEREINDE 7 0 — /L FOFHABRRIES L ET,
ZOEIRT—H Tu— Tty MI, BTRILZZ AR— bk 7y bEREFEFEOT S AR—
oy NCRAETDAEERDY T, 77 —F 7e— %y FBLOT—X 7o—
v ME, MORNRT LI, B—Dx= 7 AR —F "y MIBES®EDLZ ENTEET,

R2:/18—23>2 9T HRR— k7Y b

Packet Template Data Data Template Data
Header FlowSet FlowSet | FlowSet FlowSet FlowSet

7757

NetFlow Version 9 Tl., EE&N 5T —H % NetFlow 2 L 7 X NEECE L X512, T
L— b F=2 &2 EHNIC I AR = LET, £2, 707 L—bDOTF—% ZJu—t v b b
T AR— 1+ LET, Flexible NetFlow D ERFSIL, 2—HF—m7o— La—RKERETH
L N=Ta 9T T L— NMIEFERPICER S, a7 X kIS 2 T, ToOK
2, ~yH— T —hT7r—Fy hBXOT—¥% 7un— &y FEEH T, NetFlow
Version 9 =27 A" — K 74—~ v MNOFEMAREI AR LUET,
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JO— T4 —

3:NetFlow /13— 3> 9T AR— k TA—7 v DM

(Template D 256)

Haader <— NetFlow Version 9 Header: 32 bits —»
First Tamplate FlowSat Warsion 9 l Cou_nt_ =4 [Fla'.\!Sd_}s;
Tamplate Racard System Lptima .

First Racord FlowSat UNIX Secands

First Data Record

Package Saquenca

Sacand Data Record

Source ID

Third Data Recard

<—Templata FlowSet: 16 bits—

Sacond Templata FlowSat

FlowSet ID -0

Tamplate Racord

Langth = 28 bytes

Tamplate Racord

Templale |D = 256

Second Record FlowSat
(Template 1D 257)

Figld Count=5

Data Record

IPvé_SRCADDR (0x0008)

Data Record

Langth = 4

Data Racod

IPv4 DSTADDR (0x000C)

Data Record

Langth = 4

|Pvé_NEXT_HDP (0x000E)

Langth = 4

PKTS:_32(0%0002)

— 1]

Langth = 4

BYTES: 32(0x0001)

Langth = 4

-«—Data FlowSet: 32 bits —»

FlowSat Langth =
ID =256 64 bytes

182.1688.1.12

10.5.12.254

192.168.1.1

50049

5344385

182.168.1.27

10.5.12.23

192.168.1.1

T48

388964

182.168.1.56

10.5.12.65

192.1688.1.1

5

aTiTEA

8534

JOo—E=4— .

N=Tq 97 AR—b 7 —<v bOFEMIZHOWTIE, mYA » ~2—,3— [Cisco I0S
NetFlow Version 9 Flow-Record Format] #ZM L T 72 &y, RO URL OB AFTEET,
http://www.cisco.com/en/US/tech/tk648/tk362/technologies_white paper09186a00800a3db9.shtml

7 — & =4 —|LFlexible NetFlow D% > " TU—27 ~TF 7 4 v 7 QEREZEITTHa R R—R

VRTC AV E—T oA AZHAENET,

Tu—F—HFRxy hU—7 FTT7 4y mbtESh, 7Ju— L a—RKDkey 74—/ R
B L Vnonkey 7 4 — /b RIZESWTEH Y mEX 7o — =4 —F ¥ v a|lBISNH

\i—g_o

Flexible NetFlow (X, RIC T 7 4 v 7 DS EIER XA T O FTT DDl TE
9, TOXRTIEHE, ANMA v E—T 2 A A EDOEH#ERNT 7 ¢ 7T OTZDITHEFTFEINT- L
a— K&, WA 2 =T 24 A EDOEXF2 ) T 4 9O DICEF SNy a— RE/fAL
TRy MBS EhET,

Flexible NetFlow D% E .


http://www.cisco.com/en/US/tech/tk648/tk362/technologies_white_paper09186a00800a3db9.shtml
http://www.cisco.com/en/US/tech/tk648/tk362/technologies_white_paper09186a00800a3db9.shtml
http://www.cisco.com/en/US/tech/tk648/tk362/technologies_white_paper09186a00800a3db9.shtml

Flexible NetFlow O3 |

. JA—E=4—

4:2250 70— FE=4—%FEALERELC FS 714 v I O

T E |ﬂ| |ﬂ| E Flaw Monitor 1 Flaw Maonitor 2
(Etharnet 0} (Etharnet 1)

Kay Fislds Pachkat 1 Monkey Fields i Key Fields Pachet 1 Monkey Fialds

Sourca IP 10333 Packets i Sounze [P 10333 Pachkets

Destination IP mzz2z Bytes i Destination IP mzzz2 Time Stamps

Source port 3 Time Stamps i Input Interfacs Ethemsat O

Destination port 2078 Mexd-Hop Address i 5YM Flag 0

Layer3 Protocol TCP-& H

TOS Byts o :

Input Inte riace E‘t!19rnat0 \

Traffic Analysis Cachs Security Analysis Cache
Soumce |P | Dest. IP | Dest. UF |Protocol | TOS | .. |PkE ] Source |P |Dest. IP |Dest I'F |Probcol | TOS | .. | Plis
10333 |10.222 |E1 [ a 11C00| 10333 |[10222 | E1 E1 [u] .o | 11000

TORNZ, BAZL LVa— R L TEEOZ A TOT7n— =4 —%EMT 5 X0 #4H
BRITEOH 2R L ET,

E5:hR2 L LI—FTOEBDEA TOTA— T4 —DEMLHEAH

Branch

Application Flows

Security Flows

Teleworker

—

ITITEE

T4
E

TI7AN DX ¥ v a XA TE Tnormal) TF, ZOE—RTHE, FryaWoxz= Y
73 timeout active 5% & & timeout inactive sX EZfE > THREINIZ 2D £9, Fvy v =k
Ui, HIREINIZRD EF vy v anbilirsih, RESN TN ENDOT T ZAR—F|Z
roTz /7 AR—- a7,

. Flexible NetFlow D% E
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JA—HrIF5— .

JO0—HoIJ5—

Ta—Hr 5 —I, N—EFDaLr T Fal— g TRHIOaryR—3xr FE LTER SN
F9, 7a—H 7T, STAIGRIRSIN D 7 v FOEEHIRT 5 Z & T, Flexible NetFlow
EEITLTVDT A, A LOAMEZRO T DI ESNET,

Ta— BT TR, V= E DR T = L RIIKTAE=Z Y TR ENRS SN E
T, Yo7 —%ETn—F=F—lHlTHE, Ta— =X =BT OMNBEOH LT
NI T D7, V—F TR —E = —FETT DDA — =~y FATHET L
FI, Tr— FE=H—THIESNA Ty MR T L, Te—FE=F—DF v via
WA SN ATEROREDN, ZAUIL U TR T LET,

ip flowmonitor 2~ > REFHLCA v X —7 oA AHEHSINDIEGA, Y7 I7—F7n—
T —LHAEDETHERSNET,

HHR— k&M TLVS Flexible NetFlow 7 1+ —JL K

WORTIE, SFSER N T T4 v I XATBIWNNT 7 4 w7 HEIZDOWT, Flexible NetFlow
(FNF) TYHR—FENDT7 4 — L FOFHEEY A FEEHEL TWET,

A\

GE) v MIVLAN 74— L ERH LA, TORSITEBBINET A,

Ja4—J)L |LA4¥ |L42 |IPviIn |IPV40ut |IPv6In |IPv6 Out |;IZ
N 2In Out

Key 7=
& Collect
14—
K

Flexible NetFlow D& [}



B - ST % Flexible NetFlow 7« — L K

Flexible NetFlow O3 |

74—
K

L1+
21In

L1¥x2
Out

IPv4 In

IPV4 Out

IPv6 In

IPv6 Out

TE

A B —
T A A
NS

FIIIN

FIIIN

PPN

Tn— F=H—%AFH
MICHEHT 256 ¢

» match % — 7 — R %&ff
ML, AJiA 2 —
TxA Ak key 7 A —
MRELTHEHALE
E

» collect & — 7 — RN &
ML, thA v o—
7 = A A% collect
74—V RELTHEA
LEd, 207 14—
Kii= 7 AR — b &h
Ll a—RiZaEhk
T, EIX0IC7e Y F
R

A B —
T A A
7

PIIIN

PIIIN

PPN

Tn— =X —%HN)
mZE AT 254

» match % — 7 — K% ff
ML, HhAra—
TxA Ak key 7 A —
MRELTHEHALE
7T

« collect & — 7 — RN &A{f
ML, Ao 52—
7 = A A% collect
74—V RELTHEA
LEd, 207 14—
Rz 7 ZAHR—kF &N
LHla—RiIgEhz
T, EIL0ICR D F
R

14—
K

L4 2In

L1+2
Out

IPv4 In

IPV4 Qut

IPv6 In

IPv6 Out

Key
Ta—
g
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#R— kSR TLS Flexible NetFlow 7+ —L k]

Ja4—)L |LA4¥2In| L4142 |[IPviIn IPV4 Out IPv6 In IPv6 Out FE

N Out

7u—Jk | %tk s e s e s

]

Ethertype | )i RSN — — — -

VLAN A | %fits — e — Xt — AL v F

7] A= F T
D FH
A—h &
nTunE
7

VLAN {ff |— K hix — K hix — Kt A

71 AR— KT
D I
A—h &
nTunE
7

dotlq PN — PN — PN — AA v F

VLAN A AR— KT

71 D FH
A—F &
NTWE
7

dotlq — K his — K his — K his AA v F

VLAN H AR— KT

71 D I
A—F &
NTWE
e

dotlq B | %t ESII ESIn ESII ESIn ESII AA v F

B R— KT
D I
A—F &
nTunE
R

MAC X5 | %fhis ESIIN ESIT BTN ESIT ESIIN

g7 N

ANT

Flexible NetFlow D& [}




Flexible NetFlow O3 |
B - ST % Flexible NetFlow 7« — L K

Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4Qut |IPv6In IPv6 Qut FE

N Out

MAC %18 | — - - - - -

g7 KL

A

MAC %85 | %It — <t — PSP —

7 RLA

A7)

MAC %15 |— ESIIN — ESIIN — ESII

ST R

A

IPv4 /X— | — — % fts P % It P

Vg

IPv4 TOS | — — i i i i

IPv4d 712 | — — X s P X s P E{EIC/%5E

=% e —
k. ICMP
a— RN/ &
A7,
IGMP % A
-, TCP
VA
[ v g WoR
NGRS
NTW5
LAt
HT 5%
BB
7,

IPv4 TTL |— — KRS st KRS ESIIN

IPv4 TTL |— — FOR s FOR s IPv4 TTL
LRICT
7,
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#R— kSR TLS Flexible NetFlow 7+ —L k]

Ja4—)L |LA4¥2In| L4142 |[IPviIn IPV4Qut |IPv6In IPv6 Qut FE

N Out

IPv4d 7o |— — e s e K hix IPv4 7' 11

= =
FLT
T, EE
JL/5B5E
A=k,
ICMP =1 —
R/& A
7. IGMP
e AN
TCP 7 7
7 DN
TUDSHIMEE
Han<
WHEGE
WA
YRPAL YN
by F
D

IPv4 55 | — — PO K hix — —

g7 KL

A

IPv4 585 | — — ESITN ESIIN — —

7 KLA

ICMP IPv4 | — — i SRS — —

2AT

ICMP IPv4 |— — S i — —

a— K

IGMP % A |— — e K hix — -

—

J4—JL |L4¥2In|L442 |[IPvdIn IPV40ut |IPv6In IPv6 Out |I=

K Out

Key

24—

k(e

F)

Flexible NetFlow D& [}



B - ST % Flexible NetFlow 7« — L K

Flexible NetFlow D%

Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4 Qut IPv6 In IPv6 Out FE

N Out

IPv6 73— | — — It It It It IP /N —

vav ENNES
FLT
7

IPv6 712 |— — K ESIIN K K hix IP 71 k

=% 2L
CTd,
{5 Ju/58
HeR—
k. ICMP
a— N/ &
17,
IGMP % A
7. TCP
777D
WAL
DM &
nTnd
Lo fif
M3 20
ERH Y
3

IPv6 5(5 | — — — — Fam o

g7 N

2

IPv6 55 | — - - - WIS | RS

T LA

IPve b7 | — — S P pSI X IP TOS &

747 ML

77 A +.

IPv6 7| — — it I it I P TTL &

7Yy VRS

b T,

ICMP IPv6 |— — _ - . .

2AT

ICMP IPV6 |— — _ _ -~ .

a— K
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#R— kSR TLS Flexible NetFlow 7+ —L k]

Ja4—)L |LA4¥2In| L4142 |[IPviIn IPV40ut |IPv6In IPv6 Out FE

N Out

source-port | — — o S s B

dest-port | — — s S S s

J4—J)L |LA4¥2In|LA4+2 |[IPviIn IPV40ut |IPv6In IPv6 Out FE

N Out

Collect

14—

K

RS- I KPIE I KPIE S Sy b
P R =

(FCS %

ale A —
PR b
7L —A
P K18
XA )
HEEE
ZD
74—V
I % [E]58E
L. Bytes
layer2 long
ZREA L
£7.

Ny b RS K hix XFhis K hix XFhis K hix

&

Timestamp | 7 s R s R St

absolute

first

Timestamp | /i PSP PSS PSS PP PSS
absolute
last

TCP 77 |xthis s I s I s TRTD
VA 77 7%k
AL F
R

Flexible NetFlow D& [}



| A

T4k

Flexible NetFlow O3 |

Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4 Out IPv6 In IPv6 Out FE
N Out

Bytes PPN s PPN s PPN FIIIN
layer2 long

s

axX AE

WDOFIL., T /351 ZIZxT 5 Flexible NetFlow OF 7 /L R EZ R~ LET,

% 3: T 2 4L kD Flexible NetFlow 5% &

RE T4k
Ta—T 7T 4T XA LT Tk 1800 £
Tu— XA LTI NDOKT 7T 474k 15 7

Flexible NetFlow : A 71 VRF H-7R— F D=

Flexible NetFlow : AJJ VRF ¥ 48— MERE TlE, key 7 4 —/L K & LT Virtual Routing and
Forwarding (VRF) ID #INET 57 n—La— R KRHHAN 7o —F=F—%2HWHL T, T2
A ATHERB 7y B VRFID ZIETE D LI ICLET,

BEVATLES

BV AT AFE S AR AL, 4,294,967,296 HO—EDEEF-3R2 Y D7 4 —/L KT,
AVE—=Fy hDOIRT N w7 RAAL UN—T 4 VTV AT DY R— T 57D TX
F7,

BV AT L%ES (ASER) 1L, FIZA—F—F—brv=A 7u ha)LTHEHAIND IANA
W TEHV Y TONDIFINRERSTT, —BEONL—T 4 VI RY —h O —OHTE
TZhrFry NU—7 FREIRT IV v 740 F—Fy MIVAVTHR—LEHR SN TWND R
U — 27— LET, ZOBEMEVATAESIE. BTV IR FDA U F—F
M —tR27Ta X, Fe A F—Fy b7 AF =Y (IX) OT, BGPB IO T %A
VHA—Fy =B R T aNAF L FETTHDICHETT, ASEFILZS e — VLB T
HOIVERHY FT, ZHICEY, BGP BABHL TNA—T 4 7 TE B —EDEHNLIP T
RL A7yl BEEEND IRV ET, BGPIL, L7 4 v 7 AL BEVAT L/RA
(AS/RR) ZFEHALT, V7 4 v 7 ABFET DI~ DREANSAZRELET,

NetFlow VOB L NIPFIX =7 AR — h X A 1%, 328y FASESE2 VA — M LET, NetFlow
V51X, EE 16 By hOEETLTB L UL ASTERITHES 720, ZD32AS 74—/ REH
R—hrLEEA,

NetFlow Tld, D BGP /NXT A —H T/ AR— K TEET,

*BGP EAE IR E-IIE T AS H &

[l Flexible NetFlow D35
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Flexible NetFlow D% /5% .

« BGP 46 et £7213 7 AS &=

B®RE
AS BEHV AT LAEFETHITIE, kOoa~vwr REHALET,
[no] collect routing { destination | source } as[[4-octet] peer] [4-octet]

Flexible NetFlow D% E /5%

Flexible Netflow % 7% &9 2121E. RO —BRIZ2FNEIZHREVE T,

1. 7o0—l%F— 74—V FBIXOEF— 74—V FEEFEELT, 7o— La— REE/HRL
i—a_o

2. o halEEEL THEED 7e—x ) AR—F2ER L. s8R — b, 565E. BLOZE
DD IRT X —H Zlirk L £,

3 7r—La—RBIWT7r— 2 AR—FZIHESNT, 7u— F=F—%/FlLET,
4. LEOYV T T —%ERLET,
5 LAY2A—hF LAVIHR—F, FEEVLANIZTZr— =X —%@HALET,

JO— La— FO1ERL
NABZ<A R L2780 — La— RERET DL, ROZAT ZFEITLET,

NAB<ARX LTe7vn— La— R, FEOHW TN 7 47 T—F&5HT 57228
HLEF, IAF~A X LTz7a—La— R, key 7 4 —/v K& LTHEMT % match 2%
212U EVETY, @ X nonkey 7 4 —/L K& LTHEAT S collect ZEHEN 1 DL EH D F
—é—o

HAZ<wA X LTz7a—Lba— ROIEFNE, HEabOrRERHY 3, 20X A7 TE, 7
REMED B DIEFD 1 D> ZEAVER T D2 O DFNEICHOWTIA L £, MBS U TYUEZX AT D
FEAEFE L, BHIZEDETCHIAZ~AL A L7 — La— FEERLET,

FliE
ARV RFEEETIa Y By

RTFwvF1 |enable ¥iME EXEC E— REAMNCLET,
Bl e NRAT—FRZANLET (FERES

nNE%a) .

Device> enable

RFw 72 |configureterminal Ja—r L ar7 4 ¥al— gy
i - E— FERHBLET,

Flexible NetFlow D& [}
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Flexible NetFlow D%

ARV FFEREETIVa Yy

S

Device# configure terminal

AF5w 73 |flowrecord record-name 7u— La— F&{Ep L. Flexible

1 : NetFlow 72— L a— K a7 4 X
L—vay E— RERFHBLET,
Device (config)# flow record - N S -
FLOW-RECORD-1 s IOITUFTHE, BAFOT
LVa—NEEHTL2L6TEE
T

25w 74 |description description () 7m— L a— OB R
i - LET
Device (config-flow-record) #
description Used for basic traffic
analysis

A7y 75 |match {ip|ipv6} {destination|source} | (i) ZOBITIE, IPv4SESET R
address VA% L a— RO key
Bl - 74— RE LCRELE

D

Device (config-flow-record) # match ipvé
destination address

ATV T6 | MEIELTAT v 7S ZHVIRL, |—
La— RoiBi key 7 4 —/V RERE
LET,

R w7 |matchflowcts {source|destination} GE) Z OHFITIE. CTS D%EET

[l Flexible NetFlow D35

group-tag
1 :

Device (config-flow-record) # match flow|
cts source group-tag

Device (config-flow-record) # match flow|
cts destination group-tag

TN—"T BT LGS T —
TR T L a— RDF—
T4V RELTRELE
9, match ipv4/ipv6 =~
v RTHRIHTE 22 Dfthod
key 7 4 —/V . B X Ukey
74—V ROBREIZHAT
& 5fthod match =< > Ko
ZERIC OV,



| Flexible NetFlow D35
70— va—roks [l

ARV RFERETI Y S
GE) <

* SGT £721% CTS

DOWT N DL
BHTIA B —

7 x A A THES)
fbahTnd L,

SGTIX 02720 F
e

G/ hTC,
(SGT. DGT) &
*itnd % SGACL
RENFIET
X, DGT iX¥
DAz 0 £97,

SGACL 73 Hi /7
N— F/VLAN T4
M Tnd
M, FlZF S a—
3L SGACL D58
il 2 MEhk S 4T
Wb %A, DGT
12012720 £7,

e AJJ

c EFE Ny b T
L.~y —Nb
HYE. SGTIZIX
~v A — &6 UfE
DRMENET,
ERAYAAS -
0N REIET,

DGT fEIZ A7
A— F® SGACL
REIIKIE LER
/VO

ATFvT8 end Flexible NetFlow 72— L o2 — K ==
il - T4 F¥al—varyE—FEKTL
T. M EXEC =— FITREY £,

Device (config-flow-record)# end

Flexible NetFlow D& [}
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ARV FFEREETIVa Yy

S

ATvT9

show flow record record-name

1 :

Device# show flow record FLOW RECORD-1

g EBEL-7ua—La— Ko
EDAT — 5 ARFRINET,

ATy 710

show running-config flow record
record-name

1 -

Device# show running-config flow
record FLOW RECORD-1

(BB fiEL-7r—La— RO®E
ENFTRSNET,

20— I RR—2DIER

Tu— T AR—FEER LT, 7HBE—DT T AR —F NFGRA—HEEFRTEXFET,

\)

6=

Ta— T AR—F T LI,

1ODSFEDHPY R— b EnFET, BN EICT 22Ty

AR—=FTHERIT. O 70— 2 ) AR—FEFRELCT7u— =4 —|ZE Y L THL
EHRHD F9,

IPv4 7 RVAZEHA L THEIC=I AR — N TEXET,

FIE

ARV RFEEETI 3y

B8

ATy T

enable
1 -

Device> enable

ke EXEC T— F&EAINZ L £,

e NAT—RE AN LET (TR
N8558 .

ATy T2

configureterminal

51

Device (config) # configure terminal

Jua—) a7 4 F¥al—3 v
£ F\;’&E:ﬁﬁé\biﬁ—o

ATvT3

flow exporter name

51

Device (config) # flow exporter
ExportTest

Ju—x g AR—FEERL, Te—
T AR—H a7 4 Fal—av
T— REHBELET,

ATvT4

[l Flexible NetFlow D35

description string

51

(EE) mKO3XLFET, ZO7u—0D
FAZRELET,



| Flexible NetFlow

B

axX ;&

so— o 2t—a0km |

ARV FFEREETIVa Yy

E:)

Device (config-flow-exporter) #
description ExportVv9

Z 5w F5 |destination {ipv4-address} ZDT T AR—HIZIPv4ASEIHET KL &
Bl - TR A M ERGE LT
Device (config-flow-exporter) #
destination 192.0.2.1 (IPv4
destination)
A7y 76 |dscpvalue ({1:#) DSCP (DiffServ =1— RAHA >
il - B fEZEE L £, #HiHIZ0~63T
o T 74/ ME0TT,
Device (config-flow-exporter)# dscp 0
ATv 71 |source{|} (LE) B%E S 7585 T NetFlow =
Bl - T ZCEET DD T oA
F—TxA A%tRELET, KETL
Device (config-flow-exporter) # source L“C/)’ZOD4 :/&‘—7 :n4 X%%&ET%
gigabitEthernetl/0/1 Egﬁfo
AT 78 |transport udp number ({£#) NetFlow =t L7 X |[ZBIET 5
i - T2 OIZHES % UDP AR — k257 L &
TO
Device (config-flow-exporter) #
transport udp 200
RATwv 79 |ttl seconds (TE) =7 AR—FILL-oTEREE
Bl - NDT—5 7T LO{EfRE T RERFH
Device (config-flow-exporter) # ttl 210 (TTL) 1'[E%’)§£ﬂibi‘a—° %B&i 1~
255 FCF, T 7 A MiE 255 T
R 710 |export-protocol {netflow-vO} Ty AK—Z CHEH S D NetFlow =
Bl - JAR—hr7Ta bhalor—Tg %
BELET,
Device (config-flow-exporter) #
export-protocol netflow-v9
AFv 711 |end KiE EXEC ©— RIZREY £,
i

Device (config-flow-record) # end

Flexible NetFlow D& [}
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B »zx5<1xLr70—x=s5—0#H

ARV RFERETI Y S

Z 5w 712 |show flow exporter [ namerecord-name] | (f£i) NetFlow O 7 11— T 7 Z7—
11 : HiEHERRTLET,

Device# show flow exporter ExportTest]

R Fw 713 |copy running-config startup-config fEE) avr74FXal—vary 7y
1 A MEREERAE L ET

Device# copy running-config
startup-config

RDERY
Jo— LlLa—RBLIT7e— 2/ AR—F|ZHESNT, Jo—F=F—ZEHLET,

HRAATAXLF-720—F=_2—DEMK
HAB<A R LTm7a— =X —%ERTAI2%,. ZOMNHEDOZ A7 24T LET,

K7 —F=F—lF, FHOX Yy v anEFD S TOHNATWET, 7r—F=4—T2C,IZ,
Xx v iazr NIONEBLOLAT Y MEERTLHLa— FRMRETT, ZbDLa—
R 77—~y MI, FHIEBRBFADLI— K 73—y hOWWTA, Flda—F —ER
WThsZEnTEEST, EFO——ThHivL flowrecord =2~ FEFEHL T, hAX~
AR T A=~y NEET 522 b TEET,

\}

GE) 7L F T T NetFlow BLAF¥IKR—F F¥pL A0 H—T oA ATHEEINTNDIEHA,
RFBICEHA SN 7 —F=4 —REN, TOR— FF ¥ ZLOTXTO R NIHR L THR)
RV ET, LER-ST, LBAR—FF YN A F—T 2 A ADTRXTDALI/NT, 70—
T —REEFRICICTHZ EAHERELET,

IR B I

Flexible NetFlow DHBIEFREFAL 2 — FORDOVICH A X <A XA LTz a— K2+ 55
BlX., TOFART EZFITTHHINC, WAZ~A ALV a— RE{ERTHIHERH Y F9,

Fe R T AR— T REDIITO— T AR—F 7o — =X —|LBINT 35501,
TDHEARTHFETTHRNIZ T AR—ZZVERRTHLENRH Y 4,
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A\

nzasvqZLi-70—e=4—nkm [

| rate-limit} seconds| type normal }

1 -

Device (config-flow-monitor)# cache
type normal

() 7wo—%F=F—Trecord 2~ RKO/XT X —X ZZEHJ 5HH1Z, noip flow monitor =~ > K
ZHEHLT, 3XTOA U F—T oA ANLHEHAEHADO 7 n—FE =4 —%HIRT 5UNENH D
e

Fg
ATV RFEREETIVaY B
ATwv 71 |enable M EXEC E— RE AT LET,
{1 e MATU—R&ZANJLET (ERS
nIZGE) .
Device> enable
AT w72 |configureterminal Ja—nN)ary7 4 Xal—a s
1;'] : £ — F\%Eﬁt‘ébjﬁ—a_o
Device# configure terminal
Z 5w 73 |flowmonitor monitor-name 7nr— =4 —%{E L. Flexible
R NetFlow 72— E=F— a7 4 X =
L—yaryE—RZBLET,
Devi (config)# flow monitor - N S .
FEOWEEOE(I)TOR?I e s ZOav Y RTHE, BifF0 TR
E=F—HEETHELHTEE
ﬁ—o
23w 74 |description description (LE) 70— =% — 3 &R
1 LET.
Device (config-flow-monitor) #
description Used for basic ipv4
traffic analysis
RFw 75 |record {record-name| netflow-original | | 7o —F=%—0lL a— REZEEFLE
netflow {ipv4|ipv6} record [peer]} +.
i -
Device (config-flow-monitor)# record
FLOW-RECORD-1
XFw 76 |cache{timeout {active|inactive|update| ({1%) 7r— F=F— Frxr v i =a

INTG A=K (ZALTYU MA, Fv¥ v
TaZATeE) BEELET, HE
L7 —%F=F—LtT7u0—F¥yrv
v ZBEEAT £,
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ARV FFEREETIVa Yy

S

Device (config-flow-monitor)# cache
timeout active

ATy T1

VBEIZSUTAT v 76 Vil L
T, 2070 —F=HF—DF ¥y vi=a
WRIA—FDOEREEZZET LET,

ATvT8

statistics packet protocol
11

Device (config-flow-monitor) #
statistics packet protocol

(f£&) Flexible NetFlow =% —D 7’
o s 2 VS EOREHERONEE A R —
T LET,

ATvT9

statistics packet size

1 -

Device (config-flow-monitor) #
statistics packet size

({f£&) Flexible NetFlow & =% —®DH
A A EHERONE L A R —T v
W LET,

ATy 710

exporter exporter-name

1 :

Device (config-flow-monitor) # exporter
EXPORTER-1

(EE) FalcERkshic=7 AR —
ZDA4HTEEELET,

ATFyvINn

end

51

Device (config-flow-monitor)# end

Flexible NetFlow 7 2 — F=4&— =/
TA4F¥al—YaryEB—REETL
T. ¥ EXEC E— FICEY 7,

ATvT12

show flow monitor [[name] monitor-name
[cache [format {csv |record | table} 1]
[statistics]]

1 :

Device# show flow monitor
FLOW-MONITOR-2 cache

({£) Flexible NetFlow 7 27— FE =
B —DAT —H AE L OMEHIERNFE
RENET,

ATy 713

show running-config flow monitor
monitor-name

51

Device# show running-config flow
monitor FLOW MONITOR-1

(fEéi) ?gﬁélei;7FI*—QE::§7,_0)§Q
ENFRENET,

ATy 714

[l Flexible NetFlow D35

copy running-config startup-config

1 -

Device# copy running-config

EE) =27 4Fal—ar 77
AIVICREERIFELET,
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so—4>75—0ks |

ARV FFEREETIVa Yy

E:)

startup-config

J20—Y 275 —01ERL

Ju— Y 7T —%HELTHEMMET BT,

FIE

COVNEDE AT EEITLET,

ARV RFERRETO Y

S

ATy 1

enable
1 -

Device> enable

¥iME EXEC E— R&A%NZ L £,

e NMAT—REANLET (TR
Ni=%E) .

ATvT2

configure terminal

1 :

Device# configure terminal

Ja—nR) a7 4 F¥al— g
E— FERBLET,

ATvT3

sampler

&1

sampler-name

Device (config) # sampler SAMPLER-1

Yo 7T =KL, VT T—a
T4 FXal—arEe— REBBLE
—640

Zha<wy NTE, BEOY T
T—EEFTH L TEES,

ATvT4

description description

51

Device (config-sampler) # description
Sample at 50%

(EE) 7vu—H 77 —0HMHEE
L ET,

ATy TH

mode {random} 1 out-of window-size

1

Device (config-sampler) # mode random
1 out-of 2

YT RFRBI O T7u—H% 7
TF—DU 4 Ry A XERELE
KR

« window-size 5| Bt OFFHIZ, 0 ~
1024 T,

ATvT6

exit
1 :

Device (config-sampler) # exit

Yo7 —ars 7 4 Xal— g
ET—FRE&TL, Ju—)Lar7y
Fal—varyE—RIEY E1,

Flexible NetFlow D& [}
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ARV FFEREETIVa Yy

S

ATy IT17

interface type number

1 -

Device (config)# interface
GigabitEthernet 0/0/0

A HF =T A RAEBFREL, 4 H—
Tx2AAAL T 4 X2l —T g F—
RZ&2BE L £9,

ATvT8

{ip | ipv6} flow monitor monitor-name
[[sampler] sampler-name] {input | output}

1 -

Device (config-if)# ip flow monitor
FLOW-MONITOR-1 sampler SAMPLER-1 input]

FR L7 —F=2—B L7 —
YT T H—T o AZEHIY
WCTC, VoV T A =TT
L9,

ATvT9

end

51

Device (config-if)# end

Ao B —T A AT 4F¥2L—
vary E®— REKT L. FiHE EXEC
F— RIZREY £79,

ATy 710

show sampler sampler-name

1 -

Device# show sampler SAMPLER-1

=L

RELEMELEEZ7a—H 7 5—0
AT —H AR IO FHEREZF L E
7,

A B —T A RAADT7A—DEH

Ta— =X —BIOF T a oI — A —T o A TE 9,

FIE

AU RFEEETIVa Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—REANLET (FERkEh

56

o

AT T2

configureterminal

1

Device (config)# configure terminal

Jua—)L a7 4 Xal—gy
T—FzfnL£7,

ATvT3

[l Flexible NetFlow D35

interface type

1

Device (config) # interface
GigabitEthernetl1/0/1

Ao H—Tx2A AT 4 FXalb—3
YE—RERBL, A F—T AR
ERELET,

Flexible NetFlow I%. L2 A"— M F+ %L
AE =T oA AT R— SN EE



| Flexible NetFlow D35
1v8-7212~070—0ER |

ARV REEET7IVa Y B
IS, L2AR— R F ¥ R A L R— 7R —
FCHEYR—-FENET,

Flexible NetFlow (%, L3 i"— hF ¥ x/L
AVHE—=TxAA AL ALK — NTH
N— hSETD, W L CRIRRC
PR—=REINHZLITHY EFHA,

A7 v 7 4] {ipflowmonitor |ipv6 flow monitor | | AJyE7=3HI) 3y MRS 24
datalink flow monitor } name [sampler B —T7 = A 7. IPv4. IPV6. F—Z 1
name] {input | output; Ly Tn—E= A — BLOA T a0
Bl DY > 7T —Z BT £

, o . . ip flow monitor — Flexible NetFlow T IPv4
Device (config-if)# ip flow monitor _ )
MonitorTest input cNoT7 4 v BBERTEET,

ipv6 flow monitor — Flexible NetFlow T
IPV6 N7 7 4 v 7 EERTEET,

datalink flow monitor — Flexible NetFlow
THIPONT 7 4 v BEHATEET,

GE) ATy E A DWITHTA >
H =T A DT =
Z— AT 2 ENT
TET

X5 v 75 |end HebE EXEC B— NICEY 77,
1 -

Device (config-flow-monitor)# end

R F v 7 6 | show flow interface[interface-typenumber] | ({13 A » ¥ — 7 = A A® NetFlow [§
1l - WmERRILET,

Device# show flow interface

R 77 | copy running-config startup-config B =2y 74Xl — a3 77
1 - A MCRE R R LET,

Device# copy running-config
startup-config

Flexible NetFlow D& [}



B v £ Ty S8 NetFlow D 3E

VLAN ETDTY)

~ O

A

3 NetFlow D% E

Flexible NetFlow O3 |

Ta—F=Z—BIOF T a oY ST —% VLAN I Tcx £17,

FIE

ARV RFERETIVa Y

=)

&M

enable
1 -

Device> enable

HibE EXEC E— RE A% LE,
e NMRAT—RKEANLET (FkEhn

7256

o

ATvT2

configureterminal

1

Device (config) # configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBRBLET,

ATvT3

vlan [configuration] vian-id

1

Device (config) # vlan configuration 30
Device (config-vlan-config) #

VLAN $£721Z VLAN 2> 7 ¢ F 2 L—
Var ' RERBLET

ATvT4

ip flow monitor monitor name [ sampler
sampler name] { input }

1

Device (config-vlan-config) # ip flow
monitor MonitorTest input

ATy MCHIET 5 VLAN 12, 7
H—E=F—BLOA TV a o
77—z BT £,

ATvTh

copy running-config startup-config

1

Device# copy running-config
startup-config

(FEE) a7 4FXal—yary 7y
ANVICREZRT LET,

L 1 % 2 NetFlow D% FE

Flexible NetFlow L' 2— KN TL A ¥ 2 F—%2 EXTEFET, ZOLa—FRaEfFHLT, LA
Y24 LU A —T 2 ADT7a—%Fy T F ¥ TEFET,
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FIE

L 4 ¥ 2 NetFlow D& .

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

configureterminal

1

Device (config)# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

ATvT3

flow record name

1

Device (config) # flow record L2 record
Device (config-flow-record) #

Jau—lLa—RKary74Fal— g
v E— RERGLET,

ATvT4

match datalink {dot1q |ethertype | mac |
vlan}
1 -

Device (config-flow-record) # match
datalink ethertype

LA Y2EMEAF—L LTHRELET,

ATy 75

end

1

Device (config-flow-record) # end

HrME EXEC E— RIZERED £9°,

ATvT6

show flow record [name ]

1 -

Device# show flow record

EE) A v % —7 =4 AD NetFlow 1%
HhERRLET,

ATy T1

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =274 Xal—var 7y
A MIREZRAF L ET,
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B rexibie NetFlow 0%

Flexible NetFlow ) E5%R

Flexible NetFlow D%

WOFEIZHDa~ RafEH LT, Flexible NetFlow # =%V . 7/ CT&x £,

5 4: Flexible NetFlow D E€=%"') >4 a< > K

avU kR

S

show flow exporter [broker | export-ids| name|
name | statistics| templates]

NetFlow O 7 @ — T 7 AKR—H[EH & HEtHE
WERRLET,

show flow exporter [ name exporter-name]

NetFlow O 7 0 — x 7 AR—ZEH L
WEFRTLET,

At

show flow interface

NetFlow A % —7 = A AZET A 1EWE FoR
l_/i‘a_o

show flow monitor [ name exporter-name]

NetFlow O 7 10— £ =X — & L 52t E %
%ZT—\‘ Li—a—o

show flow monitor statistics

7u— &= —0OfiHER ez R LET,

show flow monitor cache format {table| record
| Csv}

fEEsNEEAT7n—F=4—DF v v =
DHEERRLET,

show flow record [ name record-name]

NetFlow D 7 11— L 21— Rz FoR LET,

show sampler [broker | name | name]

NetFlow ¥ 75 —IZHT AERErERLE
TO

Flexible NetFlow ) % 5 {51

o

5l - 20—NDHKTE

Tu—%{ER L, FOT7u—% A X —T oA AZHEATHHERLET,

Device# configure terminal

Enter configuration commands, one per line.

Device (config) # flow export exportl

End with CNTL/Z.

Device (config-flow-exporter)# destination 10.0.101.254
Device (config-flow-exporter)# transport udp 2055

Device (config) # flow record recordl

Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address

(
(
(
Device (config-flow-exporter) # exit
(
(
(
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Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match transport source-port
Device (config-flow-record) # match transport destination-port
Device (config-flow-record) # match flow cts source group-tag
Device (config-flow-record) # match flow cts destination group-tag
Device (config-flow-record) # collect counter byte long

Device (config-flow-record) # collect counter packet long
Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # exit

Device (config)# flow monitor monitorl

Device (config-flow-monitor)# record recordl

Device (config-flow-monitor)# exporter exportl

Device (config-flow-monitor) # exit

Device (config) # interface tenGigabitEthernet 1/0/1

Device (config-if)# ip flow monitor monitorl input

Device (config-if)# end

Bl:IPVAAD T T4V IDE=ZR) T

WOFENE, IPVAANTI T 7 4 v 7 T =4—F 551 L TOET (intgl/o/111%, intgl/0/36
BXWintg3/011IZ b7 7 4 v 7 &FEFLET)

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# flow record fr-1

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match interface input

Device (config-flow-record) # collect counter bytes long
Device (config-flow-record) # collect counter packets long
Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # collect counter bytes layer2 long
Device (config-flow-record) # exit

Device (config) # flow exporter fe-ipfix6

Device (config-flow-exporter)# destination 2001:0:0:24::10
Device (config-flow-exporter) # source V1anl06

Device (config-flow-exporter)# transport udp 4739

Device (config-flow-exporter) # export-protocol ipfix
Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter)# exit

Device (config) # flow exporter fe-ipfix

Device (config-flow-exporter)# description IPFIX format collector 100.0.0.80
Device (config-flow-exporter) # destination 100.0.0.80

Device (config-flow-exporter) # dscp 30

Device (config-flow-exporter)# ttl 210

Device (config-flow-exporter) # transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix

Device (config-flow-exporter) # template data timeout 240

Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-1

Device (config-flow-exporter) # destination 10.5.120.16
Device (config-flow-exporter)# source V1anlO05

Flexible NetFlow D& [}
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Device (config-flow-exporter) # dscp 32
Device (config-flow-exporter)# ttl 200
Device (config-flow-exporter) # transport udp 2055

Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config)# flow monitor fm-1

Device (config-flow-monitor)# exporter fe-ipfix6

Device (config-flow-monitor) # exporter fe-ipfix

Device (config-flow-monitor)# exporter fe-1

Device (config-flow-monitor)# cache timeout inactive 60
Device (config-flow-monitor)# cache timeout active 180
Device (config-flow-monitor) # record fr-1
Device (config-flow-monitor) # end

Device# show running-config interface gl/0/11
Device# show running-config interface gl1/0/36
Device# show running-config interface g3/0/11
Device# show flow monitor fm-1 cache format table

Bl:IPVAED S T4V IDE=ZR) VT

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # flow record fr-1 out

Device (config-flow-record) # match ipv4 source address
config-flow-record)# match ipv4 destination address
config-flow-record) # match interface output
config-flow-record) # collect counter bytes long
config-flow-record) # collect counter packets long
config-flow-record)# collect timestamp absolute first
config-flow-record)# collect timestamp absolute last
config-flow-record) # exit

Device
Device
Device
Device
Device
Device

Device

Device (config) # flow exporter fe-1

Device (config-flow-exporter) # destination 10.5.120.16
Device (config-flow-exporter) # source V1anl05

Device (config-flow-exporter) # dscp 32

Device (config-flow-exporter)# ttl 200

Device (config-flow-exporter)# transport udp 2055

Device (config-flow-exporter) # template data timeout 240
Device (config-flow-exporter)# exit

Device (config) # flow exporter fe-ipfix6

Device (config-flow-exporter) # destination 2001:0:0:24::10
Device (config-flow-exporter) # source V1anl06

Device (config-flow-exporter)# transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix
Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-ipfix

Device (config-flow-exporter)# description IPFIX format collector 100.0.0.80
Device (config-flow-exporter)# destination 100.0.0.80
Device (config-flow-exporter)# dscp 30
Device (config-flow-exporter)# ttl 210
Device (config-flow-exporter) # transport udp 4739
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Device (config-flow-exporter) # export-protocol ipfix
Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow monitor fm-l-output

Device (config-flow-monitor) # exporter fe-1

Device (config-flow-monitor)# exporter fe-ipfix6

Device (config-flow-monitor)# exporter fe-ipfix

Device (config-flow-monitor)# cache timeout inactive 50
Device (config-flow-monitor)# cache timeout active 120
Device (config-flow-monitor)# record fr-l-out
Device (config-flow-monitor) # end

Device# show flow monitor fm-l-output cache format table

{5 : AF VRF ¥-7R— k FA® Flexible NetFlow M &% E

ROFITIL, VRFID Z key 7 4 —/L RE LTIET L7 —La— REfFOA ) 7r—E=
Z—%EHTHZET, T ADEFE /Ty B O VREID OYUEERE L £,

Device> enable

Device# configure terminal

Device (config) # flow record rm_1

Device (config-flow-record) # match routing vrf input

Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # collect interface input

Device (config-flow-record)# collect interface output
Device (config-flow-record) # collect counter packets

Device (config-flow-record) # exit

Device (config)# flow monitor mm_1
Device (config-flow-record) # record rm 1
Device (config-flow-record) # exit

Device (config) # interface GigabitEthernet 1/0/1

Device (config-if)# ip vrf forwarding green

Device (config-if)# ip address 172.16.2.2 255.255.255.252
Device (config-if)# ip flow monitor mm_ 1 input

Device (config-if)# end

Flexible NetFlow a5 3R

J1)y—2 EENE

Cisco 10S XE Everest 16.5.1a ZOBENEANIIE LT,
Cisco IOS XE Gibraltar 16.12.1 IPv6 b7 7 4 v ZIZDOW\WT,

FNF @ SGT 7 4 —/L K & DGT
74—V KOV R— F3EA
INE L7,
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