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auth : Message Digest 5 (MD5)
L XaT Ny T AT X
A (SHA) (Z2X %737 MadaEa ]
REICLET,

noauth : noAuthNoPriv & = U 7 ¢
LV ERRICLET, F—U—F

#Hry ro—vEEIToraLoEE |



B sweoL—Tssv1—vonE

HEry hT—VEETOraLOEE |

ARV RFERETIVa Y

B8

HIRE LR oot 2T

7 v FTT,

priv: 7 —# 558k (DES) 12X
L8y MR (T AR —L
HWH) EARRIZ L E T,

({£E) read readview & & B, —=—

Vxr NONBEFRTEDE2—4 %
=T 30FH (64 XFLIN) = AN LZE
-é‘O

(&) writewriteview & & 10, 57—

AL, ==Yz hONEEER
TEHEa—AERT LT (64 CF
PN) # A LET,

(f£&) notify notifyview & & H12, @
M, FH, TNy TERETS
B o — 4 KT LFH] (64 SCFLAN)
EANDLET,

(f£&) accessaccesslist & & Hic, 7
AU A RNGDLTH| (64 3LF-LIN)
AT LET,

ATy Th

Snmp-server user username group-name
{remote host [ udp-port port]} {vl
[access access-list] | v2c [access
access-list] | v3 [encrypted] [access
access-list] [auth {md5 | sha}
auth-password] } [priv {des | 3des | aes
{128 | 192 | 256} } priv-password]

1

Device (config) #
public v2c

snmp-server user Pat

B E5ky rO—/EETOFILOEE

SNMP 7' /L—712%f L Tl — ¥ 458
meEd,

username lL. T—Y = v MIHER TS
KA RN EOa—H4 T,

group-name (%, = — W NBEEfTIT B
TS T N—TDL4RTTT,

remote  AJ LT, =—¥REET S
VE— K SNMP =T 4T 4 BLIUF
DELT 4T A DHRARNGEIXIP T
RLzxELbhlio, EETUDP A— b E&
FEHELET, 774/ ME162 T
7T

SNMP N— g »FH (vl, v2c, F7=
iZv3) AN LET, vBEATTBHE
HlE. WOF TS arEBEmLET,

e encrypted |&, /SR U — R&EBEEAL
e S £ 5 IRE LET,
ZOF—U—RiFE, v3F—U—F



| 5%y FO—HEETO FILOEE

SNMP V' )L— T E L V1 —FDEE .

AU RFERETOVa Y

B8

PIEEENTWEHEAICOMERT
%iﬁ—o

«auth Cix, FEIEL~LERE L F
9, HMAC-MD5-96 (md5) F7-i%
HMAC-SHA-96 (sha) F&GEL /L
ERECEXET, Fio,
auth-password T/3Z U — R 5
B ETHZMENH Y T (kK
64 LF)

V3E AT DL, ROF—TU— R&fl
MALT (64 XFLN) | TTA4X— |
(priv) b7 T) X AE LUV
U — R 3CF5 priv-password % #% &3 5
ZEbLTEET,
cprivit, 2—¥_X—2tEX=2U7 ¢
E7 NV (USM) ZfELET,

edes56 B> FDES 7L Y X A%
AT LG EICHEELET,

*3des168 £ ~ DES 7 /b3 U XA
BT 25 AICEELET,

«aesDES 7 /v Y AL ZHHT 55
BICHEELET, 128 By MEE
fb. 192 'y Mgl £721% 256
vy MESALDOWT N E IR 5
VERH Y FT,

(f£&) accessaccesslist & & Hic, 7
I AY A RNGDOLTH (64 3LF-LIN)
AN LET,

ATvT6

end

1 -

Device (config) # end

HebE EXEC B— NICEY 7,

ATy T17

show running-config

1

Device# show running-config

AN E MR LET,

#Hry ro—vEEIToraLoEE |



- IRET

SNMP ;& %11

HEry hT—VEETOraLOEE |

ARV RFEEETIII Y BRI
R 7 8 |copy running-config startup-config B v 74Xl — g 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

SNMP &5 &, BEEDA X2 hRAE LG AIS, T3 2005 SNMP~ % — 2 v (T3
HEFETEET, SNMP#EMIL, b7 v 7ERITHFERERLE L CHETEET, a~vr M
LTIE, Ty T ERIIEREEINT 24T v arna~y RIZRWVEEY . F—YU— K traps
ERT 7 IEHR, EFFOmFERLET, symp-sarverhost =2~ > REHH LT, b7 >
TEIIEHRE LT SNMP @A EZ BET D0 E I D ERELET,

N

(GE)  SNMPvl i% informs Z VAR — L TWEF A,

N7 AIIMEFEMEICR T ET, ZEMI ST v 722G L THOMRBISEZEEFE LD T, b
T TWRZAGENTZINE D DISEFANT O L7200 E T, FHREROES, %215 L7-SNMP
V3=V X XSNMP J5E 7 e han F—% 2=y b (PDU) TAyE—VZEHERLET, £
BRIDISEEZZE Lot HGEIE, BOEHREREZEECTEET, BEETEHDT, [FH
DFN T vy 7 L0 ER L5850 Jm < FTREMERE < 2 £97,

BHROTN T v 7 LOBRHEEREVDOIX, T ABLURY hU—7 DY V—2% %<4
BIDHEVORHEICHERAH Y 9, HMELRFICEEIND VT v T ERRY | FRER
WINEEZIET2E T, FREERBYA LT U MIRDET, AT IVRNICERESRET, b
T TOREBIXIERY TFR, HHRITEEICDZ > THEESE W HERITA T T, FHi%
BOEBMPEZDENT 74 IBEINIL, Xy N =27 OA— =~y RREL 725K
b7 ET, LEN-T, b7y ICT 50 RITT H00E, BEEZELNY VY —2A %5
MEVIBIUZ/D T, SNMPYRX— V¥ CTTXRTOBMEZET DI ENEELLGAIT,
BWMEREFA LTSN, Xy b= FRET A ADAEY LD NT 7 4 v 7 HRTE
IR D55 C. RENODBHMNPAERGEIT, NIy T EHEHLTIZEN,

~ N N =JL
OV FELEURS— 3 DERTE
SNMP=—2 x> DV AT AESB IO —2 a3 V2R ELT, a7 4 Fal— g
Tr7ANDEINLOFRMBIZT 7 BATE AL HICTHICIE, ROFPIEEFITLET,

B E5ky rO—/EETOFILOEE
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FIE

SNMP %38 L TieAT 5 TP —o#iE [}

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

configureterminal

1

Device# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

ATvT3

snmp-server contact text

1 -

Device (config) # snmp-server contact
Dial System Operator at beeper 21555

VAT DDA ICTIN R E LET,

ATv74

snmp-server location text

1 -

Device (config) # snmp-server location
Building 3/Room 222

VAT LD AR LA RE L E
ﬂ—o

ATvTh

end

1 -

Device (config) # end

HbE EXEC E— FIZREY £,

ATvT6

show running-config

1

Device# show running-config

AN EHEB LRI,

ATy T17

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) =274 Fal—vary 7y
AR EERTF LET,

SNMP Z:& L TEAT 5 TFIP —/\D IR

SNMPZ L7274 F¥al—ay 77 A )VOFEFEEa— NEHRTS TFTP — 3%,
TR VRRNTHEEINTZY—NIRET A2, RKOFNEEZFEITLET,

#Hry ro—vEEIToraLoEE |



B svwe zEL RT3 TRP 9 —0fiR

FIE

HEry hT—VEETOraLOEE |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATvT2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATvT3

snmp-server tftp-server-list
access-list-number
1 -

Device (config) # snmp-server
tftp-server-list 44

SNMPEAM L7z 7 4 X2l — gy
77 A ND 3 — A5 TFTP ¥ —
N, TI7E8A VR ROY—NIRE
LET,

access-list-number (21X, 1 ~99 B LY
1300 ~ 1999 DFEHEIP 7 7 & A U R |
FErEANTLET,

RATvT4

access-list access-list-number {deny |
permit} source [source-wildcard]
1 -

Device (config) # access-list 44 permit
10.1.1.2

AT 72 A URA FEAEKL, av»
R &2 BRI AT L ET,

access-list-number (21X, A7~ 73 T
FELETV7EA VR RNEER AN LE
7,

deny ¥—7— RiL, &R L%
AT 7B AEESLET, permit ¥—
U— Ri&, &ER—ELIGAILT 7k
REFFAILET,

sourcelZlt, TN AT 7 BATE D
TFTP % — XD IP 7 FLVAZ AN LZFE
T,

(ff:#) source-wildcard (Z1%., source (Z
BWHINHTA VR —REY h& Ry
MIZ 10 #ERFTLTAN LET, BHT
HEy MIEIZIX 1 2R ELET,
TR YR NDEREIZIZ, XTI
KT DIEEROIESR AT — b A v R
FELET,

ATvTh

end

1

B E5ky rO—/EETOFILOEE

¥#E EXEC £ — FIZEREY £,



| 5%y FO—HEETO FILOEE
NP —S x> k74 £—T e [

ARV RFERFTIVaY =)

Device (config) # end

Z 5w 7 6 | show running-config AN B LET,
il -

Device# show running-config

R 77 | copy running-config startup-config B 2y 74Xl — gy 77
Bl - A MCRE R LT,

Device# copy running-config
startup-config

SNMPT—2 x> bDT 4 E2—7IL1{E

nosnmp-server 70— 3L a7 4 ¥ alb—vay avwr R, T4 A LETIEITLTND

SNMP ==V 2 hDTRTHONR—=V gy (RN=Vg 1, X=Ug2C, X—=T323) %
T 4= LET, ADLTEHKHIO snmp-server 70— a7 4 X al— g 3

<~V RIZEST, SNMPE=—V 22 hOFTRTCONR—Y 3 VEFHEAS F—T /M LET, T
SNMP % A X —7 VI 5 DITHE STz Cisco I0S 2w > RiEdh v £8 A,

SNMP =—V = v b 2T 4 =7 Mt 5120k, ROFIEEZFITLET,

1R BHHIIZ

SNMPT—2 = haT 4 B—T T BRNIA F—T T AVERHY £, T34 2 |
TATI LT D snmp-server 72— N)L 27 4 X2 b— g a~vw RiZLk > T SNMP
Tz MRAR—T NI FT,

FIg
ARV KRFERETI Va3 Y B#J

ATy 71 |enable K#HE EXEC £— R AT LE T,
fi e MAU—REZ AN LES (ERkSh
Device> enable 73548 .

R 72 | configureterminal Ja—r\ )L a7 4 ¥z l—a
5l T FEBBLET,
Device# configure terminal

#Hry ro—vEEIToraLoEE |



B swwve o

SNMP @45

HEry hT—VEETOraLOEE |

ARy REEEF7OVa Y BH&Y
R Fw 73 |nosnmp-server SNMP =— ¥ = > FNEIER T 4 E—T L
15“ : L:Liﬁ‘o

Device (config) # no snmp-server

ATy 74 |end HebE EXEC B— NICEY 7,
1

Device (config) # end

AT 75 | show running-config ANEfERLET,
1

Device# show running-config

R w 76 | copy running-config startup-config UEE) v 74 X2l — gy 77
fi AVICE

REZ R LET

Device# copy running-config
startup-config

WIZ, SNMP DN~V g A =T WZT 50 E2RLET, ZORETIE, EEDSNMP
VX=X NaIa=T 1 AU public ZHEM LT, $iAaEY EAMRTTXTOFT
VxJ NIT IV BATEET, ZORETIE, TXARALI T v TE2FELEEA,

Device (config) # snmp-server community public

WIZ, EED SNMP v 32— ¥ NaIa=7 4 A KY 7 public /LT, A0 HH
MR TTR_RTCOA T V27 MZT 7 BATHHERLET, 73 ALE HIZ, SNMPvl Zff
FALTARR B 192.180.1.111 3 X 18 192.180.1.33 12, SNMPv2C Zf ] L T A k- 192.180.1.27
VTP b7 v 7 ZFELET, 23a=7 41 AMJ U ZpubliciZ, N7 v 7E&LbITEFS
NnEJ,

Device (config) # snmp-server community public

Device (config) # snmp-server enable traps vtp

Device (config)# snmp-server host 192.180.1.27 version 2c public
Device (config) # snmp-server host 192.180.1.111 version 1 public
Device (config) # snmp-server host 192.180.1.33 public

KIZ, comaccess I 2 =T 4 ANV U TEEHTET 7R YR RNADA LN, TXTO
F TV MOFHHOERT 7B A EF AT 562" LET, FOMDSNMP~ % — ¥
X, EOFT V2 MIHT 7 BATE WA, SNMP #BGEREE F 7~ 71X, SNMPv2C 23 =
Rz2=7 4 ALY public ZfH L THA K cisco.com|ZEE LET,

B E5ky rO—/EETOFILOEE
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snwp 27— 20E=41 5 |

Device (config) # snmp-server community comaccess ro 4
Device (config) # snmp-server enable traps snmp authentication
Device (config) # snmp-server host cisco.com version 2c public

WIZ, =T 4T 4 MIB 7 v 7&K A b disco.com(ZEET 202 R LET, 232=T 4
AR U TEHIRENET, 1/TE T, T3 AT TIZA XF—T W72 > TWDH T v 7L
HMZ, 2T 4T AMIB 7y 7T HFETEDLEIIERVET, 2THIEIZRLD VT v T D
SEE A FRE L. A A b cisco.comiZ ki 5 LARTO snmp-server 78 A k3~ 2 R85 L ET,

Device (config) # snmp-server enable traps entity
Device (config) # snmp-server host cisco.com restricted entity

WIZ, a3a=FT A R) U ZpuliczfEHA LT, 7XCTD KT v 7 %K Ak myhost.cisco.com
WWIEET DX 0T A R A X =T MTT D0l R LET,

Device (config) # snmp-server enable traps
Device (config) # snmp-server host myhost.cisco.com public

Wiz, 2—HLJVE—brFAMEEEMTC, 22— N o—L a7 4 Falb— g
E— FOREIZ auth (authNoPriv) #8FEL -~V CEMRE BET 502 R LET,

Device (config) # snmp-server engineID remote 192.180.1.27 00000063000100alcOb4011b
Device (config) # snmp-server group authgroup v3 auth
Device (config) # snmp-server user authuser authgroup remote 192.180.1.27 v3 auth md5
mypassword
Device (config) # snmp-server user authuser authgroup v3 auth md5 mypassword
Device (config) # snmp-server host 192.180.1.27 informs version 3 auth authuser config
) # snmp-server enable traps

) #

(
Device (config
( snmp-server inform retries 0

Device (config

SNMP X +—A2 XADE=AR )Y

AERaIa=T 4 ANV T 2 Y 27— BEREH O L SNMP O A A)#iq!
A FRT DI, showsmp FFHEEXEC 2~ > RZH L ET, /2, ROEFIZV A X
NI-Z OMOFHHE EXEC 22~ REMEH LT, SNMP iz #£RT5HZ L TEET,

R 3:SNMPEHRERTT H=bNDaAT UK

avy Rk B#
show snmp SNMP #tattEia R~ L ET,

FNRA AR EESNTWVWDE R —H/L SNMP =P B
E— bk = UNCEATAERER I LET,

show snmp group X v hU—27 ED% SNMP 7 /v —71CBT 51 E %
show snmp pending PREE D SNMP E R DIEHREF R LET,
show snmp sessions HIEDOSNMP v g v OBHRAFRRLET,

#Hry ro—vEEIToraLoEE |



B =5+ ro—vemEToraLoEOEE L B

HEry hT—VEETOraLOEE |

avy kR

=)

show snmp user

SNMP = —H 7 —7 /L D4 SNMP = — VL 24 5 fEH-
R
G¥) Z o=z RN, auth|noauth | privE— KD |

EFRERTTDEICHENT20ENDH D £
1%, show running-config ® H 11213 F R S F

ey FO—0FETO FIIILDOBEEDERE L 1FHR

)1)—2x

EEAR

Cisco IOS XE Everest 16.5.1a

COBRENTEASHE LT,

B E5ky rO—/EETOFILOEE
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



