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(f£%) read readview & & H12, =—
Vxr NOWNFEFRRTELE2—4%

#Hry ro—vEEIToraLoEE |



B sweoL—Tssv1—vonE

HEry hT—VEETOraLOEE |

ARV RFERETIVa Y

B8

FTXTF (64 XLFLN) #ATILE
9,

(&) writewriteview & & B2, T —

ZHEANIL, ==V NONEEFR
TEDHEa—HE2RKT LTI (64 LF
W) 2 AN LET,

(fEE) notify notifyview & & (2, i@
M, EFH, TNy T ERETS
Ea—4 &2 RTCFF (64 LFLIN)
EANNLET,

(f£&) accessaccesslist & & Hic, 7
I AY A RNGDLTH (64 3LF-LIN)
EATILET,

ATvTH

SnMp-Sserver user username group-name
{remote host [ udp-port port]} {vl
[access access-list] | v2¢ [access
access-list] | v3 [encrypted] [access
access-list] [auth {md5 | sha}
auth-password] } [priv {des | 3des | aes
{128 | 192 | 256} } priv-password]

1

Device (config) #
public v2c

snmp-server user Pat

B E5ky rO—/EETOFILOEE

SNMP 7 L — 2% L TRl — ¥ %58
meEJ,

username lL. ©— = v MIBHRT D
RA R EOa—W4 T,

group-name (%, =—VREEASIT S
TNWD T I—TDLRTTT,

remote = AJ LT, =—¥BEET D
VE—KSNMP =7 47T 4 BLUZE
DELT 4T A DHRARNGEIXIP T
RLabE bz, {EETUDP A— &
FEHELET, 774/ ME162 T
7T

SNMP R— 3 &5 (vl, v2c, £7=
Tv3) ZANLET, vVBE AT 5
Bl OF T a v EBIMLUET,

s encrypted 1%, NATU— REKEAL
FEAXTERT LI ELET,
ZOF—U—RFE, v3F—U—F
DEE SN TV DGEIZOMEMN T
TET,

cauth Tix, BRELVLEHRE L E
79, HMAC-MD5-96 (md5) F7-i%
HMAC-SHA-96 (sha) FBEL L
ERRETEES, £/,

auth-password C/X 2 U — KD LT



| 5%y FO—HEETO FILOEE

SNMP V' )L— T E L V1 —FDEE .

AU RFERETOVa Y

B8

IR ETHLERHY £ (KK
64 3LF) .

V3ZANTHE, ROF—T— Rafl
LT (64 XFLIN) | 7T A ~—|
(priv) BFEALT LY XABLOVIA
7 — K374 priv-password % % &4 %
LB TEET,

spriviz, 2—HF X=XV T ¢
7V (USM) ZHEELET,

+des56 £ KDES 7/ 3 U X A%
TSI ELET,

*3des168 ' F DES 7 /L3 U XA
ERAT LG EICHEELE T,

caesDES 7V X A& T 55
AICHEELET, 128 By MES
b, 192 &y MEEG, E721% 256
vy MESLOWTINERIRT 2
VENH Y FT,

({£EE) accessaccesslist & & bz, 7
7B AU A NEOLFH (64 LTFLIN)
EALET,

ATvT6

end

1

Device (config) # end

HikE EXEC £— RIZRY £,

ATy T17

show running-config

1 -

Device# show running-config

AN B LET,

ATvT8

copy running-config startup-config

1

Device# copy running-config
startup-config

(FEE) a7 4FXal—yary 7y
ANVICREZRT LET,

#Hry ro—vEEIToraLoEE |



- IRET

SNMP & %0

s
\\6

HEry hT—VEETOraLOEE |

SNMPZ T 5 & FFEDA X2 bR BAE LA, T3 AN SNMP ~ % — ¥ v |2
MEFEFETEET, SNMPI#ANL., b7 v 7EAIIHBERERE LTEETEET, a~v 2 i
LTI, b7y T ERRERERIRT 547V a vl a~<r RIZRWRY . $—TU— K traps
Wb T w7 TR, FEZ0m S EELET, snmp-sarverhost =2~ R&EEHALT, F T v
TEITEHRE LTSNMP EHZIEET DN EIDERELET,

)

\l

(G¥)  SNMPvl iE informs 7R — F L TWOER A,

by MR T ET, ZEAZNT v 7225 L CHOHBRBINEZEE LRVO T, b
T TIWZAZ ENTZINE D DISEFANT DSR2 H T, HFRERDOES. 215 L7- SNMP
Y F =YY [XSNMP J5E 7 e ha)l F—4% 2=y b (PDU) TAyE—V%HERALET, &£
BRINISEEZE Lo Ga I, BOERERZEEFECTEET, BEETEHOT, [FH
DHFN 7y 7 X0 BEKLUTsE5ell)m < flRetEnm< e £97,

HROTN L7 v T XOVEEERERVDIL, TS ABLORY NU—27 DY VY —2A% %< H
BT DLV REICHERNAH Y 7, BEEFFRFCEREIND b7 v LBy | FHRER
WIINEEZETDE T, FREERBIA LT U MI2DE T, AT VRIS RET, b
7 v T OEBIXIEIRY T, HHITEENCDZ > THEESE W HRAITHNATRE T, FHik
FEORBBEZDE NT 7 4 v 7 BREIML, *y NU—7 O —_—~y RBEL 25 REIC
L7 ET, LEN-T, b7 v ICT50MERICT 0L, BHEMEZELNY VY —RAEHD
MEWVWHFIUZ/R Y £, SNMPYF—V % TTRTOBEMEZET DI ENEERGAIT,
HWEREFHLTLEEY, Xy NI FRET A AOAEY EO T 7 ¢ v 7 BPE
W2 D56 T, REVODBHMNPAERGEIL, NIy T EHEHLTIEI N,

S ~ E |
AVA FBERVOO5—2 3 VDRTE
SNMPT=—V 22 hOVATFAEABIRNer —a v 2RELT, a7 4 X2l —a
T7ANDEINBDFIBRIZT V7 EATEL LT BHITIE, ROFIREZFITLET,

FIE
ARV EFEREET7TOVa Y B#

AT w71 |enable KikE EXEC E— RE A2 LE T,
f5l e MAU—REZ AN LET (FERkSh
Device> enable =58

R w 72 | configureterminal Jua—N)ary7 4 Fal—g v
%l - E— RERBLET,

Device# configure terminal

B E5ky rO—/EETOFILOEE



| 5%y FO—HEETO FILOEE
SNMP %38 L TieAT 5 TP —o#iE [}

AU RFERETOVa Y Be
25w 3| snmp-server contact text AT LRI F N AR E L ET,
i

Device (config) # snmp-server contact
Dial System Operator at beeper 21555

5w 7 4 | snmp-server location text VAT AOYET AR T LTI EHRE L E
i - T

Device (config) # snmp-server location
Building 3/Room 222

AT v 75 |end HebE EXEC E— NICEY 77,
5 -

Device (config) # end

Z 5w 7 6 | show running-config AN B LE T,
il -

Device# show running-config

R 77 | copy running-config startup-config EE) v 74 X2l — gy 77
5l - A MMTREZ R LET,

Device# copy running-config
startup-config

SNMP %@ L T{EAT 5 TFTP Y —/\D IR

SNMP # 4t Lizary 7 4 Falb—vay 77 A VORIFEa— RIZBEHT 2 TFTP $— 3%
TI7EA VA NCHEESINEY—NZRET D101, WOFIEEZFATLET,

Fg
AU RFERET7TIVa Y B

RT w71 |enable Rt EXEC E— REHIZ L E T,
fi e MAU—REZ AN LET (FERkIh
Device> enable fi%%é? o

R T 72 |configureterminal Jua—N\)aryZ 4 Xal— g
i - T—FZBBLES,

#Hry ro—vEEIToraLoEE |



HEry hT—VEETOraLOEE |
B swwe zE L RT3 TRP Y —/ 0 #IR

ARV RFERFTIVaY =)

Device# configure terminal

A7 73 |smp-server tftp-server-list SNMPZAT L=y 7 4 Falb—va
access-list-number 7 7 A ND = T % TFTP 4
Bl Ne, T7EA VA DOV —ZIRE

L/ij‘o

access-list-number (21X, 1 ~99 B LY
1300 ~ 1999 OFEHXETP 7 7 & A U &R |

Device (config) # snmp-server
tftp-server-list 44

Firaw NTLET,
R T w 74 |accesslist access-list-number {deny | AT 7 A YA NEBERL., a~vy
permit} source [source-wildcard] R & VAR R T ETF LET,
- access-list-number |Z1%, AT v 73 T
Device (config) # access-list 44 permit| ¥ /=7 /7t A U X NEBEASNLE
10.1.1.2 ¥

deny ¥—U— Ni&, &P —H LS
BT 7B A G LET, permit ¥ —
U— RiE, FRUER—BLZGAICT 7
AZFFALET,

sourcelZiL, TNA ATV BATE S
TFTP V' — "D IP 7 KL A&Z AL F
KR

(ff-#) source-wildcard (21, source (Z
WHINDIANVEI—FREy b Ry
MIZ 10 #ERFTLTADLET, BHEHT
HEw MILEIZIE 1 2% ELET,

TR YR MDOREIZIZ, XTI
ST ARERDIEDZ AT — K AV FBFEIT

ﬁE szj_o
AFw 75 |end ke EXEC B— RIZRY £7°,
1
Device (config) # end
AT 7 6 | show running-config AN EfEB L ET

1 -

Device# show running-config

B E5ky rO—/EETOFILOEE



| 5%y FO—HEETO FILOEE

NP —S x> k74 £—T e [

ARV RFEEETIIa Y BRI
R 77 | copy running-config startup-config EE) 2y 74 X2l — gy 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

SNMPT—2 x> bDT 4 E2—7I)L1{E

nosnmp-server 7 o0 — 3L a7 4 ¥ alb—vay avwr R, T4 A LETIEITLTND

SNMP=—Y x> DT R TONR—=TY gy (RNX—=Tza 1, NXN—=Yar2C, X—Tari3) %
F 4= LET, AN LTERPIO snmp-server 70— )L a7 4 X ab— g 3

< RICEoT, SNMP=—V =2 hOFTRTONR—T 3 VEFEA F—7 M LET, FFIC
SNMP % A X —7 )T D72 OIZHRE 472 Cisco I0S 2~ Niddh D ¥ A,

SNMP =—V = v b 2T 4 B—7 Mt 51203, ROFIEEZFEITLET,

1R BHHIIZ

SNMP=—Y x> h&T 4 B =TT HRNCA X —T MZTHMERHY FF, T34 A E
TADUTEHAIO snmp-server 70— 3L 27 4 ¥ alb—3 gy a<wy K2k ->TSNMP
TV PR R—=T NI £T,

FIg
ARV KRFERETI a3 Y B#J

AT w71 |enable P EXEC E— REHAIZ L ET,
fl e MAU—REANLES (ERkSh
Device> enable =88 .

R 72 | configureterminal Ja—r\ )L a7 4 FX¥al—a
Bl T— FEMBLET,
Device# configure terminal

AT 73 | nosnmp-server SNMP =— = > hEMER T 4 E—T L
15“ : ﬂ: Li—g—o
Device (config) # no snmp-server

RTvF4|end FiHE EXEC £— RIZE Y £,
1 -

#Hry ro—vEEIToraLoEE |



HEry hT—VEETOraLOEE |
B swwve o

ARV RFERFTIVaY =)

Device (config) # end

Z 5w 7 5 | show running-config AN B LET,
i

Device# show running-config

R 76 | copy running-config startup-config B v 74Xl — gy 77
- AW EEREFELET,

Device# copy running-config
startup-config

SNMP o451

WIZ, SNMP DEN—T g oA =T NMZT D% RLET, ZORETH., £ED SNMP
~F—=Vy¥NaIa=74 ALY publicEHEHL T, FHAIDEAMERTTXTOLT
Va2l MIT IV EBATEET, ZORTETIE. TA AT T v 7TE2EELEREA,

Device (config) # snmp-server community public

WIZ, AEEDO SNMP v~ 3 —Y ¥ NaIa=7 4 A ~YJ 2 public 2/ LT, FAE0HH
MR CTT RCOAT V=l MZT 7 EATHH12RLET, 75 AT I HIZ, SNMPvI Zf#
FALTAA B 192.180.1.111 3 X 18 192.180.1.33 12, SNMPv2C 2 L T A k 192.180.1.27
VTP h 7 v 7% XELET, a33a=7 44 AR T publicid, F7 v 7L EBITEFES
nEJ,

Device (config) # snmp-server community public

Device (config) # snmp-server enable traps vtp

Device (config) # snmp-server host 192.180.1.27 version 2c public
( ) # snmp-server host 192.180.1.111 version 1 public
( ) # snmp-server host 192.180.1.33 public

Device (config
Device (config

Iz, comaccess A 2 =7 4 A MY T EMHAT LT 7R VR N4D AN ﬁ‘f\“(@
FTV =T PO ERT 7 A AT 61 2R LET, %@1&@SNMP75’\

F, EOFT V27 MIbT 7 EATEEE A, SNMP GRAERESE ~ 7 » 71X, SNMPv2C 75§:t
Ra=74 A MU 7 public ZfEH L THAA b cisco.com (235 Béfa LET,

Device (config) # snmp-server community comaccess ro 4

Device (config) # snmp-server enable traps snmp authentication
Device (config) # snmp-server host cisco.com version 2c public

WIZ, =T 47 4 MIB F7 v 7 %K A b cisco.comZEET L0127 LET, a3a2=7T4
AR CTIEFHIBRESNET, 11THE T, T340 AIT TIZA X —T W72 > TWD M7 v 7L
SMZ, 2T 4T AMIB 7y 7 HFETEDLEIERVET, 2THIEZNRLD N T v T D
S FEE L, A A b cisco.comlZkf 9% LARITOD snmp-server 718 A s 3~ REMHIZ LET,

B E5ky rO—/EETOFILOEE



| 5%y FO—HEETO FILOEE
snwp 27— 20E=41 5 |

Device (config) # snmp-server enable traps entity
Device (config) # snmp-server host cisco.com restricted entity

WIZ, a3a=FT A R) U ZpulickEfEHA LT, XCTD K7 > 7 %K Ak myhost.cisco.com
WCEET DRI T A REA X =T M D0 R LET,

Device (config) # snmp-server enable traps
Device (config) # snmp-server host myhost.cisco.com public

Wiz, 2—¥E ) E— KA MEBEMTC, 22— RN o—rar 74 Xal— g
F— FOERIZ auth (authNoPriv) FEF L~ CTHEMAE EET 562 R L ET,

Device (config) # snmp-server engineID remote 192.180.1.27 00000063000100alc0b4011b
Device (config) # snmp-server group authgroup v3 auth

Device (config) # snmp-server user authuser authgroup remote 192.180.1.27 v3 auth md5
mypassword
Device (configq)
Device (config)
Device (configqg)
Device (config)

snmp-server user authuser authgroup v3 auth md5 mypassword
snmp-server host 192.180.1.27 informs version 3 auth authuser config
snmp-server enable traps

snmp-server inform retries 0

HH H =

SNMP X +—A2 XADE=AXR) Y

RERII=2=FT 4 ANV T 2 N, =T —, BREHOE/:E, SNMP O A J1#EE
IR A T HI21E, showsnmp FHEEXEC i~ > REMMALET, F72, OFICY A R &
NI~ F DM OKHE EXEC =~ REHH LT, SNMP (A4 R R<TH L b TXET,

& 3:SNMP &3 ZRRT Hf=HpDaAT Uk

avy kR B#
show snmp SNMP #atfEa &£~ L ET,

FRA ZNZREIN TS — /L SNMP =28
F—h VT AERER T LET,

show snmp group * v hU—7 ED% SNMP 7 /v —7 1B DM A2
show shmp pending PRI SNMP ZR O AR R LE T,
show snmp sessions BIED SNMP & v a v OfFERER T LET,
show snmp user SNMP = —H% 7 —7 /L D% SNMP = — ¥4 2B 5 1
R
GE) Z @ =~ Nk, auth|noauth |privE— R

EERERTRT DRI 20BN H D
1. show running-config ® H /JIZI3FR R &7

#Hry ro—vEEIToraLoEE |



HEry hT—VEETOraLOEE |
B =5+ ro—vemEToraLoEOEE L B

ey FO—0FETO FOILDOBEEDERE L 1FHR

)1y—= EERNE
Cisco IOS XE Everest 16.5.1a ZOMSRENEAINE LT,

B E5ky rO—/EETOFILOEE



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



