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Device# show wireless management trustpoint

Trustpoint Name : CISCO_IDEVID CMCA3_SUDI

Certificate Info : Available

Certificate Type : MIC
Certificate Hash : <SHA1l - hash>
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Private key Info : Available
FIPS suitability : Not Applicable
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JEANLTZT A B ANGR M

RYO—%#FALERAYI—FS4EVR | AX— S5/ E2VR

K DT A &AM HBIE A T e K TABL ALYV AR
HOFEH A, L,

cH TR YS gy T AT o HRNHARGE  TA BV AL AL, 3
EOHMETHES T, G, 54, HOSAE. ET21T T EOHIRM,

RIS T ORI I RSN TO AN T A,

o HAKZ A A (Network Essentials 35 & U" Network-Advantage) D{FE30k L OVEITIL, &
IR ETZIIKATA B AL TOILERD F9,

7 KA T 4 A (DNA Essentials 35 X 08 DNA Advantage) D308 L ONVEITIX, V7
27V Fva rEFAIERNE T AR A A T DB LI T,

e Xy NT—=7 FARVA LNV EBIRLIEGEIET RAV T A BV ALNAREENT
WET, DNA OHREZ T 25815, ARBIRNUIN DRI T A B A2 HH LTyl
EEFEHT D, T RAVITA BV AZIET 7T 4 T LTHBAL v FEYr— KL
THEHART A AERETOER 2k L 77,

CHRTA B RELEBIIT REU T4 B RAEEATHHE, SN TWDHHAEDE
L RSN TV ZRWVHARDEITEE LT E SN,
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| saevrERT—YLIDHAFS1Y

R6:FHASNTVWSHEAEDLE

N Y AN |

DNA Essentials DNA Advantage
Network Essentials Xt es FEX s
Network Advantage ]2 T

T Z DMHEDEILDNA T4 £ ZADFEFHRFZ O LA TZ £9, DNA-Essentials D
PIEEA R IIEACE FHA,

M T AL ABELT DI EITTEERA, ZNH DT A & A Cisco Smart Software
Manager CiEBF S, 90 H THIRREINIZ 20 £, FHli 7 A B AT AAL v F T
JEERHTE, BAEKTL2Z LI TEEYA, FHIT7 A B ARWIREINICRD &, 2D
275 A3 A EE AT LA v — U ER S, ERLBITmEEAERSLET, Ve—
N2, BRIROUINTFMN T A B AEHET 77 4 _X— 52 LT TEEHA,
CHEFAS— I RZOBBEH SNET, FHlT A 20M&IT, R > —%ff

HALEZAY— oA ACiZEAINERA,

N N » N — N
Ry—1)o0DHA 542
BREA T — U T DHA RTA AZHOWTIE, IROBGFTZH 5 Cisco Catalyst 9300 2V — X A

Ay FOT =2 —FEaBRLTITEEN,

http://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/

datasheet-c78-738977.html
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Hll R I8 & filf S I8

o HIPRFIE & HIFIHIE (41 ~—2)

HIPREIE & HIKISEIA

s AV PE—A T L= Y TS (CoPP) : system-cpp policy CRESNIZS T ANT

T AN MEOEFEOHA, TNHD Y T AT AEHRIT showrun 2~ > RTEREN
FHA, fRPOVIZ, FrHE EXEC & — K T show policy-map system-cpp-policy % 7213 show
policy-map control-plane =~ > & H L T 72 &0,

* Cisco TrustSec D#lFIFFIA : Cisco TrustSec IIWHEA L X —T7 = f ATOAFRETE ., imil
A H =T 2 ATIERETETEFE A,

1|

« Flexible NetFlow O #l|fR=EIHE

o f —H% %y MEBAR— b (GigabitEthernet0/0) % L C NetFlow =2 AR — k&%
ETHIEITTEERA,

s LAY2R— T ¥R, =T Ry T RN EDREEA L H—T = AT
O—E=HERETDHILIITEERA,

c[A LA v H—T A ADRE CHHIZHOWT, ML HA 7 (IPv4, IPv6, F-iIT—#
V7)) O7u—F=HEBEERETHZ LITTEERA,
e N— Ry =T OHIRE G774 %)

* SFP-10G-T-X (X, E7 T A R LD ABEHR T — 3 ZHS T 100Mbps/1G/10G
DHEZYAR— K LET, 10Mbps DEEITT A —FENTELT, FF7ov—
DIREERRE A REIT D Z L IXTEEE A,

« PHY L—7 /v 77 A ML SFP-10G-TX TlIV AR — SN TWEFA,
» QoS DI HEIH

QoS Fa—A TR —EHETIHEEL F2—A TNy 77 DEFHDI100% %
BZ72NE I LT &N,
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HRFEEHNEE |
B smsmcsnss

HTAH =T 2 A ZATORY Vo TEI O~ —F o IRY =R R—FISTH
£

e ZA yFRIBA L EZ—T A4 A (SVI) TORY L —D~—F L IRPR—FENT
b\‘ij‘o

e IR— " Fr N A B =T 2 A A, FU RN E—T A A, BLOZEDMOGH
AH =T 2 A ATIL QoS RY —IHhR—FINEHA,

CAE I X a— A TBIOAT Y a—U 7 (SQS) X, 1.4Gbps Z#8 % 5 CPU /N
Uy RNTy hE Ry LET,

e EX 27 =/ (SSH)

eSSH A=V g v 2 %A LTLZEE, SSHAAX—V g v 1TV R— SN TWER
Ao

* SCP 3 L U'SSH DI SALEAED FEATHIL, SCP DFAMRY 7' utE AN%E T+ 5 £ T,
FTRA AD CPUNEL 25 ENBESNET, SCPIE, *v hU—27 EDEA
BTHOT7 7 A NEEEZTR—FLTRBY ., EEICSSH 2 H L E9,

SCP 8 LU SSH O#EIZBIFEIZN— F Y = T b= P THR— F SR TV
Wiz, BEBL L BALO T e AN Y 7 vy 2T TEITEND Z L TCPU AEL
720 F9, SCPEBLUSSH 7 1k A 2L % CPU RN 40 ~ 50% (272 DA M
HVETHR, TXAART Yy MUV ENDZEIEHY EHA,

e ARV v—%fFEHALIZA~— T A1 A : CiscolOS XE Amsterdam 17.3.2a VAR, R U o —

EEHLIEAY— b IA B ADEANIZLY, B A LV AZ U RAETNTT S ZADHE A K
£ %% E L CH, UniqueDeviceldentifier (UDI) DANFREINET, ZOERRDEHE L,
PRTOV Y —ATHRA MANRRRENTWETRTOIAS B RA2—T 4 VT 4 La—
PeA U E—T 2 A ATHRTEET, ZHICEVMOENDT A & AEREDELZ T
HZEIEHY FHA, ZORHIBRIZHT HERERIZH D FH A,

ZOHIROEBELZ THTA B A2—T 4 VT ba—W—A ¥ —T x4 R|TIF,
Cisco Smart Software Manager (CSSM) . Cisco Smart License Utility (CSLU) . Smart Software
Manager On-Prem (SSM On-Prem) DA™ EENE T,
Z OFRI%, CiscolOS XE Cupertino 17.9.1 22 HIBRESE LTz, mA MAEREL, HA
N DT T A R —m 29 %5 & (nolicense smart privacy hostname 7' 2 —/3 )L =1
T4 FXalb—varavr ) [ BAMERPEEA S AZ O APLER S, YT
Ha—HF—AF =Tz A (CSSM, CSLU, SSM A 7L I ) [ZFRSnET, &f
MZONWTIE, 2OV YV —20avr R I 77 Ly AESRLTIEZS0,
« ALy JHERK

SR ODDAL I AUNTAAL v F AL v 7 Z R TEET,

o [AIfER 52 DY R — h SdL, BEAZ v 7T R—F S THEEA,

C9300 SKU &, > C9300SKU & DA A X w7 TxF4, [FEEIZ, C9300L SKU 1%
> C9300L SKU & DI AZ v 7 TEXF4,
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| #iBsEspI0EE

simsmesnss

WOBMOBEIRIL, >V —2D 9300-24UB. C9300-24UXB. I L TXC9300-48UB EF
MZEBAENET, TNODETNRILETOLRARAZ v 7T ENTEET, fho
C9300SKU & AH v 7452 LT TEERHA,

CHLWAUNRAAL v FOHBT v 77 L — R, £ A —/LT— R TOHYHR—k
ShET,

« TACACS L /¥ —=a< 2 K : L —tacacsserver host =2~ RERELRNWTLZE
W, Zoavwy RFEILESNELE, T ALETETINTND Y 7 Ry 2T "= g
>3 Cisco 10S XE Gibraltar 16.12.2 LIfED Y UV — A Th H5GE, L —a~r &
T 5 ERFEN KT AR HV £, Jue— a7 4 Falb—ary E—RT
tacacsserver =< K& L £,

« USB MFRGE : CiscoUSB K74 7% A A v FIZHefe T 5 &, BEFORE B Faidta ¥ —7T
R A 7 ORFENFITENE T, USB K7 A 70 HIFEEREH O % — 235 Sz,
password encryptionaes =2~ RZ ANT 5L a Y —/WIIRDA v E—VRERINE
R

Device (config) # password encryption aes
Master key change notification called without new or old key

* Catalyst 9000 > U — X A A v FiL, MACsec A1 v FMgkas VAR — s LET, F— 33—
LA Xy U= TAAL v FNHRA F~OMACsecHEfi 2 R ET 5 Z LiIHR I £
o BEAFD AL » FIBRA R ~DMACsec DFEHEF 21T L E 2 —ZoWV Tk, v A
aDEERYEFE T v 38— P F—IZBREWASDEL X,

* VLAN OHfilfR: AL v FORERFIZT —X EEF KA VEERL, A v T AX v I 4
RCH 7S VLAN L (3872 57 — % VLAN Z#EFFT 5121, BRRICER SN mBEE1T 9
ZLEBEOLET, 1004 F—T 2 A A LEOT—H TR NAAL KL THET

VLAN B E SN TWDHEE, CPUBERENRE L 2D . 75 ANEEE ST 5 [REMEN
HoET,

« F % Application Visibility and Control O il [REFTH :

*NBAR2 (QoS BL U7 m k2 /Lfitt) REIIHHRMIA — K TCORFRIINET,
72& 21X, VLAN, R— hF ¥/, BLOMOGHEA > ¥ —7 = A R 72 EDORBA
VHE—T A ATEYFR— IR TOERA,

* NBAR2 X—ZD—EHHAE [match protocol ] (X, v—F 777 arBLUORY &~
YIT U ar TORFFAIENET, NBAR2 =BT, ¥ 2 —o VT HERED R E
SNTVWDLRY —TCIFFrA &S EtA,

e =¥ 7o han] T _XTORY T —THRK256 OFREICERS 70 han,

« NBAR2 L 3R D NetFlow 1ZFI UA v Z—7 = A4 ATRIFICHRETEXEFRA, =77 L,
NBAR?2 & A #t AVC Flexible NetFlow [Z[F] UA ' Z —7 = A4 ATCRFICRETE £,

e IPv4d =% A  (TCP/UDP) OHNYHR— I ET,
« AVC (I EEAR— bk (Gig0/0) TlEHAR—hrsnEHA,
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* NBAR2 O#fi1%. MFLT 7 B AR — F TCOLEITTIMNENHY £, T 7V
713, B—DT7 v 7V 7 THY, R— b FrxLO—ETRITNITERTE £,
e NRNTF—= A AL v F AT, 50% KO CPU R T, 1 B&H7=-1 2000

DO¥%s (CPS) #METXFE T, ZDL— 425 AVC H—E R IR INFEH
/Uo

YLIEME A8 DT VB AR— N E 24 HDOT 7 AR— h T L IHK 20000 D7
7 D%%ﬂfif% i—g—o

*YANGT—ZEF U oV OHIBFHIE : 48— h &35 NETCONF O KFHY » o 3
X200k v g T,

+ Embedded Event Manager : ID A X2 v 7 7 7 %1%, Embedded Event Manager CiX¥ 73—
SN TWERA,

s T ANVAT AT v (fsck) 2—T 4 VT 4%, £ VA F—LE— KTV HR—F
INFEH AL
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ROMMON /A—> 3 >

e ROMMON R— g o (45 ~—730)

ROMMON /A\—> 3 >

ROMMON (7 — ha—X—L § TN, T3 AOBPRBAE1X) £y MRICEITESND
Ty —AU=zTTY, ey nn—FRo=2TEPHLL, ARXV—TFT 4T VAT L VT
F7 =7 (CiscolOSXE Y7 N7 =T A A=) ZEE)LET, ROMMON X, A A vTF LD
ROV TN XY T2FG N A B —TxAA (SPI) 77 v aT [ RARGFEINET,

c TTA=Y L ZZIREEINTWBEDIE, TS ADOEREFEAT L0, F2i3)
h 4272 N AT 2N EEIT D5 ROMMON T,

o I— LTV ZZIREENTWAROMMON IRy 7 7 v Far—T4, 794~V H
D ROMMON MR+ 2% &, —)LF L SPI 7 T v i 257754 2 ROMMON 73 H @1

EEh L7,

Ty — LU =T OREEEMR LY FiEEEZ YR — F95121X. ROMMON ©7 v 77
L— RN BEICRDBERHD I8, T _TOV Y —RTHLWASA—=V g UIMEET D &1k

RV £H A,

IJ IJ—X

ROMMON /3\—
< 3> (9300 €
FIL)

ROMMON /3\—
3> (C9300LE
FIL)

ROMMON /3\—
< 3> (C9300XE
FIL)

ROMMON /\—
< 3> (C9300LM
ETIL)

Dublin 17.12.3 17.12.1r 17.12.1r 17.12.1r[FC3] 17.12.1r
Dublin 17.12.2 17.12.1r 17.12.2r 17.12.11[FC2] 17.12.1r
Dublin 17.12.1 17.12.1r 17.12.1r 17.12.1r[FC1] 17.12.1r
Dublin 17.11.1 17.11.11[FC1] 17.10.11[FC1] 17.11.1r 17.10.1r
Dublin 17.10.1 17.10.1r[FCI] 17.10.1r[FC1] 17.9.1r 17.10.1r
Cupertino 17.9.5 |17.9.2r 17.9.2r 17.9.4r 17.9.1r[FC1]
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B rovmon -2 s>

ROMMON A— 3> |

IJ IJ—X

ROMMON /3\—
< 3> (9300 €
FIL)

ROMMON /3\—
< 3> (C9300LE
FIL)

ROMMON /3\—
< 3> (C9300X E
FIL)

ROMMON /\—
< 3> (C9300LM
ETIL)

Cupertino 17.9.4  |17.9.2r 17.9.1r 17.9.1r 17.9.11[FC1]
Cupertino 17.9.3  [17.9.2r 17.9.1r 17.9.1r 17.9.1r[FC1]
Cupertino 17.9.2  |17.9.1r 17.9.1r 17.9.1r 17.9.1r
Cupertino 17.9.1 17.9.1r 17.9.1r 17.9.1r 17.9.1r
Cupertino 17.8.1 | 17.8.1r[FC2] 17.8.1r[FC2] 17.5.1r 17.8.1r
Cupertino 17.7.1 | 17.6.1r[FC2] 17.6.11[FC2] 17.5.1r -
Bengaluru 17.6.7 | 17.6.1r[FC2] 17.8.11[FC2] 17.5.1r -
Bengaluru 17.6.6a | 17.6.6r 17.8.1r[FC2] 17.5.1r -
Bengaluru 17.6.6 | 17.6.6r 17.8.1r[FC2] 17.5.1r -
Bengaluru 17.6.5 | 17.6.6r 17.8.11[FC2] 17.5.1r -
Bengaluru 17.6.4 | 17.6.11[FC2] 17.8.11[FC2] 17.5.1r -
Bengaluru 17.6.3 | 17.6.1r[FC2] 17.8.11[FC2] 17.5.1r -
Bengaluru 17.6.2 | 17.6.1r[FC2] 17.6.1r[FC2] 17.5.1r -
Bengaluru 17.6.1 | 17.6.1r[FC2] 17.6.11[FC2] 17.5.1r -
Bengaluru 17.5.1 |17.5.2r 17.4.1r[FC2] 17.5.1r -
Bengaluru 17.4.1 |17.4.1r 17.4.11[FC2] - -
Amsterdam 17.3.8a | 17.3.8r 17.8.11[FC2] - -
Amsterdam 17.3.8 |[17.3.8r 17.8.11[FC2] - -
Amsterdam 17.3.7 [17.3.2r 17.8.1r[FC2] - -
Amsterdam 17.3.6 |17.3.2r 17.8.1r[FC2] - -
Amsterdam 17.3.5 |17.3.2r 17.8.11[FC2] - -
Amsterdam 17.3.4 |17.3.2r 17.3.2r - -
Amsterdam 17.3.3 |17.3.2r 17.3.2r - -
Amsterdam 17.3.2a | 17.3.2r 17.3.2r - -

Amsterdam 17.3.1

17.3.11[FC2]

17.1.1r [FC1]

Amsterdam 17.2.1

17.2.11[FC1]

17.1.1r[FC1]
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| ROMMON/\—2 3>
rommoN /s—> 3> [

J1y—=x ROMMON /\— ROMMON /3— ROMMON /3— ROMMON /3\—
23> (C9300E |~ 3> (C9300LE | 3> (C9300XE| 3> (CI300LM
TIL) TIL) TIL) ETIL)
Amsterdam 17.1.1 |17.1.1r [FC1] 17.1.1r [FC1] - -
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B rovmon -2 s>
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ZAAYFIYITIRYTTFTDOTYTHL—FK

VT NI =T N—T g UOER (49 X—)

VTR T T A A=Y (50 %—)

«ROMMON O7 v 77 L—F (50 X—)

V7 T AV A =)L av R (51 =)

e A LVAP—NNE—RTOT v 7T L —F (52 =)

e A UAN—NE—RTOX YT L—K (58X—2)

e T 4=V R TIG TN =N T ADR—=a DT v T T L—FR (65 2—3)

) N — 5 S =

)T b7 N—2 3 DR
CiscolOSXE VY 7 N =T ORI —T 7 A4 UF, VAT AR—RDT T v 2T 3, A
(flash:) IZRIFENE T,

show version ¥4 EXEC 2~ R&2MHTH L, AL v T THEHLTWDL Y 7 by =T /83—
varkzlRTEEd,

)

CE)  showversion DHENIZIZAAL v FTHEB L TWEY T MY =T A A—INFICFERENET
N, RBICERINAETALITTHHHFEORETHY, VI N NTI=2T I3 AT v
JL—RLTHEREINEEA,

FE7-. dir filesystem: $7# EXEC 2~ REMH LT, 77 v o AEVIZRIFEL TV D ATHE
HOHLMD Y T N T 2T A A=VDT 4 L7 M)A EFRRTEET,
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ZLYFYIrIT7OTvTIL—F |
B o roz7402—9

VILDIT A A=

)1)—2R A A= BALT T7AIL%

Cisco IOS XE Dublin 17.12.3 CATI9K IOSXE cat9k iosxe.17.12.03.SPA.bin

~ A a— FERAb7: L (NPE) |cat9k iosxe npe.17.12.03.SPA.bin

Cisco IOS XE Dublin 17.12.2 CATI9K IOSXE cat9k iosxe.17.12.02.SPA.bin

~Au— FIEEAL7: L (NPE) |cat9k iosxe npe.17.12.02.SPA.bin

Cisco I0S XE Dublin 17.12.1 CAT9K IOSXE cat9k iosxe.17.12.01.SPA.bin

~A u— FERk72 L (NPE) |cat9k iosxe npe.17.12.01.SPA.bin

O N N
ROMMON D7 v 79 L—F
TRTCOAT Y=V Y—RE AT F LAY U —RZ@HZ45ROMMON £ /2137 — b —
B —DNR— g U EFERT HIZIL. TROMMON X— g (45 _—20) | 2B LT
AR
VI NG TNR—=TarvuT v 77— RTDE1EZIFZIZ. ROMMON 27 v 77 L— K9
HILNTEET, 77T L—FREOY 7 by =T 13— 3 2 TH LVWROMMON X— g
UOMERTFTRERR AL, LT O X I TLET,
e T4 ~<VUSPlL 7T v aT /A4 ADROMMON OF v 77 L— K
ZDOROMMONFHBEINIZT v 77 L— N&RET, A v TFORFOY UV —=AnbEh
BED Y U =2 TT v 77 L= R LT, HrLwny J—ZITH L ROMMON
NR=Ta VNI 5EEFE. AL v TFON—RU 2T =T 3 SN TT T A4~ SPI
77 v a7 /3 A0 ROMMON BHEIICT v 77 L— RENET,
e I—)LF U SPI 7T v 2T A AD ROMMON OF » 77 L — R

ZOROMMON ZFEHITT v 77 L— N H0LENH Y £4, upgraderom-monitor capsule
golden switch =~ > Ri3f#H EXEC E— R TASILE T,

\}

GE) AL F AR I DFEIE, TIT AT AL FERT T
DFTRCDOAUN—=TT v 7L —REFEITLET,

ROMMONMNT v 77 L —R&Enb &, ROV a— REFRZHENZRD £9, FORICLETIO Y
J—ZZELTH, ROMMONIZIZ 7 7L — RSN FEH A, FHkDO ROMMON IZLARTDS
NTOY =AY R—FLET,
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| RAvF VI z707vTIL—F
votyz7 4o b—nazok |

VIO T7AA =)Lk

JYILDZTT AR F—=)LOATY FOBE
Cisco 10S XE Everest 16.6.2 LIfFD ') ) —RX THR— S TWLET,

BELLEZ7ANEAL L ANV LTT 7T 474bL, Vua— FEbLHERFSND LOICERE
Zay MTAHIE, kOa<wr REFEITLET,

install add file rfilename [activate commit]

ALARN=NT 7 ANVEREINIA VA N—V, TZ7T 074, 2y b, ik, EIEHIBR
T HIE, ko~ R&34T7 L9, install ?

add filetftp: filename AVARN=IV T AN Nl —2%)F— bl —2 g U0
LT NRAAZat—L, Ty N 74 —LEA AT DR—
CarvOHEMTF =y 7 EETLET,

activate [auto-abort-timer] | 7> A L% T 275 4 7L L, AL ZA&E Y —RLET,
auto-abort-timer ¥ —VU— R A A—=TDT 77 4 7{bE HES
iz —nNy 7 LET,

commit Ju— FEOEENFHSNDL LI LET,

rollback to committed BBlcay hLiaA—Va L iCEHar— A"y 7 LET,

abort Ty ANDT 7T 4 TbEHIE L, BUEDA A h—LFIED
BIAARIIZFEITL CW R —=T g e — ANy 7 LET,

remove RERBLOET 7T 4 TREDY 7 Ny =T A VA F—)b
T ANEHIERLET,

N

(GE)  request platform software =~ > K% Cisco I0S XE ¥ 7 7 /L4 )L 16.10.1 LAFE TIEBE L S v T
¥, Z0a~vry NEIAEOY VU —ZADCLUIE RSV, REMRTTN, Ty 77— K%
IEA 7 r—RiZidingal a~y REHEHTHZ L2182 L£9,

request platform software 1< > K DHIE

Device# request platform software package ?

clean AT AT NOERERNR o r— 7 7 A NVEHEELET,
copy N lr—Vh AT 4 T7TIZa—LET,

describe Rolr—VONEEHRLET,

expand F—=NA TRy r =% AT 4 TR LET,
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B xt—rz—rToryIisL—¢

request platform software 1< > FDHIE

install WRolr—V% A VA=V LET,

uninstall WRolr—=VhT A VA M=V LET,

verify In Service Software Upgrade (ISSU) Y7 h U =T /Xy —T D
AR L ET,

AR —=ILE—FTOT7VvTHL—FK

ROFNUZGEN, A A=V E—FT, HLHV U —=RAPBHIOY Y =T v 7 7L —FL
T, VI NIV 2T A A=V OT v 77 L— REFEITT HIIE, boot flash:packages.conf %
AL TIOS Z BT 5 MERH Y £7,

1R BHEIIZ
ZOFEZ. OT v TS — RO F Y AR TEET,

TyvIFTL—FRIOY)—R |ERTHITUR TyvFTIL—FED))—X
Cisco 10S XE Everest 16.5.1a % | request platform software =~ | Cisco I0S XE Dublin 17.12.x
7213 Cisco IOS XE Everest Y RDH

16.6.1

Cisco 10S XE Everest 16.6.2 LL |install 2~ > NF72id request
O+ _XTHY Y —2R platform software =< > K®
Ebbin, 8

’ request platform software =~ > NidpglbsnE L7z, L7 - T, CLIIZIEFR RSN
FEICRVETA, indal 2w REHEHTLZ E2HRELET,

Zokv s var oA, ingal 2~ KDoA &{#EH LT Cisco I0S XE Dublin 17.11.1 7> 5
Cisco IOS XE Dublin 17.12.1 127 v 77 L— KT 38E5D LD TY,

FIE

ATVl 7V =0T v
install remove inactive

Toavry REHEALT, BRENMRELTWAESICENAS VA =L T 7 A NVET ) —
T L, 77y 2l 1GBLULEOTHEBEMAEL T, FHTILWAA—VERERLET,

WROHFIL, install removeinactive =2~ REFEH L TRIEHO 7 7 ANV E 7 V=T v 7 LT
BaOW N ERLTHWET,

Switch# install remove inactive
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install remove: START Wed Jul 24 10:02:31 PDT 2023

install remove: Removing IMG

Cleaning up unnecessary package files

No path specified, will use booted path /flash/packages.conf

Cleaning /flash

Scanning boot directory for packages ... done.

Preparing packages list to delete

]: /flash/packages.conf File is in use, will not delete.
/flash/packages.conf File is in use, will not delete.
/flash/cat9k-cc_srdriver.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-cc_srdriver.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-espbase.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-espbase.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-guestshell.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-guestshell.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-1ni.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-1ni.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-rpbase.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-rpbase.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-sipbase.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-sipbase.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-sipspa.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-sipspa.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-srdriver.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-srdriver.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-webui.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-webui.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-wlc.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-wlc.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k _iosxe.17.11.01.SPA.conf File is in use, will not delete.
/flash/cat9k _iosxe.17.11.01.SPA.conf File is in use, will not delete.
/flash/cat9k-rpboot.17.11.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-rpboot.17.11.01.SPA.pkg File is in use, will not delete.

e e e e R e i e o e R R I
RPORPRPORFRPRORFRPRORFRPRORFRPRORFRPRORPRORP ORFR ORFR ORF O

The following files will be deleted:
/flash/cat9k _iosxe.17.11.01.SPA.bin
/flash/cat9k _iosxe.17.11.01.SPA.bin
/flash/cat9k-cc_srdriver.17.09.02.SPA.pkg
/flash/cat9k-cc_srdriver.17.09.02.SPA.pkg
/flash/cat9k-espbase.17.09.02.SPA.pkg
/flash/cat9k-espbase.17.09.02.SPA.pkg
/flash/cat9k-guestshell.17.09.02.SPA.pkg
/flash/cat9k-guestshell.17.09.02.SPA.pkg
/flash/cat9k-1ni.17.09.02.SPA.pkg
/flash/cat9k-1ni.17.09.02.SPA.pkg
/flash/cat9k-rpbase.17.09.02.SPA.pkg
/flash/cat9k-rpbase.17.09.02.SPA.pkg
/flash/cat9k-sipbase.17.09.02.SPA.pkg
/flash/cat9k-sipbase.17.09.02.SPA.pkg
/flash/cat9k-sipspa.17.09.02.SPA.pkg
/flash/cat9k-sipspa.17.09.02.SPA.pkg
/flash/cat9k-srdriver.17.09.02.SPA.pkg
/flash/cat9k-srdriver.17.09.02.SPA.pkg
/flash/cat9k-webui.17.09.02.SPA.pkg
/flash/cat9k-webui.17.09.02.SPA.pkg
/flash/cat9k-wlc.17.09.02.SPA.pkg
/flash/cat9k-wlc.17.09.02.SPA.pkg
/flash/cat9k_iosxe.17.09.02.SPA.conf
/flash/cat9k_iosxe.17.09.02.SPA.conf
/flash/cat9k-rpboot.17.09.02.SPA.pkg
/flash/cat9k-rpboot.17.09.02.SPA.pkg

T
PFokPbPOPRPORPORPORPORPORPORPORPROROROR

Do you want to remove the above files? [y/nly
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Deleting file /flash/cat9k iosxe.17.11.01.SPA.bin ... done.
Deleting file /flash/cat9k-cc_srdriver.17.09.02.SPA.pkg ... done.
Deleting file /flash/cat9k-espbase.17.09.02.SPA.pkg ... done.
Deleting file /flash/cat9k-guestshell.17.09.02.SPA.pkg ... done.
Deleting file /flash/cat9k-1ni.17.09.02.SPA.pkg ... done.
Deleting file /flash/cat9k-rpbase.17.09.02.SPA.pkg ... done.
Deleting file /flash/cat9k-sipbase.17.09.02.SPA.pkg ... done.
Deleting file /flash/cat9k-sipspa.l17.09.02.SPA.pkg ... done.
Deleting file /flash/cat9k-srdriver.17.09.02.SPA.pkg ... done.
Deleting file /flash/cat9k-webui.17.09.02.SPA.pkg ... done.
Deleting file /flash/cat9k-wlc.17.09.02.SPA.pkg ... done.
Deleting file /flash/cat9k iosxe.17.09.02.SPA.conf ... done.
Deleting file /flash/cat9k-rpboot.17.09.02.SPA.pkg ... done.
Deleting /flash/.images/17.11.01.0.1444.1669767962 ... done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---

Performing REMOVE POSTCHECK on all members

Finished Post Remove Cleanup

SUCCESS: install remove Wed Jul 24 10:02:36 PDT 2023
Switch#

<output truncated>

HLWARA—VET Ty a|lar’—

a)

b)

copy tftp:[[//location]/directory]/filenameflash:

Zoavwr REFALT, TFIP =057 7 vy a AEVICH LA A—VEat—
L %9, location L, IP 7 RLAE IR A MTT, 77 ANVAIL, 77 A VHREIZSE
MENL7T 4V 7 MU O ANZATIEELE S, LA A—T% TFTP — ") B4l f
THHAE, ZORAT v TEAX Yy T LTS,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.12.01.SPA.bin flash:

destination filename [cat9k iosxe.17.12.01.SPA.bin]?

Accessing tftp://10.8.0.6/image/cat9k iosxe.17.12.01.SPA.bin...

Loading /cat9k iosxe.17.12.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0) :
| L O O O

[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

dir flash:

ZOAaxy REFEHLT, A A=—YNRT7 Ty v allERICat -3l LamRLE
hd‘O

Switch# dir flash:*.bin
Directory of flash:/*.bin
Directory of flash:/

434184 -rw- 601216545 Jul 24 2023 10:18:11 -07:00 cat9k iosxe.17.12.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

ATYvT3 7T— NEHERE

a)

no boot system
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b)

<)

d)

e)

tvz2b—nE—rTn7yITL—F |}

Zoavry FEMALT, 7= MEHE Yty FLET, Zoavr NI, BB 2T A
DAA—=VHEZHIRLES, Z0oa~y R LGS, A4 v FIZLIENIRE S
N7 — b A=V ZE#BT L RENRH Y 7,

Switch (config)# no boot system

boot system flash: packages.conf
Zoawy REMFEH LT, 77— NS % flash:packages.conf IZ3%E L £ 77,

Switch (config) # boot system flash:packages.conf
no boot manual

A v FHHET — MIRET AT, Z2oa~vr REHEHLET,

Switch(config)# no boot manual
Switch (config)# exit

write memory

Zoawr FEfHLT, 7— FREELRFELET,

Switch# write memory
show boot

Zoavwy REMHLT, 77— % (packages.conf) & FEi7— hi%E (no) ZHMEsd L
£7

Switch# show boot
Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:

BOOT variable = flash:packages.conf;
Manual Boot = no

Enable Break = yes

Boot Mode = DEVICE

iPXE Timeout = 0

A RA=TET Ty allA VA M=)V
install add file activate commit
Zoavwry REFHLT, A A—VEA A=V LET,

AA=T T Ty varAE)ICat =LA, TFTP Y= EDY —AA A=V EIZ3T
ITATAAL T DT Ty a RTATERA L MTHZELEMELET, AUNZA vF

(T 7T 4 TUNDAL v F) OT7 T2 RTIATEIZIZUSB RIA T2 HA A—V%
HETL2HE. EMRT7 7 v 2 RIATEIILUSB RIATEHBELRNE AL VA F—L
WRILET, 2E2E A A—VRRA NS v F3DT Ty a KTA47 (flash-3) 12
35§5§%é§\ Switch# install add file flash-3:cat9k iosxe.17.12.01.SPA.bin activate commit

DEIIHEETLHILENDH Y F7,

KOHIIE, CiscolOSXEDublinl17.121 Y 7 NI 2T A A —V% 7T 9 a2 AF VI VA R—
N LT EDOHE N E R L TVET,

Switch# install add file flash:cat9k_iosxe.17.12.01.SPA.bin activate commit

install add activate commit: START Wed Jul 24 10:15:02 PDT 2023
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install add: START Wed Jul 24 10:15:02 PDT 2023

install add: Adding IMG

--- Starting initial file syncing ---

Copying flash:cat9k iosxe.17.12.01.SPA.bin from Switch 1 to Switch 1 2
Info: Finished copying to the selected Switch

Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Finished Add package(s) on Switch 1
[2] Finished Add package(s) on Switch 2
Checking status of Add on [1 2]
Add: Passed on [1 2]
Finished Add

Image added. Version: 17.12.01.0

Warning: ISSU compatibility check failed for 17.12.01.0
install activate: START Wed Jul 24 10:17:34 PDT 2023
install activate: Activating IMG
Following packages shall be activated:
/flash/cat9k-cc_srdriver.17.12.01.SPA.pkg
/flash/cat9k-espbase.17.12.01.SPA.pkg
/flash/cat9k-guestshell.17.12.01.SPA.pkg
/flash/cat9k-1ni.17.12.01.SPA.pkg
/flash/cat9k-rpbase.17.12.01.SPA.pkg
/flash/cat9k-sipbase.17.12.01.SPA.pkg
/flash/cat9k-sipspa.17.12.01.SPA.pkg
/flash/cat9k-srdriver.17.12.01.SPA.pkg
/flash/cat9k-webui.17.12.01.SPA.pkg
/flash/cat9k-wlc.17.12.01.SPA.pkg
/flash/cat9k-rpboot.17.12.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---

Performing Activate on all members
[1] Activate package(s) on Switch 1
[2] Activate package(s) on Switch 2
[2] Finished Activate on Switch 2
[1] Finished Activate on Switch 1

Checking status of Activate on [1 2]

Activate: Passed on [1 2]

Finished Activate

--- Starting Commit ---

Performing Commit on all members
[1] Commit package(s) on Switch 1
[2] Commit package(s) on Switch 2
[1] Finished Commit on Switch 1
[2] Finished Commit on Switch 2

Checking status of Commit on [1 2]

Commit: Passed on [1 2]

Finished Commit operation

*Jul 24 10:22:00.934: $IOSXEBOOT-4-BOOTLOADER UPGRADE: (rp/0): Starting boot preupgrade
*Jul 24 10:22:00.937: $IOSXEBOOT-4-BOOTLOADER UPGRADE: (rp/0): ### Wed Jul 24 10:22:00
PDT 2023 PLEASE DO NOT POWER CYCLE ### BOOT LOADER UPGRADING

*Jul 24 10:22:50.808: $IOSXEBOOT-4-flashcp: (rp/0): polaris adelphi rommon sb.bin

*Jul 24 10:22:56.093: $IOSXEBOOT-4-BOOTLOADER UPGRADE: (rp/0): boot loader upgrade
successful

SUCCESS: install add activate commit Wed Jul 24 10:22:59 PDT 2023
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stack-nyqgcr3#

Chassis 1 reloading, reason - Reload command

Jul 24 10:23:05.604: $PMAN-5-EXITACTION: FO/0: pvp: Process manager is exiting: reload
fp action requested

Jul 24 10:23:07.295: $PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: rp
processes exit with reload switch code

Initializing Hardware......

System Bootstrap, Version 17.12.1r[FCl], RELEASE SOFTWARE (P)
Compiled Wed 02/07/2023 14:36:07.63 by rel

Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-48UXM platform with 8388608 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] O
boot: attempting to boot from [flash:packages.conf]

Waiting for 120 seconds for other switches to boot
Switch number is 1
All switches in the stack have been discovered. Accelerating discovery
<output truncated>
() install add fileactivatecommit =~ > & 34T L7212, A7 LZAEICY v —F
LET, YATL22FHTYI n—FT22LEIHY EHA,
A A b=V E R

VI RT2T DA LA M= ABEFIZETLES, dirflash: a~ > REFEHALT, 79y
N—=F 4 a2 10 HDOF L pkg 77 ANE 29D cont 77 ANNDLHZ & EFHBLE
j‘o

a) dir flash:*.pkg
WIZ, dir flash:*.pkg =~ > RO AHZ5R L £,
Switch# dir flash:*.pkg

Directory of flash:/
75140 -rw- 2012104 Mar 9 2023 09:52:41 -07:00 cat9k-cc_srdriver.17.11.01.SPA.pkg

475141 -rw- 70333380 Mar 9 2023 09:52:44 -07:00 cat9k-espbase.17.11.01.SPA.pkg
475142 -rw- 13256 Mar 9 2023 09:52:44 -07:00 cat9k-guestshell.17.11.01.SPA.pkg
475143 -rw- 349635524 Mar 9 2023 09:52:54 -07:00 cat9k-rpbase.17.11.01.SPA.pkg
475149 -rw- 24248187 Mar 9 2023 09:53:02 -07:00 cat9k-rpboot.17.11.01.SPA.pkg
475144 -rw- 25285572 Mar 9 2023 09:52:55 -07:00 cat9k-sipbase.17.11.01.SPA.pkg
475145 -rw- 20947908 Mar 9 2023 09:52:55 -07:00 cat9k-sipspa.17.11.01.SPA.pkg
475146 -rw- 2962372 Mar 9 2023 09:52:56 -07:00 cat9k-srdriver.17.11.01.SPA.pkg
475147 -rw- 13284288 Mar 9 2023 09:52:56 -07:00 cat9k-webui.1l7.11.01.SPA.pkg
475148 -rw- 13248 Mar 9 2023 09:52:56 -07:00 cat9k-wlc.17.11.01.SPA.pkg

491524 -rw- 25711568 Jul 24 2023 11:49:33 -07:00 cat9k-cc_srdriver.17.12.01.SPA.pkg
491525 -rw- 78484428 Jul 24 2023 11:49:35 -07:00 cat9k-espbase.17.12.01.SPA.pkg
491526 -rw- 1598412 Jul 24 2023 11:49:35 -07:00 cat9k-guestshell.17.12.01.SPA.pkg
491527 -rw- 404153288 Jul 24 2023 11:49:47 -07:00 cat9k-rpbase.17.12.01.SPA.pkg
491533 -rw- 31657374 Jul 24 2023 11:50:09 -07:00 cat9k-rpboot.17.12.01.SPA.pkg
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491528 -rw- 27681740 Jul 24 2023 11:49:48 -07:00 cat9k-sipbase.17.12.01.SPA.pkg
491529 -rw- 52224968 Jul 24 2023 11:49:49 -07:00 cat9k-sipspa.17.12.01.SPA.pkg
491530 -rw- 31130572 Jul 24 2023 11:49:50 -07:00 cat9k-srdriver.17.12.01.SPA.pkg
491531 -rw- 14783432 Jul 24 2023 11:49:51 -07:00 cat9k-webui.17.12.01.SPA.pkg
491532 -rw- 9160 Jul 24 2023 11:49:51 -07:00 cat9k-wlc.17.12.01.SPA.pkg

11353194496 bytes total (9544245248 bytes free)
Switch#

dir flash:*.conf

Iz, dir flash:*.conf 2~ > FOH Bl Z R LET, 77 v aX—T4/aD2>D
conf 7 7 A NVINIFEIR I TWET,

* packages.conf : ML A A =)L LT= .pkg TrAMIEERZONZT7 7 AV
* cat9k iosxe.17.12.01.8PA.conf : #1 L < A A h—/L L7 packages.conf 7 7 A /LD
Ny 7Ty Tar—
Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

434197 -rw- 7406 Jul 24 2023 10:59:16 -07:00 packages.conf
516098 -rw- 7406 Jul 24 2023 10:58:08 -07:00 cat9k iosxe.17.12.01.SPA.conf
11353194496 bytes total (8963174400 bytes free)

2T w6 showversion
ARA=UNEBEI LIS, 20a~<r FEEALTHLWA A==V g VAR LET,

D show version 2~ > ROHEAFITIL, 57341 AD Cisco I0S XE Dublin 17.12.1 f A —T D
HRPFRINTNET,

Switch# show version

Cisco IOS XE Software, Version 17.12.01

Cisco IOS Software [Dublin], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.12.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2023 by Cisco Systems, Inc.

<output truncated>

AR R=ILE—FTDAY9HL—K

- >
— —

X LYY =ZRBRHIDOY V=R AR AE— R TH Y7 L— T 5 FIHE

RLET, Y7 MU 2T ARA—VDOXE Y7 L— REFEITT HIZIE, boot flash: packages.conf
ZEH L TIOS Z & § 2 LR H Y 77,
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1R BHHIIZ
ZOFEX, ROF T L — RO F U FTHEATEET,

o L—FRRIO) ) —R |ERATHaITUE oo L—F&EDY)—R

Cisco 10S XE Dublin 17.12.x ingtall =< > K% 7213 request | Cisco I0S XE Dublin 17.11.x LA
platform software =~ > K |FiO Y U —2A
EH6, 2

’ request platform software =~ > RIFFEILINE L7z, L7eA-> T, CLLIZIZR RSN
FFEILRYETH, ingal a~vr REfHTHZ EaHRLET,
S

G 2V YV —22HEH L THLEASNTZAS vy TFET N EL U T L—FT52L13TEE
Hho FILWAS v FETAPRINHER L THEASNEZY V=20, ZOFETNVORNY 7
[NZE AN S

vy var o, insal 2~ K& H L T Cisco I0S XE Dublin 17.12.1 225 Cisco
I0S XE Dublin 17111 IZX 7 ZL— R+ AEH5DHE D TT,

A4 03—FDEI VT L— RORHREH -

Cisco IOS XE Gibraltar 16.12.1 A& Tld, A U — XD UPOE A1 v F (C9300-24U, C9300-48U.

C9300-24UX, C9300-48UXM, C9300-48UN) ~TIEEE802.3bt ¥ A 7 3fEUEMIME 2 VR — 45
DLy 7ra— KPREAINTWET, LA 7 ea— R, —fHoV VU —
A LD TFAAEHMETH Y A, ZDRD, ZNHEDOV Y —2DWNWTNNIX T T L— KT
DRI~/ na— R AU T L —RTARERSVET, v~ 7una—KoFxy 7

L— REEITLARWE, U7 L— RO PoE OEREICEE L £,

AT —FRHEDY) =R Z T 7 L— R+~ RIS U T, ETT 508N
HDHT IV aryEROFTHERL TSIV,

Ay T —R | A7 — gD | fEfTa~v R |~ aa— KXy 7 L—FR
gDV J—2A JyU—=2 DT gy
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Cisco I0S XE Cisco IOS XE Everest | install =< > K A 703 — KNIV T7 R NT=2TD
Gibraltar 16.12.1 [16.6.1 ~ Cisco 10S LU A R— D e LT AN
F 7213 F LI | XE Everest 16.6.6 CE— ANy 7 SPET. T L
DY Y—A Cisco 10S XE Fuji ORI RETT,
16.9.1 ~ Cisco 10S - - .
XE Fuji 16.9.2 request platform |V 7 k=7 A A =D EH TS
software =~ > K | L— RJ BRI, FETY A7 1
IRV Ja—RaF TS L—RLET,
7=k A Ba—KEATL S L=k
THIIX, Fr—rL a7y
Fal—varE—KT
hw-module mcu rollback =~ >
B ANITLET,
FE

JN—=vT v
install remove inactive
Zoa<wry REHERALT, BENMRELTWAEEICEWAS VA NV T 7 AN ET ) —
Ty L, 77y 2l 1GBLULEOHEEZHHEL T, iLWA A= REELET,
WROHIL, install removeinactive =2~ > REFEH L TREHO 7 7 ANV E 7 VU —2T v 7 LT
LEDOHNE R L TWET,

Switch# install remove inactive

install remove: START Mon Jul 24 10:34:24 PDT 2023
install remove: Removing IMG
Cleaning up unnecessary package files
No path specified, will use booted path /flash/packages.conf

Cleaning /flash

Scanning boot directory for packages

Preparing packages list to delete

[RO] :
[R1]:
[RO] :
[R1]:
[RO] :
[R1]:
[RO] :
[R1]:
[RO] :
[R1]:
[RO] :
[R1]:
[RO] :
[R1]:
[RO] :
[R1]:
[RO] :
[R1]:
[RO] :

/flash/packages.conf File is in use, will
/flash/packages.conf File is in use, will
/flash/cat9k-cc_srdriver.17.12.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.12.01.SPA.pkg

/flash/cat9k-espbase.17.12.01.
/flash/cat9k-espbase.17.12.01.
/flash/cat9k-guestshell.17.12.
/flash/cat9k-guestshell.17.12.
/flash/cat9k-1ni.17.12.01.SPA.
/flash/cat9k-1ni.17.12.01.SPA.

. done.

SPA.pkg File is in
SPA.pkg File is in
01.SPA.pkg File is
01.SPA.pkg File is

not delete.
not delete.
File is in
File is in

not delete.
not delete.

use, will
use, will
use, will not delete.
use, will not delete.
in use, will not delete.
in use, will not delete.

pkg File is in use, will not delete.

pkg File is in use, will not delete.
/flash/cat9k-rpbase.17.12.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-rpbase.17.12.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-sipbase.17.12.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-sipbase.17.12.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-sipspa.17.12.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-sipspa.17.12.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-srdriver.17.12.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-srdriver.17.12.01.SPA.pkg File is in use, will not delete.
/flash/cat9k-webui.17.12.01.SPA.pkg File is in use, will not delete.
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/flash/cat9k-wlc.17.12.01.SPA.

1oz b—nE—kTnsgvsL—F ||

/flash/cat9k-webui.17.12.01.SPA.pkg File is in use, will not delete.

will not delete.
will not delete.

pkg File is in use,

in

/flash/cat9k-wlc.17.12.01.SPA.pkg File is
/flash/cat9k _iosxe.17.12.01.SPA.conf File
/flash/cat9k _iosxe.17.12.01.SPA.conf File
/flash/cat9k-rpboot.17.12.01.SPA.pkg File
/flash/cat9k-rpboot.17.12.01.SPA.pkg File

]
POk OoOROR

The following files will be deleted:
/flash/cat9k _iosxe.17.12.01.SPA.bin
/flash/cat9k _iosxe.17.12.01.SPA.bin
/flash/cat9k-cc_srdriver.17.09.02.SPA.pkg
/flash/cat9k-cc_srdriver.17.09.02.SPA.pkg

is
is
is
is

use,

in
in
in
in

use,
use,
use,
use,

will
will
will
will

not delete.
not delete.
not delete.
not delete.

/flash/cat9k-espbase.17.09.02.
/flash/cat9k-espbase.17.09.02.
/flash/cat9k-guestshell.17.09.
/flash/cat9k-guestshell.17.09.
/flash/cat9k-1ni.17.09.02.SPA.
/flash/cat9k-1ni.17.09.02.SPA.

SPA.pkg
SPA.pkg
02.SPA.pkg
02.SPA.pkg
pkg

pkg

/flash/cat9k-rpbase.17.09.02.SPA.pkg
/flash/cat9k-rpbase.17.09.02.SPA.pkg
/flash/cat9k-sipbase.17.09.02.SPA.pkg
/flash/cat9k-sipbase.17.09.02.SPA.pkg
/flash/cat9k-sipspa.17.09.02.SPA.pkg
/flash/cat9k-sipspa.17.09.02.SPA.pkg
/flash/cat9k-srdriver.17.09.02.SPA.pkg
/flash/cat9k-srdriver.17.09.02.SPA.pkg
/flash/cat9k-webui.17.09.02.SPA.pkg
/flash/cat9k-webui.17.09.02.SPA.pkg
/flash/cat9k-wlc.17.09.02.SPA.pkg
/flash/cat9k-wlc.17.09.02.SPA.pkg
/flash/cat9k_iosxe.17.09.02.SPA.conf
/flash/cat9k_iosxe.17.09.02.SPA.conf
/flash/cat9k-rpboot.17.09.02.SPA.pkg
/flash/cat9k-rpboot.17.09.02.SPA.pkg

e
PFokPbPORPORPORPORPORPORPORPORPROROROR

Do you want to remove the above files? [y/nly

file
file
file
file
file
file
file
file
file
file
file
file
file

Deleting
Deleting
Deleting
Deleting
Deleting
Deleting
Deleting
Deleting
Deleting
Deleting
Deleting
Deleting
Deleting
Deleting
SUCCESS:

/flash/cat9k-1ni.17.09.02.SPA.pkg

/flash/cat9k-wlc.17.09.02.SPA.pkg

Files deleted.

--- Starting Post Remove Cleanup ---
Performing REMOVE POSTCHECK on all members
Finished Post Remove Cleanup

/flash/cat9k iosxe.17.12.01.SPA.bin
/flash/cat9k-cc_srdriver.17.09.02.SPA.pkg
/flash/cat9k-espbase.17.09.02.SPA.pkg

/flash/cat9k-guestshell.17.09.02.SPA.pkg

/flash/cat9k-rpbase.17.09.02.SPA.pkg
/flash/cat9k-sipbase.17.09.02.SPA.pkg
/flash/cat9k-sipspa.17.09.02.SPA.pkg
/flash/cat9k-srdriver.17.09.02.SPA.pkg
/flash/cat9k-webui.17.09.02.SPA.pkg

/flash/cat9k_iosxe.17.09.02.SPA.conf
/flash/cat9k-rpboot.17.09.02.SPA.pkg
/flash/.images/17.12.01.0.172764.1674613814

done.
done.
done.
done.
done.
done.
done.
done.
done.
done.
done.
done.
done.
done.

SUCCESS: install remove Mon Jul 24 10:34:32 PDT 2023

HLWA A=V ET Ty allat’—
a) copy tftp:[[//location]/directory]/filenameflash:

ATy T2

Cisco 10S XE Dublin 17.12.x (Cisco Catalyst9300 >!) —X X A v F)
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IDavwy REHFEALT, TFTP V=067 7 vy a ATV IZH LA A=V at —
L%, location /X, IP 7 RL A E7-IFARA M TT, 77 A NEAIL. 77 A VIREICfE
MEN27 427 MY OFHMANATEELET, LA A—T% TFTP — ) B
THHBIE, COAT v T E2AX v 7L TLEEN,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.11.01.SPA.bin flash:
Destination filename [cat9k iosxe.17.11.01.SPA.bin]?
Accessing tftp://10.8.0.6//cat9k iosxe.17.11.01.SPA.bin...

Loading /cat9k iosxe.17.11.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
Frrrrrrrrrrrr e e e e rrrrr e rrrrr e rrrrr e rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrerrrrrrrrreeneng

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)

b) dir flash:
ZDa<wy REHEALT, A AR T7 Ty v allEFRIZat—Sn-Zl E 2R LE
7,

Switch# dir flash:*.bin
Directory of flash:/*.bin
Directory of flash:/

434184 -rw- 508584771 Jul 24 2023 13:35:16 -07:00 cat9k iosxe.17.11.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)

ATV T3 T — NEHERE
a) boot system flash: packages.conf
Zoavy REMFEHALT, 77— NS % flash:packages.conf IZF%E L £ 77,
Switch (config) # boot system flash:packages.conf

b) no boot manual

AA v F e HET7 — MIRETHITE., Zoa~vr FeEHLET,

Switch(config)# no boot manual
Switch(config)# exit

¢) writememory

Zoawry REFEHALT, T MEEEREFELET,

Switch# write memory

d) show boot
Zoavwry REMALC, 77— FE%# (packages.conf) & THE)7— Fi%7E (no) ZHEREL
£,

Switch# show boot

Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:

BOOT variable = flash:packages.conf;
Manual Boot = no

. Cisco 10S XE Dublin 17.12.x (Cisco Catalyst9300 ') —X XA/ v F) YIJ—R/—F
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Enable Break = yes
Boot Mode = DEVICE
iPXE Timeout = 0

ARTYTE VT NI =2TA A=V EA T T L—F
install add file activate commit

Zoaw s REFEHALC, A A—=VE A A=V LET,

AA=T%T7 Ty a AV IZabt—LEGEE, TFTP Y — N EDY =2 A=V FET
VT ATAAL v F DT Ty va RIALTERA L MT LI EEMRLEST, AL AZL v F

(T T4 TUNDAAL vF) ODT7T7 a2 RTATERLIIUSB RIATICHLA ATk
RETL2HEG. EMRT7 7y 2 RIAT7EILUSB RIA TEELRNE A A F—L
WCRELET, 2 xiE, A A=V BRANRN=ZA v F3IDT7 T2 RT747 (flash-3) 1T
&b%ﬁ%%é§\ Switch# install add file flash-3:cat9k iosxe.17.11.01.SPA.bin activate commit

DEDIHETLLENHY 7,

& OFI T, install add file activate commit =<~ > K%l L T Cisco I0S XE Dublin 17.11.1
Th2TARA=TEH T T2l VA M= LTWET,

Switch# install add file flash:cat9k_iosxe.17.11.01.SPA.bin activate commit

install add _activate commit: START Mon Jul 24 10:55:53 PDT 2023
install add: START Mon Jul 24 10:55:53 PDT 2023
install add: Adding IMG
[2] Switch 2 Warning!!! Image is being downgraded from 17.12.01.0.1186 to 17.11.01.0.1444.
--- Starting initial file syncing ---
Copying flash:cat9k iosxe.17.11.01.SPA.bin from Switch 1 to Switch 1 2
Info: Finished copying to the selected Switch
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
Checking status of Add on [1 2]

Add: Passed on [1 2]

Image added. Version: 17.11.01.0.1444

Finished Add

install activate: START Mon Jul 24 10:57:32 PDT 2023
install activate: Activating IMG
Following packages shall be activated:
/flash/cat9k-cc_srdriver.17.11.01.SPA.pkg
/flash/cat9k-espbase.17.11.01.SPA.pkg
/flash/cat9k-guestshell.17.11.01.SPA.pkg
/flash/cat9k-1ni.17.11.01.SPA.pkg
/flash/cat9k-rpbase.17.11.01.SPA.pkg
/flash/cat9k-sipbase.17.11.01.SPA.pkg
/flash/cat9k-sipspa.17.11.01.SPA.pkg
/flash/cat9k-srdriver.17.11.01.SPA.pkg
/flash/cat9k-webui.17.11.01.SPA.pkg
/flash/cat9k-wlc.17.11.01.SPA.pkg
/flash/cat9k-rpboot.17.11.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on all members

[1] Activate package(s) on Switch 1
[2] Activate package(s) on Switch 2

Cisco 10S XE Dublin 17.12.x (Cisco Catalyst9300 ') —X XA v F) YIJ—R/—Fk .
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[2] Finished Activate on Switch 2
[1] Finished Activate on Switch 1
Checking status of Activate on [1 2]
Activate: Passed on [1 2]

Finished Activate

--- Starting Commit ---

Performing Commit on all members
[1] Commit package(s) on Switch 1
[2] Commit package(s) on Switch 2
[2] Finished Commit on Switch 2
[1] Finished Commit on Switch 1

Checking status of Commit on [1 2]

Commit: Passed on [1 2]

Finished Commit operation

SUCCESS: install add activate commit Mon Jul 24 11:00:19 PDT 2023

stack-nyqgcr3#

Chassis 1 reloading, reason - Reload command

Jul 24 11:00:25.253: $PMAN-5-EXITACTION: FO0/0: pvp: Process manager is exiting: reload
fp action requested

Jul 24 11:00:26.878: $PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: rp
processes exit with reload switch code

Initializing Hardware......

System Bootstrap, Version 17.12.1r[FCl], RELEASE SOFTWARE (P)
Compiled Wed 02/08/2023 14:36:07.63 by rel

Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-48UXM platform with 8388608 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] O
boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

#

Waiting for 120 seconds for other switches to boot

Switch number is 1
All switches in the stack have been discovered. Accelerating discovery

(G¥) install add file activatecommit =~ > R&2E4T L=, VAT AFESHMNICY n—F
LET, VAT 2EFEITYr— RTA3XLEIHY TH¥A,

N— g OER

show version

ARA=—UREEILEZS, Z0a<vwr FEEALTHLWDAA—SDR—D g U R R LET,

GE) Y7 UxTARA—TEF 7L —FLTH, ROMMON O/ X— g X B EIIC &
T L—RENERA, FHINTREDOE IR F5,

. Cisco 10S XE Dublin 17.12.x (Cisco Catalyst9300 ') —X XA/ v F) YIJ—R/—F
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RO show version =~ > RO SHITIX, 5734 2D Cisco I0S XE Dublin 17.11.1 f A — D
HRNFREINTWET,

Switch# show version

Cisco I0S XE Software, Version 17.11.01
Cisco IOS Software [Dublin], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.11.1,

RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2023 by Cisco Systems, Inc.
<output truncated>

J4—ILETOGSITILT—RTLADIN—=23 20D
TvIJL—F
74~»F7m7§77w€~%7V4(ﬂ@M&i\vx:x4y?LKﬁf¢57m7§

TN AEY TAALADO—FETY, ZIbIiE, FEDOHRAED IR £ AIEIZ 2 FaE ]
REZRm BREIHR T,

BIED FPGA N—2 3 R+ 5121, ROMMON E— R TCvesion-v 2~ > RZAHLF
7,

\)

G¥) T RTDY T "I T VY —RATFPGADNASN—a UNEEINEZDITTIEH Y A,

cNR—=V g VOERL, BMEDOY T NI 2T T v L— RKO—EE L TiThi, MBI
DFNEZFEITTHHLETH Y TH A,

Cisco 10S XE Dublin 17.12.x (Cisco Catalyst9300 ') —X XA v F) YIJ—R/—Fk .
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+ Cisco Bug Search Tool (67 ~X—73)

« Cisco I0S XE Dublin 17.12.x DARMRORIE (67 ~<—)
« Cisco 10S XE Dublin 17.12.3 Of#iR#E A DORE (68 ~—)
« Cisco 10S XE Dublin 17.12.2 DfEHF-FHDME (68 ~—3)
* Cisco I0S XE Dublin 17.12.1 Of#R-#H - OFE (69 ~—3)

Cisco Bug Search Tool

CiscoBugSearch Tool (BST) ZfEHT 5 &, /S— b —LBFHFKITRL, VI —X, F—TU—
RIZHESWTY 7 MU =T N7 ERER L, N7, fWih, A=Y a R E0TET -2 24
KT HZENTEET, BSTIEX, *y hUV—27 VRIEHBIOT NAAD NI TV a—
T4 UTITBWTEEREE N ESE D LIRS TVWES, ZOY—ATiE, Z7vT v

VA MIEEDSNTAT T 4 B L BERATNZET 250056 LOWED AT B a— 2
HZEbTEET,

RIEOFEME R -T2, DEZ U v 7 LET,

Cisco 10S XE Dublin 17.12.x O k&R DB

ID RHL

CSCwh35728 SDAF ==L A Ry bV =7 TAA v FnbARA b ~DMACsec AR —
NS PABE

CSCwi69005 FNE/SWC BJFKTFED 237 T v ¥ a3 578, C9300 21 v FNTHH
FTUr—F9%

CSCwil4539 UDLD ¥R EFR—/V RZ A4 <=—723 90 #5120 FHic N+ 5
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https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh35728
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi69005
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi14539

B cisco 105 XE Dublin 17.123 DR FHORIE

Cisco 10S XE Dublin 17.12.3 OfERFH D E

ID EATRE: ETIL RHL

CSCwi05972 C9300 9300 : NIEME/RA v B AR v MEEOFAEY &
FHI LA E) N U T —

CSCwi35710 C9300 speed nonegotiate TRX/E S AL TV DA,
C9300X-12Y/24Y DA v Z—T = A ANRZ T LT
FEIIRD

CSCwh91517 C9300X I0S-XE 17.122 ~D7T v 77 L— F#1Z C9300X 7’
V7 —hTB2L0b5D

CSCwi59993 9300 ZAEMN SRR E T LTI25A O pubd 7' 1 & R
KAV U —7

CSCwh91796 C9300 L2vni 34 7 > LTV A, BUM 23#EE S 4u7e0

CSCwi06404 C9300 CRL BUSIZRI L2 IC PRI T v a5

Cisco 10S XE Dublin 17.12.2 () 2 ;:R:F A DA

ID BRATREG ETIL  |REL

CSCwh87343 TRTOEF I CiscolOSXE Y 7 b U =7 @ Web UL (23317 5 $FiE
S D g5
FEAIIZ DWW T, [Security Advisory:
cisco-sa-iosxe-webui-privesc-j22SaAdz] &M LT
<IN,

CSCwe35651 TRTOET IV RED LEVWVMELZBA 722 L ZRmTidoloARy A
RNy MRET Z7— b

CSCwh51416 C9300LM C9300LM : GLC-TE A3#¥HE L 721>

CSCwh24851 C9300L Catalyst 9300L A A > FINA K v 77 B 7 ZRBFET
T—EWmETD

CSCwh10596 TRCOEF )L AA  F A — =12 Fed A A > D CPU i =R
w72 %
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi59993
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh91796
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi06404
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-webui-privesc-j22SaA4z
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh87343
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe35651
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh51416
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh24851
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh10596

| #8228
Cisco 10S XE Dublin 17.121 n@xE»0rE [

Cisco 10S XE Dublin 17.12.1 M &R % # O [E &8

ID RdL

CSCwd99665 (C9300L) C9300L-48UXG-4X : debug_logging file ~Di@F| 722 2 7T
X% TMPFS U —7
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« BEERE (71 X—)
clE., —EF R, BIOZOMOEFR (72 X—)

kSIS a—TFT4a429

NS TN a—F 4 2 T ORFTOZEMBERIZTOVTIE, KD URL (28 5 Cisco TAC Web 1
F2ZHBR LT 7EE0,

https://www.cisco.com/en/US/support/index.html

[Product Support] IZBEEI L, U A R G8LZ RIS 57, WEOARTEZAN LET, FAEL
TWAMBEICEET 216 % R 2121%. [Troubleshoot and Alerts] Z#ZH L TL 72 &0,

Cisco IOS XE (2B 3 A 1F#RIX. KD URL 7" ATF-TX £9, https://www.cisco.com/c/en/us/
products/ios-nx-os-software/ios-xe/index.html

Cisco Catalyst 9300 > U — X A A v F OFTXTOYAHR—F K¥F= A2 ME, RO URL »5H A
FCTXF£9, https://www.cisco.com/c/en/us/support/switches/catalyst-9300-series-switches/
tsd-products-support-series-home.html

Cisco Validated Designs R = 2 7 ME, RO URL 7»H AFTE £ 7, https://www.cisco.com/
go/designzone

WIRL7TT v b 74—, CiscoloOS U U—2A, BIOT 4 —F v v MIET S MIB 2%
LTCHvrue— K152, kD URL IZ&H S Cisco MIB Locator % i f L 7,

https://cfang.cisco.com/mibs
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= > N =E
BIE. T—EX. XU DMDIEE
s VRAMB A A LY — R ER A SIS 21X, Cisco Profile Manager CTHA > 7 v 7
LTL7EE,
s EEAREMICE D BV RANCME /B L 5 2 5121, CiscoServices [JFE]ICT 7 AL
TLIZEY,

e —ER VIR NEEEFT HIZIE, Cisco Support [FFE] IZT 7 AL TLEEWY,
c BETHIEEH DT X =T FTA R FZADT I Y r—var, fih Y)a—val,
BIO—E 22 L T 5121E, Cisco Marketplace IZ7 7 A LT &0,

s —iRkHeRry FU—2 . bl—=V7 SBREMEO B A ANTT 5IiZiE, Cisco Press IZ
TIZEALTLTEEN,

c FrEOREEIT-G T 7 I U ORGEFHR A ST IZIEL, Cisco Warranty Finder 127 27 & X
LTL7EENY,

Cisco N\ T#REY—IL

Cisco N7 —/L (BST) 1%, YA aflfhe V7 o =7 OEE L it oafEr R ) A
F &2 HEI B Cisco N IBM AT b~DF— T = A & L THERET B, Web X—ADY —)L
T9, BSTid, ®ihE Y7 v =TT 25 EERZ R L 7,
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[(EE) YRR ZCERICAZEIIZ, REEDTE (www.cisco.com/jp/go/safety warning/) & CHERLEE W, AEE, kB RaARITR
F1AVMOBEMRTT, VUIBERICOSELTE, BAREBRBERAT., ZERIZT Y ITT—AHY. YD IEDR—UHABHERSL
TWAEENHYFEFTLETTERLLIESVD, HETESBEMRELGYFEFTOT, ERXBABICOVTIEREY A FOFF1 AL FESEE
S, T, BHZEDRICDONTIE, BAERFT/NA— bF—. Tk, BHELFICTERCESL,

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)
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