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* ROUTER INTERFACE TEMPLATE

* SWITCH_INTERFACE _TEMPLATE

* TP_INTERFACE TEMPLATE

N

GE) ?7%»%? ﬁﬁL&%yfv~bi£ﬁ¢® RETIXFERENFET A, HAIART T
NS ﬁ%bt IZDHBFEITHOEREICRRINET,

BIRENDT YT L— NI, AV 2 —T = AZHASND T A —F < v FERITIESNT
WET, ZOFRIE, ROBEESSGEN DY £,

s TV RTNAREAS

*MAC7 LR

- OUI

T T N T FAT

o Z—H— m—)L

« 2—HY—4
Autoconf H§HEIL, RDOEED | DOMBIAIRINNT A —H~< T
(BUILTIN_DEVICE TO TEMPLATE) #Z#ftL 9,

Parameter-map name: BUILTIN DEVICE_TO_ TEMPLATE
Map: 10 map device-type regex "Cisco-IP-Phone"
Action(s):
20 interface-template IP_PHONE_INTERFACE_ TEMPLATE
Map: 20 map device-type regex "Cisco-IP-Camera"
Action(s):
20 interface-template IP_CAMERA INTERFACE TEMPLATE
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Map: 30 map device-type regex "Cisco-DMP"
Action(s) :
20 interface-template DMP_INTERFACE_ TEMPLATE
Map: 40 map oui eg "00.0f.44"
Action(s) :
20 interface-template DMP_INTERFACE_ TEMPLATE
Map: 50 map oui eg "00.23.ac"
Action(s) :
20 interface-template DMP_ INTERFACE_ TEMPLATE
Map: 60 map device-type regex "Cisco-AIR-AP"
Action(s) :
20 interface-template AP_INTERFACE TEMPLATE
Map: 70 map device-type regex "Cisco-AIR-LAP"
Action(s) :
20 interface-template LAP_ INTERFACE_TEMPLATE
Map: 80 map device-type regex "Cisco-TelePresence"
Action(s) :
20 interface-template TP_INTERFACE TEMPLATE
Map: 90 map device-type regex "Surveillance-Camera"
Action(s) :
10 interface-template MSP_CAMERA_ INTERFACE_ TEMPLATE
Map: 100 map device-type regex "Video-Conference"
Action(s) :
10 interface-template MSP_VC_INTERFACE_ TEMPLATE
)

GE)  MAIAHNRT A —H < v T OHEFRT HI2I1E, show parameter-map type subscriber
attribute-to-service All =~ > K&/ L £,

AutoconfHEHEITX. ROBED 1 DOMIIAIRY >—< v 7 (BUILTIN AUTOCONF POLICY)
FEAE L F9,

BUILTIN AUTOCONF POLICY
event identity-update match-all
10 class always do-until-failure
10 map attribute-to-service table BUILTIN DEVICE TO TEMPLATE

)

GE)  MAAARY —~ v TOREEFKRT HITIX, show policy-map type control subscriber
BUILTIN_AUTOCONF_POLICY =i~ N&Ef L £,

RV o=~ NIRA—L~vyT BILOT 7 L— b ePBTERTHZEHTEET,
FEE D2 —PF— RIS T MU T—2MEk S5 & v —7/1 802.1X Cisco Identity Services
Engine (ISE) % —/S—723 MU H—%FFEL, #fEOE X2 U T 1 2R L £ T

AHE =T A AT T L— NI, ROWVWTNPOFEEFHLT (¥ —T =14 A ET)
BINCT 77 4 AL TEET,

* RADIUS CoA : GBAIZAHE (CoA) aa~ Y NiE, 1 DU EOT 78Ry g v ERE L
TWETH, BIRET T L— M, B2REEYaVEFRARN LTSS X —T = A
AT AR H Y F,

« RADIUS Access-Accept (7 74 7 N OFRBGEE 72 1XG8FTH)  : Access-Accept TIRI L H S

BEA L H =T 2 AT T L—MI, BAISNT78A By arEZRARLTVD
— MIEHTOLERDHY £,
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Autoconf DFEE |
B -7 rzmyans

e —ERT T = A H =T oA AT T L— B, B—DMIERINTND
P—ERT T L— M AAA P— =L EF SN — AT L — FhTEREN
TWAEAE, —EAXAT 7L — b BEHENDGT 78Ry a v EZRARNLTNDA
VHE—T 2 A AA B =T 2 A AT T L— FEEATAOLERHY £, (m—h
WCERSINIZYV—E AT T L= DB A L H—T oA AT T L— SRAOH LW
o< REBMLET, )

cMAEFEHERY > —T 7 v ay . MAFEGFFEARY O—DFO~y B 777 v a i,
TANEDEA TSN TH—EREIFA L H—T 2 AA AT T L—F (RXTA—F
~y TR EEm S ET 77 4 7 kL, URIORY —IZBEMf T R TnD T
T L— " BB LGEITHIBR L E T,

s TNRAANLT VT L= RTGRA—=E~DY T . TANEEA TN —EREITA
VHE—T 2 A AT T L= D~y BT ETIEE DM &R TR ALY "IEE7R
FETHEECTEDMAENRT A=~ v,

TUIL—rEFERT HFR
BT YT L bR S E . KORESS D £,

« T U L— NI, BEFHIERSTIINET, 2L, T L— OB AR
FEFITEhRANT 20 97,

e T UL — NI, TV RTARAL ADZ A FIHEASNT, =2 T AL RSN TV D
A=Y Ry b A Z—T oA ATHBHATEET,

e —ERFUT VL EERTOE, By g iR EYT VT 4 b TEET, —
FHAVE—T oA AT T — NI, BEyvalrEZFRARNLTNWDA U F—T A AT
HREEFBEHLET,

e —EXF UL —NIT I EREYy Y g SNEHAEINET-D, A—F EOBE—O= R
RA LV BNERHIND T 7 4 v TICDOIHEBL F4,

* TNAADALZ — b7 v TRIELEFATHOREZ, 77 b— FOBRIZRETIC L > TEL
BEShEEA,

ARV —DWHAIL, T/ ARy Ya DI T A I ERBIENEST, ZiuE, U
IT v TERITIV I E T U EETEHARER T R TOFEZEHAL T, 7L—2U—7
GCJ: OTJ‘E@]‘ES%LE?‘O

e T L— NI, 1 HOBETESH CEET, ZoEERIC, EHENET T L— O
FTRCOA VAX AL FHFENET,

T U7 L= FOfERR A FiE, ETPOREICITFRRSNEEA,
« T OREREMOBREIELGZA D, 77— FZHBRTE X4,

« T 7 U— FOBEANHERR S, FEERERITEET 7 2 a ORI L EITARREICR Y
i‘j—o
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Autoconf D HHRE .

« 7 —% VLAN, Quality of Service (QoS) /X7 A —% A h—AHfilfll, L UOMAC X—=A
DR—=FEFa VT 11E, A v FITEHRINTWDHT Y RT3, RZESWTHEINIZ
BRE S IVET,

« Ay FR— NI, T ARR— b bUW S & SICHREEZHIRT 5 Z &L TREAIC
V=T v TENET,

A VA PRIV ERED T ATEBITAHANT T =R LET,

Autoconf D EE

Autoconf f#EfEIX, T 74NV P TIEZa— b a7 4 ¥ ab— gy T— RTEMIR->T
WET, AutoconfHEER Vm— )L AL T 4 X2l —i gy B— ROAEDICTEE. F7 4
NWRTA U E =T 2 A ALYV THENIR Y £F, MABIART 7L — FREIE, TX3TDA
YA =T =2 ATRIH SN RTAL ZZESWTHEHA S ET,

Autoconf23 7' 2 — )L L~UL THNZ R > CWAEATH, A v H—T7 A AL~YLTFEHT
Autoconf Z N2 5121, access-session inherit disableautoconf =~ > K& L £9,

Autoconf % 7' a0 — )L LUV TEPIZT H &, TXTOA ¥ —T oA A L-YLDOFRTEIN )
W20 F£9,

5= 1: Autoconf D HERE

Ja—n)L A3 —T x4 X |AutoConf A T7—42 R
L)L
) ) TV RTNA ANERE I N TWDIGAE, BERRTITE
HAEnEwA,
B B Autoconf 737 10— /L LAV TH T IR > TV D55

X, T 74NV TA U H—T =24 ALYV THH T
T, MBABLT T L— REEIE, TXTOA ¥ —
T2 A ATHHE SN RFEAL ZTESWCE M
SNET,

Bh 2 77— VLNV THETT, A VX —T =2 AL
JLCHEZNTT, Autoconf DNIEZNZ /2> TWDA o H—
T oA AT RT AL AR SN TV DG
R E LA S EE A,

Autoconf TlX, 7o — )L a7 4 Fa b —3 3 F— FT Autoconf A7 1 v FHERED
access-session interface-templatesticky =~ > K& ETHZ LT, T RTFAAL ZA~DY 7
WHE T LTEGERTy RT AL AR S ZGE68TH, 7y 7T b— R E2RETEET,
Autoconf A7 ¢ v FHEREICL D, = RTARAL RERH L, VI 77 v FERIET A AN
WA SN TERLEINDT-NNCT o7 b— M T 20ER <80 £7,

access-session interface-templatesticky =~ > i, accesssession =~ R & G Lo HAIAR T
TL— b oA B =T oA AZHEAT D72 DICMETT, —EARY —%HHL THR—
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Autoconf DFEE |

WAV E—T oA AT 27— N T %1213 access-session interface-template sticky =~
YRERELET,

BrEDA B —T7 = A AT Autoconf HERE

PENCTHITNE, AV F—T A A AT 4 ¥

L—¥ 3 — R T access-session inherit disableinterface-template-sticky =~ > K& L &

—;_‘O

Autoconf D%

- >
— —

R —\\

RD & A7 Tl, CiscoIP &

E &

TlX. Autoconf D& EHIEIZ DWW TIRIAL £97,

B EDOT o RF A 2|

FAIHT T L— bR 5 iiEE TR LET,

I8 B
Cisco IP &

FIE

INA ZANDIEHIRAHT T L— FDER

CHm SN CWA AL 2 —T7 =4 RITH

EEERE DI RFNRAL ANAAL v F R — MR SN TSI 2R LET,

ARV RFERERTIVa Y

E]:)

ATy T

enable
1 -

Device> enable

¥#E EXEC £— Fa A LET,
AU—REANLET (FEREIh=5

=)

ATv T2

configureterminal

1 -

Device (config) # configure terminal

Ja—)L a7 4 Falb—g
T— RZEHBELET,

ATvT3

autoconf enable

1

Device (config) # autoconf enable

Autoconf BEREZ HZNZ L £77,

ATv74

end

1 -

Device (config) # end

Ja—nR_) a7 4 F¥al— g
E— FEKT L, M EXEC £— K%
BRLE L £,

ATvT5

show device classifier attached interface
interface-type interface-number

1

Device# show device classifier attached|
interface Gi3/0/26

(EE) =2 FF A ARELWENEE
BT A Ao THEEINT
WAHMNE S IEFRRLET,
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ARV RFEREET7TOVa Y Be
AT 7 6 | show template binding tar get A B —Tx A A LOT T L— FNEA
interface-type interface-number LA ShERELFRLET,
f
Device# show template binding target
gi3/0/26
!l
ROBNT, IPEFENIELWBEZFFOT AL AGEFIZ L > THEIND Z &R L
/Cl/\i—é—o
Device# show device classifier attached interface GigabitEthernet 3/0/26
Summary:
MAC Address Port Id Profile Name Device Name
0026.0bd9. 7bbb Gi3/0/26 Cisco-IP-Phone-7962 Cisco IP Phone 7962

WOHIL, MPIAIA o H—T 2 A AT T — "B U H—T oA AT S D
ZEHEIRLTWVWET,

Device# show template binding target GigabitEthernet 3/0/26

Interface Templates

Interface: Gi4/0/11
Method Source Template-Name

dynamic Built-in IP_ PHONE INTERFACE TEMPLATE

ROBNX, A F—T = AR T 7 L— b2 GigabitEthernet 1 % — 7 = A A 3/0/26
W SV IP RS IS SN2 RIS, v F— T = A AR E LR T D iExE R LT
WET,

Device# show running-config interface GigabitEthernet 3/0/26
Building configuration...

Current configuration : 624 bytes
|

interface GigabitEthernet3/0/26
|
End

Device# show derived-config interface GigabitEthernet 3/0/26
Building configuration...

Derived configuration : 649 bytes

|

interface GigabitEthernet3/0/26
switchport mode access

switchport block unicast
switchport port-security maximum 3
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B = 5tz 0828570 TL— roER

switchport port-security maximum 2 vlan access
switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
switchport port-security
load-interval 30
storm-control broadcast level pps 1lk
storm-control multicast level pps 2k
storm-control action trap
spanning-tree portfast
spanning-tree bpduguard enable
service-policy input AutoConf-4.0-CiscoPhone-Input-Policy
service-policy output AutoConf-4.0-Output-Policy
ip dhcp snooping limit rate 15

end

WOHIL, Autoconf ZFRTE LRI a— )L a7 4 Fab—a UV alERTLIH
EEARLTVWET,

Device# show running config

class—-map match-any AutoConf-4.0-Scavenger-Queue
match dscp csl

match cos 1

match access-group name AutoConf-4.0-ACL-Scavenger
class-map match-any AutoConf-4.0-VoIP

match dscp ef

match cos 5

class-map match-any AutoConf-4.0-Control-Mgmt-Queue
match cos 3

match dscp cs7

match dscp cs6

match dscp cs3

match dscp cs2

match access-group name AutoConf-4.0-ACL-Signaling
class—-map match-any AutoConf-4.0-Multimedia-Conf
match dscp af4l

match dscp af42

match dscp af43

class-map match-all AutoConf-4.0-Broadcast-Vid
match dscp csb

class—-map match-any AutoConf-4.0-Bulk-Data

match dscp afll

match dscp afl2

match dscp afl3

class—-map match-all AutoConf-4.0-Realtime-Interact
match dscp cs4

class—-map match-any AutoConf-4.0-VoIP-Signal

match dscp cs3

match cos 3

class—-map match-any AutoConf-4.0-Trans-Data-Queue
match cos 2

match dscp af2l

match dscp af22

match dscp af23

match access-group name AutoConf-4.0-ACL-Transactional-Data
class—-map match-any AutoConf-4.0-VoIP-Data

match dscp ef

match cos 5

class—-map match-any AutoConf-4.0-Multimedia-Stream
match dscp af3l

match dscp af32

match dscp af33

class—-map match-all AutoConf-4.0-Internetwork-Ctrl
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match dscp csé6
class-map match-all AutoConf-4.0-VoIP-Signal-Cos
match cos 3
class-map match-any AutoConf-4.0-Multimedia-Stream-Queue
match dscp af3l
match dscp af32
match dscp af33
class—-map match-all AutoConf-4.0-Network-Mgmt
match dscp cs2
class—-map match-all AutoConf-4.0-VoIP-Data-Cos
match cos 5
class-map match-any AutoConf-4.0-Priority-Queue
match cos 5
match dscp ef
match dscp csb
match dscp cs4
class—-map match-any AutoConf-4.0-Bulk-Data-Queue
match cos 1
match dscp afll
match dscp afl2
match dscp afl3
match access—-group name AutoConf-4.0-ACL-Bulk-Data
class-map match-any AutoConf-4.0-Transaction-Data
match dscp af2l
match dscp af22
match dscp af23
class-map match-any AutoConf-4.0-Multimedia-Conf-Queue
match cos 4
match dscp af4l
match dscp afd2
match dscp af43
match access-group name AutoConf-4.0-ACL-Multimedia-Conf
class—map match-all AutoConf-4.0-Network-Ctrl
match dscp cs7
class—-map match-all AutoConf-4.0-Scavenger
match dscp csl
class-map match-any AutoConf-4.0-Signaling
match dscp cs3
match cos 3
|
!
policy-map AutoConf-4.0-Cisco-Phone-Input-Policy
class AutoConf-4.0-VoIP-Data-Cos
set dscp ef
police cir 128000 bc 8000
exceed-action set-dscp-transmit csl
exceed-action set-cos-transmit 1
class AutoConf-4.0-VoIP-Signal-Cos
set dscp cs3
police cir 32000 bc 8000
exceed-action set-dscp-transmit csl
exceed-action set-cos-transmit 1
class class—-default
set dscp default
set cos 0
policy-map AutoConf-4.0-Output-Policy
class AutoConf-4.0-Scavenger-Queue
bandwidth remaining percent 1
class AutoConf-4.0-Priority-Queue
priority
police cir percent 30 bc 33 ms
class AutoConf-4.0-Control-Mgmt-Queue
bandwidth remaining percent 10
class AutoConf-4.0-Multimedia-Conf-Queue
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bandwidth remaining percent 10
class AutoConf-4.0-Multimedia-Stream-Queue
bandwidth remaining percent 10
class AutoConf-4.0-Trans-Data-Queue
bandwidth remaining percent 10
dbl
class AutoConf-4.0-Bulk-Data-Queue
bandwidth remaining percent 4
dbl
class class-default
bandwidth remaining percent 25
dbl
policy-map AutoConf-DMP
class class-default
set dscp cs2
policy-map AutoConf-IPVSC
class class-default
set cos dscp table AutoConf-DscpToCos
policy-map AutoConf-4.0-Input-Policy
class AutoConf-4.0-VoIP
class AutoConf-4.0-Broadcast-Vid
class AutoConf-4.0-Realtime-Interact
class AutoConf-4.0-Network-Ctrl
class AutoConf-4.0-Internetwork-Ctrl
class AutoConf-4.0-Signaling
class AutoConf-4.0-Network-Mgmt
class AutoConf-4.0-Multimedia-Conf
class AutoConf-4.0-Multimedia-Stream
class AutoConf-4.0-Transaction-Data
class AutoConf-4.0-Bulk-Data
class AutoConf-4.0-Scavenger

IVRTNARAANDEBRINHAAATTL— MDEA

WDHATL, BEDOUAY VAT IZIEBARAL U FEIP TATNAL v F IR IINLTWD
BRI, MAIABT v — NEEET S EERLTHWET,

Flig
ARV RFEEETIVa Y BrI

AT w71 |enable ¥5HE EXEC E— RE A L9, X
Bl AT = REANLET (RSN

I\

Device> enable &) o

R 72 |configureterminal Ja—r ) ar7 4 ¥al—i gy
i - T REBMBLET,
Device (config)# configure terminal

R w 73 |template template-name MIABT T L— DT T L— h
i - a7 4 Fal—3 gy ET— Rl
Device (config) # template LET
AP_INTERFACE TEMPLATE
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IV RFNAA RAOEEShEaRaT o TL—roER [

ARV RFEREET7TOVa Y By
R 7 4 |switchport accessvlan vlan-id UV BT o f RINT TR T RO
f5i & EIZ VLAN 2% L £ 7

Device (config-template)# switchport
access vlan 20

AT 75 |description #iA FAIAIT T L— hOBHELEF LE
i : EE
Device (config-template) # description
modifiedAP

AT 76 |exit FUoFl—har74¥al—var
Bl - F—REHLKTL, ZFr—r L a7y

Fal—aryET—R2RBLET,

Device (config-template)# exit

AT 71 |autoconf enable Autoconf FEREE HhIZ L E T,
i -
Device (config) # autoconf enable

AFwv 78 |end sa—r\ )L ary7 4 Fal—ig v
i - T R&T L, FHE EXEC ©— &
Device (config)# end PAR L E 97

T v 79 |show templateinterface binding all FUTL— WA o H—T = A A
1l - SNTWENE I PERTILET,

Device# show template interface binding|
all

1

ROFNL, IP AT ET 7 RARA L EBIELWBRBHEZ R OT AL AL - T
TEINDZLERLTVET,

Device# show device classifier attached detail
DC default profile file version supported = 1
Detail:

MAC_ Address Port Id Cert Parent Proto ProfileType Profile Name
Device Name

00l1d.alef.23a8 Gil/0/7 30 3 C M Default Cisco-AIR-AP-1130
cisco AIR-AP1131AG-A-K9
00le.7a26.eb05 Gil/0/30 70 2 C M Default Cisco-IP-Camera

Cisco IP Camera

WOHNE, AL VB —T 2 A AT T L— "B, EZ—T o AZHHEINS
ZEHERLTCVET,
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Device# show template interface binding all

Template-Name

IP_CAMERA INTERFACE TEMPLATE
AP_INTERFACE TEMPLATE

Source
Built-in
Modified-Built-in

ASP 5 5 Autoconf ~DFEIT

1R BRI

Autoconf DFEE |

Method Interface
dynamic Gil1/0/30
dynamic Gil/0/7

show running-config |includemacroautoglobal =~ > R4 f#fH L C. AutoSmart ;"— b (ASP)
~ 7 aNFTENTNWDHZ & 2R LET,

FIE

aAvY RFEEEFT7II Y

=)

ATy T

enable
1 -

Device> enable

¥#tE EXEC =— RZ2ANC LET, 8
AT —REANLET (FERInhi-%

/E[\) o

ATy T2

configureterminal

1

Device# configure terminal

Ja—N)L a7 4 Falb—g v
£ F%%ﬁﬁébi—g«o

ATv73

no macr o auto global processing

1

Device (config)# no macro auto global
processing

7a— L LULT ASP AN LS
7,

ATv74

exit
R

Device (config) # exit

Ja—nR_) a7 4 F¥al— gy
EF— F&#T L. FiHE EXEC E— FIZ
R ET,

ATvTh

clear macro auto configuration all

1 -

Device# clear macro auto configuration
all

TRCDA U H—T oA AD~ 7 BFTE

27 VT LET,

R

ATvT6

configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g
T— F&ERHEBLET,

ATy T17

autoconf enable

1

Autoconf BEREZ HZNZ L £ 77,
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| Autoconf D
I35y r7r—L 847 74 050%% |

ARV RFEREET7TOVa Y Be
Device (config) # autoconf enable

25w 78 |end Ja—n_) a7 4 F¥alb—T g
il - T RZKT L, FFHE EXEC £— FIZ

RO £,

Device (config) # end

TS5 bMI+—LBZALAT IT4ILE2DETE

RDOZATTIE, V7 ITARYTRBIONTA—LGSTDT Ty b T =L ZAT T 4 VH
ERETDHEERLET,

DRIV TDTSY RN I+—LBZAT IT4ILEIDETE

HfE 7 Z 2%, SR Y =0T 7 > a VIRFETINDLGREEERLET, HEIRY —07
72 arEFRITTHIOICE, TRTOSEMEEZFNT 208N H 500, W IO 5% 5
THUBENHL, ETFFHE LW EERT HDLERNHVET, 7Ty F 7+ —LF AT
W, AR —THRESNTET Ty N7+ — LA ESW I SN E T,

FIE
ARV KRFERETI a3 Y B#J

AT w1 |enable ¥t EXEC £ — RE AL E T, S
- RT—KEANLETS (ERShH
Device> enable &) o

AT 72 |configureterminal ya—rar7 4 Xal—a v
- o ARG LET,
Device# configure terminal

AT 7 3| classmap type control subscriber HliE 7 7 A ZAER L, Hlis 7 A~y 7

{match-all | match-any | match-none} TANE B— REBBLET,
control-class-name
» match-all : il 7 7 ADFTTD%

Bl PR — B B BER B D £
Device (config) # class-map type control
subscriber match-all DOT1X NO_AGENT » match-any : #lf#l7 Z A Db &
H1ODFRMFIZ—ET DMERH Y
EJras

« match-none : il 7 Z 2D & DA
WH LW ERHY F97,
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B 5153070759 ra0—L 54T 71 508%

Autoconf DFEE |

ARV RFERETIVa Y

B8

ATvT4

match platfor m-type platform-name

1

Device (config-filter-control-classmap) #
match platform-type C3850

BEESNTET Ty b7 —2 A Tk
SWTHIE 7 7 2 % 5HE9 5 54 % 1ERR
L/iwg‘*o

ATy Th

end

1 -

Device (config-filter-control-classmap) #
end

HH 7 T A< T T 4 NVHET— KRBT
L. ¥t EXEC E— RIZEY £,

ATvT6

show class-map type control subscriber
{all | name control-class-name}
{5

Device# show class-map type control
subscriber all

fFEE) 9 _XCh 7 T A~y 7136
TEDY T A~y 7T OHEIEIRY > —|ZB8d
LHiEwRERRLET,

INGA—BTYTDTSY RN IA—LBZALAT IT4ILEZDEE
RS A— ey PR H 2 & AR LET,

FIE

AT RFEEIEFT7ZII Y

=)

ATy T

enable
1 -

Device> enable

¥#HE EXEC =— K2 AN LET, 8
AT —REANLET (FERIhi-%

/E[\) o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

parameter-map type subscriber
attribute-to-service parameter-map-name

1

Device (config)# parameter-map type
subscriber attribute-to-service
Aironet-Policy-para

RTRA—B 2 TDEAT L ARIEIEE
L, RIA—H~vT T 4VH% F—FK
R L E T,

ATvT4

map-index map platform-type {{ eq |
not-eq | regex} filter-name}
f5i

Device (config-parameter-map-filter) #
10 map platform-type eq C9xxx

TTy N T F—DHATNIINT A—H
~ v R T A2 EEERIRELET,

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X 1 v F) ®rvy hJ—9EEBa T4 X2 L—>3> HA K



| Autoconf D

Autoconf )

—

Bl Tk

—

1 I N o

Autoconf 0% E 5l .

AU RFERETOVa Y

B8

AT w75 |end RIA—=R<T T fVH T— Rk
) - T L. ¥HE EXEC B— FIZEY %7,
Device (config-parameter-map-filter-submode) #
end

A7y 7 6 | show parameter-map type subscriber (B T A=~y TEtEEFRL

attribute-to-service{all | name
parameter-map-name}
1 -

Device# show parameter-map type
subscriber attribute-to-service

£,

Wz, A X —7 A AR

&% 7€ 151

W D& 7 g - Autoconf BERE D

TR L ET,

Device> enable

Device (config) # configure terminal
Device (config) # autoconf enable
Device (config) # end

Device# show device classifier attached interface Gi3/0/26
Device# show template binding target GigabitEthernet 3/0/26

WIZ, BRISNTMBIART T — b RTS8 ZITHHEA L,

Bz R L ET,

Device> enable
Device (config) # configure terminal

Device (config) # template
Device (config-template) #
config-template) #
Device (config-template) #
Device (config) # autoconf

(
(
Device (
(
(

AP _INTERFACE_TEMPLATE

description modifiedAP
exit
enable

Device (config) # end
Device# show template interface binding all

wREGIEZRLET,

TINA ANDAAAT VT L— FDiEA

Ny RFENRAL ACHBIART 7T L— A

A ANDEEEINT-HHAAT T L— FDEHR

RIEZ MRS D

switchport access vlan 20
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Autoconf DFEE |
B 5 asp <o 0n > Autoconf ~DFETT

{5 - ASP ¥4 OMH 5 Autoconf ~DFEIT

WIZ. ASP 75 Autoconf (BT T D2 R L ET,

Device> enable

Device# configure terminal

Device (config) # no macro auto global processing
Device (config) # exit

Device# clear macro auto configuration all
Device# configure terminal

Device (config) # autoconf enable

Device (config) # end

Bl: TS5 bIA—LBZ3ALAT T4 ILZDETE

WOBITIE, 7 TR~y T DT Ty N T —AFAT T4 NFEFRETDHHEERL
F7,

Device> enable

Device# configure terminal

Device (config) # class-map type control subscriber match-all DOT1X NO_ AGENT
Device (config-filter-control-classmap)# match platform-type C9xxx

Device (config-filter-control-classmap) # end

Device#

KOFITIX, RIRA—E~TDT Ty NI —AEAT T4 NEERET DT ER
RLUET,

Device> enable

Device# configure terminal

Device (config) # parameter-map type subscriber attribute-to-service Aironet-Policy-para
Device (config-parameter-map-filter)# 10 map platform-type eq C9xxx

Device (config-parameter-map-filter-submode) # end

Device#

Autoconf D Z DD SEEF

EE N

BERE RZaTILEA L

Cisco identity-based networking services | [Cisco I0S Identity-Based Networking Services Command
avr R Reference]

A EBE—=T A AT T L—F ['dentity-Based Networking Services Configuration

Guide] @ [Interface Templates| DI,
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http://www.cisco.com/en/US/docs/ios-xml/ios/ibns/command/ibns-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/ibns/command/ibns-cr-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ibns/configuration/15-e/ibns-15-e-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ibns/configuration/15-e/ibns-15-e-book.html

| Autoconf D

Autoconf DHERETELR .

BEES I URFC

= 4E/RFC 24 kL

IEEE 802.1X| TPort Based Network Access Control |

SRADTHYZAIL YER—+

FiBA >y

A aDPR— KN Web A kTl & a0 | http://www.cisco.com/cisco/web/support/index.html
G777 /=BT T TNy a—
T A TICBEILTCWZET AT, v==
TR —VEIZ LD LT HEERA T4
V=R R L TWETS,

BHEWORGOE X 2 U 7 o fFESCEATE H
 NFT5H7=HIZ, Cisco Notification Service
(Field Notice 7* %7 7 2 A) | Cisco Technical
Services Newsletter, Really Simple Syndication
(RSS) 74— F7p EOAFEY — B AITIMA
TEET,

SRAAaDYR—bMWebP A hOY— LT
A+ 5EL. Cisco.com D—H ID BIL
INAT — RPBQMBETT,

Autoconf O #4REE R

WORIZ, ZOFY 2a— /LTl LI-HRICET 2V Y —Af#E2 R~ LET, ZORIE V7
=7 VU= ML A U TCEEREOYFR—IRNEAINZEEOY 7 =T VU —RT
TERLTWET, ZOBEREIL., FFZWr 0 B2 WRY . 20— HEDOY 7 o7 U U —
ATHHR—FENRFET,

T7y b7 A —bDYR— I BLOV AT YT MY =T A 2=V OV R — MIBET WA B
&9 2IZ1&. Cisco Feature Navigator Z ] L 7, Cisco Feature Navigator |27 7 &£ 23 % |Z
X, www.cisco.com/go/ctn IZFE) L £ 7, Ciscocom DT 77> MILEH Y FH A,
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. Autoconf D HEBETE R

5= 2: Autoconf D HEREE R

Autoconf DFEE |

HaE

iy

)1)—2x

HAEEHR

[Autoconf]

Cisco IOS XE Everest
16.6.1

ZOBRENHEASNE LT,

autoconf enable, map attribute-to-service
(autoconf), map device-type
(service-template), parameter-map type
subscriber (service-template), show
parameter-map type subscriber

attribute-to-service all, show template
interface D421~ RVBIME 72 13EE X
nE L,

AutoConflZ L AT /31 A
WEE AT AL vTFD
PID £ THls1k

Cisco IOS XE Gibraltar
16.12.1

I TATy T ERT A=K~y T OREH
(2 platformtype 7 4 V2 47> a3 N BN
SHE LT,
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-z
AR —T AR ToTL—FDETE

ZITHAVE =T 2 A AT T L= MNIETDIFHRE, A F—T 24 XA T T L—h
ERELTHE =7y ML BT HEICOWTHBLET,

e AL HE—T A AT FL— FOBIFIEE (21 *—)

e AUHE—T 2 A AT T L— ] ’%ﬁé%% (21 =)

AV B—T 2 A AT LT L— NOREFHE 24 2—)

e A UHE =T 2 AT LT L— kK &mm<mxw9>

e A UH =T A AT T L— FOEERHRR (34 2—)

AR —T AR TUTL— FOFIFIEIE

T — b DV E—MEFEL AU E— NIV FR—FEINTHERA,

oA UHE—T A AT T L— REEIIIANA  FT5I121F, AAAFRIICK > TEREN
AAVE—T 2 A AT T L—hERILARIOT Y FL— o, T/, ATHRETAHANE
NH Y FJ,

BR—TDxARTUTL— MZET B1EHH

TR AVE—T A AT T —h, T V= DFAT BILOERHIEIZOWTH
E)q Li—é‘o

ABR—DT AR TUITL—FOBE
A B =T 24 AT FL— NI, BEOR— MIBATEAREEIIRY >—na 5 )
TT, v F—T A AT T L — " NT 7 EAR—MNIHEHAINA L, T7EBRAR— FTA
WINDTXTONT T 4w 7T EBELET,
A B =T 2 A AT T — ML, 22— —FT 0 FL— L EHBIABLT T L —FD2OD
HATHRHYFET, HLBABLT T L— MIVATF AL > TERINET,
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18— 4RFTL—rOBRE |
B s—oz12707—rom=

HIPABT T L — MIEETEET, BELICEAALT VT L— N E2HIBT5E, 707
L— FOITEDOEZRNPEITLINET,

FIHFRIRE 72 A A AT 7 L — MIRD LB T,
+ AP_INTERFACE TEMPLATE (7 7 &£ AKRA » |)
« DMP_INTERFACE _TEMPLATE (5T X VAT 47 7L —Y%—)
« IP. CAMERA INTERFACE TEMPLATE
« [P PHONE_INTERFACE TEMPLATE
« LAP_INTERFACE TEMPLATE (Lightweight 77 & A4 > k)
« MSP_CAMERA_INTERFACE TEMPLATE
* MSP_VC_INTERFACE TEMPLATE (b7 4 %%)
« PRINTER_INTERFACE TEMPLATE
« ROUTER INTERFACE TEMPLATE
« SWITCH_INTERFACE TEMPLATE

« TP_INTERFACE_TEMPLATE (TelePresence)

RIZ, MBBPIABA =T 2 A AT T L— bOBlZRLET,

Template Name : IP CAMERA INTERFACE TEMPLATE
Modified : No
Template Definition :

spanning-tree portfast

spanning-tree bpduguard enable

switchport mode access

switchport block unicast

switchport port-security

mls gos trust dscp

srr-queue bandwidth share 1 30 35 5

priority-queue out
!

BHLav s FERELT, HEDA—Y—T T L — hfElT25 2L b TEET,

N\

CE) T L —FAICAR—REEGEHLZ LIITEEEA,

ra—sbar7 4 ¥al— gy E— RRCtemplate 2~ RZEHALT, A1 ¥ —7=A
AT T = RNEECEET, 77— arr7 s ¥alb—rary E®—RT, LR
<~ REANLET, 707 —b ar 74 Xalb—vary E—RKTE, kOoa~vr ReA
NcEET,
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| 1v58—7z42 70T L—r0EE

1v8—7x427v7L—roBE |

avy kR

B

access-session

TR AR®y g EAEDA A —T 2 f A<
VRERELET,

Z Dz~ N, Identity-Based Networking Services
(IBNS) 2.0 (i SvET,

authentication

B~ =V XY AV H—T 2 f A AT 4 Xz
L—varyavwry FERELET,

o< KX, IBNSLO IZEH S ET,

carrier-delay AVE—T oA ABITORBLEEZRELET,

ctsmanual Cisco TrustSec (CTS) /XT A —X D1 —HILiRE
AL, T, A% CTS F#A v X —T = A
A a7 4 FXal—aryET—RILET,

default a<w RET 740 MEICERELET,

description A B —T oA AEGOHAEHELET,

dot1x IEEE 802.1X DA v X —T = A A a7 4 Xz
L— gy avwy REZELET,

ip IPTFo 7L —haRELET,

keepalive X—TTIATEAMLET,

load-interval A B —Tx A 2D — REEORIBEEIEELE
7,

mab MAC ZBFENA RAAL LV H—T 24 AR ELE
ﬁ‘o

peer RAVEY—FRAL AV E—T =24 ADET

WNIRA=R R ELET,

service-policy

CPL YV —EARY v—Z2RELET,

source

WMDY —ANHRREZ B L ET,

spanning-tree

AR V)= T RATLERELET,

stor m-control

A b= LA RE L ET,

subscriber YT RIFGANRDIET VT 4 T EALT 7 Mk
HRELET,
switchport AL v F T - FOREEHRELET,
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128—T14R2F7oTL—+OHEE |
B r~orvs—o:4270TF—tnavk

\)

GE) VAT ABART T L— M, EITHOBRTEICEEREINT, TWELEHAICOARFETH
DRTEICFERINET,

B—5Fy hADAB—DTIARTOTL—FDINA K

BT TVL—NMNI, AVE =T 2 AR T A H—T 2 A AR EDH =7 MIANAL LV RT
TFET, TV — MI BOELEENICY —Fy NIIRETEET, T L — FOEW
NAVRIZE, AV E =Tz A AREDE =y h~DT T L— O AL V KNG ENE
T FRIANA V REFEHLC—EIIN, > RTE DT b— MI12ET T, floTFrs~7
L— MR CH =57y MIFICAAL o R 58, LRSSV RERTWeT 7 L— R
AV FERSNET, FAS V RERET DT, A ¥ =T/ Rar T 1Fal—s
> &— KT sourcetemplate =~ > RZ# A L £,

FEEOEOT T — e =7y MZEIIC A, v R TEET, AIRALDORY v—< v
ERTA—H <y T EFERH L TER A FERET HITIE. autoconfenable =~ > K& ff
L T Autoconf BREZ B L £9°,

)

GE)  RUA v Z—T7 A RIK L TR, #BLOENICT V7L — F 2V R TEET,

AB—DT AR TUTL— b2 FRALEEREDELIBL

BSENERT I, BRI, RENT-T o 7 L— F 2N L THEA SN AR E T bm <. RITA
VH—T oA AHEBEEA SN DRE, HICAAS  RENET L= R ENLTHEA SN
LEREDIAE 720 £3, FPLOa~ > RPN ZEEIEN CHEET 256, & bEILIEM O &
wWavy RBAEASNET, L0 EWESRIAM. O ENEH SN WEE . RICESEIAN O
WERTEMN X —7 >y MOlEA S ET,

BEOT T v— e X =4y MCEIRICAA » RTE £, BT 7 L— FR#Eiicn
AV RENTWAEES, BBRICGEHAINET 7 L— FOEBERIEM AR b EL 720 £,

TUT L= FEHIRT DI, TRXTOZ =5y h~DAA T 4 T HIRT 2 0ERH Y
T, FELBVT VT L= e U R L RERLTHLNT T L— MRk SR
ES

— (o] p—4 -~
Af A=A R ToTL— DERERE
WOVEEZEZFITLC, 2= P — A X —T 2 A AT T L — E2REL, ¥—F7 v MMIA
Y RLET,
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| 1v58—7z42 70T L—r0EE
1v8—7242 77— tronz ]

AB—DIARTUTL—FDETE
2P H =T 2 AT T — FEAERT DI, ROIEEEZFEITLET,

FIE
ARV FFEREET7TIVa Y ]3]

AT w7 1|enable FiME EXEC E— RZAMIC L E T,
i e NATU—REANLET (HRSh

=58) .

Device> enable

R 72 |configure terminal Ta— ) ar7 4 ¥Xal— gy
Bl T— R LET,
Device# configure terminal

AT w73 |template name a—F—F T — hEEkL, T
Bl - Ir—hary74F¥al—vg ) EF—FR

B L ET,
Device (config) # template user-templatel GE) ;’f‘ﬂzfﬁ\;f?‘ T L— e
AT DERTY,

AT 7 4|load-interval interval T L= FOREFHEDY )

Bl PR % B L% T
. . . (6=3) I IATT T L— MY

Diglce(conflg—template)# load-interval ;Kf?lkﬁiﬁi7?7fo

AT 75 |description description T L— FOBHERELET,
fi
Device (config-template) # description
This is a user template

AT 76 |keepalive number ¥—TT I THA~—HHELET,
il -
Device (config-template)# Keepalive 60

ATFTw 77 |end Jua—s ) ary7 4 Xal—ar
i - T— RZKT L, F#HE EXEC £— FIZ

RO ET,

Device (config)# end
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B sz 12x707—rommsr ro

128—T14R2F7oTL—+OHEE |

AR —DTITARTUTL— FOBEHNL Y FOERTE

FIE

ARV RFERETIVa Y

E:)

&

enable
51 -

Device> enable

ke EXEC E— N2 B L FET,
e NMATU—KREASNLET FERkEh

-6

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

interface type number

1

Device (config)# interface
GigabitEthernet 1/0/12

A B =T 2 A ADEA T LT HIRE
L. AVHA—T A AT 4 X2l —
vary E—REHBLET,

ATv74

source template name

1 -

Device (config-if)# source template

user-templatel

B =T 2 A AT T L — e H—
oy MCERICEA L E 9,

ATy Th

end

1 -

Device (config-if)# end

A B —TxAAAAL T 4 FXal— 3
VE— REKT L, B EXEC E— K
R £9,

1

FSA > R &9 511X, show running-config interface int-name 35 X O% show
derived-config interface int-name =~ > RZfE/H L 9,

Device# show running-config interface GigabitEthernet 1/0/12

Building configuration...

Current configuration :

71 bytes

interface GigabitEthernetl/0/12
source template user-templatel

end

Device# show derived-config interface GigabitEthernet 1/0/12
Building configuration...
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| 1v58—7z42 70T L—r0EE

1v8-71427vFL—ronnnss rozz ]

Derived configuration : 108 bytes

|

interface GigabitEthernetl/0/12
description This is a user template
load-interval 60

keepalive 60

end

ABR—DTITARTUTL— FOEIRIINL > FDERE

ATvT1

ATy T2

AB=T2A AT T L= FOBINA » FEeRET DT, ROEEEZFTLET,

1R BHHIIZ
TN AT 802.1x R— F_R—ZADFFENRESIN TS Z L 2ERLET,

FIE

AVE—=T A AT T L= FORE 25 X=) OFMEITHEN, TAAL AT T L— ]
AR L £,

T = NAETNA AL B —T 2 A AZH T 1 — R % L 91T Identity Services Engine
(ISE) E721XZ D> RADIUS h— "—ZFRELET, 77 b— M, T30 ARIEFIZ
RAEESND LEID B THNET,

ISE [ L T\ 54 1%. [Policy] > [Policy Elements] > [Authorization] > [Authorization Profil€]
R=VNWZT 7 EALET,

[Interface Template] = v 7 Ry 7 A% A NI LT, Z2IA TV AV F—T A A ZEIDY
TL57v7L— hOARIEATI LET,
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B s-—oz1x57 07— rommqre o

ATvT3

1:AVB—TARTUTL—+ZEIYLB TR0 ISEOFHTE

oues: kentity Services Engine Hore: » Cperations

il
(2T

v Guest Acoess

Authenbcabon  Authorzabon Profiling Posture Clent Provesioning  ~ Policy Elements
Dctonanes » Condons  ~Results
o
Aufherieaton s > gacl_auth
» Authentication
Authorization Profile
~ Authorization *Name [(gact_auth
Authorzaton Profies Oescripion L
Downloadable ACLs * Access Type [ACCESS ACCEPT = |
» Profiling Network Device Profie 25 Cisco » €
» Posture

Servce Template |

Track Moverment

» Chent Provisioning

v Common Tasks

» Admirestraton

128—T14R2F7oTL—+OHEE |

» Work Cenig

] innertace Teerglate

'_ PYLAN100_200_CFG

L Web Authentcaton (Local Web Auth)

[ Arespace ACL Name

Tacs vemas

BD RADIUS = =2 L TV L HAIE, 77 b— hOARTZfREL T
Cisco-AVpair="interface:template= name" JEMEZ R ET H Z & T, MDD 7 T4 T > MRIEDTE
THRIZT VT L= BT AL AT vy v a2 SRET,

TUT VU= MANA A =T oA RIF T rr— RIS Z & 2R T HI2iE, show

authentication sessionsinter faceinterface-id details ¥ 7= 13 show access-session inter face interface-id
details 2~ RZMEHLET, A F—Tx2A AT T L—h avr RS F—T x4
WA SN TWD 2 & 27 5%, show derived-config interface interface-id =~ > K% ff

MALET,

1

WOHFNE, del template & WD ARIOT T L— R Z T ra— R, T8 AD
TwentyFiveGigE1/0/3 A ' #—7 = A ZITEH I TWD Z & affgad 5 kxR LT

WET,

Device# show running-config | section del_template

template del template
access-session port-control auto
no access-session monitor
authentication periodic
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| 1v4—2z425>FL—tD
1v8—7x42 57 FL—rowR |

Device# show authentication sessions interface twl/0/3 details
Interface: TwentyFiveGigE1/0/3

IIF-ID: O0x1F9EBBA9

MAC Address: 002£.0100.0001

IPv6 Address: Unknown

IPv4 Address: Unknown

User-Name: NOAS

Device-type: Un-Classified Device
Device-name: Unknown Device

Status: Authorized

Domain: DATA

Oper host mode: multi-auth

Oper control dir: both

Session timeout: N/A

Common Session ID: 0404140B00004E1C6E569E0B
Acct Session ID: Unknown

Handle: 0Oxdb000e24

Current Policy: DOT1x

Server Policies:
Interface Template: del template

Method status list:
Method State
dotlx Authc Success

Device# show derived-config interface twl/0/3
Building configuration...

Derived configuration : 321 bytes

|

interface TwentyFiveGigE1/0/3

switchport access vlan 44

switchport mode access

switchport port-security violation restrict
switchport port-security

authentication periodic

access-session port-control auto

no access-session monitor

mab

dotlx pae authenticator

service-policy type control subscriber DOTI1x
end

A2R3—T AR TUoTL— DR

LTIV ARERNTHS 12U EDavy REERLT, A v ¥ —T=f AT T L—} 2
V74X alb—va o EHERLET,

RIAVEI—TIARTUTIL—F AV T4 Fa2L—2a v EHRBT 5T FORT

avw Uk El:g]

show template interface all {all | binding|4+~<ToH (X —T=2A AFFL—k a2
{temp-name | all | target int-name} | brief| > ;x5 L — g % FELET,
}
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18— 4RFTL—rOBRE |
B s—oz1x5707—rome

avw vk =E):g]

show template interface source {built-in AV B =T 2 A AT L —hKV—RA
[original] | user}{temp-name | all}} T4FXal—TarERRELET,

show template service{all | binding target |4 <4 X —T =2 AF T L— h H—

int-name | brief | source {aaa | built-in |pz a7 X L— g AERLET,
| user {temp-name | all}}

Bl A28 —TA R A—HY—FoTL— FOFER

Device# show template interface source user all
Template Name : TEST-1
Template Definition:
load-interval 60
description TEST_ 1 TEMPLATE
keepalive 200
|
Template Name : TEST-2
Template Definition:
load-interval 60
description TEST-1 TEMPLATE
keepalive 200

Bl . T RTOEARAAT Y T L— FORER

Device# show template interface source built-in all
Building configuration...

Template Name : AP INTERFACE TEMPLATE

Modified : No

Template Definition

switchport mode trunk

switchport nonegotiate

service-policy input AutoConf-4.0-Trust-Cos-Input-Policy
service-policy output AutoConf-4.0-Output-Policy

|

Template Name : DMP INTERFACE TEMPLATE

Modified : No

Template Definition

switchport mode access

switchport block unicast

switchport port-security

spanning-tree portfast

spanning-tree bpduguard enable

service-policy input AutoConf-4.0-Trust-Dscp-Input-Policy
service-policy output AutoConf-4.0-Output-Policy

|

Template Name : IP CAMERA INTERFACE TEMPLATE

Modified : No

Template Definition

switchport mode access

switchport block unicast

switchport port-security

spanning-tree portfast

spanning-tree bpduguard enable

service-policy input AutoConf-4.0-Trust-Dscp-Input-Policy
service-policy output AutoConf-4.0-Output-Policy

|
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Template Name : IP_PHONE_ INTERFACE_ TEMPLATE
Modified : No

Template Definition :

switchport mode access

switchport block unicast

switchport port-security maximum 3
switchport port-security maximum 2 vlan access
switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
switchport port-security

storm-control broadcast level pps lk
storm-control multicast level pps 2k
storm-control action trap

spanning-tree portfast

spanning-tree bpduguard enable
service-policy input AutoConf-4.0-CiscoPhone-Input-Policy
service-policy output AutoConf-4.0-Output-Policy
ip dhcp snooping limit rate 15
load-interval 30

|

Template Name : LAP INTERFACE_TEMPLATE
Modified : No

Template Definition :

switchport mode access

switchport block unicast

switchport port-security violation protect
switchport port-security aging time 2
switchport port-security aging type inactivity
switchport port-security

storm-control broadcast level pps lk
storm-control multicast level pps 2k
storm-control action trap

spanning-tree portfast

spanning-tree bpduguard enable

ip dhcp snooping limit rate 15
load-interval 30

|

Template Name : MSP_CAMERA INTERFACE TEMPLATE
Modified : No

Template Definition :

switchport mode access

switchport block unicast

switchport port-security

spanning-tree portfast

spanning-tree bpduguard enable

|

Template Name : MSP VC INTERFACE TEMPLATE
Modified : No

Template Definition :

switchport mode access

switchport port-security

spanning-tree portfast

spanning-tree bpduguard enable
load-interval 30

|

Template Name : PRINTER INTERFACE TEMPLATE
Modified : No

Template Definition :

switchport mode access

switchport port-security maximum 2
switchport port-security

spanning-tree portfast

spanning-tree bpduguard enable
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load-interval 60

|

Template Name : ROUTER INTERFACE_ TEMPLATE
Modified : No

Template Definition

switchport mode trunk

spanning-tree portfast trunk

spanning-tree bpduguard enable

service-policy input AutoConf-4.0-Trust-Cos-Input-Policy
service-policy output AutoConf-4.0-Output-Policy
|

Template Name : SWITCH INTERFACE TEMPLATE
Modified : No

Template Definition

switchport mode trunk

service-policy input AutoConf-4.0-Trust-Cos-Input-Policy
service-policy output AutoConf-4.0-Output-Policy
|

Template Name : TP_INTERFACE_ TEMPLATE

Modified : No

Template Definition

switchport mode access

switchport port-security maximum 3

switchport port-security maximum 2 vlan access
switchport port-security violation restrict
switchport port-security aging time 2

switchport port-security aging type inactivity
switchport port-security

storm-control broadcast level pps lk
storm-control multicast level pps 2k
storm-control action trap

spanning-tree portfast

spanning-tree bpduguard enable

service-policy input AutoConf-4.0-Trust-Dscp-Input-Policy
service-policy output AutoConf-4.0-Output-Policy
ip dhcp snooping limit rate 15

load-interval 30

|

end

Bl : T RTOFUITL— DA VE—DIARTFUTL— b NRNA VT2V TDHER

Device# show template interface binding all
Template—-name Source Method Interface

IP PHONE INTERFACE TEMPLATE Built-in Dynamic Gil/0/1, Gi1/0/2, Gil/0/3
Gil/0/4, Gil/0/5, Gil/0/6
Gil1/0/7, Gil/0/8, Gil/0/9
Gil/0/10, Gil/0/11, Gil/0/12
Gil/0/13, Gil/0/14, Gil/0/15
Gil/0/16, Gil/0/17, Gil/0/18
Gil1/0/19, Gil/0/20, Gil/0/21
Gil1/0/22, Gil/0/23, Gil/0/24
Gil/1/1, Gil/1/2, Gil/1/3

IP PHONE INTERFACE TEMPLATE Built-in Static Gi4/0/4

Bl: 23—y b UB—T A RADEHTOTL—bNNA VT4 VT DHER

Device# show template interface binding target GigabitEthernet 1/0/4
Interface Method Source Template

Gil1/0/4 Dynamic built-in IP_PHONE_INTERFACE_ TEMPLATE
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Static user TEST
Dynamic Modified-built-in TEST

Bl : IRTCOTFUTL—FOBMTUTL—bNAOT 4 VT DWHER
Device# show template service all

User-defined template:

Template Name : SvC-1
Template Definition:

vlan 100

access—group acll

built-in template:

Template Name : SVC-2
Template Definition:

vlan 100

access—group acll

aaa downloaded template:

Template Name : SVC-2
Template Definition:

vlan 100

access—group acll

Bl: 3= bAEA—T A RDTUTL—bNA VT 4 VT DHER
Device# show template binding target GigabitEthernet 1/0/4

Interface Templates:

Interface method Source Template
Gil1/0/4 Dynamic built-in IP_PHONE INTERFACE TEMPLATE
Static user TEST
Dynamic Modified-built-in TEST
Service Templates:
Template Source Session-Mac
SVC1l user aa-bb-cc-dd-ee-ff
SVC2 built-in ab-ab-ab-ab-ab-ab
SVC3 aaa ac-ac-ac-ac-ac-ac

A B3 —T A RTUTL— FDEEH
Bl A—H—A A —DTARTFUTL—FDETFE

Bl A—H—ToTL— FOBRE

Device# enable
Device (config)# configure terminal
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Device (config) # template user-templatel
Device (config-template)# load-interval 60

Device (config-template) # Keepalive 60

128—T14R2F7oTL—+OHEE |

(
(
Device (config-template) # description This is a user template
(
(

Device (config) # end

Bl : A3 —T A RTUoTL—FDY—205

Device> enable
Device# configure terminal

Device (config) # interface fastethernet 4/0/0
Device (config-if)# source template user-templatel

Device (config-if)# end

Hl: A3 —T AR TUTL— FOEINA D F

FNRAATT o L— b EHRELET,

Device# configure terminal

Device (config) # tempalte user_ template
Device (config-template) # access-session port-control auto
Device (config-template) # no access-session monitor

Device (config-template)# authentication periodic

T 7 L— " &EE LT RADIUS — — @it %

Cisco-AVpair="interface:template=user_ template"

RELET,

A3 —T 4R TUTL— hDO#EREIERR

RIAVEI—TA R TUTL— FOBEERER

HRES )1)—2 HRETEER

A v H—7xA AT 7 L—|Cisco I0S XE Everest LN B—T A A F T L— M.

b 165.1a WO a~y FERBHCRE L TY —
vy b ({vB—TxAR2E) 1T
BT D A = A L E L 7,

A B —T A A F 7L —|Cisco I0S XE Bengaluru | =< K ctsmanual |7 > 71— k

k 17.5.1

a7 4 ¥al—v ey E— FCH
ETEET,
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- O N R O E l_l_I
Cisco 7570 72 F JLA1DERTE
sCisco 777 7 R LA DOFE (35—)
Cisco 7550 7V K JLLDETE
T TR T A DEREFECONTEL, RESBRLTLIEEN,

«Cisco 7’77 7 R T UAMEET A N
* Configuration Guide for Cisco Network Plug and Play on APIC-EM
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=% =R

=JL ==

Cisco Discovery Protocol M iz E

Cisco Discovery Protocol I, v AT /NA A LETEEL, Xy NU—F 7 TSV r—a >
INEHEERE SNIATEDO T ASA R L TEETED L OIS D AT 4 TSRS v b
U= WSROV A Y270 b T, 2078 hallo Ty Aa 78 AR SN

TEXDORTERENFE S, #RDAF Y FU—

vlg7'm b avEENT LY AT LA E

BTEDLEITRDIET, T, AOEHNES TR 7,

ZDFE Y 2—)L T, Cisco Discovery Protocol /3—3 = > 2 & Z @D SNMP TOEMEIZ- OV TR

Bﬂ L/jzj*o

« Cisco Discovery Protocol {Z-2UVT (37 ~X—Y)

« Cisco Discovery Protocol D% E 15 (38 ~—)
» Cisco Discovery Protocol DE =X U > 7 L AT F A (45 X—)
» Cisco Discovery Protocol DFEFED JEIE (46 ~=—3)

Cisco Discovery Protocol [C DLV T

Z Z Tl&. Cisco Discovery Protocol (Z-DWTaiH L £ 4

Cisco Discovery Protocol DT 7+ JL FE&E

W DFIZ, Cisco Discovery Protocol DT 7 4 /L he&E &=~ LE T,

tHeE T4 MERE
Cisco Discovery Protocol 7" & — /LR A X =T
Cisco Discovery Protocol f > % —7 = A AIRRE | A X —T /L
Cisco Discovery Protocol % 4 ~— (/347 v M H |60

BTAREE)

Cisco Discovery Protocol £RFFIFR  (BEZERT) 180 £b

Cisco Discovery Protocol 73— 3 > 2 7 RAXNK | %)

A RXA b
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Cisco Discovery Protocol D% E |
. Cisco Discovery Protocol D E

Cisco Discovery Protocol D #}%&

Cisco Discovery Protocol |X, T XTDT AT NA A (=% TV v TIEAF—IN
arvip—7, BLXOAAS vTF) OLAY2 (T—X V7)) THETLT 1 A7 v
Fancd, xy NU—2FBT7 7V r—a 3 CDP AT 52 Lk by, BEEoT A
L ADFA N=ThH DY AT AL AEBlT 52 enTEEd, i, FELA YD RT v
AT Ly b T a b a Bl L0 D R A N—T S ADT N AL A TR, SNMP T —
Tz hT RLVAEZERTHI L TEET, ZOMEICK-T, T =y a b rA
N—= TN AZSNMP 7 =) —ZEFTEET,

Cisco Discovery Protocol I%, 7 ry hU—27 778X 7m haj (SNAP) ZHHR— kLT
WAHTRTDAT 47 TEIVELEJ, Cisco Discovery Protocol (X7 — % U 7 J& COHENET
DI, Bigd Ry FU—rs@T 0 harE Y R— 5200V AT ATHOOEREFE
TEET,

Cisco Discovery Protocol 235% & ST /A AE~ /v TFF v A T R RIZEMIIZ A vt —
TaEFFE LT, SNMP A v b=V EZAFARERT N A% 1 DEIFTERT FAZ A XL E
T, ZDOT KK A X2, Z{M7 /XA AT Cisco Discovery Protocol {i i & BEHEH 9 | TR FF
T LR A2 KT AT TRERFRE], D E VD AR— IV RE A AERLEENE T, &7 31 AIfhoT
NAAMBIEEEINTZA v =V HRLZIT T, XA NN— TN ROV THEELET,

Cisco Discovery Protocol L7 /34 A |- C Network Assistant &1 % —7 /L35 Z LT, X b
T—0 %7774 HNMIFRRTEET, 7734 AL Cisco Discovery Protocol Z i/ L T2 7 X
AEMERH L, 7T AZ AN BIOa~vy RFERL ANLERIA (F7408) Bin
720 T AZKIEDOMMDT NA ZNZDONTOEREMERFLET,

RONEIZ, THAAABIOEE R SN RARA R T A ZIZETUEE D £,

« Cisco Discovery Protocol (X, 7 /3 X L EHEE T D8 S Nic— 2 RARA » MERRI L
\i‘a_c

e XA NR=F N ZADLR— "WNEHLRNLHIC, | DOFRT AL AT Rer— g
NERELR—FLET,

s HBT NA ALV RARA LV MNE, vlr— 3 VORE EZEOW G EITWVET,

Cisco Discovery Protocol M%7 /5%

Z Z Tl&. Cisco Discovery Protocol D% E SFIEIZ DOV TREH L £ 7,

Cisco Discovery Protocol D 4F 4 DR E

K ® Cisco Discovery Protocol DRiPEAFRE T&E 97,

» Cisco Discovery Protocol 7~ 77— k D#HE

cHET D ETHERERFF T ORHOR S
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| Cisco Discovery Protocol D% E

Cisco Discovery Protocol (D45 DEETE .

e NR—=Ug U 2T RREALZA NEEETLINE I M

\}

GE ATy 73~5FTXTHUEETHY, EOIEFETETLTOENENEE A,

RO TFNAIZHE - T, Cisco Discovery Protocol D H¢{4: %

FIE

RELET,

ARV KRFERRETY Va3 Y

=)

ATy T

enable
1 -

Device>enable

it EXEC E— FE Az LE T,
e MR- KREASNLET FRENn

=568)

ATy T2

configureterminal

1 -

Device# configure terminal

ATvT3

cdp timer seconds

1

Device (config) # cdp timer 20

(fI:E) Cisco Discovery Protocol 5 ™
REHE 2 HEA TRELET,

HBETEEIL5~254TY, F7+
JL R T 60 1,

ATvT4

cdp holdtime seconds

1 -

Device (config) # cdp holdtime 60

EE) ZET A ABZDOT /A A
HIAE SN IFma g IR 2
R 2 F5E LT,

BETX DML 10 ~255 BT, T
7 )V ME 180 T,

ATy Th

cdp advertise-v2

1 -

Device (config) # cdp advertise-v2

EE) R—=Ta 27 R A X&i%k
159 % & 5 1Z Cisco Discovery Protocol %
RELET,

IR T A OREETT,

ATvT6

end

1

Device (config) # end

HkE EXEC £— RIZR Y 17,

ATy T17

show running-config

1 -

AN B LET,
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Cisco Discovery Protocol D&% |
. Cisco Discovery Protocol D7 « £ —J /L1t

ARV RFERFTIVaY =)

Device# show running-config

A7 v 7 8| copy running-config star tup-config (LE) =2v74Fal—vary 77
{5 ANV EZIRIELE T,

Device# copy running-config
startup-config

RDZRY
T 7 )V FEREIZRTIZIE, Cisco Discovery Protocol =~ > KD no &M H L £,

Cisco Discovery Protocol D7 4 — JJL 1k

Cisco Discovery Protocol X7 7 # /b k TA 1 —7 /Wil > THET,

\)

GE) TARAARIT TR LMD AT 34 A (Cisco IP Phone 72 &) %, Cisco Discovery Protocol
A =Tk EHINNCAH L F9, Cisco Discovery Protocol 27 4 E—7 WMZT 5L, 7T A
SRR SdL, T3 ZAOH U S AvE T,

Cisco Discovery Protocol 7 /34 AfRHKEEEZ T « B —7 W T 512X, RO FIEZFEITLET,

FIE
ARV KRFERERETY VY B8y

AT w1 |enable FiHE EXEC £ — REAMT L ETS
i - AU —=REANLET (BRI
Device>enable =58 .

R 72 | configureterminal Ja—\)ary 74 Xal— g
1 - T REBALET
Device# configure terminal

AT 73 |nocdprun Cisco Discovery Protocol % #5512 L &
i : EE
Device (config)# no cdp run
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| Cisco Discovery Protocol D% E

Cisco Discovery Protocol D& %1t .

AU RFERETOVa Y

B8

ATvT4

end

1

Device (config) # end

HikE EXEC £— RIZRY £,

ATy Th

show running-config

1 -

Device# show running-config

AN B LE T,

ATvT6

copy running-config startup-config

1

Device# copy running-config
startup-config

(FEE) a7 4FXal—yary 7y
ANVICREZRT L ET,

RDEZRY

Cisco Discovery Protocol ZfEH 3 25121%, HEANCTHILERH Y £,

Cisco Discovery Protocol D& %h1t

Cisco Discovery Protocol X7 7 # /b b TA X —7 W7 > T E T,

)

GE)  TARARIT TR LMD A a7 /34 A& (Cisco IP Phone 72 &) (%, Cisco Discovery Protocol
A vt—TEEMMICAH L £, Cisco Discovery Protocol &7 4 Z—7 M TH L, 7T A
KRR S 3L, T3 ZAOEER AU S vE T,

T 4 B—T WZ72 5 T 5 Cisco Discovery Protocol & A 1 —7 /W2 T 5121, RO FIAE FEAT

L/ij‘o

1R BHHEIIZ

Cisco Discovery Protocol 237 4 B—7 W Z7z o TW e E | 4 F—T/LZIXTE /A,

FIE

ARV RFERRTIVa Y

E:)

&

enable
1 -

ke EXEC E— K2 B L ET,
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. 4 > % —7 =4 X LT Cisco Discovery Protocol %5 « +—JJLIZCLET,

Cisco Discovery Protocol D&% |

ARV RFERETIVa Y

B8

Device>enable

 NAT—REANLET (EERSh

%a

o

ATy T2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 F¥Falb—g v
£ — }“%‘/Fﬂlﬂﬁébij‘o

ATvT3

cdp run

1 -

Device (config) # edp run

Cisco Discovery Protocol 237 « &—7 /L
IZ72 2 TV DHBEITA R—T M LE
-é‘o

ATv74

end

1

Device (config) # end

HrME EXEC E— RIZEREY 97,

ATy Th

show running-config

1 -

Device# show running-config

AN B LET,

ATvT6

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) 274 Xal—vary 7y
A MR EZ AT L E T,

RDBARY

Cisco Discovery Protocol 231 R —7/LZ72 > CW\5H Z & &2 FoRxT 511X, showrunall =2~
Nz LEJ, showrun 2 AJj L7=721F Tl&, Cisco Discovery Protocol 73 A f— 7 /WZ72 >
TNDZERERRINBNGERH Y £7,

A4 >3 —7J x4 X LT Cisco Discovery Protocol 7 « —JJLIZL F

1;- o

Cisco Discovery Protocol (%, Cisco Discovery Protocol 1 % 265215 57292, iR — h ST
NWHTRTDA U E—T 2 ATT 74/ FTHEDTI>THET,
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| Cisco Discovery Protocol D% E

\)

A > % —7 =4 X LT Cisco Discovery Protocol %5 « —JJLIZCLET, .

GE) TAARIFTAZ LMD AT 34 A (Cisco IP Phone 72 &) 1%, Cisco Discovery Protocol
A v —U % EHIICA L L F9, Cisco Discovery Protocol 27 4 £—7 WMZT25 L, 7T A
SRR S L, T A O SEIR S E T,

\)

()  Discovery Protocol /34 /XA [TH R — K TR TWRNTZS, A— F 23 err-disabled A7 — M7

AEZREWIR

b ET,

7R — | T Cisco Discovery Protocol %7 « & —7 /LIZF HITiX, RO FMAICHENE T,

FIE

AR NFERERTOVa Y

=)

ATy T

enable
1 -

Device>enable

it EXEC E— FE Az LET,
s NRAT—REASILET (FERXH

258) .

ATv T2

configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g
T— F&ERHEBLET,

ATvT3

interface interface-id

1

Device (config)# interface
gigabitethernet 1/0/1

Cisco Discovery Protocol %7 « &—7 /L
T oA B =T oA REREEL, AV
R—T A AL T4 Fal— g
E—FZBBLET,

ATvT4

no cdp enable

1

Device (config-if)# no cdp enable

AT v TITHRELIEA v H—T = A A
_|=C Cisco Discovery Protocol %7 ¢ &—
T LET,

ATy TH

end

1

Device (config) # end

HebE EXEC B— NICEY 77,

ATvT6

show running-config

1

Device# show running-config

AN MR LET,
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. 4 A —7 x4 A_LT® Cisco Discovery Protocol 1 +— J )Lt

Cisco Discovery Protocol D&% |

ARV RFEEETIII Y BRI
R 77 | copy running-config startup-config B v 74Xl — g 77
ANIEREEZRGFLET,

1

Device# copy running-config
startup-config

A4 >3 —7 x4 XLETO Cisco Discovery Protocol D1 x— T JL1L

Cisco Discovery Protocol (%, Cisco Discovery Protocol {§ # #5553 57212, AR —hEh T
WLFTNTDA 2 F—=T =2 A ATT 74 /V FTHMT/2 > TOET,

N

GE) TARAARIT TR LMD AT 34 & (Cisco IP Phone 72 &) %, Cisco Discovery Protocol
A =Tk EHINICAH L F 9, Cisco Discovery Protocol &7 4 E—7 NMZT 5L, 7T A
SRR S, T ARSI S E T,

)

() Discovery Protocol /3 /SR JLH AR — h STV 728, AR— 72 err-disabled A7 — MI72
LGERHD £,

R—K~TT 4 =TT 7 > T % Cisco Discovery Protocol %A F—7 WIZT HIZiE, ROTF
JIEZ 5247 L E T,

48O HREIIC

Cisco Discovery Protocol &1 Fr—7/LIZ L &K 9 & L TWHAR— FTlL, Cisco Discovery Protocol
MT A B=T MR TCVDHUERHY £, £ Thnek, A X—T I TEERA,

FIE

AT RFERIEFT7ZII Y

=)

ATy T

enable
1 -

Device>enable

¥i#E EXEC T— FEADIZ L £,
e NMAT—RKEANLET (FERkEh

%a

o

ATv T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 Falb—g v
E—RFZBRBLET,

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X 1 v F) ®rvy hJ—9EEBa T4 X2 L—>3> HA K



| Cisco Discovery Protocol D% E

Cisco Discovery Protocol DE=42 1) U5 AV FF VR .

AU RFERETOVa Y

B8

R T 7 3 |interfaceinterface-id Cisco Discovery Protocol % A F— 7 /L

i THA B =T oA RAEREL, A
. . : H—T xR AT 4 Fal—ar

Device (config) # interface .
gigabitethernetl/0/1 E— NEBABLET,

R T 74| cdp enable FAE—T IR TNDA B —T =
% - A AT Cisco Discovery Protocol % 1 1 —
Device (config-if)# cdp enable TMELET,

AT w75 end e EXEC £— RIZEY £7,
i :

Device (config) # end

ATvT6

show running-config

1

Device# show running-config

AN EHEB LE T,

ATy T1

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) =274 Fal—vary 7y
ANV EERTF LET,

Cisco Discovery Protocol D E=A2 ) V5 L AVTF IR

% 5: Cisco Discovery Protocol 1R & RT<$ 5 f=hDa<T 2 K

avwU kR

BLL]

clear cdp counters

o747 hoH a0y FLET,

clear cdp table FA N—|ZBHT B 1EH D Cisco Discovery Protocol 7 —7
—é’_‘O
show cdp FEME, BE Ly hORFREMZ ED T v —/

LET,
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. Cisco Discovery Protocol D H#EE D B FE

Cisco Discovery Protocol D&% |

avy kR

Bl

show cdp entry entry-name [version]
[protocol ]

FFEDFRAN—ICHT DI MERTLET,

TAXY R (¥) & AJJL T, 3T Cisco Discovery |
N—%FF T2 b, HRBBERRA N—DA4HTZ A
HTEET,

Flo, BESNERXAN—ETAR—=T MR >TNDT
B, TAAALTHEBHLTNDY 7 b T =T DN
KrIhdLolc, BRNELEHIRTHZEHTEET,

show cdp interface [interface-id]

Cisco Discovery Protocol 2514 R—7 /LZ72 > TN DA F -
MIoiFmaFILET,

MBI A o F—=T 2 A ADIFRIZT 2R R TEET,

show cdp neighbors [interface-id] [detail]

WEIALT A B—T 2R BT A B —TxA>
REM O EME, BEE. V7 v b7+ —L4, F—FIDE &S
BmaEFr L ET,

FEDA B =7 = A BT D 1A =G 2207
MFETRICT DT DRTNEZILE L) TEET,

show cdp traffic Cisco Discovery Protocol 7 7 % GEIE W F+/SABHE /3T
IY LT —HEEGL) FRRLET,
show ap cdp neighbors 7 7 & A KA > kO Cisco Discovery Protocol 1 /N—(Z [

FRLET,

show ap cdp neighbor s detail
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HEry hT—VEETOraLOEE |

SNMP 15 ZRET D & X0E, X vERELIIFEROXELER2VE—F =—
P2 FDOSNMP Y ID % SNMP 57— # R— 2 TRE L TR MLERH Y £,

a—Ra—HFNY E— MR~ EBEMT A THRWES, 731 X (T auth
(authNoPriv) 3 X O priv (authPriv) OFEFEL L OE#RZEE LEE A,

SNMP = ID DEAZETETH L, ERAEENELET, (2w R I TAA
Snte) 2—YFDONRRT—RiE, NRAT— B —"/L =Y IDIZESNT,
MD5 £721ESHAEF 2 VT 4 A V= A MIEREINE S, a~v 2 R I DAY —
Ri%. RFC2274 DEIEIZHE > THREINE T, ZOX AT — RPEEINLTZD
TV IDEEEE LIS EIR, %Mh@n—#@t%;)74&4/:xh#ﬁ@k
72 V) . snmp-server user username Z 0 —/ 3L a7 4 X o b—gy avy REFEHAL
T, SNMP = — %2 HRETLHIMLERNH D 7, =V ID ZEL LA kD
HIRICE > Cala=T 4 ANV VT LHRETLILENH Y £7,

SNMP #—/3—K A N7 7 4/ h® UDP AA— bk (162) TET 5 &, show
running-config =~ > RO FJIZ UDP A — MENRRIEH A, snmp-server host
{host-addr} community-string udp-portvalue =~ > R Z{EfH L CTF 7 # /L L4k UDP R —
MEZFEES S & UDPAR— %5 showrunning-config =~ > R ICFR RENE T,
T 74/ FOUDP A— k162 A L THMEH L72 < TH snmp-server host =~ > K%
WETEET, 2L, MHZRFICRET D LIITEEEA,

ELWlZ RIS LET,

Device (config) # snmp-server host 10.10.10.10 community udp-port 163
Device (config) # snmp-server host 10.10.10.10 community

Device (config) # snmp-server host 10.10.10.10 community udp-port 163
Device (config) # snmp-server host 10.10.10.10 community udp-port 162

ROBNIIEL LS HY £HEA,

Device (config) # snmp-server host 10.10.10.10 community udp-port 163
Device (config) # snmp-server host 10.10.10.10 community
Device (config) # snmp-server host 10.10.10.10 community udp-port 162

Device (config) # snmp-server host 10.10.10.10 community udp-port 163
Device (config) # snmp-server host 10.10.10.10 community udp-port 162
Device (config) # snmp-server host 10.10.10.10 community

SNMP 0z E?'J'/f

S1X. SNMP DR EHIEICHOW T L7,

SNMP O Xa=5F4 RALY2Y

SNMP 22X =2=F5 44 ALY T1Z. MIBA 727 haDT 7B AZFIEL, fAIALINA
— RELTHEREL 9, NMSD3T XA AT 7B AT AL, NMS Eoa o= 1 A b
VU T EBNTAAALED3IOOaIa=5 4 A M) U TERZBODRLLEL 12— LT
E7e 0 A,
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| 5%y FO—HEETO FILOEE
SNMP V' )L— T E L V1 —FDEE .

a3 a=7 4 ANV UTDREMEZ, ROWNTINTT,

e HABWMVEHEH (RO) :a3z2=5 4 AU THFEEMBHNOTRTCOLT V27 b
W2, R SNTEBAT—2 a VT DA T 7 e AR G 2 F TN, EXIART
I AFHFALEREA,

e ALY -EEXIAL RW) : MIBROTRTOA T V=7 M, FASNZEHRAT—
Va T ABAMYO BLOEZIALT VB AMEEZFTN, a3a=T 4 AN~
T~DT 7' ATFFT LERA,

« VT AR DL, A RFENRAL RANRA L RTFTNL ZLESNMP 7 7 ) 71— 3 [
DA =V EEERLET, Network Assistant /' 7 b = 7L, a2~ RT3 1 A |k
TRIICRESNIZRWEBLIUVOROAI 2 =7 4 A R U TIZA L RTNA, ZAFEE (@esN,
NIZT A ZAEE) ZBEBIL, ZTNHDARA RN U T A UNRT AN, RAEHELET,

SNMP V' )L— B LUV 1—HNDHETF

FRAL 2D —H)VERITY E— | SNMP r— P 2FTHI4 (=P ID) &6
ETEXFT, SNMP 2—H% % SNMP E o —|Zv v B 745, SNMP #— N Z )L —7%30E
L. FHl=—H%F% SNMP /L —F|10BINTXx 9,

TINA A LD SNMP J NV —7 L 2 —FE2FRETHITIE, ROFIEEZEITLET,

FIE
AR RFERETIVa Y =)

RAT7 w71 |enable FiHE EXEC E— R ANC LET,
K  NAT—REANLET (ERSh
Device> enable T=%e o

R 72 | configureterminal ra—/N)ary74X¥al—vay
5l T REMMHLET
Device# configure terminal

R w 73 |snmp-server enginel D {local SNMP o —H)L av’—£7-13 V) £—

engineid-string | remote ip-address N o — It AR ELET,
[udp-port port-number] engineid-string }
- engineid-string /X, SNMP O = &'—

b M EARTET 5 4 XFOIDA LY

, , _ 7T, BT enEEnsGae
Device (config) # snmp-server engineID . NN .
local 1234 3, 24 XFOE VDT RTE
RETDHDVETHY A, FBET
LZDlE, =Y IDOHHLERD
FD3fe < & T 2 BRN T4 720 T
¥ FMEFITIE,
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B sweoL—Tssv1—vonE

HEry hT—VEETOraLOEE |

ARV RFERETIVa Y

B8

123400000000000000000000 - >
VoD EHRELET,

s remote Z48E L7234 . SNMP @

JE— b I E—REPN TS T
A A® ip-address # 457 L, {EE T
UE— TS ZAD—H F—X
75 7ua bzl (UDP) A— b
FIEELET, 7740 ME162 T
KR

ATv74

snmp-server group group-name {v1l | v2c
| v3 {auth | noauth | priv}} [read
readview] [writewriteview] [notify
notifyview] [accessaccess-list]

1

Device (config) # snmp-server group
public v2c access lmnop

JE—hk FAL A LETH LV SNMP 7
N—TERELET,

group-name (2%, 7 /V—7 DA4RIE TR
ELET,

KONTNLOEF2 )T 4 EF /LA
BELET,

vlit, bRVt xa
T4 EFT LT,

sv2c i, 2 FRIZZEMEDE VR

X2 T4 TFTTYT, EHED 2
fEONE TIERP L OB Ak T
*7,

VB b ZARIBAITIE, ROBIEL
SO 1SR B LTS Y F
TO

auth : Message Digest 5 (MD5) 3
X7 Nya TAY X
L (SHA) (2K 237y MddEZ m]
REICLETS

noauth : noAuthNoPrivE ¥ = U 7 ¢
LYYL& ARz LET, F—U—F
BT Lo 8E8. Znns

7 H I hTT,

priv: 7 — X K55 Bk (DES) 12X
LTy ML (T AR —&
HWV D) EAREIZLET,

(f£E) read readview & & 11, ——
YV NONFER IR TEDLE 2 —4%
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SNMP V' )L— T E L V1 —FDEE .

AU RFERETOVa Y

B8

FTXTF (64 XLFLN) #ASILE
9,

(EE) writewriteview & & B2, T —

A AL, ==V hONEEFER
TELHEa—HE2RT LTI (64 LF
PIN) 2 AN LET,

({E#) notify notifyview & & &2, i@
M, EFH, TNy T ERETS
Vo —4 % RTXTH] (64 LFLAN)
EANLET,

({F7&) accessaccess-list & & Bz, 7
7B AY A NDOILTFH (64 3LF-LLAN)
EANLET,

ATvTH

Snmp-server user username group-name
{remote host [ udp-port port]} {v1
[access access-list] | v2¢ [access
access-list] | v3 [encrypted] [access
access-list] [auth {md5 | sha}
auth-password] } [priv {des | 3des | aes
{128 | 192 | 256} } priv-password]

1

Device (config) #
public v2c

snmp-server user Pat

SNMP 7 L— 2% L TRl — ¥ %58
meEJ,

username |¥. =— = MMIERET S
RA R EOa—H4 T,

group-name (%, =—¥RBEITT B AL
TWB T N—TDLRHITTT,

remote x AJJ LT, =—¥BEET D
VE—KSNMP =7 47 4 BLUZE
DELT 4T A DHRARNGEIXIP T
RLabE bz, {EETUDP R— hE&
FEMHELET, 774/ ME162 T
7T

SNMP R— g &5 (vl, v2c, £7=
Tv3) ZANLET, VBE AT 5
Bl OF T a vy EBIMLUET,

s encrypted 1%, NATU— REKEAL
FEXTERT LI ELET,
ZOF—U—FRiFE, v3F—U—F
DEE SN TV DGEIZOMEMNT
TET,

cauth TlE, BEELSVEFRE L E
7. HMAC-MD5-96 (md5) F7zi%
HMAC-SHA-96 (sha) F&FEL L
EHEETEET, £,
auth-password C/X A 7 — KDL
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B sweoL—Tssv1—vonE

HEry hT—VEETOraLOEE |

ARV RFERETIVa Y

B8

IR ETHMERHY T4 (KK
64 3LF) .

V3EANTDHE, ROF—T— Rl
LT (64 XCFLIN) . 7T A ~— |

(priv) BFEALT LY XABLOVIA
7 — K374 priv-password % % &4 %
LB TEET,

spriviz, 2—HF X=XV T ¢
7V (USM) ZHEELET,

+des56 £ KDES 7/ 3 Y X A%
TSI ELET,

*3des168 ' |k DES 7 /L3 U XA
ERAT DG EICHERELE T,

caesDES 7V U X A& T 55
AICHEELET, 128 By MES
b, 192 &y MEEG, E7213 256
vy MESLOWTINEBRIRT 2
VENH Y FT,

({£&) accessaccess-list & & iz, 7
78 AU A NEOLFH (64 LTFLIN)
EATLET,

AT v 76 |end
& -

Device (config) # end

HikE EXEC £— RIZRY £,

R Fw 71 | show running-config

1 -

Device# show running-config

AN B LET,

X T = 8 | copy running-config startup-config
i

Device# copy running-config
startup-config

(FEE) a7 4FXal—yary 7y
ANVICREZRT LET,
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SNMP UDP ~R— ~ D FARA

SNMP 7z A IR —h 161 BIR1R2 ZHEHA L ET, FA— L 1611ET /34 ADFR—V 7|
SN, B—Fl2IF=—Yxy "L — N—~OBHOEE I I NE T, SE
7V ROWTIODRRE SN TORWES, SNMPUDP AR — MIM U FIAhV £, 20
REHZ LY, MEREAIZOBR— RS2, Ex2 )T B EL, T8 AT ANLE
WWAR—FZ2) v A LAy £,

SNMP UDP R— F ZBA< 121X, = —¥ — EXEC £— RTKROFIEEZ FEITL £,

FIE

snmp uop #— 0B I}

ARV RFERERTIVa Y

B8

ATy T

enable
1 -

Device> enable

it EXEC =— RZHIN L ET,
NAT—REANLET EREN-H5

) .

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g
£ — ]\‘%Eﬁﬁébi—g—o

ATvT3

snmp-server {host | user | community |
manager }

1 -

Device (config) # snmp-server host

SNMP UDP A — |k 161 33 L0162 % B
¥+, #4733 (host, user,
community, manager) DOV AL E R
ETDHE, MGFOR— FHRAXET,
A— 2L DI, RELIETXTO
F7aronBEXEATILET,
F—U— RN 1OTHRESINTND
L. A—RMIFHWEEFIZRY F9,
F— U — N &457EH 912 nosnmp-server
a~vy R&AJJT%5&, SNMPUDP AR —
2 T72<, SNMP 72t AL v+ v
MU INET,

ATvT4

end

1

Device (config) # end

Bt EXEC £ — RIZER YD £,

ATvTh

show udp
fi

Device# show udp

SNMP UDP 7"— F 2R R LET, MNE
A=y ROWTNODBEESI TN D
Ba&. K—=h16lBLO1621%, VE—
K7 4=V RO TITHE 1isten ZFERL
=3
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- IRET

SNMP ;& %11

HEry hT—VEETOraLOEE |

ARV RFEEETIII Y BRI
R 76 | copy running-config startup-config B v 74Xl — g 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

SNMP Z i3 % &, FFEDA X hBRAELTHEAIT, T35 A5 SNMP~ % — 2 v [Zi#
HMAIREFETEET, SNMPEAENINE, FT7 v ELITHRERE L TGEEFETEET, a2~ NH
LTIE, Ty T ERIIEREBINT AT v arna~y RIZRWVEEY . F—YU— K traps
ERT 7 EHR, EEFFOmFERLET, symp-sarverhost =2~ > REHH LT, b7 >
TELIIERE LT SNMP A Z A ET 20 E I ERELET,

N

(GE)  SNMPvl i% informs Z VAR —F L TWEF A,

T FIIEEEICRITET, ZEMZFT v 722 E L TOHRIGEZEE LRV DOT, b
T FIWZIEENTZE I DR EERNZ DS 2200 5 T, HMESRDOBEA ., %8 L7- SNMP
VXYY XSNMP J5E 7 e haL F—% 2=y b (PDU) TAyE—VZEHERLET, £
BRIDISEEZZE Lot HGEIE, BOEHREREZEECTEET, BEETEHDT, [FH
DFHFN N7 v 7 XV ER L5651 0m < AlRetEn @< 20 £97,

BHROTN T v 7 LOBRHEEREVDOIX, T ABLURY hU—7 DY V—R% %<4
BIDHEVHORHEICHERAH Y 9, HMELRFICEEIND VT v T ERRY | FRER
WINEEZET2E T, FREERBYA LT U MIRDE T, AT IVRNICERESRET, b
T TOREBIXIERY TR, HHRITEEICDZ > THEESE W HERITHA T T, FHi%
BOEBMPEZDENT 74w I BEINL, Xy N —27 OA ==~y RREL 25K
b7 ET, LEN-T, b7 v ICT 50 RITT H00E, BEEZELNY VY —2A %D
MEVIIUZZ D T, SNMPYRX— V¥ TT R TOBMEZET DI ENEELLAIT,
BWMEREFA LTSN, Xy b= FHET A ADATY LD NT 7 4 v 7 HRTE
2R D55 C. RENODBHMNPAERGEIT, My T EHEHLTIEZEN,

~ N N =JL =
AV LU0 —2 3 UDERTE
SNMP=—2 x> DV AT AESBIORr —2 a3 0 E2RELT, a7 4 Fal—r g
Tr7ANDEINLDORBIZT 7 BATE AL HICTHICE, ROFIEEFITLET,

FIE
aAvYURFERET7IOIY BRI

A5 71 |enable ke EXEC E— RE AT L £,
5 -
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SNMP %38 L TieAT 5 TP —o#iE [}

AU RFERETOVa Y

B8

Device> enable

e RAT—REANLET (FEREH
258) .

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 F¥Falb—g v
£ — }“%‘/Fﬂlﬂﬁébij‘o

ATvT3

snmp-server contact text

1 -

Device (config) # snmp-server contact
Dial System Operator at beeper 21555

VAT LIRS R RE LET,

ATV

snmp-server location text

1

Device (config) # snmp-server location
Building 3/Room 222

VAT DO AR LTI RE L E
—é—o

ATvT5

end

1

Device (config) # end

HrbE EXEC E— RNIZEREY 97,

ATvT6

show running-config

1

Device# show running-config

AN B LET,

ATy T17

copy running-config startup-config

1 -

Device# copy running-config
startup-config

(EE) av74¥al—var 7y
AR EEZRTFLET,

SNMP %38 L TERI % TFIP 9 —/\DO R

SNMPZSr L7zay 7 4 Xal—i gy 77 A LVDOEMFE v — NIZEHT A TFTP — 3%,

TI7EAVARNTHEEINZY—NZ

CREST DITIE, ROFNEEZFEITLET,
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B svwe zEL RT3 TRP 9 —0fiR

FIE

HEry hT—VEETOraLOEE |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATvT2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATvT3

snmp-server tftp-server-list
access-list-number
I

Device (config) # snmp-server
tftp-server-list 44

SNMPEAM L7z 7 4 X2l — gy
77 A ND 3 — A5 TFTP ¥ —
N, TI7E8A VR ROY—NIRE
LET,

access-list-number (21X, 1 ~99 B LY
1300 ~ 1999 DFEHEIP 7 7 & A U R |
FErEANTLET,

RATvT4

access-list access-list-number {deny |
permit} source [source-wildcard]
1 -

Device (config) # access-list 44 permit
10.1.1.2

AT 72 A URA FEAEKL, av»
R &2 BRI AT L ET,

access-list-number (21X, 25 » 73 T
FELETV7EA VR RNEER AN LE
7,

deny ¥—7— RiL, &R L%
AT 7B AEESLET, permit ¥—
U— Ri&, &ER—ELIGAILT 7k
REFFAILET,

source (21X, TNA AT 7 BATE D
TFTP % — XD IP 7 FLVAZ AN LZFE
T,

(ff:#) source-wildcard (Z1%., source (=
BWHINHTA VR —REY h& Ry
MIZ 10 #ERFTLTAN LET, BHT
HEy MIEIZIX 1 2R ELET,
TR YR NDEREIZIZ, XTI
KT DIEEROIESR AT — b A v R
FELET,

ATvTh

end

1

¥#E EXEC £ — FIZEREY £,

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X 1 v F) ®rvy hJ—9EEBa T4 X2 L—>3> HA K



| 5%y FO—HEETO FILOEE
NP —S x> k74 £—T e [

ARV RFERFTIVaY =)

Device (config) # end

Z 5w 7 6 | show running-config AN B LET,
il -

Device# show running-config

R 77 | copy running-config startup-config B 2y 74Xl — gy 77
Bl - A MCRE R LT,

Device# copy running-config
startup-config

SNMPT—2 x> bDT 4 E2—7IL1{E

nosnmp-server 70— 3L a7 4 ¥ alb—vay avwr R, T4 A LETIEITLTND

SNMP ==V 2 hDTRTHONR—=V gy (RN=Vg 1, X=Ug2C, X—=T323) %
TAE=TMILT, SNMP7RrEREZ vy MU LET, Jr— a7 Fal—
v 3 ®— KT, snmp-server host, snmp-server user, snmp-server community, snmp-server
manager O\ D a vy RE AN LT, SNMPT— = hOTRTON—Y 3 V& FE
A X =T M LET, FFIZSNMP & A X —T /T 5 72 DICHEE S 4172 Cisco I0S =+ > Ri%
b FEHA,

SNMP =—V = v b 2T 4 B—7 Mt 5121k, ROFIEEZFATLET,

1R BHHIIZ

SNMPT— =V h&F 4 B—T/WZTLRICA F—T M THRERNHY £, T34 A E
TADULTERIIO snmp-server 72— )L a7 4 Fab—aly avwy KX -> T SNMP
T—V MR R=T TR T,

FE
ARV RFEEETIVa Y B

RT w71 |enable Mg EXEC =— R& AT LET,
1 - RNRAT—REASNLET FERESn-%H
Device> enable 4) o

R 72 | configureterminal ra—r )L a7 4 ¥al—3a
Bl - ET— FEBBLET,
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B swwve o

SNMP 05

HEry hT—VEETOraLOEE |

ARV RFERFTIVaY =)

Device# configure terminal

X v 73 |nosnmp-server SNMP=—v = MNMEZRT 4 B—T L
15“ : L: [/i—a—o

Device (config) # no snmp-server

ATv 74 |end et EXEC E— RIZREY £,
B -

Device (config) # end

Z 5w 7 5 | show running-config AN R LE T
I

Device# show running-config

R w 7 6 | copy running-config startup-config ER) =7 4FXa2lb—var 7y
Bl - A CRE B R LET

Device# copy running-config
startup-config

WIZ, SNMP DEN—V g A 32— VT 26 2RLET, ZORETIE, (LEDSNMP
X=X NaIa=7 1 AU public ZEH LT, SR EHAKERTTXTOFT
VxJ NMIT I BATEEYS, ZOBRETIE, TXARTI T v T E2RELERA,

Device (config) # snmp-server community public

WIZ, B DO SNMP v 3 — V¥ BRI 2=7 4 A MU 7 public Zf#H LT, #tAHY A
MRTTRTCOAT7 V=l MNZT 7R THH2RLET, 73 AL HIZ, SNMPvI Zff
FALTAA B 192.180.1.111 3 L T8 192.180.1.33 |2, SNMPv2C Z L T A bk 192.180.1.27
VTP E 7 v 7RG LET, a332=7 41 AR Fpublicix, F7 v 7L EBITEFES
nET,

Device (config) # snmp-server community public

Device (config) # snmp-server enable traps vtp

Device (config) # snmp-server host 192.180.1.27 version 2c public
( ) # snmp-server host 192.180.1.111 version 1 public
( ) #

snmp-server host 192.180.1.33 public

Device (config
Device (config
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snwp 27— 20E=41 5 |

RIZ, comaccess A 2 =7 4 ANV T EMEHT LT 7EA VA NADA NI, TXTOD
FT V= FDFHI ENT 7 2T 562 R LET, LOMDSNMP v~ R — v
X, EOF TV MIHT 7 BEATEEH A, SNMP ZBREES ~ 7 v 713, SNMPv2C 28 =
Ra2=7 4 A KU 7 public ZfEH L TAHA b cisco.com (ZE(E L E T,

Device (config) # snmp-server community comaccess ro 4

Device (config) # snmp-server enable traps snmp authentication
Device (config) # snmp-server host cisco.com version 2c public

WIZ, =T 4T 4 MIB k7 v 7 %7K A b cisco.com (ZEET D02 R LET, 23 2= 4
ARV UZERIRENET, 11TE T, T34 RITTIZA X =TT >TWD N7 v 7L
SMZ, =T 4T AMIB M7y T EHFETED LR ET, 217THIEIZRALD T v 7D
5 FEE L, A8 A b cisco.com [Z%f 9% LARIT D snmp-server 718 A k2~ REMHIZ L ET,

Device (config) # snmp-server enable traps entity
Device (config) # snmp-server host cisco.com restricted entity

WIZ, a3a=FT AR ZpublicEEHA LT, +3CH FT v 7 %A A b myhost.cisco.com
WCEETDEICT A REA X =TT DBl R LET,

Device (config) # snmp-server enable traps
Device (config) # snmp-server host myhost.cisco.com public

Wiz, 2—FLUE— KA MEEMTC, 2—FRnNTo0— L ar 7 4 Fal—ay
F— FOREIZ auth (authNoPriv) FEEEL L CIERAZEET 20277 L E 1,

Device (config) # snmp-server engineID remote 192.180.1.27 00000063000100alcOb4011b
Device (config) # snmp-server group authgroup v3 auth

Device (config) # snmp-server user authuser authgroup remote 192.180.1.27 v3 auth md5
mypassword
Device (config
Device (config
Device (config

(

) # snmp-server user authuser authgroup v3 auth md5 mypassword

) # snmp-server host 192.180.1.27 informs version 3 auth authuser config
) # snmp-server enable traps

) # snmp-server inform retries 0

Device (config

wIZ, SNMP=—2 = MIAR—Y V7 ENTSNMP v 2 —V vy D b 2FnT 50427

L/i‘é‘@

Device# show snmp stats host

Request Count Last Timestamp Address
2 00:00:01 ago 3.3.3.3
1 lw2d ago 2.2.2.2

SNMP X F7—ARZXANE=XR) Y

ARERAI2=T 4 AN T = b =T— BOREROHK: Y. SNMP O A G
%2 #RT 5I21E. showsnmp HEEXEC 2~ RAMALET, /-, ROFIZY X b &
NI=FDMOKE EXEC 2~ REfHHA LT, SNMPIH#HRA2F~+52 b TEET,

% 8:SNMP &&= RRd 516D F

avU kR Br

show snmp SNMP #tattE AR~ LET,
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B =5+ ro—vemEToraLoEOEE L B

HEry hT—VEETOraLOEE |

avy kR

=)

TR ANCHERTEINTWNWDHa—/LSNMP =V B LT
FT— bk VT AEREFRLE T,

show snmp group

Fv hU—2 ED4 SNMP 7 L—FIZBT 215852 F7 |

show snmp pending

RE D SNMP LR OfF sz RR LET,

show snmp sessions

HIED SNMP ¥ v a v DiEHs2FR < LET,

show snmp user

SNMP = —H 5 —7 /L D4 SNMP = — VL 24 5 -
R
GE) Z Oz~ RNi&, auth|noauth|privE— KD |

EHMAE R T DERIERT20ERNH Y £
%, show running-config ®H DIZIdFR RSN

ey FIO—0FETO FOIILDOBEEDERE L 1FHR

HEES J1)—2= B EETEER
SNMP Cisco IOS XE Everest 16.5.1a COMERENEASNE
L7,

SNMP UDP 7~ — k D
B

Cisco IOS XE Amsterdam 17.1.1

ZoU Y — LI,
SNMP UDP 7A— ki,
VB o< ROVW
NIPPREINTND
BEIZ ORI E
T, ZOKEFHILED,
BRI BT DI TR —
FRBAL 72, X =
U7 nmbEL, 73
A ANIARLEIZAR— b
)y R L72< 7Y
3
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| 5%y FO—HEETO FILOEE
@Rty ro—sEET0 rarosroBEsES [

HRES -2 HRETEER
NMS R— 1 > 7 m;8 |CiscolOS XE Amsterdam 17.1.1 ZoY Y —2PIE,
B SNMP = — = hZ

RN—=U o r7Ehi-
SNMP v 1 — ¥ ¥ DFf
MEzRRTEET,
show snmp server stats
hosts =<~ > FiZ.
NMS DIP 7 RL A,
NMS R=—T = k
BAR—U 7 Lzl
B, BLOKR—-V 7
DHEA DAL T e
RTDHTEOIEALE
o
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=6~
=% =R

H—EX LRJLBHDKTE

ZTOETIE., AA v F TCiscolOSIP —E 2 L~ULEK) (SLA) #fEHAT 2 FEICHONTHR
BHL ¥4,

TR L2V ED , AL v FEWIOHERIIAZ R Tr A, v FEFIAAL v F AL
7 EBWRLET,

« SLA Ofllf)FH (73 ~—2)

« F—ERALULEENCET AR (73 2—)
« IP SLA BifEDRREST1E (79 X—2)
«IPSLAEEDE=4X VU 7 (94 ~X—)
*IPSLABHEDE=F Y 7 Df| (94 X—)
« ZOMDOBEEE (95 X—)

« P EA LV ORERER# (96 ~—)

SLA D HIFIFEIE

T 2T, SLA OfIFEE AR LET,
WITFRTDOIE, IPSLA v b U —27 N7 3 —< o ZEOHIKIEETT,

o TS RNL, T BB ER RSN B E & ] L 7= Voice over IP (VoIP) H—E A
L~UE AR — L TWERA,

* Cisco 10S 7734 A 721F A3%6 %% IP SLA Responder DE{E TLIZ /2 0 £,

o fliftHE DT /S A ZIZ IP SLA Responder Z % &3 5 Z LIXTE EH A, £/, CiscolOSIP
SLA 12D DT A AEAH O —E 2126t LCRETEIE 7y v FERETEET,

H—EXLANILEZHICEYT 1FHK

ZITIE. PR LUV OWTEHA LT,
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H—ER LRLZ#OHRE |
B ciscorosiPy—ex LRz (swa)

CiscolIOSIP H—E X LANJLEH) (SLA)

CiscoIOSIPSLA (I v NU =27 —H##¥E L, B oxy NIV —7 mh—Ta il b
WEHEEOR Y N U —2 NANO/NT p—< o A% HELET, CiscolOSIPSLA IX, * v b
J—7 F—ABLORPH—EREZLIal—arl, Xy hT—7 RT3 —< o A ER%E
V7L A ALTIRELET, CiscolOSIP SLA IX. CiscolOS A ABD N T 7 4 v 7 Fi=
L CiscoIOS TRA AMB ARy NT—7 TT7V r—yary —=_"—=D LR VE—FIP TN
AANDRNT 7 4 v 7 EBAERL, ST LET, FIF72 Cisco I0S IP SLA EECTREAM % F1T
L. NITNva—TFT g7, @G, *y NT—7 MR UORFHIEH LET,

CiscoIOSIP SLA BIEICII U T A FANA ZADF y M T —7 N7 g —< 0 AREHERN T =
2y rEN, avr R4 A4 Z—T x4 A (CLI) MIBEBXOf#iG*y hU— V&7
7 k=L (SNMP) MIB A S ET, IPSLA X7 v MITIREARERIP LA Y B LT
TV r—varEorTvarnboEd, I BECBIOEEIP T RLA, 22—
Y—F—& 2755 7 haj (UDP) /TCPR— &5, A7 4+ 7 H—EZ (ToS) /1 k
(DiffServ =— R AR A >k (DSCP) BLIRIPF L7 4 v 7 Ay b&ETe) . VPNIL—TF ¢
v TRk A o AZ A (VRF) . URLWeb 7 KL AR ENFRETE £9°,

CiscoIP SLA 1T LA ¥ 2 EEXITIEKFE L TWARWD T, B3Ry NU—J iz RY—=x
REEZREL Ty R2—YF—0NREBLZ 572 A M) v/ 2R KBICKMIEDLZ LNTE
F4, IPSLAIZRDO R T+ —~ 2 ZAA N v 7 ZINE L THOFLET,

« BIE (TEfE I L O—J51m)
Yy i— (FhakdHn)
Ny MER (TS D)
RNy b =R (N MIEFE)
« RA (R v FHANL)
< BEE (TEH V)
o P S—F 721 Web 1 R DF 71— REER
CiscoIP SLA [Z SNMP 12 L 57 7 £ A A[#E/2 DT, Cisco Prime Internetwork Performance Monitor

(IPM) oW — RX—TF BT p—< VAEHBB R EONR T =< A F=X )T T
T hr—y g THEATE £,

IPSLA 2425 &, ROFRBELNET,
«SLAE=X Y 7 G, Wik,
e Ry NT— NI =< RAE=HY T,
Ry NT—=I DTy Z— BIE, Ty MEKROHEIE,
o HEH TEEMED & 5 TR ATRE 22 HE,

e IPP—E ARy hT—2 ~JLATEAALMIEY, BEFED QoS NHF LW IP ¥—E &
WL CWADZ &R TE D,
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| #—EX LALZHOH
Cisco I0SIPSLA TO v k7—% K7+ —< 20z [

cIARMIORY NT—27 TRATZEV T 4 2E=F V7L T, Xy hU—F V=%
HONUDIRGE LA T A N TE 5 (T2 2E, BEVRA LEOEERT — X 2R F7T 5
NFES ==y NT—7 TRATGEVT 42 VE— bk A DR TED) |

cEEEZT IR L., "I TNAY a—T 4 T DREREERE T —BEMoH 515
OB WVIEIC LD Ry NU—=TEMED N T TNy a—T 4 T,

o)L F T ha) TYL A v F 7 (MPLS) RT7—< L AE=HF YT xy b
U — 7 OWGEEETT 9 (534 AH MPLS 2 R— T 5854) .

Cisco IOSIPSLA TO ARy FTJ—9 NITA—T 2 ADEIE

IPSLAZHEH LT, Yuo—7Z2WHciEeic, a7, o, =y naoltry hU—
TNOEBOT) TRIONRT 4 —< L AEEMRT L ENTEET, 2200y hT—7 TN
AABOR Y hT—7 RT gp—<2 A F AR FNTF 7 4 v 7 THIELET,

3:Cisco 10S IP SLA En{F

WO, EFICT A APSEIT A AAERR T~ B EEET D & X2 1P SLA PBME S
No5FIRZRLUET, 568507 3 ARy h&E%ET 5 L, IPSLA BifEORSEIC L - T,

PEETLDOHA L ARZ L TERIIE U TR T —< A A N w7 2B LE9, IP SLA BH{E
WX BrED 7 m Fa (UDPRY) 2R LTy Y= OFETH B HE~DFRy T —

: Performance
Any IP device management
application

[

IP SLA measuremem‘xt
and IP SLA responder to .

IP SLA responder SNME
AN
SLA (-, |P network a-1%
o e
IP SLA res nder R L L EEPEEEERT i St .-II;’-SLF'. source
e IP SLA r?nheaéurem_e_nt.z—"’, _
and IP SLA responder to B

ZREEITNET, IP SLA responder

IPSLA LRRUAELUIPSLAKIET O )L

IPSLA L AR X 3585 Cisco 7 /3 AZHAAIAENT- a2 AR —F > T, AT AN IPSLA
FRNT y M TR L TUSE LET, Responder | L8 7' 1 —7 7 U CIEMRAIEZITWET,
VARV AL, ZEBIVIGET LR — F@EmEND A B =X L% CiscolOSIP SLA =2 > |k
n—/L 7 b aEm L CHERLET,

Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X v F) *v hT—Y BV IJ4XalL—>3a > HAF .



H—ER LRLZ#OHRE |
B rsuoszsmons

\)

GE)  IPSLAVARUVHFIIV AR FREFRERT XA ATH D CiscolOS LA ¥ 21252 LT
EFFET, VARUZIL, IPSLA BBEAZREMICY R — T3 0EETH D ETH A,

WOBIL, IP Xy hU—27 PN TO CiscolOSIPSLA L AR X ORLERFTZ/RLET, VAR
VA, IPSLABEML L EEINT-ary hr— Fr hal A vbE—UEREEISNER— R
TZELET, avrbe— Ayt —U2ZEFELEL, fEESN/UDP £721LTCP R — K &
FBESNEHRZ AN LET, ZoMic, VARCZITEREZZ TN, SELET, L
AR VL, IPSLA 237w MOGE LB IR CORBARE L7126 RN— F 2B L
I, EX2UTFT 0B LEDEDHIZ, T hr—)L A v E—TIEMDS ZIAENFH T F
7

4: Cisco 10S IP SLA 1

; Ferformance
Any IP device management
application
IP SLA measuremenl"\
and IP SLA responder to "
IP SLA responder SNMP
R o 22
=7 .. IP network lad=

IP SLA respon-cié-r-"'“ tagrm e wj---===""|p SLA source

P SLA- :r%'eaéurem_e_ntr"/
and IP SLA responder to
IP SLA responder

12131

F T O IP SLA BIEICK L THET N, AD L AR XA X —T M HMLEITH D 4
Poo Tz & ZUE, s —2 Bt L TSP — B R (Telnet X° HTTP 72 &) X Responder Tl
VEHD FHA,

IPSLA DI ERRBOE

AA v F, arha—7 =2 % MOEELRET v ARG L7201, HFT Y O
HIZEHI VB2 EnH 0 3, ZOBIEIC X O ISERRSEEEZITET, T A R
7y FOISEPLIELEDF 22— A->TNDEZEHH MO TT, ZOBRE, JWERIZIE
LWRy NU—ZBIEZ ML £ A, IPSLAIZY —RA FTNRAAEH—F o b T4 R (L
ARCEPERENTWDEE) ORBEIEZ &/MEL, IELWZ 7 K hU v 7 (RTT)
BB LET, IPSLAT A KN N ME, AL AX LTI L - TR % &/IME L E

R

IPSLA LV ARV EDENDOBE . 737 FBEIVABRL LT, v F—T7 = A AZHEEF LI
LEBLIOARY Y R TIT EXITHE—HF v b THRAL ZATHEA b AZ T HAT, QLERRE
MIXEOETA, ZA L AZ I T I VBB TR ENET,
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| ¥—Ex LALBZHOHEE
pstasitEnzsroa—yvy |

5:CiscolOSIPSIALRRU S B4 L RE VT

ROBIT, VAR FOMEEZRLET, RIT 2HHT 720D X A 5 AZ T4 ST
BIET, =7y M= F TURARCTERENA F—=T NV OGE F A L AZ T3 (TS3)
MOBHAA DAL T2 (TS2) Z3IWTT A b 237y NOERIZ - B &2 KD, T4

(A) TRLET, RICEARDORIT 052 @7»&@@%%%i# IPSLAICL D, Z0)
HBEY =2 =2l bEHSNET, TOHE, BEXA L AZ T4 (TS4) 75\%“@1&7%1/
~ILTHIT B, J: D IEHERIERESD 2 Z)\T T,

Source router Target router

Responder
T _"E " _"'._, T3
A=T3-T2

1210

RTT (Round-trip time) = T4 (Time stamp 4) - T1 (Time stamp 1) - A

ZOMIZH, X—F oy b TNRARZ2O0ODHA b AZ L TRHIEFREE, Vv —,
FliEzE o ry MERR R T v X 7 TEH LV IFIERH Y T, KFEDOFRy hU—7
EEIZIERIBAZR DT, Z DX 9 IeEHEHRN & D OITE T, 7272 L—F Rl E 2 5o
AITIE, Y—AN—F L H =Gy M= DM FIZKy NUV—7 XA 571 haj) (NTP)
EHREL, MFOL—42%FAL< ay 7 V—AZ@AMIELLERHY £, —FHAY v H—
HWEICIZZ gy 7 FAIEIARETT,

IPSLAEBMEDR 72— VT

IP SLA BifEZ R ET 25 A . FatEHROMY AR & =7 —IFROIEN SHLET 2 X 9 128

EEART Y a— 0 I H0ERHY ET, Arya—0 7%, 7 <ICEELZRGT 5. £
TidREDOH, B, RZNIHGET D2 X0 ICRETEE T, 72, pending 47> a »ZEHL
T, HETEMEZBGT AL OICRET HZ & H TEET, pending 47> 3 NNIEMEDNES
WHBIZEET 5D T, SNMP TE/RTEET, NIV —%FHET L5 (LEVWE) BifE0Y
Abpending A7 arEFALET, 1EIZIOOIPSLAEEZ Ay 2a—Y 7LD,

IN—TOENEE A r P a—) v 7T L TEET,

CMmDSUJitMCBGHWM@NMBT10@:7VF%ﬁﬁLT\@ﬁ@mﬁA@ﬁf
BEATVa— )7 TEET, FMHRCTEELFITTOLICATVa—0 v IT5 L,

SLAE=4V>7 774 v 7 OKEHETEET, IPSLAEEZZ DX S| “ﬁé&é&
CPU AR A R/INRBICMZ, Fv NU—7 Ar—F )T 4 2mESEDZENTEET,

IP SLA HEEMED A ¥ 2 — Y  ZHREDFERIIZ DU Tik,  [Cisco 10S IP SLA Configuration
Guide] @ [IP SLAs—Multiple Operation Scheduling] D& S L T 72 &0,

IPSLAEIED LELMEDE=2 Y VY

P—E AL~ EHT=Z Y T HIELLS YPR— 2120, BEARELEZHAICTIC
MENDAN=ZALNZTALERSHY £9°, IPSLA ] i/)’z@otof; iz 4A/% Otoflx
U —&EN5HSNMP b T v 7 EEETEET,

- BEREDHEK
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B ovroos—

UDP v 42—

H—ERX LRLEZFHOHEE |

c XA LT T K

« RTT L &\ M
Yy H— L EUVME
o« —Jira Ny MR

s —HMT v H—
o —HEL A=A A (MOS)
o —JF AL

IPSLA L EVWMEENBFEAE LIS EG L, HE THONT 272DIHIO IP SLA BIfER R Y H—&
nNET, =& 2E, BEAERS° L2V, Internet Control Message Protocol (ICMP) /XA = =1—
RICMP /XA Vo X —BEEBIB L C AT TNy a—T 4 V7 BITH) Z N TEET,

ICMP Ta—

ICMP =2 —#ifEIX, v Aa FA4 AL IPEZEHTL2Z2OMOT A AHOT RY—x
RIS 20 UE 3, IeARRIE, ICMP — 2 —BR 2 o & — U %55 4512342 L, ICMP
T a— S ET O HRMERE L CTRIHENE T, £< OBEHEIL. IPSLAICMP
N—2ZEE, AN ping 7 A b, E 71T OISEFTERE A RET D 7291 ping N— R EH
n—7 %M LEF, IPSLAICMP =2 —@&){E{X, ICMP ping 7 A b &[A UfEARICHEIL L T
0. EL50HETHR UISEFTERMIC/2 Y £,

Ty —Eix, Ny NERBIED R A BT AR HRE T, HEO N v RBEE T,
S E T 10 2 U RO CHEEAIZEE S D HA. sk 10 S VBRI TZELET
(XY U= BNEFICEELTOAHEA) . LvL, Xy NUY—ZITRERDH HHE (Fa—
AV TN — 2B UERERE) . N7y hOFREOMEN 10 2 VBEBZ 56
10 VBRI RD2GENHY T, EOV v X —fHiX, /7y 310 2V BEE 25 MG
TREFETHIEERLET, AOV Yy X —fHIZ, /N7y b3 10 2 U BREOME CTRZET 5
ZEERLET, N7y FOEIEN 12 IV PBHROYEA. EOYy X —EIZ2I VT, 8
JUBHERTEETIHA, ADY v X —EIZ2 2 VBT, BIEIC LD ELZITROTWN
Iy RNU—=I7 DA, EOV X —IEF LLHY A, ¥y ¥ —fE0NEENTT,

Py —DE=ZY TP G, IPSLAUDP ¥ v Z —EhEA % A )T — 2 INEEEh R4
TEET, IPSLAICK > TAEKRESNDG Ty NI, T— 252 EZETH Ty FEEH T,
EEILEBLUEMEY —7 > Moy — TV AEREFA L ARAZ T BELET, ZOT—X
IZEESWT, UDP ¥y Z —EEIIRZJIE L £7,

« BT v Z— GREILADESE~ Si5EH HIkfE L)
« Ry MEK
« FIABIERAE (— 5 [FIIE)
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| #—EX LALZHOH
psiagonErE [

« 7 K MU v BIE (Y RTT)

TR EEZETHRNARER LG L0 T GERIY) | FmblT —# 2 HT i v
FU— 2 THAL TV DIRE-CHOMBEOS T & fHIZ2E kD5 Z N TEET,

UDP ¥ v ¥ —8IETIIAMR (22— 32) UDP b7 7 4 v 7 AR L, #ExL—H
MHH =7y N —H 2SO UDP /N7y hERELET, TOBEOE Ty hOY A X
27y FREORIRE., BHEMBIZRO SN TWEST, T 74/ F T, 1034 FOXf z— R
YA XDy b 7L—=L%10 S UBTI0EAERL, 60 BB TEELET., Zhbos
TA=2F, BT AP — R EREICVI 2L — T AR IICRETEET,

— HRIE A EMEIZET 554, (NTPICXK > THRfEEN D) RETLT A REX—F v b
FTRAAEO 7 vy 7 RALETY, —HaY vy Z—BXovry NMEKEZIET 255
WX, 7 ey JRMIEIARETY, BETXT A AT —F v b T XA AOB Ty ay 7 BREHL
TWRWEE, —FHMYyZ—ery MEROT —ZIZRINE TN, UDP Y > ¥ —EifEIC
LB —FHMEBEREIZ0 DENREY £7,

IP SLA EMEDERETT A

2T FHATREZR T R TOBEOREHFMIC OV THH SN TV DI DT TEDH Y £H A,
FIETEHRDOFERIZ OV T [Cisco 10S IP SLAs Configuration Guide] ZZ&MR L T 7Z&Ww, 22
TlE, WEMORRE, UDP ¥y Z —EfEDRRE (SEMANLE) | ICMP = 2 —8){EDORE
USBEMRAREE) 72 EOBMEGIZFHA L E 7, MOBEOKEDFEMIZ OV Tik,  [CiscolOS
IP SLAs Configuration Guide] #ZH L T 72 &0,

T4 FEE
IP SLA EifEITRRESNTWVE R A,

BRERDIEIEFIR

IPSLA ® <> RIZ-2W\W i, [CiscolOS IP SLA Command Reference, Release 12.4TJ Z# &M L
TLTEEWY,

PR L BREFMEDFEMIZ OV TIE,  [Cisco 10S IP SLAs Configuration Guide, Release 12.4TLJ %
ST EE0,

HA RIS TS IPSLA a2~ > RELIFEEOHIZIET A A THR— SN0
DHLHY ET, TN ATIL, UDPY > ¥—, UDP==—_ HTTP, TCP#ii, ICMP = =—,
ICMP /XAxT 22— ICMP /XA ¥ #—_ FTP, DNS., DHCP #ffifi4 2% IP —E R L~UL4y
MR AR—bhEInET, £, BEIERA 7V 2—V U 7B I OHERNIHRE SN2 LEWED
F=X V7 b AR—bSnET, F— bSO EENERN] E % {5 H L 72 Voice over IP
(VoIP) —E 2 L-ULZP R —FLTWEEA,
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B szt somE

H—ER LRLZ#OHRE |

IPSLA 7 7V r—3 2 U &RET HHEIIC, show ip daapplication #§# EXEC =2~ > R & fif
LCY 7 NI =2TA A=V TEIMEZ A TR R—FSINTNAEZEZHERLTIEIN, av
Y RHABNERD L0 TT,

Device# show ip sla application

IP Service Level Agreements
Version: Round Trip Time MIB 2.2.0, Infrastructure Engine-III

Supported Operation Types:
icmpEcho, path-echo, path-jitter, udpEcho, tcpConnect, http
dns, udpJitter, dhcp, ftp, udpApp, wspApp

Supported Features:
IPSLAs Event Publisher

IP SLAs low memory water mark: 33299323
Estimated system max number of entries: 24389

Estimated number of configurable operations: 24389

Number of Entries configured 0
Number of active Entries : 0
Number of pending Entries 0
Number of inactive Entries : 0

Time of last change in whole IP SLAs: *13:04:37.668 UTC Wed Dec 19 2012

IPSLA LRKRUFDEETE

IPSLA L AR 1, CiscolOS V7 h U = T _R—RAF A A2 TR A RE T4, Zulid.
IP SLA fEZ 7Y R— R L TWRW—ITDL A Y2 T4 2 bEENET,

B—r N FARL R (BEZ—4 > ) O IPSLA JSEMIZ B ET HI2i%, IROFNEE ELT
L/i‘j‘o

FE
ARV RFERET7IV3 Y B

RT w71 |enable FiME EXEC E— RE AR LEF, X
Bl AT—READLET (ERSH8
Device> enable é§) °

R 72 |configureterminal Ta— ) ar7 4 ¥al—3g
5l - T REBHLET,
Device# config t

AT 73 |ipsaresponder {tcp-connect | TNA A& IPSLA VAR H L LT
udp-echo} ipaddressip-address port ELET,
port-number
5 F—TU— ROEKRITKRDO LB TT,
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psia Lz Ko 2nzz [

AU RFERETOVa Y

B8

Device (config)# ip sla responder

udp-echo 172.29.139.134 5000

» tcp-connect : Responder @ TCP #¢
EEZ A X —7 I LET,

e udp-echo : VARV Z D a—H —

T—X%7Z s 7a ka) (UDP)
Toa—@EEIEY v X —EEE A
F—=7 M LET,

« ipaddressip-address : 4655 1P 7 K L
A ANHTLET,

« port port-number : 58 5EAR— hF 5
AT LET,

GE) IP7 RLR LB &
1. IP SLA EhifED
V=R TN, ANTRRTE
L7ZIP7 FLABIWD
N—hEHFE—HLT
WHREMNEH Y F,

ATvT4

end

1 -

Device (config) # end

HebE EXEC B— RICEY 7,

ATy 75

end

1

Device (config) # end

HrME EXEC E— RIZEREY 97,

ATvT6

show running-config

1 -

Device# show running-config

AN B LET,

ATy T1

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =274 Xal—var 7y
A MR EZRAF L ET,
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B rsuroro—s ior—<ormEoRE

H—ER LRLZ#OHRE |

IPSLARwy FJ—4 NI +x—<T U RBIFEDELE

TNA A ETIPSLA Ry NT =7 N7 4 —~  AWEE TS 5I121%, WOFIEEZFATLE

B

1R BHHIIZ

show ip slaapplication #### EXEC =~ > FZfEH LT, Y7 bV =7 A A=Y THIMOEES
ATHRYR—FINTNLZ EEHERL TSI,

FIE

ARV RFERETI Y

E:)

ATy T1

enable
1 -

Device> enable

¥iME EXEC E— R& A%z L7,

e NAT—REANLET (TR
Ni=%a) .

ATvT2

configure terminal

1 -

Device# config t

Ja—nR_)ar7 4 FX¥al— g
E— FEBBLET,

ATvT3

ip sla operation-number

&1

Device (config) # ip sla 10

IPSLAEI{EA/ERK L, IPSLA= > 7 ¢
Xal—arE— REEBELEST,

ATvT4

udp-jitter {destination-ip-address |
destination-hostname} destination-port
[source-ip {ip-address | hostname}] [
source-port port-number] [control {enable
| disable}] [ num-packets
number-of-packets] [ interval
interpacket-interval]

51

Device (config-ip-sla)# udp-jitter
172.29.139.134 5000 source-ip
172.29.139.140 source-port 4000

IPSLA EifE% BRDOEMES 4 7 & LT
FELT (FITIXUDP ¥ v ¥ —8ifEN
RSN TWEY) | TO=a T g
Xal—iaryE— RFE2BBLET
(BITIZUDP ¥y & — a7 4 ¥
L—yary E— RMEHSATHE
T) .

« destination-ip-address |
destination-hostname : %65 IP 7 K
VAETIIERA M ERELE
R

« destination-port : 385CHR— FEE %
1 ~ 65535 OFIPHCTHEL 7,

« ({E£E) source-ip{ip-address |
hostname} : IX{ZILIP 7 KL A FE
ToIIARA M ERELE T, #E
JEIP T RV AETIIAR A ML
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| #—ER LALBHOHE
IPSLARy b T—4 RT+—T U RBIEDRE .

ARV RFERETI Y S

EINTWRWEA, IPSLA T
I, FEEICER BITWIP T KL AN
BRI FET,

« (f£#&) source-port port-number :

KETLAR— FES%Z 1~ 65535 D
HFTHELES, A— &%
faE L2 niga, IPSLA IR A AT
HEZeh— M Z@IRL 97,

GE) udp-jitter =< > KT
EETAR— FRRE S
TG4, UDP
XISy O
R—b%&2T & LE
RLUET, UDPATH
HHAR— N 1967 &%
WU=%4A. IPSLA
ARZIZE D CPU
ERENE < 725 TEE
PHERH Y £,

o ({EE) control : IP SLA il £ ~
T—DIPSLA L AR X ~Dik
BEAEITESICLET, 7
7 A4V FTCliX, IP SLA il A »

T VIRSE T A RITEFE S

L. IPSLA L AR & L DRk N
L S ET,

« (&) num-packets
number-of-packets : AT 537
MEEATLET, fEETE L4
FHIZ 1~ 6000 TY, 7 74+ /L M
10 T9,

« ({EE) interval
inter-packet-interval : ~$4 > kD%
EifEZ X UMEBMTASNLE
T, FEETE DHIHIT 1~ 6000 T
T, T 74N ME20I VB TT,

AFw 75 |frequency seconds (EE) SLAED AT v a v ERIE
i - LET, KOBITIE, fHESHIP
SLA BMER R K E D L— N E R E
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B rsuroro—s ior—<ormEoRE

H—ER LRLZ#OHRE |

ARV FFEREETIVa Yy

S

Device (config-ip-sla-jitter)#
frequency 45

LET, HETX 2%1E 1 ~ 604800
BT, T74 I 60T,

ATvT6

threshold milliseconds
B -

Device (config-ip-sla-jitter) #
threshold 200

(EE) LEVWMESFZRELET,
WOBITIE, FEE S 72 IPSLA B{ED
L& VMEA 200 ([CRRESNET, A%
7RHEPHIL 0 ~ 60000 2 U T,

ATy 1

exit
1 -

Device (config-ip-sla-jitter)# exit

SLA#EIfEa 7 4 Fal— g v F—
K (ZOfITIXUDP Y v ¥ — a7 ¢
Xal—varE—NR) 2%TL., 7
g—/b a7 4 Xalb— g E—
RIZREY £97,

ATvT8

ip sla schedule operation-number [life
{forever | seconds}] [start-time {hh:mm
[:ss] [month day | day month] | pending |
now | after hh:mm:ss] [ ageout seconds]
[recurring]

1 -

Device (config)# ip sla schedule 10
start-time now life forever

% DIPSLABMED A r P2 — 1 7
RIA—=REHELET,
« operation-number : RTR = > k U %
FEANILET,

o (EE) life : BIEDFELT 2 HEHILR
(forever) ZERET D0, FFED
¥ (seconds) ZRELE£9, H
NI EPHIT 0 ~ 2147483647 T,
7 4V M 3600 7 (1K) T
R

(EE) art-time: [EHROIE %
BtET DA 2 AT L E 7,

FeE ORI BRME T 25613,
e, r. B (4FEEIZRRE) . A A
ZANNLET, A2 ALy
AL UANT 7 AV RRETT,
pending & AJJ3 AL, BHARKFZ]
FRETDHETIIEREZINE L £
A,

now & A1+, =7 BIcENE
ZBItAE L £,

after hh:mm:ss & A3+, f57E
L 7= ORGE % (B EZ BAA L
F9,
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| #—ER LALBHOHE
IPSLARy b T—4 RT+—T U RBIEDRE .

AU RFERRETIVa Y BHY

« (f£&) ageoutseconds : 1 & Y
HELTNRNWE XD, AEY OF)
EERGFT DB E R ELE T,
fRE T & H%PHIL 0 ~ 2073600
T, 774NV RMNIOR (W oF
THIRFT D) TT,

o (f£&) recurring : fEH. #fE%
HENWICEITT DL ICHELE

ﬁ—o
RFv79 |end Kt EXEC &— FICRY £7,
1
Device (config) # end
R 7w 710 |show running-config AN &R LET,
£
Device# show running-config
25w 711 |copy running-config startup-config EE) av74Falb—var 7y
i - A MCBE R R LET

Device# copy running-config
startup-config

UDP oy A —avIqaFxal—>3y
Wiz, UDP ¥ v % — 1P SLA BMEDOREMEZ R L E7,

Device (config) # ip sla 10

Device (config-ip-sla)# udp-jitter 172.29.139.134 5000 source-ip 172.29.139.140 source-port
4000

Device (config-ip-sla-jitter)# frequency 30

Device (config-ip-sla-jitter)# exit

Device (config)# ip sla schedule 10 start-time now life forever

Device (config) # end

Device# show ip sla configuration 10

IP SLAs, Infrastructure Engine-II.

Entry number: 10

Owner:

Tag:

Type of operation to perform: udp-jitter
Target address/Source address: 1.1.1.1/0.0.0.0
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Target port/Source port: 2/0
Request size (ARR data portion): 32
Operation timeout (milliseconds): 5000
Packet Interval
Type Of Service parameters:
Verify data: No
Vrf Name:
Control Packets:
Schedule:

Operation frequency (seconds): 30

Next Scheduled Start Time: Pending trigger

Group Scheduled : FALSE

Randomly Scheduled : FALSE

Life (seconds): 3600

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE

Status of entry (SNMP RowStatus):
Threshold (milliseconds): 5000
Distribution Statistics:

Number of statistic hours kept: 2

0x0

enabled

Number of statistic distribution buckets kept:
(milliseconds) :

Statistic distribution interval
Enhanced History:

UDP v A —8i{EZxEARAL-IPY—EX L

EEILT AL A O UDP ¥y & — k%7

1R HAEINIC
HETT
F) T, IPSLA L AR F & A X

(milliseconds) /Number of packets:

notInService

H—ERX LRLEZFHOHEE |

20/10

1
20

’\‘)LODJJ*J?

RET DITIE, ROFIAEE

Li‘d‘o

FTNAAETUDP Vv X —8EEZRETDICE, ¥—F v b TA 2 (@MEXZ—7F v
—TNVNTDHVENRHY 9,

Flig
ARV RFEEETIa Y B

AFwvF1 |enable FEHE EXEC E— RE2 AL £,
1 - e NRATU—REANLET (FERS
Device> enable ibfig%é§) °

5w 2 |configureterminal rTa— )L a7 4 FXal—a
Bl T REMALET,
Device# config t

25w 73 |ip daoperation-number IPSLAENEZ{ERK L, IPSLA =7 o
B - Xal—agrE— REBBLET,
Device (config) # ip sla 10
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| #—EX LALZHOH
UDP Sy & —EpE A LI IPH—E 2 Lo ]

ARV RERETI3 Y EL:Y

A7y 74 |udp-itter {destination-ip-address | IP SLA @i{E% UDP ¥ » & —@h{EL L
destination-hostname} destination-port | <=1 UDP Y v ¥ — a2 7 (¥ =
[source-ip {ip-address | hostname}] [ L—ay B— FEEBLET
source-port port-number] [control {enable _ °
| disable}] [ num-packets * destination-ip-address |
number-of-packets] [ interval destination-hostname : %65E IP 7 K
interpacket-interval] VAFIIEIARA M EFRELE
1 - EE

e (o iamipela)# udpodite « destination-port : 5% — M &5 A&
Device (config-ip-sla)# udp-jitter he -
172.29.139.134 5000 source-ip 1 ~ 65535 O TIHRELET,

172.29.139.140 source-port 4000 o L
« (f£&) source-ip{ip-address |

hostname} : IX{ZLIP 7 RL A FE
TIIARA M EIRELET, &5
JEIP 7 R LA E 2R A N4 D e
E SN TWRWEA, IPSLA T
I, SEEICHRBITVIP T KL AR
BIRENFET,

« (f£&) source-port port-number :
HEEILAR— FES & 1 ~ 65535 D
HPHCHEELET, A— 1 E&EF%
FRE LW i54 IPSLA IXFIH AT
REZR R — R &R L 7,

GE) udp-jitter =< > R T
R TEAR— FOSERE &
T W4 UDP
XISy RO
ANl N AV VNI epE
RLUET, UDPATH
HAR— K 1967 %1%
RU=%4A . IPSLA
AR XD CPU
RN E < 725 ATHE
PHERH Y £,

« (f£E) control : IP SLA fillf# £
T—DIPSLA L AR Dk
BEAhEITENCLET, T
7 4V R TTiL, IP SLA il X v
T VIS T A RTEE S
AL, IPSLA L AR & L O#fen
feSL S ET,
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B ovoroos—merEEALEPY—ER LRLOSH

H—ER LRLZ#OHRE |

ARV FFEREETIVa Yy

S

« (f£#) num-packets
number-of-packets : AT 5 /37 v
FMEAANNLET, FRETE 54
FHIZ 1~ 6000 TY, 7 74/ M
10 T3,

« (fEE) interval
inter-packet-interval : /X% > kD%
EHEZ I VBB TASLE
¥, FRETE H%iMHIE 1~ 6000 T
To T 7 AN NT20I VFTT,

ATvTh

frequency seconds

&1

Device (config-ip-sla-jitter) #
frequency 45

(=) $8E L7~ IPSLAENMEZ R0 X
THREZRE LE 7, fBETE HHM
1% 1 ~ 604800 . F 7+ /L ~F 60
i,

ATvT6

exit
1 -

Device (config-ip-sla-jitter)# exit

UDPY v #— a7 4F¥al—i gy
F—REKTL, ZJe—Lar7y
Fal—IaryE—RIEY £T,

ATy T17

ip da schedule operation-number [life
{forever | seconds}] [start-time {hh:mm
[:ss] [month day | day month] | pending |
now | after hh:mm:ss] [ ageout seconds]
[recurring]

51

Device (config) # ip sla schedule 10
start-time now life forever

%2 DIPSLABED A P a—Y 7
WRTA—BEFELET,
« operation-number : RTR = k U %
FHEANINTLET,

o (ER) life : EEDFAT % HEHI R

(forever) IZEXTET D>, FFED
¥ (seconds) #RELET, A
Bh7p#EPHIL 0 ~ 2147483647 T,
F 7 5L M 36007 (18 <
7T

(EE) dart-time: [FHROINE S
BRLGET DR 2 A L E T,

BB ORI BRMET D5 A 1T,

e, 0. B (Q4msREIZEFD) . A A
EANNTLET, A AT L7
Ay UANT 74V FERETT,
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| #—EX LALZHOH
UDP Sy & —EpE A LI IPH—E 2 Lo ]

ARV RFERETI Y S

pending & AJ) 9 X, BHARKEZ]
EYRETDHETIHEREZNEL F
TA,

now & AU, =72 bICEIE
ZBtAE L £,

after hh:mm:ss & A3, f57E
L 7= D% % 2B EZ BilAA L
*7,

« (&) ageoutseconds : 1 & 1Y

ELTWRNWEXIZ, AEY OH)
EERAFT OB EBELET,
FBE C& 2 #iPHIL 0 ~ 2073600 b
T4, T7ANMIOR (\WoF
THRFT D) TT,

« ({LE) recurring : fEH . #EifE%
HEIRICEIT T2 L9 ICRELE

7
AFv 78 |end ¥ EXEC £— RIZREDY £,
5 -
Device (config) # end
R w79 |showrunning-config AN EHER L ET,
1 -
Device# show running-config
R 210 |copy running-config startup-config EE) ar74FXal—var 7y
B - A NCRRE BRI LET

Device# copy running-config
startup-config

UDP < w4 — IP SLA Ei{EDEETE
&Iz, UDP ¥ v % — 1P SLA BMEOREMEZRLET,

Device (config)# ip sla 10
Device (config-ip-sla)# udp-jitter 172.29.139.134 5000 source-ip 172.29.139.140 source-port
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4000

Device (config-ip-sla-jitter)# frequency 30

(
Device (config-ip-sla-jitter)# exit
(

H—ERX LRLEZFHOHEE |

Device (config)# ip sla schedule 10 start-time now life forever

Device (config) # end
Device# show ip sla configuration 10
IP SLAs, Infrastructure Engine-IT.

Entry number: 10

Owner:

Tag:

Type of operation to perform: udp-jitter

Target address/Source address: 1.1.1.1/0.0.0.0

Target port/Source port: 2/0
Request size (ARR data portion): 32
Operation timeout (milliseconds): 5000

Packet Interval (milliseconds)/Number of packets:

Type Of Service parameters: 0x0
Verify data: No

Vrf Name:
Control Packets: enabled
Schedule:
Operation frequency (seconds): 30

Next Scheduled Start Time: Pending trigger

Group Scheduled : FALSE

Randomly Scheduled : FALSE

Life (seconds): 3600

Entry Ageout (seconds): never
Recurring (Starting Everyday): FALSE

Status of entry (SNMP RowStatus): notInService

Threshold (milliseconds): 5000
Distribution Statistics:
Number of statistic hours kept: 2

Number of statistic distribution buckets kept:
Statistic distribution interval (milliseconds) :

Enhanced History:

20/10

1
20

ICMP TO—FEZERALZIPY—EX LRILOSH

BEITLT A A LD ICMP = a—8i{EZ R ET HICiE,. ROFINEEFEITLET,

48 HHEIIZ

ZOBEHETIE, IPSLA VAR FHZBENI L TEL LEIIH Y ¥ A,

FIE

ARV RFEEETI 3y

E:)

ZFwF1 |enable
1 -

Device> enable

¥iME EXEC E— F&AZNZ L £,

e NAT—REANLET (TR
N8558 .
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| ¥—EX LALZ#HDH
IcMP Ta—Bte£EA LI P H—ER LALosH [

ARV RFEEIETIa Y B

RFw 72 |configureterminal ra— ) ar7Z 4 ¥al—ar
- T REBALET,
Device# config terminal

Z 5w 73 |ipsaoperation-number IPSLAEIEZ{ER L, IPSLA=> 7 ¢
11 Fal—varE—NeltaLET,

Device (config)# ip sla 10

RF w74 |icmp-echo {destination-ip-address | IP SLA #i{F% ICMP =2 —&ff & L C
d_estination—hostname} [sourceip s ICMPT—a— a7 ¥ L—
i{r:t)e-?fc:izisa hostname} | sour ce-interface gy E— REEELET.

* destination-ip-address |

I destination-hostname : %64 IP 7 K
. . . VAFERIIARA M ERELE

Device (config-ip-sla)# icmp-echo

172.29.139.134 R

+ ({&) source-ip{ip-address |
hostname} : IXfELIP 7 R L A &
ToIEARA ML EZRRELET, *ME
JEIPT RUAETIFXARA MR
ESNTWRWEA IPSLA T
. SESEICHR BITVIP T R L A3
BEIRENET,

« (&) source-interface
interface-id : EHEIZ%I 3 51515 T
A B =T x4 AERELET,

AT w75 |frequency seconds (EE) 57 L7- 1P SLA BY/E4 #: 1 3K
1 TR ERE LET, HEETE 5

1L 1~ 604800 BV C, 7 7 4 /L b X 60
Device (config-ip-sla-echo) # frequency]| ib7?7fo

30
ATvT6 |exit UDPTta— a7 4 X2l —3igy
- T FEMTLET, T, sr—
SN ary 7 4 ¥ alb—ygrE— R
Device (config-ip-sla-echo) # exit qu)ji7ro

Z 5w 77 |ipdascheduleoperation-number [life ff#l # DIPSLABMED Ay ¥ 2 — 1 7
{forever | seconds}] [start-time thhimm | <5 1 — 7 22n5 | 4
[:ss] [month day | day month] | pending |
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B oove o-—m#EERLEPY—ER LRLOSM

H—ER LRLZ#OHRE |

ARV FFEREETIVa Yy

S

now | after hh:mm:ss] [ ageout seconds]
[recurring]

51

Device (config) # ip sla schedule 10
start-time now life forever

« operation-number : RTR = k U %
FHEANITLET,

o (ER) life : BEDFAT % HEHI[R

(forever) IZFRET D FFED
¥ (seconds) ZfRELE4, A
Bh72aPHIZ 0 ~ 2147483647 T,
F 7 4V ME 3600 % (1HE[) <
7T

(EE) dart-time: [FHRONES
BtaI B 2 A L E,

FeE DR Blia T 2 561,
Ke, r. B (4R . A A
wANILET, HE A LW
By YMART 740 FRETY,
pending & A3 AU, BAAAIFA
ERETDETIIEHREZNE L F
A,

now & AJ1+ i, = bIicEE
ZRR L E T,

after hh:mm:ss & A 195 &, f85F
L 7= O % (B E % BAA L
iﬁ‘o

(1£&) ageout seconds : & % X

FLTWRNE X, AEY OENME
TIRFT OB EREELET, |
TETE DHEPHIZ 0 ~ 2073600 F T
T, T7AN NI (WO FET
HLIRFT D) TT,

« (IEE) recurring : fiH . BEifE%
HENIZSEIT L £,

ATvT8

end

1 :

Device (config) # end

¥eHE EXEC £ — FIZED £,

ATvT9

show running-config

&1

AN B LET,
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| #—EX LALZHOH

IcMP Ta—Bte£EA LI P H—ER LALosH [

ARV FFEREETIVa Yy

E:)

Device# show running-config

X 710 |copy running-config startup-config
i -

Device# copy running-config
startup-config

UEE) =274 FXal—ar 77
ANVCEREEZRITFLET,

ICMP T J— IPSLA B1{EDHTE

Wiz, ICMP == — IP SLA IMEDHRTHI 2R LE T,

Device (config) # ip sla 10

Device (config-ip-sla)# icmp-echo 172.29.139.134

(
(
Device (config-ip-sla-echo) # frequency 30
Device (config-ip-sla-echo) # exit

(

Device (config) # ip sla schedule 10 start-time now life forever

Device (config) # end
Device# show ip sla configuration 22
IP SLAs, Infrastructure Engine-IT.

Entry number: 12
Owner:
Tag:
Type of operation to perform: echo
Target address: 2.2.2.2
Source address: 0.0.0.0
Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0
Verify data: No
Vrf Name:
Schedule:

Operation frequency (seconds): 60

Next Scheduled Start Time: Pending trigger

Group Scheduled : FALSE

Randomly Scheduled : FALSE

Life (seconds): 3600

Entry Ageout (seconds): never
Recurring (Starting Everyday): FALSE

Status of entry (SNMP RowStatus): notInService

Threshold (milliseconds): 5000
Distribution Statistics:
Number of statistic hours kept: 2

Number of statistic distribution buckets kept:
Statistic distribution interval (milliseconds):

History Statistics:
Number of history Lives kept: 0
Number of history Buckets kept: 15
History Filter Type: None

Enhanced History:

1
20
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H—ER LRLZ#OHRE |

B rsusroz=sy>y

IPSLAENMEDE=R Y >H

WDHRT, IPSLABHEDORTE LR EZFTTHOICHHT s a~ 2 RIZoWTHBH L ET,

R I:IPSIABEDE=S2 ) VY

show ip sla application

Cisco IOSIP SLA ® 7' &

show ip sla authentication

IP SLA FRFEIE# %2 For

show ip sla configuration [entry-number]

T IP SLA BifEE
T 7 F IV MEZE T T

show ip sla enhanced-history {collection-statistics| distribution statistics}
[entry-number]

INEE LT JBRE A B o
T IPSLA BifEE 7213
FHEHRAEFR R L ET,

show ip da ethernet-monitor configuration [entry-number]

IPSLA HE)A —HY R

show ip sla group schedule [schedule-entry-number]

IPSLA V' )V—7F R /r
F9,

show ip da history [entry-number | full | tabular]

FRTOIPSLA BIfEIC

show ip lampls-lsp-monitor {collection-statistics| configuration |ldp operational-state
| scan-queue | summary [entry-number] | neighbor s}

MPLS 7 ~L A4 F
EFRLET,

show ip dareaction-configuration [entry-number]

T T IP SLA BifEE
TR L 2 WMEDE =

show ip dareaction-trigger [entry-number]

T T IP SLA BifEE
Jir B U A A R

show ip slaresponder

IP SLA L AR Z o

show ip da statistics [entry-number | aggregated | details]

BERAT —Z 28 L
~RLET,

IPSLAEIMEDE=4R ") > Dl

WOHNE, TV r—2a DT _XRTOIPSLA Z R L TWET,

Device# show ip sla application

IP Service Level Agreements
Version: Round Trip Time MIB 2.2.0, Infrastructure Engine-III

Supported Operation Types:

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X 1 v F) ®rvy hJ—9EEBa T4 X2 L—>3> HA K



| ¥—Ex LALBZHOHEE
zomwnszay |

icmpEcho, path-echo, path-jitter, udpEcho, tcpConnect, http
dns, udpJitter, dhcp, ftp, udpApp, wspApp

Supported Features:
IPSLAs Event Publisher

IP SLAs low memory water mark: 33299323
Estimated system max number of entries: 24389

Estimated number of configurable operations: 24389

Number of Entries configured 0
Number of active Entries : 0
Number of pending Entries 0
Number of inactive Entries : 0

Time of last change in whole IP SLAs: *13:04:37.668 UTC Wed Dec 19 2012

WOFNE., TRTHDIPSLAT A A RY Ea—3 g UHEEHMEREZ R LTWET,

Device# show ip sla enhanced-history distribution-statistics

Point by point Enhanced History

Entry = Entry Number

Int = Aggregation Interval

BucI = Bucket Index

StartT = Aggregation Start Time

Pth = Path index

Hop = Hop in path index

Comps = Operations completed

OvrTh = Operations completed over thresholds
SumCmp = Sum of RTT (milliseconds)

SumCmp2L = Sum of RTT squared low 32 bits (milliseconds)
SumCmp2H = Sum of RTT squared high 32 bits (milliseconds)
TMax = RTT maximum (milliseconds)
TMin = RTT minimum (milliseconds)
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VLAN 2 E=4F5Z¢HLTEFET, ZNET 740 TT,

0—W/VSPAN v g R—FDT 74/ NRETIX, TXTOHX T LNy vk
SNFET, 2L, A — M EERET HFRIC encapsulation replicate ¥ — U — K& A4 5%
L ROEENRELET,

« EEILAR— ML U 7GR E (¥ 772 L, E72IXIBEES02.1Q) ZEHL T, v
R A3sESER— M E SN ET,

«BPDURLA Y270 bal Xry hagGhd XTOXATONRry "BRE=F I E
7,

Li=NoT, 7ML T U r—ra B F—T7 &N — /L SPANtE v a3 T
WX, #7277, BEXWIEEE 802.1Q # /& /X » "5 — MIRETZ2Z ENHV
KR

TN AR LY . AJIEETRA— b, B ETEA— b, E2IESPANSE AR — kT
Ty R Ry TENDZENHD ET, RIS, ZNEORMEITEWIZERB T, I
wRLET,
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L |

« Ny MERE PB DR S ET A, SPAN §i5EH— kDA — =Y T X7 T A T B
HTE=S SRRV ERDY ET,

c ANy FREIRE SRV S b 6 SPAN SR — MIERET 220D
V) \i—g—()

« T ZDEEHERFIK T Fe y FSniiir y ME, HASPAN/EL S Fr vy 7S i
£

SPAN DR EIZ L > TiL, F—EFLD/ T v O a v —03 5, SPAN s8E4HR — MIHE(E S
nNEJ, 7ExE F—FATORXE=F—HEAR—FBTOTXE=F—HIZHHH (RX
ETX) SPANE Y v a U RRESN TS ELET, Ty EBRR—FANLT A RAZAS
TAR—=FBIZAA vFENDH L, EETy hORE ATy b5 — MIEEENET,
ZDSH, WHFONRTy MEFRILHDIZRY £5, LA P3IESHWIMTONIEEITIE,
Ty NEBEDORDRR Dy NI 77,

BIELA— R WAE=F—RHF— 1) 1E Fy k=2 8T 7 4 v 7 HHOTDIERT 2
AA v F R F— P EIL—T v K H— T

1 >0 —H/LSPAN v a3 771X RSPAN #Et v ¥ a Tk, EHELR—MNEIT
VLAN D N T 7 4 v 7 #B—FHERIINFRTE=X—TZET,

TRA A, EBOBOEEITLAR—F (T, ATHHREZRR— FORXEET) LEED
B DHEEITL VLAN (R —FENTWD VLAN DR ARET) 2R —FLTWET,

H—Dtyia iR —FBLOVLAN ZBIESELZ LT TEER AL
EEITLAR— FOMIL, kOB T,
cHBHPDSPANE Y a0 TE=HF—TXFT,

c®E=X—9 5000 (AN, B, £3WY5) 2fEL T, FEELR— M RETE £
B

¢« T RTDOR— b ZA 7 (EtherChannel, ¥HE Y b £ —V R v b2 ¥) BNA[EETT,

+ EtherChannel 25{5cD35A 1%, EtherChannel £/K T, F 7/ IiIWE AR — b AR— b F¥ 1L
EEN TV DHEEITWEAR— N BTN, NI 74 v 2E=4—T&ET,

T EAR—=F FTUT HR—=F V=T v FR—F FLIFTER VLAN R— MIFEE
TEET,

SR — MZTHZ LITTEEY A,
« EETTAR— MIFE L VLANIZH-> THEAR D VLAN IZH > THENEE A,
cH -ty a VNTHEEORE TR - 22X —F 52 ENAJRETT,
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SPAN # & U RSPAN D |
B xExvan

1% 7T VLAN
VLAN ~X—Z ® SPAN (VSPAN) TiX, | DF I3 EHDO VLAN DRy N T —7 vTF T 4 v

= H—TZEEF, VSPAN WD SPAN %7712 RSPAN EETLA X —7 = A AH VLAN
DLV, FTFTT7 49 71TFDVLAN OFT_XTOR— N TE=F—ENET,

VSPAN [ZIZR DRFHERH Y £9°,

e EEITLVLAN NOTRTDOT 7T 4 7 R— MIFETLR—FE LTEEN, BH—FnE
MM CE=%—Tx 4,

HTEESNER—FTIE, F=F—x%D VLAN FDO T 7 4 v 7 OBPEEILER— Mk
FEnEd,

«SUSEAR— FAE[EIC VLAN ICFTIR T 25618, KR A bt sh, £=4—&
NEEA,

o R— FAE[EIC VLAN IZIBINE 7 ITHIBREND &, ZNHEDFR— hTRIEINEET
VLAN D v T 7 4 v 71k, T=Z—FOFETITEME-ITEBREESE T,

e VLAN EETLELFULEYy a3 ND 7 4 /L% VLAN #4252 LT TE A,
s B X —TEBHDIE, A —H%F v b VLAN 7215 T,

VLAN 7 4 LR

N7 R—= P EEETAR—FE L TCE=X—TB5A, 774V TIE, v T 7 ETT 2
T4 TIRTRXRTCOVLAN RE=F—INET, VLANZ 4V Z ) o TEERLT, hTv 7
EETLR— R TOSPAN T 7 4 v 7 DF=F — R EHED VLAN I[ZHIBRTX £,

s VLAN 74 WHE VU IREHSNE2DIE, P77 R— hFEZIEEF VLAN R— s D&
<9,

s VLAN 7 4 WV Z U AR — F_X—RA By a A AlOAHEA S, VLAN #ELIZ LD
Ty varTCEEATEEEA,

s VLAN 7 4 V% UA MPIEINTWALS, N7 A—MERITEFR VLAN T 7 &
A R— I TIEZY A MNDFEY VLAN OBNE=F —INET,

M®T N ZATINBEFERETDHSPAN N7 7 4 v 71, VLAN 7 4 VX2 ) 2 T DOEEL
ZiFERA, OFEV . TTDO VLAN o R— N THEHTE £,

¢« VLAN 7 4 V2 U o Z¥BEIL. %845 SPAN R— MIHEEINT- NTF 7 4 v Z IO BEH
L. BEDNT T4 T DAL v F U TIITEBEY 52 T8 A,
SR AR—

£ ua—H)LSPAN v a o F7-I1F RSPAN 5655 v o a L I2iE, FETLHR— FB L VLAN
MEDNT T 47 Davt’—%%(EL, SPANX Y v hea—V— (@BEITIRY hU—27 T7TF
FAY) WCEETHEER—F GBlaT=F—HAR—F) BLETT,

FESEAR— ORI, RO EBY TT,
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saei— b~ [

e 2 —1)VSPAN |t v ¥ a Y OE | sEEAR— MIEETLAR— FERIUT A AL I T A

ARAL ) TIAFAEL TNV D BN H D £, RSPAN & > = DA 1E, RSPAN %t
vty arEgirT A A RICHY £9, RSPANEEek vy a v ORrEFETTHTA
ARFTNIT A ARZ w7 120%, s8R — MIdb v A,

e R— F%Z SPAN SR — M E LTRHETDHE, TOR— MREN EEXINET, SPAN
SRR EZHIRT 5 &L A— MILRTOREIZREY £9, A— MM SPANELLA— M E L
THEREL TV DS — FOBRENEFT SN D &, SPAN SR ENHIBREND E T, &
FIXEIN 0 FEA,

o 78— K A3 EtherChannel 7 /L — A2 & ENTWI=HE . FOR— FA5EER— & LTHRE
ENTWBHE, Z—7bHIBRENEd, HIBRENIZAR— 2BV —7T v RER—FTHo
TeSa., ZOR— MIV—T vy RAR— TR ET,

AEEDOA —H Ry MEAR— MITEET,
X 2T R—MMITHI LT TEEREA,
cKEILAR— MZTHZ LITTE A,

e —FEIZ1ODSPAN T v a NI LMBINTEEHA (D SPAN & v g v DsideiR—
M, BIO SPAN & v v g v DFEHAR— MIRDZ EIFTEERA)

T I TATRGE, BENT T4 v 7 IET 4 E—T MRV £F, A— MEISPAN kv
aVIIKER N T T 4 v T UAMIEE L ER A, SRR FNTCIEERE N T v BF
HLEY, BBXEL7ED LERA,

AN INT T4 THEEENRRY NT—7 X2 T 4 TN, AT R—T VDL, Fik
A—=MIVAVY2TrTIT T4 v BlGELET,

«LA¥27v has (STP, VTP, CDP, DTP, PAgP) OWTHIZHESML E£H A,

« [LE D SPAN & v ¥ 3 > OIFETE VLAN IZFTE T A58 R— NI, HEILU X b %
ShEH, E=F—SNEHA,

« TNRA AZAETNET AL AREZ v 7 OSSR — b OFRRENL 64 T,

71— 77/ SPAN B JLO'RSPAN %568 — M, VLAN Z X0 7B L O S b THRD L H iz
BEN R/ F77,

« 11— SPAN TlE., %i%t4— hIZ encapsulation replicate & — 7 — KB3EE STV 5
Bt %37y Moo e bpMER SivES (¥ 772 L, ISL, F72IX IEEE
802.1Q) , INHLDOF—T— RBFFEINTWRWEE, Nry MIF¥ 7L 74—~ v
M7 £9, L7z -> 7T, encapsulation replicate 34 x—7 Wi/ >T\bHr—H )b
SPANt vz Oz, # 77 L, ISL, F72IXIEEE802.1Q ¥ /& /37 v L MRIE
THZERDY T,

« RSPAN O#341%. 75» VLANID [Z RSPAN VLANID T FEX XN A7-HEkbET, L
-85 T, SAER— T FOT_XTORry MIE TR LIS F7,
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SPAN # & U'RSPAN D& |
[l rspanviLAN

RSPAN VLAN

RSPAN VLAN /. RSPAN O%fEtE v a v sty a VM TSPAN T 7 4 v 7 #ix
L %9, RSPAN VLAN |Zi%. ROEMRH Y £,

*RSPANVLAN DT RTD M T 7 4 v 71d, WIZT7 T v T 47 ShET,
« RSPAN VLAN TIZ MAC 7 RV A IZFEE ENFEH A,
*RSPANVLAN N7 7 4 w7 BN DDIE, T 7 R—hF EDOHTT,

« RSPAN VLAN /%, remote-span VLAN 22> 7 4 ¥ ol —v g T—F a<vr e L
T, VLAN 2V 7 4 X2l —rary B— RTRETIHLEND D £7°,

» STP X RSPAN VLAN k77 ETHEITTEX ETM, SPANSELA— h ETIHFEITTEF
A,

*RSPANVLAN %, 77 A X— K VLAND 774~ U £l ¥ Y VLAN IZIETE F
A,

VLAN FZ %7 7o haj)y (VIP) IZx L TR TH S VLAN 1 ~ 1005 D4 . VLAN
ID 1 X Ui d 5 RSPAN i IX VIP IZ L » TIERE S E 9, 53 VLAN#GPH (1006 ~ 4094)

N RSPAN VLANID 2%V B THEAIE, T _XTCOFMT A 22 FEHTRET HLERH
D E£7,

WHEIX, v MU —27 28D RSPAN VLAN %#Fl@E L., £ EH D RSPAN VLAN Tx v b
T—J KO RSPAN Y v a v ZERLET, 2FEV, Xy MU=V NOEEOLITICH D
#E D RSPAN 55t v a T, N7y & RSPAN &y v a VZEETEET, £,
Fv hU— 7 2RI L THEED RSPAN 5656 » v a3 V% 3%E L, [Al U RSPAN VLAN % &
=H LY, 2=V T 74 v 7 BB EFE LY TEET, v a VIZRSPANVLANID (2
LoTKRlENET,

SPAN # & UF RSPAN & fth DHEREDHHE/F A
SPAN Ik OHERE & LI M L %7,

=T 47 SPANIIN—T v K 77 4 v 7 ZEEMRLEE A, VSPAN BEERT 20
X7 A RZHAVTH 8T 7 0 v ZIZ[RBiL, VLANMICA—FT 4 7 SNBH T 7 4 v
TITEMRLERA, 722X, VLAN BZEE=F — i, 7T /3 ADB]D VLAN /b
BRI R VLANIC N T 7 4 v 7 &2 N—T 4 V7256, TN 7 4 v 7B SN
7. SPAN 3650 — R CRE SN EHA,

«STP : SPAN £721ZRSPAN & v > a U N T 7 T 4 772, iR — MISTPIZEMML £
/A, SPAN £721X RSPAN & v o U NN/ 5 & 5a0eR— I STP ICBMMTE £
9, EEILAR— FTiX, SPAN X STP A7 — 4 A8 A 5 2 £/, STP iX RSPAN
VLAN 2% 4 25 7207 R—FMETT 7T 4 712 TEET,

«CDP : SPAN &> ¥ a3 V3T 77 ¢ 772, SPAN %6567 — NI CDP IZSML £H A,
SPAN v a v RNTF 4 —7 b &, R— MIFOCDPIZBML £,

«VIP : VIP {45 L. 531 A[TRSPAN VLAN O 7 )L — = F R A[HE T,
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| SPAN & & Uf RSPAN %
SPAN & RSPAN & 734 2 252 w4 [

*VLANB IO M7 F 07 XELA— b, E72135%EAR— RO VLAN A 3 —2 v
FLF N T OBREME, WOTHLELTEET, 7L, sEHEFR— FD VLAN A~
N2y TERIL T 7 OREEITHT HEEDHNT/ 5 OIE, SPAN 56 553% E & Hl
BRL TS TT, BETLR—FD VLAN A" —2y FE213 T 0 7 O EMIZRT
HERIL, ZEBICEMICRY . %G5 SPAN Y v g U AZERICG LT HEINIC T
EnET,

EtherChannel : EtherChannel 7 /L — 7 %% — b & L TRETE £7, 7 /L—7H SPAN
EEILE L TERESNTWAELE, Z7—T72KRERINET,

ECAH 652 O EtherChannel 7 v — 712 AR — S 2 BIN19 5 & . SPAN K ETLA—F U R »
WZH LWAR— R 2SBINENE T, B2 O EtherChannel 7V — 7 02 bR — k&2 HIBR$ 5
LU EEILAR—RF UR IO LZFOR— FRAABICHIBRI N ET,

EtherChannel 7 /v — 7 IZFTE T 2 EE AR — b % SPAN X5 i — F & LTEREL., 5l
& EtherChannel D—¥ &5 Z LN TEET, ZOHAE, ZOWHEIR— i EtherChannel
WZBIMLTWDeD, ZOR— b0 T =X IEH I ET, 7272 L, EtherChannel 2/
N—TICEENDLYEAR— % SPANSESE L L CRE L72E . TOWEAR— ML/ L —
TBHIRSIET, SPANE Y a3 b ZDOR— FRHIERE S &, EtherChannel 27
=T IZHEIMA LE T, EtherChannel 7 /L —7 ML HIBRI LA — ME, ZA—7F XN
DF FTT A, inactive F 721X suspended A7 — 720 F9°,

EtherChannel 7' /L — 7128 N 2 WERAR — M A%EEAR— hTH Y . % D EtherChannel 7' /L —
TNEETTOEEA . A— Fi EtherChannel 7 /L — 7" 8 T OB RA— K U X hx b HIER
SNET,

YNANTFXXY AL NT T 4y EEATEET, HOFR— FBLOANIAR— FOERTIE,
RIEED 8 RD3 12721 SPANSESER— MIEFEShES, v+ FHv X b Ty
N OFERIBUIKM S VE R A,

75 A4 ~_— K VLAN R— ~Z. SPAN 5i2eAR— MIIIRETEX EH A,

X 2T R— % SPAN SR — M D2 LidTeFEHAL

SPAN & v ¥ 3 > Clk, AJREDNSESEAR— N THYOSE, HOEEH L ThHHR— |
THR—F X2V T 42D LRNTLZE N, RSPAN #E0E v g Tk, H
PR TCWAR—FTCR—F X2 T 40 280 LN TLEE N,

IEEE 802.1x 7N — k& SPAN /308 — MZCT& £, SPAN %i5eR— b kT IEEE 802.1x
AT TEE T, SPANSESEE LTI OR— F&HI%d % £ T, IEEE802.1x I ML)
RESNET,

SPAN & > ¥ 3 U Cld, ANHRENSEEHR— N THEROLE, HAOZEHRL DA — |
TIEEE 802.1x Z AN LT 72 &V, RSPANEE ot v v a v Tik, HAZERL
TUW% 7R — R CTIEEE 802.1x ZHMZ L72WTL 7230,

SPAN & RSPAN &L T/ R XA WY

AL FDAL 71X 1 DOHEAAL v FH=RITT2d, 7 —H/VSPAN ODX[FLHA— FEBIW
AR — MI, A ITNDERBRDHDAAL v T THHIHERHV ET, Lizhlh-T, AXvIN
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SPAN # & U'RSPAN it |

TOAA » FOBEIME-ITHIERIZ, RSPAN OXETE v a v 356ty a V721 T
1372<, B—HVSPANtE v a VICHLEEBEEZRIFLET, AL v TFRAKX v 7 hBHHIBRES
L. TIT4 TRy aVNIET I T4 TICRVET, o, AA v TFBARAX v 7 IZEBME
NoL. T T 4T B arNT T 4TI £,

70—~X—X® SPAN

EETR—-FCERISND T 74y 2778 A a2y ba—L U A+ (ACL) %M 5
7 1m—~_—2Z SPAN (FSPAN) F7-1% 7 o —~—2 RSPAN (FRSPAN) Z{#fj L T. SPAN %
72IXRSPAN TEHR T oy NU—2 b T T 4 v 7 DX A FAHEITE £9, FSPANACLIZL,
IPv4, IPv6, BEIOEERINDIEIP N T 7 4 w702 T 4N Z ) T HRIITHRETEET,

A H—TxA A% @ LTCACL%Z SPANt v g @A LET, ACLIZSPANE v 3
NOTRXTOA L H—T 2 A ATERINDGTXTO NI 7 4 w7 IZEHESNEST, ZOACL
Lo T END /37 ME, SPAN%ELAR— MZab—SnET, 1E0hD/37 v MESPAN
AR — Mlavr—3hEdA,

JED 8T T 4w Z IR L CHRE &, i L CWDIEE DR — R, VLAN, BXOL—%

ACL 28 H S#vE 7, FSPAN ACL IR EDWREIHEL 5.2 5 2 L1db 0 /A, FERIZ,
A— k. VLAN, BLOV—F ACLIL, "7 74 v 7 DE=F ) TR EBEE 2 EHA,

X2V T 4 AJTACL ANy v R RS L7220k SRR 0EE Th . FSPAN ACL 23#F
"4 AL, N7y MEISPANSEEAR— Moav—&nET, UL, BX=2UF 11/ ACL
DTy R ARG LI OISR SN WSS, 237 v FMEISPANSIER— Moa b —&nE
Hh, 2L, BX=2 U7 o ) ACL 3N v NORFEEFFAI LIcHE 720, N7y M,

FSPAN ACL 28#F 7] L7284 SPAN 56 e AR — M a v —&h 4, ZAULRSPAN v v 3~
WIZOWTHEHTUTED £,

SPAN & v g iZid, (kD 32D F A 7D FSPAN ACL ## TX £,
« IPv4 FSPAN ACL : IPv4 /X7y NG 27 42 ) 7 LET,
« IPv6 FSPAN ACL : IPv6 X7 > "2 T 7 4N Z U v 7 LET,

*MACFSPANACL : IP T > NETFEZ A4 NZ ) 7 LET,

2B TITREENTZ VLAN X— 2D FSPAN ¥ v ¥ 3 N 1 DFERITEBOT A 2 Eo

N= Rz T AEVIZNRELRWEAE, By vaiZinooTF A A LT re— KEhiz
HLOL LTSN, T3 A TOFSPANACLBL WY =2 0 7 DIdD vTF 7 4 v 713,
SPAN %6 JcR— Mza b —S A, FSPANACL I3fi L CELBEHEIN, T 74 v
Z1X FSPAN ACL 23— R U =7 AE VITINFE DT /SA AD SPAN iR — Moav—3siE
7

720 FSPAN ACL NEdE S5 &L —Ed n— R = THEAEIC L 0 . 23 ACL @ SPAN %64
A= MITRTO I 74y rpnab—siEd, +on—RKy=7 U Y—AREHTER
WA, 22D FSPANACL b7 o — REN S AR H Y £3,
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SPAN 3 & U'RSPAN DT 7 # JL L&

= 11:SPAN 5 & U RSPAN DT 7 #+ )L +ERE

SPAN 35 & U RSPAN 07 74 1L k2 I}

HaE

FIHIFEFE

SPAN ® 27— b (SPAN & X TYRSPAN)

T 4E—T

T THRERITER— N T T 4w T

ZENTIT T4y EEENT T 4 7 DM (both)

AT E AT GiSeR— 1)

FAT 4T (772 LN > b)

ADfEE (5EdeR— 1)

T4 —T7L

VLAN 7 4 V&2 Y 7

EEITAR— P LTHERHZNWA N T V7 A X —T =
A ZETIE, T_XTOVLAN RE=Z Y 7 EnE
7,

RSPAN VLAN

R E

o

SPAN £ & Uf RSPAN D% E

SPAN BREFRFDTEFH

«SPAN > ¥ a U BIEEILAR— b, s%eAR— M, F£721% VLAN ZHIBR T 53541, no
monitor session session_number sourceinterfaceinterface-id {interfaceinterface-id | vian vlan-id}
Jua— )L ar7 4 ¥ alb—3 gy a2 KE7IE nomonitor session session_number
destination interfaceinterface-id 7 n—/ 3L 27 4 X2 L— g v a<wr REHEHLE

T, SEEA B —T A ADEE, =

A a R I ET,

Da~xr Fono B AMAF % &, encapsulation

e FF I FR—F EDOFTTHVLAN 2 E=4%—7 5|2, nomonitor session session_number
filter 7 u— )L a7 4 FXal—agryavy RefRALET,

RSPAN BX EFRF DT EFIR

» T D SPAN R ERFDOEE FIE) RSPAN ([CHEAH SN FET,

* RSPAN VLAN |Z i34 E:23 3 5 DT, RSPAN VLAN & L TEfT 57201k hU—27 |F
D VLAN W< O L. Z15H O VLANIZIZT 782 R— F2E 0 BTN TEL

VENRDHY £,

*RSPAN + 77 4 v 7 IV ACL ZHHA LT, FED/Nry FEBIRWIIZ T 4V X ) T
F 7T E=# —Tx £9, RSPAN &EZ70HN D RSPAN VLAN T, 265D ACL #457E

L/ij—()
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SPAN # & U'RSPAN D& |

B rsean s UrRSPAN BB O EE SR

« RSPAN ZHET HHAIE. HELR—FBLUSER— 2y NU—7 NOBEHDIZ
SEESHZ kb\f%i*fo
«RSPANVLAN EDO7 7t A KR— b (FFVLANKR— F&2&te) X, 77747 25—
MMZ720 F£97,
s DM ETE-TTRY . £ D VLAN % RSPAN VLAN & L TRETE F7,

« T _RTDOT, RSPAN v i 3 »Z[E U RSPAN VLAN BMFfH ST\ 5,

¢« ZMLTNABTRTOHTRSPAN BHYHR—FEN T35,

FSPAN £ & U FRSPAN X ERF DT EEIF
o L7p < &t 19D FSPAN ACL 23826t S CTW A A FSPAN (34 X —7 /W27 0 £97,

« SPAN & v > 3 1228 Tl 72V FSPAN ACL Z7n< t b 1oL, 1E00 1 DET-IX

H# D FSPAN ACL % #ifs L 73 75>o71 A (F2& ziE, 22Tl IPva ACL 245 L
IPv6 & MAC ACL %825t L 72> 7235 . FSPAN I, B SN TWRWACLIZL - T

Tang s Bibng 1\574’ v &7my 7 LEd, LEEn-T, ZOMT
T4 v 7 TERSNEE A,

SPAN & & U RSPAN D&% 7E /3%

Z Z TiE. SPAN B LN RSPAN DR EFIEIZ DWW T L £,

O—AJLSPAN v <3 DERK
SPAN v a U ZERk L, #Ex (BHxI%) AN— FEIT VLAN, B 0% (B
A= b ZRETDHITIE, KOFIEEZFATLET,

FIE

A RKFERET7II Y B
AT v 71 |enable Y ME EXEC =— FEAZNIZ L E T,
i e RATU—KREANLET (FEREh

- ST PN
Device> enable =88

Ja—nR_) a7 4 F¥alb— g

R 72 | configureterminal
E—RFZBBLET,

1

Device# configure terminal
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n—nuseaN £y a vt [

AU RFERET7TIV3 Y B
X 73 |nomonitor session {session_number |all | | & v 3 3 2k 27D SPAN 2 E
local | remote} UL £,
i - « session_number DO &iPHIL, 1~ 66 T
Device (config) # no monitor session all] 7%0
cal : TXTOSPAN v v = %
HIBR L 97,
elocal : T RTOE—HL Y g
CEHIBRLET,
sremote : T_XTD Y E—  SPAN
tyva s EHIBRLET,
R 7 4 | monitor session session_number source { |SPAN v 3 o B L OREETH— k

interface interface-id | vlan vlan-id} [, | -]
[both | rx | tx]

1

Device (config) # monitor session 1
source interface gigabitethernetl/0/1

(E=Z—xZAR—b) ZHEELET,

« session_number OFiPFHIX, 1~ 66 T
ﬂqo

s interface-id 121X, E=#V 7 F5%
EETLR—NERELET, A7
A H—T A AL, WHEA v
=T 2 AR LR — T v R
Bl U H—T 2 R
(port-channé port-channel-number)
BHYET, GRRAR—FFr L
T T 1 ~48 TF,
vlan-id [21%, BT 52458 VLAN
ZIEELE T, FHETE DML
~ 4094 <9 (RSPAN VLAN [ Z[%&
<) »

6=3)

1>ty rail, —
HWOa<wy RTERS
NI DOEE T

(R—FE=IZ
VLAN) #5052 &
MWTEFET, 2L, 1
SOE v g NTHE
EEIEAR— b EEET
VLAN ZffHT& £+
Ao
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B o—srseantysasonm

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

o ((EE) [, —HoA 2 —
T A AENIA L E—T A AD
FWHARRELET, I~ ORIEE
LN, T DRI AR—Z % |
DTOANLET,

({EE) both|rx|tx : Bifil4 25 b
T774 v OMERRELET, b
T 7 47 OFMERE LehoTs
B, RETA H—T = A ATk
BrI74 00 ZELT T4

DO FEFELET,
shoth: ZE T 7 4 v LIEIE
N7 7 4w Ol FEERL E

TO
IX:ZENT T4 v BT
Z—L%7,
tX  EE N T T4 v BT
H—LET,

GE) monitor session

session_numbersource
A~ R AR
M35 L. D%
fEAR— FERET
TET,

ATy Th

monitor session session_number destination
{interfaceinterface-id [, | -] [encapsulation
{replicate| dot1qg}]}

1

Device (config) # monitor session 1
destination interface
gigabitethernetl/0/2 encapsulation
replicate

SPANt v 2 VB XO%EER— (£
=2 —fllF— 1) ZRELET, HEE
HRNEM /D E, R— FO LED 234
L UmILEDY £9, LED (X SPAN
SESEDRRE Z B LI-RICD I, TTOIR
e (k) 12D £,

G¥) 71— 7 /L SPAN D413,
EEITB IO v 7 —
Tz AZE LYy g v
BT 20ERH Y
7

s session_number (21X, A7 v 74 T
AN Ly a v &GEEELE
R
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| SPAN & & UXRSPAN D&%
n—nLsPAN v o a v otes ]

aAvYRFERET7IOIY B
« interface-id (2%, %65cAR— M & FEE
L\i—gﬂo

SELeA B —T = A AT AR —
NERET HMENRH Y 7,
EtherChannel ° VLAN |35 T& %
A,

o (EE) [-]CiE, —HEHoA X2 —
T A AENIA L E—T = A AD
FWHARRE LET, I~ ORIEE
LN, T DRI AR—Z % |
DTOANLET,

(f£7) encapsulation replicate |21,

SaSEA B —T = A AINEETA v —
T2 A ZADH TR EER T 5 Z
EEEELET, BIRLR2WEEDOT
AN NE XA T4 TR (X772
L) TO/NRT v bOEETT,

(f&:&) encapsulationdotlq (d5isE1
H—"T A AN IEEE802.1Q7J7°‘TZ/1/1'|$
DEETLA v F—T = A ADHEE v
MEZF ANDLOCEELET,

GH) monitor session
session_number destination =
~ v FEEEREENT %
&L BEOFETLR— &
RETEET,

RTw76|end ¥iME EXEC &— RIZR Y £,
fi
Device (config) # end
R T 77 |show running-config AN EHER L ET,
1 -
Device# show running-config
R 7 8 |copy running-config startup-config EE) av74Fal—vary 77y
5l - A MR R RAF L E T,
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SPAN # & U'RSPAN it |
B o sty s nrmssURE NS 7 v o DRE

ARV RFERFTIVaY =)

Device# copy running-config
startup-config

> Vi N N = = N A —
O—AISPANtE YL a3 VDIERBLUEEFNT 74 v I DERTE
SPAN v a U Z/ER L, EHICEETLAR— FEIZ VLAN BLUO%EeR— FE2igE L
%, BHEAR—F TRy bU—7 XU T 0 T/8( & (CiscoIDS & o —4EES%) HICERE
NZT7 40 %ARX—TNCTHIZE, WOFNEEZEITLES,

FIE
ARV KRFERERETY VY =[]

ATy 71 |enable F#HE EXEC E— Fa2 AT LE T,
i - e NAT—RE AN LET (ERSh
Device> enable fi%%é? °

R Fw 72 | configureterminal Ja—\)Lar7Z 4 F¥al— g
B - T—FZBBLES,

Device# configure terminal

A 73 |nomonitor session {session_number |all | | &+ 3 g 2 %tT A EELED SPAN 2% 7E

local | remote} ZHIBR L £,

Ik « session_number O #FHIL, 1~ 66 T
‘a‘o

cal : ¥ XTHOSPANEY 3%
HIBR L £

elocal : ¥ _XTOR—HIL LY 3
Y aHIBRLET,

sremote : 9 XCTPD U E— K SPAN
e EHIBRLET,

Device (config) # no monitor session all

R 7 4 | monitor session session_number source { |SPAN v g o B L O ETHR— k
interface interface-id | vlan vlan-id} [, | -] (F=X—xtaR— ) ZEELET,
[both | rx | tx]

1

Device (config) # monitor session 2
source gigabitethernetl/0/1 rx
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| SPAN & & UXRSPAN D&%

O—HLSPAN £ S a v OiRELUEE RS 71 vonEE [

AU RFERETOVa Y

B8

ATy TH

monitor session session_number destination
{ interfaceinterface-id [, | -] [encapsulation
replicate] [ingress { dotlq vlan vlan-id |
untagged vlan vlan-id | vlan vlan-id} ]}

1 -

Device (config) # monitor session 2
destination interface
gigabitethernetl/0/2 encapsulation
replicate ingress dotlq vlan 6

SPANE v a v, iR —h, X7y
M7, BEIOATI VLAN &4
TeMbERELET,

« session_number (21X, A7 v 74T
ALy a &S EEELE
R

« interface-id (Z1%, %85 — R 2 HRE
LE9,

SASEA B —T A AT IFRAR—
NEFEETHLENRH Y £,
EtherChannel X° VLAN |38 E CT& %
A,

B [|-]: —#HOA X —T =
AAENFIA VX —T = A ADHIA
PHRELET, Hr~Eiiing T
Y DRIEZIZAR—=ZA % 1 DT DOAS
L9,

(f£3&) encapsulation replicate (&

X, 5E5EA 2 —T = A ZADEE T
A B =T A ZADH TR
T L EERELET, EIR
LAWGAE DT 7 4V b, FA
T4 TR (X7 L) TONTy
FDFEETT,

(f£7&) encapsulation dotlq 3565
A H—7 A ANIEEES02.1Q
TRMEDFEETA L H—T = A A
DFEFNRTy NEeZF AL LI
fBELEd,

ingress 56 cAR— h TOERE b T
T4 DEREEA R —T T L
T, BT vMeE A TEEELE
R

+ dotlg vlan vlan-id : &7 # /L b
D VLAN & L CTHRE L
VLAN C. IEEE 802.1Q TH
LI NTEE Ty e
FANET,
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B - 55 svanons

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

« untagged vlan vlan-id % 721X
vlanvlanvlan-id : &7 # /L kD
VLAN & U THEE L7z VLAN
T, 7L T eBMEERN
TGNy NeZIF ARE
R

ATvT6

end

1

Device (config) # end

HrME EXEC E— RIZERED 77,

ATy T17

show running-config

1 -

Device# show running-config

AN B LET,

ATvT8

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) 274 Xal—var 7y
A MR EZ AT L E T,

T4ILEY) 29 % VLAN DIETE

SPANEETL N T 7 4 v 7 Z4ED VLAN IZHIET 512X, kOFIEZEITLET,

FIE

ARV RFEERETIVa Y

B8

ATy T

enable
B

Device> enable

¥ M EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FRkEh

5a

o

ATvT2

configure terminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,
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| SPAN & & UXRSPAN D&%

sanayvsssuaniEz |

AU RFERETOVa Y

B8

ATvT3

no monitor session {session_number | all |
local | remote}

1

Device (config) # no monitor session all]

T a KT HBEFO SPAN B E

ZHIFRLET,

« session_number DA,
7

cal : ¥ XTCHSPAN Ty g%
HIER L £9,

elocal : T RTCHOu—HL kv g
VEHIRLET,

sremote: +_XTPD YU E— k SPAN
tyvarEHIBRLET,

e

1~667T

ATvT4

monitor session session_number source
interface interface-id

1 -

Device (config) # monitor session 2
source interface gigabitethernetl/0/2
rx

EEILR— b (BE=F—xRHR— ) &
SPANt v a o OEEZEEL £,

« session_number OFiPFHIX, 1~ 66 T
ﬂqo

s interface-id 121X, E=#V 7 F5%
EETAR—-FEEELET, FEEL
A E—T 2 A AL, HOENLTD
77 R—hFELTHRELTE
SHERDHY FT,

ATv 75

monitor session session_number filter vian
vlan-id [, | -]

1

Device (config) # monitor session 2
filter vilan 1 - 5 , 9

SPAN B ETC b T 7 4 v 7 R ED
VLAN [ZHIE L E T,

» session_number (21X, AT v 74T
BEL-Ey Y a BT E AN LE
R

» vlan-id (28 7E T DHPHIL 1 ~ 4094
‘/C“‘g‘o

- (EB) v~ () ZEHLT—
HD VLAN Z18ET 50, A7
> () ZfEf LT VLAN i % 5
FELET, Hr~ORiB Lo
TV DRMBICAR— A% 1 DT DA
HLET,

ATvT6

monitor session session_number destination
{interfaceinterface-id [, | -] [encapsulation

replicate] }

SPANE v g v BXU%EER—F (£
=X —fAlR— k) ZFEELET,
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SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

1

Device (config) # monitor session 2
destination interface
gigabitethernetl/0/1

« session_number (21X, AT v 74 T
AN Lz vy a FBeriREL £
j—O

« interface-id (21X, %ijeAR— F&2fRE
L\i\éﬂo

SEdeA B —T = A AT —
NFEET HLENRDH Y T,
EtherChannel ° VLAN 3§ € TZ &
B A,

o ({E=E) [-ZiE, —#HoA o H—
To2A RAERIFA L E—T A AD
FPHZIEE L ET, I~ ORI
L ONA 7 DORFBICAR—Z % |
DTOANLET,

« ({EE) encapsulation replicate (2
X, sESEA X —T = A ANEIE T
AL B—T A ZADH TR
AERT L AEELET, IR
L22WBADT 7 4V M, x4
F 4 TR (Z77L) TONRTy
~DEETT,

ATy 1

end

1

Device (config) # end

HrME EXEC E— RIZEREY £9°,

ATvT8

show running-config

1 -

Device# show running-config

AN B LET,

ATvT9

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =274 Xal—var 7y
A MIREZRAF L ET,
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| SPAN & & Uf RSPAN %
RSPAN VLAN & L T VLAN D&% E .

RSPAN VLAN & L T VLAN DEEE

LU VLAN Z1ER L. RSPAN t v 3 D RSPAN VLAN 12725 £ 9 IR ET 1T,
WOFNEE FITLET,

Flig
ARV RFEEETIVa Y BrI
A7 71 |enable e EXEC E— FE AT L £,
1 - e NAU—KREASNLET FRkEh
Device> enable =88
R 72 | configureterminal Ja—\)L a7 4 FX¥al—a
Bl - E— FEBBLET,
Device# configure terminal
25 73 |vlan vlan-id VLANID % AJj L C VLAN Z/E%7 %
B - 2. FET2ITBEFD VLAN © VLANID %
AJTLT, VLANZI V7 4 F 21—
Device (config)# wvlan 100 v ' ]‘%Fﬂﬁﬁé L/\ij—o ;CEH/E_WC% %)%ﬁ
FAIE 2 ~ 1001 £721% 1006 ~ 4094 T
-éAO
RSPAN VLAN % VLAN1 (F7 %/ k
VLAN) F7-1% VLANID 1002 ~ 1005
(b—2 2V 7B XOFDDIVLAN &
H) ic7sztixTceddi,
AT 7 4 |remote-span VLAN % RSPAN VLAN & L CiRE L
1 - kR
Device (config-vlan) # remote-span
AFw 75 |end HiHE EXEC £ — FIZRED £,
1 -
Device (config-vlan) # end
AT 7 6 | show running-config AN EfEB L ET,
1 -
Device# show running-config
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SPAN # & U'RSPAN D& |
B rsean st v a Lot

IV N3 i F A7 B8
R 77 | copy running-config startup-config EE) a7 4Fa2l—vary 7y
Bl - A MTRE LA L E T,

Device# copy running-config
startup-config

RDEZRY

RSPAN ([Z& 14 %4 _TDF /34 Z|Z RSPAN VLAN Z{ERLT 2 X E AR H Y £4, RSPAN
VLANID 2MEHERIFH (1005 K1) TH V. VIPR Ry hT—ZNTA 2—7 L Th DA%

1 DD7 734 A|Z RSPAN VLAN Z{ER& L, VTP 73 Z @ RSPAN VLAN % VTP R A A /P‘wﬂﬂz
DT NA AT H L O ICRETE 7, JEHP VLAN (1005 ## % 5 ID) OfE, %
1ZIC &SRO ITT DT N4 A BILOHRHT /SA A2 RSPAN VLAN 2R ET 5 LENH D £
7

VTP 7)Vv—= 7 %A LT, RSPAN N7 7 v 7 3TN D L 92T 50, £
RSPAN 7 7 4 v 7 DARENARE /2T XTD h7 7 )6, RSPAN VLAN % F#E) CTHIBR L &
7

VLAN 725 U &— bk SPAN Rt A HIBR L C, % VLAN IZRT &L 9 128 #3 5 121%, no
remotespan VLAN =17 4 ¥ a L— gy a~vy REERLET,

SPAN & v v = U2 HikEIeAR — N E 7213 VLAN ZHIFk3 % 121%, nomonitor
sessionsession_number source {interfaceinterface-id | vian vlan-id} 72— 3L 237 ¢ ¥ 2 L —
varvavwy REMEHRLET, &> 3 25 RSPAN VLAN % HiFR9 521X, no monitor
session session_number destination remotevlan vlan-id =~ > & H L £,

RSPAN £ Skt v a > DER

RSPANEEIEE v ¥ a VAERB L OBE L, F=% —xt% 03503 L %55 RSPAN VLAN
ERETHICIE, ROFPIEEFITLET,

Fg
ARV RFERETY a3 BHY

ATy 71 |enable K#HE EXEC £— R AT LE T,
fl e MAU—REZ AN LES (ERkSh
Device> enable 723548 .

R 72 | configureterminal Ja—r\ )L a7 4 FX¥al—a
5l T FEBBLET,
Device# configure terminal
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| SPAN & & UXRSPAN D&%

RSPAN %55t v 3 vk

AU RFERET7TIV3 Y B
X 73 |nomonitor session {session_number |all | | & v 3 3 2k 27D SPAN 2 E
local | remote} UL £,
i - « session_number DO &iPHIL, 1~ 66 T
Device (config) # no monitor session 1 7%0
cal : TXTOSPAN v v = %
HIBR L 97,
elocal : T RTOE—HL Y g
CEHIBRLET,
sremote : T_XTD Y E—  SPAN
tyva s EHIBRLET,
R 7 4 | monitor session session_number source  |RSPAN v 3 3 B L OEETHR— b

{interface interface-id | vlan vlan-id} [, | -]
[both | rx | tx]

1

Device (config) # monitor session 1
source interface gigabitethernetl/0/1
tx

(E=Z—xZAR—b) ZHEELET,

« session_number OFiPFHIX, 1~ 66 T
ﬂqo

+RSPAN & v g v OEETLR— k
FRITEETCVLANZ A LET,

e interface-id IZi%, E=%1V 7
THRETAR— FEfRELE
o BRI A v E—T =4 AT
X, WA o —T o4 AL
O — b F v Vs o 2 —
7 = A A (port-channel
port-channel-number) 73&% ¥ %
To ANRR— M F v XN ES
X1 ~48 TT,

svlan-id (21, E=%—7 2i%E
Jt VLAN Zf8E L 7, &
T DHMHIL 1 ~ 4094 T

(RSPAN VLAN [Z[&<) |

12o0O®y gz, —HDa
< RCER SN OERE
gt (R— N F£7ZIZVLAN) &5
OLHZEMTEET, 2L,
1 oDy a NTHEET
A— K & E(E7C VLAN ZfFH
THZ LI TEEREA,
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B rsean st v a Lot

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

e (EE) [L|-]: HOA L H—T x
A RAETNIA B —T oA ADOHFIH
PHRELET, Do~ Ly
NA T U DRFRICANR =A% 157
DSANLET,

({EE) both|rx|tx : Bifil4 25 b
T774 v OMERRELET, b
T 7 47 OFMERE LehoTs
B, RETA H—T = A ATk
BrI74 00 ZELT T4
DO FEFELET,

shoth: ZE T 7 4 v LIEIE

N7 7 4w Ol FEERL E

7

X ZENT T4 VI HES
Z2—L%E,
tX: EENT T4 v I HES
Z—1L %,

ATvTh

monitor session session_number destination
remote vlan vlan-id

1 -

Device (config) # monitor session 1
destination remote vlan 100

RSPAN & v 3 =3 >, %355 RSPAN
VLAN, BLO%AR— k7 —7%
L’:.E_’[/i—a—o

« session_number (21X, AT v 74T
BELIEEEEZATILET,

svlan-id (2%, E=X VU U795k
{250 RSPAN VLAN # 8 E L £,

ATvT6

end

1

Device (config) # end

et EXEC E— RICREY £,

ATy T17

show running-config

1

Device# show running-config

AN B LET,

ATvT8

copy running-config startup-config

1

UEE) av 74 X2l —vary 77y
A NVICEREERITFLET,
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| SPAN & & Uf RSPAN %
sanayvsssuaniEz |

ARV RFERFTIVaY =)

Device# copy running-config
startup-config

J4IL31) 259 % VLAN DIETE

RSPAN EETL N T 7 4 v 7 Z M ED VLAN IZHIET 5 L 9 I RSPAN EE v g v 2%
ET DT, ROFIEEZZEITLUET,

Flg
AT RFERIEITFTII Y B8

AT w71 |enable KikE EXEC &— REAZNC LET,
1 - e MNRT—REANLET (FEREh
Device> enable fi%%é? °

R w 72 | configureterminal Ja—N)L a7 4 Fal—g v
15“ : :E‘»A F‘%F’Iﬁﬁébi‘g—o

Device# configure terminal

Z w73 |nomonitor session {session_number |all | |+ v 3 g 1ZxfT BEE(ED SPAN iR E

local | remote} ZHIBRL £9,

I « session_number O#iFAIE, 1~ 66 T
‘j‘o

cal : ¥ XCHOSPANt v 3%
HIFR L E9,

elocal : X CHOr—F /L v T
VEHIBRLET,

sremote : +XTD YU E— k SPAN
Tyva rEHIBRELET,

Device (config)# no monitor session 2

R Fw 7 4 | monitor session session_number source | EETLAE— F (FoF —xfEBE—K) &

interface interface-id SPANt & 3 3 ORI ZFEFE U E 3,
il - « session_number OFFHIL, 1~ 66 T
EE

Device (config) # monitor session 2
source interface gigabitethernetl/0/2 s interface-id |Z1%, E=#V 7§ 5%

i RAETER— M EIEELET, EEL
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B - 55 svanons

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

TcAVE—T AT, HHLLD
N7 R—=FELTRELTE
SHERHY £7,

ATy Th

monitor session session_number filter vian
vlan-id [, | -]

1

Device (config) # monitor session 2
filter vilan 1 - 5 , 9

SPAN {5 N7 7 4 v 7 HFEED
VLAN (2[R L E 9,
« session_number (Z1%, A7 v 74T
BELLEy a B2 ALE
R

o vlan-id (28 E T & D #EiPHIZ 1 ~ 4094
<9,

s (BB ,|-hv~ () #EHLT
—1H D VLAN Zf5ET 500, A
7 (-) ZfFH LT VLAN #ipf %
BELET, Vo~ LU
A 7 DRI AR— 2% 1 DT>
ABLET,

ATvT6

monitor session session_number destination
remote vlan vlan-id

1

Device (config) # monitor session 2
destination remote vlan 902

RSPAN v g B LU%EEY £— b

VLAN (RSPANVLAN) #¥5ELFT,
« session_number (Z1%, A7 v 74 T
BELFEy Y a v BBEE2ANLE
KR
evlan-id (21%., sEdeAR— MZE=H
KRN T T 4 v T EBARIET D
RSPAN VLAN ##E L £,

ATy T1

end

1

Device (config) # end

HikE EXEC E— RIZRE Y £,

ATvT8

show running-config

1

Device# show running-config

AN B LET,

ATvT9

copy running-config startup-config

1 -

EE) av74Xa2l—vary 77
AN EERTF LET,
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| SPAN & & UXRSPAN D&%
RSPAN 5Bt v & 3 DR .

ARV RFERFTIVaY =)

Device# copy running-config
startup-config

RSPAN 5E%ctz v & 3 U DIERK

RSPAN 5 4et v o g vidk, BIDTNRA ZFTETANA AAZ v 7 GEETTE v v a VKR E
SNTWRWNWT NN RAETNEIT AL ARAS v 7)) ITRELET,

ZDF A A T RSPAN VLAN % E# L. RSPAN 565t v a » Z4ER L. 1%/ ¢ RSPAN
VLAN B X UOBEHAR— M &2 ET D12, WOFINEEZFEITLET,

FE
av Y RFEEEETFTIa Y =]
ATFv 71 |enable ¥5HE EXEC E— RZ2AILET,
1 - e NRATU—REANLET (RS
Device> enable NEEE) .
R wF2 |configureterminal FTa—r ) ar7 4 Xal—gr
Bl - E— FEBBLET,
Device# configure terminal
AFwv 73 |vlanvlan-id KA TLT /A A TYERL & 7= RSPAN
i - VLAN @ VLANID Z#§%# L, VLAN
a7 4 Xal—grE— N2
Device (config) # wvlan 901 Liﬁ*o
T DTINA AN VIP IS L.,
RSPAN VLANID 732 ~ 1005 T®» 5%
BlX. VIP *y hU—27 %2 LT
RSPAN VLAN ID 2MafE S5 728,
AT v 3~ 5 IRETT,
AT w74 |remote-span VLAN % RSPAN VLAN & L Cilghil L
1;' : jETo
Device (config-vlan) # remote-span
ATy S5 |exit Ja—\)Lary7 4 Xal—vay
B - T NIRED £
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B rseansoct oo avonm

SPAN £ & U* RSPAN D& E

ARV FFEREETIVa Yy

S

Device (config-vlan)# exit

ATvT6

Nno monitor session {session_number | all
| local | remote}

51

Device (config)# no monitor session 1

v g AT D EEAED SPAN B E
ZHIBRL 9,

» session_number O#IPHIL, 1 ~ 66

(G—é—o

eadl : TRXTOSPANE Y a %

HIBR L 9,

elocal : ¥R THOu—h Lty 3

CEHIBRLET,

eremote: TP Y E— k SPAN
tyvrvarEHBRLET,

ATy T17

monitor session session_number source
remote vlan vlan-id

1 -

Device (config) # monitor session 1
source remote vlan 901

RSPAN & v 3 3 > & ¥%{Z 50 RSPAN
VLAN 8 E L ¥ 7,

« session_number OFIPHIZ, 1 ~ 66
T,

evilan-id |21%, F=H VU T4 5%

{27 RSPANVLAN 36 E L £7°,

ATvT8

monitor session session_number
destination interface interface-id

1 -

Device (config) # monitor session 1
destination interface
gigabitethernet2/0/1

RSPANE v v a v &5 f v X —7 =
A AERELET,

« session_number (21X, AT v 77
THRELLESZANLET,

RSPAN%GSCE v v a v ClE, %415
7t RSPAN VLAN B L U%E 5 AR —
MZEIUCE Yy Y a v &eaf+
LDMENRDHY FT,

« interface-id |21, %8561 v &% —
TxA AEBELET, 5o v
H—T A A IYEA o F—T =
A ATHRITNIER Y FH/ A,

« encapsulation replicate [Z ==~ > R
FTALD~NIVT AR TR
SN FET 72, RSPAN TiEHAR—
ShTWEHA, JLD VLANID I
RSPAN VLANID (2 &k » C h&E&
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| SPAN & & Uf RSPAN %
RSPAN 85t v & 3 L R S UEE S 71 vonEE [

AT RERETI V3 Y S

SR, sEEAR— T EodTTos
iy MEIE 7R LIS Y £,

ATFv79 |end HebE EXEC B— RICEY 7,
1 -

Device (config) # end

Z 5w 710 |show running-config AN B LET,
i :

Device# show running-config

w711 |copy running-config startup-config ULE) av 74 Fal—ar 77
fl - A MIEEERAT L E T

Device# copy running-config
startup-config

~ 03 ~ N — =JuL =
RSPAN 2ty > a3 VDIERB L UBEE T 714 v I DERTE
RSPAN%i%ctE v a v a1ER L. 2210 RSPANVLAN B L U%iER— 2T L., sidkR—
Ty hU—27 X 2UF ¢ 534 Z (CiscolDS o —2EE%) HICEE N 74 v 7
A X—T T HITIE, RO FIEZFATLET,

i

FIE
ARV FERET7TIVa Y B

AT 71 |enable ¥EHE EXEC E— RZ2HIC LT,
1 e NATU—REASHLET FEREh
Device> enable f:ﬁ%é? °

R w 72 | configureterminal Ja—)ary 7 4 ¥al—gy
15“ : :‘E‘*‘ ]\‘%Eﬁﬁébi—g«o

Device# configure terminal

Z - 73 |nomonitor session {session_number |all | | ¥ v 3 g 2% B BE(FED SPAN 2% E
local | remote} ZHIBRL 9,
fi
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B rsransist v 3 OBRBERUEERS T 1 v OR

SPAN £ & U* RSPAN D& E

ARV RFERETIVa Y

B8

Device (config) # no monitor session 2

» session_number OFFHIL, 1 ~ 66 T
7T

call : ¥ XTCTHOSPANtE vV 3 %
HIBR L £9,

elocal : T RTCOu—HL kv g
VEHIBRLET,

eremote: TP Y E— bk SPAN
TyvvarEHIBELET,

ATv74

monitor session session_number source
remote vlan vlan-id

1

Device (config) # monitor session 2
source remote vlan 901

RSPAN & v o 3 o & 3%/ 5C RSPAN
VLAN 8 E L E 7,
« session_number DO &iPHIL, 1~ 66 T
‘ﬁ—o
svlan-id I21%, F=X Y L T4 3%
{£7C RSPAN VLAN Z{5E L £1,

ATy Th

monitor session session_number
destination {interface interface-id [, | -]
[ingress { dot1q vlan vlan-id | untagged
vlan vlan-id | vlan vlan-id} ]}

1 -

Device (config) # monitor session 2
destination interface
gigabitethernetl/0/2 ingress vlan 6

SPANE v a3 v, iR —h, X7y
kB 7, BIUFEE VLAN &
TeMbERELET,

s session_number 21X, AT v 75T
BELIZEZESEANLET,

RSPAN 514t v o a v Tl, ¥#E
€ RSPAN VLAN 5 L O e — b
Rty Y a v BrazEHTH
TRHY ET,

« interface-id (21, %iSeA v ¥ —7 =
AAERELET, sikA ¥ —
T oA AIWERA X —T = AT
TR D TR A,

« encapsulation replicate (3=~ >

FSALDANVT AR U TICFHERE
ET A, RSPAN TiEHAR— K&
NTWEHA, JuD VLANID |E
RSPANVLANID (2 X » C EEX X
. 5EdeR— bk EOTRTOry
MIZ 772 LIic7e £,

o (=B [-IZiE, —#HoA o H—
Tz RAERIFA L E—T A AD
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| SPAN & & UXRSPAN D&%

rsPaN £ v 3o 0iE [

AU RFERETOVa Y

B8

FPHEZFRE L ET, Vo ~OHIkE
LONA 7 U DRIHBICAR— %1
DT OANLET,

SR — RN TOBEERNT T4 v I D
HRkZ A XF—7 M LT, 7L
{b& A 7 258ET HITIE, ingress
ZBMOF—U— KL —FEIZ AL
7,

« dotlq vlian vlan-id : &7 /1 k
D VLAN & LTHRE L
VLAN . IEEE802.1Q T#H
LI NTEE Ty MR
ELET,

« untagged vlan vlan-id % 721X
vlanvlan-id : 77 4 /L kD
VLAN & L CHEZE L7z VLAN
T, UL Th7T M
TEGNry Nk LET,

AT v 76 |end
1 -

Device (config) # end

HrME EXEC E— RIZEREY £9°,

ZF w71 | show running-config

1 -

Device# show running-config

AN B LET,

X+ = 8 | copy running-config startup-config
i

Device# copy running-config
startup-config

EE) =274 Xal—var 7y
A MR EZRAF L ET,

FSPAN v < 3 > DEETE

SPAN v v a U ZER L, #E7T (BEHETSR) A— FE72IE VLAN, BX0%k (£=%
) R—FE2EEL. By a2 FSPAN R ETHIT1E. ROFIEEZETLET,
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B oseantosaons

FIE

SPAN # & U'RSPAN it |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATvT2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATvT3

no monitor session {session_number | all |
local | remote}

1

Device (config) # no monitor session 2

=L

Y ya T B EETED SPAN R E

ZHIBRL £,
« session_number D#&iPH T,
—é—O
sal : T XTOHOSPAN LY a3 %
HIBR L E9,
elocal : ¥ _XThHOuE—H /L v g
CEHIBRLET,

sremote: 3XTCD YU E— b SPAN
TyvvarEHIERELET,

1~667T

ATvT4

monitor session session_number source {
interface interface-id | vian vlan-id} [, | -]
[both | rx | tx]

1 -

Device (config) # monitor session 2
source interface gigabitethernetl/0/1

SPAN & v v = VB L OEE LR — b
(B=F—%tGeR— ) ZHRELET,
» session_number OFFAIL, 1~ 66 T

R

e interface-id 121X, £E=%V 775
FETR— M ERELET, A%k
A H—T A AL, WEA v
H—T 2 A ABLOKR— hF v 2L
REA U H—T AR
(port-channé port-channel-number)
WD £, ANRAR—FF v 31
Tl 1 ~48 TT,

s vian-id (2 1%, BEEtR 35 %{550 VLAN
ERRELET, BETX 5L
~ 4094 T9 (RSPAN VLAN [3[%&
< ) o
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| SPAN & & UXRSPAN D&%

rsPaN £ v 3o 0iE [

AU RFERETOVa Y

B8

G¥) 1>DE g, —
HOa<w ) RTEHS
N DXRE T
(R—FEIZ
VLAN) =& 5 &
MWTEET, 2L, 1
SOE v g NTHE
EETTAR— b EEETT
VLAN ZffH C& £
Ao

« ((ER) LI-]: —#HOA U H—T =
AARAEZNFA o H—T = A ADFIH
ERRELET, Hr~ORiIBRB LY
NA TV DRHEBICAR—A % 10T
SANLET,

« (f£EE) [both|rx|tx]: E=H 1V
TTHRNTT 4w DFMEEEL
FI, NT T4 v OHMEREL
7Rino T E . SPAN ITEE R 7

T4 EZIENT T 4 v 7 O
Er=g—LF7,

ehoth: ENT 7 4 v 7 &%
N7 4w OmMFEEHRLE
T, ZHIIT 7 HL FTT,

X ZIBENT T4 I HES
2—1LFT,

X EENT T4 v EE=
&\—— L\iﬁ—o

GE) monitor session

session_numbersource
v REEEEE
M 2L, EHEDE
fFAR— hEFRET
TET

ATvTh

monitor session session_number destination
{interfaceinterface-id [, | -] [encapsulation

replicate]}

SPANt v a Bl — 1~ (&
=X —fAlR— k) ZERELET,
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B oseantosaons

SPAN # & U'RSPAN it |

ARV RFERETIVa Y

B8

1

Device (config) # monitor session 2
destination interface
gigabitethernetl/0/2 encapsulation
replicate

« session_number (21X, AT v 74 T
AN Lz vy a FBeriREL £
j—O

s destination Ti&, IRO/NNT A —F %
BElLxd,

« interface-id (21, %8 H— b %
EELET,
SEHEA B —T = A AT ER
RN NEfRETHRENH D F
9, EtherChannel X° VLAN (35
ETEEHA,

o ((EE) |12k, —#HoA
VE—T A RAETNTA U F—
Tz A ADHEHERELE T,
7= DRI LONA 7D
AR A=A % 1 DT DOAS
LET,

+ ({EE) encapsulationreplicate
i, SEEA v —T = AN
EETXA L H—T A ADHT
TR BT 5 2 L &R
ELET, BIRLARWGEDT
T ANV ME RA T 4 TR
(Z772L) TO/RTy ROk
(ENSER

G¥) 7 — 7% /L SPAN DA,
EEIB X012 —
TxA AR LYy a v
BT 20ERH Y
*9,

monitor session
session_number destination =

~ > KA 5
L BEOEETEA—
RETEET,
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| SPAN & & UXRSPAN D&%
rmsPAN v+ 3o 0%z [

ARV RFERIETY Va3 B#Y

X 76 | monitor session session_number filter {ip |SPANtE v 2>, 744X UL 7T 5
| Ipv6 | mac} access-group Uy hDB AT 45 KL UFSPAN & v
{access-list-number | name} 9 TS ACL 245E L £
B « session_number 21X, AT v 74T

. . . . ALty a v BeriEE L E
Device (config) # monitor session 2
filter ipvé access-group 4 ?fo
« access-list-number (21X, FNT7 7 1 v
TDT4NE Y TIEH LI
ACL F G afEE L £7,

ename (ZiE, N7 74w DT 4L
2 7T % ACL 04T %

EELET,
AFwJ1|end ke EXEC £— RICEY £7,
1
Device (config) # end
R T 7 8 |show running-config AN EHER L ET,
1
Device# show running-config
R v 79 | copy running-config startup-config EE) a7 4Fa2l—vary 77

i - A NMIBREERTFLET,

Device# copy running-config
startup-config

FRSPAN v > 3 VDETFE

RSPAN %(G et v v a U &BALA L, BRI OE(E 558 L U%E 5 RSPAN VLAN Z457E L.
t v 3 VIZFRSPAN 2R ET 51213, WOFEEZFEITLET,

FIig
OV RFEREETIVa Y B

ATwv 1 |enable it EXEC E— R AT L E T,
i - e MATU—REZ AN LET (BRI
Device> enable NS a)
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B msentosaom

SPAN # & U'RSPAN it |

ARV FFEREETIVa Yy

S

RFw 72 |configureterminal Ja—r L ar7 4 ¥al— gy
- T 2B LET,
Device# configure terminal
R Fw 73 |nomonitor session {session_number |all |+ v 3 g Z%tF B EELFED SPAN 2 E
| local | remote} HIRLET,
- « session_number OFLPHIL, 1~ 66
‘/C:‘—a—o
Device (config) # no monitor session 2
edll : T _XTOSPAN Y V3 %
HIBRL 97,
elocal : ¥ R_RCOR—H Ltk g
CEHIBRLET,
s remote : 3XTD VU E— | SPAN
tyrarEHIBRLET,
R Fw 74 |monitor session session_number source { [SPAN & v o 3 > B L ETLR— k

interface interface-id | vlian vlan-id} [, | -]
[both | rx | tx]

&1

Device (config) # monitor session 2
source interface gigabitethernetl/0/1]

(E=F—xRGAR—) ZHEELE
j‘o

« session_number O#FiIPHIZ, 1 ~ 66
T,

« interface-id 121X, E=% 1V 7
HEFBIUAR—NERRELEST, A
hig A B —T = A AL, W
A B =T 24 ABLOHR— b
F ¥ FNVEREEA VA —T = A A
(port-channel
port-channel-number) 723&% Y 9,
B2 AR — b TFx X NFEFIE 1~
48 T,

o vlan-id 2%, BRI 551G
VLAN Z{5E L7, FRETE 5
FPHIX 1 ~ 4094 TF (RSPAN
VLAN 13[:<) &
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| SPAN & & UXRSPAN D&%

rmsPAN v+ 3o 0%z [

ARV FFEREETIVa Yy

E:)

GE) 1 oDk v g it
—HO v R TESR
SN DEE I
(R—FFEIZ
VLAN) #&H5Z L
MWTEET, 727201,
12Ok yI g NT
IFEEF A — F EEE
JLVLAN Z i T & &
A,

o (EB) [|-]: —HEDOA X —
TxAf RAERNFA L HF—T A A
O#EFEAEZIBELE T, I ~DH]
BB LUNA 7 U DRITRIC A —
A& 1OFTHOANLET,

« (f£E) [both|rx|tx]: E=%1
YITTDENT T4y 7 DMk
ELET, T 747D ME
FBE Lo 72356, SPAN L%
BRI 74 v ZENT T4y
J DOl =2 —LFET,

ebhoth: BE NI 74 v 7 EZE T
T4y IO FEE=F—1LF
T, ZHET 740 T,

IX:ZENT T4 T RS —
LiTo

X BENT T4y I RS —
l/\gzj_‘o

GE) monitor session
session_numbersource
v RaEEEE A
T5 &, BEOFEET
R—hERETEE
R

ATvT5

monitor session session_number
destination remote vlan vlan-id

51

RSPAN & v 3 3 > & %55 RSPAN
VLAN {8 E L ¥ 7,

« session_number (21X, A7 v 7 4
THELLLESFEZANLET,
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B msentosaom

SPAN £ & U* RSPAN D& E

ARV FFEREETIVa Yy

S

Device (config) # monitor session 2
destination remote vlan 5

evilan-id |21, F=X U V3 A%
4% RSPAN VLAN Z 57 E L £,

ATvT6

vlan vlan-id

1 -

Device (config) # vlan 10

VLANZ2> 7 4 ¥al— 3 EF—FR
Bt L E£4, vlan-id 21X, E=#%1V
> /"4 % 415 7C RSPAN VLAN %45 7E
LET,

ATy T17

remote-span

51

Device (config-vlan) # remote-span

AT v 75 THE L7 VLAN 23 RSPAN
VLAN O—¥#THbHZ L H#HEELE
j—o

ATvT8

exit
1 -

Device (config-vlan) # exit

Ja— ) arZ 4 Xal—var
E— RNIRD 7,

ATvT9

monitor session session_number filter {ip
| ipv6 | mac} access-group
{access-list-number | name}

1 :

Device (config) # monitor session 2
filter ip access-group 7

RSPANE v v ay, Z4Z U Td
L8y voX AT B I OFRSPAN
Ty aryTHEHTAHACLERELE
KR

« session_number (21X, AT v 4
TAN LIy v a VR EERTE
[/jzj«o

« access-list-number 121X, FT7 7 14 v
TDT 4NE Y TITER LI
ACLEZERELET,

enamellidx, 774 v DT 4V
2V o ZIENT D ACL D44 A
BELET,

ATy 710

end

&1

Device (config) # end

Kb EXEC B— RICEY 7,

ATvIN

show running-config

1 :

Device# show running-config

AN E MR LET,
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| SPAN & & Uf RSPAN %
sPAN &< U RsPAN BiEdE=42 1y > ]

AU RFERIETIVa Y B#)
AT w 712 |copy running-config startup-config B v 74 X2l — a7
5l - A MTRE R RIE L ET

Device# copy running-config
startup-config

SPAN & & U RSPAN BM{EDE=42 1Y) > ¥

WKDF T, SPAN 35 L NRSPAN Ei{EDRTE LR Z2F R L CEIEZE=4 T A5 DIZEHT
Ba<y RIZHOWTHALET,

= 12:SPAN B & U RSPAN SHMEDE=S ) V5

avw R EL:q]
show monitor HAE D SPAN, RSPA
/?\‘ Li‘é‘o

SPAN & U RSPAN 0% 7€ 5

WD¥ 7 3 12 SPAN B L X RSPAN ORREH 2~ L E1

5l - O—7A )L SPAN DE&TE

WIZ, SPAN v a1 ZREL, S8R — bA~ATFEEEFELTR— M DO N 7 4 v 7 2E=
250 ERLET, RIS, By a1 OBEFO SPANREZHIFR L, & 7'k %E
MEFF L7223, MHM NT 7 4w 7 &G0 — b GigabitEthernet 1 2> H4E5EAR — K
GigabitEthernet2 (IZX 7 — U 7 LET,

Device> enable

Device# configure terminal

Device (config)# no monitor session 1

Device (config) # monitor session 1 source interface gigabitethernetl/0/1
Device (config) # monitor session 1 destination interface gigabitethernetl/0/2
encapsulation replicate

Device (config) # end

WIZ, SPANE v a1 DSPAN £Fe LTOR— b1 ZHIRT 562~ LET,

Device> enable

Device# configure terminal

Device (config) # no monitor session 1 source interface gigabitethernetl/0/1
Device (config) # end
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B 5 rseanviAN D fER;

SPAN # & U'RSPAN it |

WIT, WEHME=FNBESNTWER—RM T, ZENFT T4 v I DE=XET 18—
2T B0 2R LET,

Device> enable
Device# configure terminal
Device (config) # no monitor session 1 source interface gigabitethernetl/0/1 rx

R—=FMITZETAIN T T4 IDE=HZIT 4 B—=T MRV FETN, ZOFR— L EE
SNDHRNT 74 v 735 &EEE=FSNET,

RIZ, SPAN E > v a2 NOBFORELZHIFRL, VLAN1~3 28T 5T X TOR— KT
ZENT T4 v I EE=HTHLEIICSPANEE Y g L2 EREL, E=XZ SN N T T 4w
7 %5ideAR— - GigabitEthernet2 [Z3E(ET 2612 % LET, &5IC, ZOFREIEVLAN 10 1ZE
THTRXTOR—FTCITRTCORN I T4 v 7 BE=FTHLOEHINET,

Device> enable

Device# configure terminal

Device (config) # no monitor session 2

Device (config) # monitor session 2 source vlan 1 - 3 rx

Device (config) # monitor session 2 destination interface gigabitethernetl/0/2
Device (config) # monitor session 2 source vlan 10
Device (config) # end

RIZ, SPANtE v v a L 2 DBEfFORELHIFRL, ¥HTEY b A —H Ry bV —ZAFEEFLR—
M ETZEENDINT T4 v 7 2E=FTHLIICSPANEY T a L 25REL, DO LT
T4y I EEEFEILAR— NERIUHOD T FROBEXTEY b A —H vy bR —F2
IZIEE L. T 74/ FAJI VLAN & LT VLAN 6 2l L 72 A D#EEZ A R — T L2 540
o LET,

Device> enable

Device# configure terminal

Device (config)# no monitor session 2

Device (config) # monitor session 2 source gigabitethernet0/1 rx

Device (config) # monitor session 2 destination interface gigabitethernet0/2 encapsulation
replicate ingress vlan 6

Device (config) # end

KIZ, SPAN & w3 v 2 OBEFORBGEZHIFRL, b7 7 &— b GigabitEthernet 2 TX{5 &
NEFI 74y 72 FE=F—TFTHLEIICSPANE Y a2 &8 EL. VLAN1 ~5 B L9
WKL COIR ST 7 4 v 7 BFEHEAR— b GigabitEthernet 1 (ZEET 5612~k L E 9,

Device> enable

Device# configure terminal

Device (config)# no monitor session 2

Device (config) # monitor session 2 source interface gigabitethernetl/0/2 rx
Device (config) # monitor session 2 filter vlan 1 - 5 , 9

Device (config) # monitor session 2 destination interface gigabitethernetl/0/1
Device (config) # end

{5 - RSPAN VLAN O {E R

Z OfFIE. RSPAN VLAN 901 OER FiEA < L TWET,
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| SPAN & & UXRSPAN D&%

1 - RsPAN VLAN 0 fer I}

Device> enable

Device# configure terminal
Device (config)# wvlan 901

Device (config-vlan) # remote span
Device (config-vlan)# end

W2, By g LISkHsT 5BEFD RSPAN SR EXHIR L, HHEOEETA v F—T =4 A
E=HATDHEIICRSPAN Yy v a1 2R E L., & 5II%65% RSPAN VLAN 901 (2% ET
LR LET,

Device> enable
Device# configure terminal
Device (config)# no monitor session 1

Device (config monitor session 1 source interface gigabitethernetl/0/1 tx

( ) #
Device (config) # monitor session 1 source interface gigabitethernetl/0/2 rx
Device (config) # monitor session 1 source interface port-channel 2
Device (config) # monitor session 1 destination remote vlan 901
Device (config) # end

WKIZ, RSPANE® v a L 2DOFOREZHIRL, FT 7 R—F2 TR EEINDI T T4 v
JHEE=HTHIIICRSPAN Y a2 2% EL, VLAN1 ~5 8L 1% L TDI k
Z 7 4 v 7 Z5i% RSPAN VLAN 902 I 242 T A2~ LET,

Device> enable

Device# configure terminal

Device (config) # no monitor session 2

Device (config) # monitor session 2 source interface gigabitethernetl/0/2 rx

( ) #
Device (config) # monitor session 2 filter vlian 1 - 5 , 9
Device (config) # monitor session 2 destination remote vlan 902
Device (config) # end

wIZ, #EfELY £ — h VLAN & L CTVLANOYOL, B/ v ¥ —T =24 AL LTAR— M1 ZERE
T 5B ZR L ET,

Device> enable

Device# configure terminal

Device (config) # monitor session 1 source remote vlan 901

Device (config) # monitor session 1 destination interface gigabitethernet2/0/1
Device (config) # end

WIZ, RSPAN v 32 T#EEILY E— k VLAN & LT VLAN 901 #3%7E L., EEILAR—
I GigabitEthernet2 #5661 > # —7 = A AL L TRE L, VLAN6%Z T 7 4 /L F D3{E VLAN
ELTERBN I 74 v I DEEEA X —T M T DB 2R LET,

Device> enable

Device# configure terminal

Device (config) # monitor session 2 source remote vlan 901

Device (config) # monitor session 2 destination interface gigabitethernetl/0/2 ingress
vlan 6

Device (config) # end
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B sean &5 URsPAN DEEDETE & 55

SPAN # & U RSPAN DH#4EED B FE & 158k

SPAN # & U'RSPAN it |

J1y—2x

LENR

Cisco IOS XE Everest 16.5.1a

AL v FR—= T FTAH
(SPAN) : A=T7 77+ J
A Y E£7-IZRMON Yo — 7%
i L CAR— hE721T VLAN
DT NNAADNT T 4 v T %
B TXxET,

ZOMBENEASINE LT,

Cisco IOS XE Everest 16.5.1a

T —_R—=2ZADAA v F KR—
N7+ Z 4% (SPAN) : 15
EINTT7 4 NVEZEFEALT
T KRR NEOMLEERT —
ZDIEFXy TF v 5T
iRt LET, 70 ZI1T,
IPv4, IPv6 £721X IPv4 &
IPv6, & 5 \IFRE STk
B &7 RLABOIP k
774 v7 (MAC) LIF+% il
BRI 257 7EA U OB
MHOEFZINET,

ZOERENEAINE LT,

Cisco IOS XE Everest 16.5.1a

A v F K=k TFI7A4H%
(SPAN) - 43 HRIH )
SPAN : 7 A > — FIZT TIC
DEE T AT SPAN & &
\ZF A > — Rz /7 SPAN
HEREZ ST Ed, Hh
SPAN #RE% 7 1 1 — RIZ
DHEEDHZ LT, VAT A
DRI F—< ANME L LE
ER

COBRENFEASNE LT,
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ERSPAN )% E

« ERSPAN DORXEDHITESRME (145 X—2)

« ERSPAN X ERFOHIFIFIE (145 ~—2)

« ERSPAN O EIZET o1 (146 ~—2)
« ERSPAN OREE{E (149 ~—)

« ERSPAN DOz ER] (159 ~—2)

« ERSPAN Offggd (160 ~—2)

« TOMOBZEEE (163 ~—)

« ERSPAN % /& ORRIEIE & i (163 ~—)

ERSPAN 0% & DAt &4

7R L u—L XL (ACL) 7 4 VZMBLT. R NVICE=F—RER T
T4 v I ERETHENCEASINET,

ERSPAN X ERF D FFEIE

Z OREREICIE, ROFIRRH Y £7,

BN ETIL, IPVABLVIPVE D37 v R TORYR— &N, IP~y X —DR\W\W LAY
27y RTIEYAR—FEINETA,

«BERSPAN 3G4e A4 v X —T = A A%, 1 oDy a FHIFHT AN TEXET, [
UsadeA v 2 —T = A A%, IO ERSPAN/SPANT v g VIZRETHZ LIX T £H
Po

cEEFETLELTR—FDYU A NELIZVLAN DY X N E2BRETEXFETN, BHEOEY I3
NIW B ERETHZ LI TE ERA,

« filter IP/IPv6/MAC/VLAN access-group & filter SGT Z [FIRFICERET H Z LIXTE £ A,
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ERSPAN 03 |
B ersean omicEET B 1SR

*ERSPANCLI Z/r L CEvy v a v RREINDE, BEyvaryIDikeyrary ¥470%
EETCEEHA, INHEEFTAHIE, a2 FOnERE2EHL Ty v a v 2Hl
BRL TS, By v ar 2HERETHILENHY £7,

« ERSPAN %/2t v 2 3 > 1%, RSPAN VLAN Z 5% T A2EET R T v ZR— b —
HICHEEENT-RSPANVLAN h o 7 4 w7 Zab—LEHA,

« ERSPAN ({570t v &3 &, v — A /LITiE{E & 472 ERSPAN Generic Routing Encapsulation
(GRE) TAHTBMEESNIZ T T 4 v 7 G A—brbat—LEEA,

« IPv4 $5#5E D ip routing ==~ > K & IPv6 £%§5¢ D ipv6 unicast-routing =~ > K& 4hi2 4%
&L FER—F~DERSPAN N7 7 v 7 7 u—3MEIE L ET,

* ERSPANover MPLS VPN (%, LA ¥ 3VPN, €7 X hl—T 47 BIORT—AL R
MPLS CTHR—hrENET,

« ERSPAN over MPLS VPN (%, L2VPN, 6PE, 6VPE, MPLS over GRE, £ XU\ InterAS Tl
PR—bFSNEE A,

¢ MPLS 217 A A » % ERSPANSESc & L TCRIET DI L3 TEFEHA, ERSPAN F T 7 ¢ v
JiE. 1207 anf X —x v (PE) »oRlo7af X —x v (PE) ICHEETEE
T, 200N X —2y VIO T AL v FIIRETE EHA,

« ERSPAN & v ¥ 5 o ClE, DHCP Inject /37 v MIF ¥ 7F ¥ ShEH A,

*ERSPANt v & a UINENI 2> TWB Ny I T v TRENFITHOREIE TIN5
4. ERSPAN Tz v ¥ 3 T ML 7R BE CH BB S E T, 1ERK & 4172 ERSPAN &2
YaETFETADNCTILERHY £,

ERSPAN DL€ IZBEH 9 A 1FEk

T Z T, ERSPAN OFEIC OV THI L £ T,

ERSPAN D&

Cisco ERSPAN #§EZ 925 &, R—FFEHRIIVLAND VT 7 4 v 7 2E=H—1L, =
Z—ZINTENT 7 4 v 7 BREER— MIEEFETEET, ERSPAN X, A vF 7Fr—7 TN
AARLYE—FE=HZY 7 RMON) 7 a—T77% DXy hI—F TFIAWFIT"T T 4>
7 Z3%ELET, ERSPANIL, B DHF A A DY —RAFR— |k, Y—AVLAN, L 0U%64k
R—RhaYFR—FLT, Xy NV—27 ETOEBDOT A ADY E— ME=X Y 7 HHRL
3

ERSPAN /X, £ K 9180 /XA ~D 7w fb sz v F &Y AR — h LEF, ERSPAN |3,
ERSPAN HExxt vy a v, V—T 1 7 A7 ERSPANGRE W 7B /Vib F o7 4+ v 0 B
JOVERSPAN 565t v v a U CHERR STV E T,

ERSPAN %15t v 2 >, ERSPAN%GSct v a v, F3FOM T 2T /31 A THRETE
F9, ERSPANEE L v g VOABRREIINTWND T /3A AL, ERSPANEIE LT /3 A A
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| ERsPAN @

s

ax ;&

ersean oz [l

EREEIVE T, ERSPANSEYEE v & a VTR E SNV TV DT 231 A(X, ERSPAN &7 /3
A REMEHINET, 7354 RlL, BRSPANE[FILT /31 R E#&aT /A 2Dl )7 & L THRE
EXET, SLET A ATOERRNT 74 v 7D Ry FITORNLARERDOH D, VT 7 4 v
I DF—NR—=HT 27 YT arwEEET AT, EETT A ATEFE Ty v a VERE
THENS, BTy v a VBREII., BT NNAATHEHELTND Z EAMRL T ES

Wy,

EEITLAR— b E72IEEETC VLAN IZDOW T, ERSPAN I, AN MT 740 v 2, HA T
T4, FRIFIAMD T 7 4 v 7 BEMRTEET, 774V b TIE, ERSPAN L, < /L F
FYAIBIOT Yy T harsy—4% 2=y (BPDU) 7L —2Ah%&ET, TXTDHO K
T4 v EERLET,

FTNRARTE, mRK6DEYarEYR—FLET, K8 ODEETLE Yy a VERET
%i*f HBODOE®y g 0d, RSPANSEEE Yy Y g v L LTHRETEXET, EHE kv

Uik, v— BV SPAN EETE v g U E 721X RSPAN #ETE v & 3 » 3 2 T ERSPAN %

By raronFnnice 9, #Exty v a rofud, BE S 7z ERSPAN 465G
tyvaroBEETESLET,

FNRAAT, By arZlIHER0DOEX2 )T 4 FTNV—T% T (SGT) 7 4 )VHZ ZHPiR—
rCTEET,

ERSPAN %£ETE v ¥ a UE, IRONRNTA—FIZL > TERZSNET,

\}

v alID,
« ERSPAN 7 2 — ID,
sy a Nl Lo TERINDIEE LR — b FELITEEIT VLAN O—E,

» Generic Routing Encapsulation (GRE) T -<wu— 7 |ZB#H 3 5, IP Type of Service (ToS)
R IP Time to Live (TTL) 72 EDA T v 3 DR,

B LORELIPT RLA, Zhblt, FSvy7Fv¥ N bT77 4227 ®GRE T~
O—7F05HEIP T FLALEETLIP T FLALE LTENEFIEA SN ET,

G¥)

« ERSPAN #{E 70 v 3 »iZ. ERSPANGRE I 2 b &N N T 7 4 v 7 2 EE LR —
Fbavr—LEHA, ERSPANEETE vy a s Z iz, #ETe LTR—MERIT
VLAN Zfif4 25 Z L3 TEFIA, WFMEHATEEEA,

o BTV IMEB LOD T B IALEERIIAN— R T = 7 CHFITEND 728, CPUNRT 4+ —< 2 A
TR Z T EE A,

¢ IPv4 BEONIPV6 DEERB IR T U AR — b~y X =R HR— I TWET, Type-ll
BELO Type-lll ~v X —%EHRFET,
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ERSPAN 0% |
B erseanizzn

9:ERSPAN D%

Switch D Destination Switch

{Data Center)
Routed D1 'LDE
GRE-Encapsulated '“‘2//4
Traffic ) Probe
—

~ Routed ‘\,

L4 MNetwark
s Routed
Routed GRE-Encapsulated
GRE-Encapsulated __ w. Traffic
Traffic
) Source Switch(es)
Switch A - ’ Switch B {Acoass)

MT AET EhiEEi I

120377

ERSPAN % 1{E 5T
Cisco ERSPAN EREIZR DEETLE AR — M LE T,
o EETEAR— b h774/7\ﬁ®t =X —ESNDEETLR— T, [EEDVLAN
‘%ﬁfm‘" BRETHENTE, "I IR—NMI, T I EETLR— L L
ﬂuym“a FELTHRETEET,
cEETLVLAN : NI 7 4 v 7 D=l =% —3h 5 VLAN T,
ERSPAN %G 5 7R—

SE5EAR— MX, ERSPAN EE XSO N T 7 4 v VB EETDHLA VY 2LAN R— 7=
IZL A ¥ 3LAN R— K T7,

RN— b E5R— e LTRETDHE, TOR—NMINT T4 v I E2ZETHZ ENTEAL
720 %9, R— bI% ERSPAN F§REEL I T4, ERSPAN 4G%¢A— b Tix, ERSPAN & v 3
B2 T T oy 7 USNDERRII TN E YA, T R— b EmeAR— e L CRIET
DHIENTEET, ZHICE-TL 58N T I R— DM LT N T 7 v 7 sk
THZENTEET,

SGT X— X D ERSPAN

X2 VT 4 Z—7%7 (SGT) 1. v 7 A »IEIZ Cisco Identity Services Engine (ISE) 73
a—P—FEIZ U FRA U by aAlEHECh 6 8y METT, *y hT—2 A
T7IANT I F XTI, By va s AZEI0 Y TOHRORMELSL LT SGT Bifiksil, £ty
arnbDTRXTO NI T4 v 7L AY 22 TPEAINET, 77 v M7+ — AT,

o arbimVRKS0DSGTHRY v—%2HKR—FTEET,

BEf7D 7 1 —~_—Z SPAN (FSPAN) F 721X VLAN 7 4 V&t v g Tld, SGT 7 4 V4
VU TEREBITFTENTWVERA,
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| ERSPAN mE%E
ersPAN 5 1 1252 > 7 |

ERSPAN 5% o LR 32 > T

ERSPAN ~ v X —MN ¥ A4 7 IR E STV DA, ERSPAN # A AR X I XHEIMICHE
I FF, FALAZLT T 4 — )V R, T ADNr y NBIEZ GRS 572012/
SNFET, ERSPANEF LRy a v Tk, "oy hNaZETHEXA LAZ LT T 4 — LR
e — B NVIEMEREADINE T, sty a it TOXALARZ T ET T r—
va U CETZENTEET, ERSPANE, 328y MEXDTRTOHX A LAX VT H P R—
FLET, 100 /8 (ns) ORIEEZYR—KNL, A LAX LT T 4=V RDT T T T
> REERIEH 7 99 CF,

ERSPAN over MPLS VPN

CiscoIOS XE Bengaluru 17.5.x U U — AL, ~/vF 71 hai T AA »F 27 (MPLS)
N—=TF ¥V TFA =) Ry hU—27 (VPN) ZIS L TERSPAN 77 ¢ v 7 ZHEETE D
£ 912729 £ L7z, ERSPANoverMPLS VPN Z A ZhiC 4 5121d, * v UV —27 T AF 71 |k
a) T AL v F 7 (MPLS) | ULV 7 1 k=L (LDP) | 38 KU Cisco Express
Forwarding AN 20N H D 4,

ERSPAN %G5: 2 3% & LT, MPLS VPN %4 L7- ERSPAN T 7 ¢ v 7 ®%E{ETC VRF Z K T
% ¥4+, ERSPAN destination session source 2~ > R TCvrf ¥— 7 — FZ#EH LT, 2£/Z5C VRF
ERETEET,

ERSPAN DR E A%
Z Z T, ERSPAN DO EFIEIZHOW T L ET,

ERSPAN :£{Ett v 3 U DERE (IPvd)

ERSPAN %fE v g vid, F=F—32y i a U RENRTA—FBLIUOKR—ME2IT
VLAN Z#E# L ¥ 3, IPV4 ERSPAN X E Tt v v a VA2 EET DL, ROFIEEZFEITLF

h@‘O

FIE
ARV EEREETIVa Yy EL:Y

ATy 71 |enable Fi#E EXEC £ — FE AT L E T,
i INAT—REANDLET (FRENT
Device> enable i}%/a\) o

XFwJ2 |configureterminal Jya—\)Lary7 4 Xz lb—a v
Bl T— FEMHLET,
Device# configure terminal
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B erseanizizit v s omE (Pw)

ERSPAN 0% |

ARV FFEREETIVa Yy

S

ATvT3

monitor session  span-session-number
type erspan-source

1 -
Device (config) # monitor session 1 type
erspan-source

ryvariDeikvyiary 2A7%
M L CERSPAN £tk v a v %
£ L. ERSPAN OFE =% —%E 70

tyvaryrarysZ 4 F¥al—r g

ET— FZRBLET,

« span-session-number 5| %% O #iH X
1~66T7, MLEyva &KE
IFEHEEEHATE EEA,

cEETXtE Yy v a rEIIsLtE Y
vardOkyiarIDIEELS
12—/ ID AR—ANIZH DTz
W, HEvvarIDIImGOR Y
var AR LTI r—3L
IZ—E T,

> aID (span-session-number
FIEIZE > TRE) BLUOEY
v ar# A7 (erspan-source X —
U—RIZEoTRE) 1. A&
IIEETCEERA, Byiark
HIFRT 51213, Zoa<r Rdno
FEXEHEHL, FriLnkyiar
DELEFFHFLVEY Y a v X AT
Ty ra rEEERLET,

ATvT4

description

£l
Device (config-mon-erspan-src) #
description sourcel

string

(f£&) ERSPAN XEtE vy a o
MBHEATILET,
« string 5 1B 135K 240 3L % £ H

TEET, L, BT ER
EAR=RIHEHTE A,

ATvTh

[no] header-type 3
i

Device (config-mon-erspan-src) #
header-type 3

(&) AA v F%& %A 7 ILERSPAN
N HE—ITRELET, T 74NV NH
A F1X % A 7 I ERSPAN ~» X —TC
—dAO

ATvT6

source {interface interface-type
interface-number | vlan vlan-id} [, | - | both
| rx | tx]

1 -

Device (config-mon-erspan-src) # source
interface fastethernet 0/1 rx

EETLA v E—T oA AET-IZ
VLAN, BIOE=H—FTBH KT 7 4 v
T OHmMEHZRELET,
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| ERSPAN mE%E
ERSPAN %5t v & 3 voiE () [

ARV FFEREETIVa Yy E]:g]

AF7w 71 |filter {ip access-group (fE) ERSPAN E{Et b7 27
{standard-accgss-lisuexpanded-access-list FK— R THHEE. EETVLAN 7 4

| acl-name } | ipv6 access-group acl-name ABY L EEELET, filter st
mac access-group acl-name | sgt sgt-1D . R

|[ 1 vtem i ) SO SOEID | e 1D =< kig, ERSPAN R T v
’ ’ vaVTSGT 7 A B v T HRTEL

1 - £7
wi nfig-mon-er n-src)# fi ja .
SVerclhéco fig-mon-erspan-src) # filte (,I) Q?{Eﬁ VLAN & 7/{/1/5
VLANZRI Ut v a iz
GHHILIFTEEEA,
RTwv 78 |dedtination ERSPAN #E7tE v ¥ a v Dsidta
i - TA4FX 2l —aryrE —RE2KBLE
Device (config-mon-erspan-src) # 7r°
destination
RATwv 79 |erspan-id erspan-flow-id ERSPAN 7 7 ¢ v 7 Zinl7 57
i - W, EEILBIOSE Y v v a Tl
beus o o MEN2IDERELET, Zhid,
evice (config-mon-erspan-src-dst) # . R s
erspan-id 100 ERSPAN 36t v g VORETH A
NTH0ENRHY ET,
A7 710 |ipaddress ip-address ERSPAN 7 7 ¢ v 7 D565 & LT
Bl - HSnbdIPT7T RLAEZRELET,

Device (config-mon-erspan-src-dst) # ip
address 10.1.0.2

RTwv 711 |ipdscp dscp-value (EB) FEfteIal—vav

- (CEM) F ¥ FNANB D/ MM
, , .| LTIPDiffServ =— K &"A >~ bk
Device (config-mon-erspan-src-dst) # ip N N
dscp 10 (DSCP) DIEHZEA X—T7 NI LE
ﬂqo

AT F12 |ipttl  ttl-value (f£&) ERSPAN R 77 ¢ v 7 NS
Bl - o O TP TTLEZ 3E L £ 7
Device (config-mon-erspan-src-dst) # ip
ttl 32

AT w13 |mtu  mtu-size MTU DU 5 TH A ZZE L £T,
- BE S MTU YA XL D HRE W
e . ERSPAN /7w MIT T, REIN
evice (config-mon-erspan-src-dst) # .
mtu 512 A Xz EConET, MTUY

A ROFPHIL, 176 ~ 9000 /34 T
T, T 7 A MEIZ 900034 kT,
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B esrseanseit o aomE opw)

ERSPAN 0% |

ARV FFEREETIVa Yy

S

ATy 714

origin ip-address ip-address

51

Device (config-mon-erspan-src-dst) #
origin ip address 10.10.0.1

ERSPAN R T 7 4 v 7 DiE{EiL e LT
ERHEINAIPT FLAZRELET,

ATvT15

vrf vrf-id

1 -

Device (config-mon-erspan-src-dst) #
vrf 1

FEE) Vo —R"V—F 4 v FF—
TNORD VIS 5 VRFA Z 5 E
LE9,

ATy 716

exit
1 -

Device (config-mon-erspan-src-dst) #
exit

ERSPAN £fEct > v a vsidea
T4 Fa2l— g ET—REKT L,
ERSPAN %Gkt vyvar ar7 g
Xal—gryE—FRIREY £T,

ATV 1

no shutdown

1 -

Device (config-mon-erspan-src)# no
shutdown

AR =T A ZATHRESNT-E Y
varEAR—TMILET,

ATy 718

end

&1

Device (config-mon-erspan-src) # end

ERSPAN &2ttt v ar a7y
Xl —grT— REKT L., B
EXEC £— RIZEYD £7°,

ERSPAN 55t 23 VDERE (IPvd)

ERSPAN%GSEE v a i, By v a vBENRTA—Z LT —{ B T T (v 7 B%ET
HHR—hEEFLET, IPVMERSPANSEiE v a V2 EFRT DI, WOFINEEZFITLE

D

FIE

ARV RFERETI Y

B8

ATy T

enable
1 -

Device> enable

¥ikE EXEC E— F&ANZ L £,
NRAT—REANLET ERENT-

5a)

o

ATvT2

configure terminal

1 -

Device# configure terminal

Ja—nRN) a7 4 FX¥al— g
ET— FZHBLET,
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| ERSPAN mE%E
ERSPAN 5isct v & 3 >0z (Pv) [

ARV RFERETI Y S

A7y 73 |monitor session session-number type |t mrIDEky YL A TR
er span-destination L CERSPAN4i et v o= 2 E S
Bl - L. ERSPAN OE =% —45ijit v ¥ =

Device (config) # monitor session 1 type AT A Fal—vart— ]\ %F}ﬁ
erspan-destination ﬁﬁl/gfjfo

* session-number 5EXOHEIFAIL 1 ~
66TY, Evia L EHFITI—ET
HOHMENRHY | FEHEEH T
FH A,

cEfEt vy a kst y
varokyyg s IDIEELCS
o — L7 ID AR—ZANIZH D 7
W, Xy va IDII@EFOE Y
varAATIRIL T e— L
IZ—E T,

« w3 ID (session-number 7|
L -oTERE) BLOEY V=
4 A7 (erspan-destination |2
Ko TERE) 1£, ANKRITEET
XFEHA, ByarEHIBRT S
2l 2o~y RonoER a2t
ML, #iLtinvkeya sIDERIE
HlLnwky g 27Ty
va rEEERLET,

AT w74 |desription string ({L#&) ERSPAN 56tk v a Ot
: HEADLET,
Bl
Device (config-mon-erspan-dst) # osUing%I%&iibiﬁ%jﬁ240jrﬁ33375]\
description sourcel j]7?§535?«ﬁ§ %?ﬁkaﬁgxé;&fﬁ;_
Aa@mhD I EITTEEEA,
25w 75 |destination interface interface-type ERSPAN %6%ct v v a V& FZE(E0
interface-number AN— MIEERT, =X —F5 T
Bl - 74y DHEEBRLET,

Device (config-mon-erspan-dst) #
destination interface

GigabitEthernetl1/0/1
XFwv 6 |source ERSPAN 58t v g v OEETI
i - T4 X2l —TarE—RFEREBLE

S

Device (config-mon-erspan-dst) # source
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B erseanizizit v s 0mE (P

ERSPAN 0% |

ARV FFEREETIVa Yy

S

ATy IT17

erspan-id

51

Device (config-mon-erspan-dst-src) #
erspan-id 100

erspan-flow-id

ERSPAN 7 7 1 v 7 Zilkil 4 57

W, EEILBL ULy g U Tf
A5 ID 2 LET, Ziuld,

ERSPAN Gtk >y v a VORETH
AT HHERHY £,

ATvT8

ip address

1 -

Device (config-mon-erspan-dst-src) # ip
address 10.1.0.2

ip-address [force]

ERSPAN N T 7 4 v 7 O%Ede e LT
AENDIPT RLAZRELET,

c ZDIPT RLRIE, v—livA
H—T A AEITIN—T Ny
AH—=T x4 ADT RLATH
0., AL v FOT RLAL—
BT H0ERHY £,

*ip address ip-address force =~ >
Ri%, 9XT® ERSPAN %t »
TavOEEIPT RLAZERL
7

ATvT9

vrf vrf-id

1

Device (config-mon-erspan-dst-src) #
vrf 1

FE) Vya—"—F 47 F—
TNV T 5 VRFA Z 5 E
L/i‘a—o

ATy 710

no shutdown

1 -

Device (config-mon-erspan-dst-src) # no
shutdown

AR —T A ATHREINT-E Y
varEAR—TMILET,

ATvIN

end

&1

Device (config-mon-erspan-dst-src) #
end

ERSPAN %t > v a v ikfEr= v
T4 FXal—T g s ET—REKT L.
HikE EXEC £— RIZREY £,

ERSPAN = {Ekt v 2 3 VDERTE (IPv6)

ERSPAN EfE v a vid, E=F—T2 v a U iRENRNTA—EBIUOR—ME72I1T
VLAN #F# L£J, IPv6 ERSPAN EGtt v v a VA TEET DL, ROTFIEEZETLE

D
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| ERSPAN mE%E
ERSPAN %5t t v & 3 v oiE (pve) [

Flig
AU RFEEETIa Y BHr
AFwS1 |enable ibE EXEC E— RE AN L £,
i RAT—RFE AN LET (BERkEn-
Device> enable i},E'J—/EI\) o
RFw 72 |configureterminal rTa— ) ar7 4 Xal—ay
1l - E— FERHBLET,
Device# configure terminal
ATFwT3 monitor session session-number type YryiariDitvyiary 2A47%
érspan-source i L CERSPAN XfEtt v a v &
- TE#E L. ERSPAN OF =% —%(35¢
Device (config)# monitor session 1 type tyvararyrg Fal—ar
erspan-source E— FERBLET,
« span-session-number OFEFHIL 1 ~
66 T9, MLty a r&HeidH
HnfEHCTE £ A,
cEETE Yy Va st v
varoktyvaryDIEFELS
o — L7 D AN— ANITH BT
W, Ky varIDIIm GOy
varHAAIIRLTTe— 0
IZ—E T,
v aID (span-session-number
ST L - TERE) BLOt Y
va ¥ A7 (erspan-source ¥ —
J— RIZL - THRE) 1. ANk
EECTCEEFA, Byvarkw
BT 5I12iZ, 2oz~ Rono
FEAEFEHL, Lty ay
DEAITHFLVEY a2 A4
Ty varEEERLET,
RFw 74 |description string ({£E) ERSPAN #E v a v d
Bl - BIIEAT LET,
Device (config-mon-erspan-src) # * string ST I Rk 240 LA {# H
description sourcel T% iﬁ—o 71,:71,:]\/\ %%j{$i 7;,:
IZAR—RIFEHTEEEA,
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B erseanizizit v s 0mE (P

ERSPAN D% 5%F

ARV FFEREETIVa Yy

S

ATy TH

[no] header-type 3
1 :

Device (config-mon-erspan-src) #
header-type 3

(EE) AA v F % XA 7 11ERSPAN
N H—IIRELET, TNV A
A 713 % A 7 I ERSPAN ~ v % —T

—;AO

ATvT6

source {interface interface-type
interface-number | vlan vlan-id} [, | - | both
| rx | tx]

51

Device (config-mon-erspan-src)# source
interface fortygigabitethernet 1/0/3

FEETLA L E—T oA ZAFTIT
VLAN, BIOE=H—TFT5 77 1 v
I DOF B EFRELET,

ATy T17

filter {ip access-group
{standard-access-list | expanded-access-list
| acl-name } | ipv6 access-group acl-name
| mac access-group acl-name | sgt sgt-1D
[, |-1lvlanvlan-ID [, | -1}

51

Switch(config-mon-erspan-src) # filter
ipv6 access-group exampleacl

(&) ERSPAN iX{Eed 77
A= Tho%5E. EEILVLAN 7 4
NEY T EFRELET, filter st
sgt-ID =~ > KX, ERSPAN%fEtt v
va v TSGT 7 ANE Y VT HREL
EJ N

GE) EEIC VLAN & 7 L&
VLANZ[RE Uty g iz

BHHIEITTEEE A,

ATvT8

destination
1 -

Device (config-mon-erspan-src) #
destination

ERSPAN &t v g v Do
T4 X2l —Ta v — RFRERBLE
KR

ATvT9

erspan-id
1 -

Device (config-mon-erspan-src-dst) #
erspan-id 100

erspan-flow-id

ERSPAN 77 ¢ v 7 Zanl ¥ %7z
W, FEILB LU Yy v a T
HEns D 2% E LET, T,
ERSPAN %isEt v g VORETH A
NTDHERH Y £,

ATy 710

ipv6 address ipv6-address

1 :

Device (config-mon-erspan-src-dst) #
ipv6e address 2001:DB8::1

ERSPAN FT 7 ¢ v 7 D%t e LTl
HAENDIPV6T FLAZHRELET,

ATvyINn

ipv6 dscp  dscp-value

&1

Device (config-mon-erspan-src-dst) #
ipv6 dscp 2

EE) Mo —v a3
(CEM) F ¥ RN H DTy Mk
L T IPv6 DiffServ == — RaRA > b
(DSCP) D% A Fr—TNMIZLE
R
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| ERSPAN mE%E

ERSPAN 3Bt v L 3 VDERE (IPv6) .

ARV FFEREETIVa Yy

E:)

ATvT12

ipv6 ttl  ttl-value

51

Device (config-mon-erspan-src-dst) #
ipve ttl 4

(f£E&) ERSPAN b7 7 4 v 7 ND R
r> b IPv6 TTLHZRE L E 7,

ATvT13

mtu  mtu-size

1 -

Device (config-mon-erspan-src-dst) #
mtu 512

MTU DY)V $TH A XEmE L £T,
BREINTEMTU A4 XL HREW
ERSPAN /X7 MITXT, &EIN
7oA X BCTonEd, MTUY
A ZOFEPAIX, 176 ~ 9000 /XA T
T, T 7 AV MEIX 9000 31 KT,

ATV 714

origin ipv6-address ipv6-address

1 -

Device (config-mon-erspan-src-dst) #
origin ipvé address 2001:DB8:1::1

ERSPAN 77 1 v 7 ODFEm& LT
HERHENDIPv6 7 RLAZHRELE
7,

ATy 715

vrf vrf-id

1 -

Device (config-mon-erspan-src-dst) #
vrf 1

3 Ja—R"nr—F 4 75—
TNV T 5 VRFA Z 3 E
Li‘a‘o

ATy 716

exit
1

Device (config-mon-erspan-src-dst) #
exit

ERSPAN %50t v g vsidea
T4 ¥l — g ET—REKT L,
ERSPAN #fExt vy var ar 7y
X2l —vgrE—FRIIREY £T,

ATy I

no shutdown

&1

Device (config-mon-erspan-src) # no
shutdown

A H =T 2 A ATHRESNT-t
YarvEA X —T I LET,

ATy 718

end

51

Device (config-mon-erspan-src) # end

ERSPAN %k v ay a7 4
Xl —grF— RFEKT L., B
EXEC £— FIZRY £,

ERSPAN 5E5ct v 23 VDEX

E (IPv6)

ERSPAN%E v v a i, By v a B ENRTA—FLE=F MR T T 4 v 7 BZET

LIR— MEE
‘j"o

FELET, IPV6GERSPANZii v v a V& F

FTDITIE, KOFIAZEITLE

Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X v F) *v hT—Y BV IJ4XalL—>3a > HAF .



B esrseanseit o s omE (e

FIE

ERSPAN 0% |

AU RFEEETIa Y

E[:)

ATy T

enable
B -

Device> enable

¥iME EXEC T— F&EAIC L £,
NRAT—RZANLET FEREnhiz

5a)

o

ATvT2

configureterminal

1 -

Device# configure terminal

Juaua—)ary7 4 Xal—g v
T RFERMBLET,

ATvT3

monitor session session-number type
er span-destination

&1

Device (config) # monitor session 3 type
erspan-destination

tyvrvariDikyvar XA T e
L CTERSPAN%Ect v v a v & EFR
L. ERSPAN DE =% —%itkt v i 3
vary 74 Fal—vgrE— REH
BLET,

* session-number 5ExOHEIFHIL 1 ~

66T, Evia L FEFIFI—ET
HOHVENDY | EEEEHTE
FH A,

s EETXEy v arEIIswkty
vardOkyiarIDIEELS
o— L7 ID AR— AT H BT
W, Koy arIDIIm GO Y
varAA TR L T e—rr
IZ—E T,

et v g 1D (session-number 7|
BT L > TE) BLOEY V=
v A7 (erspan-destination (2

Ko TRIE) 13, ANRITEET
XFEHA, By varEHlRTS
ik, Zoa<r Ronoz
ML, Frinwky g /IDERIT
FlLnkyvardgArF Ty

Ta rEFERLET,

ATvT4

description string

51

Device (config-mon-erspan-dst) #
description source 1

(fEE) ERSPAN %ttt v v a Dt
HEANLET,
* string 51T I35 K 240 SCFE TA

JTEETH, FFRLFERANN—
AEEDDH I LIXTEEREA,
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| ERSPAN mE%E

erspAN ozl I}

ARV FFEREETIVa Yy

E:)

ATy TH

destination interface interface-type
interface-number

1 :

Device (config-mon-erspan-dst) #
destination interface
fortygigabitethernet 1/0/3

ERSPAN 5%t v o g v BB A2 EE T
A— NMCBEf T, E=X—T 5 T
T4 v DFRERIRLET,

ATvT6

source

1 -

Device (config-mon-erspan-dst) # source

ERSPAN 565t v o a DR fEIL=
T4X 2l —TarE—RFEREBLE
—640

ATy T17

erspan-id

&1

Device (config-mon-erspan-dst-src) #
erspan-id 100

erspan-flow-id

ERSPAN 77 ¢ v 7 Z@nl ¥ %7z
O, FEILB LUt Yy v a T
MEN2IDERELET, Zhid,
ERSPAN %[t v a VORETH
ANTHRERHY 7,

ATvT8

ipv6 address ipv6-address

51

Device (config-mon-erspan-dst-src) # ip
address 2001:DB8::1

ERSPAN K77 4 v 7 ®%Ede e LTHE
HAENDIPv6T FLAZHELET,

ZDIPv6 7 RLARIX, v—lvA v
B =T ZAEFEFNV—T NI
B —T 2 A ZADT RLATHY | 505k
AL FOT RLAEL—FTHHLERN
HoET,

&I

exit
51

Switch (config-mon-erspan-dst-src) #exit

ERSPAN %t v v a Vikg= v
T4 Fal—arE—FEETL,
ERSPAN%iftct vy ar a7 4 ¥
L—yaryE—RNIZREYET,

ATv710

no shutdown

1 -

Device (config-mon-erspan-dst) # no
shutdown

AV H =T 2 ATHREINZE Y
valrEkARx—T I LET,

ATvIN

end

1 -

Device (config-mon-erspan-dst) # end

ERSPAN %i4ct v a v EEL=a
T4¥ a2l —TarE—REHLTL.
e EXEC £— FIZED ¥4,

ERSPAN )% 7E 451

&Pt 7 3 12 ERSPAN O EF 2= LE T,
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ERSPAN D% 7E
B 5 erseanitER L 3V oBE

5l : ERSPAN X Exct v 3 v DERTE

WIZ. ERSPAN &2 it v a v ARTETHHE TR LET,

Device> enable

Device# configure terminal

Device (config) # monitor session 1 type erspan-source

Device (config-mon-erspan-src) # description sourcel

Device (config-mon-erspan-src) # source interface GigabitEthernet 1/0/1 rx
Device (config-mon-erspan-src) # source interface GigabitEthernet 1/0/4 - 8 tx
Device (config-mon-erspan-src) # source interface GigabitEthernet 1/0/3
Device (config-mon-erspan-src) # destination

Device (config-mon-erspan-src-dst) # erspan-id 100

Device (config-mon-erspan-src-dst)# ip address 10.1.0.2

Device (config-mon-erspan-src-dst)# ip dscp 10

Device (config-mon-erspan-src-dst) # ip ttl 32

Device (config-mon-erspan-src-dst) # mtu 512

Device (config-mon-erspan-src-dst) # origin ip address 10.10.0.1

Device (config-mon-erspan-src-dst) # vrf monitoring

Device (config-mon-erspan-src-dst) # exit

Device (config-mon-erspan-src)# no shutdown

Device (config-mon-erspan-src) # end

5] : ERSPAN 8t v L 3 v DETFE
WIZ. ERSPAN 5ise® v g v 2R ETHHIZ - L ET,

Device (config) # monitor session 2 type erspan-destination

Device (config-mon-erspan-dst) # destination interface GigabitEthernetl/3/2
Device (config-mon-erspan-dst) # destination interface GigabitEthernet2/2/0
Device (config-mon-erspan-dst) # source

Device (config-mon-erspan-dst-src) # erspan-id 100

Device (config-mon-erspan-dst-src)# ip address 10.1.0.2

W OHIE, ERSPAN 5656t v v a o DE(EIC VREF 2R ET D HiEE R L TCWET,

Device (config)# monitor session 2 type erspan-destination

Device (config-mon-erspan-dst)# destination interface GigabitEthernetl/3/2
Device (config-mon-erspan-dst) # destination interface GigabitEthernet2/2/0
Device (config-mon-erspan-dst) # source

Device (config-mon-erspan-dst-src) # erspan-id 100

Device (config-mon-erspan-dst-src)# ip address 10.1.0.2

Device (config-mon-erspan-dst-src) # vrf 1

ERSPAN 0D #E&E

ERSPAN iR EZHERT HIZIE, koa<w» FEEHALE,
&Iz, show monitor session =~ > RO Az~ L E£9,

Device# show monitor session 53
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| ERSPAN mE%E
erspan oz [l

Session 53

Type : ERSPAN Source Session
Status : Admin Enabled

Source Ports H

MTU : Fol/0/2

iz, show platform software monitor session =~ > KOH AR L £,

Device# show platform software monitor session 53

Span Session 53 (FED Session 0):

Type: ERSPAN Source

Prev type: Unknown

Ingress Src Ports:

Egress Src Ports:

Ingress Local Src Ports: (null)

Egress Local Src Ports: (null)
Destination Ports:

Ingress Src Vlans:

Egress Src Vlans:

Ingress Up Src Vlans: (null)

Egress Up Src Vlans: (null)

Src Trunk filter Vlans:

RSPAN dst vlan: 0

RSPAN src vlan: 0

RSPAN src vlan sav: O

Dest port encap = 0x0000

Dest port ingress encap = 0x0000

Dest port ingress vlan = 0xO0

SrcSess: 1 DstSess: 0 DstPortCfgd: 0 RspnDstCfg: 0 RspnSrcvVld: 0
DstCliCfg: O DstPrtInit: 0 PsLclCfgd: O
Flags: 0x00000000

Remote dest port: 0 Dest port group: 0
FSPAN disabled

FSPAN not notified

ERSPAN Id : O

ERSPAN Org Ip: 0.0.0.0
ERSPAN Dst Ip: 0.0.0.0
ERSPAN Ip Ttl: 255

ERSPAN DSCP : 0

ERSPAN MTU : 1500 >>>>
ERSPAN VRFID : 0

ERSPAN State : Disabled
ERSPAN Tun id: 61
ERSPAN header-type: 2
ERSPAN SGT

KIZ, show monitor session erspan-sourcedetail @~ > KO I EZ R L ET,

Device# show monitor session erspan-source detail

Type : ERSPAN Source Session
Status : Admin Enabled
Description -
Source Ports H

RX Only : None

TX Only : None

Both : None
Source Subinterfaces

RX Only : None

TX Only : None

Both : None
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ERSPAN 0% |
B ersean oz

Source VLANs H
RX Only : None

TX Only : None

Both : None
Source Drop-cause : None
Source EFPs H

RX Only : None

TX Only : None

Both : None
Source RSPAN VLAN : None
Destination Ports : None
Filter VLANs : None
Filter SGT : None
Dest RSPAN VLAN : None
IP Access—-group : None
MAC Access-group : None
IPv6 Access—group : None
Filter access-group :None
smac for wan interface : None
dmac for wan interface : None
Destination IP Address : 192.0.2.1
Destination IPv6 Address : None
Destination IP VRF : None
MTU : 1500
Destination ERSPAN ID : 251
Origin IP Address : 10.10.10.216
Origin IPv6 Address : None
IP QOS PREC : 0
IPv6 Flow Label : None
IP TTL : 255
ERSPAN header-type : 3

R ? show capability feature monitor erspan-source =~ > RO ix, RE ST
ERSPAN #Ett v & a VIZHET 2 FHREF R L TWET,

Device# show capability feature monitor erspan-source

ERSPAN Source Session:ERSPAN Source Session Supported: TRUE
No of Rx ERSPAN source session: 8

No of Tx ERSPAN source session: 8

ERSPAN Header Type supported: II and III

ACL filter Supported: TRUE

SGT filter Supported: TRUE

Fragmentation Supported: TRUE

Truncation Supported: FALSE

Sequence number Supported: FALSE

QO0S Supported: TRUE

& ™ show capability feature monitor erspan-destination=~ > KDOHjix, #E SN
TRTCD T v — N BIABRT T — FERR L TWET,

Device# show capability feature monitor erspan-destination
ERSPAN Destination Session:ERSPAN Destination Session Supported: TRUE

Maximum No of ERSPAN destination session: 8
ERSPAN Header Type supported: II and III
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| ERsPAN @

B

ax ;&

ZTDMDSEER

ERSPAN

RFC

ZAERFC| 214 ~IL

RFC ['Generic Routing Encapsulation (GRE).]
2784

SRADTHYZAIL YER—+

zomwnszay |

B

)y

YAADHAR— K Web A hTiE, YAIORERLT 7 ) m—
T2 T TNy a—T 4 U TITBEN TN D XL,
YA T ARV =L EEILDETLEE R TA ) Y%
L L CnET,
BEWORGEOEF 2 U 7 1 FROEIERE AT T 572012,
Cisco Notification Service (Field Notice 2>5 7 7 &£ A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— Rig LB —EAITMATE T,

VAADYR— K Web VA FDOY— T 7 AT DT,
Cisco.com D —HF ID BLUOXA T — RBAMLIETT,

http://www.cisco.com/support

EDHEBEERE & 1FHR

WORIZ, ZOFY 2 — /L THILIEKREICET L U —AFHREZRLET, ZORET, V7
Fo=7 VU =R bbA U THEEEOY R — FREASNEEDY 7 =T VY =T
FERLTWEY, TOERIT. FICH 3720 RY . 2RO —EDY 7 by =7 VY —

ATHbHAR—hShET,

T RN T =LY FR—FBIO AT N =T A A=YV R— MIET L HERE B
FI HITIL, Cisco Feature Navigator Z i ] L &7, Cisco Feature Navigator {Z7 27 24 5 (2
X, www.cisco.com/go/ctn IZFEE) L £ 7, Ciscocom DT 77 MILEDH Y EH A,

% 13: ERSPAN DR TE IZB Y SRR

L J)y—2 HRETEER
ERSPAN Cisco IOS XE Everest | = mffpev 8 A SN E L7,
16.5.1a
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B ersean e ERE & iEE

ERSPAN 0% |

HaE

iy

IJ IJ—X

AR

ERSPAN

Cisco IOS XE Gibraltar
16.11.1

ety a rOPR—FREAINEL
77

vifa~<> R&ipdscp 2~ N, BL Wt
F—U— FBEAISNE LT

ERSPAN L, T34 R& X A T~y F—
WCERETDHILICHESNE L,

header-type3 =~ > RN A I E LT,

ERSPAN YV ¥T L X A L AEZ T DY
R—FPREAINE LT,

mtu 2=~ RBEAINE LT,

ERSPAN IPv6

Cisco IOS XE
Amsterdam 17.1.1

ZDV Y —AN 5, ERSPAN O IPv6 Bk —
FABASNE LT, ZHUTED ., IPv6
ERSPAN Z#(F B L ek v v a VD%
EMATREIC A2 £97,

ERSPAN over MPLS VPN

Cisco I0S XE Bengaluru
17.5.1

ZDY Y =AM, MPLS VPN O IPv6
R— FEA S E L7z, ERSPAN 7
7 4w 71X MPLS VPN % Tzt T& £
9, ERSPAN O 7R— K, L3VPNIPV4
MPLS |Z[RE SALTWET,

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X 1 v F) ®rvy hJ—9EEBa T4 X2 L—>3> HA K



.9

INT Y bR TTF v DRE

i

« Ny bR Y TT ¥ RIEDOHITRSEM (165 <X—)

« N7y XY T T REOHIFIFIE (166 ~2—)

e Ry b XY TFXIZONT (169 ~<—)

cNTy M RY T F ¥ ORREIE (180 ~—2)

e NIy Ry TF v OFREN (198 2—3)

« TOMOBZEEE (216 ~—)

Ny MR XY T F XY REOHWERBERE L HH (217 X—)

O O Enir._' —t = x
INT Y b TF v EETEDRITRE S
/N N F ¢ 7T v 13 Cisco Catalyst 9300 > ) — X A A »F THAR—FINTWVET,
ZIZTE, ATy Y T TF v OREICHET DRMHREMHIC OV TR L £ 7,
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KR
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DY A RF, 2—F =R ELET,

T4 AT RE: 2RIy NI DT SR, A7 AR— N T&EFET, 7T v
Va T AR TOHRMREILELY A,

INT Y b XY TF Y EREDFIFEIE

ZITE ATy bERY T OREICET HHFFEHEICOWTHALET,

Wireshark 5% D ##9E 18
e Wireshark iZ, 72— )L Xy h F ¥ 7F v 2R —FLTWWEREA,

s Wireshark (£, 77 A VP A XL DMERT 7 A VA N L—VORIRZ AR — ML TWE
A,

T ITATRF T Ty ral THAIN TV 7 7 A VEHIERTDE, ST Ty
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XY TSFNYNT I T A TRBE. ST FvRA L FNEEFETLZ LT TEERE A,
» Wireshark & floodblock (Z XL > T Ry 7FEnsd "\ ry by 7T v LEEA,

» Wireshark 7 7 A~ > 7 Tld, 1 20 ACL (IPv4, IPv6, F 721X MAC) DLV FFA] I F
j—o
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G _RTCORNT 7 v 71X, Wireshark (2V %4 L7 F&uE§, Wireshark % BHth3 %
BIZ, ACLRX U VT %BIET I T 4 7IWCTHILEBEOLET, TREFETLRNVE,
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%, ROVICEXECE— bR E T, T3 TOFEEa~ 2 FIEINVGEN DXL T
172 < . NSF & SSO DL F U FTITAZ L3 Z2— 33— FICRB S EH A

FAAA I D Wireshark [ZH AR — b AL THETH, ROFIR1H Y 77,
XX T T T ANZERRT A NVEZ T AR— NS ER A,
T I TATRI YT Ty OEFIIMHEHTEETA,
BT, BT Y U —X L3RR 0 £7,
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TEZENnET,

sCPUMHEZE L2WVWE DT DI, ROFEEZFATLET,
o BN — M ISR L E T,

s —BEMERTIIZ A vy TEMEML, ZIRIICT 78 A U A REERALTL
EEV, WIFNBFETABETRWERIE, PIRrR, A T4 T4V Z 2L E
‘g—O

o 74 VA BANCIE LS IS F 9, RSN /=0TidZe < HIfRM7e ACL T, b7
T 4T ZBATE (IPvd ODHIZEIL) FIRL T, RER NI 74 v 7 &5 ZHLE
‘g—O

c TAT T T 497 DFY T F ¥IZ Wireshark Z#HEH L TW55E. QS HY v—%
—IFICEA LT, v 7Ty 7 AR TTH2ETCEBEDO N T 7 0 v 7 ZHIRT
HT EEBRBLTIEEZN,

-Nﬁ/b%ki%v%@wﬁﬁitiméﬁﬂvyb%%ﬁﬁﬁﬂ@biﬁoWMm:
~ 2 ROIRT A—H|Z RERETLZENTEET,

o X 7T B

e X ¥ ST X NI T y FOKK

« 7y AN Y AR

Ty DT AN AR
°%¥7%%?yVaV¢K\?N{X@N7¢—VVX%AwXC%%¢57 EEOH %

Wireshark (Z X A2 EW CPUEARB L OA TV IHERNZR2WDER LEST, 29 LR
FAE LG, Wireshartk ¥ v v 3 &3 IOEIELF9,

c AT T4 NE KT DL NTT 4 v I PIFFITD RN T LI L T L 5EE, HIBRZA
LCxFy S Freyviarrb®ETLET,

* Wireshark £ > A% L A IR S E CERCTEET, peap 7 7 A NVETZTF v 7T ¥
Ny Ty No/Nry b7 a— RRLTERRT DT 77 4 77 show 2= R, 1{EHDOA
YAZUALLTHY Y PERET, EEL, T T4 TICTEDLA LV AZ AT
T,

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X 1 v F) ®rvy hJ—9EEBa T4 X2 L—>3> HA K



| oy bFrIFrosE

Wireshark &0 1 k54> [

c BT OX v FF v ICEEMN T B2 ACL 28 F 4 58813 1. ACL EH 243021
DIy 7Ty 2 FEHTOILERNDHY T, S T TF Y 2HEHLRAWES, BES
NTWZRWND L HIZTED ACL S8 Ekix i SN E T,

7TV aT L AT ~OEZIARL, CPUEZETVIZHERAT EETT, v 7FFrL—
MR FDRGEERIE, Ny 77Xy T F v 2T 2BEIOLET,

s RERT7AND peap 7 7 ANMED/Rry T a— KL TERTDH I LT TL
7ZEW, RV IZ, PCIZ .pcap 7 7 A V% H5ik L PC EC Wireshark 2 517 L £7,

AL —=V Ty ATy NERFET D TEDYE. Wireshark ¥ ¥ 7' F v 7 nk 2%
PRAGT DRI TR AN—ADRFIAFRETH D Z & 2R L TS,

Ny MERE IR, ROBEBRELET,

e TA TNy FOF XY T FyHITIE, ART OB (FRA TV a v EEE LRV
&) BERALET, CPUICARMDBINDLEME (FRHEEHME—R) ThrEAE kLR
IR LT 72 &0,

Ty FaNy T NIRGET 2EEOX Y 7T ¥ RbH25GE. AT n AzkET 5
72, HLWF Y 7 F ¥ ZBRMGT NNy 77227 U7 LTS EEN,

¢« T TN IRy Ty YA XML, 7y MRRDNLTWBIEE. Ny 770 A4 X
ML TNy hOBEREH ST ENTEET,
ALY —NT 4 RUDTA TNy VAL L TRART DA, BF ¥ 7T v H)
¢ Wireshartk v > a U E A  RLTWALZ EHMERL T,

e a7 T4 NKIFIARMR T g N K, TIRA VAN, FHIFI TR~y SITTEET,
INHEDHEATOHF LT 4 NVHAERETDHE, BHFEOLOEEEHBZ FT,

N

GE) =7 74 %1%, CAPWAP ho XL A v B —T = A%Fx
F v R™A L FOEEGRA L FELTHERALTWAEAEEZRE ., %
HTT,

X ¥ T T X HRA L MNEERTHHA. FFEQIAFILEM S ETA, CLITHAI ST
LEEIE. XX T TF ¥ KAV N RTA—ZELEDIAFCEFKR TE £9, Wireshark CLI
T, H—ATONRT A= EICHIRIIH D A, ZHUIFY T TF ¥ BA L M EERTD
7O B a~<y ROBMEHIRLET,

s AR A U P ERBRS T RTONRNT A—=21F, B—OEZI]Y £9, @, a~ FeHA
NTHZEICLY, HEEHLODDICEESHEZ D52 LN TEET, 22— —DfER%KIZ Y
AT APH LWVEEZZ T AN, HVMEE EEEXLET, a2~ FonoBRid, #HLWE
DANIFILETH D FHAD, NT A =X OHIFRIZITNE T,

» Wireshark Ci% 1 DLL EOFERIHRA » bEEETDHZ ENTEET, HEOERKA b
BT 5120, FTLWEERARA v hTa~r REFANLET, 8RR A v b adlkRdT
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Ry bEr IFe0BE |
B =7+ o Wireshark o

DIZiF, A FOnoBRZMHLEY, #nA > be LTA ¥ —7 =1 AP %
fRETE £,

7= & 21X, monitor capturemycap interface GigabitEthernet1/0/1in * AJ LEd, ZZ T,
GigabitEthernet1/0/1 [Z#&EAR A > 8 TH, A ¥ —7 = A X GigabitEthernet1/0/2 & #5t

HMEN S DAL, D L 9 IZ AT LE 3 monitor capture mycap interface
GigabitEthernet/0/2in

s EATTHUEE, WTNODRT A —ZBUHTH 50 EE L £ T, Wireshark CLI TIE,
sart 2 REANTHRNAEE DT A — 2 e £ AE T+ 5 2 L TEET,
start A~ REANT L L TRTORENT A—=Z NNy Sl LT LIz &Izo
Wireshark 23Bf4A L £77,

s X ¥ I TF v RA L NOIERIFIZ T 7 A VINFIET DA, Wireshark (37 7 A V% X
TEDLMEIDEMRLET, XY TTFvARA L DT 7T 4 TR T 7 A VDFELET
L34 Wireshark 1ZBEFDO 7 7 A L% FEX L E9,

« ORI 7: stop 2~ > K& 57>, automore E— RIZ q & AJJ LT, Wireshark O v
arE T LET, By va i, My B 7T v OfilRZ EofEIE DS
Ml SNc L 22, BHZABNICK T T2 ENTEET, N7 —DHEAE LY
By FIRY Y= ART IR S T2E FRS, T A A7 BT 7 A VE— RTTLDY;
B) KR TTHZEnHY ET,

s N w7 ENT=X7ry MIF Y 7 F Y ORBIZERENEFA, 72720, FayrXEns-
YA XEBDO Ny NEOAPERINET,
F 74 L kD Wireshark D& E

WDOFEIX, T 7 4/ D Wireshark DR EZ R L TUWVET,

Hae T4 LERE

Frfoiir ] kR 72 L

NI b HlFR 72 L

Ny bR BIRRZ2 L (Zv 2347y 1)
77 AN P AR HilfR 72 L

Vo7 T340 AR L—Y L

Ny Z77DANL—Y F—R =R

HARAHINT Y X TFHIZDOUNT

EPCiX, X7y FD ML —RA L NI TN a—T 4 U TN OMPIA Ty AT N HERE &
BEELEd, ZoMEAEHATL L, 2y NU—ZEBEIX, Y Aa TS ZAEHAY T 50
BT 57T —% Ty haeXxy I Fy TEET, xy NI EFHFIL, v T TFry Ny Ty
PARXELZAT PEREZIZIV=T) BERX YT TF ¥ THE Ty NOERRAA NEER
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THHAENRHY ET, Xy b xy 7Ty b— NI, FFREREREAEH L TAry RY &
FexFT, i zxE. T/BRay hue— ALY R NEFEH LTy R T 4 L Z U T X
T, IHIT, ARy b 7 TF X L— bERET L0, o7 IR EEET S 2
LT, flEEERTEET,

Cisco IOS XE Amsterdam 17.2.1 VAR TlZ., EPCIEZT v v hEF UL REED A ¥ —T7 = 4 A TiZ
PAR—FENTWEHR A, CiscolOS XE Amsterdam 17.2.1 LA&I%, EPCII> v v M & 7 kA8
DA VH =T A ATHR=FEINET, 2T, A F—7 oA ADREIFIC ANy M &
X ST T LHGEIMERTT,

HARAAINTY F T TFrDF A

« TNAATIPVABLWIPV6 N7y b EF ¥ 7F ¥ TE, MAC 74 VZ ZEHLTZY
MACT RV AZ~wyFIELD LT, FEIP Ty X v 7 F v AlhE,

cA Y N R TF o A DA BIRARRA LTI ARG I F X T F
HA L M ATy MRF Y TFr S, Ay T LB SRS R I T 4 v kT
Yy b AL BT

Y — VB LTI Lz X7y v 7 F v 77 A/ (PCAP) BT/ 7w
kb ¥y FF v EBT T AR— T HEEEE,

c SFESERFML AL TRy T Ty ENTT—F Xy a7 a— N4 55k,

Nry b T—8XvTFv

Ny b T2 XX TF I Ny T IS NDT = Ty hOXF T F ¥ T,
Ty T2 XX TF X —BEOARTENRTA—LZEANNT LI EICLoTERLET,

TOLERY T F YT, ROT 7 v a vy mBFEITTEET,
A HE—T 2 A ATDXXY T F DT 7T 474k,

X TF X RAL I ~DT 7 A A r—L U X~ (ACL) 7 T %~ v 7O,

Y

() Network Based Application Recognition (NBAR) & MAC A ¥ A /L
DI ITA =y TE, PR=-—FSnTHEREA,

o v T F v ORLIE,

e A RRHA TIREDNy T 7 AR L—U NFA—FDHE, A AOFFAIE 1 ~ 100
MB T4, 774/ EDORNy 7 73BT, 5 1ODN Ny 77 A7 a AIERT
R

eFu haN, IPT RLA, B—F 7 RLRIZET A ERE S Te— OIS E,
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Ry bEr IFe0BE |
B <rorxeTrvomesk

INTY Y TF v DHREFE

ZITEH, ATy PR Y T F Y ORTEICOWVWTIMBALET,

Wireshark D% € /5 ik
Wireshark 25 E T D 121%, IROEKRMRFIEZFATLET,
1L ¥x7F v R’V EERLET,
2. XX TTFXYRA L NONRTA—=ZEBIMEITERLET,
3. XX TTF XY RA L NeT T 4 TCETIIHT 7T 4 T LET,
4. Fx TFX¥RA L P ELSBREMLRWGEITHIBRL £,

FYTFv R4V FOEE

ZOFIEDFITIX, EFIC L TINRX Y T F v ARA v b EERELET, SIS T T, monitor
capture 21~ KD 12D A U AZ L AEMBEH L THXF ¥ 7 F ¥ HRA L hEZDOTRTONRT A —
FEERTEET,

N

GE)  BRA v b, ST TF vl BLXOar 7 2%, BETLIX Yy FF v RA L FE2FH
SDEIEELET,

a7 T 4 NEEERTHLENRRNDIL, CAPWAP Fo R v A B —T oA AR L
TUVAY VA XY T F ¥ RV NEBRTDIHETT, ZOHA, a7 74 VZITERLE
Hh, HHTEEEA,

For ST RA L N RERT DI, ROFIREZFATLET,

FIIg
ARV RFERETIVa Y ]3]

AT w71 |enable FiHE EXEC E— FE AR LET,
i NAT—READNLET FEREniz
Device> enable &) .

R T 72| monitor capture Xy 7F v KAV MEEHEL, ¥ 7

{capture-name} {interface interface-type |~ ¢ o K 23BEAHT & LTV B 42
interface-id | control-plane} {in | out G o N REE L. v ST v DS
| both) EHRELET

11 F—U— RFOEWRIIKRDOLEELY TT,
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FYyTIFy R4V FDES

AU RFERETOVa Y

B8

Device# monitor capture mycap interface
GigabitEthernetl/0/1 in

« capture-name : EFEKT HX ¥ 7T ¥
WA FOARTERELET (BIT
I mycap MEH SN TWET) |
¥ T F v HORSIFT8LFLUFIZ
LTLESW, 5, T F—R
a7 () ORPFASNES

+ ({£E) interfaceinterface-type
interface-id : ¥ 7 F ¥ KA bR
BEfT BN DB A o b R E
L %7 (5] CTiX GigabitEthernet1/0/1
DEHINTHET) |

GE) A7 a T, ZDa
2V R VAR A
DTIDOFX ¥ 7 F ¥R
A v s DB OB AR
AV FBLUIRT A—
AT RNRTEERCTEE
T, TNHDNRT A—
ZIWZHONWTIE, v
F ¥ BA L h T A—
2 DTS 2 FIA
T INTWET,
FPHOY R — X, B2
R4 v N EBINE X
CHIBRT 572012 b
HTExET,

interface-type (ZIXR DT 4Ll
MLET,

* GigabitEthernet : #fiRA > k
% GigabitEthernet & L CF&iE L
£,

evlan : #5ki A > k% VLAN
ELTHRELET,

GE) DA HBE—T
A AP RA
e LTHERATA
BaiE., A%y
T X DFHIA[RE
<7,
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Ry bEr IFe0BE |

ARV RFERETIVa Y

B8

« capwap : A k&
CAPWAP kL& LTHIE
L/ijqo

GE) DA HE—T =
A A ZAEREARA
e LTHERTS
Y, ar 7 v
2RI L2 L
ITTEEEA,

« (f£&) control-plane : iR A
reLTary ha—LFL—r %%
H/E_‘Li—a‘o

ein | out | both: v 7 F¥DJ
mEZHEELET,

ATvT3

monitor capture {capture-name} [match
{any | ipv4 any any | ipv6} any
any}]

fi
Device# monitor capture mycap interface
GigabitEthernetl/0/1 in match any

a7 VAT ADT A NEEEFRLET,

G¥) a7 7 4V BMERTE R
{72578, CAPWAP @ k
YRV T A E—T oA
A TG A v b & LCHE
A3 258X 0FIEEHE
ITLARNTLIEEW,

F—U— FOERITIRDO LB T,

« capture-name : EFET DHF ¥ I F ¥
AV FOLATERELET (BT
IE mycap MEH SN TWETS) .

ematch: 74V ZZEELET, &
BEINTWBIRONDTZ 4 VX IZaT
T4 IVHTY,
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FYyTIFy R4V FDES

AU RFERETOVa Y

B8

GE) XX ST ARA L M
AT VAT AT 4 )VH
FIITERA A
EFRESNTWVRNWE

G, ENET T 4T
T2 LT TEER
Moo THUD DFE:E i
L TnWingy 7

FXRA L BT

T4 7bLE S 21D
L. TN ERERN
£7,

cipvd : IPN—V a3 4D T 4NV E K
fEELET,

cipv6 : IPXN—T 5 6 DT 4 NVH K
BELET,

R Fw 7 4 |show monitor capture {capture-name} [ | 25 w72 CEZR L+ FF ¥ B4
parameter ] YR NRTA=EEFIRL, v T Ty
Bl - HA v MEER LD L EHRLET,
Device# show monitor capture mycap
parameter
monitor capture mycap interface
GigabitEthernetl1/0/1 in
monitor capture mycap match any
A7y 75 | show capwap summary TAYXYLA Xy 7T ¥ OBfiAA > b
B - & LTHMTE %5 CAPWAP h o fL %
- FRLET,
evice# show capwap summary
GE) NPR= 07l Nl SNV el P
Ax ¥ T T XY EFATT D72
DIZ CAPWAP b o RV %2
fiARA v e LTER LT
WO EIZDORMEMN L E
T BlDIED CAPWAP D
HZRLTLLTZEN,
R T 7 6 | show running-config AN EHER L ET,

1

Device# show running-config
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Ry bEr IFe0BE |
B =77t roes

ARV RFEEETIII Y BRI
R 77 | copy running-config startup-config B v 74Xl — g 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

151
CAPWAP 5t RA v F TRy FF v AV "NEERTAHICITREEITLET,

Device# show capwap summary

CAPWAP Tunnels General Statistics:

Number of Capwap Data Tunnels =1

Number of Capwap Mobility Tunnels =0

Number of Capwap Multicast Tunnels = 0
Name APName Type PhyPortIf Mode McastIf
Cca0 AP442b.03a9.6715 data Gi3/0/6 unicast -
Name SrcIP SrcPort DestIP DstPort DtlsEn MTU Xact
Ca0 10.10.14.32 5247 10.10.14.2 38514 No 1449 0

Device# monitor capture mycap interface capwap 0 both
Device# monitor capture mycap file location flash:mycap.pcap
Device# monitor capture mycap file buffer-size 1

Device# monitor capture mycap start

*Aug 20 11:02:21.983: $BUFCAP-6-ENABLE: Capture Point mycap enabled.on

Device# show monitor capture mycap parameter

monitor capture mycap interface capwap 0 in

monitor capture mycap interface capwap 0 out

monitor capture mycap file location flash:mycap.pcap buffer-size 1
Device#
Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: CAPWAP,
Ingress:

Egress:

Status : Active

Filter Details:
Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

File Details:

Associated file name: flash:mycap.pcap
Size of buffer(in MB): 1
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Limit Details:

Device#

Device# show monitor
1 0.000000
FN=0, Flags=...
2 0.499974
FN=0, Flags=...
3 2.000000
FN=0, Flags=...
4 2.499974
FN=0, Flags=...
5 3.000000
FN=0, Flags=...
6 4.000000
FN=0, Flags=...
7 4.499974
FN=0, Flags=...
8 5.000000
FN=0, Flags=...
9 5.499974
FN=0, Flags=...
10 6.000000
FN=0, Flags=...
11 8.000000
FN=0, Flags=...
12 9.225986
13 9.225986
14 9.225986
15 9.231998
16 9.231998
17 9.231998
18 9.236987
19 10.000000
FN=0, Flags=...
20 10.499974
FN=0, Flags=...
21 12.000000
FN=0, Flags=...
22 12.239993
23 12.244997
24 12.244997
25 12.250994
26 12.256990
27 12.262987
28 12.499974
FN=0, Flags=...
29 12.802012
30 13.000000
FN=0, Flags=...

RDBERY

Number of Packets to capture:

Packet Capture duration:

Packet Size to capture:
Packets per second:

Packet sampling rate:

00:

10.10.14.3 -> 10.10.14.255 NBNS Name query NB WPAD.<00>

00:

0
0

0

0 (no limit)

0 (no limit)
(no limit)

(no sampling)

(no limit)

capture file flash:mycap.pcap

00:00:00:

:00:00:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

.10.
.10.
.10.
.10.
.10.
.10.
.10.
00:00:00:00:0

.10.
.10.
.10.
.10.
.10.
.10.

14.
14.
14.
14.
14.
14.
14.

14.
14.
14.
14.
14.
14.

00:

00:

00:

00:

00:

00:

00:

00:

NN DNDDNDDNDDNDDN

NN DN DNDNDN

00:
00:
00:
00:
00:
00:
00:

00:

0

00 -> 3c:ce:
00 -> 3c:ce
00 -> 3c:ce
00 -> 3c:ce
00 -> 3c:ce
00 -> 3c:ce
00 -> 3c:ce
00 -> 3c:ce
00 -> 3c:ce
00 -> 3c:ce
00 -> 3c:ce:
10.10.14.32
10.10.14.32
10.10.14.32
10.10.14.32
10.10.14.32
10.10.14.32
10.10.14.32

10.10.
10.10.
10.10.
10.10.
10.10.
10.10.

14
14
14
14
14
14

.32
.32
.32
.32
.32
.32

73

:73

:73

:73

:73

:73

:73

:73

:73

:73

73

:39:c6:

:39

:39

:39

:39

:39

:39

:39

:39

:39

:39

DTLSv1.
DTLSv1.
DTLSv1.
DTLSv1.
DTLSv1.
DTLSv1.
DTLSv1.
:00 -> 3c:ce:73:39:c6:

DTLSv1.
DTLSv1.
DTLSv1.
DTLSv1.
DTLSv1.
DTLSv1.
00:00:00:00:00:00 -> 3c:ce:73:39:c6:

:cbh:

:cbh:

:cbh:

:c6:

:cbh:

:cbh:

:c6:

:c6h:

:c6:

:cbh:

60

60

60

60

60

60

60

60

60

60

60

FYTF¥ R4V LD

IEEE 802.11

IEEE 802.11

IEEE 802.11

IEEE 802.11

IEEE 802.11

IEEE 802.11

IEEE 802.11

IEEE 802.11

IEEE 802.11

IEEE 802.11

IEEE 802.11
Application
Application
Application
Application
Application
Application
Application

Application
Application
Application
Application
Application
Application

Probe

Probe

Probe

Probe

Probe

Probe

Probe

Probe

Probe

Probe

Probe

Data

Data

Data

Data

Data

Data
Data

0 IEEE 802.11 Probe

:60 IEEE 802.11 Probe

:60 IEEE 802.11 Probe

Data
Data
Data
Data
Data
Data

0 IEEE 802.11 Probe

Request,

Request,

Request,

Request,

Request,

Request,

Request,

Request,

Request,

Request,

Request,

Request,

Request,

Request,

Request,

00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request,

=3
EF&

SN=

SN=

PR A P2 S BITBML, ¥ 7FXYRA L FONRTRA=ZEZERLTND, 77747
fbTEET, FXYTTF¥YRA U ME2ZOEEMMT L2561, AT ET,
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Ry bEr IFe0BE |
B =75 K1k $52x—s0EMELRES

\)

GE) ZOMEy 7 THHINTWDEHEEFHL TSy 7F YR, FONRT A= EEFSTH T
LIITEEEA,

a—P—NHESTF ¥ T TF Y L a2 AN LT2GE . EITER E 72 I3FE LR WA A o~ b
EANNLIZSGE. A v FIEeT—2RRLET, L2 ¥ 7 FrAIE8LTFTLTT
b HENH Y F9, Only alphanumeric characters and underscore () is permitted | 35 LT 1%
Invalid input detected at "~ marker] X 9 72T —%RRLET,

X TFo RAV N NRSA—FDENMFELIEE

JEFICU A P ENTWETR, AT v 7&2FITLTRTI AL DEEEEDIEF CIRETE £
T 14T, 247, FIFEEATTRE TS 9, BEREN AR A » MaRE, F LU
FFarEBERTLHILT, EEOEEZ L VBEEOEICEEHRZ SN TEEd, T
ICHESNTWDEED/NNT A= NERINTIGEE. A X T 0T 4 7IHERT D EIN
HET,

Cisco I0S XE Amsterdam 17.3.x U UV —RALIETIX, 7y "NEOFHE A —V X A TH /7
FY 7 FryDORTA—2 L LTHEHATEET,

¥ TTXYRA L FDONRNTA=ZZEEFT DL, ROFMHENET,

1R BHHEIIZ
INHOFEEFEHT AR, F¥ TFXYRA L ME2EETHLENDHY 7,

FIig
ARV RFERETIVa Y E]:g]

ATy 71 |enable K#HE EXEC T— R AT LE T,
il - e NATU—=REANLET (FERIN
Device> enable =5%8) .

R 772 | monitor capture {capture-name} match | ACL ¥£7-1%7 5 A~ v 7 CHRIIZE
{any | mac mac-mafch-string | ipv4 |exni-a7 v 27 A7 4K (ipvd
{any | host | protocol} {any | host} any any) %3 LET.

| ipv6é {any | host | protocol} {any
| host}} N7y Ry TF ¥ DOy RO
i - ZHETHITIEL, EXEC a7 4 F =
' L—3 3 % — T monitor capture
capture-name interface interface-id {in

| out | both } match pktlen-range max
packet-length-in-bytes min
packet-length-in-bytes =1~ > R Z{# ffl L
£

Device# monitor capture mycap match
ipv4 any any
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| oy bFrIFrosE

$vTFv KLUk K5 i—anemErEzE [

AU RFERETOVa Y

B8

ACLZHEHLCar v AT AT fLH
ZEFTEXET, ACLTY 1 haiLod
Ethertype Z € C& £9, Wireshark T
[l U ACL &% E L C, HFE D Ethertype
BRONRT Yy NOX ¥ T TF v EHNTT
LZENTEET,

ATvT3

monitor capture {capture-name} limit
{ [duration seconds] [packet-length
size] [packets num] }

1 -

Device# monitor capture mycap limit
duration 60 packet-len 400

WHEALO® >~ v a VHIR (60) . v 7
F ¥ ST v b, 7213 Wireshark
Lo TREFESND Xy M A |
R (400) ZfEELET,

ATvT4

monitor capture {capture-name} file
{location filename}
i) :

Device# monitor capture mycap file
location flash:mycap.pcap

v FFx BA YRRy B EFOR
THET TRy T TEDHLIIT
THERIE, T7ANDT I m—g
CVERELET,

Gx) 7 7 A INVINFEET DHEE .
EEXAREIMRLTLLE
W,

ATy Th

monitor capture {capture-name} file
{buffer-size size}
i) :

Device# monitor capture mycap file
buffer-size 100

T T 4w R—R FOWBLIZ
Wireshark THEH SN AHAEY Ny T 7
DY A RXERELET,

ATvT6

show monitor capture {capture-name} [
parameter ]

1 -

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl1/0/1 in

monitor capture mycap match ipv4
any any

monitor capture mycap limit duration

60 packet-len 400

monitor capture point mycap file
location bootdisk:mycap.pcap

monitor capture mycap file
buffer-size 100

PIHNCER LT v 7T ¥ A > b
FA—HERRFLET,

ATy T1

end

1 -

HebE EXEC B— RICEY 7,
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Ry kFr IFr0BE |
B =77 v ket isx—s0HK

ARV RFERFTIVaY =)

Device (config) # end

INSA—BDERE
X TFx 774 IILOBEERITE = (XBEER 7R

Device# monitor capture point mycap file location flash:mycap.pcap
Device# no monitor capture mycap file

INTY R IN—RMDRIBIZAEY) Ny D7 A XEZHEET S

Device# monitor capture mycap buffer size 100

IPv4 & IPV6 DEAIZ—ET S LS, BRMGEIT7 VRATL 43 EEETH

Device# monitor capture mycap match any
N7y bRy TF Y07y FPROGEDIEE

Device (config) # monitor capture capl interface FortyGigabitEthernet 1/0/1 in match
pktlen-range max 100 min 50

Ny bDA—Y 5 4 TDIEE

MAC ACL:

Device (config) #mac access-list extended macl

Device (config-ext-macl) #permit any any 0x806 0x0
Device (config-ext-macl)exit

Device (config) #monitor capture mycap access-list macl

IP ACL:

Device#ip access-list extended ipl

Device (config-ext-nacl) #permit 1 any any icmp-message-type
Device (config-ext-nacl)# exit

Device#monitor capture mycap access-list ipl

RDBERY
¥ T T XYRA Y MIRERNT A= PNTXTEENTONLHGRET 774 7L LET,

¥ TF¥ RA 2 b IRT A =2 DHEIRK

JEFAZ U 2 b SILTWETD, AT A= ZHIFRT D FIRMEROIAF TIATTE £9, 117,
2147, EITEBATTHIBRTE 97, BEDSATRERBHRAR A » b 2RV T, EED/RT A —H
AHIFRTE 97,

XY T T YRA L FDOARNTA=Z ZHIERT DI1E, ROFMEHENET,

1R BHHIIZ

INHLDOFNEEFEHLTCxFy Ty iRA 2 FEHIRT RIS, S 7Ty BRA 2 hDO/RT A —
REEHRLTLIIFEE N,
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| oy bFrIFrosE

FIE

v TFe KA b 55 4—508% |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

no monitor capture {capture-name}
match

1

Device# no monitor capture mycap match

X 7F v RA b (mycap) TERES
NTWETRTOT 4V ZHIBRL E
D

ATvT3

nomonitor capture {capture-name} limit
[duration] [packet-length] [packets]

1 -

Device# no monitor capture mycap limit]
duration packet-len
Device# no monitor capture mycap limit]

Wireshark 23R L TV D1 v o VEE
IR E Ay b7 A FEZEIRL
F7, TOMOIEE S NTHIRITZEDE
FITRD ET,

Wireshark O3 X TCOHl|fEZ 27 V7 LF
—é‘o

ATvT4

no monitor capture {capture-name} file
[location] [buffer-size]

1

Device# no monitor capture mycap file
Device# no monitor capture mycap file
location

77 ANVOBEMTEHIBRLET, v
TFxRA L NIy b EXRY T Ty
L7720 E3, ZNHITFRRINDLD
BT,

7 7 A NMLEOBEA T A IR L E T,
T 7 ANVDOEHNL, ¥ T F X ARA B
WBEAM T O e L,
L. OEFSNIZ T 7 A VO REEfT T
. 2TV a DB TR
Ao

ATy Th

show monitor capture {capture-name} [
parameter ]

1 -

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl1/0/1 in

INT A= OHIBEIERICETIDERS L
TWDLX Y STy RA b NTA—F
ZFRLET, FIHOLOERETHZ D
AT REFITLT, F¥ T TF v ARA
MZBREAHT HAILTWD/RT X — X % ffe
ATEET,

ATvT6

end

1 -

Device (config) # end

HikE EXEC E— FIZREY £,
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Ry bEr IFe0BE |
B =77+ %o romr

RDBERY
¥ T T YRA Y MIRBERNT A= PNTXTEENTLHEET 774 7L LET,

\}

GE) XX TTFXRA L IR T I T4 TREZIINRTA—FEHIRT DL, A4 v FIT [Capture is
active] & WO =T —NERINET,

v TF v R4 FOHIRR
F¥ I T v RA L FEHIBRT A0, ROFINEZFTITLET,

1R BHHIIZ

INOOFNEEZMEH L THIBRT RN, ¥ 7 F Xy RA L FEERLET, T T TFrAA
R ZHIBR S D ANCEE L TIZ a0,

FE
ARV FERET7IVa Y By
AT 71 |enable ke EXEC E— REZAIC L £,
1 - e NAU—KREASNLET FERkEh
Device> enable =88
Z - 2 |nomonitor capture {capture-name} BrEshisy 7Fv KA kb
Bl - (mycap) ZHIBRL T,

Device# no monitor capture mycap

R Fw 73 |show monitor capture {capture-name} [ |5 € &N7-F ¥ 7T v HRA > F3HIERE

parameter ] NIfd, FFAELRNWZ L 2T A
I T—VEFRRLET,

Device# show monitor capture mycap

parameter

Capture mycap does not exist

ATy 74 |end et EXEC E— RICEY £,
1 -

Device (config) # end

R 75 | show running-config ASEHER L ET,
1 -

Device# show running-config

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X 1 v F) ®rvy hJ—9EEBa T4 X2 L—>3> HA K



| "7y rxrIFFrosE
0 TFoRAU L ETOT 4 IERRET 74 T1255 ||

ARV RFEEETIIa Y BRI
R 76 | copy running-config startup-config EE) 2y 74 X2l — gy 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

RDZRY

HIBR L7 D LR CATTIOHHR S Y 7 F v KAV M2 TERETEET, ¥ 7TF vy RA L FDOE
BERONPLRVETEHEAIX., INOOFIEEZETTEET,

XY TF  RAVNETIT4TERIETIT12TIZTH
XX TF N R, BT I T4 TERIIET 7T 4 72T BI2%, kOFEEZEITLET,

5RO DRI

BERERA > P L aT VAT AT A VB RERSTNT, BT DT 7 A VA DEES
HZHETH, Y STFYRA L b 2T 7T 47k TEET, ZOX IR —ATi, BFED
Tr AT EEEINET,

BET 27 7 A VL DRNF Y T F v RA v M, - T2372077FCT7 7T 471 T&EE
T, T 7 ANABRESINTWRWEES, X7y NIy 77 IRESNET, 74 7R
(F¥ FF¥HEOFR) 1T, 77AVBLIONRNy 77 E—FOWSFTHHATE T,

FRT A NEBRESNTORWES, 7y MITA T TERENETA, I T VAT A
TUAN B LS TR XY T F Y ENTTRTONRTry "RFERENET, T 74/ hOFERE—
K1 brief T,

)

GE) CAPWAPD Fo XUV T A B —T oA AEBHRA L N LTHERATDE, a7 7 4%
WA Sz, ZOBARITERT I XLETIH D A,

Flig
ARV REREET7IVa Y B

RT w71 |enable ¥t EXEC T— FZ A LET,
1 RNRAT—RKEASLET RSN
Device> enable &) .

Z - 7 2 | monitor capture {capture-name} XY FFYRA L VT IT 4TI L.
start [display [display-filter [stp) & &Te 4y NETBRERSR
filter-stl’ing] ] [brief | detailed | %5k5 LZ?,‘:Z/_T_\‘%7/]’/1/§&LLE Li‘d—o
dump]
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Ry bEr IFe0BE |

B o7k re707 0 TEREETIT 4 TI2T D

ARV RFEEETIII Y B8
1

Device# monitor capture mycap start
display display-filter "stp"

Z 5w 73| monitor capture {capture-name} Stop | xy FF ¥ KA L FEIET I T 4 T
fi LET,

Device# monitor capture name stop

AT v 74 |end HebE EXEC B— NICEY 7,
B

Device (config) # end

Z 5+ 7 5 | show running-config AN B LET,
i

Device# show running-config

X 7 6 | copy running-config startup-config (fER) ary74F¥alb—ar 7y
%l - AR EZRIFLET,

Device# copy running-config
startup-config

RDBRY

XX TTFXRA L NeT 7T 4 TRBLOIET 7T 4 72T DT, WL OO T —RN3AT
HAREMER SV T3, WIZ, BETDHAREOH DT —DNL OhOflERLET,

T 7T 4 7T DB AR A N DA

Device# monitor capture mycap match any

Device# monitor capture mycap start

No Target is attached to capture failed to disable provision featurefailed to remove

policyfailed to disable provision featurefailed to remove policyfailed to disable provision
featurefailed to remove policy

Capture statistics collected at software (Buffer):

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0

Unable to activate Capture.

Device# unable to get action unable to get action unable to get action
Device# monitor capture mycap interface gl/0/1 both

Device#monitor capture mycap start

Device#

*Nov 5 12:33:43.906: $BUFCAP-6-ENABLE: Capture Point mycap enabled.
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| "7y rxrIFFrosE
FxTFoRA U ETITF 4 TEREET 7071255 |

T T4 7T DB T 4 V2 DA

Device# monitor capture mycap int gl/0/1 both
Device# monitor capture mycap start
Filter not attached to capture
Capture statistics collected at software (Buffer):
Capture duration - 0 seconds
Packets received - 0
Packets dropped - 0
Packets oversized - 0

Unable to activate Capture.

Device# monitor capture mycap match any

Device# monitor capture mycap start

Device#

*Nov 5 12:35:37.200: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

v T F v RA L INTTIZT T 4 7EEINTWBEDIZ, BIOFyTF v RA L &2T
T4k L LS T 5

Device# monitor capture mycap start

PD start invoked while previous run is active Failed to start capture : Wireshark operation
failure

Unable to activate Capture.

Device# show monitor capture

Status Information for Capture test

Target Type:

Interface: GigabitEthernetl/0/13, Direction: both
Interface: GigabitEthernetl/0/14, Direction: both
Status : Active

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

Associated file name: flash:cchh.pcap

Limit Details:

Number of Packets to capture: 0 (no limit)

Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/1, Direction: both
Status : Inactive

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)

Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

Device# monitor capture test stop

Capture statistics collected at software (Buffer & Wireshark):
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Ry bEr IFe0BE |
B sco5cx1vrnivor0u7

Capture duration - 157 seconds
Packets received - 0

Packets dropped - O

Packets oversized - 0

Device#

*Nov 5 13:18:17.406: $BUFCAP-6-DISABLE: Capture Point test disabled.
Device# monitor capture mycap start

Device#

*Nov 5 13:18:22.664: $BUFCAP-6-ENABLE: Capture Point mycap enabled.
Device#

X TFYRAD NV IT7DIUT

WOFINEIZH TRy T 7 a7 V%7 VT35, 7 7AW A ML —U 8 UTRTFE
LET,

N

GE) Ny bERy 7 T NIRET AEBEOX Y 7 F v NH 55, AT o RE8ITA-0, 5
LWH v 7F ¥ ZBET DRIy 7727 VT LT &N, 77T 4 7%y FviA
VRONy T E YT LRNEIIZLTLTIEEN,

FIig
ARV RFEREETIVa Y B#J

AT w1 |enable it EXEC E— RZAMIC L ET,
il - e NATU—=REANLET (BRI
Device> enable =5%8) .

R 2 | monitor capture {capture-name} [clear |clear : 522Ny 7 7 ZHIB L E T,

| export filename] B
GE) clear 2~ R&FETT 5
i - &l

Device# monitor capture mycap clear

* DNA Advantage 7 1 &
VATIX, Zoaxr
RiZ Ny 7 7 ZHlbRE
TNy 77 ONK %
U7 LET

cMOFTRTHOTA B
AT, ZDhav R
3y 7 7 BIREHIBR
LET,

Export : /X 7 7 THX ¥ 7' F ¥ iz
Ty bERIFL, Ny 7 7 ZHIBRLE
ﬁ—o
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| oy bFrIFrosE

X TFXYRAV NI ITFDIYT .

AU RFERETOVa Y

B8

ATvT3

end

1

Device (config) # end

HikE EXEC £— RIZRY £,

ATvT4

show running-config

1 -

Device# show running-config

AN B LE T,

ATvTh

copy running-config startup-config

1

Device# copy running-config
startup-config

(FEE) a7 4FXal—yary 7y
ANVICREZRT L ET,

Bl: X TF R4 Ny T 7D0E
FvTFYDITF7AINLADIY AR— b+

Device# monitor capture mycap export flash:mycap.pcap

Storage configured as File for this capture

X TFoRAVE NV IFDHYT

Device# monitor capture mycap clear

Capture configured with file options

RDBERY

)

(¥)  DNAAdvantage UANADT A B A TRy TF Y RA LV ORy T 727 V7 LESETD L,
A A v F 1 [Failed to clear capture buffer : Capture Buffer BUSY] =7 —%F R~ L £,

Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X v F) *v hT—Y BV IJ4XalL—>3a > HAF .



Rry kv IFFvoie |
B wona sy b xeTFv0RESS

AR INT Y b v TF Y DRES X

NTY R T2 X TFrvDEE
A

GB) TIT747 Xy T F 2B LERICOR, TI7T 4T RXFXxTFviRA L ez AR—
rCTEET,

Ny T77 F=RFTTy b T—=2 X7 Fy 2B D10, ROFIEZETLET,

FIE
ARV EFEREET7TIVa Y B#

AT w71 |enable KikE EXEC E— RE AR LET,
fil NAT—REANLET (ERINE
Device> enable ) .

AT 72 | monitor capturecapture-name access-list | 7 7t 2 U X &/ R F¥ S F ¥
access-list-name DAT TANZELTHREL, E=F—
B - Xy T ERTELET,

Device# monitor capture mycap access-p|
list wvdacl

R 7 3| monitor capture capture-name limit T — Xy S FrOHIBERELE
duration seconds +,
i :

Device# monitor capture mycap limit
duration 1000

X 7 4 | monitor capture capture-name interface |5 R A v FEB LUy N Tar—F
interface-name both MAEEELT, T — Xv I F v %
1 - BELET,

Device# monitor capture mycap interface|
GigabitEthernet 0/0/1 both

X 7’5 | monitor capture capture-name buffer WNry N TFT—HEXx7TFv45X9
circular size bytes NNy 77 BB ELET,
i

Device# monitor capture mycap buffer
circular size 10
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| oy bFrIFrosE

v IFrvankF—anE=4yrservrroz ||

AU RFERETOVa Y

B8

ATvT6

monitor capture capture-name start

1

Device# monitor capture mycap start

N7 4y FL—RARA L FTAR
Ty NT=HDONRNy T 7 ~DFXTFx
B L E T,

ATy T17

monitor capture capture-name stop

1 -

Device# monitor capture mycap stop

Ko7 497 RL—RARAL RT
oy R T=HDOX Yy T F v HEIELE
ﬁ—o

ATvT8

monitor capture capture-name export
file-location/file-name

1

Device# monitor capture mycap export
tftp://10.1.88.9/mycap.pcap

S DT-DITH Yy TF ¥ ENT-T—F %
T AR—NLET,

ATvT9

end

1

Device# end

HrME EXEC E— RNIZEREY 97,

Fv TF v EINET—EDEZAR)VTEAVTFUR

XX T F¥YEINTNT Y N T —EZDEF=Z YT AT RAETHICIE. ROVEEEELT
LET, Fv7F ¥ Ny 7 70iFEME Xy 7F v RNA U FOFEMEERLET,

FIE

ARV RFERFTIaY

B8

ATy T

enable
R

Device> enable

¥itE EXEC E— FE Az LET,
RAT—REANLET FEREIN-8

) .

ATvT2

show monitor capturecapture-buffer-name
buffer dump

1 -

Device# show monitor capture mycap
buffer dump

EE) ¥ 7F v "7y b 16K
o TBIOZEDA T =2 FR L E
-é‘o

ATvT3

show monitor capturecapture-buffer-name
parameter

1

UEE) XX 7Ty &R ETH7-DIfE
Aaniza~r RO A MEERRLE
ﬁ—o
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Ry bEr IFe0BE |

ARV RFERETIVa Y

B8

Device# show monitor capture mycap
parameter

ATvT4

debug epc capture-point
1 -

Device# debug epc capture-point

EE) "y b Fx7Fx KA b
DTNy THEFNZLET,

ATvT5

debug epc provision
1 -

Device# debug epc provision

fEE) "y b ¥ 7F v Fob
Cam I OT Ny TEAEMILET,

ATvT6

end

1

Device (config) # end

HibE EXEC £— RIZRY £,

INTy B TF v DFRTEH

ROET v aNNTy bR T T OREREZRLET,

Wireshark @ %€ 5

DY 7 g 1T Wireshark DR EFlZ < L E T,
5l - pcap 77 A IILHLDMEH DR

WDOEHIZATILT, peap 7 7 A NDHLDOH N HRRTEET,

Device# show monitor capture file flash:mycap.pcap brief

Starting the packet display

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114
seq=0/0, ttl=254

2 0.000051000 10.10.10.1 -> 10.10.10.2 ICMP 114
seq=0/0, ttl=255 (request in 1)

3 0.000908000 10.10.10.2 -> 10.10.10.1 ICMP 114
seq=1/256, ttl=254

4 0.001782000 10.10.10.1 -> 10.10.10.2 ICMP 114
seq=1/256, ttl=255 (request in 3)

5 0.002961000 10.10.10.2 -> 10.10.10.1 ICMP 114
seq=2/512, ttl=254

6 0.003676000 10.10.10.1 -> 10.10.10.2 ICMP 114
seq=2/512, ttl=255 (request in 5)

7 0.004835000 10.10.10.2 -> 10.10.10.1 ICMP 114

Echo

Echo

Echo

Echo

Echo

Echo

Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

(ping)

Press Ctrl + Shift + 6 to exit

request 1d=0x002e,
reply 1d=0x002e,
request 1d=0x002e,
reply id=0x002e,
request 1d=0x002e,
reply id=0x002e,
request 1d=0x002e,
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K
it

5 : peap 7 7 A ILH S DFHE HDRT .

seq=3/768, ttl=254
8 0.005579000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=3/768, ttl=255 (request in 7)
9 0.006850000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,

seq=4/1024, ttl=254

10 0.007586000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=4/1024, ttl=255 (request in 9)

11 0.008768000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=5/1280, ttl=254

12 0.009497000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=5/1280, ttl=255 (request in 11)

13 0.010695000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=6/1536, ttl=254

14 0.011427000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
segq=6/1536, ttl=255 (request in 13)

15 0.012728000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=7/1792, ttl=254

16 0.013458000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=7/1792, ttl=255 (request in 15)

17 0.014652000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=8/2048, ttl=254

18 0.015394000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=8/2048, ttl=255 (request in 17)

19 0.016682000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=9/2304, ttl=254

20 0.017439000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=9/2304, ttl=255 (request in 19)

21 0.018655000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=10/2560, ttl=254

22 0.019385000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=10/2560, ttl=255 (request in 21)

23 0.020575000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=11/2816, ttl=254

——-More«

~ = —
{5 . .pcap 7 7 A LD 5 DEFHE HDORTR

WDOEHIZATILT, peap 7 7 A VO TJFEME R R TEET,
Device# show monitor capture file flash:mycap.pcap detailed
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

Interface id: O
Encapsulation type: Ethernet
Arrival Time: Nov 6,

(1)
2015 11:44:48.322497000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1446810288.322497000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1

Frame Length: 114 bytes (912 bits)

Capture Length: 114 bytes (912 bits)

[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ip:icmp:data]l
Ethernet II, Src: Cisco £3:63:46 (00:el:6d:£3:63:46),
(00:el:6d:31:£f1:c6)
Destination: Cisco 31:fl:cé6
Address: Cisco 31:fl:cé6

Dst: Cisco 31:fl:c6

(00:el:6d:31:£f1:c6)
(00:el:6d:31:£f1:c6)
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00 oo oo oo.. .... = LG bit: Globally unique address (factory default)

e .0 Lo ... ... .... = IG bit: Individual address (unicast)
Source: Cisco f3:63:46 (00:el:6d:£3:63:46)
Address: Cisco f3:63:46 (00:el:6d:£3:63:46)
00 e oo ... .... = LG bit: Globally unique address (factory default)

e .0 Lo ... ... .... = IG bit: Individual address (unicast)
Type: IP (0x0800)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)
(0x00)
Total Length: 100
Identification: 0x04ba (1210)
Flags: 0x00

0... .... = Reserved bit: Not set
.0.. = Don't fragment: Not set
.0. .... = More fragments: Not set

Fragment offset: 0
Time to live: 254
Protocol: ICMP (1)
Header checksum: 0x8fc8 [validation disabled]
[Good: False]
[Bad: False]
Source: 10.10.10.2 (10.10.10.2)
Destination: 10.10.10.1 (10.10.10.1)
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: Oxeddb [correct]
Identifier (BE): 46 (0x002e)
Identifier (LE): 11776 (0x2e00)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Data (72 bytes)

0000 00 00 00 00 09 c9 8f 77 ab cd ab cd ab cd ab cd ....... Weeownonn
0010 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i
0020 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo,
0030 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0040 ab cd ab cd abcdab cda Lol
Data: 0000000009c98f77abcdabcdabcdabecdabcecdabedabedabed. . .
[Length: 72]

Frame 2: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0
Interface id: O

Bl :peap Z7 Ay U THADERT
WDOEIICATILT, "oy N F U TOH AR R TEET,

Device# show monitor capture file flash:mycap.pcap dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.

0010 00 64 04 ba 00 00 fe 01 8f c8 0Oa 0a 0a 02 0Oa Oa O
0020 Oa 01 08 00 e4 db 00 2e 00 00 00 00 00 00 09 c9 ...,
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Bl KRR 4 NAEMEA LT peap 77 A L5035y kogw [

0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo oL
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0070 ab cd

0000 00 el 6d 31 f1 80 00 el 6d 31 f£f1 80 08 00 45 00 .oml....oml... . E.
0010 00 64 04 ba 00 00 ff 01 8e c8 0a 0a 0a 01 Oa Oa R
0020 0Oa 02 00 00 ec db 00 2e 00 00 00 00 00 00 09 €9 ... iiiiiinnnnnn
0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0070 ab cd

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 04 bb 00 00 fe 01 8f c7 0Oa Oa 0a 02 0Oa Oa [ N
0020 0Oa 01 08 00 e4 d7 00 2e 00 01 00 00 00 00 09 c9 ... iiiiiinnnnnn
0030 8f 7a ab cd ab cd ab cd ab cd ab cd ab cd ab cd e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo

Bl RIRT4IEBZEFERAL=.pcap 77 AL D/ Y DR
WDOL AN LT, HI1&7z peap 7 7 A NVD/Rry NERRTEET,

Device# show monitor capture file flash:mycap.pcap display-filter "ip.src == 10.10.10.2"
brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=0/0, ttl=254

3 0.000908000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=1/256, ttl=254

5 0.002961000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=2/512, ttl=254

7 0.004835000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=3/768, ttl=254

9 0.006850000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=4/1024, ttl=254

11 0.008768000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=5/1280, ttl=254

13 0.010695000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=6/1536, ttl=254

15 0.012728000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=7/1792, ttl=254

17 0.014652000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=8/2048, ttl=254

19 0.016682000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=9/2304, ttl=254

21 0.018655000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=10/2560, ttl=254

23 0.020575000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=11/2816, ttl=254

5 : pcap Z 7 A IIZF ¥ TFv Int=/\ry FOEERT
RDOEIIZATILT, peap 7 7 A MTF ¥ TF ¥ SNTT Y FOREERRTEET,
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Device# show monitor capture file flash:mycap.pcap packet-count

File name:

Number of packets:

/flash/mycap.pcap

50

B : pecap 77 A ILDSE—/NTy F ZUTDORTE
WOEIIZATNLT, peap 77 ANDOBHE—DONRT sy N XU T RRRTEET,

Device# show monitor capture file flash:mycap.pcap packet-number 10 dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el 6d 31 f1 80 00 el 6d 31 f1 80 08 00 45 00 .oml....ml... . E.
0010 00 64 04 be 00 00 ff 01 8e c4 0Oa 0Oa 0a 01 Oa Oa R
0020 0Oa 02 00 00 ec ce 00 2e 00 04 00 00 00 00 09 Cc9 ... iiiiiinnnnnn
0030 8f 80 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ..... .. L.
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo oL
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL
0070 ab cd

Bl : peap 77 A IIZF v TF v Int=/\7ry FOMEHFRERT
DI HIZATILT, peap 7 7 A MZHF ¥ 7 F v ST 7y FOFEHEREERTEET,

Device# show monitor capture file flash:mycap.pcap statistics "h225,counter"

RAS-Messages:
Call Signalling:

H225 Message and Reason Counter

Bl B v TF B LURT

wOFNE, VA V¥3IA =T 2 AXHEY A=V RY N1 TrT T 407
=X =T B HEERLTOVET,

ATFYTL:ROEIICANLTCHEN T 74 v 7 T—HTHFYyTFF ¥ RAV &
FEFLET,

Device# monitor
Device# monitor
Device# monitor
Device# monitor

capture
capture
capture
capture

CPUHEHERD LR AZBET A2, #HIRE L TR BIEW N,y M L ORI 2 3% E &
nTnEd,
ATYT2: ROEIICANLTHRY T F ¥ KAV FBREMHICERSINLTWDL I A
i N =

Device# show monitor capture mycap parameter

mycap interface GigabitEthernetl/0/3 in
mycap match ipv4 any any

mycap limit duration 60 packets 50
mycap buffer size 100

monitor capture mycap interface GigabitEthernetl/0/3 in

monitor capture mycap match ipv4 any any
monitor capture mycap buffer size 100
monitor capture mycap limit packets 50 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
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=110
X3

filt

Interface: GigabitEthernetl/0/3,
Status Inactive
Filter Details:
IPv4
Source IP: any
Destination IP:
Protocol: any
Buffer Details:
Buffer Type: LINEAR
Buffer Size (in MB):
File Details:
File not associated
Limit Details:
Number of Packets to capture:
Packet Capture duration: 60
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

any

(default)
100

50

Direction:

in

Bl mnEe TF v URE

AFY T3 v FFv I AEEBEL. EREAFRLET,

Device# monitor capture mycap start display
Starting the packet display

1 0.000000 10.10.10.2 -> 10.10.10.1
seq=0/0, ttl=254

2 0.003682 10.10.10.2 -> 10.10.10.1
seq=1/256, ttl=254

3 0.006586 10.10.10.2 -> 10.10.10.1
seq=2/512, ttl=254

4 0.008941 10.10.10.2 -> 10.10.10.1
seq=3/768, ttl=254

5 0.011138 10.10.10.2 => 10.10.10.1
seq=4/1024, ttl=254

6 0.014099 10.10.10.2 -> 10.10.10.1
seq=5/1280, ttl=254

7 0.016868 10.10.10.2 -> 10.10.10.1
seq=6/1536, ttl=254

8 0.019210 10.10.10.2 -> 10.10.10.1
seq=7/1792, ttl=254

9 0.024785 10.10.10.2 -=> 10.10.10.1
seq=8/2048, ttl=254

--More--

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

Press Ctrl + Shift + 6 to exit

114 Echo (ping) request 1id=0x0030,
114 Echo (ping) request 1id=0x0030,
114 Echo (ping) request 1id=0x0030,
114 Echo (ping) request 1id=0x0030,
114 Echo (ping) request 1id=0x0030,
114 Echo (ping) request 1id=0x0030,
114 Echo (ping) request 1id=0x0030,
114 Echo (ping) request 1id=0x0030,
114 Echo (ping) request 1id=0x0030,

ATYT4: ROEIIICASILT, F¥7TF v R"A L FEHIBRLET,

Device# no monitor capture mycap

N\

G¥)

THI-H stop A~y RIINEH Y 8 A,

ZOREDT —ATE, HlIRERELTEY ., TORIRICET D L v 7 F v iMfzik

peap OFEFHE HRIZAE 9 2 SLOFERIZ OV TIE,

2 M

PARSY

LTLZENY,

(ZDOMDOBELE) v v a
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Bl B v TF vy B L URE

ROPNT, 74 NZINATy Fady T F v 355 1EEZRLTVET,

ATFYT1L:KDODEHIICASALT, HBEF I 7 4 v T—HTDHF% v 7TF ¥ R"A b
EERL. TNET 7 A VICBEMT £,

monitor
monitor
monitor
monitor

Device#
Device#
Device#
Device#

mycap interface GigabitEthernetl/0/3 in
mycap match ipv4 any any

mycap limit duration 60 packets 50
mycap file location flash:mycap.pcap

capture
capture
capture
capture

Ry bEr IFe0BE |

ATYT2: ROEIICAN L THRY T F ¥ RA U FDREMICERSINLTWDL I A

R L ET

Device# show monitor capture mycap parameter

monitor
monitor
monitor
monitor

capture
capture
capture
capture

mycap interface GigabitEthernetl/0/3 in
mycap match ipv4 any any

mycap file location flash:mycap.pcap
mycap limit packets 50 duration 60

Device# show monitor capture mycap

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3,
Inactive

Status

Direction: in

Filter Details:

IPvéd
Source IP:
Destination

Protocol:

any

any

IP: any

Buffer Details:

Buffer Type:
File Details:

Associated file name:
Limit Details:

of Packets to capture:
Capture duration:
Size to capture: 0
sampling rate: 0O

Number
Packet
Packet
Packet

LINEAR (default)

flash:mycap.pcap

50
60

(no limit)
(no sampling)

ATFYT3:RODEIICASI LTy FEBIRLE,

Device# monitor

capture mycap start

ATV TAERDEICASILTEITHOZ 7 2T Ry I F v eHEma < L E

D

Device#

show monitor capture mycap capture-statistics

Capture statistics collected at software:

Capture
Packets
Packets
Packets
Packets
Packets
Bytes
Bytes
Bytes
Bytes

duration - 15 seconds
received - 40

dropped - 0O

oversized - 0

errored - 0

sent - 40

received - 7280
dropped - 0
oversized - 0
errored - 0
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Bytes sent - 4560

ATy T 5 +oRREORBRIC, ROLIICADLTEFY 7 F v 251k LET,

# monitor capture mycap stop
Capture statistics collected at software (Buffer & Wireshark):
Capture duration - 20 seconds
Packets received - 50
Packets dropped - 0O
Packets oversized - 0

\}

GE) E7/03. BEARB L%, £33y MIUTELZ#. v 7 F v EEN BTN
WEIETA IO TArZ b TEET,

mycap.pcap 7 7 A MIIE, F¥ T TF ¥ LIcXry RREENET,

ATV TERDEICASTLTEIZEOT 2T Rx v 7F v OREHEREFR L
¥,

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 20 seconds

Packets received - 50

Packets dropped - 0

Packets oversized - 0

Packets errored - 0

Packets sent - 50

Bytes received - 8190

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 5130

ATFYT T ROEICAD LTy bEFRRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=0/0, ttl=254

2 0.002555000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=1/256, ttl=254

3 0.006199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=2/512, ttl=254

4 0.009199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=3/768, ttl=254

5 0.011647000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=4/1024, ttl=254

6 0.014168000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=5/1280, ttl=254

7 0.016737000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=6/1536, ttl=254

8 0.019403000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=7/1792, ttl=254

9 0.022151000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=8/2048, ttl=254

10 0.024722000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
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seq=9/2304, ttl=254

11 0.026890000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=10/2560, ttl=254

12 0.028862000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=11/2816, ttl=254

—--More--

peap OFEHFRIME AT HHELOFHEMOVTIE, [ZOMOBEGER] E7 v ay
ZZRL TS,

ATYT8: MDIITATILT, F¥TFx KAV MEHIBRLET,

Device# no monitor capture mycap

Bl: Ny IT7DXwTFrDER

RIZ, Ny T 7DF T F ¥ 2T 5062 RLET,

ATYTL1:ROEIICANL TNy 77 F¥ T F ¥ A7 a TRy 7 F ¥ by
varEiEihLEI,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap buffer circular size 1

Device# monitor capture mycap start

ATVT 2 ROEICANLTHRXY T T XYRT VT4 T ThHLNE I PERELE
D

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in
Status : Active
Filter Details:
Ipv4
Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATV T3 IDOEHITAN LTI U H A LRFIZHEES ¥ 7 F v O EERE T L
\iﬁqo

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 88 seconds

Packets received - 1000

Packets dropped - 0
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Packets oversized - 0
Packets errored - 0
Packets sent - 1000
Bytes received - 182000
Bytes dropped - 0

Bytes oversized - 0
Bytes errored - 0

Bytes sent - 114000

ATFYT4: ROEHIICASILTHFy I F v 2B LET,

Device# monitor capture mycap stop
Capture statistics collected at software (Buffer):
Capture duration - 2185 seconds
Packets received - 51500
Packets dropped - 0O
Packets oversized - 0

RAT9T5: RO X IICAT UTHEILZOIEESR ¥ 7' F v OFGHERE £ R L E T

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 156 seconds

Packets received - 2000

Packets dropped - 0O

Packets oversized - 0

Packets errored - 0

Packets sent - 2000

Bytes received - 364000

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 228000

ATYT6: RDODEIICAN L TR Y T FXYNRT 7T 4 7 THLHMNE I MERELE
ﬂ—o

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: CIRCULAR

Buffer Size (in MB): 1

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATFYVT T MOEICAN L TNy T 7Oy bERRFLET,

Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X v F) *v hT—Y BV IJ4XalL—>3a > HAF .



B ooroxvizromm

Device# show monitor capture mycap buffer brief
Press Ctrl + Shift +

Starting the packet display

1

0.000000

seq=40057/31132,

2

0.000030

seq=40058/31388,

3

0.000052

seq=40059/31644,

4

0.000073

segq=40060/31900,

5

0.000094

seq=40061/32156,

6

0.000115

seq=40062/32412,

7

0.000137

seq=40063/32668,

8

0.000158

seq=40064/32924,

9

0.000179

seq=40065/33180,

10

0.000200

seq=40066/33436,

11

0.000221

seq=40067/33692,

12

0.000243

seq=40068/33948,
—--More—--—

Ty FISNRNy T 7 V7 ERNTVWSD Z EIZER LT IZEY

10.10.10
ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

10.10.10.

ttl=254

.2

-> 10.

-> 10.

-> 10.

-> 10.

-> 10.

-> 10.

-> 10.

-> 10.

-> 10.

-> 10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

.10.

.10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

1

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

114 Echo

114 Echo

114 Echo

114 Echo

114 Echo

114 Echo

114 Echo

114 Echo

114 Echo

114 Echo

114 Echo

114 Echo

ATy T8 DFERE— Ty hERRLET,

Device# show monitor capture mycap buffer detailed
Press Ctrl + Shift +

Starting the packet display

Frame 1:

Ethernet II,
(00:

Interface id:

Encapsulation type:
Arrival Time:

[Time shift
Epoch Time:
[Time delta
[Time delta
[Time since

0

Nov 6,

114 bytes on wire

Ethernet

(1)

(912 bits),

114 bytes captured

2015 18:10:06.297972000 UTC

for this packet:
1446833406.297972000 seconds

from previous captured frame:
from previous displayed frame:

reference or first frame:

Frame Number:
Frame Length:

Capture Length:
[Frame is marked: False]

1

114 bytes

114 bytes

(912 bits)

[Frame is ignored: False]
[Protocols in frame:

el:6d:31:f1

Address: Cisco_f3:63:46

:C6)
Destination:
Address:

.0.

.0

.0.

Cisco_31:fl:c6
Cisco_31:fl:c6

eth:ip:icmp:data]
Src: Cisco_ f£3:63:46

(912 bits)

0.000000000 seconds]

-

Ry bEr IFe0BE |

6 to exit

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

(ping)

o

request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,
request 1d=0x0038,

request 1d=0x0038,

6 to exit

(912 bits) on interface 0

0.000000000 seconds]

(00:el:6d:f3:63:46), Dst:

(00:el:6d:31:fl:co6)
(00:el:6d:31:fl:co6)

0.000000000 seconds]
0.000000000 seconds]

Cisco_31:fl:c6

. = LG bit: Globally unique address (factory default)

e . e e e IG bit:
Source: Cisco f3:63:46 (00:el:6d:£3:63:46)

Individual address (unicast)

(00:el:06d:f3:63:406)

. = LG bit: Globally unique address (factory default)

IG bit:

Individual address (unicast)

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X 1 v F) ®rvy hJ—9EEBa T4 X2 L—>3> HA K
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Type: IP (0x0800)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)
(0x00)
Total Length: 100
Identification: Oxabdd (43997)
Flags: 0x00
0... .... = Reserved bit: Not set
.0.. .... = Don't fragment: Not set
.0. .... = More fragments: Not set

Fragment offset: 0
Time to live: 254
Protocol: ICMP (1)
Header checksum: Oxe8a4
[Good: False]
[Bad: False]
Source: 10.10.10.2 (10.10.10.2)
Destination: 10.10.10.1 (10.10.10.1)
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0xa620 [correct]
Identifier (BE): 56 (0x0038)
Identifier (LE): 14336 (0x3800)
Sequence number (BE): 40057 (0x9c79)
Sequence number (LE): 31132 (0x799c)
Data (72 bytes)

0000 00 00 00 00 Ob 15 30 63
0010 ab cd ab cd ab cd ab cd
0020 ab cd ab cd ab cd ab cd
0030 ab cd ab cd ab cd ab cd
0040 ab cd ab cd ab cd ab cd

Data:

[Length:

ab
ab
ab
ab

cd
cd
cd
cd

ab
ab
ab
ab

cd
cd
cd
cd

ab
ab
ab
ab

cd
cd
cd
cd

72]

Frame 2: 114 bytes on wire (912 bits),

Device# show monitor capture mycap buffer dump
Starting the packet display

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00

0010 00 64 ab dd 00 00 fe 01 e8 a4 0a 0a 0a 02
0020 0a 01 08 00 a6 20 00 38 9c 79 00 00 00 00
0030 30 63 ab cd ab cd ab cd ab cd ab cd ab cd
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0070 ab cd

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00

0010 00 64 ab de 00 00 fe 01 e8 a3 0a 0a 0a 02
0020 0a 01 08 00 a6 1d 00 38 9c 7a 00 00 00 00
0030 30 65 ab cd ab cd ab cd ab cd ab cd ab cd
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd

Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X 1 v F)

[validation disabled]

ab
ab
ab
ab

45
O0a
0b
ab
ab
ab
ab

45
O0a
0b
ab
ab
ab
ab

cd
cd
cd
cd

114 bytes captured

00
Oa
15
cd
cd
cd
cd

00
O0a
15
cd
cd
cd
cd

000000000b153063abcdabcdabecdabecdabedabedabedabed. ..

(912 bits) on interface 0

Press Ctrl + Shift + 6 to exit

..ml m.cF..E
JS e
..... 8. Veeuennn
0C. e i iii
..ml m.cF..E
JS e
....... 8.Z......
Oe.veeneniinn.,
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0070 ab cd

ATFYT I KDODEIICASIL TNy 7727 YT LET,

Device# monitor capture mycap clear

\}

GE E: ANy T77%70 7358, TONKLE LBy 77 PHIBRISNET,

\)

GE) RNy T77IlEORBEZFRRTHLERND HHAIL. show 2~ DI clear 2~ 2
KEFEITLET,

AT T10: "I 747 EFHBL, 10> THBRODEIITAH LTy 77
arvF Y ERRLET,

)

CE) XY TFYBT 7T 47X, Ny T 7 b show DFEITETHI LITTEEHE
Ao show from buffer # /T T ARNIF ¥ 7 F ¥ Z2{EIELET, LL, 774 VB X
Ny 77 = ROMHIZBW XY T F ¥R T 7T 4772 X Zpeap 7 7 A /LT
show DEITNTEET, 77 A NVE—RTHE, ¥ 7T TF¥yR37 27747 eE &z, 8l
EOXFXY 7Tty rarDpeap 7 7 A NVHNO/r y BHERTEET,

Device# monitor capture mycap start
Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in
Status : Active
Filter Details:
IPv4
Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

AT T ROEHIITAALT, Xy b Fx 7 FrE2ELEL, Ny 77 ONEE
ForLET,
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Device# monitor capture mycap stop
Capture statistics collected at software (Buffer):
Capture duration - 111 seconds

Packets received - 5000

Packets dropped - 0

Packets oversized - 0

ATYT1R2: RODEICANLTCHE XY T FART I T 4 7 ThHLHNE I DERELE
j—o

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATYT B ROEICAN LTy T 7Oy FeRRLET,

Device# show monitor capture mycap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=11/2816, ttl=254

—--More«

Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X v F) *v hT—Y BV IJ4XalL—>3a > HAF .
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RT9T 1 ROLHIZATI LT, W flash: storage 7 731 AN mycapl.pcap 7 7
ARy Ty avT oI BREFELET,

Device# monitor capture mycap export flash:mycap.pcap
Exported Successfully

\}

#x |

G¥)

BUED T ZAR— FORIETIE, a~ 2 FeFETT L7 ZR— 2 TBsR] S

FTH, T ERFRINTZEZITETRERTLTOVERA, 22T, 77 AT
r NORREFEITTHRENT, Wireshartk /6 2 Y — /LI A v —UNRERINDHD
AT HOMNEND Y T,

AT T ROLIICAN LT T 7 AADEF Yy TF v Xy hEERLET,

Device#

1 0.000000000

seq=0/0, ttl=254

2 0.000030000 10.
seq=1/256, ttl=254

3 0.000051000 10.
seq=2/512, ttl=254

4 0.000072000 10.
seq=3/768, ttl=254

5 0.000093000 10.
seq=4/1024, ttl=254

6 0.000114000 10.
seq=5/1280, ttl=254

7 0.000136000 10.
seq=6/1536, ttl=254

8 0.000157000 10.
seq=7/1792, ttl=254

9 0.000178000 10.
seq=8/2048, ttl=254

10 0.000199000 10.
seq=9/2304, ttl=254

11 0.000220000 10.
seq=10/2560, ttl=254

12 0.000241000 10.
seq=11/2816, ttl=254

—--More--—

10.10.10.2 ->

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

show monitor capture file flash:mycap.pcap
Starting the packet display

114

114

114

114

114

114

114

114

114

114

114

114

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

(ping)

Press Ctrl + Shift + 6 to exit

request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,
request 1d=0x0039,

ATYT16: ROLIICASN LT, F¥7F v FA U FEHIBRLET,

Device# no monitor capture mycap

Bl HABEMD/NT Y FOFERGEF v TF v BELURE

D/t@/fﬁl”j:\ 7/1’/1/&@?_/\"/79/ ]\%3’\,,\77°91,\7»a—6ﬁ¥£%%b‘(b\i?0
ATFYTLROEICANLT, BE T 7 4 v/ T—HTDF ¥ 7F ¥ A1 b

EEFRL, Tha 7 7 A /WZBEEMNIT £,
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Bl whBADry rolEtFy TF v LURE

Device# monitor capture mycap interface Gigabit 1/0/1 out match ipv4 any any
Device# monitor capture mycap limit duration 60 packets 100
Device# monitor capture mycap file location flash:mycap.pcap buffer-size 90

ATYT2: ROEIICANLTHR Yy T F ¥ AA v PRERICERINTNDZ L&

B L £

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 out
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap buffer-size 90
monitor capture mycap limit packets 100 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/1, Direction: out

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: LINEAR (default)

File Details:

Associated file name: flash:mycap.pcap
Size of buffer (in MB): 90

Limit Details:

Number of Packets to capture: 100
Packet Capture duration: 60

Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATFYT3:KDODEHIICASI LTy FEBARL £,

Device# monitor capture mycap start
A file by the same capture file name already exists, overwrite?[confirm]
Turning on lock-step mode

Device#
*Oct 14 09:35:32.661: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

\}

=)

Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X v F) *v hT—Y BV IJ4XalL—>3a > HAF .
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*Oct 14 09:36:34.632: %$BUFCAP-6-DISABLE ASYNC: Capture Point mycap disabled. Rea

son : Wireshark Session Ended

mycap.pcap 7 7 A MIIE, F¥ T TF ¥ Lo Ty G ENET,

RSB T 57, Ty AU MOELE, F ¥ 7T v #8E0 BB IR
HZEEFFALET, HAOTIKD A v 2=V RNEREINTIHEEIL. T ¥ 7 F v LR

ATYT A4 ROLDIICAN LTy hERRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0.000000 10.1.1.30 -> 20.1.1.2 UDP Source port: 20001 Destination port:



Ky rxv IFvoiE |
B wa2a509 b v 77 v 0RER

1.000000 10.1.1.31 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
2.000000 10.1.1.32 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
3.000000 10.1.1.33 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
4.000000 10.1.1.34 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
5.000000 10.1.1.35 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
6.000000 10.1.1.36 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
7.000000 10.1.1.37 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
8.000000 10.1.1.38 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
9.000000 10.1.1.39 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002

ATFYTE5: RDEIICASTLTHE Y 7F v "1 bEHIBRLET,

Device# no monitor capture mycap

HARFINT Y T TF v DEREH

WwDE 7 a3 N EPC OREF 2R LET,

Bl: /8y b T—2 XX TFrDEE
WOBITIE, oy b F—% %5 FF v 2 BT 5 HEE2 R UET,

Device> enable

Device# monitor capture mycap access-list védacl

Device# monitor capture mycap limit duration 1000

Device# monitor capture mycap interface GigabitEthernet 0/0/1 both
Device# monitor capture mycap buffer circular size 10

Device# monitor capture mycap start

Device# monitor capture mycap stop

Device# monitor capture mycap export tftp://10.1.88.9/mycap.pcap
Device# end

Bl : X TFEN=T—E3DEZR)TEADTFUR
WOHIE, ASCHEXT R ry haFd o725 HEEZRLTHVET,

Device# show monitor capture mycap buffer dump

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0

0000: 01005E00 00020000 OCO7AC1D 080045CO .."....vvuen.n. E.
0010: 00300000 00000111 CFDCO91D 0002E000 .0....uvuvnennn.
0020: 000207C1 07C1001C 802A0000 10030AFA ......... Koo
0030: 1D006369 73636F00 0000091D 0001 ..example.......

1

0000: 01005E00 0002001B 2BF69280 080046CO .."..... +oo... F.
0010: 00200000 00000102 44170000 0000EO0O0 . ...... D.vvunn
0020: 00019404 00001700 E8FFO000 0000 .......ocuovunn.

2

0000: 01005E00 0002001B 2BF68680 080045CO .."..... +oo... E.
0010: 00300000 00000111 CFDBO91D 0003EO000 .0.....ovuvvuvnnn.
0020: 000207C1 07C1001C 88B50000 08030A6E .....vuevuvunnen. n
0030: 1D006369 73636F00 0000091D 0001 ..example.......

3

0000: 01005E00 OOOAOO0LC OF2EDCO0 080045CO .."........... E.
0010: 003C0000 00000258 CE7F091D 0004E000 .<..... Xevewennon

0020: 000A0205 F3000000 00000000 00000000 ....veneenen.n.
0030: 00000000 00D10001 000COL00 01000000 ....uvnvnenn...
0040: 000F0004 00080501 0300
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WOBNE, mycap & WD ARTOF ¥ 7' F ¥ O EIMHEHT L2~ KoY R NeRRT HHIE
ZRLTOVET,

Device# show monitor capture mycap parameter

monitor capture mycap interface GigabitEthernet 1/0/1 both
monitor capture mycap match any

monitor capture mycap buffer size 10

monitor capture mycap limit pps 1000

ROBNE, F¥TF ¥ RA L FaT Ny 75 5EEZRLTOVET,

Device# debug epc capture-point
EPC capture point operations debugging is on

Device# monitor capture mycap start
*Jun 4 14:17:15.463: EPC CP: Starting the capture capl

*Jun 4 14:17:15.463: EPC CP: (brief=3, detailed=4, dump=5) = 0

*Jun 4 14:17:15.463: EPC CP: final check before activation

*Jun 4 14:17:15.463: EPC CP: setting up c3pl infra

*Jun 4 14:17:15.463: EPC CP: Setup c3pl acl-class-policy

*Jun 4 14:17:15.463: EPC CP: Creating a class

*Jun 4 14:17:15.464: EPC CP: Creating a class : Successful

*Jun 4 14:17:15.464: EPC CP: class-map Created

*Jun 4 14:17:15.464: EPC CP: creating policy-name epc policy capl
*Jun 4 14:17:15.464: EPC CP: Creating Policy epc policy capl of type 49 and client type
21

*Jun 4 14:17:15.464: EPC CP: Storing a Policy

*Jun 4 14:17:15.464: EPC CP: calling ppm store policy with epc policy
*Jun 4 14:17:15.464: EPC CP: Creating Policy : Successful

*Jun 4 14:17:15.464: EPC CP: policy-map created

*Jun 4 14:17:15.464: EPC CP: creating filter for ANY

*Jun 4 14:17:15.464: EPC CP: Adding acl to class : Successful

*Jun 4 14:17:15.464: EPC CP: Setup c3pl class to policy

*Jun 4 14:17:15.464: EPC CP: Attaching Class to Policy

*Jun 4 14:17:15.464: EPC CP: Attaching epc class capl to epc policy capl
*Jun 4 14:17:15.464: EPC CP: Attaching Class to Policy : Successful
*Jun 4 14:17:15.464: EPC CP: setting up c3pl gos

*Jun 4 14:17:15.464: EPC CP: DBG> Set packet rate limit to 1000

*Jun 4 14:17:15.464: EPC CP: creating action for policy map epc policy capl class map
epc _class capl
*Jun 4 14:17:15.464: EPC CP: DBG> Set packet rate limit to 1000

*Jun 4 14:17:15.464: EPC CP: Activating Interface GigabitEthernetl/0/1 direction both
*Jun 4 14:17:15.464: EPC CP: Id attached O

*Jun 4 14:17:15.464: EPC CP: inserting into active lists

*Jun 4 14:17:15.464: EPC CP: Id attached O

*Jun 4 14:17:15.465: EPC CP: inserting into active lists

*Jun 4 14:17:15.465: EPC CP: Activating Vlan

*Jun 4 14:17:15.465: EPC CP: Deleting all temp interfaces

*Jun 4 14:17:15.465: $BUFCAP-6-ENABLE: Capture Point capl enabled.

*Jun 4 14:17:15.465: EPC CP: Active Capture 1

Device# monitor capture mycapl stop
*Jun 4 14:17:31.963: EPC CP: Stopping the capture capl

*Jun 4 14:17:31.963: EPC CP: Warning: unable to unbind capture capl
*Jun 4 14:17:31.963: EPC CP: Deactivating policy-map

*Jun 4 14:17:31.963: EPC CP: Policy epc _policy capl

*Jun 4 14:17:31.964: EPC CP: Deactivating policy-map Successful
*Jun 4 14:17:31.964: EPC CP: removing povision feature

*Jun 4 14:17:31.964: EPC CP: Found action for policy-map epc policy capl class-map
epc_class_capl

*Jun 4 14:17:31.964: EPC CP: cleanning up c3pl infra

*Jun 4 14:17:31.964: EPC CP: Removing Class epc_class capl from Policy

*Jun 4 14:17:31.964: EPC CP: Removing Class from epc policy capl

*Jun 4 14:17:31.964: EPC CP: Successfully removed
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*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
ROBNL,

17:
17:
17:

17

17:
17:
17:
17:

17

31.
31.
31.
:31.
31.
31.
31.
31.
:31.

964 :
964 :
964 :
964 :
964 :
964 :
965:
965:
965:

EPC
EPC
EPC
EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:

Ry bEr IFe0BE |

Removing acl mac from class

Removing acl from class : Successful
Removing all policies

Removing Policy epc policy capl
Removing Policy : Successful
Removing class epc_class capl
Removing class : Successful

SBUFCAP-6-DISABLE: Capture Point capl disabled.
EPC CP: Active Capture 0

MIIAINT %X TF ¥ (EPC) DTt ya=r T Ty 745 5kER
LTWET,

Device# debug epc provision
EPC provisionioning debugging is on

Device# monitor capture mycap

*Jun 4 14:17:54.

epc_class capl

*Jun 4
*Jun 4
*Jun 4
*Jun 4
*Jun 4
*Jun 4
*Jun 4
*Jun 4

14:
14:
14:
14:
14:
14:
14:
14:

17
17
17
17
17
17
17
17

:54.
:54.
:54.
:54.
:54.
:54.
:54.
:54.

991:

991:
991:
992:
992:
992:
992:
992:
992:

EPC

EPC

PROV:

PROV:

start
No action found for policy-map epc policy capl class-map

Attempting to install service policy epc policy capl
EPC PROV: Attached service policy to epc idb subblock

EPC PROV:
EPC PROV:

Successful. Create feature object

Attempting to install service policy epc policy capl

EPC PROV:

Successful. Create feature object

$BUFCAP-6-ENABLE: Capture Point capl enabled.

Device# monitor capture mycap
*Jun 4 14:18:02
*Jun 4 14:18:02
*Jun 4 14:18:02
*Jun 4 14:18:02
epc_class_capl

*Jun 4 14:18:02
*Jun 4 14:18:02

.503:
.504:
.504:
.504:

.504:
.504:
class epc_class_

capl

*Jun 4 14:18:02.504:

T DDSE &R

ESpES

)m\xl
>
4=

EPC
EPC
EPC
EPC

EPC
EPC

PROV:
PROV:
PROV:
PROV:

PROV:
PROV:

stop
Successful. Remove feature object
Successful. Remove feature object
Destroyed epc idb subblock
Found action for policy-map epc_policy capl class-map

Deleting EPC action
Successful. CLASS REMOVE, policy-map epc_policy capl,

SBUFCAP-6-DISABLE: Capture Point capl disabled.

ESPERE]S

R=-aF7ILAEZA KL

FRT L IVH

FRT A NHFORENZHOWTIL, UTFEZZBBLTFEW,

[Display Filter Reference.]

peap 7 7 A /VEEHE

peap 7 7 A WHERHE RO FRITE AT BT OWTIE, LT I-
z] A7 a rOiFEMESR L TLIEEN,

[Tshark Command Reference.]
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http://www.wireshark.org/docs/dfref/
www.wireshark.org/docs/man-pages/tshark.html

| oy bFrIFrosE

INTy bR TF v

—

IS—Ayt—YFa—4

R’y rxrIFoironsaEsEn ]

A

)y

TDYVY—ADV AT LT —
TV EPAE LRI B0
F— A=V Fa—FV— L%

EHLET,

A

. =

https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi

B TE DIEAEEFEFE & 154k

WORIZ, ZOFY 2 — /L THILIEREICET O U —AFHREZRLET, ZORET, V7
Fo=7 UU =R bbA THEBEOYR— FREASNEEDOY 7 hy=T VY =72
FERLTOWET, TORRIT. R B R0RY . ZhUBEO—EDY 7 by =7 U U —

ATHbHAR—bFShET,

RI15:/37 b X v TF v EREDHEEFR

HeER

)1)—x

HEEEHR

Ry b ¥y Ty OBRIE

Cisco IOS XE Everest 16.5.1a

COBRENFEASHE LT,

H o REEE - IXEERRED
A H—T A ATDEPCD
I,

Cisco IOS XE Amsterdam 17.2.1

A REFTIIEERS T
REOWTNILDA 2 —

7 xA ATEPC ZHELT

b, AV HE—T A ANBT v
TARREICEANL LTt DR
Fey 7 F P IITEL FH
oo

EPC /37w b7 4 )V OkkE
g . Xy R EA—TH
A7

Cisco IOS XE Amsterdam 17.3.1

Ny NI, Ny MEER
13A =V 2 A FITHESNT
Xy STy TEET,
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https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi

Ry bEr IFe0BE |
B v rxvTrenEomERE L Ba
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Flexible NetFlow D& E

i

* Flexible NetFlow DRI#ESM: (219 _X—)

» Flexible Netflow |Z B9 2 il #95H (220 ~—2)
« Flexible NetFlow (ZBI3 2 (222 ~—2)

* Flexible NetFlow O E Hik (243 =—)

« Flexible NetFlow DS (256 ~=—0)

* Flexible NetFlow DOFXEH] (257 ~—)

* Flexible NetFlow O#§EEfE#H (260 ~—)

Flexible NetFlow D RIIE 514+

s RO < KN TEF S5 Flexible NetFlow D key 7 4 — /b FIZOWT I E#HEL TV 5
N
 match flow
 match interface
* match {ipv4 | ipv6}
 match routing
* match transport
« RO A~ RTEFK S 415 Flexible NetFlow @ nonkey 7 « —/L RIZ-DOWT K < EfFE L T
HT L,
» collect counter
« collect flow
» collect interface
* collect{ipv4 | ipv6}
« collect routing

« collect timestamp sys-uptime
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Flexible NetFlow O3 |
B rexibie Netflow 1= 2 51405 E

« collect transport

e Xy NI —F 7 F 34 AT, Flexible NetFlow 3% 45— ~ 47~ Cisco U U — 2 235548)
LCWaZ L,

Pvd 57497
c Ry NT—F T FNRALARIPEN—TF 4 THRIZEESNTWAZ &,

» Cisco Express Forwarding ¥ 7= |ddistributed Cisco Express Forwarding DV NT U005, T /31 A
B X O'Flexible NetFlow Z BT 5T _XTCDOA v F—T =4 ATHMELEN TS Z &,

IPv6 k5T 199
Xy NT—=F T TN AR, IPVOL—T 4 VT HICRESNTND Z &,
» Cisco Express Forwarding IPv6 & 721343 1% Cisco Express Forwarding DN 4175305, 7 /34

A B X UV Flexible NetFlow Z B ZMbT 5T _RCHOA X —T =24 ATHEMLENTWE Z
&0

Flexible Netflow [ZE89 2§95 18

RIZ, Flexible NetFlow (2R3 2 HFEEZR L E T,
* Flexible NetFlow (%, LA Y2 R =+ F¥rRxV A F—T =2 AT R—FShEEA
B, LAY 2HR—FF v R AN F— hCEPR— hERET,
* Traditional NetFlow D7 77 7 4 V' I R— SR TWEH A,

* Flexible NetFlow X"—2 3 V9 BIONN—= a3 10Dy AR— 73—~ v bR R—
FENTWET, 7272L, =T AR—=F7 1 b alBREINTWRWERIE, X—T3
YODTIAR—= T A=~y NRT 74N N THEHAINET,

« A% Application Visibility and Control (AVC) 77 ¢ v 7 OE VAT A ED 128k
DLAY2ELIFLATYIOMEA L =T 24 ATRETEH 70 —F=F—|L1OD
ZSE S

« Flexible NetFlow 3 X ONNBAR XA UA v Z—7 = A A CRIFICRETEEE A,

s LAY 2 IPv4, BERIPV6 D FNTF T 4 v XA TNYR—FEINTWET, BBk
T4 BATOEKRDO T u— =L —% fRELIA VX —T oA AL IFANTHE A
T&E9d, LI 74 v ZATOEHO7o— = —5BELIA L F—T =4
AL FEIITEH TS EEA,

e L A% 2, VLAN, LA V¥3IBLOSVIA v Z—T =2 ANV R— I TWET, 7277
L. T AF b ZR—FLTOERA,

e IRDOYA XD NetFlow T — 7 AP AR — FENTWET,

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X 1 v F) ®rvy hJ—9EEBa T4 X2 L—>3> HA K



| Flexible NetFlow D35
Flexible Netflow I=B8 3 2 #9318 .

)L LRIV A 71 NetFlow +—JJL H 71 NetFlow +— JJL
Network Essentials 32K 32K
Network Advantage 32K 32K

c ZAA v FDEA LIS LT AA v FITUFX VM E/1L 2 [HO#EE ASIC DY £4. Eo
FIRENTWAREIL, a7 HAFE 721X ASIC BT T9,

c A wFIE, 1DFELEF2o0aTEYR—FTEET, £A4A——7 1 —TCAM L, =
THIZ0 256 DAST= ") L 256 DI Y Y AR— M TEET,

« NetFlow 7 — 7 VA D 28— R A MZH Y, #HAEDLEDL Z LT TE EEA,
o NEFLL7-a7IZn UTC, e Liza 7 o7 —7 i 7ae —n"MERESnE 7,

e NetFlow N"— R = 7 OFERETITZ, 4 50— F0 =27 7 TF7—RNYR—FZNTWE
T, 12~11024 DY 7T — L— FERIRTEET, T XL P 7Y 7 LHEER
Yo T TOE— FRFR— R ENTWET,

« NetFlow "— R 7 = 7 OWNETIX, Ny a7 —7ARMEHINTHET, N—Rov=7
WT/Hy V2@ BRRETLHEGRHY £, Liznin>T, AEOEEAEY (CAM)
THA—N"—=7ua—=0%8ELTH, EEED NetFlow 7 — 7 /L Off 13K 80 % L7z
BWHY ET,

s 7R —IEHIND T 4=V RICL o TERRY EF0, H—D 7o — X2k L=
VRV ERSTCEES, IPv6e Vu—LTr—F U7 Tu—4 2o N 2ERSGLE
T, ZO%E. NetFlow = b U ZERNTHEHTIUX, 7T— 7 A XDH50 TEHE
T ZhiE. ERRONy v 2 EEOHIR E 1TR]ITT,

c T AZ RRISEOT7 m—F = =& YR —FLTOET,

e NetFlow ¥ 7 b7 = 7 OFEIETIL, 438 NetFlow =7 AR— RV R—FXNb=0H, 7
O—MEREINTZR LT AN, ANb 70 —RE ) AR — KN TWET,

s AT — IR T =Dy b EZE LI ASICIZHY 9, Bli7e—ix,
7y MIREBRIZITANA Ay T v 7% LIZASICIZH Y £97,

e NA NI N T 4= FOUAR— MAE ( Tbyteslong] EFEEID) X, LA V230 y
A ZD18A R T, WERDA—H Xy b FT7 74 v7 (8023) DOHE, ZHITIE
TT, hOTRTOAS =V Ry N XA TOHAE, ZO7 4 —)V RIZIEHETIEH Y £
loo  Toyteslayer2) 7 4 —/V REMEHT 2 & WIZEMR LA Y280 > b A X
EnEd, HAR— k&N D Flexible NetFlow 7  —/L KIZ2OWTiE, k¥ w2 [Supported
Flexible NetFlow Fields] #ZMB L T 7230y,

cAVC 70— F=H —®D IPFIX TV ZR—FZ DHREITIHR—FENTWEFA,

« Flexible NetFlow =27 AR — &, A —H¥ x> MEHEAR— K (GigabitEthernet 0/0) Tl
A—FENTWEEA,

e 7u— La— NIZEETIN—T #F (SGT) &5/ Vv—7 %27 (DGT) OF (—)v
R (F72T2022000WFT D7 4 —/V R) EIFNEENLEE, WiH O %5 H T X
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Flexible NetFlow O3 |
B rexibie NetFlow 1= B 1R

RWELTH, SGT & DGTICfE P e 2R EL-7 e —MEfishEd, 7r— L a—R
121, SGTBE L WUDGT 7 4 — /v R & —#EI2, BEXEBIOSEIP T RLABREEN D
EHRHD F9,

e Cisco TrustSec LA DA v Z—T = A A TlX, SGTENETrDHE, a~v K~y X —n
W L EEW L ET, Cisco TrustSec £ > % —7 = A ATIiX, SGTER P e D4, =
Y 7 CThHhiHZLEZEWRLET,

* Quality of Service (QoS) D~ —7 BT L=/~ v R AT FFAIZ NetFlow 235% iE 4L
TWABA LV H—T 2 A ATZEEINDE, X7 v F®D QoSN NetFlow = L 7 X2 L - T
XX 7Ty INET, 2L, Ty RRHTHAICERE S 72 NetFlow 21 2. 721 >
B —T 2 ATZEEN, AL v FIZL > TANHIZ QoS N EEHZ SNTHA, /3
Ty FOF LW QoSEIZZ L7 HXIZL > THy FF ¥ INERA,

«IPv6 70 —F =X —DBPE, KIETXIN—TZY (SGT) 74—V Résihe s Nv—7F% 7
(DGT) 74—V KiZ, MACT RL A7 4 — )L REHFTEEHA,

e NetFlow L' 22— R, w/LF7u ha)i T~ 2 v F o 75t (MPLS 5tits) A > &% —
T A&V R—FLETA,

e MPLS %X~ T —ZHNDMPLS 5N ZEILF—2X 3 FF iR — SR TWEH
Ao MPLS % Jf1& /Ny RDIP~NY X —T 4 — )L ROF ¥ 7 F v idHHR— SN TWE
A,

« 17 v —%=%—|%, EoMPLS *&— KF /2% L3VPN Per-Prefix £— R CHHhShb 7
O—%XY 75 v LEHA,

e 70— AR—HZL, T L= T —HDHA LT MIBNK T LERICOR, 7
0—F—X%T Y AR—KLET, VPNID DZEHER VRF OYIE7e EOFRELEHE L, # A
LT T N OK TRICENZ/R 0 £9°,

e 7R —FE=H—L, VAYIYEAN L —T2AALTWBEA Y —T2A A (LT3

R=FrF ¥ NV A HF =Tz A LATIR—=FF X RNALNR AL v TFREA
H—TxA A (SVI) 72&) MTHAETHZLITTEEEAN, A v —7 = A A
FREILAYIPHA LA —T oA A THETEE T,

Flexible NetFlow 283 315k

= ZCI3. Flexible Netflow (22U THHA L ¥,

Flexible NetFlow O #}2

Flexible NetFlow CiZ7 e —%#H LT, 7Ahv T 407, 2y b= =XV 7 B
X%y N =TT o= T EET A SRR L £,
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| Flexible NetFlow

B

axX ;&

LIRT0 NetFlow & Flexible NetFlow 0%l s .

T3k E A v H =T = RELBEFRONy b AR — AT, F—OfEIZREC T
T, F—IE, X7y PO T 4 — )V REH#ITHETT, 7ue—%{EKT 212, 7a— L
a—REHEHALT, Z7o—EHAOF—ZEELET,

TNRA A, Fy T OFEAMEE X2 VT 0 OFEE B % FIHEIZ T 5 Flexible NetFlow
HEZ YR —FLET, 7127 T/ NetFlowhfEA AT 5 L. REDERKFH T 4 —/L F
DEENLX—FERTIZLT, 2OT 7V r—y g xR 70— 1 a— REEHTE
F9,

12oO7a—LRAREN5 37y T, TR_RTOF—ER—FH L TWILERHY £, 7
O—|d, RELIFZ I AR—F La— R A= g U cEkS3nWT, BEobsfhor 4 —L K
EDAHZ L HH Y FJ, 72— Flexible NetFlow ¥ % v o 2 [TEM I L E 1,

T 7 ZAR—& Zffi [l L C Flexible NetFlow 73 7 &2 — D72 DIZNEEST B F —F o 7 AR — kL,
Flexible NetFlow = L 7 Z 72 DV E— h AT A DT —FH T J AR— N TxFE4,
Flexible NetFlow = L 7 # %, IPv4d 7 RL AZ{FHHATE 7,

T —EHHLTCT7a—DdIlNETET -2V A X2 EHELET, T=F—T, 7
o—L a— REB X7 AR —% % Flexible NetFlow ¥ ¥ v > 2 MBS LET,

Cisco IOS XE 16.12.1 U U — A LI, Flexible NetFlow FDEE I/ V—7% 7 (SGT) BL W
w7 N—>7%27 (DGT) 74—V RiL, IPv6 8T 7 4 v 7 THER— SN ET,

LIRITO NetFlow & Flexible NetFlow 0 | &5

Flexible NetFlow CiZ 7 0 —% 12— W —/NEFETE F9, KIZ. Flexible NetFlow DF| 5 %7~ L
S

s AT —Z VT 4, 7u—{FROENLED, REET 71—k,

cbF 2 UT 4 OB L dDoS DI LRI Db DR EN 7 n—A 7T AT
7F %,

e 7u—ERE Ry NT— I NOEDY —ERAF T4 —2 g VIS B 37 v
B OF LWMER, FIFATE 57 v —1EF#iL, FlexibleNetFlow 2 —W —MR A ¥ <A X
AlHE,

* Cisco D ZBR THLEHE A RE 72 NetFlow Version 9 D% H,

CIPTAVT AT R—=F == U=A Tu bz (BGP) R —TAWVT 4

VT OKEBIR Y ol DS DT T T 4 v TR R BT AT DI TE B
AR IP T T 4 v T H%RE,

Flexible NetFlow CTliX, *v U —7 O#EifE%E, xv NV —7NTHEHEN D S S E 72—
B RIZADEEED 7 a—tERE & BT, XV ERICEME CX £9, KIZ, FlexibleNetFlow
e O RAFIZ R LET,

« Flexible NetFlow 1% Cisco NetFlow % = U5 Bsfly — L b LCHERELE9, 7-& %
X, 22— =Ry NT— VN THEDE A TORBLZMBETEL L1, "y hER
MACT7 RLADTEDIZH LW o — XF—3 ERTAI LN TXET,
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Flexible NetFlow O3 |

B Flexibie NetFlow > o R—% >+

* Flexible NetFlow Z /1925 &, TCP 77V /r— g E/LIZUDP 77U r—ra & n
7y PROY—ER 7 T2 (CoS) T EICHMEICENT L2 LICX-T, AA MHTERF
ENDT TV r—ary F 774 v 7 OREEREICHTEET,

VPRI GATLIIE R A RNER Yy TV NLF T hal FUL AL v F S (MPLS)
MIP 2T Ry NT—7 BIOFEOHEEEANT D NG T4 DT T 47,
COMETIH, my VDRI T 4y v U T AEEETEET,

W DFIT, Flexible NetFlow % % v N U — 7 T AT 25 HEOBH 2R L E T,
[ 10 : Flexible NetFlow 0 5& 7% DE A

. Peering Flows
L Dest. AS

' Dest. Traffic Index
BGP Mext Hop

ISP

Sl
B S
F—— % =)
Data Center \
- IP Subnets
s Ports
Multicast Flows Security Flows Protocal
Protocol Protocol Interfaces
Ports Parts Egressingress
IP Address IP Address
TCP Flags TCP Flags
Packet Section Packet Section

Flexible NetFlow ® 3 > R—F% > k

JA— La—FK

Flexible NetFlow 1%, W DO =— g 0 T—ITHEALT, FT 70 v 7 0BLXW
Fe B T AR— MNEATEBa L R—3 FTHER S FE T, Flexible NetFlow = —H—
EFOT7o—La— FBIRar R R—xr boOETIEL, B/INRBO¥Oa 7 4 FalL—g
v aw U RT, Xy MNIT—=F% T TRAATO N T T 4 v IG5 BLOT —% =7 AR—
DIEODOIESERA L 74X ab—va OEERBRERHRYET, 70 —F=F—IT,
Jua—La—R, T7a— T AR—HF, BLOXy v a XA TOEFOMAEDEEETE
TEET, 78—V AKR—FDHIP T KL AR EDNRT A—=FEERT LA, 70—
T AR=FEFEATHT_XRCOT7n—F =X —1Cx L THEBMIIAFSNES, RL7e—
FoH—EEBEOTu— ST T LREDL L, SESERA VAT A A LETEE SR
HWEDRLAXATDXY NT—0 N T T 4w 7% 7 Y7 T&Ed, ZZTlE, Flexible
NetFlow = > R—F > FDZDOMOIEREZ B L £9,

Flexible NetFlow TiE, ¥— 74—/ NEIEF— 7 41—V ROMAGDLEE L a2 — FEFFOE
9, Flexible NetFlow @ L = — R Flexible NetFlow 7 B — E =X —|ZE| Y ¥ THiL, 70—
T DOEMIHEREINDF v v 2 NEFZSIVE T, Flexible NetFlow (213, Flexible NetFlow
DR Z BT DRSOV DD FRIEREAD L 2 — RREENTWVET,
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NetFlow DEEEFHOLa—F [

Zur—La— RNTiE, 7a—HNOry &i#AIT 572912 Flexible NetFlow T 132 % —
& & HIT, FlexibleNetFlow 737 B —{ZOWTCIET HMOB#H T + — /L REEZRLET, F—
CEHET =V REEEOMARDLDETIHELT, 78—V a—REEXRTIET, 731 A
3. WAV —ty "EYR—FLET, Jr—La— RTII, 7u—HALTINET LY
EDEATHERLET, 648y bRy NEZIIANAS NI D U FERETEET, T34
Alx, 7a—La— ROMERKRIZ, 7740 & L TR match 7 4 —/V REFHZLET,

« match datalink— L ¥ 2 J&E

« match flow direction— 7 @ —® S & T 57 4 —/ FEO—FKEZEBELET,
» match interface— A ~ % —7 = A A&k

 match ipv4d— IPv4 &k

« match ipv6— IPv6 J& %

s matchtransport : h 7 > AKR—hKg7 4 —/ R

» match flow cts— Cisco TrustSec 7 4 —/V' N

NetFlow DERIEEFAFD L OI—F

Flexible NetFlow [ IZ R ERFAD L 2 — KRN O0nEGEN, FnaEHALTxy hU—
7 NI T 4 vl OEMERIETEET, FAERKEHD L 32— RiL, Flexible NetFlow % il
WCEAT H720ICHEND, 22— —EZRO 77— L a— LY fffIcEHTEET, x> b
U—0 B2 ) T O=— AT EREHADOL I — RO Y X M) LB TEX £7, Flexible
NetFlow LR &5 &, — e —F —ERDO 77— L a— REHEFIERKFH-L aT— &
LCEHATE, BEICEATEDLL TR T,

)

(G¥)  FHEIEFES N7z 22— RiE, Cisco Catalyst 9000 3 U — & A A » F D@ O Flexible NetFlow T
T AR—=Fr3InEtEA,

1—H-—EFHLI—F

Flexible NetFlow Tl%. key 33X N nonkey 7 f —/L RZ$RE L, EEOEMFIZAEDLETCT—X
W% T A X~ A RAF 5 Z & T, Flexible NetFlow 71— F=X— F ¥ v a2 fOMED L
a— REEFTX E T, Flexible NetFlow 72— F=HF — F v v 2| L THED L 2 — R
EERT HHE, 22— —ER L a— FEMFINET, nonkey 7 1 —/L ROfEIXZ, 7 —HD
77 4w 7 BT 5 EMERERMT 5707 n—13BMEE 9, nonkey 7 4 —/L KD
EOEFIZL>TH LW e =N ERENDZ LiEH D WA, 1FEAEDEE, nonkey 7 1 —
v ROMEIL 7 0 —NDRHD /ST > b2 b DHEG SV E T, Flexible NetFlow Z 2 & |
nonkey 7 4 —/L R& LT, 70 —HNDONA MIANT Y MR ED I T 2 — %k X% 7T ¥
T&EET,

a—P—ERKL A= NI QSBIUHHIEEM., 7V r—rvarta—HF—D 771y
7 7ua7yA Y7, dDoS WEBIZHT 58X VT Bl DT 7 r— 3 U HICHER
TxF4, F7=. Flexible NetFlow (ZIZLLRTD NetFlow # =3 = L — T 5 W< DD HEFE
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B rexibie NetFlow 0 match /<5 % —%

BEHFLa— b EFENTWET, Flexible NetFlow D —H —EFE L a— N TiL, = —H%—
DERERRER YA XDy O D87 v a v EERTOHEEZFIHTE, key 7 4 —
)V RE7ZIEnonkey 7 4 —/V RE LTy hOZDMDO T 4 — L RRBEMEE b7 — L
a—RATHEHALET, B2 a iy y hOLA Y 3T —EREENIHENHY F
T, Xy oI v ar 74—V RTHE, —%—2 Flexible NetFlow O jii & 257 7 L
= ROXMRINO/r oy N7 4 =)V REERTEET, Ty b7 40—V ROGHHEREIC L -
T, SOIZEEMe N7 7 4 v VB AIEEIC /2 5728, dDoS WEE DA I 5, URL B5fi
o X=2 T4 TV —a COERENRAREIZRY ET,

Flexible NetFlow Tl, HATERFEHZ A T D2 —F —NREFRERY A XD ry b k&7 =
UMEME I E T, R Flexible NetFlow =~ > K (Flexible NetFlow 72— L 22— K 227 ¢
Xal—raryrE—RFCHEHIND) 237y h &7 va OFRFIEREAZ A 7T OREIC
HHRTXET,

« collect ipv4 section header size bytes : & 37 > F D IPv4 ~ v X —DSEHAN 5 bytes 55T
REINTANA MEIDOF ¥ 7 F X 2B L ET,

« collect ipv4 section payload size bytes : % /37 v RO IPvd ~v X —DEEZEDIH /A ~D
Fry 7 Fr Bt LES, Frv 7 Fr i A ML bytes s TRRESNE T,

« collect ipv6 section header size bytes : %&/3%7 > ~ D IPv6 ~ v X —DJEHN 5 bytes 55T
FRESNIAA MEOX ¥ 7 F ¥ ZBM L ET,

bytes i, 7r— L a—ROINLDT 4 —/L ROV A X (NA NHELL) TT, STy b
SHGE7 Z 7 A MPREREINT®Z Va4 XL /WA Flexible NetFlow [ 37 12—
La—RHNDEYDOE gy 74—V RE 0 THOET, ry b A T7RERINT-E
Jvav AT E—FH LR oT=8A . Flexible NetFlow (71— L a— KNoO® 7 v 3
74—V FeEE 0 THDET,

Flexible NetFlow Tid, ~v X —BLOXTry b 87 a DX A4 FITHLWWAA—=V a9
PAR—F T —~v b 74—V K XA THRBMEZINET, Flexible NetFlow i% NetFlow = L
AN, T HN=T a9 AR—F T T L— N 74— L RCREINT-EZ VA
VYA REWALET, A a—RFRE7 g 0E, ST EARE T =L KRBV, INE
SINDEIZVa rDEEOA ZENET DHIEOIfEHTEET,

Flexible NetFlow 0D match /85 * —4

R DT, Flexible NetFlow @ match /X7 A —Z |ZOWTHHLET, 77— L a— KK LIz,
WD match N7 A —H % 1 DL ERETLHILENDH Y F5,
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Flexible NetFlow 0 match /<5 x —% [

&K 16: match /135 »* —4

=l VN N EL:g]

match datalink {dotlq | ethertype|mac|vlan} |5 —% VoV F-13L A4 ¥ 2 74— RED
—BERELES, KOavxr B AT var
MEFAFTRE T,

e dotlq : dotlq 7 4 —/V R & —FH L £,

- ethertype : /X% > K@ ethertype & —F L

F7,
emac : EETLELITSEDPMAC 7 4 —)L
KE—FHLFET,

evian : /N7 PDELE S 15 VLAN & —
BLET (ADERITHTD) .

match flow direction Ta—Z@RT 57 4 — L R DO—BEIRE
l_/i‘a‘o
match interface {input | output} A EB—=T 2 A RA T4 —)LRLEO—FEIETE
LET, ROa~> R A7 a U»MEHATHE
‘G—g—o
cinput : AN U F—T 2 A AL —FLE
—g—o
soutput : 1A > F—T7 =4 AL —FL
£7,

match ipv4 {destination | protocol | source|tos||[Pv4 7 4+ — /L RED—EEIEELET, KD
ttl ] version} 2y R ATV 3 A AIETT

» destination : IPv4 %6557 K LA ~X— A D
T 4= RE—ELET,

e protocol : IPv4 72 bbb —E L %9,

s source : IPv4 £{E67 FL A RXR—ZAD
74— RE—ELFET,

etos: IPv4 A 7 &7 —E R 7 4 —)L

KE—FHLFET,

o ttl : IPv4 ffelef] 7 4 — L RE—E L&
KR

sversion : IPv4 ~y X —DIPX—T g L
—& L7,
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. Flexible NetFlow @ collect /X5 A —#%

Flexible NetFlow O3 |

avy kR

S

match ipv6 {destination | hop-limit | protocol |
source | traffic-class| version }

IPv6 74—V RED—HEHRELET, KD
avy R A7y a UaMERARETT,

« destination : IPv6 56557 K LA ~_— A D
T4 =V RE—FLET,

 hop-limit : IPv6 &y 7 U I v b 7 1 —)b
FE—HLET,

e protocol : IPv6 ~~A 1m— R 7’1 k=)L
74—V RE—EHLET,

esource : IPv6 EfELT R A R—2D
T4 = RE—ELET,

e traffic-class: IPv6 N7 7 4 v 7 7T X &
—HLET,

everson : IPv6 ~v X —DIP/A—V g &
—HLET,

match transport {destination-port | igmp | icmp
| source-port}

N7 UAR—RET 4=V REDO—EEFRE
LET, Oa~<wr K A7y a UAME-HEE
"C:\—a—o

« degtination-port : BiEEAR— & —E L
£7

eicmp : ICMP IPv4 38 X OV IPv6 7 1 —/L B
ZELICMP 7 4 —/V R & —ELE T,

sigmp : IGMP 7 4 —/V R & —E L $7,
* source-port : fxikeAR— & —FH L E7,

match flow cts{source | destination} group-tag

FNF L 22— KD CTS 7 4 — /)b KDY R — |k &
D—HEEELET, ROa~v s R A7 =
UBMERFIHETT,
esource: KAA &2 AST 5 CTS DEE
gLE—HLET,

» destination : N A A &IET 25 CTS ©
e —EH L ET,

Flexible NetFlow O collect /X5 A —74

WD F T, Flexible NetFlow @ collect /X7 A —H ([ZOWCHE L £9,

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X 1 v F) ®rvy hJ—9EEBa T4 X2 L—>3> HA K
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Flexible NetFlow O collect /35 4 —% .

% 17:collect 185 *—%4

avU kR

B8

collect counter { bytes { layer2 {long} |long } |
packets { long } }

NYYH T 4= ROEFAL MR E AT
o NEREIEL F9,

collect interface {input | output}

ANFEFREFHEIIA L Z—T 2 AND T 4 —
IV RENELET,

collect timestamp absolute {first | last}

B DN NISHERR ST MR, E 7=
853 OV /AN T I TRV AWk EhIRiSs
o7 4 — NV RFEINELET (TUR) |

collect transport tcp flags

WDERE TCP 77 7 HINEE L £,

sack : TCP fERISE 7 Z 7

scwr : TCPHERE Y ¢ > NUME/INT F 7

eece: TCPECNT==oa— 757

fin: TCPHKT 777

epsh: TCP v ¥z 757

erst: TCPV kY b 757

esyn : TCP R}~ Z 7

surg: TCPREET T 7

G¥) TNA AT, WUETHTCP 7 7
7 HIRETE £ A, IETCP 7
T OINEOHIEETEET, T
NXTCOTCP 7 7 7iZZDa~<wr R
TNESNET,

collect counter bytes

T —DWERINTZNA MR EFEXR— T 4 —
ARELTHREL, 78 —08E 1 "N &%
I LET,

collect counter packets

7R SN DTy MIEIEF—T 1 —
AMRELTREL, 7a—2bait 37y |
BEWELET,

collect flow sampler

7a—H%r 77 —ID &L a— ROIEF—
T4—VRELTRELET, ZDOT 14—
NiZix, 7a—0F=F—IffHand7a—
P FI—DIDREENET,

Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X v F) *v hT—Y BV IJ4XalL—>3a > HAF .




. JO— I 9 RHR—4

JO— IH9 RAKR—

Flexible NetFlow D3 |

av YR S]]

collect ipv4 destination IPv4 565 E 7 —1L a— ROIFEF—7 1 —/b
FELTHRELET,

collect ipv4 source IPv4 EfEca7r—La— RO EXF—7 ¢ —
JNRELTHRELET

collect routing next-hop address RXTARNRYy T RVAERIEXF—T 41—
RKELTREL, 7R—DOLX T A MKy
T ZIE L £9

3

TH—ZJ AR—ZTIL, 78— F=F XX v aNOT—F%2VE—F AT L (TLEx
X, OB L ORE DOT=DIT NetFlow 2 L7 X 2 FATT D% —N) [/ AFR—FLET, 7
OD—T/ AR—F|F, a7 4 Fal—arTHOZ T 4T 08 LTERENET, 7
0—=TJ AR—H|L, 7O—F=HIIT—HF T AKR— MEREEZRIET L7207 r—F=X4
WEIDLTONET, BEO 7o —x2 7 AR—FEZER LT, | 2FRi3EE0 7o — =4
WCHEHT DL, WS OO AR— NeafRETHZEMTEET, 1207 —xT7 AKR—
HEER L, W OO 7 a—F=X | CH@AT5-2 EnTxEd,

NetFlow T—% T RXAR— bk T4+—< v FD/A—2 329

NetFlow DFEEAH HZ 70— L a— K T3, NetFlow NZE S, 77— L a— KDL D0
D7 F—<v b0HLELFE L, NetFlow &7 AR — bk 74—~ sOKRFOENIZ, /—
/5/9 LIEIENE T, NetFlow Version 9 =27 ZR— ~ 7 +—~ v M ORBIHEHEIT. 7‘/7
— IRR—2 LR ET, T L— NI, La— R T7x—~ v bORHEZIERER O
KLE?&N&%W%%HX%%%%%éﬂT%\%$7D%V3%F7i%7yf%%5b
T OMERNDHY EFHA, 77— T L, ROV ODOFERHY £,

eNetFlow D L7 X Z4RHE L7720 = RERRLIZVTEHT 7Y r— g U aERT
B — FRX—F 4 EVRR N— h =L, HIHO NetFlow #REIEM SN B NS T 7
Vir—yarwfa VT H0EEH) A, KbV, o7 7 L—h 74—
~v bR THIHMEOT —% T ANVEFEHT L ENRTEET,

HTHIBSREIT. BEOEAREAENS Z L 72 < NetFlow [SHEIZIBINTE £9°,

e NR—=TU g 97—~y MIFLWTr haCRRFOT e b a/VZH#c TE DD
NetFlow 1ZZ b D7 a hauixst LT MRS LET,

W=z 9D AR—K T4 —<y ML, "y b~y X =2k 1 2L EOT
YF—h 7a—tky bEEEFT—F 7r— kv FTHERSIATHET, T L—1 T
n—%y NTlE, fBROT—% 7u—ty MIEREIND 7 4 — /L ROFHANELE N E T,
TOXHIRT—F 7Ju—ty ME, BTRULTZZ ZAR—k Ay hERIEI#BBEOT 7 AR—
Xy NCRAETDHREENLVET, 707 L—F 7ue—ky b BT —¥ 71—
Y MI, RORNIRT LI, B—Dx 7 AR —F Xy MURESEDLZ ENTEET,

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X 1 v F) ®rvy hJ—9EEBa T4 X2 L—>3> HA K



| Flexible NetFlow D35

JO—E=-_A32—

JO—E=-4— .

M:N—232 9T RR— k13w b+

Packet
Header

Template
FlowSet

Data
FlowSet

Data
FlowSet

Template
FlowSet

Data
FlowSet

NSy

NetFlow Version 9 T, BEEN AT —H % NetFlow 2 L7 03 #ifgcx s Lk oic, 707
L— K T =22 AR— N LET, £/, 7o Lb—bhOT—% 7u—tv b
T/ AR — bk LET, Flexible NetFlow O E72F 51X, =—HF—n7o— La— RKEEETDH
L NRN=Va 9T T L= MIEERICER IS, a7 X IZiEEINNS 2 ETYT, TOK

2, Ny —, T —hT7u— %y FBIOTF—¥% 7u— kv FEE®H T, NetFlow

Version9 =27 AR — K 74—~ h®D

12: NetFlow /A—> 3 2 9T H RR— k T+ —< v FOEEMB

(Template D 256)

Haader <— NetFlow Version 9 Header: 32 bits —»
First Tamplate FlowSat Warsion 9 l Cou_nt_ =4 [Fla'.\!Sd_}s;
Tamplate Racard System Lptima

First Racord FlowSat UNIX Secands

First Data Record

Package Saquenca

Sacand Data Record

Source ID

Third Data Recard

<—Templata FlowSet: 16 bits—

Sacond Templata FlowSat

FlowSet ID -0

Tamplate Racord

Langth = 28 bytes

Tamplate Racord

Templale |D = 256

Second Record FlowSat
(Template 1D 257)

Figld Count=5

Data Record

IPvé_SRCADDR (0x0008)

Data Record

Langth = 4

Data Racod

T 1]

IPv4 DSTADDR (0x000C)

Data Record

Langth = 4

IPvé_NEXT HDP (0x000E)

Langth = 4

PKTS:_32(0%0002)

Langth = 4

BYTES:_ 32(0x0001)

Langth = 4

AEMlZe 2R LET,

-«—Data FlowSet: 32 bits —»

FlowSat Langth =
ID =256 64 bytes

182.1688.1.12

10.5.12.254

192.168.1.1

50049

5344385

182.168.1.27

10.5.12.23

192.168.1.1

T48

388964

182.168.1.56

10.5.12.65

192.1688.1.1

5

8534

aTiTEA

N=Tar 9Tl AR—=F 74—y FOFMIOWTIEL, AT A kb ~X—s3— [Cisco 108
NetFlow Version 9 Flow-Record Format] ZZH L T 723, RO URL 2B AFTEET,
http://www.cisco.com/en/US/tech/tk648/tk362/technologies white paper09186a00800a3db9.shtml

7 u— & =4 —|LFlexible NetFlow D% > N T —27 ~F 7 4 v 7 DEMREZEITTHa LR R—2
VET, AV HF—T oA AT EINET,
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. JOo—E=-4—

Flexible NetFlow D3 |

Tua— T —HFRry NT—2 NI T 4w I bESN, 7r— La—RDkey 7 4 —/L R
B X Unonkey 7 4 — /L RIZESWTER o2 AFIZ 7 — = — F v v 22BN
iﬁ—o

Flexible NetFlow (%, RIU N7 7 4 v 7 DS E X ERZA T O EFATTH-OIHHTE
F9., TOKTIE, ANNA L F—T=2A A LEOERENT 7 4 v 7O DICEH SN L
a—FE WA v Z—T =2 A A EOEX2 YT 4 GO DICEFINZva— RE#EHL
TRy M1 BgHrEhET,

13:200 70— FE=4—FEALERL 374 v I DRHH

Ty \P5) |ﬁ||ﬂ| P2 [Fiow Monitor 1 Flow Manitor2
{Etharnst 0) {Etharnst 1)

Ky Fislds Packet 1 Monkey Fields E Key Fields Packet 1 Monkey Fialds

Source P 10,333 Packets i Sounce P 10.33.3 Packets

Destination IP o222 Bytes E Destination IP 222 Time Stamps

Source port e Tima Stamps i Input Intefacs Ethamst O

Destination port 22078 Mext-Hop Addrees E S¥M Flag [v]

Layer3 Potocol TCP-6 |
TOS Byte o] | :

Input Ints rface Ethernet 0 \

Traffic Analysis Cache Security Analysis Cache
Soume [P | Dest. IP | Dest. I'F |Protocal | TOS | L |PkE ] Sourca |P |Dest. IP |Dest 'F |Probcol | TOS | . | Phis
10333 0222 |El (i} 4] ‘I‘ICOOI 10.33.3 io0zzz2 | E1 E1 o 11000

a1

TORIZ, HWAZL La— REERA L TEEOY A T T7a— =X —%EHT 5 X 0 B4
R HEORE R LET,
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| Flexible NetFlow

Bl

axX ;&

Jo—Hr75— .

R14:HRAL LOA—FTOEHDE2A TOT7A— T2 —DEMEERG

Data Center

IP Flows

Application Flows

i
i

TIANIIDOXY v a AT Inormal] T, ZOF—RFRTIE, Frvi=NOZ Y
73 timeout active 22 & & timeout inactive ZX EIZHE> THIRREINIZZ2 D £4, ¥y vz =2k
UiE, BIREIICR D &y v v a P DHIREIL, RESNTWAMLENDOT T AR—HZI|Z
YXoTzrsaR—-rEaNET,

JO—H%r75—

Ja—HrF5—F A—FDaALr T 4 Xal—arTHOarR—xr e LTER SN
9, 7=V 7 TiE, SITHIGEREINDS N > SO EHIRT 5 Z & T, Flexible NetFlow
EIFITLTCWDT A A LEOBAR LT T2 SET,

Ta— BTN T TE, V= FDONRT = P RIKT HE=X ) O TRERTR SN E
T, P77 —ET7n—F=F—IlHEHTLE, TR—F=F =BT ONEOH LNy
NPT DT, =TT — =X — 5 FTTHODOF—/N—~y NAMPME T L
£, 7Ju— F=F—THIEns 7y MK EADT 2L, 7r—F=F—DFr vz
WA S D TEROREEDR, TAUTIL U TR T LE T,

ip flowmonitor 2~ > RZFEFALTA v X —7 oA AHASHIEE, Yo7 I7—F7n—
T —LHAEDETCHEREINET,

HR— b &t TLVS Flexible NetFlow 7 4« —JL K

WORTIE, SFEFIER NI T4 v 7 ZATBINNT 7 4w 7 FHANZ-DOWT, FlexibleNetFlow
(FNF) THR—FEND 74— /L FOHEY X PR L TOET,
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B - ST % Flexible NetFlow 7« — L K

A\

Flexible NetFlow O3 |

GE) X7 v MTVLAN 74—V KRB LA, TOESEIBEINETA,

J4—JL |L4% |LA%2 |IPv8In [IPV4Out [IPv6In [IPv6 Out |:iZ

N 2In Out

Key 7=

(& Collect

J4—I)L

k

A — |HD — HyH | HH | Jo— =X —% AN
T A A MIZEAT 254 -
AT

e match % — 7 — R Z&ff
AL, Ao 52—
73:/]’1%’_’key74—
IMRELTHEALE
7T

s collect ¥ — U — K& fif
ML, A 5—
7 x A A% collect
74—V RELTHEH
LET, 207 14—
RiZ= 7 ZHR— k&N
Hla—RIZEEnE
T, EIX0IC72 Y F
7
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#R— kSR TLS Flexible NetFlow 7+ —L k]

J4—JL LA | LA 2 |IPvdiIn |IPV4Qut |IPv6In |IPv6 Qut |:I=
N 2In QOut
A F— | HY — H — HY Jo— =X —%HI1h
TxA A #5256
7 * match & — 7 — RN &{f
ML, HhA 72—
TxA R key 7 A4 —
JVRELTHERLE
7
« collect & — 7 — RN &A{f
ML, AiA 25—
7 = A A% collect
74— K& LUTHEH
LET, 207 14—
RiZ=7 AFR—hrEh
LHla—RiIgEhs
T3, fEIX0IC/e 0 F
R
J4—J)L |LA4¥2In|LA4+2 |[IPviIn IPV4 Out IPv6 In IPv6 Out F=
K Out
Key
J4—)L
N
7u—7% | xh& K hix PN K hix PN K hix
il
Ethertype | %}/ RIS — — — —
VLAN A | HY — HY — HY — AA v F
77 A— KT
DT
A—h&
NnNTnE
£
VLAN i |— HY — HY — HY AA v F
5 A— KT
DT
A—h&
TV E
R
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B - ST % Flexible NetFlow 7« — L K

Flexible NetFlow M &%

Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4 Out IPv6 In IPv6 Out FE

N Out

VLAN A Fe T

Va; DI
A— k&
nNTnE
7,

dotlq — Hb _ H0 o 50 Py

VLAN Fe b T

Z D FF
R— k&
TV E
7,

dotlq #BESG | *FI ESIIN PSS ESIIN PSS KRS AA v F

B Hom T
D
R— k&
NTUWE
7,

MAC %15 | %t st KRS st KRS ESII

g7 KL

ANT]

MAC &5 |— — — — _ _

g7 KL

A

MAC 8% | Y — HY — B0 _

7 KL XA

AH

MAC %8 | — HD — HY — HY

LT RL

A

[Pv4 /N— | — — PSP st PSS ESIIN

Vayv

[Pv4TOS | — — I RIS I RIS

. Cisco 10S XE Bengaluru 17.5.x (Catalyst 9300 X 1 v F)
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| Flexible NetFlow

B

axX ;&

#R— kSR TLS Flexible NetFlow 7+ —L k]

74—
K

L4 2In

L1+2
QOut

IPv4 In

IPV4 Out

IPv6 In

IPv6 Out

TR

IPv4 71
=%

PPN

FIIIN

PPN

FIIIN

{5 Ju/50
e —

k. ICMP
a— R/ 4
A7,
IGMP # A
-, TCP
777D
A waWR
DME S
ncnd
Lo fif
iR RN
B
*7,

IPv4 TTL

X his

X his

IPv4 TTL

PIIIN

PIIIN

PIIIN

PIIIN

IPv4 TTL
LRLCT
D

IPv4 7'
=%

X his

X his

IPv4 711
=V
FRLT
T, EE
JL/5B 4G
A— b,
ICMP =2 —
K/ %A
7. IGMP
2AT,
TCP 7 5
7 DN
AW/
HanT
WAHEE
WA
D WAEED
HYFE
e
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Flexible NetFlow D% E
B - ST % Flexible NetFlow 7« — L K

Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4 Out IPv6 In IPv6 Out FE

N Out

IPv4 J&{5 | — — XIS PSIIN — —

g7 NV

2

IPv4 585 | — — ESITN ESIIN — —

7 RLA

ICMP IPv4 | — — Faamn s — —

2o 7

ICMP IPv4 | — — oI PO — —

a— K

IGMP % A | — — I KFIE — —

-

J4—J)L |[L14¥2In|LA*2 |IPvdIn IPV40Qut |IPv6In IPv6 Out |x=

K Out

Key

Z4—IL

k(e

F)

IPv6 /X— | — — BTN PSR BTN ESIIN P /R—

vayv Taré
FCT
j—O
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#R— kSR TLS Flexible NetFlow 7+ —L k]

Ja4—)L |LA4¥2In| L4142 |[IPviIn IPV4 Qut IPv6 In IPv6 Qut FE

N Out

IPv6 71 |— — % It I % fts I IP 7

=% L L
LT,
E{F /%8
HE TR —
k. ICMP
z— N/&
A7,
IGMP % A
~°. TCP
757D
N v g WiR
MEH &
ncTnd
LA fE
HT 54
BNRH Y
7,

IPv6 5(8 | — — — _ P .

g7 Kb

A

T RLA

IPv6 7 |— — i P i P IP TOS &

TA 7 EIh

77 A ¥+,

IPV6 7> |— — %It i %It St IP TTL &

70 U i ‘y [a D—/C:\

b ¥,

AT

ICMP IPv6 | — _ _ _ - -

a— K

source-port | — — Fapn SOR s S

dest-port | — - I KIS RIS S
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Flexible NetFlow O3 |
| IR

Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4 Out IPv6 In IPv6 Out FE

N Out

Collect

Z4—IL

~

NA MR | RS PP PN PP PN PP N7y b
Yp X =

(FCS #

oA —
VAN
7L —A
A X-18
A 1K)
HEEE
ZD
74—V
R % [=]5kE
L. Bytes
layer2 long
ML
£

AT/ N B ST K PN K K K hix

£

Timestamp | i PP PN PP K PP

absolute

first

Timestamp | i PSP PSS PSP PSP PSP
absolute
last

TCP 77 | PIIIN PIPIN PIIIN PIpTN X his TRTD
7 77T %
R L F
R

Bytes | i IS IS IS IS IS
layer2 long

T4+ FERE

WRDFEIL, T34 A% 5 Flexible NetFlow O 7 # /)L bR E& R L E7,
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Flexible NetFlow : A 71 VRF $-7/R— + DIE .

5% 18: T 7 #+ JL kO Flexible NetFlow 5% &

BT TIALE
TU—TITFAT FALT TR 1800
Tu— S A LT NDHT 7T 4Tk 15 #

Flexible NetFlow : A 1 VRF H-7;R— F DI E

Flexible NetFlow : AJJ VRF ¥4 — MM&BE Tld, key 7 + —/L K & L C Virtual Routing and
Forwarding (VRF) IDZUET D7 un—La— RiHH AN 7n—F=F—%@fAL T, T/
A ATCTHERE/7r > MG VREID ZIETEX S5 Kol LET,

Flexible NetFlow : 171 VRF H-7;K— F D=

Flexible NetFlow : 7] VRF # AR — MERETIX, key 74—/ K& LT VRFID ZINU4ET 57
n—la— R FRHHh7e—F=4%@HAL T, V—ZTHRIE/ v bob VRFID % IUE
TEHLEOICLET,

4 Q> —_— =
BEVATLES
B AT LF G AN— AL, 4,294,967,296 fHDO—EDEZFF>32 £y DT 4 —/L R T,
AVE—=Fy NONRT VT RALVEN—T 4 VT VAT DR R— T 50T
ij‘o

BV AT L% S (ASER) X, EXAR—F—F—rvxo v ha/LTHEMAIND IANA
Lo THED S TONDIFRE LT TT, —BEONL—T 4 V7R Y) U—E R OH— O E
TiZhdxry hT—27, FRFIRTIV I A0 F—Fy MIONATFR—LBEHRINTND Ry
N =2 %—RBICHAILET, ZOBRMEVATLAE X, BTV TR b F—Fy
M —t2x 7FafFe Ao —Fy h 7 2AF =Y (IX) OIT, BGPB IO T %A
VHE—Fy N —ER T aNA L FETTHEDICHETT, ASERFIL/ B— VLI —ET
HOLVENHY ET, ZAUTLY, BGP AR L TA—T 4 VI TEL—EOSHNL IPT
R AT vy 7 BREEEIND LRV ET, BGPIE, L7 4 v I AEBHET AT L/RA
(ASRR) ZEEA LT, V7 4 v 7 ANFET DI~ DB AR A ZRELET,

NetFlow VO B XL ONIPFIX =7 AR — hZ A X, 328y hASESE VAR — K LFET, NetFlow
V51, BT 16 By POEETE L U%EE ASTERUTHED 72, ZD32AS 7 4 —/L K&H
R—=FrLEHA,

NetFlow TiZ, WD BGP NTF A —X 52T AR—FTEET,
*BGP A ETEIRE - ILET ASF =
*BGP 56 eI E 71T AS B =
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Flexible NetFlow O3 |
B wrLs ©o At 5 Flexible NetFlow D E

=1 —]

axX
ASE G VAT LERETDICIE, ROaw» FefiflLET,
[no] collect routing { destination | source } as [[4-Octet] peer] [4-octet]

MPLS T® At 71 Flexible NetFlow D1

« MPLS T® A 7] Flexible NetFlow (IP L-~L) : Z OMEREZ (9% &, MPLS 7L A
RV a B TMPLS Xy hT—ZIZAD/ Ny DA Z—Fvy 7 =z (IP)
Ta—EREF Y I F Y TEET, 26Dy M, Py b ELTL—ZIZEFE
L. MPLS X7 v hE LTCEEENE T, PE/— FOCEMICIPVAB L OIPV6 T 7 1 v
IDANNTO—F=F —%HRHETHZLICLY, ZOMREEZANCTE T,

« MPLS T® /) Flexible NetFlow (IP L'-L) : Z OREZ 42 & MPLS 7L A
R arwR TMPLS ®y NU—I Mo Hb 3y oA 2 —3y b7 h=ab (IP)
Tun—{ERE Xy T F vy TEET, TNHDOR7y ME, MPLS X7 v & L TIL—H I
HEL, P77y PELTHEENET, PE/— ROCEMICIPVAEB L ONIPV6 T 7 1 v
JOWN 7 e —F = —EHRETHIEICLY, ZOMREEZANCTEET,

Flexible NetFlow @ VPN ID D&%

FUC7I7A4A = %y NI DE0HEBD VPNIL, T—X T 7 4 v 7 TCRILT T A _—
FEETBLIUOSEIP Z#FEHATEET, ZHICKY, 5—FBBETAHIPT RLAZKET S
ZEDRNEE 72 B FREMEN SV £97, VPN-ID 2 L CZ OREE ML TX 9, VPN-ID
L, 78— BRI 74 _X—hxry NT—7FRIFTT, BEEVAT A (AS) &
{KCVPN Z #5925 7= &3, VPN-ID 23 NetFlow =7 AR — /37 > R CTT 7 A
A—hSND5EAE, BIOASDa L7 X%, T—2BET %5 VPN IZHESWT T 17— % Bift
JCHBECE £9, VPN-ID (X VRF-ID L[AIERD T AT AL~v7 a7 4 ThY | FEDON
BTy AR—bhTEET,

VPN ID D#ERER
£ VPN ID (TR D EF TR S TWET,

34277 v b 16 HEHTH L HE AR T (OUD) , IEEE %§%/mi1%. ISO/IEC 8802 #i
MOTCTaryR—xr b aiET 550D 5/FEIC0OUI ZH VY TES, OULIL, v—
N 2T Ry NT—7 TV r—varbA bR )7 2y NU—7 T
Vi—yaryTHATIZO0, WA LANMAC T KLA L7 a havID 24T
HIOIEA SN ET, 72& 21E. Cisco Systems @ OUI 1% 00-03-6B (16 1#%%) T,

cENTD VPN 27T 4477 bD 16 TH D VPN A T v 7 A,

VRFE#EI L 74 Fal— g E—RTvpnida~> R LT, VPNID Z#ETE £
4, VPNID ZROBERTHRE L ET,

vpn id oui:vpn-index

VPNID Z§%E L7256, flow-exporter 2> 7 4 ¥ = L —3 3 > &— KT option vrf-attributes =
~V REMHLTVPNID % ETX £,
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| Flexible NetFlow D35
Flexible NetFlow D% /5% .

Flexible NetFlow D% E /5%

Flexible Netflow % 7% &9 2121, ORI FNEIZHRENFE T,

1. 7o0—ZF%F— 74—V FBIUOIF— 74—V FEHFETEL T, 7u— La— RFEERL
\iﬁqo

2. FubarEEEL UEEDO 77—/ AR—FE2ER L, 58k R— k., %65E. BLUOZE
DOMLDIRT A — 2 ZlRk L E T,

3. 7Jon—lLa—FRBIW7o— 2/ AR—FIZESNT, 77— F=F—%ERLET,
4. FEOV 7T —HERLET,
5, LA¥2HR—hF, LAV¥Y3IR—F, £ILVLANIZ 70— F=F—Z @A LET,

J0O— La— FOER
NAB<A R L7 — La— RERET DX, ROXRAT ZFIATLET,

WA <A X Lic7a— Lba— KX, BEOCBMN TN 7 4 v 7 T—FE0NT 57212
HALET, IRAFZ~A A LTz7u—1ba— RNZid, key 7 4 —/V K& LTHEHT 5 match 24
21 OLLEMECY, WBHF L nonkey 7 4 —/L K& LTHEHAT 2 collect FE#ENR 1 LI EH D F
7

HAZZA X LTe7r—Lba— ROIRGIEL, BELOAREERH Y £3, 20X A7 TiE, #f
MO H BIAFI O 1 DEERT 72O DO FNEICOWTHBH L ET, LEIISCTHEFX AT O
FIEEZZEH L, BHECEDETCHIRAZYA A L7 — La— REERLET,

Fg
AR RFEREET7TIVa Y B#)

RTFwF1 |enable BHE EXEC E— REAZIZ LT,
1 - e NRATU—REANLET (FERS

nrema) o

Device> enable

5w J2 |configureterminal Ja— )L ary7 4 FX¥al—a
i - T REBHLET
Device# configure terminal

A5 w73 |flowrecord record-name “7u— L a— R&Z/ERK L. Flexible
1 - NetFlow 72— L a— RN a7 ¥z

L—vay E—RERBLET,

Device (config)# flow record
FLOW-RECORD-1
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. 70— La— FOER

Flexible NetFlow D%

ARV FFEREETIVa Yy

S

e ZDa<wy RTIE., BEFO 71—
La— REERETHILLTEE

‘é‘o
X Fw 74 |description description UEE) 7ua— L a— FOHBHE2ERK
11 LET
Device (config-flow-record) #
description Used for basic traffic
analysis
AT w75 |match {ip|ipv6} {destination|source} | (%) ZOBITI, IPV4sEET R
address VA% L a— RO key
£ T4V RELTHRELE
R
Device (config-flow-record) # match ipv4
destination address
RATvT6 | MBEISUTAT 75 EEVIKL, |—
L a— ROiBM key 7 4 —/v REFHE
LET,
AFwF1 |matchflowcts {source|destination} G) ZORITIE, CTSDE(EIL

group-tag
&1

Device (config-flow-record) # match flow
cts source group-tag

Device (config-flow-record) # match flow
cts destination group-tag

TN—T" BT Lo n—
T ETELa— RO¥—
T4 RELTCHRELE
9, matchipv4/ipvé =~
¥ RCHHTE 2% 0o
key 7 4 —/L N, B X Ukey
74—V ROBEIZFIHT
X A match =< KD
FEAIZ DUV,
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| Flexible NetFlow D35
70— va—roks [l

ARV RFERETI Y S
GE) <

* SGT £721% CTS

DOWT N DL
BHTIA B —

7 x A A THES)
fbahTnd L,

SGTIX 02720 F
e

G/ hTC,
(SGT. DGT) &
*itnd % SGACL
RENFIET
X, DGT iX¥
DAz 0 £97,

SGACL 73 Hi /7
N— F/VLAN T4
M Tnd
M, FlZF S a—
3L SGACL D58
il 2 MEhk S 4T
Wb %A, DGT
12012720 £7,

e AJJ

c EFE Ny b T
L.~y —Nb
HYE. SGTIZIX
~v A — &6 UfE
DRMENET,
ERAYAAS -
0N REIET,

DGT fEIZ A7
A— F® SGACL
REIIKIE LER
/VO

ATFvT8 end Flexible NetFlow 72— L o2 — K ==
il - T4 F¥al—varyE—FEKTL
T. M EXEC =— FITREY £,

Device (config-flow-record)# end
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B oo zoxk—sonm

Flexible NetFlow O3 |

ARV FFEREETIVa Yy

S

ATvT9

show flow record record-name

1 -

Device# show flow record FLOW RECORD-1

g EBEL-7ua—La— Ko
EDAT — 5 ARFRINET,

ATy 710

show running-config flow record
record-name

1 -

Device# show running-config flow
record FLOW RECORD-1

(BB fiEL-7r—La— RO®E
ENFTRSNET,

20— I RR—2DIER

Tu— T AR—FEER LT, 7HBE—DT T AR —F NFGRA—HEEFRTEXFET,

\)

6=

Ta— T AR—F T LI,

1ODSFEDHPY R— b EnFET, BN EICT 22Ty

AR—=FTHERIT. O 70— 2 ) AR—FEFRELCT7u— =4 —|ZE Y L THL
EHRHD F9,

IPv4 7 RVAZEHA L THEIC=I AR — N TEXET,

FIE

ARV RFEEETI 3y

B8

ATy T

enable
1 -

Device> enable

ke EXEC T— F&EAINZ L £,

e NAT—RE AN LET (TR
N8558 .

ATy T2

configureterminal

51

Device (config) # configure terminal

Jua—) a7 4 F¥al—3 v
£ F\;’&E:ﬁﬁé\biﬁ—o

ATvT3

flow exporter name

51

Device (config) # flow exporter
ExportTest

Ju—x g AR—FEERL, Te—
T AR—H a7 4 Fal—av
T— REHBELET,

ATvT4

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X 1 v F) ®rvy hJ—9EEBa T4 X2 L—>3> HA K
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51

(EE) mKO3XLFET, ZO7u—0D
FAZRELET,



| Flexible NetFlow D35
so— o z2k—a0tks |

ARV RFERETI Y S

Device (config-flow-exporter) #
description ExportVv9

RFw 75 |destination {ipv4-address} ZDTY AR—FIZIPVASEET R LA
B - FTUIAA M ERELET,

Device (config-flow-exporter) #
destination 192.0.2.1 (IPv4

destination)
ATv 76 |dscpvalue (%) DSCP (DiffServ =t — F7A >
41 - N EZEELET, #HPHITo~63T

4, T7 /L ME0TT,

Device (config-flow-exporter)# dscp 0

R w7 |source interface type interface number (EE) WE I NT-%85C T NetFlow =

Bl - T ZCEET DD T oA
F—T A A=EELET,

Device (config-flow-exporter) # source s . o .

gigabitEthernetl/0/1 CGE) 7RI AR, i

BrA v F—7=4 AL L
TTvF A= RIPA
H—=T A ALY R—FL
TWEHEA,

EETLELTRDOA E—T oA A%
WETEET,

« AutoTemplate : HE)7 > 7 L — K
A H =T AR

« Capwap : Capwap F > RV A
H—T A A

* GigabitEthernet : Gigabit Ethernet
IEEE 802

« GroupVI : Z/V—H8A v B —
T A A

« Internal Interface : NEEA > & —
T A A

s Loopback : L—"" /N J A K —
T A A

eNull : XNV A F—T AR
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B oo zoxk—sonm

Flexible NetFlow D%

ARV FFEREETIVa Yy

S

e Port-channd : A > % —7 = A AD
A—H%Fy b Fyrxi

» TenGigabitEthernet : 10 ¥ & v
M A=Y x> b

eTunnd : bRV AL H—T A
A

* Vlan : Catalyst VLAN

ATvT8

transport udp number

1 :

Device (config-flow-exporter) #
transport udp 200

(fEE) NetFlow 2t L7 Z|ZE|ET 5
72D 2 UDPAR— F&fEE L
KR

ATvT9

ttl seconds

51

Device (config-flow-exporter) # ttl 210

(EE) =7 AR—=H 2L > TEEE
BT —& 75 KNOLEk: AT HelfE

(TTL) fEZRELE3, ®pHIX1 ~
255 T3, 77 4L ML 255 TT,

ATy 710

export-protocol {netflow-v9}

1 -

Device (config-flow-exporter) #
export-protocol netflow-v9

T AR—HX THEHZI 5 NetFlow —
JAR—=KFTa halro—Tg %
FBELET,

ATvIN

end

1 :

Device (config-flow-record) # end

e EXEC £— FIZED ¥4,

ATvT12

show flow exporter [ name record-name]

51

Device# show flow exporter ExportTest]

(FE) NetFlow D7 10— T 7 AR—
HiERER R LET,

ATy 713

copy running-config startup-config

1 -

Device# copy running-config
startup-config

UEE) =274 FXal—ar 77
A IVICREERFEL T,
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| Flexible NetFlow D35
nz25v42L7a—e=2—ofkK [

RDERY
Jo— lLa—RBL7e— 2/ AR—F|ZHESNT, Jo—F=F—ZEHLET,

HRATAAL-70— =4 —0D1ERK

AAGZ <A AL 7= T=F =BT D123, ZOUHDZ AT 2ETLET,

K7 —F=F—ZF, FHOXT Yy aREHDYToNTWET, 7r—E=F—T2t|Z,
Xy o aT NIORNBEBIRLA T Y MEERTHLIA—RFRBMNETT, ZnboLa—
R 73—<v I, FHEEBFLOLI—F T3—<v hOWTAD, £ —VP—EHE
sz epncEEd, ERoa—F—ThiiLflowrecord =2~ REFHA LT, W A¥X~<
ARXLIT =~y NEfERT 52 L b TEET,

48 HHEIIZ

Flexible NetFlow D FHIER KA L 23— RORDOVICHAZ~v A ALz a— REEHT 5
Bl TOXRAT BFITTDHENI, DAFA A LT a— REERTLI2LERHY F7,
F—H BT AR— R T HEOIITO— 7 AR—H T a— =X —|2BINT 2561,
CDRATEFETTIHHNCTZ Y AR—FBERT HHLEND D 7,

\}

(F) 7wo—%F=%—Trecord a2~ RO/NT X —X ZZEHTF 5HH1Z, noip flow monitor =~ > K
LT, TXTCOA o F =T =2 A ADDEMAFEHDO 7 n—F=F —ZHlRT 20ER H Y

\i‘a—O
FIR
OV RFEREETIVaY B#
ATwv7 1 |enable it EXEC E— REZAMIC L E T,
i e NAT— R AN LET (BRS
nresa)
Device> enable
ZT7wF2 |configureterminal sua—syarZ 4 FXal—va
i - E— NLPBLET,
Device# configure terminal
R w73 |flowmonitor monitor-name 7nu— F=X—%{Em L. Flexible
- NetFlow 72— F=&F— a7 (X =
L—yary E— RefBLET,
FrommONTTORL CZOEvy KT BEEOT 0 —
T EETHIELTEE
ﬁ—o
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. NREIAXLI=70— E=%—DER

Flexible NetFlow D%

ARV FFEREETIVa Yy

S

ATvT4

description description

1 -

Device (config-flow-monitor) #
description Used for basic ipv4
traffic analysis

EE) 7u—E=X%—OHPAEER
L/jz‘jﬁo

ATvTh

record {record-name | netflow-original |
netflow {ipv4|ipv6} record [peer]}

1 -

Device (config-flow-monitor)# record
FLOW-RECORD-1

Ju—F=XF—DLa— REEELE
‘a‘o

ATvT6

cache {timeout {active|inactive | update
| rate-limit} seconds | type normal }

B :

Device (config-flow-monitor)# cache
type normal

Device (config-flow-monitor)# cache
timeout active

(L) 7m—F=F—Fxvia
INTA=Z (ZA LT T MA, Fv v
VadATRE) BEELET, EE
L7F-7e— F=F—L 70— Xr v
o AT £,

ATy T1

VENWS CCAT v 7 6 DKL
T, Z2O7u—F=F—DFyr v =
WNIA—FOEREETT LET,

ATvT8

statistics packet protocol
1 -

Device (config-flow-monitor) #
statistics packet protocol

(fF:7) Flexible NetFlow & =% — D~
1k a VBRI R OIEE A —
T LET,

ATvT9

statistics packet size

1 -

Device (config-flow-monitor) #
statistics packet size

({£:7) Flexible NetFlow & =% — D%
A R FHEROINEE A X —T L
L%,

ATy 710

exporter exporter-name

1

Device (config-flow-monitor) # exporter
EXPORTER-1

(EE) FalcfElksnic=r AR —
Z DA FIEEELET,
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| Flexible NetFlow D35
sn—4>r75—nkmn [

avyREERFT7IYa Y B#
ATy 711 |end Flexible NetFlow 70— =% — =21~
B - 74X al—varyE—REKTL

T. H#E EXEC F— RICREY £,

Device (config-flow-monitor)# end

AT 712 |show flow monitor [[name] monitor-name | ({£:#) Flexible NetFlow 7 12— £ =
[cache_[for mat {csv | record | table} ]] H—D AT — B A L OSSN E
[statistics]] TRENET,

i

Device# show flow monitor
FLOW-MONITOR-2 cache

Z w713 |show running-config flow monitor (B HELZ7n—F=4—0DFk
monitor-name ENFRINET,
K

Device# show running-config flow
monitor FLOW MONITOR-1

X 714 |copy running-config startup-config (FE) 20 74Fal—var 7y
Bl - A MERGE R RS LET,

Device# copy running-config
startup-config

J20—42T5—0DERL

Tua— YT I—%RELTHENMTDHIZE, ZONEDODX AT ZFITLET,

FIE
ARV FFEREETIVa Yy E]:g]

A7y 71 |enable FiHE EXEC E— RE AL ET,
I cNAT—REANLET (ERS

ne%a)

Device> enable

X5 w72 |configure terminal rya—r\)L a7 4 FXalb—a
Bl - F— FEBLET,
Device# configure terminal
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Flexible NetFlow D%

ARV FFEREETIVa Yy

S

ATvT3

sampler

1 -

sampler-name

Device (config)# sampler SAMPLER-1

Yo7 —2ER L, YT —ar
T4 X2l —vare—REEBLE
7,

cZDawy RTIE, BEFEOY T
TF—HmEBFFTHZLELTEET,

ATvT4

description description

1 -

Device (config-sampler) # description
Sample at 50%

Lz 7a—H% o775 —0HAEE
}ﬁbi‘j—o

ATvT5

mode {random} 1 out-of window-size

1 -

Device (config-sampler) # mode random
1 out-of 2

Yo7 - 7ve—% 7
F—DU 4 Ry A XEH/ELE
j‘o

+ window-size 51 ¥ DOHEIFHIZ, 0 ~
1024 T4,

ATvT6

exit
51

Device (config-sampler) # exit

Yo7 —ar 7 4 F¥Falb—g v
ET—FREKTL, Zr—ULa 7 g
Xal—ay EF—RIEYET,

ATy T1

interface type number

1 :

Device (config)# interface
GigabitEthernet 0/0/0

A H =T A RAEBEREL, 4 F—
T2 AAAL T 4 X2l —T g F—
RZ&2BE L F£9,

ATvT8

{ip | ipv6} flow monitor monitor-name
[[sampler] sampler-name] {input | output}

&1

Device (config-if)# ip flow monitor
FLOW-MONITOR-1 sampler SAMPLER-1 input]

B L7 —F=F—B L7 —
YT B —T A AIZEIY
YCC, YTV T A =TI
LET,

ATvT9

end

51

Device (config-if)# end

Ao B —T A AT 4F¥=2l—
var E®—REKT L. FiHE EXEC
F— RIZREY £79,

ATy 710

show sampler sampler-name

1 -

Device# show sampler SAMPLER-1

HELAEME L7 — Y7 F5—0
AT —H AR IO HEREZF L E
7,
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| Flexible NetFlow D35

A 2R3 —T A A~ND7O—D#EH

Tua— =X —BIOF T a o T T— A —T o AW TE E T,

FIE

1v8-7212~070—0ER |

ARV RFERETIVa Y

B

&M

enable
1 -

Device> enable

HibE EXEC E— RE A% L,
e NMRAT—RKEANLET (FkEhn

7256

o

ATvT2

configureterminal

1

Device (config)# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

interface type

1

Device (config)# interface
GigabitEthernetl1/0/1

A B —Tzf AT 4 Fal—37
YE—RERBL, AT AR
ERELET,

Flexible NetFlow (%, L2 i"— hF ¥ x/L
AE—T oA ATEFYFR—FENER
A L2R— R F ¥ )b A /8= R—
FCIEYAR—FSvET,

Flexible NetFlow |Z, L3 A"— FF v /L
AVHE =Tz AL AL INK— KT
A— N EAVETA, WA L CRIKEC
PR—bENDZLEHY FHA,

ATv74

{ip flow monitor | ipv6 flow monitor |
datalink flow monitor } name [sampler
name] {input | output}

1

Device (config-if)# ip flow monitor
MonitorTest input

ATETZWE N7y MOHed 51~
H—T x4 AT, IPv4, TPv6, T—H 1
Y 7R—E=F— BIOA T g
DY 7T —Z BT £,
ip flow monitor — Flexible NetFlow T IPv4
N7 4yl EERTEET,

ipv6 flow monitor — Flexible NetFlow T
IPv6 hT 7 4 v 7 R TEET,

datalink flow monitor — Flexible NetFlow
TIHIPOKNT T 47 HEHTEETS,

GE) NS EH IO TA v
H—T A A DOE=
& —z A2 LT
TET,
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Flexible NetFlow O3 |
B v £ Ty S8 NetFlow D 3E

avYRFERET7IOI Y BRI
5w 75 |end b EXEC B— RNICRE Y 9,
B -

Device (config-flow-monitor)# end

R F v 7 6 | show flow interface[interface-type number] | ({£3) A » % —7 = A A® NetFlow [&
% - WERTRILET,

Device# show flow interface

R 777 | copy running-config startup-config B 274Xl —> a3y 77
il - A SRR RAF LET .

Device# copy running-config
startup-config

VLAN ETD T v & NetFlow DEXE

Tn— =X —BIXOA T a0V 7T —% VLAN ICEHTE £,

FIg
ARV RFERETI a3 Y B#J

AT w1 |enable FiME EXEC E— RAFICLET,
fAil e MAU—REZ AN LET (FRkIh
Device> enable =88

R 72 |configureterminal Ja—r ) ar7Z 4 X¥al—i gy
Bl T— FEMBLET,
Device (config)# configure terminal

AT 73 |vlan [configuration] vlan-id VLAN 72/ VLAN 227 ¥ o L—

i - varE— RFERmLET,

Device (config) # vlan configuration 30
Device (config-vlan-config) #

R Fw 7 4 |ip flow monitor monitor name [ sampler | A /3 %4 v ~MZxtiad % VLAN |2, 7
sampler name] { input } O— E=Z—BLOAF T arDW
5 - 75— % BT £,
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L 4 ¥ 2 NetFlow D& .

AU RFERETOVa Y

B8

Device (config-vlan-config) # ip flow
monitor MonitorTest input

ATy TH

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) z2v74F¥alb—var 77
A MR EERT LET,

L A 7 2 NetFlow (&%

=

na

Flexible NetFlow L' 2— FNTL A ¥ 2 F—%2 EHETEFET, ZOLa—FRaEfEHAL T, LA
oA HE—T 2 AD TR —%F ¥ TF ¥ TXFET,

FIE

ARV KRFERERETY VY

=)

ATy T

enable
R

Device> enable

e EXEC E— FEARNC L £,
« RATU—REANLET (FEREh

-55

o

ATy T2

configureterminal

1 -

Device (config) # configure terminal

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,

ATvT3

flow record name

1

Device (config) # flow record L2_record
Device (config-flow-record) #

Jp— la—Rary74X¥al— g
v E—RERBLET,

ATV

match datalink {dot1q |ethertype| mac |
vlan}
i)

Device (config-flow-record) # match
datalink ethertype

LAV AR —L LTRELET,

ATy Th

end

1 -

HibE EXEC E— FIZREY 97,

Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X v F) *v hT—Y BV IJ4XalL—>3a > HAF .



B rexibie NetFlow 0%

Flexible NetFlow O3 |

ARV RFERETIVa Y

B8

Device (config-flow-record)# end

AT v 7 6| show flow record [name ] (EE) A v % —7 = A AD NetFlow 1
1 BEFRLET,
Device# show flow record

R 77 | copy running-config startup-config B v 74Xl — gy 77

1

Device# copy running-config
startup-config

Flexible NetFlow D E5%R

WDOEIZHDa~ RafiH LT, Flexible NetFlow # =% U ./ Tx %9,

% 19: Flexible NetFlow DE=%"') >4 a< v K

avy R

B8

show flow exporter [broker | export-ids| name |
name | statistics| templates]

NetFlow O 7 10— =7 AR—Z[ER L #HEHE
WEFRLET,

show flow exporter [ hame exporter-name]

NetFlow O 7 @ — T 7 AR —HEH & HEtHE
WEFRRLET,

show flow interface

NetFlow A v % —7 = A AT A1 E2 For
l/\gzj_ﬂo

show flow monitor [ name exporter-name]

NetFlow 7 7 — & =& —{fF#R & et HE R4
FRLET,

show flow monitor statistics

7n— E=4—OfiHERE R T LET,

| csv}

show flow monitor cache format {table|record

BEShEEATT7To—E=4—DF v v =
PR ERTLET,

show flow record [ name record-name]

NetFlow D 7 12— L a2— NE#REERLET,

show sampler [broker | name | name]

NetFlow V> 77 —|ZBT A2 1EHREF R L E
‘j—o
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Flexible NetFlow 0 &% % {51 .

Flexible NetFlow @)% & {5

Bl - JO0—DERE
SR ER L. EOT A LA —T o AT B PR L ET

Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # flow export exportl

Device (config-flow-exporter)# destination 10.0.101.254

Device (config-flow-exporter) # transport udp 2055

Device (config-flow-exporter)# exit

Device (config)# flow record recordl

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match transport source-port

Device (config-flow-record) # match transport destination-port
Device (config-flow-record) # match flow cts source group-tag
Device (config-flow-record) # match flow cts destination group-tag
Device (config-flow-record) # collect counter byte long

Device (config-flow-record) # collect counter packet long

Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # exit

Device (config) # flow monitor monitorl

Device (config-flow-monitor)# record recordl
Device (config-flow-monitor)# exporter exportl
Device (config-flow-monitor)# exit
Device (config) # interface tenGigabitEthernet 1/0/1
Device (config-if)# ip flow monitor monitorl input
Device (config-if)# end

Bl:IPVAARRS T4V IDE=ZR) 2T

ROBNX, IPVAANTI N T 7 4 7 T =4—F55E% "L TWET (intgl/0/111%, intgl/0/36
BIXintgBO/MIZhT7 74752 %ELET)

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# flow record fr-1

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match interface input

Device (config-flow-record) # collect counter bytes long
Device (config-flow-record) # collect counter packets long
Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # collect counter bytes layer2 long
Device (config-flow-record) # exit
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B 5 rurnrsscvsnr=4yy

Device (config) # flow exporter fe-ipfix6

Device (config-flow-exporter)# destination 2001:0:0:24::10
Device (config-flow-exporter) # source V1anl06

Device (config-flow-exporter)# transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix
Device (config-flow-exporter) # template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-ipfix

Device (config-flow-exporter)# description IPFIX format collector 100.0.0.80
Device (config-flow-exporter)# destination 100.0.0.80

Device (config-flow-exporter) # dscp 30

Device (config-flow-exporter)# ttl 210

Device (config-flow-exporter)# transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix

Device (config-flow-exporter)# template data timeout 240

Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-1

Device (config-flow-exporter)# destination 10.5.120.16
Device (config-flow-exporter) # source V1anl05

Device (config-flow-exporter) # dscp 32

Device (config-flow-exporter)# ttl 200

Device (config-flow-exporter) # transport udp 2055

Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config)# flow monitor fm-1

Device (config-flow-monitor)# exporter fe-ipfix6

Device (config-flow-monitor) # exporter fe-ipfix

Device (config-flow-monitor)# exporter fe-1

Device (config-flow-monitor)# cache timeout inactive 60
Device (config-flow-monitor)# cache timeout active 180
Device (config-flow-monitor) # record fr-1
Device (config-flow-monitor) # end

Device# show running-config interface gl/0/11
Device# show running-config interface gl/0/36
Device# show running-config interface g3/0/11
Device# show flow monitor fm-1 cache format table

Bl:IPVAED S T4V IDE=ZR) DT

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # flow record fr-1 out

Device (config-flow-record) # match ipv4 source address
config-flow-record)# match ipv4 destination address
config-flow-record) # match interface output
config-flow-record) # collect counter bytes long
config-flow-record)# collect counter packets long
config-flow-record) # collect timestamp absolute first
config-flow-record)# collect timestamp absolute last
config-flow-record)# exit

Device
Device
Device
Device
Device
Device

Device

Device (config) # flow exporter fe-1
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Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #

Device (config) # flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #

Device (config) # flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config)# flow monitor
config-flow-monitor) #
config-flow-monitor) #
config-flow-monitor) #
config-flow-monitor) #
config-flow-monitor) #
config-flow-monitor) #
config-flow-monitor) #

Device
Device
Device
Device
Device
Device

Device

Device# show flow monitor fm-

B : A1 VRE 47— kO Flexible NetFlow 0z [

destination 10.5.120.16
source V1anl05

dscp 32

ttl 200

transport udp 2055
template data timeout 240
exit

fe-ipfix6

destination 2001:0:0:24::10
source V1anlO06

transport udp 4739
export-protocol ipfix
template data timeout 240
exit

fe-ipfix

description IPFIX format collector 100.0.0.80

destination 100.0.0.80
dscp 30

ttl 210

transport udp 4739
export-protocol ipfix
template data timeout 240
exit

fm-1l-output

exporter fe-1

exporter fe-ipfix6

exporter fe-ipfix

cache timeout inactive 50
cache timeout active 120
record fr-l-out

end

l-output cache format table

{5 : A 73 VRF H7R— ~ FH D Flexible NetFlow D% E

WOHITIX, VRFID Zkey 7 4 —/V RELTRETH7r—Lba— REFO A1 7e—F=
Z—%hHT 5 ET, T ADEF /Ny B VREID OIE S

Device> enable
Device# configure terminal

Device (config) # flow record rm_1

Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record)# c
Device (config-flow-record) # c
Device (config-flow-record) # ¢
Device (config-flow-record) # e

match routing vrf input
match ipv4 source address
match ipv4 destination address

ollect interface input

ollect interface output
ollect counter packets

xit

Device (config)# flow monitor mm_l

Device (config-flow-record) # r
Device (config-flow-record) # e

Device (config) # interface Gig

ecord rm_1
xit

abitEthernet 1/0/1

BELET.
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ks
filt

. 5 . 5753 VRF - 7R—  FA® Flexible NetFlow 0

Device (config-if)# ip vrf forwarding green

Device (config-if)# ip address 172.16.2.2 255.255.255.252
Device (config-if)# ip flow monitor mm_1 input

Device (config-if)# end

{5 . H 71 VRF H¥7R— k F®D Flexible NetFlow M % 5F

WOBITIL, VRFID Z key 7 4 — /L RELTIUET H 7 — L a— REFol 7o —E=
H—%EATHILET, TN ADFHENRT Y LD VRFID ONELEZFZREL T,

Device> enable

Device# configure terminal

Device (config)# flow record rm_1

Device (config-flow-record) # match routing vrf intput
Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # collect interface input

Device (config-flow-record) # collect interface output
Device (config-flow-record) # collect counter packets

Device (config-flow-record) # exit

Device (config)# flow monitor mm_1
Device (config-flow-record) # record rm_ 1
Device (config-flow-record) # exit

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if)# ip vrf forwarding green
Device (config-if)# ip address 172.16.2.2 255.255.255.252
Device (config-if)# ip flow monitor mm_1 output
( ) #

Device (config-if end

Flexible NetFlow a5 3R

)1)—x

EERE

Cisco IOS XE Everest 16.5.1a

COBRENFEASHE LT,

Cisco IOS XE Gibraltar 16.12.1

IPv6 N T 7 4 v 72OV,
FNF ® SGT 7 1 —/L K & DGT
74—V ROV R — FREA
SNE L,

Cisco IOS XE Amsterdam 17.1.1

MPLS (IP L-~L) TOANE
J UM 77 Flexible Netflow D
R—FFPREAINE LT,

Cisco IOS XE Amsterdam 17.2.1

Flexible Netflow C VPN ID %
RIET DO R— hHdiE
ANShvE L,

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X 1 v F) ®rvy hJ—9EEBa T4 X2 L—>3> HA K



| Flexible NetFlow D35
Flexible NetFlow D #4AE 4R .

)1)y—= EERNE
Cisco IOS XE Bengaluru 17.5.1 H 5 VRE " "— KD

Flexible NetFlow Z % &+ 5 7=
OOV HR—FNBEAINEL
7=,
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s 11 =

gL bS T4 v D DIDERE

WAL N T T 4 v 7 T ORIKIEE (263 X—)
WL T T 4y I B ONT (263 ~—2)
cWEEAL N T 7 4 v I NI ORRETTE (264 X—)
WEBAL N T 7 4 v I T ORER] (266 ~—7)

« ZOMDOBEEE (267 ~—)

WA N T 7 v 7 T OREREIERE L 1EH (268 ~—2)

BBt F S T4 v O D HDRIKEIE
« SD-Access EABEDEA . ETAIX. 77 EBAR—FE T A YL AVLAN THFR— &1
EScs

cETA X, B, A—FF ¥R/, SVL, —T RNy I DEA LB —T A ATITHHAR—
INFEH AL

+ETA L5 (Tx) AA v F RAR—F T FF7A4% (SPAN) F, RICA ¥ —7 =4 XTI
PR—bFEINFEHEA,

EEIE S T4 9O 3HIZDONT

T BEIE N T 7 4y 7 RTIZOW T L £9,

M=

e NT 7 4 v 758 (BTA) 17 7V r—3 a AR EZ A LT, ~ /v = 700
REEEER DO T e —EEA ST LET,

Tu—F=F—|CBEMfIT N Te—La— RNIESX, IRENET A — L REFEHALT
NetFlow L 21— REZFERTHZ I AR—FZ T T L — a2 v FIMERLET, ETAT —#
LBz, XInTAT7r—OFNFF—2 b7 AR—FENhET,
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EEE RS T4 v nHOEE |
B:7v705v—cxozm—

ETA X, REDT 7 AR— M NHOEH DT FL— 2P R—FLET, ETABHEZ L2 1
ODT T L—EIRH Y ETAIXET V7 L— FOfEl 2 DEMEOFEME = 7 AR — NRFIZE(E
LET, 7y hEEEBOY—/7 2 (SPLT) BLOWMT—% 37~ b (IDP) 1%, BIE
DT T L— MM EI., NetFlow L =2— ROERKICHEHA SN E T, 245D NetFlow L =2 —
ROWGN, FEEDOT 7V r—yvary 7a—llkEanE1t,

INLOT T L— NI, T HOWEHENFES mNTEFE SN ET, ZHUTL Y, NetFlow =
L7 ZIFIELWEMEECT — 4 2RI 2 2 LN TEET, =7 AR—F D3t AR— k33
RCDA L F—T A AHBEERY | TOEN 78— N betanalytics 27 4 F =2 L—1 3
Voo y RTHRELEN £, ETA O 27— 30% 2000 7 =2 —/F T4,

TOF T —h TV AR—FF, ETA 78 —F =X —T1 ODTY AKR—HFPT FLAD
HEYR—FLET, BT T — DT AR— I, L&D NetrFlow v9 /X— g T
PR— kS ET

ET7IT4T F3AT—EITH RAKR—
KD 2 ODEEDNT NI SNTZEEIZDHR ETA TEHRN =7 AR — S ET,
e MEERTF —ANEEEIN., ETAZ L7 ZIC Lo THRERBO v SR SN HE,

CHENLEINT T a—NIET I T AT EALT U ME LTREREINZHFIZHIZ>2TT A Fv
REEOEFIZR>TNT, —HDOTFT—F N7 ZAR—FENDHHEA,

)

GE) RELIIT VT4 7 A ~—13 7 v —VCEH ESNET, RARLDK— M RQRLMETRE
THZLIEFITEEEA,

st bS5 T4 ‘J?"*ﬁd)é &

TITIE BEIE N T T 4 v I T OBRE IOV TR LET,

IHDRAKR—BIPEER—FDEE

Ja—LalbZ ZOEEIPT RLAER— FEHRET HITIE. ROFIEIZHEVNET,

FE
aAv U RFERET7TIV3 Y B#J
RTw 71 |enable ¥iME EXEC E— FE A LET,
Bl A= REANLET ERENH
) o
Device> enable
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k70747 21v—fgnzz ||

AU RFERETOVa Y

B8

ATv T2

configureterminal

1

Device# config terminal

Jua—\)L a7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

et-analytics
{5l

Device (config)# et-analytics

71 —/3)b et-analytics 2> 7 4 ¥ = L —
varE'F—RERBLET,

ATvT4

ip flow-export destination
destination_ip_address port
i

Device (config-et-analytics)# ip
flow-export destination 10.1.1.1 2055

Jua—s )L aby XOFEEHEIP T R A
ER—FERELET,

TV T4T ZAI—ED

T 7T 4T XA ~—{H

FIE

_rLr‘ﬂ

ZRIE

KRS e

. ROFINEIZHENET,

ARV KRFERRETY V3 Y

=)

ATy T

enable
1 -

Device> enable

FibE EXEC E— FE2 AL E9,
AU—Rae AN LET (FERahi-h

=)

ATy T2

configureterminal

1 -

Device# config t

Ja—)L a7 4 Fal—g
— RZHBLET,

ATvT3

et-analytics
fA

Device (config) # et-analytics

7'v— 3L et-analytics 77 4 ¥ = L —
vary E—RFERMBLET,

ATy T4

inactivetime time in seconds

1

Device (config-et-analytics)# inactive
time 10

KT T 4T A, ~—fHERELET,
FPHIL 1 ~ 604800 T, T 7 AL ME 15
BT,

EEIE S T4 v I SIDERE

BB D AN Z A F

— 7T BHITIE, ROFNRICENE T,
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B esirs550voamozEs

FIE

EEL S T4 v nHDEE |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

FEHE EXEC E— FZHEMIC L ET,
AT —REANLET (FERINi=H

/E[\) o

ATy T2

configureterminal

1

Device# config t

Jua—)ary7 4 Xab—g v
E—RFZRBLET,

ATvT3

interface interface-id

1

Device (config) # interface gil/0/2

Ao H =Tz Aar T 4 F¥al—3
v E—RFZRBLET,

ATvT4

et-analytics enable
fil

Device (config-if) # et-analytics enable

FeEDA o #—7 = A A [T et-analytics
A X =T M LET,

EEIE NS 749 R2HD

b b7 7 4 v 7 OB ER 2R LET,

Z Z Tl

Bl : THORKR—=FIPER—FD

=L

=% 7€ 51

=L =

ax ;&

W, 70— 7 AR—FDOEHEIP T L A% 10.1.1.1 12, F— % 2055 (TR ET A 6% 7~

LET,

Device#config terminal

Device
Device

Bl:3E7 0 T4 347 —D

(config) #et-analytics
(config-et-analytics) #ip flow-export destination 10.1.1.1 2055

A

ax AE

W, T I T 47 ZA~—% 10 BITRET DB 2R LET,

Device#config terminal

Device
Device

(config) #et-analytics
(config-et-analytics) #inactive time 10

{5l : et-analytics D Eh1t

WIZ, A % —7 = A A GigabitEthernet1/0/2 T et-analytics % AT D61 %~ L ET,
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{51 : et-analytics X TE DR .

Device#config terminal
Device (config)#interface gil/0/2
Device (config-if) #et-analytics enable

{5l : et-analytics 2% & DFEER
WIZ, Z7'a—/3letanalytics 27 4 X2 b—a U ERRTHHZRLET,

Device#show platform software et-analytics global
ET-Analytics Global state

All Interfaces : Off
IP Flow-record Destination: 172.26.202.123 : 2055
Inactive timer: 10

ET-Analytics interfaces
GigabitEthernetl/0/26
GigabitEthernetl/0/36

ET-Analytics VLANs

WRIZ, £ Z—7 xA A etanalytics 227 4 X = b—ya rERnT D02 RLET,

Device#show platform software et-analytics interface
ET-Analytics interfaces
GigabitEthernetl1/0/3

WIZ, BTAE=4— X v v aihEaEBRTHHE2RLET,

Device#show flow monitor etta-mon cache
Cache type: Normal (Platform cache)
Cache size: 10000

Current entries: 4

Flows added: 6
Flows aged: 2
- Inactive timeout ( 15 secs) 2

IPV4 DESTINATION ADDRESS: 15.15.15.35
IPV4 SOURCE ADDRESS: 72.163.128.140
IP PROTOCOL: 17

TRNS SOURCE PORT: 53

TRNS DESTINATION PORT: 12032
counter bytes long: 128

counter packets long: 1

timestamp abs first: 06:23:24.799
timestamp abs last: 06:23:24.799
interface input: Null

interface output: Null

ZTDMDSEER

FAEIE H I=aTILAA KL
ZOETHEMT 53~ ROFERZAESLE | Cisco 10S XE Everest 16.6.x  (Catalyst 9300 A A~
& OV 7 1 DO FERE, F) avwrRIUT77 LA
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-6/command_reference/b_166_9300_cr/b_166_9300_cr_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-6/command_reference/b_166_9300_cr/b_166_9300_cr_chapter_0101.html

B ==t rsovoamonerEsma

EEL S T4 v nHDEE |

HEEE

R=-a7ILEZA R

Flexible NetFlow

Cisco I0S XE Everest 16.6.x (Catalyst 9300 A1 ~
F) Fy hI—FHa 7 4 FXal—ay
AR

xz = = Z\ 4 B8 =

Rt S 74 v I ST DMEEERE & 15
WDOFEIZ, ZOFY 2—)L T LIESEEIZEIT A ) —RERE2 R LET, ZORIT, V7
727 VY —R R A U TEBEEOYR— DN EAINTZLEZDOY T =T VI —27
FZ2 R L CWET, FOEEIL. BIZHkr 37220 RY . FRLUBEO—#EOY 7 v o7 U —

AThbHAR—FshET,

IJ IJ—Z

LEAE

Cisco IOS XE Amsterdam 17.3.1

FIUAR—FTOT T r—varORRBL
(0= N =Ry P = = X [ N A 7 X i XD
MAEJERMEOVR— P BREAINE L,
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5 12 =

2y b= DRE ERISCDERTE

s X v hU—7 O ESHEORITRSMSE (269 X—)
« v T —7 O EXHEOFIFKIEE (269 ~<X—)
e X v NT—7 OR & XHSIZOWT (270 X—)

e Xy FU— 7 O ESHSORESE (270 X—)
« Xy MU= O ESNEOREOMHR (279 =—)
o Xy NU—7 OfH & RHEORKER] (280 ~<X—)

« X NU—7 O & XHEOKREEE (283 X—)

2y k=0 ORE & XIS DRI EE

e Xy N =T HNDOTXTDT XA AL, Stealthwatch Cloud 78— # JVICBIZE R RETH H M EL
WD E4, £lo, TXTOEFLNT 7 4 v 7%, HTTPS (TCPAR— bk 443) Zffif L
C Stealthwatch Cloud IR —Z WVAZEET H MR H Y F9,

Stealthwatch Cloud R — & /W & » TR SN D FEAE L RFIET DI10I1E, #4751 — bR
FER (CA) 2T A ATHETHLERH D 77,

« TS OEKRERET D20, T OREEIEN DD Z L 2R LTI ES N,

2y k=0 DR & XIS DHEIFIEIR

« Cisco Encrypted Traffic Analytics |%, Stealthwatch Cloud A" —# /L ClI¥ A — F SN TWEHE
Ao

<HTITP 7’ FUiFVFA— SN TWEHA,

» Stealthwatch Cloud R—# /LiX, I A4~ VU DNS YV —_—DLrfFHLET, 774~V
DNS ¥ — _—|C[EENKAETDHLE . =T —NERINET,

o TN ATEHRE I TS DNS H—3—23 Stealthwatch Cloud & =% —® URL % ik T
X 72V A, Stealthwatch Cloud & > % —73 Stealthwatch Cloud AN — # /L2 &G X TV T
by Z7ANDT v T u— R LET,
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v b= OB ERBORE |
B < ro—vomtienmizonT

2y 7= DOmEERGIZTDNT

Cisco Secure Network Analytics (Stealthwatch Cloud & $FEIILS) (X, =2 ¥ —TF T4 XT LA
FUZBALCEEERILL, Xy hT—2 BT AT —va vl & bICEBA~ DR IG
AT LRy P BB L OWHG Y YV 22— 3 > TF, Cisco Secure Network Analytics
EHEATHE, Ry NT—EFBHEIX. xy hU—21lu A4 LT H TR TO—WF—%
BBIL., 20T 7T 48T 4 BZEHRTLHZ LB TEET,

Cisco Catalyst A v F DX v h 7 —7 RHEBLURE YV a—va ro—#e LT, Pl
M&Enbxr#—754 X5 LA b UIE, Flexible NetFlow 7 2 —T,

T /NA AT Stealthwatch Cloud 7' 2 /37 ¢ 2R ETHMLENRH Y £9°, KIZ, Stealthwatch Cloud
R—=rO7a—La— RNt T7a—xJ AR—FZEERTHIVLERNH D F7,

)

GE) 7v—La—RTE SHEADOSXZTINT 4 —)V K (Fa han, #ELT FLA EEnh—
b, %7 FLAL BRUSEER— ) 2, 7e—0Fth, 7e—0f& T, N7y MR
Stealthwatch Cloud R —Z /VIZ T v 7m— FSLb b a— KOS e EBIZERESNTND
ZEBMETT,

Tan—Fo X=Xl C7e—la— Bl Vn—xoJ AR—FERELET, REZRICT
O—t= X —nbARINET_RTCoT7a—%, TAXLERICEH S, Stealthwatch Cloud
WN—=H VT v 7T —RInET,

2y I —0 DRE EXIGDEREFIE
KDOE7 v arTE Fy T —7 Of ERISOBREICET D1 E R LET,

BERICR T -ERAEDERTE

BRI TREAE 2 RET D121, ROFMEZFEITLET,

Fg
ARV FERET7IVa Y B

AT 71 |enable FEHE EXEC E— RZHC L E T,
i : Tar T ERFRINEHNRRAT— RE
Device> enable Aj? Li'@‘o

R w 72 | configureterminal JTa—N)ary7 4 Xal—g v
WJ : £ ]\%E:ﬁﬁébi—g«o
Device# configure terminal
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saicadranzoze |

AU RFERETOVa Y

B8

ATvT3

crypto pki trustpoint name
1 -

Device (config) # crypto pki trustpoint
stealthwatchl

h 7 A MRA » FEBIUBKE SV 4RT
ZFESLTC, CANTARRA L hayv
T4 F¥al—ary EB— REBEBLE
7

ATvT4

revocation-check methodl [method2
method3]
1 -

Device (ca-trustpoint) # revocation-check
none

AEAEDRNAT =S A eF =y 7 LE
D

none :

‘j—o

AEHEDOTF = v 7 ITER S E

ATvTh

enrollment mode

i)
Device (ca-trustpoint)# enrollment
terminal

AEAEDOBERE— FE L TRmREfE L
=7,

ATvT6

exit
51 -

Device (ca-trustpoint) # exit

CAFNTAIRA L bar7 4 Falb—
varyE—REHKTL, Fe—UL 3
V74 FXa2lb—varyE—RIRVE
R

ATy T1

crypto pki authenticate name

1

Device (config) # crypto pki authenticate
stealthwatchl

Enter the base 64 encoded CA
certificate.

End with a blank line or the word
"quit" on a line by itself

FTABRRA Y MERIEL T, CA b
TFARRA VN ary74F¥alb—va
v E—RERMBLET,

Tu T ERERENTD,
https://www.amazontrust.com/repository/
SFC2CA-SFSRootCAG2.pem 7> & Starfield
Services /b— MEEBFEZ 2 & — L THLD
i ES,

VAT AE, ROAT—RARE LD
T M eFoRLET,

% Do you accept this certificate?
[yes/no]:

R DL, yesE AT LET,

ATvT8

exit
51 -

Device (config) # exit

¥#E EXEC £— NIZEY £,

ATvT9

show pKi trustpoints name

1 -

Device# show crypto pki trustpoints
stealthwatchl

(AFvar) RELILMT A PRA
MIBT R ERRLET,
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https://www.amazontrust.com/repository/SFC2CA-SFSRootCAG2.pem
https://www.amazontrust.com/repository/SFC2CA-SFSRootCAG2.pem

v kT OB ERBORE |
B - r7y7o—riat-aREoRE

2747y JA—KIZEITI=5FAZENHETE

TrANT v T u— R GEHEZRET 21213, ROFIHEZETLET,

48 HHEIIZ

Baltimore CyberTrust /L — hElEEZ X 7> u— KL £ T,

1. Web 77 7 T https://www.digicert.com/kb/digicert-root-certificates.htm % B & &£ 7,
2. [Baltimore CyberTrust Root] T, [Download PEM] %7 U v 7 L £,

3. Y& %R L C, BaltimoreCyberTrustRoot.crt.pem 7 7 A L Z{r1F L £,

FI&
ARV EFERET7TIVa Y B#

AT w71 |enable Rt EXEC E— RZ A LET,
i - T T IRRREINCHNRAT— R
Device> enable ]\j] Liﬁ‘o

R w 72 | configureterminal Jua—N)ary7 4 Xal—g v
5l - T FEMHLET,
Device# configure terminal

Z 7w 73 | crypto pki trustpoint name NS 2 ML v R LORRE S U4
Bl EEELT, CARTAMAA vk ay

>y — N — K Ly
Device (config) # crypto pki trustpoint 7 A Falb—vart R %Bﬁﬁn L&
stealthwatch2 ﬁ—o

R 7 4 | revocation-check methodl [method2 SFAEOIINAT —Z A F =7 LE
method3] +.
- none: iEAAEDF = v 7 IFEHR S E
Device (ca-trustpoint) # revocation-check j—o
none

R T 75| enrollment terminal FEAEORGE— R & LT terminal %
15“ : *‘é‘ﬁ; Lij‘o
Device (ca-trustpoint)# enrollment
terminal

AT 76 |exit CAFNTARKRA v bar74¥al—
Bl YAy E-RERTL, Vs =
Device (ca-trustpoint) # exit ;7 u 3’\;1 b—va ' ]\L:)j:% @ i
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| v F7—HOBREEREDHETE
7134 T Stealthwatch Cloud Dz

AU RFERETOVa Y =)

X 77 |crypto pki authenticate name KA RRA Y FEEHIFL T, CA b
# - FARMKRA a7 4 X2l —v3

’ N N R A
Device (config) # crypto pki authenticate - F R %fﬁﬁﬁul/EE7fo
stealthwatch2 N o S —pe — .

Enter the base 64 encoded CA 7 El YT RMFRINI D,
certificate. BaltimoreCyberTrustRoot.crt.pem 7 7 - /L
End with a blank line or the word MNETFA M2 abe™— L CAEY T F
"quit" on a line by itself +

VAT AL, ROAT— R A e LY
e ERRLET,

% Do you accept this certificate?
[yes/no]:

BOTDIT yes AN LET,

AT v 78| exit FHE EXEC £— RIZRY £,
1 -
Device (config) # exit

Z 5 7 9 | show pki trustpoints name (AFvar) BELERT A MEA
1 - MBI B M ERRLET,
Device# show crypto pki trustpoints
stealthwatch2

T /13A X TO Stealthwatch Cloud D% E

7 /3A A C Stealthwatch Cloud Z R E T 2121E. WOFINEZFEITLE T,

1R BRI
Stealthwatch Cloud IR —Z LB —E A X —2FRT HI1201E, ROFIEEZEITLET,
1. 7 Z %5 Stealthwatch Cloud N — % L& B & £ 47,

2. [Dashboard| B2 —T, U4 ¥ RUDLHMIZHL7 T K7 A 2% 2 Y v 7 L, [Sensors]
EIRL £,

3. UAVRUDTFEHIIBEILT, y—EXF—%AOIT%£ 7,

N

G¥) SCAZ 7 v REU¥—|2ik, HIBICESWTCTEEFSEARURLAEGEFNTWET, Mg h— N —
L. FEDOY—R—DFFHEIZEL LTV —FCAZ RO T, #FNE T AMRA L FELT
AA o FIBIMLET,
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B /3 x<o stealthwatch Cloud D E5E

FIE

Sensors

cisco-Cat9k

Service key:[ ]

cisco-sensor101

Fy kb T—Y OBt EHBOHRE |

test-sensor

ATV RFEEEFT7TII Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— FEADIZ L £,

TR T SRFRENIZENAT — Rz
AN LET,

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 F¥Falb—g v
E—RFZBRBLET,

ATvT3

stealthwatch-cloud-monitor

1 -

Device (config) #
stealthwatch-cloud-monitor

Stealthwatch Cloud & =% — % 3% € L.
stealthwatch-cloud-monitor = > 7 o % =
L—va = REfBLET,

ATvT4

service-key SwC-service-key

1

Device (config-stealthwatch-cloud-monitor) #
service-key
KXXXXXKXXXKXXXXXKXKXKXXXXXXXKXKXXKXKX

LET,

ATv 75

sensor-name SwC-sensor-name

1

Device (config-stealthwatch-cloud-monitor) #
sensor-name mysensor

(A7 a3 ) Stealthwatch Cloud %%

WERT e —AERELET, T
TAINVRTIE, T ADVY T NVER
Neo—g L L THERHINET,

ATvT6

url SwC-server-url

1 -

Device (config-stealthwatch-cloud-monitor) #
url https://sensors.eu-2.obsrvbl.com|

(A>3 ) Stealthwatch Cloud ¥—
N—@ URL Zi%E L £,

VXA VY MBS D20, @R
Stealthwatch Cloud —/3—® URL % %
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| v F7—HOBREEREDHETE
Flexible NetFlow % Stealthwatch Cloud 7R— % JL & #i& T % ik .

AV RFERIETIYaY B

ELET, URL BERE I TWRNE
AX. KEWND Stealthwatch Cloud H—
N—@D URL BT 74/ N THEH SN E
T, ahr— g AHEDONT, T
@ URL I35 & TV Stealthwatch Cloud
P— =D URLIZV XA L7 FENF

D
ATy J1|end FiME EXEC E— RIZRED £,
fi
Device (config-stealthwatch-cloud-monitor) #
end

Flexible NetFlow % Stealthwatch Cloud R— % )L & #i & T B Ak

DY 7> g Tht, Flexible Netflow % Stealthwatch Cloud R — % )V &t A9 5 FikIicE4 2
RERMERMELET,

JO0— La— FOER
Tu—La— REERT BT, KOFIEEETLET.

FIE
ARV REEEFTIVa Y EL:Y

ATy 71 |enable Fi#E EXEC £— FE AT L E T,
i - Tur T RBERENZBNRAT— R
Device> enable AN LFET,

25w 2 |configureterminal sua—s\yar7 4 Xal—vay
Bl B FEMMLET,
Device# configure terminal

25w 73 |flowrecord record-name Tn—Lba—RefERL, 7u— L
%l - a—Rary74¥alb—rarE—FK
Device (config) # flow record SWCRec %E‘\ﬁﬁé‘biﬁ—o

2T w74 |description description (EE) 71— L o— FOBYI %
£ - LET.
Device (config-flow-record) #
description swc flow
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. 70— La— FOER

Fy kb T—Y OBt EHBOHRE |

ARV FFEREETIVa Yy

S

ATy TH

match ipv4 source address

11 -
Device (config-flow-record) # match ipv4
source address

La—RDOF—7 1 —/L F& LT IPv4
BRI PV AZBELET,

ATvT6

match ipv4 destination address

1 -

Device (config-flow-record) # match ipv4
destination address

La—FDOx—7 4—/L K& LTIPVS
T RLAZRELET,

ATy T17

match transport source-port

1 -

Device (config-flow-record) # match
transport source-port

La—ROxF—7 44— K& LTERE
FTAR— hEFRELET,

ATvT8

match transport destination-port

51

Device (config-flow-record) # match
transport destination-port

La—RO¥x—7 4 — /)L RE LTk
A—hERELET,

ATvT9

match ipv4 protocol

51

Device (config-flow-record) # match ipv4
protocol

Lra—RKDx—7 14—/ & LTIPv4
Za haLERELET,

ATv 710

collect counter byteslong

51

Device (config-flow-record) # collect
counter bytes long

70— DRI NI N, MM EFEF—
T 4=V RELTEREL, 70—0D%5&
NS MR EINELET,

ATvINn

collect counter packetslong

51

Device (config-flow-record) # collect
counter packets long

T —TCHRIND Ny M aEFE
F—T7 44— /L RFELTHREL, 70—
MOLEFH ATy MIEIELET,

ATvT12

collect timestamp absolute first
1

Device (config-flow-record) # collect
timestamp absolute first

7 —NORINHER I NI Z A LA
BT hHIEX—T 4=V RELTHE
L. 782—05DRIID,/ 7 | zﬂiﬁ
S T RF R O IR 2 41T

7T

ATy 713

collect timestamp absolute last
1 -

Device (config-flow-record) # collect
timestamp absolute last

7 —NORINHER I NI X A LA
2T EFEXF—T 4=V e LTERE
L. 78—>06DKFTD/N7r v b
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| v F7—HOBREEREDHETE
so— o 2t—a0km |

aAv U RFERET7TIVaY EL:Y
RENTHE R OIEE AT L E
TO
ATy 714 |end e EXEC £— RIZRY £,
1 -
Device (config-flow-record) # end

20— I AR—EDERL
Ju—xF AR—HF EBERT BHITIE. WOFIEEZEITLET,

)

(GE)  Stealthwatch Cloud I[ZFXECEX DT /7 4 7770 — 7 AKR—H X 1 27Z1F T,

Flg
AU RFERET7TIV3 Y B #

RT w71 |enable Bt EXEC E— REHZIT L E T,
fl Ta T IRRREINTCHNAT — R
Device> enable AFILET,

AT 72 | configureterminal JTa— )L a7 4 ¥Xalb—3a
15'] : T — F‘%B"ﬂﬁé\biﬁ‘o
Device# configure terminal

AT 7 3 |flow exporter name Ta—TJ AR—FEERL, 7a—
B - T AR—HF a T 4 Fal— g

: . R

Device (config) # flow exporter SWCExp ® R éf%ﬁﬁml/EEﬁfo

2w = 4 |destination {hostname} DT AR—HZIZIPVASEET R LA
Bl EAA MERELET
Device (config-flow-exporter) #
destination stealthwatch-cloud

ATwv 75 |end Kt EXEC £— RIZE D £,
1 -
Device (config-flow-record) # end

JO0—EZRDETE
Tu—F = —ERETHITE. ROFIEEZFEITLET,
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B sz 12~070-0@m

Fy kb T—Y OBt EHBOHRE |

FIg
= I N3 il S = B
AT w1 |enable it EXEC E— REHIZ L E T,
il - TR IRRRINTEHNRRAT— R
Device> enable AL FET,
R 72 |configureterminal Ta— ) ar7Z 4 ¥al—a
i - T REMALET,
Device# configure terminal
Z 5 7 3 | flow monitor flow-monitor-name Tu—t=F—%ERLET,
fi
Device (config)# flow monitor SWCMon
R 7 4 | cachetimeout active seconds TIT 4T Ta— XA LT U NEHE
Bl - FrCIRE L £
Device (config-flow-monitor)# cache
timeout active 60
R w 75 | exporter flow-exporter-name Ja—{ERE T AR—Z|IZT T AR—
15“ : ]\ Li‘d‘o
Device (config-flow-monitor)# exporter
SWCExp
25 7 6 | record flow-exporter-name ERDOIPvA T 7 L— LT
i) - p—La—REHFEELET,
Device (config-flow-monitor)# record
SWCRec
RTFwvJ1|end Kt EXEC E— RIZR Y £,
1 -
Device (config-flow-monitor)# end

A28 —T A A~DT70—DEA
A 2B =T AT B—ZWAT I, ROFIEZETLET,

FIE

ARV RFERETIVa Y

=)

ATy T

enable
1 -

Device> enable

ke EXEC E— K2 B LFET,

T T RRERRINZHRATY— K%
AN LET,
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| v F7—HOBREEREDHETE

w2y ro—s ot ennorznER [

AU RFERETOVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATvT3

interface type number

1 -

Device (config)# interface
gigabitethernet 1/0/1

A VB —T A AEREL, £ F—
Tz A a7 4Fal—g ) F—
RZBsE L ET,

ATv74

ip flow monitor monitor-name input

1 -

Device (config-if)# ip flow monitor
SWCMon input

ANIINry NHOA v F—T = A AT
IPv4 7 0 —F =& —Z BT £97,

ATvTh

ip flow monitor monitor-name output

1 -

Device (config-if)# ip flow monitor
SWCMon output

Wy NROA B —T =24 AT
IPv4 7 0 —F =& —Z BT £97,

ATvT6

end

1

Device (config-if)# end

Ao B —T a2 AaT 4 Fal—3
v E— REKT L, ¥ EXEC E— KN
RV £9,

v bT—0 DOEE & XIIGDERTE DHERD

Fv FU—7 O LSS ORTEEZMHERT DI, BHHEEXECE— N TkOa~r FaEHL

i‘a—o

R20: %y T—7 DR ERFED

BEEHRT 5HOIATE

avU kR

B8

show stealth-watch-cloud detail

Stealthwatch Cloud BEk AT — & A & Z DK IE
ExEFRLET,

show platform softwar efed switch switch-number
swc statistics

ﬁ—O

Stealthwatch Cloud #t A&

DitaHEmEZ R L E

clear platform softwarefed switch switch-number
swc statistics

£,

Stealthwatch Cloud #:&

show platform softwar e fed switch switch-number
Swc connection

Stealthwatch Cloud # & DG DFEM & A <
MR LET,
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Fy kb T—Y OBt EHBOHRE |
B < ro—vorteumozEs

avw vk =E):g]

clear platform softwarefed switch switch-number | Stealthwatch Cloud ¥4 D& DFEM & A
SwWc connection NE227 U7 LET,

v b= OiRH & XD EREH

DB 7 g T, Ry FI—7 O EPIsORER 2R LET,
Bl - T34 X TOD Stealthwatch Cloud DETE LS

KIZ, T 734 AT Stealthwatch Cloud Z 5% /€ L& T 5 FiEOHFIZ R LET,

Device> enable

Device# configure terminal

Device (config) # stealthwatch-cloud-monitor

Device (stealthwatch-cloud-monitor) # service-key XXXXXXXXXXXXXXXXXXXXX
Device (stealthwatch-cloud-monitor) # sensor-name mysensor
Device (stealthwatch-cloud-monitor)# url https://sensors.eu-2.obsrvbl.com
Device (stealthwatch-cloud-monitor) # exit

Device (config) # flow record SWCRec

Device (config-flow-record) # description for stealthwatch cloud
Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match transport source-port
Device (config-flow-record) # match transport destination-port
Device (config-flow-record) # match flow cts source group-tag
Device (config-flow-record) # match flow cts destination group-tag
Device (config-flow-record) # collect counter byte long
Device (config-flow-record) # collect counter packet long
Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # exit

Device (config) # flow exporter SWCExp

Device (config-flow-exporter) # destination stealthwatch-cloud
Device (config- flow-exporter)# exit

Device (config)# flow monitor SWCMon
Device (config-flow-monitor)# cache timeout active 60
Device (config-flow-monitor)# exporter SWCExp
Device (config-flow-monitor)# record SWCRec
Device (config-flow-monitor) # exit
Device (config) # interface gigabitethernet 1/0/1
Device (config-if)# ip flow monitor SWCMon input
Device (config-if)# ip flow monitor SWCMon output
Device (config-if)# end

{5 : Stealthwatch Cloud )% 5E DFEER

&Iz, show stealthwatch-cloud detail =~ > ROH /127~ L £,

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9300 X 1 v F) ®rvy hJ—9EEBa T4 X2 L—>3> HA K



| v F7—HOBREEREDHETE
{51 : Stealthwatch Cloud )% DHER .

Device> enable
Device# show stealthwatch-cloud detail

Stealthwatch Cloud Parameters

Service Key : XXXXXXXXXXXXXXXXXXXXXXXX
Sensor Name : C9200
URL : https://sensor.eu-prod.obsrvbl.com

Stealthwatch Cloud Sensor Info

Sensor Status : Registered
Last heartbeat : 2020-08-21T10:35:16

&KIZ, show platform fed switch active swc statistics =~ > KO 1l 2R L E T,

Device> enable
Device# show platform software fed switch active swc statistics

SWC Upload Statistics:

1: Last file uploaded : 202102100928 1

2: Time of upload : 02/10/21 09:29:41 UTC
3: Current file uploading

4: Files queued for upload

5: Number of files queued : O

6: Last failed upload

7: Files failed to upload : O

8: Files successfully uploaded : 1

SWC File Creation Statistics:

: Last file created : 202102100929 1
10: Time of creation : 02/10/21 09:29:08 UTC

SWC Flow Statistics:

11: Number of flows in prev file: 15

12: Number of flows in curr file: 11
13: Invalid dropped flows : O

14: Error dropped flows : O

SWC Flags:

15: Is Registered : Registered

16: Delete debug : Disabled

17: Exporter delete debug : Disabled
18: Certificate Validation : Enabled

&IZ. show platform software fed switch active swc connection =~ > KO H /14l & 7= L

§i7fo

Device> enable
Device# show platform software fed switch active swc connection
Stealthwatch-Cloud details

Registration
#ID : 0xc000001
URL : https://sensor.ext.obsrvbl.com

Service Key : XXXXXXXXXXXXXXXXXXXXXXXX
Sensor Name : C9200
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. {51 - Stealthwatch Cloud D E& E DFESE

Registered : N/A

Connection

<<-

Status

v kT OB ERBORE |

DOWN

Status will be in UP state only when the flow uploads into the Stealthwatch Cloud.

Last status update
# Flaps

# Heartbeats

# Lost heartbeats
Total RX bytes
Total TX bytes
Upload Speed (B/s)
Download Speed (B/s)
# Open sessions

# Redirections

# Timeouts

HTTP Events

GET response

GET request

GET Status Code 2XX
PUT response

PUT request

PUT Status Code 2XX
POST response

POST request

POST Status Code 2XX

API Events

TX
OK
Error

Event History
Timestamp

02/09/2021 10:10:47

02/10/2021 09:29:41.126

02/10/2021 09:29:39.795

02/10/2021 09:29:38.279

02/10/2021 09:29:37.962

02/10/2021 09:29:37.961

02/10/2021 09:27:41.484

02/10/2021 09:27:41.484

02/10/2021 09:22:53.670

02/10/2021 09:22:53.670

02/10/2021 09:22:53.670

02/10/2021 09:22:53.669

02/10/2021 09:22:53.669 1
(res
02/10/2021 09:22:53.668

0
0
0
7360
869
127
58
0
0
0
4
4
4
12
12
2
2
2
2
4
2
2
#Times Event RC Context
2 SEND_OK 0 ID:0003
2 SIGNAL_ DATA 0 ID:0003
12 PUT_ DATA 0 ID:0003
4 GET_URL 0 ID:0003
4 SEND_ START 0 ID:0003
2 SEND_ ERR 0 ID:0001
2 MAX ATTEMPTS 0 ID:0001
4 REGISTER OK 0 Not applicable
4 SEND ABORT ALL 0 config change
1 OPTIONS CONFIG 0 File Extension: .csv.gz (reset)
1 OPTIONS CONFIG 0 Data Type: ios-xe-catalyst
OPTIONS CONFIG 0 URL: https://sensor.ext.obsrvbl.com
1 OPTIONS CONFIG 0 Sensor Name: niinamdaUS (reset)
OPTIONS CONFIG 0 Service Key:
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