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Langth = 4

AEMlZe 2R LET,

-«—Data FlowSet: 32 bits —»

FlowSat Langth =
ID =256 64 bytes

182.1688.1.12
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Hla—RIZEEnE
T, EIX0IC72 Y F
7

[l Flexible NetFlow D35



| Flexible NetFlow D35

#R— kSR TLS Flexible NetFlow 7+ —L k]

J4—J)L |LA4% |L1-2 |IPviIn |IPV4Qut |IPv6In IPv6Out |:IZ=
K 21In Out
A F— | HY — H — HY Ja— =X —%HI
T A A M3 256 ¢
i » match % — 7 — R %&ff
ML, A 5—
TxA Ak key 7 A —
JVRELTHERLE
E
« collect ¥ — 7 — R %&fif
ML, AiA 25—
7 = A A% collect
74— K& LUTHEH
LET, 207 14—
RiZ=7 AFR—hrEh
LHla—RiIgEhs
T, fEIZ0IC/R D F
R
J4—J)L |LA4¥2In|LA4+2 |[IPviIn IPV4 Qut IPv6 In IPv6 Out FE
K Out
Key
J4—)L
N
7u—7% | xh& ESII ESIn ESII ESIn ESII
il
Ethertype | tiis e - - - -
VLAN A | HY — HY — HY — AA v F
b A— KT
D I
A—h&
NnNTnE
R
VLAN tH |— Ho — Ho — HY AL v T
7 A— KT
D I
A—h&
TV E
R

Flexible NetFlow D& [}




B - ST % Flexible NetFlow 7« — L K

Flexible NetFlow M &%

Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4 Out IPv6 In IPv6 Out FE

N Out

VLAN A Fe T

Va; DI
A— k&
nNTnE
7,

dotlq — Hb _ H0 o 50 Py

VLAN Fe b T

Z D FF
R— k&
TV E
7,

dotlq #BESG | *FI ESIIN PSS ESIIN PSS KRS AA v F

B Hom T
D
R— k&
NTUWE
7,

MAC %15 | %t st KRS st KRS ESII

g7 KL

ANT]

MAC &5 |— — — — _ _

g7 KL

A

MAC 8% | Y — HY — B0 _

7 KL XA

AH

MAC %8 | — HD — HY — HY

LT RL

A

[Pv4 /N— | — — PSP st PSS ESIIN

Vayv

[Pv4TOS | — — I RIS I RIS

[l Flexible NetFlow D35




| Flexible NetFlow D35
#R— kSR TLS Flexible NetFlow 7+ —L k]

Ja4—)L |LA4¥2In| L4142 |[IPviIn IPV4 Out IPv6 In IPv6 Out FE
N Out

IPv4d 7o |— — e s e s {5 Ju/50
=% R —
k. ICMP
a— R/ 4
A7,
IGMP # A
-, TCP
777D
A waWR
DME S
ncnd
Lo fif
iR RN
B
*7,

IPv4 TTL — —_— ﬂﬁ; ;d.h—:[; ;ﬁﬁ; ;d‘ﬁ{l:\

IPv4 TTL |— — Sl Sl Sl Sl IPv4 TTL
LFRICT
D

IPv4d 711 |— — ESIn ESIIN ESIT ESII IPv4 71
[ =% =
W LT
T, EE
JL/5B 4G
A=k,
ICMP =2 —
R/&Z A
7. IGMP
BAT,
TCP 7 5
7 DN
AW/
HanT
WAHEE
WA
VAYAC: IR
by F
e

Flexible NetFlow D& [}



Flexible NetFlow D% E
B - ST % Flexible NetFlow 7« — L K

Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4 Out IPv6 In IPv6 Out FE

N Out

IPv4 J&{5 | — — XIS PSIIN — —

g7 NV

2

IPv4 585 | — — ESITN ESIIN — —

7 RLA

ICMP IPv4 | — — Faamn s — —

2o 7

ICMP IPv4 | — — oI PO — —

a— K

IGMP % A | — — I KFIE — —

-

J4—J)L |[L14¥2In|LA*2 |IPvdIn IPV40Qut |IPv6In IPv6 Out |x=

K Out

Key

Z4—IL

k(e

F)

IPv6 /X— | — — BTN PSR BTN ESIIN P /R—

vayv Taré
FCT
j—O

[l Flexible NetFlow D35



| Flexible NetFlow D35
#R— kSR TLS Flexible NetFlow 7+ —L k]

Ja4—)L |LA4¥2In| L4142 |[IPviIn IPV4 Qut IPv6 In IPv6 Qut FE

N Out

IPv6 71 |— — % It I % fts I IP 7

=% L L
LT,
E{F /%8
HE TR —
k. ICMP
z— N/&
A7,
IGMP % A
~°. TCP
757D
N v g WiR
MEH &
ncTnd
LA fE
HT 54
BNRH Y
7,

IPv6 5(8 | — — — _ P .

g7 Kb

A

T RLA

IPv6 7 |— — i P i P IP TOS &

TA 7 EIh

77 A ¥+,

IPV6 7> |— — %It i %It St IP TTL &

70 U i ‘y [a D—/C:\

b ¥,

AT

ICMP IPv6 | — _ _ _ - -

a— K

source-port | — — Fapn SOR s S

dest-port | — - I KIS RIS S

Flexible NetFlow D& [}




Flexible NetFlow O3 |
| IR

Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4 Out IPv6 In IPv6 Out FE

N Out

Collect

Z4—IL

~

NA MR | RS PP PN PP PN PP N7y b
Yp X =

(FCS #

oA —
VAN
7L —A
A X-18
A 1K)
HEEE
ZD
74—V
R % [=]5kE
L. Bytes
layer2 long
ML
£

AT/ N B ST K PN K K K hix

£

Timestamp | i PP PN PP K PP

absolute

first

Timestamp | i PSP PSS PSP PSP PSP
absolute
last

TCP 77 | PIIIN PIPIN PIIIN PIpTN X his TRTD
7 77T %
R L F
R

Bytes | i IS IS IS IS IS
layer2 long

T4+ FERE

WRDFEIL, T34 A% 5 Flexible NetFlow O 7 # /)L bR E& R L E7,

[l Flexible NetFlow D35



| Flexible NetFlow D35
Flexible NetFlow : A 71 VRF $-7/R— + DIE .

% 3: T 7 4L b O Flexible NetFlow 5% 5

BT TIALE
TU—TITFAT FALT TR 1800
Tu— S A LT NDHT 7T 4Tk 15 #

Flexible NetFlow : A 1 VRF H-7;R— F DI E
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Flexible NetFlow : 171 VRF H-7;K— F D=
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cts destination group-tag

TN—T" BT Lo n—
T ETELa— RO¥—
T4V RELTRHRELE
9, matchipv4/ipvé =~
v R THIHTE 5 20Mho
key 7 4 —/L N, B X Ukey
74—V FOBREIZHAT
X 5o match=z~> Ro
FEAIZ DUV,
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70— va—roks [l

ARV RFERETI Y S
GE) <

* SGT £721% CTS

DOWT N DL
BHTIA B —

7 x A A THES)
fbahTnd L,

SGTIX 02720 F
e

G/ hTC,
(SGT. DGT) &
*itnd % SGACL
RENFIET
X, DGT iX¥
DAz 0 £97,

SGACL 73 Hi /7
N— F/VLAN T4
M Tnd
M, FlZF S a—
3L SGACL D58
il 2 MEhk S 4T
Wb %A, DGT
12012720 £7,

e AJJ

c EFE Ny b T
L.~y —Nb
HYE. SGTIZIX
~v A — &6 UfE
DRMENET,
ERAYAAS -
0N REIET,

DGT fEIZ A7
A— F® SGACL
REIIKIE LER
/VO

ATFvT8 end Flexible NetFlow 72— L o2 — K ==
il - T4 F¥al—varyE—FEKTL
T. M EXEC =— FITREY £,

Device (config-flow-record)# end

Flexible NetFlow D& [}
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ARV FFEREETIVa Yy

S

ATvT9

show flow record record-name

1 :

Device# show flow record FLOW RECORD-1

g EBEL-7ua—La— Ko
EDAT — 5 ARFRINET,

ATy 710

show running-config flow record
record-name

1 -

Device# show running-config flow
record FLOW RECORD-1

(BB fiEL-7r—La— RO®E
ENFTRSNET,

20— I RR—2DIER

Tu— T AR—FEER LT, 7HBE—DT T AR —F NFGRA—HEEFRTEXFET,

\)

6=

Ta— T AR—F T LI,

1ODSFEDHPY R— b EnFET, BN EICT 22Ty

AR—=FTHERIT. O 70— 2 ) AR—FEFRELCT7u— =4 —|ZE Y L THL
EHRHD F9,

IPv4 7 RVAZEHA L THEIC=I AR — N TEXET,

FIE

ARV RFEEETI 3y

B8

ATy T

enable
1 -

Device> enable

ke EXEC T— F&EAINZ L £,

e NAT—RE AN LET (TR
N8558 .

ATy T2

configureterminal

51

Device (config) # configure terminal

Jua—) a7 4 F¥al—3 v
£ F\;’&E:ﬁﬁé\biﬁ—o

ATvT3

flow exporter name

51

Device (config) # flow exporter
ExportTest

Ju—x g AR—FEERL, Te—
T AR—H a7 4 Fal—av
T— REHBELET,

ATvT4

[l Flexible NetFlow D35

description string

51

(EE) mKO3XLFET, ZO7u—0D
FAZRELET,
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P

axX ;&

so— o 2t—a0km |

ARV FFEREETIVa Yy

E:)

Device (config-flow-exporter) #
description ExportVv9

AFw 75 |dedtination {ipv4-address} ZDOT Y AR—Z|ZIPVASEET R L%
- FREFEARR N ERELET,
Device (config-flow-exporter) #
destination 192.0.2.1 (IPv4
destination)

AFwv 76 |dscpvalue ({E&) DSCP (DiffServ =t — R A >
il - B fEZEE L £, #HiHIZ0~63T

T, T 74/ BT 0TT,

Device (config-flow-exporter)# dscp 0

R w7 |source interfacetype interface number (EE) WE I NT-%85C T NetFlow =

51

Device (config-flow-exporter) # source
gigabitEthernetl/0/1

T HNBFET DO AT HA

H—T A AEFELET,

GE) Jno—x g AR—HF %, &%
oA v 2 —T7 A4 AL L
TT o F o R_"—FRIP A~
B —TxAf A%YPR—bFL
TWEHA,

EETLELTRDOA E—T oA A%
WETEET,

« AutoTemplate : HE)7 > 7 L — K
A HE—T A A

« Capwap : Capwap h > R/L A
H—T A A

* GigabitEthernet : Gigabit Ethernet
IEEE 802

« GroupVI : Z/V—H8A v B —
T A A

« Internal Interface : NEEA > & —
T A A

s Loopback : L—"" /N J A K —
TJxA R

eNull : XV A F =Tz AR

Flexible NetFlow D& [}
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Flexible NetFlow D%

ARV FFEREETIVa Yy

S

e Port-channd : A > % —7 = A AD
A—H%Fy b Fyrxi

» TenGigabitEthernet : 10 ¥ & v
M A=Y x> b

eTunnd : bRV AL H—T A
A

* Vlan : Catalyst VLAN

ATvT8

transport udp number

1 :

Device (config-flow-exporter) #
transport udp 200

(fEE) NetFlow 2t L7 Z|ZE|ET 5
72D 2 UDPAR— F&fEE L
KR

ATvT9

ttl seconds

51

Device (config-flow-exporter) # ttl 210

(EE) =7 AR—=H 2L > TEEE
BT —& 75 KNOLEk: AT HelfE

(TTL) fEZRELE3, ®pHIX1 ~
255 T3, 77 4L ML 255 TT,

ATy 710

export-protocol {netflow-v9}

1 -

Device (config-flow-exporter) #
export-protocol netflow-v9

T AR—HX THEHZI 5 NetFlow —
JAR—=KFTa halro—Tg %
FBELET,

ATvIN

end

1 :

Device (config-flow-record) # end

e EXEC £— FIZED ¥4,

ATvT12

show flow exporter [ name record-name]

51

Device# show flow exporter ExportTest]

(FE) NetFlow D7 10— T 7 AR—
HiERER R LET,

ATy 713

copy running-config startup-config

1 -

Device# copy running-config
startup-config

UEE) =274 FXal—ar 77
A IVICREERFEL T,

[l Flexible NetFlow D35
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nz25v42L7a—e=2—ofkK [

RDERY
Jo— lLa—RBL7e— 2/ AR—F|ZHESNT, Jo—F=F—ZEHLET,

HRATAAL-70— =4 —0D1ERK

AAGZ <A AL 7= T=F =BT D123, ZOUHDZ AT 2ETLET,

K7 —F=F—ZF, FHOXT Yy aREHDYToNTWET, 7r—E=F—T2t|Z,
Xy o aT NIORNBEBIRLA T Y MEERTHLIA—RFRBMNETT, ZnboLa—
R 73—<v I, FHEEBFLOLI—F T3—<v hOWTAD, £ —VP—EHE
sz epncEEd, ERoa—F—ThiiLflowrecord =2~ REFHA LT, W A¥X~<
ARXLIT =~y NEfERT 52 L b TEET,

48 HHEIIZ

Flexible NetFlow D FHIER KA L 23— RORDOVICHAZ~v A ALz a— REEHT 5
Bl TOXRAT BFITTDHENI, DAFA A LT a— REERTLI2LERHY F7,
F—H BT AR— R T HEOIITO— 7 AR—H T a— =X —|2BINT 2561,
CDRATEFETTIHHNCTZ Y AR—FBERT HHLEND D 7,

\}

(F) 7wo—%F=%—Trecord a2~ RO/NT X —X ZZEHTF 5HH1Z, noip flow monitor =~ > K
LT, TXTCOA o F =T =2 A ADDEMAFEHDO 7 n—F=F —ZHlRT 20ER H Y

\i‘a—O
Flg
ATV RFEEETIa Y =l
AFwvF1 |enable ¥EHE EXEC E— RZHMC L E T,
I « NAT—REANLET (BRS
N8558 .
Device> enable
R wF2 |configureterminal Jua—r~)ary7 4 ¥al— g
i - ET— RZEHBELET,
Device# configure terminal
R w73 |flowmonitor monitor-name 7nu— F=X—%{Em L. Flexible
- NetFlow 72— F=&F— a7 (X =
L—yay E— RERBLET,
FrommONTTORL CZOEvy KT BEEOT 0 —
E=H—HERTHI L TEE
ﬁ—o

Flexible NetFlow D& [}



. NREIAXLI=70— E=%—DER

Flexible NetFlow D%

ARV FFEREETIVa Yy

S

ATvT4

description description

1 -

Device (config-flow-monitor) #
description Used for basic ipv4
traffic analysis

EE) 7u—E=X%—OHPAEER
L/jz‘jﬁo

ATvTh

record {record-name| netflow-original |
netflow {ipv4|ipv6} record [peer]}

1 -

Device (config-flow-monitor)# record
FLOW-RECORD-1

Ju—F=XF—DLa— REEELE
‘a‘o

ATvT6

cache {timeout {active|inactive | update
| rate-limit} seconds| type normal }

5 -

Device (config-flow-monitor)# cache
type normal

Device (config-flow-monitor)# cache
timeout active

(L) 7m—F=F—Fxvia
INTA=Z (ZA LT T MA, Fv v
VadATRE) BEELET, EE
L7F-7e— F=F—L 70— Xr v
o AT £,

ATy T1

VENWS CCAT v 7 6 DKL
T, Z2O7u—F=F—DFyr v =
WNIA—FOEREETT LET,

ATvT8

statistics packet protocol
1 -

Device (config-flow-monitor) #
statistics packet protocol

(fF:7) Flexible NetFlow & =% — D~
1k a VBRI R OIEE A —
T LET,

ATvT9

statistics packet size

1 -

Device (config-flow-monitor) #
statistics packet size

({£:7) Flexible NetFlow & =% — D%
A R FHEROINEE A X —T L
L%,

ATy 710

exporter exporter-name

1

Device (config-flow-monitor) # exporter
EXPORTER-1

(EE) FalcfElksnic=r AR —
Z DA FIEEELET,

[l Flexible NetFlow D35
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so—4>75—0ks |

ARV FFEREETIVa Yy

E:)

ATy 7N

end

1 -

Device (config-flow-monitor)# end

Flexible NetFlow 7 2@ — =4 — 21/
TA4FXal—vary EB—REKRTL
T. M EXEC =— FICREY £,

AT T12

show flow monitor [[name] monitor-name
[cache[format {csv |record |table} ]]
[statistics]]

51

Device# show flow monitor
FLOW-MONITOR-2 cache

(f£&) Flexible NetFlow 7 2 — E=
B —=DAT—H AE L ORFHE S
RENET,

ATy 713

show running-config flow monitor
monitor-name

1 -

Device# show running-config flow
monitor FLOW MONITOR-1

(LR BELE 7 —F=4—0D
ENFTRSNET,

ATV 714

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) a7 4FXal—varry
A NCBGEERIFLE T,

J20—42T5—0DERL

Tu— Y 7T —asE LTAEIMET 512,

FIE

COVNEDE AT EEITLET,

ARV FFEREETIVa Yy

EL:)

&

enable
1 -

Device> enable

¥kE EXEC E— RE B LET,

e NMAT—REANLET (R
nNe%ma) .

ATvT2

configure terminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥al—g v
TNzl £7,

Flexible NetFlow D& [}
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ARV FFEREETIVa Yy

S

ATvT3

sampler

1 :

sampler-name

Device (config)# sampler SAMPLER-1

Yo7 —2ER L, YT —ar
T4 X2l —vare—REEBLE
7,

cZDawy RTIE, BEFEOY T
TF—HmEBFFTHZLELTEET,

ATvT4

description description

1 -

Device (config-sampler) # description
Sample at 50%

Lz 7a—H% o775 —0HAEE
}ﬁbi‘j—o

ATvT5

mode {random} 1 out-of window-size

1 -

Device (config-sampler) # mode random
1 out-of 2

Yo7 - 7ve—% 7
F—DU 4 Ry A XEH/ELE
j‘o

« window-size 5|t O#PHIZ, 0 ~
1024 T4,

ATvT6

exit
51

Device (config-sampler) # exit

Yo7 —ar 7 4 F¥Falb—g v
ET—FREKTL, Zr—ULa 7 g
Xal—ay EF—RIEYET,

ATy T1

interface type number

1 -

Device (config)# interface
GigabitEthernet 0/0/0

A H =T A RAEBEREL, 4 F—
T2 AAAL T 4 X2l —T g F—
RZ&2BE L F£9,

ATvT8

{ip | ipv6} flow monitor monitor-name
[[sampler] sampler-name] {input | output}

&1

Device (config-if)# ip flow monitor
FLOW-MONITOR-1 sampler SAMPLER-1 input]

B L7 —F=F—B L7 —
YT B —T A AIZEIY
YCC, YTV T A =TI
LET,

ATvT9

end

51

Device (config-if)# end

Ao B —T A AT 4F¥=2l—
var E®—REKT L. FiHE EXEC
F— RIZREY £79,

ATy 710

show sampler sampler-name

1 -

Device# show sampler SAMPLER-1

HELAEME L7 — Y7 F5—0
AT —H AR IO HEREZF L E
7,

[l Flexible NetFlow D35
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A 2R3 —T A A~ND7O—D#EH

Tua— =X —BIOF T a o T T— A —T o AW TE E T,

FIE

1v8-7212~070—0ER |

ARV RFERETIVa Y

B

&M

enable
1 -

Device> enable

HibE EXEC E— RE A% L,

e NMRAT—REANLET (Eksh
7256

o

ATvT2

configureterminal

1

Device (config)# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

interface type

1

Device (config)# interface
GigabitEthernetl1/0/1

A B —Tzf AT 4 Fal—37
YE—RERBL, AT AR
ERELET,

Flexible NetFlow (%, L2 i"— hF ¥ x/L
AE—T oA ATEFYFR—FENER
A L2R— R F ¥ )b A /8= R—
FCIEYAR—FSvET,

Flexible NetFlow |Z, L3 A"— FF v /L
AVHE =Tz AL AL INK— KT
A— N EAVETA, WA L CRIKEC
PR—bENDZLEHY FHA,

ATv74

{ip flow monitor | ipv6 flow monitor |
datalink flow monitor } name [sampler
name] {input | output}

1

Device (config-if)# ip flow monitor
MonitorTest input

ATETZWE N7y MOHed 51~
H—T x4 AT, IPv4, TPv6, T—H 1
Y 7R—E=F— BIOA T g
DY 7T —Z BT £,
ip flow monitor — Flexible NetFlow T IPv4
N7 4yl EERTEET,

ipv6 flow monitor — Flexible NetFlow T
IPv6 hT 7 4 v 7 R TEET,

datalink flow monitor — Flexible NetFlow
TIHIPOKNT T 47 HEHTEETS,

GE) NS EH IO TA v
H—T A A DOE=
& —z A2 LT
TET,

Flexible NetFlow D& [}
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B v £ Ty S8 NetFlow D 3E

avYRFERET7IOI Y BRI
5w 75 |end b EXEC B— RNICRE Y 9,
B -

Device (config-flow-monitor)# end

R F v 7 6 | show flow interface[interface-typenumber] | ((£3) A » ¥ — 7 = A A® NetFlow [&
% - WERTRILET,

Device# show flow interface

R T 77 | copy running-config startup-config (FE) =20 74Falb—vars 7y
il - A SRR RAF LET .

Device# copy running-config
startup-config

VLAN ETD T v & NetFlow DEXE

Tn— =X —BIXOA T a0V 7T —% VLAN ICEHTE £,

FIg
ARV RFERETI a3 Y B#J

AT w1 |enable FiME EXEC E— RAFICLET,
fAil e MAU—REZ AN LET (FRkIh
Device> enable =88

R 72 |configureterminal Ja—r ) ar7Z 4 X¥al—i gy
Bl T— FEMBLET,
Device (config)# configure terminal

AT 73 |vlan [configuration] vian-id VLAN 72/ VLAN 227 ¥ o L—

i - varE— RFERmLET,

Device (config) # vlan configuration 30
Device (config-vlan-config) #

2w 7 4 |ip flow monitor monitor name [ sampler | A Jj 3% v MIxHET 5 VLAN I, 7
sampler name] { input } H— =X —BLU0AF T a0
51 75— m BT £,

[l Flexible NetFlow D35
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L 4 ¥ 2 NetFlow D& .

AU RFERET7TIV3 Y B#)
Device (config-vlan-config) # ip flow
monitor MonitorTest input
R T w 75 | copy running-config startup-config (EE) av74Fal—yar 77y
AR EZRIAFLET,

1

Device# copy running-config
startup-config

L 4 7 2 NetFlow D& E

Flexible NetFlow L' 2— FNTL A ¥ 2 F—%2 EHETEFET, ZOLa—FRaEfEHAL T, LA
oA HE—T 2 AD TR —%F ¥ TF ¥ TXFET,

FIE

ARV KRFERERETY VY

=)

ATy T

enable
R

Device> enable

e EXEC E— FEARNC L £,
« RATU—REANLET (FEREh

-55

o

ATy T2

configureterminal

1 -

Device (config) # configure terminal

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,

ATvT3

flow record name

1

Device (config) # flow record L2_record
Device (config-flow-record) #

Jp— la—Rary74X¥al— g
v E—RERBLET,

ATV

match datalink {dot1q |ethertype| mac |
vlan}
i)

Device (config-flow-record) # match
datalink ethertype

LAV AR —L LTRELET,

ATy Th

end

1 -

HibE EXEC E— FIZREY 97,

Flexible NetFlow D& [}
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Flexible NetFlow O3 |

ARV RFERETIVa Y

B8

Device (config-flow-record)# end

AT v 7 6| show flow record [name ] (EE) A v % —7 = A AD NetFlow 1
1 BEFRLET,
Device# show flow record

R 77 | copy running-config startup-config B v 74Xl — gy 77

1

Device# copy running-config
startup-config

AR EZRIFLET,

Flexible NetFlow D E5%R

WDOEIZHDa~ RafiH LT, Flexible NetFlow # =% U ./ Tx %9,

% 4:Flexible NetFlow DE=%"') 45 A< K

avy R

B8

show flow exporter [broker | export-ids| name |
name | statistics| templates]

NetFlow O 7 10— =7 AR—Z[ER L #HEHE
WEFRLET,

show flow exporter [ hame exporter-name]

NetFlow O 7 @ — T 7 AR —HEH & HEtHE
WEFRRLET,

show flow interface

NetFlow A v % —7 = A AT A1 E2 For
l/\gzj_ﬂo

show flow monitor [ name exporter-name]

NetFlow 7 7 — & =& —{fF#R & et HE R4
FRLET,

show flow monitor statistics

7n— E=4—OfiHERE R T LET,

show flow monitor cache format {table|record
| csv}

BEShEEATT7To—E=4—DF v v =
PR ERTLET,

show flow record [ hame record-name]

NetFlow D 7 12— L a2— NE#REERLET,

show sampler [broker | name | name]

NetFlow V> 77 —|ZBT A2 1EHREF R L E
‘j—o

[l Flexible NetFlow D35
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Flexible NetFlow @)% & {5

Bl o20—DKTE

Flexible NetFlow 0 &% % {51 .

Tu—Z{E L, TDOTu—% A U F—T oA AT 62 R L E T,

Device# configure terminal

Enter configuration commands,

Device (config) # flow export

exportl

one per line. End with CNTL/Z.

Device (config-flow-exporter)# destination 10.0.101.254
Device (config-flow-exporter)# transport udp 2055
Device (config-flow-exporter)# exit

Device (config)# flow record
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #

Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #

recordl

match ipv4 source address

match ipv4 destination address
match ipv4 protocol

match transport source-port

match transport destination-port
match flow cts source group-tag
match flow cts destination group-tag

collect
collect
collect
collect
exit

counter byte long
counter packet long
timestamp absolute first
timestamp absolute last

Device (config)# flow monitor monitorl

Device (config-flow-monitor)# record recordl
Device (config-flow-monitor)# exporter exportl
Device (config-flow-monitor)# exit
Device (config) # interface tenGigabitEthernet 1/0/1
Device (config-if)# ip flow monitor monitorl input

(
(
(
(
(
(
(
(
(
(
(
Device (config-flow-record) #
(
(
(
(
(
(
(
(
(
(
(
(

Device (config-if)# end

Bl:IPVAARRS T4V IDE=ZR) 2T

ROBNX, IPVAANTI N T 7 4 7 T =4—F55E% "L TWET (intgl/0/111%, intgl/0/36
BIXintgBO/MIZhT7 74752 %ELET)

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # flow record
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #

fr-1

match ipv4 source address
match ipv4 destination address
match interface input

collect
collect
collect
collect
collect
exit

counter bytes long
counter packets long
timestamp absolute first
timestamp absolute last
counter bytes layer2 long

Flexible NetFlow D& [}
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Device (config) # flow exporter fe-ipfix6

Device (config-flow-exporter)# destination 2001:0:0:24::10
Device (config-flow-exporter) # source V1anl06

Device (config-flow-exporter)# transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix
Device (config-flow-exporter) # template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-ipfix

Device (config-flow-exporter)# description IPFIX format collector 100.0.0.80
Device (config-flow-exporter)# destination 100.0.0.80

Device (config-flow-exporter) # dscp 30

Device (config-flow-exporter)# ttl 210

Device (config-flow-exporter)# transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix

Device (config-flow-exporter)# template data timeout 240

Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-1

Device (config-flow-exporter)# destination 10.5.120.16
Device (config-flow-exporter) # source V1anl05

Device (config-flow-exporter) # dscp 32

Device (config-flow-exporter)# ttl 200

Device (config-flow-exporter) # transport udp 2055

Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config)# flow monitor fm-1

Device (config-flow-monitor)# exporter fe-ipfix6

Device (config-flow-monitor) # exporter fe-ipfix

Device (config-flow-monitor)# exporter fe-1

Device (config-flow-monitor)# cache timeout inactive 60
Device (config-flow-monitor)# cache timeout active 180
Device (config-flow-monitor) # record fr-1
Device (config-flow-monitor) # end

Device# show running-config interface gl/0/11
Device# show running-config interface gl/0/36
Device# show running-config interface g3/0/11
Device# show flow monitor fm-1 cache format table

Bl:IPVAED S T4V IDE=ZR) DT

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # flow record fr-1 out

Device (config-flow-record) # match ipv4 source address
config-flow-record)# match ipv4 destination address
config-flow-record) # match interface output
config-flow-record) # collect counter bytes long
config-flow-record)# collect counter packets long
config-flow-record) # collect timestamp absolute first
config-flow-record)# collect timestamp absolute last
config-flow-record)# exit

Device
Device
Device
Device
Device
Device

Device

Device (config) # flow exporter fe-1

[l Flexible NetFlow D35
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it

Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #

Device (config) # flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #

Device (config) # flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config)# flow monitor
config-flow-monitor) #
config-flow-monitor) #
config-flow-monitor) #
config-flow-monitor) #
config-flow-monitor) #
config-flow-monitor) #
config-flow-monitor) #

Device
Device
Device
Device
Device
Device

Device

Device# show flow monitor fm-
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destination 10.5.120.16
source V1anl05

dscp 32

ttl 200

transport udp 2055
template data timeout 240
exit

fe-ipfix6

destination 2001:0:0:24::10
source V1anlO06

transport udp 4739
export-protocol ipfix
template data timeout 240
exit

fe-ipfix

description IPFIX format collector 100.0.0.80
destination 100.0.0.80

dscp 30

ttl 210

transport udp 4739

export-protocol ipfix

template data timeout 240

exit

fm-1l-output

exporter fe-1

exporter fe-ipfix6

exporter fe-ipfix

cache timeout inactive 50
cache timeout active 120
record fr-l-out

end

l-output cache format table

=JL ==
axX A

WROBFITIL, VRFID Zkey 7 4 —/V RE LTIUET H7r— L a— RaFfOoA 17 —E=

F—xBEMTHZ LT, 71

Device> enable
Device# configure terminal

ADFEENNT Y R BD VRFID OINELZHRE L F T,

Device (config) # flow record rm_1

Device (config-flow-record) #

Device (config-flow-record) #

Device (config-flow-record) #

Device (config-flow-record)# c
( c
( c
(

e

Device (config-flow-record) #
Device (config-flow-record) #
Device (config-flow-record) #

match routing vrf input
match ipv4 source address
match ipv4 destination address

ollect interface input

ollect interface output
ollect counter packets

xit

Device (config)# flow monitor mm_l

Device (config-flow-record) # r
Device (config-flow-record) # e

Device (config) # interface Gig

ecord rm_1
xit

abitEthernet 1/0/1

Flexible NetFlow D& [}
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filt

. 5 . 5753 VRF - 7R—  FA® Flexible NetFlow 0

Device (config-if)# ip vrf forwarding green

Device (config-if)# ip address 172.16.2.2 255.255.255.252
Device (config-if)# ip flow monitor mm_1 input

Device (config-if)# end

{5 . H 71 VRF H¥7R— k F®D Flexible NetFlow M % 5F

WOBITIL, VRFID Z key 7 4 — /L RELTIUET H 7 — L a— REFol 7o —E=
H—%EATHILET, TN ADFHENRT Y LD VRFID ONELEZFZREL T,

Device> enable

Device# configure terminal

Device (config)# flow record rm_1

Device (config-flow-record) # match routing vrf intput
Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # collect interface input

Device (config-flow-record) # collect interface output
Device (config-flow-record) # collect counter packets

Device (config-flow-record) # exit

Device (config)# flow monitor mm_1
Device (config-flow-record) # record rm_ 1
Device (config-flow-record) # exit

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if)# ip vrf forwarding green
Device (config-if)# ip address 172.16.2.2 255.255.255.252
Device (config-if)# ip flow monitor mm_1 output
( ) #

Device (config-if end

Flexible NetFlow a5 3R

J1y—=x EERNE
Cisco IOS XE Everest 16.5.1a ZOBENEANIIE LT,
Cisco IOS XE Gibraltar 16.12.1 IPv6 8T 7 4 v 72OV,

FNF ® SGT 7 4 —/L K & DGT
74—V ROHAR— R A
SNE L,

Cisco I0S XE Amsterdam 17.1.1 MPLS (IP L) TOANE
J O 77 Flexible Netflow @
A— IR EASINE LT,

Cisco IOS XE Amsterdam 17.2.1 Flexible Netflow C VPN ID %
RIET DO R— hHdiE
ANShvE L,
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)1)y—= EERNE
Cisco IOS XE Bengaluru 17.5.1 H 5 VRE " "— KD

Flexible NetFlow Z % &+ 5 7=
OOV HR—FNBEAINEL
7=,
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