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2y k=0 ORE & XIS DRI EE

e Xy N =T HNDOTXTDT XA AL, Stealthwatch Cloud 78— # JVICBIZE R RETH H M EL
WD E4, £lo, TXTOEFLNT 7 4 v 7%, HTTPS (TCPAR— bk 443) Zffif L
C Stealthwatch Cloud IR —Z WVAZEET H MR H Y F9,

Stealthwatch Cloud R — & /W & » TR SN D FEAE L RFIET DI10I1E, #4751 — bR
FER (CA) 2T A ATHETHLERH D 77,

« TS OEKRERET D20, T OREEIEN DD Z L 2R LTI ES N,

Ko
al,

2y k=0 DR & XIS DHEIFIEIR

« Cisco Encrypted Traffic Analytics |%, Stealthwatch Cloud A" —# /L ClI¥ A — F SN TWEHE
Ao

<HTITP 7’ FUiFVFA— SN TWEHA,

» Stealthwatch Cloud R—# /LiX, I A4~ VU DNS YV —_—DLrfFHLET, 774~V
DNS ¥ — _—|C[EENKAETDHLE . =T —NERINET,

o TN ATEHRE I TS DNS H—3—23 Stealthwatch Cloud & =% —® URL % ik T
X 72V A, Stealthwatch Cloud & > % —73 Stealthwatch Cloud AN — # /L2 &G X TV T
by Z7ANDT v T u— R LET,
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2y 7= DOmEERGIZTDNT

Cisco Secure Network Analytics (Stealthwatch Cloud & $FEIILS) (X, =2 ¥ —TF T4 XT LA

FUZBALCEEERILL, Xy hT—2 BT AT —va vl & bICEBA~ DR IG
AT LRy P BB L OWHG Y YV 22— 3 > TF, Cisco Secure Network Analytics
EHEATHE, Ry NT—EFBHEIX. xy hU—21lu A4 LT H TR TO—WF—%
BBIL., 20T 7T 48T 4 BZEHRTLHZ LB TEET,

Cisco Catalyst A v F DX v h 7 —7 RHEBLURE YV a—va ro—#e LT, Pl
M&Enbxr#—754 X5 LA b UIE, Flexible NetFlow 7 2 —T,

T /NA AT Stealthwatch Cloud 7' 2 /37 ¢ 2R ETHMLENRH Y £9°, KIZ, Stealthwatch Cloud
R—=rO7a—La— RNt T7a—xJ AR—FZEERTHIVLERNH D F7,

)

GE) 7v—La—RTE SHEADOSXZTINT 4 —)V K (Fa han, #ELT FLA EEnh—
b, %7 FLAL BRUSEER— ) 2, 7e—0Fth, 7e—0f& T, N7y MR
Stealthwatch Cloud R —Z /VIZ T v 7m— FSLb b a— KOS e EBIZERESNTND
ZEBMETT,

Tan—Fo X=Xl C7e—la— Bl Vn—xoJ AR—FERELET, REZRICT
O—t= X —nbARINET_RTCoT7a—%, TAXLERICEH S, Stealthwatch Cloud
WN—=H VT v 7T —RInET,

2y I —0 DRE EXIGDEREFIE
KDOE7 v arTE Fy T —7 Of ERISOBREICET D1 E R LET,

BERICR T -ERAEDERTE

BRI TREAE 2 RET D121, ROFMEZFEITLET,

Fg
ARV FERET7IVa Y B
AT 71 |enable FEHE EXEC E— RZHC L E T,
i : Tar T ERFRINEHNRRAT— RE
Device> enable Aj? Li'@‘o
R w 72 | configureterminal JTa—N)ary7 4 Xal—g v
: T—FZBBLES,
i
Device# configure terminal

B =y b7V OB ERBORE |
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saicadranzoze |

AU RFERETOVa Y

B8

ATvT3

crypto pki trustpoint name
1 -

Device (config) # crypto pki trustpoint
stealthwatchl

h 7 A MRA » FEBIUBKE SV 4RT
ZFESLTC, CANTARRA L hayv
T4 F¥al—ary EB— REBEBLE
7

ATvT4

revocation-check methodl [method2
method3]
1 -

Device (ca-trustpoint) # revocation-check
none

AEAEDRNAT =S A eF =y 7 LE
D

none :

‘j—o

AEHEDOTF = v 7 ITER S E

ATvTh

enrollment mode

i)
Device (ca-trustpoint)# enrollment
terminal

AEAEDOBERE— FE L TRmREfE L
=7,

ATvT6

exit
51 -

Device (ca-trustpoint) # exit

CAFNTAIRA L bar7 4 Falb—
varyE—REHKTL, Fe—UL 3
V74 FXa2lb—varyE—RIRVE
R

ATy T1

crypto pki authenticate name

1

Device (config) # crypto pki authenticate
stealthwatchl

Enter the base 64 encoded CA
certificate.

End with a blank line or the word
"quit" on a line by itself

FTABRRA Y MERIEL T, CA b
TFARRA VN ary74F¥alb—va
v E—RERMBLET,

Tu T ERERENTD,
https://www.amazontrust.com/repository/
SFC2CA-SFSRootCAG2.pem 7> & Starfield
Services /b— MEEBFEZ 2 & — L THLD
i ES,

VAT AE, ROAT—RARE LD
T M eFoRLET,

% Do you accept this certificate?
[yes/no]:

R DL, yesE AT LET,

ATvT8

exit
51 -

Device (config) # exit

¥#E EXEC £— NIZEY £,

ATvT9

show pki trustpoints name

1 -

Device# show crypto pki trustpoints
stealthwatchl

(AFvar) RELILMT A PRA
MIBT R ERRLET,

v bkr—vorteannitE I
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v kT OB ERBORE |
B - r7y7o—riat-aREoRE

2747y JA—KIZEITI=5FAZENHETE

TrANT v T u— R GEHEZRET 21213, ROFIHEZETLET,

48 HHEIIZ

Baltimore CyberTrust /L — hElEEZ X 7> u— KL £ T,

1. Web 77 7 T https://www.digicert.com/kb/digicert-root-certificates.htm % B & &£ 7,
2. [Baltimore CyberTrust Root] T, [Download PEM] %7 U v 7 L £,

3. Y& %R L C, BaltimoreCyberTrustRoot.crt.pem 7 7 A L Z{r1F L £,

FI&
ARV EFERET7TIVa Y B#

AT w71 |enable Rt EXEC E— RZ A LET,
i - T T IRRREINCHNRAT— R
Device> enable ]\j] Liﬁ‘o

R w 72 | configureterminal Jua—N)ary7 4 Xal—g v
5l - T FEMHLET,
Device# configure terminal

R T 7 3| crypto pki trustpoint name hZ A NARA M XUSKE SR
Bl EEELT, CARTAMAA vk ay

o) — N — K Ly

Device (config) # crypto pki trustpoint 7 A Falb—vart R %Bﬁﬁn L&
stealthwatch2 ﬁ—o

2w 7 4 | revocation-check methodl [method2 SFAEOIINAT —Z A F =7 LE
method3] +.
- none: iEAAEDF = v 7 IFEHR S E
Device (ca-trustpoint) # revocation-check j—o
none

R T 75| enrollment terminal FEAEORERE— K& LT terminal %
15“ : *‘é‘ﬁ; Lij‘o
Device (ca-trustpoint)# enrollment
terminal

AT 76 |exit CANTFARKRAV Far7 4Fal—
Bl YAy E-RERTL, Vs =
Device (ca-trustpoint) # exit ;7 u 3’\;1 b—va ' ]\L:)j:% @ i

B =y b7V OB ERBORE
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| v F7—HOBREEREDHETE
7134 T Stealthwatch Cloud Dz

AU RFERETOVa Y =)

X 77 |crypto pki authenticate name KA RRA Y FEEHIFL T, CA b
- FARNRA YN a7 40Xl —33

N N R A

Device (config) # crypto pki authenticate - F R %fﬁﬁﬁul/EE7fo
stealthwatch2 N o S —pe — .
Enter the base 64 encoded CA 7 D/7 PHFRINTD,
certificate. BaltimoreCyberTrustRoot.crt.pem 7 7 - /L
End with a blank line or the word MNETFA M2 abe™— L CAEY T F
"quit" on a line by itself + a

VAT AL, ROAT— R A e LY
e ERRLET,

% Do you accept this certificate?
[yes/no]:

BOTDIT yes AN LET,

ATy 78| exit FrHE EXEC E— RIZRE D £
f5l
Device (config) # exit

R T w 79 | show pki trustpoints name (7 ay) BELERTF A MRA Y
5l - MBI B A R LE T
Device# show crypto pki trustpoints
stealthwatch2

T /13A X TO Stealthwatch Cloud D% E

7 /3A A C Stealthwatch Cloud Z R E T 2121E. WOFINEZFEITLE T,

1R BRI
Stealthwatch Cloud IR —Z LB —E A X —2FRT HI1201E, ROFIEEZEITLET,
1. 7 Z %5 Stealthwatch Cloud N — % L& B & £ 47,

2. [Dashboard| B2 —T, U4 ¥ RUDLHMIZHL7 T K7 A 2% 2 Y v 7 L, [Sensors]
EIRL £,

3. UAVRUDTFEHIIBEILT, y—EXF—%AOIT%£ 7,

N

G¥) SCAZ 7 v REU¥—|2ik, HIBICESWTCTEEFSEARURLAEGEFNTWET, Mg h— N —
L. FEDOY—R—DFFHEIZEL LTV —FCAZ RO T, #FNE T AMRA L FELT
AA o FIBIMLET,
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B /3 x<o stealthwatch Cloud D E5E

FIE

Sensors

cisco-Cat9k

Service key:[ ]

cisco-sensor101

Fy kb T—Y OBt EHBOHRE |

test-sensor

ATV RFEEEFT7TII Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— FEADIZ L £,

TR T SRFRENIZENAT — Rz
AN LET,

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 F¥Falb—g v
E—RFZBRBLET,

ATvT3

stealthwatch-cloud-monitor

1 -

Device (config) #
stealthwatch-cloud-monitor

Stealthwatch Cloud & =% — % 3% € L.
stealthwatch-cloud-monitor = > 7 o % =
L—va = REfBLET,

ATvT4

service-key SWC-service-key
1 -

Device (config-stealthwatch-cloud-monitor) #
service-key
KXXXXXKXXXKXXXXXKXKXKXXXXXXXKXKXXKXKX

e
it

Stealthwatch Cloud — b A % —%
LET,

ATv 75

sensor-name SWC-sensor-name

1

Device (config-stealthwatch-cloud-monitor) #
sensor-name mysensor

(A7 a3 ) Stealthwatch Cloud %%

WERT e —AERELET, T
TAINVRTIE, T ADVY T NVER
Neo—g L L THERHINET,

ATvT6

url SwC-server-url

1 -

Device (config-stealthwatch-cloud-monitor) #

url https://sensors.eu-2.obsrvbl.com|

B =y b7V OB ERBORE

(A>3 ) Stealthwatch Cloud ¥—
N—@ URL Zi%E L £,

VXA VY MBS D20, @R
Stealthwatch Cloud —/3—® URL % %
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Flexible NetFlow % Stealthwatch Cloud 7R— % JL & #i& T % ik .

AV RFERIETIYaY B

ELET, URL BERE I TWRNE
AX. KEWND Stealthwatch Cloud H—
N—@D URL BT 74/ N THEH SN E
T, ahr— g AHEDONT, T
@ URL I35 & TV Stealthwatch Cloud
P— =D URLIZV XA L7 FENF

D
ATy J1|end FiME EXEC E— RIZRED £,
fi
Device (config-stealthwatch-cloud-monitor) #
end

Flexible NetFlow % Stealthwatch Cloud R— % )L & #i & T B Ak

DY 7> g Tht, Flexible Netflow % Stealthwatch Cloud R — % )V &t A9 5 FikIicE4 2
RERMERMELET,

JO0— La— FOER
Tu—La— REERT BT, KOFIEEETLET.

FIE
ARV REEEFTIVa Y B#)

A7y 71 |enable FiHE EXEC E— A AT LET,
i - Tur T RBERENZBNRAT— R
Device> enable AN LFET,

25w 2 |configureterminal sua—s\yar7 4 Xal—vay
Bl T R LET
Device# configure terminal

25w 73 |flowrecord record-name 7r—La—FafEflL, 7r— L
%l - a—RKary74FX¥z2lb—varsE—F
Device (config) # flow record SWCRec %fﬁﬁﬁél/ﬁijfo

25w 74 | description description (E8) 7a— L a— FOBRY % ER
£ - LET.
Device (config-flow-record) #
description swc flow

v bkr—vorteannitE I
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Fy kb T—Y OBt EHBOHRE |

ARV FFEREETIVa Yy

S

ATy TH

match ipv4 source address

11 -
Device (config-flow-record) # match ipv4
source address

La—RDOF—7 1 —/L F& LT IPv4
BRI PV AZBELET,

ATvT6

match ipv4 destination address

1 -

Device (config-flow-record) # match ipv4
destination address

La—FDOx—7 4—/L K& LTIPVS
T RLAZRELET,

ATy T17

match transport source-port

1 -

Device (config-flow-record) # match
transport source-port

La—ROxF—7 44— K& LTERE
FTAR— hEFRELET,

ATvT8

match transport destination-port

51

Device (config-flow-record) # match
transport destination-port

La—RO¥x—7 4 — /)L RE LTk
A—hERELET,

ATvT9

match ipv4 protocol

51

Device (config-flow-record) # match ipv4
protocol

Lra—RKDx—7 14—/ & LTIPv4
Za haLERELET,

ATv 710

collect counter byteslong

51

Device (config-flow-record) # collect
counter bytes long

70— DRI NI N, MM EFEF—
T 4=V RELTEREL, 70—0D%5&
NS MR EINELET,

ATvINn

collect counter packetslong

51

Device (config-flow-record) # collect
counter packets long

T —TCHRIND Ny M aEFE
F—T7 44— /L RFELTHREL, 70—
MOLEFH ATy MIEIELET,

ATvT12

collect timestamp absolute first
1

Device (config-flow-record) # collect
timestamp absolute first

7 —NORINHER I NI Z A LA
BT hHIEX—T 4=V RELTHE
L. 782—05DRIID,/ 7 | zﬂiﬁ
S T RF R O IR 2 41T

7T

ATy 713

collect timestamp absolute last
1 -

Device (config-flow-record) # collect
timestamp absolute last

B =y b7V OB ERBORE

7 —NORINHER I NI X A LA
2T EFEXF—T 4=V e LTERE
L. 78—>06DKFTD/N7r v b



| v F7—HOBREEREDHETE
so— o 2t—a0km |

aAv U RFERET7TIVaY EL:Y
RENTHE R OIEE AT L E
TO
ATy 714 |end e EXEC £— RIZRY £,
1 -
Device (config-flow-record) # end

20— I AR—EDERL
Ju—xF AR—HF EBERT BHITIE. WOFIEEZEITLET,

)

(GE)  Stealthwatch Cloud I[ZFXECEX DT /7 4 7770 — 7 AKR—H X 1 27Z1F T,

Flg
AU RFERET7TIV3 Y B #

ATy 71 |enable FFHE EXEC T— FEA L £,
fl Ta T IRRREINTCHNAT — R
Device> enable 7\j]1/357f0

AT 72 | configureterminal JTa— )L a7 4 ¥Xalb—3a
15'] : T — F‘%B"ﬂﬁé\biﬁ‘o
Device# configure terminal

R T 73 |flow exporter name Tu—x ) AR—FEERL, 7 r—
i - T AR—=H a7 4 Fal— g

— K Ly

Device (config) # flow exporter SWCExp ® R éf%ﬁﬁml/EEﬁfo

Z 5w 74 |destination {hostname} DT AR—HZIZIPVASEET R LA
Bl EAA MERELET
Device (config-flow-exporter) #
destination stealthwatch-cloud

ATwv 75 |end Kt EXEC £— RIZE D £,
1 -
Device (config-flow-record) # end

JO0—EZRDETE
Tu—F = —ERETHITE. ROFIEEZFEITLET,
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B sz 12~070-0@m

FIE
ARV RFERERTIVa Y ]3]
ATy 71 |enable FiHE EXEC E— FE AT L E T
- Tar T FRFRENTLHAAT — R E
Device> enable AL FET,
2w 72 |configureterminal Jae—r )L ary7 4 F¥al—ay
Bl T— FEMBLET,
Device# configure terminal
R w 7 3 | flow monitor flow-monitor-name Ja—F =X —FEZRZLET,
i -
Device (config)# flow monitor SWCMon
R w 7 4 | cachetimeout active seconds TIT 4T Ta— XA LT U NEHE
Bl firciRE L £,
Device (config-flow-monitor)# cache
timeout active 60
R w75 | exporter flow-exporter-name Ja—{ERE T AR—Z|IZT T AR—
15“ : ]\ Li‘d‘o
Device (config-flow-monitor)# exporter
SWCExp
ATy 76 |record flow-exporter-name HADIPVE T T L— &AL TY
i) - a—lLa— REEELET,
Device (config-flow-monitor)# record
SWCRec
ATy J17|end FEHE EXEC E— RIZR D £,
fl
Device (config-flow-monitor)# end

A28 —T A A~DT70—DEA
A 2B =T AT B—ZWAT I, ROFIEZETLET,

Fg
AU RFERET7TIV3 Y B#J

AT w71 |enable HHE EXEC T— RZ A L £,
f Ta T IRRRINTCHNNAT — RE
Device> enable ATTLET,

B =y b7V OB ERBORE
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w2y ro—s ot ennorznER [

AU RFERETOVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATvT3

interface type number

1 -

Device (config)# interface
gigabitethernet 1/0/1

A VB —T A AEREL, £ F—
Tz A a7 4Fal—g ) F—
RZBsE L ET,

ATv74

ip flow monitor monitor-name input

1 -

Device (config-if)# ip flow monitor
SWCMon input

ANIINry NHOA v F—T = A AT
IPv4 7 0 —F =& —Z BT £97,

ATvTh

ip flow monitor monitor-name output

1 -

Device (config-if)# ip flow monitor
SWCMon output

Wy NROA B —T =24 AT
IPv4 7 0 —F =& —Z BT £97,

ATvT6

end

1

Device (config-if)# end

Ao B —T a2 AaT 4 Fal—3
v E— REKT L, ¥ EXEC E— KN
RV £9,

v bT—0 DOEE & XIIGDERTE DHERD

Fv FU—7 O LSS ORTEEZMHERT DI, BHHEEXECE— N TkOa~r FaEHL

i‘a—o

R1: 32y FT—VDBEHERACDREEHERT H-HNDaAT U

avU kR

B8

show stealth-watch-cloud detail

Stealthwatch Cloud BEk AT — & A & Z DK IE
ExEFRLET,

show platform softwar efed switch switch-number
swc statistics

ﬁ—O

Stealthwatch Cloud #t A&

DitaHEmEZ R L E

clear platform softwarefed switch switch-number
swc statistics

Stealthwatch Cloud #:&
F7,

show platform softwar e fed switch switch-number
Swc connection

Stealthwatch Cloud # & DG DFEM & A <
MR LET,

v bkr—vorteannitE I



Fy kb T—Y OBt EHBOHRE |
B < ro—vorteumozEs

avw vk =E):g]

clear platform softwarefed switch switch-number | Stealthwatch Cloud ¥4 DG DTEM & A
SwWc connection NE227 U7 LET,

v b= OiRH & XD EREH

DB 7 g T, Ry FI—7 O EPIsORER 2R LET,
Bl - T34 X TOD Stealthwatch Cloud DETE LS

KIZ, T 734 AT Stealthwatch Cloud Z 5% /€ L& T 5 FiEOHFIZ R LET,

Device> enable

Device# configure terminal

Device (config) # stealthwatch-cloud-monitor

Device (stealthwatch-cloud-monitor) # service-key XXXXXXXXXXXXXXXXXXXXX
Device (stealthwatch-cloud-monitor) # sensor-name mysensor
Device (stealthwatch-cloud-monitor)# url https://sensors.eu-2.obsrvbl.com
Device (stealthwatch-cloud-monitor) # exit

Device (config) # flow record SWCRec

Device (config-flow-record) # description for stealthwatch cloud
Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match transport source-port
Device (config-flow-record) # match transport destination-port
Device (config-flow-record) # match flow cts source group-tag
Device (config-flow-record) # match flow cts destination group-tag
Device (config-flow-record) # collect counter byte long
Device (config-flow-record) # collect counter packet long
Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # exit

Device (config) # flow exporter SWCExp

Device (config-flow-exporter) # destination stealthwatch-cloud
Device (config- flow-exporter)# exit

Device (config)# flow monitor SWCMon
Device (config-flow-monitor)# cache timeout active 60
Device (config-flow-monitor)# exporter SWCExp
Device (config-flow-monitor)# record SWCRec
Device (config-flow-monitor) # exit
Device (config) # interface gigabitethernet 1/0/1
Device (config-if)# ip flow monitor SWCMon input
Device (config-if)# ip flow monitor SWCMon output
Device (config-if)# end

{5 : Stealthwatch Cloud )% 5E DFEER

&Iz, show stealthwatch-cloud detail =~ > ROH /127~ L £,

B =y b7V OB ERBORE
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Device> enable
Device# show stealthwatch-cloud detail

Stealthwatch Cloud Parameters

Service Key
Sensor Name
URL

D:0:0:0:0:9:9:0:0:0.9.9.9.9.9.9:0:90:0.0.:0:0:0:0.¢
C9200

Stealthwatch Cloud Sensor Info

Sensor Status
Last heartbeat

Registered
2020-08-21T10:35:16

{51 : Stealthwatch Cloud )% DHER

https://sensor.eu-prod.obsrvbl.com

&KIZ, show platform fed switch active swc statistics =~ > KO 1l 2R L E T,

Device> enable
Device# show platform software fed switch active swc statistics

SWC

Upload Statistics:

O J oUW

Last file uploaded 202102100928 1
Time of upload 02/10/21 09:29:41 UTC
Current file uploading

Files queued for upload

Number of files queued : O

Last failed upload

Files failed to upload : O
Files successfully uploaded : 1

SWC

File Creation Statistics:

Last file created
Time of creation

202102100929 1
02/10/21 09:29:08 UTC

SWC

Flow Statistics:

11:
12:
13:
14:

SWC

15:
16:
17:
18:

Number of flows in prev file: 15
Number of flows in curr file: 11
Invalid dropped flows : O

Error dropped flows : O

Flags:

Is Registered Registered
Delete debug Disabled
Exporter delete debug Disabled
Certificate Validation Enabled

&IZ. show platform software fed switch active swc connection =~ > KO H /14l & 7= L
£
Device> enable

Device# show platform software fed switch active swc connection
Stealthwatch-Cloud details

Registration
#ID 0xc000001
URL https://sensor.ext.obsrvbl.com

D:0:0:0:9:9:0:0:0:0.9.9.9.9.9.9.0:9:0.0.0:0.0:0.¢
C9200

Service Key
Sensor Name

v bkr—vorteannitE I
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Registered : N/A

Connection

<<-

Status

v kT OB ERBORE |

DOWN

Status will be in UP state only when the flow uploads into the Stealthwatch Cloud.

Last status update
# Flaps

# Heartbeats

# Lost heartbeats
Total RX bytes
Total TX bytes
Upload Speed (B/s)
Download Speed (B/s)
# Open sessions

# Redirections

# Timeouts

HTTP Events

GET response

GET request

GET Status Code 2XX
PUT response

PUT request

PUT Status Code 2XX
POST response

POST request

POST Status Code 2XX

API Events

TX
OK
Error

Event History
Timestamp

02/09/2021 10:10:47

02/10/2021 09:29:41.126

02/10/2021 09:29:39.795

02/10/2021 09:29:38.279

02/10/2021 09:29:37.962

02/10/2021 09:29:37.961

02/10/2021 09:27:41.484

02/10/2021 09:27:41.484

02/10/2021 09:22:53.670

02/10/2021 09:22:53.670

02/10/2021 09:22:53.670

02/10/2021 09:22:53.669

02/10/2021 09:22:53.669 1
(res
02/10/2021 09:22:53.668

0
0
0
7360
869
127
58
0
0
0
4
4
4
12
12
2
2
2
2
4
2
2
#Times Event RC Context
2 SEND_OK 0 ID:0003
2 SIGNAL_ DATA 0 ID:0003
12 PUT_ DATA 0 ID:0003
4 GET_URL 0 ID:0003
4 SEND_ START 0 ID:0003
2 SEND_ ERR 0 ID:0001
2 MAX ATTEMPTS 0 ID:0001
4 REGISTER OK 0 Not applicable
4 SEND ABORT ALL 0 config change
1 OPTIONS CONFIG 0 File Extension: .csv.gz (reset)
1 OPTIONS CONFIG 0 Data Type: ios-xe-catalyst
OPTIONS CONFIG 0 URL: https://sensor.ext.obsrvbl.com
1 OPTIONS CONFIG 0 Sensor Name: niinamdaUS (reset)
OPTIONS CONFIG 0 Service Key:
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