X)) T4 JI—TACLKRY O—DERTE

¥ UTF 4 IN—F TR arba—L URL (SGACL) #fHALC, =—%—Lss
) ) —2D X2 UT 4 T —T0E) YT ANT, 22— —NFETTX AEEZEHIHE
T&X£9, CiscoTrustSec FAA LHNORY —D@EfIL, ®ho 1 OBREETLEIF2V T 47
N—TFHT, b1 OOWMBEEEX= )T 4 7 NV—THSTHD, FrAl~ b v 7 ATHER
ENET, v N7 2OKEOEEMTIE, RETEX2 VT 4V A—ThbsifitFay
T4 U= TR CICRESND Sy MCEA S RERD BFFAZHRET 5, SGACL O
G U A R EEDDH I ENTEET,

X2 UT 4 N—T ACLRY —DFEDHIR (1 2—)

cbX2UF 4 VN —TDACLRY —DfFH (2 —)

ctFX a2 UT 4V V—T ACLARY v —DFEHE 3—)

cbtFX 2T 4V —F ACLARY —DFERF (13 2—)

ctX 2 VT 4V N—7 ACL RV > —DREREIE (15 <—)

tXa)F 4T IL—TACLEKRY O—DFHETFEDHIRE

o N— R =7 OfIfRIZE V., Cisco TrustSec SGACL I/ x— F 7 =7 D3 kb (CPUNT
R) b7 74 v ZIC#EHATEEREAL, Y7 U =7 TOSGACL DX, A A v TR
A H—=TxAA (SVI) . LAY 2B LA ¥ 3D Location Identifier Separation Protocol

(LISP) . BIUON—T Ry I A2 =T A ADCPUNRT L RET T 4 w7 Z% LT
INANRASINET,

¢ SGACL RV > —%HETABIZ, IPN—T 3 % IPVAE 71X IPv6 5 JEtRTE (IPv4 &
IPv6 O FICHH) ICEE L7254 B HEER) | IPvd & IPv6 IZxf5 T 5 SGACL 7R U
VB VRF A VX —T 2 AN L TCRBICZ VR — RENEH A,

* SGACL AR U > —%&ET HBRIZ, BEFEO IP N—T 3 V& N—T 2 > (IPv4 £721%
IPv6 L7213 FEikTF) (A LG (Wb [REEE) . RADIUS Zf M L T Cisco Identity
Services Engine (ISE) 725 OB AIAEH (CoA) ZFATTEEH A, DOV IT, SSH ZE/H
L T ctsrefreshpolicy =~ > FEZETL, FEITRI T —2 YV 7Ly a LET,

tXxal) T4 JIL—TACLKRY >—DEE .
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T 7N EDOT 7 v avidenyal & LI SGTHAET AV EMHERAT 256, T34 A0V
o — K12 Cisco TrustSec 78 U 2 —3 ISE Hh— —nBLE0HIIZ A U v e— REnbd Z &
N0 ET,

INERRET DX, T3 ATEHARY U —%EXRLET, denyal 7> 3 »H3EH
SNTVLHATYH, BRI =X 7 74 v 7 2FRILET, ZhIZKD, T30 X
XISEV—_"—noRY =Xy rn— L, ERINTCHIRY o —% LEHEEXTEE
To TAAASGT TR, Z/m— L ar 74 Xalb—vay = FTROAVY RER
Ebiﬁqo

* ctsrole-based permissions from <sgt_num> to unknown

« ctsrole-based permissions from unknown to <sgt_num>

X2 F 4 FIL—TDACLR) o —DIEER

DB 3 TiE, SGACL AR Y v —DREICOWTHHALEI,

SGACLO X >4

P 778 AV A MZEoTRFATERITHER SN Ty MTHET 0 7 A v —U0,
TNRA AZK - TEIRENET, 2F V., SGACL & —#T 537 v hRbHoTHA/IE. £D
Ry MZBET A a Z@MmA v —URar =Lk EENE T, ar Y —IERENRD
Ay =D LU, syslog A v E—TZE T 5 logging console = v > R TEBLS U E
9, Cisco I0S XE Amsterdam 17.3.1 LARiO U U — &2 TlE, SGACL =¥ 7%, CPU HEHE D
AH = XN TITHITUWE L7z, CiscolOS XE Amsterdam 17.3.1 LA D U ) — 2 T, SGACL
2X 7N, AN EN R X 7 L— M A AREIZT D NetFlow N— R = 7 2 HT 5 X5
IR SV E Lz,

N

GE)
TOHYR—FSNTWVET,

N=RY =T TOSGACLR X 7 iE, B—A_—2 7 7%Zar ka—»L Y%k (RBACL)

SGACL % MU H—4 2\ D/ v MI7a—%1Ek L, T 27T 47 7u—=LT7 0547
7B —@NetFlow % A4 L7 U MIZNENI0OMEB LRI HGTrX o 7rEivEd, #“io 7y
ME, SHOMRBTIESNEZ, X rahEd, e 7 Ay e—VIET7 78X Y A M5,

N7y NOFFRIE T IXERICET 2K, N7 FOEEILIP 7 RV RAE ISP 7 KL
A, Ny RIATENTaA o H—T =4 A, BELOERTO Sy MICEF Al F 721385 S iz ik
BINLO/NT Y NI RENE T,

. LX) T4 UIL—TFACLKY >—DHE
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w2y 7 s—T ALKy v —oBEsE [

6=

e N— R =7 T?D SGACL & ¥ 7% NetFlow 2 L T{Thi B 728, NetFlow ~<— &
OEBENA X —T =2 AA AZWASND E, TDA L F—T =2 A0 F U TIEH WA D
=AM T =Ny 7 LET, NetFlow X— 2 DERENHIREIND &, FDA L F—T =
A ADNetFlow N— R =7 # - Lizu XU IRHEHENET, OO v F—T oA A
IZ. NetFlow N— R =7 &2 LTaX 7 a2k LE7,

o —PEIZT A RTHEHGETE D NetFlow E=4% —(X 15 57217 T3, SGACL v ¥ 7(Zi%,
IPv4 33 L OVNIPv6 1 X 7 HIZZE N F R 1 DD NetFlow & =% —3 LB T9, NetFlow &=
A =N X IR TE R20EA . SGACL v ¥ 73 LIRTD A I = X L% L TiTh
NET, LEREOD NetFlow & =% —MEHA[HEIC /2 572 5, ctsrole-based permissions
a<y R&EFEITLT, NetFlow N— R =724 L TaxXr 72HE N H—LET,

T AR N (ACE) (2, X¥ExmA— &R, sedh— &R, BLOEH
FoTa NaPSADT 4 — RRHAEES. e X ZIELREIO A =X L5 LTiTh
NET,

X2 YF4 9 IL—TACLEKRY O—DE/BEFE

T a T, SEIERSGACLARY —REICOWTHHALET,

SGACL 7R1) —

NHFETOELR

SGACL RV v —%HREL TAX—7NICT BT, ROFEEAFEITLET,

1

SGACL R Y v — D% E L. Cisco Secure Access Control Server (ACS) 721 Cisco Identity
Services Engine (ISE) D EIZAR Y —FHKERRIC K > TEITTH2RERH Y £,

SGACL R Y ¥ — DR EDH 7 > 1 — RIZ Cisco Secure ACS F 72 1% Cisco ISE D AAA %
R LARWEAIE. SGACLD~ v B 7R —52FETRETXET,

\}

G¥)

2.

3.

Cisco Secure ACS F721% CiscoISE W H X A F I v 7 HF 7 ma— REi72 SGACL RV v—
X, Ao —HIVERSNERY O—L 0 LS ET,

N—T v RIR— b DOHII T 7 ¢ v 71Z%9 % SGACLAR Y v —Di#i =BT DI,
[SGACL RV —@w#EH D 7 a— v Fihb) &7 v a ZidficsnTnsd Loz,
SGACL RV > —#HEBEZLET,

VLANINDZAA v F 7SN/ b7 7 4 v 7 £701X VLAN IZBER T B 7z SVIIZHRRE
ENADHMT77 4 v 7I2% LT SGACL RV > —Dii ZAFZ+ 512iE,  TVLAN (%3
% SGACL R YU o — D HDOAERME) 27 2 a »OFHBICHE> T, FED VLAN (6 LT
SGACL RV > —DiEHEZH I LET,

tXxal) T4 JIL—TACLKRY >—DEE .



tFa T4 HL—TACLKY —0%E |

B scacLkus—omRoso— LA

SGACL R >—DBERAD Y O—/\ILIEERE

Cisco TrustSec & 1 *r—7 /W Lic/—TFT v K A 4 —7 = A AT SGACL 7R U — Dl &
Ta—r)UI A F—T NI T HLERH Y F3,

N—F v RA B —T x4 AZADSGACLRY > —D8f % A %2 — 7 W T HITi%. IROEES

fFOET,

FIE

AT RFEEEFT7II Y

=)

ATy T

enable
1 -

Device# enable

¥i#E EXEC T— F&EADIZ L £,

Ia T ERFRRENTEHNAT— N
AN LET,

ATy T2

configureterminal

1

Device# configure terminal

Ja—N) a7 4 FXalb—i g
E— FEBRBLET,

ATvT3

ctsrole-based enforcement

1 -

Device (config) # cts role-based
enforcement

N—T v KA H—7 =4 AT Cisco
TrustSec SGACL 7R V) — D&l 2 1 % —
TN LET,

ATvT4

end

1 -

Device (config) # end

Jua—NR_) a4 Xal— gy
E— N&&T L, FrbE EXEC £ — R
ED i‘g‘(}

A3 —T A RAH=YDSGACLARY —DFERDEMIE

F 9, CiscoTrustSec ZHNNI L=V —T v KA v F—T = ATSGACLRY > —DwEH% 7
O—NVIZHNZTAVERH Y £9, ZOHREIZAR—F Fy 3L 4 o F—T A ATEHY
R—hENFEHEA,

LAF3A U H—T = A ATOSGACL R Y > — DA EHHET HIT1E, KOEEEITOE
EE

FE
ARV FFERET7IVa Y B#

ATy 71 |enable KifE EXEC ©— R &2 A L £,
i - T T IRRREINCHNRAT— R
Device# enable A LET,

. LX) T4 UIL—TFACLKY >—DHE
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VLAN (=59 % SGACL K o —ns#in( =— Tt |

AU RFERETOVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

interface type dot/port
fi

Device (config)# interface
gigabitethernet 6/2

AVHE—T oA ABFREL, 4 H—
Tz A a7 4Fal—g ) F—
KZBAR L FT,

ATv74

ctsrole-based enforcement

1 -

Device (config-if)# cts role-based
enforcement

N—T v KA H—7 =4 AT Cisco
TrustSec SGACL /R V) — D&l 2 A % —
TN LET,

ATvTh

end

1 -

Device (config-if)# end

Ao B —T A Aa T4 Fal—3
v E— REKT L, ¥ EXEC E— K
RV £,

ATvT6

show ctsinterface

1

Device# show cts interface

UEE) A Z—T7 A AT LD Cisco
TrustSec A7 — F B L OHEHE R 2 F£oR
L%,

VLAN 2339 % SGACL R1) —DRFD A r—T L1k

VLAN NDAA v F o 73N T 7 4 v 7 £721F VLAN IZBEEA T a7z SVI TR E S
NEFT 74212 LTT 2782 3y ha— U Z#EAT 51213, BED VLAN (T LT
SGACL 7RV o — D58l &2 A X —T W T DLERH Y £,

VLAN £721Z VLAN U 2 NN T, SGACL RV > —Diffll %2 A x— 7 MICT D%, ROMEE

ZATWET,

FIE

ARV RFERRTIVa Y

E:)

&

enable
1 -

Device# enable

ke EXEC E— K2 B L ET,

T T INFRENTCONAT— RE
AN LET,

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

tXxal) T4 JIL—TACLKRY >—DEE .
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ATvT3

ctsrole-based enforcement vian-list
vian-list
1 -

Device (config) # cts role-based
enforcement vlan-list 31-35,41

VLAN F 721X VLAN U A | Cisco
TrustSec SGACL AR U 2 — D sl & A % —
TR LET,

ATvT4

end

1

Device (config) # end

Ja—nR_) a7 4 F¥alb— g
E— FEHKT L, BH EXEC £— NiZ
B0 x4,

SGACL E=—42— E— FD&XE
SGACL E=#—F— REHETHHIZ, ROBREMR LTI,
» Cisco TrustSec 23 W72 > T\ 5,

« BB BHEBIIE S TND,

FIE

ARV RFFEERTIVa Y

=)

ATy T

enable
1 -

Device# enable

it EXEC =— RZHFI L ET,

Tur T NIRFIRENTZHNAY — K&
ADLET,

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
£ — ]\‘%Eﬁﬁébi—g—o

ATvT3

ctsrole-based monitor all
B -

Device (config) # cts role-based monitor|
all

Ta— LB F—E— R LE
-é‘O

ATvT4

ctsrole-based monitor permissions from
{sgt_num} to {dgt_num} [ipv4 |ipv6]
i -

Device (config) # cts role-based
permissions from 2 to 3 ipv4

IPV4/IPV6 T —)L R— R T U R a2
fr—/ U Ak (RBACL) (%=
T AT N—T BT TN—T 2T
[SGT-DGT] 7)) DE=X—F— %
B LEd, 7

ATvTh

end

1 -

Device (config) # end

Ja—R_) a4 Xal—g v
E— RN&&T L, FrbE EXEC £ — NI
U

. LX) T4 UIL—TFACLKY >—DHE
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seacL KU o —nEnEz

ARV REEET7IVa Y B8

Z 5w 76 | show ctsrole-based permissionsfrom ({EFE) SGACLAR Y v—¢,XT7T T ED
{sgt_.num} to {dgt_numj [ipv4 | ipv6] F=g—E— NEREICRIT A5 2 For
[details] LE4, <SGT-DGT> X712kt LTk
i - TLDF=H—F— R T

N RS oo
Device# show cts role-based permissions L%t. A~y FHARERRINET,
from 2 to 3 ipv4 details

R T 77 |show ctsrole-based counters[ipv4 [ ipv6] | (f£&) IPv4 L OV IPv6 A X2 b D
i - ~T D SGACL I DOREFEHEH &2 £ L

Device# show cts role-based counters i‘j“’
ipv4

SGACL R >—DFENKRTE
SGT & DGT O#FHICNNA v FENZa— L _R—A T 7+ Ax arha—)L URANNI, HAK
Z7 4 v ZIZ#AENS Cisco TrustSec K U 2 —T&H 2 SGACL K L £%, SGACL RV
— DR ENL, CiscoISE F 7213 Cisco Secure ACS DR Y o —EFHBERE A L TIT 9 O3 il
T7, SGACLRN Y ¥ —ZFHT (DF Y r—H/WI) RET DHITIEX, 7—~X—ZXACL &
EL, 72—/ —2 ACL % SGT O#iHIZ A FLET,

)

GE)  CiscoISE F£721% Cisco ACS 2> HENUIZZ 7 > v — R E#72 SGACL ARV —1k, FEITHES
NERY)—LEETHHE. Tx EEXLET,

IPvd SGACL 7K ') — DR FE & iEF
N

(X)) SGACL BLXO'RBACL #i%ET 2%6. 4niff& 77 Aar te—LY Ak (ACL) 1I7
V7 7 Xy NTHEADLENRH Y £7°,

Flg
AV RFEEIEITII Y B8
A5 71 |enable FiHE EXEC E— REBAC L E T,
fil T NRERRINTHNAT — RE
Device# enable AN Liﬁ_o
AT w 72 | configureterminal Ja—N)ary7 4 Fal—g v
. E— RFERBLET,
i
Device# configure terminal

tXxal) T4 JIL—TACLKRY >—DEE .
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ATvT3

ip access-list role-based rbacl-name

1

Device (config) # ip access-list
role-based allow webtraff

RBACL 1B L C, @—/LX—ZACL
a7 4 X2l —ary E— NEELE
LET,

ATvT4

{[ sequence-number] | default | per mit |
deny | remark}
1 -

Device (config-rb-acl)# 10 permit tcp
dst eq 80 dst eq 20

RBACLOT /& A 2> ha—)L =
U (ACE) ZHELET,

VRA BT ET 782 VRN a7y
Xl —Ygr E— FCEATRER 2
2 RBLXOET T a v ORES A, %
fETEB L USRI T + — /v REEIE LTl
HAT&xF7,
& ACE ¥ — 7 — RiZ¥hR—h&hT
WEH A,

» reflect

- evaluate

* time-range

ATy TH

exit
1 -

Device (config-rb-acl)# exit

72— _X—ZAACL 27 4 F 2l —
varE—REKTL, Zue—\L 2
V74 F 2l —varET—RNIIEDE
7

ATvT6

ctsrole-based permissions{default | [from
{sgt_num| unknown} to {dgt_num|
unknown }] {rbacls| ipv4 rbacls}

1 -

Device (config) # cts role-based
permissions from 55 to 66
allow webtraff

. LX) T4 UIL—TFACLKY >—DHE

SGT & DGT # RBACL (231 FL ZE
T, ZOFXEIL. CiscolISE F 721 Cisco
Secure ACS TRt E INTFFr[~ MU v

JRCT =B EANTITHZ LI TE
R

edefault : &7 /L FOMERR Y R b,

e sgt_num: 0~ 65,519, EFT7 N —
THRT,

«dgt_num: 0 ~ 65,519, %857 /v—
TRYT,

« unknown : SGACL k¥ = U7 ¢
TN—7 (KEmE=i3ssdn) &%
ETE/W Ty MBS E
7,

«ipv4 : RBACL N IPVA Th 5 = L %
i_\‘[_/i‘a‘o
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* rbacls : RBACL D44 Ril,

ATy T1

end

1

Device (config) # end

Ja—nR_) a7 4 F¥al— g
E— N&&T L, FfHE EXEC E— NI
RO FE3,

ATvT8

show ctsrole-based per missions

1

Device# show cts role-based permissions|

(fEE) RBACL & TEIZxT HHEREE

TLET,

ATvT9

show ip access-lists {rbacls| ipv4 rbacls}

1

Device# show ip access-lists
allow_webtraff

(FE) T+ _XRTORBACLE - ITfEES
U7~ RBACL @ ACE #F R LE 7,

IPv6 SGACL R') > —DEEE

IPv6 SGACL /R U ¥ — %2 FEITHRET DT, ROEEEZITHNET,

FIE

AT RFEEEFT7IIY

=)

ATy T

enable
1 -

Device# enable

¥iME EXEC T— &AL £,

Ia T ERFRRENTEHNAT— N
AN LET,

ATv T2

configureterminal

1

Device# configure terminal

Ja—) a7 4 Xalb—g v
E—RFZBRBLET,

ATvT3

ipv6 access-list role-based sgacl-name

1 -

Device (config) # ipv6é access-list
role-based sgaclname

A it % IPv6 SGACL Z /B L T, IPv6
T—/L_X—ZAACL 27 4 F 21—
vary ®—RERBLET,

ATv74

{permit | deny } protocol [dest-option |
dest-option-type {doh-number | doh-type} ]
[ dscp cp-value] [ flow-label fl-value]
[mobility | mobility-type {mh-number |
mh-type} ] [routing | routing-type
routing-number] [fragments] [log |
log-input] [ sequence segno]

1

RBACLO7 /¥ A 2y hua—/L
U (ACE) #¥HELET,

WEARIET 782 U s a7y
Xal—varT— NCHEMARER=
<~V RBIXOA T Y a v ORERS &, %
EIB L U%EdE 7  —/L RZARE LTl
HAc&xEd,

tXxal) T4 JIL—TACLKRY >—DEE .
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Device (config-ipvéerb-acl) # permit 33
dest-option dscp afll

W& ACE ¥ — 7 — RiFVR—h&hT
WEH A,

* reflect
 evaluate

* time-range

ATvTh

end

1

Device (config-ipvéerb-acl) # end

IPv6 B —/LX—ZAACL 27 4 F =
L—vayE— REKT L, FEEXEC
E—FNIZRED ET,

FEITSGACL R —ZERAT 5%

FHICSGACL RNV —%@#EHAT 51213, ROEEE2ITVET,

FIE

ARV KRFERERETY VY

E:g)

ATy T

enable
1 -

Device# enable

it EXEC E— FE Az LET,

T RRFIRENTEHNRNRAT— R
AHLET,

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
ET— F&ERHEBLET,

ATvT3

ctsrole-based permissions default [ipv4 |
ipv6] sgacl-namel [sgacl-name2
[sgacl-name3 ...1]]

1 -

Device (config) # cts role-based
permissions default MYDEFAULTSGACL

77 %) b SGACL ##5E L £9, 7
T xR IR R AR Y v—
DEEITLEEEEXF2 VT 4 7 —TD
M2 WEAICEHE S E T,

ATvT4

ctsrole-based permissionsfrom
{source-sgt | unknown} to {dest-sgt |
unknown} [ipv4 | ipv6] sgacl-namel
[sgacl-name2 [sgacl-name3 ...]]]

1

Device (config) # cts role-based
permissions from 3 to 5 SRB3 SRB5

. LX) T4 UIL—TFACLKY >—DHE

SGT B L U'DGT (Zi# A4 5 SGACL %
fRE L £7, source-sgt 35 L U dest-sgt D
fE&iPHIZ 1 ~65533 CTF, T 74/L T
IZ. SGACLIZIPVATH D L A 7ednE
7T

« from : %{EC SGT ZHRE L £,

cto: st X2 VT 4 T N—T H IR
ELET,
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ARV RFEREET7TOVa Y B#Y

e unknown : SGACL 3% = U7 ¢
IN—7" (GREICEIT5E) hr
ETERWAT y MBS E
ﬁqo

G¥) ACS HLEIIZA U v a—
K& 7= SGACL RV v—
X, HEEDOFEHRY >— &
DbHEESINET,

RTw 75 end Jua—syarZ4Xal—agy
i - T— RZf T L, FH EXEC T— FIZ
RV ET,

Device (config) # end

SGACL K!) > —dD xR

Cisco TrustSec 7 /34 A7 LT v )Lk AAA DR ER., il —_"—hb X ran—Ran
7=y, FRI1EFEN TR E S 72 Cisco TrustSec SGACL /R U o — 2 FiiE T & £9°, Cisco TrustSec
T, A F =T oA AR HRBFERB L OFFAI, SXP 72X FH IP 7 N AB X O'SGT OF
B~y B I E > THLWSGT &7’ e kb (SXP) #7835 L, SGACLKRY v—%
Hoou—RLET,

F—U—FEEHELITER LT, Frl~ M) 7 20 EIT—MaRr"TEET,
cfromF—UV—RFE2HET L, A~ M) v 7 ADH T LBRFRINET,
ctoF—U—RFRZEBTL L, FAl~ b v 7 ADITHRERINET,
cfromBEURtoF—U—FEHMET 2L, FFa~ b v 7 ARENRERINET,

sfromBLPtoF—U— FRBEINTWBELE, Frf~ M v 7 A0nE 1 DO®IVINE
REN, details¥—TU— & TXx £9, daalsii A S84, 15D/ SGACL
D ACE BFERINET,

SGACL RV v —DFA[~ v U 7 ZAONKF &R RT HIT1E, WOEEEZITWVET,

FIig
ARV RFEREET7TIVa Y B#J

AT w1 |enable it EXEC E— RZ AL ET,
i) : T T IRRREINTCHNNAT — R
Device> enable ANLET,

tXxal) T4 JIL—TACLKRY >—DEE .
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B8

ATv T2

show ctsrole-based permissions default
[ipv4 | ipv6 | details]
1 -

Device# show cts role-based permissions|
default MYDEFAULTSGACL

F7 AN IRV —DSGACLD Y A k
FFRRFLET,

ATvT3

show ctsrole-based permissions from
{source-sgt | unknown} to {dest-sgt |
unknown}] [ipv4 | ipv6 | details]

i
Device# show cts role-based permissions|
from 3

SGT $ L U'DGT (25 45 SGACL %
FEE L £, source-sgt 35 1 N dest-sgt ™D
TE#PHIT 1 ~ 65533 T, T 74/ T
. SGACLIXIPVv4 TH D & A snZ
ERS

«from : %70 SGT #HEE L £,

cto: st VT 4 SNV —TmFE
E[/ijqo

« unknown : SGACL Rk = U7 ¢

TN—7" (EEITEITNE) &5
ETERVNATy MOEH S E
7T

ACS HLENIZA U —
F &7 SGACL RV 2—
X, BAOFEARY o— &
D bEEINET,

GE)

ATvT4

exit
1 -

Device# exit

¥iME EXEC E— R/ T LET,

Ayoa—RENZSGACLKRY) >—DTLyia

FIE

ARV KRFERERETI VY

=)

ATy T

enable
R

Device> enable
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Device# exit
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Device> enable
Device# configure terminal
Device (config) # cts role-based enforcement
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Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 1/0/2
Device (config-if)# cts role-based enforcement
Device (config-if)# end
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Device> enable

Device# configure terminal

Device (config)# cts role-based enforcement vlan-list 31-35,41
Device (config) # exit
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Device> enable

Device# configure terminal

Device (config) # cts role-based monitor enable

Device (config) # cts role-based permissions from 2 to 3 ipv4
Device# show cts role-based permissions from 2 to 3 ipv4

IPv4 Role-based permissions from group 2:sgt2 to group 3:sgt3 (monitored):
denytcpudpicmp-10
Deny IP-00

Device# show cts role-based permissions from 2 to 3 ipv4 details

IPv4 Role-based permissions from group 2:sgt2 to group 3:sgt3 (monitored):
denytcpudpicmp-10
Deny IP-00
Details:
Role-based IP access list denytcpudpicmp-10 (downloaded)
10 deny tcp
20 deny udp
30 deny icmp
Role-based IP access list Permit IP-00 (downloaded)
10 permit ip

Device# show cts role-based counters ipv4

Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW Permitt SW-Monitor HW-Monitor
* * 0 0 8 18962 0 0
2 3 0 0 0 0 0 341057
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Device> enable

Device# configure terminal

Device (config)# ip access role allow webtraff
Device (config-rb-acl)# 10 permit tcp dst eq 80
Device (config-rb-acl)# 20 permit tcp dst eq 443
Device (config-rb-acl)# 30 permit icmp
Device (config-rb-acl)# 40 deny ip
Device (config-rb-acl)# exit
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Device (config) # cts role-based permissions from 55 to 66 allow webtraff
Device# show ip access allow_webtraff

Role-based IP access list allow webtraff
10 permit tcp dst eqg www
20 permit tcp dst eq 443
30 permit icmp
40 deny ip

Device# show cts role-based permissions from 2 to 5
Role-based permissions from group 2 to group 5:

srb2
srb5
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Device> enable

Device# configure terminal

Device (config) # cts role-based permissions default MYDEFAULTSGACL
Device (config) # cts role-based permissions from 3 to 5 SRB3 SRB5
Device (config) # exit
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Device> enable
Device# show cts role-based permissions from 3

Role-based permissions from group 3 to group 5:
SRB3
SRB5

Role-based permissions from group 3 to group 7:
SRB4
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