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5. T3 ALNAT 77— 7V ORFEITV, DA ZNEER—H/L 7 RL AT, SA Z4n—
HANT RUATESHEZET,

TOERTa v RAEEHL T, Ny AR ARN10L11ICEVZESN. DENETH
nEJ,

IS

NAT O H|REH

o« NAT ODEMEIZ L > T, "— KU =zT7 5T —H 7L —UTHEVR—-FEINTWHERA,
RSB 7 N =27 F—HF S L— L TCEITINDEEIIRD & B Y T,

» Internet Control Message Protocol (ICMP) /377 v h DZ5H#i,
TTV = ary LAY = U xA (ALG) B Z ML T 537 v h DL,
o I &AM ] 7 CEMRDN LB IR 3T > |

« BIARRRED/N— R = 7 TEMB LR TE 5 v v a Y ORKRBUL, CiscoCatalyst

9500 U — R A A » F Tl 2500, NN 2ZFDMO 7 a—ix, Ar—7 v h& FiF
TY T N7 5F—% FL— TR ENET,

N

GE) ZLHITLIZTCAM D2 >0y FUBMEHINET,

CEREINTWS NAT L—LE, UV Y —ZADHIFDT=DIZNN— R =770 /I AT
RWEERHD ET, ZHICLD ., BEDONL—IVIZEET D37 v A S TICHRDS
NDHZERH FT,

B v r7—2 7 FLRAEHROR
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NAT 37+ —w o2 e —18 ]

¢« ALG ®O% 7R — ~Z. FTP. TFTP, BLWICMP Y& h 2 /LIZHEGHIRES N TWET, F
7. TCPSYN. TCPFIN. B LUTCPRSTIZALG T 7 4 v 7 O—ETIIH D AN,
ALG 774 v 7 DO—E LT I NET,

c AT Iy Z IR SN NAT 7 —i3, 7 7 7 4 770RED — Wk < & =—v
T hLET,

e AR —_—=2)L—F ¢/ (PBR) & NAT (L, RICA v H—T =2 A ATEPHR—FX
NTWEHA, PBRENAT T, BREZAM 07 —T 24 A LICREEN TV BHAIZDH
HELET,

e K=k F¥FX/E, NAT ORETHR—FINTHERA,
* NAT (T, Wik ahiz "oy FOEHZ S R—FLTHEEA,
« Bidirectional Forwarding Detection (BFD) (%, NAT g% /& ClZH AR — F I TV EH A,

*NAT (X, AT — b7V AL v FA—3— (SS0) ZHVR—FLTWETA, BIIYIIERK
SNTENAT DWREENX, T T A TTNRA AL RF AL T NA ZAOM TR SN ETA,

e Ea R N < )LFINRRA JL—TFT 7 (ECMP) IZ., NAT THHR—FENTWEHA,

J— b= T EREINZNAT [T HR—FENTWRWNW=D, b— b~y P a2 FEHET
W NAT REEITHOMLERDH Y 7,

« NAT ACL OB RMBRESRT 7 Zfl#l—> + U (ACE) ¥V A—FrEhTWEHA, H
TRBY7RFF R ACE DAY R— I FEzT,

NAT D/N D+ —T U RERT—ILE

NAT &V 2 —/UE, BRAEREEXBIEREEALCEELNN— NV 2T 7T —T V%
Ry THIET, N Ry 2T OB LEREE T A L — N TEITTEET, NAT
DAN—T"y haH EEEH720HI2, NATEHOU V—REN Y TAF—LERETETET,
IVBRBWRT p—< L XA —VHNNAT TE LD L IICSDMT v FL— hERELE
T, WEZBBLTLEEN, A vF T—F_XR—2FF (SDM) T 7L — FDOEE (26
A

N— R =7 CHEEHATIREZ: TCAM 7 v — O & RKEiE 5000 T1,

\}

GE)

T RV ADHOEMEENT 5 L. 70— fiEfl S i, NAT #ERED 27— /L NLikR
SNET,

7 KLADHDLE

T RLADOHDOLEW (AOT) HEelX., FTI v AR — FR— I 7 RL A7 4 —/L RDH
BEWT ANENH DR THEHATEET, TOL IR TAOTHEEEZANCTDH L, HN—

v k=0 7rLZEROEE [}



*y b7—4 7 RLREROBE |
B 7 rxosozmosnmss

RO z7IZBWTTIA v b— FTAEBBINIRETX 5 7 —OHEKIEIEMLET, 20
WEIL, ERBIWREICEE L ZSESERNA— Ry =T ) V=2 ER#EILT5 2 &
Lo THEASNET, WAL NATHEFRY Y —2E Y B TAF—LATIE, "—KV=7T
L E FATT H72DI2 50000 TCAM = b U DR SN E T, ZORE, 714 L — FTE
BB LR TE 5 7 0 — ORI 2 FIRBERESNET, AOT AF—LATiE, TCAM V
V—ZDERANEEICRELENS720, TCAMT—7 L TEV L D70 —CkETE 5 &
N2 . =R = TS LOMRE OB N KIBICILR L E T, AOT iX, 72 —0D KB
I —F XD B O EIEE SN AL AICIER IR T, TO LI RRBFREMH T T
X, AOTIZE D, FFEDOZ Y RARA UV PO REINDITXITOT7a—DT7 A4 L— NEH
BLXOGENENC R DTSN H Y £9, AOTHEEEIX, T 7 4/ b TIXEDIT /> T E
7, noip nat createflow-entries 2~ > REFEH L TAEMNZTEET, BEFOX A FI v 7
7 —|%, clearipnattrandation 2~ RZEHLT7 V7 &3, AOTHEEEIX, ipnatcreate
flow-entries =~ > R&fE ] L CHEMICTE £,

7 FLRADAHDEBEDHIREIR

« AOT #¥REIZ., BMIARNEBAZ T 4 v 7 L— LB L OWNEL A F 2 v 7 L— 5T 5
B F VA TORIELSHERRT 2 LBEINTWET, BiRAZT 4 v 7 L—LDH
4 ZIZ ip nat inside source static local-ip global-ip ., %4+ v 7 )b—/ VO X A 7L ipnat
inside sourcelist access-list pool name TH 2 LENRH Y F77,

« AOT WENT 2> TV BEA . showip nat trandation =~ > RZEHALTH, BB X
VR SNDTRTONAT 72— O HENRERT L Z L EH ) FHA,

NAT COT7 U5 —o a2 LRIV SF— kA DEA

NATIZ, 77V 7 —a 5= A M) —ATEETBLIOSEIP 7 FLAZEELRWN
TCP/UDP F7 7 4 v ZIZBWTEBMI—ERAZFTLET, HELBIUSEIP 7 FL 2%
fZiE L7327 e b 2u{ZiX, HTTP, TFTP. telnet. archie, finger, Network Time Protocol
(NTP) . Xy hI—2 77 A4/ AT (NFS) . UE—bh ar A (fogin) . VE—h
>z (rsh) protocol, BLOY E—hk at’— (rcp) BHY E7,

T RUVAIR— MEHRESA B — RTET DT SV r—aid, NAT 7 U r—vay b
=7 xA (ALG) 12XV, NAT RAA VR TELI#iETEET, Xrvy b~y
FRNDOT KL AR— O OEHIIMZ T, ALGIENA 72— RIZHFETHT RLA/FR— K
DEBRHUHEL | —R~y B 7 EHELET,

NAT DEREDNDARRA N TS5 T4 R
c ABT 4 IV TRy NEHIL— VIS DREBERA AT 4 v I V— )L BT D

BIRE . 2ODAET 4 v 7 NAT L— /LM AICEBET L5481, L0 BRGeL—u
EHICGRETHHLENH Y 7,

CABT 4T =L EX AT 0T =D ITRREINTWDLEEIL., V—LTHE
EINTWE2a—ILT RLVANRA—N_"—F v T L TWRNWZ L EHERLTLIEE N, =

B v r7—2 7 FLRAEHROR
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NAT D% 7E

A

hvd
[=]

B

%

BERXT7 FLADARAZ T4 v O EHD

NAT D& E .

DEI BRI =N=T o TOREMENR D LHET. AL T 4 v 7 V—AMERT T FL X

BHEAT I w7 = VBT S5 TWS ACL TR L TL 7280, BRI,

J'a—

2PNVT RULAMOF—N"—F T2 THRERLD T, —"—F 7L TWN5H &,

LELLRWEMENELD Z EBH Y £

« VRF 205 7' 10— L ~DIEHBERE TlX, NAT AN A v X — T = A AT 7 4V b E£721%
7 a—sVL VRFICBEEHT B Tnd ERZesivEd, L7eh-> T, VRF &G NAT O%E
1THIE, NAT M A v X —T = A A% T 7 /L FUAD VRE ICEET 5 Z L IdfEE S

FHEA,

e NAT /L— UIZBSE AT 50T ACL Tid, permitipany any 72 EOHWE W27 1 L
ZV T LRNTSEESY, ZOXIRT 4 NZ Y T8, BEDRNNT y bz

EWTHZLBHY ET,

DO NAT L—/LTTF LA F— L a G LT E &0,

cAAT 4 INAT ¢ XA FI v 7 T—ATRICHEH o — L 7 RLAZEFRLRWT
KTEEW, ZhziTo e, BELLAWVWERZHELS ZE23H F5,

« NAT ICBERT BN TWET 74V DX A AT v MEAZEET L5510, HEIT-
TLESW, XA LT 0 MEZFELST5E, CPUDHERAENES DI ENRHY £,

BT NYARFENTIZ YT TAEAT. TV A —artkyiarnhlians 2k

WD, HEIATo TS,

OB arTHATAEX AT B LT, NAT 220 RAICRETE £9,
. BEOEEEFEITTHAILERDHY 7,

BEICE ST

=JL ==

ax AE

NE =L 7 RLALRERZ B—s3L 7 RUABO 131~ v B2 7 &S 5100,
WNEREETLT NV ADRE T 4 v 7 Fe R E LET, SN BEET N LA 2> THEO
RAPMIT 78 AT H2RE RO D5EEIIE, AZT 4 v 7 BWBPER]TT,

FIE
ATV REEETIa Y B

ATwvJ1 |enable F¢HE EXEC E— R AT L E T,
1 NAT—READLET (FERshiz
Switch> enable i}%/a\) o

ZFw 2 |configureterminal Ja—\)ar4FXal—var
i - E— FERBLET,

v k=0 7rLZEROEE [}



B 52727 FLRORET v o EROR
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ARV FFEREETIVa Yy
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Switch# configure terminal

ATvT3

TS L TRD 2~ 2 ROWT
A LET,

* ip nat inside source static local-ip
global-ip
Switch(config)# ip nat inside

source static 10.10.10.1
172.16.131.1

ip nat inside source static protocol
local-ip port global-ip port
Switch (config)# ip nat inside

source static tcp 10.10.10.1 1234
172.16.131.1 5467

ip nat inside sour ce static networ k
local-ip global-ip { prefix_len len|
subnet subnet-mask}
Switch(config)# ip nat inside

source static network 10.10.10.1
172.16.131.1 prefix len 24

ip nat inside source static local-ip
global-ip vrf vrf-name
Switch(config)# ip nat inside

source static 10.10.10.1
172.16.131.1 vrf vrfl

e NI —HL 7 KL A ENE S
0 —N)L T RV ABDOAZT 4 v
I WA RELET,

e NI —H L 7 KL AL WNE S
0 —N)L T RV ABDOAZT 4 v
7 R— NEMERELET,

 BEDOMEBN L — L R EET
Wz, 7Ry VEREOAZT 4
I B~ o B TR LET,
HHIOYV 7 Ry hOEH~ v B
TERBETCEET, EEOLH

X, T RLVRADOR Yy NU— T 8%
BT HZ LIk TEITENE
T, BFAMBIIEEINEH A,
s AHXT 4 v VM VRF %385k S
., FFEDONL—ILVERE SN

VRF (2B fF 1T £ 9,

ATV

interface type number

1 -

Switch(config)# interface ethernet 1

A B =T 2 A AEREL, X —
Tz AT 4 FXal—TaT—
KZBAtE L £,

ATy Th

ip address ip-address mask [secondary]
£

Switch (config-if)# ip address
10.114.11.39 255.255.255.0

AR —=T 2 A ADTFTA<VIPT R
LVAEHRELET,

ATvT6

ip nat inside
1 -

Switch(config-if)# ip nat inside

NAT DR THLHNERR Y bV =212
A B —T A A& LET,

ATy T1

exit
1 -

Switch (config-if)# exit

A Z =T 2 AREET— FEK&T
L, 78—/ VLREET— FIZRD £
R

B v r7—2 7 FLRAEHROR
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mEELET FLROY 1+ vozrons [

ARV FFEREETIVa Yy

E:)

ATvT8

interface type number

1 :

Switch(config)# interface
gigabitethernet 0/0/0

BB B —T oA AREEL, A
VHA—T A AT fFal—g
v E—RERBLET,

ATvT9

ip address ip-address mask [secondary]

1 :

Switch(config-if)# ip address
172.31.232.182 255.255.255.240

A B =Tz A ADTTA<VIPT N
VAEBIELET,

ATy 710

ip nat outside

1 -

Switch(config-if)# ip nat outside

N Ry NT—T 2 v B —T oA A
R L ET,

ATvIN

end

&1

Switch (config-if)# end

Ao B —T A AT 4F¥2l—
vary E®—REKT L, FHE EXEC
EF— RIZRY £79,

REEETT7 FLADETAFT I v O THD

=JL ==

ax AE

SAF Ry BT, R — AL T FLAL 7 a— UL T FLAOT =L OMIc~ v B

7 HEHICERE
M TEET, v v BT

LET, FATI v I EHBIT. AT I v 7 NAT V=L E2RETDHZLETH
WMEINTWDI— V& T XA LNRFZFHE L 72 RIZES 0

TRESNET, WEr—hL 7 RLUADREIIZACL A& £ 4, /2, NE 7 o—
SIVT RLRE, TRVR =L, FR3A v F—T 2 ANBIRETE £,

FGAL Rk Ky N T AHET B D2 —F A v X —Fy kDT 7 E A N
LTWABELEITIE, ATy ZEBRBER T, ¥4I v 7ICRESNTZT—VIP T K
VAN CTHERATE, A2 —3y b~DT 7B ARRERL Ipolz & Z3R0 2 —
P—PNEHTEH LIV U —RATEET,

FIE

ARV RFERRTI Y

E:)

ATy T

enable
B -

Switch> enable

¥ ME EXEC T— F&EAIC L £,
NRAT—REANLET (BERENT-

i};jé\) o

ATvT2

configureterminal

1 -

Switch# configure terminal

Juaua—)ary7 4 FXal—g v
T RFERMBLET,

v k=0 7rLZEROEE [}
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Y bT—=9 7 FLRAEBDETE

ARV FFEREETIVa Yy

S

ATvT3

ip nat pool name start-ip end-ip netmask
netmask | prefix-length prefix-length

1 :

Switch(config)# ip nat pool net-208
172.16.233.208 172.16.233.223
prefix-length 28

MEIZISCTHID B THRD 7 m—
NT RLADT—NZE®R LET,

ATvT4

access-list access-list-number per mit
source [ source-wildcard]

51

Switch (config)# access-list 1 permit
192.168.34.0 0.0.0.255

EWENDT KL A RS HHET
sEA YA PEERLET,

ATy TH

ip nat inside sour celist access-list-number
pool name vrf vrf-name

1 -

Switch(config)# ip nat inside source
list 1 pool net-208

AT v T4 TERLET Z7®AY X b
ERELT, XA4F 3 v 7 k5ol
ERELET,

vif $—U—R&ERTLE, ¥ A4F
2 v 7 W VRF NI S, FEED
JL— L MEE S 372 VRE ICESEA T 5
nE9,

ATvT6

interface type number

1 -

Switch(config)# interface ethernet 1

ALE—TxA AEREL, 4 X —
TaxA AT A Fal—3g L F—
FEBRIEL £ 9,

ATy T17

ip addressip-address mask
i -

Switch(config-if)# ip address
10.114.11.39 255.255.255.0

A VB —=T 2 A ADTFA<VIPT K
LVAZHELET,

ATvT8

ip nat inside

51

Switch (config-if)# ip nat inside

NAT DXRTHLINEAR Y FT—7 T
AR —T A AEEELFET,

ATvT9

exit
51

Switch (config-if) #exit

A B —T A AT 4 Fal—
YareE—FREKTL, Ju—3La
V74X al—yaryE— RIIRED
j—O

ATv710

interface type number

1 -

Switch(config)# interface ethernet 0

AEBE—TxA AEREL, 4 X—
TaA AT 4 Falb— g F—
FEBRIEL £ 7,

ATvIN

ip address ip-address mask
i -

B v r7—2 7 FLRAEHROR

A B =T 2 ADTFAA<VIPT K
VAGZRELET,
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PAT DE&E .

aAv U RFERET7TIVaY B#)
Switch (config-if)# ip address
172.16.232.182 255.255.255.240

RF w12 |ipnatoutside WAy T =T B —T A R
- g LET
Switch(config-if)# ip nat outside

RATvF13 |end A B =T 2 A AT 4 Fal—
Bl - var ®— REKT L, FiiE EXEC
Switch (config-if)# end T RICRY ij—o

PAT D% 7E

FO0—nNJ)LT7 FLADA—/A\—0O— K2k % PAT DEE
NAT £V a2 —/UiE, ROX AT TBHATEIEIIC, TRVRT =LA X —T o RAEH
LTCHAF v PATHREETR—FLET,
Ta—N)VT7 RLADA—_"—n— K2R LT, NEax—F = v F—Fy b~DT 7k
AEFTA L, N7 — LT RLATF—LDO7 R AEREITAI1213. ROEE(EE2FITLE

ﬁ—o

Fig
aAv U RFEEETIVaY B#)

ATy 1 |enable e EXEC T— RZAMIc LE T,
151 - NRAT—REANLET (FERkEhi-
Switch> enable 5%{?) °

25w F2 |configureterminal Jua—rary7 4 Xal— gy
i - E— NERBLET,

Switch# configure terminal

AT w73 |ipnat pool name start-ip end-ip netmask | 3|25 U CHID B THND 7 r—
netmask | prefix-length prefix-length LT RLADF— L a2ERLET,

51

Switch (config)# ip nat pool net-208
192.168.202.129 192.168.202.158
netmask 255.255.255.224

2T w4 |accesslist accesslist-number per mit THIXNBT L AT T HIERET
source [ source-wildcard] JEA VAP EERLET,

il : TIEAY A NI, BRINET KL
AP EHFATHALENRDY £ (%

v k=0 7rLZEROEE [}
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ARV FFEREETIVa Yy
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Switch (config)# access-list 1 permit
192.168.201.30 0.0.0.255

T 78R YA NDORZIZKEED Tdeny
all] A7 —hMAV MRHFHETDHZ LI
FELTLLEIW) . FARETE5
TIEAVANEHEATHE, THIA
HIRERERS ZENH D £,

ATy Th

ip nat inside sour celist access-list-number
pool name [vrf vrf-name] overload

51

Switch(config)# ip nat inside source
list 1 pool net-208 overload

FlE4 CELESNTZT7EA VA M E
RELT, A4 v 7 E ek’
RELET,

vif ¥—U—R&EHTHE, X147
I v 7 25 VRF 338k S 4v, FEED
JL— )L MEE EHU7- VRE (BRI &
nE7,

ATvT6

interface type number

1 :

Switch (config)# interface ethernet 1

AE—Tx2A RAEREL, 4 F—
TxAf AT 4 Falb— g F—
N&ZBIsE L £9,

ATy T1

ip address ip-address mask [secondary]
i -

Switch(config-if)# ip address
192.168.201.1 255.255.255.240

A B =Tz A ADTTA<VIPT N
VAEBIELET,

ATvT8

ip nat inside

1 -

Switch(config-if)# ip nat inside

NAT DX RTHLIHE R Y T —7 1T
AV E—=T 2 AR LET,

ATvT9

exit
151

Switch (config-if)# exit

A B =T 2 A AREE—REKT
L., 78—\ LVEEE— RNIIED £
TO

ATy 710

interface type number

&1

Switch(config)# interface ethernet 0

Bihf o B—T A AEEEL, A
VHE—T 2 Af AT 4 Fa2l—T 3
v E— REBBLET,

ATy 7N

ip address ip-address mask [secondary]
11 -

Switch (config-if)# ip address
192.168.201.29 255.255.255.240

A B =T 2 A ADTTA<VIPT N
L AEBRIELET

AT T12

ip nat outside

1 -

Switch(config-if)# ip nat outside

SERR sy NT—2 1A v B —T = A A
PR LET,

B v r7—2 7 FLRAEHROR
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A28—7 14 2DF—1"—0—Fiz& 3 PAT0EE |

ARV FFEREETIVa Yy

E:)

ATy 713

end

1 :

Switch(config-if)# end

A H—T A A AT L Fal—
TalryE'— REKT L, R EXEC
£ F‘&:Ebijﬂo

A3 —=—T A4 ADA—/N\—HA— K2k % PAT DERTE

A B =T 2 A ADF—"—n—RIZLY, Wx—P =2 F =%y b~DT 7 A&7
AL, N7 a— LT RLAT— LT RUAEERT DI, ROEEEEITLET,

FIE

ARV RFEREETO 3y

B8

ATy T

enable
5 -

Switch> enable

¥ikE EXEC T— F&EANZ L £,
NRAT—REAHLET (BERENT-

Ba) .

ATy T2

configureterminal

&1

Switch# configure terminal

Ja—x) a7 4 FXal— g
T— F&EHBLET,

ATvT3

access-list access-list-number per mit
source [ source-wildcard]

1 -

Switch(config)# access-list 1 permit
192.168.201.30 0.0.0.255

BHENDT L AL« HERET
A VAMEERLET,

TIEAY R NI, BHREINHT FL
AT EHFATHLERH Y T (K
T A AN ORIGICHERD [deny
all] A7 — AV MBGFHETDHZ LT
HEELTLEIW) , FAInETE5
TI7RAYANCEHTS L, THIK
HERREREHS ZEDBH D 7,

ATvT4

ip nat inside sour celist access-list-number
interface name overload

% -

Switch(config)# ip nat inside source
list 1 interface gigabitethernet0/0/2
overload

FlE3 TEZSINT-T /A VA E
FBELT, A4 v 7 X EnEr
HELET,

GE) F—"—u— KHIZ, A%
IP T RLARE-S, @)
EREEIZH DIEEDO LA T
3B —T oA ALER
TEFET,

v k=0 7rLZEROEE [}
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ATy TH

interface type number

1 -

Switch(config)# interface
gigabitethernet0/0/1

A HF =T A RAEBFREL, 4 H—
Tx2AAAL T 4 X2l —T g F—
RZ&2BE L £9,

ATvT6

ip address ip-address mask [secondary]
1 -

Switch(config-if)# ip address
192.168.201.1 255.255.255.240

A B =Tz A ADTTA<VIPT N
VAEBIELET,

ATy T17

ip nat inside

1 -

Switch(config-if)# ip nat inside

NAT DRIRTHDHIHNEFR Y hT—7 12
A B =T oA AP LET,

ATvT8

exit
51

Switch (config-if)# exit

AVE =T 2 AREET— REKT
L. 77— SL@Ee— RICRY &
TO

&

interface type number

51

Switch (config)# interface
gigabitethernet0/0/2

BIpAL B —T oA AEEL, A
VE—T 2 AA T 4 X2l —T 3
v E—RERBLET,

ATv710

ip address ip-address mask [secondary]
1

Switch(config-if)# ip address
192.168.201.29 255.255.255.240

A VB —=—T 2 A ADTFTA<VIPT K
VAERELET,

ATvIN

ip nat outside

1 -

Switch(config-if)# ip nat outside

ER sy NT—2 A v B —T = A A
R L ET,

ATvT12

end

&1

Switch (config-if)# end

A B—=T A AT (Fal—
vay EB— REKT L, Rt EXEC
E— RIZREY £79,

SEBIP 7 KL ADAD NAT DERTE

F 74/ N TCNAT IZ. NAT TOT 7 U r— gy LoUb A — b= A O (12 2—2)

TS TVWD LIz,

Nry bORA = FZHDIAENTNWDT FLAZEH L ET,

WOIALT FLU RGBT D ZENBEE L RWEEIE, MO IP T RLADHEZEHRT S

L 9T NAT %

RETEET,

B v r7—2 7 FLRAEHROR
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FIE

s 1P 7 K LR0so NAToRE [

ARV RFERRTI Y

E[:)

ATy T

enable
B -

Device> enable

¥iME EXEC T— F&EAIC L £,

e NRAT—FREANLET (FERE
nN=%48) .

ATvT2

configureterminal

1 -

Device# configure terminal

Juaua—)aryZ7 4 Xal—g v
T RFERMBLET,

ATvT3

ip nat inside source {list
{access-list-number | access-list-name}
pool pool-name [overload] | static networ k
local-ip global-ip [no-payload]}

1 -

Device (config)# ip nat inside source
static network 10.1.1.1
192.168.251.0/24 no-payload

HERR 2 R 53 ZATOF Y kT —2
Sy NEBEEME LT,

ATvT4

ip nat inside source {list
{access-list-number | access-list-name}
pool pool-name [overload] | static {tcp |
udp} local-ip local-port global-ip
global-port [no-payload]}

1 -

Device (config)# ip nat inside source
static tcp 10.1.1.1 2000 192.168.1.1
2000 no-payload

WEAR A N T8, A TOR— R 237
A M L £ T,

ATvT5

ip nat inside source {list
{access-list-number | access-list-name}
pool pool-name [overload] | static
[networ k] local-networ k-mask

gl obal-networ k-mask [no-payload]}

1 :

Device (config)# ip nat inside source
static 10.1.1.1 192.168.1.1
no-payload

WEBAR A M )L—& TORT >y M EWE
ML L £,

ATvT6

ip nat outside source {list
{access-list-number | access-list-name}
pool pool-name | static local-ip global-ip
[no-payload]}

1 -

Device (config) # ip nat outside source
static 10.1.1.1 192.168.1.1

no-payload

HNERA =X TONry MW E
b LE9,

v k=0 7rLZEROEE [}
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*y b7—4 7 RLREROBE |

ARV FFEREETIVa Yy

S

ATy IT17

ip nat outside source {list
{access-list-number | access-list-name}
pool pool-name| static {tcp | udp} local-ip
local-port global-ip global-port
[no-payload]}

% -

Device (config)# ip nat outside source
static tcp 10.1.1.1 20000 192.168.1.1
20000 no-payload

SR A R TR ZATOR— k37
NEHRAZBIME L £ T

ATvT8

ip nat outside source {list
{access-list-number | access-list-name}
pool pool-name | static [network]
local-networ k-mask global-networ k-mask
[no-payload]}

1 -

Device (config) # ip nat outside source
static network 10.1.1.1
192.168.251.0/24 no-payload

MR A | F AL ACDF Y RT—2
Uy NI SEME L E T

ATvT9

exit
1 :

Device (config) # exit

Ja—nR)L a7 4 F¥al— g
E— R&E&T L, F#HE EXEC £ — RiZ
=D FE9,

ATy 710

show ip nat trandations [verbose]

&1

Device# show ip nat translations

TIT 4 TIRNAT ZER LET,

A—N—2vTF5Hx

Y D= DEBRD

=JL ==

ax AE

ART Xy NI—=JNDIPT RLANRHDORy b= BT H2EXRRIPT RLATHD &

=Y 1eN

AZT 4y VEWEEH LT, TRODRA ML —F LIBET D0ERH H551E.

F—N—=F FTERY NT—T DRAET v IV ERERELET,

\)

6=

NAT SMBA L Z ) SH D 72O, T3, AN — LT KL AD L — b ERET D
VENH Y F9, — MIFEIT, F720% ip nat outside source {static| list} =~ > K & Biff

57z add-route A7 v a VEMEHAL TCRECTEET, — FOBIMEREBEINNZT D
add-route 7> a v EMGHTHZ EEHEREL £,
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*—ri—5v 74 3xy tu—sozmonE I}

Fig
AV RFERIETI a3 B8

A7y 71 |enable FiHE EXEC E— A AT LET,
i - WNAT—=REANLET (FERIhi-
Switch> enable Ba) o

RFw 72 |configureterminal

1 -

Switch# configure terminal

X5 w73 |ipnatinsidesourcestatic local-ip Wi e — L7 LA ENEZ o —
global-ip VT RUAMDAZT 4 7 B iR
15“ : Ebi‘a—o

Switch (config)# ip nat inside source
static 10.1.1.1 203.0.113.2

R w 74 |ipnatoutsidesourcestatic local-ip Nata — D7 RLUAREHNER T a—ox
global-ip NT RUAMDAS T 4 7 %R
15'] N ﬁiﬂbij—o

Switch (config)# ip nat outside source
static 172.16.0.3 10.1.1.3

25w S5 |interface type number T et AR L. A A —
Bl : TrxA AT 4 Fal—va L E—
Switch(config)# interface ethernet 1 }séfgﬁﬁéIJzijfo

A7 w76 | ipaddressip-addressmask A B =T 2 ADTTA<VIPT R
i VAZRELET,

Switch(config-if)# ip address
10.114.11.39 255.255.255.0

AFw 71 |ipnatinside N LB SN D Z LRt ~—2 %
Bl - Ay b =T = R ET,
Switch (config-if)# ip nat inside

ATy 78 |exit A B =T 2 AREE— REKT
5l L. Ze— e — FICRY &
Switch (config-if)# exit R

RTFw 79 |interface type number B =T ABEEL, A
i - VHE—T AT 4 Fal—3

v E—RERBLET,

Switch(config)# interface ethernet 0

AT v 710 |ip addressip-address mask A VB =T 2 A ADT T4~ VIPT K
15“ : ]/X %g&ibij‘o

| v k=0 7rLZEROEE [}
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B 7rixzmsqrryrons

ARV RERETI3 Y EL:Y
Switch (config-if)# ip address
172.16.232.182 255.255.255.240

A7 w711 |ipnatoutsde S LB S ND 2 L BT Y — Y %
i - A B =T = A ZHTFET,
Switch(config-if)# ip nat outside

ATv 712 |end Ao B =T e f A AT (Fal—
£l va v E— R&E#&T L, $7HE EXEC

EF—FIZREY £,

Switch (config-if)# end

T RLAERIA LT CDETE
NAT O ENZEDSE, T RLVABMOZ A LT U N ETXET,

T AN BNTIEH, XA T I v ZIER SN e N, SEIERY YV —RZENI
FHTEL LT 57020, ET 7T 4 TIREN—ERFRE L4 A LT N LET, &
FWH U T, XA LT 7 NOT 74V MEZERTEXET, BBy A4 7 ICBEMIT 5T
WADT 7NV NDEA LT U NREIL, RO ELBY TT,

« ENL ST TCP & v >3 v 24 B

«UDP 72— : 5%

«ICMP 71— : 14}
TN IDIA LT Y MEE, ZEALORBYT VAT A LT 7 FEIFETT 2 LA
T&ET, 2770, T OOEIFIVNEIZG U CHE/MMREZE TEEd, BEWX A LT U Mix

BRETDHE (60 RN . CPUDHHARNEL D ENHAHT-DHLEINFTTA, FEMIC
DWNWTIE, NAT DFREDRA N T I 77 4 A2 (12—=V) 2R LT ZEN,

ZOHTHHAT LA LT U ME, REIGCTERETEET,

AT Iy IREDTZDIZT B — VP T R LA RIS 2 LEN B 5561,
ipnattrandationtimeout 2~ > REZFEH LT, T 74V EDOXA LT RLO XA LT
U REEHIRELTLEEN, 2L, ROFIATHRET D a~y RTRE LIho % A
A7 LY BRVRFRHIZL TS ZE N,

* TCP & v ¥ a VAEMLZITWMOKET (FIN) /X7y R TEL KT LTHRWEGE,
F2FV Y FEHZIEL KT L7AWEA1E, ip nat trandation tep-timeout =~ > K& f#
MLTT 74V EDTCP A A LT 7 hEZERLTLIEEN,

B v r7—2 7 FLRAEHROR
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FIE

7rLzEma 1 L7 roEE

ARV RFEEETIVa Y

=)

ATy T

enable
B

Switch> enable

¥i#E EXEC T=— F&EADIZ L £,
NRAT—REZ AN LET @EREn-8

/E[\) o

ATvT2

configureterminal

1

Switch# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

ATvT3

ip nat trandlation seconds

1

Switch(config)# ip nat translation 300

(EE) NAT BN Z A AT NI
HECTORMEEFE LET,
FITHIN N FALT T NI 24 BEERT
I, ZHE, N~z M Do—T
AL NTHEAENET,

ATvT4

ip nat translation udp-timeout seconds

1

Switch(config)# ip nat translation
udp-timeout 300

(L) UDP # A L7 7 MEZLETE L
ij_o

ATy Th

ip nat translation tcp-timeout seconds

1 -

Switch (config)# ip nat translation
tcp-timeout 2500

(LE) TCP ¥ A A7 7 MEZEH L
ij—o

F 7 4V M 24 BT,

ATvT6

ip nat trandlation finrst-timeout seconds

1

Switch (config)# ip nat translation
finrst-timeout 45

({£%&) Finishand Reset # 1 A7 7 ME
FEELET,

finrst-timeout : TCP & = 3 3 > 73 finish-in

(FIN-IN) ZZR & finish-out (FIN-OUT)
BEROW T EZE LI-%D,. F-I1LTCP
tyvar ey MgOZ—D T X
1 A,

ATy T17

ip nat tranglation icmp-timeout seconds

1

Switch(config)# ip nat translation
icmp-timeout 45

(L&) ICMPX A A7 7 MBEZZHE L
7,

ATvT8

ip nat translation syn-timeout seconds

1

Switch(config)# ip nat translation
syn-timeout 45

(EE) FH (SYN) #A L7 v Mix
EHELET,

R X A LT NERIF—D T X
A A%, TCPE v 3 > TSYN kA
ZEENTEHBEICOMEAEINES, [

v k=0 7rLZEROEE [}
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ARV RFERETIVa Y

B8

WIS (SYNACK) BERMNZ{E &
ndE, XALT T RINTCP A LT
U MIEFESNET,

ATvT9

end

1

Switch (config-if)# end

A B —T o fAAL T 4 Fal—7
VE— RERKT L, K EXEC E— K
WZRD £,

AAYF T—E3R—-—XEE (SDM) 7> TL—FDEFE
SDM 7 7L — &2 L, NATIZEDE T AT L U Y —RAZHEBEICRELET,

Ty = b ERE L TY AT L HEH) Lo, show sdm prefer £ EXEC =2~ > R&ff
HALT, BiLnT 7 b— MREZ R TE £ 7, reload ### EXEC =2~ > K& A1 5 Hi
2. show sdm prefer =~ K& AJ)3 % &, showsdm prefer =2~ N2k v, BFEFHLT
WAHT UL — b BIRNY a—RRIZT 77 4 712k b 77— ERERINET,

SDM 7 > 7' L — h &% E LT NAT OEWEZ i@ (2 A — R 5121%, RO FIREZFAITLE

B

FIE

ARV RFERETIVa Y

=)

ATy T

configureterminal

1

Switch# configure terminal

Ja—)L a7 4 Falb—g
£ F%Fﬂlﬂﬁébij«o

ATvT2

sdm prefer nat
1 -

Switch(config)# sdm prefer nat

AA v FTHEMHATHSDM T 7 L— |k
FHRELET,

Cisco I0S XE Gibraltar 16.12.1 7> 5 Bi#h
THEE. ZOT T L—bEFATS
121X, Network Advantage 7 A & > X738
METT, o3 ~<ToI Y —XT
L. DNA Advantage 7 1 & > A THIf T
xET,

ATvT3

end

1

Switch(config)# end

HikE EXEC £— RIZRY £,

ATvT4

write memory

1

Switch# write memory

U u— R 2RI HEDOHER ZRF L E
j‘o
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ARV RFERIETY Va3 B#)

A7y 75 |reload ARV —=F 4 T VAT L&Y n— R
51 LET,
Switch# reload

NAT &% 7€ 1

Bl NEPEETT FLADRE T4 v O EHDERTE
WOFTIE, 10.114.11.0 %Y NT—2Z 067 RLRAFEEISNANEFRA MR a— L ie—5
7£172.31233.20828 % T —ZIZED X HITEBIN DD ERLTWET, £DKk, 10.114.11.0
Fv hT—27 (KD 10.114.11.0 F v T —7) OINEHRE A MINLIEE ST v ME,
10.0.1.024 r > T —Z HRICA A D XS 1B SN E T,

ip nat pool net-208 172.31.233.208 172.31.233.223 prefix-length 28
ip nat pool net-10 10.0.1.0 10.0.1.255 prefix-length 24
ip nat inside source list 1 pool net-208
ip nat outside source list 1 pool net-10
|
interface gigabitethernet 0/0/0
ip address 172.31.232.182 255.255.255.240

ip nat outside
|

interface gigabitethernet 1/1/1

ip address 10.114.11.39 255.255.255.0
ip nat inside

|

access-list 1 permit 10.114.11.0 0.0.0.255

Wz, BET 20—V T FLURAEEBRT BEM VRE Xt NAT R EDOH %2~ LET,

ip nat inside source static 192.168.121.33 10.2.2.1 vrf vrfl
ip nat inside source static 192.168.121.33.10.2.2.2 vrf vrf2

Bl AEEETT FLADFAFT I v IO EBDERT
WOFEITIE, 192.168.1.0 £7213192.1682.0 % v hT—Z7 DWTNND Ry NT—T ML T Kb

AFETESNDOWNER A MR 70— Ul —E 72 172.31.233.208/28 % v b U — 72 ED L HITE
BEIND2MNERLTOET,

ip nat pool net-208 172.31.233.208 172.31.233.223 prefix-length 9
ip nat inside source list 1 pool net-208

|

interface gigabitethernet 0/0/0

ip address 172.31.232.182 255.255.255.240
ip nat outside

|

interface gigabitethernet 1/1/1

ip address 192.168.1.94 255.255.255.0

ip nat inside

|

I v k=0 7rLZEROEE [}



*y b7—4 7 RLREROBE |
B worsinva—ss0y

access-list 1 permit 192.168.1.

access-list 1 permit 192.168.2.
|

0 0.0.0.255
0 0.0.0.255

WIZ, BET 20—V T RLAZERTHHAF I 7 VRF Wi NAT REDH &R L E
j—o

ip nat inside source list 1 interface gigabitethernet 0/0/0 vrf vrfl overload
|

ip route vrf vrfl 0.0.0.0 0.0.0.0 192.168.1.1
!

access-list 1 permit 10.1.1.1.0 0.0.0.255

!

ip nat inside source list 1 interface gigabitethernet 1/1/1 vrf vrfl overload
!

ip route vrf vrfl 0.0.0.0 0.0.0.

access-list 1 permit 10.1.1.
|

.16.1.1 global

NATD S ILa—Ta29
ZZTIHENATD NI TNy a—T 4 7 EMEROT D DR 72 FINAIZ OV TR L E 9
« NAT CHEETE S Z L 2WRICERT D,

- show ip nat trandation =~ > RZEH LT, [ELWEMRT — 7 VRFET 5 Z & 2 iR
T 5,

« show ip nat translation vrfvrf-name =~ > KAl L T, VRF ki NAT O1E LWE#HT —
TWIEIET D 2 L i T 5,

« show ip nat trandlation verbose =~ > RZfEM LT, # A4 ~v—DENPIEL HKEI T
L2 BT D,

« show ip access-list @~ R&fiH LT, NAT D ACLIE%F = v 735,
« show ip nat statistics =~ > K&l L T, NAT D&KW LRELZT = v 7T 5,

e clear ip nat trandation =@~ RZEH LT, Z A ~—DOHRAEIN HENZ NAT 2227 —
TNDT N &7 VT T 5,

« NAT B EA T /Ny 7§ 5121, debugnat ip 35 & O debug nat ip detailed =1~ > K% fifi [

L\i—g—o
« VRE G NAT (B L7-REA F 7 7 vy 2—F 4 > 74 5121%. debugip nat vrf vrf-name
av U REMFHLET,

NATD N T TNy a—T 4 > T OGOV TIEL, 2SR LT &V, http://www.cisco.com/
c/en/us/support/docs/ip/network-address-translation-nat/8605-13.html

B v r7—2 7 FLRAEHROR
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v k-7 FLazaoweaE ]

2y bIT—07 FLAZBDVEEEERE

ROEKIZL, ZOFY 2—/)LT

TN B DOREREIL, FFIZH
EATE £,

FHTAEED Y U — 2B L OBEERE R LET,
LENTWARWERY  BAINZY Y —AUBEDOTXTHOY Y —AT

)1)—2R

HREETEHR

Cisco IOS XE Gibraltar
16.10.1

NATIZ X > T, FBEIPT RV A&EEHT
LT TARXR=R PRy NU—T A U H—
X MIHHECTE E9, NAT (Z7 /31 A

GB% ., 22503y NIT—2 ZHHRT 5
D) ETEWEL, BlORy NT—71237ry
N ZERET DRI, WEiR Yy hT—27 D
FARX—K T RLR&E 7 a—s3)L7p0— b
ARERT RLAICE# L F9,

T R ADIHDIEH

7 RVADHZDZEH (AOT) 1%, *y hU—
77 KL AZEH (NAT) T7A 2 L— kT
BB L OHRETE S IP 70— DA
TZEAEAMELTCWET, AOT i,
TCAMS 72 EDN— R =7 U YV —ADEH
il L, XV EZL< 07— ]
BICLET,

Cisco IOS XE Gibraltar
16.12.1

NAT D7 A AL
~)

NAT % Network Advantage 7 - & > A Cfif
HATXAL52R0E L, BEIOTRT
DY J—ATI%, DNA Advantage 7 A &
ATCHEHTEET,

Cisco IOS XE Amsterdam
17.2.1

VRF %fhiz NAT

NAT @ VRF iR — FMmMEAINE LTz,

Cisco Feature Navigator i 425 &, 77 v F 74 —ABILNY 7 b =T A A= DHHR—
ME#HRZRFE TEZ £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5E] 76 7

7 ALET,
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