2y D=0 EHOTUR

s description (ERSPAN) (2 X—72)

« destination (ERSPAN) (3 =X—72)

e erspan-id (5 ~—73)

« event manager applet (6 ~<—73”)

« filter (ERSPAN) (9 ~<X—72)

«ipttl (ERSPAN) (10 ~X—72)

sipweep (11 X—7)

« monitor capture (interface/control plane) (13 ~<—<3)
* monitor capture buffer (15 ~—)

* monitor capture clear (15 ~<—73”)

* monitor capture export (16 ~—73")

* monitor capture file (17 ~X—3)

* monitor capture limit (19 ~X—73)

« monitor capture match (19 ~<—3”)

* monitor capture start (20 ~~—737)

* monitor capture stop (21 ~—737)

* monitor session (22 ~X—3)

* monitor session destination (23 ~X—1)

* monitor session filter (27 ~X—73)

« monitor session source (29 ~X—37)

* monitor session type erspan-source (31 ~—737)
s origin (33 ~—)

» show ip sla statistics (34 ~X—3°)

« show capability feature monitor (35 ~X—3")

+ show monitor (36 ~X—7)

« show monitor capture (38 ~X—73)

« show monitor session (39 ~X—)

» show platform software fed switch ip weep (41 ~<—737)

» show platform software swspan (43 ~X—737)

Yy bID—YEBOTUF .
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e shutdown (E=F#tvi zar) (44—2)

+ snmp ifmib ifindex persist (45 ~X—77)

« snmp-server enable traps (46 ~<—3)

« snmp-server enable traps bridge (50 ~X—1)

« snmp-server enable traps bulkstat (51 ~3—3)

« snmp-server enable traps call-home (51 ~<—37)

« snmp-server enable traps cef (52 ~—73)

« snmp-server enable traps cpu (53 ~X—73°)

s snmp-server enable traps envmon (54 ~X—)

+ snmp-server enable traps errdisable (55 ~X—1)

» snmp-server enable traps flash (56 ~—37)

* snmp-server enable traps isis (57 ~X—1)

« snmp-server enable traps license (58 ~<—1)

+ snmp-server enable traps mac-notification (59 ~X—1)
* snmp-server enable traps ospf (60 ~<X—137)

* snmp-server enable traps pim (61 ~X—1)

+ snmp-server enable traps port-security (62 ~X—73)
» snmp-server enable traps power-ethernet (63 ~—73)
« snmp-server enable traps snmp (64 ~X—1)

« snmp-server enable traps storm-control (65 ~X—3)
* snmp-server enable traps stpx (66 ~X—73)

+ snmp-server enable traps transceiver (67 ~X—1)

« snmp-server enable traps vrfmib (67 ~X—1)

« snmp-server enable traps vstack (68 ~X—3)

« snmp-server enginelD (69 ~—13)

« snmp-server host (70 ~<—137)

s source (ERSPAN) (74 ~X—73)

« switchport mode access (75 ~<—2)

» switchport voice vlan (76 ~X—13)

description (ERSPAN)

vy ko—bgBavUF |

Encapsulated Remote Switched Port Analyzer (ERSPAN) X5t v ¥ a v 2T 51213,
ERSPAN E=# k{5t t v ar a7 4 X2 b—3 3 F— RTdestription =2~ R&ff
HALET, FHLZHIBRT I, Zoa~vr Fono BXEHEHLET,

description description
no description

EX DA description =t v g DT T 4 ITONT

A LET,
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AR R TFIHILE

AR E—F

destination (ERSPAN) [J|f

AT E SN TWEE A,

ERSPAN E=4 %Gty v ay a7 4 F¥al— 3 EF— K (config-mon-erspan-src)

avy FERE

HEREDAA FZ1 Y

3l

Jiy—=x TEAR
Cisco 10S XE Everest Zoavwry FREAINE LT,
16.6.1

description 513 240 SCFLUNTHRE L 7,

&IZ, ERSPAN E#Et v ¥ a VAT A0 2R LET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # description sourcel

BEEa<v >R

destination

BX DA

AU RTIFIE

AU R E—F

avw Uk EiBA

monitor sessiontype |z —7# /LD ERSPAN E{Et £ 721356kt v v a v 2RELE T,

(ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) X5ttt v a U OsEEEHET HIC
3. ERSPAN E=4% —iXf5otkt v gy a7 ¥ a2 b— g F— FTdegtination =+
REfHLET, sty v a Vv 2HIBRTHICE, Zoa~w> Rono IBRXZ2EHLET,

destination
no destination

Zoawy RIZIEBIEELITF—U—RiZh Y £ A,
EEITE Yy a VORITERES N TWERA,

ERSPAN E=# {5ty al a7 4 FaL— a3 EF— K (config-mon-erspan-src)

av Y RERE

FEREDHA K542

J1)—=x EERNE
CiscolOSXEDenali16.3.1 Z—pa~<wy RBREAINE L,

ERSPAN 7 7 4 v 71X, GRE 7B/ L. &i7= SPAN ~5 7 ¢ v 27 T, ERSPAN %6t
Ta Nl Lo THEITEENE T,

rvro—vgBEa<>F ]



B cestination (ErsPAN)

il

vy ko—bgBavUF |

J_XTOERSPAN Gt v ay (K8 O%EHIP T RUANRF—-THLILETIH Y F
/A, ERSPAN%E v g VIZIPT RLAZRET SI2IE, ipaddress=~ > K& AN L E
D

ERSPAN #£fFittE v v a VDS IP 7 RV AN BEEAA v T EOA U H—T =4 ATHE
EiLd) . ERSPAN 36t v a Vs AR— MCEETH T 7 4 v 7 OE[FILTT, ip
addressz~ > FEFEHLC, #Extyya B0kt y vy a v ol FiZE—o7 KL
AEBRELET,

KIZ, ERSPAN #EfF it v v a VD5 %3 E L. ERSPAN E =& —%ittE v a v
a7 4 X2l —Yary B— RFEBBLT, 57T e T 4 2IEET A0 2R L E
KR

Switch (config) # monitor session 2 type erspan-source
Switch (config-mon-erspan-src)# destination

Switch (config-mon-erspan-src-dst) #ip address 10.1.1.1
Switch (config-mon-erspan-src-dst) #

D show monitor session all D Iz IE. HlETE Y Y 3 OB 1IP T R
VAPNRENTWET,

Switch# show monitor session all

Session 1

Type : ERSPAN Source Session
Status : Admin Disabled
Description : sessionl
Destination IP Address : 10.1.1.1

Session 2

Type : ERSPAN Source Session
Status : Admin Disabled
Description : session2

Destination IP Address : 192.0.2.1

Session 3

Type : ERSPAN Source Session

Status : Admin Disabled

Description : session3

Destination IP Address : 198.51.100.1

Session 4

Type : ERSPAN Source Session

Status : Admin Disabled

Description : session4

Destination IP Address : 203.0.113.1

Session 5
Type : ERSPAN Source Session
Status : Admin Disabled

. Yy hID—YEBOTUF
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erspan-id .
Description : sessionb
Destination IP Address : 209.165.200.225
BEav Uk avv kR Bl

erspan-id ERSPAN +7 7 ¢ v 7 @Bl + 272, sttty v a v TF
HAansIDa%ELET,

ip ttl ERSPAN T 7 4 v 7 D37 FO TTLAEZ#%E L £,

monitor session type 7 —71/L® ERSPAN Gtk vy a VEARELET,

€r span-source

origin ERSPAN N7 7 4 v 7 OFEfFmE L THHASNDIPT RLA
EHRELET,

erspan-id
Encapsulated Remote Switched Port Analyzer (ERSPAN) k7 7 ¢ v 7 il 5 7= 0I5kt v
Ta yMEMT S ID ZET S, ERSPAN £ = &~m%ﬁ//3/:/74#1u—
varE—RTeaspan-id 2~ REFEHLET, RELHIBRT HI2E, Zoa~v2 Rdno
EREHHLET,
erspan-id erspan-1D
no erspan-id erspan-1D

BX DA erspan-id 45t v v 3 L AME T S ERSPANID, A MEIE 1 ~ 1023 T,

AR TIAIbE

ATV R E—F

SE4et v 9 D ERSPANID IZZRESNTWER A,

ERSPAN E=# —%ifct vy ar a7 4 ¥ = b —3 3 »F— K (config-mon-erspan-src-dst)

av Y RERE

3l

J1)—= EENE
Cisco I0S XE Everest Thavwy RRNEAINE L,
16.6.1

Wiz, 585~ 3D ERSPANID #RETHHZ - LET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst) # erspan-id 3

rvro—vgBEa<>F ]
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. event manager applet

EFEEDIS AL 8

destination ERSPAN%ES et v a VAR EL, L7 e r s 2EELET,

monitor sessiontype | o —7# /L ERSPAN ¥{E 0 E 7135k v v a v AR ELE T,

event manager applet

Embedded Event Manager (EEM) 7 7L v 2B L TT Ly hary 7 4 X¥alb—a v
E— RERBTDHICIE, Ze— a7 o Fa b—3 3 E— KT event manager applet =
~U REMLES, 77 by FEBRRMERT 5123, Zoavr FonoB e LT,

event manager applet applet-name [authorization bypass] [class class-options] [trap]
no event manager applet applet-name [authorization bypass] [class class-options] [trap]

X DERHA applet-name |7 L v b 7 7 A ILDLHI,

authorization | ({£&) 77 v FD AAAFFRIZ A THIEELET,

bypass (fE&) EEM D AAA F A Z A T ONRA NAERELET,
class (EE) EEMRY > — 7 5 2% ELET,

classoptions | ({£&) EEM KUY — 7 T A, ROWTNNEIEETE T !

o Classletter : KR Y v —27 T AEHHT D A~ZDOLF, EED dassetter
1O ETEET,

edefault : T 7 AV b7 T RCEESINTEARY) U—EEELET,

trap EE) RV v—RN I =N xIfigxy hUV—7EH 70 han
(SNMP) +7 v 7 &AL E T,

ATV R FI4F EEMT 7Ly MIBBRINEEA,

avY R E—FK Ja—s)b a7 4 F 2 b—3 3 (config)
av Y NERE
av Y RERE )= EERNE

CiscoIOS XE Everest16.6.1 oo~ R EAINE LT,

FELEOHA KSq4y EEMT 7Ly NI, ARV A7 U == FRBEL AN MEERIZFITTDT7 7 a v
EFRT DR RITIETT,

Ty har 74Xl —2g T, eventa 7 4 FXalb—r gy avy Re 12720
HTEXET, 77y har74FX¥al—ar 7 E—RBKT L., event 2~ RAE
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event manager applet .

TELZRWIEEIE, 77 Ly MA XYy RRBEAT G0 TWRNT AR EBERRRINE
T, ARV EBRESHTOARWGES, 207 7Ly MIBGESEHr S n=D, 7
Ty MIFRENEEA, ZOTF Ly MIT 72 a3 ryNED LS THERRWNES. AV b
ERUT—=SNETN, Tr7vaiddiranEgdi, 12077 by b ary7 4¥al—
va NTHEED action 7 7Ly h a7 4 Falb—vay avy RBREHTE 9, Bk
BEHOT Ty hEFRRT DHIZIEL, show event manager policy registered =~ > R&2fH L %
7

Ty har7 o Xalb—rvaryEB—REKTLRVWEREGFOT 7Ly MREZEZ O
2W2h, EEM 7 7Ly hEEETAHENC, ZDa~r RO no B a2 M H L CO8eka kR L
FT, 7Ly b ar7 4 Xal—varE—RTCTr Ly MEBEERTH-TH, BEED
Ty NEFATTEET, 7y har7 4 Xal—rarE®—FEKTT5HL, HW
Ty RBEMERI, FTLDAN— g UREGEINET,

)

G¥)

&})Dijﬂo

W BRI T2V T E SV, EEM X, T TCICRESNTWDERY > — DR A
FHrEHR—FLEFA, EEM AU U—i3, EF CEHEETDOHIC, FICEEMEERT 2 LN

action I > 7 4 Fab— gy avwy N, labd 5l EFEHTHZ L T—BICHEI T ET,
label 51 EUIIAER O LTFIMERMER CTEX £9, 727 v aid, labd 51%% Y — ¥ —L LT,
BHTOXF—DFRIEICY — &N, ZOIEFTEITEINET,

EEMiZ, RV —HRIZEENTWVDA XY FORENRFICESNT, R V=% AV a—
Vo TEBIOFETLET, 77vy b ar 74 FXalb—var B—NBRKETT5HEE, EEM
X, A&7z event 2~ K& action 2~ REZMA L., FEEINTZA X FDORAERFIZE
ITENDHEHT vy bEBELET,

EEM RV 2 —IF. B EIN7- & X2 classclass-letter 35T SN TWAHIEAIT Y T ZAITE D Y
ToHONFET, 7T AR LTEESINTZ EEM A Y v —i%, defaultZ 7 2IZED 4 THNRET,
defaultz 7 7 2 & LTRFFT DALy Rk, ALy RAMEREICRIAFRETHL L, T 741
N7 TR —ERERELET, FFEDY TALFIZED Y TOHNIZA Ly N, ALy R
PEEICFIAFRECH D L&, VT ALTFR—HTHEEOR) o—%2h—EALET,

EEM STA L » R, BESNTZZ T ADKRY v —FATICFHARETRWEE T, 7 7 AD
AT a—=F = ARRESNTWDIEEIE, R 33487 7 ADA Ly RBAETAMEEIC
RHLETRLET, FCANAXY D M) T—SN/WARY o—i%, F—0DFT7A Ly
RIZA 7 Y a— ST uda v 8 A, RV v —1%, queue priority & % = —A > VAR &
LTHEHL, %7 72ADR%2DF 2 —ZFa—A T INET,

RV =M R AT—INDE, AAADRRESNTWDHEEIE, FFA DD AAA Y — N THE
#t L £, authorization bypass ¥ —7 — NOFEAGOEEFEH LT, AAA — S ~DOHHi %
Ax v L, R v—%llEHIlFETTHIENTEET, EEMiE, AAANRA RAKRY v—
AV ANMBREFELET, ZOVARANMI, RVP—R NI TS EiThaEShET, —
BRRON-> 256 AAA FFIII A RAsnEzT,

rvro—vgBEa<>F ]
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. event manager applet

EEM R o —IC X > CTEREINTZa~<> RO BT 572012, EEM i3 AAA B35
LAt E ARV R M EFEHLET, ZNOHOL4FITEHFRAY X ME, I~y REFRIEZETZ720
59 Il x-mzﬁifféfEETf

WIZ, AAA OREFIZ/RLET,

ZOFEIL., 192.168.10.1 DAR— T 10000 {Z TACACS+ H— 2 E L TWET, TACACS+
PN X =TIV THRWNEE, 27 4 Fal—aravy NE, 2y — L THFIh
¥4, 727 L. EEMARY I —¢T7 7Ly b CLI OMAEBEITER LET,

enable password lab

aaa new-model

tacacs-server host 128.107.164.152 port 10000
tacacs-server key cisco

aaa authentication login consoleline none

aaa authorization exec consoleline none

aaa authorization commands 1 consoleline none

aaa authorization commands 15 consoleline none

line con O

exec-timeout 0 0O

login authentication consoleline
aaa authentication login default group tacacs+ enable
aaa authorization exec default group tacacs+
aaa authorization commands 1 default group tacacs+
aaa authorization commands 15 default group tacacs+

authorization %¥—7— K, cdass¥—7 — R, trap ¥—V— NIMEEOMALBEHOE THEH T
ij‘o

Bl WIZ, IPSLApingl & W) 4RO EEM 7 7 Ly h VBRI, F8E SL72 SNMP 47
Y7 NIDOEEEE—HT D (EHE7ZIPSLAICMP = a—@ifE2£7) HAICE
TFENLHZRLET (Zhidpinga~y FIHS LET) , =a—#H/ENEKRLE
GelL 4 o0T 7 a N R =S, AXU N E=FY L2 EIROKKEE
TT4—7nicanxd, 43—~ ICMP = a—8ifENKKR L2 L Z2RT Ay
T — U7 syslog |24 S 4L, SNMP k7w 73R S 4L, EEMIZT 7' r—3 3 [EH
HDOARY "aXT7 Y w2 L, IPSLAIF EWO A7 U ZBME 1 TS S ET,

Router (config) # event manager applet IPSLApingl

Router (config-applet)# event snmp oid 1.3.6.1.4.1.9.9.42.1.2.9.1.6.4 get-type exact
entry-op eq entry-val 1 exit-op eq exit-val 2 poll-interval 5

Router (config-applet) # action 1.0 syslog priority critical msg "Server IP echo failed:
OID=$_snmp_oid val"

Router (config-applet)# action 1.1 snmp-trap strdata "EEM detected server reachability
failure to 10.1.88.9"

Router (config-applet) # action 1.2 publish-event sub-system 88000101 type 1 argl 10.1.88.9
arg2 IPSLAEcho arg3 fail

Router (config-applet) # action 1.3 counter name _IPSLAlF value 1 op inc

WIZ, ZAfone, 7 7AATT LUy ML, FA~Y—AXU N T AT 7 EN
WHZEICARV 2 NV AT—FTD5T7 by b a7 4 Xalb—vary T—KeH
T oHERLET, /XN NI T—SDH L, actionsydog 2~ RIZL b,
syslog |2 A v —37 Thelloworld] NEZAENET,

Router (config) # event manager applet one class A
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filter (ERSPAN) .

Router (config-applet)# event timer watchdog time 10
Router (config-applet) # action syslog syslog msg "hello world"
Router (config-applet) # exit

WIZ, %Hione, 7 7 AATT Ly hEBET D EEIZ, AAAFFA[Z /A RT3
B &= LET,

Router (config) # event manager applet one class A authorization bypass
Router (config-applet) #

avw > R SR BA

show event manager policy registered | %k L\ % EEMAK U o — & %5 L %7,

filter (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) i5{57T28 b7 27 R— hDFEIZ,
ERSPAN X570 VLAN 7 4 V&2 U o 7 ZfET %I21E, ERSPAN E=Z X5 xt v a =
Y74 X alb—varE— it avr FEEALES, RELXHIRTLI2F, Z0a~
Y Rono BXZMHLET,

filter {ip access-group {standard-access-list extended-access-list acl-name} | ipv6 access-group
acl-name | mac access-group acl-name | vlan vian-id[ {,}]1 [{-}1}

nofilter {ip [{access-group | [{standard-access-list extended-access-list acl-name}]}] |ipv6
[{access-group}] |mac [{access-group}] |vlanvian-id[{,}] [{-}]}

B DR

i
N

avy KT+

ip IP 7 7+ AHIHL— LA HEE L ET,

access-group T 7 AR T — T e E LET,

standard-access-list JEAEP 7 7= XU R |,

extended-access-list yLBEIP 7272 U & |,

acl-name TR AY A N,

ipv6 IPv6 7 2 & AHIHAL— LA IS E LET,

mac Media Access Control (MAC) /L—/L&#EE L £,

vlan vian-ID ERSPAN #£{57C VLAN #4857 L7, HZ72MEIE 1 ~ 4094 T,

, (&) Bl VLAN 2 ELE7,

- (fE&) VLAN O#iHzfaE LET,

BETTVLAN 74 V&2 ) U TR ESNTWER A,

rvro—vgBEa<>F ]
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B v ersean)

ATV R E—F ERSPAN E=#XfGxkt vy g a7 1Fab— 3 F—F (config-mon-erspan-src)
av Yy RER )1y—2 EERAR

CiscolOSXEDenali16.3.1 —pa~<wy RREAINE L,

FEREDHA K54 FEILVLAN &7 4 VX VLAN ZFRILE Yy v a LCEDDH T LT TEEE A,

Fo X EINTE N T I A E—T oA A L Tilter a~ > RERE LSS, IBESN7-VLAN
vy hEDONT T4 IR E=ZINET,

i Wi, EIETEVLAN 7 4 V4 U v 7 ket B a7 LET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src)# filter vlan 3

EEa<w ok avUk 5t BA

=111}

monitor session type erspan-source | z—# /L0 ERSPANIE(E Tt v a v 2R ELE T,

ipttl (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) K7 7 ¢ w27 D37 b OAFfE Al gl
[#l (TTL) Z@ET HIT1E, ERSPAN E=X —sifityvar ar 7 Falb—v gy E—
FTipttl 2~ Nl LET, TILEZHIBRT 21213, 203~ Fono BERE/#HL
i‘j‘o

ip ttl ttl-value
no ip ttl ttl-value

X DR tt-value TTL Off, AZEIX2 ~ 255 TT,

AT RTFo4)0+  TILfEIZ255 L LTRESNET,

av Y RE—FK ERSPAN E=4% —%ifct v a a7 s F¥ab— g F— N (config-mon-erspan-src-dst)
av v FERE == ZEAR

Cisco 10S XE Everest Thavwy RRNEAINE L,

16.6.1
i WIZ, ERSPAN 77 ¢ v 7 O TTL (% # T 5% 7 LET,

Device (config) # monitor session 2 type erspan-source
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ip weep .
Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst) # ip ttl 32
EEa< >R av YR & BA
destination ERSPAN%ESEt v v a VARE L, ST 3T 4 ZHEELET,

Ip weep

monitor sessiontype | o —7% /L ERSPAN ¥{E 0 E 71356k v v a v AR ELET,

Web v v ath—ER&EA Rx—T WL, THVr—va v VU TERIN-ZA T

Ly 7= RIKIET 2B RAE S EZEET DITIE. device Tipweep 7/ m— 3L

T4 Xalb—Yaravy REERALES, W—EXE&T 48 —T T DL, ZDoavy
RO no XA EHLET,

ipwcep {web-cache | serviceenumber} [group-address groupaddress]  [group-list accesslist]
[redirect-list access-list] [password encryption-number password]

no ipwccp {web-cache | servicenumber} [group-address groupaddress]  [group-list
access-list]  [redirect-list access-list] [password encryption-number password]

B DEREA

web-cache Web ¥+ v o Y —E R EHHELET (WCCPA— 3
1= 902)

service-nuber FAF Iy F—ERID, ZOV—ERDERIL, Frv
Vallko TURENET, #AM T Iy P—EAFFIL0
~ 254 DFHTIHE CTE 7, —ERADEKREK
(web-cache ¥ — U — R THEET H Web ¥ ¥ v ¥ a2t —1
Az@e) 13256 TY,

group-addr ess groupaddress (&) —r 2 ZIL—7ICBMNT 5 72951 devices B L
KT 7V =gy PUMERT AL F Ry AN S
N—T T RLAZEELET,

group-list access-list EE) v~ VFXFx AN TN —TFT FLAMERH IR
BE., VP—ER TN —TIZIMALTWAT 7 r— a9
TS T AENRIP T RLADY 2 MEIRELFE
7,

redirect-list access-list ERE) HRARDLBEEDRA NEFITEED 7 FD
YA ALY N y—EREFBELET,

*ybo—vg@avor |}



. ip weep

AR R TFIAILE

AR E—F

E AN -i: EEAN

password encryption-number (FE) Wb BESEEELET, HETE AT 0~

password 7TY, WL LARWEA IR0, MEOEAIT T2 EALE
T, F/o. TXFLNTRAY — R4 2T L E£9, device
%, NAT— R & MDSRFHE Z /A G T, device & 7
TN =g VORI 2 U T BRER L
F4, TN FTIE, NRAT—RIERESNTBE LT,
FREL EITER TV ER A,

WCCP V—EANT NS A TA X —T M ENTWER A

Ja—n) a4 Xal—g v

avy NERE

FEREDAA RZM4 Y

J1)—=x EERNE
Cisco I0S XE Everest 16.6.1 Zpoawry RREAINE LA,

VAAZIT AT VA TH T =T 4T Ay F U TRA =T DL E, WCCP DY
Xy v iRy NU—27 7 RURZEH (NAT) Z3A SALET, ZORPUTIHLT 5
Wi, BIEHFMTWCCPERF ¥ v U VT HHEL, 2T oY m P AV —T xR
“C Cisco Express Forwarding A A »F > 7 ZH N L, ip weep web-cacheredirect out =< > K
EHRELET, Sy vy all@id i —4 A X —7 = A ATipweep redirect excludein =<
YREREL, WA v F—T A ADOFEEH A WCCP #RELE T, ZOREIL £D
AVE =Tz AA RZEE LAy bV FA VI va ozl £,

Y —ERITN—TERETHEZIZVEA LI N UVAMNEEHDHZELTEET, FHESN
72UVEA4 L7 N UAMEI, NAT GEETC) IPT RLVAZEL Ny hE2HESELT, VEA L
7 a i LET,

Zoawry RiE, BESNEY—EAFFELITIWeb Fv v a P—ERL DOV FR—FEA
F—=TNEET 4 2—T T D K 9 device IZFR/R L F T, —E AEFS1X 0~ 254 D#iJH
THRETEET, VP—ERABSZELIILANA X—T NI D e, V—Z T —ER T L—
DHENLIZBINTE 9,

noipweep =~ RBAI S D & device 1TV —ER T NV—T~DOBMEKT L, 5l &k

P—EARRESNTNDEA U H—T = A APRRITIUTEROE 0 Y CTEMRL, thot—v
AMMBRIE STV IUX WCCP # 27 T LET,

web-cache |27 < ¥ — T — R & service-number 5180347 v a > C, (EEDIEFTHRETE £
T, 1L EETE A,

151

I, WebF¥v v o, 70— ay m oD Eid— IR Sz A v
=Tz A, BEOXTITAT 2 MIERTHA =T oA AEBRETHHZRL
F9,
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monitor capture (interface/control plane) .

T /31 A (config) # ip weccp web-cache

T /3A A (config) # interface gigabitethernetl/0/1

T /31 A (config-if)# no switchport

T /3A A (config-if) # ip address 172.20.10.30 255.255.255.0
T /3A A (config-if) # no shutdown

T/NA A (config-if)# exit

7 /3A A (config) # interface gigabitethernetl/0/2

T /3A A (config-if) # no switchport

FRA A (config-if) #

*Dec 6 13:11:29.507: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/3, changed state to
down

T /3A A (config-if)# ip address 175.20.20.10 255.255.255.0
7 /3A A (config-if) # no shutdown

T /31 A (config-if)# ip wccp web-cache redirect in

T /5A A (config-if) # ip wccp web-cache group-listen

T3 A (config-if) # exit

monitor capture (interface/control plane)

iR A v b BEXORTy h 7 —HREiEEL TE=4X Y 7T YR M ET D, £
7% v 7 F ¥ AR A o MTHESARA o M ZBINT 52X, R EXEC £ — KT monitor capture
avy REFEHALET, BELZEHAA Y MBIy h7a—FHTE=4 X v /T v
BT D, FTF v 7T ¥ ARA N EOEROEG AR A FOWT I E BT HIC
X, Zoa<v>r RonBEXE#HEHLET,

monitor capture {capture-name} {interface interface-type interface-id | control-plane} {in |
out | both}

no monitor capture {capture-name} {interface interface-type interface-id | control-plane} {in
| out | both}

B DEREA

ARV R TIFILE

aAvYU R E—F

capture-name EFT DX v 7T ¥ D4R,

interfaceinterface-typeinterface-id interface-type ¥ J: OVinterface-id & DA » % — 7 = A R Z ikt
RAMELTHEELET, 5IEOEKRIIKRD LY TT,

control-plane ay b= L= EARA  FE LTRELE T,

in | out | both Xy I FXTHNT T4 v I OFRMERBELET,

Wireshark & v 7 F v TR EINTWHEEF A,

¥ EXEC

avy FERE

1) =2 EENE
Zoawr R EASHELL,
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. monitor capture (interface/control plane)

EELOAA RS54 BEGHEA L MBI Da~y REEALTF v 7F v 81 v MCBREM T b5 &, Fia LR
THUE—DHIEE, O~ RO no BAE M L THRRA ~ R EBIBRL, # LW
BEERA v N RTEERIT B LT, BEEHA L bOFAIE LB TEEE AL,

gAY T F v RA N BHIBRS ., 1 DORERRA v hOFHNEEEM T 5T
WAEE . X T v BA L MIEHICHIBRENET,

Zoa~wy REflOEgRA > FTHETT DI LT, BROBGRA > Xy 7F ¥ BA
YREBEMSIT L I ENTEET, WITHIEZRLET,

A B =T A ZADOHNTITF v TF v ENT 7y MI. AL v FOEEXWHZITL > TT
bh7=ZEFE (TTL, VLANZ 7' CoS. F=v 7% A, BLOMACT KL A, DSCP, 7L 5
Y, UP72E) BRI/ E8HD FT,

FEDIEFIZX v 7T v AV " aERTHIHGEICITEHSNETA, EEDIAFTX ¥~
F ¥ RA b RXTRA—=HEEFETEXEJ, Wireshark CLI TiL, H—TD/XT X — X FIZHIFR
EHY ERAL, ZNEFY 7T ¥ RA U NEERTHDICSERa~< NOFERIRLE

KR
VRF, BFHAR—br, 774 = M VLANIZW TN HERHAA > b LTHERAT A Z LFTEE
A,

Wireshark (365 SPAN R— h T8y b2 F v 7 F ¥ TEFEHA,

VLAN 7 Wireshark DR A > b & L THEHRAINTWBEA, 237y MME, ATIHHTO R
Ty I FrINET,

£l

WA 2 —T = A Akt A P E LT L TRy 7 F v AV b EEETD
WIEREFITLET,

7 /31 A# monitor capture mycap interface GigabitEthernetl/0/1 in

7 /3A A4 monitor capture mycap match ipv4 any any

N

CE) 2o a~< s RE, ¥ 7Fv¥ A hoaT7 74 EEERLET, UL, .
Fr T F X RA Y NDEEET Do DICHE T,

B OB ARA > PR OX Y T F v RA b2 ERTHITEREFETLET,

7 /3A A4 monitor capture mycap interface GigabitEthernetl/0/1 in
7 /3A A4 monitor capture mycap match ipv4 any any
7 /3A A# monitor capture mycap control-plane in

7 /3A A4 show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in
monitor capture mycap control-plane in

EHOBEGRA P TEBSN XY 7 F v A b OEEHARA » FRHIBRT 51
IR EFEITLET,

7 /5A A4 show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in
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monitor capture buffer .

monitor capture mycap control-plane in
7 /54 A4 no monitor capture mycap control-plane

7 /5A A4 show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in

monitor capture buffer

F=H Xy 7F ¥ (WireShark) DOy 7 7 2R ET HI21%, K+ EXEC & — K T monitor
capturebuffer =~ FEZHLE T, TE=FFXF¥ 7T X v 77 ZWHT 5, £-1d Ny
T 7R T BT 74V OBy 7 7 ICETIZIE, Zoa<wr RO no A
HALET,

monitor capture {capture-name} buffer {circular [size buffer-size 1 | size buffer-size}
no monitor capture {capture-name} buffer [circular ]

XX DEHEA capture-name Ny 7 7 RFREEILD F ¥ T F v DAH,
circular Ny T 7 IMEBRAA T THHZERIBELET, BREZA TONNY 7 7%,

Ny 77 BB SINTZRBURNICY Yy YTy STy — 452 LEXT52 L
TTF—Z DX x TF ¥ Ziks LET,

szebuffer-size  (f£2) Ny 77OV A XEIEELET, &ML 1~ 100 MB T,

ARV R FIAA R BBy 77 RRESLET,

ATV R E—F Fi#E EXEC

avy FERE )1y —= LEEHNE

Zoa=wy RNEAINE LT,

ERLDAA RS> BT WireShark DX ¥ 7F ¥ 2% ET 5 & MEOMREER Ay 7 7 MERSNET,

il
IMB DY A ZADOPELRN Y 7 7 2R ET D HEITREIATLET,

T /3 Z# monitor capture mycap buffer circular size 1

monitor capture clear

E=HFFX ¥ FF ¥ (WireShark) /N> 77 %7 U7 3 5HIZ%, F##E EXEC & — KT monitor
captureclear =~ > F&HEH L £,
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. monitor capture export

monitor capture {capture-name} clear

BX DA capture-name N 7 w37 U T IDF ¥ 7T ¥ OAHI,

ATVRFIAILE DNV TrOarTeF I VT ENER A,

aAavyRE—FK FitE EXEC

avy FERE )1)—2R EEAE

Zoa=wy RNEAINE LT,

FERLEDHA RSAY FTY7F v, 72031 DL EORAMEMDNTZ S 4722 monitor capturestop =2~ > K& A
T LTI F v 7 F v ME I S 7212, monitor captureclear =~ > FaFHALET, Fv
7' F v HMEIE L7212 monitor captureclear =~ > REZ AN LG, Ny 77 Il% ¥ VT v
SNTNT RN, T 7 ANSDX XY T T ¥ STy hOay7 2 ORGFITE
F &317= monitor captureexport =1~ > FIZITEETH Y T8 A,

Nro "hENy 77 NICRTETIEEOT Y 7T v 0n3b D56, AT a RAERIT D720, 5
LWF ¥ 7 F ¥ ZBRT AR NNy 7727 VT LTL &Y,

1

mycap X ¥ S F ¥ T B0y Ty arT Y EZ VT TAIEIREETLE
j‘o

T3 A# monitor capture mycap clear

monitor capture export

T 7ANMCE=F X ¥ 7 F ¥ (WireShark) Z#T27 AR — F5I21%, 7t EXEC £— R T
monitor captureexport =~ > KZfEH L 9,

monitor capture {capture-name} export file-location : file-name

X DR capture-name T AR— T D% % 7T v DL4HI,

file-location : filename (1) ¥ 7F ¥ A ML —2 77 A LDEHB LR T 7 A N4 %
FRE L E7, filelocation (Zff FH AR 72 fFIZIR D & BV TT,

eflash: A AR—K 772 AL —

« :USB K747

SRV R FIALE X TTF YIRSy MIRESREEA,
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aAvU R E—F

monitor capture file .

H5#E EXEC

avy NERE

FEREDAA RZA4 Y

)1)—=R EEAR

Zoavwry FRHEASHE L,

A L=V DN F ¥ T T ¥ Ny T 7 Th HE5EIZ0 A monitor captureexport =2 N4
ERLES., 77 ATV EF— MO —DVIHHRIFTEET, Fr 7 FyhEiidnry
FEX YT TFXEILRICZOa~v REEALEST, 7y by 7 Frid, 12 EOK TS
72 SN723A . £ 7213 monitor capturestop =~ RZ AT 5 gL L £,

WireShark 73 2 % > 7 IND A A » FTHEHIND5GE. 737 > % ¥ 7T ¥ ILHTE O file-location
THRESNTZT VT 4 TAAL v FITHIREIND T A A LIZORRFESLET, B : flashl 1%
TIT 4 TIRAAL TR SN TOET, flash2 1 T® XU 24 v FICHEHRINTVE
T, ZOHE. Ty b Xy T ¥ ORIFICHEH TE 201 flashl 7217 TY,

\}

G

monitor capt

) YR —=FRENTWRWT NS, RETNIT 7T 4 TR AA v T STLTWV RN T 3 A2
oM FY T TFXYERELIDET AL T —BRETLRREMELRH Y 97,

il

Xy I TF ¥ Ny 77 ONE% flash K7 A 7D mycap.pcap (=7 AR — b DHIZITK
BFEITLET,

ure file

EFE=HF¥xv 7T v (WireShark) A L — 7 7 A VBN EZRET HI2IX, F7HE EXEC E— K
T monitor capturefilea~ > FEMEHLET, A ML —U 7 7 A VEBELHIBRT 12X, 20
a<vr FOnBAZEZFEHLET,

monitor capture {capture-name} file{ [ buffer-size temp-buffer-size ] [ location file-location

: filename ][ ring number-of-ring-files ] [ size total-size ]}

no monitor capture {capture-name} file{ [ buffer-size ][ location ][ ring ][ size 1}
HX DB capture-name ISHF 2% % % 7 F v DA,

buffer-size temp-buffer-size UER) —RRy 7 70% A XEHELET, temp-buffer-sized
FPAIZ 1 ~100MB T9, ZAUI Ty MERZHIET 57291
BEsinEd,
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location file-location : 18) F¥TF ¥ A L—Y T A LOEFBLIOT 7 AL
file-name 4% teE LET, filelocation |\ ATREAMEIZ R D & 350 T,

eflash: A AR—K 7T v =2 AL —

« :USB K747

ring number-of-ring-files (LR XX 7 TFARMBER7 7 AN TF ==V IRfFEIND T L,
BLXOT 74NV THNOT 7 A NVEEEELET,
sizetotal-size (FEE) ¥ 7TF ¥ 77 ANVDOEREA XE2BELET,
ATV RFI+LE RL
ATV R E—F Fi#E EXEC
avy FERE )y—= EENE

oavwy RPREAINE LT,

FEREDHA KS4Y A PL—YO5ERT 7 A4 0 Th L5612 monitor capturefile =~ > FaEH L £,

TZrAMIVE— M — I HRETEET, Xy MRy I FrOEIRRICZDaw
PREMBHLET, N7y bRy I Frld 1O EOK TR ST G. £00X

monitor capturestop =~ > K& A9 5 &1EIEL 9,

WireShark 73 2 % v 7 IND A A » FTHEH INL5G. 737 > b F ¥ 7 F ¥ IEHTE O file-location
THESINTET VT 4 T AL vy FICHR IND T NA A LIZORRFEINET, # : flashl 1%
TIT 4 TIRAA y FITHHR SN TWET, flash2iT B A F U AL v FITERHSNTOET,
LA Ty b FY TTF ¥ ORIFITMEN TE 2013 flashl 7217 TT,

)

GE) HFER=PFPENTWERWT NS REFRINIT 7T 4 TR AL FITHER SN TWDRNT 23 228
Ty b XTI TFXERELI)ETHE T —RRAETHHEERS Y 7,

£l
7T vva RIATIREINTWD 7 7 A /L4 mycap.pcap Th D Z & ZHEET D
WIEREFEITLET,

534 A# monitor capture mycap file location flash:mycap.pcap
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monitor capture limit .

monitor capture limit

X 7T v HIRERET DI, FiHE EXEC “E— K C monitor capturelimit =~ > K& L
F1, Fr 7 FYHIREZERTHIE,. 2oa~vr FonoBRAHEHA LT,

monitor capture {capture-name} limit { [duration seconds] [packet-length size] [packets
numj }
no monitor capture {capture-name} limit [duration] [packet-length] [packets]

B DEREA capture-name Xy 7 FrHlREF D LG TOEND F ¥ 7T ¥ DAHI,

durationseconds  ({£&) v 7 F v Hil () Z#EELET, #®PHIZ 1~ 1000000 T3,

packet-lengthsize  ({13) <7 v MR (N1 b) ZEELET, EEO ATy MIREED R
SEVRWGE. BHBAA FEIBIC K > TORSND|ADE v DA B
DHPRIFENET,

packets num (EE) ¥ 7 F YT L TR EIND Ty MEERELET,

ATV R TFI4NLL T TTFAHIRIETRESNEEA,

AT R E—F FEHE EXEC
avy FEE 1)1y —= EEHNE
Zoawy RRNEAINE LT,
il
60Dt YT a VEIRB L4004 "Dy BT AV NEEZRTETHICITIRE
FITLE T,

7 /3A A4 monitor capture mycap limit duration 60 packet-len 400

monitor capture match

E=% (Wireshark) ¥+ 7 F ¥ |Zx U CTHRIZA VT4 a7 7 4 VWV E B EFRT HITIE, FF
FE EXEC & — FC monitor capturematch =~ > F&2FEH LT, 207 4 X Z2HIBRT 51
X, Zoa<r Rono BERE2HEHL £,

monitor capture {capture-name} match {any | mac mac-match-string | ipv4 {any | host

| protocol} {any | host} | ipv6é {any | host | protocol}{any | host}}
no monitor capture {capture-name} match
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. monitor capture start

X DA capture-name a7 T ANAEENBTENDL XY T v DA,

any TRTONRTy MEfRELET,

mac mac-match-string L ¥ 2 %47 v F AT L E9,

ipv4 IPv4 /37y P EFRELET,
host RA P ERELET,
protocol a haviaRELET,
ipv6 IPv6 /"y b EFRE L £7,

ATV RTFIFNE T TANMNFERESNTOEE A,

aAavURE—FK FpHe EXEC
av Y FERE )1)—x EEAE
Zoavry FREASHE L,
il

V—RAEFIISE L EOEEDIP N—V g 40y MZ—ET 33X ¥ 7F v BAL v b
I LTEYTTF Yy RA L MBI aT 74V EEERTHITIL, WEFEITLET,

F/3A A4 monitor capture mycap interface GigabitEthernetl/0/1 in
7 /34 A4 monitor capture mycap match ipv4 any any

monitor capture start

NTT4 97 RL—=ARA L N TTy NT—=F DNy 77 ~DFx 7FF ¥ &M 212,
¥#HE EXEC £— K C monitor capturestart =~ > R&fiH L £,

monitor capture {capture-name} start

BXDEREA capture-name  fihqd % % ¥ 7 F v D4R,

ATRVERTFIFNE DNV TTOArTUVEIIT EREEA,

avYRKE—FK ¥5HE EXEC

avy FRERE Jjyy—= EERNE

Zoawy RNEAINE LT,
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EREDAARZA

monitor capture stop .

Xx 7 F v RA U MBERINTZRIZ Ty hT—2 X% 7 F v 2 HNIT 5I21E, monitor
captureclear 2~ REFEHLET, N7y bTF—F DX ¥ 7 F v Z4E1L3 5I21L, monitor
capturestop =~ RZEHA L £,

amk;of%)&t®/z7A)/ AWK ¥ T T OBERIAFEHRETH D I & &
FUL) L/ i ‘j—o

51
Ny Ty arTroVOxy 7 F v EET I3 REZEITLET,

7 /3A A4 monitor capture mycap start

monitor capture stop

N7 749 7 NL—RA KLY FNTTy b T =2 DOF % 7F ¥ 24513 5121%, FiHE EXEC
% — K C monitor capturestop =~ > R&HH L E7,

monitor capture {capture-name} stop

BX DA

AR R FIHILE

aAvU R E—F

capture-name  {Z|E4 % % v 7 F ¥ DL R,

Ny b T8y TF R BETH T,

H#E EXEC

avy FERE

FEREDHA K4V

Jiy—=x EHAR
Zoawy RREAINE L,

monitor capturestop =~ > K% il L C, monitor capturestart =~ > RiZ X - THlth L 723
Ty b7 — &@%%ﬁ%y%ﬁtbiﬁo%%%iﬁﬁ%@zo®&47@%%f%%ﬂy

Ty ERETETET, ﬁ%ﬂ/77ﬁwo&wrﬁot T &%yf%yiQQM’ﬁ
IELET, BEAAY 7 7B 0oV b L, &%%7%%1&@#%%%L — X%
EEXEINET,

151

Ny T7 arvrT oY OxXx 7T ¥ BT 53R EEITLET,

T3 A# monitor capture mycap stop
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monitor session

R EHDO NI T 4 o 73O DIZ, A=V Fy N AL v F RA—hKT7FZA4% (SPAN)
tovarFEFFVE—r AL vF RFR—K T7TFF74% (RSPAN) By aroar 7y
Xal—vaaHBERT20, BFEOtyaroar7 4 Xalb—ya BT SIS
IZ. monitor session 72— 8L a7 4 Falb—vay avwr KRR LET, SPAN v
TarYELIIRSPAN By v a &7 VT T5I00E, Zoavr ROonBEXREEHLET,

monitor session session-number {destination | filter | source}
no monitor session {session-number [destination | filter | source] | all | local | range
session-range | remote}

BX DA

AR TFIAILE

aAvU R E—F

session-number

all FTRTCOE=Z vy arz27 U7 LET,

local T _RCOu—INVET=L Ly rara2 )7
l/\i‘é"o

range session-range BESn-ffoe=4% vty rvarwzs7 U7
Li‘d‘o

remote ITRCOYE— =Xy varsv2 77
l/\gz—;_‘o

FoX Ty va VIEIRESINNTOERA,

Ja—) a7 4 FXal—rg

avy FERE

FEREDHA K4V

)1)—2x EENE
Cisco I0S XE Everest 16.6.1 Zoawy RPREAINEL
77

X E & ST H1TIE, show monitor 7t EXEC =2~ > K& AJJ L E£7, show running-config
¥#E EXEC 2~ > RE AN+ 5 &, A A »F D SPAN, RSPAN. FSPAN. I X' FRSPAN @
WREEFRRTHIENTEET, SPANFHITHE N OREMTICERENET,

1

WIZ, 7 —H/VSPAN £ 3 1 Z/ER L T Pol3 (EtherChannel "— k) @ k<
T4 EE=HF L, By g DSPAN T 7 ¢ v 7 % VLAN 1281 D RIZRET S
BlarLET, BIINT 7 4 v ZITRELEER L 9, ATREILA F—T /A
D FEHA
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534 A (config) # monitor
/34 A (config) # monitor
/34 A (config) # monitor
encapsulation replicate
T34 A (config) # monitor
encapsulation replicate

monitor session destination .

session 1 source interface Pol3

session 1 filter vlan 1281

session 1 destination interface GigabitEthernet2/0/36

session 1 destination interface GigabitEthernet3/0/36

Wiz, Zhboty 87 v 7FIBE5E T LIZ# O show monitor session all =~ KD

HAhzRLET,

T /NA 2# show monitor session all

Session 1
Type
Source Ports
Both
Destination Ports
Encapsulation
Ingress
Filter VLANs

: Local Session

: Pol3

: Gi2/0/36,G1i3/0/36
: Replicate

: Disabled

: 1281

monitor session destination

BIIC AL v F RAR— K7 F 4% (SPAN) v a£7/-13VE— b SPAN (RSPAN) %i
v a BB L, xYy NU—27 X2 VT 4 T34 A (CiscoIDS Sensor 7 7T A T
AR E) OFEHAR—=NEDOAN T 7 4 v 7 A F—T W2 L, BEfF® SPAN %7213 RSPAN
Tty alrTAUH—T oA AEBIMEITHIFRT S I1Z1E. monitor session destination 7' —
Va7 4Xal—vary avy ReFHLET, SPAN £7213 RSPAN & v v 3 > & HIFR
L7290, SPAN £72IXRSPAN B v > a Vbl A v ¥ —7 = A4 ZA&HIRT HICiE, Zo=
~> RO noEXEMALET,

monitor session session-number destination {interface interface-id [, | -1 [encapsulation
{replicate | dotlq} 1 {ingress [dotlg | untagged] } | {remote} vlan vian-id
no monitor session session-number destination {interface interface-id [, | -] [encapsulation

{replicate | dotlq} 1 {ingress [dotlg | untagged] } | {remote} vlan vian-id

B DEREA

session-number

interface interface-id

SPAN £ 72X RSPAN t v ¥ 3 »DsEhEF -1
EETA A —T oA RAEEELET, B2
A v —T oA AIYER— | (XA T,
AR T AN, T a—)b, R— N EEE
ate) T, BETA VE—T7 oA ZADBFRE
X, A=k FrxnVbHhRA 2 —T A
A BALTTHY, FRETE HHIAIZ 1 ~ 128
<9,
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. monitor session destination

; EE) DA 2 —T7 =4 AFET-IZVLAN
ERRELET, £, AIOFEENL A X —
7 = A AE721% VLAN OFiFHZ 25BE L £,
W DRHEIC A=A ANE T,

- (f=E) A% —7 = A AFE7-1X VLAN O
FHEEELE T, A 7 DFEICAR—R
ANET,

encapsulation replicate (L8 5ideA v X —7 = A ADEETA
B =T 2 A ADN TR EERT 5 2
EERBELET, BRLRWEGEEDOT 7 41
ME, FAT 4 TR (X772 L) TONRT
~ DEETT,
WOF—T— KL, v—H /L SPANIZF T A
%h T4, RSPAN, RSPAN VLAN ID |Z7CD
VLANID # EEX 32570, 7y MIFIZ
2 775 L CiEE &vE T, encapsulation #~
Ya ik, noBEXTIEEE I ET,

encapsulation dot1q (EE) 51 v % —7 = A AN IEEE802.1Q
N TYINEDEFTA v F—T = A ADFE(GF
Nry NeEZITd AN LIITHEELET,

WOF—T— R, g—H/L SPAN IZFE A
% T3, RSPAN, RSPAN VLAN ID |Z5c®D
VLANID # FEX T 25720, 7y MIFIC
& 775 L CiEE &ivE T, encapsulation 4~
Ta i, no B TIEEE I E T,

ingress AN NTF T 4 v UtREEA F—T M LET,

dotlq (1) #5E SNn7- VLAN 25 7 4 /L k
VLAN & LT, IEEE802.1Q 7 7/ kX7
HENTy hEZITANNET,

untagged (L) HBESNT- VLAN 257 7 4L b
VLAN & LT, #7R L7 ka5
By Pzt ANET,

isl ISLA 72z LCAN T 7 4 v 7 %
kT 5 KO ITHRELET,
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avU R TFI4ILk

aAvU R E—F

monitor session destination .

remote RSPANEE L E 7o idsiet vy a ol £—
N VLAN 8 ELE 7, fRETX 52
~ 1001 F721% 1006 ~ 4094 T4,

RSPAN VLAN | VLAN 1 (57 4 /L h®D
VLAN) . $£721Z VLANID 1002 ~ 1005 (h—
27 ) 7% L OFDDI VLAN (2 7RI%) 12
WMAHIEIXTEERA,

vlan vian-id ingress ¥ — U — REDAEH I 5E, A
NET7 4 v 7T 257 7 4/ h®D VLAN
ERELET,

FToX Ty vag MIREESNTOWER A,

1 — 77 /L SPAN D% 5e AR — b T encapsulation replicate 235 E S - 72846, 237 v MM
NTNMEDZ TR L DORAT 4 TR THEEINE T,

ANEREIISEE R — P TET 4 B—T T > T0ET,

all, local, rangesession-range, remote % nomonitor session 2~ > RIZfEETH I & T, T
T® SPAN 8 L UVRSPAN, § X TP —H/L SPAN, #ilfl, & XTORSPAN kv a3 %7
U7 CEET,

Jua—n)arZ 4 Xalb—rar

avy FERE

FRLEDHA KS1 Y

J1)—= EEAR
Cisco IOS XE Everest 16.6.1 Thavwy RREAINEL
77

SPAN F 721% RSPAN DOSi G IIWHAR— F THAMLERH Y £,
A o F LEFIIAA v F A X w7 BT, K64 DR — N2 ffg T £,

vl a ANUTEED AN FERIIHIOBEE TR — FELIZIVLAN Z2ED D 2 LN T F
TN, 120y a NTEEILR— b EXETVLAN ZlAEDED Z LIXTEEHA,
Kt va AIEBOIEAR— N ERAETEET,

VLAN-based SPAN (VSPAN) % fif LT, VLAN £7213—#?D VLANNDO Ry hU—7 +F
T4 7 BT 2856, BEIC VLAN O XTOT 77 7 AR— 75 SPAN % 72/% RSPAN
tyvra rOEGFEILAR— MRV ET, FF 7 F— MIVSPAN DEEILAR—FELTES
N, E=H Y 7S VLANID O30 v MET5E0EHR— MIEFE S ET,

1 2OAR =k, 150 VLAN, —#OAR—h, —#O VLAN, R— M, VLAN @i T k7
TA I EE=ATEET, LA T varzEHLT, #EELT—EGHHOAN ¥ —T <
A ZFET2IT VLAN ZHEE L £ 7
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. monitor session destination

—HD VLAN £7203 A v X —T =2 A AEEETH L&, o~ () ORIZIC A=A
FEWCTY, VLAN £33 A v X —T7 = A ZADOFPAZFEET D & X, A 72 (o) DORiEIZA
/\O*‘X 75%%?“("’9,«0

EtherChannel ;" — k%, SPAN i?i 1Z RSPAN %GR — k& L TERET 5D Z &1, EtherChannel
TN—T DA NTHLYHEAR— NI, AR — e LTHEATEET, 7272 L, SPAN O%d
Sl U CHRET DI, EtherChannel TN—TIZHBIMTEFER A,

SEHEAR— R E L THEHA L TWAR— I, SPAN F7-13 RSPAN EE LR — M+ A2 &3 T
XFX A, T, FARRICEEOE > 3 VOSEER— MITAHZ LT TEEHA,L

SPAN % 7213 RSPAN %ieih— F CT&H B4R — b _ETIEEE 802.1X iRikxE A 2 —T7 /Wl d 52 &
IXTEET 2, A— FASPANFESE L L THIBR S 415 £ TIEEE 802.1X #BREIX 7T + E—7 LT
9, IEEE 802 IXFBiENAR— h ECHATE R2WEA, A4 v FIEeTI— A vt —VEIRLE
9, SPAN F 7213 RSPAN i%(E 76— b CTIL IEEE 802 I1X iBfEA A F— 7 M T HZ LN TE
£7,

AT T4 TEERRY T =7 X2 VT 4 T ATA RX—T VDA, EhR—
MILAVY2TRT T4 v 7 ZHEXELET,

SR — MIRDO K O REMEEZRETE ET,

* monitor session session_number destination interface interface-id Zfh o F—7— K72 L CTA
HTbE, MO TvMEIZEZ TR LERD . ATEREZA F—T N0 £/ A,

* monitor session session_number destination interface interface-id ingress = AJ1 L 7= 8%A& 1%,
WA 7 klZ Z 772 LT, AT T vMIZZEDH L Iki< F—TU— K23 dotlg &
untagged DWFTNTHDLIMNZ L > TR ED £97,

* monitor session session_number destination interface interface-id encapsulation replicate % i

DX—U— KRR LTANTDE, HOOHTEMUTY —RAA U F—T 24 AD I T EIL
fbEHERL . ANEERETA X —T W0 FHA (ZiUEe— /L SPAN T ICH#E A L &
o RSPAN (I 7 /LD ER Z PR — F L TWEREA)

» monitor session session_number destination interfaceinterface-id encapsulation replicateingress
AN LTESEE. WA e lldk G o, v —7 = A 2 T baBRL. AN
BT IIZZEDH L1 F—T— F23 dotlg & untagged DWW TH DML - T
PeEDFET (ZHIFEr—L/0 SPAN 722 M L3, RSPAN (T4 7 /AL OERE V-
A—RLTWEHEA)

RROE & MERRT 5121, show monitor 454 EXEC =~ F4& AJ1 L £, show running-config
FEHE EXEC =2~ R&EAJ1T5H L, AA v F D SPAN, RSPAN, FSPAN, 35 J T FRSPAN O
REZXRTTHZENTEET, SPANFERIZHNIOREEITICERINET,

451

W DHETIL, m—ﬁwSMNﬁ//a/l%wmb AR 7 AN DFETLR—
MIDWBARAZ YT AU R2DEHER— R 2ICEZIETIN T T4 v I 2= 2T D)
HEE R LET,
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monitor session filter .

7 /31 A (config) # monitor session 1 source interface gigabitethernetl/0/1 both
7 /31 A (config) # monitor session 1 destination interface gigabitethernetl/0/2

WOEITIE, FieR— FEBEFEOT— L SPAN &> > a VbRt A HiEE R L
£,

T /3A A (config) # no monitor session 2 destination interface gigabitethernetl/0/2

WOFITIX, HDEETA L H—T 2 AT =F ) 7T HRSPANEETE Y 3
V1 EFHEL, & 555 RSPAN VLAN 900 2% ET 5 HEEZRLET,

7 /3A A (config) # monitor session 1 source interface gigabitethernetl/0/1
7 /3A A (config) # monitor session 1 destination remote vlan 900
T34 A (config) # end

WOFITIL, TE=F VT ENTNT T 4 v 7 &EZET DAL v T, RSPAN %8¢
tovar 10 BRTETDHHEERLET,

7 /34 A (config) # monitor session 10 source remote vlan 900
T /31 A (config) # monitor session 10 destination interface gigabitethernetl/0/2

WORFITIL, IEEE 802.1Q 7 7w/ b E VR — T 58X =2V T c EEEZHHL T,
VLANS DA N7 7 4w ZICkHET D500 — a2 ET 2 HiEE R LET,
NZ T4y ZITRETRDO I T EER L E T, A NT 7 ¢ v 71X IEEE 802.1Q
A7k EERHLET,

7 /34 A (config) # monitor session 2 destination interface gigabitethernetl/0/2 encapsulation
dotlg ingress dotlqg vlan 5

WOEITIE, B TEMEEFR— N LW EX2 T 0 T3 Z%&FH LT, VLAN
SEDOATINT 7 4 v 7Dl FR— NeRET D HEERLET, HOINT 7497
BIXOAN N T 74 w713 T2 T,

7 /3A A (config) # monitor session 2 destination interface gigabitethernetl/0/2 ingress
untagged vlan 5

monitor session filter

7 @ —~_—Z SPAN (FSPAN) & v i 5 7 1m—~—2Z RSPAN (FRSPAN) %{Z0F 71358
FetrvarEH LLBBTS, £ ED VLAN I L TSPAN EETIL b T 7 4 v 7 &
IR (7 4 L2 W) 4 5121%, monitor session filter 72— L a7 4 Falb— g =
~  R&EfHLET, SPAN £72IZRSPAN v v a »inh 7 4 VX #HIBRT HI121E, o=
< RO noXEHHLET,
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. monitor session filter

vy ko—bgBavUF |

monitor session session-number filter {vlan vlan-id [, | -] }
no monitor session session-number filter {vlan vlan-id [, | -1 }

BX DA

AU RTIHIbE

AU R E—F

sessi on-number

vlan vian-id SPAN EETC N7 7 1 v 7 ZHFED VLAN (T
HIRT 2720, T2 7 DOFETA— b ED
74V ZELTVLAND Y 2 M &I EELET,
vian-id THIE T& H#PHIE 1 ~ 4094 T,

’ {£8) #5D VLAN ##5E LE4, £720%
VLAN & Z i b X £4, o
~ DEMEIZAR—Z2 %2 AN E T,

- ({EE) VLAN O#%=fEELET, N1 7
VDORHEIZ A=A ANE T,

FToX By va VIIRESNLTOERA,

JFa— ) arz 4 Xalb—g

avy RERE

FREDHA FS14 2

Jjy—= EEAR
Cisco I0S XE Everest 16.6.1 Zoavry RREAINE L,

1 2D VLAN, F713EH DR — FX° VLAN, FEH#HHOR— N VLANT T 7 4 v 7 %FE
=X TEFET, EEELITEFRAO VLAN 24583 2120%, [|-]14A 7Y a v EEHLET,

WD VLAN #HETH L X1, o~ () ORI AR—ZANNLETT, VLAN O#iFH %
BETHEEIE. N7y () DEMZICAR—ANRNETT,

VLAN D7 4 V2V 7%, 8707 OFEFEIAR— b ETEIRSL7z—# O VLAN D% > k
T—2 NI 74w I ESZRLET, T 740 T, TXTO VLAN S b7 7 OEE
JLAR— R TE=Z U 7 S EF, monitor session session_number filter vian vian-id =~ > K%
T DE, FTU I EETLR— RO SPAN T 7 ¢ v 7 Z4RE Z472 VLAN 721HZBRE T
xFET,

VLAN ODF =4 J 7 EBIWRVLAN O 7 4 /L& U o ZIIAHEICHA 22 Bf%2 T4, VLAN 23
EEILOHE, VLANDO T 4 VEZ ) T34 R—T MITEEH A, VLANOZ 4 VE Y 7
DRESNTVDHEA, VLAN [TEETICRD Z N TE LA,

FRE & fERRT D1, show monitor #5# EXEC =2~ > K& AJJ L £, show running-config
¥i#E EXEC 2~ R&E AT 5L, A4 v D SPAN, RSPAN, FSPAN, i3 J (NFRSPAN O
REXRTRTHIENTEET, SPANFEHRITHIOKREZIITICFERINET,
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monitor session source .

il

WOHITIE, BEFEO® Y a D SPAN bT 7 v 7 ZFRTED VLAN 72 IZHIBE 5
FiEERLUET,

Switch (config)# monitor session 1 filter vlan 100 - 110

WIZ, B—H)VSPAN Y v g 1 ZERLTAF v 7 A N1 OXEILHR—F1 &
AB 7 AN DR — NDOEZIEWMED NT 7 4 v =4 1L, FSPANt v
arsTT IRV ARSI EFHALTCIPVE T 7 4 v 7 52T 4 VAT L %R
LET,

Switch (config) # monitor session 1 source interface gigabitethernetl/0/1 both
Switch (config) # monitor session 1 destination interface gigabitethernetl/0/2
Switch (config)# monitor session 1 filter ip access-group 122

monitor session source

AA v F RIR— K T7FFA4H% (SPAN) v g %7213V E— FSPAN (RSPAN) *#ETE v
vaEBGRT D, FIEEEFEDO SPAN £7/21E RSPAN > v a U TA V& —7 = A A% B
* 721 3HIB 5121, monitor sessionsource 7/ e — )L 27 4 X al—v gy avw s Ky
fEFILEJ, SPAN £/2/XZRSPAN v g U ZHIBR L7V, SPAN £7/2/ZRSPAN & v 3
MBEFETA VX —T = A Z&HIBRT I, Zoa~vr FonoBEXEFHALET,

monitor session session_number source {interface interface-id [, | -1 [both | rx | tx] |
[remote] vlan vlan-id [, | -] [both | rx | tx]}

Nno monitor session session_number source {interface interface-id [, | -1 [both | rx | tx]
| [remote] vlan vian-id [, | -1 [both | rx | tx]}

B DEREA

session_number

interface interface-id SPAN £7-1ZRSPAN & v ¥ 5 VDXE[E LA o~
B —T A ARELET, Ah7eA ¥ —
T A AIPER— K (AT, AZ T R
VN BV a2, R— hNEFEETL) T,
KIETA v Z—T = ADEFHIL, A—hF ¥
INBENIRA LV H—T 2 A AXATTHY,
FRECTE HHiPHIL 1 ~48 TT,

: UEE) DA v % —7 = A ZE 71T VLAN
ERELET, £0E, AiofENS A X —
7 = A A E 721 VLAN O#iPH 2458 L £4,
B~ DRZIZANR—A % AN ET,
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. monitor session source

vy ko—bgBavUF |

- EE) A ¥ —7 A AF71% VLAN O
BEZIRTELET, N1 7 UORHEICAL—R
ZANET,

both | rx | tx L) =XV IFTH LT T 4w I DF
MEEELET, FT 747 DHFRERE
L7aWEGA, BETA v F— 7 = A ALk
BONT 747 BEELET,

remote ({F:%) RSPANEECE-Idsuiet vy a v
DVE—FVLAN ZHELET, FHETE2D
EFHIE 2 ~ 1001 F7-1Z 1006 ~ 4094 T,

RSPAN VLAN /X VLAN 1 (FZ7 #/L F®
VLAN) . F72/Z VLANID 1002 ~ 1005 ( F—
27U v 7% X OVFDDI VLAN ICFRIH) IS
RBHZ LT TEERA,

AR R TFIAILE

O R E—F

vlan vian-id ingress ¥ — U — 72T CE Sz ih6. A
HKNTF 74712774/ D VLAN 2% 7E
l/jz‘aﬂo

ToX by g VITREINTWERA,
EETA L E—T = A ADT 7 /v kT,
=27 LET,
BEETLR—MELTHERAEND N7 A —T 24 A LETiE, $3TH VLAN BE=HF
Vo rrEnEd,

NG T4 v EREBENT T4 IO GEE

K
paflls

Ja—\)yaryZ 4 Fal—a

avy FERE

FEREDHA K4V

Jjy—= EEAE
Cisco 10S XE Ioavwy RREAINE L,

Everest 16.6.1

FEITLAR— P ELITEEIL VLAN ZHHADT5 T 7 ¢ v 7%, SPAN %7213 RSPAN % ff H
LTCE=FTEET, EETR—FELITEET VLANICL—T 4 VT END T T4 w7
ITE=Z TEEE A,

WBAR— T, R—F F¥x/b, VLAN BPX[ETLIZRD T EMTEET,

Kt vl a NUIEEDOAITE LT IIOEETTR— FERIIVLAN 2595 2 LR TE E
TN, 120y a NTEETLR— b ERFETVLAN ZHAEDEDL Z LIXTE A,
Kt va AIEBOER— FERAETEET,

VLAN-based SPAN (VSPAN) ZfHH L C. VLAN £7-1Z—#®D VLANNDO Xy "V —27 KT
T4 v 7 BT 586, E50 VLAN O XTOT 77 4 7 " — b A SPAN % 721X RSPAN
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monitor session type erspan-source .

Ty arOEETR— MRV ET, FTF 7 R—MIVSPAN ODEETHR—FE L TEE
N, F=F Y 7 E N VLANID O/ o 208 s65eR— MR E SN ET,

1 DOAR— bk, 120 VLAN, —#HOR— r, —i#@ VLAN, 7~— MiPH, VLAN §ipH T K7
TA I HEE=ATEET, LA T varzEHLT, #EELTERHHAOAN ¥ —T <
A4 AFE7-IX VLAN 2 E LET,

—HD VLAN 72131 v X =T oA ZAZEET H L ZE, o~ () ORIRIZAN—ZAD 0%
T CF, VLAN £72013A v ¥ —T = A AOHFPHERET D L XE, " 7> (1) DORIZIZA
N—ZANMIETT,

il %2 OFR— MEZEI S 2 EtherChannel IZEZ ML CWAB b E=X ) 7 T5Z MR TEET,
%72, RSPANE(Z LA v ¥ —7 = A A L LT port-channd %5 % {59 5 Z & T EtherChannel
Ny RVERET=2 ) o I THZ N TEET,

SEHEAR— R E L THEA L TWAR— I, SPAN F7-13 RSPAN E#E LR — MTTBH5 2213 T
XFEHA, T2, FFICEROE Y 3 > O5EER— MNMITAZ LITTEXERA,
SPAN % 7712 RSPAN i%{2 7R — b TIXIEEE802. IX BBAF A A X — T W THZ LR TEX £,

PRE R A%, show monitor £ EXEC =~ K% AJ1 L %9, show running-config
¥t EXEC 2~ RZ AT 25 &, A1 v F D SPAN., RSPAN, FSPAN. ¥ L TXFRSPAN @
REEFTTHZ ENTEET, SPANHFRIZH D OFEMTICERENET,

451

WOBTIX, a—H/LSPANT v a1 2B L. AF w7 AN 1 OFEETLR—
MIMWBARZ YT A2 DEHER— N 2ICEZETAI NI T4 v 7 TS T5H
BEERLET,

Switch (config) # monitor session 1 source interface gigabitethernetl/0/1 both
Switch (config) # monitor session 1 destination interface gigabitethernetl/0/2

WOFITIL, EEOEETA v H—T = A AT =% 1 735 RSPAN %50k »
a1 ZREL, &5HIT%5E5E RSPAN VLAN 900 3% &4 25 FiEa ~ LE 4,

Switch (config) # monitor session 1 source interface gigabitethernetl/0/1
Switch (config)# monitor session 1 source interface port-channel 2 tx
Switch (config)# monitor session 1 destination remote vlan 900

Switch (config) # end

monitor session type erspan-source

2 — 77 /L@ Encapsulated Remote Switched Port Analyzer (ERSPAN) A 8XET HITiE, 7/ m—
Va7 4 ¥ 2 b—3 g 2 F— KT monitor session type erspan-source =< > R L £
F. ERSPAN HEZHIBRT 2I21L, oz~ RO no BERAHEHL £,

monitor session span-session-number type erspan-source
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. monitor session type erspan-source

Nno monitor session span-session-number type erspan-source

X DA span-session-number | = —# L ERSPAN & v ¥ 3 > OF L, A4MEIL 1 ~ 66 TT,

AvY R TFI4)0k ERSPANEELE v va VETRESNTWVER A,

Q9T R E—F Jua—s )L ary7 4 F¥ab— 3 (config)
av 2 FERE )1)—2 EENE

CiscolOSXEDenali 163.1 | =D~y RBEAINFE LT,

FEEREDHA K54 > span-session-number 35 LUk v a3 ¥ A7 (erspan-source ¥ — 7 — RIZ Ko TRE) 1%, &
ERIIEECTETERA, By a 2HIBRTAI203, Zoa<r FonoBREERAL, Bl
Wey v ariDERIEIHLWWEY sy XA TRy a VEFERLET,
ERSPAN 220t v > a v DS IP 7 RL AN G AA v F DA v B2 —T = A ATHRE
ENDHVEND D) . ERSPANSGIETE v a UGN — MIEETDI N T 7 4 v 7 OFEET
T9, ERSPAN E=H#%itet v ar a7 4 F¥al—var T—FTipaddress 2~
PHEALT, BMExkyya sty a b OMFICRUT FLAZRETEET,
ERSPANID (2L VY, UG IP 7 KL RIZEFET 5 ERSPAN N7 7 v 7 L $72 % ERSPAN
EETEy Y a rERRBIENET,

Iz —% /L ERSPAN i#E 0t v a v O KRKIZ S ICHIFES N TWET,
i WIC. ERSPAN (250t v v o v E B2 ET Bl 5 L £,

Switch (config) # monitor session 55 type erspan-source
Switch (config-mon-erspan-src) #

BEa<v> K avw U R Bl
monitor session type ERSPAN i6(Gitt v v a VBB EERT 20, By a v
I L TCERSPANt v 2y a2y 7 4 Xal—3 gL T—
KEBRtE L £7,

show capability feature monitor | = = # jhel (47 M- 527 L 7,

show monitor session ERSPAN., SPAN. RSPAN Ot v ¥ = 2T A1HH %2 Fr
L%,
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origin

origin .

Encapsulated Remote Switched Port Analyzer (ERSPAN) k7 7 4 v 7 OfEme LTI S
IP7 L AZRIET HI2IE. ERSPAN £ = ﬁ%&uﬁ'ﬁ%//a yarZ4Xal—igry E—
RTorigin 2~ FEMHLET, FEXHIRT 212X, Zoa~vr Fono BRAEZEH L £
R

origin ip-address
no origin ip-address

BX DA

aAavv R TFI4ILk

AR E—F

ip-address ERSPANEELtE v a v D5 IP T KL AEEELE T,

EEILIP T FLATRESNTHERE A,

ERSPAN E=# —%@ct v a v a7 ¥ b—3 3 F—F (config-mon-erspan-src-dst)

avy FERE

EREDAARZA

1

Jiy—= ETEAR
CiscoIOSXEDenali 16.3.1 =~ o<y RAEMASHE LT,

A A F® ERSPAN 5t v a ik, origin a~> REMHAL T, SEIEREETIP
7 R RAEHHATEET,

KIZ, ERSPAN X ETetE v a v DIP T RLAEZRETHHZRLET,

Switch (config) # monitor session 2 type erspan-source
Switch (config-mon-erspan-src)# destination
Switch (config-mon-erspan-src-dst) # origin ip-address 203.0.113.2

D show monitor session all =~ > RO HHITIL, BARDEETIPT RLAD
ERSPAN 35{Z 7t v ¥ a VRN FERENET,

Session 3

Type : ERSPAN Source Session

Status : Admin Enabled

Source Ports :

Both : Gil1/0/13

Destination IP Address : 10.10.10.10
Origin IP Address : 10.10.10.10

Session 4

Type : ERSPAN Source Session
Status : Admin Enabled

Destination IP Address : 192.0.2.1
Origin IP Address : 203.0.113.2
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. show ip sla statistics

Fy kD—sgBEavUR |

BEa<w> R

av> R SRER
destination ERSPAN %iSct vy a U AREL, k7T n 7 4 &5
E_E’L/ijqo

monitor session type erspan-source | = —# /L0 ERSPAN ZEE v a v AR/ ELET,

show ip sla statistics

Cisco IOS IP #—E A L UL (SLA) OFT X CTOEEE I3 E SN=BEOHAEE 21T
FERSINTZBERT — X AB LOWEHER 2 FoRT 521X, =—3 EXEC ®— R E 72135
EXEC £— KT showip sadtatistics =~ FZEH L 7,

show ip dla statistics [ operation-number [details] | aggregated [ operation-number |
details] | details]
B DR operation-number (ER) BERAT —# AR LOWGRHEREZ R R T 28ED
iy, T AN DMEOHFPAIL 1 ~ 2147483647 T,
details (R FFMb A z2EE L7,
aggregated ({8) 1P SLA ERftat 48T L3,

aAavU R TFI4ILE

BEL WA T_XTOIPSLA B0 hE R R LET,

ARV R E—F =—4 EXEC
b EXEC
av Yy FER J1)y—= EEAR
Cisco I0S XE Everest 16.6.1 Zhawr RREAINELA,

FEREDHA K54V

BEDTE D OREGRER . BERT 77 4 7 E 5 2, 58 TREZIZ: & TP SLA BiEDBILEDIR
ex &9 HI2IE, showip dadtatistics i H L E7, HAKIE, E#EO (FlsET L)
B L CRENTZE=XV U7 T—2 L EENET, TOARINIEIEID X, LA~
NTFF v A MEEICH LT, EBERERO RGO L L Tshowipsla=z 7 4 ¥ =2
L—Yay avy ReEFEHTLIERRINET,

BHD VAR ZIZH LT Z R T 51213, ZOREORIEIDIZshow <~ RE AN LE
@—o

i
iz, showip dastatistics =~ > ROl Z R~ L £7,
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show capability feature monitor .

T /31 A4 show ip sla statistics

Current Operational State

Entry Number: 3

Modification Time: *22:15:43.000 UTC Sun Feb 11 2001
Diagnostics Text:

Last Time this Entry was Reset: Never

Number of Octets in use by this Entry: 1332

Number of Operations Attempted: 2

Current Seconds Left in Life: 3511

Operational State of Entry: active

Latest Completion Time (milliseconds): 544

Latest Operation Start Time: *22:16:43.000 UTC Sun Feb 11 2001
Latest Oper Sense: ok

Latest Sense Description: 200 OK

Total RTT: 544

DNS RTT: 12

TCP Connection RTT: 28

HTTP Transaction RTT: 504

HTTP Message Size: 9707

show capability feature monitor

E=FHERBICET 2B H A &R T 51T, KM EXEC & — R T show capability feature monitor
av s REFERLET,

show capability feature monitor {erspan-destination | erspan-source}

BXDEREA

AR E—F

erspan-destination %7 # 7~ Encapsulated Remote Switched Port Analyzer (ERSPAN) %/5
gty va VT LEREERRLET,

er span-sour ce TRTCOREHEASHD T a— IV IBIABT T L— M RR LET,

4 ke EXEC (B)

avy FNERE

il

J1y—= EEAR
CiscolOSXEDenali16.3.1 Z—pa<wy RREAINE L,

&IZ., show capability feature monitor erspan-source =~ > RO Nl R L ET,

Switch# show capability feature monitor erspan-source

ERSPAN Source Session Supported: true
No of Rx ERSPAN source session: 8

No of Tx ERSPAN source session: 8
ERSPAN Header Type supported: II

ACL filter Supported: true
Fragmentation Supported: true
Truncation Supported: false

Sequence number Supported: false

Q0S Supported: true
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. show monitor

&IZ., show capability featuremonitor erspan-destination =< > RO I 2R L £,

Switch# show capability feature monitor erspan-destination

ERSPAN Destination Session Supported: false

BEa< R avy kR Hil:L
monitor session type ERSPAN %15t v a V&S EIERT D0, By a v
er span-source %L TERSPANE v g a7 Fal—g L T
K&BRtA L £,

show monitor

TRTDOAAL v F RR— T FF A% (SPAN) BLWY E— F SPAN (RSPAN) v 3
BT AR A FRT DI, EXEC E— KT show monitor =~ > RaAfEH L £,

show monitor [session {session humber | all | local | range list | remote} [detail]]
BX DA session () $5E SN 7= SPAN & v ¥ a3 VDI #
rRRALET,

session_number

all L) T _TOSPAN T v gL #F5L
E

local (L&) m—HILSPANt v a v Pt 4%
RLUFET,

rangelist EE) —E#FHO SPAN £ v 3 v 52 Fop

LET, litidaahety v a v OfH T,
range (T —DE v a v, 2 00HKTF
BINSEWTF DAL T TRy g
COFPHTT, B~ XEIY DT A—Z ],
F2INA T AAREOHRPAIZ A= IAT)
LEHA,

GE) ZDOF¥F—U— RNiL, ¥ EXEC E—
RO T2 RIRE T,

remote EE) VE—FSPANEY o U FiT%HR
R~RLET,
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show monitor .

detail (EE) BESN=E Yy a v OEMERE
FRLET,
avURE—F =—¥ EXEC
K5+ EXEC
av Y FER Jiy—=x EENA

Cisco IOS XE Everest 16.6.1 ~ o<y R3MASHE L7,

FELEDHA KS4> showmonitor =~ > K& show monitor session all =~ > RO /1% [H LT,

151
Iz, show monitor == —% EXEC =2~ > RO Z s L F 4,

7 /54 A# show monitor
Session 1

Type : Local Session

Source Ports :

RX Only : Gi4/0/1

Both : Gi4/0/2-3,Gi4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

Session 2

Type : Remote Source Session
Source VLANs :

TX Only : 10

Both : 1-9

Dest RSPAN VLAN : 105

WOFITIE, a—BL SPAN EETTE v ¥ a > 112%d % show monitor ==—4 EXEC
o< RO ERLET,

7 /31 A4 show monitor session 1
Session 1

Type : Local Session

Source Ports :

RX Only : Gi4/0/1

Both : Gi4/0/2-3,Gi4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

WOFITIE, AT T 4 v THRiEE A R — T I LIZ8E @ showmonitor session all
2—HY EXEC 2~ RO NZERLET,

rvro—vgBEa<>F ]



. show monitor capture

7 /31 A4 show monitor session all
Session 1

Type : Local Session

Source Ports :

Both : Gi4/0/2

Destination Ports : Gi4/0/3
Encapsulation : Native

Ingress : Enabled, default VLAN =
Ingress encap : DOT1Q

Session 2

Type : Local Session

Source Ports :

Both : Gi4/0/8

Destination Ports : Gi4/012
Encapsulation : Replicate

Ingress : Enabled, default VLAN =
Ingress encap : Untagged

show monitor capture

Fy kD—sgBEavUR |

FE=H Xy 7T (WireShark) ORNEEFK/RT HITIE. F#E EXEC &— FC show monitor
capturefile =~ > F&HH L £9,

show monitor capture [capture-name [ buffer ] | file file-location : filename ][ brief |
detailed | display-filter display-filter-string 1]

X DR capture-name

EE) Ty 7 FyDLAHIZIEELET,

buffer

EE) MESNEXF Y 7T Y ICHET LI RNy 7 7 BRI S
N>z LEEELET,

filefile-location : file-name

EE) FRTAHAXXYTTF Y AL — T 7 A NMDT 7 A0
NE LA EfEE LET,

brief

(EE) FrNEOMEZREL £,

detailed

(EE) FEMRfrNEZREL £,

display-filter display-filter-string display-filter-string |9t > TFRNAEZ 7 4 L Z B L 9,

AR TIHIbE

aAavYRE—FK FpHe EXEC

. Yy hID—YEBOTUF
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show monitor session .

avy RER Jiy—=x

EERE

Ihawry RAREASNEL
7=,

EREDAA K1 DONC

1

mycap & WO LBETDF ¥ TF ¥ DX v FF v 2FKRnT 5HIC

5 /34 A# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: CAPWAP,
Ingress:
0
Egress:
0
Status : Active
Filter Details:
Capture all packets
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:mycap.pcap
Size of buffer(in MB): 1
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)

show monitor session

FREFITLET,

TRTCDAAL vF RR— T+ 7 A% (SPAN) BL Y E— b SPAN (RSPAN) B> 3
2B A A Fosd 511X, EXEC &=— R T show monitor session =~ > RZ#H L £,

show monitor session {session_number | all | erspan-source | local | range list | remote}

[detail ]

BXDEREA

session_number

SPAN F£7-1Z RSPAN & v o 5 Tkl &N %
tyva e, IBETE HEMILI~68T
T, 7272 L. TDAA v F N Catalyst 2960-S
A T ERF 7 ENDGE, 2Oe—%
JVSPAN ¥ v ¥ 3 B L O'RSPAN XE Tk
va v EMAE DR KEICRE S, #
PHIZ 1~ 6612720 97,

rvro—vgBEa<>F ]



. show monitor session

Fy kD—sgBEavUR |

all

TRTOSPAN Yy v a 2R RLET,

€r span-source

EKIEJCERSPAN v o g V2T 2R L&
j—o

local

o—BJ)LSPANtE v > a P EFRRLET,

rangelist

—ERIFHD SPAN £ v g v ERRLET,
list X% 7 v a v O#FPATT, range I X
H—ptyvar, £RE2008F%2/hS
W TN BNAL T TR o7y a o
HPH T, W~V ORTA—F/]], £
T3 A 7 AFREDOFPHIZ AX—RIZAT L
FHEA,

GE) Z DX —U— RNiL, ¥ EXEC E—
ROGE T A EE T,

remote

JUE— rSPANE v a U FEiTaRsLET,

detail

(ER) eSSty v a COEMiERE
FKRLET,

v RKE—F = —% EXEC (>)
et EXEC (#)

av Y FERE )1)—=

LEAE

Cisco IOS XE Everest 16.6.1

Zoawy RPRBEAINE LT,

ERALDHA KS4> B —H/L®ERSPAN #ETt v v a Y O KHIL 8 T,

1

Iz, a—HL SPAN EETt v 3 3 > 112%9 % show monitor session =~ > RO

T zm L ET,

5 /3NA A# show monitor session 1

Session 1

Type : Local Session

Source Ports :

RX Only : Gi4/0/1
Both : Gi4/0/2-3,Gi4/0/5-6
Destination Ports :

Encapsulation :

Ingress : Disabled

. Yy hID—YEBOTUF
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show platform software fed switch ip weep .

WRIZ. AT T T 4w 7 ODEEENHF 2> T DA 0 show monitor session all =

~Y FOHAH 2R L ET,

5 /3A A# show monitor session all
Session 1

Type : Local Session

Source Ports :

Both : Gi4/0/2

Destination Ports : Gi4/0/3
Encapsulation : Native

Ingress : Enabled, default VLAN
Ingress encap : DOTI1Q

Session 2

Type : Local Session

Source Ports :

Both : Gi4/0/8

Destination Ports : Gi4/012
Encapsulation : Replicate
Ingress : Enabled, default VLAN
Ingress encap : Untagged

RiZ. show monitor session erspan-source =2~ > RO HH 2R L £,

Switch# show monitor session erspan-source

Type : ERSPAN Source Session
Status : Admin Enabled
Source Ports :

RX Only : Gi1/4/33

Destination IP Address : 20.20.163.20

Destination ERSPAN ID : 110
Origin IP Address : 10.10.10.216
IPv6 Flow Label : None

show platform software fed switch ip wccp

7T v~ 7 F— LMKAE Web Cache Communication Protocol (WCCP) fE#i & R7 521X, show
platform software fed switch ip weep 54 EXEC =2~ > K& H L 7,

show platform software fed switch{switch-number |active |standby}ip

wccp{cache-engines |interfaces

| service-groups}

B DEREA

switch {switch_num|active| standby} [ % £ 7T 55 /31 &,

e swittch num: A1 v FID AN LET, fREINZ
AA v FICET D ERE LR LET,

sactive: 777 4 T AL v FOEFEREFZ R LET,

e standby : fFIET D5E. AX A AL v FOMER
EFRRLET,

rvro—vgBEa<>F ]



vy ko—bgBavUF |
. show platform software fed switch ip weep

cache-engines WCCP ¥ v a mo YU aRRLET,
interfaces WCCP A v Z—7 = A A&FRLET,
service-groups WCCP —t R L —F&2FRrLET,
avURE—F FFHE EXEC
avy RERE )1)—= EERNE

Toavwy RPREAINE L,

BRALOAA Foqs “Oa~wy Rk, 727 =508 MLSH L & IR 21T 5 S A1 2R LT 72
K\, T =B E— MLSER 0 2w RO &R LA SN LT
<EEW,

Zoavr RiEL device?N IP B —E X 7 4 —F % By FEFETLTWDLELETETEN ATHE
—é—O

WIZ, WCCP A » #—T = A AR T 50~ LET,

T /31 A4 show platform software fed switch 1 ip wccp interfaces

WCCP Interface Info

***% WCCP Interface: Port-channell3 iif id: 000000000000007c (#SG:3), VRF: O Ingress
WCCP * ok kK
port_handle:0x20000£9

List of Service Groups on this interface:

* Service group id:90 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

* Service group id:70 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

* Service group id:60 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

***% WCCP Interface: Port-channell4 iif id: 000000000000007e (#SG:3), VRF: 0 Ingress
WCCP *¥xx
port _handle:0x880000fa

List of Service Groups on this interface:
* Service group id:90 vrf id:0 (ref count:24)

. Yy hID—YEBOTUF
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show platform software swspan .

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

* Service group i1d:70 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode
<output truncated>

(no ports) .

show platform software swspan

AL v F RAR— LT FZ7A4% (SPAN) fE#EF£RT HITIE, FiHE EXEC & — K C showplatform
softwareswspan =2~ > R&iH L £,

show platform software swspan {switch} {{{FO | FP active} counters}|RO | RP active}
{destination sess-id session-ID | source sess-id session-ID}

B DEREA switch ZA v FIZET HHERERTLET,

FO Embedded Service Processor (ESP) A w2~ b 0 (ZBHF 2 FwH A #&
RLUET,

FP ESP [ DI MAaR R LET,

active ESP 7213 — K mty¥ RP) OT VT 47 A AL A
BT o mAERTILET,

counters SWSPAN X »vt— Wy v X aFRrLET,

RO RP 2wy b 0BT HIEMAER T LET,

RP RP IZBIT DM ER T LET,

destination sess-id session-ID

REESNIst Yy v a VT OERER T LET,

source sess-id session-1D

RESNIE Gty v a VBT ERER T LET,

avU R E—F 4 ke EXEC ()

avy FERE )1)—=x

EERE

CiscoIOS XE Denali 16.1.1 = =< > Fi%. Cisco IOS Release 16.1.1 LV H,EjDO U U — R TiE
ANSNFE LT,

EEEDHA KSq4y ByaFBEREFEELRVA, SPAN By v a VR Y E— MERIEE v v a v ofE, 3
v FHJ7121E 1% Error: No Information Available] D X v — U NFRREINFE T,

rvro—vgBEa<>F ]
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. shutdown (E=2 v 3>)

Bl &IZ. show platform software swspan FP active source =2~ > RO B &2~ L E T,

Switch# show platform software swspan FP active source sess-id 0
Showing SPAN source detail info

Session ID : O

Intf Type : PORT

Port dpidx : 30

PD Sess ID : 1

Session Type : Local
Direction : Ingress

Filter Enabled : No

ACL Configured : No

AOM Object id : 579

AOM Object Status : Done
Parent AOM object Id : 118
Parent AOM object Status : Done

Session ID : 9

Intf Type : PORT

Port dpidx : 8

PD Sess ID : O

Session Type : Local
Direction : Ingress
Filter Enabled : No

ACL Configured : No

AOM Object id : 578

AOM Object Status : Done
Parent AOM object Id : 70
Parent AOM object Status : Done

KIZ., show platform software swspan RP active destination =2~ > RO /)il Z 7~ L &
j—o

Switch# show platform software swspan RP active destination
Showing SPAN destination table summary info
Sess-id IF-type IF-id Sess-type

1 PORT 19 Remote

shutdown (E=42 v 3)

HEINZERSPAN B v a3 v %27 4 B—7 024 51Ci%, ERSPAN E=4EEck v g
var 7 4Xal—3i 3 F— RTshutdown 2~ > R&2HFEHLE9, /EIN7- ERSPAN
oL arrARx—7NCTAHIE. ZToavr RO nolBEREZHEHAL £,

shutdown
no shutdown

X DA Zoawy RIS ELIZTF—TU—FiEH Y 8 A,

. Yy hID—YEBOTUF
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AR R TFIHILE

AR E—F

snmp ifmib ifindex persist .

FLSREENTZERSPAN By v a id, v v ME T U OIRBEICAR Y 9,

ERSPAN E=4 %Gty v ay a7 4 F¥al— 3 EF— K (config-mon-erspan-src)

avy FERE

FEREDAA RZA4 Y

1

J1)—=x EENE
Cisco IOS XE Everest Thavwry RNEAINE L,
16.6.1

ERSPAN & v g %, noshutdown 2~ RRRESNDZETHET 7T 4 7 DEETT,

&Iz, noshutdown =< > RZfEH L TERSPAN By > a v 27 75 4 2T A0 %
RLUET,

Device> enable

Device# configure terminal

Device (config) # monitor session 1 type erspan-source

Device (config-mon-erspan-src) # description sourcel

Device (config-mon-erspan-src) # source interface GigabitEthernetl/0/1 rx
Device (config-mon-erspan-src) # destination

Device (config-mon-erspan-src-dst) # erspan-id 100

Device (config-mon-erspan-src-dst) # origin ip address 10.10.0.1
Device (config-mon-erspan-src-dst)# ip address 10.1.0.2

Device (config-mon-erspan-src-dst)# ip dscp 10

Device (config-mon-erspan-src-dst) # ip ttl 32

Device (config-mon-erspan-src-dst) # mtu 512

Device (config-mon-erspan-src-dst) # vrf monitoring

Device (config-mon-erspan-src-dst) # exit

Device (config-mon-erspan-src) # no shutdown

Device (config-mon-erspan-src)# end

EEav> R

AL 8

monitor sessiontype |ERSPAN #E 0t v a v &KLt v a v EFEBEIERT 50,
Ty a NI LTERSPAN Yy gy a7 4 Fa2lb— gy B—
F&EBIME L £,

snmp ifmib ifindex persist

MEFFSH 2 iflndex % 7 12— U A =T ML, U7 — MebiRFEN D L oI LT,
Simple Network Management Protocol (SNMP) T TE 25 L HICTHICiE, /m— UL 3
T4 F¥alb—TarE— RToamp ifmib ifindex persist =~ F&fEM L E 7, iflndex 73—
VAT U A T a— NI T 4B =TT HITE, Zoavy Rono BREEHNLET,

snmp ifmib ifindex persist
no snmp ifmib ifindex persist

rvro—vgBEa<>F ]



. snmp-server enable traps

BXDEREA

AR R TFIHILE

avU R E—F

FEREDAA RZA Y

Fy kD—sgBEavUR |

ZDawy FIOEBIEERIIF—U—RiEdb v T8 A,
F A AD iflndex /83— AT L AINT 4 B —T TR £7,
Jua—s)ary7 4 Xalb— 3 (config)

snmp ifmib ifindex persist 2~ N, /1 > ¥ —T = AEBOREE A ——F 4 NLF
HA, iflndex N—=3 AT UV ADA B —T 2 A AFEHFOREIFZ, A1V F—T = A AT 4
X¥al— g E— RKTosmp ifindex persist =< > & snmp ifindex clear =~ > R
LTRIESIET,

snmp ifmib ifindex persist =~ RiZ, 4 % —7 = A AMIB (IF-MIB) @ iflndex 7—7 /L
W® ifDescr = kU & iflndex =2 MU ZEH LT, V=T 4 VI TNRA A EDOTRTOA >
H—T A AD iflndex /N—V AT VAT A F—T M LET,

ifindex R—> AF 2 &%, V7 — %S IF-MIB N iflndex i & 2%t S &, SNMP % {4
HEEDA L H—T 2 ADID BPHEREENL LI LET,

iflndex /X\— 3 A7 A3 no snmp ifindex persist 2~ REEHA LT, FFEDA ¥ —7 =
A AWK LTINS T 4 B =7 A ENTWGE, iflndex N—V AT L ATEDA 4 —T =
AATEHT 4= NVOFE LR T,

I KIZ, TRTOA U H—T = A ADiflndex /N— Y ATV A% A F—T AT L6l %R
LET,
Device (config) # snmp ifmib ifindex persist

EEa<U R av Uk B2l

shmp ifindex clear | DIFICAFEDA v X —T = A AKX L TA v B —T = A AT 4 Fa
L—3a v B— RCHITINREEH snmp ifilndex 2~ &2 )
TLET,

snmp ifindex persist |[F-MIB TV 7' — h& bR %  (ifIndex persistence) ifIndex fifi % 1 —
T LET,

snmp-server enable traps

device TR v T —ZFH I AT L (NMS) 124 V7 4 —LBRLIFEIE 2 T » 7D Simple
Network Management Protocol (SNMP) %1 & & E f[EEIC T DI2IE, Ze— L a7 £
L—y 3 F— FTsnmp-server enabletraps =~ > REHLET, 774/ biREIZRET
i, Zoa~vr FonoBREFEHLET,

snmp-server enable traps [ auth-framework [ sec-violation] | bridge | call-home
| config | config-copy | config-ctid | copy-config | cpu | dotlx | energywise
| entity | envmon | errdisable | event-manager | flash | fru-ctrl | license |

. Yy hID—YEBOTUF
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snmp-server enable traps .

mac-notification | port-security | power-ethernet | rep | snmp | stackwise |
storm-control | stpx | sydog | transceiver | tty | vlan-membership | vlancreate
| vlandelete | vstack | vtp ]

no snmp-server enable traps [ auth-framework [ sec-violation] | bridge | call-home
| config | config-copy | config-ctid | copy-config | cpu | dotlx | energywise
| entity | envmon | errdisable | event-manager | flash | fru-ctrl | license |
mac-notification | port-security | power-ethernet | rep | snmp | stackwise |
storm-control | stpx | sysdog | transceiver | tty | vlan-membership | vlancreate

| vlandelete | vstack | vtp ]

BXDEREA auth-framework (1) SNMP CISCO-AUTH-FRAMEWORK-MIB k5 7

A FZ—T NI LET,

sec-violation (f£#) SNMP camSecurityViolationNotif il %1% A *—7 /L
ZLET,

bridge (=) SNMPSTP 7V v ¥ MIB FF v P& A RX—7 LT
LEF, *

call-home (f1-7) SNMP CISCO-CALLHOME-MIB k5 v 7% A % —
T LET, *

config (&) SNMPRE T v 7% A RZ—T M LET,

config-copy (f£&) SNMPREat— F I v 72 A X—7 NI LE
‘j‘o

config-ctid (f£&) SNMPRECTID b7 v 7% A F—7 M LET,

copy-config (£E) SNMPa b —RE T v T A F—T M LET,

cpu (EE) CPUBH b v T2 A X —T M LET, *

dot1x ({£iE) SNMPdotlx kT v 7% A X —7 M LET, *

energywise (fEE) SNMPenergywise b7 v 7% A4 32— 7 /W LET,
*

entity (f£E) SNMP=> T 4T 4 T vT A F—T7 NI LE
j‘o

envmon ({EE) SNMPRIE®E=HX T v 724 R2—T NI LE
j—O *

errdisable (EE) SN\MP= o7 —F 42— v T v T A R—T )b
IZLE9, *

event-manager (EE) SNMPHIIAIA Xy v~ —V% b T v T aA

F—T ML ET,

rvro—vgBEa<>F ]



. snmp-server enable traps

Fy rkD—og®EaTUR |

flash

(f£EE) SNMP 7 7 vy 2@ b7 v 74 32 —7 2L
F9, *

fru-ctrl

ER) =T 17 4 Bl #irig= =~ ~ (FRU) 4
N7 754K LET, deviceA X v 7 TliE, 2O KT
FIIAE » 7128 HdevieeDIFA/IRLY 4L LA B L £,

license

EE) 948V A TP BAR—T M LET, *

mac-notification

({EE) SNMPMAC#HH N7 v 72 A 2—T NI LET,

*

port-security

(&) SNMPAR— X274 Ty T mAf X—T N
WLET, *

power-ether net

(fEE) SNMP/SU—A —H Xy h kT v T aAf K—=T L
CLET, *

rep

(fEE) SNMP LYY= h f—HFRy k7 haji b
T T EAF—T M LET,

snmp

(&) SNMP 7 v 7% A F—T/ZLET, *

stackwise

(fE&) SNMP StackWise b 7 v 7% A 2—7 NMIZLET,

*

stor m-control

(fEE) SNMP A h—2AHl#l kT v 7 RT A —H %A F—
TN LET,

stpx

(fEE) SNMPSTPXMIB k7 v 7% A X —7 M LET,
k

syslog

(fE&) SNMPsyslog N7 v 7% A R—T WMZLET,

transceiver

(fEE) SNMP F 73— T o T A 32 —T I LF
ﬁqo *

tty

(ER) TCPH#iki b7 v 7 H X ELET, ZOREILT 74
LN TA R —T N7 > TWET,

vlan-member ship

(f£E) SNMPVLAN Ao RX—2 v v Iy P A % —7
JZLET,

vlancreate

(f£&) SNMPVLANTER b7 v 7 & A F—T7 ML ET,

vlandelete

(fEE) SNMPVLANHIEE b T v 7 &2 A F—T NI LET,

vstack

(fEE) SNMPA~Y—h A VA —L sTF v T h A 3—7
NI LET, *
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snmp-server enable traps .

vtp (F£E) VLAN b v %o/ Fa ha (VIP) Fo v
A X —T M LET,

AT RFI4IL SNMP Ty TFOREEET A E—T NI LET,

AT R E—F Ja—) a7 4 F¥alb—T g
2> FEE =2 EENE
Cisco IOS XE Everest 16.6.1 ZoOavwy RNRBAINFEL

77

GEELDOHA RS54y LEROBOT ALY R PMINTND A~y KAV a i EZh 7 avr Rb £, =
NOEDOYT 3~ FOFMIION T, B#a~y FOHZZRLTIZE0,

snmp-server host 7 e— 3L a7 4 ¥ alb—raryavwy REfEHLT, N7y 7 E2%ET
HAEAR (NMS) ZEELET, NI v T XA THBELRVGRIE, TXTORNT v T ¥
A TINHEEESNET,

Ty TELITEHERP YR — F SN TVDLHEIC, ZULDEEELA X —T T T HITIE,
snmp-server enabletraps =~ > R&fH L £,

Y

GE)  fru-ctrl,insertion B X O removal ¥ — 7V — NI, 2~ RTIA D~V T AT U TICERS
NETH, deviceTHA— FENTWEHA, snmp-server enableinforms 72— )L 227 ¢
Xal—varavy RE, PR— SR TWEREA, SNMPIESEMOEEE A 1 —7 LI
T 521X, snmp-server enabletraps 72—/ L 27 4 Fa L—3 g avw K& snmp-server
host host-addr informs 7' e— 3L 27 4 Falb—v gy awy REMAEbECHALE
7

Y

GEX)  SNMPvl TiE, HHIIVAR—F S THEEA,

DT v THA T A F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBNC AT HLERH Y £,

#l Wi, BED SNMP R T 7 # 4 Tl A F—TF T Bl%5R LET,

F/3A A (config) # snmp-server enable traps config

T /3A A (config) # snmp-server enable traps vtp

rvro—vgBEa<>F ]
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. snmp-server enable traps bridge

snmp-server enable traps bridge

STP 7 U v ¥ MIB 7 v 7 Z2AERT HIIE, ZFre— b ar74F¥al— 3 F—RT
snmp-server enabletrapsbridge =~ > FZEH L E7, 774/ FREICETIZIE, Z0a~
Y RO noERXAEHEALET,

snmp-server enable traps bridge [newroot] [topologychange]
no snmp-server enable traps bridge [newroot] [topologychange]

X DERA newr oot f£E) SNMPSTP 7 U v U MIB B/ — K N7 v 724 3x—T NI LE

(
R

topologychange  ({1:7) SNMPSTP 7V v MIB "R VEE T v Fh A4 F—T VI L E
7,

ATV RFI4ILRE TV YYSNMP FT v TOREEIET =T MR T,

AT R E—F Ja—\)ar74Xal—vag
Ay RERE J1—2 EERAR
Cisco I0S XE Everest 16.6.1 Toawr RREAINE L,

FEHEDAHA KS4 > simp-serverhost 7 m— b ary 7 4 Falb—varyavy RafiLT, N7y 7 ax%ET
HARAZL (NMS) ZfELET, FT7 v 7 XA T 2BELRWEEIE, TXTDOFT v ¥
A TBEESNET,

A\

() SNMPvl Tix, BEHIZVR— I TWEHA,

BEDNT T AT oA X—TNVIZT DT, NT v T Z AT T LT snmp-server enable
traps 2~ REMEBNZ AT HHERSH D £97,

Bl WOBI T, NMSIC7 Y » SFHL— b R T T hiEET 2 ke R LET,

T /3A A (config) # snmp-server enable traps bridge newroot
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snmp-server enable traps bulkstat .

snmp-server enable traps bulkstat

T—HIEMIB N7 v T oA X —TNIZTBHIIE, Fe— b a7 4 FXFalb—T gy E—
R -G snmp-server enabletrapsbulkstat =~ > K& L E7, 77 4/V FREICRETITE, =
Da<r ROon BEREHEHALET,

snmp-server enable traps bulkstat [collection | transfer]
no snmp-server enable traps bulkstat [collection | transfer]

B DEREA oletion  ({f:7%) 7 —XIEMIBIE b7 v T & A 2 —T /M LET,

transfer  ({£8) F—FUWEMIBEE N T v FE A X —T T LE T,

ATV RFEI4NLR THAWEMIB FT v TOREETT 4 =T IR ET,

ATV R E—FR Ja—R_) a7 4 F¥alb— g
2%y REE yy—2 EENE
Cisco IOS XE Everest 16.6.1 ZThOavwr s RREAINE LA,

FEHEDAA KS4> simp-serverhost 7 m— b ary 7 Falb—varyavy RaifiLT, N7y 7 a2%ET
DAL (NMS) ZIEELET, M T v T AT EIELRVERIE, T XTO LT v T X
A TREFESNET,

N

GE)  SNMPvl TiE, HHIIV AR — SN TWERFA,

DO NT v TR T oA FX—TMZT DHITE. T v T XA T T LI snmp-server enable
traps =~ FZEBNC AT LMLERH Y £,

Bl WIC. F—AIUE MIBIUE b5 v 7R AT A% 5= L £+,

7 /34 A (config) # snmp-server enable traps bulkstat collection

snmp-server enable traps call-home

SNMP CISCO-CALLHOME-MIB T v 7% A4 X—7 WIZTBHITIE, ZF7ra— L a7 4 X
L—3 3 F— KT snmp-server enabletrapscall-home =~ > K& HLE, 774 /L bk
EWCRTICE, 2oa<vr FonoBRE ML ET,

rvro—vgBEa<>F ]
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. snmp-server enable traps cef

snmp-server enable traps call-home [message-send-fail | server-fail]
no snmp-server enable traps call-home [message-send-fail | server-fail]

BX DA message-send-fail (1) SNMP 2 vt —UEERM N T v T E A F—T NI LET,

server-fail (fEE) SNMP #—[EHE T v Fo2 4 2—T VI LET,

A<V R FI4J)~  SNMPCISCO-CALLHOME-MIB k7 v 7 OEEIXT 4 B —7 M7 0 £,

avY R E—FK Jua—s\ ) arz 4 ¥al—iars
2wy REE y1y—2 KENE
Cisco IOS XE Everest 16.6.1 Toawy RREAINE LS,

FEREDHA KS4 > simp-serverhost /e — )L a7 4 Falb—aryavy ReHLT, M7y 7 E2%ET
HARAL (NMS) ZHELET, M7 v 7 A TEBELRVWGERIE, TXTO T v T ¥
A TREFEINET,

\}

(GE¥)  SNMPvl Ti, IV AR—FINTWEHA,

BEDNT v TEA T oA F—T VT DT, NT v T XA T T LT snmp-server enable
traps 2~ REEBNC AN T HLERH Y £,

i WIZ. SNMP A b — DRE(EHREL N T o 7o AR 547 L ET

7 /3A A (config) # snmp-server enable traps call-home message-send-fail

snmp-server enable traps cef

SNMP Cisco Express Forwarding (CEF) K7 v 7% A x—7 /2T HI2iF, Fn— L ar 7y
X l— 3 F— KN Tsmp-server enabletrapscef 2~ > REEHALET, 77 4 /L M E
WRTICE, Zoa~vr Rono X EEHALET,

snmp-server enable traps cef [inconsistency | peer-fib-state-change | peer-state-change |
resour ce-failure]

no snmp-server enable traps cef [inconsistency | peer-fib-state-change | peer-state-change
| resource-failure]

X DA inconsistency (f£E) SNMPCEF ¥/ b7 v 7% A F—T7/WZLET,
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snmp-server enable traps cpu .

peer-fib-state-change  ({:%) SNMP CEF v°7 FIB 27— NEH N5 v 7% A4 32— ML E
R

peer-state-change  ({f:i%) SNMPCEF v'7 A7 — NEH N7 v 7 & A F—T M LET,

resource-failure ({E&E) SNMP U Y —R[EE T v T A F—T M LET,

ATV RFI4)k SNMPCEF 7 v 7OREITT 4 =TI R0 £7,

ATV R E—F Ja—) a7 4 F¥al—T g
2wy REE yy—2 RENE
Cisco I0S XE Everest 16.6.1 Toawr RREAINE L,

FEHEDAA KS4 > simp-serverhost 7 m— b ary7 4 Falb—varyavy RafifiLT, N7y 7 a%ET
HAHRA L (NMS) ZIEELET, M I v T AT 2ELRVERIE, T XTO LT v T X
A TREESNET,

)

GE)  SNMPvl Ti, BE#IIYAR— RS TWEHEA,

D NT T2 T oA =TT DHITE, T v H AT T LI snmp-server enable
traps 2~ REMEBNZ AT HHERSH D £9°,

#l Wiz, SNMP CEF FJ8 b5 v 7 At 227 LET,

TR R (config) # snmp-server enable traps cef inconsistency

snmp-server enable traps cpu

CPUEMZ A F—T7 MIT DL, Za— v ar 7 4 X b— g v E— K Tsnmp-server
enabletrapscpu =~ > RZFEHLET, 7740 FEEICETIZIE, Z0a~r RO no B
ERERLET,

snmp-server enable traps cpu [threshold]
no snmp-server enable traps cpu [threshold]

XD threshdd  ({£&) CPU L &\ M@ Z A 2 —7 M LET,

ATV R FI40+  CPUBMHMOKEITT 4 B—7 M0 £,

rvro—vgBEa<>F ]
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. snmp-server enable traps envmon

aAvU R E—F

Ja—)L a7 4 Fal—g

avy NERE

Jjy—= EEAR
Cisco IOS XE Everest 16.6.1 Zoawy RREAINE LA,

EELEOHA KSq4> simp-serverhost /' m—/ L a7 4 Falb—vayavy REEALT, N7y 7 E2%ET

HAERAR (NMS) #EELET, N7 v T XA THIBELRVERIZ. T_XTCONT v T X
A TREEENET,

\}

3l

GEX)  SNMPvl TiE, HHIIVAR—F S TWHEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBNC AT HLERH Y £,

Wiz, CPU LEVMEBIZ LR T D02 R LET,

7 /3A A (config) # snmp-server enable traps cpu threshold

snmp-server enable traps envmon

SNMP EREE R 7 v T A X —T MICT DL, ZJue— b ar 7 4 Falb—v 3 E—RT
snmp-server enabletrapsenvmon =~ > & LET, 774/ FRECETIZIL, Z0=
<~ RO noEREHEHALET,

snmp-server enable traps envmon [fan] [ shutdown] [ status] [ supply] [temperature
]

no snmp-server enable traps envmon [ fan ] [ shutdown ] [ status] [ supply ] [
temperature ]
X DA fan ERE) 772 b7y TEBAX—TNMIZLET,

shutdown (&) BV vy v MUY E=H N T v TEA F—T I LET,

status (fEE) SNMPEREBEAT —HAEHENT v T A 3 —T MILET,

supply (L8 BEBHE=% + 7 v 7oA x—7 /M LET,

temperature  ({£&) BREREE=Y 7 v 7E2 A R—T7 VT LET,

AR TFI4ILE

BEESNMP b7 v 7OEBIET 4 B—7 TR0 F97,
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aAvU R E—F

snmp-server enable traps errdisable .

Ja—)L a7 4 FXal—g

avy FERE

FEREDHA K42

)1)—2x EENE
Cisco IOS XE Everest 16.6.1 Zawy RPREAINEL
77

snmp-serverhost 70— 3L a7 4 Fal—aryavry FEEHLT, Ty 7 2%ET
HARARN (NMS) 2 8ELET, M T v T ZATERBELRVGEIE, TXTORNT v T ¥
A TREESNET,

Y

GE

) SNMPvl TiE, fFHIIVR—FENTWEE A,

BEDONT v TEAT oA F—T T HITE, VT v T XA 7T LI snmp-server enable
traps 2~ > REEBNC AT HLERH Y £,

fl Wiz, 77 NIy T RERT BHE TR LET,
FRA A (config) # snmp-server enable traps envmon fan

fl Wiz, AF—HAEE LT v T RERT BHERLET,
Device (config)# snmp-server enable traps envmon status

snmp-server enable traps errdisable
TT—F 4= VOSNMP#EHE A X —T T HITE, Za— a7 Fal—a
> &— KT snmp-server enabletrapserrdisable 2~ > KZ2EHL £, 77 4/V MR TITRET
i, Zoa~vr FonoBREHBEHLET,
snmp-server enable traps errdisable [notification-rate number-of-notifications]
no snmp-server enable traps errdisable [notification-rate number-of-notifications]

BX DA notification-rate (fER) @A — b LT 1472 OO EEE L
number-of-notifications ET. LT ANSNBMEOFEIE 0 ~ 10000 T,

AR TIAIE

ATV R E—F

T5— F =710 SNMP BHEE LT + B — TR0 £,

JFa— ) arz 4 Xalb—g

rvro—vgBEa<>F ]
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. snmp-server enable traps flash

av > RERE Jjy—= EEAR
Cisco I0S XE Everest 16.6.1 Zoawr FREAINE L,

BRELDAA KSA> smpserverhost 7 o— UL a7 4 ¥alb—varavy FEHHLT, b7y 7&2%ET
HARAR NMS) ZHELET, FIv 7T A TEEELRVESIE, T R_XTONT v T &
A TREEENET,

\}

GEX)  SNMPvl TiE, HHIIVAR—Fr S TWHEEA,

DT v THA T oA F—TMITDHITIE, T v T XA 72 LI snmp-server enable
traps 2~ REEBINC AT HLERH Y £,

il KIZ, TF5— F 4 —7 L0 SNMP EEKE 2 ICRET A%k LET,

7 /3{ A (config) # snmp-server enable traps errdisable notification-rate 2

snmp-server enable traps flash

SNMP 7T v > a@iEA 3—7MITAI2F, Zua— a7 F¥al—gy F—FR
T snmp-server enabletrapsflash =~ FEZEH L ET, 774/ FRECKETIZIL, Z0=
<~ ROnoJERXEHEALET,

snmp-server enable traps flash [insertion] [removal]
no snmp-server enable traps flash [insertion] [removal]

X DERHA insrtion  ({£&) SNMP 7 5 v ¥ o NlBHE A RF— 7 WIZ LET,

removal  (f£7) SNMP 75 v =0 i U@ % A x—7 - LET,

ATV RFI4) Rk SNMP 77 vy a@MOEEFEIET 4 E—7 AT,

avy RERE 1y —= —
Cisco IOS XE Everest 16.6.1 S Do~y RFAEASE LI

EELEOHA KSq4> simp-serverhost 7/ m—/ L a2y 7 4 Fal—varyavy REEHLT, N7y 7 E2%ET
HAAN (NMS) ZIFELET, M7 v 7 IATEBELRVWERIT, TXTO Ty T ¥
A TREESNET,

. Yy hID—YEBOTUF
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snmp-server enable traps isis .

\)

GX)  SNMPvl TiE, HHIIVR—FShTWEEA,

3l

snmp-server

BEDNT T2 T oA X—TNVIZT DT, NT v T Z AT T LT snmp-server enable
traps 2~ REMEBNZ AT HMERH D £9°,

WIZ, SNMP 7 v v o NBHE AT 502~ LE T,

7 /3A A (config) # snmp-server enable traps flash insertion

enable traps isis

Intermediate System-to-Intermediate System (IS-IS) V >/ A7 — h v—F 47 7Fa b2 b
Ty T AT NMITHITE, Fu—rYL a7 4 ¥ ab— g E— R T snmp-server
enabletrapsisis 2~ > F&EMEH LET, 774/ MREICETICIE, Z0a<> o no B
EREHLET,

snmp-server enable traps isis [errors | state-change]
no snmp-server enable traps isis [errors | state-change]

B DEREA

avy KT+

aAvU R E—F

errors EE) IS-IST=T— b T v P A X—7 M LET,

datechange (&) ISIISAT— hEHR b7 v Fo A F—7 /LI LET,

IS-IS D b7 v TEEIET 4 B—7 2720 97,

Jua—n)arZ 4 Xal—rar

avy FERE

FEREDHA FS14 Y

=2 LERE
Cisco IOS XE Everest 16.6.1 Thavwr RREAINE LA,

snmp-server host 70—/ 3L a7 4 Falb—varavwr REEALT, Ty 7 2%ET
HAEAR (NMS) 2 ELET, Ny T XA TERELRVGRIE, TXTCO NIy T ¥
A TREESNET,

)

GE)  SNMPvl TiE, FHHIIVAR—FINTWEFA,

BEDONT o TEAT oA X—TMITHITE, VT v T A7 T LI snmp-server enable
traps 2~ > REERNC AT HHERH Y £,

rvro—vgBEa<>F ]
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. snmp-server enable traps license

#l Wic. ISIS =5 — kT v FEAERT B0ERLET,

7 /31 A (config) # snmp-server enable traps isis errors

snmp-server enable traps license

TAC AT v T A R—=TMITHITIE, Fr—rbv a7 4 Fal— a3 F—RFT
snmp-server enabletrapslicense =~ > FAEH L E7, 77 4/V MREICETIE, 20w
Y RO noBERELEH L £,

snmp-server enable traps license [deploy] [error] [usage]
no snmp-server enable traps license [deploy] [error] [usage]

BXDEREA deloy (L) ZA BV AEARNT v T oA X—TMILET,

eror (f£g) 74t AT — Iy T EA X =TT LET,

usage (fEE) A B AEHFT v T2 A x—T7 VT LET,

ATV RFIFNLR TARUVR NI YTOREETT 4 =TT ET,

9TV R E—FK Jua—)L a7 4 xXal—gy
avy FERE 1)1)—=x EENE
Cisco IOS XE Everest 16.6.1 Thavwr RREAINE LA,

FELEOHA KSq> simp-serverhost 7/ m— b a7 4 Falb—raravy FeHLT, M7y 7 2%ZET
HEARN NMS) #BELET, "I v 7 XA TERELZWVWESIZ, I_XTOMNT T X
A THREEENET,

)

GE)  SNMPvl TiE, FHHIIVAR—F SN TWEFA,

BEDONT v TEAT oA FX—T T HITE, VT v T XA 7T LI snmp-server enable
traps 2~ > REERNC AT HHERH Y £,

I WIC. FA B REANT P et B0 AR LET.

7 /34 A (config) # snmp-server enable traps license deploy
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snmp-server enable traps mac-notification .

snmp-server enable traps mac-notification

SNMPMAC#H + 7 v 7 &2 A R—=T W T DL, /= ar 7 4F¥alb— gy E—
K¢ snmp-server enabletraps mac-notification =~ > R&iH L £d, 774/ hREITRET
Wik, Zoa<wr FonoBEXEfHALET,

snmp-server enable traps mac-notification [change] [move] [threshold]
no snmp-server enable traps mac-notification [change] [move] [threshold]

X DA change ({EE) SNMPMACZEW + T v F &2 A x—7 M LET,

move ({EE) SNMPMACEBEI T v oA X—T7 W LET,

threshdd  ({1:7%) SNMPMAC LEVME T v 7% A %—7 M LET,

AT RFI4)k  SNMPMACHEE kT > T OREIET 4 B—T W20 £7,

avY RE—FK sa—sN)aryz 4 Fal—ra v
av Y FERE )1)—= EEAR
Cisco IOS XE Everest 16.6.1 Iawy RREAINE L,

EELEOHA KSq4> simp-serverhost /e —/ L a7 4 Fal—varyavy REEALT, N7y 7 E2%ET
HARAL (NMS) 2HELET, M7 v 7 A TERELRWEAIT, TXTO T v T ¥
A TBREESNET,

\}

GE)  SNMPvl TiE, HHIIVAR—F SN THEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ REEBINC AT HHERH Y £,

i Wiz, SNMP MAC M T 5 o 7% ARk 2 47 L ET,

/31 A (config) # snmp-server enable traps mac-notification change

rvro—vgBEa<>F ]
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. snmp-server enable traps ospf

snmp-server enable traps ospf

SNMP @ Open Shortest Path First (OSPF) ~ 7 v 7% A X —7 /W2 T HIZiE, Za—r3L 3
74 ¥ 2 b— a3y T— KT snmp-server enabletrapsospf =~ > K& LET, 7741
FEEICETICE, 20oa~<wr RO no R EHERLET,

snmp-server enable traps ospf [cisco-specific | errors | Isa | ratelimit ratelimit-time
max-number-of-traps | retransmit | state-change]

no snmp-server enable traps ospf [cisco-specific | errors | Isa | ratelimit rate-limit-time
max-number-of-traps | retransmit | state-change]

X DA cisco-specific (EE) YAIEADO T v TH2A X—T M LET,
errors ER) =9— "I T eBAFX—TNMIZLET,
Isa EE) Vo7 AT—RFT KREZAL XA~ (LSA) b7 v 7 %A F—
T LET,
rate-limit EE) V— MR NT v T E2 A =T VI LET,
rate-limit-time (EE) L— R N7 v 7O OE S 2B TRELE T, fHETE

HEIL 2 ~ 60 TI,

mex-number-of-traps  (fF) #XE L72RFHIPICEET 2 L— MHIR b 7 » 7 ORKREEFEE L

iﬁ‘o
retransmit (EE) "7y MEEEFT vy TE2A R—T VI LET,
state-change (EE) REER FT v T2 X—T7 WM LET,

ATV RFI4)k  OSPFSNMP k7 v 7 OREITT 4 B—T IR £7,

ATV R E—F Ja—nR_) a7 4 F¥al—T g
2<% FEE Y y—2 EERE
Cisco 10S XE Everest 16.6.1 Zoawy RPREAINEL

77

FEHEDAA KS4> simp-serverhost 7 m— b ar 7 Falb—varyavy RaifiLT, N7y 7 ax%ET
HAAN (NMS) ZIFELET, N7 v 7 A TEFEELRVERIE, ITXTO T v T X
A TRNEESNET,

\

GE)  SNMPvl Ti, IR — RSN TWEHEA,
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snmp-server enable traps pim .

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBINC AT HLERH Y £,

i Wiz, LSA T v T E A F—T Mt Bl R LET,

F/3A A (config) # snmp-server enable traps ospf lsa

snmp-server enable traps pim

SNMP 71 k a)Vlisi Bl L F % ¥ A b (PIM) bT v 7 %A 32— M BI12iE, Za—N
Va7 4 X ab— gy E— K Tsnmp-server enabletrapspim 2~ > RafHLET, 7
T AN RREICETIOE., Zoa<wry RonoEXEHHLET,

snmp-server enable traps pim [invalid-pim-message] [ neighbor-change] [rp-mapping-change]
no snmp-server enable traps pim
[invalid-pim-message] [neighbor-change] [rp-mapping-change]

X DERHA invalid-pim-message  ({£-&) #1772 PIM A v&— FF v Th A x—T M LET,

neighbor-change (&) PIM XA N—EHW T v T h A F—T ML ET,

rp-mapping-change (&) 757 —HRA > b (RP) v~ v BV I ERENT v ThAF—T
T LET,

ATV RFI4I R, PIMSNMP 7 v FOREIET 4 E—7 M0 7,

avY RE—FK sa—s\)aryz 4 Fal—rg v
avy RERE )1)—2x EERNE
Cisco 10S XE Everest 16.6.1 Iawy RREAINE L,

EELEOHA KSq4> simp-serverhost /' m—/ L av 7 4 Falb—vayavy REEALT, N7y 7 E2%ET
HARAL (NMS) #HELET, M7 v 7 A TERELRVERIT, TXTO T v T ¥
A TBREESNET,

\}

GEX)  SNMPvl TiE, HHIIVAR—F S THEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBNC AT HHERH Y £,

rvro—vgBEa<>F ]
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. snmp-server enable traps port-security

Bl Wi, B PIM A vt — R Ty Fh A F—T T DA R LT

T /34 A (config) # snmp-server enable traps pim invalid-pim-message

snmp-server enable traps port-security

SNMP R—htFx a7 4 hT v 7 a2 F—TNMIT DL, Fr—b a7 4 Fal—
v 3 v E— KT snmp-server enabletrapsport-security =~ > K& HLET, 774/ bk
ENWCRETICE, 2oa<vr Fono e diHALE3,

snmp-server enable traps port-security [trap-rate value]
no snmp-server enable traps port-security [trap-rate value]

EX DA trap-rate EE) 1 BRI EETAR— X251 NI v T7ORREEHZRTELE
value F, FRETEBHPAIL 0~ 1000 TF, F7 4/ ME0TF GHRIZARL, b
Sy IR ETH-RCEHEINET) &

ATV RFEIAILRE AT EF2UT 4 SNMP FT v TOREITT 4 =TT T,

ATV R E—F Ja—nR) a7 4 F¥al—T g
2wy REE yy—2 RENE
Cisco I0S XE Everest 16.6.1 ooy RREBAINE L,

FEELEODHA KS4> simp-serverhost /e — L ay 7 4 Falb—varyavy FeALT, M7y 7 axET
HAA N (NMS) ZIFELET, N7 v 7 A TEFEELRVERIE, ITXTO T v T X
A TIREFESNET,

N

GE)  SNMPvl TiE, HHIIV AR — SN TWERA,

BEDNT TR T oA =TT DHIE, T v T XA T T LI snmp-server enable
traps 2~ > REZERNC AT HHERH Y £,

Bl Wiz, 1 FM7= 0 200 DHETHE— kL2 UF 4 T v FEA F—T e 2 6%
RLET

T /3A A (config) # snmp-server enable traps port-security trap-rate 200
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| #vybro—bEBa<oR

snmp-server enable traps power-ethernet .

snmp-server enable traps power-ethernet

SNMP @ Power over Ethernet (PoE) ~7 v 7% A X —T MIZTBHIZE, Fr— b a7 4
X2 L—3 g F— KT snmp-server enabletraps power-ethernet =~ > R&EHLET, 7
74 MERBICETICE, 20avy RO noBRE#HEHLET,

snmp-server enable traps power-ethernet {group number | police}
no snmp-server enable traps power-ethernet {group number | police}

BX DA

AU RTIHIE

AR E—F

group WELEIN—TEEIIXHNTHIA L TA L NI =T )N—T X=X NT T A
number F—T M LET, ZIFANSLNAEOHPIL 1 ~9 T,

police ATGA L RT—=RKYV T NTFy Tl F2—T NI LET,

Power over Ethernet @ SNMP ~ T v 7 OEEITT 4 B—T7 0220 £97,

sa—) a7 4 F¥al—Tg v

avy FERE

)1)—Xx ETHEAR
Cisco 10S XE Everest 16.6.1 Zoavwy RREAINE LT,

FEEEDHA KS4> smp-serverhost 7/ m— L 27 g Falb—varyavy FafLT, M7y 7 2%ET

HEAR NMS) 2 8ELET, "I v XA TERELRZWESIZ, T_XTO NIy T X
A TRERFSNET,

\)

3l

(GE)  SNMPvl Ti, I AR — RSN TWEHEA,

BEDNT TR T oA =TT HITE, T v T H AT T L1 snmp-server enable
traps 2~ REMEBNZ AT THHERH D £97,

Iz, 7 v—7"1 @ Power over Ethernet (PoE) b7 v 7% A 2 —T7WIZT BHZ R L
ij‘o

T /3A A (config) # snmp-server enable traps poower-over-ethernet group 1

rvro—vgBEa<>F ]
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. snmp-server enable traps snmp

snmp-server enable traps snmp

SNMP b7 v 7 %A F—TMITHIF, Fa— )b a7 4Xalb—v gy E— KT
snmp-server enabletrapssnmp =2~ > K& LET, 774V PRECRETIZIE, Z0a~
Y RO noERXAEHEALET,

snmp-server enable traps snmp [authentication ] [coldstart ] [linkdown ] [linkup
] [warmstart ]
no snmp-server enable traps snmp [authentication ] [coldstart ] [linkdown ] [linkup
] [warmstart]
X DEEA authentication  ({L&) F8FE N7 v 7% A X —7 M LET,
coldstart (fE8) 2= K24 —h FT v TEAF—T M LET,

linkdown HEE) Voo Zvy by T2 X—7 VI LET,

linkup EE) Voo 77 b7 F—T NI LET,

war mstart EE) VA—LAX—F T v T oA F—TNMIZLET,

ATV RFI4IR SNMP T v TOREEET -7 M LET,

avY R E—FK Jyua—s\ ) arz 4 ¥al—iars
av Y REE ) 1y—2 KENE
Cisco IOS XE Everest 16.6.1 Tawy RRAEAINE LR,

FEREDHA KS4> stmp-serverhost /e — L a7 4 Falb—varyavy ReHLT, M7y 722 ET
HARAL (NMS) ZHEELET, M T v 7 A TEBELRVEGRIT, T XTDO LT v X
A TREFEISNET,

\}

GX)  SNMPvl TiE, HHIIVR—Fr S TWEEA,

BEONT v THA T oA F—TNMIT DI, b T v T HA 7T LI snmp-server enable
traps =2~ > REMEBNZ AT HHERH Y £97,

I WRIZ, U —Db AF—FDSNMP T v %A X—TNCTHH0ERLET,

7 /3A A (config) # snmp-server enable traps snmp warmstart
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snmp-server enable traps storm-control .

snmp-server enable traps storm-control

SNMP 2 h—AMlfll 8T » T RTA—=F oA X—=TNVICT DL, Fr—rb a7 4Fa
L —3 3 » F— KT snmp-server enabletrapsstorm-control =~ > R&MHL £, 77 +/1
FREIWCERTICE, Zoa<wr Fono XA HH L ET,

snmp-server enable traps storm-control {trap-rate number-of-minutes}
no snmp-server enable traps storm-control {trap-rate}

BX DA trap-rate ({EE) SNMP A b —2filil 7 v 7 L— FESELTIRELET, %
number-of-minutes 3 A, 541 2 EOFFIE 0 ~ 1000 T9, 77 4 /L ME 0 TY,
fE 01X, HIREH ST, BETLHLEWC N7 vy IBREEINDH T &
ZRLET, RETDHE, showrunall 2~ R JJIZ no snmp-server
enable traps storm-control NE/RINET,

ATV RTI4I R SNMP R =AMl F T v T NT A= DRETT 4 =T IR ET,

ARV FE—F Ja—r L ar 7 4 Xa L—g
av Yy FER 1) —2 —
Cisco IOS XE Everest 16.6.1 S Doy FREASE LT

FEHEDAA KS4> simp-sarverhost 7 m— VL ary 7 4 Falb—varavy ReifiLT, N7y 7 a2%ET
HARAN (NMS) ZfELET, FT v T A TEZBELRVERE, TXTORNT v T 2
A TBREESNET,

\}

GE)  SNMPvl TiE, HHITVAR—F SN TWHEEA,

BEDONT v TEAT oA FX—TMITHITE, VT v T ¥ A7 T LI snmp-server enable
traps =<2 REEBNZATTELENRH Y 97,

#l Wic. SNMP A b—REIE R T v 7 L— b 1 BT 10 T v FIcBET 2 0% 5

LE7,

7 /31 A (config) # snmp-server enable traps storm-control trap-rate 10

rvro—vgBEa<>F ]
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. snmp-server enable traps stpx

snmp-server enable traps stpx

SNMPSTPXMIB k7 v 7% A R—7 /W ZT DI, Ze—bar7 4 Xal—va s E—
R C snmp-server enabletrapsstpx =~ > REMHEHLET, 774/ MREICETITIE, 20
a<vr Rono B EHERALET,

snmp-server enable traps stpx [inconsistency] [loop-inconsistency] [root-inconsistency]
no snmp-server enable traps stpx [inconsistency] [loop-inconsistency] [root-inconsistency]

X DiRHA inconsistency (f£&) SNMP STPXMIB FEHH N7 v T a2 A X —T M LET,

loop-inconsstency  ({1:&) SNMPSTPXMIB/L— 7 FJEEH T v T A F—7 VI LET,

root-inconsistency  ({1:&%) SNMPSTPXMIB/L— F FJEFH R T v T %A F—T M LET,

AT RFTI4)k  SNMPSTPXMIB 7 v 7 OFEIET 4 =707 0 £,

avY RE—FK sa—s\)aryz 4 Fal—ra v
av Yy FER Jiy—=x EEAR
Cisco IOS XE Everest 16.6.1 Zoavwr RREAINE LA,

EELEOHA KSq4> simp-serverhost /e —/ VL a v 7 4 Falb—varyavy REEALT, N7y 7 E2%ET
HARAL (NMS) 2HELET, M7 v 7 A TERELRWEAIT, TXTO T v T ¥
A TBREESNET,

\}

GEX)  SNMPvl TiE, HHITVAR—Fr S TWHEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBINC AT HLERH Y £,

i KIZ. SNMP STPX MIB FJEHH kT v F & A p+ H61% 5 LET,

T /3A A (config) # snmp-server enable traps stpx inconsistency
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snmp-server enable traps transceiver .

snmp-server enable traps transceiver

SNMP b T > v —NETF T oA F—TMITHITIE, Fa— a7 4 Xal— gy
£ — KT snmp-server enabletrapstransceiver 2~ > RZHHALET, 77 4/L bR EIZRET
Wik, Zoa~vr FonoBERXEHEHLET,

snmp-server enable traps transceiver {all}
no snmp-server enable traps transceiver {all}

BX DA d (EZ) TR_RCTOSNMP F T2y —R T v T h A F—T M LET,

ATVRTI4IR SNMP T v—N Ty TOREIXT 4 =T TR T,

avY Y RE—FK sa—s\)aryz 4 Fal—ra v
av Yy FER Jiy—=x EEAR
Cisco IOS XE Everest 16.6.1 Zhavwr RREAINE LA,

EELEOHA KSq4> simp-serverhost /e — L ar 7 4 Falb—vayavy REEALT, N7y 7 E2%ET
HARAL (NMS) 2HELET, M7 v 7 A TERELRWERIT, TXTO T v T ¥
A TBREESNET,

\}

GEX)  SNMPvl TiE, HHIIVAR—Fr SN TWEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBNC AT HHERH Y £,

A WIZ, T_XTDOSNMP b7 v —N NI v 2R ETHH2R-LET,

7 /3A A (config) # snmp-server enable traps transceiver all

snmp-server enable traps vrfmib
SNMP vrfmib k7 v 72T 5121, /n— b a7 4 Fa2lb—v g F—RT
snmp-server enabletrapsvrfmib =~ > NEEHLET, 774V MREICETICIE, Z0=
~ PO noJBAEMH L £,

snmp-server enable traps vrfmib [vnet-trunk-down | vnet-trunk-up | vrf-down | vrf-up]

rvro—vgBEa<>F ]
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. snmp-server enable traps vstack

no snmp-server enable traps vrfmib [vnet-trunk-down | vnet-trunk-up | vrf-down |
vrf-up]

EX DA vnet-trunk-down  ({£i&) vrfmibtrunk #7> F T v 7 a2 A F—T I LET,

vnet-trunk-up  (f£&) vrfmibtrunk 7 v 7 F T v FEA X—T VI L ET,

vrf-down (EE) vrfmibvif ¥ U T v 7P A F—T NI LET,
vrf-up (&) vrfmibvif 77 b T v T A X —T NI LET,

AT R FI4)k  SNMPvrfmib b7 v FOREFIZT 4 B =T MITRY £,

avY R E—FK Jya—s\ ) arz 4 ¥al—iars
2wy REE y1y—2 KENE
Cisco IOS XE Everest 16.6.1 Zoavwy RREAINE L,

FEREDHA KS4 > snmp-serverhost /e — L ar 7 4 Falb—aryavy ReHLT, M7y 7 E2%ET
HARAL (NMS) ZHELET, M7 v 7 XA TEBELRVWGRIE, TXTO T v T ¥
A TREFEINET,

\}

() SNMPvl Ti, EHIZVAR—FINTWVEHA,

BEDNT v TEA T oA F—TNVIZT DT, NT v T XA 7T LT snmp-server enable
traps 2~ > REEBNC AT HLERH Y £,

il Z OFliE, vefmib trunk X7 k5 v FEAEKT D HEER L TOET,

7 /3A A (config) # snmp-server enable traps vrfmib vnet-trunk-down

snmp-server enable traps vstack

SNMPA~—h A VA RN—)b 8Ty T oA X—TMMITHIZIE, Fr— a7 4 FXal—
v = v E— KT snmp-server enabletrapsvstack =2~ > K2 LE9, 77 4/V FEEICE
T2k, Zoavr RonoBEREHHLET,

snmp-server enable traps vstack [addition] [failure] [lost] [operation]
no snmp-server enable traps vstack [addition] [failure] [lost] [operation]

BX DA addition (1) 7547 Mo ko TBMENTZ N T v T E A X—T VT LET,
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snmp-server enginelD .

falure (L&) 774107 v Fu—Fe Ay n—REENT v 2 A F—T VI L%
KR

lost EE) 7947 FOBREKNT v T E2A Z—T M LET,

operation (L&) BHEE— FET M7 v V& A 2 —7 M LET,

ATV EFI4I R SNMP AR —b A VA M= 8T v T OREIET 4 B—T MR £,

ATV R E—F Ja—) a7 4 F¥al—T g
2% REE yy—2 EERE
Cisco I0S XE Everest 16.6.1 ooy FREAINE LR,

FEHEDAA KS4 > simp-serverhost 7 m— b ary7 4 Falb—varyavy RafifiLT, N7y 7 a%ET
HAAR (NMS) ZIFELET, N7 v 7 A TEFEELRVERIE, TXTO T v T X
A TREESNET,

\)

GE)  SNMPvl Ti, BE#IIYAR— RS TWEHEA,

D NT T2 T oA =TT DHITE, T v H AT T LI snmp-server enable
traps 2~ REMEBNZ AT HHERSH D £9°,

I WIZ. SNMP A~v— k£ 2R h—Ib 2 547 MBI N5 v F % ART B H 27 L E
j‘o

T /3A A (config) # snmp-server enable traps vstack addition

snmp-server enginelD

SNMP D —Habt —£ 723U E— b a B —IIARERET DL, Fr—~v a7y
Fal—ar E— KT simp-server enginelD 2~ REFEHALET,

snmp-server enginelD {local engineid-string | remote ip-address [udp-port port-number]
engineid-string}

X DR local engineid-string  SNMP =t E"— D4 RiIZ 24 CFD ID CFEHZEE L £1, HFet e i
GENAEEIT. 24 LFOT L VU IDTRCAEETHALELHY
FHA, BETADIZ, =20 1D D9 b E oL @4k
WA T
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. snmp-server host

ATV R E—F

Fyko—sg@Ea<T R |

remote ip-address UE—FSNMP a2t —ZfEELET, SNMPO U E— | at—&5&ie
T34 AD ip-address Z fRE L £ 7,

udp-port port-number (%) VE— K FAA ZADZ—YFF—X 75 A 71 ha/L (UDP)
A—RMERELET, 774/ M 162 TT,

Ja—)L a7 4 Falb—g v

avy FERE

EREDAARZA4 Y

)1)—R EHERNRE

Cisco IOS XE Everest 16.6.1 Zoa~vwry RRNEAINE LT,
L
151

EOFITIE, u—HL =222 1D 123400000000000000000000 % 3% E L F 3,

7 /3A A (config) # snmp-server engineID local 1234

snmp-server host

Simple Network Management Protocol (SNMP) BHBIEDZ(EE (KA N) ZHET HITIE,
device C snmp-server host 72—/ )L a7 4 ¥alb—v gy avwry REEHLET, HEL
TeARARERIBRT 2121E, Zoaxry Fono JEAEEH L £,

snmp-server host {host-addr } [vrf wrf-instance] [informs | traps] [version {1 | 2c |
3 {auth | noauth | privy } 1 {community-string [notification-type] }
no snmp-server host {host-addr } [vrf wrf-instance] [informs | traps] [version {1 | 2c

| 3 {auth | noauth | priv}l } ] {community-string [notification-type] }

B DEREA

host-addr KA (=7 v bERDZEM) OLFIEZIZA X —Fy 8T FLAT
ﬁ_o

vifwif-instance  ({£35) AT T A X— k% R T—2 (VPN) L—F 4L 7 A L RH A
LZDRA NOLRITEEE LET,

informs|traps (L&) ZOFRA MISNMP Fo v FEHITIEREZFELET,
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snmp-server host .

version 1| 2c|
3

(HFE) VT v 7 OREITHEAT S SNMP O —2 3 VERELE T,
1: SNMPvl, EHWOBEASIT., —OF S a V2 EHTXERTA,
2c : SNMPv2C,

3:SNMPv3, IEXF—T— RD 1> (ROFOITESR) B, N—T 323
F—U— RIS TWAMERH Y 9,

auth | noauth
| priv

auth ({E&) : Message Digest5 (MD5) BXOtF =7 ~Nya 703
A2 (SHA) 77y FRGEE A X —7 W L £,

noauth (7 #/L 1) :noAuthNoPriv £ =Y 7 4 L~L, auth | noauth |
priv ¥ —U — ROBIRMNEESN TWRWES, ZhRT 740 hEn %
TO

priv. (&) : T — 2B 584 (DES) ([2L 537 v bk ( [77 4
=] bW 9) AA XTI LET,

community-string

WAL L bR > TEEFESND, NATUV—FREFLULIcaIa=7T 4 A

V73, snmp-server host =~ > REFEHLTCZDANY VT EHRET

XETN, ZORAN) UV EEFRT HITIE, snmp-server community 71—

A ary7 a4 Xal—vary avy REHHLTHD, snmp-server host =

<~V REFEHTDLZEEHRELET,

GE) arI7XAMEREZRULIICF @il mEFHLES, Zoavy
ROBERFIZSNMP 2 2=7 4 A M) T O—HE LT @ils
EHEALRNTSZEN,

notification-type

(fEE) AAMIEEINDIBHDIA T TY, A THEESNL TR
LE. TRTOBHMNEEINET, BHX A 7I2E, ROF—T— KD 1
DFELIFEEEATEETEET,

« auth-framework : SNMP CISCO-AUTH-FRAMEWORK-MIB k 7 v 7% 1%

* bridge : SNMP A/ X=> 7" > J— Z7a hayL (STP) 7V v MIB k
Ty T EEELET,

« bulkstat : 7 — N4 MIB IUEEM R 7 » 72 XE LET,

« call-home : SNMP CISCO-CALLHOME-MIB k7 v 7% %5 L %9,
scef : SNMPCEF F7 v /& EFELET,

« config : SNMP #%JE 7 v &2k (E L E T,

« config-copy : SNMP config-copy b7 v 7% &E L E T,

« config-ctid : SNMP config-ctid b7 v 7% %E L £,

« copy-config : SNMP = B"—3%7E N 7 v 72X E L ET,

ecpu: CPUMH F 7 v 7/ E2EEFELET,

« cpu threshold : CPU L & VWMiEiE%EI 7 v 7285 LET,

sentity : SNMP > b U hT v 7 EEEFELET,

rvro—vgBEa<>F ]
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. snmp-server host

senvmon : BRIEE=X N7 v T EEELET,

« errdisable : SNMP errdisable %1 b 7 v 7 & &5 LE T,

« event-manager : SNMP Embedded Event Manager k7 » 7 258 L 9,

« flash : SNMP FLASH i@ % 2515 L £ 9,

« flowmon : SNMP flowmon 1841 b 7 v 7% %5 L £ 9,

«ipmulticast : SNMPIP ¥V F X ¥ XA b )v—TF (7 7 v 7 x5 LE
7T

cipsa: SNMPIPSLA h7 v 7 & EFELET,

slicense: 7ML 2 b v 7 EEEFELET,

« local-auth : SNMP u— D VEHEE b T v 7&K E L E7,

» mac-notification : SNMP MAC #%1 7 v 7 &2 X5 L £,

e pim: SNMP 7' k 2 U <~ LT %y 2 b (PIM) b7 v 7 &ZEEL
£,

* power-ethernet : SNMP /XU — A —H#x v b 87 v 7 Z2FELET,

estmp : SNMP ¥ A7 T v 7 HRELET,

« storm-control : SNMP A b — Al T v 7 &2 %EELET,

* stpx : SNMP STP §i3E MIB ~ 7 v 72265 L £9,

* sysdog : SNMP syslog 7 v 7 iX(E L £,

stransceiver : SNMP FF o> — F Iy FERRELET,

etty : TCP #fit b 7 v 7 H XG5 L £,

« vlan-membership : SNMPVLAN A > R"—3 o7 b T v 7 2EELET,

e vlancreate : SNMP VLAN 1EpkD 7 v 7% XE L £ 7,

s vlandelete : SNMP VLAN HIBR k7 v 7% %fE L E T,

e vrfmib : SNMP vrfmib b7 v 7 &% E L £,

* vtp : SNMP VLAN Trunking Protocol (VTP) + 7 v 7 Z&E(E L E T,

ATRVRTFIHALLE  IOITURE TN PTT =T NI TWET, BREITEE SN EE A,

FoU—RNEHELRVWTIOa~vy REAN LSRRI, 7740 FT $XTOLT v
ZATHRRAMIEESHET, HRIZZORZ MTEEShEE A,

version ¥ —U— KRB WGE, T 740 MIN—Ya 0 112730 £7,

W=V a3 ERIRL, BAEX—U— Ra AN Lied o 28A1%. 7 7 4/ kT noauth
(noAuthNoPriv) ¥ = U T 4 LT ) £,

N

GE)  fructrl F—U—RiZ, a2 R4 D~V F AR AR REINETN, PAR— &
NTWERA,

avY Y RE—FK sa—s\)aryz 4 Fal—ra v

B ryr7—vEBa<TUFR |
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snmp-server host .

avy RERE

EREDAARZA4

3l

J1)y—= EEAR
Cisco I0S XE Everest 16.6.1 Zhavwr RREAINE LA,
SNMPiEFENL, F7 v 7 EIIFERERE LTHETEET, M7 v 7 2ZE L THREMIZ

.mm/%%{nw;u\tab oo FIIMEETEERA, EEMTIE, N7y TIBRREINE
MEIMEHRNITEEE A, 7220, HHRERELZELIZSNMP =7 ¢ 7 41X, SNMPILE
PDUAMH L TA v E—VICHERICE LET, EEMNISEEZZELRWGE, 1 7+ —4
BRAEHEEL T, A7+ —L0NAHOSEEICRIET D et 2 m ET& £,

L, BRIV 2 FBEOR Y F U= DV Y =22 LV EHELET, KELF

ICHEESND T v e R | A T 3 — LERIDSEEZETDHET, ETERPH
ALT T MIRDHET, AEINIRFTLILENDHY £, 72, M7 v 7OREITTER
O TR, IFRITEENC DT> THBRITAAIETT, BAEORBPHEADLE T 7 4 v 7N
ML, ®y U =27 OF ==~y FRELS RDFRICS 20 £,

snmp-server host =~ K& AN Lo T=8; BHINEE S ER A, SNMP i@E % 15
54 % & 91T device ZFXET D ITIE, snmp-server host avy RELiRl b 1 HDANT D4
ERHD ET, F—U—FE2EELRNTIOa~vy RE AN LEEAE, ZOFRA FTIET
TDORT T ZATHRAX=T MR FF, BRORA M A X—7 V2T HITIE, AR
Z LIz snmp-server host =~ > REEBNC AT HRMEN SV £, 2~ RITEROEH
B A THEIFANZEICHRETEET,

O—A/La—FR Y E— FhR R b EBEMT STV WEE . device IE auth (authNoPriv)
BELWpriv (authPriv) OFEFE L~V DOREREZEE L £ A,

HLTX%%&UHL@ﬁ@ B (b7 > 7 EFEH) 1Tk L THEELD snmp-server host =
<~V RERELESEIE, RICASNa~vy Rtk TRioa~wy KRR EEZEINET,
1% O snmp-server host :zv‘/ R7ZGBREZ T, =& 21X, A M snmp-server host inform
g~ RE AL THE, [FLEARA MMIHIO snmp-server hostinform =2~ > K& A L7254
F. 2FBOa~v U NiZEoTHRMOa~y RBREZSEHZ HILET,

snmp-server host =~ > KX, snmp-server enabletraps 72— 3L 27 4 X¥a L —v 3 2
v REMAEDLETHERLET, e — VLIZPE S5 SNMP d@s A58 5 121%
snmp-server enabletraps =~ > A LET, 1 DORZX FTIEEAEDBEMEZET 55
BlE. ZOFRRMIXFLT, 7< & H 120 snmp-server enabletraps =~ > K & snmp-server
host =~ R&A R—TWMZTHMERH Y £, —EHOBEMZ A 7I%, snmp-server enable
traps 2~ RTHIFEITE EHA, 722X, HDEHZ A TNLFIZA RX—T L TTHR, Hlo
WY A T IxENENRba~y Rk T x—7 M £97,

F—U— F&E LRV Tnosnmp-server host =~ > R+ 5 &, A F~D hT v 7%

T4 E—=T MR FT0, FERIIT =T A, BRET 4T MT DI
%, nosnmp-server hostinforms =2~ > R&MHH L T 72 &0,

WOFITIE, FT7 v IR L T—EDSNMP 22 =2 =5 ¢ A VU % comaccess %X
EL, TOARN) U TIZED, 7782 VRAMI0EN LIZSNMPR—Y 7 77 k&
AEEELET,
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. source (ERSPAN)

7 /34 A (config) # snmp-server community comaccess ro 10
7 /34 A (config) # snmp-server host 172.20.2.160 comaccess
T /31 A (config) # access-list 10 deny any

W OFITIL, 41l myhost.cisco.com THE SALTZAR A M SNMP 7 v 7% iX(ET 5
FEERLET, 232=7 4 ARFU 2 ZIE, comaccess & L TEFRSINTNET,

7 /3A A (config) # snmp-server enable traps
7 /34 A (config) # snmp-server host myhost.cisco.com comaccess snmp

WOFITIE, 232=FT 4 A7 public ZFEHALT, ¥ _XTHOLT v T EEA B
myhost.cisco.com (ZiE(E T 5 & 91T device A Rr—T W T B HEE R LET,

T /3A A (config) # snmp-server enable traps

TN A (config) # snmp-server host myhost.cisco.com public

RROE & MERR 9 5121, show running-config ##4# EXEC =2~ > K& A LET,

source (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) iX{E70A v ¥ —7 = A A £ 7213 VLAN,
BLOE=XTDHMT 74 v 7 OFMEHRET HITIE, ERSPAN E=X X E ikt vy ar =
V74X a2lb—varyE—FRCTsource 2~y REMFHLET, ZOREEZEDNT DI,
Zoavr Rono R EHEHLET,

source {interfacetype number |vlanvian-ID}[{, |- |both |rx |tx}]
BX DR interfacetypenumber (> 4 —T A ADX A TBIOESERELET,
vlan vian-1D ERSPAN (576t v ¥ 3 V&5 & VLAN ZBEAH T £9°, AR
1 ~ 4094 T9,

, (FERE) oA v =T A ELET,

- ER) A —7 = AOFMEZFTE L £,

both ({1-%) ERSPAN D¥EZE N T 74 v/ % E=X LET,
rx (ER) ZIEFN T 74 v 7 DHRE=HXLET,
tx (EE) HEN T 74 v 7 0RE=F LET,

ATV R FIHLR  EETAUE =T oA AFTUL VLAN BEE SN TOER A,
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switchport mode access .

ATV R E—F ERSPAN E=#XfGxkt vy g a7 1Fab— 3 F—F (config-mon-erspan-src)
vy RERE )1y—2 EEANE

Cisco I0S XE Everest TOavwy RREBAINE LA,

16.6.1

FEELEDHA KS4> FEILVLAN &7 4 L2 VLAN 2RI Lty v a LB L 2 LT TE A,

i Wiz, ERSPAN RIETEE v & 1 v D7 u T 4 OB EGI% T LET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # source interface fastethernet 0/1 rx

BEEav R avw R S5 BA

monitor sessiontype | = — % /LD ERSPANEE e £ 72135t v v a V2R EL 7,

switchport mode access

Moo 7L, ZT7BRLOBE—~VLANA —H Ry hA U F—T 2 A AL LTA LV H—T =
A AERET DT, 77—k 237 X2 b—3 3> F— KT switchport mode access
aw  FEHEHLES, T740 FPRECETIE, Z0a~<r FonoBRE2HEH L £7,

switchport mode access
no switchport mode access

X NN switchport modeaccess 5% 772 L, Z7R LOBE ~VLANA —H %y b A X —T =
AARELT, A v B —T oA AEHZBELET,

ARVRTFIALE TIZEAFR=NMILIDDVLAND b T 7 ¢ v 7 RF2EETEES, 778X F— M,
774N ET, VLANI D hT 7 v 7 2% ELET,

v kRE—F FoFL—h a7 4 Xal—gy
avy RERE 1y —= —

Zoavry FPREASHE LT,
” WIZ, H—VLAN A ¥ —7 = A A& @ET 26 2R LET,

T /5A A (config-template) # switchport mode access

rvro—vgBEa<>F ]



. switchport voice vlan

Fy kD—sgBEavUR |

switchport voice vian

FRESNIEVLAN DL DOFTRTOER T 7 4 v 7 2R T 5 L) IHET 2123, 77
L—har7 ¥ alb— 3 E— RTawitchportvoicevlan =2~ > R&EMHLET, 77+
LVRBREICETICE. coa~r RO noFEREHH L ET,

switchport voice vlanvian_id
no switchport voicevlan

B DR

i
N

AR TFI4ILbE

aAvU R E—F

switchport voicevianvian_id - _CoOFH h 7 7 ¢ v 7 ZHEE S 72 VLANFRH Cliak+ 5 &
INTHELET,

1~ 4094 OfEEIRETE £,

T —h a7 4 F¥al—g

avy FERE

3l

J1y—= EERNE
Cisco I0S XE Fuji 16.9.1 Zoawr RREAIRE L,

WIZ, FEESNIZVLAN DL DT X TOER N T 7 4 v 7 ZWETHLHICHEET D
Bz = LET,

T /3A A (config-template) # switchport voice vlan 20
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