Hll R I8 & filf S I8
o PRSI & IR EH (1 ~—2)

HIPREIE & HIKISEIA

ey b —L 7L —2 iKY Y (CoPP) : system-cpp policy CaRiE SNT=T T ANT
T AN MEOEFEOHA, TNHD Y T AT AEHRIT showrun 2~ > RTEREN
FHA, fRPOVIZ, FrHE EXEC & — K T show policy-map system-cpp-policy % 7213 show
policy-map control-plane =~ > & H L T 72 &0,

* Cisco TrustSec D#lFIFFIA : Cisco TrustSec IIWHEA L X —T7 = f ATOAFRETE ., imil
A H =T 2 ATIERETETEFE A,

1|

« Flexible NetFlow O #l|fR=EIHE

o f —H% %y MEBAR— b (GigabitEthernet0/0) % L C NetFlow =2 AR — k&%
ETHIEITTEERA,

s LAY2R— T ¥R, =T Ry T RN EDREEA L H—T = AT
O—E=HERETDHILIITEERA,

LA H =T =2A ADFLHFUTONT, MLEZ A7 (IPvd, IPv6, E/id7—%
V7)) O7n—E=F zBERETLHILITTEEEA,

e N—RT =T ORI Ot77A4Y) </ FL—rSFPIZ, BEIxIv=—2 3 0 ko
T—E#DOAR— N THEDO AR —ENHEAET HAREMENH H7-0, SVL £721LDAD U 72
I L CWERA, FEHTLEAE, WA CEHEICRE L T EEW, KEsE N H
XN ET (B : SFP-10/25G DA 1%25G, QSFP-40/100G DHA1E100G) . £7-. V>
7 O~/ F L — K SFP THHILENRH Y . T TD SVL £72iXDAD V > 7
A— NI~V FL— bk SFP 2T H2LERHY £, T34 ATHMA I TV 5D SFP
OYFR T 1 T 4 BAFRT HI21E. showinterfacestransceiver =~ > Ra&fEH L £,

e N— R =7 OFIFRFIE : Cisco QSFP-4SFP10G-CUxM [E#44fedi 7 — 7 v 2 9 5 35
A HEIX I o —2 a 0BT 740 FTEINCRY 7, &9 — ok cHEiR A
v—va R AR— FERTWaeWgAE, VU EEILERA,
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o YA EE M OHIBREEIE : Cisco QSFP-4SFP10G-CUxM E. B8R 7 — 7 L & H L 7= 40G
Vo Z71Z8WT, U7 O Catalyst 9400 > U — R AA »FTH 9 — 573 Catalyst
9500 >V — R AL v FOHAE, VU ZITEE LRWIN—FTORT v FIREBIZR Y £,
DT A A O HE PO R A B8 51213, Catalyst9500 > U — R ZA v F DA
VA —7 x A ATspeednonegotiate =~ > RZMH L ET, Zoa~r NE, HEpxrIT>
T—vaEEHCLCY U ET v R LES, BRIy =—va &2t S
(2%, no speed nonegotiation ==~ > K& L £,

» In-Service Software Upgrade (ISSU)

e AV —UU—ZA KM A (l6x, 17x, T3 18x) WTIE, ISSU X3 HELIAIZY
V—ZAEN52250EMBTHHR—rEINET,

e AV —VU U= KL AYANT, ISSUIFKROHEICT R —hENTWET,
{LE D EM (EM1, EM2, EM3) 72550 EM (EM1, EM2, EM3) ~
B0 16.9.x 705 16.12.x ~, 17.3.x 05 17.6.x ~, 17.6.x 7*5 17.9. x ~
s [fAl—EMAOTXTHOY J—R
B0 16.9.2 775 16.9.3 £721% 16.9.4 £721% 16.9.x ~, 16.12.1 205 16.12.2 £721%
16.12.3 £721316.12.x ~, 17.3.1 205 17.32 £721% 17.3.3 £/213 17.3.x ~
e AV X =V U= LA HTIE, ISSUIIKROHFHICHRE—FENTHEEA,
ATV =V U =AML A DEMMPORIDAT ¥y —U U—Z ML A D EM ~
Bl 0 16.xx 5 17.xx ~, F721E 17.xx 05 18xx ~ETHHR— ~ 54t
*SM 725 EM, F£7ZILEM 225 SM ~
Bil 2 16.10.x F721E 16.11.x 235 16.12.x ~EV AR — hxfgsh
ISSUIX, =P =T VT AR YL VU —=2ABLWVsA A=Y (FITENITHH
TLHHD) TEPR—FENTVER A,

<ISSUIE, 74 BV AT —H A 11— Rif5{t (LDPE) & ~A o— RIFS{LEED 72
VY (NPE) CiscolOSXE V7 b =T A A—VHETIEEYFR— SN TWER A,

cISSUX T 7 L— RiEhAR—FrShEHEA,

+ Cisco IOS XE Fuji 16.9.x 7> & Cisco I0S XE Gibraltar 16.12.x ~@ ISSU D FZ4THE, OSPFv3
T interface-id snmp-if-index =~ > R23EE STV W ey MEEDEAT S
AIREVEA D D £77, ISSU ZFATT DFRE. AT F U AMR R NT SA X &R b
U= b0l (AT 2AF— FHEREZEH) L7z, FHT interface-id
snmp-if-index 2~ > RZREL TEBW T 7ZE0Y,

ISSU TIXF U v ZA LR L TT v 7 7L —REFETTEXEIN, AT 2HH
FHICDOBFETTHZ 2B LET,

e VT T =T VY —ATEAINTHT LWVSREE THREDE BN MBI EREIC DN T
1L, ISSU OFEITREZAHNZ LN T 7Z S0,
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AT L= REONN—=Ta DY T ST T A A=V THEHATERVEREIC OV T
1X. ISSU Z#BHGAT DA L CTLIZ &0,

*M2SATASSD K74 7 : 7— bk —F—"— 3 16.6.2r TlX, M.2 SATA SSD K7 A
ZIZROMMON 7' &2 > 7 |~ (rommon> dir disk0) C7 7B AT AT LT TxEHA, Xt
TDHT7ANTVAT AT NIRRT NN, ATRODLRNWIEERTEZTI— A v —
NERENET, TORTATIZT—rr—F == 3 1662r T 7 AT LHE
1%, EEIIC CiscolOS 7 v P I MbT7 7B AL TLEE W,

* No service password recovery : ROMMON 73— 5 > R16.6.1r 3 L UV R16.6.2r TiX, Ino
service password-recovery] HEREITEEH TE £H A,

* QoS DfillF)FIH

QoS Fa—A VIR —EHETIHEIL. Fa—A 2Ty 7 7DEFHDI100% %
BRI T L TLIEIN,

HTAH =T 2 A ZATORY Vo TEI P~ —F o FRY =R R—FIATW
S

e ZA yFRIBA L EZ—T A4 A (SVI) TORY L —D~v—F L IRPR—FENT
b\‘ij‘o

e IR—"Fr RN A E—T A A, FU RN E—T A A, BLOZDOMOGHE
AH =T 2 A ATIL QoS RY —THR—FINEHA,

CAB I Fa— AU TBLOAZ Y2 — T 7 (SQS) IE. 1.4Gbps &2 5 CPU A
TRy e Ry LET,

CJLRME : A= RS PFEV 2 —b =Ry =T) TEUUEERYFR—FINLET, VY
7 h = 7 OITLEMIE CiscoI0S XE Everest 16.6.2 AR CTHR— SN TWET, 72771,
B4 % Route Processor Redundancy (RPR) #&REIZH AN — F S4LE A, Cisco StackWise
Virtual % {# ] L 7= Route Processor Redundancy (RPR) 5§D 7 U v RA—/X— 1 {4
R—hrENEHA,

AA v FA—"—%FEFTT DN, show redundancy. show platform, show platform
softwareiomd redundancy =~ > R&fEH LT, M5OSSO B INTNDH I &, BX
OIOMD 7B ANRET LTNDHZ L EMERL T ZE0,

% @ showredundancy O H /11 Clid, W HFDOSSONERINTWD Z L 2R TE £,

Switch# show redundancy

Redundant System Information :

Available system uptime = 3 hours, 30 minutes
Switchovers system experienced = 2

Standby failures = 0

Last switchover reason = active unit removed

Hardware Mode = Duplex
Configured Redundancy Mode = sso
Operating Redundancy Mode = sso
Maintenance Mode = Disabled
Communications = Up
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Current Processor Information

Active Location = slot 3
Current Software state = ACTIVE
Uptime in current state = 2 hours, 57 minutes

Image Version = Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.8.1, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Tue 27-Mar-18 13:43 by mcpre

BOOT = bootflash:packages.conf;

CONFIG_FILE =

Configuration register = 0x1822

Peer Processor Information

Standby Location = slot 4

Current Software state = STANDBY HOT

Uptime in current state = 2 hours, 47 minutes

Image Version = Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.8.1, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2018 by Cisco Systems, Inc.
Compiled Tue 27-Mar-18 13:43 by mcpre

BOOT = bootflash:packages.conf;

CONFIG_FILE =

Configuration register = 0x1822

7X@ show platform softwareiomd redundancy =~ > KO FITIE, 5D SSO 23K
INTNWBHZ L, %c]:(ﬁHA_STATE 7 4 —IJL MR ready(:f{ﬁofl/\é L EMRTE 32_,9%0

Switch# show platform software iomd redundancy
Configured Redundancy Mode = sso

Operating Redundancy Mode = sso

Local RF state = ACTIVE

Peer RF state = STANDBY HOT

slot PSM STATE SPA INTF HA STATE HA ACTIVE

1 ready started ready 00:01:16
2 ready started ready 00:01:22
3 ready started ready 00:01:27 ***active RP
4 ready started ready 00:01:27

<output truncated>

K@ show platform =< > RO AIBITIE, TXTOITA L I—REV2—/LEA—/3—
NAYPEY 2—/LD state N ok TR TCND I L EMERTEES, ik, IOMD 7'
BANET LIZ &2 RLET,

Switch# show platform
Chassis type: C9407R

Slot Type State Insert time (ago)
1 C9400-LC-24XS ok 3d0%h
2 C9400-LC-48U ok 3d0%h
RO C9400-SUP-1 ok, active 3d09%h
R1 C9400-SUP-1 ok, standby 3d09%h
Pl C9400-PWR-3200AC ok 3d08h
P2 C9400-PWR-3200AC ok 3d08h
P17 C9407-FAN ok 3d08h

<output truncated>
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etX 27 /L (SSH)

eSSHNN—V a2 HLTLEIV, SSHAA—V g v 1 FPR—FINTWEE
/\Jo

* SCP 35 L UVSSH DR 5L ED I THIX, SCP DFEAIY 7' aE ANETTHE T,
TNAAD CPUNEL 2B EREESNET, SCPIX, *v hI—27 EOF R b
MTOT7 7 A NEEEEAZTR—FLTHEY, HEEICSSH 2 L £,

SCP 1 L OV SSH OHFAEIZBIEI T N— R Y = TS b = P THR— F STV
W2, B b EEE DT e AN Y 7 b 2T TEITIND Z & TCPU BEL
720 %4, SCPEBILVSSH O 7' 1t &2 L5 CPU RN 40 ~ 50% (272 DA M
HVETNH, TAABY Yy MU ENDLZ EIEHD FHA,

e RV —&MHLIZA~— T4 & X : CiscolOS XE Amsterdam 17.3.2a LAf&E, KU 2 —
EHEHLIEAY— N IA B AOHEANZLY, WAV AZ U RAETNEIT N, ZADKRA b
£ %3 E L ThH, UniqueDeviceldentifier (UDI) OAHNBFERINET, ZORROEHIL,
DRTDOY U —ATHRA MPERINTWEZTRTOIA B R2—FT 4 VT 4 La—
P H—T 2 A ATHERTEET, ZHUTEI VMDD T A & AEREN B L 2T
HZEIEHY FRHA, ZORIRIZHT HEHBERIZH D A,

ZORIROEBEEZ T HTIA L A2—T 4 VT 4 ba—W—of L Z—T = 1 RITIT,
Cisco Smart Software Manager (CSSM) . Cisco Smart License Utility (CSLU) . Smart Software
Manager On-Prem (SSM On-Prem) DOANBEENE T,

Z OfilfRI%, CiscoIOS XE Cupertino 17.9.1 22HHIBRSNE Lz, RA MEREL., HA
NG DT T AN —EBhZT 5 & (nolicense smart privacy hostname 7' 2 — 3L =1
TA4FXalb—varavwy ) | RAMERBRELA CAZ U APLRES, EET
Ha—HP—Af L H—T x4 A (CSSM, CSLU, SSM A > 7L I R) IZFKrEINET, 7
HIZOWTIE, 2oV UV —20a~vr R U777 Ly RAEZSBLTIESND,

TACACS L J v —a~ 2 R LA —tacacs-server host =~ > RAFRE LW TL 2 &
W, Zoavwy REELRESNE L, A ALETEITENTWDLY 7 h =T /=g
M Cisco 10S XE Gibraltar 16.122 LIBED Y UV — A TH HGE, Vv —a~r REefiH
T 5 ERAENKILT D AREHERH Y £9, Fe— b a7 4 Xal— g3 E—RT
tacacsserver =~ R&fEH L1,

T oV OXEE TR A= R—=RA P2 22— V2R T D581, AL v F
F— =Dy MEREZR/NBIZIMZ D702, Ty 7V v 7 Zxfrikigicd 5 2
LERHERELET,

T TV Y ORFIRRBEL X, HHFDA— =R FEL 2 — VDRI, F—T = A
AR CEZATDNT =BT 2= R3HLREOZ L TT, &z, hTri—
ANSELY T B AL T 220 TenGigabitEthernet 4 > % — 7 = A AT 7 4L D 10G E—
FTEMELTWDELET, 2056, b9 DA/ =AM FORIET HA 5 —
72 A RZ10G b T =R BIUE, EROITFRARIE L 220 9, xIFRZIREBIC T
5Z&T, SWORT Y MEKE =P —2 7 AR = U AREEESIVE T,

T oY T IMIERFRCIR D DIE, — ST DA—IR= AP T o —REHERE 5 —FF
DA=R=RNA P L= LRNA L E =T 2 A ZADXT BN 12O EdHDH5GETT,
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» USB OFB3E : CiscoUSB 74 7 &2 A v FICHHET D L BHFOR S{Ldidd & —¢
RIA 7 ORFENRITESNE T, USB K74 70T O F—2kE Sh vz
password encryptionaes 2~ > R&Z AT HLaL Y —/MIIKDA v E—VRERENE
j—O

Device (config) # password encryption aes
Master key change notification called without new or old key

* Catalyst 9000 > U — X AA v FIL, MACsec A1 v FMgkis AR — s LET, F— 31—
LA Ry NU—27 TAL vy FinHHRA M~OMACsec #fit A ET 5 2 L ITHERR S h
Ao BEIFDAA v FMNEHRA F~DMACsec DFEIEF - 13RE L B2 —IZ2o0 T, v &
D EEHYEF LT ¥ 28— =BV EbEL I,

* VLAN OHIfR: A A v FORERHZT — X &5 ?-:‘MM’/%:”E%L AA W F AL 74
R CHE VLAN L3872 57 —# VLAN ZHERFT 2121, PIHICER SN oBEZ1T 9
ZEEBEIODLET, 10D E—T A A LDF— 5’9: F‘“ﬂ%)‘/f/_xﬂfcﬂb
VLAN B3R E STV A A, CPUERAENEL 720 | T3 ARNEELZZ T 5 AlHEMEN
HYET,

*YANGT—Z T U o 7 OHIBRHEIHE : ¥ — b &35 NETCONF D K[AEEYE v v a 4
X200k v g TY,

« Embedded Event Manager : ID f X s 1 7 7 # %, Embedded Event Manager CiX ¥ 7" —
FENTWERE A,

s T ANVAT AT v (fsck) 2—T 4 VT 41F, £ VA F—LE— KTV HR—F
INFEH A,

* serviceroutingmdns-sd =~ > RidFElE S Ed, oV IZ, mdnssdgateway =~ N4
LTI,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



