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Fy hT—27 FNRA AT RIvyvary arybha—/I (NDAC) %f#H L T, Cisco TrustSec
X, THAARR Y NT—ZIZBINTE D LT DHRNCT A AZFRAEL 7, NDACIE,
Extensible Authentication Protocol (EAP; JE3E FIRERRFEY & k=)L) & L T Extensible
Authentication Protocol Flexible Authentication via Secure Tunnel (EAP-FAST) & & $iZ. 802.1X
PREZEHA LT, SFEEEITLE T, BAP-FAST U\t —a il i o T, F=— %A
L7z EAP-FAST b > RV THLD BEAP JF DA WREIC 72 0 9, ZOHIETIE, BEHE
I% Microsoft Challenge Handshake Authentication Protocol Version 2 (MSCHAPv2) @ X 9 727Ek
D 2 —YFEFE T A& ut,cbx SN EAP-FAST MRS S EXR 2 U T 0 bR TE
F£7. EAP-FASTAZHAT T, FBREY — NITFRGEY— /N L DFERO T F 2 7 ed@fE I S D
EHEXF—BLOR S INe b= U EENDL —BEORESNTZT 7 EA 7 LTy
(PAC) ZAER L. 7 U Iy MIEMELET,

WDOKIZ, EAP-FAST k> %13 X 8 Cisco TrustSec THEHT AN IR AR LET,
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ICPAC T2 LA — T4 r—ZIZkOBZ LTI, A—vr T 4 r—#
DTAT T 4T 4ZeFaT WM LES, £7o. ZORBEICEY, -t T 17—
AMERTELTXTOIP 7 R A L TEEAFY— N2 RADIUS 2 ®F— %2 %K ET D
FHINETET,

CETDTAT T 4T A BKT A ANTEA  BIEHROE T TS, Rk — g7
Vhy heF—vrT 4 r—2DOMG &L ET, PBFEY— N3, fRi# X172 EAP-FAST
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#&3l TIEM D type-length-value (TLV) "7 A—ZZEH LT, A—kvr T4 —2D7 A
TUT AT 4L, %0)2}“—‘{2‘/'7”4 27— 3 Cisco TrustSec (Zxf i L TWAMNE 5 g
TV MR AE T, FAEY— ML E 512, Access- Accept A v &— D RADIUS &M
EHERHLT, W7V NOTAT T 4T 4 BIOREDY Y F 2 kA Cisco TrustSec

Cﬂﬁbf“5ﬁ85ﬁ%ﬁ~ﬁy?4ﬁ 2B ET, KT A RF, €TOTAT
T AT A BRI L TWAT, FREET—NTEIN D RADIUS Access-Requests % 155 L |

Vo7 ICHEHINDRY =2 G TEET,

802.1X O — )L MEIR

802.1X Tl, A—k T 4 r—ZIIRFE— LD IP FEHPMLE T, A—k T 4 r—4
IZ RADIUS over UDP/IP 2 L CH 7 VU > b A —t T 4 r—HX OFBGEAHE ) L—7
HVENRHDHT-D T, PCIREDT Y RRA v MNEBEIZX Y b T — 7 ~OEEHFICY 7V
VRELTHERET A Z LT FET, 1272, 20Dy hU—7 T 31 X[ D Cisco TrustSec
P OLE. K1y NU—27 T4 2D 802X 0 — /LMW T DX >~ v T —27 T34 AR
R SN2 WEALH Y 7,

Mtz 220D AL v FICA—R T 4 r—F VTV B bOu—LETETHET 5D
D {Z. Cisco TrustSec IF 2 — /&R TN ITY XA LEFITL, A—t T 40 7r—& & L THERE
HAALFEY TV A N LUTHET 2 AL v T2 HBIRICHB L E 9, v— /LR 7 L3
U X%, RADIUS #— N2 IP CEGEATRER AL v FICA—| T 4 r—Fu— L %EH DY
TET, EHELDAL v TFEA—| T4 r—F YTV D FOMEORT— h~ &L
BLET, DAL TN, ETIZRADIUS Y —"~DT 7 AMENH D E2HRET D &,
ZDOTNA AFEBFDOA T 4 r—H AT —h~VUEKTL, 7V B hor—L
EHIEZITET, MHFDAAL v FNRADIUS H— 2T 7 B ATE L4, RADIUS H— 37
SIRWNISEEZE LT AL v TFBNA—t T 4 5 —2I2720, E I 1ODAAL v F NG 7Y
v MTRY ET,

Cisco TrustSec 2EF D=

Cisco TrustSec @k 7' BB ANFE T § 5 £ TIT, AL — NIZROLIRAITNE T,

W T ID NI — T A =B DT AT T 4T 4 DIRGIE

TV A RNy RRA ¥ NEEOLEII2—Y ORG
Cisco TrustSec AL 7 2 A DB TERICIX, A—t® o T4 r—2BIOVT 7Y o FOME TN
ROMEHZ T L THET,

BT DT /N1 A ID

« E°7 @ Cisco TrustSec HEEEIZ DV T DIF#

* SAP [ &% & —
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\ A ADY

Fri4zm |

Cisco TrustSec |TF7 /34 ZADID & LTIPT7 KL A MACT RLALEALERA, F0b
Y . % Cisco TrustSec X[ AA T2, Cisco TrustSec KA A > T—EIZikBITX 2471 (T2
A AID) ZFEHTED LB TCHMLERSY 9, ZOT A A IDITKROBIEICHEH I ET,

o uuniEj—) /‘—0)*/\/—{#

o« FREERFIZ BT BT — H R—AND /R AT — KD

—

LTyl

Cisco TrustSec [T/ XA T — RR_R—2D 7 LT3 % )L &EHR—F LTWET, Cisco TrustSec | %
INA U — }"/C']j‘7 ) 77/ }‘ %HLDEEL *EENLDE%*ZE{ —’9)—;:)7"1&)6: MSCHAPv2 %{%ﬁﬁ Liﬁ—o

PEEY— NI 6D LT v v /L% EAP-FAST 72— X0 (Fubva=r7) O
(M7 VA R TPACHAT R EYa= T EnD) FIZH 7 U Ay FOMAGEGECHH L E
9, Cisco TrustSec |Z PAC ODHARAEIIL 5 £ T, EAP-FAST 7 = — X 0 ORRHUIHFEIT L EH
ho FDHDY 7 EEIFIZIZ, EAP-FAST 72— X1 £ 72— X2 O T2 FEIT L%
9, EAP-FAST 7 = — X | &ML ClE, FBFEV— 37U B v N OFAEFFEIC PAC 2 L
F9, CiscoTrustSec N T /NA AD T LT o ¥ VEEMTHDIE, PACTutya=>7 (%
FIEE ey a =02 BRI T,

Y7 J 2 FAEANT Cisco TrustSec B A A NZMMATBHEEIC, RAEV— NI TV v b &
FREL, PACEMEH L TH Y Wy MIHEF—, BLUKSbEhizbh—2 %7y a L
FI, FREV— YTV D NI, FO%D EAP-FAST 7 =— X 0 O AZRFEIZ Z D
F—L h—2 UEBMEALET,

User Credentials

tXal)T

Cisco TrustSec (Z1%, = RARA » MEEDREXY A T O2—F 7 LT oY VEInElH D £
o @Rk —NTHR— Féﬂéi PRFESF XA TRICEIRL T, fhST 5677y
NEHTEET, =& %X, Cisco Secure Access Control System (ACS) /X— =3 > 5.1 (&,
MSCHAPV2, Ll h—2 > —F (GTC) | £/IZRSA VY Z A LA T— K (OTP) %
A= LTWET,

4 JIL—TR—ZOF7HRX 2> ka—)L

kv arTE, ExX 2 VT4 N R—=2ADT IV Aar ba—)L ) XA+ (SGACL)
WICHOWTHBA L7,

tXal) T4 FJIL—TE KLU SGT

X2 VT4 IN—TF, T/ Aaryio—LR)v—%2ETra—% T RKRA
MTFARAL R, BIRY Y —=ADITN—TTF, ©X%=2 T 4 7 N0—71%CiscoISE F 721 Cisco
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B o205 0—Fnovr—+

Secure ACS DEHENEFR L ET, HLVZ—HFEBILOT /34 A Cisco TrustSec K A A |2
BEND L, BEEY— N, Wt x 2V T4 IA—TICINLOH LW T 4T 4 &
Y B-TEF, CiscoTrustSec iIEF5EF 2V T 4 T N—TIZ—BDI6EY hO®XF2 T 4
N—TFKEGE2EN B TES, FS5OHFPHIL Cisco TrustSec KA A »NTHZ @ — L TT, T
AARNDEF 2 VT 4 TN =T ORITFEEF DR Yy NI —7 20T 47 4 DEUTHIR S E
T, BX2 VT4 IN—THKSETFEHTRET HLEILIHY FHA,

TNA AMBEFEEIND &, CiscoTrustSec IXZ DT /34 AMBREFINDHTXTD/7r v M
TNRAADEX 2 VT 4 IN—TEBENREENTWDEX2VT 4 Z—T %7 (SGT) %ff
2TMFLET, ¥ 7T SNy NIy R —2 %8 U T Cisco TrustSec ~ % —T
SGT Z N E T, SGT X EAENDOHFE LD 2R ET HH— T~ L TT,

SGT IZiX, EEILOEXF 2V T 4 ZNA—TNEENTNDHTD, ¥ 713E(E7T SGT & FEEN
HZELHVET, WETAA AL EEEX2 VT 4 F—7 GBS SG) IZE VY THND
P SN | = N ’@k%;)?4ﬁW%7%%ﬁ%7W%7ﬁﬁ(MH)k@&*t%%@i
I, 7277 L. FEBED Cisco TrustSec /37 v b X JIZiL, T XA AR T 4 T —T
BFIIEENTWERA,

X )F 445 IL—TFACL DY FR—

X2 VT IN—T T A arra—/L JAL (SGACL) IRV v —D@EHTY, =

> TEEEIL. EX2 VT 0 70 —708 0 Y CTLEih) V— RSN Ta—PnE
1T T 28EZHIETE 9, Cisco TrustSec KA A VHNORY —DAIE, 8D 1 2P %[E

X2 VT4 TV—TEE bH 1 OOMNGEEtXa VT 4 INV—TESTHDLH, T

TAFAw Y v 7 ATRREINET, v U v 7 ZARNOKELVITIL, SGACL ODF XV

A MMEENET, 22T, EETEF2Y T o ﬁ/k~ TR Lt 4 F—TF
BT 55 P ZFfD, IP D OEEINANTy MEHASNAMEND LT 7 & AMER%Z
FBELET,

SGACL X, IP7 RV ATIEIARL, X2 T4 7Y ve—arvEidex=20 7070 —
TR TEICEESDNT AT — LV ADT 72 AGHA = AL mM L, 74002V 7 LE
T, SGACLARY v —%27ubPa=r745120%, RO3IOOFENDHY 9,

c AXT 4w R —TF Y a =7 ctsrolebased permission =~ R&HH L T,
22— SGACL R Y o —%EHRLET,

XA FIv 7 K v—TFrbEYa =7 :SGACL KU > —D%EIL, Cisco Secure ACS
F 721% Cisco Identity Services Engine D EIZAR U O —FHUKEEIZ K-> TIITTHRLENRH Y
i‘j—o

SRA[EHE (CoA) : B EN/=ARY > —IiX, SGACL R U > — ISE TEHE X1, CoA Nd
Cisco TrustSec T /3NA AT v aSpnb Ay ra— RInET,

TNRAAT—=H T L— 0%, AU o—7a (% — (ISE) 5 CoA X7 v FEZE L,
CoA N7y MIARY v—%HWHLET, TD%k, X7y MNIT A A3 hr—L 7"1/—

NTHEE E U, F5(E CoA X7y MIZXLTIRDO L)L DR Y —n3 i SvE T,
Ry=T7 &7 NT=2TORY =D ZOe v MEBREFRRT HITIE, %@Emm
+— T show ctsrole-based counters =~ > K& FEIT L £,
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seacL &y o— [l

SGACL /R') & —

Y

X2V T 4 IN—TF T AX arbra—1 UAr (SGACL) ZEH LT, =—¥ &5k
UY—Z2DtF 2T 4 ZA—T0E Y TUZEASNT, a—FNFETTX HEELEIETX
F 9, Cisco TrustSec KA A L INDORY —D@EHIL, o 1 DBEETLEXF=2V T 40 T —
TRE. B OO VT 4 IN—TEEThHD, Fa~v N v ATEREIN
F9, v M) 7 ROREOE R MITEELEX 2 T 04 T —T0nbsitt X274 7
N—TRTIZER IND Ny MIEH SN D LERH HFF A 24683 5 SGACL DJEFY A
FNeEbAHZ LN TEET,

WOKIZ, 3 ODEHRFHADLZ—Fa— )Ll | DDOERBEHEHLY V—AEEtey v T R
A A 2D Cisco TrustSec Fr[~ bV v 7 ADF R LET, 2—FOHRENZ IS T —
INADT 7 A% 350D SGACL R Y > —CHIE L E£9,

3:SGACLK) >— < Yoy ZRDHI

SGACL-A
Egress Policy P permit ip
Role Destination
(Security Group) | gerver X (111) :
. 1 SGACL-B
User & (1 SGACL-A i
8 ol permit tep sre dst eq 80
5| UserB (20) SGACL-B [~ deny ip
0
D userG (30) SGACL-C |
User D (30) rreeeen. | s@AGLG
permit tep dst eq 1433
permit tep sre eq 1433
permit tep dst eq 80
permit tep dat eq 433
deny ip %

Fy NT—INOZ—H TN, ReXa VT 4 7N —FIZED YT, X2V T 47—
THETT 7 A A #EAT S Z 12X Y, Cisco TrustSec 1% v h T —Z7 N T —/L_X—2
D FRBEDIRIELRRWT 7 & 2l 2 3 L £, SGACLIZNERD ACL L 1ZRAR0 , IPT
RVATIERLSTNNAATAT U T AT ALESNWTT 7R aryba—)L R V—%EFE
FTAHED, Ry hT—27 FARAL A E Ry T =7 2K EZBEL, IPT RLAZERTSZ L
MNTEXET, B L EFRARFRICTHNL, Fy hT—7 MR YREFRINTHEX =Y
T4 AR EBELETA, 2—TFRT AL REMENTZS, @Yt T 47
N—TNa—HEEN Y G THET T, 2—F I bicz0 s/ V—T0Fa 2%E5 LET,

GE)

SGACLRY v—iF, T/XA AMBIT Y RIRA TR RIZEREND N T 7 4 v 7 Tlixze<,
2ODKRANT AL AMTEREND N T 7 4 vy 7iC@EASHET,

0 —/L RX—ZADFFA[ AT 5 & ACL OV A ANKIBICHFI S, AT T AEEDLfHE
12720 £9°, CiscoTrustSeclZ L > T, BESNTWAT /A aryta—)L= bJ (ACE)

Cisco 10S XE Amsterdam 17.3.x (Catalyst 9400 X - -» F) CiscoTrustSec A > 7 4 ¥ L—> 3> A K .



Cisco TrustSec DHE |
B i rsxvossvmnons

DL, FHEINTWIHF DI L - TIRESNDT-D, ACE OEUINEED IP v U —
7 TE0 oL /NEL Y EF, Cisco TrustSec TD SGACL DO FHIX. 7EkD ACL & ik
LTCTTCAM V YV — 2% L0 Zh=RAITEER L £,

AREZXF T ELVH D&

CiscoTrustSec 7 7 X 2> hu—/uid, AAFF 7 EHNOEMHEFERL CEEINET,
Cisco TrustSec R A A D AT HTIL, EEILLODNT T 4 v 7%, FELZT AT 4D
X2 VT 4 IN—T /G EET SGT TH Z7fHiF SET, SGT X, FAA »2KIChlzo
ThI7 74 w7 ELETRIESINET, Cisco TrustSec K A A O IIRA > v T, BT
SNA AFEETLSCTR LT T AT 4 DEF 2V T 4 A —TFHK S (58J5SG, £721F
DGT) ZfifH LT, SGACLRY ¥ —~ MY 7 ALl T A7 7 BA R —&RELE
7T

Cisco TrustSec KA A > TliE, DK D L 512 SGT DE|Y BT L SGACL D#EANETEINE
hd‘o

4: Cisco TrustSec K * 1 >0 SGT & SGACL

SGEACL erforcement
SGT =3 l

— ) =T 3 =3 3 - __..'._-_ w DGET =4 |

) &= S =
H" ) L
——— Cisco TrustSec j Web server

Host T Y -
user PC E

SGT imposition

HRA K PC L Web — N2 R &EIEELET, PC & Web — 311 Cisco TrustSec K
AALDAUNTIEDH Y AR, Ny bOFT—H 221 Cisco TrustSec K A A ' H
GERLTVET,

2. Cisco TrustSec D ASIT /34 A%, R A F PC OFFE— LB B ToHENEEF2 Y
TAITN—THKETHDH, X2V T 4 7 NV—TFE3DOSGTHEBNTH LI 37 v b
EEELET,

3. CiscoTrustSec DH /17 /34 Z1%. Web— ORIV — N2 L > TCEV YT N x =
UFr 4 TN—THEThHD, EELTN—T 3 R —7 4 18 AT 5 SGACL K
Vo—%uALET,

4. SGACL /X7y FNEERET D X DI L TWADEATL, Cisco TrustSec 71 A A v FIix
SGT ZHIRT A L2510y FEZET L, Web YV — N2y b EERIELE T,

=

X274 TIL—TDFIE

Cisco TrustSec KA A VD ALODFR Y bU—27 531 A%, Cisco TrustSec K A A (/%47 > b
FERET ABRIC, X7 v MISGT & ¥ 7 fHF T& % XL 912, Cisco TrustSec KA A IZAB /8

E{ETT

l]II
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sktxal T4 s—Toum [

7 POSGT ZHWIT2LENHY 3, HIIOFR Y T —27 T 31 A%, SGACL %z 3
Bz, 2y D SGT ZHIMT A0 ENRH Y £9°,

Fy FT—27 TS AL, IROWTNDDFIET/r y O SGT Ik T& 17,

o RN U —HHFRFZEE 8D SGT 259 % : Cisco TrustSec f8alk 7 = — Ak, v hU—
I TFRA AL, BT TARAANMEEHTE DN E I E TR —IFRE ., Rk —N
NOERFLET, BT T30 AREHTE WS, BiE— NIXZ0 T T/351 A)
LEETLHTXTONT Y MI#EHT %5 SGT bk L £,

Ny NOKEIESGT #HFT % : "y "BMEHETEAET T34 AnbikFEIND
e, "7y M, SGTEBEELET, Zhidk, 207y Mk oT, 2Oy hU—
7 T34 AJA Cisco TrustSec K A A VINDOIMI D v U —27 T8, A T2 WA ILE
HEhEd,

EETXTAT T AT AN TEEFEILSCT 2MBT D TAT T AT 4 A—h
~v BT (IPM) ZHEHATDLE, B SNTWDIET TAT T 4T 4DV 7 % FH)
TRETEET, Fv FU—27 T4 2T, SGT BLWMEEREAZGTLR Y > —FRE
AR — N ZER L ET,

< EEIIP T B L AZHEASWTHEFILSGT 2 MK T 5 - BRI L > TiE, #FELIPT L
K%dwfﬂ&/kwﬁn%wmﬁéio_A&/%%iﬁfﬁﬁf%iﬁoMﬁ
Exchange Protocol (SXP) % . IP-address-to-SGT~ v &' 7 7 — 7 /UIEAE BN TE ET,

SEELX) T4 TIL—TD%IbR

Cisco TrustSec KA A > OO F v 8T —2 T34 A%, SGACL ##H T 556067 v—7
(DGT) #RELET, Fv hT—7 TARALRT, Xy FOEELEX2VT 4 T —T
ERETDIOIEHINDDERUHE Oy hOX T INGD T NV—"TFSORG% bk
<) ZHEHALTCHEEX=2 VT4 JA—TEZRELET, skt XaVT 4 Z—TFZIE
Ny NOXRTIZEENER A,

BIZEoTE, AODOT AL ZAE I AOUNDZEDMD T SA AN, FHTE D507
N—TDEREZFEF>TNDEZEEHY £, 20X I REE, SGACLIZHIT A ATt/
LINBEDOT A AZEAEINET,

W—=TY FEEVCRLYTFE 57499 TD SGACL 05l
SGACL ®8&HNEIIP T 7 4 w7 Pl S E TR, 8@l —7 4 v 7 E7IE AL v F
VITEND NT T 4y ICEATEET,

N—Tv R8T 74y 7 DA, SGACL DI, sieR A MR InzLv—7 v FAR—
KoM AL vF BFEIZTAA NI Ea— a2 v FERIIT I EAZL vF) I

FoTHEITENET, SGACL DA% 70— N E NI THE, SVIA v F—T o A%
PRETRTCOULAYIA X —T oA ATHADEEBIZEDC 2D £,

2L o F U TEND T T 4 v 7 DAL, SGACL OMENINL—T 4 o FHERED W — 2
A F T RAALLND T T 4 w7 7u—TETINET, 2BEOEEES SV —
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B scacL o> 5 s AcE ritE

DY =N T T4 v I DT —H X —T IR AL vTF ETEITENT- SGACL Dl
N, FOFTT, ZopITIE, @i, =BT T 4 v IR v F U7 ENET, SGACL
OFENEL, VLANNTAA v F 7 3537 v M FET21X VLAN ISR T Hiu7c SVIIZEE
EEINDH Ay MIEHTEE T, 7278 LEITIE VLAN 2 IR F—T T D
HRH 7,

SGACL O > 4 & ACE #iztIER
SGACL THF U IIRHEI 2> TVDGE. 7735 ATROMERZ LI L £ 7,
cEKELEXR 2V T 4 V—T K7 (SGT) B LU%E%%E SGT
* SGACL R U v —#4
Ny b hargAs
« Ry FCEITENDT v a

0747y a3 lx O ACE @A S, ACEIC—ET A3y biu ZiIZitmEnEd,
log ¥—U— R TRl SNTHAI DO/ ME, syslog A v =T ERLET, Blior
A=V 5 SEECERBIOWESNET, X 7% ACE BHo 7 v~ (n s
Ao —UEERLIE ANy B ER—ORERD) & —ET 5. B L=y hOo
NI (o) L, LAR—hERET,

X7 BT HI2IE. SGACL KD ACE £ DHIIClog ¥ —TV— REZEHA L £, 7=
& z1E, permitiplog D X 512720 £,

SGACL v X > ZINHRDIGE., T/ ANS T 74T 2 h~OICMP ER X v E&—1%, IPv4
BLIOIPv6 7 b aiZonCidiEaSnErA, 2720, 2794 T FIBT 8L 2D
ICMP JEZ& A v —U0 v FIC3RENnNE T,

WIZ, BFETLESIDSGT, ACEO—E FFrlE-idES T 7 ay) . BXOTm han,
5% Y TCP, UDP, IGMP., BLXWICMP [§#haF R~ rV 7 va /&R LET,

*Jun 2 08:58:06.489: %C4K_IOSINTF-6-SGACLHIT: list deny udp_src port log-30 Denied
udp 24.0.0.23(100) -> 28.0.0.91(100), SGT8 DGT 12

show ctsrole-based counters =~ > RZ2H L CERTEHEEFD LT L D) SGACL #iaf
fEHIZ AN Z T, show ip accesslist sgacl_name =1~ > R4 ffi i L T ACE #EHEHRbF R TE £
T ZHUICTOWTEBMREILED D 8 A,

IZ. show ip access-list 2~ R&H L CACE v h&aFRT D027 LET,

Device# show ip access-control deny udp_src_port_log-30

Role-based IP access list deny udp src port log-30 (downloaded)
10 deny udp src eq 100 log (283 matches)
20 permit ip log (50 matches)
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\}

Ve 75 seacL o5 [

G¥)

BENT T4 IR —ET BN, BEADSGACLIZ—LAWEES. 77 4 v 733
EN, BAO HW-Fr[Dh o o 2R8I LE5,

Wiz, EAL® SGACL OEMEB 2R L E T,

SGACL R U +—{Z ldenyicmpecho) T5— I8 ICRESH, TCP~v X —T5— 18 DFHEIE b
T74 v BRHVET, BANRS— BIC—HTLB, FT 74 v 7B iemp & —E LW
B, N7 4 w7 FEFATEN, B 5 — 18 D HW-FFA[h 7 Z RN L £,

Device# show cts role-based permissions from 5 to 18

IPv4 Role-based permissions from group 5:sgt 5 Contractors to group
18:sgt 18 data user2:sgacl 5 18-01

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

Device# show ip access-lists sgacl_5_18-01
Role-based IP access list sgacl 5 18-01 (downloaded)
10 deny icmp echo log (1 match)

Device# show cts role-based counters from 5 to 18

Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-Monitor
5 18 0 0 0 1673202 0 0

VRF 1t SGACL O ¥ >4

SGACL v A7 Au ZIZIZ VRFEHRAEENE T, B ZICHEHEINTWD 7 4 —L Kz
2T, XU TERICIIVRFAR G ENE T, BFannX o JERITRO LI I220 £
7,

*Nov 15 02:18:52.187: $RBM-6-SGACLHIT V6: ingress interface='GigabitEthernetl1/0/15'
sgacl name='IPV6 TCP DENY' action='Deny' protocol='tcp' src-vrf='CTS-VRF' src-ip='25::2"'
src-port='20"

dest-vrf='CTS-VRF' dest-ip='49::2' dest-port='30' sgt='200"' dgt='500"

logging interval hits='1l"

SGACLE®=% £E—F

Cisco TrustSec D HFHFTHE AT, FHFIL, E=FEF—FEHEHL T, RV —REK L
CBOICHETAZ L ZMERTAEDIC, X2 VT 4R —%EALRVREETT A ML
FT, BEX2 VT 4RI U —RNERLEZEBVERELZZWEAIZIE, E=4F— KB, 20
2T D7D DR A 1 = X 5L SGACL D 2 AN T HENIRY o —AEET
RSB L ES, 2k, FHET, RV —2EHATHRICRI > —T 27 a0
FERAZ X AR TE, IBROR) v—Nex 2 )T 0 EE2HEZ LTS (22— n
FAESNRITIULY VY —A~DT 7B AIEREIND) T L EERTEET,

E=F U UHEREIT. SGT-DGT X7 L~ LTt FE9d, SGACL E=% E— M%% ﬁ
N TBHE, HET 73 ar NI I—REDACLEFR & LTHEREESNET, ZHhiZ
SGACL h U v B L Oa X 7 TiE, ##2 SGACL R »—iz kv & 9%@&&@\57&
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Cisco TrustSec D E |
B s s—oms

ERRTEET, TRTCOEFE=FXNRBINT 7 4 v 7 BHFAIENDT20, SGACL E=FF— K
TlE. SGACLIZ LA T —ERDOHIIH Y FH A,

Al &R —DEE

TNARTIENKTTDHE, TV D Ned—v o T 4 r—XOlITRRIES— D'
2T 4 RV —ZEELET, 22507 1%, Vo723 L. Cisco TrustSec T /3
AAZAIDIEASNTY 7 X2 T 4o R —Z2HAEICERALET, Vs o
802.1X L/ IZFEFRREICRE CE £ 7 )/&@ﬁ%;)74#mqu@5ﬁm\%t7

ITREGREY — SO ZE LT A AID ZFEHLET, Vo720t Xa U7 0 RFEERHOLA.
BT TNAAID #ED B THLERHD £77,

Rt AEH— N i/j{@% ﬁfé’ Li'ﬁ—

« Cisco TrustSec DEHENRTE : N4 > MIZSGT 21T 5I12H720 . BF FARAL ANMEATE
BINEIDERLET,

s BT SGT: ET7MRELTWDEX2 VT4 FA—T%RLET, ETHEFTERNEG
BliE. ET700ZELIETRNTONRNT y MIZOSGT X 71T SnEd, SGACL Y
7 O SGTIZEHHEAHT GV TNDINE I T A APRFRETERWGE. 735 ARG
P—NIBNERZEELTCSGACL 24 v rn— R+ 38806H0 £9,

FPATHIRR - ARV > —OWIRN G D £ TOMEEZ R L £ T, Cisco TrustSec 7 /34 A LR
U — R ZWIRNEINAHNCY 7Ly v adT b RERHD £T, T4 RET—F D
HIHARNIIN T RITFIUTTEIEB L ORY v —F—% %X v v =2 L, U7 — MRICH
FIHCcEET,

\}

(GE)  Cisco TrustSec T /34 A%, FEAFY— "0 S T OEYIZ2RY o —Z2FE T WIS 2
T, BINBOTF 74NV s TI7E8AR) —%YHR— T E5LERHY £9,

KDKNIZ, NDACEB LU SAP rfvm—3 g 7ut A& RLET,
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| Cisco TrustSec DIHE
gEr—angyro—F [

IRiR

5:NDACH LU SAPA T IT— 3y

Supplicant AT AS
[
Authentication D |:| | Authentication

4 Authorization A
Authorization >

7\

SAP negotiation

1g7007

F—aQEHO— K

Cisco TrustSec Bt 7 — # (%, Cisco TrustSec / — K& L TOT A ZADMERER BT 508 F
LFEVDOEREZITIRY —TF, T/351 XL, Cisco TrustSec N A A NTHRPNIMAT BB
2, BRE— DB BT — # UG L E 775, *%B@?ﬁﬁ %5‘;\/*‘4’7\ ICTFENCTRET D
LLTEET, & k ZIE, Cisco TrustSec D> — R T /34 RTIFFRAEY — " DIERZHET D
VRSO ETH, ZOFRIT, T3 ARFREET—/3 EEW%T%)*?‘_/\ UANEEAL
T, Br6ENTHZENTEET,
TNA AL, WIBRRATIC Cisco TrustSec BREET —# %V 7 Ly v a T HLERH Y £3, £/,
ZOT =2 OAEMWRBTN T RITIUE, BET—42%F vy v 2L, V7 — MRICEHFIH
THZLEHTEET,

7734 AIX RADIUS #ffifH L C.

e —NRYUZX K 7T T "RFEDHDORADIUS ERIZHE A TX A — DU R ~ (3R
BILXOFHFOmST) PACOY 7Ly vald, ZNHDOY—REN L {ThhET,

*TRALASG EDT AL AABRPBEL T EF 2 )T 4 T —T
« A2 : Cisco TrustSec 7 /3 ANBET — 2 %2V 7 Ly a3 28E LA A AT 2 HIH

'x:HL

RORE Y — NN D IROBRE T —Z Z G L £7,

RADIUS ') L —1#gE

802.1X F&FF 7 11 A T Cisco TrustSec A —t® T 4 r—Z O —)L % 5| &% UL%)T/\4?<

FREEY— 3~ IP ¥Ef5i &1 U C, UDP/IP T® RADIUS A v — Y DAHRIZ 7A4x#
FRREY— IR Y =R RS TCE ALY LES, YU | 7/\4’7< I LRRGEY—
NEDP RN THEDLEVETA, V7V B2 MIFRIE—/NE D IP BN e WA,
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- BOPZELEVR:

Cisco TrustSec D E |

Cisco TrustSec (IA—® o T 4 r—2 %7V RO RADIUS U L—& L CTHRES A Z &
MNTEET,

HFU I M. RADIUS — "D IP 7 KL 2 & UDP R— & o4 —% T 4 r—ZITH
B72 EAPOL A v E—U %3 L, RADIUS #RZ5ET LET, A—kr 747 —#i%, %F
L72 EAPOL X vt —726 RADIUS ERAfliH L, Z41% UDP/IP Z i U CRRGE— /N T 3%
FELET, BEE— 026 RADIUSJISENIRD &, A—&r T 4 r—F1T A v&—%EAPOL
T =LA T 'L T, BV B MZERELE T,

yoHh vxal)Fgq

U > 7 OMEHIC 802.1AE Media Access Control Security (MACsec) &7 — h L CWBIEE, &
Xo2UT 4 7Y — gy 7a bhal (SAP) R x—a UNFETESRET, 7Y
v hEA—trT 4 r—H% ORI TEAPOL-Key NS 1L, B 5 AL —hDFRIT— 3
V. BX 2T 4 RTGA—ZOREH, BIOF—0OEBENREITINET, ZNH3ODEEN
EFICHETTAE, X274 7Y — g (SA) DHELLET,

VTR 2T RN=Var, BEI748 A, BIORY 7 =Ry 7 $R— MIULLT,
SAP XA — 3 VIFROENEE— KD 1 D& TEET,

* Galois/Counter Mode (GCM) : #iEdB KO 5fbd » ZHEE L £7
* GCM #¥iE (GMAC) : #@BREdH YV, Wb LE2EE L £+
MBI L AT EZRL (2T TRADN) ARRELET
« X)L BT RMEH Y | WEER L, B b LEfRE L ET

B TR L EBRL T R_RTOE— KT, Cisco TrustSec XhnD/— K7 = 7 BB T,

yootFxa) T4 HAD SAP-PMK DR E

FIE
ARV FFEREET7TIVa Y =LY

AT 71 |enable FrHE EXEC E— RE AT LET,
E e NAT—=REANLET (FERIN
Device> enable =88

R 72 |configureterminal Ta— ) ar 7 4 ¥al—3g
Bl - T FEBLET,
Device# configure terminal
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Yustkay s+ Ao sap-pmk oz [

AU RFERETOVa Y

B8

R T 7 3 |interface type number A VB =T oA AEBREL, A HF—

1 - T A AT 4 Fal—T3g F—
: . N

Device (config) # interface R %Fﬁﬁu Liﬁ*o
TenGigabitEthernet 1/1/4

R T 7 4 | switchport mode trunk NS UF% L VLAN LAY 2 A % —
Bl 7= A AEHELET,
Device (config-if)# switchport mode
trunk

AT 75| ctsmanual Cisco TrustSec FEhz2> 7 4 Fal— 3
Device (config-if)# cts manual

AT 7 6 | no propagate sgt 70 SGT Z W TE 2 WA, 20
i - av s RFOno B EZEHLET, no
Device (config-if-cts-manual) # no propagate Sgt IR é‘:ﬁifﬁ"g’*%’) CE‘\
propagate sgt A B =T A ANEETIZ SGT 731k

FEhleh 7,
AT 77 |sap pmk key [mode-list model [mode2 SAP @ Pairwise Master Key (PMK) &

[mode3 [mode4]]]]
1 -

Device (config-if-cts-manual) # sap pmk

mode-list gcm-encrypt gmac

{EE— RZF®EL E9, Cisco TrustSec
DO FEE— FTIX, SAP T 74+ /V b
TT 4=Vl >TWET,
o key : SUTHMBEAE CHe K 32 307
D 16 HEfHE,

SAPEIED mode 47" v a > OFEMIITIK
DELEBY T,
* gcm-encrypt : BREE L U 51k

(GE) V7T TR
73 MACsec B 5{b % ¥
N— M 555, MACsec
DRBFE L W 5{kic 2
E—REBRRLES,

e gmac : Ak, K5tz L
» no-encap : 7 AL L

snull : 77 EAL, FREEE TS5
b7z L
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B secsaLsicv—75€2 29 b9—9~0 S6T OEHE

Cisco TrustSec D E |

ARV RFERFTIVaY =)

GE) A H—TxAATT—
2 7w bz T
TRWEEIR, T4V
k3 X OME—{ FH rTRE 72
SAP ifFEE— N
no-encap 2~ > KT,
SGT (FV R — &t
Moo

ATy 78 |end CiscoTrustSec Tz 7 4 F oL — 3
i - v E®— R&#T L, i EXEC T— I
R 7,

Device (config-if-cts-manual) # end

SXPIZKBLAL—TFIORRY FT—U~ADSGTDIE

i

Ny Res® SGT DX ZHH1FI2iE, ~"—Fu =TIk B %A — MBS ETT, Cisco TrustSec
SHAFCBINT AMER H > ThH, 737 v MISGT X 7T+ 5 — R 7 = THEEENR 2 WT
NAANRR Yy NI =7 IZHD%GEMNRHY £7, SGTRHEZ 1 k=)L (SXP) #FEHL T, Zh
DT A A%, Cisco TrustSec XD/ — R =7 Z#&# L TV % Cisco TrustSec £ 7 7 /34
ZIZIPT FL AL SGT D~ v B T HETZ ENTXET,

B . SXP I Cisco TrustSec KA A > =y PODAIIT 7&®A LA ¥ T /31 & & Cisco TrustSec
RALADT A AR Ea—vary LAY TS AMTEMELET, 77X LA TN
A ZNIANTINr SOt 7e SGT ¥4 2 72012, AEBEE LT /314 AD Cisco TrustSec 72
EEFETLET, T78ALA YT A ZFIPT A AT vF 7B ((£ET) DHCP
AX = U TR L TCERETLT A ZADIP 7 RLAZFRE L, F0% SXP 2 L T%E
LT SA ZADIPT RLABLIOSGT%2, T4 ARV Ea—a 7810 ZZELET, Cisco
TrustSec X IGD/N— R =T #2172 T 4 AR Ea— a3y T4 ALZDIP & SGT D

<~y BV EREMH LTy MBS Y 7 &2, SGACL R Y v —ZH L1,
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SKPICEBLAY— TR %y k7—0~0SeT0EE [

6:SXP 70O FaJLIZ& B SCTIERDIGIE

!I' SGT tagging
HostA SrcP=1111/3GT=3
— — 4
=i > Cisco TrustSec
HostB S¥P protocol exchange
(1.1.1.1) IP:1.1.1.1: 5GT:3
IP:1.11.2: 3GT:5
Cisco TrustSec capable software Cisco TrustSec enabled software E
Cisco TrustSec incapable hardware and hardware =

Cisco TrustSec /~— R = 7 H 7R — b xfH4 D T & Cisco TrustSec />— K7 = 7 PR — hxf
GO T RO SXP #fild, FEICRETHI2MLENH Y £7, SXP AR ET LA, K
DVEEEFITTHVLENHY £7°,

e SXP 7 — % OFEAME L RGENLEIZ R DA1E. BT 735 ADOMHFIZ[F U SXP/SAT —
RERETHLEND Y £9, SXP/IA T — RIKE T8I L CTHRIICERET S 2
Eh, TAALACK LT B VLICRETHZ B TEET, SXP/RAY— REINAT
EHD EFEAN, AT EEHERLET,

BT A SXPHEFHZISXP A —H—F721LSXP U AT —L LTRETAHALENRHD £
T, A= — TS R AF— T3, AT IP-to-SGT 1HHAZIE L £,

¢ EFILIP T RLAZBE L TCEET OBMRTFIZER LEZY, BHEDOERETLIP 7 KL R
ERELTOWRWE T L TCT 74V bOMEILIP T RLAEZRELZVT5HZ
ENTEET, BEILIPT RLRAZEE LRWES, 731 AIE T~ OA X —

T2AADIPT RLAZERALET,

SXP IIEH DRy T HF I LET, DF V., Cisco TrustSec />— K7 =7 P iR— bxf&sk5
A ZADET M CiscoTrustSec N— K7 =7 iR — DO RANTHLHDHHEE, 2HBOE T 13—
Ry 7SS ETICRRETAETIP & SGT D~ v B VI ROGHEEZMHEL T, 3ZBHOY
T D SXP A BETEET, 73 AL 120 SXP R TIL SXP U AF—L& LT, BlDd
SXP #ifst TIZ SXP A —H— & LTRETE ET,

Cisco TrustSec 7 /XA AL TCP F—TF T T A4 7 A W= ALZMEHL T, SXP BT & Ok & #t
FrLEd, E7EERAMLEZIIEIET 72012, T /5 AR E e/ R THIM 268 L
THHRD I T 20, RN RENLHIRIND £ TR O 20 K LEITLET,
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Cisco TrustSec DHE |

B e rrustsec SEBIDR =L S DIHD LA ¥ ISET k5L RK—~

JE TrustSec fFEIEH DA /N=2 5 D-6HDL A4V 3SGT 5

Y RAR—k

237w R D3JE TrustSec %5645 & L C Cisco TrustSec RN A A > & @i 5 &, Hi7] Cisco TrustSec 7
A RIS AR Y N T — 271287 v kN EERET D REIIZ Cisco TrustSec ~ v % —3 L OV SGT % Hl|
BRLET, 270, ROKIZTRT X912, 737 v EABIO Cisco TrustSec K A A ~D/3A E
(28 %3 TrustSec N A A v Zi@ihd 2721 DY%E . Cisco TrustSec L' ¥ 3 SGT k7 v AR —

MEgREZ M L C SGT ZAfRr C& £9, Z OHBETIZ. HiJJ Cisco TrustSec 7 /31 A i, SGT
DA —xFLESP ~y ¥ —%2HEH LTy a7k LET, BTSN

7> MR Cisco TrustSec K A A NZE|ZET 5 &, AJJ Cisco TrustSec 7 /341 A X ESP 1 7

AL ZRER LT, SGT O3 > hERIELE T,

7:3E TrustSec KA A VDAN=2Y

" TrustSesc -
domain it

e = === Linprotected link
' —— Protected link

/ Switch 1 |
St L PR i domain
— — ‘_f - -~ ) == !
" g
1 Non-TrustSec ™ f ' / :
- N domain L | |
S e & =
i, '..h. I'. I
A - -
. i— E ﬁ

Cisco TrustSec L' ¥ 3SGT 7 AR — h&H AR — 3 257-DIZ, Cisco TrustSec AJJF 721X
HAOLvA ¥ 35— b xoA & L THEET 29T XTOT /31 A(X, U E— b Cisco TrustSec K A

A ORI T Ry M EROLOFEBNORN SN TRy Ne—ERRTHRNT T 4>
7R V= T AR R MR T DTN B Y £9, Cisco Secure ACS 76 HENIZ X T

0— RCERWEE, XA AT LT —FRXR—A = FHCHRETEET,

THA ZFNDDOHR—= b Ppb LA F¥3ISGT h TV AR = T —=HZEFEL, HOR—FTLA
¥3SGT F 7V AR— T —X EZETEETHN, ANBIOHE A — kD553 Cisco TrustSec
XIaD/N—= R 2T THDH I ENRNETY,
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| Cisco TrustSec DIHE
Cisco TrustSec JEXIIER A v F 29 L a—)LD CiscoTrustSec ') 7 L5 & .

\}

(GE)  Cisco TrustSec 1A ¥ 3SGT b TV AR— DA 7B v R &GS LERA, FE
TrustSec N A A  Zi@iwd /37 v M &BRH#T D722, IPsec 78 E D DLR#EF AR E T
e

Cisco TrustSec IERA IR A v F 49T T a—)LD Cisco
TrustSec ') 7 LU A&

CiscoTrustSec KA A DI AT A AL, IROWNTINNDEZ A TDAAL v F L TEY 22—
IWINEFENTWDBEERH Y 7,

* Cisco TrustSec %% : /»— R = 71X SGT DAL L OMEHEEZ VR — L FE T,

* Cisco TrustSec-Aware : />— R 7 = 7L SGT DFFAB L Me#E 2 AR— M LEEALN, ~N—
RO =713y FOBETTRE L 0% SGT 245 ET 572 DICHMR 2 EITTE E9,

e Cisco TrustSec X/t : N— R = 7T IZSGTOIARB L WMz R — . "— K=
TR TSCT Z4ETHZ L b TEEHA,

A A FIZ Cisco TrustSec kK hinD A — INA P2 DU nNEGENDHEAE. REAL v FHD
L 72— Cisco TrustSec FEXTGAA v F 2 7Y 2 —MIxIT 572912, Cisco TrustSec V 7
L7 ZigRe &l ©& 9, Cisco TrustSec J 7 L 7 %% SPAN % {# ] L T Cisco TrustSec FE %
JCAA T U T 2= IVINED N T T v 7%, SGTOE Y M TEIXOFHEADTZDIZA—X
NAFZ A2 717 FLET,

2ODFAIZHMA e E— F (ANB IO ) 1E. CiscoTrustSec UV 7 L7 Z THAR— ki
7T, T 74N MINVTNOU 7 LI X H A RX—T )N TROE 2T F— KT, CiscoTrustSec
ATV 7L IR, TAAR I Ea—2al AL vFIZHmLTWAT I BARAL »F TX
S, CiscoTrustSec tH 1DV 7 L7 #1374 AR EBa—va A v FTRESNET,

ATD)ILI 45

Cisco TrustSec AJJD U 7 L 7 %%, Cisco TrustSec FEXf I A A v F o 7Y =2 —/LI8 Cisco
TrustSec KA A > DT 2 Y | Cisco TrustSec XfIGD A— SNNA P2 DT v 7Y U
AR — 723 Cisco TrustSec ¥t T 4 A Y B a—a R LTS, T BAZAAL vF TH
ASNFET,

CiscoTrustSec AJD Y 7 L7 B DFREZZ T ANDITIE, ROFMZ 2T LERH Y 7,
o A== A H 2 LR Cisco TrustSec X TRIFIUTR Y A,
« Cisco TrustSec FEXTI DFC 1%, T XTERNA 7ICTHLERH Y £77,
* Cisco TrustSec H 1DV 7 L 7 HZZAA v F EIZERE LRV TL Z S0,
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Cisco TrustSec D E |
B zrhouoLos

* Cisco TrustSec A1V 7 L7 X %5 4 &—7 /L2 F BRI, Cisco TrustSec FEX i A A » F
VT BV a— VOB ECDMERD D T,

HADI)ILI S

Cisco TrustSec Hi 77D Y 7 L7 % X Cisco TrustSec IEX A A v F U TEY 2 —VINT 7B AR
A FITHRHATHLAXIOT v 7V T2 EALT, T4 A M) Ea—var A v FITE
EINFET, CiscoTrustSec HHIDV 7 L7 XL A¥3IDT v 7V 7T THR— NI,
LAY2A 0B —TxA A, SV, ¥ 7 A4 L Z—Tx A A FIF b RATIEAR—FER
IRNDT, NAT 77 4 v 7 TIEYR—FShEEA,

CiscoTrustSec H 1DV 7 L7 X DR E#Z T ANLDITIL. ROFMBEEFT-THERNH Y £,

¢ A= R—=NA P =V FIEDFC DAL v F 2 F F 2—/LIA Cisco TrustSec s T
HAIVENRDH D FT,

e Cisco TrustSec 1%, A—X—RAHF =P D7 v 7V 7 R— k£ 721 Cisco TrustSec
KIS DFC AA »F v T L a—NDIHN—T v KA F—T =2 ATA =T MIT LA
WTL7ZENY,

e Cisco TrustSec YV 7 v 7 Z %5 ¢ &—7 /LT BHEIIC. Cisco TrustSec FEX[ It A A » F
VT 'V a— VOB ECLMERD D T,

* Cisco TrustSec ASIDV 7 L7 ZIAA v F FICEELRNWTL ZE0,

VRF-Aware SXP

BRN—T 4 v TBLXO T+ T —F 42 (VRF) @ SXP DFEHE L, ¥ED VRE & SXP #i5
34 v R L %9, Cisco TrustSec &1 F—7/VIZT LN, *v hU—7 bR YRLAY
2FELIFTVAYIDOVPNIZKH LTIELSREINTEY, 3TD VRF BRREINTNDZ
EEAHEE LTWVET,

SXP VRF A R—hE, ROXHICFLDHZENTEET,
1 DD VRFIZIE 1 DD SXP it DI m /31 RTEFET,
« B> VRF NEHET D SXP BT 720X ETIP 7 RUAFEROREEMENH Y 97,

« 1 O® VRF THH GEMEZITHIER) SH7ZIP-SGT~ v B> 7%, MU VRF RAA T
DHFHFTEET, SXPEERITR/RD VREIINAAS V FENT~ vy B 72 EH T 4
Ao SXP #4573 VRF T T L7e WAL, £ ® VRF @ IP-SGT v v B 71X SXP IZ & »
THEHFINET A,

e VRF Z L IZEHDOT FL A 77 I U R R—FENTWET, D=0, VRF KA A
D 150 SXP £ N IPV4 I L OV IPV6 M 5D IP-SGT ¥ v B> VARt TE 9,

¢ SXP IZ1% VRF H7- 0 OB L OVIP-SGT = » B2 ZHOHIBIZH V 5 A,
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| Cisco TrustSec D
LA % 2 VRF-Aware SXP 35 £ S VRF 0E Y 4T ]

L 14 7 2VRF-Aware SXP 5 KU VRFDE|Y H1 T

VRF 7°5 LA % 2 VLAN ~0O#| Y 24 CiL, ctsrole-based 12-vrf vrf-namevlan-list 7 o — 31
a7 4 Xal—Taryavy RCHRESNET, VLAN X VLAN EIZIP 7 RLUARERIE S
NIeAAL TR o H—T =4 A (SVD D372V RV, LA ¥ 2VLAN & RS ET,
VLAN O SVIIZIP 7 RUANFEESNDS L, VLANIZ LA Y 3VLAN IZ72 D) £,

ctsrole-based 12-vrf 22~ RCERE 47z VRF Y 4TiX, VLAN2X LA ¥ 2VLAN &£ LT
MERF SN TCWAMIET 77 4« 7 T3, VRFOEID K THRT 77 4 772z, %8 L7z IP-SGT
NRA T 478 VRE & IP 70 ka3 bX— g AT D7z imk i~ — % (FIB)
T—TIWZBMENET, VLAND SVINT 77 4 712725 L, VRE 75 VLAN ~DOE| Y 4
THIET 7T 4 712720, VLAN THEEH S NT=T_XTO/3A > R28 SVI O VRF (BT 5
N7-FIB T —7 VBB S E T,

VRF 7°5 VLAN ~OEI ) BTk, BIVYTHRIET 77 4 717> THRFEEESNET, SVIA
HIBR S 47z, FESVIDIP 7 KL RADERENMRR I NG EICHT 77 4 7S E T,
BT 774 7lesni=A. IP-SGT /34 > Kix, SVI @ FIB |[ZBE ST 47 FIB 7—7 /b
76, ctsrole-based 12-vrf @2~ RIZ &> THIV Y THALE VRE ICBHEST T 7z FIB 7 —
TMIRENET,

Cisco TrustSec DHEREERE DL E

WORIZ, ZOFY 2—/LTlATIHED ) V —2B L OEEEFHRZ R LET,

IO OBEEIX, FRCHR SN TWARWED , EBAINZY UV —XLUBEOTXTOY J—RT
fFRHCcE £,

J1)y—2 HHE HEREIE IR

Cisco IOS XE Everest 16.6.1 | Cisco TrustSec Overview | Cisco TrustSec 1. 28 TX 5% v |k
T—20 TNAAD KA EMESLT D
Tl oTER AT Xy N U—T &
MELET,

Cisco Feature Navigator £l &, 77 v h 74 —ABLRY 7 bV =T A A=Y DHHR—
MEWR A MR TE £ 9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [FE5E] 725 7
JEALET,
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Cisco TrustSec D E |
. Cisco TrustSec DHEEEBERE DM E

. Cisco 10S XE Amsterdam 17.3.x (Catalyst9400 X 1 v F) Cisco TrustSec I > TJ 4 X¥aL—> 3> A K



=9=
=% =R

REST TD SGACL LIREBET—2DF Y
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ZDFEY 2—/L T, RESTAPI TO SGACL BXUBRET —# DX v m— RIZOW A
LET,

« REST T®? SGACL L EREET — X DX v v a— RORHEEMA 25 2—)

« REST T? SGACL LT — 4 DX v u— ROFRIEE (26 X—)

« REST T?D SGACL LEEET — 4 DX v ra— RIZETLEHR (26 ~—)

« REST T?D SGACL LEIET — 4 DOX v — RERET DHHE (31 X—)

« REST T?D SGACL LEREET —4 DX v a— R (36 <X—)

« REST #% & C?D SGACL LEREET — X DT /Ny 7 (37 _X—)

« REST T® SGACL L BT — 2 DX w7 o m— RORER (38 ~—)

« REST T? SGACL L BT — 4 DX v u— ROMAERIE (38 X—)

REST T SGACL L IRET—42 DA H o 0O0— FORMRE
15

« Cisco Identity Services Engine (ISE) DO/N— 3 (X2 7 UBTHILENRH Y £,

e Cisco TrustSec X htnT 23 A A%, Cisco I0S XE Amsterdam 17.1.1 AED U J — 2 2 {FH T %
WVBERH D 9,

*CiscOISEDR Y U= FNAAREZHEHLT, Xy NT—=T TN, ZADIPT KL A
(NAS-IP) 725 @D REST APl 2 — /L& FFA[ T D EZ GO HMEN B Y £3°, Cisco ISE
RETIHESNIZT /N, AID & /RA T — RiZ, CiscolSE~DRESTAPI 2—/L %47 9 F v
NT =7 FNRA AL > TCa—HFHERAT— L L TEENET,
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REST T SGACL L BHET—2 D4 a—F |
B resTcoseAcL LBEF—50F YL O— FORIKER

REST T SGACL L IREBT—42 D4 oO0— FDHIFNE
i

* Cisco TrustSec DFRA[ZE T (CoA) 1X. v b=/t L TRADIUS AL ET,
*ERS #— "R —F E LTHR—=FEZNDDIIHAE—F 9063 7217 TH,

* Cisco IOS XE Amsterdam 17.1.1 TliZ, ¥— K X—F 4 38FE/ (CA) FFHAEITZYVR—F S
TWERFA, BEBATEHEZEOLB Y R— I TWHET,

o P NOFEHERIT. BBET—F0) 7Ly aBIIRE SN EE A

* Cisco I0S XE Amsterdam 17.1.1 TiZ. IPv6 — N3V AR — X TV EH A, Cisco IOS
XE 17.2.1 TiX, IPv6 V=B H R —F I THET,

* Cisco I0S XE Amsterdam 17.1.1 TiX, =T IZ 1 DD P4 T FLADOHENYHR— kX
ncTunxd,

e = NT LT 1 DOEES KA A 4 (FQDN) OANYHR— kS EzT,

REST T®D SGACL LIREBT—42ND Ao >O0—FKIZET 5
155 R

REST TD SGACL L IRIET—2 DA oO0— FDOEE

Cisco 10S XE Amsterdam 17.1.1 LA U U — A TlX, Cisco TrustSec (%, Cisco Identity Services
Engine (ISE) MHDRIY —D7nbya =7 LEgis — 5@77VD%F’R%TN%
AD KT UAR—F7a ha vz LET, RESTNX—AD 7 1 b a)/UXLeMEITE,
RIOY Y —ATHHAINTWAZRADIUS 71 k2L X0 & [FHEMEO &S ﬁﬁt%:)74
IN—TT Ay ba—LYRAL (SGACL) RV v —BILUOBRET —¥07neva=
v ERME U E S,

Cisco TrustSec 5 — # @ REST APl X— 23 L TNRADIUS “X— A D X 7 11— RO S5 8P 7R —
FENTWET, 2L, 1 DDT RS, ATT VT 4 7I2TE5H7 v hadl 2720 T,
Cisco I0S XE Amsterdam 17.1.1 TiX., REST_X—ZAD 71 ha /L)X F 7 3L T, 7277 L
ctsauthorization list 2~ > RZHETH I & T, 72 ha/L% RADIUS ICAE T £7,

(GE)  Cisco TrustSec DFEA[ZAH (CoA) (X, Bl&#Hix 7 v h=2/b & L CTRADIUS ZfH L £,
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| REST T SGACL LBET—4DAYrA—F
Cisco TrustSec IR T —4 .

CiscoTrustSec EX = UF 4 FNA—F TR ar ka—) J Rk (SGACL) L8BEEST—%
X, RV —DA A N=NBIZT I T 4 TTNA AMB AR A TR AR S E
4, 7777 L. RESTAPI ¥ E -3y a s iixf v F A —A"—HICRBENEE A

Cisco I0S XE Amsterdam 17.1.1 TliZ, =T L2 12D IPv4 T KL AD LB R —F ZT
WEJ, Cisco I0S XE Amsterdam 17.2.1 LAED U U —ATlX, =T LIZ8ODIPv4 T KL
2L 8ODIPVE T RLANRYR— K ENTWET,

Cisco I0S XE Amsterdam 17.2.1 Ti. Cisco TrustSec 7 /34 A& Cisco ISE 725 D 429 i & o —

REZIF ANET, ZOIREa— NiE, BWAMICRS & CiscolISEIZL > THEESNET, Fr
EDO— D495 Ea— ReZET5E, T AFY—"ETy RELTv—2 L, VX
FADOKDY—sN (FT7A_X—NEI ATV 7)) IOV BEZXET, ROFFITIL 60 B%
IAThbiEd,

Cisco TrustSec IZIET—4

BT — 1%, Cisco TrustSec {EREA Mt T D EHT — ¥ TR SN E 3, T/31 205 Cisco
ISE ~DBREET — X ERIT, ROT—F THEINET,

« TRA AL TNA ADLRIERTELET,
« TA AKERE BINT — X BfEELET,
Cisco ISE 205 T /3 A~DEET — X INEIT, ROT—X TR SN ET,

e TFNRAADEX2 VT 4 ) —TFFT (SGT) : T /34 A4 IZH-3 T Cisco ISE 72 5 B
BEnEd,

o — XU Z | : Cisco ISE THiE X472 Cisco TrustSec &— "DV A M ERRLET,

*SG-Name 7—7/V : SGT & T3 AL DB DO~ v ¥ 7 EHF R LET, SGTIIEFTTH
TREN, TAAL RAZITTFA MNERTCHERENET,

e U T Ly v alfl] RET 2BV 7Ly v a SNAREEE R LE T,

2YRI—=DTNARES—NEDAYyE—2T0—

WOKIL, Fy T —7F 8 2 H— [l REST = — /L OFEGEEHZ R L TWET,
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REST T SGACL ERET—4 04—k |

8: %y FIT—UFTNRARESF—NHEDA Yy E—ST0—

Network device

Cisco ISE

Cisco HTTP HTTP Cisco
TrustSec Client TES TER HES TGE Client TrustSec
SGACL/env-data request

!
> SYN
o
SYN - ACK
<t Q
ACK
Certificate T -
validation TLS handshake (client hello) Retrieve
T | [ > SGACL/Env-data
( Username
\ - TLS handshake (server hello) )| password “_\I
| [ validation J
REST POST hitps:server-ip:9063/apiname €<
(Username, password) /’
< > -
JSON Parsing
9
\
P TLS connection close FIN, FIN-ACK, ACK )

* Cisco ISE REST API #h—E A%, AA— |k 9063 T Transport Layer Security (TLS) 1.2 H—
EIITTHEX 2TV vy NTEITESN, SGACL BXUOBRET —# D31y hT—27F N

A AR AZMNE L F9,
o FNA AT XD TLS R ORESLIZIE [MakeorBreak] O7 7 —F MR &L, T34 &

& Cisco ISE DRI AK#HI 72 TLS #6513 H 0 8 A, TLS B L S T-14.

Z D

LT, T4 ZAMBEED Y 2 — Z @ Uniform Resource Locator (URL) (ZEE D
REST APl = — /L 2% ET& £9, T 3TOREST ERMUELE NS &, = B0
TCP-FIN A vt —UIZ Ko THf A Il S E T, #H LW REST API 2 — /L &2 K53 51T
X, =D LW AL T O ERNH D £,

o T8, A/ Cisco ISE ~D REST APl = —/ L%, TCP ##t DML CRtGE N E 4, T/
A AW D NT HEE

o 2—HH L RXAT — R F_TORESTAPI =2 — /LT,
(URD) ~DT 7 v A%ERT HEO2—V 4 L RAT — REEG
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#ys—y—nozErRze [

CORFEIZ LD b= NIREEIZY VY —ZA~OT 7w AL G o0 EREEST
LMERETEET,

* CiscoISE & O TLS B & IE W IZHENL T D1TIE, — BT 272012, T35 AT —
PNFEAEZEA F7IXPEM & F 7 A AR A > k& LT (cryptopkitrustpoint =2~ > R & f#
HALT) A A=AV TLHRERHY £, b—NGEAFEDOT 4 o T—7V » FETITE
L DIETI AR—EIL, NTARKRA L FNDOTRA ANZA VANV T HMERDHY F
T, P NFEEHEOME R — DA VR — MILEDH Y £H A,

« TLS B DFEL . T /3 A EOHTTP 7 74 7 > M, EE S iz ¥ — AT CiscolSE
~@ REST = — /L ZBtA L £,

R —H—/NDEIREE

#H D HTTP 7R U > —H—,328 Cisco TrustSec 7 /31 AR TEINTWET, P — 308K X
nNdHxE, THRALATIZOY—RNEFHL T, =B F v K& LTv—7 END FE TCiscolSE
ERVELY LET,

P — RXOBEIRITIT 2 ODE A TBH Y F5,

CJEFFER D O 0 ZHIIT T 40 FOBETY, = SBRESNIER (N7 v 7
Y=Y R b)) E@FFvrn—FENEER (774 _X— =0 X ) T@ERSHh
FT, P—ARBREND L. ZOT A ART vy FELTv—7 ShDETHHA SN,
ZTORIZY A FDOROF—"DERSNET,

RET—ZNERICHA Ty — &N, =T X SPEHARRICRD E, ZbDH—
ININT T A R—= h Y=Y X MBMENFET,

T UBE DI NGBIR TN, ATHEEOHTTP AR Y O — P — BB ESN TV DHEHE,
WCHRANCERE SN2 — "N BIREND &, 1 DD CiscolSEA v A H » AN BATRTIC 72
HLHREMENH D £, ZORMERERET DI2IE, KT A ATT U H LI —_"ERIR L
FT, TUXLRBFENT AL AL o TERIIL, ZOFFITESNTH— IER X
NET, TXAARATLIWCT U HE LR FEZTEERT DI, T34 AO—EHDOR—RID &
Cisco TrustSec 7’22 ID i/ L CTHEE Y = L—Z Z#HIL L £9,
= NPBIREND L, =BT v RELTY—27 EINDET, UBEOTXTOERN
OV —NIEFEEINET, V=BT v RIZRb L, TJU X LR —"ERa Yy 7R
WROT FATH—NERIRLET, HLW—NERIRT D56, 7277 47—
W7 R — NiRBnEnEEA, —"FBIL00DIEED 7,

BIRESNTo == (B SNTZEE) % (T 7 7 4 7 — D% .

P—REIRO Uy 7 2T X AFRUITERET HI2IL, ctspolicy-server order random =2~ > R
AL ET,
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REST T SGACL L BHET—2 D4 a—F |
B+ trrrizomRIoex

H—NEIP7RLADZFERTOLEX

Y= _"BRDNEFIX, 7T A X— =YX (—=NV R T r—RFO—HE LT
fB) . "7V 7Y=L (REFHT—) DIETY, ZhbDOY—U X FNHTOIE
X, ctspolicy-server order random =< > R3HEZhNE 5 INTHADNT, T X L7RIE
TIHEFEBYVEROEL LR 7,

CiscoIOSXE 1721 LI U U — ATk, =T LIZEHD P (IPv4 & IPv6 D7) 7 R
LANYR—FENRTWET, IPEIRDIERFIX, IPvd 7 KL A, IPv6 7 KL A, FQDN DJ[H
<7,

T varyTiEH, = EIP T R ADOEROEAAIT OV T L E 7,

L FALRERDTT = T o7 THL. ATV s @EHFR) U R MpbY— 7%
RSN ET,

2. ctsenvironment-dataenable =< R3RTE IV TWBEE. T8 AT/ T ) w7 H—
NWEFEHLTCiscolSENS T4 _X— =R X 2Xyra— RKLET,

3. TIAR—=FU R INEEFICZETDLE, BDOT X TOERIITIFTAX—F) R
HERLET,

4. P—NEPT RLARAZERTLHE, T RIT—RLIPT N AOHEE DY ZE
FALTCiscoISE (2855t LE 9, Z OV —NF, ISEOESIZEMT 5 F T Cisco ISE &
LOEY LET,

5. TIAN—LNYRANNDOBIET 7T 4 T — D BISE R R Lino i, T4
A ZZY A MHROERDY— N8 Bz £, %—Aﬁmwfﬁméhtﬁn\m%w
0y Z IR YIOBIEFRE/R IP £7-1XIPv6 7 LA Z BB LFE T,

6. Y—ANEIPPT RFLRAEZERTLL, TS RFIF VT HETHEHSNET,

7. TIGAR=FJAMNOEDOY—NIZHRIFETE2WGEE, T R RT Y w7 R
MNP — N~ AR ET, V—RNAS v F T ury s L IPERNIT, T4
NR—=KYJRRLEATY 7 JRABFTRHLTT,

8. P—ROEFT, VY—_NURMRNY 7L yiadhizeEizorfibhEd,

0. TIAR= PP —=RY R ERTY oI —R_U XD HFOT T — 3535 L
TWAEAE., TARALRTIY—REIPT FLAOEIRO v 7 2T F A _— FJ 2 NI
BENOREEI L £9,

10. BEDOV— L IPT RLZADMABEDOREIEENRET L L. T35 A% 60 REIFHE
LCHLH LWHAEDLEZRITLET,

Y—\OAMEF IV

P —RNNFEL TWEHEE 9L, BEET —# £7213 SGACL E k% Cisco ISE 23X L7
ZHRlENET, =B —NU R DO—F L L THREERIFTFY Von— Fani%kid. A
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| REST T SGACL LBET—4DAYrA—F
REST TO) SGACL L BT —4 04 0— Fa&Ed 55% |

MR O 7 = —X13H 0 E8 A, T 74N O —NR2TF—FZ 2T, TRTOY—RF A7
THZTT,

FER AN Cisco ISE IZREE &, — NICRBETE WS, FHRITCEN Kb EHAE, T —
NIF Y RREBICBITLE T, —NBRo Yy 713, RIUH—REERDIP 7 FL 2 (B3
DT RUARFRESINTWDEHA) #3IR LT, CiscoISE BERDKDE Y FEERFELET,
F 34 AP Cisco ISE 70 HIBAMIGZE (HTTP429) % E L1746, vy 713U 2 FNOR
DY — 5@ L E T,

P— L, WONWTNLOBEATT vy RELT~—27 ENDAREMNH Y £,
WEINZIP T RLRIZEETE /20,

« W= FESNIELL R0,

«IP7 RLAZFFDCiscoISEA Y AZ LV ANRK T LTND,

* CiscO ISE ~DA V' H—T = A4 APFL T LTINS,

« Transport Layer Security (TLS) o R = A ZIZRK LT,

cHTTP L AR ADX A LT T b,

s RALVAPELLSFEEIN TR (RAL UAMERA SR TWDAER) |
P NTHHIIP T RL AL FAL U HOWGPRESH TSR, FHIIP T N L AN E
FINET, #HIIP T RLANDIRERRWG S, T3 AT RAA 4 TRITLET, #

BIIP 7 RL AL RAL VADOM G #E0RINEEZE L2WGEE, —NET v RELTw—
7 ENET,

TITARXR=FJ A RDTRTOV =BT v FELTw—TENDE, TS RFIRTY v
VARZERALET, HVOTRXTOV =" 7y FELTvy—2r b e, FIEAT=XA
MBI ENE T, T/31 AL, KD Cisco TrustSec ZEsR (KU —DV 7L v o, BRET—
ZOF T a—REFTYI 7Ly vakd) ZFEL, 3 XTO—RE27 744 7L LT~y —
JLCH 7 ra— REHRITLET, # LU Cisco TrustSec HRD [ U H =720 G4, H—
NETFy RREEOE FI2/20 £77,

REST TD SGACL L IREBET—42 DA O0—FEHRTET
s Vabs

A—HRZENRT— FDERE

TNA A TRET HHNT, CiscolSE Ta—H4 L/NAT — RZ RESTAPL T 7 2 A Dw 7' A
UIEHE LTRELET, FEMIZ OV TIX,  Cisco TrustSec Policies Configuration| (D
[Cisco TrustSec HTTP Servers] £7 3 a3 V2B L T Z &V,
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B - veeizo—rows

\}

REST T SGACL L BHET—2 D4 a—F |

GE)

ctsauthorization-liss =< > FZf#f L T RADIUS X—ZADERE X AT L7= & £IZ HTTP X—

ZDHERRDT TIZHANZ > TNDS, 2 Y —LIZIROTT— A v E—IURNFERINET,

Error:

'cts policy-server or cts environment-data'
Disable http-based configs, to enable

related configs are enabled.

'cts authorization'

FIE

AT RFERIEFT7TII Y

B8

&M

enable
1 -

Device> enable

¥i#E EXEC T— &AL £,
e NMRAT—REANLET (FERkEh

=5a

o

ATy T2

configureterminal

1

Device# configure terminal

Ja—N)L a7 4 Falb—g v
£ — F%Fﬂlﬂﬁébi\j‘o

ATvT3

cts policy-server name server-name

1

Device (config) # cts policy-server name|
ISE-server

Cisco TrustSec R U & —H— " EZFRIE L.
RIS —HP—R a7 4F¥Xa2l—3
v E—FEHELET,

ATV

exit
1 -

Device (config-policy-server) # exit

RY—P—=R a7 X2l —3
VE—FRERTLT, Ze—rL a2
T4 X2l —2agrET—RNIREY F9,

ATy Th

cts policy-server username username
password {0| 6|7 | password} {password}
1 -

Device (config) # cts policy-server
username admin password 6 passwordl

DR SR — RERE
GE)

LET,
TN ZATEHET DR,
Cisco ISE TZ D —H4 L%
AU— K% RESTAPI 77/ &
AHOB TA AFHE LTHE
KT HHERHY FT,

ATvT6

end

1 -

Device (config) # end

Ju—sLar 7 4 ¥al—vay
E— RZT L, FrHE EXEC £— NI
R0 ET,
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AEAE S ERDERTE

FIE

anzzgoxz ]

ARV RFERETIVa Y

E:)

&

enable
1

Device> enable

ke EXEC E— N2 B L ET,
e NMAU—KREASNLET FERkEh

-6

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

crypto pki trustpoint name

il -
Device (config) # crypto pki trustpoint
mytp

T A MRA B LORRE S 44 0l
ZFESLT, CANTZARKA L Fav
T4 X2l —varEB— FERBLE
j‘o

ATvT4

exit
B

Device (ca-trustpoint) # exit

CANTFAIRA v har7 ¥ lb—
YarE®E—RETL, Fu—rUL o
Y74 Falb—TarE—RIRDE
j—o

ATy TH

crypto pki authenticate name

il -
Device (config) # crypto pki authenticate
mytp

kR (CA) FEMAEZHUS LT, F8GE
LET, GEAEZ s T—7Y v &
F v 7T HLIRDOENTZEE. FEA
ET =TV eF 2y LE
7

GE)  CAFEFAER=a 74Xl —
YasildTTice—REn<T
WAEE, oo NitAt
g T,

ATvT6

end

1

Device (config)# end

Jr—sL av T 4 Fal—va
F— F&#& T L. M EXEC E— FIZ
RO ET,

Cisco TrustSec /R 1) —D A HO— K

ctsrole-based enforcement |, Cisco TrustSec RV v —% 7o 11— R4 5 L )T TICRES
NTWDBYLERSH Y F7,
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. Cisco TrustSec 7R!) o —DEHoO— K

FIE

REST T SGACL L BHET—2 D4 a—F |

AU RFEEETIa Y

E[:)

ATy T

enable
B -

Device> enable

¥iME EXEC T— F&EAIC L £,

e NRAT—FREANLET (FERE
nN=%48) .

ATvT2

configureterminal

1 -

Device# configure terminal

Juaua—)ary7 4 Xal—g v
T RFERMBLET,

ATvT3

cts policy-server name server-name

1 :

Device (config) # cts policy-server name
ISE-server

Cisco TrustSec R U o —H— RZRIE
L. RVv—H—nNar7 ¥zl —
aryE—REMBLET,

ATv74

address domain-name name

&1

Device (config-policy-server) # address|
domain-name domainl

RY =P —RDRAL DT FL
AHEFBELET,

ATy TH

address {ipv4| ipv6 policy-server-address

&1

Device (config-policy-server) # address
ipv4 10.1.1.1

Device (config-policy-server) # address
ipv6 2001.DB8::1

RY =P —_D IPv4d 721X IPv6 7
RLAZRELET,
¢ Cisco IOS XE Amsterdam 17.1.1 T
X, IPv4 7 RLZDLBHHR—
éh’cb\iﬁ—o

ATvT6

tls server-trustpoint name

1 -

Device (config-policy-server)# tls
server-trustpoint tlsl

o AR— b EEXF=2 VT DT
ARNKRAV FERELET,

ATy T1

timeout seconds

1 :

Device (config-policy-server) # timeout]
15

UER) JEDHA LT 0 AL
THIELET

T 7 AN MISBTT,

ATvT8

retransmit number-of-retries

1 -

Device (config-policy-server) #
retransmit 4

EE) —\mb0xEKRY M T A[H
BAEZRELET,
e F 7 )V MT 4 TT,

ATvT9

port port-number

&1

(EE) RY == "OR— FE
ARELET,
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zg7r—snsa—F [}

aAv U RFEEETIVaY B

Device (config-policy-server) # port GG¥)  ERS H—_OF— hEEIT

2062 9063 T BTN BV £,
ZOR— "EFIIERTEE
A,

ATy 710

content-typejson

51

Device (config-policy-server) #
content-type json

(f£&) Cisco ISE 7*5 SGACL 3 L Y
WERT — 22k ET a7y A
TERHEELET,

GE) T7FNVETiH, Zoawy
RAFRE SN TWVRWIEET
H, JSON BT XA
TELTHERENET,

ATy TN

end

51

Device (config-policy-server)# end

RY—H—NRar 74 Xal—3
v E— R&EKT L, $HEEXECE— R
IRV £,

RIET—20O4H>r0—k

HTTP #5232 8(5 01 > ¥ —7 =4 A%, ip http client source-interface =~ > K Cfg

=)

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—REANLET (FERkEhn

5a

o

Juaua—\)L a7 4 Xal—g
T—FzfmL£7,

ETLHNERH Y ET,
FIE
ARV RFEREETIVa Y
A5 71 |enable
i) :
Device> enable
R 72 |configureterminal
i
Device# configure terminal
R w 73 |ctspolicy-server device-id device-ID

1

Device (config) # cts policy-server
device-id serverl

BRBIT — # W3R % Cisco ISE (X535
LR Y =Y —RDFT A XD %
WELET,
« ZDFT A AID X, CiscolISE T
Fy NT—7 TIRATINA A
(NAD) #EMNT D=L
bDTHLIRENRDY £,
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REST T SGACL L BHET—2 D4 a—F |
B restcoseacL emEF—snsy 0§

IV N3 i F A7 B8
2w 7 4 | ctsenvironment-data enable CiscoISEHDEBRET — X DA v L b—
15“ : F‘%ﬁ;&]&: Lijﬂo
Device (config) # cts environment-data | (G¥) ctsenvironment-dataenable =
enable ~ > K& ctsauthorization list
o RI3FE APt A 22 B
RIZHVES, ZhbDa~
v RE—RRICRET DI LT
TEEH A,
AFw 75 |end Ta—N)L ary 7 4Xal— gy
i - T— Raf T L, FE EXEC £— FIZ
R 9,

Device (config) # end

REST T SGACL LIRIET—42 MDA vO— kK

RDOA~ 2 REAEEONAFFTHEM L7,
« show cts policy-server details name
fRESNERY =Y —NIClAT2FHRER R LET,

Device# show cts policy-server details name ise_server 1

Server Name : ise_server_ 1
Server Status : Active
IPv4 Address : 10.64.69.84
IPv6 Address : 2001:DB::2
Trustpoint : ISE84
Port-num : 9063
Retransmit count : 3
Timeout : 15

App Content type : JSON

« show cts policy-server statistics active
TIT 4 TR Y == NI T AR A BRI LET,
activelZEFIica~vy REEHT L L. T XTOF—"OMEFHERPERSNET,

Device# show cts policy-server statistics active

Server Name : ise server_ 1
Server State : ALIVE
Number of Request sent
Number of Request sent fail
Number of Response received
Number of Response recv fail
HTTP 200 OK
HTTP 400 BadReqg
HTTP 401 UnAuthorized Req
HTTP 403 Req Forbidden

O O O b WwWwdhs O
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| REST T SGACL LBET—4DAYrA—F
REST 2= < SGACL L B T— 407w 5 [

HTTP 404 NotFound

HTTP 408 RegTimeout

HTTP 415 UnSupported Media
HTTP 500 ServerErr

HTTP 501 Reg NoSupport :
HTTP 503 Service Unavailable:
TCP or TLS handshake error
HTTP Other Error

O W o oo o oo

 show cts server-list

BRIET— 20—l LTHFrrm— RS2 — DY A PE2RRLET, ZNbHDOH—
NE TTAR= =Y R ORI £,

N

GE)  WOHAICIE, HTTP R—AD A v v o— REERFE RSN TN
F9,

Device# show cts server-list

HTTP Server-list:

Server Name : cts private server 0
Server State : ALIVE

IPv4 Address : 10.64.69.151

IPv6 Address : 2001:DB8:8086:6502::
IPv6 Address : 2001:db8::2

IPv6 Address : 2001:db8::402:99
IPv6 Address : 2001:DB8:4::802:16
Domain-name : ise-267.cisco.com
Trustpoint : cts_trustpoint 0
Server Name : cts_private server_ 1
Server State : ALIVE

IPv4 Address : 10.10.10.3

IPv4 Address : 10.10.10.2

IPv6 Address : 2001:DB8::20

IPv6 Address : 2001:DB8::21
Domain-name : www.ise.cisco.com
Trustpoint : cts_trustpoint 1

REST:XE T SGACL L BBET—A2 DT /Ny Y

BREET NNy 7T 5%, kD debug 2~ > REHEHALET,
* debug cts policy-server http
HTTP 7 AT 2 FDT Ny T A LET,
« debug cts policy-server json
JISON 7 AT 2 FDOTF Ny T MM LET,
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REST T SGACL L BHET—2 D4 a—F |
B resTcoseAcL LBEF—50F YL O— FOBES

REST T SGACL LIRIET—A2 DA o O— KDERTEH

Bl . A—HFRENRT— FDERTE

Device> enable

Device# configure terminal

Device (config) # cts policy-server name ISE-server

Device (config-policy-server) # exit

Device (config) # cts policy-server username admin 6 passwordl
Device (config) # end

5l : Cisco TrustSec K ') —D & HoO—FK

Device> enable
Device# configure terminal
Device (config)# cts role-based enforcement
Device (config) # cts policy-server name ISE-server
Device (config-policy-server)# address domain-name domainl
Device (config-policy-server)# address ipv4 10.1.1.1
Device (config-policy-server)# address ipvé 2001:DB8::1
Device (config-policy-server)# tls server-trustpoint tlsl
Device (config-policy-server) # timeout 15
Device (config-policy-server)# retransmit 4
Device (config-policy-server)# port 2010

( )

#
Device (config-policy-server)# end

Bl RIET—2DSFyA—k

Device> enable

Device# configure terminal

Device (config) # cts policy-server name ISE-server
Device (config-policy-server)# exit

Device (config) # cts policy-server device-id serverl
Device (config) # cts env-data enable

Device (config) # end

REST T SGACL LIRIET—A2 MDA O— FDHEEERE
EE

WOFIZ, ZOFY 2—/LTHHTLHEDOY UV —AB L OEEEREZ R~ LET,
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| REST T SGACL LBET—4DAYrA—F
REST T» SGACL L B 7F— 2 ¥ o— FosiaE [

I OREIX, FRICHIRES N TWRWRY  BAINTY U —RLUBEDOTXTOY U —RAT
fEHCcEET,

J1)—2 tRE HRETRER

Cisco IOS XE Amsterdam | REST C¢ SGACL & B 5% | Cisco TrustSec (%, Cisco ISE 725 ™
17.1.1 F—OF T a— R [SGACLKEY v—DFubVa=r sk
F—HDH 71— K|ZREST ~— A
DITFTUAR—ITa ba Lzl
ES N

Cisco IOS XE Amsterdam | [Py Y > —H— R L | B o —P— D IPv6 7 KL ANY
17.2.1 % HTTP SGACL D | AR — F &N THET,

Cisco Feature Navigator i 425 &, 77 v F 74 —ABILRY 7 b =T A A= DHHR—
MEH % /5% TX ¥ 9, Cisco Feature Navigator |Z{3, http://www.cisco.com/go/cfn [FZ3E] 226 T
7EALET,

Cisco 10S XE Amsterdam 17.3.x (Catalyst9400 X 1 v F) CiscoTrustSec I > 7 4 ¥alL—> 3> HA K .


http://www.cisco.com/go/cfn

REST TO SGACL L BET—42 040 —F |
B resTcoseACL LBEF— S 0F YL O— ROBERE
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==
=% =R

TATOTAT4., EHEL XU SGT D%
E

CTAF LT AT 4 EHRRORE (41— )

=L

TATUOTAT4EERDETE

ZDFEY 22— /LT, ROBWREICOW T LE T,

Ean=—4

* Cisco TrustSec & — R 534 ZD 7 LF ¥/, AAA RIE

» Cisco TrustSec > — R T34 AD 7 LT v /b, AAA RE

7w Y 7R — FTOD 802.1X E— KD Cisco TrustSec #&qlE & Macsec
« T w7 I R— FTOFEIE— KD Cisco TrustSec & MACsec

o f U H—T A AD SAP ¥ —DFAK

TFATUOTAT4EEROETERE

ORI varyTEH, TAT YT 4T 4 LHEROREHFEEZRALET,

21—

Cisco TrustSec >— K F/NA ADH LT > v )L, AAARTE

FRREY — I EBEER S LTV B Dy, FE TR EE T H TrustSec KA A & 169 5 &)
DT 34 ATH D Cisco TrustSec ®tIinT /A AL, v — K T34 A LRI E T, o Cisco
TrustSec * v b U —27 T34 R — K T34 A TT,
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. Cisco TrustSec — K TN ZADZ LT v )L, AAAERTE

\}

FATUOTATA. ERES LU SCT DFHRTE

GE)

» Cisco Identity Services Engine (Cisco ISE) F 721X Cisco Secure Access Control Server (Cisco

ACS) 2%, T34 ZD Cisco TrustSec 7 LT o ¥ ¥ VA RETAHLERH Y £,

s ctsauthorization list =~ >~ NiX. Cisco Identity Services Engine (ISE) 7% Cisco TrustSec
BBET — 4 L SGACL RV v —% 4 v ra— Ry L HICRETILERDH D £,

Cisco TrustSec KA AV ZBAATEZ H L 91T, ¥ — FT /31 A TNDAC B LU AAA ZH T
T 5120, WOFNEEZFEITLET,

FIE

ARV RFERRTI VA Y

El:)

&M

ctscredentialsid device-id password
password

51

Device# cts credentials id devicel
password Ciscol23

EAP-FAST Z il L THh.od Cisco
TrustSec 7 /N1 A TFBRET H & X122
DT INA ADME T % Cisco TrustSec 7
NRAADBLIONART— REIEELE
7, deviceiid51#%i%, K32 LFTK
R L AN CF R KR LET,

ATy T2

enable
B -

Device# enable

¥ ME EXEC T— F&ATIC L £,

e NAT—FREANLET (FERE
nNE%a) .

ATvT3

configure terminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥al—g v
E— FERBLET,

ATvT4

aaa new-model

51

Device (config) # aaa new-model

AAA A X —T NI LET,

ATvT5

aaa authentication dot1x default group
radius

51

Device (config) # aaa authentication
dotlx default group radius

RADIUS & LT 802.1X R— k ~—2
AREST & fRE L £,

ATvT6

aaa authorization network mlist group
radius

51

Device (config) # aaa authorization
network mlist group radius

Fy N —JZBEEOTXTOY—E 2
gk |zxt L C RADIUS LA 74 %
TN AEHRELET,

e mlist : Cisco TrustSec AAA $—
TN—"7,
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| 7470474, EHES SV SCTDHRE
Cisco TrustSec 3t — K 731 207 LFv o v, AaEE |

ARV RFEEIETIa Y B

R w77 |ctsauthorization list mlist Cisco TrustSec D AAA H—/X ) —7F
Bl - EIRELET, Ho— F 7/ A%
Device (config) # cts authorization list] A=t o7 A b‘b‘& 75)%'6‘——/\ U A b
mlist %Eﬁﬁ%bi—io

A7 78 |aaaaccounting dotlx default start-stop | RADIUS Zf#f L C 802.1X 74 7 >
group radius TAV T EA KT M LET,
1 -

Device (config) # aaa accounting dotlx
default start-stop group radius

XFw 79 |radius-server host ip-addr auth-port 1812 | RADIUS 3 — DHE A N 7 KL

acct-port 1813 pac key secret 2, P—EAR—FBIUOEEXF—%
15“ : ?EH/:E—’ Li‘j—o
Device (config) # radius-server host -irraddr: %g%Eff*‘/§0)IP 7’}@1/

10.20.3.1 auth-port 1812 acct-port 2
1813 pac key AbCel234 °
o secret : RRREY— NI ko THEA &

D% —,

w710 |radius-server vsasend authentication | ZEEEYPECF A R 2 Lo TAEK I IU

- % RADIUS Access-Request N DX &' —
v . . E A B (VSA) &8k LTI 2
evice (config) # radius-server vsa send . N s
authentication LT AL REFRELET,
R w711 |dotlx system-auth-control 802.1x R— FR— ZA DL X 7/ 1 — N
B - JNZA R —T W LET,

Device (config) # dotlx
system-auth-control

ATy T 12 |exit REET—RFEKTLET,
5 -

Device (config) # exit

Cisco TrustSec I — K TINA ADHUZ LT v )L, AAAETE

)

(GE)  Cisco Identity Services Engine % 721X Cisco Secure ACS IZ %, 7 734 A ® Cisco TrustSec 7 L' 7
VY NERET DMERDHY £,

CiscoTrustSec K A A NIBMTE D L DT, L — KT 34 ATNDACEB LUAAA 2 1 1 —
TZTDHITIE, ROFIEEFEITLET,
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B ciscoTrustsec 52— K FRq2DHLF UL v, AMAE

FIE

Xa
iy

FATUOTATA. ERES LU SCT DFHRTE

ARV RFERRTI Y

E[:)

ATy T

ctscredentialsid device-id password
password
11

Device# cts credentials id device-id
password password

EAP-FAST Z il L THlLo Cisco
TrustSec 7 /N1 A TRBFET D & X122
DT 34 AMEH T 5 Cisco TrustSec 7
NRAADBLIONRAT— REEE L E
7, device-iid 51 %8uE, HAK32LFTK
XL N CF AR X BI L ET,

AT T2

enable
1 -

Device# enable

¥iME EXEC E— R& AN L £,

e NAT—REANLET (FRE
Ni-%E) .

ATvT3

configure terminal

1 -

Device# configure terminal

Ja—nR) a7 4 F¥al— g
E— FEBRBLET,

ATvT4

aaa new-model

1 -

Device (config) # aaa new-model

AAA A X —T VI LET,

ATvTh

aaa authentication dot1x default group
radius

51

Device (config) # aaa authentication
dotlx default group radius

RADIUS & L T 802.1X AR — h ~—2
Al N FRE L E T,

ATvT6

aaa authorization network mlist group
radius
1 -

Device (config) # aaa authorization
network mlist group radius

F hU—JBEEOT RTHOY—E R
ZR 2% L C RADIUS #8F & 4 %
KOCT A RAERELET,
e mlist : Cisco TrustSec ™ AAA H—
NIN—TERELET,

ATy T1

aaa accounting dot1x default start-stop
group radius

1 :

Device (config) # aaa accounting dotlx
default start-stop group radius

RADIUS ZfE A LT 802.1X 7 h 7
T4 T A F—T NI LET,

ATvT8

radius-server vsa send authentication

1 -

Device (config) # radius-server vsa send|
authentication

PREBEPE CTT N A A X o TR E L
% RADIUS Access-Request N & —
A B (VSA) Ziak L TEMT 5%
EOET A R R ELET,
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| 74705474, BHESSUSCETORE

1v8—724 20 AP +—0BEER ]

ARV FFEREETIVa Yy

E:)

ATvT9

dot1x system-auth-control

1 -

Device (config) # dotlx
system-auth-control

802.1x I— " _N—ZADFRFLE 7 1 —N
JIA X =T W LET,

ATv 710

exit
1 -

Device (config) # exit

E1n==

REE— REKRTLET,

A3 =4 ADSAP F—DHEAR
5 —& FEICTHENT ML, Z2<O54, XYy hY—27 T RI=A b L—varot
Fa 7 ABHFO—MTY, SAP*— U7 Ly valdli, £y bV —7 42 FBLUR
EARFRERNIS A v~ —OMAELEICLY ) T—Sh, BB TR ET,

FIE

AT RFEEIEFIT7IIY

B8

ATy T

ctsrekey interface type slot/port
f5i

Device# cts rekey int gig 1/1

MACsec U > 7 T SAP ¥ —0DF R I
T— g UEEEILET,

EBMEREE Y —/\BEHED/INT A —2D
F A Z & Cisco TrustSec P — /[l OAH B4 56 &

WET,

FIE

[ —

ax A&

RIET DL, ROEHEE 1 D EIITEET

AR NFERERTIVa Y

=)

ATy T

enable
1 -

Device# enable

it EXEC E— FE Az LET,
e NRAT—REASILET (FEREXH

7-55

o

ATv T2

configureterminal

1 -

Device# configure terminal

Jua—N)L a7 4 FXal— g
T— F&ERHEBLET,

ATvT3

cts server deadtime seconds

1

Device (config) # cts server deadtime 20

fEE) WolzAfEIEFE L Tvy—7 &
N2 T N—THNOH—"% EDL B
O], Y— e A HIZEIR L TV T 72
WIrERRELET, 774/ ME20 R
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B # enmziry— e 5 4 —s0%E

FATUOTATA. ERES LU SCT DFHRTE

ARV RFERETIVa Y

B8

TY, FHETX %L 1 ~ 864000 T
ﬁ—o

ATvT4

cts server load-balance method
least-outstanding [ batch-sizetransactions
] [ignore-preferred-server |

1

Device (config) # cts server load-balance|
method least-outstanding batch-size
50 ignore-preferred-server

({E&) Cisco TrustSec 77 A ~— k
PR N~ IZRADIUS B — K X5
YUV TEAF—T L, b ARMER
DT VT g N — R AR
WLET, 774/ FTiE, v— KA
Ty ZITEHENEY A, TV
I @ transactions I3 25 T3,

ignore-preferred-server & — 7 — R,
Yy va a2 REE L CE Yy — %1
ALARWE ST A AR LE T,

ATy TH

ctsserver test {server-lP-address| all} {
deadtime seconds | enable | idle-time
seconds }

1

Device (config) # cts server test
10.15.20.102 idle-time 120

ER) fEESNT Y —"ETH AT
v =N YR NADOTRTOY—
AR LT — ket E 7 A R ERE L
F9, T 74N BTIE, TAMITRT
DY =T LTA R—=T /T2 5> T
4, T 74/ D idletime % 60 #
T, HPHIE 1 ~ 14400 T,

ATvT6

exit
R

Device (config) # exit

BET— FEMTLET.

ATy T17

show cts server-list

1 -

Device# show cts server-list

Cisco TrustSec —/ XD U XA hD AT —
HABIOBREDFMELRRLET,

Bl : BINFERES—/\EED/IATA—F D

=L ==

ax &

AA T & Cisco TrustSec " — O A EEEHET DX, ROIEHEE 1 D FITHEEAT

b\i‘j—o

iz, r—

NS A=

\ERE & % 7E L T Cisco TrustSec ¥—-3 U

Device# configure terminal
Device (config) # cts server load-balance method least-outstanding batch-size 50
ignore-preferred-server

Device (config) # cts server test all deadtime 20
Device (config) # cts server test all enable
Device (config) # exit

Device#show cts server-list

CTS Server Radius Load Balance

Method

ENABLED

least-outstandin

A bR OB 2R L ET,

. Cisco 10S XE Amsterdam 17.3.x (Catalyst9400 X 1 v F) Cisco TrustSec I > TJ 4 X¥aL—> 3> A K



| 74707474, GBS USETORE

Cisco TrustSec

Batch size = 50
Ignore preferred server

Cisco TrustSec f > 2 — 7 = 4 REXEDHER .

Server Group Deadtime = 20 secs (default)
Global Server Liveness Automated Test Deadtime = 20 secs
Global Server Liveness Automated Test Idle Time = 60 mins

Global Server Liveness Automated Test = ENABLED (default)

Preferred list, 1 server(s):
*Server: 10.15.20.102, port

1812, A-ID 87B3503255C4384485BB808DC24C6F55

Status = ALIVE

auto-test =

TRUE, idle-time = 120 mins, deadtime = 20 secs

Installed list: SL1-1E6E6AE57D4E2A9B320D1844C68BA291, 3 server(s):
*Server: 10.15.20.102, port 1812, A-ID 87B3503255C4384485BB808DC24C6F55
Status = ALIVE

auto-test =

TRUE, idle-time = 60 mins, deadtime = 20 secs

*Server: 10.15.20.101, port 1812, A-ID 255C438487B3503485BBC6EF55808DC24
Status = ALIVE

auto-test =

TRUE, idle-time = 60 mins, deadtime = 20 secs

Installed list: SL2-1E6E6AE57D4E2A9B320D1844C68BA293, 3 server(s):
*Server: 10.0.0.1, port 1812, A-ID 04758B1FO05D8CL1439F27F9509E07CEB6.
Status = ALIVE

auto-test =

TRUE, idle-time = 60 mins, deadtime = 20 secs

*Server: 10.0.0.2, port 1812, A-ID 04758B1F05D8C1439F27F9509E07CFB6.
Status = DEAD

auto-test =

A 23— 4R

TRUE, idle-time = 60 mins, deadtime = 20 sec

S =
R TEDIER

Cisco TrustSec Bl DA > X —T7 = 4 ADFREEF AT DX, Roa<w> REfHL

F 9, show ctsinterface

Device# show cts interface gigabitethernet 1/1/1

Global Dotlx feature is Disabled
Interface GigabitEthernetl/1/1:

CTS is enabled, mode: MANUAL
IFC state: OPEN
Interface Active for 00:54:01.936
Authentication Status: NOT APPLICABLE
Peer identity: "unknown"
Peer's advertised capabilities: "sap"
Authorization Status: SUCCEEDED
Peer SGT: 18
Peer SGT assignment: Trusted
SAP Status: SUCCEEDED
Version: 2
Configured pairwise ciphers:
gcm-encrypt
Replay protection: enabled

Replay protection mode: STRICT

Selected cipher:

Propagate SGT:
Cache Info:
Expiration

gcm-encrypt

Enabled

N/A

Cache applied to link : NONE

Statistics:
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FATUTAT4. BHEBLUSTOHRE |
B 77751, B8 55USTORREE

authc success:
authc reject:
authc failure:
authc no response:
authc logoff:

sap success:

sap fail:

authz success:
authz fail:

port auth fail:

O O b O WwWwo oo oo

L3 IPM: disabled.

TATUT AT, B, BEU SGT DHERERERE

ROFIZ, ZOFEY2—/LTHHTLHEDY U —2ABIUOMERFHRZ R LET,
TN DOEREIE, FFICHRR SN TWARWVIRY  BAShY V=R LUEOTXTDY U =T

R CE £,
Y y—2= HatE BB R
Cisco10S XE Everest 16.6.1 | 7 25 ¢ 5 ¢ | Bl | #0GEI — S ICHBEERE S N TN 570,

B L OVSGT F 72 1B LM T B Cisco TrustSec N
AA U EBMGT DERNDOT /N A Th
5 Cisco TrustSec XfhtnT /N4 AL, v —
RTASA A EBETIVE T, o Cisco
TrustSec & v b T —7 T34 AT —
K 734 A TT,

Cisco Feature Navigator i 425 &, 77 v h 74 —ABILNY 7 b =T A A= DHHR—
MEH % 1% TX £ 9, Cisco Feature Navigator |21, http://www.cisco.com/go/cfn [FZ3E] 226 T
JEALET,
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4.
=% =R

X)) T4 JI—TACLKRY O—DERTE

X2V T 4 IN—TF T A arba—1 AL (SGACL) ZEHA LT, =—¥ &5k
V) =20 Fx2 VT 4 ZV—TOEY Y TUIHANT, 2—FRFETTX 2 ELHIEI T
¥ 9, CiscoTrustSec KA A WDORY —D@EHIL, o 1 OB EELEXR2 T 40 7 —
TEEZ, b 1ODEN X2 ) T 4 IN—THF S THDH, FA~ b v 7 ATERREN
F9, v U7 ADOKEDOZE L NMITEELEF 2T 4 ZA—T b5t xa )54 7
N—T 5 TG &N D37 » M SN BN B HFF e 2 F6ET % SGACL DJEF Y A
FNegGbbZ ENTEET,

* SGACL R U > — D% EDHIFIFE (49 =—)

* SGACL AN U > —IZB¥ 5 1F# (50 ~—)

* SGACL R U ¥ —DOEHE (51 =—)

« SGACL R U > — D& ERF (61 =—)

et X2 VT 4 V=T ACLAR Y > —DERERIE (64 X—2)

SGACL /R') —DEEDHIFIEIE

e =R =7 OFHIRIZL Y., Cisco TrustSec SGACL (I/v— K7 =7 D3k (CPUNRD

K) b7 4 v 2 TEEFA, Y7 b =7 TOSGACL DiEMIX, SVI, L1 ¥
2 & LA ¥ 3 @ Location Identifier Separation Protocol (LISP) . B X UL—TF Ry 7 A
=T 2 A ADCPUNT L RNTT 4 w7 TIINARAINET,

¢ SGACL RV > —%HWETABIZ, IPN—T 3 V% IPVAE -1 IPv6 5 JEtRTE (IPv4 &
IPv6 Ol JFIZEA) [EFE L7254 GFbIEEE) | IPv4 & IPv6 (25T 5 SGACL AR Y
VIIEB VREF A VA —T 2 AN L TCRBICA VI — RENEH A,

* SGACL R U v —%RETHEIC, BEFEDOIP X—V a v afthos—Y 3 (IPvd £720%
IPv6 £7-13 FEKTF) (AL L-HG (Wb FEEE) . RADIUS Zf M L T Cisco Identity

Services Engine (ISE) 725 OFBA[ZTE (CoA) #FEITLARWVWTIEE W, b VIiZ, SSH
i L T ctsrefreshpolicy =2~ F&34TL, FEITRI O —%2 U 7Ly a LET,

FI7FN DT 7 avEdenyal & L7ZSGTHFAT Y A hEFAEEHT 4. 751
Z DY v — R#IZ Cisco TrustSec 7R U 2 —7N ISE H— " BESHICH 7o a— REN5
ZERHY ET,
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tFa T4 HL—TACLKY —0%E |

B scacL &y o —icpT 2iEs

INZERET A2, T ATHIRY —Z2EHR L ET, denyall 773 3 23
SNTVLHETYH, R =X T 74 v 7 &R LET, ThIZRD, T30 X
IXISEV—"oRY =2 rm— L, ERINTCHOR) > —% LFEXTEE
T TAAASGT TR, Z/m— L ar 74 Xalb—vay = FTROAVY RER
ELET,

* ctsrole-based permissions from <sgt_num> to unknown

« ctsrole-based permissions from unknown to <sgt_num>

SGACL /R') —IZBF9 D IFHR

OB 3 TlE, SGACL AR Y v —DRBREICOWTHHALEI,

SGACLO X >4

B 7 78RV A ML TRFATERITHEG SN Ty MTHET 2 7 A v —U0,

TNRA AZE > TEIRENET, 2F V., SGACL & —#T 537 v bRBHoTHAIE. TD
Ry MZBET A I Z@MmA v —URar =Lk EENE T, ar Yy —IEREND
A= D L~ULIE, syslog A v E—UZE T 5 logging console = v > R TEBLS U E

9, Cisco I0S XE Amsterdam 17.3.1 LARTO U U — &2 TlE, SGACL =¥ 7%, CPU HEHE D
AH = XN TIThTWE L7z, CiscolOS XE Amsterdam 17.3.1 LA D U ) — 2 T, SGACL
2X 7L, AN EN R X 7 L— M EAREIZT D NetFlow N— RO = 7 2 HT 5 X 5
WZiER SN E Lz,

GE)

N—KR 27 TOSGACLueX > 71X, a— ) _X—R 77k Ax =z bta—)L Y 2+ (RBACL)
TOHRYHR—FINTHET,

SGACL % NU H—F 2RO/ MIT7a—%{ER L., T 20T 47 7u—T7 0547
7 B—ONetFlow & 4 A7 7 MIZNENI0OMEB LRI oTaxrranEd, #iory
ME, SHOMRBTIRESNEZ, X r7EShEd, e 7 Ay e—VIET7 782X Y A M5,
Ny NOFFRIE T IXERICET 2K, N7y FOEEILIP 7 R RAE ISP 7 L
A, Ry RIRANENTZA U Z—T A A, BIXOERIO 55 BICFFAl £ 72135 4G Sk
BINLO/NTr Y N RENE T,
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| %2U547L—FACLKY S —DBE
seacL K s —oiEsE [

\}

G¥) e N— K7 =7 TO SGACL v ¥ 71X NetFlow ZfEfH L TITH 2572, NetFlow ~<— A
DOHERENA VX —T oA AZHEHEND L, ZOA L EZ—T oA A0 X U T IE WA
= AL T =Ny 7 LET, NetFlow X— 2 DERENHIREIND L, FDOA L F—T =
A ADNetFlowN— R =7 &N Liza X ZRFHEENET, BODOAf o H—T =1 A
L. NetFlow N— R =7 &N LTaXo 7 &k LET,

o —EITT NA ANTHHE TE D NetFlow E=# 1% 15 57217 T3, SGACL 1 ¥ > 72,
IPv4 BELONIPv6 1 ¥ ZHIZENE 1 DD NetFlow E=F DN METT, X 7 HO
NetFlow E=Z WM TE 2 WEES . SGACL2 XU 73tV A B =X L k- TiThihvE
T, B2 D NetFlow & =% M AIHEIZ 72 > 72 5, ctsrole-based permissions ==~ >
R&ZEITL T, NetFlow "— Ry =7 & LCaX V7 E2FE NI H—LET,

« 17 ACE IZREnR— M, si%eR— S, iflPoT e harsho7 — R
B oH%GEE, aX U NI WA= ALK o TIThE T,

SGACL R o —MDEEAE

DRI arTIE, SE&ERSGACL RY 2 —HEICOWTHBHL £,

SGACL/R!) >—dixFE7O+E R
Cisco TrustSec Dt ¥ =17 4 7 /L—7 ACL (SGACL) RY T —ZHRTEL TA Rr—TMIZT5H
12X, ROFNEEZFEITLET,

1. SGACL RV v —®DFEIL. Cisco Secure Access Control Server (ACS) ¥ 721 Cisco Identity
Services Engine (ISE) D EIZAR Y —FHKERRIC K > TEITTH2RERH Y £,

SGACL R Y ¥ — DR EDH 7 > 1 — RIZ Cisco Secure ACS F 72 1% Cisco ISE D AAA %
R LARWEAIE. SGACLD~ v B 7R —52FETRETXET,

GE)  Cisco Secure ACS F 721X Cisco ISE 2B H A F I v 72X v ra— K& SGACL RV o—
X, Ao —HIVERSNERY O—L 0 LS ET,

2. =Ty RR—F DOHII T 7 4 > 72k 5 SGACLA U > —D3 2G0T 51,
[SGACL RV v —DiiE D 7 a— vie k) B2 v a AZi#EishTtngd Lo,
SGACL RV »—i#HE=BMLET,

3. VLANINOAA v F o 7SN bT7 7 4 v 7 F2X VLANIZBEAT T B A7z SVITHRE
ENBHRTT7 4 v 7% LT SGACL R Y > — DA Z AN 5HI12iE,  [VLAN 2%
% SGACL R Y > —DEHDOEME] 7 > a v OFHBIIHE- T, FED VLAN I3 LT
SGACL RV > —DwHZ ANz LET,
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tFa T4 HL—TACLKY —0%E |

B scacLkus—omRoso— LA

SGACL R >—DBERAD Y O—/\ILIEERE

Cisco TrustSec & 1 *r—7 /W Lic/—TFT v K A 4 —7 = A AT SGACL 7R U — Dl &
Ta—r)UI A F—T NI T HLERH Y F3,

N—F v RA B —T x4 AZADSGACLRY > —D8f % A %2 — 7 W T HITi%. IROEES

TVET,

FIE

AT RFEEEFT7II Y

=)

ATy T

enable
1 -

Device# enable

¥i#E EXEC T— F&EADIZ L £,
NRAT—REZANLET @EREN-8

/E[\) o

ATy T2

configureterminal

1

Device# configure terminal

Ja—) a7 4 X¥ab— gy
E—RFZBRBLET,

ATvT3

ctsrole-based enforcement

1 -

Device (config) # cts role-based
enforcement

N—T v KA H—7 =4 AT Cisco
TrustSec SGACL 7R V) — D&l 2 1 % —
TN LET,

ATv74

end

1 -

Device (config) # end

Jua—NR_) a4 Xal— gy
E— N&&T L, FrbE EXEC £ — R
ED i‘g‘(}

A3 —T A RAH=YDSGACLARY —DFERDEMIE

F 9, CiscoTrustSec ZHNNI L=V —T v KA v F—T = ATSGACLRY > —DwEH% 7
O—NVIZHNZTAVERH Y £9, ZOHREIZAR—F Fy 3L 4 o F—T A ATEHY
R—hENFEHEA,

LAF3A U H—T = A ATOSGACL R Y > — DA EHHET HIT1E, KOEEEITOE
EE

FIE
AU RERETI Y3y =[]

AT w7 1|enable F5HE EXEC E— RE AT L E T,
i - NAT—REASTLET (FkIhizi
Device# enable &) .
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| e%2u7490—F ALK S—DBE

VLAN (=59 % SGACL K o —ns#in( =— Tt |

AU RFERETOVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

interface type dot/port
fi

Device (config)# interface
gigabitethernet 6/2

AVHE—T oA ABFREL, 4 H—
Tz A a7 4Fal—g ) F—
KZBAR L FT,

ATv74

ctsrole-based enforcement

1 -

Device (config-if)# cts role-based
enforcement

N—T v KA H—7 =4 AT Cisco
TrustSec SGACL /R V) — D&l 2 A % —
TN LET,

ATvTh

end

1 -

Device (config-if)# end

Ao B —T A Aa T4 Fal—3
v E— REKT L, ¥ EXEC E— K
RV £,

ATvT6

show ctsinterface

1

Device# show cts interface

UEE) A Z—T7 A AT LD Cisco
TrustSec A7 — F B L OHEHE R 2 F£oR
L%,

VLAN 2339 % SGACL R1) —DRFD A r—T L1k

VLAN NDAA v F o 73N T 7 4 v 7 £721F VLAN IZBEEA T a7z SVI TR E S
NEFT 74212 LTT 2782 3y ha— U Z#EAT 51213, BED VLAN (T LT
SGACL 7RV o — D58l &2 A X —T W T DLERH Y £,

VLAN £721Z VLAN U 2 NN T, SGACL RV > —Diffll %2 A x— 7 MICT D%, ROMEE

ZATWET,

FIE

ARV RFERRTIVa Y

E:)

&

enable
1 -

Device# enable

ke EXEC E— K2 B L ET,
IRAT— REATTLET EREIN7-H

) o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,
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B scacLz=s =—roz

tFa T4 HL—TACLKY —0%E |

ARV RFERETIVa Y

B8

ATvT3

ctsrole-based enforcement vian-list
vian-list
1 -

Device (config) # cts role-based
enforcement vlan-list 31-35,41

VLAN F 721X VLAN U A | Cisco
TrustSec SGACL AR U 2 — D sl & A % —
TR LET,

ATvT4

end

1

Device (config) # end

Ja—nR_) a7 4 F¥alb— g
E— FEHKT L, BH EXEC £— NiZ
B0 x4,

SGACLE=% E— F®D

A

ax AE

SGACL E=4E— FEFETHAIC, ROBEZHRLTLIEIN,
» Cisco TrustSec 23 W72 > T\ 5,

« BB BHEBIIE S TND,

FIE

ARV RFFEERTIVa Y

=)

ATy T

enable
1 -

Device# enable

it EXEC =— RZHFI L ET,
NAT—REZANLET EREN-5%

) .

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
£ — ]\‘%Eﬁﬁébi—g—o

ATvT3

ctsrole-based monitor all
B -

Device (config) # cts role-based monitor|
all

Ja—NLE=XE— N2 LE
-é‘O

ATvT4

ctsrole-based monitor permissions from
{sgt_num} to {dgt_num} [ipv4 |ipv6]
i -

Device (config) # cts role-based
permissions from 2 to 3 ipv4

IPv4/IPv6 7 —)L X— X T 7R a3

rm—/n U2k (RBACL) (E¥=V
T4 I N—TFR7 (SGT) : Bkl

N—T7%7 (DGT) ~X7) OEFE=HE—
REHMZLET,

ATvTh

end

1 -

Device (config) # end

Ja—R_) a4 Xal—g v
E— RN&&T L, FrbE EXEC £ — NI
U
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| e%2u7490—F ALK S—DBE

seacL KU o —nEnEz

ARV RFEREET7TOVa Y Be
A v 7 6 | show ctsrole-based permissionsfrom ({£#&) SGACL KR v —, 7LD
{Sgt_numj to {dgt_num; [ipv4|ipvé] =4 E— PRREICET DRE A TR L
[details] E7, <SGT-DGT>~<7 TEALZLDE
1 - =ZE— RRENIR>TWDEGE, =
Device# show cts role-based permissions| ~ K Hjjj I$E= 56(1‘%7332%/1??52%&
from 2 to 3 ipv4 details 7,

A7y 7 7|show ctsrole-based counters[ipv4 |ipve] | ({EE) 1Pv4 35 KTV IPV6 A X2 b O
i - T D SGACL i O atff & s L

Device# show cts role-based counters jijﬁo
ipv4

SGACL R > —DFENELTE

A\

SGT & DGT O#IFHIC AL » RENTZB— L _N—2A T 782 ar ba—1 U A ML, B
Z 7 4 v 7 &5 Cisco TrustSec A U > — T 5 SGACL #ERL L7, SGACL &~V
—DREIL. CiscoISE F 7213 Cisco Secure ACS DR ) o —EHREAE A L T1T 5 D2 Fed
T¥, SGACLARY v—%FET (DFEVu—hWI) RETHITIE, 7— L X—RAACL %%
EL, 7B—/_—2 ACL % SGT O#iHIZ A FLET,

GE)

CiscoISE 721 Cisco ACS "B X A F X v 7 Il v ra— KRENTZ SGACL RV v—if, ¥BiH
DFEERESNTZRY >— L0 bEESNET,

IPvd SGACL /R') > —MDERTE & EH

N

GE)

SGACLBL O — A _XR—ZX T/t RA arbe—/1L R (RBACL) ZRET DHHE. 4HI
fET7r7texarte—L U XK~ (ACL) I7 V7 7 Xy NTIHEDILERH Y 7,

FE
OV RFERET7TIV3 Y B
RTF w71 |enable ¥t EXEC £ — FE2 AR LET,
{1 - NAT—REANLET @EREnz%
Device# enable A)
R 72 | configureterminal Ja—r\ )L a7 4 FX¥al—a
i - E— NEBBLET,
{5
Device# configure terminal
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B rescac &y o —omE e Em

tFa T4 HL—TACLKY —0%E |

ARV RFERETIVa Y

B8

ATvT3

ip access-list role-based rbacl-name

1

Device (config) # ip access-list
role-based allow webtraff

o—/L_X— 2D ACL Z/Ef L ¢, m—
NR_R—ZACLa 7 4Falb—T g
£ }“%‘/Fﬂlﬂﬁébij‘o

ATvT4

{[ sequence-number] | default | per mit |
deny | remark}
1 -

Device (config-rb-acl)# 10 permit tcp
dst eq 80 dst eq 20

RBACLOT /& A 2> ha—)L =
U (ACE) ZHELET,

WRARINE T 78R VRN a7 4
Xl —Ygr E— FCEATRER 2
2 RBLXOET T a v ORES A, %
BB X U%EHET 4 —/L REEm L TE
HATxE9,
Enter ¥— %L CACE#5E T L. kD
FlaZBAtE L £,
WD ACE a2~ REZITF—TU— FiX
HPR—FEINTWVEREA,

« reflect

 evaluate

« time-range

ATy Th

exit
51 -

Device (config-rb-acl)# exit

2—)L_N—ZAACLa> 7 X =2l —
varyE®E—REKTL, Fe—L
Y7 4FX2lb—varE—RNIRYE
—g—O

ATvT6

ctsrole-based per missions{default | [from
{sgt_num | unknown} to {dgt_num|
unknown }] {rbacls| ipv4 rbacls}

1 -

Device (config) # cts role-based
permissions from 55 to 66
allow webtraff

SGT & DGT # RBACL iZ/ 31 ' KL FE
T, ZOFREIL. CiscolSE F 721 Cisco
Secure ACS TERE SNTFFrI~ MU v
I AT =22 ANTTHZ LI TVE
7

e T 74U N T T HL NOMER Y R
k

* sgt_num
TET,

: 0~65,519, EfEIL7—

« dgt_num: 0~ 65519, Bk L—
TET,

e unknown : SGACL 3 &F* = U7 ¢
TN—7 (EEICERITSE) &5
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| %2U547L—FACLKY S —DBE
ipvs seacL 1 o —niE ]

ARV RFERFTIVaY =)

ETERW ATy MO S E
TO

*ipvd : IRO RBACL 3 IPv4 Th 5 =
LxERLET,

« rbacls : RBACL D4 Hij

25w 77 |end Ja—nR_) a7 4 F¥al— gy
i - T— RZf T L, FE EXEC £— FIZ
Device (config) # end RO ET,

AT 7 8 |show ctsrole-based per missions (f£E) RBACL #REIZxT DHEMR 2 %
15“ : ZT—\‘ Ljﬁjﬁo

Device# show cts role-based permissions|

R 79 |show ip access-lists {rbacls|ipv4 rbacls} | ({17) T+ X CTHORBACL ¥ 7-I3iEE X
Bl - A7 RBACL ® ACE #F& R~ LE7,

Device# show ip access-lists
allow_webtraff

IPv6 SGACL 7R!') - —DE&E
IPv6 SGACL R VU v — %2 FEITHRET DT, ROEEEZITHNET,

FlE
AU RFEERETIa Y B

AT w71 |enable it EXEC =— RZHI L ET,
B NRAT—FREANLET (ERENT-H
Device# enable {?) R

AT 72 |configureterminal Ta—N)L a7 4 F¥al— gy
i - T— REHBELET,

Device# configure terminal

R w 73 |ipv6 accesslist role-based sgacl-name 4, Bl % IPv6 SGACL % VR L C. IPv6
fil 02— _XN—ZAACLa2 7 AKX =2l —

N N — K L

Device (config) # ipv6é access-list Vary ' RERBLET,
role-based sgaclname

RTw 74| {permit|deny } protocol [dest-option| |RBACL O7 7 & Afilfl=> kU
dest-option-type {doh-number | doh-type}]| (ACE) Zfs L £,
[ dscp cp-value] [ flow-label fl-value]
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B =ucscac &y o —zEAT 5%

tFa T4 HL—TACLKY —0%E |

ARV RFERETIVa Y

B8

[mobility | mobility-type {mh-number |
mh-type} ] [routing | routing-type
routing-number] [fragments] [log |
log-input] [ sequence segno]

1

Device (config-ipvé6rb-acl) # permit 33
dest-option dscp afll

VERRARI X T 78R VRN ar 7 g
Fal—vgyE— NCEHATRERD
< RBLXOE T a v ORES A, £
fEIEB LUBEH 7 + —/v REER LTl
HTx£9,
WD ACE a2~ REZEFEF—U— FNix
PR—FENTHEEA,

« reflect

 evaluate

« time-range

ATy TH

end

1 -

Device (config-ipvé6rb-acl) # end

IPv6 2— /L X—ZAACL 2> 7 4 X =
L—3 3y E— REET L, ¥HEEXEC
EF—RFIZRED £,

FEITSGACL R O—ZBERAT 5A&E

TFHE)TSGACL RV »—%wHAT 2121, ROEEEITVET,

FIE

ARV RFERETIVa Y

E:)

ATy T

enable
1 -

Device# enable

Hi#E EXEC £— FE A% LE T,
NRAT—READLEST @RS

) o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

ctsrole-based permissions default [ipv4 |
ipv6] sgacl-namel [sgacl-name2
[sgacl-name3 ...1]]

1

Device (config)# cts role-based
permissions default MYDEFAULTSGACL

F7 4/ h SGACL ZHEL £+, 7
T kR IR R R Y —
NEETLEmbetxa VT4 I —7F
ORI NGA A S vET,

ATvT4

ctsrole-based permissionsfrom
{source-sgt | unknown} to {dest-sgt |
unknown} [ipv4 | ipv6] sgacl-namel
[sgacl-name2 [sgacl-name3 ...]]]

FELkxa VT4 Z—7 (SGT)
Lyt X= 7 4 7 v—7 (DGT)
(3 3% SGACL #H8E L £7,

source-sgt & dest-sgt DOfEEIH I 1 ~
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| £*2uF«UL—F ALKy s —0BE
seacL &y v—oxr I

AU RFERET7TIV3 Y B#)
1 - 65533 T9, T 74/ K TiX, SGACL
Device (config) # cts role-based X IPv4 TH D &R SnET,

permissions from 3 to 5 SRB3 SRB5

o from : #1550 SGT Z+EEL £,

cto: 5Lt Xa VT 4 V=T RAs
ELET,

s unknown : SGACL 3% = U T ¢
TN—7 (KEILEIIsmdt) =5
ETERNAT Y MOEH SN E
7,

GE)  ACS o ENICF v or—K
Ei72 SGACL A Y ¥ —IF,
BEOTERY =L 0 b

Y=
AFw 75 |end Ja—N)Lary7 4 Xal— g
i - EF— F&#T L. FiHE EXEC E— FIZ
R £,

Device (config)# end

SGACL /R —MD xR~

CiscoTrustSec 7 /34 A 7 LT i/ v )L & AAA DRTHR., BiE— b X ro—Raniz
M. FZITTFECTRIE S 47z Cisco TrustSec SGACL AR U 3 —Z faFE T& £97, Cisco TrustSec
i, A F =T = A RTHT HREGERB L OFFA]. SXP, £72IXIP 7 R L RAB LU SGT OFH)
YYBEU TR TH LWSGT %8 T 2L, SGACLARY v—%& Xy m—RLET,

XF—U—REFHEALT, #Fal~ F) 7 A0 ELITMERRTEET,
cfrom F—U— RZEWTLHL, i~ MY w7 ADN T LARFRINET,
ctoF—U— FEAMTLL, A~ b v 7 ADITRERINET,
cfromBLPtoF—V—FEEAMT L L, FFal~ b v 7 ABERFRINET,

cfrom BLRtoF—V—RBEEINTWAEES., FAl~h) v 7 ZANG 1 DO/ RE
SREN., deails¥—U — R&2fEACT& £9, daalsP AT EN=HE. 120 &/LDSGACL
D ACE NFEREINFET,

SGACL RV v —DFFr[~ bV 7 AONEEFTR-T HITIE, WOEEEITWET,
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B scackuo—ozw

FIE

tFa T4 HL—TACLKY —0%E |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
NRAT—REZ AN LEST @EREn-8

/E[\) o

ATvT2

show ctsrole-based permissions default
[ipv4 | ipv6 | details]
{5

Device# show cts role-based permissions|
default MYDEFAULTSGACL

FIZ 4N ERRY—DSGACLD Y A k
FFERRLET,

ATvT3

show ctsrole-based permissions from
{source-sgt | unknown} to {dest-sgt |
unknown}] [ipv4 | ipv6 | details]

1 -

Device# show cts role-based permissions|
from 3

EETEX2 VT 4 Zv—7 (SGT)
Lt x=V7 4 7 —7 (DGT)
(23 4% SGACL Z457E L £,
source-sgt & dest-sgt DOfEEIH I 1 ~
65533 T4, 7 74/ hTiX, SGACL
IXIPv4 THDH L RL7e S ET,

« from : E{EC SGT ZHEE L £,

cto: st VT 4 T N—THFE
EL&TO

« unknown : SGACL ¥ = U7 ¢
TN—"7 GEEICERITSE) Z4F
ETE 72y M S E
KR

GE)  ACS»o#EicFy vy om—K
X172 SGACL RV o —I%,

MEDOFHRY —L HiE
TEnET,

ATv74

exit
1 -

Device# exit

HibE EXEC £— REZK T LET,
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| e%2u7490—F ALK S—DBE

gHon—kEhiSGACLKY v—nUTLyia |

Ayon0—Ka3nNntESGACLERY —DY) Ly

FIE

ARV RFERETIVa Y

E:)

&

enable
51 -

Device> enable

ke EXEC E— N2 B L ET,
RAT— REATTLET EREIN7-8

) o

ATvT2

ctsrefresh policy {peer [peer-id] | sgt
[sgt_number | default | unknown]}
i :

Device# cts refresh policy peer
my cisco_ise

FREEY— 30250 SGACL AR U & —DH[l

Y 7Ly arETLET,
e peer-id NHEE SN D GE. FEES
NI T EERICBEE T R Y —72
UMY 7y vadhEd, T
DOET RV —E2FHHT DI,
ID Z#57%E L72\ T Enter Z# L £
7T

« SGT HFHFNHEE SN TN DA
Z® SGT IZRH# T 2R Y > —721F
N7y =2 E&nET, TXTD
X2 VT IN—T FT K
=%V 7Ly atHIZiL, SGT
Fm e EEY I Enter 2 L F
T, TNV R) —% T T Ly
a4 AT, default IR L £
T, FAZRRY —2 U 7L via
451213, unknown Z &R L E 7,

ATvT3

exit
I

Device# exit

HibE EXEC £ — REZK T LET,

SGACL /K1) > —MDEXEHI

w7 a ik, 8FEXERSGACK RN —DREMERLET,

I : SGACL /R —DBERAD T A—/NILIEERE

I,

SGACL RV > —DiEH% 7/ a— - )BT 5627 LET,
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tFa T4 HL—TACLKY —0%E |
B s 5oz zprynseac Ry o—nEROEDIL

Device> enable
Device# configure terminal
Device (config) # cts role-based enforcement

Bl : 423 —TxA4XH=YDSGACLARY >—DFERDEMIE

WIZ, A v B —TxA AT EIZSGACL RY > — DM A2 T AH %2R LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 1/0/2
Device (config-if) # cts role-based enforcement
Device (config-if)# end

{5 : VLAN [Z%19 % SGACL R > —D@EARADAEZNE

&IZ. VLAN FTSGACL RV > —DEHE BT 202 R LET,

Device> enable

Device# configure terminal

Device (config) # cts role-based enforcement vlan-list 31-35,41
Device (config) # exit

5l - SGACL E=42E— FDHTF

wIZ, SGACL =4 t— R&RETHH 2~ LET,

Device> enable

Device# configure terminal

Device (config) # cts role-based monitor enable

Device (config) # cts role-based permissions from 2 to 3 ipv4
Device# show cts role-based permissions from 2 to 3 ipv4

IPv4 Role-based permissions from group 2:sgt2 to group 3:sgt3 (monitored):
denytcpudpicmp-10
Deny IP-00

Device# show cts role-based permissions from 2 to 3 ipv4 details

IPv4 Role-based permissions from group 2:sgt2 to group 3:sgt3 (monitored):
denytcpudpicmp-10
Deny IP-00
Details:
Role-based IP access list denytcpudpicmp-10 (downloaded)
10 deny tcp
20 deny udp
30 deny icmp
Role-based IP access list Permit IP-00 (downloaded)
10 permit ip

Device# show cts role-based counters ipv4

Role-based IPv4 counters
From To SW-Denied HW-Denied SW-Permitt HW Permitt SW-Monitor HW-Monitor
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5] : SGACL R > —DFEERTE

KIZ, SGACL NV v —Z2FB TRET 202~ L £,

Device> enable

Device# configure terminal

Device (config)# ip access role allow_webtraff

Device (config-rb-acl)# 10 permit tcp dst eq 80

Device (config-rb-acl)# 20 permit tcp dst eq 443

Device (config-rb-acl)# 30 permit icmp

Device (config-rb-acl)# 40 deny ip

Device (config-rb-acl) # exit

Device (config) # cts role-based permissions from 55 to 66 allow_webtraff

Device# show ip access allow_webtraff

Role-based IP access list allow webtraff
10 permit tcp dst eq www
20 permit tcp dst eq 443
30 permit icmp
40 deny ip

Device# show cts role-based permissions from 2 to 5

Role-based permissions from group 2 to group 5:
srb2
srb5

{5 - SGACL @ F &hiE

WIZ, SGACL ARV v —%2FECEMAT 262 RLET,

Device> enable

Device# configure terminal

Device (config) # cts role-based permissions default MYDEFAULTSGACL
Device (config) # cts role-based permissions from 3 to 5 SRB3 SRB5
Device (config) # exit

5] : SGACL 7R >—D KR

WIZ, BxX2U T4 IA—T3NLEEEINTZNT 747 DSGACL R v —0DFF
W~ b7 AONEEFRT DHHE2RLET,

Device> enable
Device# show cts role-based permissions from 3

Role-based permissions from group 3 to group 5:

SRB3
SRB5
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Role-based permissions from group 3 to group 7:
SRB4

— N O [e] N =
X2 F4FIL—TACLRY) —DHREERE
WORIZL, ZOFY 2—/LTHHT KDY UV —AB LOBEEEHRZ T~ L ET,
INHOREIX, FRICHRES N TV RWRY  EAINTY U —RLUBEDOTXTOY U —RAT

AT ¥4,
Jjy—= HEBE HEETEER
Cisco IOS XE Everest 16.6.1 | % = UV 5 ¢ 7 /—7 |SGACL #f#fH L. —% L5ilcV
ACL RV v— V—=ADEX2 T 4 T N—TDED
WVTICESNWT, 22— RFEFTTED
BEAEHIECX 97,

Cisco IOS XE Amsterdam | §;7E SGACL 2 X 7 WHEACLue X 7124 Y . NetFlow /~—
17.3.1 Ry =7 2 AL TUED0NITEmN L —
bom®r 7 EETTEET,

CiscoFeature Navigator 55 &, 77 v 74 —ABI RNV 7 b =T A A=V DV R—
MEMH % 1% TX ¥ 9, Cisco Feature Navigator (213, http://www.cisco.com/go/cfn [JZFE] 226 T
7EALET,
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B,
=% =R

Cisco TrustSec SGACL D /\{f 7RALSE Y
T A

Cisco TrustSec X =2 VI 4 FL—7F 77 A 2> ku—/»L YA~ (SGACL) X, Cisco
StackWise FifliZ R —F L TCWB AL v F TONA T AT YT 4 HfELRZ T HR— LTV
FT, ZOHFICEI>TAT— M7 AR EMEREMISIN, AL v TFRAE v 7137 7 & Al
T MY EFREH L, B TEET,

» Cisco TrustSec SGACL D/ NA 7 XA Z U 7 ¢ ORiHERM (65 2—)

« Cisco TrustSec SGACL DA 7 XA ¥ U T 4 OHIFIFEIHE (65 2—)

* Cisco TrustSec SGACL DA 7T XA Z U T £ IZBT5EHR (66 2—)

» Cisco TrustSec SGACL O/NA 7T XA Z E VU 7 ¢ ORER (67 _—)

* SGACL A 7R_A F ) 7 1 OHRERIE (68 ~—2)

Cisco TrustSec SGACLD /N1 7RA S E T 14 OREMHREH

O =a T AT, ROZEFRHRE LTWET,

«Cisco TrustSec B L QXX T 4 J—7 T /7% A2 arba—L J A+ (SGACL) #
AR L TV D,

T RIF, AFZ v 7 ELUTHRIET 2L ) ICRESN TN D,

c AZy THNDTRTDTAA AN —/3— a2 D CiscolOSXEY 7 b U =7 #F{TLT
W5,

Cisco TrustSec SGACLD /N1 7RA S E ) T 14 DHIFEIR

T IT AT AA vF L AB LN, AL v F Ol ) CRIFFICEENREAE L7-5HE. SGACL
DAT— R ITNVAA v TF A —_"—3RELEEA,
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Cisco TrustSec SGACL D/\f 7RASEY T« |

B ciscoTrustSec SGACL /A F R4 S E U T 4 IZBIT B1EE

Cisco TrustSec SGACLD/\{f 7RA S E) T« AT 51F

¥

Cisco TrustSec ¥ =2 V7 4 FN—7 T A 2> ha—,L JAKM (SGACL) L, Cisco
StackWise HifliZ# V7 R— R L TCWVWB AL v T TONAT XA TV T 4 GEEZ TR —FL T
FT, ZOHEIFICE > TAT— M7 ARTUEMEP RS, A v FAF v 7137 7 & A
MU EEAL, WETEET,

Z DOIEBEZ HENZT 5 Cisco TrustSec [HH DR EILH Y £ A, UL, Cisco I0S XE Denali
1621 DY JV—ZATHR—FENFT,

=R AEOBE

AA O FAE I TIX, AL v 73R =X Db maWMBEEIEN A FFOAAL v T 52T 7T 47
AA v FELTHEY YT, RITEVEBEIAN ZFRFOAAL v FHAX N AL v F L LTHEID
YCET, HBIELIZCLIRN—ADAT — N T IVAAL v FA— "= AX LA AL v
FWT IT 4 T AA v FIZRY | WITEENENL DR WAL o FIREWAL S 2L FITR
nET,

HHT—21%, MO AT LT — T v/ BHT—ZOEE @RAEE (CoA) & bHIFE
nNad) . FRIGERT XDV 7Ly v allfll, TITATAAL v TFNHAL N, AL v F
R ENET,

AT —=NITNWVAAL o F A==, BT 7T 4 T olz A v T, EHT— X2 HE
KLTHxvre—FRLET, BET—4 (ENV-data) L0 — /L _R—RA T 7R a3 he—)L
U2 b (RBACL) &, V7 Vv y v alfliE T o ETHEIShEYA,

WOEHT — 2 NT VT 4 TAAL v FICHA T a— REhET,
«BREET—4# (ENV-data) : U 7L v ¥ a3 48{LEC RBACL E# A G 9 5 729
DEH— U X N THESNDAER 7 4 — L R,

* Protected Access Credential (PAC) : &% =7 h> 1V 2 (EAP-FAST) O kv RV %91
L7 PEBR A BE72 383 E~ 1 b 22 /L Flexible Authentication (FlexAuth; 7 L & 3 7 /L#¥GE) %1%
T DO, A v TF A —k T 4 — X THAEIC—EIZE S5 HRE,

7—/L_X—ZDRY > — (RBACL £721£SGACL) : AA vF EOTRTCOEF2U T4
TN—T%27 (SGT) ~ v BV ORY —EHRTHRENLALEED —LRXR—2DRY
=1 &k,

FRA AID /8 A T — ROFEAM CRER &5 Cisco TrustSec 7 V' F o ¥ ¥ )Vix, 77T 47 A
A vFTavr RELTEITENET,
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| Cisco TrustSec SGACL D/ ZPRASEY T 4
Cisco TrustSec SGACL D/\1 FRAL S E Y F 4 DFER .

Cisco TrustSec SGACL D/\{f 7~_RA S E Y T 14 DIER

Cisco TrustSec SGACL /A 7T XA F U T 4 REZMERT DX, TI/T 4T AL v TF ERAH
NA AL F Dl )7 T show ctsrole-based permissions 2~ > RZFE{T L4, a2~ KO
E, WHEDAA v FTRILTHILERH Y 7,

W2, T 7T 47 AA »F T show ctsrole-based permissions =~ > KO HHZ R~ L £,

Device# show cts role-based permissions

IPv4 Role-based permissions default (monitored):
default sgacl-01
Deny IP-00

IPv4 Role-based permissions from group 10:SGT 10 to group 15:SGT 15:
SGACL_3-01

IPv4 Role-based permissions from group 14:SGT 14 to group 15:SGT 15:
multple ace-14

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

WIZ, AH /N1 AL T TO show cts role-based permissions =~ > RO I ZR L ET,

Device-stby# show cts role-based permissions

IPv4 Role-based permissions default (monitored):
default sgacl-01
Deny IP-00

IPv4 Role-based permissions from group 10:SGT 10 to group 15:SGT 15:
SGACL 3-01

IPv4 Role-based permissions from group 14:SGT 14 to group 15:SGT 15:
multple ace-14

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

AT =R INWVAAL v FF—N_"—1%. TIT 4T AL v FTROa~ > R&EFE(T L THEREAZ TR
L/i‘é—o

KIZ, show ctspacs 2~ > ROl Z R L ET,

Device# show cts pacs

AID: A3B6D4D8353F102346786CF220FF151C
PAC-Info:

PAC-type = Cisco Trustsec

AID: A3B6D4D8353F102346786CF220FF151C

I-ID: CTS_ED 21

A-ID-Info: Identity Services Engine

Credential Lifetime: 17:22:32 IST Mon Mar 14 2016
PAC-Opaque:
000200B80003000100040010A3B6D4D8353F102346786CF220FF151C0006009C00030100E044B2650D8351FD06
F23623C470511E0000001356DEA96C00093A80538898D40F633C368B053200D4C9D2422A7FEB4837EA9DBB89ID1
E51DA4E7B184E66D3D5F2839C11ESFB386936BB85250C61CA0116FDDIA184C6E96593EEAFS5C39BEO08140AFBB19
4EE701A0056600CFF5B12C02DD7ECEAA3CCC8170263669C483BD208052A46C31E39199830F794676842ADEECBB
A30FC4A5A0DEDAY93
Refresh timer is set for 01:00:05

RIZ. show ctsenvironment-data =~ > RO B R L F9,
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B scacL 7 RaSEY T OBERE

SGACL /\1

Device# show cts environment-data

CTS Environment Data

Current state = COMPLETE

Last status = Successful

Local Device SGT:

SGT tag = 0:Unknown

Server List Info:

Installed list: CTSServerListl-000D, 1 server(s):
*Server: 10.78.105.47, port 1812, A-ID A3B6D4D8353F102346786CF220FF151C
Status = ALIVE
auto-test = FALSE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs

Multicast Group SGT Table:

Security Group Name Table:

0001-45
0-00:Unknown
2-ba:SGT 2
3-00:SGT_3
4-00:SGT_4
5-00:SGT_5
6-00:SGT_6
7-00:SGT_7
8-00:SGT_8
9-00:SGT_9
10-16:SGT_10

|

|

!

Environment Data Lifetime = 3600 secs

Last update time = 14:32:53 IST Mon Mar 14 2016

Env-data expires in 0:00:10:04 (dd:hr:mm:sec)

Env-data refreshes in 0:00:10:04 (dd:hr:mm:sec)

Cache data applied = NONE

State Machine is running

WIZ, AT — KTV AL v F A4 —3—1% D show ctsrole-based permissions =~ > KD H 734
EaRLET,

Device# show cts role-based permissions

IPv4 Role-based permissions default:
default sgacl-01
Deny IP-00

IPv4 Role-based permissions from group 10:SGT 10 to group 15:SGT 15:
SGACL 3-01

IPv4 Role-based permissions from group 14:SGT 14 to group 15:SGT 15:
multple ace-14

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

Q —t By — LE B
TARAZEYT 1 DEREERE
KOKIZ, ZOTYa—/LTHITOHEED Y V — AL LOBEFHRZ R L ET,

IS OBREIX, FFICHRE SN TWRWRY  EASINTZY U —RLBEOTXTHOY J—RAT
fEHCcEET,
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| Cisco TrustSec SGACL D/ ZPRASEY T 4
sGACLNA 7R S EY 74 ouuEE [

-2 HRE HEEER

Cisco I0S XE Everest 16.6.1 | SGACL /~{ 7 XA 7 £ |Cisco TrustSec SGACL (%, Cisco

VT4 StackWise ffff & ¥4 — k LT\ 5 A
A v FTONAT XA ZE YT 1 e
ZYAR—FLTWET, ZoHifck-
TAT— M7 NRITEMEN R S 1,
AL v F AL v 7IXT 7 & AHIEHT
MU ZaRE L, ETEET,

Cisco Feature Navigator Z i3 25&L., 7T v 74 —LBLONY 7 b =T A A=V DHR—
MME#R AR5 CT& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [F5E] 725 7
JEALET,
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B scacL 7 RaSEY T OBERE
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SGTXL 7O FaJLDETE

SGTAiH 71 k2L (SXP) #fEHI A L., CiscoTrustSec D/ — K7 = 7 HiR— R 3R
ND—=ITFNRA R X2 VT 4 I N—T 57 (SGT) #EfFTEET, ZOEY2—/LT
X, X v FU—2Z DA A 2 FIZ Cisco TrustSec SXP Z X ET D HFIEICONTHHAL £,
CiscoTrustSec L. [EfHTED R Y T =V TRAADRAAL VEWHENTTHZ LIk >TEFxa
T Ay NI EBELET, AL VHNOET AL AZ, ZOETIZL > TRGESNE T,
RAAL NDT A A 7 TOWEIR. BEb, A vyE—VBERE, 7—4 27
VABSIEA I = R L EfAEOEZEX2 )T 0 THRESINET,
X2 VT4 FN—THT (SGT) &7 k=L (SXP) &, CTS #HHR— I 58D
o had 1l D>THY ., AKETIX Cisco TrustSec-SXP & FEOVE J~, Cisco TrustSec-SXP (X, /%
Ty NOX TRIFEERER 72Ny T — 7 T3 ZARRITIP & SGT D31 ROERE R
5, #lfl~7 e b2 TF, Cisco TrustSec-SXP %, IP & SGT DA FEFRy hTU—7 ED
PRERA >V EIBT v T AN — AT NRA ANELET, ZO7avRZED, AL vF,
N—H T AT I —NDEX2 T 4 =R L. TIZERA TN ZANSFE LT A
TUT AT AEREBZD ZENTEET,

« SGT M7 1k 2V ORHESMSE (71 =)

« SGT &7 v h a L OHilFIFEHE (72 X—)

« SGT &7 v b a2 T 5 1EH (72 X—2)

« SGT #7110 b )V DFREHE (74 =2—)

« SGT &7 v ks 2 /L OF%ERF] (80 ~—)

« SGT &7 11 b 2 )V DEEGEDORERR (80 _X—)

« SGT &7 v ks =)L ORgREIEIRE (81 ~—)

SGT XX 70 F O JLDATIRE M
SXP %3 A3 5HIZ, Cisco TrustSec-SGT Over Exchange Protocol (SXP) % v b7 —7 % fifisT.
TOMERHY T, ZORy MU —TIIROFHREERH D £,

» Cisco TrustSec DHEHE & BEAF DL — & TEAHT 5 121%. Cisco TrustSec DEx= VT 4 T A
TUREBEAL TN Z L, L—H B IETEF AT Cisco TrustSec DHEFEN LI GA 1T,
FERNZ, ZDTA B ARFERATAILN—ZIZT VA A R—LENTNDI &,
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SETXRMmTO haLoEE |
B sorxmToraronnsE

*CiscoTrustSec V7 b =7 2T _RTCORy NT—T T, A LETHEITTHZ L,
cTRTORY NIT—T TN AR EHRINLTNWDZ L,

* @AIEIZ 1T Cisco Identity Services Engine 1.0 23422 T97, FRFEICIE Secure Access Control Server
(ACS) Express Appliance %— S b i ] T& £ 7975, Cisco TrustSec TIX 9 TD ACS #
REDY AR — R ER TV EEA, ACS 5.1 2 Cisco TrustSec-SXP 7 A £ A THEIEL TV 5
N

« BB — 2 THEZRDEIC retry open timer =~ REFREL £,

SGTX#E T 0O Fa/LDHIFEIE

* Cisco TrustSec ZZ#a~7' 11 b 2 /VITFREEA v ¥ —T7 =2 ATHR—FEINTELT, WA
VH =T oA AT T R— IR THET,

* Cisco IOS XE Everest 16.6.4 LIfED Y ) —ATliE, ¥4 F I v 7 FA M7 kan
(DHCP) AX—E 2 7 WNHEMI 72> T BHE4A. DHCP 2347 v MMI%d % Cisco TrustSec
OWEAIZ, BHARY >—Iltko TS RRAEINET,

SGT X 7R o JLICET 515K

ZO® 7 a T, SGT AT 1 h a Mz DWW CEA L £,

ST 70O FaJLDIFE

CiscoTrustSec|d, [FHHTEL Ry NT—F TNRAAD RAAL UV EHNLTHZ EIZE->TEFx =
T3y NIT—T BEHELET, RAALCHOET A AL, ZOETIZE > TGRRAESNLE T,
RAALADT A A Y 7 TOWEIL, Kb, A ye—VESERE, 7—4 2 V7
VABSIEA I = AL EfAEOE-EX2 )T 0 THRESINET,

X2 UT 4 S NV—T%27 (SGT) K#a7 o k=) (SXP) %, CiscoTrustSec # VR — F4 %
B OTa haLd15TT, SXPiX, N7y bOZ THIFERERRNAR Yy NU—7 T /81 R
BIRIZIP & SGT DA » ROEFMZFET 5. Hilfl 7 = ~ =/LTF, Cisco TrustSec 1%, )
A BE=T 2 A ATy e T4 V2 ) T LET, T2 RiRA v FEREERRIZ, Cisco TrustSec
RAAL Y (R RRA U FDIPT FLR) IZT 7 BATDHHRA MIEAF I w7 RA Mil#E
7v haj) (DHCP) AX—E VI BIPIPTNNA AN T XU TICLoTT 7 BAT/NA A
TSGTIZEN T b ES, 7278 AFT /34 AL, Cisco TrustSec />— R 7 = 7 xfin i 7105
NA AT, SXPRIETZDT Vv o=y arFqH3AL V RE2RELET, ZRHDT A A
I, BETTDOIP & SGT DAV ROT—T N E/MFELET, 7y ME, X207 7
N—TF T A arba—,L JRKN (SGACL) ZEH+T25Z L2 X Y. Cisco TrustSec />—
R =T HIGT NA AL > THIIA v H =T oA ATT 4N HZ ) 7 & ET, SXPiX, IP
LSGTDARA v FEXy NT—7 EOFBFERA "B T v 7 ARY — A7A4XA£Li
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| seTx#@7nraLnEeE
txayss -7 52x05 P

T, 2O EBRIZELY, AL vF V—F, TrAT VA= NOX=2 T 4 b —ER L,
TIRVATNRAANLEH LIETAT T AT ABRELBZDZ ENTEET,

SGT X, ROV RRA L T FIvigryarybra—i (EAC) 77 AFROWFhn
ZEEHLTHOSTHZ N TEET,

* 802.1X 73[:0‘—‘ ]\/\“»—‘X@%}g\%
* MAC #&FE/3A /XA (MAB)

» Web F&GIE

SXPi%X, T v AR—h 7 hajl LTTCP #H L, ¥z lthd 572912 TCP A— h
64999 2 L %9, SXP L, FBiEE 22T = v 7 1T Message Digest 5 (MD5) Z i L %
9, ZHUTIE, ERSNTE2o0r—LE LT, AV—0— (f=vx=—%) LU RAF— (L
=) BBV FT,

X T4 GIL—TEAXT

X2 T4 ITN—TF T, —BOu—ZEHNYTONDI—EBDI6 By hZ T, 15
fgrma—Y, TNNA R, Fl2FT T 47 4 OHERZF L, Cisco TrustSec KA A > D AT
27T ENET, SXPI, FAFICESG LT A AB L2 —F D7 LT o v L2l
LT, XY NT—JIWZEATE Ry beXa VT 0 70— (SG) TH¥ELET, ZD
R4y NA3EEIE. Cisco TrustSec R T — 27 ~D ASEFIZ Ay NMIEZ THRHITENRD Z LT
SR ESNET, X7 L Ty MNEIT—# A 2EK 2B U GRS, EX=2Y T 4
BLOZEOMORY v —HERNFEHINET, EF2VT 4 Z—7 %7 (SGT) 2L T
TURKRA VR TRARFI N T T4 I BT A NE ) T TELDT, Xy NT—=T~DT 7
TR arha— L RY —O@EHANFEREIZZ D £F, HHAR— MIDIX, A— MRS
FREDTY RKRA L "D SGTEZE N v 7 T v 7T 51D EINET,

SGTDEIYHT

Nry bDBXF2 VT 0 T N—T7%7 (SGT) 1%, 737 F) Cisco TrustSec U > 7 TH 7 ff
JENZEE, FRFE—OT U KRSV MR — M TERIEESNZ L &IT, R— F LUV TH|
DETHZENRTEET, BEENT7 Y bOSCT L, ROFETRESILET,

« SGT TH THHT ENT= 7w vMEEEFA— MIERETDE, Xy hOX T3y D
SGT L A ET,

o Ny RSSGT TH AT STV AER, BHETE WA — NMIERBLELE, Ty
FD SGT IFER SN, BT SGT BAR— MIBESNFET,

« NT o MZSGT WNeWa, B 7 SGT IFAR— MIREINET,

SGT #%E|Y BTHRD FIENRYR— I TWET,
«IPM (dotlx. MAB. Web #&zF)
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B sorxTorarozEss

* VLAN & VLAN & SGT O~ v B 7%, fBiEFRB T TIZIP 7 KL A&2EY ¥ ToH
FRGEE AT D U SGT 2t 2RI S NFE T, A A7 ekv AL, = KR
Ay ey arrE2E=F1L, IP & SGT DA > ROLEEFE-ITHIREZ B LET,

«SXP (SGT#at#a~71r kL) Y AF—

SGTXHM O FaJILDEBEHE

SO¥v s arTiE, SGTART 0 Fa /L aERET S HEICOWTHHEL £,

T3 R SGT DF FERTE

i@ D Cisco TrustSec BIETIE, FRFET— BTN ANBLRESNDL Xy NHIZ, 20T
INA AT SGT 2FN Y Y TET, FBAEV— T 7 B ATERWEAIL, EHT 5 SGT 2 T8
THETEETN, FRAEV— "\ 5EI 0 HTHi7z SGT DIF H 23, FEICEIY 2T/ SGT &
DLEEEINET,

TNA AD SGT % FHENCTRET HI2iE. ROEEEZITWET,

FEg
ARV RFEEEFET7IVa Y B
R w 71 |configureterminal ra—)ary7 4 Xalb— gy
{gu . £ — }‘%—faﬂﬁébij‘o
Device# configure terminal
AT J2|ctssgt tag TR AMBEFEENS /Y O SGT
Bl - ZaxE LET, tag 51EUT 10 EXRFLT
Device (config)# cts sgt tag T, FRETE HHPHIT1~65533 T,
ATy 73| exit BREE— RETLET,
1
Device (config) # exit

SXP E7#EHZEDERTE

W JFDT N ATSXP T A R ET HDLENH Y £, —HFDOT /A ATAE—H—T,
M DOF A T ZAF—I2 0 FET, NAT— NME#EZFEH L TWARESIE. SHTfmr K
IZR C/RAT— REFHL TS 7ZE0,
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| seTx#ForaroEE
sxe erzmozz

A\

GE) T74NVEDOSXPEETLIP T RLARRESNTELT, OO SXPEFILT R AN
FBE SN TV WA, CiscoTrustSec ¥ 7 b 7 = T IXBEfFO B — /L IP 7 KL A D SXP %
FIIP 7 RLAZMH L ET, SXPEEILT RL R, T34 A5 Bt S5 % TCP #it
LR DG ERHY £,

SXP BT Hft A i ET DITIE, IROIEEZITVE T,

FIE
AU RFEREET7TIVa Y ]3]
AT w71 |enable Fi#E EXEC E— Rz A L £ T,
il AU —=REANLET (BERSH
Device# enable =58) .
R Fw 72 | configureterminal Ja—s ) a4 ¥al—vg
5 - T—FZBBLES,

Device# configure terminal

R 7 3 |ctssxp connection peer peer-ipv4-addr| SXP 7 RL A A2RELET,
sour ce src-ipv4-addr] password {default |

none} mode {|Oca] |peer} {Speaker | %70:/‘3 ~ (D source ""’V”—U— F‘a:li%
listener} { vrf vrf-name} BT NA AD IPvd 7 KL AZIEEL
1 £, 7T RLABBRESN TN

A BEltlE, 774 FORELT R
Device (config) # cts sxp connection peer] B B A . o
10.10.1.1 password default mode local A (py‘iﬁéﬂ(b\éj}ﬁm) N EYSERy

listener FrO7 FLA %{%HEJ Li'@"o
password % — U — R{Z(X, SXP THf
AT AU — REHRELET, K
DATarnb 4,
« default : ctssxp default password =
~V REFEALTRELET 74V
FDOSXP/XAT — REMEALET,

enone: XAU— REEHLZRNWTL
72X,

mode ¥ —VU— FNTiX, VE—hFET 5
NAADOR—VERELET,

elocal : FEELT-FE— Fidu—HLF
NA A BB LET,
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B 7o+ roswpizo—romE

SeTX# 70 raLoEE |

ARV RFERETIVa Y

B8

peer : FREL7CE— RIIET 734
AEZRLET,

espeaker : 77 4/ N DT INA A
DDA Y — I —I272 0 &
7T

o listener : Z DT A A DEEREDOER
W2V A ;=270 £,

FFarowfd—U—FTlE, BT
IZX}9 2% VRE ZfHELE T, T 741
MZF 7 4/ F VRF T,

ATvT4

exit
1 -

Device (config) # exit

Ja—syar74Fal—vay
F— FZf& T L. ¥ EXEC E— FIZ
RO ET,

ATvTh

show cts sxp connections

1

Device# show cts sxp connections

(EE) SXP ez &nr LET,

FIAILEFDSXP/IRRAT— FDERE
F 740 F T, SXPITEER O Yy b T SRR RA U — REEH L EE A,
T 7 H /b SXP RAT — RERET DI, WOEEEZITWET,

FIE

AR NFERERTOVa Y

=)

ATy T

enable
1 -

Device# enable

it EXEC E— FE Az LE T,
¢« NRAT—REASILET (FERX

-5

o

ATv T2

configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g

T— FEHBLET,

ATvT3

ctssxp default password [0| 6| 7] password
{5l

Device (config) # cts sxp default
password 0 hello

SXP DT 7 )bk /RAT— R&EREL
9, JIUTTFFARRAU—F (0%
ERTOINT a0 L) £ E
XA —R (6F7Fx 747 v a %k
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T4 D SXPHEETIP T FLADERE .

AU RFERETOVa Y

B8

i) Z AN TEEY, NAV— ROk
REIX32 X5 TY,

ATvT4

exit
1 -

Device (config) # exit

Jr—sL ar T 4 Fal—va
E— FEKT L, FrHE EXEC £— NI
U

o

T74ILEDSXPEETIP7 FLADERTE

SXPIFIEETLIP 7 RLADRE SN2V & Bl TCP 8kt 9XTIZT 7 4/ h DR(ETL IP
T RUVABFEHLET, 774/ FSXPIEREICIPT RLAZHRELTH., BEFD TCP ##i
L EY A,

FTT7 4/ hSXPIEETLIP 7 L RAZRET HITIE., ROEEEITWVET,

FIE

ARV RFERETIVa Y

E:)

&

enable
1 -

Device# enable

HibE EXEC E— RE A% LE,
e NMRAT—KEANLET (FkEhn

58

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_)L a7 4 F¥alb— g
ET— FEBBLET,

ATvT3

cts sxp default source-ip src-ip-addr

1 -

Device (config) # cts sxp default
source-ip 10.0.1.2

SXP DF 7 4 /)L hOEETLIP 7 KL R
EERELET,

ATvT4

exit
1 -

Device (config) # exit

Ja—sbar7 4 ¥al—vay
E— FZ/T L, FrHE EXEC £— NI
RO ET,

SXP D EI/RABDEE

BTN SXP#E K T DL, WHlA— LV RE Ty X4 ~—RRthSET, NEA—L K
B A== TTHRNCET DEERT 5 & SXPEIFHIM & A ~—2Btt SN E T,
SXP EHIFHIMIZ A ~—0T 7 7 « 7 72, Cisco TrustSec ¥ 7 b U = 7 ILFiRI OB THE L
72SGT~o B = MY ZRFFL, Eh=y MU ZHIBRLET, 7 7 4/L MEIT 120 B
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SeTX# 70 raLoEE |

(24y) TT, SXPHEIFHMZ ORITHRIET D L, XA~—0NT 4 =770, HilEIDEE
oT_Toz M BNHIBRENET,

SXP DRI 2 ZH 4 5121, IROEEZITVET,

FEg
AU RFERET7TIV3 Y B

RTw 71 |enable Kt EXEC E— FZ A LET,
f e NAT—REANLET (FERSh
Device# enable =58 .

AT 72 | configureterminal Ja—\ )L a7 4 ¥z lb—3a
15“ : Tt F‘%B—'ﬁﬁé\biﬁ‘o
Device# configure terminal

R w 73 |ctssxp reconciliation period seconds SXPHEIZRFA~—%EBFLET, T 74
i - VMBI 1208 24)) T, #PHIE 0
Device (config) # cts sxp reconciliation| ~ 64000 TT,
period 360

ATy 74| exit Ja—syar7 4 Xalb—ay
i - ET— R&HT L. FiHE EXEC E— RIC
Device (config) # exit RO ET,

SXP ') bS5 A HARIDERE

SXP U b7 A HWiIZ L > T, Cisco TrustSec ¥ 7 b7 = 7 H SXP ##it & el A T4 A AEFE N %
D F9, SXP N IEF TN SR> T=354A . Cisco TrustSec Y 7 h 7 = 71X SXP Y ~F
AW 5 A ~— DR THRIT, B RBRROMSI 2T LE T, 77 44 MK 120 T,
SXP FRATHIM Z O ISR TET D & X4 A ~—I3 N0 . HIEERITSINETA,

SXP DY 7 A M AZER T HI21E, IROEHXEITHET,

FIE
ARV FERET7IV 3y By

AT w71 |enable ¥iME EXEC E— R& AN LET,
Bl « NRAT—REASLET @ERkEh
Device# enable =88

R 72 |configureterminal Ta— ) ar 7 4 ¥al—g
i - E—RFZBABLET,
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SKP THEBENIIPT KLRESCT Ty EL Y OEEEF % TF v 5100 syslog Ds A% |

AU RFERETOVa Y

B8

Device# configure terminal

ATvT3

ctssxp retry period seconds

1

Device (config)# cts sxp retry period
360

SXPV T4 ZA~—%5EELET,
T 74/ MEX 12080 24y) TY, #i
BHIL 0 ~ 64000 T,

ATV

exit
1 -

Device (config) # exit

Ja—nR)L a7 4 ¥ a2l — g
T— NZ#& T L. F#H EXEC £— NIZ
RO ET,

SXPTEEINZIP7 RLRESGTIVE VI DEREEZX Y TFv T
B1=8D syslog DIERL S i

Ja—sNL a2y 7 4 X a2 b— 3 F— KT assxp log binding-changes =~ > R&RET 5
EVIPT RLRESGT 23 » ROZERE (GBI, HIFR, Z2H) 23347 572N SXP D syslog
(sevSsyslog) DAEMINET, THOLDOEHIISXPHEH CHFEINTEEINET, 774

L MiE, no

cts sxp log binding-changes ¢,

NA T A TDEROUF T oA X—=TMTT D12, ROEEEFITLET,

FIE

ARV RFFEERTIVa Y

=)

ATy T

enable
B -

Device# enable

it EXEC =— RZHI L ET,
s NRAT—REASILET (FERE

-5

o

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
£ — ]\‘%E:ﬁﬁébi—g«o

ATvT3

cts sxp log binding-changes

1

Device (config) # cts sxp log
binding-changes

IP & SGT DA ROEFEOu X7
PHEMTLUET,

ATvT4

exit
1

Device (config) # exit

Juau—)aryZ7 4 Xal—gy
E— N&/&T L, F#HE EXEC E— NI
U
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SGTX#HTO FIILDRE
B sorximooraromEs

SGT X710 b )LDEREH!

DR a T, SGT AT v ha DR TEHEZ R LET,

f5] : Cisco TrustSec SXP £ & Uf SXP E 7 E#H D H L

PIFIZ, SXP AL, T34 ZA (RAE—A—) L5341 ZAB (J Z2F—) M
SXP BT HRERET D HFIEOH R LET,

Device# configure terminal

Device (config) # cts sxp enable

Device (config) # cts sxp default password Ciscol23

Device (config) # cts sxp default source-ip 10.10.1.1

Device (config)# cts sxp connection peer 10.20.2.2 password default mode local speaker

LTI, T84 ZAB (U AF—) LTS AA (AE—H—) [HIC SXP &' 7 #fi & ik
ET 2 HEORERLET,

Device# configure terminal

Device (config) # cts sxp enable

Device (config) # cts sxp default password Ciscol23

Device (config)# cts sxp default source-ip 10.20.2.2
( )

#
Device (config) # cts sxp connection peer 10.10.1.1 password default mode local listener

Bl : TIHILEDSXP ISR — REEETIPT7 FLADETE

WIZ, T 74N FDSXP/RAT—REDEETIPT RLRAERET 202 RLET,

Device# configure terminal

Device (config) # cts sxp default password Ciscol23
Device (config) # cts sxp default source-ip 10.20.2.2
Device (config) # end

SGT 37O FaJLDIEHEDFER

SXP 1t & T T HITIE, ROTEREEITVET,

avy R EL:y

show cts sxp connections SXP A7 — 4 A LBl BT 2 A A &
/?\‘ Li‘é‘o

show cts sxp connections [brief] SXP A7 —X A LI BET 5 BTG H A £
RLET,
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seTxia 7o raroueEE [

RIZ. show cts sxp connections 2~ > RO B ZR L ET,

Device# show cts sxp connections

SXP : Enabled
Default Password : Set

Default Source IP : 10.10.1.1
Connection retry open period: 10 secs
Reconcile period : 120 secs

Retry open timer is not running

Peer IP : 10.20.2.2

Source IP : 10.10.1.1

Conn status : On

Conn Version I

Connection mode : SXP Listener
Connection inst# 1

TCP conn fd 1

TCP conn password : default SXP password

Duration since last state change: 0:00:21:25 (dd:hr:mm:sec)
Total num of SXP Connections = 1

IZ. show ctssxp connectionsbrief ==~ > KD FHZ2 R~ L £,

Device# show cts sxp connections brief

SXP : Enabled
Default Password : Set

Default Source IP : Not Set
Connection retry open period: 120 secs
Reconcile period : 120 secs

Retry open timer is not running

Peer IP Source_ IP Conn Status Duration
10.1.3.1 10.1.3.2 On 6:00:09:13 (dd:hr:mm:sec)
Total num of SXP Connections = 1

SGTXR# 7O FaJLD#EEERE

ROFIZ, ZOFEY2—/LTuHT 28 EDY U —2ABIUOMERFHRZ R LET,
TN DOEREIE, RSN TWARWRY | BASHY V=R LUEOTXTDY U —XT

EHTE £,
)1y—= HERE P HEIER
CiscoIOS XE Everest 16.6.1 | SGT &#a 7' 2 + =)L SXP %, Cisco TrustSec D/N— K7 =7

PR—ERRNF Yy NT—7 TN R
\Z SGT 58 L £7,

Cisco Feature Navigator ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—
MME# A 3R T& £ 9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [H5E] 725 7
JEALET,
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SETX#@ 70 raLnEE |
B sorxmTororoneER
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Irh-7:|::
5 2

XA YUTF4TIN—TRTOITVETD
X TE

Y72y hetvxa T g ZV—TF Z7 (SGT) O~y 7%, f5ELE-Y 7%y FAD
FTRTORARN T RVARIZSGT # R A  RLET, ZOF v B IREITIND L, Cisco
TrustSec I[Z LV | FEEDH TRy MIBT HEEILIP T RUAZFROTLEOEE /T > M
SGT i b E,

« SGT O~ v ¥ 7 OFKFIE (83 ~—)

«SGT O~ v B ZICEAT A #H (84 =—)

*SGT D~ v B 7T OREHE (86 X—)

¢ SGT D~ v B2 7 O (94 ~=—3)

«SGT O~ v Vo 7 ORER (96 _—)

ctX 2 VT 4 IN—TF R T D~y B T OMEEIRRE (100 =2—)

SGTD < v E2 I DFIFIEIE

BTy FESGTDT Y EL S DEHIFEIE
Bl TV T 47 ADIPVAYT T Ry MU =7 2R TE 8 A,

« 7 Xy bR A M7 KL AL, network-map bindingsbindings /X7 A — % 23, f8E L7=Y
Txy hOYF TRy MARAMOFFHEED H/hE WD bindings 230 DHE, EX =2 U7 o
TN—"T%27 (SGT) T/ » RTEFEHA,

e X VT 4T T ha (SXP) AV —H—BILOU A F—RSXPV3UUED R— 3
VEFEITLTWAEEDOR, IPv6 TEER L OUGHERNFEITESNE T,

FIFILRIL—FDSGT Ty EL T D&EIFEIE

T 74N ML — FOREIL, Y7y M0 TOHRZTANGNET, Y73y /0721
Thost-ip DHZ AT HE, DA =V NFRENET,
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tFAUTAIN—TEIDIVELTORE |
B scro~oc sy s

Device (config) #cts role-based sgt-map 0.0.0.0 sgt 1000
Default route configuration is not supported for host ip

SGTD~ v EVJICET B1EH

TR arTlE. SGT~ v B r ZICBET AR AEM L9,

IRy FESGTDOYTYETDBE

72y hE SGTDO~ v L ZiE, FBELEZY 72y RNOTRTOARZ T R L ZIZ SGT
Z3A R LET, Cisco TrustSec [TEE /N7 v FDOEEITLIP T RLABRRE LY 7 Xy b
BT 2550y MZSGT ##H LET, 71y MLV SGT 1L, ctsrole-based

sgt-map net_address/prefix sgt sgt_number 7' 2— )L a2 7 4 X a b — gy avy REliA

LTCCLITHEEENET, H—DKRAMI, Z0Oa<wr RTvy 7 EN5AREENRH Y 9,

IPv4 % v hU =27 TiE, EX=2D7 47w bajb (SXP) v3 LD /A= 2 (3 SXPv3
BT Y7 % b O net_address/prefix 2 NV 7 EZF L, T CE EI, SXP DLIFTD
N—=V g Tk, SXP U AT — E7IC Y ZAR— T 20N, 7Ry hOT VT 47 A
HARANNAL U ROy MIEBRL LT,

72 z1E, IPva 7 %y b 192.02.024 1ZIRD X HICHBEENET (RARMT RLAD3I E Yy
cDOH)

e ARA M7 FLZ198.02.1 775 198.02.7 : Z 7 FHF SN T SXP BT I L £,

e Xy FT—ZBIUOTE—FF¥ X M7 FL & 198.02.0 5 L10198.028 : Z 7T Xhn
T LEE A

SXPV3 R/ AR— K TEX DLV T H vy h3A 2 ROEKAERIRT 5H121%, ctssxp mapping
network-map 7 o0 — 3L a7 4 Falb— gy avwr KRR LET,

TRy NN T AT EAEZT 47T, TIT 47 KA RNOERIHY FHA, Zh
HIXSGT A VARV Y a Y BIUSGACLD#EMAIc e —H VTl TEE3, 7 %> & SGT
D=y BTN L > THE T F Sy NI, VA% 2 E72X LA ¥ 3 Cisco TrustSec V
I RETEET,

IPv6 %> b U —7 OFE . SXPv3ILSXPv2 F7/2I1XSXPvI BT IV T Xy " XA T 4 VT %
T AR—FTEER A,

VLAN & SGTDY v EV T DBE

VLAN & SGT O~ v Vo JHEREIZ. B E L7 VLAN WS D %7 » MZ SGT #31 » RL &
I, THE, ROLH>RET, LHY—Fy U —27 05 Cisco TrustSec X fnr v b7 —7
~DOBATEBFIL L ET,
L —DAAF, AV L Rary a—TF, TIE®ARALA L, VPNRED, Cisco
TrustSec ¥fhis TIE 72V 3 VLAN %G DT S, A% R— b+ LET,
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| £EF2UF490—TF25DVELTDRE
LAY 3RESLLE—T A RESETORVELY WIFseTTvEYs) oizE [

TR BB =D =R BT AT — gD, VLAN B XN VLAN ACL 8% & |k
U— 2 &0ET 5 MR e DLk T S T ABE AR L £,
VLAN & SGT @31 > Rif, ctsrole-based sgt-map vlan-lig 72— 3L 27 4 Fa2 b — 37
v a<w Y RTHRELET,
Cisco TrustSec ®J5AA v F LT, AL v FHIA X —T x4 A (SVI) THDIHIF—brTxA
NVLANIZEID Y THNTEBY, TOAAL v FTIPT AL AT v T REN 2> TN

5346, Cisco TrustSec (£, SVIH 7 Xy MI~w vy B 7 Z3LTVWD VLAN EOTXRTHOT 7
T A TIRRA MIK L TIP & SGT D31 v RE{ERRTE £,

T 7T 47 VLAN O A KD IP-SGT /XA T 4 U ZIESXP U A F—|Z 7 AR—hEhF
T, v v B ENT4 VLAN O/3A » RiL VRF ([ZEE ST 57z IP-to-SGT 7 — 7 /L4
AEET, VLAN |Z SVI £7-1F ctsrole-based [2-vrf =i~ R Ty b7 EnNEd,

VLAN & SGT D34 o ROELNAM TR HIRLS . SXP F/2IXCLIARA N a7 4 F 2 b—
arvEDFEOMD Y —ANSLDNA Vv REZITER - T25E1, EHREINNET, XA FD
BEANENIX, 31 > R OEIENENL] B2 v a viT aﬁéhfwi#

LAN3H/EBASA A —T A RESGTOTYELSY (BBIFSGT v v E
V) OE

L3IF-SGT~ v V' 7%, AL 2 A 2 —T7 o4 AR, ROLA 3L 2 H—
T2 A ADWTNND T T 4 v 7IZSGT ZEHFE~ vy B 7/ TEET,

=7 v RR—F

«SVI (VLAN A > Z—7 = A )

LAY 2LR—PFDULAFYIVTA L E—T AR

e ho XNV A B —T AR

(SGT 7 Vi —/ 3 7 CiscoISE F 721% Cisco ACS 7 7 & A — " b #EpIC G S %)

FEDSGTHE S EITEF 2 VT 4 VNV —TX%4ET HITIL. ctsrole-based sgt-map interface
Ja—) a4 Fal—yaryavwry ReFEHRLET,

TATUT AT A HR— b~ T (ctsA vV Z—T =24 AFEY T E—Far7 X2l —
g ) BEOL3IF-SGT A&7 % IP & SGT DA v FaENE L THEA, IPM MELE SN
F9, IP & SGT DA ¥ ROFOMOEE L., [/31 v REETLOELIEN ] v 27 a iz
U A R SITODESENANIZHE > TRI S E T,

INA T4 VTEERTSAF) T4
Cisco TrustSec 1352 2B H T IP-SGT /N1 v R Y — AR OBE MR- LES, =& 21T

SGT i policy { dynamicidentity peer-name | static sgt tag}! Cisco Trustsec F#h1 > % — 7 :4’ A
EF—Ravwr R (TATFT AT 4 R—F~v D) #EHLTA L Z—T A RZHH
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B 7o+ r—roser

T4 MIL—

tFAUTAIN—TEIDIVELTORE |

ShEd, BHEOBEIBMLOBERNEFE, Kb/hSW (1) 2»bk& (7) £T kROEEYH T
R

1. VLAN : VLAN-SGT ¥ v B> V3R E E472 VLAN EDAX—¥E' 2 7 Sivfz ARP X
FRBFEINAL T 4 T

2. CLI : ctsrole-based sgt-map 7 12— 3L 27 4 Fab— gy a<r KO IP-SGT B %
FHLTREINTZT RLA RS T 4T,

3. bA¥3 A4 H—TxA4 A (L3IF) —BLELIF-SGT vy B IRT AT T 4T 4
A= TE2EHTA1OU EDA v F—T oA A5 HAH A EOFIBfiztm
b UNFRKRTEBMENTAL T 4 7,

4. SXP:SXPETIMOLFEREINTAAAL T 4T,
5 IP_ARP : ¥ 7t &N72 ARP /37 » R CTS GV v 7 TSN L& cEE ah:
NRA T 40T

6. LOCAL : EPM & F A A b7 o X U T Ko TEE ENTZFRIEE AR A FOANAL T ¢
/70 ZDEAT DA T 4 7%, L2 [IJPM 2338 E SN/ — F D ARP A X —F
TICEoTHFEEHEN a2 DFA ML EENET,

7. INTERNAL : 2 — ALV CREENZIP T LA LT RA 2B O SGT B DONRA 5 v~
2

~d SGT

T3V IN— DX )T 4 I N—T%7 (SGT) 1%, T 74/ +b— M SGT HH %
Elp M CTET,

T 7 F I/ h— NI, BESNTA—FE LWL~ FTHDTED, TAN) Y — hDsE
FerDN— T, TTH Mb— NI, V=T 4 T T—TIVICHRANC Y 2 R ER TV
WHR Yy MU= BRI TV Dy hOfRRICER S E T,

SGTOYYEVITDEHREARE

OB arTiE. SGTY Y BV 2B ETAHERLET,

T /N1 R SGT DFEIFRTE

WH D Cisco TrustSec BIVETIE. WALV — "N F AL ADBLRESNL Ay NHIC, FOF
NA AT SGT #FNID Y TET, BiEY— T 7 BATERWEAIX, AT SGT Z FH#)
TRETEXETN, FEH— "0 5E Y Y ToHi7 SGT DIEH A, FEICTHIY YTz SGT &
DHEEINET,

TNA AD SGT % FETHRET D121, WOEEEITWVET,
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FIE

$IxyreseTovyErsonz [

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device# enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

configureterminal

1

Device# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

ATvT3

cts sgt tag
1 -

Device (config) # cts sgt 1234

Cisco TrustSec ® SXP # A x—7 /LI L
\i j—O

ATvT4

exit
1 -

Device (config) # exit

Ja—nR_) a7 4 F¥al— g
E— N&&T L, F#HE EXEC E— NI
RO FE3,

HIRy hESGTOTYEVYDETE

FIE

ARV RFFERERTIVa Y

=)

&

enable
1 -

Device# enable

H5tE EXEC =— RZHI L ET,
e NRAT—KREANLET FEkEh

=%a

o

ATy T2

configureterminal

1

Device# configure terminal

Ja—N)L a7 4 F¥Falb—g
£ F%%ﬁﬁébi—g«o

ATvT3

cts sxp mapping networ k-map bindings
fAi

Device (config) # cts sxp mapping
network-map 10000

eV T Xy FESGT D~ BT D
BRA MEOFIRZFFRE L ET,
bindings 5[4%1%. SGTIZ/3A > K&
L. SXP Y A F—lx= s AHR— |k
TX5H 7Ry MIPHA NDORK
BEEELET,

« bindings: (0~ 65,535) & 7 # /L
ME 0 GHATENDHEERL) T
‘j‘o
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B soxvresetorvervonE

tFAUTAIN—TEIDIVELTORE |

ARV RFERETIVa Y

B8

ATvT4

ctsrole-based sgt-map ipv4_address/prefix
sgt number
1 -

Device (config) # cts role-based sgt-map
10.10.10.10/29 sgt 1234

(IPv4) CIDR £ TY 7% v b ZIEE
LET,

e BT xy bESGT D~ v B 7%
EXMVETICE, Zoa~vr Ro
nERXEHFHLEST, AT v 72
THRET D3 T 4 7 DU,
7T xy FEORARN T RLAOD
B ETHLIMERHD £3 (>
rO—2, BT a— KRy A b
7 RV A%FRL) , sgtnumber ¥ —
J— R, BELEY TRy FOK
RAR T RLVARCAAL V RT 5
FaUT 4 IN—T ZTHEEL
EJaN

«ipv4_address: R MMf& 10 R
TIPv4 X hT—27 7 RL A%
ELiTO

eprefix: (0~30) *v hU—2 7T
RUANODOE y MEERELE T,

* sgt number : (0 ~ 65,535) ¥ =
VF 4 I N—7%7 (SGT) Hi5%x
BELET,

ATvTh

ctsrole-based sgt-map ipv6_address:: prefix
sgt number
fAil

Device (config) # cts role-based sgt-map
2020::/64 sgt 1234

(IPv6) zam > 16 XKL TH 7 £ > b
RHEELET, 7Ry FESGTO~Y v
By REATVHETICIE, Zoavy
RO no FEXZHEHL £7,
ATy T2THRET /M T 4 T D
B, Y7y b EDOEAN T LA
O ETHLLENRHY £ (Fv b
U—7. . BT e—RE¥xy AT K
L A %&FR<) . sgtnumber F—17 — K
X, HELLEY 7Ry ROKRARNT
RUVRIZNRAL  RTHeF2 VT 4 7
N—"T" BT EEELET,
«ipv6_address: =z 16 #EEFL T
IPv6 v N —2 T KL AZRE
LET,
sprefix : (0~128) F> hU—7 7T
FLANOE Y MIERRELET,
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vian & seTow v Ev gz [

ARV REEET7IVa Y B8
* sgt number : (0 ~ 65,535) ¥ =
V74 JN—F4%27 (SGT) &HH%

fHELET,
AT w76 |exit Ta—) a7 4 F¥al— gy
il - T RZMT L, FFHE EXEC £— FIZ
RYET,

Device (config) # exit

o] ~ » E I_l_I
VLAN & SGTDOY Y EV T DEERTE
Cisco TrustSec 7 /3 A TVLAN-SGT ¥~ v BV VAR ETHH AT Ta—,
* %15 VLAN @[ U VLAN_ID T7 /34 A k|2 VLAN Z{Efk L £,

eV RRAL MDD TAT U NMIH LT, 774NV M= U oA D L IITT A A
@ VLAN T SVI Z{ERk LE 4,

*VLAN 77 4 v 27 ZSGT @A TH X207 A AEHRELET,
e TNRAADIP T NRAANT v XU T EHMMILET,
cVLANICT XA AN T o F U IR —%2T X F LET,

N

CE) ~NFAALvF Ry NT—7 T, SISFR—ADTNAARNT v
XL, BEEZFEITLTCOVD AL v FRTRA v FT—7
N P BT EEY, ZHud, A RRT 7 ERAR—MZ
RRENDAA v FTHAA v R MU BERES L, F T2
R—RE2NLTERRENDHEA ML T=Y b BMER S L7
WZEEAHEELTWET, SAVF RS v Ty hT v TR
Z479121%. [ Security Configuration Guide] @ [ Configuring
S SF-Based Device Tracking) D23 5 [ Configuring aMulti-Snitch
Network to Stop Creating Binding Entries froma Trunk Port] @ FIEIZ
W T, BIORY =R EL, FTUIR—MITHvFT+5
AL ET,

*VLAN & SGT D~ v BV I NTNRA ATRATLZ L 2R LET,

FIE
ARV RFERETI3Y EL:Y

ATv7F1 |enable K EXEC E— RZ A LE T,
1 -
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tFAUTAIN—TEIDIVELTORE |

ARV FFEREETIVa Yy

S

Device# enable

e RAT—FEANLET (FERE
N8548 .

ATy T2

configureterminal

1 :

Device# configure terminal

Jua—\) a7 4 Xal—g v
£ F‘%{:Eﬁﬁébij‘o

ATvT3

vlan vian_id

&1

Device (config)# wvlan 100

TrustSec XfJ&7— N 7 = A 7 /31 AT
VLAN 100 #{Esk L. VLAN =27 ¢
Xl —arE® —REHBLET,

ATv74

[no] shutdown

1 :

Device (config-vlan)# no shutdown

VLANI00 2 et ya=27LET,

ATy Th

exit
51

Device (config-vlan)# exit

VLAN=Z> 7 4 X2l —3 g F—FR
PRTL, Ze—L a7 X2
L— gy T—RIZEY 9,

ATvT6

interface type slot/port
1 -

Device (config)# interface vlan 100

A B =T A AEA T HIFEEL T,
A H =T 2 A AT 4 Fz2l—
vary E—RERKLET,

ATy T17

ip address dot/port
1 -

Device (config-if) # ip address 10.1.1.2
255.0.0.0

VLAN100 DA A » FAREA > X —T =
A A (SVD) ZEELET,

ATvT8

[no] shutdown

51

Device (config-if)# no shutdown

SVI A F—7 Mz LET,

ATvT9

exit
1 :

Device (config-if)# exit

A B =T xf A AT 4 X2l —
vareE—REKTL, Fa— Lo
V74X 2l —a - RIIRED E
7

ATy 710

ctsrole-based sgt-map vlan-list vian_id
sgt sgt_number

1

Device (config) # cts role-based sgt-map|
vlan-list 100 sgt 10

8 € L72 SGT 45 L 7= VLAN %%
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vian & seTow v Ev gz [

ARV FFEREETIVa Yy

E:)

ATy 7N

device-tracking policy policy-name

1 -

Device (config) # device-tracking policy]|
policyl

RV —%EEL., TAAART o X
>/£f‘ﬁf U —a 7 A ifil L—va
£ F‘%‘:Eﬁﬁé“ szjﬂo

ATvT12

tracking enable

1 -

Device (config-device-tracking) #
tracking enable

RY —BEOT 75V hDOT A R
N7 oXR U TRERE FEELET,

ATy 713

exit
&1

Device (config-device-tracking) # exit

THRAARNTZ xR v—ay
TA4Fal—varE— T LE
T, FENT, Far—rbar 7 X a
L—varyE—RIED 7,

ATy 714

vlan configuration vian_id

51

Device (config) # vlan configuration
100

TNRAARNT X7 R o—%T
X v F97%5 VLAN ZIEEL. TD
VLAND a7 4 F a2l —3 g F—
Nz L E9,

ATy 715

device-tracking attach-policy policy-name
11

Device (config-vlan-config) #
device-tracking attach-policy policyl|

FBESNZVLANICT A A N T v
YT R —ET T LET,

ATy 716

end

1 -

Device (config-vlan-config)# end

VLANa > 7 4 Fa2lb—v g E—FK
HT L. H5HEEXEC E— RIZREY %
j‘o

ATv I

show ctsrole-based sgt-map
{ipv4_netaddr | ipv4_netaddr/prefix |
ipv6_netaddr | ipv6_netaddr/prefix |all
[ipv4 |ipv6] |host {ipv4__addr |ipv6_addr
} [summary [ipv4|ipv6 ]

51

Device# show cts role-based sgt-map
all

({ft&) VLAN ¢ SGTO~ v BT %
FRLET,

ATy 718

show device-tracking policy policy-name

51

Device# show device-tracking policy
policyl

EE
jz—g«o

BUEDRY v —J@ Mz L
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B crescrovoersozs

LIF & SGTORYEVHY DERTE

FIE

tFAUTAIN—TEIDIVELTORE |

ARV RFERETIVa Y

E:)

&

enable
51 -

Device# enable

ke EXEC E— N2 B L FET,
e NMATU—KREASNLET FERkEh

-6

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

ctsrole-based sgt-map interface type
slot/port [ security-group name | sgt number
]

1

Device (config) # cts role-based sgt-map
interface gigabitEthernet 1/1 sgt 77

SGTIFEESNT=A v X —T = A A~
DAITRNT 74w 7 IZEHINET,

« interface type slot/port : fifi i AT E 7
A B—T A ADY A MEFRL
£,

* security-group name : SGT X7V
YT XA VT I—T
4413 Cisco ISE F 7214 Cisco ACS T
BREINTWET,

o gt number : (0~65,535) , E¥% =
V74 IJNV—T7%27 (SGT) Ha%
BELET,

ATv74

exit
1 -

Device (config) # exit

U

REE— FERTLET,

ATvT5

show ctsrole-based sgt-map all
fl

Device# cts role-based sgt-map all

AT T 4 v ZIZIRESNT SGT 28
AT ENTZZ L BHERLET,

N—FDT7HF—XAT7DITZIal—F

IN=RU 2T H—=A NTRIFEELRWIMERATERWESIE, S—ATOY 7 hy=T T
Ralb—varvEFEHTOILIOICAAS v T ERETEES, VI N =2TXF—XNTOEM%Z
BIET DI, ROVEEEITVET,
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| £EF2UF490—TF25DVELTDRE
Frrnr—roseTonz [

FIE
ARV KRFERRETI a3 Y B#J

AT w71 |enable it EXEC E— RZAMIC L ET,
fi e NAT—REANLET (FERSh
Device# enable =88

R 72 |configureterminal Ta— ) ar7Z 4 ¥al—a
Bl T— FEMBLET,
Device# configure terminal

R w 73| ctskeystore emulate N— R 2T H—A NTORDYIZF—
1 ARTOY 7 =T EIal—ay
Device (config) # cts keystore emulate ;Zfiﬁﬁﬂ—é J: 2 017\/1) y%%%ﬁﬁ?bi

AT v 74| exit REET—RETLET,
f1
Device (config) # exit

R T 75 |show keystore F—ARNTDAT—HALNFEFRL
Bl T, RAFSNEREERRSNEY
Device# show keystore oo

FTIHILRIL— D SGT DERTE

1R BHHIIZ

iproute0.0.00 =~ R&EMH LT, 73 AT 7 4L hb— BT TICER SN TWD Z
LEMERLET, £I)TRWEA, T 74V Lb—bF (F 74/ hb— D SGT (2AE) 11X
ARG A BST D720, T A MY Y — bOsidid CPU 285 L £,

FIE
ARV RFEREET7TOVa Y ]3]

ATy 71 |enable FiHE EXEC E— REAIT L E T,
i e NATU—REANLET (HERSh
Device> enable 73548 .

R T 72 | configureterminal JTa— )L a7 4 FX¥al—3a
i - T FEIBLET,
Device# configure terminal
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tFAUTAIN—TEIDIVELTORE |
B scro~ocsomz

ARV RFEREET7TOVa Y B8
R w 7 3 |ctsrole-based sgt-map 0.0.0.0/0 sgt number | 7 4,1 ~L— D SGT H 2425 TFE L
i - 9, AXEIE O~ 65519 TT,

Device (config) # cts role-based sgt-map| (G¥) * host_address/subnet {3,
0.0.0.0/0 sgt 3 IPv4 7 K12 (0.0.0.0/0)
F2IXIPv6 7 R LA
(0:0:/0) DEBH BT
R

F 7 )V hb— kN DFRE
I, 7Ry M0 TOH
ZIFANLNET - BT
% /072 L C host-ip D
B NTTHE kD
Ave—YnFoREINE
R

Device (config) #cts
role-based sgt-map
0.0.0.0 sgt 1000
Default route
configuration is not
supported for host ip

2T 74 | exit Jau—s\)Lar7 4 Fal—ay
1 - E—-FERTLES,

Device (config) # exit

SGTDY v EVT DHERR

WDt s a T, SGTY v o V545 HFiEx s LET,

HIRy bESGTDT Y EVY DERTEMER

YT Ry bESGT D~ v V' 7 OREFREFRT DL, RO show 2~ ROWTNNE

HHLET,

avw kR B&Y

show cts sxp connections SXP A —H—L U 2F—Di L . BEA
T—HAEFRRNLET,

show cts sxp sgt-map SXP Y ZF—iZ= 7 ZAHR— K L= IP & SGT
DA T 4 TR LET,
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vian £ seT o v Ev oz [

avy kR B&Y
show running-config BT xy FESGTDa 7 4 Fa2l— g

O RNREfTa T 4 Fal—Tar Ty
ANHNIZHDHZ LR LET,

VLAN & SGTDO T v EV Y DFEER

VLAN & SGT O EFHZFRT HI2IE. D show 2~ REMEH L £9,

x1:
avy kR B#Y
show device-tracking policy TNAANT xR TR —OBHEDRY
—EMEERRLUET,
show ctsrole-based sgt-map IP7 RLAELSGT DA v REFRLET,

3IF & SGTD Y v E > DR

L3IF & SGT O El#HE R T DITIE, KD show 2~ REHEHALET,

avy R B#Y
show ctsrole-based sgt-map all TXTOIPT RLALESGT DA RERR
LET,

T 74 LIL— kD SGT DR EFEER
F 7 4 hb— k@D SGT D ERER

device# show role-based sgt-map all
Active IPv4-SGT Bindings Information

IP Address SGT Source
0.0.0.0/0 3 CLI
11.0.0.0/8 11 CLI
11.0.0.10 1110 CLI
11.1.1.1 1111 CLI
21.0.0.2 212 CLI

IP-SGT Active Bindings Summary

Total number of CLI bindings
Total number of active bindings
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B scro~oesomEs

tFAUTAIN—TEIDIVELTORE |

SGTDOY v ET DEREH

OB varTiE, SGTO~ v B 7 ORER ERLET,

5 . T/N4 X SGT DFENELTE

Bl . TRy

Device# configure terminal
Device (config) # cts sgt 1234
Device (config) # exit

FESGTOIYYE VT DERTE
WOFNL, SXPv3 ZFEITLTWBT /A X (Devicel & Device2) MDD IPvd 7 %> k& SGT
D=y BT EHRETDHHIEERLET,

FNRAAEDOSXP A —H—/ ) A F— TV TR ELET,

Devicel# configure terminal

Devicel (config) # cts sxp enable

Devicel (config) # cts sxp default source-ip 1.1.1.1

Devicel (config) # cts sxp default password lsyzygyl

Devicel (config)# cts sxp connection peer 2.2.2.2 password default mode local speaker

Device 1 @ SXP U A —& LT Device2 R ELET,

Device2 (config)# cts sxp enable

Device2 (config) # cts sxp default source-ip 2.2.2.2

Device2 (config)# cts sxp default password lsyzygyl

Device2 (config) # cts sxp connection peer 1.1.1.1 password default mode local listener

Device 2 T. SXP HHmANEMEL TWA Z L MR L T &V,

Device2# show cts sxp connections brief | include 1.1.1.1
1.1.1.1 2.2.2.2 On 3:22:23:18
(dd:hr:mm:sec)

H7 %y U —27 M Device | ITHEESNA L HICHTELET,

Devicel (config)# cts sxp mapping network-map 10000

( )
Devicel (config) # cts role-based sgt-map 10.10.10.0/30 sgt 101
Devicel (config)# cts role-based sgt-map 11.11.11.0/29 sgt 11111
Devicel (config) # cts role-based sgt-map 192.168.1.0/28 sgt 65000

Device 2 ¢, Devicel WHDH 7 xRy b & SGT DILRAZMER LET, = 2T,
10.10.10.0/30 7% v v U— 7 HOFEEN 2 8, 11.11.11.029 V7 %> v U —27 H
DOYEIEN 6 H. 192.168.1.028 7 % v U — 27 FDOILIEN 14 HIFFET 5 LN H
D i‘é—o

Device2# show cts sxp sgt-map brief | include 101|11111|65000

IPv4,SGT: <10.10.10.1 , 101>
IPv4,SGT: <10.10.10.2 , 101>
IPv4,sSGT: <11.11.11.1 , 11111>
IPv4,SGT: <11.11.11.2 , 11111>
IPv4,SGT: <11.11.11.3 , 11111>
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1

TR

VU DERTE

Bl: FUERU S ERLI1DORR KT H VAN & SETov v EvvoiE [

IPv4,SGT: <11.11.11.4 , 11111>
IPv4,sSGT: <11.11.11.5 , 11111>
IPv4,SGT: <11.11.11.6 , 11111>

IPv4,SGT: <192.168.1.1 , 65000>
IPv4,SGT: <192.168.1.2 , 65000>
IPv4,SGT: <192.168.1.3 , 65000>
IPv4,SGT: <192.168.1.4 , 65000>
IPv4,SGT: <192.168.1.5 , 65000>
IPv4,SGT: <192.168.1.6 , 65000>
IPv4,SGT: <192.168.1.7 , 65000>
IPv4,SGT: <192.168.1.8 , 65000>
IPv4,SGT: <192.168.1.9 , 65000>
IPv4,SGT: <192.168.1.10 , 65000>
IPv4,SGT: <192.168.1.11 , 65000>
IPv4,SGT: <192.168.1.12 , 65000>
IPv4,SGT: <192.168.1.13 , 65000>
IPv4,SGT: <192.168.1.14 , 65000>

Device | YRR Z MR L ET,

Devicel# show cts sxp sgt-map
IP-SGT Mappings expanded:22
There are no IP-SGT Mappings

Device 1 & Device2 DFREZFFEL., Ju— )L a7 4 Fal—y g2 F— K
ERTLET,

Devicel (config)# copy running-config startup-config
Devicel (config) # exit
Device2 (config)# copy running-config startup-config
Device?2 (config) # exit

N LE1DDRA XY SVLAN &£ SGTD Y Y

WOFITIE, H—DAKRA MX, 727 EAT/NA A LD VLAN 100 (282 L £ 9, TrustSec 7 /N
A ADAA » FARBA L H—T = A AXVLANIOO DT RiRA > hDF 7 )V b F—h 7 =
41270 FF IP7 FLA10.1.1.1) , TrustSec T /3 A AZVLAN 100 05D 37 MZEF =
V7 4 ZV—7%7 (SGT) 10 Zi#H L £,

7 7 AF N4 A 12 VLAN 100 Z/ER% L $97,

access_device# configure terminal
access_device (config) # vlan 100
access_device (config-vlan)# no shutdown
access_device (config-vlan) # exit
access_device (config) #

TIEAY L7 E LT TrustSec TXA ADA A —T 2 A ABRHBRELET, =
RARA L OT 7 A R—FOFEIX, ZOFTITEAKINET,

access_device (config)# interface gigabitEthernet 6/3
access_device (config-if)# switchport

access_device (config-if) # switchport mode access
access_device (config-if)# switchport access vlan 100
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B 5 Anf—rcoBFEseTOT Y EL S DR

tFAUTAIN—TEIDIVELTORE |

&
iy

TrustSec 7 /34 A2 VLAN 100 Z1ER L £

TS_device(config)# wvlan 100

TS device (config-vlan)# no shutdown
TS device (config-vlan) # end

TS device#

#{Z VLAN 100 D7 — 7 =4 L LT SVI Z/EK LET,

TS device(config) # interface vlan 100

TS device(config-if)# ip address 10.1.1.2 255.0.0.0
TS device(config-if)# no shutdown

TS device (config-if)# end

TS device (config) #

VLAN 100 DR A MZEF 2V F 4 70— %2 (SGT) 10 #E Y B TE,

TS device(config)# cts role-based sgt-map vlan 100 sgt 10

TrustSec T34 ZAD P T NAA AT v XU T EHECLET, ZAREEL TV
HIEHEMERLET,

TS _device(config)# ip device tracking
TS device# show ip device tracking all

IP Device Tracking = Enabled
IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 100

Total number interfaces enabled: 1
Vl1anl00

(EE) = FRA Y b bT 740 b= U =A Zping LET (ZOFITIEL,
RARIPT FLA10.1.1.1) , SGT 10 73 VLAN 100 DA A MI~v v B 7 ST
WoHZ EEMERLET,

TS device# show cts role-based sgt-map all
Active IP-SGT Bindings Information

IP Address SGT Source

10.1.1.1 10 VLAN

IP-SGT Active Bindings Summary

Total number of VLAN bindings = 1
Total number of CLI bindings = 0
Total number of active bindings =1

Bl ADFR— FTOLIFE SGTOTYE VST DERTE

WOFITIE, TRAATA L —FDLA VI H—T 2 AT, T XRTDODATINT T 4 v

TIWZSGT3INZ JHHTF &b L H IR E

TIZhro>TWET,

LET, BRINTEZY TRy FOT VT 4w 7 ANRT
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1. AV —T A AZRELET,

Device# configure terminal
Device (config) # interface gigabitEthernet 6/3 sgt 3
Device (config) # exit

2. AV =T 2 A RCHERT DT 7 4 v I PRBEUNCH 7S D Z L 2R L

7.

Device# show cts role-based sgt-map all

IP Address SGT Source
15.1.1.15 4 INTERNAL
17.1.1.0/24 3 L3IF
21.1.1.2 4 INTERNAL
31.1.1.0/24 3 L3IF
31.1.1.2 4 INTERNAL
43.1.1.0/24 3 L3IF
49.1.1.0/24 3 L3IF
50.1.1.0/24 3 L3IF
50.1.1.2 4 INTERNAL
51.1.1.1 4 INTERNAL
52.1.1.0/24 3 L3IF
81.1.1.1 5 CLI
102.1.1.1 4 INTERNAL
105.1.1.1 3 L3IF
111.1.1.1 4 INTERNAL
IP-SGT Active Bindings Summary

Total number of CLI bindings = 1

Total number of L3IF bindings = 7

Total number of INTERNAL bindings = 7

Total number of active bindings = 15

Bl: N\—F2z7F—AFF7DITZal—+

WIZ, Y7 b =T F—A T OEMZERER LOMHRT 502 R LET,

Device# configure terminal

Device (config) # cts keystore emulate

Device (config) # exit

Device#show keystore

No hardware keystore present, using software emulation.

Keystore contains the following records (S=Simple Secret, P=PAC, R=RSA):

Index Type Name
0 S CTS-password
1 P ECFO5BB8DFAD854E8376DEA4EF6171CFEF

5l . TN X)L— D SGT DELTE

Device# configure terminal
Device (config) # cts role-based sgt-map 0.0.0.0/0 sgt 3
Device (config) # exit
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tFAUTAIN—TEIDIVELTORE |
B tx2v5o0—T850cvErT0nERE

X1V TATIL—TRTDIYELT DHEREERE
WORIZ, ZOFEY 22— /LTt T 28ED Y UV —2 B L OEEERZ T~ L ET,

IS OREIX, FRICHIRESNTWRWRY | BAINTY U —RLBEDOTXTOY U —RAT
fEHCcEET,

J1y—2 tae HRETRER

CiscoIOSXEEverest16.6.1 | % 2 V5 4 Z—F % |V TRy & SGT D~ v B 73, 5
Ao e A= ELIZY 7 Xy NNOTXTORA R
T RLVRIZSGT # 1 A » FLET, Z
D~y B TRETEINS L, Cisco

TrustSec ([ LV, FEEDH TR MIE
THEETLIP 7 RLAERFOTEDE
{E3%7 » MZ SGT i b ET,

Cisco IOS XE Gibraltar
16.11.1

T xR’ —FSGTD |F 7 4/ Fb—  SGT X, ¥BEIN-
| J— & —FH LR L— MIZSGT # 7
BmrBn BCTET,

P NI

Cisco Feature Navigator # il 425 &, 77 v b 74 —LBIL RNV 7 F 72T A4 A=V DY R—
MEHRZ R TE £9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5H] 72 H 7
7EALET,
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Cisco TrustSec VRF xt /it SGT

Cisco TrustSec VRF %fii~ SGT ¥%6EIL. #FE D Virtual Route Forwarding (VRF) A > A X A L
X2 VT4 IN—=T% 2 (SGT) OZHT' v k=) (SXP) HEfez A FLET,

» VRF-Aware SXP (101 ~<—73")

» Cisco TrustSec VRF *fIit~ SGT D% E ik (102 ~<—)
« Cisco TrustSec VRF %f)its SGT D% EH] (103 ~—)

« Cisco TrustSec VRF xf/itx SGT DOFEREEE (104 ~—2)

VRF-Aware SXP

RN —T 4 T BIOT7 U —F 427 (VRF) @ SXP DFEEET, ¥ED VRF & SXP B¢
%34 > RLEJ, Cisco TrustSec &1 X2 —7NWIZT DRI, v bT—2 FPARaIRLA Y
2FEZIFLAYIDOVPNIZK LTIELSRESNTEY, 3TO VRF AR EINTND D
EERAEE LTWET,

SXP VRF A R— K, RO XHICF LD ENTEET,
+12>® VRF 21X 1 2D SXP #Efi DA Z /A RTEET,
« 3D VRF NEHET D SXP T F7235E7TIP 7 RUAEFSRREMENH Y 97,

« 150 VRF TF¥ GEIME7Z13HIFR) Sh7/-IP-SGT~ v B> 7%, AU VRE KA A T
DHBEHFTEET, SXPHEHITIR/ARD VREICNAA V RENE~v v BV 2Bt 8
lvo SXP H5#5i 58 VRE TR T L2 WEAIX, £ D VRE D IP-SGT ~ v B 71X SXP (2 & »
TEHINETA,

s VRE ZLIZBEEOT7 FL A 77 I UNRYR—FENTWET, ZDO7-®, VRF RAA
D1 >D SXP £ 3 IPV4 I L OV IPV6 M F D IP-SGT ¥ v ¥ o VB Eaik TE £ 97,

« SXP IZ1X VRF 72V OB L OV IP-SGT = v V' ZHOHIRIZH Y T8 A,
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B cisco Trustsec VRF 555 SGT D& E S %

Cisco TrustSec VRF %t & SGT |

Cisco TrustSec VRF x{/iis SGT D% TE A%

Z D7 v a Tt Cisco TrustSec VRF %}iis SGT D ESFIEIZOW T L,

VRF & L1 2VLAN OE|Y B THETE

FIE

AV RFEEETIa Y

S

&M

enable
1 -

Device> enable

¥ibE EXEC E— REZ A% LE 1,
e NMRAT—RKEANLET (FRkEhn

%a

o

ATy T2

configureterminal

1

Device# configure terminal

Juaua—)L a7 4 Xal— g
£ }“%Eﬁﬁébjﬁ‘aﬂo

ATvT3

interface type number

1

Device (config)# interface vlan 101

AVHE—T 2 A RAEHFREL, £ ¥ —
TxAAAT74F2lb— gy T—
NZBta L ET,

ATV

vrf forwarding vrf-name

1

Device (config-if)# vrf forwarding
vrf-intf

VRF A v AH  AETIMER Y T —
DEAE—T oA AEITT A
H—T = A AZBHEA T F T,

(x£) HHA L HX—TxAATVRF
ERELIRNTLL SN,

ATvTh

exit
1 -

Device (config-if)# end

B =T AT 4 Fal—37
VE—REKTL, Fr—L ay
TA4F¥2l—rarET—RNIREDFET,

ATvT6

ctsrole-based 12-vrf vrfl vlan-list 20
1 -

Device (config)# cts role-based 12-vrf
vrfl vlan-list 20

LAY 2VLAN ® VRF £ VAKX VA%
IR L E7,
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I Cisco TrustSec VRF %1 /i SGT
VR & seTov v EvsnEE

AU RFERETOVa Y =)
ATvw71|end Ja—s ) ar7 4 ¥alb—vay
Bl - T— NZA&T L. K EXEC £— RIC
RYET,
Device (config) # end

VRF & SGTOI VY E VY DRTE

Fg
ARV RFERETI a3 Y B#)

AT 71 |enable KHE EXEC T— REAHT L £T,
5l e MAU—REZANLES (ERkSh

7=5%8) .

Device> enable

R T w 72 | configureterminal Ta—r ) ar7 4 Xal— gy
Bl - T REBALET
Device# configure terminal

AT 7 3 |ctsrole-based sgt-map vrf vrf-name FEE 7= VRF O 34w MZ SGT % 1
{ip4_netaddress| ipv6_netaddress| host | fj 1 %4,
{ip4_address|ip6_address} }] sgt
sgt_number IP-SGT /A > Rid, $8& S 4172 VRF
1 ELIPT RLADZ A FITE > TURS

' NBHIP 7 e haLoN—T g | ZBEE

Device (config) # cts role-based sgt-map| 1¢ 57 IP-SGT @5:%7“11/&:]\7‘7 S
vrf red 10.0.0.3 sgt 23 ET,

RTwF4|end su— L ary 7 4 F¥alb—ig
i - T RZKT L, FFHE EXEC £— FIZ

RO ET,

Device (config) # end

Cisco TrustSec VRF x5 SGT D% E

ZDE 7 ¥ a T, Cisco TrustSec VRF %)t SGT O EM 2~ L £ 7,

{5l : VRF & L 1 7 2VLAN D&Y ZHTDERTE

Device> enable
Device# configure terminal
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Cisco TrustSec VRF % /it SGT |
B 5 weseTovoesvomE

Device (config) # interface vlan 101

Device (config-if)# vrf forwarding vrf-intf

Device (config-if)# exit

Device (config)# cts role-based 12-vrf vrfl vlan-list 20
Device (config) # end

%] : VRF & SGTOT v EV T DEFE

Device> enable

Device# configure terminal

Device (config) # cts role-based sgt-map vrf red 23.1.1.2 sgt 23
Device (config) # end

Cisco TrustSec VRF xf it SGT 0D ¥4 5E B FF

WOFIZ, ZOFY2a—/LTHlTIHED ) UV — 2B I OEE#EEHREZ R L ET,
IO OBREIZ, FRCHR SN TWARWED , EBAINZY U —XLUBEOTXTOHOY J—RT

fFEHCTEET,
)1)y—Xx HERE HEETEER
Cisco IOS XE Everest 16.6.1 | Cisco TrustSec VRFE %f/is | Cisco TrustSec VRF %fjit~ SGT HEREIZL.

SGT SGT SXP #fi & KFEPD VRE A A H
AT A  RLET,

Cisco Feature Navigator Z i35 &L, 7T v 74 —LBLONY 7 b =T A A=Y DHR—
N A #5%E C& £ 97, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [FrE] 725 7
JEALET,
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Cisco TrustSec SGT v v >y

i

» Cisco TrustSec SGT ¥ ¥ v > 7 (105 X—)

Cisco TrustSec SGT v v >4

Cisco TrustSec SGT F ¥ v 2 ZHEREIX, X2 VT 4 Z—7% 7 (SGT) DOk % Fzik
29 % Cisco TrustSec OF§REZ (L L £ 9, Z OBEREIX, IP-SGT /31 & RZFE L, *HndT 5
SGT%2FX ¥ v a2$HZ LT, BHEDOT 4 —T N7y b A VAT Vg BT 54T
DXy NT—7H—EREZ@EUT, £/ > MPi%NT 5 SGT THEX /ffHifshvdth—
EAHNIRA Y MZBWT, 2y hU—7 37y MEERELET,

IPvASGT ¥ x v U T DOHABRYR—FINET, "MT XA TV T ILSCGTFr v
THER—FENTWVET,

Cisco TrustSec SGT v v > > J DHIFIEIE

Ta— e SGT X v vV IREE . A Vv F—T = A AEH DA EITHEIZYE A T
T, RO F VAT, SGCTxF v v v 587 u—N"LEBELO0AS X —7 A A LDl 5T
LED ELEGAIC, BEAveE—URERENET,

« ctsrole-based sgt-cacheingress 2~ R& A V¥ —T7 = A4 AFEET— R THEHLT, 1~
B —T 2 A ANSCT ¥¥ v 7 AL, ctsrole-based sgt-caching =~ > K& fifi {
LT a—ULREEZBAT LSS, ZOBRRT L) B EX v —URERINE
ﬁ‘o

Device> enable

Device# configure terminal

Device (config) # interface gigabitEthernet 1/0/1
Device (config-if)# cts role-based sgt-cache ingress
Device (config-if)# exit

Device (config) # cts role-based sgt-caching

There is at least one interface that has ingress sgt caching configured. Please

remove all interface ingress sgt caching configuration(s) before attempting global
enable.
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Cisco TrustSec SGT ¥ v v > >4 |

. Cisco TrustSec SGT ¥+ v & V¥ DFIFIEIE

ZOHIRIE. LAY 3INA—TFT Y RR— R v X —T oA ACOHMMHAINET, F7-.
SGT ¥ v vV VK EET 212X, R—FIMEEHTE AR —FTHLILERNDH Y F5,

SGT & ¥ » ¥ > ZIIWNHIIZ NetFlow TCAM  (Ternary Content Addressable Memory) A S—
AT D7D, A F—T = A A ETIEV DT Flexible NetFlow 7213 SGT ¥ v v
T DELLNERFED S THMIITE ET,

ctsrole-based sgt-caching =~ > REFHL T/ a— L a7 4 Fab—va 264
WL, AV F—T A AT 4 X a2l — g F— NTctsrole-based sgt-cacheingress
av REFEHL A V=T af A a7 4 Fab—va 2795 &, ROFINTR
T LI, BERA Y E—UREREINET,

Device> enable

Device# configure terminal

Device (config)# cts role-based sgt-caching

Device (config)# interface gigabitEthernet 1/0/1
Device (config-if) # cts role-based sgt-cache ingress

Note that ingress sgt caching is already active on this interface due to global
sgt-caching enable.

IPv6 SGT F v v ¥ U ZIF R — &N TWHWER A,
SGT X v v ZE,. Vo rma—h/LIPv6 EETLT RL A L TEITTE LA,

Vo rzua—hn7 RLAEE, A IPERINTHDERY NT—T8 7 A~ (Vv

7) F2E7 e —R¥XY AN RAL CHNOBEICORE Ry NT—7 T RLUATT,

Jo7ua—hnT7 RLAZ, B—DO%y =287 A F2B2T—ETHD EITRY
FHA, LERST, T ATV v r/a—hLT7 RLAZEFEOR Yy MefntLEY

oo Vo Za—RNT RLAR—ETIIRWED, FExn) v r7a—/LIPve 7 FL
ATHDH/ry MTIESGT # 713 E 0 B ToiEH A,

SGT ¥+ v ¥ > 1%, Application Visibility and Control (AVC) . AH#ET /A 2 AVC
(WDAVC) . B84k +F 7 ¢ w7 45#8F (ETTA) . %7213 NetFlow/Flexible NetFlow HHE
DRESNTVWER— I, H—T oA A LETHEFETEEHA, SGTxFY v 7N
HOMEONWTNINREILA v Z—T 24 A L TRESNTWVASES, =57 — A vt —Y
WA —UIERINET,

LREOBREDOWT AL & HIZSGT ¥ v v v INANTR> T L 5HE, ROTT—
Ay —URary— IR rIhET, GTHxv v VIR ETEETA, REZHI
PrLUET, 72720, SGT F+ v > ZHEEES show running-config =~ > RO IJIZE R
ShET, HETERVEIEZHIBR L2, SGTX v v v 7% FECHIR L THRET
LHULENRHY FT,

H71SGT ¥+ v 7 & L2SGT v v 7L, Cisco Catalyst 9500 'V — X A A v F
@ C9500-32C, C€9500-32QC., C9500-48Y4C, H LN C9500-24Y4C ET /L TlEHAR—h X
NTWERA,
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| CiscoTrustSec SGT ¥+ v >4
Cisco TrustSec SGT v v ¥ > JIZB7 518K .

Cisco TrustSec SGT X+ v L > J IZE89 B 18R

SGT X v v U & EALI-SCTDHEELEER

Cisco TrustSec 1L, EX =2 UTFT 4 VL —TF 47 (SGT) v v v 7 &#EH LT, SGT THX
fHFEn= b7 74y 7%, SGTEEEBEL CWRWF—ERZBUTCHET LN TED LD
IZLEJ, SGT Zaff T& WV —ER(TiE, WAN O b £ 723k b, AR 27
L (IPS) . BEOXT v TA NI =L T7 AT U4—ARBHY £,

VLAN T SGACL %% v U 7 H#RET HI20E, ®MinT 58— FEBLOVLAN TSGT &+ v
VT EBNITALERHY ET,

Uo7 —AFT— K (FOXEZSM) TlX, SGTTH FFT a7y MIT/SA R (X TR
Xy v o SN A&, Y—BERZVZXA L7 FERET, TOY—EANRET
L7z, X7y MIT A RZEEIND D, BIOT AL AV ZA v hERET, Z0LH
2T VAT, ROE SR FET,

1. Cisco TrustSec SGT ¥ v 'V ZHEEIC L V. T /31 X%, EHE v b O IP-SGT A
AV FERE/HEL, ZOBFHREF Y v LET,

2. THARE, SCGT e CE RN —ER Iy b2 XA L7 NLET,
P—EARTET Licth, /X7y MITF A 2RI ET,

P —E RO NKRA > MT, d#@Y7 SGT B3 v MIFEH S ET,

5. B—EANLT A RTES N v TR, m— A= 20l EH S ET,

> w

6. SGT D/ 47w M, o Cisco TrustSec ¥ IinT /XA AD K 7 A F U — AIZEEEINE T,

K9:I7oT7—LE—FTOSGTFrv oy

('service1) ( Service2 )

Non-Tagged
Packet
= = » ‘g
Tagged Packet Tagged Packet 4

FEEDA A B A TlL, Bump-In-The-Wire (BITW) F"ARBIIEAINLIF—EANHD
FT (LORZESR) . 20X FIVATE, kOXHITb FT,

1 = RXZ@ET 5737y MIT AL RTRSNEE A,

2. 7V v 7 SGT Exchange Protocol (SXP) % LT, IP-SGT /XA > R&kE L, 4
ESNINA v Rex 7 AR —FLET,

3. Xy hI—FIHNDT v T A NI —ALT A AL, SXPEZE L CIP-SGT XA > RERTE L.
WEIRZ S EREMAT 50, FR DA SGT X—2AMENEALEST, HAxvy v v
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Cisco TrustSec SGT ¥ v v > >4 |
. Cisco TrustSec SGT ¥+ v > VI DHREHE

., TOFR Y NU—27 7 RLABHE) (NAT) RiOEETIP T KLU AL, FFE SN2 IP-SGT
NA Y RIERO—EE L THFryviaEhET,

4. 300 T 7 4 v 7 EBZELRWVIP-SGT XA Fid, Iy v anbilRanEd,

& 10: Bump-In-The-Wire (BITW) rRAZTH SGTX v vy

- B B
Tagged Packet =1 Tagged Packet

MNan- Tagged Packet

Single-Hop SXP

353908

Cisco TrustSec SGT X+ v L U T DEHRTEAH X

TRV arTIE, SCTHxF ¥ v v T a7 a— )i v ¥ —T = A A FCEET S HIEIC
DWTEHLET,

SGTX v v JDTA—/N\ILEEE

1R BHHIIZ
SGT v v ¥ U 7 H#HNIT HRNT, HERZBOI-DIEX 2 VT M7 v k=2 (SXP)
ERENLT DMERDH Y T,
FE
ARV RFEEETIa Y Br
A7 71 |enable ke EXEC E— RE AT L £,
il - e RRAT—REANLET (Eksh
%8 .
Device> enable
R 72 |configureterminal Ja—r ) ar7 4 ¥al—i gy
15“ . £ — }‘%‘faﬂﬁébijﬂo
Device# configure terminal
R T 7 3 |ctsrole-based sgt-caching FTRTOA 2 —T = A R LT, A
Bl - AIFED SGT F % v v 7 & [ L
7,

Device (config)# cts role-based
sgt-caching
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| CiscoTrustSec SGT ¥+ v >4
128—7142TDSeTxr v ovrnkE [

ARV RFEEETIIa Y B8
ATw74|end Ta— )L a7 4 F¥al— gy
Bl - T— NZA&T L. K EXEC £— RIC
RY £,
Device (config)# end

AB—TTARATDSGT X ¥ v VT DERE

A % —7 = A A3 Virtual Routing and Forwarding (VRF) K> NV —7 EIZEE SN2 HA

ZDA B —T 2 A A ETRE ST IP-SGT /31 & RIFFFED VRF BLFIZEM &V E T,
(%t 9" % VRF ETHREE S 7231 REFRRT HI21E, show ctsrole-based sgt-map vrf

vif-nameall =< > REZEHLET, ) SGTX¥ v v 71X, VRF ZLICHRET HI L HTE

£,

¥l
ARV FERET7IV3 Y By

ATy 71 |enable FiiE EXEC E— FEECLET,
il - « RAT—REANLET EREh

=5%8) .

Device> enable

R T 72 |configureterminal Jua—) a7 4 X¥al— gy
{1 - E— REBABLET,
Device# configure terminal

AT 73 |interface type slot/port AVHE—T 2 A AEHREL, £ ¥ —
- Tz A AT 4Fal—Tg )y T—

NaBtE L ET,

Device (config)# interface
gigabitethernet 1/0/1

ATy 74 |ctsrole-based sgt-cache[ingress| egress] | fsE DA v ¥ —7 = A AT SGT F v v

i - VT ERELET,
. o singress: FEDA V' H—T = A A%k
Device (config-if)# cts role-based F}ﬂﬁé‘ﬁé ]\374’ Y (/], LS

sgt-cache ingress

Fb77 4 v27) 12k LT SGT
oy EREIMLLET,

cingress: FFEDA X —T A A%
KTTHNTT740v7 (TU MY
YRNREZ77 4> 7) 1Tk LTSGT
Xy v T EREMELET,
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Cisco TrustSec SGT ¥ v v > >4 |

. Cisco TrustSec SGT ¥+ v > ¥ DHEE

ARV KRFERIETI Va3 BHY
AFw 75 end Ao B —T o f AT K2l — 7
f5l - v E— RERT L, FrtE EXECE— 1
IZRY £,
Device (config-if)# end

Cisco TrustSec SGT -+ v > > J DHER

ATy T

ATy T2

FIE

enable
EME EXEC B— RZEMICLET, SAT—FE2 AN LET (ERksn-8e) .
B -

Device> enable

show cts
Cisco TrustSec #5fi & 7 a2 — )L SGT ¥ ¥ v V'V T DA T —Z A FKRLET,
&1

Device# show cts

Global Dotlx feature: Disabled

CTS device identity: ™"

CTS caching support: disabled

CTS sgt-caching global: Enabled

Number of CTS interfaces in DOT1X mode: O, MANUAL mode: 0
Number of CTS interfaces in LAYER3 TrustSec mode: 0

Number of CTS interfaces in corresponding IFC state

INIT state: O
AUTHENTICATING state: 0
AUTHORIZING state: 0
SAP NEGOTIATING state: 0
OPEN state: O
HELD state: O
DISCONNECTING state: 0
INVALID state: 0

CTS events statistics:
authentication success:
authentication reject
authentication failure:
authentication logoff
authentication no resp:
authorization success
authorization failure
sap success
sap failure
port auth failure

O OO OO0 oo oo
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I Cisco TrustSec SGT &+ v &

ATvT3

oy

show ctsinterface

Cisco TrustSec SGT v v > > DR .

F— FNEEM (AN ERITHA) 2R L, A F =724 XL SGT F v v ¥ ZFRIZO

U T D Cisco TrustSec i% EDMEHEREF R LET,
51

Device# show cts interface GigabitEthernet 1/0/1

Interface GigabitEthernetl/0/1

ATvT4

CTS sgt-caching Ingress: Enabled

CTS sgt-caching Egress Disabled

CTS is enabled, mode: MANUAL
Propagate SGT: Enabled

Static Ingress SGT Policy:

Peer SGT: 200
Peer SGT assignment: Trusted
L2-SGT Statistics
Pkts In : 16298041
Pkts (policy SGT assigned) H

Pkts Out

HI
Pkts Drop (malformed packet): 0
Pkts Drop (invalid SGT) 0

show ctsinterface brief

TRTCOA U Z—T A AIDONT, E— Rl (ADFEFH) Z#HLTSGT v v~

VT ERER R LET,
1 -

Device# show cts interface brief

Interface GigabitEthernetl/0/1
CTS sgt-caching Ingress: Enabled
CTS sgt-caching Egress : Disabled
CTS is disabled

Interface GigabitEthernetl/0/1
CTS sgt-caching Ingress: Enabled

CTS sgt-caching Egress : Disabled
CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
Static Ingress SGT Policy:
Peer SGT: 200

Peer SGT assignment: Trusted

Interface GigabitEthernetl/0/2
CTS sgt-caching Ingress: Enabled

CTS sgt-caching Egress : Disabled
CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
Static Ingress SGT Policy:
Peer SGT: 0

Peer SGT assignment: Untrusted

Interface GigabitEthernetl1/0/3
CTS sgt-caching Ingress: Enabled
CTS sgt-caching Egress : Disabled
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. Cisco TrustSec SGT ¥+ v > ¥ DHEE

ATy TH

ATvT6

CTS is disabled

Interface Backplane-GigabitEthernetl1l/0/4
CTS sgt-caching Ingress: Enabled
CTS sgt-caching Egress : Disabled
CTS is disabled

Interface RG-AR-IF-INPUTI1
CTS sgt-caching Ingress: Enabled

CTS sgt-caching Egress : Disabled
CTS is disabled

show ctsrole-based sgt-map all ipv4
F_TOD SGT-IPv4 A o RaRRFLET,
1 -

Device# show cts role-based sgt-map all ipv4

Active IPv4-SGT Bindings Information

IP Address SGT Source
192.0.2.1 50 CACHED
192.0.2.2 50 CACHED
192.0.2.3 50 CACHED
192.0.2.4 50 CACHED
192.0.2.5 3900 INTERNAL
192.0.2.6 3900 INTERNAL
192.0.2.7 3900 INTERNAL

IP-SGT Active Bindings Summary

Total number of CACHED bindings = 20
Total number of INTERNAL bindings = 3
Total number of active bindings = 23

show ctsrole-based sgt-map vrf vrf-name all ipv4

Cisco TrustSec SGT v »

s

>

M

7 |

F¥7E D Virtual Routing and Forwarding (VRF) A 4% —7 = A R|Zk}3 % SGT-IP /31 » R&

RCERLET,
1 -

Device# show cts role-based sgt-map vrf vrfl all ipv4

%$IPv6 protocol is not enabled in VRF vrfl
Active IPv4-SGT Bindings Information

IP Address SGT Source

192.0.2.1 50 CACHED
192.0.2.2 2007 CACHED
192.0.2.3 50 CACHED
192.0.2.4 50 CACHED

. Cisco 10S XE Amsterdam 17.3.x (Catalyst9400 X 1 v F) Cisco TrustSec I > TJ 4 X¥aL—> 3> A K



| CiscoTrustSec SGT ¥+ v >4
Cisco TrustSec ¥ v v > > 7 DEREHI .

ATFYTT SGTHFyviaxz b, R—bhDOT %y MEUUVELIISGT XY v 2aDFA LT U L
BICHIBR S VE T,

Cisco TrustSec v v o > 4J D& EHI
Bl : SGTX ¥ v oDy O—/NILERTE

WIZ, SGT X v v v a7 a— S UIHET L2~ LET,

Device> enable

Device# configure terminal

Device (config)# cts role-based sgt-caching
Device (config) # end

Bl: A3 —T A RDSGTXF ¥ vV TDEE

WIZ, A =T =24 ADSCT ¥ v T aRET D0l anRmLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitEthernet 1/0/1
Device (config-if)# cts role-based sgt-cache ingress
Device (config-if)# end

Bl: 423 —T A RXATHSGTFv vy TDEME

WOHFNE, v v BT a—rNIVZENEBA 2 —T = A A TITIN 2 5512,
A LB =T 2 A ATSGT Xy v 758l £ %—7 =4 ADSGT ¥+ v
VT DREEFRT D IHEERLET,

Device> enable

Device# configure terminal

Device (config) # cts role-based sgt-caching

Device (config) # interface gigabitEthernet 1/0/1

Device (config-if) # no cts role-based sgt-cache ingress
Device (config-if)# end

Device# show cts interface GigabitEthernet 1/0/1

Interface GigabitEthernetl/0/1
CTS sgt-caching Ingress: Disabled

CTS sgt-caching Egress : Disabled
CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
Static Ingress SGT Policy:
Peer SGT: 200

Peer SGT assignment: Trusted

L2-SGT Statistics
Pkts In : 200890684
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Cisco TrustSec SGT ¥ v v > >4 |
. Cisco TrustSec SGT -+ v o > J DEEDBERE

Pkts (policy SGT assigned) : 0
Pkts Out : 14
Pkts Drop (malformed packet): O
Pkts Drop (invalid SGT) : 0

Cisco TrustSec SGT ¥+ v 2 > J DHEEED B

ROFIZ, ZOFEY2a—/LTHHTLHEDY U —2ABIUOMERFHRZ R LET,

TN DOEREIE, FFICHRR SN TWARWVIRY  BAShY U —=RLUEOTXTDY U =T
fEATE £,

J1)—2 Hae HRETRER

Cisco IOS XE Fuji 16.9.1 | Cisco TrustSec SGT & + »» | Cisco TrustSec SGT ¥ v v ¥ > 7 H4HE
o IZ. SGT OB % FiKIZ T 5 Cisco
TrustSec DFEREZ 58/ L £ 77,

Cisco Feature Navigator i35 &, I v b 74 —ABLRNY 7 NI =T A A=V DV R —
NMEH A #FE C& £7, Cisco Feature Navigator (2%, http://www.cisco.com/go/cfn [#£5E] 7226 7
7EALET,
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PTL T4 YOI RESGTR—XDSXP 7 «
W22y

X2 UTFT 4 SNV—TF%7 (SGT) A7 1 k=)L (SXP) 1. CiscoTrustSec W R— 4%
BEOTa haLd1>TT, SXPiX, N7y bOZ THIFEERRNA Yy NU—7 T /81 R
BIRIZ IP-to-SGT /31 » ROTEFMAAFET 5. HlfHl 7 = F =L Td, SXPIE, IP & SGT O/
A RERy NU—7 EOFEGERA V ST v T A M) —LT AL A~NELET, 2071
TRIZED, AL vF, N—HF, T7AT 4 —1DEXaVT 4 —ER I, TI7EAFTA
AANLFE L= T AT T 4 T A REBADIENTETET,
IPF L7 47 AL SGTX—ADSXP 7 4 V2 THstea T 5L, IP & SGT D3 A
VREZIJAR—DNELIZA VAR NTAEXICTANEZ VT TEET, ZOT 4V F Y
X, IP VT 4 v 7 A, SGT. £ E O ST OMAEHLEICE SN TEITTEET,

PV T4 I ALEX2 YT A INV—TH T (SGT) X—ADtFX=2 VT 47T 1

ajLb (SXP) 74 NE ) T OFKIEE (115 2—)

IP LT 4w AL SGT X—AD SXP 7 4 NHZ Y L ZIZHTH1EHR (116 2—)

IP LT 47 AL SGT R—ZADSXP 7 A NE V) U TOREHE (117 2—)

IP LT 47 AL SGT R—ZAD SXP 7 A NE Y U TORERF (122 <—)

IPF LT 47 AL SGT XN—AD SXP 7 4V E U v 7O (123 =—3)

¢ SXP 7 4 )VF Y T D syslog A vE— (125 X—)

IP LT 47 AL SGT X—ZAD SXP 7 4 V& U 7V OEEBEE (126 ~—3)

PILID4vOREEXAYTATIL—T5245 (SGT)
R—Z2DEXa)T4XETAra)L (SXP) T4ILA
)T DRIFNEIR

T ITATTNARERZ N TN AOYF 2 VT 4 ZHT 1w Fan (SXP) 7—
BR=ATO, IPEFX2 )T 4 T NV—TH7 (SGT) A ¥ ROAT— k7 L7RFEMIO
ATXAZEYT 4O AR—MIHY EHA,

Cisco 10S XE Amsterdam 17.3.x (Catalyst9400 X 1 v F) CiscoTrustSec I > 7 4 ¥alL—> 3> HA K .



PTLIAYIRESCTR—ZRDSXP T LYY |
B rooovoreseTr—z0sx 74 L5y v IS AR

C BEAF OB T SR 7 4 L2, T A N E A L R SRR
*Tm&ﬁﬁ’ﬁbiﬁ TANBE, T ANE BT HRNCT 7 AR~ N EIiEA v
H— b SR A v RIS S EE A,

* Virtual Route Forwarding (VRF) [EHD 7 4 VX U 7 I R— S TE6F, 7 IP
WHEESNT T 4V FIZT A A LEOT_TO VRFICEM SN ET,

« 74 NVHZN—LD SGT X, H—D SGTHEEZD Y A MZ/2 £9, SGT OHEHIX Y F—
FEILTWER A,

PTLIDA4YIRESGTARA—ZADSXP 74 JLB YT
SRS EE

M=

IP L7 47 AL SGTXR—ZADSXP 7 4 NVE Y ITHEEA AT AL, IP & SGT DA
VREZIAR—DNERIZA VAR TBREEICTANZ VT TEEST, ZOT 4V
1. IP V7 4 v 7 A, SGT. £I1TFOWGFOMBAEOHICE SN TEITTEET,

X2 VT4 NV—T%7 (SGT) »c#a~7 v s =2/ (SXP) 1%, CiscoTrustSec ¥ H— 15
o7 e hanrol5TT, SXPIX, /N7y hOX FHFHEENR VR Y RU—7 F3A R
BRIZIP & SGT DA ¥ ROIFRZEHET 5. i~ e h=a2 T4, SXPIE, IP & SGT ®
NAV REFRy NU—7 EOFFERA VIO T v T AN —LATR_RA ANELET, 207
BERZLY, AT —F, TrATUA—NADEF2 VT 4P =R, T ERAT
NAANLFER L —YT AT o T AT A IEREBZADENTETET,

IP-to-SGT 7 4 VX U L 728V VAT NIRBONA » RIET ZRIRIZA R — b ET

=7 AR— FT&xFET, SXPHEHR TlL. A > RO T AR— FFEi3A R — FHICHEAE

TETANZ Y TIZHEASNT, A= —FFV AT —DEE L0 E LTHIET ST /31
AT A NEEBRETEET,

WA SXP ¥ibe DA, A —H—F 71TV A F—D T 4 L EZRREIILTNDAENE I MT
HASNWT, EHEo0DOHEICTZ A NERHEAINET, ET7BRAE—I—L U A F—DEEFD
TANEITN—T DO ThHdIEGE., 74NMF ) ZIEXmAFRICEHE S ET,

TUANBIT, BTV —ETR—RF T e— VU EATEET (F_To SXP ¥ksio i
HERE) , EFBBEDBEEL, TANRITAE—F—F 713 A F—ICHHATEET,

T4ILE IL—IL

TNA ZHAT HMENRS D7 4 V2L, O T 4V Z — L aH L TER S ET,
%74w5w—wﬂ\%E@Mﬁﬁ%m7w74y&Xﬁ%ﬁoﬂ4yFKﬁbf£ﬁ¢é
ToUvarEfRELET, AU RE, T4 F N LV TRESNMEE RESNET,
BN RO HIE. T A NZ =)V TIRESNRICT 27 7 a Y isEH I ET,
WL 31 v Ri %%1%577/5/ \ﬁ777/a/iti%777/a/T¢OmKH
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| PILI4 YO RESGTR—ZDSXP T4 LB YT
IPTLT 4y 2ESGTR—ZDSXP 74 Loy vongers [

NA Y RO AR—FNEZFA VR — M, A= —F7ZRV A F =TT 4 LEDBEL
2o TWAEES ., NA LV RIZTZANEAL— ST T4 NVEZ ) T ENET,

==

T4 NHE Y A RNTHNA Y RIZA— R EESNTWRWEGERIE, 740X A NMIERESNT
WAHF ¥ v F A — L — A RNFETENET, Fv v FA— AL —ARBRNEE . SHnd 534
v R iER S E T,

SXP 74 LB TDARAT
IP-SGT /XA ¥ FiZ, ROWTNLDOFETT 4 Z ) T ENET,

¢ SGTRX—ADT7 4 V2 Y > SGTEIZHASNT SXP##D IP-SGT /N1 R&E 7 4 VX
Vo7 LET,

P FL T4 TAR—ADT A NEY T P LT 4y 7 AEIZEESNT SXP #D
IP-SGT NA »V RETZ 4 NZ Y T LET,

SGTBIURIP LT A4 v I AR—ZADT 4 )NEZ YT SGTEEIP LT (v 7 AHIZ
HSWT SXP 85 D IP-SGT N1 ' K& 7 4V Z U 7 LET,

T 4 N =, & IP-SGT 31 v Niz@EHA &£,

PTLTAYIRESGTR—ADSXP 74 ILRA YT D
REAHE

ZD& s v a v TlE, IP-prefix & SGT-cased D SXP 7 (VX U ¥ 7 O EFIEIZ DN THIB L
7.

SXP 74 LRV R FDERTE

ZOAT T TIE, =ty NERFFTL27 402V A MEERLET, ZhbDr—u

Ik, FFAT SRS Y RERREL, HESNEZ AL v K& Try 7§52 L2 k5T, IP-SGT
NAVRETZ4NZ) T LET, KA—iL, SGT, IP 7V 7 4 w7 A, 721X SGT & IP
VT 4 7 ADEST OMAEORHIZESNVTRETEET,

T ANE YA NMIFFED IP-SGT N A > K& —ET DL — RN eWiGa, 7 740 b EiX

¥ v F AN — LR EBESNLTORWEY . S v FIEEBRMICES SN ET,

Fg
AU RFERIETOIa Y B
RTwvF1 |enable M EXEC E— REFAICLET,
e MATU—REZ AN LET (FkS
NS E)
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B seonss—Jowe

PTLIAYIRESCTR—ZRDSXP T LYY |

ARV FFEREETIVa Yy

S

ATv T2

configureterminal

Ja—) a7 4 F¥al—g
t— F‘%Eﬁﬁébjﬁﬁﬁo

ATvT3

ctssxp filter-list filter-name

Cisco TrustSec 7 A4 /L& U A M ZRE
L, Z4NVZ VRN 7 4¥al—
vary ET—RERRKBLET,

ATvT4

sequence-number permit ipv4
ip-address/prefix deny sgt sgt-value

TA4NEY A NDONL—VERELE
KR

ATvTh

exit

TUNEY ANy 7 4 Xal—3
VE—REKTLT, Fe—ay
T4 F¥Xal—varyE—KRIRDFE
R

ATvT6

ctssxp filter-list filter-name

Cisco TrustSec 7 A4 /L& U A M ZRE
L, Z4NVZ VRN 7 4¥al—
vary E—REBRKBLET,

ATy T17

[sequence-number] deny sgt sgt-value
permit ipv6 ipve-address/prefix

TA4NEY A NDONL—VERELE
KR

ATvT8

exit

TUNVEY ANy T7 4 Xal—3
VE—REKTLT, Fe—ray
T4 F¥al—varyE—RIRDFE
R

ATvT9

ctssxp filter-list filter-name

Cisco TrustSec 7 A4 /L& U A M ZFRE
L, Z4NVZ VRN 7 4X¥al—
vary E—RERRKBLET,

ATy 710

[sequence-number] permit ipv6
ipv6-address/prefix per mit sgt-value
per mit

TA4NEY A NONL—VERELE
KR

ATy INn

end

TA4NAZY A a7 ¥zl —T 3
VE—REKRT L, FHEEXECE— R
IR £9,

SXP 74 LR T IL—TDEKRE

IDOAT 7T, BTy hE1DOODITNV—FZFE LD, TOTN—FITT4NVH VA NE
WHLES, 74NV ITN—T1F, AC—H—IN—TFF ) A= —T L LTEHET
EET, TRTCODAL—D—F7FT_XRTCOVRAF—IZR L7 4 F U A bEEAT 52,
Ta—NVAE—T—DT 4 NETN—TFE3 70—V R F—DT 4 )V Z T N—T %

R LET,
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| PILI4 YO RESGTR—ZDSXP T4 LB YT
Fa—mny2F—Fsa—rnze—n—n7 18 50—70%z [

A\

GE) TA4NBIN—TZTEZFTEDLT4NEZYANMILDETTT,

FIE
ARV EFEREETIVa Y EL:Y
A7y 71 |enable FrkE EXEC E— R AL £ T,
NATU—REANLET (BRS
neLma) .
25w F2 |configureterminal Ja—\)ar74Xalb—vagy

£ — F%Eﬁﬁébjﬁ—g‘o

25w F3 |ctssxpfilter-group listener listener-name|SXp 7 4 L % 7 )L—TF DY AF— % 3%
EL, ZANETN—T a7 ¥
L—vary B— FERBLET,

25w 74 |filter filter-list-name T4 NE YR NDOL— L EFRELE
TO

25w S5 |peer ipvd-address ETDOIPT FLAZERELET,

ATvT6 |exit TANE TN =T AT L Fa b=

YaryrE—FREKRTLT, ZJr—)L
a7 4Fal—Ta = RNIREY
iﬁ‘o

RFw 77 |ctssxpfilter-group speaker speaker-name| #%> VLAN 7 7 & 2 F— h CEH
VLAN Z&E L £7,

25w 78 |filter filter-list-name TANF YA M ERELET,
ZFwF9 |peer ipvd-address ETDOIPT FLAZHRELET,
25w 710 |end TANETN—T AT 4 Fal—

vary E— REKT L, R EXEC
T— NIZRED £7,

AO—NI)ILYRF—FH-IZSa—NILAE—H—D T4 I E2FI)L—T
SR

ax ;&

Ja— )Y A F =L T a— VA —h—D T A NEBEITN—TEHRETDHE, VAT —F—
RELIFAE =D —F— ROTXTO SXPHEHOR v 7 ALRICT 4 V2B INVET,
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PTLIAYIRESCTR—ZRDSXP T LYY |
B seovsusvoant

TANETN—TIZT 4 VE YA RNEBINTSHE, Ry 7 ABEREINTND T 4 LF T
ARDEY RBR~NVTRARNY 7 E L TERREINET,

\}

GE)  peer a~r KX, Z7a—" LY R )= 70— VA= —DT 4 )VF T N—TTIEMHT

XEH A,
FIE
AU REEETIV 3 Y B8
AT w71 |enable e EXEC E— RE AN L £,
e NR2AT—REANLET (FEREh
258) .
R w 72 | configureterminal rua—N)ary7 4 Xalb—g
£ — ]\‘%E:ﬁﬁébi—g«o
R 73 |ctssxp filter-group listener global ra—n_pNY 2R F—DT 4 NE T )—F
filter-list-name ARELET,
T 74 | ctssxp filter-group speaker global T —/N)VAE =T —DT f)VH T )—
filter-list-name FEBELET,
AFw 75 |end Ja—n) ary7 4 X¥al—gy
E— FZ#&T L, %/ EXEC E— NI
R ¥Ed,

SXP 24 ILA ) TDAEMIE

SXP7ANHVANETANEZTN—THRELT-ZIE, 74NV 2) T EHMNIT HHLEN

&) D ij—O
FIE
AR RKFERET7IOIY BRI

AT 71 |enable HEHE EXEC BE— REHDICLET,
e NMRAT—REANLET (BEksh
235%8) .

AT 72 |configure terminal Ta—N)L ar 74 F¥al—ay

T— RZBBLET,
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| PILI4 YO RESGTR—ZDSXP T4 LB YT
TIHIN L=V ERLEF Yy FAF—ILIL—ILDRE .

ARV REEET7IVa Y B

AT 73 |ctssxp filter enable A B —T 2 f R —RA T T L—
hERE L ET

25w 74 |exit Ja—\)y a7 4 Falb—g
E— N&HT L. F#HE EXEC E— FIC
R %9,

R T 75 |show ctssxp filter-list filter_name FORYL ATRESINTNDB T L LF Y A
e, £T74NVHYANDT 4 )VH)L—
e EBIZERRLET,

FIAIPIL—ILEEREF Y Y FF—ILIL—ILDORE

FTT7FNNEEER Yy T A== T, T4 NANF VA NNDEDL—LE B —F L
IP-SGT/ ™A > RIZBAINET, T 74/ FA— RN EBEINTHARWNES. 25O IP-SGT
NA v RIFERESNET,

SETATANZIVAINDTANEY AR a7 4 Fal—2 a3y F—FRT, T7H/ALME
Xy v TFA— A NA— L EERELET,

FIE
ARV RERIFTIaY B#
AT 71 |enable e EXEC E— FEARINC L £,
e NMAT—REANLET (FEREh
=58
A 72 |configureterminal Jsua—/N)barZ4FXalb—vay
ET— F&ERHEBLET,
25w 73 |ctssxp filter-list filter-name Cisco TrustSec 7 /L # U A M &FE L,
TA4NHY AN a7 4 FXalb—a
v E®— RZBBLET,
AT 7 4 | permit ipv4 ip-address/prefix SN L T-BEIT 7 A &2H L
i—a‘o
AT 75 |denyipv6 ipv6-address/prefix K —ET DEE, T BAEBESL
3
A7 76| permitsgtall TRTD SCT ITHIET D /3 > R a7
ﬂ‘bij‘o
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PTLIAYIRESCTR—ZRDSXP T LYY |
B roiovozeseTr—zosxe 74050 v T OBER

avYRFERET7IOI Y BRI
A7y 77 |end TANEZY AR AT 4 X2l —g
v E— REKT L, FE EXEC E— F
IR £97,

PTOTLIDAYTRESGTR—RDSXP 74 I)LAY) 5D
% TE 5

IOk varTE P VT 4y 7 AL SGTR—AD SXP 7 AV F ) T OBRGER 7R L
ij‘o

5l - SXP 74 ILR YR FDETE

Device> enable

Device# configure terminal

Device (config) # cts sxp filter-list filterl

Device (config-filter-list)# permit ipv4 10.1.1.0/24 deny sgt 3 4
Device (config-filter-list)# exit

Device (config)# cts sxp filter-list filter2

Device (config-filter-list)# permit sgt all

Device (config-filter-list)# exit

Device (config)# cts sxp filter-list filter3

Device (config-filter-list)# deny ipv6é 2001:db8::1/64 permit sgt 67
Device (config-filter-list)# end

Bl SXP 74 ILRTIL—TDEHETE

Device> enable

Device# configure terminal

Device (config) # cts sxp filter-group listener groupl

Device (config-filter-group)# filter filterl

Device (config-filter-group)# peer 172.16.0.1 192.168.0.1
Device (config-filter-group) # exit

Device (config) # cts sxp filter-group listener global group2
Device (config) # end

Bl :SXP 24 )LR2Y) T DEHIE

Device> enable

Device# configure terminal

Device (config)# cts sxp filter-enable
Device (config) # end
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| PILI4 YO RESGTR—ZDSXP T4 LB YT

Bl : TIAILERIL—ILERIFEFYYTFA—ILIL—ILD

IPJL D«
&R

Bl : FIOAIFIL—ILERLEFR Yy FA—ILIL—ILDETE .

=JL =

ax &

WIZ, TXTOIPVE B L NIPv6 7 KL AIZKHET 51 REFFA[T 5T 7 4L K
DI VT 47 Z— VAR T Dl R~ LET,
Device (config)# cts sxp filter-list filterl

Device (config-filter-list)# permit ipv4 10.0.0.0/0
Device (config-filter-list)# deny ipvé 2001:db8::1/0

WIZ, T_XCTO SGTIZHET BN > REFHA[T 5T 7 4/ D SGT Vv— /v & 1ERL
THEERLET,

Device (config) # cts sxp filter-list filter_ 1
Device (config-filter-1list)# permit sgt all

YHORESGTR—ADSXP 74 LAY 5D

RIE Z BT DI, WOa~» FefRLET,

debugctssxpfilter events 2~ > Rik, 74X U A RBIONT 4 V& T —TDOERL, HIBR,
FHICBE S 54 X b 2o 2T A0 ESNE T, Zoa<wr R, 74404
YITTRRAD—ET I a VBT HAR NaeX Yy T TF v T LD B S NET,

Device# debug cts sxp filter events

WIZ, SXP AV =T —D7 4 V5 7 )N—T%FK 7 % show ctssxp filter-group speaker
avr POl ZRLET,

Device# show cts sxp filter-group speaker groupl
Filter-group: groupl
Filter-name: filterl
Peer-list: 172.16.0.1 192.168.0.1

WIZ, SXP A —H—D Y A F— 7 )—"T"%FK7T % show ctssxp filter-group listener
a~vy ROl ERLET,

Device# show cts sxp filter-group listener

Global Listener Filter:
Filter-group: groupl
Filter-name: filterl
Peer-list: 172.16.0.1 192.168.0.1
Filter-group: group2
Filter-name: filterl
Peer-list: 192.0.2.1,

Not configured

198.51.100.1, 203.0.113.1
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PTLIAYIRESCTR—ZRDSXP T LYY |
B rooivozesarr—zosxe 7408y v 0RER

WIZ, SXP AE—H—D 7 4 VZ T )—T T 5 iEHIE &2 o~ 1 5 show ctssxp
filter-group speaker detailed =~ > ROl %R L E£7,

Device# show cts sxp filter-group speaker groupl detailed

Filter-group: groupl
Filter-name: filterl
Filter-rules:

10 deny sgt 30

20 deny prefix 10.1.0.0/16

30 permit sgt 60-100
Peer-list: 172.16.0.1 192.168.0.1

W, BEENTZTRTDOT A NVE T N—F 1T D15 %4 7T 5 show ctssxp
filter-group =~ > ROl Z R L E T,

Device# show cts sxp filter-group
Global Listener Filter: Not configured
Global Speaker Filter: Not configured

Listener Group:
Filter-group: groupl
Filter-name: filterl
Peer-list: 172.16.0.1 192.168.0.1
Filter-group: group2
Filter-name: filterl
Peer-list: 192.0.2.1, 198.51.100.1, 203.0.113.1

Speaker Group:
Filter-group: group3
Filter-name: filterl
Peer-list: 172.16.0.1 192.168.0.13
Filter-group: group2
Filter-name: filterl
Peer-list: 192.0.2.1, 198.51.100.1, 203.0.113.1

WIZ, BESNTZTRTO SXP 7 4 VMK T N—T 2T D5 H %2 £ T 5 show
sxp filter-group detailed =~ > ROHFHIE R L £,

Device# show cts sxp filter-group detailed

Global Listener Filter: Configured
Filter-name: globall
Filter-rules:

10 deny 192.168.0.13/32
20 deny sgt 100-200

Global Speaker Filter: Configured
Filter-name: global2
Filter-rules:

10 deny 192.168.0.13/32
20 deny sgt 100-200

Listener Group:
Filter-group: groupl
Filter-name: filterl
Filter-rules:
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| PILI4 YO RESGTR—ZDSXP T4 LB YT
SXP 74 LAY 2T D syslog *vt— .

10 deny sgt 30
20 deny prefix 172.16.0.0/16
30 permit sgt 60-100
Peer-list: 172.16.0.1, 192.168.0.13

Filter-group: group?2
Filter-name: filterl
Filter-rules:
10 deny sgt 30
20 deny prefix 172.16.0.0/16
30 permit sgt 60-100
Peer-list: 192.0.2.1, 198.51.100.1, 203.0.113.1

Speaker Group
Filter-group: group3
Filter-name: filterl
Filter-rules:
10 deny sgt 30
20 deny prefix 172.16.0.0/16
30 permit sgt 60-100
Peer-list: 10.10.10.1, 172.16.0.1, 192.168.0.13

Filter-group: group?2
Filter-name: filterl
Filter-rules:
10 deny sgt 30
20 deny prefix 172.16.0.0/16
30 permit sgt 60-100
Peer-list: 192.0.2.1, 198.51.100.1, 203.0.113.1

SXP 24 JLA )T D syslog A vt—T

SXP7 4 VB ) T Dsyslog A ve—IlE, Z4N0Z ) o ZIZHETLIIEIERARV M E
IRT T OIERSINLET,

TAILAIL—)LD syslog A v E—
H—D7 4 NHIEETEHL—NVORREIT 128 TT, B—D7 4 VHIIHESINLTND
T 4 VE =)L DEDIHIBRD 20% BT B2, RO A v E—URAERENET,

CTS SXP filter rules exceed %[ ] threshold. Reached count of [count] out of [max] in
filter [filter-name].

B—D7 4 VAITERESNTWEIL—ILOEIN, 74 Z U A MIHFATESNTNDL—/LDR
KED 95% IZETHE . DA v —UNERINET,

CTS SXP filter rules exceed [ ] threshold. Reached count of [count] out of [max] in
filter [filter-name].

WD A vE—T0, %*@74w&fﬂﬁéhtw~w®ﬁﬁ%ﬂéﬂtw—w®%ﬁﬁmé
L. TN ENL— LV EZ B TE 2 WEAICAERINNET,

Reached maximum filter rules. Could not add new rule in filter [filter-name]
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PTLIAYIRESCTR—ZRDSXP T LYY |

B roiovozeseaTr—zosxe 7418 ) LT ORERE

IPTL 74
HREEFEE

TAILA)R LD syslog A vE—2

BRETEDL T ANH YA NDERKREIZ256 TT, REINTWNWDTZ 40X U X KON DH|
R 20% AT B2, RO A v E—URNERINET,

CTS SXP filter rules exceed %[ ] threshold. Reached count of [count] out of [max] in
filter [filter-name].

REIINTWDTZ 4 VHFURNDEDN, FAISNTZT 4 NVF VR NDERKRKED 95% IZET D
L RDAvE—URERESNET,

CTS SXP filter rules exceed %[ ] threshold. Reached count of [count] out of [max]

WKDA S E—IlF, BESNNTWE T A NAEZ Y X NOBPTRI SN T 4 VZ Y 2 NDORKREK
WL, TN ET7 4 V2 ) A RNEZBIMTE WA IZAERINET,

Reached maximum filter count. Could not add new filter

YHORESGTR—ADSXP 74 LAY 5D

ROFIZ, ZOEY 22— /L THHTLHED Y J —2B L UOMEEERZ =~ L £,

T OBEEIZ, FRCHTR SN TWARWED , EBAINZY U —XLUBEOTXTOY J—RT
fFRCcE £,

J1y—= Hre HEER R

Cisco IOS XE Everest 16.6.1 ([P 7L 7 ¢ v 7 A & SGT|IP 'L 7 4 v 7 A L SGT ~<X— A D SXP
NR—ZDSXP 7 4 NEZ Y |7 4 VZ ) TR, BWIP-SGT A
N4 A v ROYLIEME ORI Z ffRk3 5 728
DT ANE) T A=A LERRM L
*7,

CiscoFeature Navigator 135 &, I v M7+ —ABLRNY 7 M =T A A=V DV FR—
MME# A 3R T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [HE3E] 725 7
JEALET,
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s 11 =

Cisco TrustSec 7 + —JL @ Flexible
NetFlow T X/ R— ~

* Cisco TrustSec 7 4 —/L R ® Flexible NetFlow =27 AR — bk (127 _X—7)

Cisco TrustSec 7 «+ —JL K@ Flexible NetFlow T4 X 7/R—
~

Cisco TrustSec 7 ¢ —/L K ® Flexible NetFlow =27 A 7x— k Cld. Flexible Netflow (FNF) 7 m—
L =1— RN ® Cisco TrustSec 7 1 —/L K& H R — |~ L. Cisco TrustSec A DAEAED 5 444 7= Bl
Eo®E=F, NTTNa—T 47, BXOREELZXZELET,

ZDFY 2 —)LTIL, CiscoTrustSec & FNF DA X T 7 2 a /22T &, NetFlow/3— =
9 7mr— La— KD Cisco TrustSec 7 4 —/V RERE L7 AR— T A HFEZHBALE
bé‘o

Cisco TrustSec 7 + —JL K@ Flexible NetFlow T4 X R— F D&HIFEIE

e FENFL a— R T/ AR—rEND2 X2V T4 7 —F %7 (SGT) fHIX. kDT
AT £9,

KIET DTy NI, BEINTA =T = A ANnE, 0DOSGTIHE & HITZFL
£7,

« XT3y MESGT 2 L TRELET,

¢ IP-SGT/V v 7 7 v 7HIZSGT B ENFERFA, Oy FBRSGTARLTZESH
H720, SGTIZR U Xy FHIZE 2D £/ L)

e 7 — Ll a— N|ZSGT ¥/ N—74%27 (DGT) O7 4 —/L K (F7=1FZd2
DDOELLNDT 4 —)V RIET) NEENDIGAE. MFOMEEZ#EHTX/enE LT
. SGT & DGT T 0 # 3 E L= 7 u—2MER S Ed, 7u— L a— Rigit.
SGTH LUDGT 7 4 —/b R & —FEIZ, FEILIBLOSEEIP 7 RLARE ENDHME
N0 ET,
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Cisco TrustSec 7  —JL KO Flexible NetFlow T4 ZK— + |
. Cisco TrustSec 7 « —JL KO Flexible NetFlow T4 X /~— ~IZE3 2155k

Cisco TrustSec 7 + —JL K@ Flexible NetFlow T4 X R— IZBET 51
R

Flexible NetFlow @ Cisco TrustSec 7 1 —JL K

FNF 7 7 — L 22— RIN® Cisco TrustSec 7 4 —/L K, X{E70 SGT B L U%64E DGT 1, EHH
LB 7u =T AT 0T 4T A EROBEEMTICELEET, Yy NT—7 V=73,
TR, BENFY N2 )V —ZABLOT IV r—va ) =R ED L HITHIAH
LTWEPONWTEE LB CEET, ZOEREMFEHL T, BENREX 2 740K Y
S DERERE L TRIET A0, TZE8ABLOT AU r— 900 VY —2E25RBIC
FELCED Y CH RN TEET,

Cisco TrustSec 7 « —/V RIZAJI/HHJI FNF, =% ¥ A N~V FXx¥ A~ T 7 4 v 7 TH
AR—FSNTHET,

WRDT —TWIZ, Cisco TrustSec D NetFlow /X— 3 9 DREBE T 4 —I)V RE A T &R
LE9, T4, Cisco TrustSec D k{5 IL/58 5 SGT @ FNF 7> 7' L— M T SV E T,

JO0—J4—)LFEA4T B2l
CTS_SRC_GROUP_TAG Cisco TrustSec %13 7t SGT
CTS_DST_GROUP_TAG Cisco TrustSec 465G SGT

FNF 7o —L a— RCTBEFO—#T 25 7 1 —/L RIZMx T, Cisco TrustSec 7 o« — /b R3FXE
ENFET, ROFEEMHAL T, CiscoTrustSec 7@ —47 V=7 hadx—7 4 — )L FEIT
FHF¥—7 44—/ RELTFNF 7r—La— RZBiL, 7y NHOKEET L 55D SGT %
HELET,

match flow cts{source|destination} group-tag =~ > Ki&, ¥—7 1 —/L K & L T Cisco TrustSec
T4V REEETATD, dedTbd7e—La— RUTTHRESNET, ¥—7 14—/ FiZ
7=t T 560 TY, 7 —ld, —EHO—BOEARESNTVWET, Tr—1L
a— REx7o—F=F MFEHTHIE. 1 DU EOF—T7 0 —L FRMLEIZR D £3, EET
SGT. %85t SGT. E7-IXZEDWFIZFKFZ match =+ FERETEET,

7a—La— R, 7a—F=F FCREIN, 7u—F=X I F—T7 =4 AZHHAIN
¥4, FINFT—Z 42T/ ZAR— 510, 7e— oV AR—FEZREL, 7a— F=F
BT 2 0ENH Y 9,

Cisco TrustSec 7 1+ —JL K Flexible NetFlow T4 X R— FDEZTEFH %

WD 7> 3 Ti, Cisco TrustSec 7 4 —/L KO FNF =7 AR — b RT3 EXF ¥
ATIZOWTHHALET,
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I Cisco TrustSec 7 «« —JL K Flexible NetFlow T4 X7RK—
7A— La—F®O¥— T4 —JL K& LTO Cisco TrustSec 7 + —J)L FDERTE .

JO— LaA—FkOF— T4 —JL K& LTO Cisco TrustSec 7 1+ —)L FDERTE

FIE
OV RFEREETIVa Y B
AFw 71 |enable Kk EXEC E— REAILE T,
£ e MATU—REZ AN LET (ERS
nemae) .
Device> enable
R wF2 |configureterminal Jua—N)LarJ 4 Xal—iay
. T— FEMALET,
Device# configure terminal
25w 73 |flowrecord record-name FNF 7o — 1l a— REERT I, F
B - TZIZBEAFDFNF 7 10— L o— R AL H
L . FlexibleNetFlow 7 ©#— L 22— K
Device (config) # flow record a7 4 Fal—TgrE— Nafth
cts-record-ipv4 L/357f0
s Zpavy NTIE, o7 a—
La—REZEHETLILHTEE
‘a‘o
R w74 |matchipv4 protocol UrE) 7a—1a—RKOFxF—7 41—
i - JLRELTIPVE 1 b Z#iE L E
—§—O
Device (config-flow-record) # match ipvé
protocol
R w75 | matchipv4 source address (EB) IPVA X EXLT RLRE 7o —
B - La—RKDx—7 4 — )L FELTHRE
LET,
Device (config-flow-record) # match ipv4
source address
RF w6 |matchipv4destination address (L) IPVA BT RL 2% 7 —L
B - A= RFDF—7 4 —/LFELTREL
£
Device (config-flow-record) # match ipv4
destination address
Z w7 |match transport source-port (FFvay) 7e—La—RKOx—
i - 74—/ RELT, FTUAR— &
FERAR—FERELET,
Device (config-flow-record) # match
transport source-port
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Cisco TrustSec 7  —JL KO Flexible NetFlow T4 ZK— + |

. ZA—La—FD*— T 4—JL K& LTOD Cisco TrustSec 7  —JL FDEXTE

ARV FFEREETIVa Yy

S

ATvT8

match transport destination-port

1 -

Device (config-flow-record)# match
transport destination-port

(A7 ay) 7a—La— ROF—
74—/ RELT, FTUAR— I
FeAR— FNERELET,

ATvT9

match flow direction

1 :

Device (config-flow-record) # match flow
direction

(A7 ay) Ze—RE=FEIN5D
FaEx—7 44— RFELTHRELE
KR

ATy 710

match flow cts {source | destination}
group-tag

51

Device (config-flow-record) # match flow
cts source group-tag

Device (config-flow-record) # match flow
cts destination group-tag

FNF 7r—lLa— RHNOLa— KD
F—7 1+ —/)L & LT, Cisco TrustSec
DFERFILIT N—T 2 T F 138w
N—T BT ERELET,

e AN

s BBy FTIE, Ny H—
N DHEE. SGT IZiZ~y
H— LR CEA M S v E
T ERRWVIGAETX, 0 23R
ShET,

* DGT fEIZASIAR—FD
SGACLREITIEIELE R A,

- HiT

s propagate-sgt =2~ > RE7=1X
Cisco TrustSec @D £ H 533 H
NA VB —T = A A L TES
fbsftTind &, SGTIX 01
0 ET,

o BIE/%7r » M T, SGT 721X

DGT (2%t 9% SGACL & iE
IFET UL, DGT i 0 LIgk
DB £,

* SGACL Hi IR — M E 721
VLAN CTHEZL ST b
2y, E£7713 7 v — 3L SGACL
O & b STV 55
A, DGTIEZ 01272 £,

. Cisco 10S XE Amsterdam 17.3.x (Catalyst 9400 X f v F) CiscoTrustSec A > 7 4 ¥aL— 3> H4M4 K



I Cisco TrustSec 7 «« —JL K Flexible NetFlow T4 X7RK—

NetFlow <> S6T ZD T4 xt— k0@ [

ARV FFEREETIVa Yy

E:)

ATy 7N

end

1 -

Device (config-flow-record) # end

Flexible NetFlow 72— L 22— R @2
TA4FXal—vary EB—REKRTL
T. M EXEC =— FICREY £,

NetFlow TD SGTRZND T Y A R— FDEKETFE

T — T AR—F T LI, 1 ODFEDOHRNYR—FENET, EROEICT—F 2T
AR—= b TDHEE. OO0 — 2 AR—FZEREL T 70— =X IZEH Y Y THNE

BV ET,

FIE

ARV KRFERERETY Va3 Y

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE Az LET,
e MR- KRKEASNLET FREN

-55

o

ATvT2

configureterminal

1 -

Device# configure terminal

Ja—_) a7 4 Xal—T g
E— NEBABLES,

ATvT3

flow exporter exporter-name

1 -

Device (config)# flow exporter
EXPORTER-1

Ju— g AR—FZEERT D, F
I FO 7 — 2 7 AR —H B EE
L T. Flexible NetFlow 7 72— T 7 &
R—HF a7 4Fal—arE—FK
B LET,

ATvT4

destination {ip-address | hostname} [ vrf
vrf-name]

1

Device (config-flow-exporter) #
destination 172.16.10.2

T AR—B DR AT LD IP T R
VAEFIIARA M ERELET,

ATvTh

option cts-sgt-table [timeout seconds]

1

Device (config-flow-exporter) # option
cts-sgt-table timeout 1200

T AR—H D SGT ID-to-name 7 — 7
NAT v a ERBIRLET,

« ZDOF T a Tk, FNFIXSGT
EXa VT4 I N—THiIl~ ¥
> 79 % Cisco TrustSec Beims — &
T—TNET ) AKR—hTEET,
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Cisco TrustSec 7  —JL KO Flexible NetFlow T4 ZK— + |

. Cisco TrustSec 7 « —JL KO Flexible NetFlow T4 X /~— kD& EHI

Cisco TrustSec

avYRFERET7IOI Y BRI
AT v 76 |end Flexible NetFlow 7 2 — =7 AR—HZ =
Bl - Y74 Falb—var T RERTL

T. ¥ EXEC F— RICEY 7,

Device (config-flow-exporter) # end

7 4 —JL E® Flexible NetFlow T4 X 7R— + D% E I

DY 7> 3 T, Cisco TrustSec 7 4 —/L KD FNF = 7 AR — h OREICET A0 277 L
iﬁ‘o

fBl: 2A— La—FDOF¥x— J14—JL K& LTO Cisco TrustSec 7 + —JL KDETE

W OBIE, Cisco TrustSec 7 17— 247 =7 k%, IPv4 Flexible NetFlow 7 & — L 21—
KoFx— 74 =)L L LTRETAHEEZRLET,

Device> enable

Device# configure terminal

Device (config)# flow record cts-record-ipv4

Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address

Device (config-flow-record) # match transport source-port

Device (config-flow-record) # match transport destination-port

Device (config-flow-record) # match flow direction

Device (config-flow-record) # match flow cts source group-tag

Device (config-flow-record) # match flow cts destination group-tag
( )

Device (config-flow-record) # end

{5 : NetFlow T®D SGTZNDIT Y AR— FDHFE

Cisco TrustSec

KIZ. NetFlow TSGT LD I AR— 2R ETHH 2~ LET,

Device> enable

Device# configure terminal

Device (config) # flow exporter EXPORTER-1

Device (config-flow-exporter)# destination 172.16.10.2

Device (config-flow-exporter) # option cts-sgt-table timeout 1200
Device (config-flow-exporter) # end

7 4 —JL F® Flexible NetFlow T4~ X ~— + DH#EEEFE
WOFIZ, ZOFY 2— /LT T2HEDOY UV —AB LOEEEHREZ R LET,

I DO, FHICHR SN TORWRY |, HBASALY U —=2RLUEOT~THOY J—ZT
EHTE £,
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I Cisco TrustSec 7 «« —JL K Flexible NetFlow T4 X7RK—
Cisco TrustSec 7 1+ —JL I Flexible NetFlow T~ X R— + D&EERERE .

Jjy—= Hae FERETR TR

Cisco I0S XE Cisco TrustSec 7 . —/V | Cisco TrustSec 7 - — /L K ® Flexible NetFlow = 7

Everest 16.6.1 R @ Flexible NetFlow = | A 7K— K TiX, FNF 71— L 22— RN Cisco
7 ZR— K TrustSec 7 4 —/V K& — L. Cisco TrustSec

BADEENHANTENEDET=2, FT TV
Va—T 4T BRUOREEZSELET,

Cisco Feature Navigator # i/l 25 &, 77 v b 74 —LBI RV 7 F 72T A4 A=V DY R—
MEHRZ R TE £9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5H] 7B 7
7EALET,
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Cisco TrustSec 7  —JL KO Flexible NetFlow T4 ZK— + |
. Cisco TrustSec 7 + —JL KO Flexible NetFlow T~ X 7Kk— b DHEERE FE
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I RERA

IVKRRA 7RIy 3 ayba—
ILDEETE

ZDEY 2—/LTlX, TrustSec R b U —27 TOFEIEB L OO DOT KiIRA L M T R
Syvararhru—i (EAC) DT 7 AFRIZTHOWTHAL £,

e LU RKKRA VM T FIvvay arybao—LoOWE (135 2—)

o 5] : Example: 802.1X FBFEDXE (136 =—)

o B : MAC ZRFENA SZADEE (136 2—)

o il Web A7 m XL DFE (136 <—3)

« ffi| : Flexible Authentication (FlexAuth; 7 L' % 7 /VERGE) v — 7V AB I ONT = — /L4 —

N— a7 4Falb—var (137 3—2)

¢ 802.1X R Ak E—F (137 ~—)

e MEFRIA—T v T 7R (138 X—)

« ] : DHCP AX—E v 7B L ONSGT OFID 4T (138 2—)

U RRA U N T RIviay ay ha— OB (138 2—)

D7 FRFIyYarariio—)ILOBE

TrustSec * > U —27 TiL, /X7y MIRy NI ~ODANTERSEHTT74nE2 ) T
I FET, TrustSec -2 f\‘J‘/]’/ REREETIX, TrustSec KA A > (> RARA L FDIPT KL
) W T 7B ATAHHRAMIDHCP AX—VE U 7TEBIRIPT AN, A R T oH o JI2L-TT
TEATNAATEX2 YT 4 ZA—7 %7 (SGT) IZBEMITFbNET, 77 EAT A
AT, HEGEEICE B SN D EETTIP & SGT DA U F o v 7T —T )V 24 % TrustSec
N R TSI OT A A2, SXPRRETEDOT Y vm— a3y (N U K) Z%FEL
9, Xy MI, BX2 VT 47— ACLS (SGACL) Z@#MH< 5 Z &1k Y. TrustSec
=R 2T HET A AL S THAITTZ A NEZ ) T ENET,

EE&%J:U#TODK&)@I/ KRRAL N T RIvyary arba— (EAC) 77 BALFK
12X, ROBORH Y £,

* 802. IXT }\/\_x@uhp

* MAC #FE/3A /52 (MAB)
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IVERAYF 7RIy ayay ra—LoEE |
B 5 exeample:sozix RiromE

» Web F8GE (WebAuth)

T _RTOR— b_"—ZFEEL, authentication 2~ R CA R—T I TEET, £T 72T
A — ML TEBNCERET H2MERH Y £5, BHROEIEE— RBRESN, 77747
FANEWT D & R — 7 AB LT = — A — _— I L BEE I, 7= —
WA —N—BIRT 4+ — NNy T = UV AERETHIENTEET, 801X KAk E—
RiZ, 802 1X R—hF T LICH TE D RARA > hDFR A AR ELET,

5] : Example: 802.1X FEEL DX 7E

wIZ, ¥y A —H v bR — N TOEERNZ 802.1x DREF 2~ LE T,

Device> enable

Device# configure terminal

Device (config) # dotlx system-auth-control

Device (config) # interface GigabitEthernet2/1

Device (config-if)# authentication port-control auto
Device (config-if)# dotlx pae authenticator

{5 : MAC EZEE/ N1 /N R DEKTE

MAC FBFE A 73X A (MAB) (% 802.1X % TIEZRWAR A N ET21X 7 T4 7 3 802.1X % A
X—=T M LTeRy T —=2ZIZBMTELLIICLET, MAB A X —7 /LT DHIIC,
802 IX FBFLEZE A R —T WM T HXEEIH D TH A,

WOFHITIE, AR MAB R EDOHIZ R LET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet2/1

Device (config-if)# authentication port-control auto

Device (config-if) # mab

MAB SBIEDBREDTEMIONTIE, T/ AT AL ADALy T4 Falb—var f
A FEZRL TSN,

5 : Web 25 7 O XL DEETE

Web BFE7 7 ¥ (WebAuth) 1%, =—F N Web 7 7 U HFAHEHAL T, 727X T/AM 2D
Cisco I0S Web H— 8 H C Cisco Secure ACS I 7' A v J LT U ¥ VERETES L1
T25HDTT, WebAuth [T L CTA RF—7 M TExET, TiHUE, 802.1X 721X MAB D%
EFMETEDY FHA,

WOFITIX, FHTEY b A —P v b R—  TOERZ WebAuth 3R EDFIZR L
F7,
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| TvFRav 7Ry Yay 2y bO—LORE
{5 : Flexible Authentication (FlexAuth; 7 L ¥ JJLEREE) —4~ U ABLU Tz —ILA—nR—ar T4 FalL—> 3> .

Device (config)# ip http server

Device (config)# ip access-list extended POLICY

Device (config-ext-nacl) # permit udp any any eq bootps
Device (config-ext-nacl)# permit udp any any eq domain
Device (config) # ip admission name HTTP proxy http

Device (config) # fallback profile FALLBACK PROFILE

Device (config-fallback-profile)# ip access-group POLICY in
Device (config-fallback-profile)# ip admission HTTP

Device (config) # interface GigabitEthernet2/1

Device (config-if)# authentication port-control auto

Device (config-if)# authentication fallback FALLBACK PROFILE6500 (config-if)#ip access-group
POLICY in

{5 - FlexibleAuthentication (FlexAuth;” L3 < 7 JLZEE)
= ORBEV T —ILA—/NN—a T4 Fal—
=

4

4

Flexible Authentication (FlexAuth; 7 L ¥ > 7 /LE8GE) v —747 A (FAS) ZfEHT 25 &, 802.1X,
MAB, 5 & WebAuth FBFEFRAICT 7 B AR — hERETE, 1 2L EOBRES A
TERWGRICT A= NNy I o= U AERRETCEET, 774V DT = — VI —/3—
V=V AIRD LB TT,

* 802. IX:ﬁ“#‘Ff\““;(g)muu
* MAC FJRIE S A 73
* Web #JAE

VA ¥ 2GR LA ¥ 3 OFGERNSHEIZEITSINE T, 2F D, 802.1X & MAB I WebAuth
DENCRAETHLENRH Y £,

WOHITIE, MAB. dotlX £ XX WebAuth DNE TR — 7 A EBELE T,

Device> enable

Device# configure terminal

Device (config) # interface gigabitEthernet 2/1

Device (config-if)# authentication order mab dotlx webauth
Device (config-if)# ~Z

FAS OFEAMIZ DUV, [Flexible Authentication Order, Priority, and Failed Authentication)] % %
L TLSIEE,

8021X KRR k E—F

N— ML TAFBEOPEE— FERETEET,
« Single Host : 1 5> MAC 7 KL A& FfOA L H—T 2 A RXR—ZADE v g
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IVRRAVr7RIvYavavro—LoEE |
B =mir—70 7062

e MultiHost : " — K Z & IZHEEBOMACT RL AZESA v A —T 2 A AX—2ADE v 3
v

* Multi Domain : MAC+ K XA > (VLAN) v a v

e Multi Auth : I"— k Z & IZEEH DO MAC 7 RL 2 Z2ED>MAC X—ADE v g

FRELRIA—T Y 7O R

FRRERTA— 72 T 7 & ARREIL. R— FOFEREOFEITRINC, 7 TAT 2 M ETNNA ANRFR Y b
T—0 T2 BRAERGETEAHLICTH5LDTT, ZOTaEARNFEIL, PXENFA LT Y
T ARNCT AL ANKy NT—Z 127 7R L, YU B MRS ENAARENOH 5T —
NA[REA A—T & X D a— R THAXERHDPXEDT — D) U A THUETT,

5l : DHCP RAX—E VI E LU SGTNDE|Y HT

FRRET B AR, TN AFRRENBAELET (R xE. XM v 7 VLANEID 4T
ACLZ 07777 E) , TrustSec % v bV —27 DGE, ¥x=2 VT 4 Z—F %7 (SGT)
IZCiscoACS Da—H a7 4 Fal—iary LB YTtonEd, SGTIZFDT UK
RA Y IPMOLDHCP AX—E U ITBIRIPTNNA A NT X T AT TANT T T x &ffi
ALTHEEEINTZRNT 7 4 v 7T RENET,

WOBITIE, 77 BAT/SA ATDHCP AX—E LV ITBIRIPT A AT X T
EHINTLET,

Device> enable

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # ip dhcp snooping

Device (config) # ip dhcp snooping vlan 10

Device (config)# no ip dhcp snooping information option

Device (config) # ip device tracking
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