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Management] — [Smart Licensing Using Policy] #Z&HR L T 72 &0,

VA3 T AU ADFERIZ OV T, cisco.com/go/licensingguide SR LT 72 S0,

FAEALRN)L  FREDAA LS4

cWEAN LT T A & ADH 72 B

R)O—FFRLEAY— S/ EVR | AYX— RS54 VR

KA DA T A IE R A T e KA TA B ALYV AEHAR R
HOFEH A, L.

W TR gy T4 AT c BRI E : SA B AL~UL, 3
EDOHFNETHZ T, G, 54, 5, E03 7 EOHIRM.

BT FOFIM) FHE  BERENTWRWT A B A,

« oK Z A& A (Network-Advantage) DiEICF L OVEITIZ, BHIRE7ZIFKAT AR
BATDHREIRY ET,
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% —7 = A X (TenGigabitEthernet0/1) X, HE)RX T = — 3 2 R—FLEHA,

earbha—)LFL—2RY Y (CoPP) : system-cpp policy CaRiE SNT=V T ANRT

TV MEOEEDOHA, TNHD Y T ACETAERIZshowrun =< R TEREN
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THHKFEE : ZOT7 X T ZE, ET DEEFE T DR — A 40GE RA— k& LTH
TESNTABEEE B OR— MTFEY Mif vt &0, 72 x0E, A— F15340GE
ELTRESNTWAHA. CVR-QSFP-SFP10G 7R — k 2 ICHV fF1F 5 Z LT
FH A,

CVR-QSFP-SFP10G 7 % 7 7 Z 444 L 7= C9600-LC-24C 7 A > 71— RO HL Y £F1F1ZE8
THHKEE 40 XY b A=V Ry b FT =R EV 22— L E2FHFEEED
A= MIFEALTEAE, e T 2 05%E 5O R — NI CVR-QSFP-SFP10G 7 # 7% T
EELEH A,
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+ In-Service Software Upgrade (ISSU)
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T5 EREEN KT AR HV T, Fe— L a7 4 Fal— a3 EF—RT
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Device (config) # password encryption aes
Master key change notification called without new or old key
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ZOROMMONIZHEIMIZT v 77 L—RENET, A v TFOREFOY VU —ANBZH
PBDY U =R ZHDTT v 77— RT5 L&, HrLwU U—ZZH LV ROMMON
N=DarNhHOHEIE. A v TFON—RU =27 "=V 3 NZESWTT T4~ SPI
77w a7 8 AD ROMMON 2 HEWIZT » 77 L — RSvET,

e I—)LT VU SPI 7T v 2T /A AD ROMMON O7F v 77 L— K

ZOROMMON ZFETT v 77 L— KT HLENH Y 7, upgraderom-monitor capsule
golden switch =~ > N34t EXEC E— R CASILE T,
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GE) » Cisco StackWise Virtual Dt~ 87 v 7OHAEIX, 77747
ERAB N DA— IR NPT a— NV ET v T T L— R
LET
AT A TEVT 4Oy hT Y TOREE, TIT 47
ERAB N DA— IR NPT a— Ve T v T T L— R
LETS

ROMMON/MNT v 77 L —R&nsd &, kDY a— RIEFZHEINZRY £9, FORIZLFIO Y
J—ZIZRELThH, ROMMON |ZX 7 v 7 L— RENE A, EH%DOROMMON IZLLRTDS
RTHOY Y —RA&EHR—FLET,

VIO 7AVA =)Lk

VIrDIT7 A VA =)L AT Y FOBE

BELLEZ7ANEALA ANV LTT 7T 474bL, Vua— FELHERFIND LD ICERE
a3y AT, koavwy REFETLET,

install add file rilename [activate commit]

AVARN=NT 7 ANVEREBNIA VAN, TZ7T 074k, 2y b, ik, EITHIER
T A, Dz~ R&34T7L ¥ 9, install 2

add filetftp: filename AVAM=NTrAN Ny —V%VE— by —3arh
BT NARZabt—L, Iy b T4 —Lb A A—=TD/N—
VarOHEBMNET = v 7 BEFITLET,

activate [auto-abort-timer] |77 A %7275 4 b L. T4 2%V r—RRLET,
auto-abort-timer & —V — K0 A A= DT 77 4 7% B &)
Bz —n"y 7 LEJ,

commit Voa— RELEERRRINAD LT LET,

rollback to committed MBI Iy ML=V g e — Ny 7 LET,

abort T ANDT VT 4 TAbERIEL, BIEDA A F—/LFED
BAEHETICEZIT L TV EA—Y g vica—A Ny 7 LET,

remove REABIOET 7T A TRED Y 7 v 72T A VA S—Jb
77 A NVEHIRLET,
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AVAR—=ILE—FTOTVTIL—F
WOFNEIZHEN, A A =L E— R Tingal 2~> RZHEHALT, 25U U —AnLH|D
VIV —=RZT v 77 V—=FKLET, YT MV 2TAA=VOT v 77 b— REIATT 5T,
boot flash:packages.conf % {# fl L C 10S # E&E§ 2 L E N H Y £9°,
B8 B EIIC
A\
AR Ty L— FRROE, ROEBETA RT A D BERH Y £7,
« A v FOERZHFHRALLRNTIIZS N,
cEBREZLYWI L2, A= RN FE Va2 —LERD ALY LRNTLEEN,

¢l

e VXY —YHNOWNTNDNDA— =R P2 — )L T T — e —FDT v 7 L— N,
FIAAL v TFNEHLTNDEEIIZ, O TA TV T8y T v 7HN) Wih
MDD A== XA DA T A AFABLOH (OIR) ZFEITLRNTLZEN,

c AA wFNREEIL TWHEXIT, A vTF U ITEY2—L (50— F) OOIR % FE{T
L2RNTL 72 &,

ZOFEZ. KOT TS L— RO F Y AT TEET,

Ty IFTL—FRIDY ) —R S0

Cisco I0S XE Cupertino 17.8.x LAfij> U Y — = | Cisco I0S XE Cupertino 17.9.x

Zovra ol ingall =< > RZ&{# ] L T Cisco 10S XE Cupertino 17.8.1 7> & Cisco
I0S XE Cupertino 17.9.1 (27 v 77 L— KT 5EAD LD TY,

FIE

ATFTvI1 2 V)V—0T 97
install remove inactive

Ioa<wry REHEALT, BENARELTWAEASICENAS VA M= LT 7 A NVET ) —
Ty 7L, 77 v 2ll 1GB U EOHEKRZMAEL T, LA A=V REELET,

WOFNL, ingall removeinactive =2~ REFEH L CREHO 7y AV E2 7 V=0T v 7 LT
LEDOHNERLTVET,

Switch# install remove inactive

install remove: START Fri Jul 29 19:51:48 UTC 2022

Cleaning up unnecessary package files

Scanning boot directory for packages ... done.

Preparing packages list to delete ...
cat9k-cc_srdriver.17.08.01.SPA.pkg
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File is in use, will not delete.
cat9k-espbase.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-guestshell.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-rpbase.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-rpboot.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-sipbase.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-sipspa.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-srdriver.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-webui.17.08.01.SPA.pkg

File is in use, will not delete.
cat9k-wlc.17.08.01.SPA.pkg

File is in use, will not delete.
packages.conf

File is in use, will not delete.

done.

The following files will be deleted:
[switch 17]:
/flash/cat9k-cc_srdriver.17.08.01.SPA.pkg
/flash/cat9k-espbase.17.08.01.SPA.pkg
/flash/cat9k-guestshell.17.08.01.SPA.pkg
/flash/cat9k-rpbase.17.08.01.SPA.pkg
/flash/cat9k-rpboot.17.08.01.SPA.pkg
/flash/cat9k-sipbase.17.08.01.SPA.pkg
/flash/cat9k-sipspa.17.08.01.SPA.pkg
/flash/cat9k-srdriver.17.08.01.SPA.pkg
/flash/cat9k-webui.17.08.01.SPA.pkg
/flash/cat9k-wlc.17.08.01.SPA.pkg
/flash/packages.conf

Do you want to remove the above files? [y/nly

[switch 17:

Deleting file flash:cat9k-cc_srdriver.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.17.08.01.SPA.pkg ... done.
Deleting file flash:cat9k-wlc.17.08.01.SPA.pkg ... done.
Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

SUCCESS: install remove Fri Jul 29 19:52:25 UTC 2022
Switch#

ATYT2 FHLWA A=V E T Ty allat’—
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a)

b)

copy tftp:[[//location]/directory]/filenameflash:

Zoavwr REMALT, TFIP b — "0 b7 7 v ya AEVICH LA A -T2 at—
L %9, location X, IP 7 RLAE IR A MTT, 77 ANVAIL, 7 7 A VHEEIZSE
MENDT 4 V7 MY ORI ASATIRELET, LA A =% TFTP $— 0B
TEHEE. CORT v T EAFy T LTSN,

Switch# copy tftp://10.8.0.6/image/cat9k_iosxe.17.09.01.SPA.bin flash:

destination filename [cat9k iosxe.17.09.01.SPA.bin]?

Accessing tftp://10.8.0.6/image/cat9k iosxe.17.09.01.SPA.bin...

Loading /cat9k_iosxe.17.09.0l.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
EEEEEREER RN R R RN RN R R R RN RN R R R R R R

[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

dir flash:*.bin

Zoawy REFHLT, A A—YRT7 Ty v a2l ERICat =Nl E 2R LE
—g‘o

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Jul 29 2022 10:18:11 -07:00 cat9k iosxe.17.09.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

ATvT3 7— NEHERTE

a)

b)

d)

boot system flash: packages.conf
Zoawy REMFEH LT, 77— NS % flash:packages.conf [Z3%E L £ 77,

Switch (config) # boot system flash:packages.conf

no boot manual

AA vy FHEAB T — MIRETHITE, ZOoavr FeHLET, REFZAZ A X
Ay FERMENFET GET05H6) .

Switch(config)# no boot manual
Switch (config)# exit

write memory

Zoawry REFRALT, T MEREERFELET,

Switch# write memory
show bootvar

Zoa<wy REMEMALT, 77— % (packages.conf) & F#i7— hiRiE (no) ZHFEEL
£,

Switch# show bootvar

BOOT variable = bootflash:packages.conf
MANUAL BOOT variable = no

BAUD variable = 9600
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ENABLE BREAK variable = yes

BOOTMODE variable does not exist
IPXE TIMEOUT variable does not exist
CONFIG _FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG_FILE variable =

ATFYTE A A—ThTF v allf A =L
install add file activate commit

Zoavw R EFEHALTC, A A—VEA A=V LET,

AA—THT T2 A Iab—LEHAIE. TFIP Y —N"ED Y —AA A=V FERIE7
Ty vakiiA L NTHIEERHRELET,

W OB, Cisco I0S XE Cupertino 17.9.1 Y 7 bV =T A A=V % 7T v allAf VA =L L
a0 ERLTVET,

Switch# install add file flash:cat9k_iosxe.17.09.01.SPA.bin activate commit
_install add activate commit: START Fri Jul 29 16:37:25 IST 2022

*Jul 29 16:37:26.544 IST: $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install one-shot flash:cat9k iosxe.17.09.01.SPA.bin

install add activate commit: Adding PACKAGE

install add activate commit: Checking whether new add is allowed

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/n]y

--- Starting initial file syncing ---

Copying image file: flash:cat9k iosxe.17.09.01.SPA.bin to standby
Info: Finished copying flash:cat9k iosxe.17.09.01.SPA.bin to standby
Finished initial file syncing

--- Starting Add ---
Performing Add on Active/Standby
[RO] Add package(s) on RO
[RO] Finished Add on RO
[R1] Add package(s) on Rl
[R1] Finished Add on R1
Checking status of Add on [RO R1]
Add: Passed on [RO R1]
Finished Add

Image added. Version: 17.9.01

install add activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.09.01.SPA.pkg
/flash/cat9k-webui.17.09.01.SPA.pkg
/flash/cat9k-srdriver.17.09.01.SPA.pkg
/flash/cat9k-sipspa.17.09.01.SPA.pkg
/flash/cat9k-sipbase.17.09.01.SPA.pkg
/flash/cat9k-rpboot.17.09.01.SPA.pkg
/flash/cat9k-rpbase.17.09.01.SPA.pkg
/flash/cat9k-guestshell.17.09.01.SPA.pkg
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/flash/cat9k-espbase.17.09.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.09.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on Active/Standby
*Jul 29 16:45:21.695 IST: %INSTALL—S—INSTALL_AUTO_ABORT_TIMER_PROGRESS: RO/0:
rollback timer: Install auto abort timer will expire in 7200 seconds [RO] Activate
package (s) on RO
[RO] Finished Activate on RO
[R1] Activate package(s) on R1
[R1] Finished Activate on R1
Checking status of Activate on [RO R1]
Activate: Passed on [RO R1]
Finished Activate

*Jul 29 16:45:25.233 IST: SINSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: R1/0:
rollback timer: Install auto abort timer will expire in 7200 seconds--- Starting Commit
Performing Commit on Active/Standby
[RO] Commit package(s) on RO
[RO] Finished Commit on RO
[R1] Commit package(s) on R1
[R1] Finished Commit on R1
Checking status of Commit on [RO R1]
Commit: Passed on [RO R1]
Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Fri Jul 29 16:46:18 IST 2022

(GE) install add file activate commit command % 547 L 72212, v A7 AT HEIZY v — K
LET, VAT LEZFEHTIe— RT 508 IHY A,

A VA=V EER

VT RT 2T DA A M= )VRIEFIZE T Lzb, dirflash: 2~ REEHLT, 77 vy a
/\0*45:/]' va sl IO{IEI@%TLI/‘ .pkg 77’/],/1/2: 220 .conf 77/],/l/i)§3?)5: CE %Eﬁ%bi
ﬂ—o

a) dir flash:*.conf
Wiz, dir flash:*.pkg =~ > RO OB 2R L ET,

Switch# dir flash:*.pkg

Directory of flash:/*.pkg

Directory of flash:/

475140 -rw- 2012104 Mar 19 2022 09:52:41 -07:00 cat9k-cc_srdriver.17.09.01.SPA.pkg
475141 -rw- 70333380 Mar 19 2022 09:52:44 -07:00 cat9%k-espbase.17.09.01.SPA.pkg
475142 -rw- 13256 Mar 19 2022 09:52:44 -07:00 cat9k-guestshell.17.09.01.SPA.pkg
475143 -rw- 349635524 Mar 19 2022 09:52:54 -07:00 cat9k-rpbase.17.09.01.SPA.pkg
475149 -rw- 24248187 Mar 19 2022 09:53:02 -07:00 cat9%k-rpboot.17.09.01.SPA.pkg
475144 -rw- 25285572 Mar 19 2022 09:52:55 -07:00 cat9%k-sipbase.17.09.01.SPA.pkg
475145 -rw- 20947908 Mar 19 2022 09:52:55 -07:00 cat9%k-sipspa.17.09.01.SPA.pkg
475146 -rw- 2962372 Mar 19 2022 09:52:56 -07:00 cat9k-srdriver.17.09.01.SPA.pkg
475147 -rw- 13284288 Mar 19 2022 09:52:56 -07:00 cat9k-webui.17.09.01.SPA.pkg
475148 -rw- 13248 Mar 19 2022 09:52:56 -07:00 cat9k-wlc.17.09.01.SPA.pkg

491524 -rw- 25711568 Jul 29 2022 11:49:33 -07:00 cat9k-cc srdriver.17.08.01.SPA.pkg
491525 -rw- 78484428 Jul 29 2022 11:49:35 -07:00 cat9k-espbase.17.08.01.SPA.pkg
491526 -rw- 1598412 Jul 29 2022 11:49:35 -07:00 cat9%k-guestshell.17.08.01.SPA.pkg
491527 -rw- 404153288 Jul 29 2022 11:49:47 -07:00 cat9k-rpbase.17.08.01.SPA.pkg
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491533 -rw- 31657374 Jul 29 2022 11:50:09 -07:00 cat9k-rpboot.17.08.01.SPA.pkg
491528 -rw- 27681740 Jul 29 2022 11:49:48 -07:00 cat9k-sipbase.17.08.01.SPA.pkg
491529 -rw- 52224968 Jul 29 2022 11:49:49 -07:00 cat9k-sipspa.l17.08.01.SPA.pkg
491530 -rw- 31130572 Jul 29 2022 11:49:50 -07:00 cat9k-srdriver.17.08.01.SPA.pkg
491531 -rw- 14783432 Jul 29 2022 11:49:51 -07:00 cat9k-webui.17.08.01.SPA.pkg
491532 -rw- 9160 Jul 29 2022 11:49:51 -07:00 cat9k-wlc.17.08.01.SPA.pkg

11353194496 bytes total (8963174400 bytes free)

dir flash:*.conf

Iz, dir flash:*.conf =2~ > FOH Bl Z R LET, 7T v aX—T 4 aD2>OD
conf 7 7 A NVINIFEIR I TWET,

* packages.conf : HT LA A M=)V LTz pkg 77 A NWIZEZXBZ N7 71,

* cat9k iosxe.17.09.01.5PA.conf : #1 L < A A h—/L L7 packages.conf 7 7 A /LD
Ny 7T v7Tat—,
Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

16631 -rw- 4882 Jul 29 2022 05:39:42 +00:00 packages.conf
16634 -rw- 4882 Jul 29 2022 05:34:06 +00:00 cat9k iosxe.17.09.01.SPA.conf

ATFYT6 N— g DR

show version
A A=UREBNLIZD, Z0a<wr REFEALTHLWAA—0R—D g UETERLET,

KD show version 2~ > RO SBITIL, 7734 AD Cisco I0S XE Cupertino 17.9.1 f A — D
HHRNPEREINTOET,

Switch# show version

Cisco I0OS XE Software, Version 17.09.01

Cisco IOS Software [Cupertino], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.9.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2022 by Cisco Systems, Inc..

<output truncated>

AR R=ILE—FTDODEY9HL—K

- -
— —

. BAV Y —ZANBRIOY Y —RIA VA N—LE— RTHF T T L — KT AFIES

RLET, VI MU TAA—TYDOX T T L— REFATT 5I2IE, boot flash: packages.conf
2L TIOS B T 2 BE N H Y £,
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1R BHHEIIZ
ZOFEX, ROF T L — RO F U FTHEATEET,

o L—FREID ) 1) —X B&
Cisco IOS XE Cupertino 17.9.x Cisco IOS XE Cupertino 17.8.x LARTD U Y — 2

)

G¥)

HHV Y —AEEH L TCH L BAINTEAAS v TFET N EX T T L —RT5H5Z L3 TEF
Hh, EVa2—REAINEZY U —RL, ZOETLDOR/NI T NI 2T 3= g T,
TRTCOMFEDON— R =T ZRFON— R 2T LRIV ) —RIT v 7= KR35 L

ATy

BB LET,

ok s va ORI, ingal =~ Rz L T Cisco I0S XE Cupertino 17.9.1 2> & Cisco
I0S XE Cupertino 17.8.1 IZX V> 7 L— RJ 55O LD TY,

FIE

IN=T w7
install remove inactive

Zoa<wry REHERALT, BENMRELTWAESICEWAS VA NNV T 7 AN ET ) —
Ty 7L, 77y 2l 1GB U EOMHEKZMHAE LT, LA A=V ERERBELET,

WOHIL, install removeinactive =2~ > REFH L TRIEHO 7 7 ANV E 7 V=T v 7 LT
BADOH N ERLTVET,

Switch# install remove inactive
install remove: START Fri Jul 29 11:42:27 IST 2022

Cleaning up unnecessary package files
No path specified, will use booted path bootflash:packages.conf

Cleaning bootflash:
Scanning boot directory for packages ... done.
Preparing packages list to delete ...
cat9k-cc srdriver.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-espbase.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-guestshell.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-rpbase.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-rpboot.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-sipbase.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-sipspa.17.09.01.SSA.pkg
File is in use, will not delete.
cat9k-srdriver.17.09.01.SSA.pkg
File is in use, will not delete.
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cat9k-webui.17.09.01.SSA.pkg

File is in use, will not delete.
cat9k-wlc.17.09.01.SSA.pkg

File is in use, will not delete.
packages.conf

File is in use, will not delete.

done.

SUCCESS: No extra package or provisioning files found on media. Nothing to clean.

SUCCESS: install remove Fri Jul 29 11:42:39 IST 2022

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members

[1]
[1]

Post _Remove Cleanup package(s) on switch 1
Finished Post Remove Cleanup on switch 1

Checking status of Post Remove Cleanup on [1]
Post_Remove Cleanup: Passed on [1]
Finished Post Remove Cleanup

SUCCESS: install remove Fri Jul 29 19:52:25 UTC 2022
Switch#

HLWARA—VET Ty a|lat’—

a)

b)

copy tftp:[[//location]/directory]/filenameflash:

ZOavy FEMEALT, TFIP Y —"\nb 77 v a AEVITH LA A—VEa —
LE, location |%, IP 7 KL AEIIHRA M TT, 77 ANVAIX, 77 A VEEIEIZHE
MENDT 4 L7 b Y O ASATHRELET, HLWA A—T% TFTP B — 30 b AEH]
THHEAE. COAT v TEAFy T LTSN,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.08.01.SPA.bin flash:

Destination filename [cat9k iosxe.17.08.01.SPA.bin]?

Accessing tftp://10.8.0.6//cat9k iosxe.17.08.01.SPA.bin...

Loading /cat9k iosxe.17.08.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0) :
rrrrrrrrrrrrrrrrrrrrrrrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrerrrrrrrerrererrrrrrrrrrrreeny

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)

dir flash:

ZOAaxy REFEHLT, A A=—YNRT7 Ty Va2l ERICat -3l LamRLE
hd‘o

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 508584771 Jul 29 2022 13:35:16 -07:00 cat9k iosxe.17.08.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)

ATYvT3 7T— NEHERE

a)

boot system flash: packages.conf
Zoavwy REMH LT, 77— NS % flash:packages.conf IZEXE L £ 7,

Switch (config) # boot system flash:packages.conf
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b) no boot manual

2L v FHBET — MIERETHITIE, Z0oa~vr FEEHLET, BREITAZ 1 R
Ay FLEMENES (nﬁéT%’)iE'/\)

Switch (config)# no boot manual
Switch(config)# exit

¢) writememory

Toaw U REFERALTC, T MREZRGFELET,

Switch# write memory
d) show bootvar

Zoavwy REMFHALT, 77— FE%# (packages.conf) & THE)7 — Ri%iE (no) ZHEREL
\ijqo

Switch# show bootvar

BOOT variable = bootflash:packages.conf
MANUAL_BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist

IPXE TIMEOUT variable does not exist
CONFIG _FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG FILE variable =

VT T 2T A A=V EA T T L—FR
install add file activate commit

Zoavw R EFEHALTC, A A—VEA A=V LET,

A A=V ET Ty arAEVICA—LEGEIE, TFTP y— kDY — 2 XA —UF 703
Tyva®Ar bF O EEHRELET,

WOFITIX, ingall add file activate commit =~ > R % L T Cisco I0S XE Cupertino 17.8.1
VTR 2T AA—T BT T2l VA=V LTWET,

Switch# install add file flash:cat9k_iosxe.17.08.01.SPA.bin activate commit
_install add_activate commit: START Fri Jul 29 21:37:25 IST 2022

*Jul 29 16:37:26.544 IST: $INSTALL-5-INSTALL START INFO: R0O/0: install engine: Started
install one-shot flash:cat9k iosxe.17.08.01.SPA.bin

install add_activate_ commit: Adding PACKAGE

install add_activate commit: Checking whether new add is allowed ....

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/n]y

--- Starting initial file syncing ---

Copying image file: flash:cat9k iosxe.17.08.01.SPA.bin to standby
Info: Finished copying flash:cat9k iosxe.17.08.01.SPA.bin to standby
Finished initial file syncing
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--- Starting Add ---
Performing Add on Active/Standby
[RO] Add package(s) on RO
[RO] Finished Add on RO
[R1] Add package(s) on Rl
[R1] Finished Add on R1
Checking status of Add on [RO R1]
Add: Passed on [RO R1]
Finished Add

Image added. Version: 17.08.1
install add _activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.08.01.SPA.pkg
/flash/cat9k-webui.17.08.01.SPA.pkg
/flash/cat9k-srdriver.17.08.01.SPA.pkg
/flash/cat9k-sipspa.17.08.01.SPA.pkg
/flash/cat9k-sipbase.17.08.01.SPA.pkg
/flash/cat9k-rpboot.17.08.01.SPA.pkg
/flash/cat9k-rpbase.17.08.01.SPA.pkg
/flash/cat9k-guestshell.17.08.01.SPA.pkg
/flash/cat9k-espbase.17.08.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.08.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on Active/Standby

*Jul 29 21:45:21.695 IST: %INSTALL—5—INSTALLiAUToiABORTiTIMERiPROGRESS: RO/0:
rollback timer: Install auto abort timer will expire in 7200 seconds [RO] Activate
package (s) on RO

[RO] Finished Activate on RO

[R1] Activate package(s) on R1

[R1] Finished Activate on R1
Checking status of Activate on [RO R1]
Activate: Passed on [RO R1]
Finished Activate

*Jul 29 21:45:25.233 IST: %INSTALL—5—INSTALLiAUToiABORTiTIMERiPROGRESS: R1/0:
rollback timer: Install auto abort timer will expire in 7200 seconds--- Starting Commit

Performing Commit on Active/Standby
[RO] Commit package(s) on RO
[RO] Finished Commit on RO
[R1] Commit package(s) on R1
[R1] Finished Commit on R1
Checking status of Commit on [RO R1]
Commit: Passed on [RO R1]
Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Fri Jul 29 21:46:18 IST 2022

(GE) install add file activate commit =~ > R&5IT L=, VAT AFHEBMICY n—F
LET, VATL2FEHTYn— RNTH2MEETHY FHA,

W= g DORER

show version
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AA=UREEB LIS, Z0avr FEEHLTHLWA A=Y DOAA=Va V2R LET,

GE) V7 2T ARA—Y% K771 —RLTH, ROMMON O/ X— g T BEIICZ
oL —RENFERA, FHINTREDOE IR F5,

RO show version =~ > RO I TiX, 7731 A Cisco 10S XE Cupertino 17.8.1 4 A — D
HHRNPEREINTOET,

Switch# show version

Cisco I0S XE Software, Version 17.08.01

Cisco IOS Software [Cupertino], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.8.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2022 by Cisco Systems, Inc.
<output truncated>

>

Cisco StackWise Virtual 5 KU T2 7I)IL A—/N\—/\(H
£ 2 21— LR TO In Service Software Upgrade (ISSU)

Z Z Tt 5 FNEICHE > T, In Service Software Upgrade (ISSU) #3TLF£J, Z Z Tl
THFIEL, KORIRT YV —RZOAER LTS ZE0, ISSU Y Y —ZAD¥R— b L

OHEREND Y U — 2O R HIHICOWTE, 20T 7=V V77 LA ~v=aT )b
@ lIn-Service Software Upgrade (ISSU) | #ZM L T 7230y,

1R BHHIIZ
ZDISSU FEIX, RO TV ATORFEHTEET,

FyIFIL—FRIOYY—R AT HaATFR =L:5)

Cisco 10S XE Bengaluru 17.6.x |install add file activateissu Cisco IOS XE Cupertino 17.9.x
commit

N/A ISSUTIEZ 7 v 7 L— K&y INA

AR—=FLTWWEEA, FU
JL—RizonwTix, T1v
ARN—=IE—RTOXT T
L—F (492—) | 2B
LTL &N,

Fg
ZAFv 71 enable

KitE EXEC E— Fa A LET, XRU—FREZANLET (FEREINEHE)

Switch# enable
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AT w72 ingall add file activate issu commit

Toawy REEHLT, MFOASL v TF~DA A=Y DXy ra—K, RXylr—I~DA
A= OWAE, FEICHST-BAA v TFOT v T T L — KRRy, $_XCOT7 v 77— RFEE
D—rrAEHEMEL E7,

Switch# install add file tftp:cat9k_iosxe.17.09.01.SPA.bin activate issu commit

WO, 1SSU FIEIZ X 5 Cisco I0S XE Cupertino 17.9.1 Y 7 bV =7 A4 A—T DA A
=L &R L TWET,

Switch# install add file tftp:cat9k_iosxe.17.09.01.SPA.bin activate issu commit
install add_activate commit: START Thu Jul 19 06:16:32 UTC 2021
Downloading file tftp://172.27.18.5//cat9k iosxe.17.09.01.SPA.bin

*Jul 19 06:16:34.064: $SINSTALL-5-INSTALL START INFO: Switch 1 RO/0: install engine:
Started install one-shot ISSU tftp://172.27.18.5//cat9k iosxe.17.09.01.SPA.bin
Finished downloading file tftp://172.27.18.5//cat9% iosxe.17.09.01.SPA.bin to
flash:cat9k iosxe.17.09.01.SPA.bin

install add_activate commit: Adding ISSU

--- Starting initial file syncing ---

[1]: Copying flash:cat9k iosxe.17.09.01.SPA.bin from switch 1 to switch 2

[2]: Finished copying to switch 2

Info: Finished copying flash:cat9k iosxe.17.09.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
[2] Add package(s) on switch 2
[2] Finished Add on switch 2

Checking status of Add on [1 2]

Add: Passed on [1 2]

Finished Add

install add_activate commit: Activating ISSU
NOTE: Going to start Oneshot ISSU install process

STAGE 0O: Initial System Level Sanity Check before starting ISSU

--- Verifying install issu supported ---

--- Verifying standby is in Standby Hot state ---
-—-- Verifying booted from the valid media ---

-—-- Verifying AutoBoot mode is enabled ---
Finished Initial System Level Sanity Check

STAGE 1: Installing software on Standby

--- Starting install remote ---

Performing install remote on Chassis remote
[2] install remote package(s) on switch 2
[2] Finished install remote on switch 2
install remote: Passed on [2]

Finished install remote

STAGE 2: Restarting Standby

--- Starting standby reload ---
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Finished standby reload
--- Starting wait for Standby to reach terminal redundancy state ---

*Jul 19 06:24:16.426: %SMART LIC-5-EVAL_ START: Entering evaluation period

*Jul 19 06:24:16.426: %SMART LIC-5-EVAL_ START: Entering evaluation period

*Jul 19 06:24:16.466: %SHMANRP-5-CHASSIS DOWN_EVENT: Chassis 2 gone DOWN!

*Jul 19 06:24:16.497: SREDUNDANCY-3-STANDBY LOST: Standby processor fault
(PEER_NOT_PRESENT)

*Jul 19 06:24:16.498: SREDUNDANCY-3-STANDBY LOST: Standby processor fault (PEER DOWN)
*Jul 19 06:24:16.498: SREDUNDANCY-3-STANDBY LOST: Standby processor fault
(PEER_REDUNDANCY_ STATE_CHANGE)

*Jul 19 06:24:16.674: SRF-5-RF _RELOAD: Peer reload. Reason: EHSA standby down

*Jul 19 06:24:16.679: $IOSXE_REDUNDANCY-6-PEER LOST: Active detected switch 2 is no
longer standby

*Jul 19 06:24:16.416: SNIF MGR-6-PORT LINK DOWN: Switch 1 RO/0: nif mgr: Port 1 on front
side stack link 0 is DOWN.

*Jul 19 06:24:16.416: SNIF_MGR-6-PORT CONN_ DISCONNECTED: Switch 1 RO/0: nif mgr: Port 1
on front side stack link 0 connection has DISCONNECTED: CONN_ERR PORT_LINK DOWN_ EVENT
*Jul 19 06:24:16.416: SNIF_MGR-6-STACK LINK DOWN: Switch 1 RO/0: nif mgr: Front side
stack link O is DOWN.

*Jul 19 06:24:16.416: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 1 on Switch 1 is down

3
S
3
g

<output truncated>

*Jul 19 06:29:36.393: %IOSXE_REDUNDANCY-6-PEER: Active detected switch 2 as standby.

*Jul 19 06:29:36.392: $STACKMGR-6-STANDBY ELECTED: Switch 1 RO/0: stack mgr: Switch 2

has been elected STANDBY.

*Jul 19 06:29:41.397: %REDUNDANCY-5-PEER MONITOR EVENT: Active detected a standby insertion
(raw-event=PEER_FOUND (4))

*Jul 19 06:29:41.397: %REDUNDANCY-5-PEER MONITOR EVENT: Active detected a standby insertion
(raw-event=PEER_REDUNDANCY_ STATE_CHANGE (5))

*Jul 19 06:29:42.257: SREDUNDANCY-3-IPC: IOS versions do not match.

*Jul 19 06:30:24.323: $HA CONFIG_SYNC-6-BULK CFGSYNC_ SUCCEED: Bulk Sync succeededFinished
wait for Standby to reach terminal redundancy state

*Jul 19 06:30:25.325: %RF-5-RF_TERMINAL STATE: Terminal state reached for (SSO)
STAGE 3: Installing software on Active

--- Starting install active ---
Performing install active on Chassis 1

<output truncated>
[1] install active package(s) on switch 1
[1] Finished install active on switch 1

install active: Passed on [1]
Finished install active

STAGE 4: Restarting Active (switchover to standby)

--- Starting active reload ---

New software will load after reboot process is completed

SUCCESS: install add activate commit Thu Jul 19 23:06:45 UTC 2021

Jul 19 23:06:45.731: $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install one-shot ISSU flash:cat9k iosxe.17.09.01.SPA.bin

Jul 19 23:06:47.509: %$PMAN-5-EXITACTION: FO/0: pvp: Process manager is exiting: reload
fp action requested

Jul 19 23:06:48.776: SPM

Initializing Hardware...
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Cisco StackWise Virtual &5 & T 2 7 JL R —/8—/ A ' £ 2 21— LR T In Service Software Upgrade (ISSU) .

System Bootstrap, Version 17.9.1r[FC2], RELEASE SOFTWARE (P)
Compiled Fri 07/19/2022 10:48:42.68 by rel

Current ROMMON image : Primary
Last reset cause : PowerOn
C9500-40X platform with 16777216 Kbytes of main memory

boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

Jul 19 23:08:30.238: %PMAN-5-EXITACTION: CO/0: pvp: Process manager is exiting:

Waiting for 120 seconds for other switches to boot

Ei

Switch number is 1

All switches in the stack have been discovered. Accelerating discovery

Switch console is now available

Press RETURN to get started.

Jul 19 23:14:17.080: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
commit

Jul 19 23:15:48.445: SINSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install commit ISSU

show version
IDavwry REHEALT, LA A=V DOAR—=V g UEERLET,

W show version =~ > RO ABITIE, 7734 Z®D Cisco I0S XE Cupertino 17.9.1 4 2 — 0
BWMNnFRINTWET,

Switch# show version

Cisco I0S XE Software, Version 17.09.01

Cisco IOS Software [Amsterdam], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.9.1,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2022 by Cisco Systems, Inc.

<output truncated>

show issu state [detail ]
Zoa<wy REERA LT, ISSU 7' u bt ARREIREEIZ 2> TV RWZ & 2R L ET,

Switch# show issu state detail
--- Starting local lock acquisition on chassis 2 ---
Finished local lock acquisition on chassis 2

No ISSU operation is in progress
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Switch#

ATy 75 exit
¥iME EXEC E— R&K T L, =2—¥—EXEC E— RIZEY 7,

J4—ILKTAGSTIILT—rTZLADIN—23 200D
7vITTL—F

T 4=V KTl TV — T LA (FPGA) 1. VA3 AL vF LITFEESTEZ T 0T T
VTN RAEY TNRAAO—FETT, ZhblE, FFEOHEMAMIEDIERZ FIHEIC T 2 s E Al
REZRERER B T,

BAED FPGA /N—2 3 U ZiERT 5121, 10S & — KT show firmwareversionall =< > K%
AJ19 575>, ROMMON £— R Cversion-v 2> R&Z AN LET,

Y

GX) T R_RTDOY T "I 2T VY —RATFPGADNS—a UNEEINLIZDITTIIH Y A,

c NR—=U g VOEFRIL, BEOY T N =TT v L — RO—E L LT T, iziBhn
DFNEZFITTLH2HETH Y FHA,
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+ Cisco Bug Search Tool (59 ~X—73)
« Cisco I0S XE Cupertino 17.9.x D RfEHROREA (59 ~<—)
« Cisco 10S XE Cupertino 17.9.5 OfERE DA EE (60 2X—)
« Cisco 10S XE Cupertino 17.9.4a O DA EA (60 =—3)
« Cisco 10S XE Cupertino 17.9.4 OfEiRE DA EA (

» Cisco 10S XE Cupertino 17.9.3 OfFRF A DR EAE ( )
» Cisco I0S XE Cupertino 17.9.2 DffRFEAD A EL (61 =—)
« Cisco I0S XE Cupertino 17.9.1 DfFHREHLDREL  ( )

Cisco Bug Search Tool

CiscoBugSearchTool (BST) #fliH7T 5 &, /X— M —LBERITRME, V-2 F—U—
RIZESWTY 7 MU =T NTERFE L, ANTFM, B, S—Va v EOFET—4 24
T2 EmTEET, BSTIX, Xy b= URAIEHBIOT AL AD N T TNy a—
TA TRV THREEZN LS X CBE SN THET, ZOY—ATiE, 7T v
VXIS TAR T E T o 0 H L, REBEATNCEET D505 KOWE O N B 2 — & k5
LT EHLTEET,

REOFEMAEFR T2, DEZ U v 27 LET,

Cisco 10S XE Cupertino 17.9.x DK ZRDFE S

ID RaiL

CSCwh01883 C9600X-SUP-2 : 7w 7 7L —R/7T7A4~< ) )= a UREHAE L TW A
A. LC R IOFPGA O —)LF ) — g U biE#Eh T 20
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B cisco 108 XE Cupertino 17.95 DR FADFEE

Cisco 10S XE Cupertino 17.9.56 D fZ R FHDAEES

1D REL

CSCwi01706 C9606R [LC-48YL] 3 L U} C3560x [Fa0, 100M i#E] & AN enabl -day1 [0
FEGEAMIZH TS GLC-TE Y v 7 X0 v

CSCwh39191 VULCAN : 77 > F LA D7 7 VEEIZHET 5% syslog D7 7 5,
Z2ry NEFPIELL 2N

CSCwe95691 PP | Cat9k 73 IP {5707 KL% 0.0.0.0 TlE7e< 192.168.1.1 ZfEH L T
DHCP i 2 %54 %

CSCwil0405 [NEAT] it o 72 A v 5 —7 = A A&AGT AT 4 v MACT KL AT

VRMUMNCISPICL>TA VA =L END

Cisco 10S XE Cupertino 17.9.4a D fZ R FHDAEE

ID RaiL

CSCwh87343 CiscoIOS XE VY 7 N7 = 7 @ Web UL IZE T 5 Hrbe H-4& O Hfas

FEAMIZ DWW TIE,  [Security Advisory: cisco-sa-iosxe-webui-privesc-j22SaA4z |
B TLTEE0,

Cisco 10S XE Cupertino 17.9.4 DfZ R FH DA EE

ID RHL

CSCwe33886 17.9 A4 > A h—/L oper DB 7 = U 7’ xpath install-oper-hist ~¢ DB 7 = J T
T T — %I

CSCwe36743 YIS RA T =g UEE- 7T v a2 -SSH - AAA V)V — TR IE DI H I

CSCwe96441 FET7a—HIENL Cat 7T v b 7+ — L TIHEH TEX 2208, cat9500HP
TIIRETE S
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh39191
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe95691
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi10405
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-webui-privesc-j22SaA4z
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-webui-privesc-j22SaA4z
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh87343
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe33886
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe36743
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe96441

Cisco 10S XE Cupertino 1793 p@eE a0 LS ]

Cisco 10S XE Cupertino 17.9.3 DfZRFAHDAEES

ID

RdL

CSCwb53649

100G : snmpwalk T DOM {8 1E L < ) &g

Cisco 10S XE Cupertino 17.9.2 D R EHDFEE

ID

RdL

CSCwb91153

Ishow sdm..| DFEITH O htm xml parse htm section T® fed main event
AEYV—72

Cisco 10S XE Cupertino 17.9.1 DR FHDAFEE

WORMEIZZ DY V) — X TR TT,
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B cisco 105 XE Cupertino 17.91 D@RFADOFEE
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Z DL DIFER

s "NTT NV a—T 4T (63 =)
o BEEHEE (63 X—Y)
cEE. —E R, BIOZEOMDIER (64 2—)

kSIS a—TFT4a429

NS TN a—F 4 2 T ORFTOZEMBERIZTOVTIE, KD URL (28 5 Cisco TAC Web 1
F2ZHBR LT 7EE0,

https://www.cisco.com/en/US/support/index.html

[Product Support] IZBEEI L, U A R G8LZ RIS 57, WEOARTEZAN LET, FAEL
TWAMBEICEET 216 % R 2121%. [Troubleshoot and Alerts] Z#ZH L TL 72 &0,

Cisco IOS XE (2B 3 A 1F#RIX. KD URL 7" ATF-TX £9, https://www.cisco.com/c/en/us/
products/ios-nx-os-software/ios-xe/index.html

Cisco Catalyst 9600 > U — X 2 A v F OFTXTOHYAHR—F K¥F= A2 ME, RO URL »H A
FCTXF£9, https://www.cisco.com/c/en/us/support/switches/catalyst-9600-series-switches/
tsd-products-support-series-home.html

Cisco Validated Designs R = 2 7 ME, RO URL 7»H AFTE £ 7, https://www.cisco.com/
go/designzone

WIRL7TT v b 74—, CiscoloOS U U—2A, BIOT 4 —F v v MIET S MIB 2%
LTCHvrue— K152, kD URL IZ&H S Cisco MIB Locator % i f L 7,

https://cfang.cisco.com/mibs
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https://www.cisco.com/c/en/us/support/switches/catalyst-9600-series-switches/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/switches/catalyst-9600-series-switches/tsd-products-support-series-home.html
https://www.cisco.com/go/designzone
https://www.cisco.com/go/designzone
https://cfnng.cisco.com/mibs

zotoER |
B ::= v—cx ssvzom0ms

= > N =E
BIE. T—EX. XU DMDIEE
s VRAMB A A LY — R ER A SIS 21X, Cisco Profile Manager CTHA > 7 v 7
LTL7EE,
s EEAREMICE D BV RANCME /B L 5 2 5121, CiscoServices [JFE]ICT 7 AL
TLIZEY,

e —ER VIR NEEEFT HIZIE, Cisco Support [FFE] IZT 7 AL TLEEWY,
c BETHIEEH DT X =T FTA R FZADT I Y r—var, fih Y)a—val,
BIO—E 22 L T 5121E, Cisco Marketplace IZ7 7 A LT &0,
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