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enable

configureterminal

flow record record-name

match ipv4 protocol

match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
collect flow cts source group-tag
collect flow ctsdestination group-tag
collect counter packets
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F gD FEH
AV RFERETO3 Y B#)
AT 71 |enable FibE EXEC E— RZ A LE T,
Ik « XAV —REASLET (ERESNEHE) S
Device> enable
RFw 72 |configureterminal ra—)ar7Z4Xal—3ay T— N2
1 - LETS
Device# configure terminal
Z 5w 73 |flowrecord record-name Flexible Netflow (FNF) 71— L a2— R&{ERRT 5
i - Py, ELIIEFEOFNF 7u— La— R&EZEHE L
. FlexibleNetFlow 7u— L a— R a7 ¢ ¥
Device (config)# flow record cts-record-ipv4 =3yt f‘é’&ﬂﬁé Lijﬁo
A5y 74 |matchipv4 protocol (FFvay) 7e—La—ROF—7 4 —L R
B - LTIPv4 7' b3 Lz ELET,
. . . (GE) CiscoCSR100V, ISR4400, 5 L TFASR 1000
Device (config-flow-record) # match ipv4 protocol 7::? > ]\ 7ﬂ“—‘AVC“Li\ Cisco TrustSec
7 4 —)L RIZIPV4 FNF L 22— R TO ALY
R—hSNFET,
Z w5 |matchipv4 source address (fEE) IPVAXEILT RLAZ 7 —La— RO
. F—T A RELTRELET,
(G¥) CiscoCSR100V, ISR 4400, I X TFASR 1000
Zzzi2§;confiq—flow—record) # match ipv4 source 705 > ]\ 7j—*—]>\’(:‘£j:\ Cisco TrustSec
7 4 —)L RIZIPV4 FNF L 22— R TO ALY
R—hrINET,
ZFw 76 |matchipvadestination address (EE) IPVA%EET FL A&7 —L a— RDOF%—
Bl - 74— R LTRELET,
(GX) CiscoCSR100V, ISR 4400, ¥ J TN ASR 1000
Device (config-flow-record) # match ipv4 N o N .
dostination addross 77 v N7 #—AL Tl Cisco TrustSec
7 4 —/V NIZIPV4 FNF L 22— R TO &Y
R—hrEINnET,
ATFvT1T match transport source-port (A7F>ay) 7oa—Lba—RKOx— 74—V R
5l - ELT, hT v AR— MEEEAR— FERELE
TO
Device (config-flow-record) # match transport

source-port
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R w78 |matchtransport destination-port (A7 ay) 7a— La—KOx— 7 41— K
Bl ELT, Ry AK— MR- hERELET
Device (config-flow-record)# match transport
destination-port
5w 79 |collect flow ctssourcegroup-tag (#7333 >) FNF 72— L 22— RN® Cisco
i - TrustSec fEE e F = U7 4 /=757 (SGT)
BIEXF—T 4= RELTRELET,
Device (config-flow-record)# collect flow cts
source group-tag
Z 5w 710 |collect flow ctsdestination group-tag (A7 a>) FNF 7r—1L 22— KPN® Cisco
i - TrustSec 56/t ¥ = U 7 ¢ 7/L—7% 7 (DGT) %
FF—7 44—V FELTRELET,
Device (config-flow-record) # collect flow cts
destination group-tag
AT w711 |collect counter packets (AFvay) 7a—THRINDL Ty MikIE
5l F— T AL RELTREL, 7R—DbATS
7y MEEIUE L ET,
Device (config-flow-record) # collect counter
packets
RATFwvF12 |end Flexible NetFlow 72— L I — R 27 ¢ ¥ a2 L—
i - vay = RERET LT, i EXEC T— FIZK

Device (config-flow-record) # end
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7ua— La— RFEERLTNWDEZ L E2MERLET, FFMc VTR,

[Tu— La— Rk

F— 74— RFELTDCiscoTrustSec 7 4 —/V RORE)] OHEBIRN [7o— L a— FDIE
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1. enable
2. configureterminal
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F IR D EFH

3. flow exporter exporter-name

70— EZ4DRE .

4. destination {ip-address | hostname} [vrf vrf-name]

5. end

AT RFEEIEFT7II Y

=)

AT w71 |enable FiME EXEC E— R&EANIC L E T,
Bl - « RRT—REANLET (ERENEHE) .
Device> enable

25w 2 | configure terminal Jua—sY ar7 4 Xalb—vary E— FEG
{1 - LET.
Device# configure terminal

R T 73| flow exporter exporter-name Tu— T AR=Z T D0 £ FEO T
Bl - 07— TJ AR—HF %W LT, Flexible NetFlow 7

H— T/ AR—H a7 Fal—arET—R

Device (config)# flow exporter EXPORTER-1 %Esﬂﬁélngjfo

AT w 74 | destination {ip-address | hostname} [vrf vrf-name] T AR—BZ DRI AT LDIPT L AE -3k
fil AN ERRELET,
Device (config-flow-exporter) # destination
172.16.10.2

A5 w75 |end Flexible NetFlow 72— 7 AR—H% a7 4 F o
B - L—va = F&E& T LT, FHEEXECE— RIZ

Device (config-flow-exporter) # end

RO £E9,

JO— EZ2NDHFE

FIRDEE

4RO HREIIC

TR — T AR—H T —H 2 AR—  NAO T u— =X IBNTAHI2E, Je—x 7 X

W= F LTV D Z L2l LE T,

HEZRL T IZEN,

1. enable
2. configureterminal
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end

flow monitor monitor-name
recor d record-name
exporter exporter-name
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ATy T

enable
I

Device> enable

it EXEC E— FE Az LET,
e NRAT—REANLET (FERENEHE) .

ATvT2

configureterminal

1

Device# configure terminal

Juau—)ary7 4 Xal—ar ET— NEG
L/\i‘g‘o

ATvT3

flow monitor monitor-name

1 -

Device (config) # flow monitor

FLOW-MONITOR-1

Tna— =X EERT L0, FREBEFO 7 n—
F=X% %J5H L. Flexible NetFlow 7 & — E =%
a7 4F¥alb—ary E—RNERBLET,

ATvT4

record record-name

1 -

Device (config-flow-monitor) #
cts-record-ipv4

record

To— F=F—OLa— REEELET,

ATy TH

exporter exporter-name

1

Device (config-flow-monitor) #

exporter EXPORTER-1

Tu— E=H DT AR—FEEBELET,

ATvT6

end

1

Device (config-flow-monitor) #

end

FlexibleNetFlow 70— t=#% 27 4 ¥ a2 L —3 37
VE—REKT LT, FHEEXEC E— RIZRED £
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Tn— E=HEER LTINS Z & 2R

DEZZRLTIIZEN,

AVB—T A A~ADT7O— E=FDFEH .

LFET, fHlic O VW TiE, T7e— =X DT

FIEDHE
1. enable
2. configureterminal
3. interfacetype number
4. ip flow monitor monitor-name input
5. end
FIED %
OV RFERETIVa Y B
AT w1 |enable FrHE EXEC E— REAI L E T,
fi e NMAU—REANLET (FREINTHH) .

Device> enable

Z 5w 2 | configureterminal Ja—)ar7 4 Xal—vay ®— NeBth
15“ : L/i—g—o
Device# configure terminal

R 7 7 3 |interface type number AU H—T 2 AEEEL, A X —T = A AT
B - TJA4F¥Xal—varET—RERBLET,
Device (config) # interface Gil/1l

R 7 4 |ip flow monitor monitor-name input VERREARD 70— =%, ~T 7 4 w7 OS5
i - REBRDA T =T 2 A RTENVETHILT, £

DI —F=FET 7T 4 7ICLET,

Device (config-if)# ip flow monitor FLOW-MONITOR-1
input

RTv 75| end Ao B =T A AT 4Fal—g F—R
i - EHET L. FPME EXEC £— FIZRY £,

Device (config-if)# end
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FIEOHE

enable

show flow record record-name

show flow exporter exporter-name
show flow monitor monitor-name

show flow monitor monitor-name cache
show flow interface type number

o0k wWN =

F IR D FH

AT v 71 enable
¥i#E EXEC T— F&E AL £,
e NMAT—READLET (FERINTHE) &

11
Device> enable

X T 72 show flow record record-name

¥ L 7= Flexible Netflow (FNF) 7u— L a— ROEMAEZF R L ET,

% -

Device> show flow record cts-recordipv4

flow record cts-recordipvié:

Description: User defined
No. of users: 1

Total field space: 30 bytes
Fields:

match ipv4 protocol

match ipv4 source address

match ipv4 destination address

match transport source-port

match transport destination-port

match interface output

collect flow direction

collect flow cts source group-tag
collect flow cts destination group-tag
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collect counter packets

AT w73 show flow exporter exporter-name

FRELZFNF 70— =7 AR—FOBEDAT —H AR R LET,

1 :

Device> show flow exporter EXPORTER-1

Flow Exporter EXPORTER-1:
Description: User defined
Export protocol: NetFlow Version 9
Transport Configuration:
Destination IP address: 100.100.100.1

Source IP address: 3.3.3.2
Transport Protocol: UDP
Destination Port: 2055
Source Port: 65252
DSCP: 0x0
TTL: 255
Output Features: Used

2T w74 show flow monitor monitor-name

JBEL/-FNF 7u— E=ZDAT—HX A LFHFHERELFERLET,

1 :

Device> show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description: User defined

Flow Record: cts-recordipv4

Flow Exporter: EXPORTER-1

Cache:
Type: normal (Platform cache)
Status: allocated
Size: 200000 entries
Inactive Timeout: 60 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs
Synchronized Timeout: 600 secs
Trans end aging: off

27w 75 show flow monitor monitor-name cache

FELEZFNF 7R — F=F v v aDarsFryaigrLET,

51

Device> show flow monitor FLOW-MONITOR-1 cache
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Cache type: Normal
Cache size: 4096
Current entries: 2
High Watermark: 2
Flows added: 6
Flows aged: 4

- Active timeout (1800 secs) 0

- Inactive timeout (15 secs) 4

- Event aged 0

- Watermark aged 0

- Emergency aged 0
IPV4 SOURCE ADDRESS: 10.1.0.1
IPV4 DESTINATION ADDRESS: 172.16.2.0
TRNS SOURCE PORT: 58817
TRNS DESTINATION PORT: 23
FLOW DIRECTION: Input
IP PROTOCOL: 6
SOURCE GROUP TAG: 100
DESTINATION GROUP TAG: 200
counter packets: 10
IPV4 SOURCE ADDRESS: 172.16.2.0
IPV4 DESTINATION ADDRESS: 10.1.0.1
TRNS SOURCE PORT: 23
TRNS DESTINATION PORT: 58817
FLOW DIRECTION: Output
IP PROTOCOL: 6
SOURCE GROUP TAG: 200
DESTINATION GROUP TAG: 100
counter packets: 8

AT w76 show flow interface type number

BELIEA LV H—T 2 ABHASNAFNF 70— FE= X O MAERZRLET, 70— F=XRA L H—
Tz A AZHA SN WEE, RIS £,

B -

Device> show flow interface Gil/1

Interface GigabitEthernetl/1

FNF: monitor: FLOW-MONITOR-1
direction: Input
traffic(ip): on
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kD EXTEHI

Bl 72A—La—FDIEFX—T 4 —JL k& L TDCiscoTrustSec 7 1 —
L EDERTE

W OFIIL, Cisco TrustSec 7 11— F 7= 7 k%, IPv4 Flexible NetFlow 7 17— L =1 —
Ko Ex— 74—V RELTRET D2 HEEZRLET,

Device> enable

Device# configure terminal

Device (config) # flow record cts-record-ipv4

Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match transport source-port
Device (config-flow-record) # match transport destination-port
Device (config-flow-record) # collect flow cts source group-tag
Device (config-flow-record) #

Device (config-flow-record) #

Device (config-flow-record) #

collect flow cts destination group-tag
collect counter packets
end

Bl : 20— T RAR—RFDERTE

Device> enable

Device# configure terminal

Device (config) # flow exporter EXPORTER-1

Device (config-flow-exporter)# destination 172.16.10.2
Device (config-flow-exporter) # end

Bl 20— FE=—2DETE

Device> enable

Device# configure terminal

Device (config)# flow monitor FLOW-MONITOR-1

Device (config-flow-monitor)# record cts-record-ipv4
Device (config-flow-monitor) # exporter EXPORTER-1
Device (config-flow-monitor) # end

Cisco TrustSec 7  —JL K ® Flexible NetFlow T~ X 7K— k .




Cisco TrustSec 7  —JL KO Flexible NetFlow T4 ZK— + |
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Bl . A3 —T AR EODT7O—FE=2NDEHA

WOBNL, " T T4 T DT HA 2 —T 2 A AZIPVE 70— F =X ZEATH
TET, IO — =X ET VT 4= T 5 EERLET, IPV6 T —F =
B—%T T 4_— B0, ipF—TU— R% ipv6 F—T— RE@Exz 4,

Device> enable

Device# configure terminal

Device (config) # interface Gil/1l

Device (config-if)# ip flow monitor FLOW-MONITOR-1 input
Device (config-if)# end
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