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http://server-name/iptpl atform.

Cisco Unified Communications

Cisco Unified Communications for Cisco Unified Presence Server Operating System
OL-11803-01-J |
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DVD
1
. pwr ecovery
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Welcome to admin password reset
2
3 CD DVD
4
CD DVD
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6
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CLI set password
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8
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1 Cisco Unified Communications >

(Cluster Nodes)

2 (Cluster Nodes) 31

3-1

(Hostname)

1P (IP Address) IP

(Alias)

(Type of Node)
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3-2
ID
(Hardware platform type)
CPU (The CPU type)
(Memory) MB
(Detailed Report)
Cisco Unified Presence Server RTMT
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0 1 Bond 0
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(Network Settings)

2 (Network Settings) 33

Status 0 1

DHCP 0 DHCP

MAC Address

Speed

Duplex

IP Address 0 1
NFT IP

IP Mask 0 1 NFT

Link Detected

Auto Negatiation

MTU

Queue Length

Receive Statistics

Transmit Statistics

Primary DNS IP

Secondary DNS IP

Domain

Gateway 0 IP
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1 Cisco Unified Communications >

(System Status)

2 (System Status) 35

Host Name Cisco Unified Communications
CiscoMCS

Date

Time Zone

Locale

Product Ver

Platform Ver

Uptime

CPU Idle CPU

Memory
KB

Disk/active

Disk/inactive

Disk/logging
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IP
IP Dynamic Host Configuration Protocol DHCP
1P
IP
EthO Ethl EthO
MTU 1500
IP
1P Cisco Unified CallManager
1 Cisco Unified Communications P >

(Ethernet Settings)

(Ethernet Settings)

4-1
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DHCP
3
4-1
DHCP DHCP
(Port Settings) 1P IP

(IP Address)

(Mask) IP

(Gateway) IP IP

(IP Address)

S

1P
Cisco Unified Presence Server
IP
1 Cisco Unified Communications > |P >

(Publisher Settings)

v
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Cisco Unified Presence Server

http://server-name/iptplatform

server-name

IP
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W nTP

NTP

NTP 9 1 9 NTP
NTP
1 Cisco Unified Communications > NTP
NTP (NTP Server Settings)
2 NTP
NTP
NTP 1P
NTP IP IP
O NTP NTP
3 NTP (NTP Server Settings)
> NTP
NTP
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SMTP ||
SMTP SMTP SMTP
SMTP

SMTP
1 Cisco Unified Communications > SMTP

SMTP (SMTP Settings)
2 SMTP IP
3

NTP
P.4-4 NTP

1 Cisco Unified Communications >
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1 Cisco Unified Communications >

(Restart Current Version)
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(Shutdown System)

2
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. IP
. IPSec
. IPSec

Internet Explorer

1

CTL

Internet Explorer

Internet Explorer

OK
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. CTL
. CTL

. CSR

Cisco Unified
Communications

Select Certificates or Trust Store

2 (Own Certificates)
(Trust Certificates)

Display Certificates or Trust Units

3
Display Certificates or Trust Store
4
Details of a Certificate
5 Details of Certificate
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CTL
CTL  Cisco Unified Communications PC
1 > > /ICTL
/ICTL/CSR (Select Certificate/CTL/CSR Download)
2 (Download Own Cert)
(Download Trust Cert) CTL (Download CTL File)

Download Certificates or Trust Units

3

Display Certificates or Trust Store
4

/CTL/CSR (Certificate/CTL/CSR Download)

5 continue
6 CTL PC CTL
7 CTL
8
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2 (Delete Trust Cert)

Display Certificates or Trust Units For Delete/Regenerate

Delete Certificates or Trust Store

4 (Existing certificate name(s))

1 > > /

Select Certificates or Trust Store for Deletion

2 (Regenerate Self-Signed Cert)
3 (Existing Certificates Types)
4
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||
CTL
Y
CA CTL
1 > > /ICTL
/ICTL (Select Certificate/CTL Upload)
2
. Upload Own Cert CA
. Upload Trust Cert CA
e CTL Upload CTL File CTL
Certificate type for the upload including CTL
3 Caertificate type for the upload including CTL
a. CTL (Existing certificate types)
b. CA CA
Root Cert Name
CA CTL
c.
/CTL
4 /CTL
a.
b.
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Select Certificate type for CSR

CSR

3 Download CSR if any

(Existing Certificate Types)

/ICTL/CSR (Certificate/CTL/CSR Download)
4 continue
5 CSR PC CTL
6 CTL
7
CA
Cisco Unified Communications CA
PKCS# 10 CSR
1 CSR p.6-7
CSR PC P.6-6
CSR CA CA
P.6-7 CA
4 |CA CA
P.6-7 CA
5 [cA P.6-5
6 P.6-5
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7 |CAPF Cisco Unified Presence | Cisco Unified CallManager
Server

CTL

8
Tomcat Tomcat
CAPF Cisco Unified Presence Server
TFTP
Cisco Unified Presence Server
CSR
1 > > CSR /

Select Certificate type for CSR

3 Generateanew CSR

(Existing Certificate Types)

4

Cert/IPSEC Operation (CSR/Config/Assoc Create) Done CSR
CA

CA

CA CA
CA CA
CAPF Cisco Unified Presence Server CSR CA
CA

CSR X.509
Cisco Unified Communications DER PEM

CSR PEM DER DER

Microsoft Keon
CA
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Show Cert Expiry Monitoring Config

Change Cert Expiry Monitoring Config

6-1

/ (Notification/Alert Start
Time):

(Initial Frequency of
Notification: Every)

/ ENABLE

ID(Email 1Ds entered for
Notification):

s

SMTP
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P | |
IP
1PSec
. IPSec
. |PSec
Y
|PSec
IPSec
IPSec
Y
IPSec
|PSec
| PSec
> |PSEC > |PSEC
N
Cisco

Unified Communications

Display IPSEC Policy

IPSec
IPSec
IPSec
IPSec
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4
6-2
IPSec
IPSec
IPSec
IPSec
1PSec
1 > |PSEC > IPSec
(Setup Select)
2
(Same Type)
(Different Type)
3
IPSEC (Setup IPSEC Policy and Association)
4 IPSEC (Setup IPSEC Policy and Association)
6-2
5 IPSec
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P
6-2 IPSEC
(Policy Name) IPSec
(Dest. Address
Type
yPe) e IP IP
e FQDN
(Source
Address Type
yPe) e IP IP
e FQDN
/ (Tunnel/Transport)
(Protocaol) Any
e TCP
e UDP
e Any
(Dest. Port)
1 Phase 1 1 |IKE
Life Timein seconds
(Hash
Algorithm)
e SHA1 1IKE
e MD5 1IKE
2 Phase 2 2 IKE
Life Timein seconds
AH (AH Algorithm) ESP
(ESP Algorithm)
(Assoc. Name) IPSec
(Dest. Address) IP FQDN
(Source Address) IP FQDN
(Remote Port)
(Source Port)
(Encryption
Algorithm)
e DES
e 3DES
1 DH (Phasel1DH value) 1 DH
215 14 16 17 18
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6-2 IPSEC

ESP (ESP Algorithm) ESP
e NULL_ENC
e DES
e 3DES
e BLOWFISH
¢ RIINDAEL

2 DH (Phase2DH value) 2 DH
215 14 16 17 18

Cisco Unified Communications for Cisco Unified Presence Server Operating System
OL-11803-01-J |
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CoP

e TFTP TFTP
TFTP
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Cisco
Unified Communications Operating System
Cisco Unified CallManager 5.0(4) CAPF Certificate
Manager Infrastructure 5.0(4)
CAPF CTL Client
CTL Cisco Unified CallManager  CAPF

Cisco Unified CallManager

CD DVD
S
Disaster Recovery System

CD DVD

1 CD DVD
a. Cisco.com
Y

unzip
untar

b. CD DVD
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2 CD DVD

CD DvD

4 DVD/CD

5 CD DVD
(Directory )

(Checksum)

9 Cisco.com

Cisco.com

10

11

12
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13

14

15 >

16

v

Disaster Recovery System

1 > /
2
3
Linux Unix
patches
/patches Windows

4

(Remote Server)

IP
(Remote User)
(Remote
Password)
(Transfer Protocol) | sftp ftp
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(Checksum)

8 Cisco.com

Cisco.com

10

11

12

13
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14 >

Cisco Unified CallManager
WWW.CISCO.com

Web
Web

Web

Cisco Media Convergence Server  MCS

P.7-2

P.7-7
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cm-locale-language-country-version.cop

cm-local e-combinednetworkl ocal e-ver sion.cop

7-1

71

[LOCALE] File not found:
<language>_<country>_user_|locale.csv, the user
locale has not been added to the database.

csv

[LOCALE] File not found:
<country>_network_locale.csv, the network locale
has not been added to the database.

csv

[LOCALE] CallManager CSV fileinstaller
installdb is not present or not executable

installdb

CallManager

Cisco Unified CallManager

Ccsv
Cisco Unified

Cisco Unified CallManager

CallManager

Cisco Unified

Cisco Unified Communications for Cisco Unified Presence Server Operating System
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71

[LOCALE] Could not create
Jusr/local/cm/application_local e/cmservices/ipmal

com/cisco/ipmalclient/locales'maDialogs <lI> < Java
CC>.properties.Checksum. lusr/local/thirdparty/javalj2sdk/jre/bin/java
Java

[LOCALE] Could not create

Jusr/local/cm/application_local e/cmservices/ipmal Justllocalfem/jar/emutil jar

com/ciscolipma/client/localesmaMessages <I1> Java com.cisco.com.util. Zipper
<CC>.properties.Checksum.

[LOCALE] Could not create Cisco Unified CallManager
Jusr/local/cm/application_locale/cmservices/ipmal | Assistant Cisco Unified

com/cisco/ipmalclient/localessmaGlobalUl _<II>_ |CallManager Assistant
<CC>.properties.Checksum.

[LOCALE] Could not create
Jusr/local/cm/application_|ocale/cmservices/ipmal
Loca eMasterV ersion.txt.Checksum.

[LOCALE] Could not find
/usr/local/cm/application_|ocale/cmservices/ipmal
LocaleMasterVersion.txt in order to update
Unified CM Assistant locale information.
[LOCALE] Addition of <RPM-file-name> to the
Cisco Unified CallManager database has failed!

Cisco Unified Communications for Cisco Unified Presence Server Operating System
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TFTP |
TFTP
tftp tftp
2 Cisco TFTP
2 Cisco TFTP
TFTP
1 Cisco Unified Communications
> TFTP
TFTP (TFTP Server File Upload)
2
3 tftp
tftp (Subdirectory of the tftp directory where file will be
uploaded)
4
(Status)
5 Cisco TFTP
)
Cisco TFTP 1
Cisco Unified CallManager
S
TFTP CLI filelist tftp
TFTP file get tftp TFTP

A

Cisco Unified Communications for Cisco Unified Presence Server Operating System
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N TFTP
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ping

Ping

ping

ping

1 Cisco Unified Communications

PING

PING(Ping remote)

2 ping IP

3 ping

4

5 ping ping

) ping ping ping
Ping

6 IPSec

7 PING
PING(Ping remote) ping
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1 Cisco Unified Communications >

(Remote Support)
2
3
6
4
81
5
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8-1

(Decode Version)

(Account Name)

(Expires)

(Pass Phrase)
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Cisco IPT Platform
Cisco IPT GUI

CLI Cisco IPT
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N cu

CLI

Cisco |PT Platform CLI

Cisco IPT Web
SSH Cisco IPT Platform

Cisco IPT Platform CLI

IP
. IP
. ID
Cisco |IPT Platform
CLI
1
. SSH Cisco IPT Platform SSH
ssh adminname@hostname
adminname ID hostname
ssh admin@ipt-1
ipt-1 login:
ipt-1
ID
2
CLI ID
admin:

CLI

Cisco Unified Communications for Cisco Unified Presence Server Operating System
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CLI
Tab
. Tab
Tab set
. Tab
set Tab et
*
. Tab
2
CLI
help command
command A-1
CLI
command?
command A-2
I ? Tab
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N cu

A-1
admin:help file list activelog

activelog help:
This will list active logging files

options are:

page - pause output

detail - show detailed listing
reverse - reverse sort order
date - sort by date

size - sort by size

file-spec can contain '*' as wildcards

Example:

admin:file list activelog platform detail

02 Dec,2004 12:00:59 <dir> drf

02 Dec,2004 12:00:59 <dir> log

16 Nov,2004 21:45:43 8,557 enGui.log
27 Oct,2004 11:54:33 47,916 startup.log

dir count = 2, file count = 2

A-2

admin:file list activelog?

Syntax:

file list activelog file-spec [options]

file-spec mandatory file to view

options optional page|detail |reverse| [date|size]

CLlI
cLI quit ssh

Cisco Unified Communications for Cisco Unified Presence Server Operating System
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Cisco IPT Platform  CLI

Cisco IPT Platform CLI

Cisco Unified Communications Operating System Cisco Unified CallManager
CLI
File
CLI  File
A-1 file
file check [detection-size-kb] Jusr
detection-size-kb
100 KB
0

S
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A-1 file
file delete activelog directory/filename [detail] [noconfirm] 1
inactivelog directory/filename [detail] [noconfirm]
install directory/filename [detail] [noconfirm]
tftp directory/filename [detail]
file delete install install.log
e activelog
e inactivelog
e install
o tftp TFTP
filename *
TFTP
e detail
* noconfirm
file dump activelog directory/filename [detail] [hex] 1 1
inactivelog directory/filename [detail] [hex]
1 TFTP

install directory/filename [detail] [hex]

tftp directory/filename [detail] [hex]

e activelog

e inactivelog

e install

o tftp TFTP

filename 1

e detail

file _cdrindex.idx

file dump activelog
cm/cdr/_cdrIndex.idx

I Cisco Unified Communications for Cisco Unified Presence Server Operating System
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A-1 file
file get activelog directory/filename [reltime] [abstime] [match] [recurs] [SFTP
inactivelog directory/filename [reltime] [abstime] [match]
[recurs| 0
install directory/filename [reltime] [abstime] [match] [recur s
tftp directory/filename [reltime] [abstime] [match] [recurs] .
1 activelog
plat

hh: mm: MM/DD/YY hh:mm: MM/DD/YY

activelog
inactivelog
install

titp  TFTP

abstime

reltime

match
<string value>

recurs

SFTP

file get activelog platform match
plat

2

file get activelog platform/log

abstime 18:00:9/27/200
18:00:9/28/2005
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A-1 file

filelist activelog directory [page] [detail] [reverse] [date | size]
inactivelog directory [page] [detail] [reverse] [date | size]
install directory [page] [detail] [reverse] [date | size]

tftp directory [page] [detail] [reverse] [date | size]

activelog
inactivelog
install

tftp  TFTP

S

e detalil /
e date
e sSize

® reverse

* page 1 1

1 TFTP

file list activelog platform/log
page detail

2 CDR

file list activelog
cm/cdr_repository

3 CDR

file list activelog
cm/cdr_repository/processed/20050812
size
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A-1 file

Cisco IPT Platform  CLI

file search

activelog directory/filename reg-exp [abstime hh:mm:ss
mm/dd/yyyy hh:mm:ss mm/dd/yyyy] [ignor ecase] [reltime
{dayslhour gjminutes} timevalue]

inactivelog directory/filename reg-exp [abstime hh:mm:ss
mm/dd/yyyy hh:mm:ss mm/dd/yyyy] [ignor ecase] [reltime
{days|hour gjminutes} timevalug]

install directory/filename reg-exp [abstime hh:mm:ss mm/dd/yyyy
hh:mm:ss mm/dd/yyyy] [ignor ecase] [reltime
{days|hour sjminutes} timevalue]

tftp directory/filename reg-exp [abstime hh:mm:ss mm/dd/yyyy
hh:mm:ss mm/dd/yyyy] [ignor ecase] [reltime
{days|hour sjminutes} timevalug]

activelog
inactivelog
install

tftp  TFTP

reg-exp

S

e abstime
e dayslhoursgminutes

* ignorecase

e retime
e hh:mm:ss mmvdd/yyyy Do /A

e timevalue

{ days|hour gminutes}

file search activelog
platform/log/platform.log Errl[a-z]
ignorecase
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A-1 file
file tail activelog directory/filename [detail] [hex] [lines)

inactivelog directory/filename [detail] [hex] [lineg]
install directory/filename [detail] [hex] [lines] . 1 TFTP
tftp directory/filename [detail] [hex] [lines]

e activelog Ctl
e inactivelog file tail activelog

o install platform/log/cli00001.log

o tftp TFTP

A

1
*

e detail /

e hex 16

* lines

file view activelog directory/filename

inactivelog directory/filename 0

install directory/filename

tftp directory/filename ’

file view install install.log

e activelog 2 CDR

* inactivelog file view activelog

e intall /cm/cdr_repository/processed/2005801

Instal 2/{filename}
o tftp TFTP
Y
1
*
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Cisco IPT Platform

Show
CLI  Show
A-2 Show
show account
show cert own filename
trust filename
list {own | trust}
¢ filename
e Oown show cert list own
e frust
o st
show firewall list [detail] [page] [file filename]
e (etail
* page 1 1
e filefilename
~
file platform/cli/filename.txt
show hardware
e BIOS
e BIOS
e RAID

Cisco Unified Communications for Cisco Unified Presence Server Operating System
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A-2 Show

show ipsec policy IPSec
association policy

infor mation policy association
status

IPSec

show ipsec policy

e policy IPSec

e association

¢ information

e status I Psec

e policy IPSec

e association

show logins number

number
20

show myself

Cisco Unified Communications for Cisco Unified Presence Server Operating System
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A-2 Show

Cisco IPT Platform  CLI

show network

ethO [detail]

failover [detail] [page]

route [detail]

status [detail] [listen] [process] [all] [nodns] [sear ch stext]
max_ip_conntrack

all [detail]
e ethO 0
e failover
* route
e status
e max_ip_conntrack  max_ip_conntrack
e all
e (detail
* page 1 1

e listen

* process
ID

e all

e nodns DNS
e search stext stext

etho
DHCP DNS

show network status

show open

files[all] [process processiD] [regexp reg_exp]
ports[all] [regexp reg_exp]

e files

e ports

e all

® process

® processiD
¢ regexp

® reg_exp
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A-2 Show
show packages |active name [page]
inactive name [page]
0
name
*
page 1 1
show perf counter help class-name counter-name perfmon
0
e class-name
® counter-name
)
show perf list categories perfmon
0
show perf list classes[-t category] [-d] perfmon
0
e d
e -t category perfmon
show perf list counters class-name [-d] perfmon perfmon
0
class-name perfmon
)
-d

OL-11803-01-J |
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A-2 Show

Cisco IPT Platform  CLI

show perf

list instances class-name [-d]

class-name perfmon

~

perfmon

perfmon

-d
show perf query class class-name[,class-name ...] perfmon
class-name perfmon
1 5
A
show perf guery counter class-name counter-name [,counter-name...]

e class-name perfmon

* counter-name

1
S
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A-2 Show
show perf guery instance class-name instance-name [ ,instance-name...]
e class-name perfmon §
e instance-name perfmon
perfmon
1 5 0
Y
show perf query path path-spec [,path-spec...] perfmon
path-spec 0
o perfmon
path-spec class-name(instance-name)\counter-name
b pafwmn show perf query path “Cisco

path-spec  class-namée\counter-name

1
Y

Phones (phone-0) \CallsAttempted”, “Cisco
Unified CallManager\TlChannelsActive”

I Cisco Unified Communications for Cisco Unified Presence Server Operating System
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A-2 Show

Cisco IPT Platform  CLI

show process

load [cont] [clear] [noidl€g] [num xx] [thread] [cpu]
[memory] [time] [specified] [page]

list [page] [short] [detail] [thread] [fd] [cont] [clear]
[processid id] [argument id id] [owner name name]

load CPU

e cont
e clear

e noidle

* num XX

=10 all=
e thread
e Cpu CPU
* memory
e short
e time

e page 1 1
e detail

e processidid

* argument name name

e thread
e fd

show process list detail page

show registry

system component [name] [page]
e system
e component

name

S

page 1 1

cm dbl/sdi

show registry cm dbl/sdi
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A-2 Show
show risdb list [file filename] RIS
guery tablel table2 table3 ...[file filename]
e |ist Redtimelnformation Service(RIS)
RIS
¢ query RIS show risdb list
filefilename
N
file platform/cli/filename.txt
show smtp SMTP
show stats io [kilo] [detail] [page] [file filename] 10
e kilo
e detail
kilo
o filefilename
Y
file platform/cli/filename.txt
show status
e CPU

I Cisco Unified Communications for Cisco Unified Presence Server Operating System
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A
Cisco IPT Platform  CLI |
A-2 Show
show tech all [page] [file filenameg] show tech
1
* page 1 1
e filefilename
)
file platform/cli/filename.txt
show tech ccm_service Cisco Unified
CallManager
0
show tech database csv
1
show tech dbinuse
1
show tech dbschema csv
1
show tech devdefaults
1
show tech gateway
1
show tech locales
1

Cisco Unified Communications for Cisco Unified Presence Server Operating System

[ oL-11803-01-J



W Cisco IPT Platform  CLI

A-2 Show

network [page] [file filename]

show tech

* page 1 1

o filefilename
N
file platform/cli/filename.txt
show tech notify
show tech paramsall
show tech paramsenterprise
show tech params service

show tech procedures

show tech routepatterns
show tech routeplan

I Cisco Unified Communications for Cisco Unified Presence Server Operating System
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A-2 Show

Cisco IPT Platform

CLI

show tech

runtime [page] [file filename]

page 1 1

filefilename

S

file

platform/cli/filename.txt

show tech

systables

sysmaster

show tech

system [page] [file filename]

page 1 1

filefilename

S

file

platform/cli/filename.txt

show tech

table table_name [page] [csv]

table_name

page 1 1

csv

show tech

triggers

show tech

version [page]

Page 1 1
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A-2 Show

show timezone |config
list [page] 0
e config
e ist
page
show trace [task_name]
0
task_name
cdp
&é show trace cdps
show version active
inactive
0
show Web
web-security
0
show activelog inactivelog install TFTP
workingdir

I Cisco Unified Communications for Cisco Unified Presence Server Operating System
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Cisco IPT Platform  CLI

Set
CLlI  Set
A-3 Set
set account name
0
name
Y
set cert regen unit-name
) 1
unit-name
set {enable | disable} CLI
commandcount CLI
0
set ipsec policy {ALL | policy-name} |PSec
association policy-name { AL L | association-name}
1
e policy-name  IPSec
e association-name IPSec
set logging {enable | disable}
0
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A-3 Set

set network dhcp eth0 { enable | disable} 0 DHCP

e ethO 0

>

set network dns{primary | secondary} ip-address DNS

ip-address DNS

>

set network dns options [timeout seconds] [attempts number] [rotate] DNS

e timeout DNS

e attempts DNS

e rotate DNS

e seconds DNS

e number

Cisco Unified Communications for Cisco Unified Presence Server Operating System
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Cisco IPT Platform  CLI
A-3 Set
set network domain domain-name
1
domain-name
set network failover {enable | disable}
1
e enable
e disable
set network gateway ip-address IP
1

ip-address

_ A
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A-3 Set
set network ip ethO ip-address ip-mask 0 |IP
1
e ¢ethO
e ip-address IP
e ip-mask IP
set network mtu mtu_max MTU
mtu_max MTU
set network max_ip_conntrack ip_conntrack_max ip_conntrack_max

ip_conntrack_max  ip_conntrack_max

I Cisco Unified Communications for Cisco Unified Presence Server Operating System
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Cisco IPT Platform

CLI

set network

e ¢ethO

e auto

Mbps
e duplex

nic ethO [auto en | dis] [speed 10 | 100] [duplex half | full]

e speed 10 Mbps

100

NIC

NIC

set network

pmtud [enable | disabl€]

e enable PathMTU Discovery PMTUD;

e disable Path MTU Discovery

Pis

MTU

Path MTU Discovery

set network

status ethO {up | down}

etho 0

down

up
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A-3 Set
set password {admin | security}
2
Y
set smtp hostname SMTP
hostname SMTP
set timezone timezone

A

set timezone Pac

I Cisco Unified Communications for Cisco Unified Presence Server Operating System
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A-3 Set

Cisco IPT Platform

CLI

set trace

enable Error thame

enable Special thame

enable State Transition thame
enable Significant tname
enable Entry_exit thame
enable Arbitrary tname
enable Detailed thname

disable tname

* tname

e enableError

e enable Special

e enable State Transition

e enable Significant

e enable Entry_exit

e enable Arbitrary

e enable Detailed

e disable

entry_exit
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A-3 Set

set web-security

orgunit orgname locality state country

e orgunit

e orgname
e J|ocality
e dtate

e country

Web

set workingdir

activelog directory
inactivelog directory
install directory

tftp directory

e activelog

e inactivelog

e ingall

o titp TFTP

e directory

0 TFTP 1

I Cisco Unified Communications for Cisco Unified Presence Server Operating System
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Cisco IPT Platform

CLI

Unset
CLI  Unset
A-4 Unset
unset ipsec policy {ALL | policy-name} | PSec
association policy-name { AL L | association-name}
1
e policy-name  IPSec
e association-name  1PSec
unset network dns options [timeout] [attempts] [rotate] DNS

e timeout DNS

e attempts

* rotate

DNS

Cisco Unified Communications for Cisco Unified Presence Server Operating System

[ oL-11803-01-J



W Cisco IPT Platform  CLI

Delete
CLI Delete
A-5 Delete
delete account | account-name
account-name
delete dns ip-address DNS IP
ip-address DNS IP
delete ipsec policy {ALL | policy-name} IPSec

association policy name { ALL | association-name}

e policy-name  IPSec

e association-name  |PSec

I Cisco Unified Communications for Cisco Unified Presence Server Operating System
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A-5 Delete

Cisco IPT Platform  CLI

delete process  |process-id [force | terminate | crash]

1

e process-id ID

e force

e terminate

e crash

A

force force
terminate
delete smtp SMTP
1
Utility
CLI  Utility
A-6 Utility
utils core list
utils core analyze corefile name
CPU
core file name
Ixt
utils csa disable Cisco Security Agent (CSA)
1

CSA
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A-6 Utility
utils csa enable Cisco Security Agent (CSA)
CSA
1
CSA
utils csa status Cisco Security Agent (CSA)
CSA
0
utilsdbreplication |status
utils dbreplication |stop
utils dbreplication |repair
utilsdbreplication |reset
utils backup tape tapeid
disaster_recovery tar
tapeid ID 1

I Cisco Unified Communications for Cisco Unified Presence Server Operating System
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A-6 Utility
utils backup network path servername username
disaster_recovery tar
e path
P 1
* servername
P
e username
Y
utils cancel_bakckup
disaster_recovery
1

utils
disaster_recovery

configure featuresfeatures

features 1

()

utilsdisaster_recovery show_registration

utils
disaster_recovery

restore tape server tarfilename tapeid

* server
e tarfilename
e tapeid

tar
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A-6 Utility

utils
disaster_recovery

username

* restore server

e tarfilename
e path

* servername
IP

® username

V4

restore network restore_server tarfilename path servername

tar

utils
disaster_recovery

e path
* servername

IP

® username

N

show_backupfiles network path servername username

utils
disaster_recovery

show_bakcupfiles tape tapeid

tapeid ID

I Cisco Unified Communications for Cisco Unified Presence Server Operating System
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A-6 Utility

Cisco IPT Platform  CLI

utils
disaster_recovery

show_registration hostname

1
hostname
utils show_tapeid ID
disaster_recovery
1
utils status operation
disaster_recovery
. 1
operation backup restore
utilsiothrottle enable /0
1/0
utilsiothrottle disable 110
utilsiothrottle status /0

Cisco Unified Communications for Cisco Unified Presence Server Operating System

[ oL-11803-01-J



W Cisco IPT Platform  CLI

A-6 Utility

utils netdump

client start ip-address-of-netdump-server
client status

client stop

e client start  netdump

e client status  netdump

e clientstop  netdump

e ip-address-of-netdump-server
netdump IP

netdump

netdump
netdump

utils netdump

server add-client ip-address-of-netdump-client
server delete-client ip-address-of-netdump-client
server list-clients

server start

server status

server stop

e server add-client  netdump

e server deleteclient  netdump

e server list-clients netdump

e server start netdump

e server status  netdump

e server stop  netdump

¢ ip-address-of-netdump-client
IP

netdump

netdump

netdump
netdump

netdump
netdump

Ivar/log/active/crash/

netdump

Cisco Unified Communications Operating
System netdump

Cisco Unified Communications
Operating System
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A-6 Utility

Cisco IPT Platform  CLI

utils network

arp list [host host][page][numeric]

arp set {host} {address}

arp delete host

e arplist

e arpsat

e arp delete

e host

e address
MAC

page 1

numeric

IP

MAC
XX XX XX XXX XXX

Protocol

ARP;

Address Resolution
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A-6 Utility

utils network

capture eth0 [page] [numeric] [file fname] [count num] [size
bytes] [src addr] [dest addr] [port num]

ethO 0

* page 1 1

page file

* numeric IP

e filefname

N

file platform/cli/fname.cap

count num

1000
10,000

128
ALL

e srcaddr
IPV4

e dest addr
IPV4

e port num

I Cisco Unified Communications for Cisco Unified Presence Server Operating System
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A-6 Utility
utils network host hostname [server server-name] [page] [detail] [srv]
0
hostname IP
Server-name
page 1 1
detail
sr'v. DNS SRV
utils network ping destination [count] ping
0
destination  ping P
count ping
4
utils network tracert destination P
_— 0
destination
IP
utils ntp {status| config} NTP
0
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A-6 Utility
utils status
remote account
- enable
disable

create username life

® username

o life

utils remote_account status

utils service

list [page]

page 1 1

utils service

start service-name
stop service-name

restart service-name

service-name

e System NTP

e System SSH

e Service Manager

e A CiscoDB

¢ Cisco Tomcat

e Cisco Database Layer Monitor

e Cisco Unified CallManager Serviceability

utils sftp

handshake

SFTP

I Cisco Unified Communications for Cisco Unified Presence Server Operating System
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A-6 Utility
utils snmp test syslog sydog
SNMP
SNMP
0
utils soap realtimeser vice test remote-ip remote-https-user
remote-https-password
0
e remote-ip IP
e remote-httpsuser  SOAP API
e remote-https-password  SOAP API
utils system {restart | shutdown | switch-version}
Y
utils system shutdown 1
5
Run
CLI  Run
A-7 Run
run sql sgl_statement SQL
1
sgl_statement SQL
sQL

run sqgl select name from device
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CLI
A-1
A-3
Delete A-32
File A-5
Run A-43
Set A-23
Show A-11
Unset A-31
Utility A-33
A-5
A-3
A-3
A-2
A-4
CTL
6-5
6-2
6-3
D
Delete A-32
F
File A-5

Internet Explorer

IPSec

Cisco Unified Communications for Cisco Unified Presence Server Operating System

6-10

6-1

6-11

6-9
6-9

NTP 4-4

ping 81

Run A-43

Set A-23
Show A-11
SMTP 4-5

TFTP -9

Unset A-31
Utility A-33

4-1
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2-3

3-2

1-4

1-4
CLI

ping

3-4

CTL

1-4,8-1
1-4

82
82

52

3-6

5-3

6-6

6-2

6-8

1-2,3-1

OL-11803-01-J |



3-6

3-4

3-3

IP 4-1

NTP 4-4

SMTP 4-5

4-1

4-1

4-5

1-2
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