VPNV 5472 bk

VPN 7 A4 7 FOHEIE (12—3)
VPN 7 SGA TV "NHEDE AT 77— (1—)

VPN 2 547> FOHE

Cisco Unified IP &5 11} Cisco VPN Client (Z L 0 . fEEEIHORER DD F 27 72 VPN #
LenEBL L £, Cisco VPN Client D% 139X T Cisco Unified Communications Manager
Administration TR LET, N THRAMEEZRE LZD, 2—VPIEZDOEFE 71— K K b—
O TET TR ICHER O R v N T — 7 1 ZHGiCE T,

G

VPN A ==2— 20472 a3 %, KE MR H % 3— 2 > ® Unified Communications
Manager TIFFH TE EH A,

VPNV 5472 FEDRRAY 70—

mak A FEAc T o e Ya=r L, R R Y FU—7 N RIS AL L, TS DORE & B
LET, ST T TICEFRCWMVIAENR TS, ZHLRIZVPN 2 H L Cig A T
£,

FIig
AR RERIFTZIa Y BaY
Step 1 Cisco |10S DFHEL&MD%E T (33— CiscolOS DR #4417~ L £ 3, Cisco
) IOSVPN 2% E T DL, 27 7=
VEFEITLET,
Step 2 IPEEE AR — hT 57295 Cisco 10S [IP&EEF TVPN 7 F 4 7 > k® Cisco 10S
SSL VPN O%E  (3X—) ZEE LET, CiscolOSVPN & ET %
Wi, o7 v a vy EEFLET,
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ARV RFEREETIVa Yy

By

Step 3

AnyConnect [ D ASA Fi#E 5~ % it
(5_—)

AnyConnect ® ASA R4 2 7= L &
o ASAVPN ZiET 5121k, 2077
arEFITLET,

Step 4

IPEHE TOVPN 7 54 7> MO ASA
DisE (6=

IPHE&F CVPN 2 47 h®D ASA &%
EFLFET, ASAVPNZHRETAICIE.
DT varEFERITLET,

Step 5

VPN ¥ — A TEICVPN 2
]\ 1/_‘& %)E‘%/‘\';’E I/jzjﬂo

2—=YRNYE— NEFDOT 7 — LT =T
ORENRET v ST L— KT 5 EEI
BIEN R 725 DZ WIS 5720, VPN
arey ML —ZIRy NU—T O
TFTP ¥-—/3 % 72 1% Unified Communications
Manager r— DI IZkty 7 v 7L
9, IRy NU—T W TARATREZR
Bitr, RETRTP— " FEoidr— R
P— "% VPN 2By b L—FDOREIC
Y Ty THIELTEET,

Step 6

VPNt L —FOEDT v 7
oz— R (83—)

VPNt L —F O lELT v 7
o—RLEJ,

Step 7

VPN % — F 7 = A DT (92—)

VPN #— b = A ZERELET,

Step 8

VPN 7 v —7"D%E (10 —)

VPN Zv—7 % L1248, i LTz
VPN 7 — "7 = DTN EFD T
N—TIZBINTEET,

Step 9

RONT NP DOEIEEATNET,
VPN 7’2 7 7 A L DiRE (11—

)
o VPN HEfED N T X — & DikE (13
A=)

VPN 717 7 A VaE T H0END D
DL, BEDOVPN 7 )L—TF 2 LT
L5512 T3, [VPNProfle] 7 ¢ —/L K
1%, [VPN Feature Configuration] 7 .t —/L
FEY bEEINET,

Step 10

MO EEE S 1 7 7 A JL~D VPN DA
OB (14 2—)

JiHOEE 0 7 7 A WVITVPN 7 —2
BIXOVPNZ e 77 A &BMLET,

Step 11

CiscoUnified IP&ERE D7 7 — AT =7
. VPNZYHR—FLTWNER—Tg
W7y P 7L —FRLET,

Torunthe Cisco VPN client, asupported Cisco
Unified IP 7 5& must be running firmware
release 9.0 (2) orhigher. 7 7 — A0 =7
DT v 7T L— ROFFAIZHONTIX, &
i ® Cisco Unified IP & 5§ €7 /LD
Unified Communications Manager (245
Cisco Unified IP &5 7 KX =X h L —
var A FEZRLTIES N,
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Step 12 PR — k&N TV % Cisco Unified IP & 5% | Cisco Unified IP T 55 %2 VPN (2248 L £
R LT, VPN &2 L EJ, R

Cisco 10S D HIIELZHEHDTT

RDOFMHEZAL LT, Cisco 0SS Dijfescft 258 7 LE T,

FIg

Step 1 CiscolOS Y 7 h 7 =7 /\— g 15 12T UUIE A > A b—L L ET,
Héfet >~ FT A A: Universa (Data& Security & UC) for IOSISR-G2 5 L T¥ ISR-G3
Bttt ~ M A & % Advanced Security for IOSISR

Step 2 SSLVPN 7 AL A%T7 77 4 _X—hkLET,

IP E:E ZHHR— 3 578D Cisco 10S SSL VPN D&% E

IPEFHAYR— 579D CiscolOSSSL VPN 2 E/TT A121%, IROFIEZAFH L ET,

FIg

Step 1 CiscolOS # 1 —H L CTiE L £ 7,
a Xy hNIT—F A X =T AEBFELET,
i :

router(config)# interface G gabitEthernet0/0
router(config-if)# description "outside interface"
router(config-if)# ip address 10.1.1.1 255. 255. 255. 0
router(config-if)# duplex auto

router(config-if)# speed auto

router(config-if)# no shutdown

router#show ip interface brief (shows interfaces summary)

by koa~<y REMFHLTAZT v 7 V— T 74V b — R ELET,
router(config)# ip route &It;dest_ip& gt; &It; mask& gt; &It; gateway ip&ot;
UL
router(config)# ip route 10.10.10.0 255.255.255.0 192.168.1.1
Step 2 CAPF LW 24 il L OV LT LSC DA~ 72 IPTERE Zilil L £,
Step 3 7> 5 Unified Communications Managercapf st & %2 4 > AR — M LE T,

VPNV SA47 2k .
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B r =i 29K~ 15 5200 Cisco 10S SSLVPN D2 %

Step 4

a)

b)

d)

[CiscoUnified OSAdministration] 726, [F 2 T4 (Security) 1>[REFFEDEIE (Certificate
Management) | Z R L £,

GE)  Z O¥TiE Unified Communications Manager D /38— 3 (235 & £97,

Cisco_Manufacturing_CA 3 X TN CAPF G E 2 20 4, pem 7 7 A V& X7 m— K
L, it 77 AL LTIRIELET,
CiscolOS VY 7 b =7 FIZ T A MKRA » FEfER L ET,

host nane(confi g)# crypto pki trustpoint trustpoint_name
host name(confi g-ca-trustpoint)# enrol |l ment termn na
host nane(confi g)# crypto pki authenticate trustpoint

Base 64 CTHi 5L Sz CAREEHZ RO NG HIE, ¥ vra—RLiz.pem 7 7 A VDT
¥ A F& BEGINTBLEOWEND T Eblcar—L, o AhrEd, fhozrmElzonTC,
COFHZLEEVIRLET,

kO CiscolOS H B8 44 il W & % 4 1% L C Unified CommunicationsManager (2 &8%9 55>, £72
[TCADBA VA= R LI HCTEE R ET,

« HoEAa I EZ AR L £

Rout er > enabl e

Rout er# configure term nal

Rout er (config)# crypto key generate rsa general -keys | abel <nanme>
<exportabl e -optional >Router(config)# crypto pki trustpoint <nanme>
Rout er (ca-trustpoint)# enrol | nent sel fsigned

Rout er (ca-trustpoint)# rsakeypair <nane> 2048 2048

Rout er (ca-t rust poi nt) #aut hori zati on usernane subj ect nane commonnane
Rout er (ca-trustpoint)# crypto pki enroll <name>

Rout er (ca-trustpoint)# end

Unified CommunicationsManager D VPN 7' &2 7 7 f L CARA M IDF = v 7 I L C,
HOBE AR FHZ A L ET,

1

Rout er > enabl e

Rout er# configure termn nal

Rout er (config)# crypto key generate rsa general -keys | abel <nane>
<exportabl e -optional >Router(config)# crypto pki trustpoint <nane>
Rout er (ca-trustpoint)# enrol |l nent selfsigned

Rout er (config-ca-trustpoint)# fqdn <full donmain

nanme>Rout er (confi g-ca-trust poi nt)# subj ect-nane CN=<full domain
nane>, CN=<I P>Router (ca-trustpoint)#authorizati on usernane
subj ect nane commonnane

Rout er (ca-trustpoint)# crypto pki enroll <nane>

Rout er (ca-trustpoint)# end

A2 S A7 AW % Unified Communications Manager (28 8% L £97,
fi:

Rout er (config)# crypto pki export <nane> pemterm nal

RN T XA M2 —L T, pem 7 7 A /L& LTHRAE L, Tk Cisco Unified OS
P2 L C. Unified Communications ManageriZ 7~ 7o — K L £,

AnyConnect % Cisco OS24 v A h—/L LET,
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Step 5

AnyConnect F D ASA HifZ &~ D3t i .

AnyConnect /N v r— % ciscocom b X 7 u— KL, 77 vy allf A M=V LET,

ZE

rout er (confi g)#webvpn install svc
fl ash: /webvpn/ anyconnect - wi n- 2. 3. 2016- k9. pkg

VPN #fe i LE9,

GE) EEECREE & AT — RGO 2T 25615, HiED MAC 7 R LA 2§
LCa—HEERLET, 2—FRORETIE, KXFEDNLEBRXFSNET, i
user nane CP- 7975G SEP001AE2BC16CB password k1kLGQ oxyCO4ti 9 encrypt ed

AnyConnect F§ D ASA B S1EFEA~D XTI

Step 1
Step 2
Step 3

Step 4

AnyConnect DRI Z5E T T 5121%, IROTFINEZEH L £,

FIg

ASA Y7 hu =7 (N—=Ua 8040 BIOE#MMEDHSH ASDM A A h—L LET,
H#ED & 5 AnyConnect /Xy r—V % A A =L LET,
TARAET VT4 _X—FLET,
a ROAXy FEFTLT, BIEDTA B ZAOMRELHREL T ZEW,
show activation-key detail
b) WERIGAIE, BIOSSLVPNE v & a  TH LW A B A2 L, Linksys &3k & 19 %)
WZLET,
T 74V RSO URL ZFED h kL Z—TRRE SN TND Z L 2R L ET,

tunnel - group phonevpn type renpte-access
tunnel - group phonevpn general -attribute
addr ess- pool vpnpool
tunnel - group phonevpn webvpn-attributes
group-url https://172.18. 254. 172/ phonevpn enabl e

F 74 FLAND URL ZRETHE XL, RO L EEZFELTIEEN,
cASADIPT KL AT Y v 7 DNST FUNFENTWBES., ZNEEEBH N A A
V% (FQDN) IZEEMZ D ENTEET,

* Youcanonly useasingleURL (FQDN or IPaddress) onthe VPN gateway in Unified Communications
Manager.

e HEME CN 723V 7V =7 MUTHA BB ERGAIX. Z7/Vb—7 URL @ FQDN £721X IP 7
R RAZ—HIHET,

VPNV SA47 2k .
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B rzzcownss7o rRoAsADRE

¢ ASAGEHFED CNSLSAN A FODN R IP 7 R L& & —3 L2254 1%, Unified Communications
Manager DR A M ID F =y 7Ry 7 A%eFA7ITLET,

IPEETDOVPN IS4 7 FFH®ASA DL E

VPN 7 ZA4 7 MHD ASA Z IP B CRET DL, IROTIEEZFER L E9,

\}

GE

Step 1

Step 2

ASA I EZE X% %5 L. Unified Communications Manager 121l ]l T& 72 < 720 £,

Flig
o — % VEEE
a Xy NI—T A H =T AEBELET,

b)

il

ci scoasa(config)# interface Ethernet0/0

ci scoasa(config-if)# naneif outside

ciscoasa(config-if)# ip address 10.89.79. 135 255. 255.255.0
ci scoasa(config-if)# duplex auto

ciscoasa(config-if)# speed auto

ci scoasa(config-if)# no shutdown

ci scoasa#show interface ip brief (shows interfaces summary)

ALT AT =T TH Vb — Fa@ELET,

ciscoasa(config)# route & It;interface_name& gt; & It;ip_address& gt; & It;netmask& gt; & It;gateway _ip& ot;
(U

ci scoasa(config)# route outside 0.0.0.0 0.0.0.0 10.89. 79. 129

DNS ZiE L £

il

ci scoasa(config)# dns domai n-1 ookup inside
ci scoasa(config)# dns server-group Defaul t DNS
ci scoasa(config-dns-server-group)# nanme-server 10.1.1.5 192.168.1.67 209. 165. 201. 6

Unified Communications Manager & ASA (B2 aF 4B L T8 L £7,
6 IR DHEW % Unified Communications Manager - > AR — ~ L £,

* CallManager: TLS/~> Ry =A 7 F® CiscoUCM OFEEE GREGE— KDY T A X TOHih

E) o

» Cisco_Manufacturing CA: #i%E 6 TA > A b=V SN 5REHE (MIC) ZfiH L7 IPE: O

EVS

oAl o
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IPEZE COWN Y517 rADAsADRE [

e CAPF: LSC #ffi{ L7z IP &k OFBAL,

Z U5 Unified Communications Manager DRt & % 1 AR — N3 5121, IROFNEEFITLET,

a)

b)

0)

d)

[Cisco Unified OSAdministration] 2> 5, [ 231 7« (Security) 1>[iEFAEDEIE (Certificate
Management) | Zi#R L £,

FIE B2 Cisco_Manufacturing CA & CAPFZ D79, .pem7 7 A v a X7 m— KL, . txt
TrANE LTIRIFLET,

ASA ThT A RKRA Y MEAERLET,

il

ci scoasa(config)# crypto ca trustpoint trustpoint_name
ci scoasa(ca-trustpoint)# enroll ment ternna
ci scoasa(config)# crypto ca authenticate trustpoint_nane

Base64 T o— F&ffz CAGEMIH Ak b AL, ¥ v — KLz, pem” 74
AHNDOTHF A % BEGINITBLXWEND AT Ebicat'— LT, WoftirEd, ZoFEEY
MO EIZSONTLEV IR LE T,

WD ASA HE B4 W] # 2 4% L C Unified Communications Manager (28 8#3 %2>, £720%
CANBAVAR— b LTCAEHFTEES MR ET,

s HOEAREWHZ AR L £,
i«

ci scoasa> enabl e

ci scoasa# configure term nal

ci scoasa(config)# crypto key generate rsa general -keys | abel <nane>
ci scoasa(config)# crypto ca trustpoint <nanme>

ci scoasa(ca-trustpoint)# enroll ment self

ci scoasa(ca-trustpoint)# keypair <nane>

ci scoasa(config)# crypto ca enroll <nanme>

ci scoasa(config)# end

Unified CommunicationsManager D VPN 7' &2 7 7 f L CARA M IDF = v 7 @2 L C,
HOBE A FHZ A L ET,

1

ci scoasa> enabl e

ci scoasa# configure term nal

ci scoasa(config)# crypto key generate rsa general -keys | abel <nane>

ci scoasa(config)# crypto ca trustpoint <nanme>

ci scoasa(ca-trustpoint)# enroll ment self

ciscoasa(ca-trustpoint)# fgdn <full domai n nanme>

ci scoasa(config-ca-trustpoint)# subject-nane CN=<full domai n name>, CN=<I P>
ci scoasa(config)# crypto ca enroll <nanme>

ci scoasa(config)# end

A S A7 AE W % Unified Communications Manager (28 8% L £ 97,
i«

ci scoasa(config)# crypto ca export <name> identity-certificate

IARNOTFA MZa—L T, .pem 7 7 A /L& LTERAFE L. Unified Communications
Manager |27 > 7' m— R LET,

VPNV SA47 2k .
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Step 3

VPN #fea e LET, NIRRT 70 ASA R OME L, EDHTA R LTHHTE
i‘é‘o

GE)  EACablE & AR — FEREOW T 23 25513, & MAC 7 R L2z
LTa—WE2ERLET, 2—FLORETIE, KCFEADCFRXpIsnES, .
ci scoasa(config)# usernanme CP-7975G SEPO01AE2BC16CB password k1kLGQ oxyCO4ti 9
encrypt ed
ci scoasa(config)# usernanme CP-7975G SEPO01AE2BC16CB attri butes

ci scoasa(config-usernane)# vpn-group-policy G oupPhoneWebvpn
ci scoasa(confi g-usernane) #servi ce-type renot e-access

ASAFRREDNE

ASAGEIE ORI T D5E40%,.  TASA L ooREEFZEE 2 1§ 1] L 7= AnyConnect VPN &
FRORRE ] EBR LTI IEEN,

VPN >+ FL—2DiFREDO 7y JA—F

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

VPN#REZ AR —h 2891ty N7 v 7952, ASATREMEZ AWM L 3, ERIiiz
FEAEZ PCEIZV—2 AT —vaiiZ v ra— RLThE, ZOHTHPINTWSFIE
\ZH¢€ - T, Unified CommunicationsManager |27 »» 7’2 — K L £, Unified CommunicationsManager
IXREIA % Phone-VPN-trust U 2 MZfAF L £97,

ASA X SSL v Ry = A ZIRIC Z OREWE Z3%f5 L, CiscoUnified IP & a5 13, Z OREW]E % HaE
& VPN HOER Y A MTHH STV D EE i L E7,

0 — 77 L CHEE R RE E (LSC) 3 Cisco Unified IP &5l 124 A h— /L SN TWAIGE, 77 4L
R TIXZ D LSC Bkl SN E T,

FORA A LYV ORI ERGE AT 21213, ASA 12— MIC £7-1% CAPF A EL £ %
F—/L L. CiscoUnified IP &E&f NfEEINAD L2 LET,

Unified CommunicationsManager (ZRE# % 7~ 7'm— K95 121%, Cisco Unified OSAdministration
2L ET,

FIE

[Cisco Unified OSO % # (Cisco Unified OS Administration) ] 225, LR ZER L7, [EF 21
T4 (Security) ] > [FEBAEDEIE (Certificate Management) ]

GERRZEN7vyJO—FKl227 Y vr LET,

[REM#FH D HY (CertificatePurpose) | ke > 7 # 7 U 2 LT, [Phone-VPN-trust] 1% L £ 7,
[77UX (Browse) | #7 Vw27 LT, 77 u—KT57 7 A VEERLET,
[Z77ANVDT »7r—FK (UploadFile) 1227V v 7 LET,

Ty 7a—RT500O7 7 A NVEERT L0, [LD (Close) |27V v 7 LET,

. VNS SA47 2
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vens— oz oz ]

FEANZ DWW TR, TREHFOEH ) o EE2SH LT a0,

VPN — b+, A DEE

Step 1

Step 2

Step 3

Step 4

VPN 7 —hU 2 ZEICVPN 2B FL—ZRREENTWDEZ EEERLET, VPN 2
T L —ZOEEZE. VPN a2 FL— 2 ORHEELT v 7 u— R LET, sf4HcHoNT
IZ. VPN 2ot R —ZDEEHED T v 7o — R (83—) 2L T,

VPN 7 — k7 = A ZfET HIC1E, ZOTFMEEMEHLET,

FIE

[Cisco Unified CM 4 ¥ (Cisco Unified CM Administration) ] 225, LA R 2R L £, [HEIRHEEE
(Advanced Features) ] >[VPN] >[VPN #— k™ =4 (VPN Gateway) | Z#RL £7°,

RONT NP OEIEEATNET,

a) [HiiREM (AddNew) 1227V 7 LT, a7y A vzideELET,

b) 2¥—95VPNZF— U OREIZHD [AE— (Copy) 127V v 7 LET,

¢ WYIRVPN S — b= ZHOT T, EELZEEL, MFEOT 077 A VEHHLET,

[VPN Gateway Configuration] ™7 4 > R CT7 4 —/L RZ#&E LET, #H4lic>W\W Tk, VPN 7 7

AT NHVPN = T2 Af D7 4=V R (9X—=) B L TLIZEN,

[RF (Save) | &7 Vv 7 LET,

BErEYY
VPN 7 — b 7 = A DR

VNI SA72MHEVWPNS— b+ ADT4—IL K

VPN 7 A4 7 FOVPN S — T =2 A 7 4 —/L RIZOWTOEHZ LET,

R1VWNYI AT RRAVWNT— b I2A4DT4—ILK

Ta—IL K A AR

[VPN 5 —FU =A% |VPNFT— U = A DEHTENTI LET,
(VPN Gateway
Name) ]

[VPN "= b7 = f D | VPN &' b7 = A DR EAS LET,
B (VPN Gateway
Description) ]

VPNV SA47 2k .
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Ta—IL K At AR

[VPN 7#— b 2A D |F =+ T =2A DAL VPNt FL—ZDURL ZA N LET,
URL (VPN Gateway

URL) | GE) ZNA—7URL TVPNaytrFL—&2%%EL., 20O URL

=Pz ADURL & LTHHTALERD D 1,

BEIZOWTDERIZ. LFOLHI> R VPN a2 bL—4D K¥ =
AU MESB LT EE N,

» [SSL VPN Client (SVC) on ASA with ASDM Configuration Example]

[VPN Certificatesinthis | |4 — & FREOF—ZMH LT, ¥ — F 7 = A IHFHIEAE Y 4T
Gateway] T, =V AREHEZR D {TRnE, VPN T4 T2 MIZ
Darty bl —Z~OEEGITRBLET,

GE) VPN —hU AR KI0DGEHELEE Y M THZ ENT
TFET, BT b oAb EL 1 ODRIHEZED Y
THULENRHY E9, Eif VPN EE e —VICBEEMT sz
SERHE ST, MRS VPN EEED U 2 MR RENE
7T

VPN 7 IL— T DR E

Step 1

Step 2

Step 3

Step 4

VPN 7 )v— 7% e 5120, ZOFMEEMH L E9,

FIE

[Cisco Unified CM 4 ¥ (Cisco Unified CM Administration) ] 225, LA R 2R L £, [HEIRHEEE
(Advanced Features) ] >[VPN] >[VPN %' JL—7 (VPN Group) ] Z#R L £,

RONT I DOEAEEITNET,

a) [FHHREM (AddNew) 1227V w7 LT, HiLnra 7y A Ede LET,

b) WEED VPN 7/ v —7% a2 —32%5 VPN ZL—7DiicH 5 [aE— (copy)] 227 VU v 7 LE

—a_o

¢ WYIRVPNI—hU A 2RO T, REEXETL, BFO7 07 7 A VAT LET,

[VPN Group Configuration] ™7 4 & R NODE 7 ¢ —/L R&eE LET, GF4IT OV TIRVPN 7 Z

AT MHVPN =R = A D7 4 —/L K (9X—=) | 74—/ FOBHDOFLIZONT,
EBRLTL SN,

[iff (Save) |22 U v 7 LET,

MAErEYD
VPN 7 v —7 D&
VPN 7 747> NH VPN Z)v—7®D~7 ¢ —/L K, on page 11

. VNS SA47 2



| vWNYSAT7UR

VN S547 RN L—T0T74—Lk [l

VPN SA 72 REVWPNITIL—TDT4—ILEF

TOERTIHZ. VPN 7 54T FOVPN Z—7F7 4 —)L RIZHOWTE L TWET,

R2ZVWNYZAFTURBRVPNGIL—TDT4—ILK

J4—ILF

EE

[VPN 7 /v —74 (VPN
Group Name) ]

VPN Z Vv —7" D4R N LET,

[VPN 7' /v — 7 Dt
(VPN Group
Description) ]

VPN 7 Vv—7O@iHEN I LET,

[ REZ 3 TD
VPNZ— ko =1 (All
Available VPN

Gateways) ]

27 a—)L LT, MR T_XTOVPNY — h 7 = A 2R L £7,

[ZD VPN 7 v—7"P
TR SAL7Z VPN 7 —
=4 (SeectedVPN
Gateways in this VPN
Group) ]

PREIF—E FREF—2MH LT, IR VPNF— T =A%
ZDOVPN ZL—FORINEE L ET,

VPN 7 A7 v hCEERTT—NREL, BFEDOVPN 7¥— U = A
W& TE 20 GAIE. VA RDOIRO VPN 7 — b7 = A ~OFH) %5
HET,

GE) 12D VPN ZA—FIZ K3 DD VPN F— K7 = A ZiBINT
xE4, £/, VPN AL —7HNOEEOSHEIL10LL Fic
THLENRH F9,

VPN O 7 A ILDELE

Step 1

Step 2

VPN 7’0 7 7 A VEET DI,

FIg

[Cisco Unified CM % 2 (Cisco Unified CM Administration) ] 2°5, LA F &R L £,

ZOFMEEMMLET,

[HE3R% BE

(Advanced Features) ] >[VPN] >[VPN 7027 4 JL (VPN Profile) | Zi#iR L £,
KONT NP OBEAEEATNET,
a) [FiREM (AddNew) 1227V v 7 LT, HriLnwra 7y A vzi#eELET,

by FD7m 77 AN Ea—FTHVPNT R T7 7 A VOREICH D [TE—(copy)| 27 V7 L

e

) MfrD7 a7 7y A NETHT HITIE,

%M1 % 7 4V H % [Find VPN ProfileWhere] THEE L.

(% (Find) |22V v 7 LTREEXEHLET,

VPNV SA47 2k .
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Step 3

Step 4

[VPN Profile Configuration] 7 4 > R CT& 7 4 —/V R&EFHELET,

VWNYSAT7U k|

FHANZ DWW TIZVPN 7 T A

T MHVPN 7277 A VDT 4 —)L K (12%—=) | 7 4 —)L OB OFHIZONWT, &

ZI LTS TEE,

[47 (Save) 1 %7 U v 7 LET,

EELEYD

VPN 7’11 7 7 A L DA

VPN SAF72RBVPN O 274 ILD T4 —J)L K

TOFERTIT, VPN a7 7 A LT 4 —)L RO HOWTEH L E

RIVWPNTOT7A4IIL T 4—IL DA

J4—ILFK EE
Name VPN 727 7 A VOLTTENTT LET,
At B VPN a7 7 A L DOHHENT LET,

[AE)x > T —27
O (Enable Auto
Network Detect) ]

IDF v IRy I A NlTHE, EXY NT—TDININD Z
M ENTBEITRY VPN Z SA4T7 v FRBIELET,

FIFNVINT, ToE—T N5 TWVET,

[ Kzt =v b
(MTU) ]

RAZk2 =y b (MTU) DY A & A FTANLET,
77 /L Mi: 1290 /XA

[H&e R (Fail to
Connect) ]

DT 44—V RiE, YATANVPN PR EER L TWARMIZ, =
TA B E T GHEEN S T T 20T oM 24 e LET,

F 73V 30

[RA MDF = v 7 &4
24k (Enable Host ID
Check) ]

TDF v IRy I A AT B F— T oA GEWE
subjectAltName £ 721X CN 1Z. VPN 7 F 14 7 > b D#4i%5D URL & —
BT HMERHY £,

F7 4V b B

[7F4 7> FaBAEH A
(Client Authentication
Method) ]

Fry 77X URRNPL, 7747 FOBAET L &#BIR L 7,
o [—Y B LOVVIAT— K (User and Password) ]
e NNAT— KD I

o [AEAE (LSC £721X MIC)  (Certificate (LSC or MIC)) ]
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J4—ILF EE

[Enable Password COF v IRy I REAANTDHE, v A DR, 2—PIkD

Persistence] FHORAT— KDy VT, BFHEO Y€y b FEFEEIIND
T, =P DAY — NTEFIRAFESNET,

% E

nill-

VPN #EED/INT A —H2 D

FIg

Step 1 [Cisco Unified CM 4 ¥ (Cisco Unified CM Administration) ] 225, LA R 28R L £, [HRIRHEEE
(Advanced Features) ]1>[VPN] > [VPN ##E5%%E (VPN Feature Configuration) ],

Step 2 [VPN Feature Configuration] 7 + > KU D7 ¢ —/L K& LET, sF4IIZ oW Tk, VPN HRED
NI A=K (13— B L TIZE,

Step 3 (7 (Save) 1227 Vw7 LET,
WOMEEEITNET,

e CiscoUnified IPEEE D7 7 —Lb 7 =7 %, VPNEZTHR—KFLTWAER—=Ug 2T v 7T
L—RLFET, 77— xT7OT7 v 77 L— RFEOHMIZHOWNTIEZ, i Cisco
Unified IP &5 £ /L DCiscoUnified IP i 7 RR=A hb—Ya v A FESBLTLTE
I,

o PR — b LTS Cisco Unified IP &iE Z24FH LT, VPN %%t % i L £ 9,

VPN #EED /NS A —A
VPN HEfES T A — % DR 5 1R LS,

R4 VPNHEEED/INS A —4

TJ4—ILF T4

(A8 > hU—Z R [T (True) ] D6, ARy b T —7 OININD Z L3 S
DA (Enable Auto | 5512 Y . VPN 7 747 & F3EIMEL £,

Network Detect) ] =74, h: Fdse

MTU ZOT7 4=V L, B =y Mefre LET,
T 7 4V MEIE 1290 /31 T,

/M 256 /31 b T,

e KAEIE 1406 /31 R T,

VPNV SA47 2k .
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TJ4—ILF TIAILEbE
(=7 7747 ZDOT 4=V RIE, VAT ARF—TTIAT A=V EREET D
(Keep alive) ] L—hEiRELET,

GE ZoEnEalldbTd Y, 22> Unified CommunicationsManager
TIRESNIEE Y bAASWEE, VPNt b L—F2 D
X—T T IATHREIL Lo TZoFEN LHEXINET,

774V ~: 60 FF

f/MiE: 0

KA 120 75

(&l KR (Fail to
Connect) ]

DT 44—V RiE, YATLANVPN RV EER L TWAIZ, o
TA B E TGN T 502 T 25 ZfE L E T,

T 7k 307
/ME: 0

KA. 600 Fp

[7F4 7> Faat i
(Client Authentication
Method) ]

Fay7Zor YA NML, 7747 NORRE TR ZEIRL E9,
o [—VBLVVIAT — K (User and Password) ]
e NNAT— KD I

o [FEMHE (LSC £7-1X MIC) (Certificate (LSC or MIC)) ]

F7F N b [2—=FB IR T—F (User and Password) ]

[RA T — RDk&itk %
AT % (Enable
Password Persistence) ]

[EWv (True) 1086, VEy b5Vt b (Reset) | AR H
Fox ) BMHSND L, 22—V SR T — RITEGEE TR S
NWET, BaOBREN KOS, LT LGHEMROREIZ) &y
F5 L, NRU—=REkbh, Gl Tr/ LT oy VHO SR T A
B APRINET,

7 )V : Fase

[RANMDF = v &6
24k (Enable Host ID
Check) ]

[IZV (True) | D&, 7 — b U = A Gl subjectAltName % 7213 CN
I, VPN 7 74 7 > F OO URL & —+ 508 RH Y £,

T 74V b [1X0 (True) |

DEFETO T 74 ILAD VPN QD IEN

— R EEE T e 7 7 A WIZ VPN O #2183 5 12iE, IROFMEEZMEH L £,

. VNS SA47 2
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Step 1 [Cisco Unified CM £ P (Cisco Unified CM Administration) 1 2>5, I FZER L £, [T/A/M4 R
(Device) [ >[T/31 RAM:EE (Device Settings) ] > [HENEZE T O 7 7 4 )L (Common Phone
Profile) 1.

Step 2 [#ZFE (Find) |27V 27 LT, VPN OFFAMZBEINT2HEEF e 7 7 A VAL ET,

Step 3 [VPNfE# (VPN Information) | &2 + =2 > C, )72 [VPNZ /L—=7" (VPN Group) ] ¥ XUV [VPN
7'u 77 AL (VPN Profile) | Z1#R L £,

Step 4 [{#17 (Save) ]. [#%E Dl (Apply Config) 1 DIEIZZ V v 7 LET,
Step 5 REDWMM T 4 RUT[OK] 227V v LET,

VPNV SA47 2k .
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