afran]n
CISCO.

" e
¢ b= - —
I 148 L e A A R T i

e ———
———

CiscoDNASpaces : ARV 2 OV J4FXalL—avHA R

#hR - 201948 A 1 H
BREH :20214E 10 A 13 H

YAAVRT LXBRAKH
T107-6227 HUREBHE X ARIKI-T-1 [ v RE D v« X T —
http://www.cisco.com/jp
BREWADEE v 2aavz s ver2—
0120-092-255 (7 U —=a—/L #E&: - PHSET2)
TEaEZAHRER - SFH 10:00~12:00, 13:00~17:00
http://www.cisco.com/jp/go/contactcenter/



[EE) YRR ZCFERICASEIIZ, RE2EDTE (www.cisco.com/jp/go/safety warning/) & CHERLFEE W, AEE, kEYRAaARITH
F1AVMOBEMRTT, VUIERICOETELTE, BARBRBERAT. ZEBRICT Y TT—AHY. YD IREDR—UHBHERSL
TLWBEENHYETLETTRSCLESL, HLETLBZEMRELYFETOT, EXLBRBITOVTIEREY A O FFa A Y FESEE
S, T, ZHEDRICDONTIE, BT/ NA— bF—. F£rld, BHELEICTERCESL,

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2021 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html

& C oIz : (ZLCHIZ i
XHRTEHE i
FARLlE  vii
WE, P—EX, BIXOZOMOEHR viii

E-S I BME n
F£1E W=

Cisco DNA Spaces : =17 % OWZE 1

%18 ERAY BHEIC 3
g2 HEffE<T K1) R 5

Cisco DNA Spaces O A ffatt~ hU 7 2 5

®3E ATREMH N
Cisco DNA Spaces : =R 7 # DX EDRIHESME 1
Cisco DNA Spaces : =17 ¥ ORI#ESMA (A 12
FA4E F—ToR—F (T4¥LR) 13
F—=T A= MCETLHER (VA YL R) 13
OpenRoaming 7 7 A 7 7V +—/L/L—/L 14
£5 % A—ToR—k (B 15

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |



| EES

-
% 6 E
R
£ 8 =E
g9 E
%10 =
%11 =
% 12 =

=7 R —bF (CA#) 15

MHRE 17

MHERTE 19

Cisco DNA Spaces : =17 % O E 19

CiscoDNA Spaces: a9 % AMI 21
Cisco DNA Spaces : IR 7 X% AMI DX 7 a— R LR 21

CiscoDNA Spaces: a4 4 OVA 3
Cisco DNA Spaces : 27 % OVADX 7o —RERE (H—A v —7=AZ) 3
Cisco DNA Spaces : =27 X OVA DX 7> u—RERE (FaT7 A F—T=AA) 31
Cisco DNA Spaces : =7 # Docker D7 v 77 L — R 48
Ty ST L— RK/XA 50
axy % OVADT v 77 L—FR 5l
Ny 7T w7 OROVICAT vy T ay M 53

Cisco DNA Spaces: 3% 2 Hyper-V 55
Hyper-V O X 7> — R LR 55

3% A on Cisco DNA Spaces 67
ORI H A AR ADVER E Cisco DNA Spaces 725 D h— 727  OESG (A#) 67
Cisco DNA Spaces 50D %7 # O h—27 OEfS (VA4 ¥ L A) 69
Cisco DNA Spaces : 27 % OT 77 471t 12

HFyaRk—FK 15

By aR—FK 18

TJOXFTDHRE 19

TaXORE 19

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK



gx [

S L

TaXVRED N T TINY a—T 4T 8l

13 % DRATAXY LR A bA=FADIRY ZDESRT 83
AR HE DD VAT T Y LA aryia—7 ~ 83
%142 Cisco Catalyst 9800 ¥ =X DA ¥ LR A hA—5AD 1Y L DEE 8
Cisco Catalyst 9800 >V — X U A ¥ L A a2 hr—F ~O a7 % OHfi 89
® 15 Cisco Catalyst 9300/9400 1) —X XA v F L) —ZXADART ZDHESE 95
Cisco Catalyst 9300/9400 > — X A A v F ~D A7 X O 95
%IV Ag— 3 VUkEE 97
%16 E m e =
Cisco DNA Spaces 27— = UEfE~D A3 UL ¥ LA ar ta—F OA FR— K 99
£V TS5AINO—EKE 105
g1 E T4 NO—REDER 107
TTANRY—FHEDOHER : MAC B X O —%4 VL - 107
VI HotSpot (OpenRoaming) 109
£ 18 & HotSpot (OpenRoaming) 111
HotSpot (OpenRoaming) 111
VI AAA 113
£19F AAA DEETE 115

AAA OREZE 115

AAA DOFRE 116

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |



| EES

VI E FOT4I7OT4TTODIARIZ 121

20 = TOT4TITO9T47TOAXRT SR 123
ARTEDT IT 47T 7T 47 123
RREMIRR 123
ART BT IT 4 TIT I T 47 & CiscoCMX & Al APED ik 125

i

TITFATIT T 4T TOART ZDOHE 125
TITF 4 TIT T 47 TOaxsZOHEE () 129

= IX 5 BIE. Y—EXR, BLUZFDMDIER 133

Jillll

21 BIE. Y—ER, BRUZDOMDIEHR 135

Cisco N7 HEY —/)L 135

"
fo

~=a T VBT AT 4 — KXy 7 135

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK



F CHIZ

« JIRFE (vil X—)
o Kiglk (vii =)
EfE. =Y R, BLIOZEOMOFR (viii 2—)

T RETE

ZDORF=A NI,

MR OB PEDO AR 2 B, B HL, I J ORI LS % 72 1T Cisco

DNA Spaces % B9 % Cisco Digital Network Architecture (DNA) Spaces % v bV — 7 EHFE L
JIT EFHEZ MR L LTVET,

Ktk

IO =a T NAVTIE, IROFBEIELAZHEHL TWVET,

* 1:R50E

EE

Bl

KF

a<w R, F—U—F, BIXPRa2—F—DBANTETHFRAMIKET
s hET,

A2V v 7K

LEOZA v B mMT MR, B Oa—Y—MEaL s
ET BT A2 v 7K TRLTWET,

[]

Ay 2 DR O, HIATRE T,

xlylz}

ENN OB 2T RORVAEAF—TY — RiE, EhyaT
P, Mt CXE]> TRLTWET,

[x|ylz]

ENN1 OB EIRTE DB ARE/ R —U — NiX, AF v = THA,
HAETKE > TRLTWET,

string

BIARE& FHT 72V — D SCF, SCFHIE B AR CHE RV TS
W BURRECHREe & SCFFIC IS ENET,

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |



Froiz |
B ::= v—cx ssvzom0ms

E SN SBA

courier 7 A v b “/X?Aﬁ@%ﬁﬁ‘éﬁ%iﬁz/‘/a ‘/2‘/34:()\’%1*6&51\ courier 7 4 v k
TRLTWET,

< NMAT—= RO LI ITHDEN2WTFIE, il a THATRLTY
*7,

(] VAT AT MNIKTT AT 7 40 hOIRER, Ay 2 THA
TRLTWET,

1# o— ROEEITRESS (1) £7-03R FEEE #) b AEAITE.
aRXRMTTHDBZIEERLET,

GE) R T, RIYDHFHRRL IO =2 T MCREH I TORNWSHBERZHNT LTV ET,

Er b TRIEMRICERLOE®R) T,

AR O TEEE] OFWTY, BBRoBREEIET -2 HEE TT 20 0EEFEP LR ST
WET,

¢l

H—EX., BLUVZDMDIFEER
e VAAMB A A LY —RBEEFREZ TS 121X, Cisco Profile Manager CTHA 7 v 7
LT &,

s BERFHINICI Y EVRRACKMEREEEL G2 512X, VA —bvRZT77EALTL
72 &y,

e —ER VIR NEEFETDHITIE, VA3 PR—-RMNITZ7EBALTIEZN,

iﬁa
—
i

« BETHRFLEH DT B —TFTA R FZADT TV r—vay, ®i Y a—var,
B —E 22 L TEHRT HIT1E. Cisco Marketplace (27 7 EA LT 7Z &0,

s MRy =2 M—=uv 7 REBEO YA ATT B2, Cisco Press |2
TI7REALTLIEEN,

« FrEORGE T ITRS 7 7 U ORFEE & PRI I2IE, Cisco Warranty Finder (27 7 & A
LTLEENY,

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK


https://www.cisco.com/offer/subscribe
https://www.cisco.com/go/services
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/go/marketplace/
http://www.ciscopress.com
http://www.cisco-warrantyfinder.com

| ELoic

Feoiz

Cisco /\THEY—IL

Cisco N7 gz —/ (BST) 1%, vAafl b V7 o =7 OEE L MIHEOERER R U A
& E B4 D Cisco N7 BEIF AT A~DF— oA L LTHEET S, Web X—AD Y —)L
T9, BSTIX, #f e Y7 by 7IZBET 2572 EFR IR L F9,

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |


https://www.cisco.com/c/en/us/support/web/tools/bst/bsthelp/index.html

Feoic |
- IR

[ CiscoDNASpaces: a4 4 IV T4 FaL—Lav HAE



[ re—| -
ST LA b il D i G Sk M B i
e ——

——— —







S

* Cisco DNA Spaces : =7 % OME (1 <X—)

Cisco DNA Spaces : a1 3 DFE

\}

CiscoDNA Spaces : =7 &% (Z®D KF¥ o X2 N TIEUBET X TOSREFT T ax s ¥ LY
FT) X F L bme—=F BRI ITAT U MEREKDTIZZ IA TV M =2 %KETED
X 912925 Z & T, Cisco DNA Spaces BEED 2> hu—F BLOAA v T L NFRMIEE
TEHEICLET,

axyHE, arybta—7 TI7EARA LN (AP) | BELOAAL v FRLIENICT —H
ZUNAE L THEH L, LT —H % Cisco DNA Spaces [ZIXELET, a7 ¥ 7T—F77
Fx¥ T, B a2 br—F AP, BEXOAAS v FRE—OKRA Uk (a7 %) Z5L
C CiscoDNA Spaces [ZHfE CE £, H—D axr & (X, vAa UL YL A aria—7,
Cisco Catalyst 9800 > U —X U A ¥ LA 2> fu—7 I I Cisco Catalyst 9300/9400 > U —
R AL F TR EERE TE £,

GE)

ZORF2 AV RTE, IV b= L0 MEEE, KERTLO L LTHERALTWET, &
oW TIR, TH#ME~ MY 7 2] 28R L TLEEN,

e VA UAY LA a2 kr—7 (Cisco DNA Spaces & v ¥ = 7h— RIZ WLC AireOS & L
THR)

« Cisco Catalyst 9800 > U — X U A ¥ L & = k11— (Cisco DNA Spaces % v ¥ = AR — K
|Z Catalyst WLC & L CTFI/R)

« Catalyst 7 7 B ARA » F LDV RAIfHAZT A ¥ L Aa br—F (Cisco EWC-AP)

IR K X7 —# % HTTPS #%H C Cisco DNA Spaces [Z5(5 LE T, T—XiZ7axv a2 ML
=T 47452 LHTEET,

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |


https://www.cisco.com/c/en/us/td/docs/wireless/cisco-dna-spaces/connector/config/b_connector/m_compatibility-matrix.html#Cisco_Concept.dita_97fea308-7c9e-456f-92c9-f9902b314163

. Cisco DNA Spaces : O 42 OE

A\

wE |

GE) axZZ OFFHFNAN—Tar~07 v 7F T L— REHRLET,

[ CiscoDNASpaces: a4 4 IV T4 FaL—Lav HAE



T R A

i L =t
A S M T T L o ] e S T B 5 |

EFAT DRI

s HfME~ R Y 7 2 (58—Y)

s BRSE (11—

oA =T R—F (UAF¥LR) (138—D)
e A—TUAR—F () U5 —)






BEifitf< b O R
« Cisco DNA Spaces D At~ ~J 7 2 (5 <—2)

Cisco DNA Spaces DE#4< ~1) U R

N—FOzT7FEREF7TITIVr—a 4 Cisco DNA Spaces : I %% 4 OHHR— b

* 85
* 8.8
* 89
+8.10

VAaAaIA¥YLRAarylkeg—7

GE)  VABMIERENTVWEET Y —R
DEFOY 7 NI =T £ A T
FUAY Y —=2Z2R—=V g AL
£7,

CiscoDNASpaces : IV 42 a7 4FXal—avHAF .



ERT 58 |
. Cisco DNA Spaces DEMMET 1) U X

N—FOzT7ERET7TIr— 3 % Cisco DNA Spaces : I+~ % DY HR— b+

Cisco Catalyst 9800 >V —X U A ¥ L 2 23 - 16.12.4
hr—> - 16.12.42
*16.12.5
*17.3.1
*+17.3.2
1733
+17.3.4
*17.4.x
*17.5x
*17.6.1
G JAMIFRRINTNDHHFY U —2
DEFDY 7 F T =T N—=Va %

I ATF A Y =R EEH L
=7,

. CiscoDNASpaces : IY 4 a2 74 F¥al—>av (4K



| =@
Cisco DNA Spaces DEIMEY ~ 1) J R .

N—FOzT7ERET7TIr— 3 % Cisco DNA Spaces : I+~ % DHYHR— b+

Catalyst 7 7 © ARA > b LDV R IHBIARL | IRON— a 3R — b ShET,
I e 7= N = R 4 (CiSCO EWC-AP) °«16.12.5

«17.3.1
«17.3.2a,
«17.3.3
«17.3.4
«17.4.1
«17.5.1
«17.6.1
Gx) URARMIERINLTWNWELEY U—R
DEFDY 7 =T R_R—=TarF
FIZAVTF LAY U —REFHL
7,
WDOT 78 ARA 2 SV R—FINET,

* Cisco Aironet 9115 >V —X 77 B AR A
N

* Cisco Aironet 9117 > U —X 7T 7 B ARA
NN

* Cisco Aironet 9120 > ) — X 7 7 B AR A
VN

* Cisco Aironet 9130 >V — X 7 7 & AR A
VN

Cisco Catalyst 9300/9400 & J — X ZA v F | HH— FENDH A=V a5 131733 & TT,

Cisco Prime Infrastructure —

Cisco DNA Center —

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |



ERT 58 |
. Cisco DNA Spaces DEMMET 1) U X

N—FOzT7ERET7TIr— 3 % Cisco DNA Spaces : I+~ % DY HR— b+

Cisco DNA Spaces : [oT #—1t' & « Cisco Catalyst 9800 >V — X U A ¥ L 2
arbte—7 UV U—2173.1LETY
A—k

VA UALFYLA Iy bhr—7 TiEY
K— b gt

s Catalyst 7 7 B AR A s LD R a3
AR AL A ha—F (Cisco
EWC-AP) TlIH¥AR— hxfg4t

OpenRoaming « Cisco Catalyst 9800 > U — X U A ¥ L X
ayho—7 U U—216.12 B THR—
k
AT TAYLR ar ha—F 83 L
THHR—
Cisco FastLocate ® =1 hr—F CTHR— K e RAaAVUAFVLRAaryiue—7 JJ—2x

8.1.123.0 THAR—k

« Cisco Catalyst 9800 > J — X U A ¥ L &
2 ba—=7 OFRTHOY Y —ATH

A—h
Cisco HyperLocation ® =22 f B@—F THR— e XA TJAFX LAY hu—F THR—
~ ~

* Cisco Catalyst 9800 >V — X U A ¥ L &
a2 ba—=7 THHR—L

ARXTBEDT I TATITIT 47 s Catalyst 7 7 B AR A b DO XTI
ABTAY L RAar ba—7F (Cisco
EWC-AP) TiI¥R— hxtgest

» Cisco Catalyst 9800 > U — X U A ¥ L X
arvhr—7 THAFR—F

e VARATAF¥L AL fE—TF THR—
~

. CiscoDNASpaces : IRY 42 av T4 Fal—vav HA K



RS

Cisco DNA Spaces DEIMEY ~ 1) J R .

N—F9z7FLE7IV5r—a3 8

Cisco DNA Spaces : O+ 2 MY KR— bk

T A B D VMware B s

* VMware ESXi : 6.5.0 Update 2 (E/L N
13004031) . 6.7.0 Update 2 (E/L
13006603) . 6.7.0 Update 3 (E /L K
16316930)

* VMware vSphere 7 7 A 7> h/X—T 3
6.7.0

» VMware vCenter ¥ — /7 75 4 7 L A
6.7.0

T A A D Hyper-V B i

Hyper-V /3—< 5 > 10.0.17763.1

TANERT BT

* Squid 'm ¥
« HEEHE—F (SSL b U )

* Squid-in-the-Middle & — K (55 HhE
ZREALZSSL bl )

* McAfee

+CiscoWeb X =V T 4T T34 T A

Cisco FastLocate DT A NEFELT 7 B ARA v
K

« Cisco Aironet2800 'V — X 7 7 & X 7" A
VN

« Cisco Aironet3800 ' J — X 77 & R A" A
>k

* Cisco Aironet4800 > — X 7 /& A R A
N

Cisco FastLocate DT A NFILT 7 B ARA
I (Wi-Fi 6)

« Cisco Aironet 9120 >V — X 7 7 & AR A
NN

* Cisco Aironet 9130 >V — X 7/ v AR A
NV

Cisco Hyperlocation D7 A "EHRT 7 & AR A
>k

» Cisco Aironet 3700 >V — X 7 7 & AR A
>~ (HyperLocation 7 > 7 F 3 4 B5)

* Cisco Aironet4800 > — X 7 /& A R A
v b

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |



ERT 58 |
. Cisco DNA Spaces DEMMET 1) U X

N—FOzT7ERET7TIr— 3 % Cisco DNA Spaces : I+~ % DY HR— b+

DRI B DORNERB LA S «2vCPU
* 4 GB RAM

«60GB N— FF 4 A7

. CiscoDNASpaces : IY 4 a2 74 F¥al—>av (4K



.3

i

HI{R S

« Cisco DNA Spaces : =27 % O EDHITRGEME (11 ~X—)
» Cisco DNA Spaces : =7 ¥ ORZSEME (A#) (12°—)

Cisco DNA Spaces : 17 2 DHTE DHIIESFH

s WHIRR— MBIV TWA Z L 2R LET, T4 —7 R — MNZHETLEHR (VAL
A) (13X—=2) | 2L TN,

* https://www.cisco.com 33 £ T cisco.com R A A > ZH7/RAYICFF R LT, Cisco DNA Spaces :
IRTENZINHD Web A NETIX N AL & DAL TEDL LI LET,

* OpenRoaming % JEBH 3 2 MLEEN H 5855 1%, https://cisco.openroaming.org. % HIZRHIZFF AT
L\ij’—o

fliGFy NU—ZEH T e Fab (SNMP) v2CBLOV3 DA, v Aa UL YL A 2
> kb —7 |Z Cisco DNA Spaces : = %7 # GERZEZ B Gk T 2 72O OFi A I Y /FH Z AL
IKEZ)§‘\‘§‘/G@—O

« config cloud-servicescmx disable @~ > R4 {#i f§ L T, Cisco DNA Spaces : 2= %7 ¥ & ff
T DR, AT TA YL A har—7F O Cisco DNA Spaces ##i 1 — & A & #%)
ZLET,

s IRD =~ R&EFATL T, Cisco DNA Spaces : I 17 ¥ ZHMZT HHIIZ, Cisco Catalyst
9800 > —RX U A ¥ LA 2 hra— O Cisco DNA Spaces £z 1 — & A & HLh |2 L
R

* no nmsp cloud-services server url
* no nmsp cloud-services server token

* no nmsp cloud-services enable

« Cisco DNA Spaces % v ¥ 2 /R— R TRET S 2 hm—7 IP %, Cisco DNA Spaces : =
X7 ZACEZETE HMENRH Y £7,

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |


https://www.cisco.com
https://cisco.openroaming.org.

ERT 58 |
. Cisco DNA Spaces : I #7 2 DFMHREMH (BR)

* Cisco DNA Spaces : 237 ¥ [ZIX, FAA L F—ALT AT A (DNS) H—"~DT 7 & A
DEETT, BRI 7 v % v 23 ET 586, CiscoDNA Spaces : 2R 7 ¥ [ X7 m ¥
AL TEBETEOMLENRDY 7,

» VMware ESXi 6.5 VAR,
(I~ DY A R FEUEA T g
o W7o/ VRIS - 4 Mbps (5,000 AP, 60,000 7 A T2 )

A\

B T T4 TR INEEHLTODGAIE. Ny Ty
(2% T 30 Mbps UL EDOHHISIRZHERE U £, Z 0
BEIZ LD ¥ ¥ 7T ¢ 7R —H L% Cisco DNA Spaces
MHBE— RTAHEO Fa—F =7 AR = AR
M ELET,

Cisco DNA Spaces : 17 2 DREHZEEHE (BR)

e MERR— IRV TWS Z L 2R LET, [HA—7r R —F (i) 153—=) |
AR LTLLEEN,

* https://www.cisco.com 33 & U cisco.com N A A > ZBI7RAYIZFF A LT, Cisco DNA Spaces :
ARTHENINED Web A NETLIEXRAAL LD AL TEDL LT LET,

* Cisco DNA Spaces % > ¥ = /R — R Ta&E 3 5 Cisco Catalyst 9300/9400 > U — X A A » F IP
I%. Cisco DNA Spaces : I %7 Z |[ZEZETZX HMLENH D £,

» Cisco DNA Spaces : TR 27 Z [ZIX, #FAHEHD AL R =LY AT A (DNS) H— 37
BT, %TE’J&7D§%/Z§: RET DA, CiscoDNA Spaces : 2 (7 X I/ {3 %
FHL CHETELIRENRDY £,

» VMware ESXi 6.5 LAFS,
R~ DY A R EYEF T g
o B2 B/ MRS @ 4 Mbps (5,000 AP, 60,000 7 A T2 )

A\

B Y7747 R FNEFERALTHDEAIE,. Ny Ty
\ZH0 2T 30 Mbps VL O HIiE ZHESE L £ 9, Z O%
WEIZ LD ¥ ¥ 7T ¢ 7R —H L% Cisco DNA Spaces
Moo= RTHBEOT Ra—F =/ AR = AR
mELET,

. CiscoDNASpaces : IV 42 a7 4FXal—avHAFR


https://www.cisco.com

mi
(BT

'Z/L‘ nhi =” | H -

A—T2FR—bk (DA4¥ LX)

A =T UR-MIET SR (VAR (13 —)
* OpenRoaming 7 7 A 7 U 4 —/L/L—/L (14 _—)

F—TvR—FZETRE®R (714 V LX)

IR T, SESERAY—ERELET T e Fa LA EUNCERES SO %
BDHLH aRrs B R— e RrLET,

_’

N
>

.))

Controller

Connector Port UDP 2003
{FastLocata)
CAPWAP

Access point

upP ¢ TCF‘ upP TCP.'UDF‘
TCP53 UDP123
(DNS)  [NTP) (RADS EC) {SSH) (HADIUS]

WLC port TCP 830 (NETCONF) l [ \ ]

Connector Port TGP 8004 (TDL)

UDP /TCP 1812/ 1813 (RADIUS) TCP 443 (HTTPS)
WLC Port TCP 18113(NMSP) IF addresses for US,
EUinstances and load balancer
UDP 161 {SNMP) Cisco DNA Spaces ;
Connector(s) Cisco DNA Spaces
Connector Port UPD 2003 (FastLocate)
® ¢ 0 US Setup
TCP Port 22 (S5H)
Primary IP 18.205.36.138,
Address 35.175.90.211
Disaster Recovery 13.52.189.25,
54,193.170.100
AP Port TCF 8443 (10X AP Install) Uz
Primary IP 63,33.194,229,
TCP RPY
Connectar Port TCP 8000 (gRPC) pret e

Gonnectar Port TCP 443 (REST API call)

Disaster Recovery 3.122.15.100,
3.122.15.133

356763

CiscoDNASpaces : 1+~ 4% av 74 ¥aL—>avAq4 K ||



. OpenRoaming 7 7 4 7 VA —JLIL—)L

OpenRoaming 7 7 14 7V A —/JLJL—)JL

%z 2: OpenRoaming 7 7 4 7 "0 #—JLJL—)L

ERT 58 |

EEx |3EEIP | AA S |EE |FEE PA=R S
P7F | 7KL AR— |R—F |[KR—F |3N
LA A ~
vRAa |axy |H—Jkn UDP ¥ | W94 [1812, [Remote | OpenRoaming 27 7
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ER
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UDP /
TCP53  UDP 123 TCP22
(DNS) (NTP) (S5H)
Switch port TOP 830 (NETCONF)
@ Connactor Port TGP 8004 (TDL)
= ii Connactor Port TGP 8003 (gpAG) TGP 443 (HTTES)
Switeh Port HTTPS 443 (10X Install) IP addrasses for US,
loT gateway EUi and load balancer
r Cisco DNA Spaces
running on Cisco DNA Spaces
Gisco Catalyst 9300 Gonnactor(s) u
series switch
US Setup
Primary IP 18.205,36.138,
Address 35.175.80.211
o PoE Powered Disastar Recovery 13.52.189.25,
54.193.170.100
EU Setup
f - e ]
\ = b Primary IP 63.33.194.229,
Address 1B.202.130.95

Wired loT Sensors

Disaster Recovery 3.122.15.100,

2
3.122.15.133 ;
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s =2x 7 % on Cisco DNA Spaces (67 ~~—2)
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Cisco DNA Spaces : I 17 ¥ BB S 5121%, ROFIEZETLET,

1.

72— VEB R v B U — 712 CiscoDNA Spaces : 247 Z %A A=/ LET, [Cisco
DNA Spaces : 2% 27 % OVADX U ua— REER (HM—a ¥ —T7=xA4R) (31—
V) ] EZRLTIEEN

Cisco DNA Spaces# v ¥ = 7R— R C, Cisco DNA Spaces : =17 ¥ Z{ERK LT ax 7 ¥ D
h—2 %A LE T, Cisco DNA Spaces "HD X7 % O h—27 > OTfSG (VA v L
A) (69 R—) FlF axs ¥ A AKX ADVER E Cisco DNA Spaces 75 Dk —
7 OB (B (67 °—) ZZRLTIEI,

JEB S 47z Cisco DNA Spaces : @R Z T, ZO =7 ZRELE T, TOREICEK
D . Cisco DNA Spaces & JEBH S 417z Cisco DNA Spaces : = R 7 ¥ ORNIHEG DS S VE

7, CiscoDNA Spaces CRIZ%D a3k 7 % (h—2 NZHKSL) BT 77471280 £77,
[Cisco DNA Spaces : Ax 7 % OT 77 474k (12 =) | 2L T IS0

Cisco DNA Spaces # v > 2 7h— R T A2 UA ¥ LA 2 hr—7 F720% Cisco Catalyst
9800 U —X U A ¥ LA a3 hr—7 F72F Cisco Catalyst 9300/9400 > U — X A A v F
ERELET, a4 mb VAT UALY LR arba—7 ~ (83—) Fizid
Cisco Catalyst 9800 ' U — X U A ¥ L A a2 ha—F ~D %7 X O (89 <—)
F 721 Cisco Catalyst 9300/9400 >V — X A A v F ~D 237 X O (95 2—) %
ZRLTLLEE, axr g barho—7 FLEFAA v FOROBEZT A M LET,
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Cisco DNA Spaces : 2% 2 AMI

* Cisco DNA Spaces : 217 % AMI DX 7 — RERERR (21 ~<—)

Cisco DNA Spaces : O Rr7 2 AMID A > O— k&R

&M

ATy T2

ATvT3
ATvT4

ZDFETIE, Cisco DNA Spaces : A1/ & Xy u— L TR L, 227 % GUI ® URL
ZEUGT D HIECHOW TR L £,

Amazon Web Services 7 7 7 > hMZma 7' A > L, [EC2Dashboard| \IZBE L £3, EMlDOFESF— g 3
A > ¢, [Images] > [AMI] DNEIZFER L 9,

Fi5% 73— [Public Images] %7 V 7 L. AMI ID ami-085e8427€0f51c7d6 % #5295 7>,
l'cisco-dna-spaces-connector | & A7 L E 7,

< C @& console.aws.amazon.com,
aws Services v  Resource Groups v % sa
@ New EC2 Experience - -
el us wht you tink X EC2 Image Builder Actions A o é o
EC2 Dashboard | Public images v () se: cisco-dna-spaces-connector Add filter [>] 1to10of1
Events
-~ AMIID Source Owner Visibility Status Creation Date
Tags
2295 - Public available June 22, 2020 at 2:31::
Reports.
Limits
¥ Instances
Instances .
Select Public Images
Instance Types
Launch Templates
_}_}=}

Spot Requests Image: ami-0850842760f51c7d6

Savings Plans

Reserved Instances Detalls || Tags
Dedicated Hosts AMIID  ami-08508427€0f51c7d6 e cisco-dna-spaces-connector-2.2.295

Owner 038249548279 e 038249548279/cisco-dna-spaces-connector-2.2.295

Status  available
Creation date ~ June 22, 2020 at 2:31:28 PM UTC-7

Linux/UNIX

n  Runinstances

e hvm

e /devisdal

Bundle Tasks Root

¥ Elastic Block Store
/dev/sdat=snap-01ef578aaf9cfa158:8 false:gp2

Volumes

Snapshots

FRINTA A=V E I Y v 7 L, [Launch) 7 U v 7 LET,
%fhisd % [Type] 28 [t2.medium], [vCPU] OfE73 [2]. [Memory (GB)] 728 [4] DA & A H A% BRI L £ 7,
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[t2.medium] /X, 2vCPU & 4GB D A E U %1 2 72FE#ED Cisco DNA Spaces : = 17 X Ik LTHY |
HERE XN D% T, KRIZ [Next: Configure Instance Details] 22 U v 27 L £,

Services v Resource Groups ~

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of GPU, memory, storage, and natworking
capacity, and give you the flexibility to chocse the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing needs.

Fiterby:  Allinstance types Current generation v  Show/Hide Columns

Currently selected: t2.medium (Variable ECUs, 2 vCPUs, 2.3 GHz, Intel Broadwell E5-2686v4, 4 GIB memory, EBS only)

EBS-Optimized Available ]
Family Type vCPUs (i Memory (GIB) Instance Storage (GB) i Metwork Performance |

i support (i
General purpose 2.nano 1 a5 EBS only E Low to Moderate Yos
General purposs e 1 1 €8S anly . Low to Moderate Yes
General purpose 2small 1 2 EBS only - Low to Maderate Yes
(] General purpose t2.medium 2 4 EBS anly - Low to Moderate Yes
General purpose 2large 2 8 EBS only - Low to Maderate Yes
General purpose 2.xarge 4 16 EBS only - Moderate Yes
General purpose 12 2arge 8 32 EBS only - Moderate Yes
General purpose tBanano 2 a5 £BS anly Yos Upto 5 Gigabit Yes
General purpose t3a.miero 2 1 EBS only Yes Upto 5 Gigabit Yes

Cancel Previous [EVSSENRIMERCR | Next: Configure Instance Details

GE) L0 EMRER vCPU BEOAF VRO A TV a VABIR LT, S OICEERHERZBIRT S
L BHARETT, ROMERDA VAR L AZA TEBINTEET, B2 —FNMEHTE Wi
BlE. WITHEAATREZ: vCPU £ 7213 A F U O A2 BN TE £,

+4vCPUB L8 GB AEY (ZD KF=a A b TOREFL Advancedl)
e8VCPUB LIWN16GB A EFY (2D RF= A2 N TOMERIT Advanced2)

AT v F5  [Network] & [Subnet] Z3%R L £9, [Next: Add Storage] #7 U v 7 L7,
1:4 VR U ADHMBTE

Services ~  Resource Groups ~

3. Configure Instance 4, Add Stoage 5. Add Tags

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the instance, and
more.

Mumber of instances 1 Launch into Auto Scaling Group (i

Purchasing option [ Request Spot instances
Network (| vpe-8c0410e6 (default) %] C Create new VPC
Subnet (i No preference (default subnet in any Availability Zort ¥ Create new subnet
Auto-assign Public IP Use subnet setting (Enable) )

Placement group

Add instance to placement group

Capacity Reservation (i Open ] € Create new Capacity Reservation
IAM role (i Nene 4| C Create new 1AM role
Shutdown behavior (| Stop *

Stop - Hibernate behavior

Enable hibemation as an additional stop behavior

Enable termination protection

Protect against accidental termination

Monitoring (| Enable CloudWatch detailed monitoring
Additional charges apply.
Tenancy (i Shared - Run a shared hardware instance 0

Additicnal charges may apply when launching Dedicated instances.

cocet prvos | I [ e A sorce

ATw 6  [Size (GB)] DfEIZ T60) & AJJLFET, [Next: Add Tags] =7 UV v 7 LET,
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3. Configws Instance 4. Add Storage 5. Add Tags

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance stors volumes. Learn more about

storage options in Amazon EC2

Delete on

Volume Type (1 Devics (i Snapshot (i Size (GiB) (i Volume Typs (i 10ps (i m;‘:"’;“ Termination  Encryption (i
i

Root Jdev/sdat snap-098aa2f0d2cb81d2b 60 General Purpose SSD (gp2) - 180/3000 NA Not Encrypte w

Add New Volume

Froa tier aligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic starage. Learn more about free usage tier eligibility and

usage restrictions.

Cancel  Previous Review and Launch

[clicktoaddaNametag)| %27 V v 7 LE9, 4% AJ) L TH 5, [Next: Configure Security Group] & 7 U >
7 [/ \i ﬁ—o
3:427miEM

ATy 71

Resource Groups

5. Add Tags 6. Configura Securty Group

3, Canfigurs Instance

1.CroosaAMI 2. Choo
Step 5: Add Tags
A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Mame and value = Webserver,

A copy of atag can be applied to volumes, instances or bath
Tags will be applied 1o all instances and volumes. Lear more about tagging your Amazon EC2 resources.

Key ) Value (256 char Instances Volumes (i
This resource currently
Groosethe A tag button o Flck 0.4 a Nae tag. |
Make sure your 1AM policy includes permissions to crea .
AddTag  (Up aximu

Cisco DNASpaces : OA#Y 2 AT F¥al—2av HA K
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5. Add Tags

Step 5: Add Tags

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
A copy of atag can be applied to volumes, instances or both.
Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 rescurces.

Key (128 characters maximur Value (256 characters maximum Instances | Volumes |
Name Connector-AMI [x]
Addancthertag  (Up 10 50 tags maximumi

coet (S e ——

ATYvT8 WOFIEINEST, X2V T4 7N —TERELET,
a) EUTHA T arRmE2o A&7 )y LT, FiLnwkxa T 4 ZV—T2ET 50, BEfFOE
X2 VT A TN—THERELET,

K5:tXa)T47L—TDOHRE

Services v Resource Groups v

- 2.Choosa lnstance Type 3, Canfigura Instance 4. Add Storage Add Tags 6. Configure Security Graup 7. Raview

Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to aliow specific traffic to reach your instance. For example, if you want to set up a web server and allow
Internet traffic to reach your instance, add rules that aliow unrestricted access to the HTTR and HTTPS ports. You can Greate a new security group o select from an existing one below. Learn more about Amazon EC2 security

groups,
Assign a security group: () Create a new securty group
@ Select an existing security group
Security Group ID Namo Description Actions
s5g-Daed782a dafault default VPC security group Copy to new
rd-2 launch-wizard-2 craated 2020-05-07T00:12:42.770-07:00 Copy to new

@ s9-0067eb643aBaBd3d3

Cancel  Previous Review and Launch

b) AU RMNT T4 ON—VEERAL TR FEHELET, FFEDOIP 7 FLAIZX L CH
R 200, HAWVEITRTOIP 7 RLAICK LTHWEZEFICT 02 @R T £,
ARG RIT T4y DON—NVE2HEHLT, A A—VICRRENDIFFEDR— FaELET,
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Services ~  Resource Groups ~ %

@D New EC2 Exparience
ki e nbound rules Outbound rules Tags
Instance Types
Launch Templates 1
o 4 Inbound rules Edit inbound rules
Spot Requests
Savings Plans. Type Protocol Port range Source Description - optional
Reserved Instances
Dedicated Hosts HrTR TR 80 000.0/0
Scheduled Instances HTTP TP 80 /0
Capacity Reservations Custom TCP Tep 8002 000070
¥ IMAGES
e Custom TCP T 8004 /0
Custom TCP T 800D 0.0.00/0
 ELASTIC BLOCK Custom TCP TP 800D 0]
STORE
Volumes SSH Tcp 2 0.0.00/0
Snapshots
55H TCp 22 50
Lifecycle Manager
HTTPS Tcp aa3 0.0.0.0/0
» NETWORK &
SECURITY HTTPS TP aa3 /0
Security Groups
ALLICMP - 1Pud 1eMp Al 0.0.0.0/0
t Groups ALLICMP - 1Pud 1eMP Al /0
Key Pairs

Q) TUMRTURNTI T4 v DNL—LEFEHLTR—-F2RELET,
WOKNIRTT 7 AN K=V ERELET,
R7: 79RO RS T4 9 IDIL—ILEFRALIZR— FDERE

Services v  Resource Groups v %

@D New EC2 Exparience
[ ———— EC2 > Security Groups > sg-0067eb6436a6d3d3 - launch-wizard-2

Instance Types 59-0067eb6433536d3d3 - launch-wizard-2 Delete security group Copy to new security group

Launch Templates

Spot Requests Details
Savings Plans
Fssorved Instancos Security group name Security group ID Description VPCID
@ launch-wizard-2 - [= ] h-wizard-2 created 2020- 3 vpc-9c0410e6 [2
Dedicated Hosts 05-07T08:12:42.770-07:00
Scheduled Instances
Capacity Reservations Owner Inbound rules count Qutbound rules count
¥ IMAGES (P 660552087796 12 Permission entries 1 Permission entry

AMIs

Inbound rules Tags
 ELASTIC BLOCK
STORE

Volumes
Snapshots Outbound rules Edit outbound rules |

Lifecycle Manager
Type Pratocal Port range Destination Deseription - optional

NETWORK &

SECURITY

Security Groups

v
All traffic All All 0.0.00/0

Elastic IPs.

lacement Groups

Key Palrs

GE) SEIERT—ERAEZHESELT-OICHS LERD LK — FOFEMICOWTIE, A—7
VAR—NMZBETAEHR (VAP LR) (138—Y) EBRLTIEZN,

d) [Reviewand Launch] #7 U v 27 L¥ 7,
ATV T AVAXURAEMRLT, [Launch] 227 U v 7 LET,
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1.ChaosaAMI  2.ChoosekstanceType 3, Canfigwninstance  4.Add Storage  5.AddTags 6. Configuro Security Group 7. Review

Step 7: Review Instance Launch

~ AMI Details Edit AMI
31.37-15 - ami-079023
6 AMI for Connector v2.2.31.37
Root Davice Type: sbé. Vitualization fype:

~ Instance Type Edit instance type

Instance Type ECUs ¥CPUs Memary (GIB) Instance Storage (GB) EBS-Optimized Available. Network Performance

2. medium Variable 2 4 EBS only . Low to Moderate
~ Security Groups Edit security groups

Security Group ID Name Description

59-0067ebB43aBa6d3d3 launch-wizard-2 Iaunch-wizard-2 created 2020-05-07T09:12:42.770-07:00

All selected security groups inbound rules

Type (1) Protocel (i) Port Range (i) Source (i) Description (i)
HTTP TCP 80 0.0.0.0/0

HTTP TCP 80 /0

Custom TCP Rule TCP 8004 00000

Custom TGP Rule TCP 8004 /0

——

AT w10 FREND [Select an existing key pair or create a new key pair] A 7 12 7R v 7 AT, IROWT N E FET
TEET,

s Km w7 H T U R R [Create anew key pair] %R L £ 7, [Key pairname] % A7) L, [Download
KeyPairl|#27 Vv 27 LTH¥ > r—RLET, [Launchlnstance] %27 VU v 7 LTA VAKX A% L)
LET,

e K v 7 H U A R)vb [Choose an existing key pair] 238 L 97, [Select a key Pair] K v 7%
7Y A RNNL, BENZA U — R L% —_7 %@ LE 7, [Launchlnstance] %7 U v 7 LT
AVAE U AEEELET,

B9:HLWF—RTOER

Select an existing key pair or create a new key pair

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect ta your instance securely. For Windows AMIs, the private key file is required
1o abtain the password used ta log into your instance. For Linux AMIs, the private key file allows you to
securely S8H into your instance.

Nota: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.
[Create anew key pair v
Key pair name
[Kayt ]
Download Key Pair

Q You have to download the private key file (*,pem file) before you can continue. Store
itin a secure and accessible location. You will not be able to download the file
again after it's created.

[l CiscoDNASpaces: a9 4 3> T4 FaL—Lav HAK



| osg=

%“Tl:

ATFvIN

ATvT12

Cisco DNA Spaces

B 10:BRFDXF—RT7 DRER

Select an existing key pair or create a new key pair

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
1o obtain the password used ta log into your instance. For Linux AMis, the private key file allows you to.
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI .
|Chaose
Select a key pair
[ CennectarAMI v

pair v

1 acknowledge that | have access to the selected private key file (ConnectorAMI.pem), and

that without this file, | won't ba able to log into my instance.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage: 5. Add Tags 6. Configure Securtty Group 7. Raview

Step 3: Configure Instance Details
Configure the i 1o suit your requir You can launch multiple instances from the same AMI, jest to take advantage of the lower pricing, assign an access management role to the instance, and
more.

Mumberofinstances () [1__ | Launchinto Auto Scaling Group (i

Purchasing option () []Request Spot instances
Network (i) vpe-8c041086 (default) 2 C Create new VPC
Subnet | No (dafault subnet in any Availability Zor ¥ Create new subnet
Auto-assign Public IP | Use subnet setting (Enable) +

Placement group (i) () Add instance to placement group.
CopactyReservation. @ [Oper £l © Create new Gapasity Reservation
IAMrole () [None 4| C Create new 1AM role
Shutdown behavior (i) [Stop 0l
Stop - Hil behavior (i) =} asan behavior
E ® 0O i termination
@

() Enable CloudWatch detailed monitoring

Additional charges apply.

Shared - Run a shared hardwars instance k]

Additional charges may apply when launching Dedicated instances.

ST .. .. |

caxsaamogyon—reEE

F—7 (pem) 77 A NEVAT XD a—RLEL, 77 A VOEFTICEE L £, chmod =
<~V REMALT, pem 7 7 A VKT DU 2 MER 2% E L £,

chmod 400 /path/to/MyAccessKeyl.pem

EC2H v aR—RNT, £ VALV ADEBDBFET L, A7 —H A3 [Running] ICED D E THHLET,
F721%, [Instances] X— Y TIFITHDA LV AF VAZFHERTEET, AV AX A% 2 U v 27 LT, CLI
OERBIZEMAT S IPvd 7 RLAZEGLE T, B LS CREEZZE T T&E7,
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11: [Instances] R— & IPvd7 KL R

Services v  Resource Groups + %

EC2 Dashboard ), Filter by tags and attributes or search by keyword

€D New EC2 Experience

Events

Scheduled Instances
Capacity Reservations Description  Status Ghecks ~~ Monitoring  Tags
¥ IMAGES Instanca I 01843627 a61638462

AMIs nstance state  running
Instance type  £2.micro

Finding  Opt-in to AWS Gomy
 ELASTIC BLOCK -
STORE

Volumes

Snapshots

Lifecycle Manager

. @ MName Instance ID Instanca Type - Avalability Zona

Tags

@  con-ami-29May 0f943a27ah1038482  t2micro us-gast-la
Limits

¥ INSTANCES

Instances
Reserved Instances
Dedicated Hosts

Instance: | ( i-20May)  Public DNS: com

Scheduled svents N

Instance State =

@ rumning

Ao %@
[2] 1to10f1
Status Chocks - Alam Status  F
© 2f2checks... None % e
mEE

OMpUte-1.4MAZONAWS.COM

omzE |

ATV T13 WHHREEZEITLTHAA M EZHE L, dnasadmin = —W & root = —H D /N2 T — REZEHE L £,
a) SSH < R, FIF1LR2 THRELZIPVE T FL A, BLOFIE10 TH v a— RLEF—XT %

HLT, axrziter74 o LET,

ssh -1 /path/to/key/MyAccessKeyl.pem dnasadmin@IPv4 address

b) root =—# & dnasadmin L—H DL —HLZ LA T— REEHLET, JPlOa s A ra—H4
dnasadmin & 2 7' L /%2 U — K dnasadmin123! 2 L £,

WDINAYT — REMHIHEH Z & T,

(R AT — K] Far 7 NaEBETEET,

MR —RIF 14 LFEBROESICTHHERD Y £7,

e RAT = RIZ3D 2 EHL 1 OOKRILTEEDDLVLENDH Y £7,
e NAT— RIZIZA R L 1 DO/INLFEEODDHLERH Y 7,
« NAT— RIZiFd7e &b 1 DORBRITEEDDLLERD Y £,

Wiz, SSH =2~ > RO 2= L ET,

ssh -i /path/to/key/MyAccessKeyl.pem dnasadmin@l0.1.1.1

Password:

WELCOME to DNA SPACES CONNECTOR SETUP
Please enter hostname: my-connector-ami
Change passwords for root and dnasadmin
Changing password for user root.

New password:

BAD PASSWORD: The password is shorter than 14 characters

Retype new password:

passwd: all authentication tokens updated successfully.

Changing password for user dnasadmin.
New password:

BAD PASSWORD: The password is shorter than 14 characters

Retype new password:

passwd: all authentication tokens updated successfully.

Generating self-signed certificates
Setup is complete

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK
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System will reboot in 10 seconds ...
Connection to 10.1.1.1 closed by remote host.
Connection to 10.1.1.1 closed.

AT T8 T30 4 RUET KL R https:/IPv4 T KL A ZA{# il L T Cisco DNA Spaces : =7 % GUIIZw 7
A LET,

ATv 715 SSH = —¥4 dnasadmin & FIE 13 THRE L= Z D2 —HFD/32 T — K&l LT, Cisco DNA Spaces :
ax s % CLIIca 7 A v LET,

ssh dnasadmin@10.1.1.1

RDZRY
Cisco DNA Spaces 225D 2R 7 X D h—27 ORE (VAL R)
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* Cisco DNA Spaces : 217 % OVA DX > —RKEER (B—o( 2% —7=x142) (31

D)
* Cisco DNA Spaces : 217 X OVA DX 7> —REREH (Fa2T7 0,2 —T x4 R)
(37 =)

« Cisco DNA Spaces : =7 % Docker D7 v 77 L— K (48 ~X—)
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c AR ZOVADT v 77 L—F (51 ~—2)
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Cisco DNA Spaces : IRV 2 OVAD A O— & ERFA
(BE—f 232 —T x4 X)
Z D TIE, Cisco DNA Spaces : I ¢ 7 % X 7 u— RRLTEML, 227 % GUI ® URL

G T D HEC O THRILET,

ATvF1  Ciscocom”nH aRX T X235 F 7 rn—RKLET,
ATv T2 ESXiV— AT~ EERK L, #7rm— K L7 CiscoDNASpaces : %27 % OVA Z BB L £,

AT w73 [Select creation type] 7 4 > K7 T, [Deploy a virtual machine from an OVF or OVA] 7 7 A /L Z 4R L |
[Next] 227 U > 7 LET,

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |


https://software.cisco.com/download/home/286323456/type/286322783/release/2.3.2

gz |
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'ij‘.l New virtual machine

v(EEEETITH  Select creation type

2 Select OVF and VMDK files
3 Select storage

How would you like to create a Virtual Machine?

7 Ready to complete

icenseiao \Create a new virtual machine This option guides you through the process of creating a
5 Deployment options Deploy a virtual machine from an OVF or OVA file virtual machine from an OVF and VMDK files.
6 Additional settings Register an existing virtual machine

4l

ATv T4  [Select OVFand VMDK files] 7 4 o KU T, R~ > OARIEANLET, HEOZITE7 Y v 7 L
T, AV Ea2—BNnL T 7 A VERIRT D0, 77 ANVERT v 7T RRry 7 LET, [Next] &7

Vo Z LET,

31 New virtual machine - connector._2.3.2_dual

¥ 1 Select creation type Select OVF and VMDK files
2 Select OVF and VMDK files Select the OVF and VMDK files or OVA for the VM you would like to deploy
3 Select storage

4 License agreements
5 Deployment options

Enter a name for the virtual machine.

‘ connector_2.3.2_dual
6 Additional settings

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.
7 Ready to complete

X @ cisco-dna-spaces-connector-2.3.158.146.ova

f Back Next

Finish

Gancel

4

AT w5 [Selectstorage] 7 « > K IZ, [Standard] A b L —VRENFERINET, [Next] 27V v 7 LET,
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711 New virtual machine - connector_2.3.2_dual

¥ 1 Select creation type Select storage
v 2 Select OVF and VMDK files Select the storage type and datastore
v

4 License agreements

5 Deployment options

6 Additional settings Select a datastore for the virtual machine's configuration files and all of its' virtual disks.

Persistent Memory

7 Ready to complete

Name v Capacity -~ Free v  Type v | Thinpro... v Access v
datastore1 (14) 4547TB 226 TB VMFS5 Supported Single
1items

Back Next Finish Cancel |

ATw 6 [License agreements] 7 f > RV T, FRINDHTA B AN EGA, KEETAZa— L LET, [I
Agreel %7 U w7 LThrb, [Next] 7 Vv 7 LET,

#31 New virtual machine - connector_2.3.2_dual

¥ 1 Select creation type License agreements
' 2 Select OVF and VMDK files Read and accept the license agreements
Vv 3 Select storage
M oo sgroomorts [
5 Deployment options
6 Ready to complete

We will reserve part of the resources of CPU and memory based on your OVA selection.

Standard Connector:
2 vCPUs. 2000 Mhz will be reserved.
4 GB Memory. 4GB will be reserved.
1 NIC will be used.

Advancedl Connector:
4 vCPUs. 4000 Mhz will be reserved.
8 GB Memory. 8GB will be reserved.
1 NIC will be used.

Advanced2 Connector:
8 vCPUs. 800@ Mhz will be reserved.
16 GB Memory. 16GB will be reserved.
1 NIC will be used.

Standard (Dual Interface) Connector:
2 vCPUs. 2000 Mhz will be reserved.
4 GB Memory. 4GB will be reserved.
2 NICs will be used.

Advanced1 (Dual Tnterface) Connector:

4

ATw 71 [Deployment Options] 7 4 > R T, WOFNEEZFEITLET,
a) [Network-mapping] 7 4 —/V RiZ, *v NU—7 O4RTEZ AT LET,
b) [Deploymenttype] K2 > 7" Z 7 U X RNipb, IROWTINOAT T a 28R LT, [Next] &7
Vv 27 LET,
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» Advanced?2

7] New virtual machine - connector_2.3.2_dual

¥ 1 Select creation type Deployment options
+ 2 Select OVF and VMDK files
v 3 Select storage

Select deployment options

v 4 License agreements

= Network mappings PRR—_ P
b4 5 Deployment options PREg e

6 Ready to complete Advanced1

Advanced2

Standard (Dual Interface)
v Advanced1 (Dual Interface)

Advanced2 (Dual Interface) will be

reserved. 8GB Memory. 8GB will be reserved. 2 NICs will be used.

Deployment type

Disk provisioning © Thin " Thick

Power on automatically

Back Next Finish Cancel

ATvFT8 Ry NU—VREZMRL, [Finishl 227 U v 27 LET,

ATFyF9 wRicesZA L, T4V FO—F4L Troot] T 7 4/ hDRAT— K ldsco)] Z AN LET,

AT w10 Cisco DNA Spaces : 217 ¥ TRETHIPT LA, IRA MR EDRTA—ZEREL T, *v b
U— I REEANTILET,

cmx-connector-ntp-test-2

Starting network setup
se enter hostname: commector
enter IP address:
enter netmask:
nter gateway: 1

enter DNS s
> enter search domain
Conf irm network settings?

Enter Network
Settings

GE) ZOREBHIZ0MTHA LTV FTL5DT, BREZET D7TZOICRFHANICATI LTSS

ATFYTN FA LS —EATILET,

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK



| wmz

Cisco DNASpaces : IV Z OVADA I O—RERER (B—( 22—z 4R)

@ dhanashri-conn-545-11

ank For default wa

the list al fault value is 1))

Configure Time Zone

@ dhanashri-conn-545-11

Time Zone set
successfully

1 at
11-A3 B1:59:
11-83 B1:88
L i hour forward) at

; mode can wot be fully supported. It will create vario
with time zowe chan and daylight s time adjustments.

t i e never updated, it re on external Faciliti to maintain it.
If at all po le, use RTC UTC by calling
"timedatect] set-local-rtc 87

» hold on Fetching tiomal «

AT F12 Network Time Protocol (NTP) Y — £ Z AFJ LT, VAT LA Z NTP Y — N E[E#AL £, NTP I —

NWEBRELZWEEIZ, ZADFEFIZLET,

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |
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12:NTPEEE DA S

B cmx-connector-ntp-test-2

Conf igure NTF
Flease enter the NTP server name (blank for no NTF server): _

ATYT13 root 2=V DFH LW AT — RERELET,

“hanging password for user root.
iz = < Reset root
€W password:
password
Retype new password:

passwd: all authentication tokens updated successfully.

“hanging password for user dnasadmin.

el l]d};};u]r‘d: Reset dnasadmin

Retype new password: passward

passwd: all authentication tokens updated successfully.

ATy 14 EEENHERLZE>2—Y¥ TH % dnasadmin 2—HFDOHF L WA T — RERELET,

’hanging password for user root.
b 2 " Reset root
ew password:
password
Retype new password:

passwd: all authentication tokens updated successfully.
‘hanging password for user dnasadmin.
ew password: Reset dnasadmin
Retype new password: i
passwd: all authentication tokens updated successfully.

ATv 715 HEHY 7= FORNCURL a2 — L THRIFLE T, % T URL % LT Cisco DNA Spaces : = %
77X GUILZHRS ZENTEET,

DNS Spaces Conmector UI:
https:/s18.22.244.98

Jsername log in: dnasadmin
1ie install is complete, a reboot will occur in 5 seconds...

RDERY
Cisco DNA Spaces "D a7 Z O h—27 U OEfSG (VA YL R)
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Cisco DNA Spaces : IRV X OVAD A O— & EH
(TaTFZIA2R3—T A R)

X Z232UME, a2 BN2O0DADFRy NI — I IHETHAVNERDHH Xy T —
JRMT ax s Z OF a7y Z—T A AEMEFHTEES,

INHOFRy NU—=T7 D 121F, BF., FEALEDT A ANREHRINTWNDL T T A _— k
T RN —=7 T4, 99— DRy b= 13 mTTH B2, 777 KA MO Cisco
DNA Spaces (2t T& £9°,

ORI, a7 I Lo TEBRINDIZEALEDTASIA ANTFTARXR— Ry hU—F F
TIENE Ry hU—7 RIZhAEAICHEE SN £,

G¥)

arhe— B TAR— Ry N\ TH L EBEIO LET, ZOREITL-
T, ax 7 BNSSHEHm AL T ar ha—J [CEHETE A2 X010 b7120TT,

1R BRI

A= NHET T A4 T A (OVA) %A A h—/LF % Cisco Unified Computing System
(CiscoUCS) TRA AM2 DDBMEADO SRy " =7 IR INTWAZ 2R LET, =
DFy NT—7FERK T, Cisco UCS 7/3A RZ2 DOYER Y NT—0 f X —T A R
17— K (NIC) BEEINTNET, ENICITAA v FIEmINEST, ZOLIITLT,
Cisco UCS T/3A AL 2 DD F v T — T IZHRt S ET,

13:2O0Y8BA V2 —T (R

0000700008:0
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14:2D20REDORY FT—9

Ty
cooo0co0 ¢

AFvF1  CiscocomnbH ax7 X 23K vra—RKLET,

ATvT2 ESXith— AT~ AERR L, U m— K L7z CiscoDNA Spaces : =17 % OVA % BB L £7°,

AT w73 [Select creation type] 7 1 > K7 C, [Deploy a virtual machine from an OVF or OVA] 7 7 A /L Z &R L |
Next] Z#27 U7 LET,

‘ﬁl New virtual machine

(CEEETTR  Select creation type
2 Select OVF and VMDK files
3 Select storage

How would you like to create a Virtual Machine?

4 License ag:

Create a new virtual machine This option guides you through the process of creating a
5 Deployment options Deploy a virtual machine from an OVF or QVA file virtual machine from an OVF and VMDK files.

6 Additional settings Register an existing virtual machine
7 Ready to complete

Back Finish 4
AT v T4  [Select OVFand VMDK files] 7 4 > KU C, (KA~ v D4RIZ AN LET, FCOZIV T2V v L

T A Ea— b T s AAERIRT ), 77 AAE RTF v /Ty FRa v 7 LET, [Next] &7
Vw7 LET,

[l CiscoDNASpaces: a9 4 3> T4 FaL—Lav HAK
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31 New virtual machine - connector_2.3.2_dual

¥ 1 Select creation type Select OVF and VMDK files
Select the OVF and VMDK files or OVA for the VM you would like to deploy
3 Select storage
4 License agreements Enter a name for the virtual machine.

5 Deployment options

‘ connector_2.3.2_dual
6 Additional settings

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

7 Ready to complete

x @ cisco-dna-spaces-connector-2.3.158.146.ova

Back Next Finish f Cancel

Y

AT w5 [Selectstorage] 7 1 > KT, [Standard] A b L —VRENFERINET, [Next] 27V v 7 LE T,

31 New virtual machine - connector_2.3.2_dual

V¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Select the storage type and datastore

b4 3 Select storage
4 License agreements
o Persistent Memory

5 Deployment options

6 Additional settings Select a datastore for the virtual machine's configuration files and all of its' virtual disks.
7 Ready to complete
Name v Capacity -~ Free v Type v Thinpro... v Access v
datastore (14) 454TB 226 TB VMFS5 Supported  Single
1items

Back Next Finish Cancel
)

ATw 6 [License agreements] 7 f > RV T, FRINDHTA B AN E G, KEETAZa—LLET, (I
Agreel 7 U w7 LThrb, [Next] 7 Vv 7 LET,
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T New virtual machine - connector_2.3.2_dual

¥ 1 Select creation type License agreements
¥ 2 Select OVF and VMDK files
Vv 3 Select storage

o« Ccorse soreemorts ]
. L e ‘Accept Resource R...

5 Deployment options

Read and accept the license agreements

6 Ready to complete

We will reserve part of the resources of CPU and memory based on your OVA selection.

Standard Connector:
2 vCPUs. 2000 Mhz will be reserved.
4 GB Memory. 4GB will be reserved.
1 NIC will be used.

Advancedl Connector:
4 vCPUs. 4000 Mhz will be reserved.
8 GB Memory. 8GB will be reserved.
1 NIC will be used.

Advanced2 Connector:
8 vCPUs. 8000 Mhz will be reserved.
16 GB Memory. 16GB will be reserved.
1 NIC will be used.

Standard (Dual Interface) Connector:
2 vCPUs. 2000 Mhz will be reserved.
4 GB Memory. 4GB will be reserved.
2 NICs will be used.

Advancedl (Dual Interface) Connector:

[ ook J| tem J| Foen
4l

ATw 771  [Deployment options] 7 4 > K7 T, IROFIEZEITLET,
a) [CloudInterface] 7 « —/L KiZ, MWt x>y N —27 O4RIEZ AT LET,
b) [CloudInterface] 7 4 —/L N2, T A X— bRy NT =7 DAHTIZATILET,
¢) [Deploymenttype] KB v X7 A RnE IROWTINORERRZ A 7238 IR L T, [Next] &7
Vw27 LET,
* [Standard (Dual Interface)]

* [Advanced] (Dual Interface)]
* [Advanced2 (Dual Interface)]

[l CiscoDNASpaces: a9 4 3> T4 FaL—Lav HAK
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15: 0 BE TRy FI—9 ETSAR— Ry FT—Y DERIDAN

31 New virtual machine - connector_2.3.2_ dual

¥ 1 Select creation type Deployment options
V' 2 Select OVF and VMDK files Select deployment options
v’ 3 Select storage

v 4 License agreements

R4 5 Deployment options Networkmappings Cloudinterface VM Network v

6 Ready to complete Devicelnterface  Private Switch v

Deployment type [ Advanced1 (Dual Interface) v

The resources consumed by this configuration are: 4 vCPUs. 4000 Mhz will be
reserved. 8GB Memory. 8GB will be reserved. 2 NICs will be used.

Disk provisioning © Thin Thick

Power on automatically

Back Finish Cancel

4

16: BRS 4 TDEIR

#31 New virtual machine - connector_2.3.2_dual

¥ 1 Select creation type Deployment options
¥ 2 Select OVF and VMDK files Select deployment options
+ 3 Select storage
+ 4 License agreements

Network mappings DR r—
A4 5 Deployment options eping e

6 Ready to complete Advanced1
Advanced2

Den e ran/hE Standard (Dual Interface)
=4 P v Advanced1 (Dual Interface) 14
Advanced2 (Dual Interface) 3
- - = will be

reserved. 8GB Memory. 8GB will be reserved. 2 NICs will be used.

Disk provisioning © Thin " Thick

Power on automatically

AT9T8 Xy NU—URELMGR L, [Finish) %27 VU » 7 LET,

ATy WKL, TIAN DO —HL Troot) T 7 4L hDRAT— K ldsco] Z AN LET,

ATFYT0 IPT RLA, KA RMBREDONRTA=ZEFREL T, INBAT Ry NT—27 DRy MU — 7 5RE % )
WCRELET,

CiscoDNASpaces : 1+~ 4% av 74 ¥aL—>avAq4 K ||
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17:08@FHY bDO—ODFy FT—IREDAND

[B cmx-connector-ntp-test-2

> enter 5.7255.255.8 Enter public=facing
enter gq > IP address

= enter D rver: L. N LU 1)

se enter search domain name:
Conf irm network settings? (yes/no)

Enter Network
Settings

G¥) COBREMEIT0TH A LT T M50 T, HREZRET D72 OICKHNICAL L TLIZE
Wy,

ATYTN IPTRLA, RARREDRTA—HERELT, 7I7AX— Ry NIT—T DXy NT—IREE
FITLET,

[ CiscoDNASpaces: a4 4 IV T4 FaL—Lav HAE
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18: T5AR— 2y FT—I DRy b T—IEEDAN

Enter private network
details here.

This is an optional

configuration for

internal DNS servers.

ATV T2 axs ¥ PEGEWVRERY T Ry bERELET,
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Configure
reachability to

specific subnets

RELF Y MU =7 OENEAREMEDPBRER A TH D Z L 2B T £,

. CiscoDNASpaces : IV 42 a7 4FXal—avHA K
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Verifying your

configurations

ATFYT13 FA LS —2EASILET,

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |
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@ dhanashri-conn-545-11

lank for default wal

list al fault value is 1))

Configure Time Zone

default fault walue is 1))

@ dhanashri-conn-545-11

Time i Time Zone set
NTP enabl : successfully

“hronize
change :

DET change: by i ( i : one hour forward) at

arning: The system is figured to read the RTC time in the 1
n not be fully ed. It will create vari
time adjustmen

= never . = on external facilities to maintain it.
If at all possible, use RTC
"timedatect] set-local-rtc 87

hold on Fetching « tiomal «¢

AT v 714 Network Time Protocol (NTP) #— 4% AL T, VAT LWL AE NTP YV — L RHI L F9, NTPH—
NEBRELZWEEIZ, ZAOFEFIZLET,

[ CiscoDNASpaces: a4 4 IV T4 FaL—Lav HAE
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ATvT15

ATv 716

ATv I

ATv 718

Cisco DNA Spaces : 344 4 OVADF o 0— FEEM (Fa7u1v4—7142) |

19:NTPEREDA S

B cmx-connector-ntp-test-2

igure NTP
Flease enter the NTP server name (blank for no NTF server): _

root =T—HDOF LW IRA T — REHRFELET,

“hanging password for user root.
iz = < Reset root
€W password:
password
Retype new password:

passwd: all authentication tokens updated successfully.
“hanging password for user dnasadmin.
el l]d};};u]r‘d: Reset dnasadmin
Retype new password: passward
passwd: all authentication tokens updated successfully.

EHFEMEIR A o2 — Y Ch 5 dnasadmin = —FDOF LWWIAT — REZELE T,

’hanging password for user root.
b 2 " Reset root
ew password:
password
Retype new password:

passwd: all authentication tokens updated successfully.
‘hanging password for user dnasadmin.
EW l]d:-;:-;u]r‘di Reset dnasadmin
Retype new password: i
passwd: all authentication tokens updated successfully.

HE)) 77— FORNZURL Z a2 B — L TRAFL £ ¥, % T URL Zfi ] L T Cisco DNA Spaces : = %
74 GUL B Z &M TEET,

DNS Spaces Conmector UI:

https:/s18.22.244 .98

Jsername log in: dnasadmin
1ie install is complete, a reboot will occur in 5 seconds...

e
il

connectorctl networkconfig cloudstatus =~ > FZfH LT, SMBAIT Ry b= DRy hT—7
EHERLET,

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |
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. Cisco DNA Spaces : I % % Docker D7 v 75 L—F

B20: FS5A4AR— bRy bI—0DRy FT—VBREDAA

\l lwaed portsprotocol
13-tcp
8. top
HH1 -t P
BA L udy

1812-tcp

AT w719 connectorctl networkconfig devicestatus =~ > K& LT, 774 _X—hxy hT—=7 DXy hT—7
RELMER LET,

B21: T5AR— bRy bT—=IDFY FT—IBEDAS

193.1.8.8-16

. Lination
1.1.8.8
1.8.8

Window irtt
H H
H H

reswall rule

sl b t A | | onaed

1.8.8716
LOUD PORTS
[dnasadmini®

RDBERY

Cisco DNA Spaces "6 D a7 % O h—27 OEfG (VA YL R)

Cisco DNA Spaces : O *% & Docker D7 v 7 L—F

aRx 7 X GUI 26 2317 X Docker i/ N—2a NI T v 7L —RT&EES, T
L—RU U Z1E, HiLWT v 7T L— R A=V IMERRER G A ICOARFRIND Z 12D
EELIEEN,

[ CiscoDNASpaces: a4 4 IV T4 FaL—Lav HAE
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Cisco DNA Spaces : I % % Docker D7 v 75 L—F .

GE)

ZOFIETIE., axZ7ZOVAILIT v 7L —FRFEhEHA.

X 22: a9 % £® Docker7 <y T L—K1) >y

Cisco DNA Spaces % v v = 7h— RKv 5 17 # Docker Z e fi/N—V a N7 v 77 L— K7
HZEHLTEEY, Ty 7 L—FRY 273 HILWT v 77 b— B A A—=TUMER AT REZ Y
BIZDHRFERINET,

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |
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B 23:Docker 7 v 75 L— F U b9 £, $LW A—SHERTRESEIZOARTEND

New Image Available

7y IO L— KRR

IROFIT HTML R TERART 2 DD i T

K37y ITTL—EIRR

.........

o |

J—2ES

1) —R%

ZOYY—ZRADT v TH
L— K

HREE

J1J—2232

cisoo-dnarspaces-comnector-2.3495 connector

cisoo-dnarspaces-connector2.3495 connector

cisco-dna-spaces-connector-2.3.478.0va

cisco~dna-spaces-connector-2.3495.0va

cisco-dna-spaces-cornnector-2.3496.vhdx

Jy1J)—=x231

cisco-dna-spaces-connector-2.3.478.ova

cisco-dna-spaces-connector-2.3495.ova

cisoo-dnaspaces-comnector-23478 connector

cisco-dnasspaces-connector-2 3495 connector

OS L)L Ttk
F=2U7 4
Ny FE UG
ERA1 S
OVAT7 v 77
L— NS L
<7,

“. CiscoDNA Spaces : Ik9 42 AV T4 ¥aL—>3 v HA R
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| wmsze

axssvA07yvToL—F |

1) —RES

1) —R%

DRy SNOY A
L— K

2B

JJ—2=223

cisco-dna-spaces-connector-2.3.462.0va

cisco~dna-spaces-connector-2.3 478.ova

cisoo-dnarspaces-comnector-22462.connector

cisoo-dnarspaces-connecior2.3478 connector

oS L~k
X274
Ry Fa B
ERAY M ES
OVA T v 77
L— RS
<7,

Jy1J)—=z22

cisoo-dnarspaces-connector2.3478 connector

oS L~ C&
X=2U7T 4
Ny T S
T 510,
OVAT w77
L— R
T,

cisco-dna-spaces-connector-2.2.295.ova

cisco-dna-spaces-connector-2.3 478 .ova

oS L~ &
a7+
Ny F G
ERAY N
OVAT w77
L— RSB
<7,

SEEAF DY Y —
Z2.1.1

cisco-dna-spaces-connector-2.1.1.connector

cisco-dna-spaces-connector-2.1.1.0ova

cisoo-dnarspaces-connector2.3478 connector

SEWIR DY U —
2 2.0

cisco-dna-spaces-connector-2.0.connector

cisco-dna-spaces-connector-2.0.ova

EHh DY U —
2 1.0

cisoo-dnaspaces-comnector-1.0.188 connector

cisco-dna-spaces-connector1.0.188.ova

Ty L— R R— &
NTWERA, FLnaxy
ZEEFLTC, FL =7
EHATHZ LT TEET,

OStx=V

T4 fEEIZ X
N, 2117156
23 ~DT v
7 L— R)3mf

Ll
[F]=

AR ZO0NADT YT L—F

IZ, Cisco DNA Spaces : 27 X OVA DT v 77 L— RFEEZ R L ET,

ATvF1 Ciscocom D aRx 7 X 23 %X u— KL%,
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oz |
B -xr50mo7y750—¢

ARTYT2 ax /¥ #RA ML TNWALAVYY UL, FUra—RLicZ 7 A VEa—LET,
RTYT3 axs ¥ avr Ry un 74 LET,
AT v 74 connectorctl upgrade<<upgrade file name>> =t~ > K& LT, OVAT v 72/ L— R a2 ZBk L

ij‘o

(cmxadminPcon-2-3-upg-87 -1S connectorctl upgrade cisco-dna-spaces-connector-2.3.494.connector

Machine will restart automatically after upgrade. Do you still want to continue? [yes / noj [yesj:
yes

Before upgrade, OVA version:2.2.295

New image exists.

Backing up current version of the image and db

Preparing for upgrade

umount: /mnt/cmx: not mounted

mount: /dev/loopO is write-protected, mounting read-only

Starting pip repo

Starting upgrade

Warning: RPMDB altered outside of yum.

Error: No matching Packages to list

000000000000000000000000000000 IMPORTANT 000000*000000000000000000000*0000a«000
We are changing username from 'cmxadmin' to 'dnasadmin*

We will be performing following tasks now.

1. Create new user 'dnasadmin'

2. You will need to set up password for 'dnasadmin'

3. We will move over all files/folders from /home/cmxadmin to /ho®e/dnasadmin
4. Delete 'cmxadnin* user.

After the reboot, REMEMBER to login using dnasadmin credentials.

0000000000000000000000000000000000000000000000000000000000000000000000000000800

Please press ENTER to continue...

dnasadmin = —H¥F N ER SV E L7,

ATy s Tur 7 IRERENEL, H L EK SN dnasadmin 2 — DR AT — REHE L £9,

Please press ENTER to continue...

New user dnasadmin created.

Set password for user dnasadmin
Changing password for user dnasadmin.
New password:

Retype new password:
passwd: all authentication tokens updated successfully.
Start cleanup

Error response from daemon: No such container:
c9408eelbb68f2acdel436622c4eeddf742dcd53a2619faa30c0laadcld8bd88e

ATYTE6 Ty 7 7 L—RRETTL5E THESE/LET,
Error response from daemon: No such container: c9408eelb68f2acdeld36622c4eeddf742dcd53a2

Upgrade successful.
After upgrade, OVA version : 2.3.494

System will reboot in 5 seconds...
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NI 7y ITDRHYIZRF v T3y EEHR .

RT9T1 Ty77L—RP5ET LD, dnasadmin = —H# L LCaxrZicu /A LET,

c AR T H NT v T T L — R LR CIREECTEITINTWAZ L 2R LET,
* CSCvr74830 Tix, 7 v 77 L — RHIZEREND 2 OOFMO T — 2 WETE ET,

INYDTITDOROHYIZRAF v Tay bEFER
aRx g B BNy Ty T T HROVIT, B & 472 Cisco DNA Spaces : =127 %Z OVA D A
Ty Tvay PEEATEEYS, ROFHRRMFZHLZL TS Z L 2R LTI ZEN,
AR H PREREAINET,
« TRTOV—EARBBINET,
« I X7 X H Cisco DNA Spaces (2B &L FE T,

R24:RF v Foay bEERLENAYITYT

_* Manage snapshots - Cnetr-v2.3-212-143

ot (% Delete snapshot 3¢ Delete a {# Edit snapshot

Created Tuesday, January 26, 2021, 17:21:50 -0800

N

GB  2FvFvay FOEIXOR, Fox 35| S#MANEEA, 7o EBRET DLEND
DET,
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=% =R

Cisco DNA Spaces : 311 % 2 Hyper-V

s Hyper-V DX 7 — REREE (55 X—)

Hyper-VD A~ > 0— k& RE

ZDFETIE, Cisco DNA Spaces : A1/ & Xy u— L TR L, 227 % GUI ® URL
ZEUGT D HIECHOW TR L £,

FIEDHE

)

GE)

dnasadmin %, PLAijIE emxadmin TL 7=,

1a s BRI
Hyper-V T vSwitch Z{Fp L £9, @R 2 # |32 D vSwitch (ZHfe L £7,

o gk wN

~N

10.

Cisco.com 205 27 XD VHDX A A—Y %X a— R L, Hyper-V A VAKX A%
VERT 2 7 4 L Z DT VHDX 2R F L £ 7,

YER S 7= vSwitch #4577 U > 7 L, [New] > [Virtual machine] DJIEIZEIR L F 9,

[Next] #7 U > 27 LT, Hyper-V DERZBMEL ET,

ax s % @ [Name] Z AN L, R~ &2 ERT BT 28N LET,

[Sepecify Generation] ~X— 3’ "C [Generation 1 VM] % &R L £ 7,

[Assign Memory] ~X— T, RAE~ T A L AZ L AT 4096 MB (4GB) D A E Y Z4R7E
LET,

[Configure Networking] ~— T, HifZ4MF & L TIER L 72 vSwitch 2R L £,
[Connect Virtual Hard Disk] ~X—3"C, [Use an existing hard disk] 4 7> =3 > Z 3L |
VHDX 7 7 A VDBMEAFEN TV D 7 4 VX O8I0 L £ (RiHREE) .
[Completing the New Machine Wizard] ~2— 12, EHARERNE RSN ET, ZOER
ZHER L C, [Finish) 227 U v 27 L%,

YERL S 4L7- Hyper-V A VA X U A% L, [Start] #7 U v 7 LET,
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LR |

. Hyper-V D& 7> 00— K & EBR

F IR D FH

ATv I

ATvT2

ATvT3

M. WRICeZA 2L, T 740 O2—H4 Troot] &5 74/ hD/IAT— K lcisco)
ATTLET,

12. CiscoDNASpaces : 27 ¥ TRHETDHIPT KL A BFA MR EDN
LT, v NT—IREEATLET,

13. XA LV —2BANLET,

14. Network Time Protocol (NTP) *fw% ZANSTLT, VAT LKL % NTP $—/3 &[] 4]
LET, NTP V—RZRELARWEAIE, ZAOEFICLET,

15. root 2 —HDHFH LV VIAT — R&F ”'/E”L,i?‘

16. EHEMHRAZF > —¥ TH % dnasadmin 1—HF DOFH LWWAAR T — RERELET,

17 HE)) 77— FOHNZURLZ 2 — L TIRAFEL £7, % TIDURL ZfEH L T CiscoDNA
Spaces : 2 X7 ¥ GUI #H< Z LN TEET,

TA—HEEE

Cisco.com 225 2317 XD VHDX A A—T % X7 ua— KL, Hyper-VA VAKX U ABAERT D7 4 V4

.
DA VDX ZR17 L E£7,
TER S 7z vSwitch 24727 U » 7 L, [New] > [Virtual machine] DJEIZER L E 5,
26: Hyper-V BB DA
4 Hyper-V Manager - o X
File Action View Help
* o 2m o)
B8 Hyper-vm E Act
&pv:m-s:z:rcmo Vietual Machines = =
State CPUUsage  Assigned Memory  Uptime £
T ——— b Ve achin
5 Import Virtual Mach-
Hyper-V Settings.. Floppy Disk-.
43 Virtual Switch Mana_
7. Virtual SAN Manage_
i Edit Disk.
Checkpoints == Inspect Disk-.
) Stop Service
The selected vitual machine has no checkpoints.
X Remove Server
© Refresh
View »
H nep
Connector_kennepha -
8 Connect.
sl F7 settings-
Created: 5262021 75319PM  Clustered: Mo O st
Configuration Version: 90 P
Generation: 1
Notes: None B' Move_.
- Export..
=] Rensme.
B¢ Delete
Summary Memory Netwoding Repication
§ Enable Replication..
oo

Displays the New Virtual Machine Wizard,

GE¥)  [Import Virtual Machine] 473 = > X [New] > [Hard Disk] 47> = FfEH LT 7Z S0,

[Next] #2 U v 27 L., Hyper-V ODRBHZBHHEL ET,

[l CiscoDNASpaces: a9 4 3> T4 FaL—Lav HAK
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| mgss

Hyper-V D47 > 0— K & ER .

27 : Hyper-V RRAD FAtA

B8 Hyper-V Manager m I
Fie  Adion  Miew  Help
& 5| &M o

iE Hyper - Manager Acticns
WIN-ETFRSAFTCMD [l ki ™ i -
'WIN-EFFREAFTCH
Mamie Saate CPU Usage Azzignied Mameey Uptira —— — |
[ conmecior_bene B g virtast Maching Wizand *

-] Before You Begin

¢ T oo hens vou crmate o vl machine, Vo cen wse vrbael machines i plec of physical
o camputers for a variely of uses, You tan use this wizard 1o configure the wirtual sachine row, and
Checkpoints Lo vou can change the corfouratin latar Lsng Hyper-y Manager.

FpecKy To oeate & vriud machine, do one of the folowng:
- ki F sl machine that = configured wh default valuss
t . izt o creabe 2 v = - waluzs.
‘Confgun Nebrorking » Chck Newt o create 2 virtual machine sith a custom corfiguration.
‘Connect Wrtual Hard Dick
Installaton Opsons
Summany

1 Da reat show s page again

— o

ATy T4 ax7 % O [Name]l] Z AN L, i~ v 2ERT DT8R L £,

Cancel
Help
| En
Wirtusl Machines
MO ! = WIN
-ETFRSAFTCHMD
Mame State ('PU‘JHED‘ A;hgnﬂd Mﬂmﬁq.— Liptime .

' Conneco lllll'l B pew Virtual Machine Wizard

= Sspecify Name and Location

< Befere Fou Begn Cheose a name and location for this virtual machine.
= L The name is deplayed in Hyper-¥ Manager, We recommend that you use a name that helps you easly
Specfy Generation identify this virtual machine, such as the name of the guest operaling system or worklaad.
Assign Memory Ilhn:: hypeneconnecor I
Configure Networkng Tiou Can geate 3 OF USE 3N eistng o store the virbual madhne. I you select a
Correct Virtual Hand Disk folder, the virtual machine i stored in the: default folder configured for this server.
Irstallation Opoons

A, 1F e plan to take chedipoints of this virtual machine, pelect a lcation that has encugh free
space. Chedkponts ndude vrtual machine data and may regure 2 larpe amount: of space.

— cowan | (] | o

CiscoDNASpaces : OV 42 a2 T4 ¥alL—>3> HAF
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. Hyper-V D& 7> 00— K & EBR

AT v F5  [Sepecify Generation] ~<— 3T [Generation 1 VM] Z 3R L 9,

o
Wiew  Help
mem
fanager Actions
B Virtual Machines R B -
Namw State CRU Usana Assigmad Memany Liptins
B conmuestn k| B3 nyew virtust Mackine wirard
= Spedify Generation
% Before You Begin Choose the generaton of this wirual mechine,
ket Spedfy Mame and Location (®) Generation 1
Thig virtual maching generation supperts 32-bit and S4-bit guest operatng systems and providg
Aszign Memory virkual hardware whndh has baen avallable n all previous versons of Hyper-J.
Configure Hetworking 2 Genaration 2
. r This virtual machine generaton provides support for newer virtusizaton features, has UEFI-0a
Cernect virhual Hard Dk firmwiane, and requires 3 supported S4-6i guest aperatng system.
Lls it Ay, One= & vrtusl machne has been rested, you cannot change its peneration.
Summary
Connector_kenng
More sboyt wriunl machine generation suooort
Summary Mamaon = Previous _Nm: = Frish Cance

GE)  [Generation 2 VM] {FH AR — N T ERA,

ATv 76  [AssignMemory] — T, A~ A AKX AT 4096 MB (4GB) D AEY BRELE T,
GE¥) 4096 MB (4GB) D AE VX, OVA DIEMERTEITAHY L E T,

[l CiscoDNASpaces: a9 4 3> T4 FaL—Lav HAK
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Hyper-V D47 > 0— K & ER .

- Halp
o Artiena
e e WIN-ETFRSAF TOMD i
Wastu St CPL L Aggisgied Madnany Wgitires = -
B Comnmoter bame B biew Virtual Machine Wizard X
— Assign Memory
i Bafore Yo Begn Specfy the amourt of memory io slocaie in T wriual machne. Fou can specfy an amount from 17
ME Frough LT5H0513 MB. To morove ., speciy more Than the minmus smount
Checlpoints Specty tame and Locanon recommerded fr T operstng Tysten,
i Ganaraten SEwp memory: 400 vm
T —
[ use Dyrmmec Memory for ths virbusl machne.
Configune Networking
When you decide how much memory o ssogn o 8 wial machine, corsder how pou nhend o
L ﬂmhmmwhmuwsﬂmm-lqm.
Iratalaton Opbons
Surary
Comntc tosr_konng
= Prevens Fruk Carcel
F an

ATvT1

[Configure Networking] ~— T, Ai#ES&MF & L THERR L 72 vSwitch Z1#R L £9,

CiscoDNASpaces : 1+~ 4% av 74 ¥aL—>avAq4 K ||
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. Hyper-V D& 7> 00— K & EBR

28 : vSwitch ;EIR

Welp

im
r [ Actiors
D Wirtual Machines i
WIN-ETFRSAF TCMD - -
Bame Taate CPU Ussge dpegned Memory Uptsma 1
B Commmar kinn BB Hew Virtsal Machine Wizsrd
- Configure Networking
Berlors Wou Begn Each new wriual machire ncludes 8 nebeoc sdapter, Tou Can configune T nebwork sdapher fo use &
F and Lacaiian wriusal wwich, or i can reman deoornecied,
Tgwerily Cofru b Corractor: | Mot Connacud
e
Ay’ bewir y St
Cimrwaret Virtiasl Hared Dl
rmtakaten (o,
Summary
| Connecior_ kenm
—— | <revos L

Carcel
|I P-'_-‘ --

AT w78  [Connect Virtual Hard Disk] ~3—3"C, [Use an existing hard disk] 47"+ 2 > Z5®&{R L, VHDX 7 7 A /L)

RIFSNTWD 7 A F DOEFT 28R L E4 RS0 .
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Hyper-V D4 5> 00— F & EH .

™
=
er Mctions
FICMD Vitwall Mlas hirees
WIN-ETFRSAFTCMID -
Hama Stabe TP Usaga Assignaed Memnany Uplire:

B Gcwmw_uu'ri B pew Virnsal Maching Wizerd

= Connect Virtual Hard Disk

L | Before ou Begin & virtual machine requires storage: 5o that you can install an cperating system. You can specfy the
ey i Sowcir biame el catin Tumnmﬂhmwmﬂhwwmsnmbﬂ.

Specy Ganaraton i_} Creabe & wirtual hond dek

Astizn Mesnary Ul b ooy 8 creabe & VHO dynascally espanding virtusl hard disk.

Configure Metmorking

VpE-CONETN vhi

TV ers| PubbiciDocumens Hyper-yysiriual hand disksifaper-v-2-31

127 G0 (Menamum: 64 TH)

() (Ui sy eisting wirtusl e disk
| Uise: this option 2o attach an existing wirtual hard disk, either YD or V0K format.

Locntion: |k PubieiDocumentsHyper- Yol Hand Dk,

(b Attach o virtual hard diskc laber
e thes opvbon 8o ship this step now and sttach an eoesng virtusl hard disk Laser,

Fp— m’i < Previois Canel

29:VHDX 7 7 4 WIMREEN TS T 4+ LT DIGFT

s
File Adion \View Help
s 25 BE
B8 Hyper-¥ Manager Actions
Virtual Machines
WIN-EFFRSAFTCMD -
] - - WIN-ETFRSAFTCMD =
Name State CPULlsage  Assigned Memory  Uptime -
B connector mene B 1z vinus! Maching Wizard
B Open
« = A [ | « PublicDocuments * Hyper-V * Virtual hard disks ° hyper-v-2-21 v U hyper-v-2-1
Organize *  New folder - @ @
MName Type ize
Checkpoints ot Quidk socess
B Desktop o = siEce-dna-spaces-connactar-2.3478vhdx Hard Disk Ima: 5218304 KB
& Downloads *
l % Documents -
= Pictures *
hyper-u-2-31
[@ Micrasaft Manageme
Connector_kenns 3 Thispe
’7 i Metvork
File name: | dsen-dna-spaces-connectar- 23478 vhdx Virtual hard disk files ( “whdi®s -
Sumenary Memon
| Cpen | Cancel
<

ATw 79  [Completing the New Machine Wizard] ~<— 12, FEMZRBRINFE RINET, ZOEHNEHERL T,
[Finish] #7 U v 7 L&,
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. Hyper-V D& 7> 00— K & EBR

Wi  Malp
1 B
larusger | Actions
s e WNATIRSAFIOMD &
Hams Shate P Ussge Aazigresd Mamaong Uptere ' —
B Connmctor_kane B Mo Vil Maching Witaed
- Comipleting the New Virtual Machine Wizard
a ' Before Tou Begr imd b macreaatily Competed e b W iLE Maches W, Voo e Shout 10 TEsE the
Chackpeints Soechy Mame wed Locabion Mpwing sihen! maching
| cosofy Generuten Desoplon:
dgmgn Memory e ryperi-convecioe
Generancr:  Generston |
ey i ¢ Pl v 4006 1O
Corvigt Virtual Hand Dusik Metworc  VGeich
P Dok e P Dot e VAl B kvt -0 31 e -

’7 To oreate T v sl mectre and dose Pa wizard, chk Frsh,

Hyper-V A > A X ADMERR S NE T,
ATY 10 fER ST Hyper-V A V AHX L AR L, [Start] 27V v 7 LET,

[l CiscoDNASpaces: a9 4 3> T4 FaL—Lav HAK
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HyperVD &> 0— K & ERF .

Actions
WIN-ETFRSAFTCMID - "

- anages " i hines
WIN-ETFRSAF TCMID - —

Hama State CPU Usage mzsignad Memon Updima

i T s

= Impor Virual Mach
Hyper-Y¥ Settings
Virtual Smitch Flar
o Virusl SAN Mansge
Eclit D
Checkpoints Inspect Ciskc

S0P S

Thee: st vl maschine: has na checkpoints

Remave Server

Relresk

cX®miki

View ¥
H wap
g connacicn -
4 Cormed_
hypery-connector =
Saflings
Chestered: Mo B o

e Checkpuint

Created: &9/ 3:57-23 PM
Configuration Versiom: 9.0

Gemeration: 1

Rabies

B move
Expon
=; Rename.
z B Deete
Summary Memary Netwerkng Faphcanzn
I Enable Replication.
2|
al mackine g

FREAFTCME: 1 virtu

sthed

A~ v aryy— x4,
WARICe AL, T 7N bDO2—%4 Troot] ET 740 D/ ATU— K Tcisco)] # ATTLET,

Cisco DNA Spaces : I %7 % THETHIP T RL A, KA M REDNRNTA—FEZHFEELT, xv K
U — I RERNITLET,

ATy 71
ATvT12

[B cmx-connector-ntp-test-2

setup

name: connector
addr = s 2 |

:t.iri ing network
! ise enter hos
enter IP

enter
enter

netmask:
gateway:

2L 2CC
Landod o D]

1k

enter DNS server: Iyl .f8. U0 1L

enter search dnrn.uu name .
Conf irm network settings (yes/no)

Enter Metwork
Settings
Gx) COFREMEITZO0FTH A LT U MTHDT, BEELRT D7-OICRHEHANICAT LT
vy
ATV T3 ZA LY —0FBATILET,

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |



LR |
. Hyper-V D55 > n— K & B

@ dhanashri-conn-545-11

lank for default wal

list al fault value is 1))

Configure Time Zone

default fault walue is 1))

@ dhanashri-conn-545-11

Time i Time Zone set
NTP enabl : successfully

“hronize
change :

DET change: by i ( i : one hour forward) at

arning: The system is figured to read the RTC time in the 1
n not be fully ed. It will create vari
time adjustmen

= never . = on external facilities to maintain it.
If at all possible, use RTC
"timedatect] set-local-rtc 87

hold on Fetching « tiomal «¢

AT v 714 Network Time Protocol (NTP) #— 4% AL T, VAT LWL AE NTP YV — L RHI L F9, NTPH—
NEBRELZWEEIZ, ZAOFEFIZLET,

[ CiscoDNASpaces: a4 4 IV T4 FaL—Lav HAE
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30:NTPEREDA S

B cmx-connector-ntp-test-2

igure NTP
Flease enter the NTP server name (blank for no NTF s

ATFYF15 root 2—FDFHLWWRAT — RERELET,

“hanging password for user root.
iz = < Reset root
€W password:
password

Retype new password:
passwd: all authentication tokens updated successfully.

“hanging password for user dnasadmin.

EW pas sword: Reset dnasadmin

Retype new password:
passwd: all authentication tokens updated successfully.

password

ATy 16 EHEENHERLZE>2—Y¥ TH% dnasadmin 2—HFDOHF LW AT— RERELET,

’hanging password for user root.
b 2 " Reset root
Ew password:
password

Retype new password:
passwd: all authentication tokens updated successfully.

‘hanging password for user dnasadmin.

EW pas sword : Reset dnasadmin

Retype new password:
passwd: all authentication tokens updated successfully.

password

ATy T BH#HY 77— FORNCURL a2 — L THRIFLE T, % T URL % LT Cisco DNA Spaces : =%
77X GUIL ZHRS ZENTEET,

DNS Spaces Conmector UI:
https:/s18.22.244.98

Jsername log in: dnasadmin
1ie install is complete, a reboot will occur in 5 seconds...

RDERY
Cisco DNA Spaces "D a7 Z O h—27 OEfSG (VA YL R)
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1~% /2 on Cisco DNA Spaces

« AR B A AE L ADVERL E Cisco DNA Spaces 705D b —27 » OHG (B#) (67
o)

« Cisco DNA Spaces "HD a3 7 4 O b—27 U ORAG (VA ¥ LX) (69 <—)

* Cisco DNA Spaces : IR 7 % OT 77 4 74t (72 3—7)

AR F AR ADYER & Cisco DNA Spaces 5 5 D
=0 COmE (BfR)

ZOFNETIX, =27 ¥ % Cisco DNA Spaces 7 7 7 o MIB T 5 HikErmLE T,

WO TFNETIL, Cisco DNA Spaces 74 7 > MIBIT S axr % ZLIZh—7 v &ERLE
T, =27 T axr 2 ICEAEOLDOTY, h—2 12X 5T Cisco DNA Spaces 73 ZIIT
R0, AR L THRITE D K DI £,

Cisco DNA Spaces [T D a7 % Z#HR—FLTEBY, TNEND ax7 ¥ & 1 DOFEIT
BED av ba—7 (CBHEMT S 2N TEET,

(G¥)  CiscoDNA Spaces : IR 7 ¥ A VAKX AL, —EIZ 1D Cisco DNA Spaces 7 71 7 > kD F~
LwfgcEEd,

1a s HRETIZ
Cisco DNA Spaces : 27 X OVA =X U ua—RLTEMLET,

AT 71 [Cisco DNA Spaces] > [Setup] > [Wired Networks] (22 7' > L £,
(GX)  Cisco DNA Spaces ® URL [THIIZ K > T2 £,
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gz |

B =#7% 1 2522048 L cisco DNA Spaces 1 50 F—% L OIE (B

AT w 72 [Step2: Configure Spaces Connector] = U 7 C, [Create anew token] 27 U v 7 L ¥ 7,

1) Install Spaces Connector OVA

Download and install Spaces Connector OVA as a virtual machine.
Download Spaces Connector (21

2 ) Configure Spaces Connector

You will need a token to configure Spaces Connector. You need to connect to https:/f<your connector IP>/ from a browser to configure the token. You can
optionally configure Spaces Connector to connect via HTTPS proxy.

Create a new token
1 / 1 connector(s) active

View Connectors

3 ) Add Switch

Associate Switches with Cisco DNA Spaces Connector(s)

Add Switches

1 Switches added View Switches

4+ ) Import Maps

If you have wired devices and sensors plotted Prime/DNAC you can import them in to the location hierarchy

2 buildings imported Import/Sync Maps
Map Upload History
2 floors imported Manage Maps

AT 73 [Create anew token] X—C, I R7 ¥ OL4HITEZ AT LET, [Generate Token] 7 U v 7 LET,
=27 UERShET, a—RX U EEALTIO M= vEZat—LET, HrLvaxs X R
SNE LI

= Cisco DNA Spaces

é Spaces Connectors e Create New Connector
n # of Last
Name Switches ol # of APs Status Asadiied Last Heard
s Sep 16,
Version: N/A 0 0 o Inactive 2021, Never
IP Address: N/A 9:11:27 PM
waikiki-en-com1 Sep 10,
Version: N/A 0 0 o Inactive 2021, Never
IP Address: N/A 10:14:36 PM
waikiki-en-conn1 Mar 13,
Version: NfA 0 0 o Inactive 2020, Never
IP Address: N/A 9:44:03 PM

- (1-30f3):1pag ‘
E%

ATY T8 FRENT [Spaces TR X X—T T, BIML7E ax7 % O3 OORy hAZ &7 ) w7 LET,
[Enable IoT Services] 7 U v 7 LE7,

[l CiscoDNASpaces: a9 4 3> T4 FaL—Lav HAK
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Cisco DNA Spaces M50 355 2 O h—» >0l (74vLR) |

AT 75 [Manage IoT Service] X—3C, AL v F D3 DD Ry hARHF %27 Y v LET, [Enable Service] & i

LT, IoT A MU —L&EH/ILET,

CiscoDNASpaces oD AU 2 D L—U VORF (7
1¥ LX)

ATy I

ATy T2
ATvT3
ATvT4

ZOFNETIX, =27 ¥ % Cisco DNA Spaces 7 7 7 o MIB T 5 HikERrLE T,
WOFNETIL, Cisco DNA Spaces 74 7 > MIBITS axs % L b—2 &AL E
T =7 T axs 2 CEAOLOTY, h—27 2L 5 T Cisco DNA Spaces 23 #hIC
0, AR Z AL CHERETTED L OITR D £,

Cisco DNA Spaces [T D a7 % ZHR—FLTEBY, TNEND ax7 ¥ & 1 DOFEiT
BHEO ay bo—7 [ZREMTL 2 ENTEET,

(G¥)  CiscoDNA Spaces : TR 7 ¥ A VAKX AL, —EIZ 1D Cisco DNA Spaces 7 /1 7 7 kD F~
LBfETEET,

1R SR
Cisco DNA Spaces : 27 X OVA =X > ua—RLTREMLET,

Cisco DNA Spacesizma 74 » LET,
(GE)  Cisco DNA Spaces ® URL [Z#lkiz L - CTHZ2 0 £,

FEOF B — g ] b [Setup] > [Wireless Networks] ONEIZIER L F 9,
[Get your wireless network connected with Cisco DNA Spaces] =V 7 T, [AddNew] %7 UV v 7 L%,

[Cisco AireOS/Catalyst] =V 7 T, [Select] 7 UV v 7 LET,

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |
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B ciscoonaspaces 50 a%Y 5 D=5 L OBE (DA FLR)

ATy TH

ATvT6

ATy 17

Connedct vour wireless network

What type of wireless network do you have?

el netwarks meluding Coco Maraki

Cisco AireQS/Catalyst Cisco Meraki

[Via Spaces Connector] =Y 7 C, [Select] 7 V v 7 LET,

Howr do you want to connect to Cisco DMA Spaces?

Via Spaces Connector Connect WLC directly Via CMX On-Prem

[Prerequisites for Spaces Connector] % 4 7 & 77~ »» 7 AC, [Continue Setup] &= 7 U v 7 LET,
Great!

Prerequisites for Spaces Connector

Customize Setup

FhENDO Fu v 7 X7 RENZEMFH LT, [Connects by Spaces Connector] =V 7 & BB L £,

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK
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Cisco DNA Spaces 5D IRV 2 D —9 VOBIG (T4 VLX) .

= Cisco DNA Spaces R i 9

Connect your wireless network

Connect via Spaces Connector

v
s i it o connectm o Clscs DA Sosces, o e o upsreds Wrless LAH Controbrsor tecmfiaurs your misiess ot
Click to
Connect WLC/Catalyst 9800 Directly expand .
Lt s ey wey 1o gu your wiwess neowork connecid is i DHA Smces. N meed L Convliers o,
ring ~
- a0 i DA Sobces
x v

19 connect 1o Ciaco Marakl Cloud, Import ocations in 1o Clsco DNA Soeces and activatafsyas the Meraki Networks.

Get your wireless network connected with Cisco DNA Need Help?
Spaces Gonfiguration quide

Thare are malliple optians ta get connested based an yaur wireless network
Supioyment

Gisca AireOS/Catalyst

| Add Naw Gisco Meraki

@

ATv T8 FREINTETFNEDOY A T, [Configure Spaces Connector] = U 7 ¢ [Create New Token] % 27 U v 7 L £,

Spaces Connecior is an easy way to get your wireless nefwork connected to Cisco DNA Spaces. No need fo upgrade Wireless LAN Controller:

1 Install Spaces Connector OVA

Downioad and install Spaces Connecior OVA as: a virtual maching
Diwwriod Spaces Conmsctor &

2 Configure Spaces Connector

Yo will meed & token to condgure Spaces Connector. You meed 1o connect 1o htps://oyour comnector B9/ from a browser 1o configue the
token. You can optionally configure Spaces Connector 1o connact via HTTPS pnosry.

O "l &.6 ) Create a new token
) acthve View Connectors

3| Add Controllers

Add and associate controliers 1o your Cisco DNA Spaces Connector(s)
Add Controllers
O 1 4 controllen(s) active :
View Controllars

4+ Import Controllers into Location Hierarchy

Once the controllers ane added, you can import them into your location hierarchy. You ean only impon controllers with at least one access
point.

O 1 4 controier(s) imported to Import Controllers
location hierarchy View Location Higrarchy

ATvF9 [Createanewtoken] ¥4 7 B 7Ry 7 AT, axs X OLA4RIEAILET,

CiscoDNASpaces : 1+~ 4% av 74 ¥aL—>avAq4 K ||
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. Cisco DNA Spaces : IRV 42 D7V T4 Tt

Create a new token

Please provide a name for the connector

Connector Narme

AT v 710 [Generate Token] #7 V v 7 L¥7,
ATYIN FRENDIEZATO TRy 7 AT, [CopyleZ Vw7 LT =27 0OXFHEa’—LET,

Cisco DNA Spaces : OV 2 D7V T4 71t

ZOFNATIX, CiscoDNA Spaces OGS L7z ax7 ¥ O h—7 v EFERHLTCaxs ¥ =7
T4 7T R R LET,

JR 8 HHIIZ

Cisco DNA Spaces : 27 % OVAZJER L, IP7 KL AZRELET, 2127 ¥ 55 Cisco
DNA Spaces ® h—7 »E#EUG L ET,

FIEDHE
1. Cisco DNA Spaces : =7 # GUI Z 8 L, ==—H#4 [ldnasadmin) &, ZO=x—H|Txf
LCURMCRE L2 T — RE A LET,
2. U4 FUOHEEBIZHDRE (HHE) 74 =2%27 Y 27 L, [Configure Token] % #HR
L. Cisco DNA Spaces 7" H%{5 L7= b—27 VU ZBIML T, [Save]l &2 Vv 7 LET,
3. Xyvadr— RCIEIEREROEFELMBELET,
FlED

AT F1 CiscoDNA Spaces : =7 % GUl B L, =—H#4 [dnasadmin) &, ZO=x—HF|Txk L CTLARNZERE
LIemRAT—REANLET,

[ CiscoDNASpaces: a4 4 IV T4 FaL—Lav HAE
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Cisco DNA Spaces : A9 2 D7V T4 Tit .

<_ 3 @B httpS); embmP e om =

i& Most Visited @ Getting Started @ Write Club Bangalor.., gy Latest Headlines Wikl

Login

Login

ATYT2 U4 RO EMICHHRE (BH) 74 =2%27 U 7 L, [Configure Token] % %R L, Cisco DNA
Spaces NOHXIF LTI h—27 U ZEBILT, [Save] 27 Vv 7 LET,

Configure Token: X

* Token:

Cancel @

G¥) s h—2 % ANJjL7=%. Cisco DNA Spaces : =27 % 73 Cisco DNA Spaces 7> 5 i #7 @ Docker
AA=VEYIUL L TH T o m— R T 5 ETES P D5 E08H 0 £7°, FEEROFTERERI,
Xy MU= EEGEOMEIZ L > TR Y £, A7 — % A7) [Configure Token] > & [Retrieving
Connector Status] (224> ¥ £7°, [Configure Token] B %14 7" = > 7} Cisco DNA Spaces : = %
7% Web Ul nHiH A £97,

ATFYT3 FoiaR— RTS8 EIEREROEFEEEZHRLET,

RDEARY
ZDOHF vy aRh— ROBEBROHEMZONWTIL, Xy vadh—F (153—=) LT
Sy,

CiscoDNASpaces : 1+~ 4% av 74 ¥aL—>avAq4 K ||
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\}

(GE) « CSCvx02620 DI, 27 L7 v i /LD AJ)#%IZ Cisco DNA Spaces : =117 # GUI 3/~
TLET, ZLT Uy EANTIN—URERINTH, =T —BNBAELTHRNO
\Z 3R T Z WebULIS AN 7 LET, GlEfkeE ax7 ZIZSSHEET 5 2 LITFRETT,
ZDxTT—%, TRT ¥ & Cisco DNA Spaces GUI D OHEREICRIEN H 5 & 12, Cisco
DNA Spaces 726 AR 7 Z 2 h—27 BN LTSGR ELET, Z05GA, %Ik
07 A ORITHRIC ax s X BEELEILT D AREERH Y £7,
ax 7% GUL~DT 78 A&EIETHITIE, T—FX—=2A0b h—27 U EZHIBRT 503
N0 ET,

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK
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s 11

i

\\\ ~ N NY
ZyamR—F
Ky vaRh—F (153—=)

RS > >
Xy ah—Fk
s [Status] : & _EME® Cisco DNA Spaces : I RT X DAT—H A,

* [Cloud Control Channel] : =27 # & Cisco DNA Spaces O 21T D il F ¥ 1V DO Hft
DIE M,

* [Cloud Data Channel] : = %27 # & Cisco DNA Spaces OIZF1F 5T — & F ¥ R /L O
DIEF M,

* [Controller Channel] : =7 % & A3 UA ¥ LA a2 kr—7 F721X Cisco Catalyst
9800 U —RX UA ¥ LA ar hr—F fd NMSP #5,

TDL A v =L — b Ao —28%, VAN YT R7 ) 7o arOFMERL
¥4, TIDLAv®— 0%, VA RN 72707 9 020 LT VEERIT L X
MN)F—HpalL 72 LT axsd MEAISHAEAICAERESNET,

N

B FLvANY YT 27U T3 4%, NETCONF 72 8D
Tar g7 NA LS —T A A%J LT CiscoCatalyst
9800 >V —X UL ¥ L A 2 hu—F B IO Cisco
Catalyst9300/9400 > U — X A v F DI TR TE %
R

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |
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B 31:a%9 %2 DM

Connector

Connector & Downioad Logs I8 Copy Key Hash & Restart

Username: anasadmin Server Time:

Hostname: cc0-2-2-295

Tenant 1D: 1478 TP St

MAC Address:

1P Address: R

Gateway:

Netmask: ol

s Health of connection between
Controller and DNA Spaces

Domein  ciscocom

Wed Jul 20 2020 16:36:07 GMT-0700 (Pacific

Dayight Time)
aceress= mpest csco com
status=active (running)
since=Wed 2020-07-29 01:52:12 UTC
Proxy is configured
it/ /proxy.st.cisco.com:80
Te
AAA=Disabied

172-20-239-34-cc0-22295

Version:

Docker Version: V20481

NMSP connection between
Controller and Connecter

wnning ®

30335

Cloud Control Channel ®  Cloud Data Channel @ | | controller Channel
Connected At Wed Jul 20 2020 13:50:17 GMT-  Connected At Wed Jul 29 2020 00:27:55 GMT- | | TOL incoming Msg Rate 0.00 events/second
0700 (Pacifc Daylight Time) 0700 (Pacifc Daylight Time) 1L ncoming Veg Count 281
Status: Connected Status: Connected R R R R
1P Address * Connected At ¢ Msg Rate/Second + Status ¢
Outgoing message rate: 29 events/second 1722023040 \ ui 290, 2020 2 ACTVE
.
0 events/second
F—— Access Point Channel

* [Local Firehose Channel Details]

CHEET Y r—3 g & LT D Cisco DNA Spaces & Cisco

DNA Spaces D[#] CANN LD Firchose API 7T — X DA bV — L& T D7 OIS D
M EF ¥ RNVD AT —H A,

X 32: A—AJL Firehose F v RILDAT—H X (AR B DRTR)

Updated At:

Status:
Connections:
RSSI Outgoing:

RSSI Incoming:

Local Firehose Channel

Wed Jul 29 2020 16:45:33
GMT-0700 (Pacific Daylight
Time)

RUNNING
0
0 events/second

0 events/second

Cisco DNA Spaces 4 v ¥ = 78— KT —# /L Firchose ¥ RNVD AT — X A%+ 5 =

EHTEET,

[l CiscoDNASpaces: a9 4 3> T4 FaL—Lav HAK



| o

gyoag—k [

33: A—Ah )L Firehose F ¥ R ILDRXT—45 X (Cisco DNA Spaces 7 v > 1 7;K— FDERR)

Connector Details

Connector Name:

Connector Version:

Connector ID:

Number of Associated Controllers:

Control Channel Connection Status:

Control Channel Connection Duration:

Data Channel Connection Status:

Data Channel Connection Duration:

Last Modified:

Last Heard:

MAC Address:

con-88

v2.0.446

56580556190729720000

Active

1 minutes 38 seconds

Active

1 minutes 38 seconds

Aug 18, 2020, 10:27:55 PM

Aug 18, 2020, 10:29:16 PM

00:0c:29:22:99:f6

IP Address: 10.22.244.88
Data Channel NMSP Messages: 167

NMSP Messages Recieved: 177

Firehose Status: RUNNING

* [Access Point Channel Details] : 2% 27 % & [oT 77— U = A BDAHEINZ > TNET 7 &
ARA LV MED gRPC F ¥ RNVD AT —H A, 1oT h—EANLDOT—2 %, 29 L7

BOT—2DO—HITT,

34:gRPC DEELR

Access Posrl Chasnnel

GRPG Incoming Mig Rlg

RPC Cuilgding Mig Rate

pRPC Ouigolng Mag Count

GRPC Achivi Conngciong

gHPL Incoming Msg Lownt:

0 wvantalaecong
U emanis) aacongd
J0a35

-

0

i

CiscoDNA Spaces : I~ 4% OV T4 ¥l —

PEPY:EEN .
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i

% > S
JAOFXTNDETFE
s X UDORE (79 =)
> > =L ==
JAXxTNEETE
ax 7 GUITIE, 77X 74NN —RELETTEET, aXxI/ ¥ ZHRAML

T 5 Cisco UCS N7 u F v DFRIZH D56, =17 # % Cisco DNA Spaces (ZHficd 2 7
PR ERETEET, ZOTBFIRENRNE, 17 F |3 Cisco DNA Spaces & {5 T

TEHA,
FlED#HE
1. 2R X CLIA ¥ —7 = A AZSSHEEHE L £, dnasadmin = —#F N7 7R Tx 54;
Fric 7 e LGEAE 7 7 A V2 a2 —LET,
2. ({EE) CLI b5 setproxycert 2~ REFEITLET,
3. a7 X GUUIRY ., [setup HTTPProxy] %7 UV v 27 LET, ERENDLXAT TRy
J AT X T RLAEZ AN LET,
FED F¥F

ATy Tl ax 7 ZCLIA v Z—7 A AT SSH##t LE9, dnasadmin = —¥ N7 7 ¥ A Tx 3T 7 10 % L 3F

HEZ 7 A LVEa—LET,
Username:~ username$ scp ~/Downloads/cert.pem dnasadmin@x.x.x.x
Username:~ username$ ssh dnasadmin@x.x.x.x

dnasadmin@x.x.x.x's password:

Last failed login: Mon Oct 22 23:54:08 UTC 2018 from x.x.xX.x on ssh:notty
There were 4 failed login attempts since the last successful login.

Last login: Mon Oct 22 22:43:17 2018 from xX.x.x.X

ATwv 72 (EE) CLI»D setproxycert 2~ RaEETLET,

[dnasadmin@connector ~]$ connectorctl setproxycert cert.pem
New cert exists.

Restarting connector container ...

Connector container was restarted.

setProxyCert successful.

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |
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ATY T3 ax7 % GUUIRY | [setup HTTP Proxy] %7 V v 7 LET, RINDILATal Ry 7 AT axv

T RLAZ AN LET,
B35: 7O% L ORE

MM

ciseo DNA Spaces Connector

Set up HTTP Proxy

Privacy Settings

If the maching is sitling behind & proxy, Connsctar won'l ba able 1o imMeract with cloud withaut setting up the prosy

Setup your MAC salt and Username salt

36: 70X OHRE

Configure HTTP Proxy X

* HTTP Proxy ! | http:/ trial. proxy.com:port |

HARIS LT v vy VaEBD T aX v ERET 52 &b TEET,

Configure HTTP Proxy b4

BBEAEEI- & 5 TOF L DHRE

*HTTP Proxy: | http://username:password@myproxyserver.com:80

B EARFEICL > THRESNE-TOFD

Z Restart Connector

Server Time:

NTP Status:
Proxy Status:
Proxy:

Cloud Reachable:
AAA Status:

Connector Name:

Running @

Version: ova-2.3.492
GMT-0700 (Pacific Daylight

X Docker Version: v2.C
Time)

Proxy is configured
http://username:*********@myproxyserver.com:80
True

AAA=Disabled

[l CiscoDNASpaces: a9 4 3> T4 FaL—Lav HAK



| omzE
FoxsgEN L3 ILva—T125 |

TAXSBRED LS TN a—Ta40T

FIEDHE

a7 H CLIAZ—7 A ATSSHEER L, 7 uXx P —"DIPT N A% ping L ¥

R

2. curl: (60) BT OFEAERITENL—PFICL > TEHETE RN E~Y—T SN TWHRE
DFEAFET T —NRAELTEGSIE. ROFIRELFETL T ax b — FEHEL a7 4
WML ET,

3. FIOFNETRIEN R L2 WEAIL, 7% O U A M dnaspacesio KA A v &8
OT, HTITPS W EN LRI T Z2MERH Y £ (X THHRCR > THDHEE)

F IR D 48

RTYT1 ax X CLIA VX2 —T7 A ATSSHEEREL, 72X —DIP T KL A% ping LET,

ATy 72 curl: (60) B7 DFEFERITENL—PFICL > TEBETERNE =7 SN TN LR EDIERAFS T —N
FBAELEGEIE. ROFPIEEZETL e — GEHEL ax7 & [ZBMLET,
a) XU CHEMINDEENEE TS L, Cisco DNA Spaces : =27 ¥ |[Za b — L&,
b) connectorctl setproxycert =~ > K& 3T L, HOZMERLET,

[dnasadmin@dnasadmin ~]$ connectorctl setproxycert squid.pem

New cert exists.

Starting connector container ...
Current version in database: latest
Container: [<Container: adlbledc71>]
Running connector version: latest
setproxycert successful.

GE) BEMToXTEFEHALTCWAEASC. GUIZHEAL T ex T 2R EL TCWRWES, =
Da<y NIRRT AFREERLVET, Zoa<wr NIck- T, HENRELIHZEIN

TWLMME I MEHERTEET,

) IXRIH Th—U U ERRELET,

ATOFNATRIBEDRER LI WIGEIT, 7 m % OFF ] Y X M dnaspacesio N A A &5 T, HTTPS 18
TNOBANT D UERDH Y EF (X THAIC RS> TV DIEE)

dnaspaces.io N A A > THTTPSH 5 &2 EITL L 95 &§ 2 &, Websocket Bt T4 T 720 | 5%
BIZHE SN T L REERH D £77,

ATvT3

GE)

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |
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513

SROA )AL RarkcO—5ADaxR
9 3D

cARTE NG VAT TAFY LA Ay hr—F ~ (83 3—)

m I SRS\ Gu I B (e A W Qi DV N w Bk JRON

1ash BRI
« 27 % OVA % BB L. Cisco DNA Spaces D h—27 V&AL CT7 77 4 71 LET,

« Cisco DNA Spaces : =R 7 Z IO EEAGER S Aa UL LR aryhe—F OIPT R

LA,
+ CSCvk38081 TiX, = hua—F DX A FIv I A X —T A ALF LT Ry M
ORI HZ BN EERHERELES, 72720, ZOHERFEEICEDARWEESIL, v

ha—7 & axy X EML, ?AT@&%@&IU%ZVFH~§®§4fiy74
VE—T A AZADIPT RLAICHETEFET,

/-, arbe—7 OV—tRAR— LRIV T Xy R axs X ZBINMLRWNWT &
ZHERE L £, 7277 L. COHERERIIEDR WAL, 2o —F 2 ax s X (2B
mu. ?mf@&mw&z)%:/hm SO —EAR—FDIPT RLAIZTHETE
\i‘a_c

ZOHIRIZ, = be—T OFIROMERETT, SNMP 7 = U [T@FEIIP 7 KL X%
L CITONETN, SNMPIGE T v ME, I, X —T = A AFEFEEITR— FD
IP7 RLATREENTEZEETIP T RLATZ 4 — L REEHITIRENE T,

AT w71 Cisco DNA Spaces (212 7' A > L £,

ATw T2 Cisco DNA Spaces % v 3 = 78— K C, [Setup] > [Wireless Networks] DJIEIZFEIN L F 7,

RT9T3 ATy 7OV RANERRTHITE, TNENO Koy 7 X0 U KEIEMHEH LT, [Connector via Spaces
Connector] = VU 7 & B L £,

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |
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R E I
B -#v5pr5v2390%Lzavr0—5~

ARTY T8 axI X PLEFO 2y ha—F ~OERiE T A M 5I121E, [Step 3] =V 7 @ [View Controllers] % 2
Vw7 LET,
a) A hu—7 ZfFET DT, WET A a2 v LET,
b) [Connector] K v FHX 7 URANNLT 77 4778 ax7 H¥ 3R LT, [Test Connectivity] 8 % >
EAMDMLET,
) AT v 7T OIEATLIEZW,
ATYv s FHLwarbha—7 ZBMT5I21E, [Step3] =V 7 ® [Add Controllers] %27 U v 7 LET,

Spaces Connecior is an easy way to get your wireless nefwork connected to Cisco DNA Spaces. No need fo upgrade Wireless LAN Controller:
1 Install Spaces Connector OVA
Downioad and install Spaces Connecior OVA as: a virtual maching

z Conﬁgure Spaces Connector

Wi will reed & 0 o configure Spaces Connector. You need o connect to hiips://<your connector P>/ from a browser 1o configure the
token. You can optionally configure Spaces Connector to connect via HTTPS prosty

O 46 Create a new token
connecton(s) active .
View Connectors

3| Add Controllers

Add and associate controliers 1o your Cisco DNA, Spaces Connector(s)
O -l 4 Add Controllers
controllens) active
/ vz View Controllars

4+ Import Controllers into Location Hierarchy

Dnce the cortroliers are sdded, you can import therm into your location hisrarehy. You can anly Impon controllers with at least one access
pont
controligns) i v rt o e
O '1 4 () imported to Import Controllers
atian hieranchy View Location Hierarchy

ATw 76 [Connector] K vy FH T UA NS, axs ¥ ZRIRLET,

ATw 71 [Controller IP] 7 K L A & [Controller Name] 2 A7/J L. [Controller Type] K1 v 7% 7 U A ki [WLC
(AireOS)] ZIR L T L AT UL YL R ar b —F [ZH#HELET,

AT T8 [Controller SNMP Version] K2 74 7 U X b, a2 hr—F OSNMPA—V 3 U AEIRL T,

e SNMP X— 5 2 v2C & L GRIRT 2841, SNMP i Y /ZEE AL aI 2 =T 4 2#BELE
KR

s SNMP RX— g & v3 & L GRIRT 28561E, SNMP V3 X—Y g v Da—H4, RATU—K, B
SR e a7 LT oy VEIEELET, SNMPV3 IZ 2ty ha—F TOFHRLED /Ex
IABHER NS D Z L MR L ET,

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK
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a8 mb vRaaqvLzariro—35~ [

GE) oy ba—F 2 aRry X FEHEES BT HIT1E. SNMP v2e & SNMP v3 Offi FiZ = b —
T TOMMMIY /EXALMERPMLETT, TRT X [XSNMP vl ZH R — L TWERA,

K39:>Xa3 74 LRXavba—5 (3v bO—5) MEM

Add Controller

Controller Type

WLC (AireQS) ~

Controller SNMP Version

Authentication Protocol

HMAC-MDS -
Password

""" & sHow
Privacy Protocol

CBC-DES ~
Privacy Password

----- £ svow

1. Is SNMP enabled on the controller?
E 2. Can the connector reach SNMP port 161 on the controller?
' 3. Are correct SNMP RW credentials provided?

Save & Close Save & Add Next Controller

ATwF9  [Test Connectivity] 227 Y v 7 LT, Cisco DNA Spaces 705 %7 Z (Z%f L CT A b PING $ L U SNMP
BEREZEITLET, ZOT7 A MNTIE, BlEAREMEE AN I VT oY v e TF oy 7 LET,

[Test Connectivity] IX. 777 4 772 a3 7 X PEIRENTWDEGAEIZOHENTRY £7°,

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |
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K40: 2195 DY R ~EFDIKEE

ot Controfiers Status

®4:T5—NHHA

PING DX F—4& R SSHOLTUVYILTAIDAR |RERSNDTAMERAVE—D
T—A2 R

SUCCESSFUL SUCCESSFUL BT 2 NIRRT LE L=

SUCCESSFUL FAILED a2 har—F 1Z%T 5 PING T A

M LE L, LaLen

5. SSH T A MTITLBLEL

7o MOHEEF =7 LET,

1. =2 ha—F TSSHRBFINZ
2o TUWVET D,

2. avhka—7 OSSH AR— k
21T ax 7 % MhHBIERRE
‘(“'ﬂ‘ﬁ\o

3. IELV)SSH#tH Y /& XA

BT LT X VB AT LE
L7272~

FAILED SUCCESSFUL BT 2 Mo LE LT

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK
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PING DX F—4& X SSHOLTUVRILTAIDAR | RESNDTAMERAVE—D
T8
FAILED FAILED 2y hu—J (2% % PING 7 A

k& SSH 7 A h D FIz gt L
FL7F RMOEEFov 7 LE
7,

1. axIXZ L RAL b
17— O TIPS il &
L TUNE T D,

2. 2 hra—7 TSNMPRE%L)
272> TWET D,

3. = hr—7 OSNMPAR—h
16112 =% 2 & 3 b BT
SR

4. 1ELVSNMP#tA Y /XA
ANV E - A A=<
L7273,

ATYF10 [SavelzZ Vw27 L, [Close] 7V v 7 LET,

2% 7 5% Web UI® [Controller Channel] fEIIZHT LW 2> hr—F BDERINET, TRTH
WIEFIZE SN ary ha—I9 W7 7747 LTERRINET, a2 ha—7F 23 [Active]
WZRDETITRS PNV ET, VA RUEZEHL T, AT —FAOEFREZERRLET,

Biianiz arhe—7 %, 227 % @ [Controller Channel] =V 7IZHFRRrINFE T,

Controller Channel

TDL Incoming Msg Rate 0.00 events/second
TDL Incoming Msg Count 281

IP Address Connected At Msg Rate/Second Status
172.20.239.41 Wed, Jul 29th, 2020 29 ACTIVE

120 ax 72 8B a2y vae—F ZBINTEET,

RDZRY
Cisco DNA Spaces 27— a VBB &N 2 he—TF A VAR — T ET,

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |
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Cisco Catalyst9800 ') —X A4 ¥ L X O
fO—S5A~A®DaRYT 7 DiEE

« Cisco Catalyst 9800 ) — X U A ¥ L A > hr—F ~D 2% 7 % O (89 ~—)

Cisco Catalyst9800 ') —X JA/ ¥ L X a2 rO—5 A
D AR 3 DiEkn

1ash BRI
« 27 % OVA % BB L. Cisco DNA Spaces D h—27 V&AL 777 4 71 LET,

« Cisco DNA Spaces : 27 % /b E|FER[HEZR Cisco Catalyst 9800 &V —X U A ¥ LA 2
FE—7 OIPT RLA,

« Cisco Catalyst 9800 ~ UV —X U A4 ¥ L A 2> b —7 CLIT, 27 4 Fa2l— 3
£— R% Btk L. aaaauthorization exec default local =~ > K & aaa authentication login
default local =~ > FZEH LT, B— B GRGETAAA ZH NN L ET,

IoT #— B R %5179 % Cisco Catalyst 9800 >V —X U A ¥ LA 23> h12—7 CLIT A
R—TIE—RFERHBL, kOa~vr FEFITLET,

show run | sec aaa

FREINT-H T E £ %5 aaa authorization exec default DR EEXFIELE T, BEET—
RAEBE L C, B— WV iBGEOREZEFEORTITBEMLET,

7= & 213, RSN =H 7708 aaaauthorization exec default group dnac-networ k-tacacs-group
DA, BT %% EIT aaa authorization exec default group dnac-networ k-tacacs-group
local TF, ZOFNMEICL Y, BEFEOREN EEE ShARVEocTrZencE sy,
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FIEDHRE
1.  Cisco DNA Spaces (21 7' A > Liﬁ‘

2.  Cisco DNA Spaces % v 3/ = 7h — . [Setup] > [Wireless Networks] DNEIZERN L £ 77,
3. ATy TDYRNEERRTAHIC i %ﬂ%h@%ﬂ/7§7?/9€ﬁﬂ%ﬁﬂﬂbf

via Spaces Connector] =V 7 # B L £,

LSS

[Connector

4. X7 POEGFEO a3 ha—F ~OHEkET A MY 5I21E, [Step 3] = U 7 D [View

Controllers] 7 U v 7 LET,

5. #HLWw oy bho—F &8I 5I12E, [Step 3] =Y 7 @ [Add Controllers] #27 U v 7 L

E3r RN
6. [Connector] KRy 77X T U R KRG, ax7 4 #&RLET,

7 [Controller IP] 7 R LA & [Controller Name] % A /] L, [Controller Type] K& v 7% 7

A k)36 [Catalyst WLC] % 38R L T Cisco Catalyst 9800 &'V —X U A ¥ L A 2> hu—

7R LT
8 ROWTHNNEFRITLET,

* [Netconf username], [Netconf password], #3 J2 " [Enable password] # AV LE7, Z

DOFRICEY, 23227 ZNANMSP R v WS EFICEE L, LB T TH LWL

RExX A hr—F (72 TEDH L1720 £9, Cisco Catalyst 9800 >V —
RTAL YV Ay ha—TF T R—=TIRNAT— REEEHRE L TORWEAT,

Z OFNETD [Enable password] DX ExE AFx v /' TEX £,

s [Catalyst WLC CLI commands] 7 > a > O E=2~> K&atv—L, av te—7

av Y RIA L A F—T o ATFEITEITLET,

9. (fEE) PING #EHE L SSHHERE A FEAT L CELERREMEL 7 LT v v L BT A B LT

5. [Test Connectivity] & 27 U v 27 L£9, [Test Connectivity] IX. 727 T 4 F7g ax/ X

WXL TCOREHTE £,
10. [Save]xZ U > 27 L, [Close]®Z V> 7 LET,

F IR D

ATwF1  Cisco DNA Spaces (212 71 > LET,
AT wF2 Cisco DNA Spaces % v 3 = 78— KT, [Setup] > [Wireless Networks] DJIEIZFEIN L F 9,

ATV T3 AT TDOYVRARNEFRRTHIIE, TNENO Ra vy 727 REZMH LT, [Connector via Spaces

Connector] = U 7 Z BB L £ 7,

RTvT84 axs ¥ pLBEFEO a2 ha—F ~OHkiET A M 5121%, [Step 3] = U 7 @ [View Controllers] % 7

Uy Z LET,
a) v he—7 ZWETIHIE, WETAMaE2 7Y v LET,

b) [Connector] KR > X T VR NNLT 77 4778 axy X &L T, [Test Connectivity] 7~ % &

B LET,
) AT v/ 8ITHERET,

ATy FTE  HLwarybho—7 #BINT 51, [Step3] =V 7 D [Add Controllers] 27 U v 7 L %7,

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK
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Spaces Connector is an sasy way to get your wirsless network connected to Cisco DMNA Spaces. No need to upgrade Wireless LAN Controlier:

1 Install Spaces Connector OVA

Downioad and instadl Spaces Connector OVA a3 a virtual maching

2 Configure Spaces Connector

ure Soaced Connector. You need 10 connect 1o RORS:your connector P>/ Irom & browser 10 configune the
gure Spaces Connechor o connect via HTTPS proxy.

Create a new token
A connecton(s) active - =
View Connectors

Yo wll et i ke &

token. You can optonal

3 Add Controllers

Add and associate controliers o your Cisco DNA Spaces Connector(s)
O 1 4 Add Controllers
controller(s) active & d
I'l View Controllers

+ Import Controllers into Location Hierarchy

Dacs e CONMPOBers ang Saded, you CaR IMpon them into your location hisrarchy. You can only iIMpon controllens with St least one access
point
O 'l controllens) imported to Import Gontrollers
location hisrarchy View Location Hierarchy

ATw 76 [Connector] KRy 7 XU ARNNL, axs ¥ ZRIRLET,
AT w71 [ControllerIP] 7 K L A & [Controller Name] 2 A7 L. [Controller Type] K72~ 7' & 7> 1 A k)5 [Catalyst
WLC] % #4R L T Cisco Catalyst 9800 >V —X U A ¥ L R 2> ba—F [Z#H LT,
ATV T8 KOVWTNOEETLET,
* [Netconf username]. [Netconf password], 35 & OF [Enable password] Z# A1 L &£, ZDORIFIT LY |
XY ZHBNMSP Ru oy 7B IEFICEE L, BBEIJSCTHLVWERELZ 2 hr—J (7 v a
T&5H X D172 £9, CiscoCatalyst9800 >V — AU A ¥ L R ary ha—F T, R—TIL/ AT —
K& FEHRTE L TWARWESIE, ZOFINETO [Enable password] DF%E4A AF v 7/ T& £97,
s [Catalyst WLC CLI commands] €7 > a v OFEa~ Rear—L, arbte—7 avr KI4 >
AV B =T =24 ATFHTIEITLET,

ATv7T9 (fEE) PING BERE & SSH BEREA FEAT L CRIERREME L 7 LT v v L& T A R LT b, [Test
Connectivity] %7 U >~ 2 L, [Test Connectivity] 1Z, 777 4 772 a7 X 1T L TCOREHATEE
7
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41: Catalyst WLC 2 > O —S D3EHN

MERE I

Add Controller

Controller Name

Controller Type

Catalyst WLC [ Catabyst 9800 ~

Netconf Username

Metconf Password

....... El sHow

....... 3 sHow

aaa new-mode
username dcal90480d218 mac aaa attribute list cmx_dca9048da218

aaa attribute list cmx_dcaf048dd2{8

attr password
7eB: 8bi588d9a092263508L

aaa authonzation credential-download wem_loc_serv_cert loca

Save & Close Save & Add Next Controller

= 5: TS5 —DFHHA

PING DA T—% X
F—52R

SSHOLTUIYILTARDR

RNSNDTA MERAVE—D

SUCCESSFUL SUCCESSFUL

BT A MBI LE L

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK
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Cisco Catalyst9800 > ) —X JA ¥ L X ¥ hO—F AD I3 7 O .

PING DR T—H X

SSHYLTUYYILTRARDRA
T—R R

RTESNDTA MEIRAvE—D

SUCCESSFUL FAILED 2 ke —5 2% % PING 7 &
MIEILE L, Lo L7eRn
5. SSH T A MIIFEBKLEL
7o WMDEET =7 LET,
1 = her—7 TSSHAAZIC
725 TWVWET D,
2. avhka—7 ®OSSH HA—k
2% ax s ¥ S RIERE
TT D
3. IELVSSH FtAE Y /XA
ANV E - A A=<
L7273,
FAILED SUCCESSFUL BT 2 MO LE L7
FAILED FAILED o b —F 2% % PING 7 &

k& SSH 7 A Dl FIZ B L
L7 WOEEF 27 LE
j—o

1. axJ X L RAALar b
17— O TIPS S
ILTUWNET D,

2. zvhu—F TSSH BAER)
1272 5> TWET D,

3. @ hue—F ®SSHAR—k
2% ax s S RIERRE
Tj—b)o

4. TELWSSHZ LT vl %
AJTUFE LD

5. AAAT v — B IVEREE THRNIC
2o TWET D,

6. NMSP I L O'SSHEEEH DU
AVLVAEHA L H—T = A
ATIERNA B —T = A A
AL TWET D,
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ATYF10 [SavelzZ U7 L, [Close] 7 Vv 7 LET,

27 % Web UL® [Controller Channel] fEIRIZHT LV 2> hue—F BRFERINET, ax7 ¥
CERICHRE SN 9y ha—5 BT 2T 4 7L LTRERSRET, 90 hr—5 35 [Active]
WZRDETITKRS DMV ET, V4 RUEZEHRL T, AT —F ADEREZFRFLET,

BaEniz arybe—7 1%, ax27 % @ [Controller Channel] =V 7IZH R EINE T,

Controller Channel

TDL Incoming Msg Rate 0.00 events/second

TDL Incoming Msg Count 281

IP Address Connected At Msg Rate/Second Status
172.20.239.41 Wed, Jul 29th, 2020 29 ACTIVE

1o ax 72 IZEHD avyra—F ZBINTEE4,

RDBERY

Cisco DNA Spaces 27— a3 VEEIEN SN 2> e —F 24 AR — N TEET,

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK



5 19 =

Cisco Catalyst 9300/9400 > ') —X X A v F
D) —=XAD RT3 DESR

» Cisco Catalyst 9300/9400 'V — R A A v F ~O a7 % O (95 ~—)

Cisco Catalyst9300/9400 ') — X XA Yy F ~AD ARY A

DF:3

FIRDEE

1R8O HHEIIZ

PwN oo

« 27 % OVA % BB L. Cisco DNA Spaces D h—27 V&AL 777 4 71 LET,

« Cisco DNA Spaces : =27 # /2 b E|ERHEZR Cisco Catalyst 9300/9400 & J — X A A » F
DIPT KL A,

« Cisco Catalyst 9300/9400 > U — X A A > F T Netconf 2~ R&ET A M LFET,

Cisco DNA Spaces (22 74 > LET,

Cisco DNA Spaces % v = 7/R— K C, [Setup] > [Wired Networks] DJIEIZER L F 97,

[Step 3: Add Switches] =V 7 C, [Add Switch] 227 U v 7 LE T,

[Add Switches] X— T, a7 &% Z@INL, A v FEZHHTDODLFTE AL v F
DIP 7 FL A% AJJ L%, [Netconfusername], [Netconfpassword] Z AJJ L THh 5,
Fr2v IRy I A% V7 LT, ALy FTINLDaA~vy ReET AL & &R
LET,

[Test] 7 U w7 LT, AA v TF~DEH
RONTNDEFITLET,

« [Save & Add Next Switch] Z#7 V v 27 L%,
*[Save & Close] #7 VU v 7 L £,

it

=

T ARMLET,
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F IR D

AT w71 Cisco DNA Spaces (Z12 71 > L £,
AT w72 Cisco DNA Spaces # »» ¥ = 7R — KT, [Setup] > [Wired Networks] DJEIZIEIR L F 9,
AT w73 [Step 3: Add Switches] =V 7 ¢, [Add Switch] %7 U v 7 L £,

1) Install Spaces Connector OVA

Download and install Spaces Connector OVA as a virtual machine.
Download Spaces Connector

2 ) Configure Spaces Connector

You will need a token to configure Spaces Connector. You need to connect to hitps://<your connector IP>/ from a browser to configure the token. You can
optionally configure Spaces Connector to connect via HTTPS proxy.

Create a new token
connector(s) active
1 / ‘] ) View Connectors

3 ) Add Switch

Associate Switches with Cisco DNA Spaces Connector(s)

Add Switches

fitch:
’I Switches added View Switches

a2 ) Import Maps

If you have wired devices and sensors plotted Prime/DNAC you can import them in to the location hierarchy

2 buildings imported Import/Sync Maps
Map Upload History
2 floors imported Manage Maps

42:

27w T4 [Add Switches] X— T, TR X FRINL. AL v F2AFT 27 DOLHE AL v FOIPT FLR%E
AJ1LU £, [Netconfusername], [Netconfpassword] # AJJLThb, Fxv IRy 7 A% 7Y v 27 LT,
AA v FTINLDOavw L RET AN LI L 2R LET,
AT TS [Test) 227 Vw7 LT, AL v F~OfiET A M LET,
ATYT6 WOWTNNEFITLET,
* [Save & Add Next Switch] #27 U v 7 L £,
*[Save & Close] &7 U v 7 LET,

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK
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* Cisco DNA Spaces 27— a1 VEE~D v A2 UYL X ar ke —F OA FR— |
(99 ~—v)

CiscoDNASpaces 04— 3 VEEA~AD X414 YL
A2y k=3 0OAf viRk—k

ZDH A7 X, CiscoDNA Spaces ~D 1 — 3 DA ViR— MNMIwy I —ERAE2FEHTH
La i & hvEd A,  [Cisco DNA Spaces Configuration Guide] @ [Tmporting Locations to the
Location Hierarchy Using Map Services] #ZM L T3V, X/Y = —v 3 VOFHE TIL,
Yy TR LTy T E T n— R T ORERH D £,

1R BHHIIZ

e A TUAFY LA ha—7 % CiscoDNA Spaces : 27 Z [ LES, [ax7
A b YA UALFY LA arba—7~ 83~=Y) | 2ZMLTIZEN

LB I ODT IV EARA Y IR VAT TIALV LR ary ha—F |[ZEEINLTWD
ZEEMRLET,

AT w71 CiscoDNA Spaces {212 71 » LET,
AT9 T2 EOF eSS = a A D, [Setup] > [Wireless Networks] DOJEIZEIN L F 9,
ATV T3 ZhENO Ray 7 Z Y RKHIZMH LT, [Connects by Spaces Connector] =V 7 % BB L £ 7,

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |


https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/DNA-Spaces/cisco-dna-spaces-config/dnaspaces-configuration-guide/Hierarchy-Location.html#importinglocations
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/DNA-Spaces/cisco-dna-spaces-config/dnaspaces-configuration-guide/Hierarchy-Location.html#importinglocations

nr—vavkER |

B ciscoonASpaces 1 —o 3 VERAD 23 7Y LR 3L FO—5 DA UK—k

= Cisco DNA Spaces

Connect your wireless network

Connect via Spaces Connector

Spaces Conmecton |5 5n 0asy way to got your wirelsss notork connacted to Glsco DNA Spaces. No need to upgrade Wirsloss LAd Gontrollors or reconflgurs your wirsiess netwark

Connect WLC/Catalyst 9800 Directly

pLily is an ensy way 1o get your wireless network connecibed 1o Cisco DNA Epaces. No meed to upgrade Wireless LAN Conirollers or reconfigure your wireless network.

ring

& nibwork connected b Clico DNA Spaces

in

t connect 1o Cisco Mernkl Gloud. import kocations in to Gisco DNA Spaces and activate/sync the Meraki Notworks

Get your wireless network connected with Cisco DNA Need Help?
4 : Spaces Conliguration guide
Q There are muliiple cptions to ged connected based on your wireless netwark
Saploymman,

Cisco Aire0S,

Naw
- Cisco Meraki

ATy T8 FRENDLTFIAOY AT, 4 FHOFIEE L CHEE STV 5 [Import Controller] 227 U v 7 L ¥,

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK
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Cisco DNA Spaces 07— S 3 YBEEAD ¥ 23 74 ¥ LR 3> ka—35 o1 vti—+ ]

Spaces Connector ks an sasy way 1o get your wireless network connected to Cisco DNA Spaces. No need to upgrade Wireless LAN Controliern

1 Install Spaces Connector OVA

Dot and inestall Spaces Comnnactor VA as 3 virtual maching
Dowricond Spaces Connector [

2 . Configure Spaces Connector

o willl febad & loked 10 CONBGURE SDBCES CoNMECTor. You need 10 CONMECT 1 hODE:S | <your connector P>/ from & Diowser 10 conhguns the
token. You can optionally configure Spaces Connector o connect via HTTPS prosy.

O ! d6 Create a new token
CONMECIoNS) active
y View Connectors

3 Add Controllers

Add and sssociste controliers i your Ciseo DNA Spaces Connector(s)
Add Controllers
O 1 d controllens) actve
View Controllers

4 Import Controllers into Location Hierarchy

Once the controlens sre Sdded, you Can IMpOr them into your location hisrarchy. You can only impon controllers with At least one Bccess
ot

O "l 4 controBier(s) Imported & Import Contraliers
location hierarchy View Location Hierarchy

n—va VBROLENCENSNZa b —F DY XA NERRTEET,
ATFwFE ariu—Ir (A R— b THrulr—ra VB RIRLET,

Import Controller i

Where do you want to impaort this Controller

Choose a lecation thal you wan 10 imeon this comrolies

Q. Search Locations
CXC

@ Uk
@ Us

ar ha—70 AP WL HANCE SN TRy hU =27 L LTI A=A ENTWDHEA, TRHDOR Y
N =7 AMFERENET, RCIZNAV—THERAEHEFFT 25815, X2y NT—7 2R IRLET, AP BT
N—=TENTWRWGAE, Xy NV —7ZFERRINERA,
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Import Controller X

Locations

Following are auto discovered locations, select the locations which you wish to add

Select All O\
AVAreaAP 2 Aps
WIN 1 Aps
WIN_AP 5 Aps

You have currently used 1528 APs of your 2000 AP licenses

e [ @

ATFYT6 AR —bTHarba—FEERLET,

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK
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Import Controller

Select the Controller(s) that you want to import

NOTE: Controller(s) will be added to " 192.168.60.11" as additional controller(s)

10111211 8 Aps

—_—— .
Cancel Prev ‘ ‘

AT w F7T [Next] & [Finish) #27 V v 7 L¥ 7,

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |



nr—vavkER |
. Cisco DNA Spaces O~ —> 3 VEBAD VX3 74X L XY FE—5 DA ViRk— b

. CiscoDNASpaces : IY 4 a2 74 F¥al—>av (4K



'
g
=
z

=

=
(-
[
(4
i

]

TE ol =
T 1.1 T8 L A BRI ) A M R 8
e —

i - - ity

s Vo

T34 N—RE

o« FIANU—FEOHERR (107 =2—2)






H] cmm—

L

=
/
k7

[o Je— » _— >
T73AINV—ERTEDER
o« TTANRY—=FEDOHER : MAC B L R=2—HF4 VL (107 =2—Y)

To2AND—BEDER : MACE LUV —HFR VI E

Cisco DNA Spaces : 27 # |£, =—F DA ID &# (PI) ZRiEL. 77 A4 N —& Mk
FTAHERBEELET, Ny a7 A3 XAnNFa—F AN (YR EMETNE) ZEY A
F, PIl 7 4 —/V K&~ A2Z LET, Cisco DNA Spaces N7 —H# Z%f534 %5 &, MACT KL
AL IPT RLA, Fllda—VAR~Y R 7 i, EEO2—FIFRPR#ESLE T, CiscoDNA
Spaces : AR # U U —R232UUE, IPT RLAZ VAT TEET,

CE) ZoXAZIATT 3 TY,

Cisco DNA Spaces : =7 % GUI @ [Privacy settings] Z{#H LT, MAC Y /L k& 2—H%4 V)L

FERETEET,
Configure Privacy Settings
MAC Salt: SampleMacSaltValue @
Username Salt: SampleUsernameSaltValue @

Hide IP Address:

Cancel E
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HotSpot (OpenRoaming)

i

* HotSpot (OpenRoaming) (111 ~<—7)

HotSpot (OpenRoaming)

Cisco DNA Spaces : =R 27 ¥ 7% OpenRoaming 7' & b 2 /L &V HR— 5L 51270 F LT,

OpenRoaming |&, 727 B AT m/ A X — (QAMHigk, /NedEE, 25, Ke¥ny) L ID Y
BN H— (P—ER TN —Fx VT TNA A 7T RTang -7t %
HHTF A Z LT, RO E R WNWAL—RF A NWIFid Y R—F 4 =7 ARY =
R B SA A TR L E

OpenRoaming (Z XV, =—WE, FBHEHTEZ 2D 7/ ¥ —%2HAL T EYAS/ (M T5
7T, BB DY — ALV RAILF U IA v ECEE T, 2OV —ER I+ EFXF 2T T
BT,

OpenRoaming &% & D FEM 72 FIEIZ DWW TiX,  [Cisco Wireless Controller and Cisco DNA Spaces
Setup Guidel] ™ T[Open Roaming configuration] % ZM L T 72 &V,

OpenRoaming ##XET 5 &, 27 # T [Hotspot] ¥ 7 NERRINET,
43: [Hotspot] 2 7

"cl.‘s'élo" Cisco DNA Spaces Connector

Connector

Hotsp

Username: dnasadmin Hostname: DNASPACES

Tenant ID: 10747 MAC Address 00:06:29:3¢:83:0¢

1P Address 192.168.40.229 Gateway 192.168.40.1

Netmask: 255.265.255.0 DNS Server: 8888

Domain:  ciscocom Server Time: Wed Dec 15 2021 23:26:13 GMT+0530 (India Standard Time)

NTP Status: address= 10.66.141.50 status=active (running) Proxy Status Proxy is not configured
since=Wed 2021-04-21 17:59:48 UTC —

Cloud Reachable: True AAA Status AAA=Disabled

Connector Name: ORTest Version: ova-2.3.478

Cisco DNASpaces : Ir¥ 42 av T4 F¥aL—>av H4 K |
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AAA D2

\}

519

i

AAA DR TE

s AAA OFFE (115 —2)
s AAA OFRE (116 X—7)

CiscoDNA Spaces : 27 # i®dik% U E— FDOWRFE, FFA]. TV T 47 (AAA) H—
WCHRIE CE D XD E L7 (=B AGRGEE NA RATEET) , av U FIA &2 lH
LTCAAA ZRETEE T, AAA BFE—HX, dnasadmin = —HF LR U7 7 B AT =23
7% WebULILT 7 BZATEET, axI ¥ TAAM BT 7T 471235 L., dnasadmin = —
PEFEHL T axrx2ica s A4 TERIBYET,

GE)

WD F ) ATiE, dnasadmin =—HF&2fEH L TWeb ULIZT 7 BEATEE9,
« AAA Zio TERELTZHAE,

o AAA P — ZBIFETE W GA,

GE)

CSCvt29826 D451, 1PSec 1 H3 % AAA IE, connectorctl generatecert =~ > R L T
R ESND, F—2A THRFEIHERT 2 VELT L TY X5 (ECDSA) O a7 # THRL
SNAHREAE L AR H Y 5 A,

ax7 K L AAA T — [l DEfE1L. [Remote Authentication Dial In User Service (RADIUS) ]
R LET,

IPSec 72 L ZEH LZUDP F 7 7 4 v 7 DL ZEIRTEFT, PR—FEHhTWS
IPSec #AlE ¥ A 7%, Pubkey & PSK T,

Pubkey i%FE X A 7 DAL, AAA T — 1D CAGFHAET 7 A LV ERELET (PEMER) |
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B rmaons

PSK #BFE# A 7 OE 1%, PSK Z HEVERK T 570>, AAA — T

MEERLET,
AAA DX TE
188 BRI

HRE STz PSK R fit4 3

« Pubkey F8FEZ A ZEMEH L TIP Ex =2 U T 4 ZANIT HITIE, AAA +—30D CA
#% /home/dnasadmin T4 L7 hUIlcabE—L,

AERAE D4 Hif & radiusca.pem [ZA

Lij—o
FlEDOHE
1. connectorctl aaa enable
. connectorctl aaa edit
3. aIx7 % WebUI T, [AAA Status] 7 4 —/LV RD AAA AT —FZ A %R LET,
FIED M

2T w1 connectorctl aaa enable
1 -

[cmxadmin@cmxnew-01 ~]$ connectorctl aaa enable

Do you want to configure AAA Server? [yes/no] [yes]:
Enter AAA Server Host IP : 10.22.244.114

Enter AAA Server Port [1812]:

Enter AAA Server's shared secret key :

Repeat for confirmation:

Do you want to enable IPSec? (y/n) I[n]:

AAA Server configured successfully

Connection to AAA Server Successful. AAA Settings are correct.

[cmxadmin@cmxnew-01 ~]$

AAA A X —T NV LET,

AT 72 connectorctl aaa edit

£

Z OFITIL, Pubkey iRFEX A T EMEH L TAAA ZRELET,
11 -

[cmxadmin@cmxnew—-01 ~]$ connectorctl aaa edit

Do you want to CHANGE AAA Server settings? [yes/no] [yes]:
Enter AAA Server Host IP [10.22.244.114]:

Enter AAA Server Port [18127]:

Enter AAA Server's shared secret key :

Repeat for confirmation:

Do you want to enable IPSec? (y/n) [n]: y

Enter AAA Server's DNS name : aaa-srv-01

Select IPSec Auth Type: (pubkey/psk) [pubkey]:

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK



AAA DEETE II
AAA Server's CA Certificate file : radiusca.pem
AAA Server configured successfully
Connection to AAA Server Successful. AAA Settings are correct.
IPSec is Enabled
IPSec Status:
Security Associations (1 up, O connecting):
aaa[l]: ESTABLISHED 0 seconds ago, 10.22.244.100[cmxnew-01]...10.22.244.114[aaa-srv-01]
aaa{l}: INSTALLED, TUNNEL, reqgid 1, ESP SPIs: c6c620cb_i c06dcc78 o
aaa{l}: 10.22.244.100/32 === 10.22.244.114/32

51 -

Z OFITIX, RADIUS H— 3025 PSK H & #2692 PSKZRFEX A 7D IP X =2 U 7 4 2 L T, AAA
EERELFET,

[cmxadmin@cmxnew-01 ~]$ connectorctl aaa edit

Do you want to CHANGE AAA Server settings? [yes/no] [yes]:
Enter AAA Server Host IP [10.22.244.114]:

Enter AAA Server Port [1812]:

Enter AAA Server's shared secret key

Repeat for confirmation:

Do you want to enable IPSec? (y/n) [y]:

Enter AAA Server's DNS name [aaa-srv-01]:

Select IPSec Auth Type: (pubkey/psk) [pubkey]: psk

Do you want to auto-generate ('a') OR provide ('p') PSK from Radius Server ? [a]: p
Enter PSK from Radius Server : 7dBoZXAkhadFMsyJ8e9HsBxdajnUPcxS

AAA Server configured successfully

Connection to AAA Server Successful. AAA Settings are correct.
IPSec is Enabled

IPSec Status:

Security Associations (1 up, 0 connecting):

aaa[l]: ESTABLISHED 1 second ago, 10.22.244.100[cmxnew-01]...10.22.244.114[aaa-srv-01]
aaa{l}: INSTALLED, TRANSPORT, reqgid 1, ESP SPIs: c59d3960 i cf338432 o

aaa{l}: 10.22.244.100/32 === 10.22.244.114/32

aaa{2}: INSTALLED, TRANSPORT, reqgid 1, ESP SPIs: c75d414b i c7e495e2 o

aaa{2}: 10.22.244.100/32 === 10.22.244.114/32

51 -

ZOBITIE, PSARGEX A FI2XLDIP X2 VT 4 AL TAAA ZRE L, B LV PSK % B EhA K
=

[cmxadmin@connector-01 ~]$ connectorctl aaa edit
[cmxadmin@connector-01 ~]$ connectorctl aaa edit

Do you want to CHANGE AAA Server settings? [yes/no] [yes]:
Enter AAA Server Host IP [10.22.244.114]:

Enter AAA Server Port [18127]:

Enter AAA Server's shared secret key

Repeat for confirmation:

Do you want to enable IPSec? (y/n) [y]:

Enter AAA Server's DNS name [aaa-srv-01]:
Select IPSec Auth Type: (pubkey/psk) [psk]:
Do you want to auto-generate ('a') OR provide ('p') PSK from Radius Server ? [a]: a

Generated PSK value = 3AhBgueQQ6YBkKMwqIr6jyxIuG9ekw8g

AAA Server configured successfully
Connection to AAA Server Successful. AAA Settings are correct.
IPSec is Enabled
IPSec Status:
Security Associations (0 up, O connecting):
no match
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ATvT3

PtxalT g AT —FAF, IPEX2U T 4 b AN ELEEFICHILINTWRNWI & E2RIET5E
atXa V7 TYvZ—TarEnRLET, BRI connectorctl aaashow =+ > F%&ffi ] L C PSK
L, FUREERTLIZENTEET,

[cmxadmin@connector-01 ~]$ connectorctl aaa show
AAA Server is Enabled

AAA Server IP: 10.22.244.114

AAA Server Port: 1812

Shared Secret: **<<masked>>**

IPSec is Enabled
AAA Server DNS: aaa-srv-01
IPSec Auth type: psk
IPSec PSK: 3AhBgueQQ6YBKkKMwqgIr6jyxIuG9ekw8g
IPSec Status:
Security Associations (1 up, 0 connecting):
aaa[3]: ESTABLISHED 20 seconds ago, 10.22.244.100[connector-01]...10.22.244.114[aaa-srv-01]

aaa{3}: INSTALLED, TRANSPORT, regid 1, ESP SPIs: ca4688dl i c24be7d9 o

aaa{3}: 10.22.244.100/32 === 10.22.244.114/32
Connection to AAA Server Successful. AAA Settings are correct.

BETF D AAA BRTEZRE L £

27 % Web UL T, [AAA Status] 7 4 —/L RO AAA AT — X A ZfER L £7,
44:IPtx2') T 1 & PubKey Z{EF L 1= AAADEMIE

Connector & Taken not configured @

Username: cleuser0l manik-0 ~

OVA Version:

MAC Address: 00:0c:29:0d:d1:e5

Server Time

51:14 GMT+0530 (india Proxy is not configured
True

NTP Status

10.22.244.1

He (ONS=cmc-ymdeva1s)

IPSec=Enabled (AuthType=pubkey) v

#B5:IPEF2) T4 LTOAAADERIE

Connector & Token not configured @

Username: cleuser0l
ovA on.

MAC

Server Time: Mon Feb 10 2020 20:48:08 GMT+0530 (India
Standard T

Praxy is not configured

True

NTP Status

Netmask

Domain:

AAA Status.

AAA NEIZ 72> TWET,
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manzz I

RDBERY

connectorctl aaadisable =~ A LT, AAA LT 5 2 LN TE E4, IPSec 1A
T o> TV A AL, connectorctl aaarestart =~ > &AL T, MBS U TIPSec kv
FVEBEEETHZ EEABIRTE £,
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» 20 =

TIOT4I709 T4 TOAXRY A

caARXTEDT I T 4 TIT T 47 (123 =)

« FEEEHIIR (123 ~—)

«ARXT BT VT 4 TIT VT 47 & Cisco CMX i il kD feifs (125 ~2—)
T ITF 4TI T I TF 4T TOaART XOHEE (125 =—)

T ITATITIT 47 TOaxy ZORE () (129 2—)

AR EDTIT4I70T47

1 AE R

TIT 4 TIT T 47— RKT220D CiscoDNA Spaces : I 17 ¥ Z~_X7|Z LT, CiscoDNA
Spaces ~DT — X FF DN T B —EHGHITHI ENTEET,

1. Cisco DNA Spaces 7°H h—27 VHHUG L, 2 DORMRD ax /7 X Th—J7 VERELE
T, TNEND aFx 7 X Z—FEDIP T RUABRKLETT,

2. W7D 237 # ) Cisco DNA Spaces 2> bk EaZE LET,

3. FDOH% aRT XX, T3 AZHEGE L T Cisco DNA Spaces (27 — X %15V iK$ Z & AT
TETS

4. Cisco DNA Spaces NILET —# Z#EH L £7,

5. —HD axyZ gy Licha, b —h0 axs g Ryl&kE T — 2 2EELE
ﬁ-o

« Cisco DNA Spaces %4 v ¥ 2R — R TIE, 220D ax I X T 7T 4 7|7 7T 4 7T
TAHEZDOREIINED D T8 A,

WD TR H PNTRTO a3 br—TF [T L. Cisco DNA Spaces ([Z b T 7 4 v 7 %
EELET, 20O, 23 hr—F /D Cisco DNA Spaces ~D h 7 7 ¢ v 7 3L
EJ AN
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T IT 4 TITIT 47 ARy X XTI BHINE, 2900 a7 X TOVANR—T 9023
DIt 2 FATT D MENH Y 97,

* FastLocate, HyperLocation, 33X OV IoT #—E A O 7 =— /LA — "—HR— MNIbH Y £
loo T 2= NVA—=N—HILINLEDOI—ERAEHE TR a =7 LET,

e CSCwW38762 DA IoT H—E A DT = — L F— "—HR— MNIHV EHA, Tx—/b
F—N—BI N —EREFF e Ya = S LET,

CARI BT ITATIT VT 4 THRREOE=2 I U7XV AR — S TWERA,

« CSCVW34216 DIFE . TR T B T I T4 TITIT 4 TXTDO—FHD ax 2 OIMN

[Controller Channel] Z & ¥ L, )5 27 & 73 [AP Channel] Z&H L £ 7,
46: 2% % |& [Controller Channel] D& % E L £, [AP Channel] DEHERIIEOIZHRY ET,

stk Cisco DNA Spaces Connector

falcon-ha2 ~

Running
anasadmin Server Time Wed Aug 19 2020 19:55:49 GMT-0700 (Pacific oa-2.3.460
ayight Time)
falcon-ha2 DeyigntTime) V20.486
. NTP Status:
00:0c:29c:ba:85
172:20239.77 Proxy Status:
172202391 Proxy: hitp:[proxy.es.cisco.com:80
299.255.255.0 Cloud Reachable: Te
S AAA Status: An=Disabled
Domain:  cisco.
Connector Name 172-20-239-76-HA
Cloud Control Channel Cloud Data Channel Controller Channel
Connected At Wed Aug 19 2020 19:38:41 Connected At Wed Aug 19 2020 19:38:41 0.00 events/second
MT-0700 (Pacific Daylight MT-0700 (Pacifc Dayliht
GMT-0700 yight GMT-0700 (i Vit TOL Incoming Msg Count 45
Time) Time)
S Connecte o St 1P Address * Connected At * Msg Rate/Second * Status *
172.20.239.66 Wed, Aug 19th, 2020 58 AcTIvE
Outgoing message rate: 58 events/secon

47: %% % |& [AP Channel] D# % B2 L E T, [Controller Channel] D#EEHERIFERIZHY £F,

thieh Cisco DNA Spaces Connector

falcon-hal ~
o
a © Running
anasadmin Server Timk Wed Aug 19 2020 1:50:24 GMT-0700 (Pacific Version: ova-2.3.460
faicon-ha Dot Time) Docke V20486
NTPSmws:  address= pesiciscocom

nz17
MAC Address 00:0c:29:1:36:61 N )
1P Address: 1722023076
Gateway: 172202391
Netmask: 255.255.255.0
DNS Server: 17170168183

AA=Disabled
Domain: co.com
Connector Name 172-20-239-76-HA1

Cloud Control Channel ®  Cloud Data Channel ® [Controller Ghanne!
Connected At Wed Aug 19 2020 19:40:33 Connected A Wed Aug 19 2020 19:40:35. TOL Incoming Msg Rate 0.00 events/second

GMT-0700 (Pacific Daylight GMT-0700 (Pacific Daylight

TOL Incoming Msg Count o

Time) Time)

— Comected — 1P Address * Connected At ¢ Mg Rate/Second * Status ¢
172.20.239.66 Wed, Aug 19th, 2020 6 ACTIVE
Outgoing message rate: 257 events/second

139618

)

B
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv34216

| 79574917957« FTmaxs s

SARYRTIT 4 IITHF 4T CiscoeMx iAot ]

ARTRATIT 4|79 T4 7 & CiscoCMX SR HED

LEER

SR T BT IT 4 TIT 7T 4 THEREIT.

TRLVA, P54 =Y, ¥AFY R EOERHEORAIL,
Mo WIZ, ART BT VT 4717 7T 4 7HERE & Cisco CMX D& ] HMASRE D bl 2~ L %

B

R6:ARVATITA4IT/FOT147 (BHAK ETIL

RO A AMEIHEIL TWES, 220, RETP
COBREICITEESNTHEYE

ARIBETOTA4TITIT4
5

TH—EXT7F)H5r—<3
V. 7TV —T 3 nit
LRBREE

Cisco CMX L 7 2VIP 57
ke

P7 Ry F

@D axy X \Z—EDIP
T RUARRESINET,

2 5® Cisco CMX T /34 A7
HM—DIP7 NLATHREIN
F9,

EOLRINGI=

WD aAXT ZNT T 47
REBICRRESNET,

1 >® Cisco CMX I3H v M7
FA~UT, 9 1DF=—
JVRRZ U NA T,

Tz — VA= RN—H DT —H

WO axs ZIZRLT—#
Ty F23& Y. Cisco DNA
Spaces 237 — & JLEMEDOE H
M LET,

Ry NTFIA4~=J ba—n R
AL A DRSTIRE T T —
2ty FEERFLET,

7z — )L —/N— DY R— |

FEEDFA LT aIE.
FastLocate, HyperLocation, 5
LR IoT Y —bREZH T
TamU T OMENDY E
R

Ry NTT A~ VICREENR
EdHL, 3= FRZ A
AW — L L RAITH| X HEF
R

N—=2 3 IR

ARXTETITATIT T A4
TRTITIE, 2.3 BIEOR T
OVA /"— g U IRLETT,

E A M EERT 5720,
CiscoCMX LR U=V g
FHELE L F 9,

SJLr=

TOT4I79T47 TOARI ZDETE

TDRAAIT T, 200 AR I B BT IT 47T 7T 4 7L LTRETDHEZRLET,
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1R BHHEIIZ

OVAN—2 9 23 LIED 2 DD B/ 5 CiscoDNA Spaces : IR 7 X A A h—/L LET,
ENEND ax I XI—EBEDIPT RLAZRELET,

FIRDOEE

1. [Cisco DNA Spaces] > [Setup] > [Wireless Networks] {Z = 7' > L, [Configure Spaces Connector]
T I 7 T [Create anew token] #7 U v 7 L¥ 9,

2. a7 X O4HEZ AT L, [Generate Token] 27 V v 7 L¥ 4, RSz bh—2 %22

E—L, BTERTEDLLOITRFELET,

WD axrZizarsA4 L, RESNIC =27 U ERELET,

2E{EHO maxrZ L L, RESHIE =7 Y ERELET,

ENEND ax s X T, T NIDOERRICTHD Z &R LET,

Cisco DNA Spaces ¥ v ¥ 2 AR— RT, WAD ax7 2 P7 FLAZfERLET,

ENENO ax X T, BIESNETRXTO av ba—7 NMFETLHZ el LE

T

8. 2 hr—FCLIT, #_XTD ax7 % BPNMSPRETHD Z L EMHRALET,

No o s

F IR D FH

AT 71 [Cisco DNA Spaces] > [Setup] > [Wireless Networks] (Z = 7' -f > L. [Configure Spaces Connector] = V) 7 C [Create
anewtoken] #7 U v 7 LET,

8: 5L —T VDR

\ 34 0f 100

Connect your wireless network

Connect via Spaces Connector
1 Install Spaces Connector OVA Need Help?

2 Configure Spaces Connector

D ownames v sasea

1 Add Controllers

[ R -

ATV T2 axs 7 O4HT%Z AL, [GenerateToken| %27 U v 7 LE T, EREN-bh—2 v &2abt—L, % TEM
TELEIITRFLET,

J CiscoDNASpaces: o942 2V T4 FalL—>av HAFK
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49 : Connector Name

70749170571 Icnarssngz |

Create a new token

Enter the connector name

Please provide a name for the connector

Connector Name

The token will automatically configure your connector and allow it to connect to Cisco DNA Spaces

Generate Token

ATVT3 B axrs 2 izanrf L, RFENTE =2 VU ERELET,

50 : Connector Name

‘st Cisco DNA Spaces Connector

Configure Token
wn

pp——

< okan:

Configure Token: x

Cick to configurs the saved token on i
this Connactor

ATy T4 2FQD axrs B2 ical 4L, RESNE N7 0 BRELET,

& 51: 3% % Name

< okan:

Configure Token: x

Ciok to configura the savad foken on Seotitic10. =
this Connactar

RTFYTS FNERO axr%2 T, 7T FNIDDERFE L THDHZ 2R LET,
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HB52: %943

Usermame: drasamin
Hoatrame: een-2-2-208
Tenant O Y

MAC Aderuss 00:0c:28:71:64. 19
1 Addross 172300304

Gatemay 172202301
e 2652562550
DS Server s
Do cisca.com

Closd Control Chanel

Tenant ID is the same

Sorver Time:

for both the
‘connectors

B3 Ronchabie:

Ana S

Connactor Nama:

@ Cloud Data Crannel

Wed Jul 26 2020 16:36:07 GMT-0700 (Pacif Version:

N
Dnigtn Thund Docter Version

[T p—
satiseactive (ening)
sncesvied 2020-07-23 D1LSZ1Z2UTG

Frony is congurod
g fpresy.esk i com B0
Tros

A Distind

172-20-209-M4-ee0-2.2.295

®  Contrater Crannel

ov-2.3.450

w2041

AT w76 Cisco DNA Spaces & v > = 7h— RC, WD ax7 ¥ IPT KL AEMHRLET,
53: Cisco DNA Spaces 5 - > 17— K

Connector Details

Connector Name:

Connector Version:

Connoctor ID:

Number of Associated Controllers:

Control Channel Connection Status:

Control Channel Connection Duration:

Data Channel Connection Status:

Data Channel Connection Duration:

Last Modifed:

Last Hoard;

MAC Address:

1P Address:

Data Channel NMSP Messages:

NMSP Messages Recioved:

connactor-instance

v20.446

92895684877970370000

5

Active

3days 18 hours 31 minutes 22 seconds.

Active

3 days 23 hours 8 minutes 15 seconds

Aug 18, 2020, 3:49:45 AM

Aug 18, 2020, 9:45:14 AM

00:06:291c:57:d6

1022.244.222

40161516

0161516

HA Active:

10.22.212.220,10.22.244.222

ATy TT ZhEhO axr 2 T BNSNETRTO ary be—7 NHET LI E 2R LET,

54: % % : [Controller Channel] T') 7

Controller Channel

TDL Incoming Msg Rate
TDL Incoming Msg Count

IP Address =
172.20.239.41

0.00 events/second
281

Connected At +

Wed, Jul 29th, 2020

Msg Rate/Second +
29

Status +
ACTIVE

ATYT8 a2 b —F CLIT, 9XCH 2317 % NNMSPIREETH D Z LR LET,

E55:0>ra—5 a2 FOEA

show nmsp status

NMSP Status

[l CiscoDNASpaces: a9 4 3> T4 FaL—Lav HAK
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Fo74 97074 7coars 08z ER [

DNA Spaces/CMX IP Address Active Tx Echo Resp Rx Echo Reqg Tx Data
Rx Data Transport

10.x.212.xxXx Inactive 13 13 161 6
TLS

10.x.212.%xXx Inactive O 0 17 6
TLS

10.x.212.xxXx Active 45070 45070 1378446 574
TLS

10.x.244.xx Inactive 7 7 79 6
TLS

10.x.244.xx Active 56111 56111 1714241 286
TLS

10.x.244.xx Inactive 7 7 104 6
TLS

10.x.244.xxx Active 23056 23056 683908 298
TLS

TIOTAI70T47TTOARTZADETE (BHR)

FIEDHE

F IR D FH

TDRATTIE, 290D ax I X BT 0T 47177747 L THRETDHIHEEZRLET,

1R BRI

OVA R—2 9 23 UKD 2 DD 72 % Cisco DNA Spaces : TRV X A A R—/LLET,
ENEND X7 X IZ—EDIPT RLAZRELET,

NoO oA

[Cisco DNA Spaces] > [Setup] > [Wired Networks] {Z 2 71 > L, [Configure Spaces Connector]
=Y 7 T [Create anew token] #72 V v 7 LE T,

axy ¥ OL4HIE AT L, [Generate Token] #7 U v 7 LET, Fndhizh—2r %=
E—L, BTERTEDLLIITRFELET,

BHID axr2icar7f L, RESE M2 v ERELET,

2FEHDO axs B2 n s L, REFESNT =7 VERELET,

FNENO axs ¥ T, 7T NIDOERFELTHDHZ EEHERLET,

Cisco DNA Spaces & v v 2 /R— R T, WAD ax7 2 P7 L AZfERLET,
ENEND ax s X2 T, BNMENTZTRTO ax 7 ¥ DEETDHEAHBLET,

AT 71 [Cisco DNA Spaces] > [Setup] > [Wired Networks] (Z 7 21 > L, [Configure Spaces Connector] = U 7 C [Create
anewtoken] 7 U v 7 LET,
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56: LWL c—o D DER

Install Spaces Connector OVA

Download and install Spaces Connector OVA as a virtual machine.
Download Spaces Connector ('

(2) Configure Spaces Connector

‘You will need a token to configure Spaces Connector. You need to connect to https:fi<your connector IP>/ from a browser to configure the token. You can
optionally configure Spaces Connector to connect via HTTPS proxy.

Create a new token
1 / 1 connector(s) active

View Connectors

(3) Add Switch

Associate Switches with Cisco DNA Spaces Connector(s)

Add Switches

’I Switches added View Switches

4 ) Import Maps

If you have wired devices and sensors plotted Prime/DNAC you can import them in to the location hierarchy

2 buildings imported Import/Sync Maps
Map Upload History
2 floors imported Manage Maps

RTY T2 ax7 % O4RTE AL, [GenerateToken]| %7 UV v 7 LET, RSNz bh—27 & abt—L, kT2
TEDHEIIHREFELET,
ATY T3 BOO axsZicars4 L, RESNEZ =27V ERELET,

[ 57: Connector Name

45tk Cisco DNA Spaces Connector m -
this Connactor
Gonfgure Token _

Withot th o —
Configure Token x

< v

ATV T4 2FAD axrsZzical 4L, BRESNE =7 0 ERTELET,
X 58: 3% 2 Name

"dids’ Cisco DNA Spaces Connector L S —— anasssoncio -
this Connactor
Configure Token _—
e

it the tokan, connactor w2t 56 abla 15 50 aned
Configure Token: x

< v

ATYTS TNEND ax s ¥ T, T MNIDOERFALCTHDLZ L 2R LET,
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FIOTATITIT4TTOARI ZOHRE (BR)

R 59: 304

0
Connector
Gonnscten & Y Copy Koy bash  Aatant g ®
Usermame: drasacmn Sorver Tim: Wod Jul 28 2020 16:36:07 GMT-0700 (Pacih Varsion: 23,459
Hostname: ceo-2-2-298 gtz Thed Docker Version: v2.0.441
e r—

Tenant 0 1

Tenant ID is the same: satuseacinn urring]
MAC Adcress 000c:20:71:04.79

for both the

sncesvied 2020-07-23 D1LSZ1Z2UTG

 Adioss 20234
connectors Frasils kg

Gatweray T g /ey esl ciseo.com B0

- 2552852580 _ A o,

OHS Sarer s B o

Dormsin: cicacom

Connactor Nama: 172-20-209-M4-ee0-2.2.295

Closd Control Chanel @ Cloud Data Crannel ®  Contrater Crannel

AT w76 Cisco DNA Spaces & v > = 7R— RC, WD ax7 X IPT KL AEZMHRLET,
60 : Cisco DNA Spaces 7~y 2 2 7/R— K

Connector Details

Connector Name: connactor-instance

Comnector Verson: v20.486
Connector ID: 92895684877970370000
Number of Associated Controllers: 5

Control Channel Connection Status: Active

Control Channel Connection Duration: 3days 18 hours 31 minutes 22 seconds.
Data Channel Connection Status: Active

Data Channel Connection Duration: 3 days 23 hours 8 minutes 15 seconds
Last Modifed: Aug 18, 2020, 3:49:45 AM

Last Hoard; Aug 18, 2020, 9:45:14 AM

MAC Address: 00:06:291c:57:d6
1P Address: 1022204222
Data Channel NMSP Messages: 61516

NMSP Messagos Reciovd: 61516

AT Tl TNEThO ax /7% T, BNENTZTRTO ax 7% NEETDHZ L 2R LET,
61:2:7% 43 : [Controller Channel] ') 7

Controller Channel

TDL Incoming Msg Rate

0.00 events/second

TDL Incoming Msg Count 281
IP Address + Connected At + Msg Rate/Second + Status +
172.20.239.41 Wed, Jul 29th, 2020 29 ACTIVE
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21

BIE. Y—EX, 8XUVZDHDIEHR

c VRAAMB A A LY — R BEER A TS X, Cisco Profile Manager CTHA 7 v 7

|

LTLIZEN,

HERPAMC LY EVRRCBE PR G2 010F, Y Aa -7 7EALTL
ZE,
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