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interface GigabitEthernetl/0/37
description » Connected to Master AP «
switchport trunk native vlan 40
switchport trunk allowed vlan 10,20,30,40
switchport mode trunk
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0 802.11 Radios
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NSS FW version : NSS.AK.1.0.c4-0Z026-E cust C-1.24160
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AP Running Image : 8.2.101.0

Primary Boot Image : 8.2.100.0

Backup Boot Image : 8.1.106.33

AP Image type : MOBILITY EXPRESS IMAGE
AP Configuration : NOT MOBILITY EXPRESS CAPABLE

ZDAP Tay hr—TJ DL FITT 555 . AP Configuration |3 MOBILITY EXPRESS
CAPABLE I(CEHE T OMENH Y £3, APRELEEL T HITIE. APCLI TRD v R&ET
L% 9, AP#ap-type mobility-express tftp://

TIRARA IO EFEERL, EBRICa P —TOWEELEITT LI ENTEET, show
version D171 % FEMEZ L C, AP Configuration 7> MOBILITY EXPRESS CAPABLE |2 X
TWLHZLaMERTLILENTETET,

show version 7% AP Image Type: MOBILITY EXPRESS IMAGE 35 J. O* AP Configuration: MOBILITY
EXPRESS CAPABLE % #/~ 7 5354, 77 & A RA > MZIZ Mobility Express 4 A — 035 0 |

A =T OMRBEFITTELZLZE®RLET., 20T U A TiE, show version D /)1
KO XS ITFRESNET,

cisco AIR-AP3802I-B-K9 ARMv7 Processor rev 1 (v71) with 1028384/255032K bytes of memory.
Processor board ID FCW2034NXAV
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]

AP Running Image : 8.4.2.66
Primary Boot Image : 8.4.2.66
Backup Boot Image : 8.4.2.34

AP Image type : MOBILITY EXPRESS IMAGE

AP Configuration : MOBILITY EXPRESS CAPABLE
1 Multigigabit Ethernet interfaces

1 Gigabit Ethernet interfaces

2 802.11 Radios

Radio Driver version : 9.0.5.5-W8964

Radio FW version : 9.1.8.1

NSS FW version : 2.4.18

IR

L
CAPWAP % F1T79 57 7 A ARA ' | % Cisco Mobility Express [CA#TE 9, 72D E w]
T,

CAPWAP H 5 Cisco Mobility Express ~D7 Y R R4 > FDEH:

llac Wave 2 7 7 & A /KA > kT Cisco Mobility Express Dxflild, #7225 AireOS U U — A T
ANENTWETR, 77 A RA 2 A Mobility Express (ZE# SN HRIIZ, 7272 A KA b
® Cisco Mobility Express OFEHEZ ¥R — b L7/ AireOS CAPWAP A A — U BMETHDH =
LIZHERE L TLZ &V, CAPWAP 75 Cisco Mobility Express ~DE#a% R — h 3257 7 A K
A2 DD AireOS U U — R FZRO LY TT,

% 4 : Cisco Mobility Express %t R— b9 25&/\D Aire0S ') ') — X

THOERARSA Vb CAPWAP A * — T %4 HR— b9 5&/I\D Aire0S
J1)y—2x

Cisco Aironet® 1540 > U — X U U—2% 85 LI
Cisco Aironet® 1560 > U — X U —2 84 LI
Cisco Aironet® 18151 2 J — X UU—2 84 LIk
Cisco Aironet® 1815M 3 ) — X U U —2 85 LIk
Cisco Aironet® 1815W + I — =% U U—2% 84 LIk
Cisco Aironet® 1830 + ) — X U J—2% 8.1 MR2 LA
Cisco Aironet® 1850 +/ U — X U J—281MR2 LI
Cisco Aironet® 2800 2 J — X U U—2% 83 LI
Cisco Aironet® 3800 > U — X U U—2% 83 LIk
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CAPWAP 5\ 5 Cisco Mobility Express ~D7 7 R 1RA ¥ b DZEH:

GE)

ATv T

ATy T2
ATvT3

T 7/ A RA L hDCAPWAP A A — ) Cisco Mobility Express & " — kT X % /v D AireOS
VU —=2X0HWGE 72782 BA 2 MIROITER/ND AireOS U U — 2L L& FATT 5
WLC IZB LT CAPWAP A A= %7 v 77 L— KT 508N H Y £9, AP O CAPWAP
AA=TV%T v 77 L— KL%, CAPWAP /> Mobility Express ~ AP 28 CX £7,

CAPWAP % E1T¥ 57 7 & A /"4 b T Mobility Express ~DZHa % F(T9 512X, RO TFIAIC
ENET,

FIE

Cisco.com 75 TFTP H— "7 Vv A RA  FOBEWBA A—T Xy a— RRLET, it
tar 7 7 A /VTT, ZDT7 7 AT LI NTL 7280, IROFEIT, Cisco Wireless Release 8.5.100.0
[AliF @ Cisco Mobility Express ¥ 7 h 7 =7 2~ L £ T,

RE:TOERRAKRA bDEStar 774U

YRAZ—AP L LTHR—FEN BT X K | Unified Wireless Network Lightweight AP */ 7
12k ) = 7 H 5 Cisco Mobility Express [ZZ#: 9 % 15
RIZOHERT SV I 7T

Cisco Aironet® 1540 3/ J — X AIR-AP1540-K9-8-6-101-0.tar

Cisco Aironet® 1560 U —X AIR-AP1560-K9-8-6-101-0.tar

Cisco Aironet® 18151 > U — X AIR-AP1815-K9-8-6-101-0.tar

Cisco Aironet® 1815M ¥/ — X AIR-AP1815-K9-8-6-101-0.tar

Cisco Aironet® 1815W > — X AIR-AP1815-K9-8-6-101-0.tar

Cisco Aironet® 1830 ' J — X AIR-AP1830-K9-8-6-101-0.tar

Cisco Aironet® 1850 ' J — X AIR-AP1850-K9-8-6-101-0.tar

Cisco Aironet® 2800 3/ J — X AIR-AP2800-K9-8-6-101-0.tar

Cisco Aironet® 3800 'V — X AIR-AP3800-K9-8-6-101-0.tar

TIRARAL L MIun A LET,

T 7' A RA L F® CLI T AP#show version % 31T L £ 7", show version ®H{717>5 . AP Image
type & AP Configuration ZH|Wi TX £3, WIZE#M T mE R TERET

7—A 1 : AP Image type 7> MOBILITY EXPRESS IMAGE T AP configuration 7> NOT MOBILITY

EXPRESS CAPABLE O35, kD=~ K% AJ) LT, AP Configuration 2 MOBILITY EXPRESS
CAPABLE (A F L £,

Jl Cisco Mobility Express ') |) —X 8.6 BAHA KR
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ATvT4

Cisco Mobility Express /7 > CAPWAP ~AD7 Y R R4 > FDEH: .

AP#ap-type mobility-express

GE) 7 7 A RA 2 MZ AP Image type: MOBILITY EXPRESS IMAGE 3% 57, #i L
WA A=EF T re—RanEHA, a~vr REFEIT LK, 7782 KA bR
HiE L F9, HiEHEi%. AP Configuration (X MOBILITY EXPRESS CAPABLE (228
BIinET,

/7—2RX 2 : AP Image type & AP Configuration 25 /R S L2 WIGHA1E, AP 28 CAPWAP £ A — T %
FATLTWDZEa R LET, BMEITHI2T. ROa~xr FEFTLET,
AP#ap-type mobility-express tftp://<TFTP Server IP>/<path to tar file>

il

AP#ap-type mobility-express tftp://10.18.22.34/AIR-AP1850-K9-8.1.120.0.tar

Starting the ME image download...
It may take few minutes to finish the download.

Image downloaded, writing to flash...

do PREDOWNLOAD, partl is active part

sh: CHECK ME: unknown operand

Image start 0x40355008 size O0xOldaed4la file size OxOldae7ca
Key start 0x42103422 size 0x00000230
Sinature start 0x42103652 size 0x00000180
Verify returns 0O

btldr rel is 16 vs 16, does not need update
part to upgrade is part2

activate part2, set BOOT to part2

AP primary version: 8.1.105.37

Archive done.

Oe as AP needs to boot up with ME image

The system is going down Now!
sent SIGTERM to all processes
sent SIGKILL to all processes

Requesting system reboot79]
[07/24/2015 18:19:43.0887] Restarting system.
[07/24/2015 18:19:43.1257] Going down for restart now

G¥) AA=VDE T a—RKPETTDHE, A A—UNRT Ty rallEXAEN, TO%E
EEh X ET, AP BNEEENT D & AP Image type IX MOBILITY EXPRESS IMAGE, AP
Configuration |3 MOBILITY EXPRESS CAPABLE |Z72 V) £,

IRy NU—T TRAYIOT 78 A RA 2 FOLGEIL, 22 ba—7 OBERENBIG S 4L,
CiscoAirProvison SSID % 7 10— F¥ ¥ A F LET,

Cisco Mobility Express 5 5 CAPWAP ~D7 X R4 > FDZEH#E

Mobility Express f A — % FEITTHT 7B A KA > N%& CAPWAP [ZEHT HPLHIZEIC2 oH
DEF, KOLEBYTT,
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Cisco Mobility Express 7 5 CAPWAP ~D 7 ¥ £ X RA ¥ D EH:

1 Mobility Express A TT 7 B XA RA & NEHERF LIV, v AX—APR T = — /LA ——7F
HEEC, TI7BABRA Y b AX—FR T o223 M7=,

2 1 ©LL E® Mobility Express XtJin7 7 8 A RA VN T 7747 A WLC £721% vWLC 128

Tz,
1 CAPWAP IZZEH3 AFH A FERO 1 OBE . LLTFTORIEIZHENET,

a oY EIshbT7 78A KRS FCLIIZRZ AL, EXECE— RIZT 7 &R
LEd, vAX— AP % CAPWAP ([ZEHT H551X, a2 Y —LOERICEY a2y ba—
ZCLIZT 7 ®8ALET, APCLIZEHT2I12IL, = hr—F D7 1 7 | Tapeiscochell
EANNIL, TIVRARAL b veizun A4 LET,

b ap#ap-type capwap CLI # 1T L £7, Z4Z LY. AP Configuration 73 NOT MOBILITY
EXPRESS [ZZH S, 727 B A RA» MI~vAZ—EIRT m® RATEFSMLEEA,
2 CAPWAP |2 T BB S LFLo 2 OBA. UL FOFIEICHENET,

a oY —VEEsshoT7 78 ARA L MCLIIZE Y AL, EXECE— RIZT 7R
L/i‘g—o

b ko CLI #FEITLET,

(Cisco Controller) >config ap unifiedmode <switch name> <switch ip address>

<switch name> and <switch ip address> is the name and IP address respectively of the WLC
to which the APs need to be migrate.

G¥)

FFED =< RTiX, AP Configuration: MOBILITY EXPRESS CAPABLE THf# L T\ 57T
U4 2 A v F733~T AP Configuration: NOT MOBILITY EXPRESS CAPABLE |25 &
NEI, Zoa~r RRRITasND L, APRFE#EH S, 2> hr—7F (switch ip address)
EHRERLTEMLET,
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Cisco Mobility Express 3> FO—S5 DERE

Cisco Mobility Express = > s B — Z I D HIETRETCEET, BETEDLH N T T4 v A
TR DOEED TT,

1 CLIty F 7y 7 U 4P —FK

2 Over—the-Airty N7 v 7 U 4P —FK

3 Xy hNT— FISTTURS LA
*CLIty N7 v U4 P—FK, 15 =¥
* Over-the-Air &y h7 v 7 74P —F, 16 X—¥
* Xy NU—T FIZITTURTLA, 18 =

* Cisco Mobility Express Z £l L7= APIC-EM *r > N U —2 757 7 R LA EAF T =
v, 22 R—=y

* Cisco Mobility 7 7 & A 7"A > b O#Efe, 32 ~—

O > NS
CLilty +r7wv T DY —F
CLIDNG DYy N T v 7 4P — RT3, 778RA RS FOar Y —LR— MIBE
BTHMENRSHDFET, aL V=V R—=F DT 7 F /I I XT A—=Z[F, 9600 R —, 85T —H E v
M 1AM EY b, BEORYT 472 LTT, arV—bFR— b MIN—FRKU=7 7o —H#
ZYVHR—FLTWEHA,

TIRBARS L FDay ) —)biR— MR LEZE, 772 KRS bEEEILES, LIZS
KTDE, T7RAFA L MINEHDOa L ba—FRELZBE L £,

Mobility Express =3 b 11— 28 ET 51013, KOBITRT L 5 ICFIEE E7 LET,
System Name [Cisco 2c:3a:40] (31 characters max): me-wlc
Enter Country Code list (enter 'help' for a list of countries) [US]:

Configure a NTP server now? [YES][no]l: no
Configure the system time now? [YES][no]: no

Note! Default NTP servers will be used
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Cisco Mobility Express 21 > b 01— 5 DERE

B oerthehirty 7Y T Yo F— R

Management Interface IP Address: 40.40.40.10
Management Interface Netmask: 255.255.255.0
Management Interface Default Router: 40.40.40.1
Cleaning up Provisioning SSID

Create Management DHCP Scope? [yes][NO]: yes

DHCP Network : 40.40.40.0

DHCP Netmask : 255.255.255.0

Router IP: 40.40.40.1

Start DHCP IP address: 40.40.40.11

Stop DHCP IP address: 40.40.40.254

DomainName :

DNS Server : [OPENDNS] [user DNS]

Create Employee Network? [YES][no]: YES

Employee Network Name (SSID)?: WestAutoBody-Employee
Employee VLAN Identifier? [MGMT][1-4095]: MGMT
Employee Network Security? [PSK] [enterprise]: PSK
Employee PSK Passphrase (8-38 characters)?: Ciscol23
Re-enter Employee PSK Passphrase: Ciscol23

Create Guest Network? [yes][NO]: YES

Guest Network Name (SSID)?: WestAutoBody-Guest

Guest VLAN Identifier? [EMPLOYEE][1-4095]: EMPLOYEE
Guest Network Security? [WEB-CONSENT] [psk]: WEB-CONSENT
Create Guest DHCP Scope? [yes][NO]: NO

Enable RF Parameter Optimization? [YES][no]: YES
Client Density [TYPICAL] [Low] [High]: TYPICAL

Traffic with Voice [NO] [Yes]: Yes

Configuration correct? If yes, system will save it and reset. [yes][NO]: yes
Cleaning up Provisioning SSID

G¥)

TIRARA L ME, Ny 7T v S L% RS L £, Cisco Mobility Express = & h @ —3
X HTTPS ® B O BAGEHELZMEH LT, 7 7 7O https://<mangement_ip_address> 7> 5
WebUllZm 7 A ' LET, TDH, TR_XTHOT T UHFTEERX v —VURERS, fEHE
N7 T U FICHR SN DBRCHNOIRFE T HHATT 20 E D D aERENET, ZDY A7 %
Z 13 AU T, Mobility Express D7 A YLV ALAN 2 hr—F DR T A 2 RXR=TU~DT 7 & A
(A ET,

Over-the-Air v F 7Y T o4 —FK

ATv I

Over-the-Air |%, {725 H Y i L T Mobility Express % g% i7" 5 72 O Bl T HL /2 515 T3, OTA
v ya =7, Wi GO T NA A £7213108S 7734 AT 21X App Store,  Android 7
73A A AT 21 Play Store 7225 #' 07 » m— RC& % Cisco Wireless Z ] L TS T £ ¥, Cisco
Wireless app X, 73 7244) C Mobility Express Z3E AT 572D D/ v FOEREFREA 7'+ =
CERMELET,

FIE

TR RA L O LED BFRBIZHEof- 5. WiFi xfit~7 v 7 b v 7 % CiscoAirProvision SSID
Wi LET, 7 74/ b /SAT— Ridpassword T3, 7 v 7~y 7IXH 7 %> 1 192.168.1.0/24
MWHIPT RLAZESELET,
GE) CiscoAirProvision SSID (X, 24GHz T/ u— ¥ ¥ A h &N FE

7
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Cisco Mobility Express 21 > b 0— 35 MDEXTE

ATy T2

ATvT3

RATv74

ATy Th

ATvT6
ATy T17

Over-the-Air 2y b7 v T D4 H— K B

Web 77 U & EHE) L. http://mobilityexpress.cisco (27 7t A L ET, ZHIFRTEY 1 ¥ — RiT
UEA VL7 RS, Admin 7 A Y & FOR—URFRINET,

WROINT A—2EBEL., [Start]) RZ¥ %27V v 7 LT, 2> ba—FTAdmin 777> F%1E
Eibiﬁ‘o

CEHEOL—FHEANLET, KT 24 LFO ASCIH XF T,

CNRXAT—FREANLET, KR T2UILFOASCIHLETT, AT — K2 ANTH L X
WDOEHIITHRTEL TSN,

°NAT— RIZIE, /NXF, KXF, BT, BHRXF0I> 5, 3 2L EOXTFT T 2D
FEREENTWALILERH Y £97,

° NA T — RNTR U A LT 4 R0 IRTZ LI TEERA,
CHMDNRAT =R L LT, MEMTONI2—F A LECLORC—FLEZMII LD
DIIEATE EH A,

° XA — R|ZiE, Cisco EWVWIFBDORLFE/NLFIEF LIZH DR FONEF % A
BZ27-H D (cisco, ocsic 72 &) HHFEHTEEFHA, T, i0RDOVIZI. L 1 &, o
OROVIZ0OZE, sDRDOVICSEFEHTHZ LITTEEEA,

[Set Up Your Controller] £ 2 > 2 > T, TFZ#ELET,
CVATLAEANTLET
cFeyv7H Y URARPLEZRRLET
* A ERFZNIEBIICAD SNE TR, FEITRETHZI L TEET
ke TH T VR RNPLEA LY — U EBIRLET

WCAFIET DHE1E. NTP VP — O IPT7 RLAEZ AN LET, ZAICTDE, NTP /—
w#ﬁ%m RSN ET

ca b —TDEHIPT FLAZ AN LET
YT Xy kAT EAALET
FTIFNN = T A B AN LET

A5 DHCP H— &l L T 5454 . [Enable DHCP Server(Management Network)] % #2012 L £
9, Mobility Express = > b 2 —F _EDOWNHE DHCP — % i i3 534 . DHCP ¥ — ORI #E{F
WMEfRELET,

[Next] 27 U v 7 LET,

[Employee Network] @ T @ [Create Your Wireless Network] C, LA N Z5%E L £7,

Xy NI EANLET
X2 VT 4% WPA2 X—YVFLEHIIWPA2 2o X —T T4 XL TCRay 7 Xy

A P GBEIRLET
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ATvT8

ATFvT9
ATv 710

Cisco Mobility Express 2 > FO—5 DHE |

Yy NI—=9 TSTTFURTLA

* WPA2 N— Y TNV EFRINLIZGEF, RAT7L—XEAHLET

[RF Parameter Optimization] Z 82N LT, L FEZRETH I EHTXET,
* MBS UC, [Client Density] A7 A X 81 LE7
* [Traffic Type] 72> &, [Data] % 72 1% [Data and Voice] Z iR L £ 4

[Next] #7 U » 7 L7,

NR—UTHELEMR L, [Apply| R¥ > %227 Vw7 LET, T/ BARA L MOFREIL, EENE

WZary he—JHRBE T LET,

G¥) T ARA Y MHBHEE) L, EENLIZ, https:<management ip_address> % {1 L T,

7 Z W5 Mobility Express =2 h 12— WebUIL (2w 7 L £, Cisco Mobility
Express = hm— 7%, HTTPS IZH CEBAGEAELMEN L E T, 20D, §XToO
TI W TEE Ay —UREIRIN, GEAENRT T U IR S A BRICHIS DR TE
THHFATT AN E I DEMHERINET, 2OV AT &25%1F AT, Mobility Express © 7
AVYLVALAN 2 hr—=70R 7 A X=U~DT 7R TELFET,

2y D=0 TSTF7URTLA

(F LI

Jl Cisco Mobility Express ') |) —X 8.6 BAHA KR

VAADR Y NT—0 TFZ3 T TR TFADY Y a—valii, TVH—T T4 X Ry hTU—
I aROBERRICK L, YN TEF 2T Rta—E A& L, CiscoMobility Express % 7
D= ST AEDICEH LW A foa— LT U RERSICLET, 2OV Y 2a—2 g T
i, 79U R VAL vary —EA AT LIR, FREFFOMAEGDEEFENL T,
Cisco Mobility Express, A2 )b—%  AA v F THREINLITZ VX —TFTA X Xy NT—T D
MAESINE7rneva=r 2l 3EEe Xy FOEATT AR =R E LTREELET,
VAADFy NI—T T TR T T TV r—varEFRLTYH A haFERI 7 rE Y
=227 L. %A bIZ Cisco Mobility Express X[J5D T 7 & A KA > M &BIMTE £3, ZOMEEIC
I, 77k KA MEBRDAT] & Mobility Express X it~D 7 7 E A KA v b ETHEITT 5
ayhe—=90ary ke —IRET7ANDT v 7 a— R FREENET,

YE3£38 13 Cisco Mobility Express ®f it~ 7 7 & A 7RA o b 2% & L CEIRZ AL &, DHCP, DNS
FTFI T RIEA Vg —ERXEHH L TCiscoAPIC-EM =2 b o —F 2 A& L
7, BERE 7 28 ANET L2k, APIL, 2— B A PP —"0nbar b —FRE7 7 A
NaEHETra—RTL0, FE3F—Fy heT PP —NIZUV XA LY 85777 K UH
ALV varyP—rvREWELET,



| cisco Mobility Express 7 > k 01— 35 DB E
LEZS

L 2 2a0xy VU= 757 7R 7rA 203 % APIC-EM U U —2 1.4 LIFEIE, Cisco
UCS 72RO — i~ E LTHRA P EnET,

2 7 7%&A KA : Cisco Mobility Express ¥ 7 b ¥ =7 % 3479 % Cisco 802.11ac Wave 2 7 7
TZXARA Lk,

3 avbhe—FHE: Xy U —27 PnPIZT v 72— K3 578D Cisco Mobility Express = > k
H—TRET 7 A,

APIC-EM T 1 R A/NY AT 3>

1 #7343 2 LT DHCP $— 3% E L. Cisco Mobility Express X577 A KA >
N CAPIC-EM 2> bu—J 2 HERH T2 HIcLEL (WU R IUAA LIV a vk
TARLTWARETOEAIIA T > a 3308 HY £HA) . DHCP A7 >3 43 1%, &%
EEN TS DHCP U — 33574 (A7 a v 43ascii [5AIN;B2;K4:1192.168.1.123;J80) ) %
R L E T,

N

GE) 192.168.1.123 (X APCI-EM H— "D IP 7 K L AT,

2 #2713 A PnP Y— 3% [pnpserver.yourlocal.domain| #{fH L C DNS (ZIEBMT&E £,
(A7 varBRFESN TN W EOBET) DHCP 7 4 A /3U 53, APIC-EM =2 > |k
0 —FDIPT RLADEBIZKBLIZSES, YAaDT 737 7 R 7L =—V = M,
DNS /vy 7 7 v 7 REFML LS & LET, DHCP H— bk hicry U —27 R A
A VRIHSE FRHIRESNIZA A M Tpnpserver] Z{EfH LT, APIC-EM 22> hu—3
DFERER N A A >4 (FQDN) ZAERK L £, 72& 21X, DHCP H— 3020 RA A U4
lcustomer.com] NI NTZHE, YAaDTF T 7 T R FLA10S=—V = MM
[pnpserver.customer.com| &9 FQDN ZA{ER L 9, KIZ, ZT®D FQDN D IP 7 R L R % fif
KT D701, = F—L F—_"EEHLET,

3 VSR UEAL Y ary —ERITIE, A F—F v b~DHEERE L
ldevicehelper.cisco.com| ZfiFikTX 542072 DNS r— "M TH, 7T U R VXA LY
a3 > % —E A Cisco Mobility Express 7 27 Z A7R"A % APIC-EM (2 V) XA L7 h L%
-3‘0

APIC-EM/=: ) kT —% PnP H—/\DERE

Y4 FOEFIIOED I ZVSNOT—H 70—

AADFy M= T T TR LA EoTHEYA FOFRI 7o Ya = 7BIW
FHENTEET, HILWYA FEERTDHEXIZ, VAIDRY NI~ T3 T TR T A
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Cisco Mobility Express 3> 0—35 0&E |
B APICEWR Y FT—% PaP H— DT

TEP L 7z Cisco Mobility Express = hr—F | RET 7 A /L, A DB IO Y T ALES
ERERAZOEYa =7 TEET, ZhUT, YA NRERICHEEET 2729100 H R & i F b
BLORHEL L £,

Z DOMOBERESC PP i E DFEHIZ DWW TIX, ROV 7 ZZH LT 7ZE VY, http:/www.cisco.com/
c/en/us/support/cloud-systems-management/one-enterprise-network-controller/
products-installation-and-configuration-guides-list.html

Xy NT—21ZH A FEFERI ey a=r 7151203, ROFIEEX2FEITLET,
1 v hU—2Z PnP IZ Cisco Mobility Express 2> kB —F DFRET 7 A V& A R — k
2 Fuvxr FoERK

3 7’m Y= BT CiscoMobility Express xfiin 7 7 £ A RA > h&ZBIML 2> hva—F 5% E & B
7%

2 k7—% PnP ~® Cisco Mobility Express SXE 7 7 1 LD A > 7ik— k

FIE

ATwF1  APIC-EM =2 hu—F|Zu /4 > L, [Network Plug and Play] > [Configurations] (2% L %9,
ATvF2 [Upload] 27 Vv 27 LT, avhu—IREET7 v 7 —RFLET,
RATYFT3 wm—An~wirnbary ha—J0ORET 7 A NVERRLET,

[©] .luil APIC-EnterpriseModule /  Network Plugand Play
[ Dashboard Projects Unplanned Devices Images  Configurations Bulk Import Settings
o
=
o Yriters
% [ UserUploaded v Config Name Size (Bytes)
& x
54 aws me config.tdt 25971
ocl Qsearch
948
% config.txt 29714
10 v 3 Config(s) 1

JOo Y FOER

FIE

AT w71 [Network Plug and Play] > [Projects] (/%) L %9,
ATvFT2 Tavzl FoL4RIEADL, [AdARZ &7V v 7 LET,

Jl Cisco Mobility Express ') |) —X 8.6 BAHA KR
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| cisco Mobility Express 7 > k 01— 35 DB E

APIC-EM/ Ry k7 —%4 PP H—nnBE I}

@ il APIC-Enterprise Module  /  Network Plug and Play % admin &
ﬁ Dashboard C Unplanned Devices Images Configurations Bulk Import Settings

')

L

= Project |SITEA “ Edit Clone Delete

Showing0ofa %

=

i X
99

ATY T3 [Create] R¥ > %27V w7 LT, 7rv=’ FafERLET,

TFTP Path

@ whuilie APIC-Enterprise Module  /  Network Plug and Play APl 41 | admin &
[ Dashboard Unplanned Devices Images Configurations Bulk Import Settings
o
8/
=] Add Project x
=
% Project Configurations
]
Project Name * SITEA N
9
o
a TFTP Server
#

©lnstaller Notes

e

702 x4 kA Cisco Mobility Express ®IiG 7V X R4 > FDBEMETY FA—
T R E DEEM T

FIE

ATw 71 [Network Plug and Play] > [Projects] (258 L £,
AT w72  [Project Devices] D FiZd D [Add] RHZ %27 V) v 7 LET,
ATv 73 [AddDevice] 7 4~ RU T, ROEREATILET,

* Device Name : (K% A MI—EDLHIT) T34 A4 AT LET

*ProductID : Ky 7 X7 URARMNLT ZEARA Y FOT/SA AID Zi&RLET,

* Serial Number : Mobility Express 77 £ A iRA > b DT U T AESEZ A LET,

*Config : FILWRELZT v 7' m— R4 57 LIENIEMLIEREY 7 A MV ZBIRTE L4,
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Cisco Mobility Express 2 > FO—5 DHE |
B cCisco Mobility Express #{# A L1z APICEM : v kT—% 55 7V R FLABAAX T3>

ATy T4 [AddRZ %7V v7 LET,

rhedls APIC-Enterprise Module  /  Network Plug and Play API ﬁ admin &
Dashboard Unplanned Devices Images Configurations BulkImport Settings
Add Device x

Device Configurations

Add et | [ Reset [ orefresh |
| J ) ey *

SR - PR

Device Name * AP1852
Y Filters
Name Product ID * AIR-AP1852I-B-K9
age Last Contact Status
erial / MA | Serial Number KWC202201IN 1]
Product I Config config.txt oS —
Statu " &
© Credentials Configurations
UDI Authent
v
Device Certificate
Oclear || Qsearch

sl APIC-Enterprise Module /  Network Plug and Play

.9@

Dashboard ojec Unplanned Devices Images Configurations Bulk Import Settings
&
L
g Project  SITEA “ Edit Clone Delete
=
A SITEA Devices
L] Add Edit Reset Delete 2 Refresh
¥ ritters
a Name Device Certificate Serial / MAC Product ID Config Bootstrap Image Last Contact Status
9? AP1852 KWC202201IN AIR-AP1852I-B-K9 config.txt Pending
10 v 1 Device(s) 1
© Clear Q search

Cisco Mobility Express Z={£F L /= APIC-EM =y k7 —%
TS TR T EAAF T3y
Fv NU—2 FZ 5 TR 7 LA & L7z Cisco Mobility Express D3 A i, 2 2DE AL
Ta PP AR—hrINTWET,

FF3A4_X—k 757 RO APIC-EM = hu—F
APIC-EM 2 b —F3~D I T RT3 7 T R LA BGRICE D2V 2417 b
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| cisco Mobility Express 7 > k 01— 35 DB E
I54_—r 559 kpAPICEM Y fa—5 ]

TI3AR—+ I FJFOAPIC-EM O FO—F

ZOBAAT g NliE, AT 343 FIIEDNS T 4 A AN 2R LT, Cisco Mobility
Express 77 £ A RA v ML o THRIHTE 54 7L I A APIC-EM 22> b —F NUETT,

H1: F5A4R—+4959KT7JA—DOAPIC-EMa> FA—5

Master AP

running PnP

Agent —-—
1

DHCP EEEEEEEEE— L AN/INternet .;.',. ) .

server 4

DHCPRequest Y e e e = = —— - 4

PnP Server uses |
self signed SSL |
certificate 1

DHCP response with
APIC-EM IP address o

in DHCP option 43

PnP Agent initiates HTTP communication
with the server and sends the device UDI

PnP Agent installs local frustpoint, ° :::Siir‘;/:rsr::zi’y;;tJDl
for the server SSL certificate el

e HTTP PnP work request with device serial number (UDI)

HTTPS PnP work request with device serial number (UDI)

PnP Agent initiates HTTPS communication
with the server and sends the device UDI

PnP Server receives UDI
e and sends ME controller
configuration over HTTPS

A7 a431%, APICEM 22 br—J 0P 7 RLAERLCWET, 7343 T
DHCP A 2 —7 %@ ET 51213, UTIORTBAUTHE D 2 ENEE TS, LUFOFIT, 192.168.1.123
I, APIC-EM =2 hr—F D IP 7 KL AT,

ip dhcp pool pnp_device pool

network 192.168.1.0 255.255.255.0
default-router 192.168.1.1

option 43 ascii "5AIN;B2;K4;I1192.168.1.123;J80"

DNS 7 4 A B\ A7 a & LT APIC-EM =1 b — 7 k3 £(2i%, DHCP A 21—
T DDNS =& AL A ERELET,

ip dhcp pool pnp device pool
network 192.168.1.0 255.255.255.0
default-router 192.168.1.1
domain-name cisco.com

dns-server 172.20.229.8

APIC-EM > brAO—5~ADI SO K TS F7UOR TLAERICKD
)EA4 LYk

7R IVAA VT ary P—E AL, APIC-EM = k 1 —F|Z Cisco Mobility Express Xf i~ 7~
TR ARAL FEVEA LY FT B0, PZaDRT Y w7 RAT v K757 REfRL
£, f/NELEIE. Mobility Express 77 Z A RA > b X NU—2Z, Y AaDRT Y v 7
7 7 RIZEIE#ERRE72 DHCP, DNS, #n"H 52 & TF, ZOEAA T 3 > TiL, DHCP A a—
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Cisco Mobility Express 2 > FO—5 DHE |

I9S59RTSTFUoRTLA TRARYFEAL LY F FRED 3= DT o0~

TOXT v a v BERETHUNELDY ¥ A, @57 A NTIL, DHCP 7 RLAZEGL, B
B & 41TV % Mobility Express AP 7> [devicehelper.cisco.com] |Z ping % 2515 L £ 7,

K2: APIC-EMO > +tO—5 JA—A~ADY SO R TS5 7R T4 TRARYEAL LY k

2 cJ ‘.r1@!—ﬂ

DHCP server ]
responds with device
IP, domain name and |

DNS server Device establishes

communication with
Cloud Redirect Server

PnP Agent initiates HTTP communication with
the APIC-EM server and sends the device UDI

PnP Agent installs local trustooint
for the server SSL certificate

PnP Agent initiates HTTPS communication
with the server and sends the device UDI

HSHYRKRTSHTTF7Y
gno—4-o0—

Cisco Cloud

Redirect

DHCP Request

Device creates pre-defined cloud redirect server

name (devicehelper.cisco.com) and resolves for IP

address

_eHTTP request with device serial number (UDI) i

Server

Cloud redirect server
receives UDI and sends
APIC-EM IP address

° HTTP PnP work request with device serial number (UDI)

HTTPS PnP work request with device serial number (UDI)

°_

_°

KJLA

—

T/\

\ (A )FA LY TOEDS

PnP Server uses
self signed SSL
certificate

PnP Server receives UDI and
sends server SSL certificate over
HTTP

ok varTiE, VIURTITTTUR T UL — A& HEH L TAPIC-EM = b
= — 7 |Z Cisco Mobility Express D7 7 B A RA » ba ) XA L7 8T 572 DDOFNRIZ O TR
LET,

I RNTTT TR T A ERIC
b\i‘ﬁ_o

A~—KNTHUr MBS T 5
APIC-EM 21> b —F a7 7 A )V EERT S

T /3A A U A NI Mobility Express X7 7 B A KA > M & BINT 5

APIC-EM =2> hm—F 7’11 7 7 A JLIZ Mobility Express Xtz 7 7 & X R A b & BSdfT 1T %

LDV HA VT N B —ERERETDHITIE., ROFNEIZHE

B W N -

Z DAMOFERES PP % E DFEMIZ DWW TIEL, ROV 7 2B LT E SV, https:/www.cisco.com/

c/en/us/support/cloud-systems-management/one-enterprise-network-controller/
products-installation-and-configuration-guides-list.html
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AR— b THOV FZEBIRIT S

FIE

ATw 71 http://software.cisco.com [ZBE) L £,
ATV T2 A~—bTHUV NERETLI, BEOA~Y— KN THU Y Moa /A LET,

Log in to access all features

Cisco Software Central

Register for a Cisco Account.

Download & Upgrade Network Plug and Play @ License

Software Download Plug and Play Connect Traditional Licensing
Download new software or updates to your current software. Device management through PnP Connect portal Generate and manage PAK-based and other device licenses,
including demo licenses
eDelivery Learn about Network Plug and Play
Get fast electronic fulfillment of software, licenses, and Training, documentation and videos Smart Software Licensing
documentation Track and manage Smart Software Licenses.
Product Upgrade Tool (PUT) Enterprise License Agreements
Order major upgrades to software such as unified Generate and manage licenses from Enterprise License
communications. Agreements.
Upgradable Products
Browse a list of all available software updates.
e o
Order Administration
Buy Directly from Cisco Request a Smart Account
Configure, price, and order Cisco products, software, and services. Available to partners and to Get a Smart Account for your organization or initiate it for someone else

with a direct
Request Access to an Existing Smart Account

End User License and SaaS Terms Submit a request for access to a Smart Account.
Cisco software is not sold, but is licensed to the registered end user. The terms and conditions provided
govern your use of that software. Read them here

Manage Smart Account
Modify the properties of your Smart Account and associate individual Cisco Smart Accounts with your
Smart Account.

APIC-EM O > hO—5 JOJ 7 A IILE1ERLT

FIE

AT w71 http://software.cisco.com (ZBEN L T, /1 LET,
AT w72  [Provisioning] > [Plug and Play Connect] (2 &) L £,
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Cisco Mobility Express 2 > FO—5 DHE |
B /59F I35 7R TLA FRLARYEALY L TAESa=VFDOT—H 70—

Worldwida [change]
alaln
Products & Services Support How to Buy
cisco R 7

[ e,

Training & Events Partners

CiSCO Software Centl’al English [ Change ] & Hello, Rajat Tayal PnP Test Account - KB

Network Plug and Pla:
| ﬂ

— T 4
Download & Upgrade Network Plug and Play € License
Software Download

Plug and Play Connect
Download new software or updates to your current software

Traditional Licensing
Device management through Plug and Play Connect portal

Generate and manage PAK-based and other device licenses,
eDelivery

including demo licenses
Learn about Network Plug and Play
Get fast electronic fulfillment of software, licenses, and Training, documentation and videos
documentation

Smart Software Licensing
Track and manage Smart Software Licenses.

ATw 73 [Controller Profiles] #7 U v 7 LET, N—F ¥ /L ThHUy hERIRLET, Fio TGS
. ETER—F L ThH Y FERERLET,

ATv T4 [AddProfile] #7 U v 7 LT, HiLWwartn—7 Y77 A )LE2EHRLET,

unt | Log Out My Cisco

Products & Services Support

How to Buy Training & Events Partners

Cisco Software Central > Device Redirect

Device Redirect

Devices Controller Profiles|

Virtual Account: TME ~

Add Profile. Edit Make Default Show Log

{ Hello, Rajat Tayal EE3 PnP Test Account

Feedback Support Help

Profile Name Controller Type Default Description

Used By
—| TME-APIC-EM

PNP SERVER APIC-EM SERVER IN TME LAB 10

Showing 1 Record

ATw 75  [Controller Type] # PNP h— "L LCRry & U RNLERL, [Next] 27 U v LE
hj‘o
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Add Controller Profile

er q

Prafile Type

Choose the type of Profile to be created:

+ Controller Type: | PNP SERVER - |

ATvT6 KOEREATILTCNext] 227 Vv LET,
1 FPnry A%
2 i
3 IPv4. IPv6, HTTP, FE7ILHTTPS ZER L, PNP y—OHFAE, IPT FLAEZ AT LE
R

GE) HTTPS Z@®R+ 5851, SSLAFAEL A VAR—FLET, £/, LEISLT, &
HoFY aryhe—SDERYATEET,

Add Controller Profile

STEP 1 v STEP 2 STEP 3 STEP 4
Profile Type Profile Settings Review

Profile Settings:

* Profile Name: APIC-EM
Description: APCI-EM for Site A @

* Primary Controller:

| Pu ] fHrea #] | 1m22022007 |

IPvG HTTP:H €.g. 2001:0db8:0a0b:12f0:0000:0000:0000:0007 80

¥ Secondary Controller:

Cancel Back

ATy Tl TURVEMHERLTC, avbha—F a7y A VEBINT 57202 [Submit] R¥ %227 U v/
L. w#%IZ[Done]l &7 Vw7 LET,
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Add Controller Profile X
STEP 1 v STEP 2 v STEP 3 STEP 4
Profile Type Profile Setfings Review onfirmatio

Review the following options to make sure they are correct before you Submit the changes.

Profile Type:
Controller Type: PNP SERVER

Profile Settings:

Profile Name: APIC-EM
Description: APCI-EM for Site A
Primary IPv4 Address: 172.20.229.17
Primary Protocol: http

Primary Port: 80

Cancel Back

Add Controller Profile X
STEP 1 v STEP 2 v STEP 3 v STEP 4
Profile Type Profile Setfings Review Confirmation

! The controller profile "APIC-EM" was successfully created.

Done

T RRGTe Name TConvolerType | Demat | Descrpton ' Teeaey

] TME-APIC-EM PNP SERVER APIC-EM SERVER IN TME LAB 10

T /34 X 1) R kIZ Cisco Mobility Express X{[57 2 £ R R4 > ~%&BIMT S

FIE

AT w71 [Provisioning] > [Plug and Play Connect] (258 L £9°, [Devices] %7 U v 7 L %7,

ATw T2 [Devices| 227 Vw7 LET, X"—=F ¥ THU FEERLET, FFoTORWEAZ, £7°
N—=F )L THhor MafERLET,

ATw 73  [AddDevices| RHZ %27V v 7 LT, H LT 3A A (Mobility Express 77 ¥ A RA k) %iB
muEd,
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Worldwide [change] ged In | Account | Log Out My Cisco
il

Products & Services How to Bu: Training & Events Partners m
cisco L 2

Cisco Software Central > Device Redirect ; Hello, Rajat Tayal PnP Test Account
Device Redirect Feedback Support Help

Controller Profiles

Virtual Account: TME ~

Edit... Delete Show Log
Serial Number Base PID Product Group Status Description Controller Last Modified
Al $l A 4 Al 4| | & Select Date -

FCW2024NNTP AIR-AP3702I-B-K9 Access Point Pending CL-Berlin-Flex-PnP2 TME-APIC-EM 2017-Feb-12, 22:09
~ FCW2025N4KF AIR-AP3702I-B-K9 Access Point Pending CL-Berlin-Flex-PnP1 TME-APIC-EM 2017-Feb-12, 22:08
| FOC20364X9E AIR-AP1815I-B-K9 Access Point Pending 18151 TME-APIC-EM 2017-Feb-12, 21:40
"~ FCW2034NWXY AIR-AP3802I-B-K9 Access Point Redirect Successful AT&T 38021 PNP Demo TME-APIC-EM 2017-Feb-09, 22:14

F0C20364X9U AIR-AP1815I-B-K9 Access Point Pending CDW 1815| PNP DEMO TME-APIC-EM 2017-Feb-08, 19:23

KWC192905DC AIR-AP1852I-B-K9 Access Point Pending CDW 181521 PNP DE..& TME-APIC-EM 2017-Feb-08, 19:23

FJC2024F2TZ AIR-AP2802I-B-K9 Access Point Pending Cristian-ap TME-APIC-EM 2017-Jan-27, 00:54

FJC2029F5KY AIR-AP3802E-B-K9 Access Point Redirect Successful TME-APIC-EM 2017-Jan-17, 04:57

Showing All 8 Records

ATV T4 TFTALREERRLRH SN TS CSV 7 7 A V& A R— 3 5), [Enter Device info] % F8) TiE
WLET, [Next] 227 Vw7 LET,

Worldwide [change]

Products & Services Support How to Bu! Training & Events Partners
cisco L Y g s s

Cisco Software Central > Plug and Play Connect English [ Change ] = Hello, Rajat Tayal &3 PnP Test Account - KB

Plug and Play Connect Feedback Support Help

Controller Profiles Configurations Configuration Templates

Virtual Account: TME ~

Add Device(s)

Identify Source

Identify Source ok Download Sample CSV

Select one of the following two options to add devices:

v

Import using a CSV file

Tl Also add Configuration to the Device D

Contacts | Feedback | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Policy | Trademarks

y Express ') 1) —X 86 BAHA K




Cisco Mobility Express 2 > FO—5 DHE |

B /59F I35 7R ILAFRARYEALS F FAESI=LSDTI—H JO—

ATy TH

ATvT6

alia]n
CisCco

Products §

Cisco Software Central > Plug and Play Conneci

Plug and Play Connect

Devices Controller Profiles Configurations|
Virtual Account: TME ~

Add Device(s)

Identify Device

= Serial Number

* Base PID

Controller Profile

Description

FOC125DR3
APIC-EM -

Enter short optional description for this device. ‘

Cancel Save

[Identify Device] "% > % 7 U v 7 L %7, [Identify Device] 7 4 > RUNKR v 7T v 7FERINFE
LU T NE S % ANJ] L., [Base PID] 33 & U [Controller Profile] (LARGIZVERL) Z3IRL F 9,
[Save] R X ANZHEWT [Next] RZ &7 ) v 7 LET,

R Hello, Rajat Tayal @3 PnP Test Account - KB

Feedback Support Help

STEP 1 ~

Identify Source

Identify Devices

Enter device details by clicking Identify Device button and click Next to proceed to the next step.

<+ Identify Device...

Row Serial Number

!- Cancel | Back |

STEP 2

Identify Device(s)

Base PID

STER 3 STER 4

Review & Submit Results

Controller Description

No Devices to display.

0 A

@ vaid | @ Erors | @) Existing

Actions

No Records to Display

Next

T MU EHERL, [Submit] R¥ %7 U w7 LTT NS AEBMLET,
Vo7 LET,

N

%12, [Done] & 7

piil
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Cisco Mobility Express 3 > F A— 5 DRE

ATvT1

939873

alialn
CIsco

Products & Services

GT7UoR LA TNAR

Support How to Buy

UEAL LYk TRED

Worldwide [change]

Training & Events Partners

aZyvomI—4s 70—

nt | Log Out

My Cisoo

Cisco Software Central > Plug and Play Connect

Plug and Play Connect

Devices Controller Profiles Configurations

Virtual Account: TME ~

Add Device(s)

see | v

Identify Source

P D

Identify Device(s)

Configuration Templates

3v

Review & Submit

English [ Change] &

4

Results.

Hello, Rajat Tayal PnP Test Account - KB

Feedback Support Help

Attempted to add 1 device(s)

Successfully added 1 device(s) !

It may take a few minutes for the new devices to show up in the Devices table. Please wait a minute or two and refresh the page as needed

Contacts | Feedback | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Policy | Trademarks

TNAANBMEN, AT —FARREIRE (VF AL rvay) TOLHIEEMRLET,

alaln
cisco

Products & Services

Cisco Software Central > Plug and Play Connect

Plug and Play Connect

Devices Controller Profiles Configurations

Virtual Account: TvE -

How to Buy

Configuration Templates

Training & Events

Worldwids [changa]

Partners

English [ Change |

My Cisco

unt | Log Out

& Hello, Rajat Tayal PnP Test Account - KB

Feedback Support Help

4+ Add Devices. .. C
Serial Number Base PID Product Group Controller Configuration Last Modified Status Actions
Any - | | Any - | [ SelectRange v | | Any v | ClearFilters
FOC125DR3 AIR-AP1852E-B-K3C Access Point APIC-EM - 2017-May-03, 23:00 IShow Log. v

Contacts | Feedback | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Policy | Trademarks

Showing 1 Record
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Cisco Mobility Express 2 > FO—5 DHE |

Cisco Mobility 7 7 £ X /R4 > DR

Cisco Mobility 7 7 £ X R4 > kDL

# L\ Mobility Express 1 N & BT 5121L, 777 7 K 7 LA —eARHET 53 bk
v — F 3% E & HH L7z MobilityExpress 7 7 EAKRA  hTRESINTWAZ LR LET, 7
FANR—K 7T REALFT a0 APIC-EM =2 b u—F 24 544, DHCP 22—
DA T2 43 £ EDNS T 4 A AN ZFHET HLENH Y 7, APIC-EM 22> hr—7
ANAT v arv~DIITORTIT TR TUAERICEI DY XA v NEERT 256, 77
URTFTT TR T A EROMET 5 ET TN APIC-EM =2 he—JZIEFICY XA L
JRENTWDZ EBHERLET,

Z ZTiX., YA K TMobilityExpress 7 7 E A RA > b aEm LET, V1 FTIHEUEDT 7 &
A RA v b E R LE T, BEO Mobility Express 7 7 & 2 KA ¥ b3 A R THEHEESNA TN D
e, S AX—BIRBRINCEEL, SAX—T 7T BARA  PRBIRINTZHZIZOHA, v b
T—0 T30 T o RTvA =R EDBELZRMB L, AL ST a AR R, 2 br—
TRET7ANEL T A —RTHZ LICEBRELTLLEZ N, DT 72 A KA ME, *v b
=0 I3 7 TR T =R LOBFEERABLETAL, 2 bR —TRET 7 A /VINT
JTEARA L N TCH Yy a— RS, BEEBL T he—J#iEZ23TLET, 1 b
BODTIRARAL NI WRBT 7 EA RS PELTFAY— T 7HARA L MIEML
£,
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Cisco Mobility Express @ A& DHCP H-—/\
=

UU—283.102.0 025, WEDHCP — "2 LT, 727 B A KA > B L TWLAN O %
a— 7% AERK T & £, Cisco Mobility Express TIELAEl 17 {0 DHCP A 22— 7" 34 48— k &
£9, WESDHCP $— 3% i3 % &, Cisco Mobility Express (344 DHCP ¥-— 3% fifi >3 24
AR —_AEFATTDHZLHTEET,

GE)

1 > Mobility Express D& A TIRIRFIZNES DHCP H— /3 &AM DHCP r— %425 Z &
X, VU =85 TIEYAR—FSNTWEEA,

* DHCP A 22— 7 DfERL, 33 ~X—

DHCP X O — D 1ERL

ATv T

ATy T2

W DHCP — 2 HZ L, Day0 Dy N7 v 7 U4 —REBEL W Dayl o=y hr—7
WebUI % f#f 5T DHCP A 2 — 7 Z/ER C& £, %, WLAN |[Z X a—7 %2 BfHiT 5355,
Dayl ® =12 k22— WebUI % fifi > T DHCP A 22— 7 Z/Emk L £ 7,

ay hr—FWebUlZFEH LT, Aa—7%/EKL, WLANIZBIEST T 5121%, LT OFNEICHE
Wk,

FIE

[Wireless Settings] > [DHCP Server] > [Add new Pool] (%8 L %3, [Add DHCP Pool] 7 1 > R U H
Ry TT v TRRSNET,
[Add DHCP Pool] 7 4 &~ R T, IRDT 4 —/)L R&E AL ET,

*WLAN 7% @ DHCP 7—IL& % A LFT

Cisco Mobility Express ') ') —X 86 EAH A K [ ]



Cisco Mobility Express (P9 E DHCP #— /s |
B oHeP xo— TRk

* [Pool Status] Z# A5 L ET

*WLAN @ VLANID # A/ L E7

*DHCP 7 747 b Y—REBAE AN LET, 774/ MMI 1 Day TT
Ry RIT—=DIRRYEASLET

*DHCP 7— VORI IP Z AJ L £

*DHCP 7' —/VD#& T IP Z ASJ LET

GE) HLHRINAT IZH T 227 TA T T AL ZAHDOA =T DAL, T4 E
H— A D7=IZ Mobility Express I FA—5 2R T 20BN H Y 4

*DHCP 77— 1VDOTFT 74V s F— T ASTLET
*DHCP =1V DHF— AP ATILET
*DHCP 7= 1VDKRKAL & (AT ary) = AN LET

* Fr—LH—\DOYE ., MEIZG U T [User Defined] 3R L, F—L % —1RDIPT KL A%
AJILUET, OpenDNS K — LA+ — 3DIPT KL AN HEAIIZ AT ATV HE54 13 OpenDNS
ZERLET,

ATv T3 [Applyl 27 U v LET,
ATy T84 Z2a—TEEHK LI, DHCP A a—7 |2~ v 7 & T\ 5 VLAN Z WLAN (ZE] D 4 CTE 7,
WLAN |Z VLAN %%V 24T 25|21, [Wireless Settings] > [WLANs] (28 L £,

ATY 5 WLAN DMFIE LW 5A1E WLAN 2B L, f77E3 2555 13BEfF 0 WLAN i LT, [VLAN
and Firewalll| # 7% 7 U v 7 LE7,

AT 76 [VLAN and Firewall] # 7 C, L FZ&REL£7,

* ZDRIA—TPEFRINAT O WLAN HHOSE . 9 54 7 > b IP E E 721X Mobility Express
a2 FA—35D7ZDIT [Network(Default)] 2R L £ 9

* [Use VLAN Tagging] T [Yes] Z 3R L £7°,
*#4 747 VLANID # AJJLET,

* WLAN O 7= DICLLRTNC/ER L7- DHCP R a— % 5K L $£9, VLANID /X, DHCP A z1—
TERBERLUIZICEBICAT SNET,

Jl Cisco Mobility Express ') |) —X 8.6 BAHA KR
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pHep za—JoER [

Add new WLAN

General WLAN Security VLAMN & Firewall Traffic Shaping Advanced

Use VLAN Tagging I Yes v I

Native VLAN ID | 122 =
DHCP Scope | WiFi-Guest v | VLAN ID *l 20 -
Enable Firewall No r

VLAM and Firewall configuration apply to all
WLAMS

ATv7T1 [Applyl 227 VU w7 LET,
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Mobility Express T® TLS H7R— k

Cisco Mobility Express 1%, 802.11ac Wave2 7 7 & A R A > MIFHAIAENIZAET A YL A 2
Y ha—FOMRETT, T/ EARAL L P TUAL YL ALAN 2> b r—F OREE 1T 5%
HMEIC LD, BRI, £ A P TRRK100 DT 7R RA 2 MEFOH OV A bEI3EK
DY A M2 H—TFTA X TAFY LAY a—v a8 ATEET, v LTI A MEBT
X, BT, WP YA MMIECE S U5 Cisco Prime Infrastructure 2 LT, &34 ~ 2%
HTxEd, 2720, Hr OV A FRISPREHETA V¥ —3 v MIERINTEY ., HHDWAN
RHETER SN TWRWESIL, o0~ LTFH A NEREZEETLIZENHELWVGARH Y
F7,

Z OB A RIS D722, AireOS U U — X 8.6 LI D Cisco Mobility Express CTld, % I% TLS
k> V& BT 5 Cisco Prime Infrastructure Zf# i L T~/ F A NEHEZEH T2 X 9127
DELE, ZNHOYA FOFEEICHZ T, DOTIx #diE# k% RADIUS (ISE) IZHEMH LT, %
NzaEHRy o hTH A b CPLIZIH» TR TE £7°,

et R ~DTLS k> R/ TIZSNMP, RADIUS, BLOSSH K5 7 4 v 7 OLBTRIL. T —
B NTT 4o EBIEFEELZ DOV A P Tr—I V0B ONAZ LIZHEE L TLIZE N,

TLS F R NICIE2 oD a3y R—%y " BH Y F3,

I TLSZ7 747 b : AireOS U U — A 8.6 LA, TLS 27 7 A 7 k& Cisco Mobility Express = —
RIZHZAEN, v A ¥ — AP L CHEITENET,

2 TLS 7 —hv=A : ZHUF, FRIA P TREASHTTLS bRV ERHENS D720 OfRE~
VTT, TLS V= bV = AZZ2 2D F Y NI =2 A Z =T 2 A ZADBHY £7,

a RTVwr xy hT—7  ZHUE, TXTOY AL — AP MO EFER[RE/R X7 U v 7 1P
Tt, TLSZ7 9A T ME, ZOT7 RLAZBHL T, ~AZ—AP L TLS 7 — b7 = A
R TLS b o V&S LT,

b 75 (_X—k xvy hU—7 : ZHiZ. Cisco Prime Infrastructure. RADIUS 1 X OXZF DD
Xy FT =7 FTHRA ANRER SN TWATLS Y — U oA DERICHDH T T A X— K F v
NO—ZDIPT KLATY,
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B nsy—troza

Prime Infrastructure ISE

Central Site
TLS Tunnel is formed from
Master AP from each site to
the TLS Gateway

Client Data Traffic is still
locally switched

Site B i Site D

Site A

-

Private IPs MEsErAD: Private IPs ::: Master AP Private IPs ~3
B 1-G@ g
B 7 B @ 7z ) nsc Y I:@ z
_I-_'jl_ m m _Eﬁl_ _EIF:]_L .._L_ﬂ Master AP _[-.El;:]_l.. ..I:—Ej_ Master AP _...[D E!.

* TLS 7 — b =A, 38 X—
* TLS 7 FA T K, 49 ~_—

TSy —bFkoxA

TLS 7= U = A 3fE~ v TH Y, YA MIBEASNET,

TS 7— b TADIRT LEH

1 g /=31 ¥ : VMware-ESXi 5.5.0/ESXI 6.0
2 VMU V—2

a 4vCPU

b 8 GBRAM

¢ 100GBDA KL —

d NICX2 (T Vw27 %y hIT—0HETFTAR—F %y FT—27H)

3 IPL—F ¢ EMA

a Prime-infra (SNMP) . ISE (Radius) . DHCP ¥ — 3, SSH, =% U 7 VAT L~D
TLS-GW 77 A4 X— K X v T =T WEHEMeN—T 4 > 7 (ZOW L [FRER)

4 TLS-GW /X7 VU w7 IP (X ME-AP OEH IP NHEEMRETH DI MLERH Y 7,

Jl Cisco Mobility Express ') |) —X 8.6 BAHA KR
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TS — koA DERM

LUFDOFNEIZGE> T, FRY A MTTLS = bV = A ZRIAL T EE 1,

FIE

ATy
ATvT2

TLS #— kDA D OVA 7 7 A VER#E L ET,
vSphere 77 7 A 7> b Ul C, [File] > [Deploy OVF Template] |28 L £,

TS 77— bV A DERA

2

172.20.229.6 - vSphere Client

entory b [Fl Inventory

[EETPESIRA. summary | Virtual Machines | Resource Allocation [ Performance | Configuration |

close tab [X]

What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESXi, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and

Virtual Machines

give virtual machines access to storage and network
connectivity.

‘You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance.

Host

The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it, such as Windows or Linux

vSphere Client
Basic Tasks
[ Manage this host from vCenter Server

&' Create a new virtual machine

File | Edit View Inventory Administration Plug-ins Help
New »
Deploy OVF Template...
Export »
Report »
Print Maps »
Edit
Recent Tasks

Name, Target or Status contains: ~ Clear X

ATvT3

B—N < DTS F—hU=A OVA 77 A NV ESRLET,

Next] 27 U v 27 LET,
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B sy tryz(0EH

@ 172.20.229.6 - vSphere Client
File Edit View Inventory Administration Plug-ins Help

(«H>] ‘@ Home b g Tnventory b [l Inventory| Deploy OVF Template
ﬁj & Source

Select the source location.

{ DNA-Sensor2
Getting Started QT

Source
B OVF Template Details
What is a Host? Name and Location
A host is a compu E‘Sk?;m? "
Ready to Comple!
as ESX or ESX, tof Deploy from a file or URL
CPU and memory
give virtual machi [C:\Users\adminisrator\Downloads\msp-ts-gw-0.1.7.6 18.0va | [eromse... |
connectivity.

Enter a URL to download and install the OVF package from the Internet, or specify a location
You can add a viri] accessible from your computer, such as a local hard drive, a network share, or a CD/DVD drive.

one or by deployi
The easiest way t
virtual appliance.

machine with an of
installed. A new vi
system installed of

Basic Tasks
[§# Manage this|

& create ane

<Back Next > Cancel

Y
Recent Tasks Name, Target or Status contains: ~ Clear X

ATY T4 OVFT Uo7 L— Otz R LT, [Next] 27 Vv 27 LET,

@ 172.20.229.6 - vSphere Client a

File Edit View Inventory Administration Plug-ins Help
B B [@ rome b g mventory > F mventory| & Deploy OVF Template [= =] ‘

+ OVF Template Details
4 @ Verify OVF template details.

localhost.Jocakdomain

Getting Start

Source
OVF Template Details
Name and Location

Ahost is a compul DeicFomat e

as ESX or ESXI. Network Mapping
J Ready to Complete - Ope
CPU and memory e
give virtual machi
connectivity.

What is a Host? Product: tisgw_ova

You can add a vir Dowrload size:  1.8GB

e O By ey Size on disk: 7.6 GB (thin provisioned)
16.0 GB (thick
The easiest way t (thick provisioned)

virtual appliance Desaription:
machine with an of
installed. A new vi
system installed or

Basic Tasks
[ Manage this|

&' Create a nes

== =

Y.
Recent Tasks Name, Target or Status contains: ~ Clear %]

AT TS TLS 7 — FU = A DB~ v OL4FIZEE L £,
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ATvT6

ATy 71

TS 77— bV A DERA

@

File Edit View Inventory Administration Plug-ins Help

& @
72.20229.6

3 DNA-Sensor2

localhost.Jocaldomain

Name and Location

172.20.229.6 - vSphere Client

Specify a name and location for the deployed template

What is a Host?

Ahost is a compul
as ESX or ESXi, 1
CPU and memory
give virtual machil
connectivity.

You can add a virt
one or by deployirf

The easiest way t
virtual appliance.

machine with an of
installed. A new vi
system installed o

Basic Tasks
[ Manage this|

& Create ane

Source
OVF Template Details
Name and Location
Disk Format

Network Mapping
Ready to Complete

Name:

[rscud

The name can contain up to 80 characters and it must be unique within the inventory folder.

<Back | Next > I

=1

4

Recent Tasks

Name, Target or Status contains: ~ Clear X

T4 AT WROBEIE, T7HNVEOEET[Next] 227 Vw7 LET,

@

File Edit View Inventory Administration Plug-ins Help

localhost.localdomain

() DNA-Sensor2

Disk Format

172.20.229.6 - vSphere Client

In which format do you want to store the virtual disks?

@ B [ ore o v+ 9 vl G e =

What is a Host?

A host is a compu
as ESX or ESXi, tof
CPU and memory
give virtual machi
connectivity.

You can add a viry
one or by deployil

The easiest way g
virtual appliance. 4
machine with an o|
installed. A new vi
system installed o

Basic Tasks
[ manage thi

& Create a ne:

Source

OVF Template Details
Name and Location
Disk Format
Network Mapping
Ready to Complete

Datastore:

Avallable space (GB):

' Thick Provision Lazy Zeroed

|datastore1 (8)
22290

€ Thick Provision Eager Zeroed

" Thin Provision

<Back | Next > I

=

4|

Recent Tasks.

Name, Target or Status contains: ~ Clear

x

Fy NI —=0 = B TOERIE, RNT Vw7 Xy NT—=T f L H—T = ADSEHF Y hT—
JEBEBNLET, [Next] 27 Y v 7 LET,
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TS 77— b7z 14 DERH

@

File Edit View Inventory Administration Plug-ins Help

172.20.229.6 - vSphere Client

€Y tome b g7 Inventory b [l Inventory

172.20.229.6,

() DNA-Sensor2

Network Mapping

What networks should the deployed template use?

Source
OVF Template Details
Name and Location
Disk Format
MNetwork Mapping
» Ready to Complete

Add Networking... Properties...

Map the networks used in this OVF template to networks in your inventory

Source Networks | Destination Networks
VLAN10S DMZ-VLAN1D
192.168.1.0 VM Netwark 172

<Back | Next > I

=0

Recent Tasks

Name, Target or Status contains: + Clear |

ATv7T8 REHEREEMRLET,

Uy 27 LET,

[Power On after deployment] = v 7 7R v 7 A ZHFZHZ L, [Finish] % 7

2]

File Edit View Inventory Administration Plug-ins Help

172.20.229.6 - vSphere Client

‘Q Home b gf] Inventory b [l Inventory

& &
B g 172202296

(@ DNA-Sensor2

localhost Jocaldomain VM

Getting Started | Summary

Ready to Complete

Are these the options you want to use?

Licensed Features
Time Configuration
DNS and Routing
Authentication Services|
Virtual Machine Startup)
Virtual Machine Swapfi
Seaurity Profile

Host Cache Configuraii
System Resource Resed
Agent VM Settings
Advanced Settings

Hardware
Health Status Sowree Refresh Add Networking... Properties...
o OVF Template Detais When you dick Firish, the deployment task wil be started.
R Neme and Location .
Storage Disk Format OvFfile: = e e 7B
Network Mapoing oo
4 ovnload sze: 1868
» {taariang, Ready to Complete
Storage Adapters Size ondisk: 16068
Network Adapters Nathe: TLSGW
Advanced Settngs ¥ioat/Cluster localhost.
v
o B . Datastore: datastore1 (8)
sl o Disk provisioning: Thick Provision Lazy Zeroed
e Network Mapping: "VLANL105"to "VM Network 172"
Network Mapping: *182,168.1.0" to "DMZVLANLD"

[¥ Power on after deployment

| Finish I

Cancel |

Recent Tasks

Name, Target or Status contains: ~ Clear X
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TSy —bFO A DETE

TLS 7' — bV = A OFREIL, RO 3 OOFIRNHELY 77,

nss—rvzso0sE B

1 X7V I BIRTIFIAR— N R NT—T LB —T 2L ADIPT FLADRTE

2 TLS F— U = A OERLT 7 A VDR ER LY — 2D BtA

3 PSK ID-KEY X7 D% E

TLS 77— bV = A J® OVA Z &P L TEFEZ ALtk ROFIRIHE>TILS F'— Y =4 &

RELET.

NI IBEEVTFAR— b RY T A E3—T L XADIP

7 ELAD

ATy I

=L =

axX AE

FIE

TLS ¥ — T2 VM~V —)L vy g ZlE, RO LTy L& FERALTCr A

Y LET,
2—H4 o tlsgw

IRAT — K tlsgw

@ 172.20.229.6 - vSphere Client
File Edit View Invent| () TLSGW on localhostlocaldomain M
a @ rome| File View VM
wly @ nip 96 &GRSR
Bl 5;255:2&5 ) Ubuntu 16.04.3 LTS msp—tls—gu ttyl
-Sensor:
B [Tisew ~LIPtls-gu login:
Password :
Login incorrect
msp-tls—gu login: tlsgu
Password:
Last login: Tue Oct 3 06:26:56 IST 2017 on ttyl
Uelcome to Ubuntu 16.04.3 LTS (GNU/Linux 4.4.8-92-gemeric x86_64)
* Documentation: https://help.ubuntu.com
* Management : https://landscape.canonical.com
* Support: https://ubuntu.con/advantage
15 packages can be updated.
7 updates are security updates.
tlsguensp-tls—gu:™$ _
Recent Tasks

Name, Target or Status contains: ~ Clear X

Cisco Mobility Express
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Mobility Express T® TLS H7R—

AT9 72 LUTFITRTIIC, ifeonfig E NJTLTART NV I A H—T 2 A AL TITARXR—Ff L HX—T =
A ZDIPT FLAZHERLFET,

@ 172.20.229.6 - vSphere Client =8| x
File Edit View Inventory A & TLSGW on localhost.localdomain I_I_-' L]
€] @y tome b gl File View VM
miy @@)|® m|p &8 G R SL
o @ rwaee Ubuntu 16.04.3 LTS msp-tls-gu ttyl
(T3 DNA-Sensor2 b
B [TLsew nsp-tls-gu login: tlsgu
Passuord :
Last login: Wed Nou 15 06:55:52 IST 2017 on ttyl
Uelcome to Ubuntu 16.04.3 LTS (GNU/Linux 4.4.0-92-generic x86_64)
* Documentation: https://help.ubuntu.con
* Managenent : https://landscape .canonical.con
* Support: https://ubuntu.con/advantage
15 packages can be updated.
? updates are security updates.
tlsguensp-tls—gu:~$ sudo bash
[sudo] passuord for tlsgu:
rootensp-tls-gu:~# ifconfig
ens160  Link encap:Ethernet Huaddr 00:0c:29:01:c1:3b
inet addr:10.10.10.11 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: feB0::20c:29ff :fe01:c13b/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
RX packets:5 errors:0 dropped:0 overruns:0 frame:0
TX packets:10 errors:0 dropped:0 overruns:0 carrier:
collisions:0 txqueuelen:1000
RX bytes:864 (864.0 B) TX bytes:1332 (1.3 KB)
Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1,128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:l
RX packets:176 errors:0 dropped:0 overruns:0 frame:0
TX packets:176 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:l
RX bytes:13392 (13.3 KB) TX bytes:13392 (13.3 KB)
rootensp-tls—gu:~#
Recent Tasks Name, Target or Status contains: ~ Clear X

G¥)

ensl60 1337 ) v X NI —20 4 X —T A AZxIG L, LEROBITiX DHCP

P— N5 10.10.10.11 D TP #HFF L CWVET, £/, IPT FLAZFIICEHIV S TS
ZEHTE, UBEOTFIRTHIIL CWET, Fz. LFEO ifeonfig H1II1X7 7 A ~—
N2y NU—=I DA H—T oA AdHY FHA, ZHIETETHRET L TE,
LIBEDFNATHA L TWET,

ATv 73 tlsgw@msp-tls-gw: 7' 12 7 T sudo bash = NJ) L. tlsgw O [sudo] /SAT— K& LT dsgw & A

jj L\i—;_‘O

AT9T84 NIV IBIOTIFIARX—=b Ry NIV—=F A X =T =2 ZADIP T FLRAERET HITIL,
> = )V cd Jetc/interfaces & NJJ LT Jetc/network 7 4 L7 N UIZBE L £,
ATY TS TV Tiinterfaces © ANJJ L., vi =7 ¢ ¥ %{HH LT interfaces 7 7 A W E B X £,

Jl Cisco Mobility Express ') |) —X 8.6 BAHA KR
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ATvT6

KTV BEUTSAR— bRy b7—2 1v8—Tz14Z0IP7ELZOEE [

@ 172.20.229.6 - vSphere Client -|a] x
File Edit View Inventory A (&) TLSGW on localhost.localdomain = I:'-
| |@) tome b gl File View VM
niy) @l@le n|» &6 G RSV
EE R # This file describes the network interfaces available on your system
& DNA-Sensor2 # and hou to activate them. For more information, see interfaces(S).
B [TLSGW .
source setcsnetuorksinterfaces.d =
# The loopback network interface
auto lo
iface lo inet loopback
# The primary netuork interface
auto ens160
iface ens160 inet dhcp
“interfaces" [readonlyl 12L, 308C
Recent Tasks Name, Target or Status contains: + Clear X

GE) censl6013 N7V v Fy NI —0 L BZ—T =24 ATHY, 574/~ TDHCP H
ICRESNTWVWET, X7V v Xy NI —T A HZ—T A ZADIPT N A %ZEH
IERET DAL, UTOBID X 51T ensl60 DREXZ RO L HICEEHZ £,

auto ensl60

iface ensl60 inet static
address 10.10.10.11
netmask 255.255.255.0
network 10.10.10.0

TITAR—=NRYy NT—=T A F—T A ZADIPT FVRAZFRET HITIE, RO X D T interfaces
TrFANMIUTEBIML, 77 AV ERGFLET,

auto ensl92

iface ensl92 inet static

address 172.20.229.60

netmask 255.255.255.192
network 172.20.229.0
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172.20.229.6 - vSphere Client

File Edit View Inventory A
€ Home b gl
mip & @
= Q 172.20.229.6

(@ DNA-Sensor2
& [TLSGW

(7} TLSGW on localhost.localdomain
File View VM
Eny @ e [

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source setc/netuork/interfaces.d/ =

# The loopback netuwork interface
auto 1
iface lo inet loopback

# The primary netuork interface
auto ens160
iface ens160 inet dhcp

# The Private netuwork interface
auto ens192

iface ens19Z2 inet static
address 172.20.229.45

netmask 255.255.255.192
network 172.20.229.0

Recent Tasks

Name, Target or Status contains: ~

ATy 71

Fy N —27 — R EFELEIT DL, letc/init.d BB L, /networking restart & NJ] L F T,

AT, ifeonfig FETTHE, NT Vv I AL F—T oA ADIPT RLRAETFTA_R— | A
B =T A ADIPT RUVADEITNFEREINET, TV I T TAR—FNDOEIFTOIP T R
L AT ping 34T L CHfi 2 i L £ 97,

172.20.229.6 - vSphere Client

7]
File Edit View Inventory A
€] €y Home b gl
Wny e .
2 @ 17220.229.6

(@3 DNA-Sensor2

@ [TLsew
Recent Tasks

TLSGW on localhostlocaldomain

File View VM

Ll

P &8 @ B
checkroot.sh killprocs
console-setup kmod
cron lum2
cryptdisks 1un2-lunetad
cryptdisks-early lun2-lumpolld  open-iscsi screen—cleanup
dbus Ixcfs open-un—tools sendsigs
root@msp-tls-gu:setcsinit.d# ./networking restart
[ ok 1 Restarting networking (via systemctl): networking.service.
root@msp-tls-gu:/etcsinit.d# ifconfig
ens160 Link encap:

inet addr
inetb addr: feB0: :c13b/64 Scope
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

mountnfs-bootclean.sh reboot
mountnfs.sh resoluconf
networking rsync
ondemand rsyslog

txqueuelen:1000

RX bytes:1004 (1.0 KB) TX bytes:1998 (1.9 KB)
ens192  Link enca
inet addr
inct6 addr: fego: :c145/64 Scope
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
RX packet:
TX packets:8 errors:0 dropped:® overrun
collisions:0 txqueuelen:1000
RX bytes:749 (749.0 B) TX bytes:648 (648.0 B)

carrier:0

Link encaj
inet addr
inetb add

:Local Loopback

overruns:0 frame:0
carrie
txqueuelen:1
RX bytes:13392 (13.3 KB) TX bytes:13392 (13.3 KB)

root@msp-tls—gu:/etc/init.di _

unattended-upgrades

urandom
uuidd

Name, Target or Status contains: ~
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sy — bz DRI 7 LOZEESLUH—Ex0E [

TS —Fr IO A DERT7AMILDEBEES LU —EXDRA

ATvT1

ATv T2
ATvT3

FIE

Jopt/cisco/msp-tls-gw/bin/ | E) L, LT D X 51T tlsgw_config.ext L E T,
server listening ipv4 address=10.10.10.11 // Public IP of TLS Gateway
server listening port=443 // Port

server private ipv4 address=172.20.229.45 // Private IP of TLS Gateway
prefix subnet=172.20.229.0 // Private IP network of TLS Gateway

prefix length=26

debug level=4 // Loglevel for TLS Gateway

dhcp static pool ipv4=20.1.0.0:255.255.0.0 // Local IP pool configured for TLS Client IP
allocation

dpd _interval=60 // Dead Pear Detection timer value for client

rekey interval=3600 // Rekey timer value for client

retry interval=20 // Retry timer value for client

GE) TLS 7'— U = A O 1% TDHCP +— " ZfH L TV D 5HE1E, tlsgw_config.txt 7 7 1
JWZ dhep_static_pool_ipvd AL LR TL 72V, ZHUE, 72— R¥ v & F )i tls-gw
DT T A=} IP #&H TE S4, DHCP H— 3 TLS 7 — F ¥ = A O ITHFIET
%6, TLS 7 AT MTIP T FLAZKID Y TOHMERH LT TT,

T ANERIFELET,

/home/tlsgw \ZBE L. A2 V7 startSecureServer.sh % L CTLS ¥ — F U = A +—E 2%
BAtE L £9,

TLS 7 — h Y = A h—EAREFIZETINTVD Z L 2MHERTHITIE, RIRT X
Jopt/cisco/msp-tls-gw/bin/ | ZFEE) LT, Ssgw _cli ZFITLE T,

@ 172.20.229.6 - vSphere Client =|a] x
File Edit View Inventory A &) TLSGW on localhost.localdomain == -
B B A rme bg Fle View WM
Bnl)@@||® 0> @08 GHHE 1%
B @ 172202296
({3 DNA-Sensor2
3 [TLsew
root@nsp—tls—gu: opt cisco/nsp-tis-gu bintt cd ~home tlsgu,
root@nsp-tls-gu:“# ./startSecureServer.sh
Setting FD Limits sucessful ...
net.ipud.ip_forvard = 1
root@nsp-tls-gu:“# cd sopt ciscosmsp-tis-gu bin
root@nsp—t1s—gu: opt/cisco/nsp-tls-gu/bint . tlsgu_cl
tlsgu-clit tlsgu version
TLS-GW RESP:
TLSGW Version: 0.1.7.618
tlsgu-clit tlsgu status
TLS-GW RESP:
TLSGW STATUS DK
tlsgu-clit _
Recent Tasks Name, Target or Status contains: + X
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B rskiDKEYRF7OBE

PSK ID-KEY X7 D% TE

TLS #'— b ¥ = A CHEEAF— (PSK) 2ZELET, Zhit. ~AX—AP FOTLS 7 A
T RITLS 77— b U = A TRIET D720 S E T,

Y

GE) TLSGW (2138 K 3 2® PSK ID-KEY X7 #RETE E¥, PSK-ID IZiE3 ~ 50 LFDOEID
AN A TE, PSK2XAT — R (F7201EF—) ITIE5~256 DESOXFHZFEHTE £
T, XF ) | AR—RAFELH 71 psk-id & psk-key D TR SN TWERA,

BET DITIE, KOFIAZEITLET,

FIE

ATY 1 Jopt/cisco/msp-tis-gw/bin/ \Z BB L C. Msgw cli %= FEITLET,
ATvTF2 WOCLI%ZHEMLTPSK Z#HELET,

tlsgw-cli# set-psk=cisco
Setting PSK ID-KEY pair

Enter the PSK key for this ID:

TLS-GW RESP:

OK

ATYv T3 WOCLIAZHHLTPSKID BNHRESINTNASZ & AR LET,

tlsgw-cli# get all psk-id
TLS-GW RESP:
List of stored psk-ids: cisco
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TSY347>

@ 172.20.229.6 - vSphere Client =g x
File Edit View Inventory A @& TLSGW on localhostlocaldomain =) I:'-
B E & rome bg File View WM
muly) @@lE m|> &0 GBS H
2 @ 17220.229.6
DNA-Sensor2
@ [TLsew
bintt cd homestlsgu/
Is-gu/bin
sp—tls—gu/bintt . tlsgu_cl
Setting PSK ID-KEY pair
Enter the PSK key for this ID:
TLS-GW RESP:
0K
tlsgu-clit get all psk-id
TLS CN RESP
red psk-ids: cisco
Recent Tasks

Name, Target or Status contains: ~

SO Z4A47 >

TLS 7 A4 7> M, AireOS UV U —RX 86 IZHEINTEY, a— RKHNIZRA T 4 TIZFELFE
T, TLS 7 I9A T P TCTLS F—F T = A LD TLS F v RIVEHEL T HITIE, v AX— AP N
TLS =+ T =2A DOXT Y w7 IP LIEETEXDHDLENRDHY 7,

TLS UV 54 72 FDHHREH

Cisco Mobility Express AireOS U U — % 8.6 Ll I
TLS 7 — 7 =A D/X7 Y w7 IPT RL & ;t VAL —APIPLEFERRETHLIMNENDH D E
?” TLS 7 — F 7 =1 ® FQDN % i 9 %415, TLS_ GW FQDN % =2 — 71 /L DNS H—/3(Z

REL. I—JLDNSﬁ‘*—/\O)IP%ﬁMEZ/]\D FICRRE LT TLS % — R 7 = A @ FQDN %
ﬁﬁpﬂ%ﬁ“ VERNH D £,

-~ =JL =
TLS F R ILDERTE
TS 7 I9A T hETLS F—hF U= A OEIZTLS U RIIVERET DX, 22O ERH Y F
T BIETED N T T4 v AATITIROLEEBY TH,

T3 1: Ry PV PP ALY Xy F T va=r

Cisco Mobility Express ') ') —X 86 EAH A K [ ]
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TLS kU RILDERTE

ATy
ATy T2
ATvT3

0HEBIZ, Ry FU—Z PP by bu—F@EXFA Y0 — RTExFET, vAX—APHRI L
T4 X2l —vary Iy NVEL T a— KLU THER LERL®RIC, BEIIZ TLS 7 — k
T EDTLS b RNVEHSLTDH LT, TLS P RNVREEZ L P —TF D37 (X
L— gy 77 AMCHEBATL Z B TEET,

AT 322 WebUL 225 TLS o RAZFETERETH
ME WebUI 7>5 TLS k> RV EFRET HICiE, RO PNEIZHENE T,

FIE

2>k —7 WebUI T [Expert View] (28] 0 B2 £,
D A = 2 —7>5 [Services] > [TLS] (I8 L £,
[TLS Tunnel] X—T, IRO/NT A —=F 2B ELET,

1 TLS 7 —bT=A DTV w7 IPT RLUALILFQDN Z A LE7,
R— P& ZEZANILET, 774/ MEIT 443 TT,
PSKID # A1 LE T,

PSK ¥—%Z AJJ LT,

RADIUS & SNMP # A%z LE7,

n A W

GEx) RADIUS X ISE {Zf# A £ 41, SNMP (& Prime Infrastructure (Zff f S E
7,

TLS Tunnel

R Monitoring
L Wireless Settings

L8 Management

TLS Tunnel Uptime Stamp Not Available
#° Services TLS Tunnel Uptime Not Available
0 Failure Reason Feature disabled

3

am Advanced

TLS Gateway FQDN / IP Address | 10.10.10.11 |0

Port Number | 443 |

TLS Pre-Shared Key Identity | diseo |0

TLS Pre-shared Key | cisco |0

Show Password

RADIUS

SNMP Trap

TLS Client Inner IP Address
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ATy 74 [Applyl 27 VU w7 LET,

AT TE  KHBIC, =Y EETTLS Fr AT LET, TRTORMESRLENHZ STV D54,
TLS %' — F U = A DBFBET AL — AP NS ART Y w7 A v F—T = A R b RABER S
7,

TLS Tunnel

*R Monitoring

¥ Wireless Settings

ﬁ- Management

TLS Tunnel Uptime Stamp Not Available
I" Services TLS Tunnel Uptime Not Available

v Failure Reason Feature disabled
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B4 k H—~ 4 H Cisco Mobility Express M
N

X B

* A b % —~A H Cisco Mobility Express D% E, 53 ~X—

H# 4 + Y —~ 4 F Cisco Mobility Express D% E

Cisco 802.11ac Wave2 7 7 A RA > MM, BV A VYL A ar ba—TFDOMELZT 7 A KA
> MZHLAGA A T2 Cisco Mobility Express (2% it L TV E T,

TA XYL A a3y ha—7ORKEEZ 4T3 % Cisco Mobility Express D7 7 A RA > NME, 7 74
T RDIARX LV ABEROIRIELET, 72782 VA2 "BV A b F—_A (T TE DNE
DHCP #— b #R— h LE T,

1 7274 & KA b : Cisco Mobility Express /7 b =7 %3179 5 Cisco 802.11ac Wave 2 7 7
A RA 2 b, LLFD AP L Cisco Mobility Express Z ¥ 74— k L9,

TOERRRLU K YA b H—RADBEEEYR— T 5 1) —
3

1540 > ) —X AireOS® U U — 2 8.5 DI

1560 U — =X AireOS U U — 2 83.111.0 LA

18151 ~ U — =X AireOS U U — % 8.4 LI

1815M & U — X AireOS® U U — 2 8.5 LIk

1815W 2 U — X AireOS U U — % 8.4 LIk

1830 > U — X AireOS U U —Z 83.111.0 LA
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#4 k #—~ 4 A Cisco Mobility Express D&% |

. CL ZFERALI=YA k H— A D1= D Mobility Express D& TE

TORRAKRALU k- YA bR DOBEEEEYR— T 5 ) —
z

1850 + ) —X AireOS U U — % 83.111.0 LA

2800 U —X AireOS U U —A 83.111.0 LA

3800 U —=x AireOS U U —% 83.111.0 A&

2 EBR YA NP —_ANFEHEINDT 7 EARA L MTEIDETR, T2/ ERA KA M+
DIREBNERMETELDERT X T X ETIANyT ) Ny 7 2FH LTI,

3 arvy—lr—7) (7 a) : Cisco Mobility Express {%, CLI % 7-(% Over-the-Air % i
L CE%ETE £9, CLIIZ X » T Cisco Mobility Express Z % €3 25 A. 77 A RA L b
AN I — VRSB TT,

CLIZFERL=YA kb H—A D1=HD Mobility Express DX E

&M
ATvT2
ATvT3

ATvT4

Jl Cisco Mobility Express ') |) —X 8.6 BAHA KR

FIE

TR ARA L DI =T L £,

WIRT X T2 ETFINT Y Ry 7 EBEHLTT 78X KA v NOERE ANVET,

TIRARA L MPERIEETD (VA VLR a3y be—IRNETSNREFDIRIEIZR D)

ETRHLET,

CLIty b7 v 7 U4 —FREFEHLTIA Y LR a2 ha—F%FELET,

GE) P A kP —A TiX, DHCP ¥ — NT4Z T, Cisco Mobility Express THAR— h SiLvE

o LATICHFHFR R STV % DHCP H— D% E L, Cisco Mobility Express ¢ DHCP
P NEFGINTT DT DITHUETT,

Would you like to terminate autoinstall? [yes]:yes

Enter Administrative User Name (24 characters max) :admin

Enter Administrative Password (3 to 24 characters max) :Ciscol23

Re-enter Administrative Password: Ciscol23

System Name: [Cisco_3a:d2:b4] (31 characters max) :me-wlc

Enter Country Code list(enter ‘help’ for a list of countries) [US]:US

Configure a NTP server now?[YES] [no]:no

Configure the system time now?[YES] [no]:yes

Enter the date in MM/DD/YY format:02/28/17

Enter the time in HH:MM:SS format:11:30:00

Enter timezone location index (enter ‘help’ for a list of timezones):5

Management Interface IP Address: 10.10.10.2

Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 10.10.10.1

Create Management DHCP Scope?[yes] [NO]:yes

DHCP Network: 10.10.10.0

DHCP Netmask: 255.255.255.0

Router IP: 10.10.10.1

Start DHCP IP address: 10.10.10.10



| 44 + 9 —~1 A Cisco Mobility Express (3% F

ATy TH

ATvT6

ATvT1

CUZHEA LA b H—~A DD Mobility Express DEE I

Stop DHCP IP address: 10.10.10.250

DomainName: mewlc.local

DNS Server: [OPENDNS] [user DNS]OPENDNS

Create Employee Network?[YES] [no]:yes

Employee Network Name (SSID)?:site survey

Employee VLAN Identifier?[MGMT] [1-4095] :MGMT
Employee Network Security?[PSK] [enterprise] :PSK
Employee PSK Passphrase (8-38 characters)?: Ciscol23
Re-enter Employee PSK Passphrase: Ciscol23

Re-enter Employee PSK Passphrase: Ciscol23

Create Guest Network? [yes][NO]:NO

Enable RF Parameter Optimization?[YES] [no]:no
Configuration correct? If yes, system will save it and reset.[yes][NO]:yes

TIRARA Y EBRERRETHETRHELET, VA VLR ar b —JKENETINE
T, Yy b7 o7 U4 = RHPICRE LI E L — L E AT —REfH LT b
n—SIZHEr A4 LET,

(FFvary) CLLOty 7y 7 U4 PF—RIC, EEEXRY NUV—2 X2 YT 113,
PSK IZRREESNTWET, ZHIZEV, 7747 FOfERERZ BN TE £, AUNER
7T 4T A SSIDICER L2V E DIZSSID 7 — Ry A hEEGIc+s 2T T,
PSK & SSID 7' — R ¥ A M &R+ 5121F, 2 he—F CLI CROa~y REAHLE
7

Cisco Controller)>config wlan disable 1
Cisco Controller)>config wlan security wpa disable 1

( )
( )
(Cisco Controller)>config wlan broadcast-ssid disable wlan 1
(Cisco Controller)>config wlan enable 1

( )

Cisco Controller)>save config

F ¥ 2, FEHTI. BEX U Radio DF ¥ RVIBERTET DX, I Radio & MZhIZ LT,
EEETOTHLEEANCLET,
2.4GHz @ Radio ZF ¥ RIL 6 [ZTEF T HIZ(F. ROFIEEEITLET,

(Cisco Controller)>config 802.11b disable <ap name>
(Cisco Controller)>config 802.11b channel <ap name> <ap name> 6
(Cisco Controller)>config 802.11b enable <ap name>

2.4 GHz @) Radio EEHAFZ LRI IICEFTT BICI1E. ROFIEEZETLET,

(Cisco Controller)>config 802.11b disable <ap name>
(Cisco Controller)>config 802.11b txPower <ap name> <ap name> 3
(Cisco Controller)>config 802.11b enable <ap name>

5GHz ® Radio ZF ¥ RIL M4 [CEET BIZ(X,. ROFIEFETLET,

Cisco Controller)>config 802.11la disable <ap name>

( )
(Cisco Controller)>config 802.11la channel <ap name> <ap name> 44
(

Cisco Controller)>config 802.11la enable <ap name>

5GHz @ Radio IEFEHENFLARILSICEEFET BICE, ROFIEFETLET .

(Cisco Controller)>config 802.1la disable <ap name>
(Cisco Controller)>config 802.1la txPower <ap name> <ap name> 5
(Cisco Controller)>config 802.1la enable <ap name>
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. CL ZFERALI=YA k H— A D1= D Mobility Express D& TE

5 GHz @ Radio F ¥ > JLIE% 40 MHz [IZEEF 52X, ROFIEERITLET .
(Cisco Controller)>config 802.1la disable <ap name>

(Cisco Controller)>config 802.11la chan width <ap name> 40

(Cisco Controller)>config 802.1la enable <ap name>

2800 B L3800 2 ) —RXDT VA RA L baV A b =1 fFHT 54, XOR Radio IZ
SNTORDOABICEE LT IFE,

1 XOR Radio 7 7 # /b NEI{EA T — & A% 2.4GHz T,

2 24GHz>6 5GHZz ~T T T N7 7 A RA L F®OXORRadio DREAXLEHTEXE4, £
72, FOWERHETT, T 7T T 78RR A FTld, XORRadio CHEXLET A
BIZANEE T > 523 DART IR 7 Z ITHER SN TV D Z & DL TT,

3 XOR (2.4 GHz) Radio 7% 5GHz TEMET A L HIZREEIN D &, 5 GHz B Radio 72> 5 100
MHz UL EF v XV EBET VLN H D F 9,

4 XORRadioN7 T FTWET 7 B ARA L FT5GHzE— RTENET AL ) ICRESND &
FEEHD (x) OHADEFEESN, BEITITEETA,

XOR (2.4 GHz) Radio % 2800 & 13800 ) —XDF7 VA R4 > +T, 5GHz TEIET B
EOIZEHETDIZIE. ROFIEEETLET,

(Cisco Controller) >config 802.11-abgn disable ap

(Cisco Controller) >config 802.1l-abgn role ap manual client-serving
(Cisco Controller) >config 802.11-abgn band ap ap 5GHz

(Cisco Controller) >config 802.11l-abgn enable ap

5 GHz TEIfE9 % XOR Radio ZF v RIL 40 [ZHET BIZIEX. ROFIEEZETLET,

(Cisco Controller) >config 802.11l-abgn disable ap
(Cisco Controller) >config 802.11-abgn channel ap ap 40
(Cisco Controller) >config 802.1l-abgn enable ap

5 GHz TEI{ET 5 XOR Radio D F ¥ RJLIEZE 40 MHz [ZERET BIZ(X. ROFIEEZETLET,

(Cisco Controller) >config 802.11l-abgn disable ap
(Cisco Controller) >config 802.1l1-abgn chan width ap 40
(Cisco Controller) >config 802.11l-abgn enable ap
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WLAN

%’7$

TANVLR 3y FT—9 DER

* WLAN, 57 ~_—¥

* [EEE WLAN O1ERE, 58 ~—¥

* 7 A WLAN O1ERL, 60 ~=—

* Web iBGEONIAT T v oo _—T, 63 N—
* WLAN = —H D&, 66 ~—

* WLAN TOa—H/L MAC 7 4 /VZ U 7 D7D MAC DB, 67 ~<—

Cisco Mobility Express ' U = —3 = 3K 16 O WLAN #4734 — h LE 9, % WLAN ([ZIX,

—EDWLANID (1 ~16) . —BO7ua7 7 A4, SSIDONEIV UM THENET, /2, BAD
X2 VT RV —%FDETHIELTEET,

TIRARALA L ME, T_XTDOT 7T 4 772 WLANSSID # 71— F¥% 4 2 b L, WLAN Z & |2
EFRT LRI —x2EALET,

Cisco Mobility Express ' U = —3 2 > TlE, W< OMND WLAN X =2 U T ¢ 72 a VR —
FSNET, ERATva v idko LB TT,

1 Open

2 WPA2 /X—YF v

3 WPA2 =% —7F A4 X (455 RADIUS, AP)

AN WLAN IZDWTIE, WL O OBEREN R — FSivET,
1 CMX 7 = k#55

2 WPA2 /X—YF v

3 Xx 7T 47 R—4/ (AP)
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TAVYLR 2y D=0 DERK

B itzswWAN o

4 Xy 7T 4T K=K (S Web F—3)

X B WLAN D ERK

WPA2 /X\—Y) F )L Z{EFR L -1 EE WLAN D {ERK

&

ATy T2

ATvT3

ATvT4

FIE

[Wireless Settings] > [WLANs] (281 L TS, [Addnew WLAN] RZ > %27 U » 27 LEF, [Add
new WLAN]| ¥ ¢ > RUBRKR Y F7T v FRRINET,

[Add new WLAN] 7 .t > K7 @ [General] <—Y T, ITF&EHELET,

a) a7y ANLEANTILET,

b) SSID # AN LET,

[WLAN Security] #27 U v 27 L, LFZHELET,

a) [Security] T WPA2 73— F /L &R L F 7,

b) NKRTL—XEASHL, KRTL—X R LET,

[Applyl 27 U v 27 LET,

WPA2 TR —T 54 XEKXUHEBRADIUS H—/N\EFRALI-EEE

WLAN D1ERL

Fg

ATw 1 [Wireless Settings] > [WLANs] (28 L T, [Addnew WLAN] R ¥ > %27V v 7 L%, [Add new
WLAN] U 4 > RUMK Y 7T v TRRENET,

ATv T2 [Addnew WLAN] 7 o > K7 ®D [General] ~— T, UTFERELET,
a) a7 ANLEATLET,
b) SSID Z A LT,

ATv 73  [WLANSecurity] 227 Vv 27 L, U FERELET,
a) [Security Type] TWPA2 TR —T 54 X & @®IRL £,
b) [Authentication Server] C[External Radius] 3% L £,

ATv 74 RADIUS #—AZBML, LFERELET,
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ATy TH

WPA2 T2 —TFS5A ABLURTIH—nELTAP2EALEEZEWAN ORI

*RADIUSIP #Z AJJLET
*RADIUS R— F & A LET

* Shared Secret & A 7] L 3
‘ltickl] TAav%7 Vv 7 LET

[Applyl 27 U v 7 LET,

WPA2T R —TS5A4A XABLUVRIMY—/NNELTAPEFERL-KER
WLAN D £k

&

ATy T2

ATvT3

ATvT4

FIE

[Wireless Settings] > [WLANs] (28 L T, [Addnew WLAN] A% %27V v 7 L% 7, [Add new
WLAN] U 4 > RUMNKR Y 7T v TERRINET,

[Add new WLAN] ¥ o > Ko ® [General] X—C, A FEZHRELFET,

a) a7 ANLEANTILET,

b) SSID Z AL E T,

[WLAN Security] #27 UV v 7 L, U TEZRELET,
a) [Security] TWPA2 T A —TS5 A4 X @INLET,
b) [Authentication Server] T AP Z3#&R L £,
GE) APIE, 2 bR —FHREZ FITL CWVWDH Y AX — AP CF, ZOfAITIE, =2
Fa—ZIGRRE— N TH D7D, =V WLANZ—F Ty M, 7747
VRNOEET Ay hu—F I ET ARENH Y £,

[Applyl 27 U v 27 LET,

WPA2 TR — TS5 4 X/ ERRADIUS B LU MAC 74 LAY U H %E
FA L T=1€%£8 WLAN D {ERL

ATy T

ATv T2

FIE

[Wireless Settings] > [WLANs] (28 L C, [Addnew WLAN] R % > %27 U 7 LE T, [Add new
WLAN] U o & RUBKR Y 77 v TRRENET,
[Add new WLAN] 7 ¢ > R ® [General] ¥ 7 C, LN Z&RELET,
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TAXYLR 2y bT—2 DER |
B x-wWaANO#ER

cJAT7FANBEASLET,
*SSID # A LE7,

ATw 73  [WLAN Security] ¥ 7% 27V w7 L, AFZRELET,
* [MAC Filtering] Z A2 LET
* [Security Type] C [WPA2 Enterprise] 2 &R L £ 9,
* [Authentication Server] C [External RADIUS] % 3#R L £ 7,
* Ry 7 Xy A k)5 [RADIUS Compatibility] 238 L %9
*Rry XYy R B [MAC Delimiter] 23R L £ 9

ATv74 RADIUS H— %L, IFEZRELET,
*RADIUSIP # ASj L £
*RADIUS R— rZ A/ LET
* Shared Secret & A /) L %3
C[tick] TA a2 &E7 Uy 7 LET,

AT97T5  [Applyl 227 Vw7 LET,

‘7 Xk WLAN D 1E Rk

Cisco Mobility Express = k2 —Z %, 7 A b =—FHHD WLAN TR N 22— 77 & 2%
et cx 9, WLANZ S A N 2—% 77 8 AEMICHET H72HIZ, [WLAN Security] ¥ 7 D
T ® [Guest Network] #HZhiZ L E 7,

CMX Connect DX+ 74 T R—2J)LZEFEA L= X b WLAN D{ERL
FIig

ATv 1 [Wireless Settings] > [WLANs] (28 L C. [Addnew WLAN] R ¥ > %27 VU v 27 L%, [Add new
WLAN] 7 & RUNRKR Y TT v FERRSINET,
ATv 72  [Addnew WLAN] 7 ¢ > K7D [General] # 7T, AF&ZRELET,
*TRIFANBREATLET,

*SSID # ASJ L £,
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TAY LR 2y FT—0 DERL

ATvT3
ATv74
ATv 75

ATvT6

WEBR TSy o1 R—seEALE 2 FWAN oS [l

[WLAN Security] # 7' ® F @ [Guest Network] A %02 L £,

[Captive Portal] T CMX Connect % %R L &7,

X TT4TR—=FILDOURL Z AL ET,

GE) X¥ 77 47 AR—4/L®D URL L, https://yyaTlc.cmxcisco.com/visitor/login E=UZ 3 25 4
FNH Y F9, yyaTle |Z CMX Cloud 7 7>k ID TY,

[Applyl 27 U v 7 LET,

GE) BIOFNER, % TT 4T K=V, TI7EAKRAL LV IRBHDLIA PBILOYA |k
WBEEHT DN TWD Xy 7T 0 7 R—H NV EERT 572912 CMX Cloud | THE T
TO

NERTSvoa R—UZFERAL-7 X ~ WLAN D1ERL

ATvT1

ATy T2

ATvT3
ATvT4
ATy TH

7 A N WLANIZEHE L TN D 7 T4 T v hOA LR — RIZHEH T & % Mobility Express = > k12—
FIZEL M VENTZNBAT T v v a X=U RV ET, ZONTHAT T v 2=V T,
AR A RENTN KVET v 7 a— RLTR—VENAIIARXTHLEHTEET, H
AR A RSNTENHAT T va X—=T %7 v 7 u— K9 521X, [Wireless Settings] > [Guest
WLANS] (28 L $£ 9, [Page Type] T [Customized] % 3&4R L, [Upload] "% > %27 U v 27 LT,
HAL <A RENTZR=V DR KVvET v 7 u—RKLET,

WA T T v o =D 7=¥IZ, Cisco Mobility Express IZ7 I R 24 TOEHOAT v 2~
EYVR—FLET, BETELNT 747 XA TITRO LB T,

1 m—hra—F7h70 b
2 Web #Fit

3 EFA—ILT RKLZA

4 RADIUS

5

WPA2 /X— Y F )

FIE

[Wireless Settings] > [WLANs] (2 #) L T, [Addnew WLAN]| A Z > %27 U v 7 LET, [Add new
WLAN] ¥ > RUNRKR Y 77 v FERRINET,
[Add new WLAN] 7 ¢ > R @ [General] # 7 T, L FZ&REL 7,

*TmT A NHEANILET,

*SSID # AJJLET,

[WLAN Security] % 7 @ T @ [Guest Network] Z A %02 L %9,
[Captive Portal] TRERR T5wvia R—=TERINLET,
VEIZSE LT, WOFTIER AL TDOI LD 1 DEBINL £,
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TLXLR Ry bT—H DR |

B A2 T590 1 R—UEFEALES X - WLAN DR

O—ALA—HTFHAYIUER AT Tva X=IF, Ry NT—2 T U REZHAT 55
IZ, 2 b —F Lo THRAET DM ERH L2 —V4H LR T - RO AT 2 2 —PFIZERL
F9, B—H/)VWLAN =—H(X, FA KN 7747 "3 T 53y e —7 TERT %
ENRHD FT,

Web 3538 : A7 7 v ¥a X—=UE Ry NI—7 T U BARFAENDENFH A 2 — P
FRLET,

BFA—ILTERELR AT TvvaX=UiF, Ry hU—7 T RBARHFA INDHAENIET
A= T RLAD AN H2—PIZE R LET,

RADIUS : 27T v ia X—=VF, Ry hU—27 77 ANZHFA SN DN RADIUS 9-—
Tt T D MNENH D2 —P 4 ERXRAT— RO AN 2 —F|2FKR L E T, [Access Type] T
RADIUS %R L, RADIUS V— DR EEZ AT LET,

WPA2 /8S—YFJL : Zhik, L2+L3 O] (Web i) T9, LA V2PSK X2V T (33
BEOIZITDN., WIS, Xy FI—7 T 7 BANHERENDRNCAT T v a XR—URNHHE
Za—PIZER L E T, [Access Type] T WPA2 /8—YF L&A RIRL, IRRTL—XEASL
7,

ATv7T6  [Applyl 27 VU w7 LET,

NBRT Sy 2 R=UZFERALIZS X b WLAN D1ERL

NEBAT T o2 =k, SN Web — NIAFE L E T, WEA T T v &2 X—U LEKRIC,
Cisco Mobility Express (X, /MTAT T v a X=VEHEHLTTIER 24 TOERDOAF T 3
YEVHR—MLET, BETEDLNT 747 ZATITROELY TT,

1
2
3

4
5

m—H) a—FTHT b
Web 7t

E AT KL A
RADIUS

WPA2 /X— Y )L

FIE

ATw 1 [Wireless Settings] > [WLANs] (28 L C. [Addnew WLAN] A& %27 U v 27 LE£$, [Add new
WLAN] U« & RUNKR Y TT v TRRINET,
ATw 72 [Addnew WLAN] 7 ¢ > K7 ® [General] # 7 C, A F&ZRELET,
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cJAT7FANBEASLET,
*SSID # A LETF,
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web ZiEEORBRI5via~—2

AT w73 [WLAN Security] % 7' ® F® [Guest Network] A2 L £,
ATw T4 [Captive Portal] CHEBR TS v a R—=TUEBNLET,
AT9TES  MEIIEUT, ROTIEREZALATOI L0 1 2% RIRLET,
1 O—ALIA—FTFTHAIVE AT Ty va =Vl Ry hU—2 T2 AZFTT 5l
2, 2 b =T Lo TRAET A HENRH D2 —P 4 L XAT— RO AN a2 —FIRKR L
F9, =B/ WLAN =—H%3Z, AN 7747 bR ERTH a2 he—F TERT 4

ERBHY £9,
2 WebEfig . A7 7 vy a N—VF, Ry NU—7 T BARHFR SN ARNCHFHEL 22—
ForLET,

3 BFA—NWTFRFLR AT Tvva X=X, Xy NT—7 T RARHFASNDLANET
A=) T RLAD AN e 2 —FIR R LET,

4 RADIUS : A7 T v a =, Xy NU—27 T 7 v ANHTENBHIIZ RADIUS ¥—%
TAET DMENH D2 —W4H L RXRAT— RO AN 2 —F|ZFK R L ET, [Access Type] T
RADIUS %% L. RADIUS V" —ROHRTEEZ AT LET,

5 WPA2/S—YFIL: ZHUE. L2413 Of (Web #F3) TF. LAY 2PSK £ = U5 ¢ 20GF
PERNCATON, WIS, Ky FT—2 77 R ABHFASNBRNCAT T v o A= URFF
Za—PICERLET, [Access Type] TWPA2 /S—Y F LA EIR L, INRTL—XE AL
ij—o

ATy T6  [Applyl 22 U v LET,

=71 = r O ~ °o__ o~
Web ;2 EDABRR TSy va N—
Cisco Mobility Express |%, 7 7 /L NOWNEF A M iR—Z L& HR— b LET, 2—FNA o R—
FCEDHAS A RSNIZNEST A RAR—=F L R—FLET,

TIHILEFORFT R b R—2IILDFEHR

FIFNVEIDTF AN R—=F)L RXR=IJEFA LD, DAZ~A ZENTZT A N R—F )L R_X—
A UR— T BIIE, LTFOFIEICENET,

FIE

ATwF1  [Wireless Settings] > [Guest WLANs] (28 L £,
ATYF2 S APNWLANR—VTUFNERELET,
* Page Type : [Internal] (7 7 4/L ) ZERLET
* Preview : [Preview] R¥ %7 Vv 7 LT, "=V %L Ea—T&E7,
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TAXYLR 2y bT—2 DER |
B 7 x5 XShi=REB5R ~ R—ILOGER

* Display Cisco Logo : 7 7 # /L ks X—T O FMICEREND A2 n TEIEFRITTHIC
IE, [No] ZBIRLET, ZD7 4 —/L RiL, 774/ hT[Yes] IZRHESNTWVET,

* Redirect URL After Login : 7 7' #IZ7 A b 2—HZFED URL ({EX URL 72 &) 12V
AL M TDICE, ZOTFA R Ry 7 ACHER URL # AN LET, k254 X7 %
AT AHZEMTEET,

*Page Headline : @ 71 > R—V|IZHME D~y RTA U EFRTDHIZIE, TOTFA R Ry
JAMERT XA N AN LET, ER 12T LFEASNTHZENTEET, T 7411
D~y KF74 1%, [Welcome to the Cisco Wireless Network] T,

*PageMessage : 2 /A N—V THADA vy b=V EHRRTDHITIE, ZOTFA MRy 7 A
(CERT XA NEATLET, K247 LFEANTHZLENTEET, 774V D
A wE—UIL,  [Ciscoispleased to provide the Wireless LAN infrastructure for your network.Please
login and put your air space to work.] T,

ATv7T3 [Applyl 27 VU w7 LET,

NRAEIAXENT=REBT A b R—ILDER

NABA RENIZT AN R—=ZNET AN 2—FIZRRTDLUNEND DGE. Mtk LRI
Cisco Mobility Express 2> h B —F |24 A" — KN T&E 5% 7 /L~X—T% Cisco.com 225 X T 2
n— RC&xFEd, X—U%HE L, CiscoMobility Express T2 b2 —F ~D7 v 7 1 — FDOHE(FH
T&E 7, ROFNEITHENET,

FIE

ATv 1 [Wireless Settings] > [Guest WLANs] (28 L £,
ATvFT2 HFANWLANSX—VTLUTZRELET,
* Page Type : [Customized] % 3R L 9,

* Customized page Bundle : [Upload] "% %27 U w7 LT, DAZZA XINIc_—T DN
RV % Mobility Express 2> b2 —Z (27 v 7rm— KL &,

* Preview : [Preview] R¥ %7 U w7 LT, AN KR—F V&2 Ea—T&ET,

* Redirect URL After Login : = 7 A > fRIZ7 A b 22—V & 4ED URL (B2 URL 72 Y) 2V
A VL7 T DIE, ZOTFA N Ry 7 AT ER URL Z# AN LET, K254 UF%
ANTHZERTEET,

AT T3 [Applyl 22 U v LET,
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| 9a¥LR ARy brT—H D%
#2Z ~wWiAN togHs2 NaT [l

77X k WLAN TOEHE NAT

VX =V R —ER TS LT, 1200 A FTI~T0ED AP BH Y . FIFEFZ 300 L EOT
AYVA I TAT > BT D XD 7R T A/NGEEIcs LT F— K Wi-Fi —E A & $¢
e UET, 20X D RGHTTIE WAN 83 3l S 4L 5 72 DR AL —7" > RAVEE | 250 Mbps %
TEIY £F, 77472 Mkt U THMEDHCP r— " E 45 Z Lk, HIEOHIRNH 5 7=,
EEHOT A ABIRNI T4 T MCRESNET, AN TAALROEE, FAMOT T
DI T4 T He~v AL =T I EARA L MR TL—T 4 7 TEDHEIIT, vAF—APD
W DHCP H— SO 2 WIRF S v E T,

Small/Medium Site il
Q

MSP Modem/Router

50.50.50.50 gHtCP forfbai:/kL;fSc:OdZ\gces
VLAN 50 ateway for B

50.50.50.51
2 VLAN 50

VLAN 60 VLAN 60

A

No inside interface. All guest
traffic Bridged to Master AP

Inside interface for Guest in
70.70.0.0/16 (VLAN 70)
Internal DHCP on Master AP.
Master AP Gateway for VLAN 70}

WiFi Device 4 mDeV\CS 3 WiFi Device 2 WiFi Device 1
SSID: café-guest S8SID: café-backoffice-01 Sé\D. café-guest SSID: café-backoffice-01
Open wlcaptive portal WPA2Z-PSK Open wicaptive portal WPA2-PSK
DHCP from Master AP in VLAN 70 DHCP from MSP Modem/Router in VLAN 50 DHCP from Master AP in VLAN 70 DHCP from MSP Modem/Router in VLAN 50

7 A2 N WLAN THEHRI NAT 2% ET H12iE. LTFOFIEIZHEVE T,

FIE

ATvF1  NATUH SN D WLAN D72 DHCP 7 — /L 2B L £4, 2 a—FZ2ERT %I121%, [Wireless
Settings]>[DHCP Server] > [Add new Pool] {28 L £ 3, [AddDHCPPool] 7 1 > KUKy 7T v
TRRENET, [AAdDHCPPool] V 4> KU T, U FEFRELET,

* WLAN O 72 ® DHCP F— L& % A L £

* [Pool Status] = H%hZ L ET

*WLAN @ VLANID # A/J L E7

*DHCP 7 747 b Y—REME AT LET, 7 74+/L ME 1 Day TT
* [Network/Mask] # A1 L £

*DHCP 7— VORI IP Z AJ L ET
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TAXYLR 2y bT—2 DER |
B wan>—vozm

*DHCP 77— /LOTIPZ AT LET

*DHCP 7= 1VDT I+ I b TF—rozA4 2 AJLET
GE) HEHRINAT IZEERET D7 TA T > b T AL ZAFHD R a—T DA, T4+
F— kx4 L LT Mobility Express 3> FA—S ZEIRTELERH D 7,

*DHCP 7'—NVDRAL VR (A ay) #ATILET

* R—LY—/\D7=DIT, MBI U T [User Defined] Z3R L, £ —A P —DIPT KL A
Z NS LET, OpenDNS X —2L $— "D P 7 RLANHBHICATENTWEEAT
OpenDNS A %R L £ 7,

*[Applyl 27 U w7 LET,
ATw7F2  WLAN Z1ERd 5121, [Wireless Settings] > [WLANs] (28 L £, [Add new WLAN] % 721
[Edit WLAN] 7 ¢ > K C, [VLAN and Firewall] ¥ 7% 27 U v 7 L, LFZ&REL£T,
* [Client IP Management] C [Mobility Express Controller] % 2R L % 3-

* [Peer to Peer Block] #F =~ 7 L C, £ WLAN |25t L T\ 5 25D 7 74 7 > hMEDi#
EaBHICLES

*#4 747 VLANID # AJJLET,

* Mobility Express = k2 —F CTH A N 7 4 7> MAIZ/ERK & 72 DHCP R 30— 7 % 3%iR
LET

GE) : 2O WLAN O728® VLAN |, AP REH L CWATRXTDOAL vF R— N TRE
THYLEND D £,
ATv7T3  [Applyl 22 VU w7 LET,

WLAN 1 —H5 D EHE

Cisco Mobility Express (X2 —H /L 2 —H 7 H 0 FOER A R— M LET, ZO2—HE, AP
ERFE—NE L TRELEXF 2V T 4 L TWPA2 2 X —T T4 R&MHT DL HICHRES
NTWD WLAN, £/ 30—ANN A—F FHOURELTOTIER B4 T ERNEHE2I35ME
AT TG oa X=UEEATAIIICHESNTNS T A N WLAN O DICFRFESNE T,

B—H )V a—% T H Y b ERERT HIZE, BIFOFIRICENET,

FIE

ATv 1 [Wireless Settings] > [WLAN Users] (28 L T, [Add WLAN User] R ¥ > %27 U v 7 LT,
ATYF2 WLAN =2—H# L LTUFEZRTELET,

* User Name : = —HW 4 &2 A1 LFT,

Jl Cisco Mobility Express ') |) —X 8.6 BAHA KR
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WLAN TOR—HILMAC 7 s L2 ) 5 nt=od MAC DEm |

*Guest User : 7 A s = —H DA, [GuestUser] = 7Ry 7 AZHIMILET,

* Lifetime : 7 A b 22—V OHPE, 22—V T HU L FOFIMEEERELET, T 74V M.
YERSE 2> 5 86400 70 (FE 7213 24 Hiff)) T,

* WLAN Profile : = —¥7235: 92 WLAN Z R L £7,
*Password : =—Y T H T FDONRNAT—RKEANLET,

* Description : = —% 7 h v MIETAFEME 1T A b,
‘ftick] 7TA a2 & 27V v s LET,

WLAN TOEO—AJLMAC 7 4 LR )25 DT=HD MAC

MEN

&
ATy T2
ATvT3

ATvT4

Cisco Mobility Express £, =¥ k7 —7 ¢ WLAN TOKE, 1 X OFM RADIUS Z i L T,
MAC 7 4 VEZ Vv 7Y R—rLET, 2 b —FICMACT FLAZBIMLT, "UA Y
ANERIFZT Ty 7 VA MOWTANICEHHETEET, 2 br—F~MAC T RLAZEBINT
D121, LT OFIRICENET,

FIE

[Wireless Settings] > [WLAN Users] (ZF#) L C, [Local MAC Addresses] 7 V v 7 LE7T,
[Add MAC Address] #7 U v 7 LE7,
[Add MAC Address] V « > FU T, LFEFRELE T,

* MAC Address : 73 ADO MAC 7 KL 2% AN LET

* Description : @t 4 AJ) L ET

*Type : ZTOMACRHETA YA NELIZT T v 7 VA RDODWT IR D NERINLET
* Profile Name : = —#738f6c 35 WLAN 28R L £

[Applyl 227 U v 27 LET,
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TAXYLR 2y bT—2 DER |
B WLAN Passpoint D4 7K— ~

WLAN Passpoint O H7R— k

U U—2=R 8505, Cisco Mobility Express Cix WLAN T® Passpoint ¥ 78— 28BN E TV E
3, IEEE 802.11u X—ZAD Xy MU= {F@ZE Y R— 19257 7R KA &, WiFi Alliance
TRIESINTZEIEY 747 b T35 21308 L CHIfE L. Passpoint #éfEA AR — M LE T,

802.11u XfISERE Y7 74 7 >k T34 AL, 802.11u %}its AP/Cisco Mobility Express =2 > s 17—
M5 pre-association DFFICINE SN2 EHICHESE, ¥—F v FAP ZMH L, BIRLET, &Ei
IIAT U T RE, T ANOWER T 7 A MIEEN LA — L OLEHR, LALLARLR
AL EDTa Y a = TRIOR Yy NI — 7 HERERLES, I6IZ, B 7472 b
T ZE, FA S SIMUSIM 1 — R b5/ IMSI 7 — 2 2 L Th—2A Ry U —2
HHREBETH2ZEHTEET,

802.11u XfI&x AP 1%, Ry b ARy hOFTEEDFEM, v—I 7 NX—KrF— LA URR,
3GPP LT —1EH, RAA L AEGLIETIEREROV A MR LET, LA TR NI,
LV L, BT 5 BAP RS A P~ v B D) 2 ML LET, CoFREmD 2L
X, IELWEAPEASIERDOIHMAAT H 12DIZ, BakZ 74T > b T3 AT & > TRERFKT
T

WLAN %7 C, H— SSID & %%k SSID (T4 %72 Passpoint {F#H & I ESNE T, ZDEMD
Passpoint ff %L, B —ar E£72iL7 v —7SEEHRIBEM S 41, Passpoint X DEEE 7 74 7
FTARAANAP ZRH L, 72U 2F4T L CELRLIEREBGCEDLOICLET, 72
WLBRAFIZ ANQP 778 A F v hU—27 7 7’u ha)L LIEENDERET 1 |~ 2 U 03
ENFET, TITHEH, o baid, EENR2 VA 34T A N RV 27 Tk R
Rl L, AP & ANQP %r— 06l A Bfs L C, BREZ 747 2 b T3 ANGRGES
NHER SN D IRER AP ZRE L E T, ZONY Rz A 7 7FrtA1X, GAS-Generic Advertisement

Service 7’11 b =)L & EEH, IEEE 802.11u A2 CTEFRE SN TWVET,

Passpoint Z 5% ET D I121E, L FOFIEICIENE T,

FIE

avy |[BM
FFE
745
vay

4 Cisco

5 v | Mobility
e, - | I i
71 I:Zé‘(press ®* Monitoring e clsco 2 4 R =

[Expert
View] %
R
L%

D
[Expert
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WLAN Passpoint D4 7K— b B

avy
FEf
7o
ay

=)

View] IX
RITTR
TED
(.
Cisco
Mobility
Express
WebUI

Dk
AP

[802.11u]

&
[Hotspot

201 %7
AAEERS)
A7)
£7

(AR TR

WLAN
D
802.11u
BIOD
Hotspot
2.0 ZEX
ETD
[hel =N
[Wireless
Setting]
>
[WLANs]
e 2
L%

j‘o
[Add

Cisco Mobility Express ') ') —X 86 EAH A K [ ]



TAXYLR 2y bT—2 DER |
B WiAN Passpoint D5 R—

avwy |BM
K&
7o
ay

new
WLAN]
E el s
[Edit
WLAN]
VA
N

ISR
[802.11u]
278
JW
[Hotspot
20147
&
Vw7
L. ¥
YD

%!‘lu—'—-&r

AX E (&

AV E
B

Z | [Apply]
Ty |\ ®7
73 |Vv7”
L&
R
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CiscoMobilityExpress #EAA L f=H—E XD

T

Cisco Mobility Express EACTHAR— FEND2WNL OO —EXRHV ET, ZDEI 3T
X, ROV —EREFALET,

* Application Visibility and Control (7 7'V 7r— g v Or[fRIEBSLR= > be—L) | 71 ~X—

* {0S 1T & » THeiifk & 72 Wi-Fi #5t & Fast Lane, 73 ~—3

* CMX Cloud & Cisco Mobility Express, 75 ~X—3

. . . ag =g o
ApplicationVisibilityandControl (7 7'') 5 —< 3 > D AI{R
HELUar bO—)L)

Network Based Application Recognition (NBAR) X, VA YL A Ry NI =T TCOT 7Y r—39
Vil A2 ATRRIC L, FEE S AEN AW EEYET, £, 2 Y- U RO Y Y a—Ta v
& LT Cisco @ Application Visibility and Control (AVC) Z¥LELEJ, Zhickv, xv hU—

TINDOT T Ir— g O AEMENEE SN, BEERRRHCT 77U r—2 g Ol
T&EY,

NBAR [, AT —h 7NV 1A~ LI NEEVR— b TD5F 4 —T Xy b A AT ary T
/Y —"7T7, NBARDERMFEHFIE LT, x>T4 FF70=07, Xy NI—JHED
R—=2 T4 1M, BIXOWBIEZEERETL27 7Y r—a 0L 0 ERIEERNDY 9, 77
Vor—a rOfHRNOBEBZIERETE 5720, Xy NU—7EHEX, £ NU—7 L Tig
BENVE UG AICHIBIEHE OB LWT ) r—a Vb EE R T 7Y r—ya v a#ET 5
LTI AR 2 RAOEAHETEET, IbIZ, FEOT SV r—var b o7 4y
7 OBRINENZZEF L2V, Fury XLz 352 88 T&ET, AVO/NBAR2 =2 V0%, &
JE D WLAN @ QoS i & L FHAEH L E T,
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Cisco Mobility Express Z{#fi L= —ExDEE |

B waNco7FUr—saroafiodsit

WLAN TO7 T r—2 3 o OaRIEDFEE

WLAN CTOT7 7V r— g Ok a2 R ET H1iE. LFOFRNEIZHENET,

FIE

WLAN TO7 7V r—3 g O Z FNTT HI21E, [Wireless Settings] > [WLANSs] (ZRHE) L
F£9, [Add new WLAN] %7213 [Edit WLAN] 7 . > K7 T, [Traffic Shaping] ¥ 7% 27V v 7 L&
T 2D WLAN TO7 7V r—3 3 Oz HTT 5121%. [Application Visibility Control]
C [Enabled] 23R L £9,

WLAN TO7 75— 3 > OFIEHOE L

TV =y a rOABUER WLAN TENC 2o 7eth, SESERT TV r—v a Dl Offil
waEEmcEEd, 77V = a COREIZBINT 5121, 2 2OHERH Y £97, [Network
Summary] ~X—® [Applications] 7 4 ¥ = > " BT 7V r—3 3 OFfHl Z BEEEEINT 5 0,
[Monitoring] > [Applications] IZBE) L, MBS TT 7Y r— g COfil#ElZ BN TE £7,

[Network Summary] R—I 57 F1) 45— 3 UHIEIOEMN

ATvT1

ATy T2

ATv7T3
ATvT4

Jl Cisco Mobility Express ') |) —X 8.6 BAHA KR

FIE

[Network Summary] ~— " [Applications] 7 1 ¥ =~ M &iBAI L £, [Applications] 7 4 ¥ =
N ZBIIF 5121, [Network Summary] N F—OEFMIZH B [+ T A 2> %27V v 7 LET,
[Applications] 7 ¢ ¥ = v b &I L £7, [Applications] 7 1 ¥ = v~ bi%. Mobility Express & » k
D=0 DY F7AT v "BNERT D L1007 7)) r—ra v zFrLET,

HEAEBMT 577V r—varva7 Uy 7 LEd, [AddAVCRule] V 4 > RUNKR TT 7
FRENF T, [Action] ZEIR L £, [Action] X, ¥—¥., FAYTEZL— rFIBRTY,
I—9 DATE. DSCP & LT [Platinum]. [Gold], [Silver]. [Bronze]¥ 7=i% [Custom] % &R C &
F9, WAZ LBRLTZGEE, DSCPEZRET DL ENH Y £, L— MilROEE, 7
TV = a L — e NRNR—2 N L— MERETEET,

1 DLl ED AVC TR T 74 )L E SSID DFAA D ETINL £7,

[Applyl 7 U v 7 LET,



|  cisco Mobility Express (& L =4 — E R DEE

7T r—

ATy T
ATy T2

ATvT3
ATvT4

i0S = & > THRIE{L & Nt WiFi i#5 & Fastlane  [J||

a3y R=UhT7 T ir—a UFlIHOEN
FIE

[Monitoring] > [Applications] ~X— 2 E) L £7°,

i ZEMT 27 7V r—ara7 Uy 27 LET, [AddAVCRule] V 4 > UMKy 77 v 7
ForENFE T, [Action] ZER L9, [Action] X, ¥—%. FAv TE7-iZL— rRIRTY,

< —%9 O34, DSCP & LT [Platinum], [Gold], [Silver], [Bronze]¥ 7-!% [Custom] % 3 T X
F9, WAZLEERUIZGAE, DSCPIEAZIEET D2MLENH Y £, L— MHROEE. 7
TV r—=a OV L — R ENR—=Z2 | L— MEEETEET,

1 DL ED AVC TR T 7 4 )L & SSID DA DEZ IR L £,

[Applyl &7 U v 7 LET,

i0S [Z & > TEi#E1k S 1= Wi-Fi #4§% & Fast Lane

RE{L S - Wi-Fi IEROETE

802.11r #fiis WLAN |, VA VYL A I TA T h TS 20u— v T aEmdfbLEd, v—=3
V7 g AR A& EESE A -012iE, 108 10 23T 5 i0S T 3A A% 1r ks WLAN
Wt A BB LET, 72720, WLAN Cllr 29T 5L, FTAKMOE—a 8
T =TI ERM LWL Ty — T3, A% WLAN IZH TE R R0 £9, (510
FET, 72747 2 b T8 ZAOBEE TR LT 1r (T 3o 2% FT XIGT 3 A& LT
WLAN ([ZEERE FTREIC L, RIREIZ, LA — T34 2% 11I/WPA2 T34 AL L TR CTZH L9
WIZTHHERH Y T,

Cisco Mobility Express U U — A 8.4 [, 802.11i A %h7e WLAN T, i0S 7 /31 ATk L TDHOH
802.11r Z AN TE E T, KET 5 i0S T /31 AL Z OEREZ KA L. & WLAN (2%} L T FT
T vE—varETVET, VA ULV LAAL LT TARNT I F X, IEFT WLAN TFT
T =y arERAVE— N TEDLHT A AZK LT, WLAN ECFT 7 Vv o—va V%
1792 & %7 LET, X T AireOS 8.4 2381 L TV % Mobility Express Tl&, SSID T 802.11k
L 802.11v T 7 4/ N CHMI > TWET, ZHOHDOHEEICLY, m—I VT _R&E & (43
VT EFRANR— AP IZBETAERN T TA T 2 MIBHME N, v— 3 I NNER b X (KIS
AX XY= TTDHIENRLIRDDT, V74T v b u—3 v FOSFECELLET, i0S T
A AET 2TV RN RETR—FT5728, 80211k A /3= U & M, i0S T /34 AIZHH&H L
TT a7 )V N RTHEFISNET,

WLAN T, 11k, r. v ZFETDHI21E. L TFOFIEIZHENET,
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Cisco Mobility Express Z{#fi L= —ExDEE |

B s#Etsns WiREgEoRE

FIE

AT w71  CiscoMobility Express C [Expert View] & H 02 L £3°, Expert View (I Cisco Mobility Express WebUI
DRy T NF—TCHHTE, L2 —THHTE RS EIERFEAHENT A =X EHHIT
T&EET,

ATw T2  [Wireless Settings] > [WLANs] (Zf8) L £ 9, [Addnew WLAN] & 7213 [Edit WLAN] 7 1 > K7 C,
[Advanced] # 7% 7V w7 LET, ZOX—T T, LEIZLUT, 802.11k, 1, vERELET,

Edit WLAN

General WLAN Security VLAM & Firewall Traffic Shapingl Advanced

802.11k | Enabled{Default) v I
802.11r | Adaptive(Defauli) v
802.11v | Enabled{Default) 'I

Client Band Select

Client Load Balancing

C}
jak}
|
3
15}

— G

ATv7T3 [Applyl 27 VU v LET,
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|  cisco Mobility Express (& L =4 — E R DEE
Fast Lane D% E [ |

Fast Lane D% E

Apple i0S T /34 AL, IETF OHELZIZHE- T QoS ~—F > 7 4T\ E 9, AireOS 8.5 2V EI{E L T
V% Mobility Express ClE, CLI 2> Fastlane f§REZ AT 5 Z LI2 XD, kD K 5 2 EF] 724
BAIEHTEET,
* WLC QoS &% iEN 7 10— S)VICEEb S 4L, VT VEA LT 7 r— a3 OHR— v
ELEF,

*i0S 10 7 /3A A TiL, WMM TSPEC/TCLAS * IV T—2 a2 RITTH2 << T v 7 A
M) —AER NI 74y 7 BRETEET, AV T TARNTIZF ¥ RNINDDEHALDE R
=X IR LET,

*QoS Y7 7 A NNEI0S 10 T3 AC#HTHZ LT, 7y T AR —ATQoS v—F
INEAINDT TV r—varvk, RANTZ 73— ERENRNY I T RTEESR
LTIV r—a U ERETEET,

Ul 7> WLAN IZ Fast Lane 3% E 7 5 2i%. L TFOFNEIZIENE T,

FIE

ATvT1  WLAN TT 7V r—v a3 O ZHNT HIiE, [Wireless Settings] > [WLANs] (8 L &
9, [Addnew WLAN] % 721X [Edit WLAN] 7 ¢ > K7 . [Traffic Shaping] ¥ 7% 27 UV v 7 LE7,
Z @ WLAN T Fastlane Z 42029 %1213, [Fastlane] (Z%f L T [Enabled] Z 3R L £ 97,
ATv7T2 [Applyl 27 VU w7 LET,

CMX Cloud & Cisco Mobility Express

Cisco CMX Cloud

Cisco Connected Mobile Experiences Cloud (Cisco CMX Cloud)i%, il CA—F 7L T¥, A=
DRadio A VT TALT I F v Ly —AhLVRAHETHILET, VAV LVAT AT 7 EADHR
ik L iRR N T ORI D HTICRE B ke b 726 LET,

ZDY T RRHEHET % Software-as-a-Service (SaaS) (%, BANK G CEEINZEH T £,
ZhUuE, CMX 10x 22— R|ZH-3& | Cisco Mobility Express U U —A 83 & AflERH Y £3, &
DY —E AR EINFET,

CHFANT I RADIODORkE : V— v, BAATEEE, va— b AvE—Y —E R
(SMS) R EDXFEIFERTIEHFEEZHATIH AL LR —F LT, HENRLTNF X
KTt x VU a— g R BRFICERELET,

Cisco Mobility Express ') ') —X 86 EAH A K [ ]



Cisco Mobility Express Z & L = —EX D EHE

B cCiscoCMXClowd V21— a3V DEBMET R v R

* TR ARG SRR DT RTO Wi-Fi 734 2 (LLF T7830 2] ) ki L. WA ERF
M. B RES Y =% BLXOE—I7 KR EOT LB 220 LET,

CiscoCMXCloud V') 2 —> 3> DE#BMET Y v H R

* AireOS U U — R 8.3 LIFE % %173 % Cisco Mobility Express
* Cisco Mobility Express ([Z%fJix L TWHFTXTDOT 7R KA bk

Cisco CMX Cloud E A DHx/NEH

CMX Cloud 3 A D/ NEMIIR D LB TI,

1 EEEo CiscoCMX Cloud YV V = —> a3 VO~ N v 7 2 &R L ET,

2 HE$E9 277 U Chrome 45 LIFE T,

3 60 HREID KT A TV D7=8IZ https://emxcisco.com THA > T v 7§25 7)>, Cisco Commerce
Workspace (CCW) »HEER L7= CMX Cloud D —E 2 A4 A &AL ET,

TLE 2 X2 HDT= 812 Mobility Express T CMX Cloud 5 —E X ZH %)

29 %

RTvT1
ATvT2
ATv73
RTv74

CMXCloud 7 h v v FEERRLTZ6. ROFIEIZ, ~AFX—T 7 A KRA L kTCMXCloud ¥—
ERAEZRELTHMEL, CMXCloud (T —Z ZEETEA L9052 T, RETAHIZ
X, L FOFRIEICEVE T,

FIE

Cisco Mobility Express WebUI C., [Advanced] > [CMX] (ZF#E) L £79,

CMX H#—/3® URL (¥ F URL) ZAHLET,

CMXHY—N b=D Y THhU b b=22) ZATLET,

[Applyl &7 U v 7 LET,

Evh  BRELCHEREMEHAL T RAY— AP 5 CMX Cloud A~ ~D G2 8 5 7=
WHIZ, [TestLink] R¥ %27 Vw7 LET,

TLERAHFT D=6 CMX Cloud EDY 1 FDEETE

CMXCloud BTV A FEEKR LT, LBV ADHDIZDITH A MZT 7 BA KRS S EBNT
B, AP O FNEIZEWNE T,
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ATy T
ATy T2

ATvT3

ATvT4

ATy TH
ATvT6

ATvT1

ATvT8

FLEVZAH D=0 cMX Cloud L4« FoEE [

FIE

https://cmscisco.com/ C CMX Cloud 7 4 7 > hMZvr 7 A4 LT,

[Manage] > [Cloud Enabled WLC] {8 LT, WLC ®IP 7 KL AN Y A MIFEREIND Z & &
ABLET,

[PRESENCE ANALYTICS] > [Manage] (2% 8) L £7°, [Sites] ~21 > 2B & £3, [Add Site] RZ o
7V w7 LT, A MEEKRLET,

[NEWSITE] ¥ « > R 7T, IROFEMARRE L ET,
YA hDOREAEATLET,
*H A FOFT FLREZATILET,
* Ry FH T VR IDOLRA L=V RIRLET,
*ESEE®D L EULME (Ignore, Passerby, Visitors) ZHER L F7,
CEEORNFERBE (4) A A LET,

[Save] 27 U w7 LTHA bEERLET,

B A FZ&ZVER L7= 5. [PRESENCE ANALYTICS] > [Manage] @ F @ [Access Points] Z7 Y v 7 L%
‘é‘o

TIRARAL L FERIRL, [AddtoSite] R¥ > %227 Vw7 L, Kay7Zor JUARNNLYA
hEEIR L CGEMLET,

=AY

% I\Z, [Presence Analytics] % v ¥ =R — FIZBEI L £ 9, 1ERk L7724 FEIRL £3, oL
WIZ, TLEVR 7= BRHHAAENTODDOERR L ET,
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Cisco Mobility Express EA D EHE

* TIRBARAL NOFR, 79 N—

* Cisco Mobility Express % kT —27 ~D7 7 A KA > FOEBEM, 81 ~—
*80Ix YT U B FELTHOT 78R KRA L FOFERE, 82 R—V

* REF0 77 A VOHRE, 82 ~—

s BHT 7 v ADHEE, 85 N—

* Admin 7 7 FOER, 86 ~X—

* TACACS+ 35 LUV RADIUS $— "DEH, 87 ~X—

* Cisco Mobility Express DR OEEL, 90 ~—

* Cisco Mobility Express ¥ 7 b7 =7 D7 » 77—k, 90 ~<X—

* CALEA AR — |k, 98 ~X—

TOEAKRA FOEE

YU —2Z847~5, CiscoMobility Express (3K 100 5D 7T 7 EARA  FETHR—FLET,
TIEARLA L FDOY A MERRLIED NIA=FEERT DT, LFOFIRIZHENET,

FIE

AT w1 [Wireless Settings] > [Access Points] (258 L £,
GE) [P] 74 2 TERENTWERYDT 7R RA L bR~ AZ—AP THY, EVIT
WIBT 7 &2 HA v BT

ART9T2 TIBAKRA LU NONRTGA—ZEELTTHITIE, [Bdit) R¥ %27 U v 27 LET, [Access Point]
VAR, TIRARA L MIET L KRR T A—F 2R R LET,
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Cisco Mobility Express EE A ) & I
B 7/txfrorones

* OperatingMode (GEAHYD HHA 7 4 — /L R) = AX— AP DGE, 2D 7 4 —/L RITIZ[AP
& Controller] & /R INET, MOUEE AP DA, ZD7 4 —)b RIZIZ AP DA BFER S
i‘g‘o

*APMac GEAMVEH 74— F) T I7EARAL L FOMACT RLUANRERINFET,
* APModel GEAHVEH T 4 —/LR) T RBARA L FOETNADOFEMPERINET,

* IP Configuration : AP ® IP 7 RV ARy U —7 E® DHCP — 2 X > THEV Y THR
% & 9123 %H1TIE, [Obtain from DHCP] 23R U £ 4, £721%, [Static IP] 1R L 7,
[Static IP] 7 K L A & 3#IN L7254 13, [IP Address]. [Subnet Mask], ¥5 & T [Gateway] D45
74—V REmRETEET,

*APName : 77 B ARA » bOLRHIZRELE T, ZHET7 IV —TFA L 74— T,
*Location : 77 A RA L "OBFHEwRELET, ZHIZT7V—TFTFA N7 40—V RTT,

AT9 73 [Controller] # 7 (= AX— AP TORERTFEE) T, DT RA—H EZEFTCEXET,
* System Name : Mobility Express D 27 L& & AN LT,

*IP Address : IP7 RLAIZE > T, 2 a—T7D WebAf ¥ —T = A A~Du A URL
NREEINET, ZO URL L, https:/<ip address> & W H XTI, ZDIPT FRLRAEEH
THE, BV A U URL bEEINET,

* Subnet Mask : 7%y h ~2 27 2 AT LET,
* Country Code : EFESA AT LET,

ATw 74 Radiol (24GHz) & Radio2 (5GHz) T, IRD/NT A —H fRETE 7,

* Admin Mode : A2/ LET, Zhud, AP Txid 5 Radio ZH N E 7213 ahic LE5
(802.11 b/g/n FIZ 2.4 GHz % 7213 802.11 a/n/ac FHIZ 5 GHz) .

* Channel : 7 7 /L b Z Automatic TJ°, [Automatic] Zi®IR T 5 &, BT v 3 /LE 0 4 Tn
B2 0 £3, DF Y, CiscoMobility Express = & b 17— 7 OHilfEl FIZ & %4 AP IZF ¥ %
ABEICEI D Y THNET, ZHICED, BETHIAPBRFEI LTy 1AL TT7r— R¥ ¥ X

FTERNWEDIIRDTI2D, THXOMo@EE EOREN AL S E 3, 2.4 GHzRadio D
e, KETIE 11 OF v 31, ROMOMIETITR KT 14 OF v xRt S E+
B TNHOF ¥ XANREEET S AP THEA SN LG, EE LRV L RRE 5003 1-6-11
721 C9, 5GHz @ Radio DH A 1L, K23 DA ——F o7 F v 2 ARSI ET,
BEDEAZEN VLTS E, ZOAPICTF v FADFHICE D Y THRET,

°802.11 b/g/m : 1 ~ 11,

°802.11 a/n/ac : 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 132, 136,
140, 149, 153, 157, 161, 165,

* Channel Width : 2.4 GHz ®3413 20 MHz, 5 GHz D343 20, 40, B L TUV80 MHz THRTE &
NEJ,

* Transmit Power : [1] ~ [8], 7 7 # /L ML Automatic T,
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ATy TH

Cisco Mobility Express v b T —O ~ADT7 Y X R4 > FDEM .

B EBEOREGH ), 2F D AP THEA SN A EET RV —TT, [1] DM, [2] 28 [1]
OF4r. BIB[1] O 1/4 E720 0 LUFRERIZHED LT & 97, [Automatic] ZiBIRT 5 & %[5
IDZEE T D55 LI EESW T, Radio DEEMAINTHEINET, ZHNICEY FTUAI Y
21X, Tx—T 4 U IRERBAE LIS AIC, FE AL ORI, RAKHIIRMCTEMETE £,
IR KRMEIZEIET 5 F T, FMEHARMLEIZS U THEMLET,

[Applyl #7 V v 7 LET,

Cisco Mobility Express Y F T—O ~DT7 I X KA >

XOFEN

7 7 A RA % Cisco Mobility Express kv bV — 27 (ZIBIIT HBRTIE, LT A2BET D03
N0 ET,

FOECARAV MDY I I TT IN—23Y  BINTHET VB ARSL L MDY T v =T R—
VarvNT A —APOHLDOLERRDGEEIT. BINTAT I BEARAL L M AX—T 7 AR
AV P TCETLTNDA—ROY 7 =T 2800 —RT50ENOVET, vAZ—T7
TARLA U P TCETLTNDI— REX T ua— RT 572010, HTLWT ZEZARA 2 M,
WRONWTNNERTETDHDLENDY £7°,

*TFTP H— ROFEFEMET 7B RARA L bDOA A=Y RXRERE, V7 bo=T Ty 75— 1

DR—V THRETLHLERNH Y 7,

* VAL —APIZ83.102.0 IFEDO I — RBHIUX, Y7 "N =T T v 7T —FDOX—=TT

Ciscocom 27 A2 J LT oo VEFREL, FILWT 7R RS SBRBEMT D & XITH
L a— K23 Cisco.com M H BEIMICA U o — RENET,

G¥)

ATv T

ATy T2

Cisco.com WHEREY 7 b7 ¥ o — R&E{TH 72021, ¥ AHF — AP IZ SMARTNet #
KRHHMERH 7,

FIE

TFTP #—/3Z Cisco.com NHT 7 EARA LV M A A=V Dzip 7 7 A NEX T a— RLET,
WY RADN=T g d, v AZ—AP ETIEITSNTWOHNY RV ERIEA—=Da U Th D
BWiRndo D ET, HAxDT 7 EA RS M A A=V EHUT L7 7 A NVERRL ET,
[Management] > [Software Update] (258 L £ 9", #riEE— FC[TFTP] Z &I L, TFTP /X7 A —%
ERELET,

(FF=1F)
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B sy TUAL RELTOT I £ KA Y FORE

ATvT3

ATvT4

[Management] > [Software Update] |28 L £ 3, #rEE— K T [Cisco.com] Z &R L, Cisco.com D

2= T AT MIBEET HNRTA—FEZRELET,

AP %2y NU—JIZHE L ET, AP SEENT 25 & DHCP Y — ") B 1P T RUAZRSELET,

AP D=V g VIRV AL — AP D=V g b —HT LG, v AX— APIZBMLET, 272

L., BMEND AP D=2 3 VIRV AZ— AP ON—V 3 L B DG4 BE S TFTP

P — NF 7213 Ciscocom MO A A=V DX a—REELET, A A—TVDF T a— KR

SET LD, AP ITHEE L T~ AX— AP IZBINL £,

GE) AA=VOF T a— R —E2OHWEIERELEEAL, A A—VDF T a—FR
DET LD, APIZHEINICHEESH L TG, ~AX—APIZEBIMLET,

82IXHTYHUFELTODT7OER RA Y FDERTE

ATy I

ATy T2

ATvT3

AireOS U U —Z 8.6 LIF, Cisco Mobility Express 34T 57 78 A A M & 802.1x 7 U 7
YhrELTRETEET,

Mobility Express AP (% 802.1x #7'U 77 h & L CTHERE L. EAP-FAST A7 % ISE (2%} L TX
AV FICE > TRIESNE T, S0LIXBIEADOR— FRRESND L. AL v FIL, FA— MIHE
BINTZT NAARELLFERESNDETIE, 802.1x N T 7 4 v 7 UAND VT 7 4 v 7 BAR— b
w2 AT LEY A, AP X, WLC 2T 501, £7201X WLC 2801 L=t T8
TEET, ZOHAIE. T78ARA L FBRWLCIZBI LT T 802.1x & AA v FITHE L £
R

FIE

[Wireless Settings] > [Access Points] {28 L £ 7,

[Global AP Configuration] R ¥ % 27 U w7 LC, [Credentials(802.1x)] # 7 CIROIHH Z R E L £
—é’—o

* [Username]

s [Password]

* [Enable Password]

[Applyl 227 U v 27 LET,

REFJO77A4ILDEETE

Jl Cisco Mobility Express ') |) —X 8.6 BAHA KR
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Rr7oorsroiE I}

RFE7a 77 A NEFEHTHE, @O = 2T HAP I N—T 520K L, £
TNV —NO APIZKRET 5 RRM OEIEZBINIICAE T £9, =& 2k, Z<Dn=2—
PREEDL, FLREETEHZYTIC, REPEFBED AP Z BT 2HE13H0 £3, 20
B, F—F ¥ 3N TEEERLZNL, BAVEECHLT 572012, 7—% L—F EEBOf
FEBETHOLERH Y £3, BEC ) 7T, @O ALy UBRREINETH, FD LD
REMEIC L > THNRLyONEbNET, REZ0 77 A /VE AP I N—T %45, Bigd
BEECH ALy Y S — L TEIET 5 AP VL — 712kt 4 % RERELX 5@t T2 $£7, RF /'

77 A T, 802.11 EMHIC/ER S ET, REZa 7 7 A Lid, AP ZL—F BT 53 XTD
APICH SN, FOI N —FHNOTRTOAPIZFEI LB 7 7 A ARERESNET, RFEFS 277
ANEFERALT, 7—% L—hBXOESN (TPC) HEZHIHTEXET, RFEF 277 A LNDE L
K% AP 7 V—7IZBHE#fHT 720 . FTLWRF 727 7 A VEER L THH AP 70— I BEfS
FHZEMTEET,

RF7A 774 ILDKETE

&
ATy T2
ATvT3

RTv74

RF 707 7 A NVEFRET H7-HIZ, Cisco Mobility Express C Expert View BN LE T, Expert
View (3R 1Z779 & 9 IZ Cisco Mobility Express WebUI @ |k v 7 S —CHIfH T& | AL = — CTFl
HATERVWSEIERRERBNTA—FEZHANCTEET,

I Q A @ = O

FIE

[Advanced] > [RF Profiles] (& L £9°,
[Add new RF Profile] hZ > %27 U v 7 LET,
[General] # 7 C, WOWEHZHELE T,

* [RF Profile Name]

* [RF Profile Description]

* [Band]

* [Maximum clients per radio]

* [RxSOP Threshold]

* [Multicast datarates]

[802.111 # 7T, WOHHARELET,
* [Data rates]
* [MCS Settings]
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ATw 75  [RRM] ¥ 7 C, ROEHZHZRELET,
* [Channel Width]
* [Select DCS Channels]

AT w76  [Client Distribution] # 7' C, WRDIHER 2% E L 7,
* [Window] (0~2027 747> 1)
* [Denial] (1 ~ 10)

O » (o] = =
TOEVARA M TIL—TDERE
AP V)V — T %R ET 5 7-HIZ, Cisco Mobility Express C Expert View % 202 L £, Expert

View (% Cisco Mobility Express WebUI @ k7 S/ —TH|f C& | fEHEL 2 — TR TE RN S
FIERBERNT A =X EANITEET,

MIT Qa A @ = o

FIE

ATw 1 [Wireless Settings] > [Access Point Groups] (28 L %9,
ATw 72 [Addnew group button] #7 U v 7 LE T,
ATv T3 [General] ¥ 7T, WOBEHERELET,

* [AP Group Name]

* [AP Group Description]

*[NAS-ID] (7> 3v)

* [Venue Group] (7 3>)

* [Venue Type] (73 >)

ATv T4 [WLANs] ¥ 7 C, [AddWLAN]RZ > %27 Y v 27 LT, WLAN % AP 7/ /L— 72BN L £,

ATwT5  [Access Points] ¥ 7T, AP /L —TIBINT DM ENGHDLT 7B A RA v FEERLET,

ATw 76 [RFProfiles] # 7 C, 24 BXWNS5.0GHz Ik RF 70 7 7 A V& &R L EF, REFZFu 77 AL
MNZDAP 7 N—T7 A S ET,

ATv7T1 [Applyl 27 VU w7 LET,
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7oeaRavk I—T0EE I

TOERARLA M TIL—TDHRE

A

AireOS U U — A 8.6 LK, Cisco Mobility Express [£, A YL A 2 hua—J8REA (T LT\
% AP DET VTG U T, K 100 D AP 7 v—7 %% KR—FLET,

AP VN —T1%, DAYV ARy NT—JNDT 7 EBARA LV M EimBlic s/ v—{bL=d D
T9, AP N—7TliEnr—va Vv _X—ADP—EARAHRETT, 2FV, 7I7ERA KA b
DOty hEDSSID LR DT VA RA L ROy N EORIOSSIDEZ T B — K% v A NI 5
Bl AP I A—THER L, WET 7 EBA RA L NEBINTAZ L CEITTEXET,

GE)

Mobility Express Tl K 50 D AP 7 /L —773 K — k ZH, 1 2D AP 7L — 7Tk
100 fE > AP ZBM T 9,

EEBT7OERADETE

Mobility Express = > b 2 — @ [Management Access] f ' F —7 = A AL, 2 ba—J7DA N
YREER, =TT XY= EANDOERIEN SN T 74V DA o F =T = AT
T, F, v hr—F LT 78X KA MNEOBEICLEHSNET,

Mobility Express = h B —7 CTHR— I HET 7 B RIZITKRD 4 ODZA THRH Y £,

1 HTTP Access : HTTP 7 7 & A £— K& H I LT, Web 7 7 7 ¥ T http://<ip-address> % {# ]
LTCarybr—0GUIILT 7 EATEL LT DITIE, [HTTP Access] Ky X0
A R 5 [Enabled] Z#3R L 77, AT LW &1L, [Disabled] Z B4R LET, 7 7 4/ K
fliZ [Disabled] T9, HTTP 7 7 & 2 E— N, EF 27k TIIdH Y A,

2 HTTPS Access : HTTPS 7 7 & X E— R& I LT, Web 77 U ¥ T https://ip-address % fifi
HALTay ba—J0O GUIIZT 7B ARREIZT HIZIX, [HTTPS Access] K> X7 U X
k725 [Enabled] #32IN L E3, AT LR2WGA X, [Disabled] #3IR L £3, 7 7 4/ MHE
/% [Enabled] T3, HTTPS 7 7 & %2 F— FiZ, ¥¥F 27 28k T,

3 Telnet Access : Telnet 7 7 ¥ A E— REZAZNCL T, v by T Davwr R a7 Maff
HLTar ha—JDCLI~DYE— [ 77 EAZARRIZT HIZIE. [Telnet Access] K& > 7
7 Y ARG [Enabled] Z2384R L £97, A2 L2541, [Disabled] 23R L %4, 7
7 # /v MEIZ [Disabled] T3, Telnet 7 7 A E— K&, EX=2T72EHETIEIHY THA,

4 SSHv2 Access : Secure Shell /S—3 32 (SSHv2) 77 &R T— REANTT HIT1E, [SSHv2
Access] Ry X  UX )25 [Enabled] Z3& IR L £, ZD7 7R E— KX, Telnet D
X2 VT 42 LTb DT, T—FEBFLLEX 2T Ty RV E2HEH L TTF — & 2Rk
LET, AT L7220 A 1, [Disabled] %R L E9, 7 7 +/b MEIL [Enabled] TJ, SSHv2
TR ET— NI, X T BT,

ay ha—SOERBDE A TOERT 78 AEHNEZITENTT DL, ROTFIEEZEITLE
@—O
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FIE

AT w71 [Management] > [Access] (B8 L £,

RTvT2 KT IEBAZATIZOWT, [Enabled] %721 [Disabled] Z3#R L £,
GE) Db 1DODT VA ZATEGHNCTHLERHY T, WITNLAM LA
WG mﬁ@i—‘ﬁ:iﬁMobilityExpress ayhe—Imnbuy Ty NINDHD, T
7w A HERMETS-0IE, 3 Y=L EER L CEETH0ENHY £7,

ATYv T3 EHEEEETDHIT \me%7)y7LiTo

Admin 7 ho > ~FDEHE

Cisco Mobility Express (X, Admin 77 7 > h DFpZz AR — F L TEY | REESHL TV RN —
PRar ba—J2HEE LT VRKELZRRTL20%[1ELET, Admin =—% 7 H o2 MIK
D3IODT 7 A LYV THR—bERET,

1 BRAHY /EEASL i L ESIABOHRERF ST AU Y NIRRT rneya =7
LE=Z VU TRRRENDH D T,

2 HAEOHEM  GAR FEAOHREFOT AT ME, B2 ) U IHBEEO A TT R TOR
maEZRTEET,

3 pE—T oy ARAYH—mb— T Y Z—I, Cisco Mobility Express T# A k —H 7 h 7
VIREERLTERTEEY, nb— 7"\, RENRREHEREZFFS, AT
BT b EERT LT DIENT D Web X—=T DT 7 EATEET,

Y

GE) 0= 2= F—=EZ =2 KT b U 2048 (57 40 MiE) ICHIRESN TV E
T, F—AN—2F, B HAERI—Y (nE— T oA\ F—EET) | o—HL Xy k
J— a—% (FAF 2a—HE2ET) MAC 74 V% = b, B4 A b= b)Y Tt
FahEd, IhoxfGbdt T, &KXEEZBEZLLZ LT TXERA,

Admin —HFZ1ERKT HI21E, RO TFNEIZHEVE T,
FIig

ATv 71 [Management] > [Admin Accounts] {Z&E) L, [Add New User] "¥ > %7 U v 27 LE7,

ATY7T2  Admin 2—%F T H UL MERETHITE, LLFEZANLET,

* AccountName : Admin 2 —VZZ A LET, 2—FLTITRLFE/NIFERXF S, &
KT24LFDASCH XFEFEHTEET, 2—HAIL, AX—RZEFHLTLITTEEY
o FTo, —BIZTHHLERH Y F,
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* Access : Admin 71 7 > F D72 HIZ, [Read/Write], [Read Only] ¥ 7213 [Lobby Ambassador] 7
7B AZBINL £7,

* New Password & Confirm Password : R D/L— /LIZHE> T, Admin 2 —% 7 H 7 "MI/XA
U—RZ2ANLET,

°NAY— RTEHRILTFTLNLFREBENET, AN—AFHHATE EE A,
CNAT = RiE, WOTRTDY T AOLF% 8 LFULELLER LY £7,

e
°NAT— RNTRH U FA2ER L T4 ELL B IRTZ LT TEETA,

° XA T — KIZ, Cisco LW IFEF-IL Admin 2 — VA A TE AL, IHIT,
INLOFEOLF YN Leb D, RXFE/NLFIZERE LD, i1, |
FIIXVNCEZRZITEDDO, o X 0ICEZIHI LD, s SICEZBXT-L0%
T b TEERA,

AT T3 [tikkl7Aarz70)yr LET,

TACACS+ & & U RADIUS H—/\DEHE

Y Y —2Z85n 5, Cisco Mobility Express I35 KT 6 -2 RADIUS 35 LT 3 5®D TACACS #—
ZYAR— b LEJ, RADIUS & TACACS+ H— ZRET L 72IT, Cisco Mobility Express T
Expert View #H%hZ L £, Expert View /% Cisco Mobility Express WebUI @ k » 7° /3 —"CF]
HATE, B2 —CTHATERWIEIERREVRANAT A —FE/AIITEET,

alial Q A ©® = O
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TACACS+ H—/\MDiENN
£/

AT 71 [Management] > [Admin Accounts] (28 L %9,

ZTFv T2 TACACS+H— % iBHIF 2IZ1E. [TACACSH ¥ 7% 7 U v 2 LE7, [AddTACACS+ Authentication
Server)] NZ &7 ) w7 L, e ANTJLET,

* Server Index : 1 705 3 ZIN L £ 7

* State : [state] ZHML L ET

* Server IP Address : TACACS+ #— 3D IPv4 7 RL A& A LET

* Shared Secret : shared secret & AJJ L &3

* Port Number : TACACS+ #— N E DB EICHEHIN TN EIR— MESEZANLET
* Server Timeout : #—/X XA LT U & AN LET

AFwv T3 [T L% RADIUS KR — N TITWVET,

RADIUS H-—/\3E N
FIE

ATv 71 [Management] > [Admin Accounts] [ZBE) L £,

ATw 72 RADIUS +— ZBM$ 52X, [RADIUS] # 7% 27 U v 27 L%£3, [Add RADIUS Authentication
Server] ZhZ > %27 U7 L, WeATLET,

* Server Index : 1 225 6 ZiEIR L F T

* State : [state] Z AL L ET

* Server IP Address : RADIUS #—/3D IPv4 7 R L 2 & A LET

* Shared Secret : shared secret 2 AJ) L £

* Port Number : RADIUS #—/ S & O@FEICHEA STV DO R— b EZEZANLET
* Server Timeout : #—/X XA LT U & AN LET

ATFvF3  [[EULZ &% RADIUS KB — N TITWET,
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Admin 1—oExEZ0EE [}

APSSHY LTV v ILDETE

ATv 1
AFvT2

ATvT3

Cisco Mobility Express TiZ, APSSHZ L' 7 > v ¥ /WET 74/ hTCar ha—J07 L7y
NELTHRESNTVWET, T XCTHOAP TAPSSHZ LT VU Uy VEEFT 5121, RO FIEIZ
EVET,

FIE

[Wireless Settings] > [Access Points] [Zf#E) L £ 97,
[Global AP Configuration] 18 % > % 7 U »» 2 L C, [Credentials(SSH)] % 7 CIR OIHH #3%E L £ 77,

e [Username]
* [Password]

* [Enable Password]

[Applyl 7 V v 7 LET,

Admin 1 —HE IR D EHE

&M

ATy T2

U U —2x85XYHEITIX. Cisco Mobility Express ® Admin 77 7> hE, =2 hu— :7"@2**77
VIZERRENE L7z, U U —2X 8.5 TACACS+ B LU RADIUS ¥— 31, Admin = — Y DFEIEI
LEfHTEE9,

BEDOT —HZR—ARNREINTWEEES, Admin 7 H 7 hOa—PELEIBEMNZRETHZ L
WHEETYT, BEIEM 2% ET DL, L/LTOD%JIIE TREVET,

FIE

Cisco Mobility Express C [Expert View] #2012 L £ 9", Expert View |% Cisco Mobility Express WebUI
DRy T NF—THHTE, FEL 2 —THHTERVWSEIEREREARERNT A —FX EHHIC
TEET,

8 Il Q A o B[]s

@R Monitoring

[Management] > [Admin Accounts] {Z#% 8 L, [Management User Priority Order] 27 U v 7 L%,
GE) T 7N RT, B—=R) T —=F_X= 2T ICEINHRBINE T, 2 —F4LRROH
LG a. ar br—713, RADIUSIZERE STV 5 I RADIUS —/3~ D]
Vi z . TACACSH IZHRTE SN TV DH AL TACACSt — "~DY) ) iz 21T\ &
T T 74V bOREITE— /L, RADIUS DJEIZ /2> TWET,
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I cisco Mobility Express DESRID ST

ATv T3  TACACS+ & RADIUS BIOELNEN. 2B E 5 12iE, WdFhnrzaz sz U vz L, EFICBEhL £,
2—v® Admin 7 H U > M, BEIAM 3B TEEHAOTIEELZIV, 1 £20F2
DNTIND I TT,

Cisco Mobility Express o BfE] 0D & I8

A1) Wireless Express 7> h 7 7° v 4 P— REEITT HFEIZ, Cisco Mobility Express = > k
H—J DY AT LD RS ERZDBEHRESNET,

NTP H—/\D%TE

Wireless Express D& v N7 » ZRHZ A A E A2 3RE Lo e 6. B &R Z R %
7212 Network Time Protocol (NTP) $— %3 DF CTHETEET, FAM L YV —idrmv 7
ERIET D720 ETE ET,

HA D=2 b NTP = RERET HIZ1E, L TFOFNEICHENFE T,

FIE

AT 71 [Management] > [Time] {28 L £,

ATvT2  EUEMESERLET,

ATvF3 NIPDOR—)VITRREEANLET, A=V v ZEREOHHIL 3600 ~ 604800 7 CJ,
ATY T4  NTP YV —_ZBI$ 5121, [AddNTP Server] RZ > %227 U w7 LT, UFEZRELET,

*NTP Index : 1, 2, £72iI3 DV TFhnTT,

*NTP Server : ZiLiEX, NTP H— "D IP 7 KL A, NTP — LA E-13 77— T9, &K3
DO NTP — NP R— SN ET,

‘ltick] 7A 2 E 27V v LET,

GE) avbhe—I9RNHEESHEINLITZ, BIORa2—VERZROR—) VI7HEI &I, BER
NTP H— RSN E T,

Cisco Mobility Express VY 7 Dz 7D 7 v 77—k

Cisco Mobility Express 2 k2 —J DY 7 v =27 7y 77— ME, 2 hr—70 Web 1
B =Tz A RAEFHLTCETTEET, VI VT Ty 7T —hMILoT, avrbr—7&,
FTRTOWEBLTWDT 7B ARA & SOl OEFPRIESILET,

Jl Cisco Mobility Express ') |) —X 8.6 BAHA KR
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A

Cisco.com 5t E— REFHLIE-Y I Rz 7 7w TF—F .

a2 a—F BT HAPIE, BODY 7 " I 2T DNR— g 0 v AZ—APDAR— g L
L, R—HOBRATY 7 b =T TS T— R ERLES, YT MU T T IS5 — T
I%. [Software Update] ~— ¥ CEREE— F L XIGT DA RET DL ERH £7°,

G¥)

VAH—APIIAPA A—TVHFoTWERA, ZHE, RESNTZEEE—FNL Y7 U=
T T IF— R EERLTWVWAT IV EA RS FADE LNV 7 T =7 OEEEERSICL
*7,

TIRVARA L N TOY 7 vy T7 Xyra—RE, Y7 =T 2R a—RKLTH
HAPNSHBLUTIZRD LHICHEICIEFR T O, 7Ty 77 L— KRB AP T XTHRHT L
WA A=V DE T a—REETTDHET, TOXa—0OFEFEFITET,

U U —2A83.100.0 2>5, Cisco Mobility Express |£Y 7 b7 =7 7 v 75— h T, IROEEE—F
Y AR—FLET,

Cisco.com : Cisco.com B£15E— K% 8.3.100.0 TEAINELZ, TOY 7 by T OEFHFIET
. Y7 b0 =T A4 A—T% Cisco.com Ol x DT 78 A KRA L MIEEFA Y0 — R T&F
T, ZOEEET— RIZIEA v F—% v b 77 & A L EULA B X O'SMARTNet DEZHI A M T4,

HTTP : HTTP #5:%5E — Ri%, MobilityExpress * > T —ZIZRILET VDT 7 ARA LV MR dH
D86, PAR—FENET, a— AWV IV DAP T 7 ANVEERLTCY 7 b= T Ty 7T —
N DOFREE— K& L THTTP 2 H L £,

GE)

Mobility Express % U —27 TT7 7B A RA > FDNREL TV DA, Cisco.com F 721X TFTP
REE—FICED2Y 7 b =27 Ty 7T — b NafHTORENRHY £,

TFTP : TFTP #£%E — Ri& Mobility Express 1 v NV —2 DY 7 Ny =7 7 v 77— M DETITME
ATEET, vAZ—APIL, TFIPH— "B lHLx DT 7B ARA 2 b ~DA A=V DEIE L
FIZLET, AP DA A—T 1, FRITIE U T TFTP — " bRFB L Ot Eh E 7,

GE)

AA=VDOFEFML U — RPZH—EARHFIHEINDLZ LTS EHA, £ A=V OFERTH
7 a— RARTRTO AP T8 T L72#%IZ. Mobility Express 1~ bV —7 % FE CHERNT 5
2, FRIFHEE#SA A2 — VR ELTHEITLET,

Cisco.com ¥ EE— FZERAL=Y I bz 7 7y TT—F

Cisco.com (ZX DY 7 b U =7 7 v 75— ML, CiscoMobility Express HATH R — F I TW5
TRCOT 7 BARA Y FTEELE T, LLFOEMIX, Ciscocom”H Y 7 b7 =T 7 v 75—
M DB LT DR ERH Y 7,

AU H—Fy N T EAIL, CiscocomMHAP~DY 7 =27 Xy nma— RIWHETT,
727270, TaXUIRETY,
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Cisco.com¥5X E— F&FRAL=V I bz 7 7y FT—+

Ca—HH L NRART— RRZESH 5T, A7 Cisco.com (CCO) 77 b,

*2—W T LD EULA AR, YAX—APIZOH (R NI =7 OFTXTO AP TiEb v &
A) SMARTNet ZHINMETT, BREIRRNWE Y T h =7 7 v 75— MIBLER A,

GE)

&M

ATy T2

ATv73
ATv74

ATy TH

ATvT6

ATy 71

Jl Cisco Mobility Express ') |) —X 8.6 BAHA KR

Cisco.com 6D Y 7 b =7 7 v 7T — M, GUILIZL > TORAYFR—FEINFET,

Cisco.com 56— K& T2 Y 7 v =7 7T v 75— baFEITT 5120%. LTFOFNEIZHEND
i‘j‘o

FIE

Ciscocom (2L DY 7 MU =7 7 v 77— F 1T 9121, [Management] > [Software Update] |25 H)
LTUTZERELET,

* [Transfer Mode] C [Cisco.com] & E4R L £,

* Cisco.com D1—HEZZ A LET,

* Cisco.com D/XRT— K2 AN LET,

* [Automatically Check for Updates] & A0 L £ 7, #ERIE 30 HIC—EfTbitET,

*[CheckNow] #7 U 27 LT, &HDY 7 b7 U U—RL Ciscocom#HLED Y 7 h 7 =
7V —=2E2RHELET,

[Applyl 27 U v 7 L £,

[Update] 27 Vw7 LCY 7 b0 =T 7Ty 75 —F 4P —RNERBLET,

VIO =T Ty T b U4 P =T, HRSND YT =T VU —RETRHOY 7

Fy=z7 VU —2%&8IRLET, Next] 227 V27 LET,

VTN 2T T 7T — b T BT 57290121, [UpdateNow]. 7213 [Schedule the Update

for Later] Z 3R L ¥,

GE) [Schedule the Update for Later] iR L 7235513, [Set Update Time] 7 1 —/L R & FXE L
ESr RN

VY7 MU =T T T T—RBRET LB, Ry FT—7HADTXTOT 7B ARA  FOBHH)
FREEN S M B2 A 1T, [AutoRestart] = v 7Ry 7 A% 7 U w27 LET, [Next] %7 U w27 L
£7,

[Confirm]| 227 Vv 7 LCY 7 "7 Ty 7T— et LET,

a7 78ARAL Y bOX T a— Rz € =479 2%|2%, [Predownloadimage status] % &
LET,



|  cisco Mobility Express A0 &2

HTTP &t E— Fa@ALEY I roz7 7y 77—+ [

HTTP i E— FZERALE=Y I D27 7y TT—F

Mobility Express 3 A CTT 7 Z A KA > hOETANECHE, V7 v T T v 75— b &FET
T 572D HTTP 5t E— RZHHTE £J, HITPHEEET— R TiE, v—hb <~ vnb T 7
TARA L NDT T T — R A A=V EHEIZT v 7’'r— R T&ET, HTTP 5t E— N2
ALY 7 ho=7 7y 77— T3 5I120E, LFOFRIAIZENET,

&

ATy T2

ATvT3

FIE

Cisco.com MHE—H /)L = U NZAP DA A=Y R RV EF v a—RLET, ROEFE, Y

J—A85.103.0 DA A—THRLTWVET,

TOEXRAU b

FOERARLAD DA A= NV R, VYT
FOz7 7y TTF— MZERTZELKZD AP A
A—=UNREFENFET,

Cisco Aironet® 1540 > J — X

AIR-AP1540-K9-ME-8-6-101-0.zip

Cisco Aironet® 1560 > U — &

AIR-AP1560-K9-ME-8-6-101-0.zip

Cisco Aironet® 18151 >V — X

AIR-AP1815-K9-ME-8-6-101-0.zip

Cisco Aironet® 1815M > J — X

AIR-AP1815-K9-ME-8-6-101-0.zip

Cisco Aironet® 1815W + U — X

AIR-AP1815-K9-ME-8-6-101-0.zip

Cisco Aironet® 1830 > U — X

AIR-AP1830-K9-ME-8-6-101-0.zip

Cisco Aironet® 1850 > U — X

AIR-AP1850-K9-ME-8-6-101-0.zip

Cisco Aironet® 2800 > 1) — X

AIR-AP2800-K9-ME-8-6-101-0.zip

Cisco Aironet® 3800 + U — &

AIR-AP3800-K9-ME-8-6-101-0.zip

G¥) FERDOA A= AireOS U U —A84.1000 HHTY, £ A= N Rvid, VY —2Z

CITHR D =,

AP A A= N RVEE LT, fAxDAPA A—CHHHELET, ST 54 A= ~DT

LA RA L O L TIIROEBY T,

TOER RSk

TOERARA VA A=

Cisco Aironet® 1540 > J — X aplg5
Cisco Aironet® 1560 V) — X ap3g3
Cisco Aironet® 18151 U — X aplg5
Cisco Aironet® 1815M 3 ) — X aplg5
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B rPERE—REERALEYIRYI T FYIT—F

ATv74

ATy 75
ATy 7T6

TFTP 53X E

TOERAKRAL U+ FORBRRA A A=
Cisco Aironet® 1815W ¥ J — X aplg5
Cisco Aironet® 1830 /U — X aplg4
Cisco Aironet® 1850 3/ ) — X aplg4
Cisco Aironet® 2800 'V — X ap3g3
Cisco Aironet® 3800 > U — X ap3g3

HTTPHEEE— NICL DAY 7 U =T 7 v 77— M %17 9121, [Management] > [Software Update]
WEBEIL T, AN EELET,
* [Transfer Mode] C [HTTP] Z#{R L £,
CHODOXY NT—=I DT 7 ERXRA L MIRIET 20—V AP A A=V 2 S RLET,
VTN =T Ty T T IBRETLIEER Y NV ADTXTOT 78 A RA L MDA
BB VLA, [AutoRestart] F= v 7Ry 7 2&2 7 U v 7 LET,

[Applyl #27 V v 7 LET,
[Update] #7 U v 27 LC, Y7 hU=7 777 — et LET,

— KE2FERALEEY I 927 7y TT—F

TFTPHAEE— RIZLD Y7 b Y =7 7 v 77— M, CiscoMobility Express TH 74— h &L T
HFTRCDOT I BARAL L MTAEN T, ZOT7 v 77 L— RFEEZFERTHICE, ~AX—T
JEARA LN EEETE D TFTP — AT, ZOEFH LT he—F WebUL i &
WCLI b AR—hIivET,

WebUl 5D 7y T L— K

ATvT1
ATy T2
ATvT3

Jl Cisco Mobility Express ') |) —X 8.6 BAHA KR

WebUI 75 TFTP ¥R E— REMEAT2Y 7 b =7 7T v 7T — MeFT92120d. ROFIEIC
PEVET,

FIE

AP A A — /N KL% Cisco.com 75 TFTP — Nz F¥ v o — R LET,
AP A A=Y WU RLVEFRE LT, fllx D AP A A=V 2L ET,

TFTP 5 E— RICL - CY 7 by =7 7 v 77— F&FATT 5121, [Management] > [Software
Update] (IZBEN L, LT ZRELET,



Cisco Mobility Express B A ) & &

* [Transfer Mode] C [TFTP] Zi%&{R L £ 77,

TFPEtE— RaEALEY I k927 7y 77—+ [}

* [IP Address (IPv4)] 7 4 —/V FIZ, TFTP 4 — D IP 7 KLRA&Z AN L £,
*TETP Y — RO ENTZ AP A A—T~DIT7AI)L INAEZ AT LE T,

ATv74
ATy TH

GE) < BHDEWVT, ZORXZAOATTT, ROFNEICETRNIZZ DO/NAZIELLS AT
HZLENBEETT, xDAP A A—VE2RA L FLANWTLEE N, APA A—V%

BT 4V 7 MU ERA U T HALERH Y T,
[Applyl &2 U > 7 LET,

[Update Now] 27 U v 27 LT, Y7 hu=T 77T — baBtALET,
GE) BTOFEH % Ay 2—/L 3 5IZ0%, [Set Update Time] 7 « —/L KD HRF 2RI L |
[Schedule Later] R % % 7 U v 7 T 5 ENH Y 9, BRI O

X, A A=Y

DFEMMF T a— RSN RfN S D7 < & B 2RHIZEIT 2 2 L A HER L £,
ZHIZ XV, Mobility Express % NV —2 ETTRXTOT 7 VA RA L FDOA A=Y

DFEHF T — RPRET LTS 2 ENRIESNET,

CUMrSDT7yTTL—FK

FIE
ATw 1 SSH 7213 Telnet (FZh72354) 12X > T Mobility Express =2 b —F % E{TL T\ 5 AP 1
JA L LET,
ATvT2 T IATERELET,
(Cisco Controller) >transfer download datatype ap-image
ATvT3 EEEE—RERELET,
(Cisco Controller) >transfer download ap-images mode tftp
ATv T4 TFTPH—DIPT RLAEZEELET,
(Cisco Controller) >transfer download ap-images serverIp <IP addr>
ATV TS5 TFTP V= SD AP A A—VDNRAEEELET,
(Cisco Controller) >transfer download ap-images imagePath <path to AP images>
G I HOMENT, ZORZADOANTT, ROFIRCHELFNZ ZOASRZELS ALY
HZENEETT, HxDAP A A=V ERA L P LARANTES N, AP A A —V%
GT 4V NV ERA Y T HMERDD 77,
ATYT6 APDAA—VOFEFIF U r— RERBLET,
(Cisco Controller) >transfer download start
T L TETP
DL o R 4o ap-image
TETP Server IP. ...ttt eeneeneenenn 10.1.1.77
TFTP Packet TimeoUt...... .ttt 10
TETP Max Retries.......ciiiiiiiiiiininennnn 10
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TFIPEEE— FEFERLEYI LI 7 7y ITF—+

ATy T17

ATvT8

ATvT9

TETP Path. ..t ap_bundle 8.1.112.30/
This may take some time.

Are you sure you want to start? (y/N) y

TFTP Code transfer starting.

Triggered APs to pre-download the image.

Reboot the controller once AP Image pre-download is complete

WD CLI ZFITLT, FHiFV B — RORAT—H A 2R LET,

(Cisco Controller) >show ap image all

Total number of APs............... 3
Number of APs
Initiated...... .o 1
Predownloading.........c.ouevievnen. 2
Completed predownloading.......... 0
Not Supported........cvvivievnenn. 0

Failed/BackedOff to Predownload...0

Primary Backup Predownload Predownload Next Retry Retry Failure
AP Name Image Image Status Version Time Count Reason
AP6412.256e.0e78 8.1.112.21 8.1.112.21 Predownloading - NA NA
APAOEC.F96C.D640 8.1.112.21 8.1.112.21 Predownloading - NA NA
3600-gemini 8.1.112.21 8.1.112.21 Predownloading - NA

TIBARLS LV MDA A=V DOHREFIZ TR — RRETTIHIOEHFLET,

(Cisco Controller) >show ap image all

Total number of APS.......ccovvun.. 3
Number of APs
Initiated. ... .o, 1
Predownloading.........eevviuueo.. 2
Completed predownloading.......... 0
Not Supported........eeiieeueennnn. 0

Failed/BackedOff to Predownload...0

Primary Backup Predownload Predownload Next Retry Retry Failure
AP Name Image Image Status Version Time Count Reason
AP6412.256e.0e78 8.1.112.21 8.1.112.21 Complete - NA NA
APAOEC.F96C.D640 8.1.112.21 8.1.112.21 Complete - NA NA
3600-gemini 8.1.112.21 8.1.112.21 Complete - NA

FRIFX D — RBET LIz, WIRT L DI, reset system & EIT L E T,
(Cisco Controller) >reset system

The system has unsaved changes.

Would you like to save them now? (y/N) y

Configuration Saved!

System will now restart!
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7EnvRERFASA—s2nEE I}

7 KNV ARRFINSA—2NDEHE

Cisco Mobility |%, BHENERETEDLWVL OO RF ARNT A= EYR—KLT, Fv hT—7
DEANEFEL L ET, 7 KX A RRFRT A =X 2EET5121L, LFOFIRICHEVET,

FIE

AT v 1 CiscoMobility Express ™ [Expert View] & A %01Z L £7°, Expert View (I Cisco Mobility Express WebUI
DRy T NF—THHTE, EHEL 2 —THHATERNWESEIERBEEGE T A — X EHHIC
TEET,

e Q A © <

RTw 72 [Advanced RF Parameters] D FiZdh D, IRD/NT A —F i TE £,
*2.4GHzBand : ZiI 70— LRET, A FEITESICTE T,
*5.0GHzBand : 21T/ a— NLERET, AR EITESIZTEET,

* Automatic Flexible Radio Assignment : Cisco Mobility Express DI 7 L X7V T4 7
YA AL PEFR— 1T 52800 & 3800 ) —RDT 7EARA L MRBLIGE, AE
T TR A IR T X E T,

* Optimized Roaming : ZiU/L7 72— VLERET, AhEITESIc X £,
* Event Driven RRM : Z{UZ 7 7 — LgkiE T, AR EITEIC T £T,

* CleanAir Detection : CleanAir £ 2800 38 83800 'V — XD T VA KRA » N THHR— K&
., BRHELIIMEZBINTEET,

* 5.0 GHz Channel Width : 7' 12— /S)LERED best ITFRE S, T v R /UIEIZ 20, 40, 80 £7-
1% 160 MHz ZEIR T £,

*2.4 GHz Data Rates : A 7 A Z%#BEIEE T, 24GHz N RTTF—4 L— N {0/
Liﬁqo

*5.0 GHz Data Rates : A7 1 X #BEISE T, 5.0 GHz /X R TF—# L— & HFRN/EIC
LET,

* Select DCA Channels : % 3V ZEEIR (Hx OF v x1%227 U w»7) LT, 24GHz, 5.0
GHz N> RiiFO DCAIZEDDH T LB TEET,

GE) T v FIUZBI DN TN DR EDO TRIE, BIRENTWDH I EA2/RLE
7,

ATY7T3  [Applyl 27V w7 LET,
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B caEAyFR—+

CALEA H7R— k

Communications Assistance for Law Enforcement Act (CALEA) 7% Cisco Mobility Express ) U — % 8.5
MEYR—bENTWEY, CALEA V= ZRET DI, UTOFIEICHENET,

FIE

AT v 1 Cisco Mobility Express C [Expert View] Z A% L £ 3, [Expert View] 13KIZ/R9 X 512, Cisco
Mobility Express WebUI @ |k 7 /3 F—THEH A[HE T,

llr, Qa A © = @

AT w72  [Advanced] > [Controller Tools] (28 L £9, [CALEA] ¥ 7% 27 Vw7 L, UUTFZ#FELET,
* [CALEA status] # H%hC LET
* [CALEA server IP address] & [Port] Z# A1 L £4
* [Sync] DRIfEAZ P HALCA LET
* [Venue] fhZ A LET

AT T3 [Applyl 22 U v LET,

Jl Cisco Mobility Express ') |) —X 8.6 BAHA KR
|



-10.

TAA—APD Tz —)LA—NN—ELUFHL
W X2 —DEE

Cisco Mobility Express Id, Cisco 1560, 18151, 1815M, 1815W, 1830, 1850, 2800, I3 T* 3800
VIV —=ADT 7B ARA L FTHR— M ET, CiscoMobility Express RETZ L HD 7T 7 &
ARA L RPRRIEL TV DEE, Y AX—APDBRT 0B RL, 7I/T 47 vAX—APD
Tz )V A== EDT 7B ARA L A (Mobility Express =2 > b 12— ZHEEEA RITT 57
WIZ) BRENDDERELET, VRRP L, HILOYAZ —DBROTZD, v AF— AP Dfi
ErBRHT 57D ET,

S

GE) Mobility Express IZ, VRID 7% 1 T& % MAC 00-00-5E-00-01-VRID Z i L £9°, ZDERENIZ
FITLTWD VRRP DDA o A2 U ANGH HBE1E. DDA A2 E o ZA2iF 1 LSk D
VRID ZfH L £,

* TAHA—AP DT = — /LA —R— 99 e

C HLWNAF—T I BARA L FOER, 100 ~L—

TAA—APDI x—I)LA—/\—

Mobility Express 1t > b 7 —Z ([ZLEM%ZF7-H 5 121%, 2 B LA Mobility Express XD 7 7 &
ARA LV EPMETT, TRHDT 78R KA M, AP Image type % MOBILITY EXPRESS
IMAGE, AP Configuration % MOBILITY EXPRESS CAPABLE (T 2 XLERH Y £4, v AKX —
AP OFEENFEAE LI28E . Bl Mobility Express ki AP 23~ A ¥ — L L CHEMIZ®RE SN E
To HLBESNIZVAX — AP IZIE, TOVAX— AP LR U IP EREDRFFINET,
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TRA—AP DT =LA —N—BLVHLLNTRE—DEE |
B sLu<x5— 75wz K10 bOER

A

G¥) PR—=FENDT 7 BARAS LV MRICEHLT, 778 A RS F T AT LY R—-F+T5
HBEORIRN 22 Z L 2ZET 5 &, FUBEGIREZ Y R— 5252650 077 E2A R
AV MERETHZEZBMCHIELET, 728 2I1E, 100607 7B ARAS » b&EPR— KT
HVEND DG, Vi EH2HBLLED3800, 2800, F72ILE A OMAR DOERMLETT,

MY

(GE)  Mobility Express Image % £f> Tl %73, AP Configuration 73 NOT MOBILITY EXPRESS
CAPABLE THAT 7V EARA Y M, ~AX— AP OBESa R TIIBMLEH A,

HLWOWIYRA—TF7 91X RA 2 FDER

VAL —FER T o AL, —EOELEEICESWTCWES, TIT 4 TR~ AXZ—T I ARA
VN TCHEENRET D &, BIRT o ARME S, BEER—FEHWT 7R KA "R~ A
Z— AP & L CBIRENE T,

MY

GE) Y AL —BERTmEAPIZ, 2 e —TDOEREIATL TVWADAYAZ— AP RZX T LT
Th, BODT IV BARA L NI, AFX L RT70y T—RIR0, # L CWbE 774 T
NeT—% o774y —RVZABE LT ET, LA X —RNRINSNIZHE T,
AR Ty TIRARA L MIaZX I Ty RE—RIZBITLET,

AR D LI, ~AZ—=T 7B ARA 2 FOBRIT, —HEOELEIZHE S CWET, ELIEN
IRDERBY TH,

FIE

ATv 71 UserDefinedMaster : = — W |I~AX —T VX ARA L MNMITDHT 7 HARA L FEBIRTEE
T ZOXIRBERE LIEGAE, ILWSAY =L, 777 4 7R~ AZ—ICEENPRELTT
CITERSND ZLEHY EFWA, SHEBBUEDYAZ—NT 7T 4 7 TRWGEIE, #fEL
TWDEBESN, FrLnwAZ—ORREBLETS, FEITYAY—Z2ERT DL BT
DFMEZHENE T,

a) [Wireless Settings] > [Access Points] (28 L £,
b) 77 AR FDOURARDDL, ~AX—AP L L GRIRT DT 7 ®ARA 2 hO[Edit] 7 A
arxzs7 Yy 7 LET,
¢) [General] # 7 C. [Make me Controller] "% > %27 U v 7 LET,
d) [Confirmation] 7 4 > KU T, [Yes] 227 U v 7 LE7,
GE) DRI~ A2 —HERE L, #RENTET 78R KA T <icayr bae—J8#
REREEBLTT 77T 4 7R~ AF =2 £7,
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ATy T2

ATvT3

ATvT4

ATy TH

L za—7oe2R1v roER

Next Preferred Master : & ¥ |3, Next Preferred Master UL J5 X ONCLI % ET&E £9, 2R
RESNTT VT 4 77~ AF— APICREFENFAET S & [Next Preferred Master] & L TRE S 4L
TWAHHLONRY AKX —E L CRINSILET, [Next Preferred Master] 7% €3 5 121L, LLFDOFIA
IZEWVET,

G¥) Cisco Mobility Express Ci%. Next Preferred Master % 1 D721 E T& £

7

a) [Wireless Settings] > [Access Points] (28 L £,
b) Next Preferred Master & L C{ET 2% AP Z#fREL £,
©) [Edit AP] 7 ¢ > K7 C, [Setas Preferred Master] b 7 /L&A L £,
d [Apply] 227 U v 7 LET,
2> ke —% CLI 2>5 Next Preferred Master % i% €3 521X, IROFIAIZHES T &0,
[Next Preferred Master] Z 5% &9 5 (21%, IRD CLI 34T L £ 7,

(Cisco Controller) >config ap next-preferred-master <Cisco AP>
<Cisco AP> Enter the name of the Cisco AP

[Next Preferred Master] # &/~ 5 (21%, RO CLI 34T L £ 7,

(Cisco Controller) >show ap next-preferred-master

[Next Preferred Master] %7 U 79 5 1Z1X, KD CLI #5FATL £,
Cisco Controller) >clear ap next-preferred-master
Most Capable Access Point : fc#] D 2 D OESENAN 235 E STV WA, ~ A X — AP OiEIR
TNITY XKIT 7 EARA KA FOBRERIZESWTH LW A —2 RN L ET, =& 2,
3800 AR HHEJEE 2 E <. 2800, 1850, 1830, L UURMLIZ 1815 vV — R & fx £,

GE) 1815 U —RXDT 7 &R KA v FOBHEEILT X TFRZET

R

Least Client Load : [F] CHFEDOBEE DT 7 A RA 2 b (Fo & 213D 3800 7 7 £ A KA v
N OEE. mINDOTTAT U NEREROT VA RA L NS AZ—=T 7 EARAL e L
TERENET,

Lowest MAC Address : T XCDT 7 A KRA 2 bREICTHDIHE. kb/HNSVWMAC 28> T
THARALA LV N~ AZ—L L TERINET,
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