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New, TLSV1/SSLv3, Cipher is DES-CB3-SHA
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SSL-Session:
Protocol: TLSv1.2
DES-CB3-SHA
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* ECDHE-RSA-AES128-GCM-SHA256

* ECDHE-ECDSA-AES128-GCM-SHA256
* ECDHE-RSA-AES256-GCM-SHA384

* ECDHE-ECDSA-AES256-GCM-SHA384
* DHE-RSA-AES128-GCM-SHA256

* ECDHE-RSA-AES128-SHA256

* DHE-RSA-AES128-SHA256

* ECDHE-RSA-AES256-SHA384

* DHE-RSA-AES256-SHA384

* ECDHE-RSA-AES256-SHA256

* DHE-RSA-AES256-SHA256

ASAON M AREBh= B Al o] o] H50l gl -5, SDCOlA A UehA] o2 ASAS] ¢F% 71
2 olgo| E.
H\ H

ASAS] gtE T1F Yol E
ASAI A TLS 915 153 Aulol Estelwl e g,

A1 SSHE AFE-38Fo] ASA] A2t
A2 ASAC AAEH AgS A A REE SAFJUT ZFIZE = v o] 32 A5 Ut asaname(config)#
A3 ZFZEOA thF 3 Ak WS ok

ssl cipher tlsvl1l.2 custom "ECDHE-RSA-AES128-GCM-SHA256 ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES256-GCM-SHA384 ECDHE-ECDSA-AES256-GCM-SHA384 DHE-RSA-AES128-GCM-SHA256 ECDHE-RSA-AES128-SHA256
DHE-RSA-AES128-SHA256 ECDHE-RSA-AES256-SHA384 DHE-RSA-AES256-SHA384 ECDHE-RSA-AES256-SHA256
DHE-RSA-AES256-SHA256"

Note o] W o] XUt F ASAE T3t 4E TF W3k Alo]of] 18] Al customo] 2F= THo] F o 2
S UT) o] WEoll A A A H S 15 EcpHE-RSA-AES128-GCM-SHA256 2 & A| 2}
DHE-RSA-AES256-SHA256 0. &2 B U T ASAO| A M e S dad o ASAo A A YeHA] &= RE O35
dE= AAGH

A 4 HHE S AT F X F X E o A write memory S Y EH 3t 24 A S A3 o|: asaname (config) #write

memory

(@) - 1 =]
CLI &5 & & A}-8-3}o] ASA &4 32
o] A A= ASA LAl E S Asta 7|2 A4S HAESHE tl AT & = 2 714 8314
ol s Ayt o2 £4 2 AvE]l e D CcLI HE o gial <ol e CLI & 1: Cisco ASA
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LS A XA L

c &g F4 X ES I NAT £ &€ S5 2918 1 show nat pool& AH&- Ut

NAT®} A ¥ F7} &2 CLI 3 2: Cisco ASA Series Firewall CLI 74 7}o] =& F23}ka1
"NAT(Network Address Translat1on)' Ao 7 o]l F3lA L

7] A4 H2~E: 52 ping3l7]

ASA CLI ¢ 5] o] 2~of| A ping <IP address> " & 2 A}-8-3}9] ASA t]H}o] A pingdt 4= AU th

;g
;
o
ilnA
lo
o%

&5 1w show route W 3 S A&y Tt}

ciscoasa# show route

ASAS] T}-9-9 EHlo]Zol ek & o

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF

vpxak f2ghe] Alo]Edol= WEYZ 0.0.0.00 I 192.168.0.254¥ T},

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.0.254, ¥2]

C 10.0.0.0 255.0.0.0 A% dA, 9%

L 10.10.10.1 255.255.255.255 A4 944, &%

C 192.168.0.0 255.255.255.0 2% 444, #g

L 192.168.0.118 255.255.255.255 A% A4, %z
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* show interface
B H o] 2= FAE FAIF U
* show interfaceip brief

Q1E]F o] A [P FA 9 AE S T A F T

* show arp
4, 44 5 Z5A] ARP @55 EAFUTE 54 ARP @50l 3= ARP 5] 7] 7H(Z2)7F L3 Y

#2] 10.10.32.129 0050.568a.977b 0
#2] 10.10.32.136 0050.568a.5387 21
LANFAIL 20.20.21.1 0050.568a.4d70 96
outsi 10.10.16.6 0050.568a.e6d3 3881

outsi 10.10.16.1 0050.568a.977b 5551
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LAST UPDATED = DEVICE NAME LAST DESCRIPTION CHANGE STATUS
11/21/2017, 2:39:38 PM ASA1 Troubleshooting ACTIVE
ho logging enable
legaing asdm informational
logging enable
legging asdm debugging
ASA H A X271 B
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she] A7k 21 EAGU T ol clol A o] tep AR AR
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] 10/10/2017, B:36:09 PM 605005 Login permitted from 10.82.109.213/55400 to outside:10.82.109.113/mips for user *

o CI 10/10/2017, 8:36:09 PM 106023 Deny fcp src inside:10.82.109.113/80 dst outside:10.82.109.176/80 by access-group " inside_access_in" [OxbeSefeds, c-‘uj__'_"_)
= S

[ 5 10/10/2017, B:36:09 PM 111008 User "’ " exacuted the 'packet-tracer input inside tcp 10.82.109.113 80 10.82.109.176 80 detailed xmI" command.

10/10/2017, B:36:09 FM 111010 User " *, running "CLI" from IP 0.0.0.0, executed "packet-tracer input inside tcp 10.82.109.113 B0 10.82.109.176 B0 detailed xml"
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GA 4 Y] B¢ o ARE et XE 5 =5 5 51H Run Packet Tracer(F) % E#o]A] A &7} &4
sk Yt

@A 5 Run Packet Tracer (317! 34 7] A 3)S 2 gy}

@A 6 A7 Egolx A B E

NAT 2] &~ 3l 24

@Al 1 Devices & Services(t]ulo] 2= B A H] ) Fj| o] Z] of| ] ASAE 4 B3} AL Actions ol 4] View NAT Rules(NAT 3]
H7]) < view NAT Rules S Z ] gHU T}

GA 2 AE A S NAT 712 Hlo]Soll A 712 & A BshaL Al 7 B ol A 4] 3|4 @ Trowleshoot 5 S FU T &
Al 2 Aol o] gt el M B2 T A8 qfH o] S0z v AHA AFHH
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WA 4 Run Packet Tracer (317 3% 7] A &2 &g}

A5 7 Edo]A A 2AE ALY
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A a2 |
. Cisco ASA Advisory cisco-sa-20180129-asa1

PACKET TRACE

— o — Expand the row
© ACCESS-LIST | ~ [ showing where the
packet was dropped.
ACTION PROTOCOL SOURCE PORT DESTINATION PORT HITS (DAY)

icmp oded-obj1 - oded-obj2

— e View the rule that

<- =} )4— denied the action.

Click View in Network
C Network Poli Palicies to view and edit
View in Network Policies %
ey the rule in the Network
Policies table.

Cisco ASA Advisory cisco-sa-20180129-asa1

Cisco PSIRT(Product Security Incident Response Team)-> 4] Z} 3k 41 7} = 2] ASA 2! Firepower H.F 3 oF
S v 8}+= cisco-sa-20180129-asal KA IS A A glG Ut} & 82 W= ASA 2 Firepower 5=
o, A E o] g Ao thk AFAH S A A PSIRT © AaLE gJo] HA AL

ASAZF A 18] &S WEthal FHEH, CDOE AFE-3Fo] ASAE 9 x] o= el =3t 4
Agruh o T2 AsE AL,

A1 S Hk= 7k ASA O A DNS A & A gt}
9Al2 TR AXE o X & AAYstHH HuE Fopgiy

A3 CDOE AH8310] ASAES ASA Hao] e dAf e da 22 dago)=st= S A st g5 i =
< ASACA] ASA 2 ASDM o] A 1o =& HZEA Al Q. e o) = AL 87 AFERE] Al 2 ok )
H ASA g adlol=, G-t 7] A4 ASA Y 1Elo] = = )2k ASA ¢ e o] =l tiE] ¢ o] KA Al S

A E 918) Ciscor} B aLgh Bt fare] @ ok vh5-3 @5t

2018/5/2 Y HIO] E: 57k ZAF 5 Ciscor o] H oA o] 95 W F7F o4 MH e Vs & S AFHh et 9
go] Jxo] LS s A2 HF] ZE HHAS AHEE 5 A5 YT AA g U] 82 Fixed Software(?
A A E o)) A S 234 A Q. Cisco ASA(Adaptive Security Appliance) 4~ 3 E 9] o] 2] XML 3}A o] 9l &= F oF
Vo A ATHA e UA TAA ABE W A2WS A ZEAAY AL A0 AL+ UG
Yok e 25 AR e AsAS] A 415 VPNCHE Zeholuth Q1% 84 A2 E FAE 4R AN
o o] Ak & b4 XML A o] ZES A2 % uf vl we] G L Al A s AU FARE 24
XML 7% & ogfz}% W Ao Aoke QBT o] A2 A ate] o AP S o1 g T & ATk o) AERS
Bl BAAE Qo] HE ABs A LW A3 Aol T 5 glon], P i tnte] 22 vhA] ZEFAL
012 VPN QIZF 8.3 A& AT F lFyth 3 oFatelH ASA| SSL(Secure Socket Layer) A H] 2= 3=
IKEv2 917 941 2= VPN A ] 227} S| o] 20 4] 84 3}s]0] glojof gtk Hepgol o4 91 9-e 3 Ao
o QBT o] 20 Oal s b Aol mhek Sek AU Th A ok ASA 7 50] A Bm-e ok Al E M40 BE
AN 2. Ciscot= 0] A 9H & 5 sk £ E o] ol £ EA s e o] AoHdS] AFE W we
7Is&dldst= sl 2 S slauUth o] Hae v & Ao A #20E 4= 95U U https://tools.cisco.com/security/
center/content/CiscoSecurityAdvisory/cisco-sa-20180129-asal
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« Bluld S Ea1 SSHE AH&-aho] ASAC Z 1Y T hostnane#©] L3 ZFIZET}L FAH 25 AT
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* ASAE 2193 9 Inventory(# il &-5) o] X 3 3 AAE ufo] ~ 5 A8l g th3- Device Actions(T]
nlo] 2 2k¢Y) ol Al > Command Lmelnterface( Z QHH o 2) HES YT
GA 2 TEZLE A copy running-config flashs ¢ &S]},
A3 A 3 o] FS B THFIEVF AW obF Ak ¥ kA &AL <Enter> 7] & FE U
WA 4 i 3 o] F5 d stk HIAAE BAHTE 9 9] o] 55 A G U ASAT AFE AT A8 3 9k ¢
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> docker version
Client:

Version: 18.06.1-ce

API version: 1.38

Go version: gol.10.3

Git commit: e68fc7a
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0S/Arch: linux/amd64
Experimental: false
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> docker version
Client:
Version: 18.09.2
API version: 1.39
Go version: gol.10.6
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0S/Arch: linux/amd64
Experimental: false
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> docker version
Client:

Version: 18.06.1-ce

API version: 1.38

Go version: gol.10.3

Git commit: e68fc7a

Built: Tue Aug 21 17:23:03 2018
0S/Arch: linux/amd64
Experimental: false
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> docker version
Client:
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API version: 1.39
Go version: gol.10.6
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Built: Sun Feb XX 04:13:27 2019
OS/Arch: linux/amd64
Experimental: false
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curl -s https://ip-ranges.amazonaws.com/ip-ranges.json
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ol 2] gk Alhe] 2. oF YA 31A] e+= 7 - Cisco 7] A AlE] o 4] Alo] =& Tt

o] & A a2 ol M= SEC(H.]E o] IE A dE]) 28 Al o} dd e o 7HA] S/l
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o] &FF7F FAF =
1. 73 521l Ag o) A Secure Event Connector 2 &l & 3} -S A A g o}

2. BeFTjukol 2~ AME Qelo] =, ANH 0 2 SDCE AF R YUl EHBE o] AAE AHET
a7} gl o] Ak A 8 A f-EE Tk

3. SDC 7} ™41l SEC(Secure Event Connector) A ] .
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[sdc@localhost ~]$ /usr/local/cdo/toolkit/sec.sh setup
Please input the bootstrap data from Setup Secure Event Connector page of CDO:

[2020-06-10 04:37:26] ERROR cannot bootstrap Secure Event Connector, bootstrap data not
provided, exiting.
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B ong Al REAEH do|g g 3t ZTEZEJ} T A H CDO Ul A A E SEC ¥
Z~Ed] flo]lH & AT
FEZEF 4 g o] gl h
HAIA]: Q77 WA 8Fo] H W E <tenant_name>ol] th gk Bl o]l E AYIHE FEXENT = gls
Utk FEX~E 4] 9} ("/ust/local/cdo/es bootstrapdata”)©] §1o] T 531 %C{JHD}

1=

ek SEC F-E 2~ E 3 d| o] | 3} ("/usr/local/cdo/es bootstrapdata™)©] 1551 T}

&L CDO Ul Al 2343 ¥ SEC F-E 2~ E ] H| o] E] £ Jusr/local/cdo/es bootstrapdata 3} o] 1l %] 5}
I A 2R Y S A E3 Y T

3. 'sd¢' AFEAFE SEC VMol 21213t

4. CDO Ul A A4 ¥ SEC - EA~E & d|o|H & Jusr/local/cdo/es bootstrapdata 3 ol vl %] 5} 1L
UhAl 219 & Al =yt

FEZE HolE vay A

HAIA]: Q77 B A 8Fe] H W E <tenant_name>ol] th gk Bk o] E AYIHE FEXENT 5 gls

Ytk SEC - 2E 7 dlolE & Uy ahA] £akol FRske T

[sdc@localhost ~]$ /usr/local/cdo/toolkit/sec.sh setup

base64: invalid input

[2020-06-10 04:37:26] ERROR cannot bootstrap Secure Event Connector for tenant: tenant XYZ,
failed to decode SEC bootstrap data, exiting.

ek FEZEH doly tay Ao

[ EREE
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[sdc@Rlocalhost ~]$ /usr/local/cdo/toolkit/sec.sh setup
[2020-06-10 04:37:26] ERROR cannot bootstrap Secure Event Connector for tenant: HOF AH]Z
o] 24|91 A] FQDN not set, exiting.

[sdc@localhost ~]$ /usr/local/cdo/toolkit/sec.sh setup
[2020-06-10 04:37:26] ERROR cannot bootstrap Secure Event Connector for tenant: HSF AH]X
o] ~A91A] FODN not set, exiting.
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[sdc@Rlocalhost ~]$ /usr/local/cdo/toolkit/sec.sh setup
[2020-06-10 04:37:26] ERROR SEC toolkit already running.

ek 57 crono] & A A3 F Utk
B 21 WH S UA| A=Y

d

of HetolHE AYE & 44 = gl Hth 24 47 9] CPUS8GB2| RAM
<

[sdc@localhost ~]$ /usr/local/cdo/toolkit/sec.sh setup
[2020-06-10 04:37:26] ERROR unable to setup Secure Event Connector, minimum 4 cpus and 8
GB ram required, exiting.

ek 448 CPU R W2 & A& 4 syt

Bl F 2 47] 9] CPU 2 8GB RAM©] VMol A SEC A8 0 2 2 H| A 5 =% 3H¢l5tal thA] &
HY & A =3y

SEC”} o] A3 5
HAIA]: @ 7. Bl o|HlE AMYE] 7} o]n] A8 Tt A Het o|HIE AYHE 2R 3}7] A
'cleanup'S A S H A Q. FHIE FTHYCH

[sdc@Rlocalhost ~]$ /usr/local/cdo/toolkit/sec.sh setup
[2020-06-10 04:37:26] ERROR Secure Event Connector already running, execute 'cleanup' before
onboarding a new Secure Event Connector, exiting.
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« api-sse.cisco.com:443°] A4 A 3f; A4 A H

o O F7FASE Bk o HIE AYEHE AAE 4= glayth =<l api-sse.cisco.comol] 1743

T glo] TRk T UYL

[sdc@Rlocalhost ~]$ /usr/local/cdo/toolkit/sec.sh setup
curl: (7) Failed connect to api-sse.cisco.com:443; Connection refused

[2020-06-10 04:37:26] ERROR unable to setup Secure Event Connector, domain api-sse.cisco.com
unreachable, exiting.
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2. SEC =#A ZAH o]y A] =} & I(/ust/local/cdo/data/<tenantDir> /event_streamer/logs/startup.log)°l <
#7h 9l shelgh .

3. 9+ 4 SEC Cleanup ¥ &< A&}l 2B S A A/ =FY T
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SEC(Secure Event Connector) Troubleshooting.shi= & o[ E ~E T 215 47 3} single.tar.gz
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sec_troubleshoot.tar.gz 3} 3+ 3l A .

A1 VM &o] 3] vlo] A & A 31 SDC(Secure Device Connector)®l] o] 3F 24 4| A& A 23U o},
G 2 21913 U8 root AF R AR A S U

[cdo@localhost ~]$sudo su root

Note sde AR A RS 12 QAN FE 43S shul 1P Hl o] & W= Al Hth P Hl o] & 4 1= s}
sl Eubel 2 % 2= B3k ARol g Ad TAS nefein. gste] ket o WE 7 HE] TCP =
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— X -1 ©o h=4
i UDP XEZ Apdtsh= 49- o[ E HE 27 HolEdl A5 A 5T IP H o] &2 o] 2] 3t

7495 gelahs ¥ mgol B

B3 TEEECN B4 dd 2AYES AYstn HUE o5& AU gL 3 PR

[root@localhost ~]$ /usr/local/cdo/toolkit/troubleshoot.sh --app sec --tenant CDO [tenant name]

dE =¥ tad EEUh

[root@localhost ~]$ /usr/local/cdo/toolkit/troubleshoot.sh --app sec --tenant CDO example tenant

e =3 ol A sec_troubleshoot ¥} ©] SDC2] /tmp/troubleshoot T] ZEf 2] o] A& o] &S &Aed 4= JHFH T}
1}l o] &2 sec_troubleshoot- timestamp.tar.gz 7F 2 & W= 4] A Q.

A4 sl S sk W CDO AFSAFR 2 I1918} 3L SCP B SFTPE AH8-6he] 3l & v 2 =g
d& =9 v ZEyh

[root@localhost troubleshoot]# scp sec troubleshoot-timestamp.tar.gz
root@server-ip:/scp/sec_troubleshoot-timestamp.tar.gz

What to do next

sec_troubleshoot.tar.gz I} ¢+ 3l A, on page 275 2 3t}

sec_troubleshoot.tar.gz 3} < $+= 3 A

SEC(Secure Event Connector) A 3l 24 2= A

7] 3to] @Y sec_troubleshoot.tar.gz 7+ = 5 o Th5 A Abol] whe} sec_troubleshoot.tar.gz T
o ¢S FU T

1. VM slo]Hu}o] A & &l SDC(Secure Device Connector)ol] th 3+ S4 Al A S A] 25U T},

2. 21913} t}S- root AR AFR A Sgy o)

[cdo@localhost ~]$sudo su root
S
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[root@localhost ~]$ tar xvf sec troubleshoot-timestamp.tar.gz

23 942 HYES o] 5& whA WHE ol g ol Agg Tt olel g 21+
sec_troubelshoot-timestamp.tar.gz I L ol| AFH Ut FE AFSAR BE 271 91d & 3 e 45
iptables ¥} o] A gF LT},

t— CDO_sec-blr
L— event_streamer
— data
— dataexchange
L— CZgrieUKcxHHEGLHNM2EBn7X_WTmtRP61D-1cQSy9hk=
— 000001. log
— CURRENT
— GOQUE
— LOCK
— LOG
L— MANIFEST-000000

— v1.0
L— default

— APIProxy_Client_State

— locator

— Reg_Client_Cert

— Reg_Client_Key

— Reg_Client_State

— Service_Discovery_State

— es_config

— events

— logs

— connector. log

— connector. log.1.9z

— cronx.out. log

— events-plugin. log

+— events-plugin.log.l.gz

— messages

— plugin.pos

— startup. log

— startup.log.l.gz

— supervisord. log

— supervisord.log.l.gz

— sse_info

— systems-info-2019-87-25-13_43_18_090. log

L iptables-2019-87-25-13_48_33_066. log

SEC F-EAEF tlo]JHE A sHA] X35
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o182 7HA 2 Foll 0F7h A RE U 2.5 37 AU vk ohA] A ES A o
) RE2EY o8 4L ThA A Sk A 2. o8] s s CDO 4| e T2 34 A 2.
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Symptom(5-7d): B.et o]l E A M E] e 7} b5 o] T 8hb= CDO B.ot 719 E g o] %] o] A "H]
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SEC7}"2-2}¢1"0] | 2} CDO o] ¥l oo o=t vt ]
« SIEHE 25
CAYE 55 )
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* Heartbeat failed(3} EV] E 2 9)): SEC 3tER|EZS @ A 3la Hot AYE Ho| X & &2 114 A
B 7} Ao 2 WA =X F]letal 18 x| eF o Wl tynfe] 2~ AYE F o] A=
el g},

« Connector registration failed(H 9 & 5% A 3l): Bl o[l E AV E 55 A Z4 |25 3
ZO}N }\]

SEC7} "22}<1"o] Xt CDO o| H E & 7] H o] A] o] o] E 7} gl&5 Yt}

Symptom(z ’%): CDO H.QF A Ho] %o Bt o] HE AYE 7" o2 F A ¥ A1 CDO °]
HE Fojol= oM ETE A ¥ A 54T

Solution or workaround(3l 2 ®H):

I9
ot

A1 &2 v A SDCY VM 'sde! AFEXE 21yt 2L E oA sudosu - sdcE  H gt
9A 2 g8 1S Y

C AMYH 2 1( /usr/local/cdo/data/<tenantDir>/event_streamer/logs/connector.log )& &<13}3L SEC 5&©] A
%%% A SAFUT 28 A & AF- "Bt o|HIE AVY &5 A &4 S 2" A E FEsH A L

* SEC o] ¥l E = 71( /ust/local/cdo/data/<tenantDir>/event_streamer/logs/events-plugin.log )& &<13}aL o] HIE 7} A
Y A=A AU TE 2E A @2 -5 CDO A ol o] ek A 2.

* SEC =# ZH o] Yo 21218} al "supervisorctl -c /opt/cssp/data/conf/supervisord.conf " T & S A 33} 11 = o]
ofef el il B= 2 A 227} RUNNING e Q14| 2FQl gttt Z18 4] §82 4 5- CDO A] ¢l o] sk Al 2.
estreamer-connector RUNNING pid 36, ¢ E} ¢! 5:25:17
estreamer-cron RUNNING pid 39, Y B} 5:25:17
estreamer-plugin RUNNING pid 37, 94 €}¢] 5:25:17
estreamer-rsyslog RUNNING pid 38, 1 E}) 5:25:17

o 2P u| A SPCY BHEH FF o] Bot AYE H o)X oA SEC] 3l EA]E UDP 2 TCP X E & xd314
A=A Felgy) o X EE dojok al=X] &3} Cisco Security Analytics 2! Logging®l] A}-&-% &= &
2] ] TCP, UDP % NSEL X E 27| 2 32344 Q..
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A a2 |
. SEC Cleanup ™8 &

(e 6c24d6bb-e307-4a05-9dd7-

4f6f6c084d6b
D Type Deployment Status Last Heartbeat
Details .

CDO_solution_es1- Secure Device . s S e
speC Connector # On-From Active 513112018, 3:00:21 PM Version  83a49¢199bddBSbTedMbEAd0507 2850650298014

» 192.168.0.191

Address
Ge24dBbb-e307- Tcp 10125
4a05-9dd7- Secure Event Connector  # On-Prem Active 5/31/2019, 3:00:23 PM Port
4f6féc0B4dEb upp 10025

Port

ye S _Q_—‘-],o;] =2 22T 0 0—10_‘—_—. %] O ‘]_T;]-—‘—],Ci ﬁ_Hﬂ_Q‘ S (@)
° Z}A]Cbnﬂ)S7‘VNda A}o [$] SDCE 52 S é = o JA'IH} *12.:}}é§%;§ 5

24
O % & A @ ske] UDP B TCP £ E ] AvhS 34

firewall-cmd --zone=public --add-port=<udp_port>/udp --per manent
firewall-cmd --zone=public --add-port=<tcp_port>/tcp --permanent
firewall-cmd --reload
« A Linux Y E9) 2 =75 AHE3}o] o] ZEA s)2l0] 5215 3 gl
© FTD 271 74 S thA] gl

o] e F ol A E FEakA] o, CDO Aol A1 EjAS Al & Al 2.

SEC Cleanup ™8 &

SEC(}.9F o] ¥l E A4 E]) cleanup ¥ 2> SDC(H.QF t]H}o] 2 AW E]) VMO A SEC 7 H o] 2 3

51912 AA G h 1ok o M E AV 55 415} 24| 812, on page 24 E= L1 23T 7
o] B e AYT & gtk

Before you begin
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A1 'sde A& AR SDCO] 211U TE EEEEC A sudo su - saeF T
E}ﬂlz /usr/local/cdo/toolkit E]E“EﬂEJQ]?ﬂ §SL4E}

9_'7:“ 3 sec.sh removetenant namea 2] ‘GE 3]’ e Z—ﬂ 7%?:’;_]' 9]—11:—% Q"ﬂ%ﬂ Ijr
o:
[sdc@localhost~]$ /usr/local/cdo/toolkit/sec.sh remove tenant XYZ
Are you sure you want to remove Secure Event Connector for tenant tenant XYZ? (y/n): y
What to do next
o] W# o] SECZ Al A3} #] %8 79 SEC Cleanup 8 % 213, on page 315 A& A S
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SEC Cleanup ™ & 2 3 .

SEC Cleanup ™3 = 2 9}
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SEC Cleanup ™8 ¥, on page 307} A 3} gt 7 §- o] A& A& o)

A Al SECE #He = )l 29U

%7 Cleanup SEC W & o] 7|& SECE Al shA] v oh

[sdc@localhost ~]$ /usr/local/cdo/toolkit/sec.sh remove tenant XYZ Are you sure you want

to remove Secure Event Connector for tenant tenant XYZ? (y/n):iy [2020-06-10 04:50:42] SEC
not found, exiting.

7 A WEo] el o met oWlE AHE FE o g
olm] A3 T SEC =7 AH o lHE ATt

'sde' AHEAFRE SDCO 21 gyt TEZE A sudo su - sdcD YT TH
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docker stop ™ S 2 83t SEC ZAH oY & T A .

rm "8 85 A3 sto] SEC HH oW E At

oE =¥ o5 E5uh

$ docker stop <SEC_docker container name>
$ docker rm <SEC docker container name>
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[cdo@tenant] $sudo su sdc
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[sdc@host ~]$ /usr/local/cdo/toolkit/healthcheck.sh --app sec --tenant CDO_[tenant name]
ds &9 vt 2ayth

[sdc@host ~]$ /usr/local/cdo/toolkit/healthcheck.sh --app sec --tenant CDO_example tenant
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E 2HYSHA] £& 4 U= 2 1A o] 771 A5 Yt} Ul "CDO cannot connect to

TR

the device using the certificate presented(CDO7} Xﬂ T QASAE AFE-5le] tufo] 2ol AATE 4= gl

w)"ehe HIAIA 7E &

AEE AFA o] B4 7 Qi A QU T ULl o] MAIA 7k A E A o o

A A (ko] 2ol AAT 4 jle
CDOZF A7 RITA S 71 -8h= o] 415 2182 SDC S AE Ha 3t
2l the BBl A openssl B E BS AME T 5 2k 0
Agete AFAE BAFE A AT,

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt

o] ¥R H A AdS

ol Al the 7t 22 E o] X3 ghdo] A

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA
verify return:1
depth=1 C = US, O =
verify return:1

A EE B 2 Fol

Google Inc, CN = Google Internet Authority G2

YEE VI UEY A 279 #AHo| 9l & 7Aool =5tk
& t]ujo] 2o A AT 4
& AH&-3ho] TiHfo] 2o A

FTE53E W Cul-cE AHE-dlloF ot

depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com

verify return:1 CONNECTED(00000003)

Certificate chain

0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
..lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHuUlpJgA59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAGIDAjgSMAOGCSqGSIb3DQEBCWUAMEIXCZAJBGNVBAYTALVT
..lots of base64...

[ EREE



EREE

qazs A edgery

tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCZzAJBgNVBAYTALIVT
....lots of base64...
b8ravHNjkOR/ez41iyz0H7V84dJzjA1BOoa+Y 7/mHyhD8S

Server certificate
subject=/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent
Peer signing digest: SHA512
Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4AF5A25BI5C37EFT7C6870F8C5DD3755A9A7B4CCE4A535190B793DEFF53F94203AB0A62F9F70B9099FBFEBABLIBG

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 £fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.

0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 fl1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E
0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.cC
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)
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12 X509 V_ERR_CRL HAS EXPIRED CRL°| WF& = 15U Th
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E3E o] dFU T
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1. Device & Services(t]H}o] 2 2 A H] 2) | o] x| & o] & 3F T},

2. ZEE AFE-3o] New Certificate Detected(A] 21541 ©A1E) A4 B 74 AEj o] tvto] ~&
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3. Action(%F%]) ol A Review Certificate(
SAE Rt A /ISA & 72

1 o,
a )i OlN

4. Device Sync(F] o] 2 §7] 5}) il A Accept(§-2F)3 = #8171 1 Reconnecting to Deviee( ]
2o ThA] A2 Z) Aol A Continue(A14) S ¢ gt}
2

CDO+= Huto]| 25 A AHA] A8 Q154 oF Abs 0. 2 & 7] 31t} tfnfo] 27} 57| st = ¥ o v}
OV\‘E‘ <213} Devices & Services(t]Hpo] 2= Bl A H| =) #| o] A & =5 0. &2 A & LA of &
'F AKH L1E+

A &7 A=

Wek S = <1 0 (ok) 3FA W CDOO A Q154 @ FE5 whslkghy ),

CDO® ¢15-A 7] 21 2. "https://<device ip>:<port>"°l] GET &&= 4] URLY| A A& A =3}

T 5 A 7 e A H A % 2 CDOOll Q15 A -—I—TI’7]' FAFHYS A7 =3 4 F-(openssll

A 0ok WHEH AR Sel = TECNA THE Al 27k $4 thrlehe BAY & 9Tk ohg HE S
AHEE % Y.

>.

curl -k -u <username>:<password> https://<device id>:<device port>/admin/exec/show%20version
ASA®} EA4lEaL Q=4 E13F3L HTTPS AW 7F ASA 9] S1l2 L Eof| A 28 F217] gl

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:%*
SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:~*
TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:%*

HhgE S5 Sl o(/l5 M 7 ob 4 FEEHA] W)

o] LFE ATH AFA Y BF WAk vlgoln e FetolAET} ol F FRF AOE AelshA B
& gt ol 2R TYE ASAE A3 WAT 5 or], 4 Y AFAH ) A AF
HE A S o) 2 E tnte] 2 A7kl 1919 5 95 o,

91541 9] notBefore EAE E&dli= QFoll Eo] A EofoF gt

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet wvalid
notBefore=Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=Oct 21 19:43:15 2016 GMT
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Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgIIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALIUE
..lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAGIDAJQSMAOGCSUGSIb3DQEBCWUAMEIXCZAJBGNVBAYTALVT
..lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALVT
..lots of base64...
b8ravHNjkOR/ez41iyz0H7V84dJzjA1BOoa+Y7mHyhD8S
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--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*. example.com
i:/C=US/0O=Trusted Authority/CN=Trusted Authority

s

MITIHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHuUlpJgA59gdba0/BE

o] Q1A 7} Al 3 % ™ openssl<> *.example.comell o g+ ExampleCo 154 7} 21 2] 3 = Q= 713 <l
SAel ola] SrE A A E A=A G dY . o] 154 <= openssl 9] 7] Al A E] A2l 9
F U 24l % opensslo] tinto] 2o e Ao AdH Y

T o o] Aol = A E E S ol CAlA AR MR E IS A7 slssU T Bl A A <
of Al e} o] AH o] QIFA 7} Bl o] AFe] F3F 1IFA o o3l A w1, H g9 S 1FA ell= 2l
28 4= A= CAZF A8 e Q1S54 7F 9lF U T OpenSSL 7] 4 0.2 o] 2]k 3F CAE 41 #]8
gom, NEE S s CAR b &3 QA AlQlol Al s = df-olrt ol & &ed = U
Yt}

S 7] ISA 0 A E A= BE %{P ANTAE X33t o] 5 212 & 4 U= CA 44
b e ASAE Aok Futh o] AA AIQ1S Al3HA] ¥ 49 openssl©] 82 tha-

v

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent
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SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987F64AESF603AAF8E65999BD21B06B116FE9968FB7C62EFTC

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)
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EYXE XE| FIHCAE 238t W ofg H A F hE w24 A] 2(CSRO] ASA A A A &
A=A o Feo ulety,

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15
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