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A BARE B SE  QE Be Q5UTh 1] ASA Tubo] 2o TR 154 Sl S w2y
s1a 5 Qe e gt

Futol 2ol thak 9154 912 ¥ B4 51Y CDOY: TLSE AHE-ahe] tlupo] ol A2 a7 9
QAL A U AE AFAE AT dHUTh 5 5549 04 FAAE A4S
AT 5 AT, B4 Ao F04 FAAE CDoY) fEA e AFAE A Fete] 917
%7128 Y5

Q%A FA 4

CDO7} Huto]l 25 LH Y384 & 4= 2= 2 7HA] o] {7} L5 U Tk Ul "CDO cannot connect to

the device using the certificate presented(CDO7} #l| 3% 154 & AF&-3Fo] tynfo] 2o AA T 4= gl

Qwﬁbﬂﬂ1ﬂﬁﬂﬂﬂ°zﬁﬂfﬂﬂ“%ﬂQWQ1m%ﬂﬂM1ﬂﬁﬂﬂﬂ%3@ﬁ
A TA(HRpe] 2o AZAE = Yl3) Ee 7| HEY A 279 Bio] dS 7Fe ol =5 UTh

CDO7H A4 FAE AR-5H= o] 5 215 SDC 5225 Ei= #el o] o] AAT 5

A3 T B apenssl R E §E LT S QIGH T GRS ATl elel o
AZehe A E BT U S A YL,

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt
o] B & B e B QA S A A e P & Fofl TR Curl-cE AHES] oF Fth
o)Al thg3} e o] TgH sHalo] AP

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA
verify return:1
depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2
verify return:1
depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com
verify return:1 CONNECTED(00000003)
Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHuUlpJgA59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAGIDAjgSMAOGCSqGSIb3DQEBCWUAMEIXCZAJBGNVBAYTALVT
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHuUlpJgA59gdba0/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALVT
.lots of base64...
b8ravHNjkOR/ez41iyz0H7V84dJzjA1BOoa+Y 7mHyhD8S

Server certificate
subject=/C=US/ST=California/L=Mountain View/0O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2
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No client certificate CA names sent
Peer signing digest: SHAS512
Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4AF5A25BI5C37EF7C6870F8C5DD3755A9A7B4CCE4535190B793DEFF53F94203AB0A62F9F70B9099FBFEBABLIBG

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 £fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.

0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 f1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E
0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.cC
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

o 4] 71 WA SHO1E ALgE Wk TE BHelo] A HE vk U Z LTk A1FA FAI7H
1= 00] opU 1] 0 Fof Tl g M o] A H UL,

Aurel 0. F 2 A2 WHS BelE o] dFA OF m= BEg S
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6 X509 V_ERR UNABLE TO DECODE ISSUER PUBLIC KEY ¢!%4] SubjectPublicKeyInfo2] &
N71E 9 T syt

7X509 V_ERR_CERT SIGNATURE FAILURE 154 9] M o] faahA] &HuTh
8 X509 V_ERR CRL SIGNATURE FAILURE ¢15A 2] At o] & 3}#] 51t

9 X509_V_ERR_CERT_NOT_YET_VALID QI 7} o}2] & 38}A] %<5 Yt notBefore E5 71 & |
AlZE ol F i ok A A g U] 82 of 2 o] WkEk S = 8l 9(1IF A 7} ob Al - EsHA| ) E FEEHY
Al L.

10 X509_V_ERR_CERT_HAS_EXPIRED %1547} ®F 5 ¥ 15U th =, notAfter B %= @A A17L o]
AUt AA g U8 ofef o] whsl T = 21: 10(AFA 7 R EAFUTHS A L.

11 X509 V_ERR_CRL NOT YET VALID CRL®] o}4] f &3} &5yt

12 X509 V_ERR_CRL HAS EXPIRED CRL©] 7+ ¥ 1554t}

13 X509 V_ERR_ERROR_IN_CERT NOT BEFORE FIELD ¢154] notBefore & =0l 235 A] 7o)
E3HE o] dFU T

14 X509 V_ERR_ERROR_IN_CERT NOT AFTER_FIELD ¢1% 4] notAfter I =0l f&3HA] -2 A
Zro] LgHE o] hFUH

15X509 V_ERR_ERROR IN CRL LAST UPDATE FIELD CRL lastUpdate & =0 235 A|7bo]
grejo] AdFYTh

16 X509 V_ERR_ERROR_IN CRL NEXT UPDATE_FIELD CRL nextUpdate & =l i &3} %] &F-&
Al Zko] Z3tE o] QlGF Ut

17X509 V_ERR OUT OF MEM "|2.g| & &F3}= 5t 2
A= <t Hy

18 X509 V_ERR DEPTH ZERO SELF SIGNED CERT A &% 91547} 24 A8 5 ) om Al =gt
T AT ATA HEFoA L ASTAE S 5 flsyth

19 X509 V_ERR_SELF SIGNED CERT IN CHAIN Al &8 5= Q1= Q15 S AF&-3lo] 9154 A<l
ST F YA FES 20 2HE = sy
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W3l = 89l 0 (ok) 34 9F CDOC A Q154 @ FE wkekghy]

CDO® ¢15-A 7] 21 2. "https://<device ip>:<port>"°l] GET . &< 5}¢] URLY| A A& A =3}
T e A7 A E A g 2 CDOCl Q1A -J—‘IT7]' FAEYT IS4 7F F-a g % $-(openssll

A0 ok W) A5 E ZEC A thE Au| 27} 4 iyl BAY 5 Aruieh o WS
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curl -k -u <username>:<password> https://<device id>:<device port>/admin/exec/show%20version
ASA®} EA4lEaL Q=4 E13F3L HTTPS AW 7F ASA 9] S1l2 L Eof| A A8 F217] gl

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:~*

SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:~*

TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:%*

HhgE S5 Sl o(/l5 M 7 ob 4 FEEHA] W)

o] 9. fE AT FA ) WF WAL vjeol m 2 Feto] BT o] & f AT AT A etA 2
g oMt ol B PR AT Z Q3 WA S glom, A A ASA ) A A%
NE AR w2 eto) 2 A7ke] 4 4 Azyn.

Q1541 9] notBefore GAE X33t SFoll 0] A H oo Y.

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet wvalid
notBefore=Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=Oct 21 19:43:15 2016 GMT

o] &5 Tl ASAFFAET S FAE = A5 H T

2154 9] notBefore EA-= A oJoF gt} o] d G2 IS E AdFE = AdF U o] A=
FEFO]AE F= w5y tfufo] 2o A AJ7Fo] SulE A DA FH X e o= T
3}

Hksl I = 82l 10(Q15A1 7 THE E Al H5 Y T

TH AT F L o] o] MR E U SS on Yt Q154 2] notBefore EAE LS
ol Zo] FA ¥ o] of it
error 10 at 0 depth lookup:certificate has expired
gk g Qe A Bio] A5t
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thds = MZHﬂmmﬁﬂ1-ﬂEiﬁﬁﬂﬂ%ﬂ“§%HA”Wszﬂ]
AT ASAE nad ow Y

il g A
o] &= AT ALl ZAI7F A F-E& WEFI T, openssl:> TIHFo] 2ol A A &8k 1S E Al E]
P A Sl = lF YT /S Allo] gk Was elske ™ 919 oA A

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
..lots of base64...
tzw9TylimhJpZcldgihFVTgFM7 rMU2VHuUlpJgA59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAGIDAjgSMAOGCSqGSIb3DQEBCWUAMEIXCZAJBGNVBAYTALVT
..lots of base64...
tzw9TylimhJpZcldgihFVTgFM7 rMU2VHuUlpJgA59gdba0/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCZzAJBgNVBAYTALVT
..lots of base64...
b8ravHN]kOR/ez41yz0H7V84dJzjA1BOoa+Y7mHyhD8S

QFA A AW A AFFE AFH B2o2 Awe] A AFARE AAse] 1A o e
FEI T2 AZAE TPl AH 9 AZAE AF 7 we] 249 AFAst AR TS 4 A
Aol S AR A A ek 2) 0 AR A s 27k vy o,

FAE QSR EE ALYtk o710l E 2K ol Fo] L]0 A5o] mek AFA4 7}
T QA e F g ol Fo] TR

2= IS A E g B B Y T o 7] ol = Organization(F2)) B = %= E 35 1, 7 5o w}he}
Common Name(¥d ¥t o] 5) & X sHg Y th

Aol 2128 4= Q1= Q1T 7)ol A A B ek JIFA 7 A= A9 ASA Aol o2 JAFA
xdd dart JFU vE 3 22 JASAE Al

--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com
i:/C=US/0O=Trusted Authority/CN=Trusted Authority

i

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
..lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/BE
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24U,

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1
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depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987F64AESF603AAF8E65999BD21B06B116FE9968FB7C62EF7C
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Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)
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* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-1.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-1.html#anc15
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