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A
fl[si.no  Bd Act name Redundant ACLs Shadowed ACLs

outsideACL_#2, outsideACL_#3, outsideACL_#4, outsideACL_#5,
outsideACL_#6, outsideACL_#7, outsideACL_#8, outsideACL_#9,

2 1 outsideACL_#1 outsideACL_#10, outsideACL_#11, outsideACL_#12

3 2 outsideACL_#13 outsideACL_#17, outsideACL_#18

4 3 outsideACL_#14 outsideACL_#15, outsideACL_#16, outsideACL_#17, outsideACL_#18
outsideACL_#20, outsideACL_#21, outsideACL_#22,

B 4 outsideACL_#19 outsideACL_#23, outsideACL_#24

6 5 outsideACL_#25 outsideACL_#27, outsideACL_#28, outsideACL_#29, outsideACL_#30

4 6 outsideACL_#26

8 7 outsideACL_#31 outsideACL_#32, outsideACL_#33

9 8 outsideACL_#34

10 9 dmzACL_#1

13 10 dmzACL_#2 dmzACL_#5

12 11 dmzACL_#3 dmzACL_#5

13 12 dmzACL_#4

14 13 dmzACL_#6 dmzACL_#7, dmzACL_#8, dmzACL_#9, dmzACL_#10

15 14 dmzACL_#11 dmzACL_#13

16 15 dmzACL_#12

17 16 extACL #1

18 17 extACL_#2

19 18 extACL_#3 extACL_#4, extACL_#5, extACL_#6

20 19 extACL_#7

21 20 extACL_#8 eXtACL_#9, extACL_#10

22 21 extACL_#11

23 22 extACL_#12 extACL_#13

24 23 extACL_#14

25 24 extACL_#15

26 25 extACL_#16

27 26 extACL_#17 extACL_#18, extACL_#19

28 27 localtoremote_#1

29 28 opt_#1 opt_#3

30 29 opt_#2 opt_#4 opt_#5

31 30 opt_#6-1 opt_#17-1 opt_#7-1, opt_#8-1

32 31 opt_#9-1 opt_#10-1

33 32 opt_#11-1 opt_#12-1 opt_#13-1

34 33 opt_#14-1 opt_#15-1, opt_#16-1

35 34 opt_#18

36 35 opt_#19 opt_#20, opt_#21

37 36 opt_#22-1 opt_#23-1

Summary Detailed ACL Information +

M ACL A K - 7] ACLY] Al ARE A YT 72 ACLY &= v 2 # 4 3} 7}e 2] 9
o] A4 A F-E HojFo] 7] ACLS 21 'H3l7] 918 ACL 3 (M =5 = 3) Bl 17 Al

.

Source network Destination network
2 1 outsideACL_#1 outside 10.00.0/8 ANY permit
Shadowed by
3 outsideACL_#2 outside ANY any 100.0.0/24 ANY ANY permit  outsideACL_#1
Shadowed by
4 outsideACL_#3 outside ANY 192.168.0.1 10.0.0.0/24 ANY ANY permit  outsideACL_#1
Shadowed by
5 outsideACL_#4 outside ANY 192.168.0.10 10.0.0.0/24 ANY ANY permit  outsideACL_#1
Shadowed by
3 outsideACL_#5 outside ANY any 1011.0/24 ANY ANY permit  outsideACL_#1
Shadowed by
74 outsideACL_#6 outside ANY any 101.1.0/24 ANY ANY permit  outsideACL_#1
Shadowed by
8 outsideACL_#7 outside ANY any 101.1.0/24 ANY tcp:80 permit  outsideACL_#1
Shadowed by
9 outsideACL_#8 outside ANY any 10.10.10.10, 10.10.0.0/16 ANY ANY permit  outsideACL_#1
Shadowed by
10 outsideACL_#9 outside ANY 200.200.200.1 10.10.10.10, 10.10.0.0/16 ANY ANY permit  outsideACL_#1
Shadowed by
1 outsideACL_#10 outside ANY 10.10.10.10,10.10.0.0/16 10.10.0.0/19, 10.99.99.99 ANY ANY permit  outsideACL_#1
10.99.99.90, 10.99.99.99, Shadowed by
12 outsideACL_#11 outside ANY any 10.10.10.10, 10.10.0.0/16 ANY ANY permit  outsideACL_#1
10.99.99.90, 10.99.99.99,
10.10.10.10, 10.10.0.0/16,
10.99.99.99, 10.10.10.10, Shadowed by
13 outsideACL_#12 outside ANY any 10.10.0.0/16, 10.10.0.0/19 ANY ANY permit  outsideACL_#1
14 2 outsideACL_#13 outside ANY any 192.168.0.0/16 ANY ANY permit
Shadowed by
15 outsideACL_#17 outside ANY 10.10.1.1 192.168.0.0/16 ANY tep:443 permit  outsideACL #13
Shadowed by
16 outsideACL_#18 outside ANY 10.10.1.1 192.168.0.0/16 ANY tcp:80 permit  outsideACL_#13
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Is BGP Configured(BGP -4 o] %-) BGP7} Fortinetel] 7+ & 1=A] of §- | A4
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Target Device Version(t /g t]vlo] 2~ ¥ | g4 tjvlo] 2~ 9] W 75

<)

Target Device Model(t]# Tl vlo] 2~ & | tfAF T nfo] 2~ o] rdl VMware-8 Cisco Secure
) Firewall Threat Defense
Migration Tool Version(FFo] 18| o] | vlo] 1ol &2 H A 1.1.0.1912
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Name(°] &) NAT & 2 ¢] o] & Doesn't
Exist

NAT Rule Counts(NAT 7F % %) nho] Z1 g o] ¥ NAT 112 o] & 74 |0
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nlo] 18 o] M ¥l NAT 13 ) °oF

F7Fwkol g o] AN 1.

Interface Counts($] E] 7 0] 2= 57) Aol EF QE o] ~g F 0

Sub Interface Counts(3}¢] 1 E 7| o] 2= F7) Hulo] EH 3H9] 2IE F o] =9 5 0

Static Routes Counts(% %] 4 & 97) A ARl 0

Objects Counts(7l 2| %) A H ANA o] 5 34

Object Group Counts(7} A L& ) ARG NA 189 6

Security Zone Counts(}:.SF & & ) A H Holofool 4= 3

Network Object Reused Counts(Z| A& U EQ 7 | AAL-&H 7| A1) = 21

A =)

Network Object Rename Counts(°] & 178 U E | o] Fo] HAH 7l 9] 4 1

A= WA )

Port Object Reused Counts( A A& XL E 7] A ) | A& ¥ L E A ] 5= 0

Port Object Rename Counts(©] & W74 XL E 7] A | o] o] W ¥ LE JjA| <] 4= 0

)

X 5: Firewall Migration Tool %3 5 9] ©] E]

dlo]E] ¥QAE Description( 3) o A
s
Conversion Time(*H 3} A] 71) Fortinet 3] 12 o] A 2}QlS i A 8t= vl &~ |14
H AT
Migration Time(PFo] L& o] A A3}y | A A mho] e o] ol 48 H F AITHGE) 592
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do]E ¥AE Description(% ™) of Al

rr

Config Push Time(Z1 3] 18 o] A FA] |HF 77 18 o] A& F A8}
A1 7h

g 2edl ARG |7

Migration Status(7}o] 722 o] “J€ll) | Fortinet 71 3] 1] ©] 4 2] management center= <] w}o] | A&
refold e

O F HAA] Firewall Migration Toololl ¢]3] ¥ A] 5= @7 WA A] |null
eF Ay SF7 LA A Aol e Ay 2 7FE ek T 9191 | null

¢l 2| W] E ] Fortinet ol A ¥}

Th2- FortiNet 7139 28 o] & 917 Wol & wlo] g o] dst= 29 A Ex] doly 39 o
Ay

{

"metadata": {
"contentType": "application/json",
"topic": "migrationtool.telemetry"
}I
"payload": {

"fortinet config stats": {
"Ipv6_access_rule counts": 3,
"Ipvé6 _bgp count": O,

"Ipvé nat rule count": 3,

"Ipvé _network counts": 3,
"Ipvé_static_route counts": 6,
"access_rules_counts": 62,

"acl counts": 62,

"fqgdn based access_rule counts": 2,
"nat rule counts": 27,

"network object counts": 59,
"network object group_ counts": 11,

"no of fqgdn based objects": 9,
"port object counts": 166,
"port object group_ counts": 37,
"timerange based access_rule counts": 0,
"total unparsed access_rule counts": O,
"tunneling protocol based access_rule counts": 0,
"unparsed config count": O,
"unsupported _access_rules_count": 0,
"unsupported nat rule count": 0
}I
"context mode": "SINGLE",
"error description”: null,
"error_message": null,
"firewall mode": "ROUTED",
"log info_acl_count": 0,
"migration status": "SUCCESS",
"migration summary": {
"access_control policy": [
[
{
"access_rule counts": 62,
"apply file policy rule counts": 0,
"apply ips_policy rule counts": O,
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"apply log rule counts": O,

"do not migrate rule counts": O,
"enable hit count": false,
"expanded_acp_rule counts": 1,
"name": "FTD-Mig-ACP-1602513965",
"partially migrated acl rule counts": O,
"time based acl count": O,
"total acl element counts": 69,
"update rule action_counts": 0
}
1
]I
"interface counts": 20,
"interface group counts": O,
"interface group manually created counts": O,
"ip sla monitor_ count": O,
"nat Policy": [
[
{
"NAT rule counts": 27,
"do not migrate rule counts": O,
"name": "FTD-Mig-1602513959",
"partially migrated nat rule counts": 0
}
1
]I
"network object rename counts": O,
"network object reused counts": 37,
"object group_counts": 2,
"objects counts": 35,
"port object rename counts": O,
"port object reused counts": 10,

"prefilter control policy": [
[
{

"do not migrate rule counts": O,

"name": null,
"partially migrated acl rule counts": O,
"prefilter rule counts": 0

]I
"security zone counts": 19,
"security zone manually created counts": 0,
"static_routes_counts": 9,
"sub interface counts": 20,
"time out": false
}I
"migration tool version": "2.3",
"mtu_info": {
"interface name": null,
"mtu_value": null
}I
"rule change_acl count": O,
"selective policy": {
"acl": true,
"acl policy": true,
"application": false,
"csm": true,
"interface": true,
"interface groups": true,
"migrate tunneled routes": false,
"nat": true,
"network object": true,
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"policy assignment": true,
"populate sz": false,
"port object": true,
"routes": true,
"security zones": true,
"unreferenced": true
}I
"source_config counts": O,
"source device model number": "FGT80E",
"source device serial number": null,
"source _device version": "6.0.6",
"source_type": "FORTINET",
"system information": {
"browser": "Chrome/85.0.4183.121",

"operating system": "Windows NT 10.0; Win64; x64"
}I
"target device model": "Cisco Firepower 9000 Series SM-24 Threat Defense",
"target device version": "76",
"target management type": "6.6.0 (build 56)",
"target management version": "6.6.0 (build 56)",
"template version": "1.1",
"time": "2020-10-12 20:16:15",

"tool analytics data": {
"objectsplit 100 _count": 0

}I

"tool performance": {
"config push time": 533,

"conversion time": 3,
"migration time": 1108
}
}I
"version": "1.0"
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