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"type":

"Microsoft.Network/loadBalancers",
"name":

"[variables ('elbName')]",

"location": "[resourceGroup () .location]",
"apiVersion": "2018-06-01",
"sku": {

"name": "Standard"
}l

"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables ('elbPublicIpName'))]"
] 4
"properties": {

"frontendIPConfigurations":

s
{

"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {

"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',
variables ('elbPublicIpName'))]"
}
}

}
] 4
"backendAddressPools": [

{
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"name": "backendPool"
}
] 4
"loadBalancingRules": [
{
"properties": {
"frontendIPConfiguration": {

"Id": "[concat (resourcelId('Microsoft.Network/loadBalancers',
variables ('elbName')), '/frontendIpConfigurations/LoadBalancerFrontend')]"
}I
"backendAddressPool": {
"Id": "[concat (resourcelId('Microsoft.Network/loadBalancers',

variables ('elbName')),
}I
"probe": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers',
variables ('elbName')), '/probes/lbprobe')]"
}I
"protocol": "TCP",
"frontendPort": "80",
"backendPort": "80",
"idleTimeoutInMinutes":
}I

"Name" :

' /backendAddressPools/BackendPool') "

"[variables ('idleTimeoutInMinutes')]"

"lbrule"

o3
El
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Template deployment (deploy using custom templabes)

Trmplak deploymcnt {deploy using custom templates)

ploy t (deploy using custom templates) = <.
M«rnsn‘!
{} [

Create

Overview  Plars

Epphcations runng s Microsef Azere usually rely on @ combination of resources, Bor databases, servers, and wib apps. Adure Resource Manager templates enabhe you
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Mome » FIDV AutoScale > New > Template deployment [deploy using custom templates] » Custom deployment

Custom deployment

Learn about template deployment
[i Ji

& Build your own template in the editor

Common templates

B Create a Linu virtual machine
Qo ws virtual machine
@ Create a web 3

B Create a SQL database

Edit template(§] =3 H ) Foll A BE 7] Zdl =5 2HA4| 512 ¢ v o] E ¥ azure_ftdv_autoscalejson
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Hamer Madfed Sae

to upload
unzip

ThieBC + Newichoma ) o gopo + cloud suesscsle + Asare o FTDV o Acuee Fusction 5

Al 4 JEE ek e AH e s Tk FAE Y

1) 16: Threat Defense 7} A vl 2] 2~ 7] &

~.Iwwwroot + 21items & @ A

Name Modified Size
L9 — 812472019, 12:19:56 PM
- —J 8/24/2019, 1219:56 PM
ey — 8/24/2019, 12:20.08 PM
£ W Creal 812472019, 12:20:08 PM
19 — 8/24/2019, 12:20:08 PM
e W Deleter 812472019, 12:20:08 PM
9 W Delet e 8/24/2019, 12:20:00 PM

Use old console
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| JEEEERRES
IH 17: PuTTY TS 2 =
&P Download PUTTY: latest release | X
< c a
P
Alternative binary files
The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download sta
(Not sure whether you want the 32-bat or the 64-bit version? Read the EAQ entrv.)
putty.exe (the SSH and Telnet client itself)
32-bit: Rutty.exe (or by ETP) (siznature)
64-bit: Rutty.exe (or by FTP) (signature)
pscp.exe (an SCP client, i.e. command-line secure file copy)
32-bit: RESR.EXE (or by ETP) (s1znature)
64-bit: CHERT (or by FTP) (signature)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTFP)
32-bit: reftp.exe (or by ETP) (siznature)
64-bit: peftp.exe (or b ETP) (siznature)
puttytel .exe (a Telnet-only client)
32-bit: Ruttytel exe (or by ETP) (signamure)
64-bit: Ruttytel.exe (or by FTP) (signature)
plink.exe (a command-line interface to the PuTTY back ends)
32-bit: plink,exe (or by ETP) (siznature)
64-bit: plink.exe (o by FTP) (signature)
pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)
7 6 SSH Z2Fo| 1 E A8 112 9] o] & plink.exes: ftdssh.exe = ¥ 74 Ut}
A7 9 g 7] 0 22 1 Ag], & o] whA| oAl ASM_Function.zipo] ¥ 2 =% ¢] %] o ftdssh.exe &
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Azure Logic ¥ ¢l tlol E

ZE2AA

2 LA E g o A LogicApp.txt T+ S &4 A28 o & AAst ol FAE hE A4}
A387] Aol o] GAIE 5 ¢lal X3 A L.

o] 23 =& GAI= ARM HIZ 5ol A Abs 8t 4] F o B2 Yol Logic 4HF FH4 o=
o= & 5 FUT

ol
ko

: “SUBSCRIPTION_ID" 9] =& o] AA~E Zrolr] 415 ID B2 WA g},
:"RG_NAME" o| AT~ 5 B 5 zlo}A] FA Jon 18 o] 20 7 upE )
¢) P4 "FUNCTIONAPPNAME" o] A & A~ & B 3hola] 814 q) o] B 0 & upF1 ),

Uk ol ol A= LogicApp.txt 3t ol A o] 23 & & AR5 HolFUt
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Bl e
»

"AutoScaleManager": {

"inputs": {
"function": {
llidll :

""/subscriptions/SUBSCRIPTION 1D/ resourceGroups/RG NAVE/ providers/Microsoft . Web/si tes/FUNCTIONAPENAVE/ functions/AutcScaleMarnager”

}

}!
"Deploy Changes to FTD": ({

"inputs": {
"body": "@body ('AutoScaleManager')"
"function": {
llidll :

""/suscriptions/SBSRIPTIN D/ resaurceGroups/Ra NAVE/providers/Microsoft . Weo/sites/FUNCTIORPRNAVE,/ finctions/DeployCanfiguration”

}

"DeviceDeRegister": {

"inputs": {
"body": "@body ('AutoScaleManager')"
"function": {

llidll :
""/subscriptions/SUBSCRIPTION 1D/ resourceGroups/RG NAVE/ providers/Microsoft . Web/sites/FUNCTIONAPENAVE,/ functions/DeviceDeRegi ster"

}
}V
"runAfter": {
"Delay_ For_ connection Draining": [

SEAL 71 E-2k(5)2 F- A1 &Yt ]+ Autoscale 7] 5] 7|4 S

d) (A8 A ESA A& FA
Yttt ¢l LogicApp.txt I of| A o] 2] &t 8-S K o] U T

1=
2 B A E A7 Y

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval": 5
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Azure Logic ¢} 1 Hlo] E

o (A8 AL melel A1 S 7 ke S A T
Hio] 25 AkA|at7] el F g 7Pl A 7E dAEs =
o=

ol E FAa
LogicApp.txt Tt L ol A o] 2] &k & H o FHth

(Scale-In) 2+ =<l
g o] dsh= AR A S

'actions": {

"Branch based on_Scale-In_or_ Scale-Out condition":
"actions": {

{

"Delay For connection Draining":
"

_ . . ". {
'inputs": {
interval": {

"count": 5,
"unit": "Minute"

}

f) (A8 A W7 A1 7S A ALY 7] 2 H10)2 A1 g Ut} o] A7+-e 8 (Scale-Out)o] 9H&
HF 2 9SS fA8= A7 YT thS o= LogicApp.txt 3ol A o] 2] 3k S Bol Fy
o},
"actions": {
"Branch based on Scale-Out or Invalid condition": {
"actions": {
"Cooldown time": ({

"inputs": {

"interval": {
"count": 10
"unit": "Second"
}
A3 ole @ 9 Azure THOINE £ T 5 5T A U S-S Azure FHE 25}
AL
T 2 Logic ¥} FE B 7| & o] Eate] 7| B el 22 AlA|E
3l Save(A )& S U Th
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Add Device (7]

Host:+

ftd-1.cisco.com

Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

| None v

Access Control Policy:*

Initial Policy v |

Smart Licensing
Note: All virtual FTDs require a performance tier license.
Make sure your Smart Licensing account contains the available licenses you need.
It's important to choose the tier that matches the license you have in your account.
Click here for information about the FTD performance-tiered licensing.
Until you choose a tier, your FTDv defaults to the FTDv50 selection.
Performance Tier (only for FTDv 7.0 and above):
Select a recommended Tier v
Malware
Threat
URL Filtering

Advanced
Unique NAT ID:+

cisccﬁ 2éhat

Transfer Packets

| Cancel |

c Host(E 2 E)—F71& du}ovq IP =2~(IPv4 2 IPv6)E Y & 3ot IPve &/ 31 A g o] 7
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* Registration key(s 5 7]) - threat defense virtual - EXE 3 A A X A3 A3 FL3) 55
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New Policy Q

Name:

ftd-ac_policy

Description:

Select Base Policy:

None v

Default Action:
¢ Block all traffic

Intrusion Prevention

Network Discovery

Targeted Devices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

Q_ Search by name or value

192.168.0.12 |_Add to Policy |
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SR A|A]
A 1 Devices(t] Hlo] 2+) > Device Management(T Hlo] 2~ #e]) & A &8} a1 tlufo] ~ o] =4 ( £HS =23

Ut
o7 2 Interfaces(¢1 E] 7] 0] =)= F2l gt}

'E‘;'{ét' FIVGDO\NE_!_' Mlﬁ?gg?merwt Center Overview Analysis Policies Devices Obijects AMP Intelligence Deploy Q P @ v
Cisco Firepower Threat Defense for UNiware
Device  Rouing Interfaces  Infine Sets  DHCP
Q_Search by name sync Add Interfaces v

Interface Logical Name Type Security Zones MAC Address {Active/Standby) Virtual Router

® Diagnostico/0 diagnostic Physical Global Vi

Hlol o] =4( £)E SHIY

Edit Physical Interface [+

General IPv4 IPv6 Advanced Hardware Configuration FMC Access
—
Name:

Inside
Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside-zone v

Interface ID

MTU:
1500

Priority:
0

Propagate Security Group Tag:

. Microsoft Azure Cloud-& Cisco Secure Firewall Threat Defense Virtual A] 2} 7} o] =



=2
o,
B

8=

2] AlE] 2 Secure Firewall Threat Defense Virtual ¥
agsel =4 i

ol & 5¢] AE o] 20 indded}= o] F-& A F FH T

b) Enable(Z-33}) &l ehs A=

¢) Mode(F- =)= None(Rl <) el = H A5 Y

d) Security Zone(X.¢+ 9§ < )E%E‘r% ol A 7] &9 Ui Hel of & A E 3 A Y New(H = 7F
E7)E 283t A Bet 4 S FHg
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e) IPv4 /T 1Pv6 §S S8 Pt

* IPv4—E 5 U8 H-50 A Use Static IP(2LA IPAFE)E A B slal &8 A)(/) 7] E=+ DHCP
SHOT P Fa0h A Byl vh2 S Qe gt

o & 50 192.168.1.1/24 & ¢} H 3}

Edit Physical Interface (]
General IPv4 IPv6 Advanced Hardware Configuration FMC Access

IP Type:
Use Static IP v

IP Address:
192.168.1.1/24

« 1Pv6—d- Bl H] A& 2HE A 9 IPv6 DHCP == 4 4 7-4 9] 7 9- Autoconfiguration(2H5
) Bl g e stel SlEl o] 5 84 3.

) OK(FNE F=HFU:
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General(21 ) wo] A H YT,
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Edit Physical Interface

General IPv4 IPv6 Advanced Hardware Configuration FMC Access

N
Name:

Qutside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outsize-zone v

MTU:
1500

Priority:
0

Propagate Security Group Tag:

[ cancer | ISR

a) Name(°]H) Z=o o] 55 484 o] Ul & =g ch

b) Enable(2d3}) Slehs A gt
¢) Mode(® =)= None(Rl) HEl = E 75 Yt

I

d) Security Zone(}H.eF 9§ 9) =H T
E7)E S5k A B g

ol 5 £} outside zone¢| 2= 99 S F7Hg T}

e) IPv4aZ/E= 1PV S 22 gt
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Fx Google Cloud Platform®] VPC Y| E$] = IPv6S A Y314 &5t}
* IPv4 - Use DHCP(DHCP A}-8)& A g sho] th5 3 w7l W& 43 o
« DHCPol| A 71 % & 7}4 7] - DHCP Ao A 71 2 A 25 7}A 3 Y Th
3

«DHCP A& W EY - gjoty] A=) thal] 13} 255 Alo] o] #e] A&
H AR 71 E A A= 19yt

. Microsoft Azure Cloud-& Cisco Secure Firewall Threat Defense Virtual A] 2} 7} o] =



f
252
%
oty
i)
)

2] AlE] 2 Secure Firewall Threat Defense Virtual ¥

puep A1 24 ]

Edit Physical Interface o
General IPv4 IPv6 Advanced Hardware Configuration FMC Access

IP Type:
Use DHCP v

Obtain default route

using DHCP:

DHCP route metric:

« IPv6 - A E] B A& 245 A S 3k Autoconfiguration(AHs 1-A) Sl @S A e g )

DHCP X ¥ -4
A

3 AWS, Azure, GCP,OCI 5¢] H &8 Fg 95 34 o F=351= A9 o] AaE 7Y gtk

Eo}o] A E7} DHCPE A3} threat defense virtualol 4] IP T4 Z 714 2 A 8l DHCP A H =
g sty o

ZEANA
Sl 1 Devices(t] vlo] =) > Device Management(t] Hlo] 2= #he]) & A B3}l tlnfo] 2= o] =4 ( ) S 2%
Ut

@7 2 DHCP > DHCP Server (DHCP A1 B8])E A &gt}
A 3 AH H o] X A Add(F7HE et vk &4
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Add Server (]

Interface*

Inside v

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Enable DHCP Server

oo |

QB 0] 22 - EFTHE BEoll A QIE A o] 25 A et

+ Address Pool(F 2 ) - DHCP A Blol 4] AL§5)%= 3 4 % A1) 1P 74 ¥ 918 A4 F T} o
IP 2 913 A e gl QlE o] 229} B A 1o glofof ki, QlE o] 22 A< IP T4
3 5 Pt

able DHCP Server (DHCP A ¥ &4 3}) - A &1 3k o1 €] 7| o] 20| ] DHCP A H & &4 313

rr

* En
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7| A EE dirA o2 QR QH o] 2o A HE The s 4 AER eF-EE Y &5
B 7| o] 2~¢]] DHCPE AF-&-3h= 4 §- T nfo] 27} on] 7| A2 & FAP S = dHFUT 502

A 2g FrreloF ot A5 o] Ak kR P Th DHCP A ¥ ol Al 7] 4 .5 4241 % 7 -, Devices(t]
H}o] ) > Device M anagement (t] B} o] 2~ 3+2]) > Routing(2}-$-%) > Static Route(*d 2 74 &) 7| o] %] 2]
| Pv4 Routes(I Pv4 7 &) %1= | Pv6 Routes(I Pv6 7 &) Bl o] E-of] A5 Yt}

ZEANA

@7 1 Devices(t] ¥}o] 22) > Device Management(tl vlo] 2~ ¥2]) & A &3} ar tynfo] 2~ o] =4 )& 2T

Ytk

7 2 Routing(2H9-8¥) > Static Route(d 4 74 2)& 4 & 5}a1 Add Route(7d = F7hE S8 oS 44
sl
h=] .
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Add Static Route Configuration Q
Type: e IPv4 () IPv6
Interface*

Outside v

(Interface starting with this icon \signiﬁes it is available for route leak)

Available Network C' + Selected Network

Q_ Search any-ipv4

any-IPv4-10.0.0.1

L 1]

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8

Ensure that egress virtualrouter has route to that destination

Gateway
any-IPv4-10.0.0.1 v |+
Metric:
1
1-254
Tunneled: (Used only for default Route)

Route Tracking:

v |+

‘ Cancel ‘m
* Type(+3) - F7hstel= 44 A= F ol wpeh 1Pv4 3= 1Pv6 ht] 2 B &

Hejghch dug oz o)

rulo

Y

* Interface(Q1 E] | 0] ) - o] 18] 2~ Q1 E H| o] = o1 E] 7| o] 2~ 4]

o},

» Available Network(AH-g- 71 & U = 9] 1) - [Pv4 7] 7 2o v 8l any-ipvaS 21 B 31 AL, IPve
713 7 2o 3] any-ipv6S A8 g o).

« Gateway(7| ] E 9l o]) 3= |Pv6 Gateway(IPv6 Al o] E ¢l 0]) - o] H &2 2] thg F<l Al E4 o]
ZG5EE 98 e ANFUTLIP T2 B UEY /S AE AANE AT 5 AFYTh

*Metric(ME9) - G UEH A F 58 d8dUT a3 H9= 1~25501 3 7] 232 194

m{m
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NAT 773
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74 A o] management center=

1.9k 5} 2] AIE] 2 Secure Firewall Threat Defense Virtual ¥12] |
Cisco Firepower Threat Defense for VMware
Device Routing Interfaces Inline Sets DHCP
Manage Virtual Routers + Add Route
Network a Interface Leaked from Virtual Router Gateway Tunneled Metric Tracked
Virtual Router Properties ¥ [Pv4 Routes
ECMP
any-ipv4 diagnostic Global test_dhcp false 1 P |
OSPF
OSPFv2 ¥ IPv6 Routes
RIP
Save(A7h & S8 T
=] © = =) =) —=. ~ =7 = 1 o =
ANEE QI NAT 172 & )7 F2:8 9|2 el slo] 2 [P Fae] ZER WaFh ) o] 2@ 53]
NAT 712 & QB o]~ EE F4 ¥ H(PAT) o] 2hat gt
2 A A
Devices(t] v}©] 22) > NAT & 41 813} 31, New Policy(Al A 2]) > Threat Defense NAT & 2 2] 34t}
% o =] N O 5 = 5
B3 0|52 AGeta, S A4 ko] 22 HEl @ 5 Save(A ) E 2T
New Policy 2
Name:
Interface_PAT
Description:
Targeted Devices
Select devices to which you want to apply this policy.
Available Devices Selected Devices
Q_ Search by name or value FTDv 7.1.0 Build 1... i

Add to Policy

F7H5 o A % 8

[ooce |

& Z7balok gk,

7<4 ) oﬂ T2

=
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@73 Add Rule(iF 3 F7h& 2 g
Add NAT Rule(NAT -2 57} ti 8} &2H7F Yeba Y o
A4 71 S AU

Add NAT Rule

NAT Rule:
| Auto NAT Rule v \

Type:
‘ Dynamic v ‘

Interface Objects Translation PAT Pool Advanced

* NAT Rule(NAT 7F3]) - Auto NAT Rule(#}-5 NAT 7+ 2])S A €]

« Type(+ &) - Dynamic(’s 4)< A 8¢},

)

.

A 5 Interface Objects(Q1 E] | o] 2~ 7] A])) #| o] %] o] 4] Available I nterface Objects(AH-& 715 3k Q1 | o] ~
NA) & o 2] 9] o oS- Destination I nterface objects(th A+ 21 E] o] = 7] A)) & & o] F=7}gF ¢}

Add NAT Rule o

NAT Rule:
| Auto NAT Rule v |

Type:
| Dynamic v |

Interface Objects  Translation ~ PAT Pool  Advanced

Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)

Q, Search by name | J outside-zone .

s [_Asstosouse ]

“ Add to Destination ‘

(o | IR

A 6 Trandation(® 8F) #| o] %ol A o} & 5 & A8 gt
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Add NAT Rule

NAT Rule:

| Auto NAT Rule

Type:

| Dynamic

Enable

Interface Objects

Translation

PAT Pool Advanced

Original Packet

Original Source:*

any-IPv4-10.0.0.1

Original Port:
TCP

Translated Packet

Translated Source:

| Destination Interface IP v

@ The values selected for
Destination Interface Objects in
'Interface Objects' tab will be used

o | I

« Original Source(+* A2 2=) - &

HhE 2ay

= IPv4 EZ(0.0.0.0/0)°l th 3t U EL A /A E F71stH A

Name

New Network Object Q

' all-ipv4

Description

Network
() Host

_) Range

(® Network | () FQDN

0.0.0.0/0

| Allow Overrides
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anz Aol 74 [

e
Kl

AF8 NAT 7 2= 7R A A o o] -2 NATE F7hstal Al=8) J o] AAlE A4S
gl7] wZoll Al =wloll A A o) € any-ipv4 7R A& A S 5 flss U

A 2, ZE IPve E o] e 7] S 42E Y EY A [:/0]2 AFE-5Fo] NAT A
A5 AFE 7 dHFYTH

» Trandlated Source( $+% 2~ 2) - Degtination I nterface IP(t2 1€ | o] 2~ IP)E A Bl g o)

9 7 Save(H 32 S ste] - A e A Q.
T+3 o] Rules(i+2) o] E-of #1451}

.::lllsltlilo' Firepower’Ma\Qgg‘err;e‘nt Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q sﬂ ¥+ @ adminv
FW N/ jtor

Interface_F’AT You have unsaved changes m

Enter Description

Policy Assignments (1)
Rules

Filter by Device Y Filter Rules X Add Rule

Original Packet Translated Packet

Source Destination
# | Direction  Type Interface Interface
Objects Objects

Original Original Original by L opt
Sources Destinations Services Sources Destinations Services pions

' NAT Rules Before

v Auto NAT Rules
#. X D any 2 outsize-z B any-IPv4-10.0.( (@ Interface @ Dnsifa W
v NAT Rules After

A8 WM AP A ekl NAT 3| o] %] ol A Save(A )5 =yt

A 2= Ao} T3

management center< A}-8-3l threat defense virtual & 5
traffic(2 & EdY 2eh) S xg;d Fopd, qu}o]/\ o E
of Ft}. TS Aol A= Ul o ol 4] 9] of o ELE
Utk o2 g9l &= A= J4ESHE qioﬂ e Eg S 58
=3

g Bk A D 1A S /332 M Firepower Management Center 1-7d 7}Fo] = 4] 7o =& 33
S A &
EERE

A1 Policy(% #) > Access Policy (2] Al 2~ A 1) > Access Policy(2) Al 2~ % #)S- A 813} 3L threat defense©l]

FIE A2 AES Ao i3 5 A)E S

972 Add Rule(iT 3 %71 S 5a vhe i AR E 2 F v,
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Add Rule o
Name Insert
inside_to_outside Enabled into Mandatory v ‘
Action Time Range
© Allow v ] None v ‘ 4+
Zones Networks VLAN Tags A users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Available Zones C' Source Zones (1) Destination Zones (1)
Q_ Search by name inside-zone i outsize-zone i
o ‘ Add to Source l
inside-zone S———————
* Name (¢] &) - dl & E°] ©] 7#3 9] o] &£ indde to_outside® A g1t}
* Source Zones( & 4 <) - Available Zones(AH& 715§ o 9)oll A U - & 9 & 41 815} al Add to
Source( Lol F7HE Y
: = > =]
* Destination Zones(th”d %3 &) - Available Zones(A}-& 7153 & 9)ol| A < F & A et
Add to Destination(th ol F7HE 834t
o =] =
7let 44 e wAehA) gt
413 Add(F=7hE 2 g Tk
- - v -
i3 o] Rules(7 ) glo] 2o F7hg 1},
wolinli F|repower Management Center ) ) - o - . : ) .
RI5C0: PoiidicnTooes PoiicylEdifor Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ # @ adminv
Initial AC POIle You have unsaved changes l Analyze Hit Counts m
Enter Description
Inheritance Settings | Policy Assignments (1)
Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
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