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firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.

Enter new password: ***xkxkkk*

Confirm new password: **xkkxkix

Your password was updated successfully.

[...]

firepower#

FXOS CLICIA A3 $¢ v d& FAFUH

Scope ssa

show app-instance

o A

Firepower# scope ssa

Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup

Version Cluster Oper State

ftd 1 Enabled Online 7.1.0.65 7.1.0.65

P F4E A Aok 5l= 74 -$ CLIE Threat Defense 3 7] 73] 1.9
A 7124 o2 #e] JIE ¥ o] 2= DHCPE AF-&-3HY o}

. Cisco Secure Firewall 3100 *] 2} 7} o] =
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Threat Defense 7| 73] 18 o] A ¢k & .

] o] o A AH AT 4= 3= Aol A o] r A &t R =8l of gt
g

b) oA A A A= FXOS A s 2 AW A& st Al L.

Threat Defense = 7] A3 19 o] &1

CLI E+= device managerS AF-8-3}9] threat defense 7] A S 58 4= JHFH T}

CLI= Threat Defense = 7] 713 “1¢| o] A 2+

threat defense CLI®| <323}l A A vl HALE AL-&-35Fe] 2] IP T4, Ale]E o] @ 7]} 71 & Y
ARSI 27 A S FAF YL A8 #E Aol A= AA U E 427_ Aol de= &
ﬂEMlOlM‘HD} 2] 2; OH’HV\OH ] QI H o] 2~ & AFESHA| o v = 71, Al CLIE AHE
of glo]E JAEHo| 25 DA = )5 YT management center 521 A8 = A3 T device
managers AF&-3to] 7] AAG S T off #e] B A~ < Eﬁﬂo]-’l A ol Bl E 95l
management center 2 % $+5}H device managerol| A ¢F 5 ¥ BE QB H o]~ FA o] F-AH Ut A
22 Alo] g A3} 22 e 712 A AAH L F A A OV\‘%‘:}

m1m

oy

Procedure

= g Qg H o] 2~ 3 SSHE A5} threat defense CLIO & 2 ghut} o] ¢l
A 0 % DHCP AW A A IP F4E 7FF UL M EY A A S HAsE = 25 <
55 F& XES AMESEE Aol E=5UT

l
rU

= FXOS CLIC| AdA=E Yt} SSH Al A & threat defense CLICN 27 A4S U}

A2} 0] E admin 2 B U W 5 Adminl230.2 = 1913},

S124: S E o 4] FXOS CLIY| 923 th FXOSd -8 21918 v 5 2 ¥ A 5lel= WA =) 7}

EAE Y o] v 5 = SSHO| threat defense = 121 of| &= A8 Yt}

Note HUH 7 oln] MAE 49 2= 49 vdHs s 7| Egte s a4 sted tulo] =
& A o]u| x| g}3)| ok 7 Ht} olu x| A 2] A= FXOS TA a4 DA & 2234 A Q.

}11

A

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **xkkxkkx

Confirm new password: ****xkxxx%

Your password was updated successfully.
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B cu= threatDefense 7] A Eo) A b

oA 4

[...]

firepower#

& X E X FXOS 17243+ 7§ threat defense CLI® 914 3t}
connect ftd

Example:

firepower# connect ftd
>

threat defense®ll % & 2118 A9, 9= 4] gho]d 2~ Al 2KHEULA)® 5] 5Fal SSH A2 S A&
e A5 #eA v S E WA st WA A7 AR YT 2 vl CLI A 2 HEY
FEAFH Y
Note ojm A AR & 3l Ay L o] S A 4-A] oW CLI AR vPEANE v E = Q&
Yt} 28y o] 3 3k & A A2 configurenetwork(W| E 9 2 143) ™ & & AF&-31o] CLIC
8k 2= 9] 21
=

A ol M7 e 4= 95t} Secure Firewall Threat Defense ™8 & %2 &2 333814
A Q.
7] gk = o] el & gho] E qholl EAF YT o] Holl =g g2 Felske W Enter & 7
4t

« 7] Qe o] 2o gk IPv4 7] Alo] E 9] o] ¢} 8—data-interfaces A7 2 2 management
center B=+= device manager ¥+] ol ¥k 4 & Ut} #2] U] E 9] A Al management centers AF-&-
S}+= 7 -7 Management 1/1°] th 3+ Alo] Efllo] IP F=45 A A sl oF vt I E S A 45 A4 o

o} gl = AR G5 ofl ol Al U - QIE | o] 2= ] Ao E o] 9hS 3t o] A9 Aol E
o] IP =45 2 =3 YF Qe H o] 2~ 1P 4 = A 4 g oF gh th. 115 ol management centerS

ALgshe] Ul 1P 2% Aok gich

If your networking information has changed, you will need to reconnect(V1 E9 % A X7} ¥ 74
745 oAl dAdsfof ryth) —SSHE Sall A o] YA Hx AAANM P TS VAT
T Aol BHUTE A IP F4 H I HS & AREsto] oA AAF UL & A A=

"R A g5 U

Manage the device locally?(t] Bl o] 25 24 2 #2] 5} A 215 Y 7F?)—management center=-(£)
AHE-eE ™ noE FE YT yesE & HE 7 -5- L th4l device managerE AH&-SHA FH U T

o ox. il

Configurefirewall mode?(3bH m =2 A ASA AHU7F?)—%7] A Ao A ey =2
Aok Aol FHUT 27] 44 ol g5 RES WS 48 3 P4 A9 Py

[o:

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

. Cisco Secure Firewall 3100 *] 2} 7} o] =
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CLIZ Threat Defense 7] 715 2204 st x|

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ***kkkk*

Confirm new password: **kkkxkkx

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For

HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information

You

- add device configuration
- add network discovery
- add system policy

can register the sensor to a Firepower Management Center and use the

Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or

the

IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration

key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

o] threat defense & ¥+2] 3 management centers 28 34 T}

configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

{hostname | IPv4_address| IPv6_address| DONTRESOLVE}—management center®] FQDN %+
IP 725 A Yt} management center®] 745 A4 XA e 4= ¢l 74 DONTRESOLVE
S AF&-31al nat_id= #]7g gHU th. s} o] AF2] T BFo] 2 (management center 51 threat defense)
o] = F tfulo] 2 7F ek SSL (a3t BAl AL S AA ] 9% AA 7Hs S IP T4 9lo]
of 3t t}. o] W&ol 4] DONTRESOLVEE A A 3}+= 74 9~ threat defenseol] 1A & 5= A= 1P
& EE SAE ool glofof gt
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* reg_key — threat defense ‘5= A] management centerol] | 4 & A3 & 55 7|5 A A¢Ut} o] &
= 7] 3748 238 = o Ut R AHAAZ, a~z, 0~9) 9} 3L ()= AHEE A H U

enat_id— $tZo] A4S == IP T4 T
spcigk

I

i ol 55 A 3HA| -2 79 threat defense =
5= o} management centeroﬂ A A o ﬂ T AHE S A4 3 T} management center
= DONTRESOLVEZ A 43} 7 $- ?}EA %&% Yt} NAT ID+= 37448 2348 4= 9154
o} G AHA~Z, a~z, 0~9)9} 3}0] E(-)= AHE-E 5= 2lHF Yt} ©] ID management centerdl] & =
gl thE Hulo] 2o AR 4= glFH

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

management center©](7}) NAT Tl H}o] 2= Hol| 1=
o] & 4] DONTRESOLVEE A4 Yt} o] & &

Example:

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

threat defense”} NAT t]H}o] 2= F ol 9] 7 -9- management center IP 542 B2= S 2 E o] 534 37| 4L
59 NATIDS 25 o). o & 51 0183} 240,

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

What to do next

management center®l] W& & T =T}

Device Manager A}-& © = Threat Defense = 7] %3

threat defense®] % 7] A4S =3 5} 24 device manager®l] 143t} device managerE A}-8-3} ZE
7] AA S st 32 E 9] 8l management center= 71 35} device manageroll A $FE W ] 2
DA~ AT 2 E QN H o)A FA o] S-AHUT} A~ xﬂo] A E= Hol gy e 7]E1r
713 T AL A E A 25U T FTD CLIE AH&-ah 745 o] 2 FMC A 2~ A A vk -2 5
yok(e: 7] W5 QI Ho] & 5438 A E A &).

257 Aol

* management center®] 7] 73S 53}l 4 8 4 T}, Cisco Firepower Management Center 1600,
2600 % 4600 3} =¢J]o] A A 7ho] =& 3 3}4] A 2. threat defense S A d 3} 7] 4 o] management
center I[P T4 = T2 E o] F& drojof ),

2] Al W A 9] Firefox, Chrome, Safari, Edge &= Internet Explorer& AF&-314 A] 2
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L 2AIA

device managerol] =113},
a) Bebg-Ad th3 URLS o =iyt
« U)3L (Ethernet 1/2)—https://192.168.95.1.
« ZH2]—https://management_ip. 7] -4 o 2 t F-5-o] Z 2 Z o A ] 21 ¥ # o] A~ DHCP &
gho] A E o] B2 IP 524:+= DHCP A ¥ ol] upe} deb Ut} of Maje] AR e IP F45
1 Far ARl e ¢ G U webA A o] BAAA FEF W I H o] A5

Al Aol F4UT

b) AFEAF o]F admin 2 7] HEHE Admin123S. 2 2 113 o

c) FHZE ARl gFo] A 2 A CKHEULA) Fostal e x} v dH 5 & W7 shebe vl A A 7} 1A 5
=3

%71 A4S 473817] Holl 2SS & device managerol] 1918 wf] A vpHALE A& A E

o7 ¥ ] #] s}eke] Skip device setup(tlvleo]l 2~ A2 AU H 7)) S S8 ko] AA niAtE Y=

T dFYT

A v AALS a5 W Q1 E 5| o] 2~ (Ethernet1/2)] o g 7] A 3] 18| o] A 2] o] management
center T2 2 A3 uf) F-4] = = 2] F-(Ethernetl/1) QU E]H o] 2 2] Ay 2 o] o] Az}

a) 25 % #] A o] 2o ta) v A4S A3 Next(Hh)E S8 34tk
1. 94 clgHo] 2 F4 — o] A Ho] e Uuky o 7 Sl Yl Alo]Ego]olm ha]x} oA

2= QlE o] 22 AFgE 5 g th 2] tlrbol 2 4 Fol= A 97 Qo] 28 A
g 4 glaruith 2w wlolE Qe o) 27k 7] 2 94 Qe o] el o)
A oA 2T 918 SR (EE )N A HE Qe o) B Abgahel = 45 4 rh AL
2 9ud ¥ FEoR P sok Futh

IPva T4 - 9] 3 QlE|Ho] 0] IPv4 4 & T4 U TH DHCPE AL 481 A S5 0% 1
E?iﬁgﬂﬂ*imﬂwEﬂﬂ§%§%¢Maﬁﬂﬂﬁ%ﬁ@&ﬂmwiii
A W I QUL Y oA A8 PPPOE S A - St e
o] 227} DSL Egjo]u} 7o) & wulo] A5 o] AL 7] €} ISP AL AHE-5}31 ISP A
PW&E&ﬁaqmﬁigmo&uoTJWﬁAJOﬂ*m*uwﬂﬁ4Eﬂ§@
*r‘ PPPoES er/H fsid /\ ol 2= 14 1;].

IPV6 /g - 9] 4 Q1E| 5| o] 2= 9] IPv6 F-425 4 31t} DHCPE AF-§-3H7 Lt ?%g A
IP 22, AL Bl ES ol S S8 2 = AUt 11715 A Este] IPve 48 7/ 3hx
Be TR sy

2. el Qg o]~

_4

CLIGIA %7] 473 008 A 3he) Qe o] 2= Aol A5 4 ek 3he) <lels
o2 1P 2 AR L A vHYALS] ARk obg ek whel P T4 A4S BA A 3,20 5
oA B

DNS A1 H - %3} H o] 312] QB 5 o] =& DNS AW YLt} o] & 1S 9] DNS A H o]
22 3y o)A 48 YT 7] 23S OpenDNS & 7] DNS A U th =2 =4 3ko] 7] 2
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gho.2 5] 2] W OpenDNS(OpenDNS AF4) & 2 ske] 4 4@ P F48 Lo thA] 2
=g
el 5 e o & shul o) 9o AE o] Ag FAE o2

b) AIRHH(NTP)E 7453 Nex(th) & 29 gt
1ol - Al 2o EE AR e o,

- 1% NTP A & A8 of -] W NTP A ]

>

1 %

N
p
_|
v)
>
)
o

e AT 1 o AN A A A

threat defense= Smart Software Manager®ll 55 3}4] vl A .. B & 29|

oA 5 H Y o
a9 TR S,

mlm

om
HU
i)
ot
2y
il

%J-& management center

e) Cloud Management(Z &= #2]) =& Standalone(5 H &)S A8l sl WA A 7F A H Y
T}. management center ¥+2] 2] 7J-9- Standalone(5 #H 8)2 A B3l T} Got 11(221)S A &gkt

SAI3 (5 5 e weEl AE g o]z i 2 1P F4E /3 v Device(t] vl )& A B9 §-
System Settings(*] 2~ &l 4 4) > Management Interface(¥2] Q1 E] o] »~) H A2 S g}

AP FAE TASHE 7] Aol Ed ol = tlolE e H o] & thAl a3k Alo] E gl o] = A A 4

oF FLITh. DHCPE Al 88l 2 -0 = ol AR 748 B a7} gl o,

A4 95 B W o] 9] o] I o] A E st F7) I H o] 25 7 8t ¥ Device(Hl ol 2) S

A e 3 UhS Interfaces(Q1E] 5 o] ) @ 0ko] @ 55 g},
Device Manager()ol| A W38 24 115 # o] Z| o] A Q1 E] o] 25 A &= Wb

PR EAv K

£ device managerS #3314 Al . U] U] 225 management center®l] 55 3 ] ‘jr—fr device manager

e FA5A gt

WA 5 Device(t]Hlo] 22) > System Settings)A] 2~ & A1 A1) > Management Center (¥+2] A1 E])S A &3} a1

Proceed(7]%7)S = 2] management center ¥2] & 4 g 3 o},
@A 6 FMC Al AL S A U o
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% 7:FMC M - 4 B

Configure Connection to FMC

Provide details to register to the FMC

FMC Details
Do you know the FMC hostname or IP address?
@ Yes O No
FTD FMC
10.89.5.43 10.89.5.35

fe80::2ef8:9bff.fe1e:8fd2/64

FMC Hostname/IP Address

10.89.5.35

FMC Registration Key

aono ©®

fp21303

Connectivity Configuration

FTD Hostname

fp2130-3

DNS Server Group

CustomDNSServerGroup R

FMC Access Interface

management (Management1/1) v

Type: Static IP Address: 10.89.5.43 / 255.255.255.192 Edit

CANCEL CONNECT

a) Doyou know the FMC hostnameor IP addressFMC &~ E o] & &= IPFT4AE &3 J5U7H

o i3] IP 4 & 32~ E o] 52 AF-8-319] management center®l] =2 & 4= 91 0 Yeg(ol) &,
management center®l] ¥ 5] [P T4 = T2 E o] 59| LAY NAT Heoll 9= 74-%- No(ohH L)

g 23
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b)

d)

3l o] 2] t]Hlo] 2~ (management center 5=+ threat defense)oﬂ T gufo] 2 7k gk SSL o
Tt B LGS AAE ] 913 A4 7P A7) qlofoF it

Yes(¢l)= A &3k 7 -$- FMC Hostname/I P Address(FMC 3~ E o] Z/IP F4)2 &gt}
FMC Registration Key(FMC 55 7))& A A gt}

threat defense T] H} 0] 2~ 55 A] o] management centerol] 4] X4t A3 & 5 7 .ol &
7152 374 el M = OP HUTh GRAHA~Z, a~z, 0~9)9} 310 Z()& AHEE 5= dFH T
ID+= management centerol|] 553} o 2] t]nfo] 2o ARE-3E 4= 9l Ut

NAT IDE A A gt}

o] ID= management centerol| A X A& 173k A 3|4 FAA S A G} o] == t]njo] A
% otbe] IP AR A G sk A d g sloF du . QHPOV\«] IPF4E BF ¢4+ 7
$-ol = NAT IDZ A A 3= A o] 45U NAT IDE 3745 238 5= glauUth 9 A A~Z,
a~z, 0~9) 9} 3}o] E(-) S AR = lF YT o] IDE management center]] 5% 3}= T t]u}o]
2o A}E3F 5= ¢ & U TH NAT IDE= o A o] SulE t]ulo] 2~o| A ©.=x] 3la}7] 98] P 72
o} A AFEHYTH IP F=2/NAT ID 915 Foll v 55 717F gl Yt}

©
T
o
o

O

GAT AAAH 4 é% ?*éfﬁﬂﬂ}.

a)
b)

<)

71€ 255 AgaAY 2 Ayl 7] 2 DNS 2152 CiscoUmbrellaDNSServer Group©]
™, o] 7] o] &= OpenDNS A ¥ 7} EZ 3Hg U T},

FMC 4] 2= Q1E| sl o] 220 4] he] & A& ghch,

[S13
H

7] 8 Connect($12)E 28 & th FMC 55 A Hl(FMC Registration Status) ™ 3} 4} A= management
center 1 Zhol| g A A e E R F U} Saving FMC Registration Settings(FMC 5= A4 #4)
A o] ] management centerZ ©] &3} W s} S 73T
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9 8 FMC 55 73l

FMC Registration Status

.1...1.. Registering with the FMC. Please wait...
See_configuraton summary v

* Backing up Configuration

Cavi y MC R vietration Sattina
Saving FMC Registration Settings

Deploying Configuration
Testing Connectivity to FMC

Registering to FMC

CANCEL REGISTRATION

management center®l] U] 3+ 2 3+S- #4312 Cancel Registration(s5 3 4)& 283Ut ofyd
Saving FM C Registration Settings(FMC 55 A7 #7) @A 7}4] device manager B.2}-5-4 & &%]
A Al @ o] g A SFH R M| 2 T7F U A T2 5, device managerel] THA] 1A S wff vk A 7)) 5 U T}

FMC Registration Settings(FMC &% A7 A 74) @S 53 3 £ device managerd]] 2 ¥ Je| =
A = 79, vhA 9. 2 Successful Connection with FMC(FMC2} 12 A ) th 3} =7t A |
% device manager ©. 2 58] ¢4 o] &f A 1t}

IH EFMCAE BF

FMC Registration Status

Successful Connection with FMC
You can now manage the FTD using FMC. You can no longer use

FDM to manage the FTD. See the FTD getting started guide (7 or
the FMC configuration guide (4 to configure your device.

oK
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. Management Centerol] =191

Management Centero] = 1]

management center< A}-8-3l] threat defense & 7-/d 3L B U H H T}

A 2Fst7] el
A= Bk A o] et ARARE 82 AHS T A e He s mEE FEANAIL

(https://www.cisco.com/go/firepower-notes %F32).

L EAA

A AL = Behs-AE AR El Ui URLS 9 Sy

https.//fmc_ip_address
WA 2 A8 o) F L
A3 Log In(21¢)S Z¢

Management Center 2} ©] X1 2~ 7]

+ 2}0] A 22 = management centerS- 53 threat defense®l] A &g Ut} & gfo] A AE Fujj et 4=

« Base(”7] )-(Z ) Base #}o] A
 Threat—X.QF 91 & 2] 21 2~ % Next-Generation IPS

o 0_1'—/\6] Fr_ ol g H]—o{

« URL—URL ZE ¥

* RA VPN—AnyConnect Plus, AnyConnect Apex 5=+= AnyConnect VPN % &
Al2=3 gfo] A 4] o o gk &}FA|$F -8 cisco.com/go/licensingguide S ZZ23HA 2.

Al 2Fat7] 7ol
* Cisco Smart Software Managerol| 4] v} ~E A4 S w54t}

o} oI EV} Q= o—r A ATME DA |35 F2 38T} Smart Software Manager©l| A
ZZ o] upAEH A S WE T ASF5Y N

* Smart Software Licensing 7| 4 < A4 7] 's(WEW7]-HZ E}O] 2 ZY 15 AMEste] &4 s
S ALgste W 72 3 b5 SH3DES/AES) o] A 2 A4 & A ofof gt
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Management Center 2}o] X1 2~ 7] .

L 2AIA

Smart Licensing A o A 8 & g e}o] A 2~7}F A48 7k 4] <l g o

Cisco == gl Alg] ol A tluto] A~E -l 3t 7§~ 2} o] A 2~ = Smart Software License Al 4 o] 4 =] o]
Aofor Yyt ey el A 25 A4 F7}8) oF 8= 7 -$- Cisco Commerce Workspace®ll 4] Find
Products and Solutions(# 3% 3 & 54 2t7]) A =5 AFE-HU o th5 2fe] A 2 PIDE 7 A3
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System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.

Enter new password: ****xkkxx

Confirm new password: ****xkxxx%

Your password was updated successfully.

[...]

firepower#
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Firepower# scope ssa

Firepower /ssa # show app-instance
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Version Cluster Oper State
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18 14: FMC M 5 A 1.

FMC Details
Do you know the FMC hostname or IP address?
@ Yes O No
FTD FMC
L I ez 3}
10.89.5.43 10.89.5.35

fe80::2ef8:9bff:fe1e:8fd2/64

FMC Hostname/IP Address

10.89.5.35

FMC Registration Key

sone ®
NAT ID
fp21303
Connectivity Configuration
FTD Hostname
fp2130-3
DNS Server Group
CustomDNSServerGroup v
FMC Access Interface
outside (Ethernet1/1) v
Type: Static IP Address: 10.89.5.42 / 255.255.255.192 Edit

@ Before you connect to the FMC, perform additional configuration:

review your current static routes (2 .

* Optional. Add a Dynamic DNS (DDNS). method. Or review your current DDNS methods (3 .
DDNS ensures the FMC can reach the FTD at its Fully-Qualified Domain Name (FQDN) if the
FTD's IP address changes.

CANCEL CONNECT

a) Doyou know the FMC hostnameor IP addressFMC &~ E o|& L= |IP 745 43l 547
of thafl IP 4 == S22 E o] 55 A}-8-519] management centerdl] =23 4= 31 91 Yes(cl) &,

Cisco Secure Firewall 3100 A] 2} 7}o] = .
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d)

RIS

a)

b)

management centerdl] ¥] 22 [P 34 = 52 E o] Zo] ¢l AU NAT F ol 3= 49 No(e} £)
2 293

8}‘/} ]/\L/l ‘:] H}O] /\(management center '= = threat defense)oﬂ = = u]_o] 7F O(;l:lﬂg—ﬁgz SSL ot][_
33 EA LS AAE 7] g AE 7E3H P F427F Qo ofF gyt

Yes(el)E &3 79 FMC Hostname/IP Address(FMC &2~ E o] &/IP F24)& ¢ &t}
FMC Registration Key(FMC 5= 7])& #4 gt}.

threat defense T} H}-0] 2~ 55 A]ol] management centerol| A X A& A3 & 55 7 )
715 374 2oeiA = < Bt 5 AHA~Z, a~z, 0~9)9t BLol E ()= AHEE 5 E
ID+ management centerol| 553} of 2] t]ufo] o) ARE-3E 5= 9l H Ut

©
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NAT IDZ A A g}

o] ID+= management centerol| A] 2] 4 & 1173+ A 3|4 FAL S A 4Gt} o] A== tfulo]~
% SHLES] 1P 4t Y3z A SO GUIE F Elbho] 291 P 8 2 2 51 2
-9l = NAT IDZ A A 3= 2 o] 5 UL NAT IDE 3745 2398 4= glauth 9 A A~Z,
a~z, 0~9)9} 3}o] Z(-)= A& 4= 95U o] IDE management center®] 53l UFE t]njo]
20 AFE-E 7 glE U T NAT ID= 12 0] S1HE tufo] 2o A @ =%] &<elal7] 9f3) IP 4
o} A AF-&- YT IP 4/NAT ID Q15 $oll 9k 55 77} gl gy,

GAle dAA A g

FTD 32 E o|55 A A}

o] FQDN< 2] 91E] 0] 2= T FMC o) 4] Q1] 5] 0] 20 th 3 Al gh 21 E] 5] o] 2] A}-4-3)
.

DNS A H| 155 A St

71 215S A8 Ay Al Z A YT 7] DNS 1352 CiscoUmbrellaDNSSer ver Group©]
1, o] 7] o] == OpenDNS A ¥ 7} &g Ut}
o] =2 vlole] ¢efsi|o] 2 DNS A& A Gtk g vhALE AL§she] WA sz w]
DNS A ¥ = ] Egjg o] A& Yt} t o] E] DNS 4 += DDNS(A A ¥ ﬂ%) o] 91E 7
1 E

o] o A-&¥ Het FA o] AL Ut) ¥ B oy EI o] 5 95 o] 2~E &l
DNS A Bjol] AZ = B2 ghejol] ARR-3E 213} 52U 3 DNS A B Lus A8 ?% AsFy T
management center®l| 4] ©] threat defense®l] 33} = ”‘éﬂ Ao A o] B Q1E #H| o] 2~

DNS A ¥ 7} A4 A ¥ 1 T} management center®] threat defense% ZhehH 24 A Aol fAH
DNS A7} Z 2% A A Ao 7k A eF5U T 18y Yo DNS 73] 1 o] & 233}
= threat defensedl] ZHZ A A A A S shdsld Sl A7 28 o] o] 24 AAS Yot}
management center®} threat defenseS & 7] 313} W ©] A A 3} A X5} =& DNS = *’7'3% AE& A
ERPEE MERPRE S
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Hyth
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T EE Qo] 2B AY 5 A, o] Tho] Bl A= 9] ol A AHE I 2 0. HYF

S[=y

. Cisco Secure Firewall 3100 *] 2} 7} o] =



| Threat Defense <17 <.

<A1 10

AN

A 12

& 7% Management Center
Device ManagerE AF-8-3F AL -4 .

dlolg JIE#H o] 25 Aeg=d o5 e s o] A7 obd A5 7] & & F7Hu
QAEi01 = E344 1 5 LA AP AN EAR T, S HE A4 3
AR mpAbe] 1 A 5} ;\%L]l:} ClE| Ho]| A5 M Elst 7 —?*management
center®l] 124 0}7] 7<4 o 7] 73&% —’F%.ﬂi A& oF Ehz]ljr device manager2] A4 74 2 A4
tf 3k 2} A 8k 1 -8-2 Device Manager()oll A1 %319 43, 115 #| o] #] &5-& 32844 2

Hﬂ
AN

DDNS(: 2] DNS) ¥ 3712 223y
%)

=t
DDNS = threat defense2] IP 5=4~7} 7 2 7J-9- management center”} FQDN(Fully-Qualified Domain
Name)©ll A threat defensel] 9174 & 4= 9 =5 3t} Devicg(t] Hlo] 22) > System Settings(A] 2~ & A
) > DDNS Service(DDNS A H] 22) 2 32 3}o] DDNSZ -4 &1t

management center®| threat defense & F=7}3}7] %ol DDNSE -4 & 74 - threat defense”} HTTPS 91
A5 913l DDNS A H Q1A & A5 5 == Cisco Trusted Root CA = | A] threat defense”| =
E 2 CAd U3t Al FAE 250 & F713HU U threat defensei= DynDNS €1 2] API A}<F
(https://help.dyn.com/remote-access-api/)= AH-&H= 5.5 DDNS A HE A 43yt

Connect($12)=2 &8 gt} FMC 5= A Bl (FMC Registration Status) ™l 3} A 2= management
center % 3kof] th gt A A A& HoFH o Saving FM C Registration Settings(FMC 5= A4 # %)
A ol 4] management center = ©]55Fo] Wl ¥ & F=71gh o}

19 15: FMC 5= 73

FMC Registration Status @

.1...1.. Registering with the FMC. Please wait...
See_configuration_summary v

Backing up Configuration

CANCEL REGISTRATION

management center®l] )3+ 132 3 43} Cancel Registration(s-5 F42)S 234t} ofyd
Saving FMC Registration Settings(FMC 55 A7 A7) @7 7}4] device manager H.2}-5-4 & &4
Al QL o] g A S L2 M| 27 A A] FA] F ™, device managerol] THA] 14 3wk A 7 U T}
FMC Registration Settings(FMC 55 74 #4) @7 S 4=3) 3+ 5 device managero]] 172 % e =
FA 5 E 749, vFA 2o 2 Successful Connection with FMC(FMC2} 472 A &) th 3} =17 A1 ¥
% device manager ©. 2 58] ¢4 o] & A 1t}

Cisco Secure Firewall 3100 A] 2} 7}o] = .


https://help.dyn.com/remote-access-api/

Threat Defense 91 2] © 2 = Management Center |

B ocus e sa Ty

219 16: FMC A2 A &

FMC Registration Status

Successful Connection with FMC
You can now manage the FTD using FMC. You can no longer use

FDM to manage the FTD. See the FTD getting started guide (7 or
the FMC configuration guide (7 to configure your device.

CLIS AFE-3F AR -4

o)

%27] A7 & 35t ¥ threat defense CLIO| A A3t} 27] 74 ol CLIE AH&-3h= 74§ #e] <1
Bl g o] 2~ 2l FE] A} A A2 Qe | o] 2 A A v §-%] 5 U T}.device managerS AF-&-31o] 7] A4S
FfE u ] 2 AA 2= S EH o]~ A 9 #E]E 93] management center = 7 313} device

managerol| Al $F5 ¥ B = QIE o] 2~ g o] f-A g YT A2 Ao} A A i) F-& 7] ER 7] A

AL FA A EHYTh

Before you begin

management center®] 7] 74 S 753}l A 8 3H T}, Cisco Firepower Management Center 1600, 2600
24600 sF= 9] A =] 7Fo]| =5 FF 34 Al L. threat defenseS 24 4 3} 7] 7 o] management center IP
FAhEE TAE o5& dofof

Procedure

Wsle o] HdS A}
]S threat defense S8 Aol = Z 7|3} oF 15~30%0] 223 4= AdHFY T},

=
=]
-
@
1

SSH T+ 4 X EE AF8-3}9] threat defense CLIC| 44 g},
4 ZEE=FXOS CLIY| 25yt
AR} o] & admin 2 B Y H S Adminl123o. & & 191}

FXOS°l A5 22918k nl| A &5 WA skl WA A 7k sEAE YT o] vl M 5= SSH] threat
defense = 1219 &= AL & Yt}
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Note w57} olu] MAHJA MENEE REE= 4 HENEE 2o QA st
H tjulo] 2 o) o|u| X & A x| 3l oF fh T} o] ] 2] A A X] A xF= FXOS Al 3l 2 A T8 A
S xS AL

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***xkkkk*

Confirm new password: **kkkxkk*
Your password was updated successfully.

[...1]

firepower#

threat defense CLI®Y| 143t}
connect ftd

Example:

firepower# connect ftd
>

threat defense®l] *] & 21913k 749 = F-A gfo] A 2 A KHEULA)Y| 52 3laL SSH A2 S AHE-
A AT A AHEHSE WA :0‘}3}*‘5 WA R 7} A A YT e e e o] 2 Aol o

@ cL A 229 e} FAEY .

Hlol e g o] 2ol A whela}p A AE B4 shett]ehie whe] AH A 2 M EA] A A2 A5 A
SHU

Note  ojux] 4% 52 o) 213 o] S XA @O W CLI A HALE MRS 5 gl
Ytk ey o] 3 R E A AL configurenetwork (W E = 7+4) W & S AF&-3Fo] CLIO|
A Uzl M7 8 4= Q)5 Yt Secure Firewall Threat Defense ™ & #329] U]-&-8 322314
Al Q.

71k = ol ol AR gho] &E <boll EAH U ool AHE ghs sk H Enter & 7

AR

e A A BRI L

« Configure IPv4 via DHCP or manually?(DHCPZS &3] = =% 0.2 IPv4Z T4 A A5y
72 —manual (F5) S A EFUTH #E] QJIE H o] 25 AFEE Al E 2 A TP F (el
Ta)E AR ok syt #e] AJEj T o] 227 DHCPE A A 45 #2l & $13) dlolE AE

ol~E AT F JFYE HlolH EH] 1*(Fﬂ 1 Bl IE # o] 2)ofof Bk 7] A B(H=
=™ 2] 7]1Z F2)7F DHCP A H ol A =417k 7] A28 Hol & 5 317 Wl& <yt
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« Enter the | Pv4 default gateway for the management interface(#2] <18 & o] 2~ 9] |Pv4 7] & A o]
E °ﬂ o] &) — Ale] Edlo] & data-interfaces®= A Gt o] A2 ] EI S W E# <
ol st E A A AA 2 HolH QI Ho| 25 Fal ehv-"E T ST

If your networking information has changed, you will need to reconnect(ﬂ] A7 AB7FHEA
735 oAl A oF U TH — SSHE S8l A4 E o] A= A5 Ado] BYnh &l A5 EV}
HHUEAIA A= BTN IPFARLHEHTZ E]r’\] E“% b AFH T vl o] B Q1E #] o]
25 TR AR AR AN AA UEAAANA A A2 5 l5U T Z& A2+
B VA A FFHTH

* Manage the device locally?(t] vl o] ~ & 2 7 2 2] 3}A] 255 Y 71?)—management center-2(£)
AbgsHeH nos Y Ed YT yesE SHE 749 7L Al device managers AF8-&HA Ut

« Configurefirewall mode?(*§3}¥ E=E G4 314 25U 7F?)—routed(BH-9)E Y=Ytk
Q- e A; A 2= whg-d sk ol A uk 2|l o

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **x*xkix

Confirm new password: ***x*x*x

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register

. Cisco Secure Firewall 3100 *] 2} 7} o] =



| Threat Defense ! 2} © = = Management Center

a sensor to a Firepower Management Center, you must provide the hostname or

the

IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a

NAT device, you must enter a unique NAT ID, along with the unique registration
key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must

use

the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.

>

P27 A 2B 917 9] 5 QLB o] A% T4 T,

configure networ k management-data-interface

e o Qg g o] 2o th gt

E A AAE A sk MIAA 7 FAE YUY o] A

1 vE
ol g AT NEL e FxaiAle

o "oy JdHHo] ~E

th 27 A ol IP FAE F5o2 %
manual ¥ % & AF-&-3lo] A A s 4= ¢
2 AR e g, o] H o] o)A

2] ¢lg #| o] 20| 4] DHCPE A8 4= Q15 Y
2] ¢k-2 79 X configure network {ipv4 | ipv6}
2 Aol E9J o] & o} data-interfaces

management center®l| threat defense & 5713} management center= Q1 E] F| o] 2= o] & L [P T4
Aol Eslololl iz 117 7=, DNS A1) = DDNS A9 5 X3t Q1B sl o] 2= 73] 12 o] 1 &
A3 540 725 DNS A 80l S AA T UL8-L oS FEIAHAS
management centerol| A L}50l] 2] 2} A 2 ClE o]~ A 2g o] AL HA S 9l x] ot
threat defense 5= management center”} #2] 91724 S )4 A 3}+] 5317 & 5‘ F A= tﬂ H 7 & =3
SHA] gFolok gt ] <14 o] T thE A threat defense®ll ©] 7 7% -& & 7-3}+= configurepolicy
rollback ™8 & o] gt}

>

DDNS A1 ¢ d]e] E URLS A A 8}i= 7 -9- threat defense”’} HTTPS <12 S $] 3l DDNS A H <1
ZME AF8 4 Y == threat defense”} Cisco Trusted Root CA HE 9| A BE =8 CA9l T3t
ANZME A5 o2 F7F3H T, threat defensei= DynDNS ) 2 API A&k
(https://help.dyn.com/remote-access-api/) = AH&-3F E DDNS A HE A L3t}

o] WL dlo]E ¢1E H o]~ DNS AH S At A4 ~g3HEZ 4871 configure
network dnsservers ™ & 2 A}-8-3Fo] A A 3k ¥h2] DNS A= o] E ol AFgg Ut do]
E| DNS A= DDNS(A A € 74 -9) H+= o] Qg #jo] 2o 485 Kt A 4o A& T

management center®l| ] ©] threat defense®l] Edst= S F A7 A A o] E Qe H o] 2
DNS A1 ¥ 7} 4 A 5] 1 t}. management center®l| threat defenseS 57135l 27 A4 o] f-% = 11
DNS A H 7} Z 23 A QAo 3715 A g5 Utk 18 L Lol DNS 73] 1go] & £ 3

S} threat defense®l] ZHEZ A A A ANE el | F Ay 1go)]do] 24 AAL doj&y
T}. management center®} threat defense S 5 7] 3}t W o] A A 3} A X| 3} =5 DNS Z2H % A A
= AFA 0w A5k Aol F5U

3k 274 DNS AW & %7] 55 A] DNS A1 7} 73 4 5 74 --of] 't management center®ll 2] 3l f-
AU ol & 50f #e] QIEH o] 25 AbEsho] tuto] 25 T 53k b Ul configure

network management-data-interface ™ ¥ & A}-8-3} ] o] Q1 3| o] ~ & 4 5}+= 7 - threat
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defense 71 3] 18] o] A 3} U 2| 3} =5 DNS A ¥ & 3 $}5} ¢ management centerol] 4] ©] 2] 3k L&
AARAE F5o8 Ao F

threat defenseE- management center®ll 553k & #2] Sl H o] A~ & #E] JAEHHA | A E= T E
dlolg e o] 2=z WA 4= 5T}

7 mhg Aol A 4% 8 FQDNe] o] Q18 o] 2o AHg U o,

wo] vz A trbol = TS A% F AFUTH B Abel 0ol A o] $H L AIE S
Ik 7] A g AEelE o] S AFEEA 2 Alo] BHUT
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ol¢] #e] = n] &4 3}l & ™ configure networ k management-data-inter face disable ™ & < ¢
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Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPvé6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>
(Optional) 578 Y| E 9] =Loll 4] management center®l] T g+ t] o] ] 1| # o] 2~ K M| ~ & A g T},

configure networ k management-data-interface client ip_address netmask
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A1 8 ©] threat defense S ¥+2] & management centerS 2] 3t}
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Type: ® vt O 1pve
Interface™ outside v
Available Network (5 & Selected Network
E___° Search | == any-ipv4 @
~

5= IPv4-Benchmark-Tests
52 IPv4-Link-Local

5= IPv4-Multicast

== IPv4-Private-10.0.0.0-8
== IPv4-Private-172.16.0.0
5= IPv4-Private-192.168.0.
= IPv4-Private-All-RFC191

Add

52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)

Route Tracking: b+ ]

0K Cancel

 Type(f+8) - F7hehel = A A A2 f ol uheh 1Pva = 1PV6 Bhrl & W E-S S o,

« Interface( 1B} 7 o] 25) - o] 12 2 Q1B o o] 25 A el o), Ak 0.2 9% Qe o] g1

.

« Available Network (A& 71s 3k U E 9] A)—1IPv4 711‘5: d 2ol i3] any-ipv4E A B 51} IPve
713 A 2ol 3l any-ipveS A Elstal 715 S8 ete] AYE Y EY T 550 = o] 53t}

+ Gateway(# ©] E ¢l ©]) B=3= | Pv6 Gateway(IPv6 Al E ¢l 0]) - o] A Z 9] t}8- &F 2l Alo]E ¢ o]
F9EE QY w= AU Ut [P FA EE YEYA/SAE NASE Aled 5 A5y

s MetricME®) - I HEHZ & & d8dUnh fFast He e 1~2550] a1 7] 232 19 Y]
=

=
Az7} 34 A= dol el F/HU T
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Overview Analysis Policies JeEUTLEEN Objects | AMP  Intelligence Deploy

= % Management Center |

4 System Helpv admin v

Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates

10.89.5.20

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP

fou have unsaved changes | E Save H &) cancel |

OSPF | 3 Add Route |
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
- (] BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 6} lu]

> (] Multicast Routing
¥ IPv6 Routes

NAT 4

AREA Q1 NAT 712 & Wi 5
NAT 73S ¢l Ho]~ X E

aE
T

(PAT)O] 2} 3 S o).

EZEZAA

@Al 1 Devices(t]H}o] 22) > NAT S
A 2 A o] AL, A

New Policy ? X

Name: interface_PAT
Description:

Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

4, Search by name or value | 521192.168.0.16

| Add to Policy |

| Save | | Cancel |

95 QlE] o] 2~ 1P 29 EEZ AT o] £3 2
Lk

A5} a1, New Policy(A] 3 3) > Threat Defense NAT & 28 34t}
&AM E Huto] 25 A e 5 Save(A )& S U

“d A o] management center< =7 FgHH ot Al A A & ol 72 S F7Fsf oF v
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@73 Add Rule(77 % F71)& ZE g th

Add NAT Rule(NAT 2 71 t 8} =27} Vb o

Ae 7B FE &8 T,

Add NAT Rule
NAT Rule: Auto NAT Rule i
Type: Cynamic hd

Interface Objects PAT Pool

ER |

« NAT Rule(NAT 5F2]) - Auto NAT Rule(x5 NAT 7+2)& A el g},

« Type( &) - Dynamic(54))< 21 &gk o).

@A 5 Interface Objects(Q1 Bl | o] 2~ 7] #])) =] o] %] o] A] Available Interface Objects(AH-&- 715
WA Q< 2] 9] 5 o] %S Destination I nterface objects(th 4 21 €] # o] 2 7| A]) & & o]

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic v

STIEE B
F7hg e

? X

b TN T Sl Translation  PAT Pool  Advanced
Source Interface Objects (0)

Available Interface Objects €&

| _}, Search by name |

a -
san/t inside_zone

oi‘ outside_zone | SAdd to |
ource

Add to |

Destination |

7] 6 Trandation(H ) Hl o] Aol A T} 34 S

Add NAT Rule
MNAT Rule: Auto MAT Rule et
Type: Dynamic v

Destination Interface Objects (1)

eLGJtSidE zone @

| 0K || cancel

Interface Objects Tranllaﬂon PAT Pool Advanced

Original Packet

Original Port:

Translated Packet

Translated Source: Destination Interface IP
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| IEEEREEEEEEETEE

« Original Source(¢l & 4 2) - &= [Pv4 E21¥(0.0.0.0/0)°l th &t MIEH T /A& F7FstH 5
M 2

New Network Object ? X

Name all-ipv4
Description

Network Host Range o Network FQDN
0.0.0.0/0

Allow Owverrides

| Save I Cancel

Za ZF5 NAT 7138 714 B ool ARE NATE F=7}8taL A28 Fo] A S =4

A
171 w ol Al 2=Bloll A A o] ¥ any-ipv4 7 A& AHE S 5= gl T
» Tranglated Source( $+% 4~ 2) - Degtination Interface IP(t7 1€ | o] 2~ IP)E A B g o),

AT Save(H ) E 2elste] AL A e L.
T2 o] Rules(Tt =) glo] 2o 421},

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy , System Helpv admin v
Device Management =~ NAT | VPNv = QoS | Platform Settings |~ FlexConfig | Certificates

interface_PAT

#h e by Device O AddRe

r ginal Packet: \ Translated Packet

#  Direction  Type Source Destination Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinations Services Sources Destinations Services
¥ NAT Rules Before |
|
¥ Auto NAT Rules
|
> Dynamic @ any i, outside_zone B all-ipvd o Interface @@ Dn S8 |

¥ NAT Rules After

A 8 W AFEES A 7Sk W NAT ¥ o] %] el A Save(A & &4 FH T

SRR ROE R R

management centers AF-8-3f threat defense & 55 ] 7] A A2~ A EZ 4 A<l Block all traffic(:

L.———E b

= o5 A1) S 34 Ak, clvte] ol =% o 851 9151 4 A 725 F7heof gt

[e)
=

Ui Aol A= Wi ool A - o o= et BT S 8 8ot 13 F/HE YT vUE
FFol A= ABFol= AdF HEY A g EdF S 3] 8ot 3= F7HloF Ut
9 Kot A g 5F 28 4] 52 ™ Firepower Management Center 74 70| = 4] 70| =8 32

Mj“\l+
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A1 Policy(% #) > Access Policy (2] Al 2~ A ) > Access Policy(2) Al 2~ % #)S- 41 813} L threat defense©l]
gty dA 2~ AEZF Ao di&) A AHE ST
@A 2 Add Rule(1# F7h& S35t thg v/l 5E 24 F ok

Add Rule 7 X
MName |inside_to_outside Enabled Insert |inte Mandatory 7
Action |+ Allow > NsATE

m Networks  VLAN Tags (. Users Applications Ports URLs  SGT/ISE Attributes Inspection  Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
| 2, Search by name | so /i inside_zone B seu/houtside_zone @

a -
gau/th inside_zone
a .

Saa/th outside_zone

|' Add to |
Source

L Deﬁg?\;tnlon |
* Name (¢] &) - dl & £°] ©] 712 ] ¢] &% insde_to_outside= #| A 3ttt}
* Source Zones(YU & 4 ) - Available Zones(AH-& 71 g o )l A Wi - of & & A €lslal Add to
Source(¢l:2ol F=7hE FH AUk
* Destination Zones(th 4+ % 99) - Available Zones(A}-& 75 8k & 9)ol| A < 5
Add to Destination(t %l F7hH& 29 gy th.
71} A& HA A FEU T

9713 Add(F7hE 2 g
51 0] Rules(7# ) Blo] ol F7hgL e},

Deploy ) System Help v

Overview Analysis SRR Devices Objects =~ AMP  Intelligence

Access Control » Access Control | Network Discovery  Application Detectors ~ Correlation  Actions v

You have unsaved changes [ /2 Show Warnings | | analyze hit counts | [ E Save | [ @ cancel

ftd_ac_policy
Enter Description
Identity Policy: None

Prefilter Policy: Default Prefilter Policy. SSL Policy: None

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Fitcer by Device

 Show Rule Confits @) @ Acd Cacegary | @ Add Rule | Search Rules

/& inside_to_outside o Allov
There are no rules in this section. Add Rule or Add Category
- G |

@7 4 save(A)E SH U
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3 Q1 H o] 2~of| A} SSHE &4 3}3] oF 8“4‘3} o] Al A o] A+ threat defenseol| A 8}r} o] A+2] w]o]
B e X g H o] 2o th$k SSH A4S &4 shsh= WS AUt SSHy =84 1w 2l
B g o] Z~of| Al 2| A E] A FFH T

4

F3L SSHE 7] QUE|so) 2o 4] 7134 0 2 S shE Utk 84 vk o] e whel SsH o)A 2o
G2 v A A B

] JIE | o] 223= tnpo] 2o Ql= o QlE Ho] 29 | H o] AlGFU T o] )1F #H| o] 2= T}
o] 2~ & management center®l| A4 x| 8} 1L 553} H AFEH U dlo]H A EH o] ~& SSHE #E] 9
B ool ~§ SSHE W5 F o] AFEAL 558 FFgyth b & Ad S H e = AU doH
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SSH E g2 dut g}9-9 7445 AF8-3h A x| == CLINA T8 4 A2 AM88HA] &5
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] Qe Hlo] 2~ 9] 7 -%- SSH N Al 2~ 555 -4 5t 2 ¥ Secure Firewall Threat Defense ' % 9]
configuressh-access-list ¥ # & 3254 A Q.. A 4 4 22 4 312 configurenetwork static-routes
BE S xR . 7Aoo 27 A Al #E QIF Aol 25 gl 7| ARE A E T

SSHE A§-31 ] W 52 E 1P 48 5] 83k 94l 2 775 & 8 2504 941tk o] 4 o] uhe} ssH
o4 2 T4 A P,

DAL 7 9l e s o] =20l ¥ SSHE AR & = AAF U Th SSH &= E7} o) 5 QI ¥ o] 2=of] 9 &
B ol QlEj o] et e] A H A QL whe] AR A2t 4 5y o

¥
dho] 2= # ) 5719 54 SsH A4 L 3] 85

. AFgA7E33] A4 SSHE 53 CLI 21010 Ao gk 7 $- tlufo] 27} SSH 9 A8 E 5t}

o

SECHEE

« configureuser add ™8 & S A}-&-3 CLI®IA] SSH W5 AF8AFE A4 5 4 %SHE} JuyEsF

Z:fS‘HJ AL 71 EA o' 27 A F H] UG5 A A AR AT dSUT E8F

d A o] A External Authentication(2] 5= ¢15)S /3 8} LDAP =+ RADIUSON A o] F AL-&-2}
TR FE s

e UJulO] 20 SSHHAAS 3] 8 T AE E=HEYAS Aost= U EY A A7 Z g
o] date] AF-Z /A E F7He = AA T ANA 155 A 1P T4 15-S A sk
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)

A1

4% I

%

i A2~ A Al F Sk any VIES] A A & AFEE 5 gl T tiAl
any-ipv4 %= any-ipv6E A& o}

L ZAA

Devices(t] H}o] 2~) > Platform Settings(Z & A 4)E 41 B 3} 3L threat defense 8 A& A J 3t A L 5
i

Secure Shell & A€l ghu o},

SSH A4 = 3] &3l Qe Flo] =8 1P F4 5 gl

o] Hlo] &5 A&-3te] SSH A4S 5183 Qe Ho] 29} o] g A S 583
O IP FAE AGFUTE MEIP Fa7t ol WEY A F25 AT F AFH T

a) Add(—r7}) 88 A rH S F7Esk L Edit(i ) S8 6l 71 S J gy Y
b) T E4E TAAEUTL
« IPAddress(IP 54) - SSH 91 A& 3 438l S A2E EE U EYIE A Hs= UES A 7
A= 2F AU S S dlarel A RAE sy +5 S ske] A vlE A A
= F7Fg

« Security Zones(:.9F 1) - SSH ¢ 212 883 21 ¥ 0] 27} £ 3l o o] & F7hgH ). o

Aol glE ClE H o] A 9] 745~ A 813 Selected Security Zone(H.¢F 4 &5 o} g o] I =0
Qo] 2~ o] 55 ¢ Eiﬂ.o}i’Add(iﬂ)g %"@.’%*’FOV\‘%D} ]1?_41_"4 Hlo] 2o &
sk QI o] 2~ = o o] 32 EE o] 9l &= 4 -F-ol vk tyufo] 2o A 8- T,

¢) OK(EN)E =Y Fyrh
Save(A & S Y Th

o] 4] Deploy(-%) > Deployment(7-%) 2 o] 5-3ke] S5l tute] 2o] AL 5% 5 A5
WA TET Db BYEE A U,

threat defense®l] 273 WM 7 A}l =3t} 153817 Aol &= tlnfo] Ao 4] W74 A}3slo] &A] Ale)
7} obd Ytk

EERE
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Deploy y System Help ¥

|__6 Cancel |

€71 2 Deploy policy(d 2 7-5) th8l A3Hol Al Tlvko] 28 418 & T8 Deploy(7-5)& 23tk

Deploy Policies version:2019-03-05 03:17 PM ER
Device Inspect Interruption Type Group Current Version o3
=#192.168.0.16 Mo FTD 2019-02-28 07:11 AM

Deploy || & || System Help v

Deployments

1 total 1 running 0 success 0 warnings 0 failures Show History
* 192.168.0.16 Deployment - Collecting policies and objects. 10s
. 15%

Threat Defense 2 FX0S CLI &4 A ~~

CLI(Command Llne Interface) = AF-&3Fo] A A8l A A5l 7| A0l A A8 EPEFE S =3
Utk CLIAA S 3 A& 74T = lsUth & £ E 25t CLIOl A= 5 955

[Rh=
A 3 AL 938l FXOS CLIY| M A 23 5= 95U o)

)

a1 o} SSHE threat defense T H}o] 2~ 0] 2] JIH o] ~= 3 4= QlF Ut & Al &g
SSH A A& 7] B4 © 2 threat defense CLIS A}-8-3}, connect fxos ™ = < A}J‘lo}oi FXOS CLI
off AZAE 4 AFYTE o] % SSH A2 & AH F o] 25 of = 4§ dlo]H AH FH o] 29 &= F
Ao A4 5 FU T HlolH IE H o] 2o B gk SSH A 2~ 7] 3h o2 AFE- sl Al
Bl Utk o] Hxpo A= 71 gko] FXOS CLIS! 24 L E A 2~of tia] A ),

o
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A 2

A3

Threat Defense 2 FX0s cLl 141~ ]

L 2AIA

CLIC| 2a1ste ¥ 2] AFEE 2F X E AdZ Yt} Secure Firewall 3100-> DB-9~RJ-45 A|
21 7 1‘[‘48”/1] AgE o2 A4S AAsteH A =Tt Al E-USB Alo] &) ZaFUr) &
o A Aol 23 USB A gl d =gko]u] = A 2] & ofF gt t} (Secure Firewall 3100 &= ¢j| o] 7Fo] = 3+
Z)1i4E41 #= FXOS CLIIH T th Al 21 A & A8kl Al 2

* 96001 =
8 Hlo]E H|E
- A2 E A&
sl A2FHE
FXOS CLI¢| A AT 271 A7 Al A g A2 2k AFE-A} o] & 2 v (7] 245> Admin123)
Z AFg-8le] CLIol 2291}
o Al:

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

threat defense CLI®l| o A ~gh] T}

connect ftd

o All:

firepower# connect ftd
>

2918 3 CLI A AFE-E = = H o) tish R E Rl ™ help &= 25 I A . A
& A X = Secure Firewall Threat Defense 8 & 230l A 22310 A 2.
threat defenseCLIZ % &3} ¥ exit =% logout B H & &34

71219 FXOS CLI Z 2 X E & Zol7tth FXOS CLIGN A AF8-8F 4= 9l = & o] s uE 3¢]
St ™ 25 JE3AA L

o All:

> exit
firepower#
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ol g AE H o] 2ol A #g] AAA A

2.9 2] 9—Threat Defense

A8 7] Qg F o] 25 Ag-8hE thal #e] At dlolE S1E Hl o] A5 AR5 79, management

center®l] 4| threat defense®l] T gt QIE| o]~ H YEL F A S AA S uf AAo] FHA] FEsH

o] 8l oF §F1 t}. management center®l] threat defenseS 713 & 32| Q1 E]H o] 2 F8 S d| o] 9

A B E = oA HolB 2 WA sk A5, Qe o]~ R Y ES A A o] SutEA A4

A grom v AAo] Fold = dFy T

o] FAl&= #e A4 B HAE WA= v E&o] Huth

e A4 AH 17

management center2] Devices(t] H}©] 22) > Device Management(t] v}o] 2~ #+2]) > Device(t] H}-©|

22) > Management(¥2]) > FM C Access - Configuration DetailS(FMC 4 M| 2~ 73] 18 o] A t] €|
1) > Connection Status($1 72 &) o] Aol A #he] A2 Fei & gl gt

threat defense CLIOI A 2] 912 e S &l8}= sftunnel-status-brief '8 & A 2 gt
sftunnel-status 8 # & A} 83}0] A A ARE B S5 g)HUT)

A5 FAE Aol A= TS AE EES B AL OE3 22 Fo] A doli} FE
o= ?‘éiﬂ "AANH A F kT

12

o
i

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

so] A B e E AR HAEE A 2ol Ao t Thg AE F L FEatAL.

ﬂl H

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

threat defense Y| E ] A K K7
threat defense CLIO| A 2] @ FMC A A 2 Hlo g Qe Ho] A~ M EY T AA

m[o
Bl
ro
it
T
kS

show network

> show network

===============[ System Information ]===============
Hostname : 5516X-4

DNS Servers : 208.67.220.220,208.67.222.222
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dloe] Qlefso] 2ol A 3he] 9147

SREEN

Management port

IPv4 Default route
Gateway

IPv6 Default route
Gateway

[ brl
State :
Link
Channels
Mode
MDI/MDIX
MTU
MAC Address :
—————————————————————— [ IPv4
Configuration
Address
Netmask
Gateway

State
Authentication

[ Proxy Infor

[ System Information -
DNS Servers
Interfaces

[ GigabitEthe

MTU

MAC Address :
—————————————————————— [ IPv4
Configuration

Address

Netmask

Gateway

IPv6
Configuration

threat defense”} management center o] 5= 5 =4

threat defense CLI®l| 4] management center 5= ©]

=

SEN
oR=]

o] A4 FElE FEAIGHA
show managers

> show managers

Type

Host

Registration

>

8305

data-interfaces

data-interfaces

]
Enabled
Up
Management & Events
Non-Autonegotiation
Auto/MDIX
1500
28:6F:7F:D3:CB:8D

]
Manual
10.99.10.4
255.255.255.0
10.99.10.1

Disabled

mation ]
Disabled
Disabled

Data Interfaces

GigabitEthernetl/1

rnetl/1
Enabled
Up
outside
1500
28:6F:7F:D3:CB:8F
1
Manual
10.89.5.29
255.255.255.192
10.89.5.1

Disabled

Ak
SEH A=A SAgH . o]

Manager
10.89.5.35
Completed
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management center pings}”|

FTD CLI%| A threat defense TF ™8 ¥ = AF-8-3lo] d o] & Q1E]H| o] 2ol A management center&
pingsr 4t}

ping fmc_ip

threat defenseCLIOT 4] T 7 & & AF8-3ho] ¥he] Q1E 3] o] 2] 4 management centerE ping ¢ 1
th o] /I Hlo] 2= ME Q1S Fall HolE Sl Ho] A m 2h9-8 w o] oF St}

ping system fmc_ip

threat defense U] 5 Q1E] o] 2o A | %1 71 4]

threat defense CLIONA] U] - 8 &2 91 Q1 E] | o] ~(nlp_int tap)2] TN Z S 74 A 3} ] wfjZlo] A
S5 =A) Sl g
capture nameinterface nlp_int_tap trace detail match ip any any
show capture name trace detail
2 el s o] 2= e, B % w2 S gl
threat defense CLIO| A W5 W Z Q1 A E]H o] 2 nlp int tapol] N3 A B E FZ3H4HA L

show inter ace detail

> show interface detail

[...]

Interface Internal-Data0/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, 0 overrun, O ignored, 0 abort

pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec

minute drop rate, 0 pkts/sec

minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec

5 minute drop rate, 0 pkts/sec
Control Point Interface States:

Interface number is 14

Interface config status is active

Interface state is active

O O O O Ul o o o
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2% % NAT 2<

threat defense CLION Al 713 7 &(S *)7} F7F= 13z 2] <18 | o] Z(nlp_int_tap)ol] g -
NAT 7 Z o] Sl =A] Zlg

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server O sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipv6 intf3 interface
ipvé service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int_tap) to (outside) source dynamic nlp client O _ipvé_intf3 interface ipv6
translate hits = 0, untranslate hits = 0
>

e Ad s
o2 B Aol A sk W v 1 S 32354 A 2. management center] Devices(T]
H}o] 2~) > Device Management (t] Bl-o] 2~ ¥2]) > Device(t] BFo] =) > Management(32]) > FMC

Access Configuration Details(FM C ] Al = 74413] o] A A5 A} > CLI Output(CL1 =4) =
o1 Aol A ol B S ol & 5+ gt

o
R

g

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client
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B Management centerol 4 122 FuT A THE

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

]2 91 DDNS ¢ dlo] E &9l
threat defense CLI®| 4] DDNS ¢t o] Eo A & =% sFel gt}
debug ddns
> debug ddns
DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0
DDNS: IDB SB total = 0

o] E7} 41351 debug http 2 debug sd ™ 2 -& AHEE U TE Q12 7 ZF o] 29
& Fl FE 15417 tfuto] 2ol A A H o] 9EA] gl T

show crypto ca certificates trustpoint_name

DDNS #¢]& &elalei el vh& W el & AH8-aH4 Al €.

show ddns update interface fmc_access ifc_name

o
o,
o

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

management center =1 3} &0l

https:/cisco.com/go/fmc-reg-errors 38 Al L.

Ho)| ~E AT UEYT AZdd AFS F+=
T #Y A4S 59T A5 threat defense®] 7+

threat defense T2 = 9 8l FTDol 4] d]o] ¥ <l

Management Centerol| A 12 & A ¢ 745
15
management center 1-J W7 AME-S 58k 4
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| Threat Defense ! 2} © = = Management Center
Management Centerol| 4] 124 -S 28 49 142 .

A e R FEE AR EWE Sy 1YW o WEY A Aol A HES
management centerl| A 7/ HA S A s A 5T ASF U AA o] E71A] ol =W
715 & A A F U o] = o] A sl A o= A 3kE A Ut

C7bg A EE e 2E Y PEe M B9e] 4 U5 E,
=
=

B2 management centerol] A A7 sk = 9l = A ol T F &S v H Ut} o & £ o] &1L threat

defense CLION A 9F /3 3 4= Q1= & #e] JIH o] 2o I H 24 Ao AFSTA &5

Yt} conflgure network management-data-interface ™ ¥ & A}-8-3}¢] v}2] 9} management center
S oy IH o]~ HAS ARGt W WH S AFSeH alld A o] FrA = A &

Syt x| eto 7 =5 management center A1 %4
« UCAPL/CC RE&= 93 4= glss o)
« o]l d -3 Fof ¢Jdlo] E¥ OOB(Out of Band) SCEP ¢15 4] o] E] &= & 4= Q15U T
« EW Foll= AR Aol AAABE o] AP T

A1 threat defense CLION A o] F+A o2 S}

configure policy rollback

mol'
L
£

= X threat defense= =9 o] 34 0.2 ¢+5 ¥ 955 management center®l] <% 1 T} management
centerol] A -5 stH ol = G o] M E S-S &= vy Tt EAIE YT

Zan E W of A 9|5} 31 management center 2] 7} R 79, A Q1 -5 EAlof O gk
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense. html®] W8-S H 2544 A] ¢ 790 u}a}
management center T2] N A 27} H-J @ & Zo] A a3t 4= ¢)F Ut} o] -9 management
center T4 - A & 3| 2 3} 2L management centerdl] 4] TFA] 5T 4= A HF Y T

o A

A2} DA 2~E 93] b)) g AE H o] 22 AL} threat defensed] 4 $-:

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.
Policy rollback was successful on the FTD.

Configuration has been reverted back to transaction id:

Following is the rollback summary:
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management center2] Devices(T] H}-©] 2) > Device Management(t] v} o] 2= #+2]) > Device(t] v}o] =) >
Management(3+2]) > FM C Access- Configuration Details(FM C 2} 4] 2~ - A4 4 A §- A} ) > Connection
Status(1 2 ZGEl) Flo] Aol A ] A4 EE S P

threat defense CLIONA] #2] 12 A E| S 82181+ sftunnel-status-brief &< ¢ =18},

fo
o
i
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ey
M
ol
2
(o,

F . S BASAL AU 294G FEE
21 A 2o] AZhspl S S AU Th B e mel A e TR A2t Ag s n R
4908 FelahAA v E Rt Wah o) 4 0 R FR A etk Yol el L.

EZEAA

Devices(t] v} 2] 22) > Device Management(t] vlo] 2~ #2]) S A €] ghy o},
CRA] A 2HeE Hluto] 2 o o] | ool F(e )& S YT

Device(t] Hlol ) 91 S =yt

System(A] Z=®l) A A ol A Tluto] 2~ F 8 ofo] Z(W) S Y P

H A A 7} FA H A Hubo] =~ FRE I

6 o] ek 4 o] i A5 WHue] FaE W ALY ZEZES RUHIF e

TEILIEZF FAEYG

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

2o AR A G A% A 28o] FRD uzhA 33 Bttt e
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S HFEA Al L. o] A2 device manager threat defensel] %] -85 Ut}

o] Zoll &= 1 714k tufo] 2 A up ALE AL-8-3] threat defense Tl U] 22 9] 7] A4 2 44
H=dte WHS Ay

device manager AF&S F3l A7 U EH FNA 71 &3] AFREH &= AXZEo]] 7 V55
A3k 4= 15Ut} Firepower Device Manageri= U] H}o] 25 slu} m = H /it X stel= W EQY A &
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Wz o] FQ 3t A 9o = o] u] X & A %] 5f| oF &Y T}, Cisco ASA H=+= Firepower Threat Defense T] H}
o) 2= o] 4 A2 A2 HEIAA L.

18} 2 Secure Firewall eXtensible Operating System(FXOS)2h= 7|2 & A A & A s g}, w3}

W2 FXOS Secure Firewall A A] 2] A& A A tA] FFU T A4 sl 25 918l AlgkE CLIRF A1

HuY ok Z}A| g U]-8- Firepower Threat Defense S 4 3 3F+= Firepower 1000/2100 Series-&- Cisco FXOS

Al A 7hol =& FEsH Al L.

Privacy Collection Statement(7] 174 2. 43 A d)y—43H 2 712 28 AW S Qs AY 454
=4 0}7(] FEUh U Aol A Q1 A o] The s A E (o AFRAL o] F)E AR S 3
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swu}. o] 4% Bl A= Y A o7 2FA S AL SNMPE AR 1 o] RE Bl e 1 gl
Sh=3

e A= = " AL 96 H 0] A
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o All:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

tlo
5|
>
L
L
IS

FXOS CLIOIA A& T WA
scope ssa

show app-instance

o Al:

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

Not Applicable
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a) o] B H o]zl e A 1P A4S Al oF 5= B 5 (A8 AFRY) CLICTA de] HES A
A WA, 104 H oA & Fxe A . 724 o2 B /1E ¥ o] £~+= DHCPE AHE- Sy .
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4

712 A IPFLASE
ZIEF 71 A U E
2l

[e)
WAL MED 2] AR S FA T 5 A5 e 9
@ 5 g%k g0

7 =

ABT S P A 24 LEA QA8 CLISNA #e P F2, Aol Ed o] 3
97 A

Bo) s 44 7

o 5ol GUINA 74 5 s

Far o ou A AAHA F& S AT Y o] S A 9-A oW CLIAA =9
Yt 18y o] 23k =& AL configure network (W E 9 = 4) Uﬂi’é S
U5l A& 5= 95 Yt} Secure Firewall Threat Defense 4 & F32 2] W&

L RAIA

A1 threat defense Z< ¥ Eof o2t} 2} A 3F U] -8-& Threat Defense 2 FXOS CLI ¢ Al 2>, 119 #] o] X

= FEsAL

) A AL A D S Adminl2d) & 2191 )

FXOS CLIo| A3 Yt} A S = 1dshd w2
= SSHE] threat defense = 1310 &= A8 Y T},
Fa wEwWETbelw MAE A9 mEE A4S b
_]
p=4

S Al ol A shaf ofg . o] ] #] A 4

F

2] A A= FXOS A4 842 A

o All:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkxxx

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

A 2 threat defense CLI®| ¢34 $Hu T},

. Cisco Secure Firewall 3100 *] 2} 7} o] =
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BERETIEREEEERERERRN |

connect ftd

o) A

firepower# connect ftd
>

A 3 threat defensedl] 2|2 21218 7 ¢~ A= F4] 2fo] A2 A SKEULA)Cl 52 &}aL 32t w Al A 7}
FAFYY. o5l = CLL A 7‘3# HE7F £AE Y
732k = o] Holl S gho] BE toll A YT o] el g #hs Slst e H Enter & 7

Y

U AR S FxsiA L

« Enter thelPv4 default gateway for the management interface(¥+2] <18 3l o] 2~ 2] |Pv4 7] Al o]
Edjo] &) — FF P F422 A A s 4 $ datainterfaces = Ao Eglo] 2F$-E o] 1P F
A2 8 data—lnterfaces MRS MEY NS a3 o= #e] EE S dEeto

tloly Qe Hlo] 25 TR o] A2 ol AA~T 4 = H e e Y ESA

7} $l= Aol &3 th Bl Qe o] 2ol A A S Ed o= QIE Y HA A7 8
gk gfold 2 55 H o Hlo] | OV\ Aol E7} 2= o] 215Ut data-interfacesE AFH8-5H4
A E Z 2 AAH A9 2] QA 5 o] 2~ A device manager(Y=+ SSH) S A4 AR
TR AAN EGYEY T = T AE 3k 94 9 o] 7 -$- configurenetwork static-routes
WS ALEEte] A A2 E Frhs|oF it dlolE AE # o] 229 t] gk device manager 2]
= o) A o] JeFE ] 5 YT DHCPE AF&-8l+= 4 §- Al 228> DHCPOIl A Al &3} 7] ¢]
EgJo] & A}-8-3lH, DHCP7} Alo] E 9l o] & #3314 &&= 7 9- data-interfacesE A i o=
AR FU T}

If your networ king infor mation has changed, you will need to reconnect(M| E % A B.7} W 4 5

G- Al AAs oF U TH —SSHE &3l 7] IP T4 AZH o] AN H 2 A A 1P F
i—gtﬂﬁ% 3% Aol BHUTE A IP 4 R AU HS S ARRsto] thA] AZ YT &
Adel = s A A FEUT

M anage the device local |y'7(T;] o] 25 24 2 7 3}/\] W5 Y 71?)—device manager &=+ CDO
S () AHEsHE Y yesE Y #H YT @ o] no?l 7 $-, management centerS AF-8-35}e] t]nlo]

E 73S ou g},

o All:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Cisco Secure Firewall 3100 A1 4 7}ol = [}
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Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

A 4 A FE] IP T4 A device managerol]l 213U T}

Device Managero] = 121

threat defense S 7~/ 2 ™ device managerol] =113t}

A 2Fst7] el

» 41 B A 9] Firefox, Chrome, Safari, Edge &=+ Internet ExplorerS AF-8-3}4 A] 2.
g p

L 2AIA

91 BebeAo the URLS 9l gt}
« Y301 1/2)—https://192.168.95.1.

» ¥F¥]—https.//management_ip. 7] 4 0. 2 T o] F A Foll A 2he] /1E 9| o] = DHCP S &}
o] E o] B [P 24 DHCP A vell whe} debduch CLI A Aol A 2he] 1P F28 W4T 4
T FAE AYFUTh

A 2 AR} o] F admint & AFE-SHe] 91 T 7] R 5= Admin1239) Y T

okl A% 2]

* device manager A7 PPHALE Eaf AT 7] A R, 106 H o] A & AL

< ¢5317] Holl A3 2= device managerol] 2118 wf A wpHALE ARG T A A
WPHALE ¢k atal U 2hs FQl tino] 2ol B 7EX] 7] A A o] ZEFo) 2] glofof gt

(Ethernet1/1) 2 U5 Q1E] 5 o] 2~ (Ethernet1/2).

©
I

. Cisco Secure Firewall 3100 *] 2} 7} o] =



| Device Manager = Threat Defense -

O

C U 9 9] Qe o] 2§ ot I
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Smart Software Licensing
Alerts License Conversion Reports Email Motification Satellites Activity
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General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) CreateRegistration Token('s-= B2 AA) th 3} Aol A th-g- A 45 912 3 t}-5- Create Token(
A0S 93

Create Registration Token .
This dialog will generate the token required to register your product instances with your Smart Account

Virtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token @

Create Token Cancel

- A
* Expire After (th& o] 3ol WtR) — 30U 2 A A 3}= Zo] 5

* Allow export-controlled functionaility on the productsregistered with thistoken(¢] E&2 A}
ot E5g AlFA HEWT] Ao 7] &-8&)—4H & OLiﬁ‘rE °1*°L°FL =7kl =
B WEWI 8 = FUl 15 SASE U s 7] S Mgt AT ol A
Al e e ok %“45}. wsol o] 7155 & stele A Al Al 712 Hufol =& v &

E3hal tuto] 25 vl 2= gof FUTh o] A o] A H A eF o Al A o] W H 7] A o
755 AdatA g A Th

Eo] sllEeld] bR

d) =29 02X 9 FAE ofo] 2S Fes}o] Token(E ) U5 A4S & Ud_ EZID
HEo HApe 4 O"“qﬁ‘r ol Aol A threat defense s 553l oF 3F+= 7 9 A3}
o] EZE =13 FAHA L
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General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJMSZ]IhYTItZGOAOSDOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky

NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

@] 3 device manager®l| A] Devicg(t] vlo] )& 58 ¢t U5 Smart License 8-¢Fell 4] View Configuration(d
A BR7)E 9Py

Smart License #| o] %] 7} A

i}
i
(1 T—

W) 4 Register Device(t] Hlo] =~ 55)5

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

69/90
s left.

171 Th3- Smart License Registration(Smart License 55) t 3} “3#12] ool wpe} Efo] By
FU
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Smart License Registration

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5VmS mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
uf_'J ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

7 5 Register Device(t]n}o] 2= 5-%)& 22l ghth.
Smart License 3 0] 4] & Eo} gt} tlufo] 27} 55 5% ek thg A A7k EAE o

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

tupo]l 7 A o2 55 AL do] A& A 2 A tha-o] FAE YT

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

A 6 A8 7153k ZF gho] A 2o o gl Enable(#/d 3})/Disable(B] & 3h) N EES 83 U= 83y
=
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SUBSCRIPTION LICENSES INCLUDED

Threat

ENABLE

This License allows you to perform intrusion detection and prevention and file control. You
must have this license to apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: @. Intrusion Policy

URL License

ENABLE

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

Includes: URL Reputation

Device Manager = Threat Defense =

Malware

ENABLE

This License allows you to perform Cisco Advanced Malware Protection (AMP) with AMP for
Firepower and AMP Threat Grid. You must have this license to apply file policies that detect
and block malware in files transmitted over your network.

Includes: D. File Policy

RA VPN License

Type PLUS v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Firepower Device Manager does not support any of the advanced features covered by the
Apex license.

Includes: RA-VPN

1

« Enable(Z 74 3}) - Cisco Smart Software Manager ©] 7}-%-E ol g}o]
S A oAl glol A2 E B3l Al = AHS AL ?%?—} -’F As5Y Iﬂr.

» Disable(H] &4 3}) - Cisco Smart Software Manager ] 7} E ol 4| glo] A A& 55 F A 35}aL
HE 7 sS v s sY Y o] F2 A b Al A Aol A 75 & AT 4 gler

AE
=

A o]

AT 71es A

o3

= AAE TEL FE sy

* RA VPN gfo] A ~ & &4 3} 3t
S Adesiy,

Nl PLUS v DISABLE
VPN ONLY
PLUS
ile remo that
dvanced APEX the

APEX AND PLUS

7d9- Plus, Apex, VPN A&, Plus 2 Apex & AF-&8F glo] A~

7158 2 5te H ARE A A el gel 27t gl B ol A E A= a3l Fof vhg- 3t e ]
T4 #5 W AR AR
Device Summary
Smart License
LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM o
o OUT OF COMPLIANCE Next sync: 10 Jul 2019 11:57 AM
There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

A 7 Cisco Smart Software Manager®} 2}o] A2 A W E
Connection(914 tHA] &713hE A& o)
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Device Manager()ol| 4] -3} = 4 .

Go to Cloud Services

Resync connection

Unregister Device

Device Manager()ol| A -3} -4

48 A A = A = F7FA QL 71l digk et Al gy Tk 2 d A ol ol gk 24 S U] &
< Bl Foj Ao A Ed HER)S YA L.

ZRAA

A1

A 2 & A o] A5 4 A AL, Device(H HFo] )& A1 B 3 Ul Interface(1 E | o] 22) 8 2F¢] &
a5 Y
7} QE] o] 220 AR olo] (S Zste RS AAFLIP T4 2 Ve A LS BT}

o dlol| A= Qe Hlo] 25 ) A e} o] T4 o' A ~e 4
DMZ("Demilitarized Zone(H] T4 )" & AF&-8 =5 LA gt} <
=3

19 28 A H o] A~ A

Edit Physical Interface

Interface Name Status
ae @
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static e

IP Address and Subnet Mask

192.168.6.1 24
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System is stopped.
It is safe to power off now.
Do you want to reboot instead?
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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **x*xkix

Confirm new password: **kkkxkkx
Your password was updated successfully.

[...1]
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o All:

firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' : 1
[...]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#
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You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes
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Usathla method for fow-tuch Onboard a device using a registration Uag Chudenfialy
provisioning or for onboanding key generated from CDO and applied Onboard a device using its IP address,
FTD Device configured devices using their serial " “_ or hast name, and a usemame and
Firepower Threat Dafense 6.4+ number. H_ password.
(FTD 6.7+, 1000 and 2100 series only) L
FTD devices are configured to automatically connect to Cisco cloud securely using the device's serial
number as its identity. This is the recommended way to connect to the device in CDO. Learn more
Select Secure Device Connector @ Enter the serial number of the FTD device you want to
onboard, then CDO will attempt to connect to the
= SDC-2 device
Device Serial Number Device Name Important: Only FTD 1000 or 2100 series devices

(running on software version 6.7 or later) are supported.
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" " . . or host name, and a username and
on the device using Firepower Device
password.
Manager.

Use Serial Number
Use this method for low-touch
provisicning or for cnboarding
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General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

he registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) CreateRegigtration Token(s5 £ AA) t 3} Aol A & A A

-8 9] 3 U2 Create Token(=
Z AR 2 d

Create Registration Token .

his dialog will generate the token required to register your product instances with your Smart Account

Virtual Account:

Description:
= Expire After: 30 Days

Enter the value between 1 and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

- v
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General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJMSZ]IhYTIrZGOAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press cirl + ¢ to copy selected text to clipboard.
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Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the update

status.

A 6 AnFE glo] A A Ethreat defense T] HFo] o] A 34 o & %] -83}'H t]nlo] 2~ Ae] o] Connected,
Sufficient License(?1 2 %, ol 27k S-3h 7 A g U th A 8 715gk 7} gl o] 4 2= o tj 3l Enable(Z
Jsl)/Disable(M &3} AEES T ot U= ST}
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Manage Licenses fod-650-115-1843-181 )(
] e Last Sync: May 26, 2020 4:24:06 PM
Refresh Licensas
: Next Syne: May 26, 2020 4:34:05 PM e
Base License Threat
[ STATUS: ENABLED ALWAYS @ ) sTATUS: ENABLED
They peerparbual koprnas in included Wi tha Thin conse aliows you bo pisfom ininssion
PufCFags O Th SyDem. You Ml hine e e e P S e n O T T T
cenge to configure and we tha device. It it haw this kconse 5o apply intugion
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hcprey ihs Beanns o S0k fie policies Bt contrel
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Appheition Vididdy and Controel Irschodak: Intrusioe Prodesy
o Malware o URL License
@ ) sratus: enapeD ) status: enamen
Thes Boansa sows wou b pariorms Cios Thes boorse lgws win b Coninsd weh Mooess
Achranced Makwarg Protecson AMPY) with based on L, cafegorian and reputaions,
AMP fow Fapovwes Bnd AP Theest Grid. You Tt T Iy indiacual LR abons. You must
it have the Boense 10 apply e policies Fave this Boanss 1o cupioy corss nins ol
st cbenect ol Dhoh miatwade m Bl Fitier wosly rafle Daded on Calegory B
ranamesed owver your network TRt
Inchades; Fibe Poboy Inchades; URL Reuiation

@ RA VPN Only License e RA& VPN Plus License

B STATUS: DISARLED @K ) svaTus: ENABLED
ArvpConnect VPN Only Bcansn inclucdes basic Arwplonnect Phen Bconse includes bask VPR
WP Sbieled SUCR B delE B D= SfAEd Bl B OINe hon- VPN Eeiced
appication VPN [nchuding thied- party IKEvd such an the Bitwork Accesy
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SRancarchy {FIPS] complance
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A RA VPN Anex | icense
ol > |
. Enable(ﬁ“* 3}) - Cisco Smart Software Manager ©] 7} E ol g}o] =& 5535}
S AU oAl ol A A E B AloEH = S S FES 4
« Disable(H] &/ 3}) - Cisco Smart Software Manager ©] 7}-%- E 0| 4| glo] A~ & 3
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Device Summary
Smart License

LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE Next sync: 10 Jul 2019 11:57 AM
There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?
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Adding FTD Security Zone
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Settings(%d A) > DHCP Server (DHCP A1 #)2- 41 13} 31 DHCP Server (DHCP A1) 214 & 71 £ 3}
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o Al:

firepower login: admin
Password:
Last login:

Successful login attempts for user

Thu May 16 14:01:03 UTC 2019 on ttySO
'admin' : 1

firepower#

threat defense CLI®| M Al ~3H T},
connect ftd

o A

firepower# connect ftd
>

2% ¥ CLI A AFEE 4= = Wi o gist AW E 8218t help =& 25 YA A . AL
£ A ¥ = Secure Firewall Threat Defense ™ & %ol A 22314 Al 2
threat defenseCLIZ % 28} ™ exit == logout ™8 8-S ¢4 & g o}
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b) Shut Down(F=)S &8 3yth
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zEzest gAHYT

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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1. AAES HASFE W ASA 5500-X0l more system:running-config ™8 & S 1 = 3tk
2. Fod wet S FAEFUCHe Fx).

3. Secure Firewall 31009] & X Eo|| 14zt H o 74 RE5 23 o)

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **xk*x

Repeat Password: ***%xxx
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( Outside

outside
Etherneti/
DHCP from outside nw

DHCP from
management nw

(Optiona
Managemen
inside )
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

Secure Firewall 3100 7] - -4
Secure Firewall 31009] 7] ¥ &4 -4 & t} 55 -4 gh o}
« YR -2 Eg Z 2 -9—Ethernet 1/1(2] %), Ethernet 1/2(W] )
« DHCPZHF-E 9] 9] & |P T4, U5 IP F4—192.168.1.1
o Te]—32] 1/1 (FE]), DHCPO A #ll-&% 1P 4
« U5 Q1Ej s o] 2~ 2] DHCP 4 H|
« 2|5 DHCP®] 7] 7 2, ¥2] DHCP
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interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
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interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside

I

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside
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[ outside, DHCP from outside nw
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Console port
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(Alt.) Management 1/1 '
management, % % %
DHCP from mgmt nw
Ethernet 1/2 .' N N
inside, 192.168.1.1 p— > . Y -
Management Computer Other Data Networks

DHCP from inside ifc: 192.168.1.x

Z] 1/1 =5 o)u Yl 129 A Secure Firewall 31002 2] &Yt} 7] -4 o] A= Ethernet1/1S €] -
2x FAFEY S

Cisco Secure Firewall 3100 A] 2} 7}o] = .



ASDMS 5 31 ASA 75 |

w3he 7 7]
I 2 A A

A1 A E DX YT StE o] A A] Thol =8 R4 L.

@A 2 v e H o] A F Ftel e AFEHE AT oh
«dE 11— EHAE B 1/ 1ﬂ€aﬂ%ﬂﬂﬁﬂﬂﬁﬁakﬂhﬁ%%ﬂﬂ5°
ol i3k A A2 Adlo] di=A eyt e 1/1-& SFP 5] I 23 ylo]n] ¢lEjHo] ~
ﬁqqﬁwl%%ﬂﬂmE%EADmmHHWHE$i§ﬂﬁQHQ—1 AN H o] 25 A}
{3l A9 Ae] AFEHNA TP T4 AAE 5 AEZ ASAY SFH [P F42 g
o]: 61—14 1:],

Ethernet 12—38] AFEHE 7] T4 & Ethernet 1/29] 27 AdZ2&Uth = YHE U E Y A9
Ethernet 125 A A3 Hth i U EY Ao = Seto| AERFASAC] A ~E Fgloma
2 HAFEH7FNFE dEL Tl 9= gl 7] & 1P F42(192.168.1.1)7F A+ Ethernet 1/2
ol <= DHCP A8 & A Y 3to] ZekolQE(he] WHE] Zghol 1P 748 Al g3k R o2l
AAgo] 71Ee] WH U EY T A4 3} FE54 F =5 g th(Secure Firewall 3100 7] -4

174 #| o] #] =),

Ethernet 1/2 IP 52~ %ﬂ%&1H%%ﬂ%%%%ﬁ%ﬂﬂ%HE%égEﬂﬂéﬂﬁﬁq
O (A8 AR IP a2 WA, 177 sl o] A1 o] W85 =3}

Lol v QlE | o] 20l A ASA we] A =E

EEL R

]
_{
¥
)y
L
kS
>
wn
>
e,
rE
Ho
o
-4
oX,
N
o
f
[rt

A 3 Ethernetl/1 Q1E] H|o] 20 & Y EY IS A4}

Smart Software Licensing®] 7 -9- ASAT License Authority®l] 24| 2=3}7] 9l AUl A ~E D Q2
e,

A 4 A QEH o] 2o ThE M E IS AA Y

sk s 7]7)

Al22)) A tnte] 2 Swlel] Qi 27 A 29 A 2 Aotk A9 2912 4 T
£ Aok 22 E Oy 29X R FAT0] A2 AxE o] 2 HlolE £4ke] 9192 FolF]
o
=2 A

ST A9 Ao B Tue] 2o A5 A7) ZAEe] 25T

W2 A9 25 QAN Tl i BE 2A §8 49 AV 292 Aol 49 AU,

93 W 5w o] A9 LEDE FIghieh Aglol A o 402 FAH o

. Cisco Secure Firewall 3100 *] 2} 7} o] =


https://cisco.com/go/secure-firewall-3100-install
https://www.cisco.com/go/asa-config
https://www.cisco.com/go/asa-config

| Asom&

off
rO{

(318 AL IP 522 9%

ASA 7%

1 57: A1 2~ 2 A %) LED

el E:j[:j[:j
e I
3100 Series
o (e
1,2
System LED > 8 @
Power LED | » 0 @ @ [

Wk S o] Al 28 LEDE SRIgUth Al=8o] dd A7 XS 3t 5402 A5 Y

=5

Zhan 2914 }ON(ﬁﬂ)oﬂ/ﬂ OFF(A )2 Ea¥ A5 Al =vlo A HF 4 o= o] AR =
U2 = A7t 49 5 Ayt o] AlZEEF AA A Q& A Y LED7F 5402 7
Ut MY LED7F b3 8] Ad w72 S A A A mE Al L

|

ASDM M A 2~ 0] 7] E 1p

42 g sy

4)1 e}
ru1m
>
oo
ot
o
0
s
o
wnn
o>
0
-
o
>
R
dr
O,
o,
e
W
Lo,
=
il
i

ASA 2 T E A3 S Ao A n==2 ARk ZA 8 &L o] ASA 2 FXOS CLI ¥
Al 2=, 186 # o1 A S/5 A A L.

AP FAE 7 TS 9T Y.
configure factory-default [ip_addr
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ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.
The first image found in diskO:/ will be used to boot the
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system on the next reload.
Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #
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General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No
Product Instance Registration Tokens
he registration tokens below can be used to register new product instances to this virtual account
Token Expiration Date Description
NWU1MzY 1MzEtZ]NmOS00MjF.. 8 2018-Jul-06 14:20:13 (in 354 days) FTD-5506
= [e] [e) = [e)
¢) CreateRegistration Token(s 5 B2 A A]) th 3} g #Fol| A th5- A 4 & 18 3 t}2- Create Token(E
[e)
2 44)% 2

Create Registration Token .

his dialog will generate the token required to register your product instances with your Smart Account

Virtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365,but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Cancel
- v
* Expire After (th& o] 3ol Wt&) — 30U 2 A A 3}= A o] 5
* Allow export-controlled functionality on the products registered with thistoken(¢] E&2 A}

&3t TF3 Al Fol A WHE 7] Alo] 7|5 &]-8) — export-compliance &2 15 &/ 33
Si=3

d EZo s = 3} E olo] 28 F8 5] Token(BEE) W3t A& 9 EZ IDE ¢
Ho] HALe 4= QU th UZgoll At Al ASAE 538 oF 5l 45 AHE38H7] 98l o] EE
= TH 8 FAA L.
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General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJMSZ]IhYTIrZGGAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press ctrl + ¢ o copy selected text to clipboard.

ASDM®| 4] Configuration(-*d) > DeviceM anagement(t] ul-o] 2= g-2)> Licensing(2he] 44) > Smart
Licensing(Z="HE 2ho] A 4)S A el g,

Register (5-=)& F& g4t

ID Token(ID E32) 2o 52 EZS Jd g}

L] ® Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

Force registration

Help Cancel _

(A8 AFg)) o] m] T 5 =] $1A| WF Smart Software Manager®} -5 7] 815 A 2 3k-S 7 = ASAE 553}
] ForceRegistration("d Al 55) 2| 2 ¥t~ & 28 3t} o] & ] ASA”} Smart Software Manager
ol A A2 A A% 79 Forceregistration(s5 74 A 4-8)S AFESHI A L

Register (' 5) & 2 g4l

ASAE AHH T 95 Q1B H o] 22 & AFE-5F= Smart Software Manageroﬂ SEstal A ol A
22 2 A o] gk Ak Fo & 8% f?jb]]:} o7} E o A 383} 7 -$ Smart Software Managere &
=l °P§§}(3DES/AES) 2ho] M~ L3y} 2ol A 2 A7t Y dl o] E 1 ASDMOIA] F o] #]
2z ¥y} w3 Monltormg(+‘4 Bl %) > Properties(£54]) > Smart LicenseZ 41 &) &} o] g}o] A
2 g H), 53] 550l A=A o F-E % dHF U

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization
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To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) Enable Smart license configuration(Z=v}FE &}o] A2~ Ay 18| o] A
b) FeatureTier(7]% A1%) =5 th$ vl¥ol A Standard(FF)E A =3

EEASW A AU
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Wizards("}F A1) > Startup Wizard(A 2+ vFH AN S 28] 513 Modify existing configuration(7]1<& 71
5 ol 4 58) 2l o MBS 2 gt
@& Launcher File View Tools m Window Help

ec e Startup Wizard... Cisco
& . . 3 VPM Wizlirds ‘ @ ‘ - .
&% Configuration |**| Monitor ard Help | Type topic Co
- B : D . High Availability and Scalability Wizard... | b g
~Device List- iipiatiay | Unified Communication Wizard... |

000 Device List ASDM Identity Certificate Wizard... L
% Add [} Delete & Connect { Packet Capture Wizard
I

Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

' Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

<

Subnet Mask: 255.0.0.0

"
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard

Stal‘lll_ll ?_‘ilard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password
The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

7 2 Startup Wizard(A 4 phl Aol 42 the 5 A B2 gt

c &gt H AT

- QTE] o] (U3 W 913 Q1E] A o] 25 1P 4 W QVE|oo) 2~ B4 3
A A
« DHCP A H]
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ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***#**x*

Repeat Password: ****x*xx*

ciscoasa#

ASACIA A g 2 8} v W B = ASAZE R HE H] el 3k 5 FXOS 3| A A o] i o] 3
%) 8h= FXOS admin A2} v 9 & ¢ & g ot
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configureterminal

o All:

ciscoasa# configure terminal
ciscoasa (config) #

Ao T4 BEolq ASA TAS AR 5 AEUTh Ao 14 RES Faele]d edt, quit £
end %% 2 92 e,

(18 A}3H) FXOS CLI®| 914 gt}

connect fxos [admin]

« admin—eke] A 3 94 28 A F I Tk o] §4& I RO ALg A A= 97 A8
AT QST B2 REo AR 74 W e A 8e 4 gauh

AREA A S8 wd ZEZES FAISHA 5t AA| ASA AHEA} o] 5] FXOSE g T
F7F 210l0] HQ3lA] kU th ASA CLIZ Eol7F W exitS 9 88k Ctrl-Shift-6, x= 1 &

FXOS W9l A scope security/show audit-logs ™ & = AF-&3}o] AFE-2} &5 & &2 = G5t

o) A

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasai

A7

* ASAE A4 773312 ™ Navigating the Cisco ASA Series Documentation®l] A AF-§& &Q1 A3 E 9]
o] el tial A 7hs gt AR A E RS AL

o A S Ao 3 AFA FF W8S FXOS T4 | 2 7o)l =2 FxsHA A Q.
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