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Add Cluster 2%
I want to: Create New Cluster e
Device Mame: clusterl
Template: Cisco Secure Firewall Threat Defense =7
Image Version: 7.3.0.1676 o
Instance Type: Mative i

OK Cancel
a9 2vE A"t s e F

Add Cluster |
I want to: Create Mew Cluster b
Device Name: clusterl
Template: Cisco Secure Firewall Threat Defense N7
Image Version: 7.3.0.1676 i
Instance Type: Container b
Resource Profile: Default-Small b

a)
b)

d)
e)

SM 1 - 72 Cores Available
SM 2 - 46 Cores Available
5M 3 - Unknown. Module offline
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2%

Cluster Information Interface Information  Settings  Agreement

Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis 1D: 1

Site ID: 1

Cluster Key: LTy

Confirm Cluster Key: s

Cluster Group Mame: clusterl

Management Interface: Ethernet1/4 =
CCL Subnet IP: Eg:x.x.0.0

0K Cancel

B R EtE Bl = Eay o

1=

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X

Cluster Information Interface Information  Settings  Agreement

Resource Profile Selection

Security Module 1: Default-Small 4
(72 Cores Available)

Security Module 2: Default-Small o
(46 Cores Available)

Security Module 3: Default-Small 7

Interface Information

Chassis 1D: 1

Site ID: 1

Cluster Key: saes

Confirm Cluster Key: e

Cluster Group Name: mi-cluster-1

Management Interface: Ethemnet1/4 57
CCL Subnet IP: Eg:ix.x.0.0

4

0K Cancel
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2

Cluster Information  Interface Information  Settings  Agreement

_—
Management type of application instance: | FMC W
Search domains: CISCO.COoMm
Firewall Mode: Routed R
DMNE Servers: 10.89.5.67

Fully Qualified Hostname:
Password:

Confirm Password:
Registration Key:
Confirm Registration Key:
CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP:

Firepower Management Center MAT ID:

Eventing Interface:
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& 7= dHdH

rir

td2.cisco.com

10.89.5.35

test

Ok [ Cancel
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Threat Defense = 2] >~E] A4 .

o]l =) AHE- @ 0] Q1] o] 28 %4 Shel W Q1E| 0] 2~ Firepower o] W= A7) 1]
Sl 4 oh o} FLITh S ile] ol 2 4141 S1E] o] 2 Bvening(] W) e}
22 gFahs 45 288 8] AEHAAE Felst Ax A4 EAH U

Interface | nformation(S1E} ¥ 0] 2~ A 1) ¥ o] x| o] A S2] ~E] 9] z} ot wE 9] ¥ P F42E T4
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/%

Cluster Information Interface Information  Settings  Agreement
—

Address Type: Pv4 anly R

Security Module 1
Pvd
Management IP: 10.89.5.20

Network Mask: 255.255.255.192
Gateway: 10.82.5.1
Security Module 2

1Pv4
Management IP: 10.89.5.21
Network Mask: 255.255.255.192
Gateway: 10.89.5.1
Security Module 3

Pva
Management 1P: 10.89.5.22
Network Mask: 255.255.255.192

Gateway: 10.89.5.1

0K Cancel

1

-
o

A4,

b) Network Mask(H| E$] = v}~ 1) B+ Prefix Length(3 A 2o S & ot
¢) Network Gateway(W|E9] = Alo] ESo]) F425 A&}

Agreement (7] ) 519l ] EULA(End User License Agreement)E ¢} 31 U]-&-of] & 2] ) oF gt}
OK(E)E S9dte] 4 ths} s 25Ut

Save(A7hE SH YL
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A 12

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

ralAlNE
Status
@ cniine @D F: ¢
0E AN Ze 28 P A9 o Al Fohahh,

a)
b)
¢)
d)
e)

f)

2

Al ol

APAL FHE] 2R A A AfA ol A Q2 el 91+= Show Configuration(7+4 A1) ofol & &
goto] FAIE S 2H 7S HAHY

o AALOl A= AHAL e Apell A A kAL o] A apol] whet =] A vlute] 2 & FH Y T
| want to: (5=3 3 2}¢1:) > Join an Existing Cluster (7]<& S8 2 E o 2)E A8 gt
OK ()& &3yt
Copy Cluster Details(Z & 2= F Al AR FAL AAboll A A HA) Ajx]o] S| 28 74 o] ¥
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< WA oF gt
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U LA IP FAE WGP TH

OK(FehE 83t

Save(H ) E ST
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% Refresh | | () Add Device

87% (40 of 46) Cores Available
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L shx] He] 2Rk 485 9 o] GAIE U E 7 AF YT Ciscor= A& 5HE 3174
£ AlgstA FFH
a) System(A]Z=Hl) > Updates( tl o] E) #| o] A & AL-&-sto] AfAlol] A el T2l 915 o o] n| A&
ARG
b) Logical Devices(:=2] ] t]ulo] ~) & S8 &lal W A A olo] Z(Fe)S 22l gt} o] 2] RE o]
9J) & Firepower 93002] 7d-¢- 7} &9 A& A A3},
Startup Version(A] 2k Bl Aol = 3ol AH-&-3F 2 9 7] %] 7} T A Yt} Current Version(& 7
HAd)oll = Al o] =3k W o] EAIE YT
¢) New Version(\] W 4) =5 0hE dlroll 4 == WS Ay o] AL 2 A
H A3 A3 oF shw, A} M 3 A et ez A4 A S B F
d) A A Al A o] ] 3] 7] 2] 7} A A H o] Ql=A] ZI T
@A 2 7)E S8 22E] A AA] ] Al A Logical Devices(x=2] 4] tlvlo] ~)E S8 3t
GA3 LEZF Ao = A EA 0} |25 29ato] A1 28 2H A4S BAE YT
A 4 A} AHAT O A ARA] ] Apoll A A g T Add(F+7F) > Cluster (B8] 2~ E) & S Ut
7] 5 Device Name(H| vlo] 2= o] F)oll =] 4 Huleo] 29] o] 55 g FHTh
@A 6 OK(ER)E =934t
W7 7 Copy Cluster Details(2 1 2~ E] Al F-AFEE 34} A 2foll A 3 A A 2fAl o] S8 2 -0 2o YL
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration [? /%

Cluster Information  Interface Information

Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis ID:

Site ID:

Cluster Key:

Confirm Cluster Key:
Cluster Group Name: ftd-clusterl
Management Interface: Ethernet1/4

CCL Subnet IP: 0.0.0.0

Ay A N ES RN

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (7%

Cluster Information  Interface Information

Address Type: IPv4 only |~
ecurity Module
1Pva4
Management IP:
Network Mask: 255.255.255.192
Gateway: 10.89.5.1

Security Module 2

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Security Module 3

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Agreement

OK

Agreement

oK

Cancel

Cancel
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7%

Cluster Information  Interface Information  Settings  Agreement

Management type of application instance: |FMC b
Search domains: cisco.com

Firewall Mode: Routed it
DNS Servers: 72.163.47.11

Fully Qualified Hostname:
Password:
Confirm Password:

Registration Key:

Confirm Registration Key:

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.89.5.35
Firepower Management Center NAT ID: 93002
Eventing Interface: v

0K Cancel

* ChassisID(*| A] ID) - -8k 2| Al IDE ¢ & fhy T}

* Site|D(A}°] £ 1D) - Aol E 3k Fef 2B 7 9] 7 §- o] Al Aol tha 18 Aol €] Abe] = IDE 42
). management center FlexConfig 715S Bt o] 7158 FAE 4 s
s Cluster Key(F& 2=H 7)) - 543 F2

i
. Management IP(EHE] IP) - 7 g9 #E] 45 vE Fel2H U9 U3t U ES Aol 9l
T AFIPFAR AP

« Fully Qualified Hostname( 1+ 3t¥l 4 E 0] &) - 593 S~ E o] &5 &3t}
« Password(H] ¥ &) - 1§ v W 5 2 9l g,
* Registration Key('s-= 7]) - 4 % &5 712 44 g4tk
OK(3He))E Z& @),
Y9 Save(#1 ) E 2T

AN A ARE AZEY o] AL e assta REAEDM LA 2 7ha] o E o] A A &S o
= Aol A I’ 2of A5} %EV# tjuto]l 25 %3 o). Logical Devices(3=2] 2] t] o] )
ol Aol A zt Fel = Jin o] A =] 4 tuto]xo] FHE Sl gyt 7 F e 2~F WiH o] =2
A Huto] 2 9] Status(“d H) 7} online(==2k{l) o2 A E o Z Al o] Wiell A Sl 2H A S
A = S U ZEA 2SS AR 2 "Wk o] SEehA] 5" AE7E EAE 5 s U T o

FHlE Aol AAIA YT
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Management Center: 2 2] ~Ef =7} .

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|P| B
Status
l(“._'.‘)ﬂnlinvs: &0 ## (A5

Management Center: = & ~F| 57}

Secure Firewall Management Center®ll 2] ~F 3 5 dl}E A AX| 2 37184 U} management
centert= THE S 2| 2 WM E A5 02 7HA| o
Al 2Fat7] Zd el

* management center®l] F=7}3}7] Mol & E 8] 2H 5 0] FXOSolA 3oz JAdd S~
Bl lojof YTt Ao FR& g4 Al 2. Al Al 2] 2} Logical Devices(=2] 4 t]v}lo] )
3}hH & #Z 8} AL threat defense show cluster info ™ & S AF-&34 T}

L ZAA

management center®l] 4] Devices(T] v} ©] 22) > Device Management (Tt v} o] 2 #H2])E A€l &tal S8~
H 75 A &5 o] #e] IP A E AFE Al Alo] 19 F7F8H7] 9 @l Add(5-71) > Add Device(T]
nio] 2~ F7hE Ao
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% & vuto] 2~ 7}
Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v

Malware
Threat
URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel

a)  Host(ZAE)ATof Alo] o] 1P Fau TXE o5& T

H
5 A Ao F S F7bshE ol EHU ok

Firepower 4100/9300 2 2] =613 |

A< EEFHAH RS F
7+t 4= A HFY

tlnfo]l = A Fof] NAT IDE AFE-3F 4 -$- o] A== & 31%] gol Yok 2FA o )-8
NAT 374 & FZ3 A L

b)  management centerol] A #A|o] F-H 9] o] B-& FA| o] F T =4

o) 3] 0] £ el 28] o] opyl Uit F7hsfed = A o) ot

e 2E W) o B3 Fel A BA OB WAT & A,
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d)

e)

2)
h)

)

i)

Management Center: 2 2] ~E] 7} .

ENCT
F Evel 7 ;

AA =<l 2121 o= @A mvdle FrE Yt A =
¢lo] g3z wwQlo] ofd A -1} o] & A5 F-5 g A 5-2hd P Er] 02 Hghsto] tiulol
~g YU
(A8 ALg}) T upo] 2= 1ol Tk 28 b T
5% A tnbol 28 TEE] 913 7] a2 Alo) AL e A A AL AU
A AL QS A9 712 FAN AT Gl Do) vt P 2e AR gl g
& U
‘ New Policy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Snort3:

tnpo] 2ol 28 o] dAE de gy,
tjulo] 2~ A F NAT IDE AHE-8he 49 il AA
ksl

o
Jﬂ

483 3L NAT ID B0 53

NAT IDE ¢} 9 Y
7 A A A ¥k~ E A8 Eho] tvlo] 227} management centeroll ¥ 7l & A3l =5 Ut}
q o] AFYH o] FA o] &4d 3ty o] IPS H+= Snort &2 o|HIE

o] ML A o= A3}
e

5]
7FEZ A Hupol 2= HARS #18f] o[ HE HEtH| o] B H B S 2§71 ¥ ©] B} & management

centerol| AUt} o|HEE v &4 3}slH oMl E A B = management centerol] 7 45| X| ot
7 glolH & A5 HA &FYT
Register (5 =)& 28 4ot

management center<- Al ] 1S A3 55313 EE do]H {FHS T5FYLE Alo] {FH
o] T Ao R FHEA e A4S U LHIF FIHEA U Y 2H 7 A G flAY
the dd FA R S50 Aged 7 S F7HE vl A 2 sHA 7]
& A4

tuto] 2~ > tjuto] 2~ ] Hol Ao 8 2 o]Fo] FAFUTE S84 fUS Hed 2
EES=E= JEisi el
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] | Name Model Versi... Chassis

[] ~ ungrouped (2)

M 10.10.1.12 Snort 3

FTDV for VMware 7.3.0 N/A
— 10.10.1.12 - Routed
M TD_Cluster (1)
Cluster
10.10.1.13(Control) Snort 3 OV for Vhwars . i

10.10.1.13 - Rout

A sHH = FHl= =

— ., TD_Cluster (1)
(- Cluster

10.10.1.13(Control) Snort 3
10.10.1.13 - Routed

o]—ﬂ o].o] ELQ_ ag' —5-}__]—1 7—‘]'@2 }\15143]_0:] 2.31/\]51 o

Firepower 4100/9300 2 ] =] |

i Access Control
Licenses Policy Auto RollBack

Essentials wrx_automation1

Essentials wix_automation N/A

o ofo] o] TAIFLILH.

management center< 2} 0] 52 wjrjr} S~ 1 5 AYE gl EdUd #Yl
ol Aufet=s A9 Zel2E W 24, 48 H o] A o] &5 FEHA L
Deploy Q Qe T+ @ adminv
Deployments Upgrades @ Health Tasks .:D Show Notifications
0 running 3 success 0 warnings 0 failures ‘ Filter |
© 10.10.1.12 Deployment to device successful
© 10.10.1.13 Deployment to device successful
© TD_Cluster Deployment to device successful
A 2 ZE)2E o gidl Edit(+A) (£)S 285t tnte] =8 A S 4 gU T
o] A2 S 2E Y WY fr5lo] obd S| 2H A Aol A& 5 dFUH dF 5o 7Y
T EA OB S WA S QAW AA Fe)2Eo) s AB Aol 28 AT 5 Yo

A3 Hupol & > tubol A e > e AF sl Ak, ol d A, AT A AAE FAEY
TD Native Cluster
Cisco Firepower Threat Defense for VMware
Cluster Device Routing Interfaces Inline Sets DHCP VTEP
| 1010113 v
L ——
‘ General R ‘ Systern oG ‘
U SEaEE 35S AL
* General (24h> Name (] ) - Edit(5=A) ()= Z8 3] F82H B4 o] &S WA YUY
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Management Center: 2 2] ~Ef =7} .

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

Name: @ TD_Cluster

Transfer s

Packets:

Status:

Control: 10.10.1.13

gu;ster Live T
atus:

728 th Name(©] &) D=8 A4 g ot

General (2]

Name: TD Native Cluster |

Transfer Packets:

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

(oo ) (I

* General(¥4h) > View cluster status(Z 21 2~ A E] 2. 7])—View cluster status(S 21 2~F A H| H
71) F A& £ 3t] Cluster Status(E & 2~ A H) tf 3} 4 =& o)
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General *
Name: @ TD Mative Cluster

Transfer Yes

Packets:

Status:

Control: 10.10.1.13

Cluster Live @
Status:

Cluster Status(= =] 2=H 73 8l) th3} % #}ell A Reconcile(x=4)& S5t HolH F4 55&
CHAl A =8 5 gl 5T

Cluster Status (2 Nodes) ?

X
Status Device Name Unit Name Chassis URL
In Sync. 10.89.5.20 unit=1-1 https://firepower-9300.c...
In Sync. 10.89.5.21 unit-1-2 https://firepower-9300.c...
Dated: 14 Jan 2020 | 01:51:51 OK | | Reconcile
* General (¥ WH) > Troubleshoot(F-4] 3] 2) - &4 sl 4 212 HA st gr=d 4= da Z¢
2~H CLIE & 4 2155 Y U Management Center: = 2] 2~ 14| 3] 4, 54 7| o] =] o] Y-&& =23}

AAL.

% g7A A

General T
Name: O clusterVFTD
Transfer Packets: Yas
Status:

Control: 10.10.43.21

Cluster Live Status:

Troubleshoot:
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Management Center: = 2] ~E] 57} .

» License(2}o] A 22) - Edit(°A) (£)S 831 glo] A 558 A4S 5= JdH Uk

@7 4 Devices(t] vlo] 1) > Device Management(t] vl-o] 2~ ¥+2]) > tjnlo]
U wlgroll A S 2E o 2 Wi & A gstal v A S 78S o ds Uy

+ General(2%H) > Name (©] &) - Edit(54) (#)S 8 8to] S22 W] T4] o] 2 W43y

=
General @T
Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

1% Y& Name(©] &) B=5 A g

General

Name:

Transfer Packets:
Mode:

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy:

f 10.10.1.13

routed
None

Default
Disabled

¥

« Management(¥+2]) > Host(Z 2= E)—t]ulo] 2~ A Ao A ] [P F

& management center®l] & x| A| A oF U] E
2]) GGl Host(B 2 E) F4E5 A T oh

Management

Host:

Status:

e2s] ko) 2o} 18

O

10.89.5.20

v
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. Management Center: = 2] 2~ E], Hl o] €] Q1E] o] 2 74

Management Center: = 2] 2~E], t| o] & <1 E 5| o] = ‘?"é

o] Aafel A= FXOSolA S|~ E 758 ZEV\H o &3k 7} tlo]E] QIE Ho] 2~ 9] 7] & 3}
g EE A YT v AAl S8 2~ " o] 5, ) 1 E <18 7 ]_/:1_ 3 Spanned EtherChannel
Qe 7] o] 2~} L T}, Firepower 9300 A A ol Al Bt REo] A H S| ~EE S22 Alo] H=
JAE H 0] 28] A5- MTUE 712 gkl A sl oF vt

.&

il oF AA] 2] 2 H S 9@l Spanned EtherChannel S AF&-3F 739 2] 28 Yo 943 A5t
W 7bA] 2 E A 1B H o] 27F GERA] k5T o] 8§k 89 AFR o R Q1) S8 ~F o &4
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» Cluster Status(Z 2] 2=} *J-8) t 8} %4 21+= Devices(t] u}o] 22) > Device Management > 71 ( &)
o}o] & E = Devices(H] vl©] 22) > Device Management(t] vlo] 2~ ¥#2]) > Cluster (5 2] 22 H]) | o]
A > General(¥ W) 9 9 > Cluster Live Status(Z 2 2~F o] B g E])ol| A Al g Y T},

Cluster Status

Overall Status: [f§ Clustering is disabled for 1 node(s)

Nodes details (2) Refresh “Reconcile All | Q_ Enter node name

Status Device Name Unit Name Chassis URL
l Summary ‘ [ History l
1D: 0 CCLIP: 10.10.10.1
Site ID: NYVA CCL MAC: 000c.29bb.d7bb
Serial No:  9A4MK10VUVF Module: NGFWv
Last join: 19:17:26 UTC Jul 18 2022 Resource: 16 cores / 32256 MB RAM

Lastleave: N/A

History
Timestamp From State To State Event o
211513 UTC Jul 18 2022 SLAVE_APP_SYNC DISABLED Slave application configuration sync timeout
20:55:10 UTC Jul 18 2022  DISABLED ELECTION Enabled from kickout timer
20:55:10 UTC Jul 18 2022  ELECTION ONCALL Event: Cluster unit node1 state is MASTER
20:55:10UTC Jul 18 2022 ONCALL SLAVE_COLD Received cluster control message s
Dated: 08:56:56 | 09 Sep 2022 Close
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CCL Ping & A1-3ho] Z2) 28] Alo] Y17k Sk 2EshzA ST 4 et oh o vpo)
W Fel o) AFEE e 2o B AR £ dsTh

A A 3 - m=TF S 2| 2ASHA] Kot A 82 gt o] 2w o2 AT
L 3+ Devices(t] v} ©] ) > Device Management(t] Ho] 2~ #2]) > Cluster (£ 2] 2~ ) > General (¥
) FGolA A A LS AL 2 AdFUY. EA4 A I d A E Fx
Al }\] O

ﬂﬂwm

%ﬂ(‘)% =215} 31 Troubleshoot Files(%-#] 8] 4 ©}<)E 4 8] 3}] Device M anagement(t] 1}-©]
2 7)) Flo| X ol A U AT 5= g5

CLI =9 - Devices(t] v}o] 22) > Device M anagement(t] H}O] #2]) > Cluster (28 2=H) >
General(duh) G oollA S 2H A& sl A3 ol o] € 7 A= AR AoE CLI =9
S E T AdFHT o5 HE -2 Se{2=H ol dis) X}%ii APy

» show running-config cluster
e Y AE AR A

» show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

» show int ip brief

» show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

Command(*g ) Dol )] show ¥ & PH L 5= AFHrh AAE W& CLI S 1

71E Fxa A Q.
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S 22H Al o] & = A ping 53
pingS T35t HE S8 AH =
e L ECL SRS

Utk d & =
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o} o]

a9 14: 2 2E A
Cluster Status

Overall Status: = Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> InSync. 172.16.0.50 Control
> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

wemsh Fe g

Al

- Z—u__%]_o]

R

Devices(t] v} o] ) > Device M anagement (t] vlo] 2~ 32]) = Al &
24 28 3}aL > Cluster Live Status(> 2 2] 2~ ¥ glo] B

Refresh

Unit Name

172.16.0.50

172.16.0.51

Yas
= skt
, 212 Ao F/’ﬂMTUﬂ A7~ M

o) 28 Ao G20l ping 53 [l

Fol A2 Ad b5 A BT 5 o)
5%+ CEPECECEERED
TUR o 43 E v,

9= =

iy AE F7H(d)

F 2] 2ol 2o
el e g

Q. Enter node name

Chassis URL
N/A :
N/A :

Close
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219 15: CCL Ping
Cluster Status

Overall Status: @ Clustering is disabled for 1 node(s)

Nodes details (3) I Refresh l I Reconcile All l 0\ Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

10.10.43.22 N/A :

Close

» Clustering is disabled 10.10.43.22

Dated: 18:38:41 | 01 Mar 2023
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management
10.1.1.1/24 (Pool: .2-.9),
: 2001:DB8::1002/64

© = o o| = .| (Pool: 8 IPs)

= o = = = o)

() El © of ® S
Cluster Control Link
192.168.1.1, .2, and .3

<I__ portchi Spanned | >

port-ch1.10 inside VLAN 10 10.10.10.5/24, 5001:DB8:2:5/64
| MAC: 000C.F142.4CDE |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

C""--—-—-__ ,_,.:>
I port-ch5 |
Switch o VLAN 10, VLAN 20 Trunk o
T ol
= =
3 S
> S
I ol
8 =
— g -
Client Server

A2 oE Hok mvQle] dlolH EflH 2 A2 thE VLANY| A2 5 Ut ol & £, VLAN 102 U]
F U EQ A-80]3l VLAN 20> 9] F- U EQ A& QU T} 7} ol = 9§ 29 %] Bo= 2h-5-Elo] A2
shvte] B8] X EVL JFUTH ER o] dAdstE o] o E EElA g0 e Al HEs)
¥ 802.1q¥ YT} = VLAN 103} VLAN 20 A}o] 2] HH3hH QI t},

2~ EtherChannel 2 AF&-& 79~ 2 E do]g ¥ A7} 29X =9 ¢ 3 EtherChannel 2 15 313

hud

Utk E AR = 9 2 75, 291 A0 A A 35 ghe] B g S v
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Cluster Control Link
_ port-chi
192.168.1.1, .2, and .3
Switch e Switch
§_{\ /\ ethl/6
é_l J [ ] eth1/7
N % A\ eth1/8 (Y eth2/1 -
i ]
- ©
géiJ Z3
o = BN o
o o O
;‘—.;ﬂ 05 B1% o= S
nE '_u'__' G: O
8 AW %ks-% 5 eth/1| SNEH 8
3 241 | o200 o
z ~28F r88 3 2
&8 mgmt P 3
52 3 Node 3 o g
EQ || SZ Fle e g R
gl ) o | [Z ] ethir7 o
oV 2 | [ 2\ ethis et/ | | 9
V V V vV
mgmt |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)
Ul M ES A} o5 HES A (ko] EE S B Ao REstel s 497 dsyth
o] trojo] Lol A A o], YFol = Ul H- =9 X|ol] A4 == 23 EtherChannel©] 3}t

i Q@ EZo| =K A~ X o A 4% = 2~ EtherChannel©] ¢4t} & 8 3F 79 ZF EtherChannel
off VLAN 319 J1E # o] =& A = 5t

Zej g Yol gt

“

o] Aol el e Yol A WA e A4 Jut TP of YUk

Threat Defense 7] 5 2 22| ~E

< 5 threat defense 7] 5 S ~E o] A YA o, AR 752 72 f
71E} 7159 5 SutE A AFS-ShE b 83 79 AFglo] Ql& S Q5 YT

SHAHIP O R A =7
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o3t 7T FYULH P S AHE =S AL A 7D o glem W ol ARy
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Fa Fe2EH o R 2 Y E A 2 FlexConfig 7] %5 (o]: WCCP HANS Hel W ASA Uyt 26 A4 71
o| =& FZ3F4 Al 2. FlexConfigE AF-8-3}'H management center GUION §l+= 12| ASA 7|55 A A
sk 4= 1 F Yt FlexConfig 7 2 o] W85 HZ34 A L.

o

7 N A 2~ VPN(SSL VPN 2 IPsec VPN)
« DHCP Z¢}o| A E, A ¥, SZZX] DHCP H # o] 7} A1 4 th

* Virtual Tunnel Interface(VTI)

Y
=

4

Fan Ze2E Yo 2% HAZHE FlexConfig 7] %5 (]: RADIUS HANS Bl ASA Uuk £ A4 7}o]
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