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AT A A8 F21 FXOS M H 3} B 5.8k% = 3k, 7} QI 2Bl 2o A A 2 T} threat defense 22 E
ol M-S e = Fh

7hgA 9T A
g
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« &2 Y o] 27t A E oo U th g S DA she] ol BE AE o] A7)
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EtherChannel
« 284 Qg H o] ~9] Fro ule} H ] 4871 €] EtherChannel S T3 & 4 95U T}

gl o]

* EtherChannelol| &= Z o] 8711 2] dE B Q1 HH o] ~E ¥ 4= 95Ut
1

EtherChannel 9] .= Q1B #H| o] A= w|t]o] -3 9 &% 8eFo] T3
RJ-45 == SFPY <+ lom A& & F3 (3-8 2 349 SFPE :
7} Detect SFP(SFP HA4)) = A7 5 o] 9l 3 &% A E o] 2o s Eﬂ A AA 0}04
A F o] 2~ & 1GB % 10GB Q1] # 0] )& E9Fe 5= Q5 Th o] 49 th& A # o] =
SFS AT o HA 38 ST AR E Y

Af Al ol A= VLAN B L 4 2] ¥l LACPDUE A 93} #] 2% Ut Cisco 10S vlan dot1Q tag native
= AREEFo] 1A ] 29 Z] ol A W] o] E] B VLAN B4 S &3 518 A1, Aol A = B L
2] ¥l LACPDUE Al A J Ut 17 g 2= 9] | ol A W] o] B] H. VLAN B4 & 1] &/ 3}af oF o+
}.

15.1(1)S2 ©] Z Cisco 10S A X E 9| o] ¥ Z o) A = A} A] 7} EtherChannel 7} 2~ 9] %] 28] 7ko] A4
= A dakA gkHFUT 7] 291 %] A A © & AJA] EtherChannel©] ax} 2~ 8 o] A 5o 9l+=
FEfoll A 7]+t =9 2] o] o] AH A5, A 29 2] o] 174 ¥ EtherChannel> 7}& 5] <] &
HFUt}h 534S 7l 8 W stack-mac persistent timer " 3 S thA] 25 A1 7FS a1e]dko] &
_,_o] EL%)\—OE/«];GGLL]D]_(Q;‘H gE = U‘Q‘]_O] 7§_<|L0) T=15. 1(1)S2 & FANCR = o}x%z%o] /\H ]
AZEo HHo R o= F JFHTH

i)

DRIE P
E BECE PN
PETAT)

Sl~E AT FH Y FH AEH o]~ = 107/ Yt o E 59 Instancel©ll
Ethernetl/1.1~Ethernet1/1.102 &3-3F 4= gl &1 o},

I>
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Max. 10 shared interfaces per instance
Ethin 12 13 14 15 16 /7 1/8 19 1/10

| Max. 14 instances
B per shared interface

Instance 1
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N
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il
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>
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B

= Foll A /A G U T 39] Qe o] 0] 5ol =
MAC F42 FE02 FAT 1 A A% 272 915 5L 9] QB o] 20) BE 319] Q¥
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Fa e LE A SSHe| AAE 5= A wk,
=%
=

A1

oA 2

AHgHE R0 EI o

R AA
A 2& XL E AAF Y]
4 L EE=FXOS CLIY| 25Ut}

A2} o] & admin 2 B YW & Admin1230.2 2 1913},

FXOSell A& 2 19151H v EH S & WA slets WA A 7F 2A g YTt

A HE S 7 oln] WA E A9 B2 49 S E 7] gl o 2 A4 73t | t]ulol
25 A o] A gaf ok v}, o ] A] A A 2] A A}= FXOS A 3l 2 A A E FxekA]
Al Q.

o A

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkkx

Confirm new password: ****xkxkxx%

Your password was updated successfully.

[...]

firepower#

A4 RElol BB = A o] W) E SRlet A . R=7F o] E Bl 49 o] AXE A& s
of th =R EH oY) RER WSS 5 ol

show system detail

o All:

firepower # show system detail

Systems:
Name: firepower

Secure Firewall 31000 t] 3} o} 5 Q2 A~ e .
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e

Mode: Stand Alone

System IP Address: 172.16.0.50

System IPv6 Address: ::

System Owner:

System Site:

Deploy Mode: Native

Description for System:
firepower #

threat defense CLI®l| ¢34 gt}

connect ftd

o) A

firepower# connect ftd
>

threat defense©l] %] & = 1913k

5 79, A= 54 2ho] M 2 A SKEULA)ON & o) &t et WA A 7} A 5
Utk 2 ogol=CLIAAR 299

0,
N
T,
)
sl
[
fu
2,
o
ol

%ﬂi%élﬁz‘%ﬁéfﬂ AE-2 A2 1P T4 E AlOJES ol & ALASA HUh v Ad=E
S AT+ A H5UTH FXOS CLIG A AJA] ] A ¥

T A" RES S43)8ta, AfA] e QTE H o] 2~ A S XA $F TF5, management center &

AEF YT IPv4 B/ IPveSs AHE S F S U B RS 83 Foll= A4S AL A" st

E}% w| Al A 7F SEA S Y T} ERASE(E—':r HE2HE dE gyt e WA o] Ao g A[2go] )
Bua g A8 A MEYI AR F A A HDHS S A 9] & 74 o A d Ut AjA]

i/\ E o] &2 "firepower-modd" = A 7 S Lt}

I Pv4.

configure multi-instance network ipv4 ip_address network _mask gateway ip_address manager
manager_name {hostname | ipv4_address| DONTRESOLVE} registration_key nat_id

| Pv6:

configure multi-instance network ipv6 ipv6_address prefix_length gateway ip _address manager
manager_name {hostname | ipv6_address| DONTRESOLVE} registration_key nat_id

t}-S- manager A 84S FaLdkA A L

* {hostname | ipv4_address| DONTRESOLVE}—management center-‘l] FQDN = IP 45 A A
Sy}, shut o] 2] Tl vlo] 2~ (management center = Al 7\])01] & tjulo] A~ 7F ‘%}‘%}% SSL ¢+
3t FA DS AAsr] 9k A4 7he g IP A7 lofoF U th o] WE oA #eA}F S~
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td
11

Management Centerol] T}5 1 812~ AfA] 37} .

%o DONTRESOLVEE ] &gty t}. o] 9 Aja]o] 14
Ao oF & nat_idE A g3 of gtk

. reg_key* A Al 5= Al management centerol] X3 L 3] & 55 715 YH G} o]
3775 2 A = < U YR HA~Z, a~z, 0~9)9} Bkl ()& A  AdF Y ‘4.

= = AARBHA B2 AT MAE TF

& EAEE A I ]T‘i‘ HeA FA e

2E o5& AAA & B oA SAE o5 EE P F4AE ARt Aol

A NATIDE A4 3}= Z 0] 41T NAT IDE 37442 393 5 31%143} 352 AHA~Z, az,

0~9)9} a}o] Z(-)S A} + management center®l| 5% 3= T} T]Hlo] 29
AHEE = glE YT

EoFEEIPFAE
7Fs3HIP F4 e S AE o]Fo

qﬂ
E
rlr

ok

1

Oo{t 1'01'

oko
]
>
30,
oy
1w
o
o

BB g ofEgfoldd s B2 W s e W FXOS CLIE AF-&3}1¢] scopesystem 2 set deploymode
nativeE o = afj oF gtk FXOS CLION A AfA] #e] A B4, 63 7| o] 4] & W &5 FEsH A &

o All:

> configure multi-instance network ipv4 172.16.0.104 255.255.255.0 172.16.0.1 manager
fmcl 172.16.0.103 impala67 winchesterl

WARNING: This command will discard any FTD configuration (except admin’s credentials).
Make sure you backup your content. All previous content will be lost. System is going to
be re-initialized.

Type ERASE to confirm:ERASE

Exit...

>

Management Centerol] t}5 Q1 =8l 2~ A A] =7}

= A A A XA = management centeroll 7Yt} 2] AlE 9F A A= A A] MGMT Q1 E] ] o] ~
S Agslo] HEe #e A S TR th

management centerS AF-8-3l0] BE AJA] A JIAEAE F44 T 4= JF Y T FXOS CLIC| A 9
Secure Firewall A A] &) A} B T4 & X 95 X &5 o)

=

RECHEE

MAE TS A A RER Mol gyttt thF QIAH A BE A4 3] 19 Ho] A o] &< 3

management center®l| A AJA] TE] IP T4 = S AE O] 58 AFESL AA| & 713U )
a) Devices(t]Hlo] 2~) > Device Management(t] HFo] 2~ ¥2]) 2 A &1 3131 Add(F7}) > Chassis(A] A])
E e
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. Management Centerol| T} 5 Q1 <812 A A] F=7}

b)

19 12: A4 F=7)

Device
a

b High Availability
Cluster

:
Group

™ 13 A4 F7F

Add Chassis 0 X

This operation is only supported on 3100, 4100 &
9300 chassis

Hostname/IP Addresst

10.89.5.9

Chassis name

engl

Registration key*

Device Group

Select...

Unigque NAT IDt

winchester

t Either host or NAT ID is required. | Cancel | m

Hostname/IP Address(& 2= E o] &/IP F4) D=0 3718 A A9 [P F4 EE S AE o] &5 9]
ERsi=g
SAEO|F ETIPFAS EEE 5 o] AES U9 FAL AL NAT IDE A4 & 5= dF U

[e]

o
management center®]] 3EA] 8 T H}o] 2~ 9] o] F5 =
management center = ¥+2] & A A1 & 74 S v AFE-3F Sl 9} 5 A 3 55 7] & Registration Key(s
% 7)) Mol A gL

5571 988 FH FTPUL A1E 923 2 Sel B0 I F AgUh

.
A Erlo] €] mwRlQl B9 A= A o AA] mrele] Frhgu Tk @A) mHqle]
gl mr]lo] obd Bg-1f o] F A S HS & A g-ehe g mrdl o' dekste] AE AR
Utk A= she] mulQlell gt &3 5= JlE U T
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2)

h)

A 2 Af
i

Al

PRGEE BN

(7€) AH3)) Device Group(Hlvko] 2= ZL&F)oll AjAIE F7HekH o
AT A7 Foll NAT IDS AFE-3F 73 9- 1 NAT ID D=0 593 NAT IDS Y2t}

NAT IDE= 9524t 2 &1o] &) S £33+ 4= 5 U th

Submit(Al &)& &2 gt

Device(t] ¥} 2+) > Device Management(t] ¥ho] 2= #t]) | o] A of] A| A7} F=7F5 Y o},
Al S B3l 7488 W Chassis(2lA]) Dol A Manage(#2]) S 288t Edit(53) (#£)S 298
=3
Alel] tf gk Chassis Manager (AHA] 2] 2}) # o] A 7} & 2] a1 Summary(£-¢F) 3| o] 2] 7} A E Y T}

¥ 14: 404 .ok

AT QTE o) o]

Chassis Manager: TPK-4

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration
—
Management IP:  192.168.1.34 Version: 7.4.0 {build 1572) Last updated:Jan 12, 2023 12:23 PM

Network Module 1

(TR N V- R V- B 1
o @@@@@@@@
e 110 1A iz A3 14 15 116
ma Core Utilization 22 01 32 Cores Used Power Modulel Power Module2
Show details
Faults Live status at: 12-Jan-2023 12:23 Interfaces Live status at: 12-Jan-2023 12:23 Instances Live status at: 12-Jan-2023 12:23

Categorized Faults

© 1/1 - Critical 2/2 - Waming & @ 3 Instances Found
A 0/0 - Major 0/0 - Info Up: 1 Down: 16
0 Dedicated 13 Dedicated
B 2T Mo 0 Shared 3 Shared 3 0 0
View in Health Monitoring @) Good A\ Eror (@) offine

Hardware Statistics - 7

2 1 of 1 operable ‘ 1 of 1 operable 8 of 8 operable
Security Engine @ Excellent Power Supplies © Excellent Fans @ Excellent

2 A

A ol A B8] A Qe H o] 4, Q1 AEl A9 VLAN &9 218 o] ~ & EtherChannel $1E #H o] ~

S

78 o] E Yl A4S FA T 7|2 H 02 el d Qe o] 2= ] &4 5w o] Qg T,
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uﬂf
f

Hyo]Aol XTEE :rl*é Sl T2 W ES A B35 2S5 53312 H Secure Firewall 3100/4200-8
HEYA 25 #ele

4

i
f]
jus}

§}) W&o o) gk 2bA| g+ )82 Management Center 2} 1 E] | o] 2~ 1 7 A
=LAl }\] O

Sync Device(t] H}-9]
@571zt H&s 3

UN' 1>‘
PN o

A A 18 #H o] 2~ 574
eIl 8 Fel 02 A5 oL o HYS L ool el ool Sz L S E A2 1)
Q)3 o] 225 ALgshel Wl A ol h3) SE] o o] 25 E]
Japalof itk /124 0.2 e 4 Qe o] iz v)
735 %k e 9] QTE o o] 2o A 34 ek,

)

EZEZAA

@71 Devices(t] Hl-o] =) > Device M anagement(t] Bl-o] 2~ 22]) 2] Chassis(A] A]) Aol 4 Manage(@2) S =
e AY Edit(F8) () F FH Y

2% 15 A A B

TPK-4 Firewall 3120 Threat - .
192 168.1.34 Defense Multi- 7.4.0 Manage N/A
sl Instance Supervisor ——

A Aol O &+ Chassis Manager (A A] #H2] &) =] o] 2] 7} &4 2] 3 Summary(8.2F) 3 o] A 7} A g Yt}

A2 Interfaces(Q E] #H| 0] 2)E 23]
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management-center-device-config-74_chapter13.pdf#nameddest=unique_244
management-center-device-config-74_chapter13.pdf#nameddest=unique_244
management-center-device-config-74_chapter13.pdf#nameddest=unique_245
management-center-device-config-74_chapter13.pdf#nameddest=unique_245
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1% 16: Interfaces

Chassis Manager: TPK-4 o [ oo |
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—_—
Network Module 1
/AT V- S T S V7 S V- R V/ S Y
e s
. L L LU L L L
W9 10 M N2 13 114 15 16
Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC
® Ethemet1/1 Data instance? 1Gbps Full Enabled No Auto rd
® Ethemet1/2 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/4 Data 1Gbps Full Enabled Yes Auto e
® Ethernet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto rd
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto rd
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto e
@ Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd

W3 AR Aol Edit( ) ()& FH Y
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a7 1789 e el 2 57

Edit Physical Interface

Interface ID

Ethernet1/8 Enabled

Port Type
Data

Admin Duplex
Fu v
Admin Speed

1Gbps

LLDP Transmit
LLDP Receive
Auto Negotiation

Flow Control Send

Enabled(&/d 319) Al vt~ & A esto] QAo 2~ & S 315y
Port Type(:2E &)l i3l Data(d]©] E]) %= Data Sharing(Hl ] 8 & f1)S A & gt}

a9 18 X E £3

Port Type

pata v

Data

Data Sharing

1Gbps ©]7&e] &= F 72 P A0 A AUt SFP B H| o] 2= o] SRt A g o

SFPo] 7 -9- A X ¥l SFP 59| £ & Hx|ata A4 & =5 AH8-31e] W Detect SFP(SFP ELX])E
**E“’%‘HE} Duplex(77-& ‘iﬂ*)% 3 Full(E)o1H Ag @7dS 38 23k o gl o] 54
YA UENDL ZES e RER WA S5 AT o Yo Este = A5l # %
ieg

(%181 AL} LLDP Transmit(LLDP %) W/%+= LLDP Receive(LLDP ~41)E 1 g1 35}o] LLDP(Link
Layer Discovery Protocol) ¥ %1 & €/d 8} 3t T},

(418 213} Flow Control Send(Z 2 Alo] [ 5)E A 8lste] T2 Aloj & 913 U A 2| (XOFF)
Y ls A
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EtherChannel -~ .

Flow control(E 5 Alo)& A2 H o|d Y X EE A 3}ste] 43 wurt o & & EollA] F 4 %

S YA A EE 3 L5l = 01] EHuJ £ 2 7| ot t}. Threat Defense ¥ Eof] &%} o]

B RO AR o] 427 £ A E o) B & T S Bl A A

S el A% 1] A58 S A A 2 Akl the R T
°o|E =

A T4 TS TS A tinto]l == 1) SA8t] 23 713 E<t HolH
7] 0] 4 5= AL uFA] F o

i threat defenset= €12 9o} 7} Egfj o] £ 5 AT 4= Qe AA| T4 29 AF&

AL g
2eiv A A 2 Q) A Al EH A FEUTH

U =91 X ol = Z42E 250 vEo] E 0] 8000 M ¥ o] H Y Fo] glom, A= X E| 5408 H
HE ¥ gy h ‘ﬂ# AbEFFol Mo HaL 9] 4/\](2MB(80007H H%ﬂ))—e‘i I3t ZZ9- Ao 7}
st BE QIE o] 2o YA TA] Y o] AFH YT A7 2 E HAL 59 1A
(0.3125MB(1250 Bl ) S 23} U A 54 Jﬂﬂ 9 o] 574 g g o] 2ol A AUt A FA

=2 Bl 5 AR o] H A S99 1.25 MB(5000 ¥ ), .25 MB/port (1000 ¥ 3)) o] 5} & 7+
1 K XON ZeQle] AEd F AFUTE AZ FEUZEXON ZH & S § Eg g thA] Al

1

08} AH@) Auto Negotiation(ZHE 9 78)& A B ste] &5, F = A H) 5 S 29 Aol & getes
A o] 25 At 1Gbps M| REE] Lol A= o] A S AT 4= f15 1 T SFP /IE o] =

o) 73§ %57} 1GbpsE A H Ao AE P4 v B9
/] A

GAI11 Save(A ) E 28 S th3 Interfaces(Q] E] | o] =) H o] %] o
o},
oA ARG A FEH 4 AF U HAANES 5T w7 EA 5t A ekt
EtherChannel -3

EtherChannel(ZE Y= <& 3)S At vit]o] {3 2 &3] Wi Qg o] ~& F off 87| 714
¥ oo EQle &y W EiTa mw Az s} o] 732 RJ-45 == SFPY <=
Ao Mz o FYE 2 B 7)Y SFPE £ T A F Yt £ =7} Detect SFP(SFP &)
i"qﬂﬂoi U TR A H o] 2o M £ E vl W dAske] AE Ho] 2 &% (ol 1IGB 2
10GB 1E | 0] 22)& £313 = glFU T o] A9 th& QIE Hlo] ~ &85 AFE3 = glom HA &

% %ok Abg UL,

LACP(Link Aggregation Control Protocol) %l A i= 7+ W] E¢] 7 tjn}o] 2 7Fe] LACPDU(Link Aggregation
Control Protocol Data Units)& .3t3}o] Q1E 3 o] 25 FH 3 th LACPo A= AF&-=Fe] 2] glo]
EtherChannelol] ¥ A &5 A5 0 & F7} W 214 8}= 24 < 32?956“4@' £k A S At
H QI Ho] 28] o] B EulE A Y gl AA o A=A FF Y "On" B =
AE H ol 27t Fbd A5 AE 152 Zwlute] /IE H|o] ~5 A 3%‘-’? glom, a4 5 9 1y
ol/do] BlE A S5t
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A Al ol A EtherChannel2- A4 51 &2 4 & 27} 715 %)Y 2} = EtherChannel-> =¢8] %4 tju}o] X
o &%= w714 Active LACP(} E] . LACP) =<1 7% Suspended(¥ Al ) AE] &, On
LACP(LACP AF) =21 7-%- Down(Z %) Bl 2 -] Y T}, EtherChannel-> Q1 228l 2o F7}=
] Suspended( Al &) el ol A S Al Y T}

A 2a7] Aol

EEEREE R
SEREEE

—

22 A seta el MRS AR Itk A4 STE Ho] 2 T4, 24 o]
A

N
)
ji2al
>
to

ZEAA

Devices(t] H}0] ) > Device M anagement(t] o] 2 #2]) €] Chassi(A]A]) <ol A Manage(#2)) & =
A8 A L Edit(F ) (4)E FH I ok

1% 19: A1) e

e . Defense Multi- 7.4.0 N/A
192.168.1.34

TPK-4 Firewall 3120 Threat - . .
Instance Supervisor e

Aol T3 Chassis Manager (A1 4] 221 4}) # o] 2] 7} & 2] 3L Summary(L.F) # o] A 7} A Y v

oA 2 Interfaces(Q1 B H 0] )2 g},
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EtherChannel -4 .

1% 20: Interfaces

Chassis Manager: TPK-4 o [ oo |
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—

Network Module 1

" -SR-S 17}

o o
CONSOLE unknown  USB @ @@@@@@

ws e 1 112 113 114 115 1416

Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC

® Ethemet1/1 Data instance? 1Gbps Full Enabled No Auto rd
® Ethemet1/2 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/4 Data 1Gbps Full Enabled Yes Auto e
® Ethernet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto rd
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto rd
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto e
@ Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd

T4 3 Add(571) > Ether Channel Interface(Ether Channel 1B # o] ~)E =8 3t}

1% 21: EtherChannel <=7}

ync Device | [ Add |

C | Sub Interface

EtherChannel Interface

Al 4 T3 Interfaces(Q1E 3 o] 2~) wj 7| =5 A g 3 o}

Secure Firewall 31000 t] 3} o} 5 Q2 A~ e
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Iy 22:91E Ho] 2~ A A

Add EtherChannel Interface

Interfaces Configuration

EtherChannel ID: (1-48)
1 Enabled

Port Type
Data

Select Member Interface(s)
Available Interfaces (14) Selected Interfaces (2)

Ethernet1/1 Ethernet1/4
Ethernet1/2 Ethernet1/5
Ethernet1/3 b

Ethernet1/6

Ethernet1/7 «

Ethernet1/8

Ethernet1/9

Ethernet1/10

Cancel Save

a) EtherChannel IDl] tal 1~489] IDE A A g th.

b) Enable(Zd3h)E A&t

¢) Port Type(£E #3)ol t)3l Data(dl o] €]) =+ Data Shared(tl ©] E] &-f)S A8 gy},
XE FZol tigh AA & U 8- Qe H| o] 2 73, 2 #| o] A & FEEAA

1-0

d) EtherChannelol & 2|4 Q1E ¥ o] ~5 F7}35}2 ™ Available Interfaces(A}-& ]’%? 141] o] )

E 2o Add(F71) (@)F 223 Selected Interfaces(X €] 3 Q1E] 0] ) 5 0 2 o] 53
.

BE AH o) AE Frek U Al A s W o] T sk B ES 2 YT
AL ojn] QlxEl Ao St Qe H o] 2 F7Hs 5= §lFyth

(18 A}&h) B+ Configuration(7-7d) w7l ¥4 A4 4t

o] 2 gk 4 A % T4 (LACP A4 A £])E EtherChannelol] %33t 18] 7 o] 2~ 9] @ T A}8F-S- A A 3
o} mu] Qe o] 29 AAL A A ElA] EHun) ubaha] 7FE LLDPTransmlt(LLD AE)e A
Bl gl 70 g} Al A o] g)\‘; o1 E] ¥ o]}\tr} 713l oF gy k. Admin Speed(# 2] 4 %)E 1Gbps=
2733k 745 1Gbps Q18| #l o] 2k £ 3H8F 4= JlF YT
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EtherChannel -4 .

% 23773 A

o

Add EtherChannel Interface

Interfaces Configuration

Admin Duplex

Admin Speed
1Gbps

LACP Mode
Active

LACP Rate

Default

Auto Negotiation
LLDP Transmit
LLDP Receive

Flow Control Send

a) B S1E o] 2o s 2 2% Admin Duplex(#2] =2 2), Full Duplex(Z FZ 2 ~) £
Half Duplex(3}2Z &9 )& A8 gt}
ARE e 2R AF9 W QIE o] 25 Frtebd X E Ao J3F o= 2094 &5
Yt

b) E=FUhE FEollA Wiy QI o] 2o disf 2

2.3 Admin Speed(#8] 4 %)E A 83}
A E X7t opbd WY QIE|Hlo] 25 F7lstH X E Aol A2 o8 2054 FE5Y
c) LACPMode(LACP X =)E Active(}E] H) == On(A 7))o= A &gyt

 Active(21E] B) - LACP ¢ U ]E 5 RUa w5y} HE] H EtherChannel> 9 E] B == 3
Al B EtherChannel 9] A2 S A A3+ QJFUTH LACP EdY &S HAsd A7k gle
3k NE| B =S ALg-gf oF g T).

» On(#A 7)) — EtherChannel> & A 1 ™ LACP+= AH&-5A] 54 E} "on"o. = ¥l
EtherChannel2 @ 2 X &= t}2 "on" A €] 2] EtherChannel ¥} 124 S 4%

e
Kl

On°ll A &3}, Be= & A Sholl A OnS. & B =5 W7 5F+= 73 -9 EtherChannel7} 415
st ol FH o 33o] 2y

d) LACP Rate(LACP < 1), Default(7] -3}, Fast(#8) T Normal (2 ¥h-S A el g o},
7] 7k Fast(M-5) 4 Y Tk
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¢) LLDP Transmit(LLDP A <) 2/5E = LLDP Receive(LLDP 5=41)E A &l3}o] wln] 91 €] 3] o] 220
tj 3l & 2 3k LLDP(Link Layer Discovery Protocol) A4 4 & 1 813t}

f) W elE F o] ~el ths] = 23 Flow Control Send(Z =9 Alo] A%) A4S gl o),

Save(A 7 E 29 3 v} Interfaces(Q B 7| o] =) H o] #] o] Q. & Althol A Save(A & Y

t}.

ojAl AL Ao FET G UF U MG 5 wj7hA] 28t H A syt

591 <lEjsfo] = 74

Aol = 39 Q1B H o] A5 500 N 7HA] F74E = U T

o1 ] #| 0] 22 VLAN IDE= aL-5-3ll oF 3l Q1 2Bl 4~ Ujof A VLAN IDE= R E 85 o1 €] 5] o] 220f] ]
3l aLfrall oF Y Th VLAN ID7} Uh2 Q1 'l o)) S| 9 uhd M ko] Q1E] 5 o] 2~ A &l VLAN
IDE AAHEE = AF UL 18y 5L IDE AFEslE et Al&al A 7} 319 Qe # o] 220 &= o]
A gke] A8t}

o] Ao X = FXOSVLAN &}9] Q1E| #| o] 2~of a4 vk A o) 1A~ 2 Yol 4] M E 2 39
JEIH )2 E vHE 4= AFU T A A QIE #| o] 29 QI B 2 QIE | o] 2 B4, 3 #| o] %] o] Y] -&-&

B A L

L RAIA

Devices(t] H}-0] ) > Device M anagement(t] B}o] 2 #2])¢] Chassis(*} A]) 4ol 4 Manage(#2)) 2 2
g3t Edit(+4) (4)F FH I

%Y 24: A B

TPK-4

192.168.1.34 N/A

Defense Multi- 7.4.0

Firewall 3120 Threat F '
Manage
Instance Supervisor e

A Aol T3t Chassis Manager (M1 A] #2] #}) o] #] 7} & 2] AL Summary(£.9F) ¥ ©] A 7} A1 Y v

A 2 Interfaces(Q1E] ¥ o] )2 =& g o}
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1% 25: Interfaces

Chassis Manager: TPK-4 Save

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

Network Module 1
VAN V- S V- S V71

i
CONSOLE unknown  USB @ @@@@@@

ws e 1 112 113 114 115 1416

Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC

® Ethemet1/1 Data instance? 1Gbps Full Enabled No Auto rd
® Ethemet1/2 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/4 Data 1Gbps Full Enabled Yes Auto e
® Ethernet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethemnet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto rd
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto rd
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto e
@ Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd

w7 3 Add(5F71) > Subinterface(3h9] A E Ho] ~)E S8 3 th

1% 26: Sublnterface 57}

ync Device | [ Add |

C § Sub Interface

974 vhe Thebu e g AR g o,
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1% 27:58) Qe o]~ A A

Add Sub Interface
Parent Interface

Ethernet1/1

Port Type

Data

Subinterface ID

100 (1-4294967295)
VLAN ID
[ 100| | (1-2004)

a)

Save(A S 2 3 t}2 Interfaces(Q B ¥ o] =) H o] #] o] 9 & A}ttol| A Save(A S 8 Y
=3

ojAl FAE Al FES = F YT MAAEE 5 u7kx] 28 E A sy

7}
T Q1R e 4] AlA ol Bt o] 49 QAR AE FAhE 4 A AN S AR
L ot ok Bt 1B 6 A1 ERIREE REERE E RS

2)
U5 olaEx n = 84335 19 9 o] X] 2 Management Center®l] TF% 91 2~E1 2 A A] 37} 21 # o] A].

Devices(t] ¥}-] 22) > Device M anagement(t] Bl-0] 2~ #+2]) 9] Chassis(*| A]) 4l Al Manage(#&]) & &
gt Edit(=4) (4)E SH 2
19 28: A1) e

TPK-4 Firewall 3120 Threat

192.168.1.34 Defense Multi- 7.4.0
st Instance Supervisor

TN

A Aol Tt Chassis Manager (M1 A] #2] #}) o] 2] 7} & 2] AL Summary(£.2F) ¥ ©] A 7} A Y e
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©7] 2 Instances(31 2Bl 22) S 22 5131 Add I nstance(3] 22§l 2

% 29:Q1 '~

he 29

o
°
o

x

Chassis Manager: TPK-4 B (oo |
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary  Interfaces  Instances  System Configuration
—
Add Instance
Name Version Resource Profile  Management IP Management Gateway ~ Licenses AC Palicy Platform Settings
v @ instancel 7.4.0.1572 Default-Small 192.168.1.35 192.168.1.254 N.A N.A N.A £
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data
> ®© instance2 7.4.0.1572 Default-Small 192.168.1.37 192.168.1.254 N.A NA N.A V]

L
L

oA 3 Agreement(7 2F)oll A | understand and accept the agreement (7] 2F W8-S o] &l &} 3L o] o] 5 <]
thHE A e ekl Next(ths) S 2194t
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1% 30: A °F
Add Instance X

o Agreement 2 | Instance 3 | Interface 4 | Device 5 | Summary
Configuration Assignment Management

End User License Agreement

Effective: May 10, 2022

Secure Firewall Terms and Conditions

By clicking 'Accept’ below or using this Cisco Technology, you agree that such use is governed by the Cisco End User License
Agreement and applicable Product Specific Terms available at:
https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html

You also acknowledge that you have read the Cisco Privacy Statement at:

https:/fwww.cisco.com/c/en/us/about/legal/privacy-full.html

If you are a Cisco partner accepting on behalf of an end customer, you must inform the end customer that the EULA applies to
such end customer's use of the Cisco Technology and provide the end customer with access to all relevant terms. If you do not
have authority to bind your company and its affiliates, or if you do not agree with the terms of the EULA, do not click 'Accept’ and
do not use the Cisco Technology.

| understand and accept the agreement.

7] 4 Instance Configuration(S1 28 2~ Aol A Q1 A~®l A w7 <=5 A A 8131 Next(TH2) S 934

o,
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o
>
i
>
4
N
.

Add Instance X

Agreement o Instance 3 | Interface 4 | Device 5 | Summary
Configuration Assignment Management

Display Name* :
pey Permit Expert mode for CLI
instance4

Device Version* Resource Profile*

7.4.0.1572 Default-Small +

IPv6 Both

IPva
Management IP*

192.168.1.38
Network Mask*
255.255.255.0

Network Gateway*

192.168.1.254

FQDN Device SSH Password*

cisco.com || e
Firewall Mode* Confirm Password*
Routed | e

DNS Servers Show Password

1.2.2.2,3.3.3.3,5555, 4.4.4.4

Cancel Back Next

EA o

Device Version(t]Hlo] 2~ M ) - € 1142 A AfjAloll o 2 =5 g 7] A o} A 9 7]
A& ¢ 1e o] =3t ¥ Devices("d =) > Chassis Upgrade(*H Al 9 L&l o] =) ] W82 32314
AlQ. fagel=atd o) d W A o] wlyrell gyt o] d 74 & th 2 =6t
™ FXOS CLIE AFH&-3lloF Yt} Firepower Threat Defense & AF-8-3H= Firepower 1000/2100 2
Secure Firewall 3100/4200-8- Cisco FXOS 4| 314 7Fo] = o] -&-& FZst Al 2

IPv4, IPV6 == % T}

(¥ Atah) FQDN

B REe Y wi Ty geh R e e AR §e T E oY 6 )
B B E RS AL

Secure Firewall 31000 t] 3} o} 5 Q2 A~ e .



https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
management-center-device-config-74_chapter5.pdf#nameddest=unique_154
management-center-device-config-74_chapter5.pdf#nameddest=unique_154
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* (A8 A}a}) Permit Expert Modefor CLI(CLIC] T3t A&7 = & &) —A 7 L= g
Al 34 S 9130 threat defense 2 (shell) YAl =& A&t
o] {A& &/d slslH SSH Al Aol A QIAEI 2o 2 5] A 23} = AFE-AF7F 27 =S A2
g 5 A Y th v g 88l 49 FXOS CLIONA] Ql1~E 2~of] A 43k 4= )= ARG-AFRE 23
HEEE A 5 AUTh 74 AAEAE B B3 42 sel v of §41 ] B4 5l
= o] FFU

Aol A ] of 9l &= A Afel whe} Expert . E7F E 8 shrhal & 5=
Assistance Centeroll 4] AF8-3l =5 Q A3} 7 9o 7+ Expert £ =5 A}

3} threat defense CLION A expert ™ ¥ & AF&3U T},

73 9- BE+= Cisco Technical
LUt ol =S AA

* Resource Profile(2] 2~ 2x 23} )—g| 4 L2392 CPU Zo] 5 A4 th RAMS =
of Frofl wpef A o & FdEm v~ FHS 1A H A 40GBE A HYTh A Aol = 7]
2 A2 3 2 31 91 Default-Small, Default-Medium 2 Default-Large”7} 3 1% o] 154t Add(F

7h (e FEete) o) A G oR 02 T25Y S Fhe S gtk g glas T2

O - 5)F 2~ >~
Qe AR T 5 glavn

O 328 ax TR 371

Add resource profile X
Name*
silver
Description

MNumber of Cores*

24

Cancel Add

Ha Hol $7F A& B 2 Fof
FH o R okl = Qs
o B wiztehynt. B A4 #5l= Ao
AL

5ol AP BE(6,8, 10,12, 14 52 2FF 5 A5y

+ b8 7Fs @ 3ol o] Hoj 5 muo] meh geb U o 912k
15 7ol 4] o] ] §-& 2341

to

. Secure Firewall 31001 T3} t} 5 Q2 A~ =

47} B B2 CPU AHS-E .U} CPU AFHS-E 9]
Ut o] #7 42 dadae Egy 2= 97
A 7

W2 0] del 1A
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55

he 2

e B Bl hs ZEsd S FFehs 49 Qa0 A 2EgU B =
%29+ e 2Ad 27488 4 ) e s ma A
WS ge 272 Agshor guh

Oll rlr

« Device SSH Passwor d(t] Blo] 22 SSH U] ' ¥ §) - CLI 9 M| 22(SSH B = 245)E 9] 3 threat defense
AL AFEAF H M 5 5 A G 3t Confirm Password(P] 2 5 gRl) BEo UM S &
A = o

A 5 Interface Assignment(Q1E] 3] o] 2~ ol A Q1 22E 2of] AfA] Q1 EJH o] A5 &3} al Next(Th) S
—ga 61—14 q_
¥ 3 A o] = T
Add Instance X
Agreement 2 | Instance o Interface 4 | Device 5 | Summary
Configuration Assignment Management
Available Interfaces (5) Selected Interfaces (3)
Ethernet1/7 < Ethernet1/4
Ethernet1/8 < Ethernet1/6 <
Ethernet1/14 Ethernet1/9
Ethernet1/15
Ethernet1/16
>
«

r

o

F QlE 3 0] 2 T obo] (<)L EAIFU L

7] 6 Device Management(t] Hlo] 2~ #Ha])oll A Tlufo] ™ A4S 2] A s}l Next(tha)E 28 &1 o)
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-

Add Instance X

Agreement 2 ) Instance 3 ) Interface o Device 5 Summary
Configuration Assignment Management

Device Group

Access Control Policy*

inside-outside +

Platform Settings

instance-settings <+

Smart Licensing
Malware

Threat

URL Filter

Cancel Back m

« Hnel & 5

» Access Control Policy(2] Al 2~ #lo] ) - 7] A A2 Ao S AElstAY A S AA

ey,
- Platform Settings(Z 3% 474) - /1% ZAF 44 A4 Adal A A AL .

» 22vhE o] 41y

A 7 Summary(L-2F) ol A A A S EF2l35)al Save(A ) E 28 Eu o
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Add Instance X
Agreement 2 ) Instance 3 ) Interface 4 | Device ° Summary
Configuration Assignment Management
Instance Configuration 4 Device Management = This info is required anly during instance creation. 4
instanced true
7.4.0.1572 AC inside-outside
Profile Default-Small De

192.168.1.38 alicy instance-settings
255.255.255.0 censes MALWARE THREAT,URLFilter

192.168.1.254
routed

aaaaa

cisco-fw-4.cisco.com
Expert Mode: enabled

Interface Assignment - 2 dedicated and 1 shared interfaces attached Show A 7

Cancel Back m

=

Nz 25 A et7] de o] shiel A BA4& AP 5= AdFUTh At v =" =7
nstances(<1 =¥ 22) sh o] F=7hg

8 Instances(S] =¥l ) 3l ol A Save(A )& &gt}
A9 AA TS TSI
T 0] £ Device Management(t] vo] 2~ #H2]) #| o] X]of] ¥ 27} tlufo] 2~ 2 F7hg YT

(RUBNA)
X,

A28 A AR AR AT

SNMPS} -2 Al A 2l A S TS = syt AA FXOS 7488 7HA 7 v il == 3l
<
FUh
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B swes

SNMP -4
Al Al 28]l Aol A K G B 2B’ 2 5 3] o] E Qe H o] ~E 3 AfA] 2 MIBO]| <
A& 4 S5t AHA] SNMP G 1ol o] Q1 ~E Auk AFg-8 5= gl S5t AfA] ] QI E o] A
&3l SNMPoI| MM 23k 4= glHF Ut
A 2Fa17] Aol

Q122612 % Sutol vhsl SNMPE 74 St SNMPE 351414 <.

ELEAA

7] 1 Devices(t] v}-o] 22) > Device M anagement (] vl-o] 2~ 2+2]) ] Chassis(*] A1) & ol A Manage(3+a]) & &
g3t Edit(+79) () YT

2% 36: M A B

_ Firewall 3120 Threat
i
A Aol t gk Chassis Manager (A1 4] ¥-2]2}) s o] A 7F & 2] 3 Summary(&-¢F) = o] A 7} F A Y o}

Al 2 System Configuration(*] =8 +4)S =8 ).
3 SNMPE 283t EFThHE H5A JIARIAE A8y

1% 37: SNMP

(RUBNAU
X

Chassis Manager: 192.168.1.42

Cisco Secure Firewall 3110 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

SNMP " :
Choose an instance for the SNMP configuration

Import/Export

None v

figuration will be applied to the chassis.

g 9l 2|l 2o A A A] o] SNMPO] 91 A =8 4= 91551 T

w4 Save(A1 ) E ZE 3ok
! G,

L
(3]
&
>
—H
X
ftlo
-
e

AAT T 7HA 7] B W R T

T B 7] 7) S AHgake] AjA A A o] Sl
AEULE U= ald 74 JdS A ek FA A A

A= XML RS 2 AFHE W
< Aol w27 A g-sko], el X A 4 2l
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=T 75 & AEete] AR AE AR Ml ol g

7R e AfAL o] B 7)E g o] A 7] shd o] A o= wAlE Y T

Al #Fs7] Aol

T8E 7HA 8= A o A5 s 54 o] dAlsoF
« TATAA] 2ZE o] W7
+ 5 3} threat defense 1 228 2~ o] m] %]

UM EI BE

7] 1 Devices(t] vl¢] 22) > Device M anagement(t] vl-o] 2= #2]) 2] Chassis(*] A]) & ol 4] Manage(#&]) S =
FalAY Edit(F ) (4)E S FU L

1% 38: A1) ¥hE]

TPK-4

Firewall 3120 Threat [r—
192.168.1.34 Manage
—————

Defense Multi- 7.4.0
Instance Supervisor

TN

A Aol T3 Chassis Manager (A1 4] 221 #}) #] o] 2] 7} & 2] AL Summary(£.F) 3 o] A 7} A Y T

System Configuration(*] =& 7-4)<S &2 3t}

Import/Export(7}4 2. 71/ B 7)) S &8 gy}

TS HWEWHAE b5 A E T3 TH

a) Export(E W 7]) & ol A Click hereto export(NEHE ™ o 7| & F2)E S8

UBN UV
Y )
&2 N
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AA] A 71 7] = U R )

2% 39: w7 skl A

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances

m Configuration

Import

This will replace the curre,

chassis configuration with maw conl

Download
This will downioad the config file exported

+ Download

b) Export file created successfully(W 2.u] 7] 3} A4 A 2) Wl A] =] of] tf ot &l S FUE &
2% 40: N2 7] 9kl A A

t

g},

Dismiss all notifications

Global X
Device Configuration Export

Device Configuration Export

Exporting device configuations

© Global X
Device Configuration Export
Export file created successfully
Download Export Package

¢) <3 v A =] (Download Export Package(H] B.11 7] 3 7] %] t}-¢ 2 =))E 22 3} 711} Download(t}
T 2E)E st WEYY] Y& R =gy
o 41: T}

M

2=

Ho

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances

m Configuration

nfiguration with new configuration

Download

This wil

d the canfig file exported

+ Download
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A5

A1
A 2

a

U2 sfo FFAE AP

T4 7H 2 H W sfo 31U S Import(7H4 2. 7]) > Drop Filehere(o] 7] & 3} EojthE7]) 49 2
2 FojFyrth

1% 42: 714 $.7)

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor
Summary Inerfaces Instances System Configuration

SNMP

Import/Export

Import Export

Download

+ Download

4 T
AL EF Ao = AN B E AR BER Ve S AT o 2 A el A S T
T AU A B2 A S Dok Aol ofd AR A s o Ut

Settings(Z H & 2 4)) Gyt of Ho A= 2 A A th g vntol & 35 UER Ut

ZPE A A AE B st Platform Settings(Z 2% 4 4) 9| o] #] (Devices(t] HF 0] ) > Platform
= 1.8

=2 O
Status(’J-Ell) Lol = g Aol i gt tfulo] 2~ o] A H Y

ZEAA

Devices(t] v} o] ) > Platform Settings(Z & 4 4)S(S) A &3 ).
71E A 0] 75 Copy(2AH) (FB), Edit(=4) (#) 1= Delete(2H4l) (W) 4 2 A1-83 5 25Y

rU

Fo o iutel o vh o R TES G AL HA FE 7k ol H s AR S 4 g4 o,
g 3090 AAIS] Aol ThE B A S A ol TH e Aol F i

23 8t New Policy(M 4 )2 22§
a) =H U H-50 A Chassis Platform Settings(Z] A 3
b) Al o] oS 9l elm ME A o7 NS ),

a = = " au

L
e i)
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A1

oA 2
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c) Zoo met S AL AvallableChasss(A}B— Vs e AN E M B skl Add(F7HE 2
A =g =FEte] Aelsk A S St} Search(A ) S o] A EA14 S <)
of AfA| BE25 Fd 5 dFHTh

d) Save(HHE =3t

A2dol AL A eka BYL s Guivh

o

O

23
=]
h

]_

AR g A E WA AT SRF A4 A 49 Edit(FA) () S FHFUH

a) Policy Assignment(d ] &3)S &gt

b) A A A2 &Fale]H Available Chasss(/\}ﬁ 7he g AN AL ol A AR A S A B 8t al Add(5
7hE 2YFUTh ol Bol M 5& $ % A% UTh

) AM S A7) 5] W Selected Chassis(21 81 8+ A A]) 2= 0] A A] ol 913= Delete(2HA]) (W)
= %Wf“% =3

d) OK(ZNE =t

MAA A SZ2E o] 52 [P T4 5 &2ld)oF 31 79 DNS A H & X A sl oF gt} o] 2]k A Al
DNS A A & TJH}OM%— Z AA AN FAE = Q2’2 DNS A A 3= Hd Yok

o2 DNS AW E T4 ol A= Lo oA = AW E AFE- T 47] 9] DNS A Z1&Fol # ]
Aol AW E AT = dHFUY A= 5o, FU AW 152 4709 AW R FASEA U 471 2] A

=
=
2FS 2 e AR S 5 9

ZEAA

Devices(t] Hfo] 2~) > Platform Settings(Z %% A 4)& A& st AA| A S A8t AY AR FY
=3
DNSE A &gt}
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ons -4 [l

1% 43: DNS

MI_chassis_settings #

Enter Description

DNS
DNS Resolution Settings

5SH
Specify DNS servers groups.

Time Synchronization

Time Zones (:) Enable DNS name resolution by device

Syslog

DNS Server Groups Add

dns1 (default) S u

7] 3 Enable DNS name resolution by device(t] vl o] 2~ & DNS o] & &2l &4 3}) &elolH & &4 315y
o}
o7 4 Add(F7HE Z2351¢] DNS A ¥ 185<S F713 )

1% 44: DNS A ¥ L5 7}

Add DNS Server Group X

Select DNS Server Group*

dns1 v | - New Group

_qu:-cc} l m

275 7] DNS A 8] 152 A e &7 LHDNS A8 15 A 4 F2) T New Group(M 18) & 29
Pk
A 1EE FVeE A, the sk A7 A YT o] &3 H o 4702 DNS A ¥ IP =45 4
2 7R o2 AFea Add(F7HE YT

l:kl

Secure Firewall 31000 t] 3} o} 5 Q2 A~ e .


management-center-device-config-74_chapter32.pdf#nameddest=unique_256

| R EREE

1% 45: A 28 DNS AW 18 JH A

’ New DNS Server Group Object

Name*

dns1

DNS Servers

10.9.5.4

7 6 Save(A H) = Z8 51o] DNS A H]
GA 7 o] GAIE WESte] A 1F S F7FE U
RE %S #el o 4709 DNS A ¥Rk

918 Save(4 ) Felskol G Aol WA AFS B

SSH =L SSH o A =~ 5-F 44

o F7hg .

= T
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] A F o] 20| A AA] 2 2] SSH M| A S 318312 SSH AW & A ststa 3| &5 = EYA

& PP,

L 2AIA

@Al1 Devices(t] Hlo] ) > Platform Settings(=

=
A2 SSHE Adeigct

o
g
w

S=y

. Secure Firewall 31000 o3} U} Sl ~EH A~ 1

b A A A S AL B

A ALl i g SSH Al =& €4 5)8l2d W Enable SSH Server (SSH A1 ¥ &4 8}) &etold & A 8%}

=



gt
a

A RE

1

| Secure Firewall 31001 o] 3} t}5 Q1
SSH & SSH N 4| ~ 22 14 .

1% 46: SSH

MI ChaSSiS Settings y You have unsaved changes Cancel m

Enter Description

Policy Assignments (1)

SSH Server SSH Client
imia Synehior aon (_) Enable SSH Server Strict Host Keycheck disable
ne Zones
lnecones Algorithms s Algorithms Vi
~ Encryption ~ Encryption
aes128-cbhc aes128-cbc
aes128-ctr aes128-ctr
aes128-gcm_openssh_com aes128-gcm_openssh_com
aes192-che aes192-cbc
aes192-ctr aes192-ctr
aes256-cbhe aes256-che
aes256-ctr aes256-ctr
aes256-gcm_openssh_com aes256-gcm_openssh_com
chacha20-poly1305_openssh_com chacha20-poly1305_openssh_com
~ Key Exchange ~ Key Exchange
ecdh-sha2-nistp256 curve25519-sha256
Host Key* 2048 & Volume Rekey Limit S KB
Volume Rekey Limit | KB Time Rekey Limit S | Minutes
Time Rekey Limit ¢ | Minutes

94 FEFHE dudES AAsE Y Edit(EA) (HE FYIUTh
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| R EREE

GA 5

7] 6

oA 7

A 8

a3 47: 0L el S

Add Algorithms X

Available Algorithms (17)
aes128-cbe

Selected Algorithms (3)

~ Encryption

aes128-ctr aes256-gem_openssh_com

aes128-gcm_openssh_com ~ Key Exchange

aes192-cbc ecdh-sha2-nistp521
aes192-ctr ~ Mac

aes256-cbc hmac-sha2-512
aes256-ctr

chacha20-poly1305_openssh_com
~ Key Exchange
curve25519-sha256
curve25519-sha256_libssh_org
diffie-hellman-group14-shal
diffie-hellman-group14-sha256
ecdh-sha2-nistp256
ecdh-sha2-nistp384
v Mac
hmac-sha-1
hmac-sha2-256

Cancel . Add

W GEs duFL AT

b) 7l

©) Mac24 daglEs& A8y
Host Key(Z2~E 7))ol tl3] RSA 7] el e REe] 2~ 378 ¢ E 3t}

RE 2 G E R 1024-2048 W 919 89) vl AU T A A 7] REH S A7)/ 24
RSA 7] A2 Ak bl 2.2 APUrh A4S 2L 20489 T

AN

~11 2] Volume Rekey Limit(E5 A48 Al §h)oll thall FXOS7F Al ol Al A4S sl Aleh7] Aol A4
= &l &5 BT FKB TS AU

A8 ¢] TimeRekey Limit(A17F 7] A1 484 Al gH)ell o 8] EXOS7F Al Aol A &
Al o] frf ZEi7EE 7 Ae ARG 9= A8 F o

SSH Client(SSH Sgfo] A E)ofl &l vf& A A& 7+ d Uk

AE s A7) 7l SSH

. Secure Firewall 31000 o3} U} Sl 2 A~ R =
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SSH 2! SSH 9 4| 2~ 5.5 54 .

1% 48: SSH

M! ChaSSiS Settings y You have unsaved changes Cancel ‘m

Enter Description Policy Assignments (1)

DNS

SSH Server SSH Client
SSH
™) Ena rver i isabl
Time Synchronization @) Enable SSH Server R disable
Algorithms e Algorithms K
~ Encryption ~ Encryption
aes128-cbhc aes128-cbc
aes128-ctr aes128-ctr
aes128-gcm_openssh_com aes128-gcm_openssh_com
aes192-che aes192-cbc
aes192-ctr aes192-ctr
aes256-cbhe aes256-che
aes256-ctr aes256-ctr
aes256-gcm_openssh_com aes256-gcm_openssh_com
chacha20-poly1305_openssh_com chacha20-poly1305_openssh_com
~ Key Exchange ~ Key Exchange

ecdh-sha2-nistp256 curve25519-sha256

Host Key* 2048 & Volume Rekey Limit ¢ | KB

Volume Rekey Limit | KB Time Rekey Limit S | Minutes

Time Rekey Limit ¢ | Minutes

able(24 3}), disable(H] &4 3}) == prompt (=

. enable(%‘f/‘é 3}) — Z2E 717} FX0S 9] ¢
t}h. A 2~ El/AH] 2~ W 9] o A enter ssh-ho:
o & FrhefoF gt

PrOmpL(EE #37.2) — 52212 717} AAJol A E]o] A% 9 A% B2 718 ety
ARt T2 E 7 T AP U

disable(M] &4 s} - (7] & ah) ol Aol At T ~E 7|7F gl A5 AA 7 E2E 71 & As
o e

Aol §li= A5 A4l AFHY
04 FXOS CLIYI A S 1~EE 4%

Y =] = Edlt( A) (£)E 293 U2 Encryption(¢5.3}) , Key Exchange(7] 123+ 2 Mac

daeEE Ay

Volume Rekey Limit(E-& 7] A1 4473 Al gh) - FXOS7F Al Al A2 & sl Al8H7] el A4S &

3 31851 Eels KB BI)E 4T

* Time Rekey Limit(A] 3+ 7] A A8/ AlgH) - FXOS7F Al ol A A2 S s Al 317] el SSH Al A o]
A7 E 4= e AIZHE TGS A A g T

A9 SSH AccessList(SSH A2~ 5-5)E A9t} SSHE AFESH W IP 74 == U E9] Aol uish
MA| 25 &3 oF T}
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| R EREE

1% 49: SSH A A 2= B =

MI-chassis #

Enter Description

SSH Access List

S5H
§ SSH Access will be allowed to the configured networks

SSH Access List

MNetwork List rd
Time Synchronization i
Y any-ipv4
Time Zones .
any-ipv6

) By default, SSH access is denied unless you add a network to the list.

SA 10 Edit(5 4)(!)3 25t M EY A NAE F713kaL Save(A )& S FUTL F5 22 1P

N
B>
i

. Secure Firewall 31000 o3} U} Sl 2 A~ R =



| Secure Firewall 3100°]] o g} t} 5 <1~

Syslog

S

1
O:

A1

W)

A

2

(RUBNA)

HARo
Syslog 2 % .
17 50: I E S A A
Add Network Objects X
Available Network Objects (14) + Selected Network Objects (1)
Search Network Objects Remove All

any IPv4-Benchmark-Tests

any-ipvd

any-ipvé | & |

IPva-Link-Local

IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPvd4~-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918
IPv6-IPv4-Mapped

IPv6-Link-Local
IPv6-Private-Unique-Local-Addresses
IPv6-to-IPv4-Relay-Anycast

test

@ Only Network Objects of type "Host’ and 'Network’ are supported. "'Range’ and 'FOQDN’' objects are not supported

Cancel ‘ Add

Save()E 2ol 3] WA AFE BT AT

A A 2T 28 B8t ¢ lF Ut o] # 8 A AF 215 AjA] 9] FXOS & Al Al ol A

AsH Y.

EEAA
Devices(t] v}o] =) > Platform Settings(Z # & A A)E A8t A A A& A AY HEFY
t}.

Syslog(Al =8 = 1)E A e
Local Destinations(=22 ) §1& S5t tho d=5 JH o)
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19 51 2274 g4

Secure Firewall 31001 o g+ t}-5 <1

MI_chassis_settings ~

Enter Description

DNS

SSH

Time Synchronization

Time Zones

Syslog

Local Destinations Remote Destinations Local Sources

Console

Enable Admin State

Level | Critical

Monitor

("I Enable Admin State

o

ISP

ah=]

Level

File

@ ) Enable Admin State

Level | Critical

MName* | messages

Size* | 4194304 * | Bytes
o5 B
Console(= &) A4

Admin State(¥H2] AHH]) 2=

A7} Z 40 syslog HA] A

SL20] syslog WA A S FA8FaL 10| F718tE = 7

FAE A U,

220
&0

Enable(Z4] 3}) ghel k-8 A Elgut} Enable(E4 3}) QLE}O]
ABNE] 2] ek 79, syslog WA A= 219 715 A vk &2

Level(z]') 2=

Console Admin State(< -
S Hes 7 :Algngﬂ%%%wﬂﬂ*z°

OT = T=
Ok ARA ZE &l Sl El i o] o) WA A E AT
5 O]'L}‘E

< T AFYH
* Emergencies

e Alerts

* Critical

Monitor (51 ) A A

[l Secure Firewall 310001 o3 o} 31
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Syslog 2 % .

il

o] EE

Admin State(Z2] AHE]) 2= A A 7F Y E o syslog M A A& A SF=A] of §-

E U o syslog WA A& A8kl =10 F=7beke = 4%
Enable(24d 3}) &<l &S A Bl gyt Enable(E4d 3}) &1 gko]
A A &2 AT, syslog P A Al = 2 Lo F71E A WF B E 9
FAE A g5
Monitor - Admin State(= Y B - #2] 2 El) 2] Enable(Z27d &}) <
s AEe A, BUHo| ZAE 7P RS wA A s Al
Y T}, Firepower A Al & HEi of A < o]/ HAIA &
Ay v T stu Y sy

* Emergencies

=

Level(5F<) =&

e
h

Ho

il
2]
2
A

1)
AL

* Alerts

* Critical

* Errors

* Warnings

* Notifications

* Information(% X.)

» Debugging

7] 4 Remote Destination(1 2 o) sholl A, A AJol| A A WA A S #4352 9l Ao 37) 9] 97
Zae] g3 v =5 d
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. Syslog A7

a2 A28 209 B

MI_chassis_settings ~

Enter Description

DNS

Local Destinations Remote Destinations Local Sources
SSH
Time Synchronization Server1

@) Enable Admin State

Time Zones

Syslog Level Critical
Hostname* | 10.89.4.2
Facility Local7
Server2

(M Enable Admin State

Level I 3 v
Hostname*

Facility : v
Server3

(I Enable Admin State

Level

Hostname*

Facility Cé v

A& 3ko] 95 syslog A1 H o] AF-& 7158 2~ 3 7he|| whet HA| X &
EA 78 9] syslog 7
£ 98l 71 5S vE T

44 )/l syslog WA A &

Hagh g olom, A4 So 21 HolHE 248 5 AF YT o
AAZE 715 o) A e 24 S XA star, 204 HlolHE F&
Aol AGsAY, AP EE AT HE S ALESte] BAE F48 = U5

o1& EE

Admin State(2] JH]) 2= 271 3} 9 syslog WA A& A 738l = 7 -5 Enable(24]
o
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T

it
o
-

Syslog A %

}‘]—/:tr 1
< A4 gdo S F FE ol HAAE ?ﬂ%}?‘%ﬂﬂr E}u O
ahbel 5= Qo

* Emergencies

* Alerts

* Critical

* Errors

* Warnings

* Notifications

* Information(% X.)

» Debugging

Hostname/IPAddress(2 = E ] | 14 271 5t o] QlE S 2E o F EE P FaY Y
Z2/|IP Z,A}\) v [
y=1 at) = —

Mo

Facility(7]%5) =5t 55 | 99 wIA A ©] 790 2 AR8-S syslog A ¥ ol] gk Al 28] 2 15
[e)

A5 Local Sources(Z27 A 22) ®18 83l th2

1<)
(1
il
iR
L)
i
i
O
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OYBIA 2R 20 24 A

MI_chassis_settings ~

Enter Description

DNS

Local Destinations Remote Destinations Local Sources
SSH ——
Time Synchronization Faults
Time Zones @) Enable Admin State
Syslog

Audits

@ ) Enable Admin State

Events

(M Enable Admin State

S EE

Faults(4 &) > Enable Admin | A] =¥l A& 2 7]-S g4 8}3h o},
State(TH2] AFE] 24 3}
Audits(77AH > Enable Admin | 7ZIA} 2 28 g4 33 )
State(ZHe] e} 493}
Events(¢]| 91 E) > Enable Admin | A] =€ oWl E 2 7] S 34 3}3h ]},
State(¥2] e €493}

NTPE= V=912 A1 28] 2ol kel 5715He A2 AFsHe AZH A A 288 Tdshs
o) A& FU T 4 Bhe) 487} Z8hE CRL 75 3} o] A bl vzhek 2hejol = o] 2] 8 4 8
ol Ba gtk Al 47744 NTP AW THE 5 e,

)

Za « FXOS+ NTP H A 3& AF&-3u T},

o 5 NTP A ¥ 9] stratum 4k©] 13 ©] <1
o} 571383k 4= glF YT NTP 2o
HEasi=

ZFA] NTP A H S A A3 29 A1 < /etc/ntp conf 3L oA 3T AlF 7S .
NTP A ¥ 9] stratum #4©] 13 0] 7 % ntp.conf 3} L ol A stratum #4274 3L AW E THA] A
2+t A Y T2 NTP A1 (l: pool.ntp.org) & AH&E = 5 T

A ol Zg] A o] A ¢l AE A= FXOS A A 2] NTP A H|
E7}NTP A ¥ ¢} 57182 W vt} stratum ghol 14 &

[ Secure Firewall 310001 03 U5 Q1281w
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REESERN |

A28} 7] el
NTP A H 2] T AE o] 55 A3l 7 -9- DNS A ¥ = FA &f oF Yt} DNS 141, 46 o] A &

25N 2.

sz 7

A1 1 Devices(t] vFo] ) > Platform Settings(= 2% A 4)
o}
@A 2 Time Synchronization(*] 7+ 5 7]3}) & A &gk o},

1% 54: A 3 5718}

il

EEEERUNE RS EE IR Fik s

MI_chassis_settings #

Enter Description

DNS
SH Via NTP from Management Center

Time Synchronization ® Use Custom NTP Server

Time Zones

NTP Servers Add
Syslog |7

ntp1 i

@7 3 management centerol| A A]7FS- 714 2.2 Via NTP from Management Center (M anagement Center
AN NTPE &35 =yt

o] &5 AH8-8F Al Al ¢F management center®] A 7Fo] Zrol Lt}
A 4 9] NTP AW & A}-8-3}2] ¥ Use Custom NTP Server (AF8-2F 2] 4 NTP A ¥ A8 E S8 3 th
a) Add(F7hE 83t A& F7HHTh
19 55 NTP A W] F7}

Add NTP Server X

Select NTP Server*

| ntp1 v | -+ New Server

Cancel Add

b) S=ETHS Wlirol A oln] ol AuE AElehi Add(F7hE 228ttt New Server (4] A

B)E 2 ste] A A & Fohg
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1%} 56: A NTP AW =7}

Add New NTP Server X

NTP Server Name*

ntp1

IP/FQDN*

1.ntp.esl.cisco.com

Authentication Key

Authentication Value

Cancel Add

o) M AMH B tE B dYsta Add(F7hE =
A

e Y
* NTP Server Name(NTP 411 o] £) - o] 1] 2 21 3}7] 915t o] 5 gLt

* IP/FQDN - A 9] IP 4 T T 2E o] &Y th

« Authentication Key(21% 7]) 2 Authentication Value($1% %t)- NTP A/ ¥ o] A] 7] ID$} 3h<
7P & Ut o & £9] OpenSSLe] A X Hl NTP A ¥ ¥ 4.2.8p8 o]/l A] SHAL 7] & YA
52 ¥ ntp-keygen -M W #H S 2 g th2 ntp.keys FHL ol A 7] ID E 7S A T
message digestE A12HE W] oW 7] & ALE A E St E F A dEE o 7] ID

7} AR YT
NTP A1 8] 1% &= SHA1YF A| g Yo},

WA 5 Save(#1 ) Fe sl A A WA S wE A,

Devices(T] B} o] 2~) > Platform Settings(Z & A A)E Aelsa AA] AL A8 H A3

)

N

AIZF S A8y o
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19 57: 25 A7

MI_chassis_settings #

Enter Description

Time Zone:

[uTC+00:00) UTC v
(UTC-12:00) Etc/GMT+12
(UTC-11:00) Etc/GMT+11

chronization

Time Zones Zor

Syslog

(UTC-11:00) Pacific/Midway
(UTC-11:00) Pacific/Pago_Pago
(UTC-11:00) Pacific/Samoa
(UTC-11:00) US/Samoa
(UTC-10:00) America/Adak
(UTC-10:00) America/Atka

MITE_1000 Cea ICEAATL 1N

ol =Bl 2o ik ol E] H|o] A~ W
AzEl o] AE Ao 25 T i AT AT YTk Al Qe F o] 2E FEH AL ALE-5
A g QIR o] 23 Ak A3 Qa6 Aol v F L o At 2l o
TS FA ¥ &3 EtherChannel o] FIH A S BT = 5 Utk 221 Bk QAo AFE-5]
= Qe H| o] 2 AbAaFH Aol & gFo] W] T},
PR PREE DRSS

P

Ef 3| o]

M A 2~ 5F 2], NAT, SSL, ID 7], VPN, DHCP A H 5 Q2
= QTE

N
e N R EE ERER e

[>
o

QA wE o] AAHY

Sl thal] FL g QI Hlo] 25 WA oF k. 2H 4] o 17b8Ad
S o

A 257 Aol
+ Q1212 4, 18 9 o] A of whe} SlE] o] 2B TGV T
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« o]1] &5 ¢1E 7] 0] 2~ E EtherChannelol] 371812 &= 7 9ol = W A Q1 28] 2~ of A] Q1 E] #H o] ~
S F-S- 3 A 3+ T} EtherChannelol] ¢1E #H o] ~ & Z=7}38f oF gt} A EtherChannel®] 739 o]
2 A 8k Sof] 91 ~¥l A~ EtherChannelS & 4 9154t}
ZZAIA

7 1 Devices(t] vl o] 22) > Device Management(t] vl o] 2~ #+2]) 2] Chassis(*l A]) & ol 4] Manage(#2)) & &
gAY Edit(54) ()5 2
1 58: A A T

Firewall 3120 Threat

Defense Multi- 7.4.0 Manage MN/A
Instance Supervisor

TPK-4
192.168.1.34

Aol T3 Chassis Manager (A1 4] 2421 4}) # o] 2] 7} & 2] 3L Summary(L.F) # o] A 7} A Yt

A 2 Instances(Sl 21 2)E ZE sl SlE Ho] A2 M sk el -l o Q)&= Edit(5A) (£H)S 29
[Rh=

% 59: 01 ' A

Chassis Manager: TPK-4 XN (oo |
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—
Add Instance
Name Version Resource Profile Management IP Management Gateway Licenses AC Policy Platform Settings
~ @ instancel 7.4.0.1572 Default-Small 192.168.1.35 192.168.1.254 N.A N.A N.A e
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data
> @ instance2 7.4.0.1572 Default-Small 192.168.1.37 192.168.1.254 N.A N.A N.A ]

7 3 Interface Assignment(Q1 B 3 o] 2~ 1) sl o] A E wf 744] Next(th2)E 22 )

. Secure Firewall 31000 o3} U} Sl 2 A~ R =
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Fxos cuel A A4 e 14 w7 ]

23 60: 1 E F o]~ EF

-

Edit Instance X
1) Instance Configuration o Interface Assignment 3 Summary
Available Interfaces (13) Selected Interfaces (3)
Ethernet1/1 Ethernet1/2
Ethernet1/3 Ethernet1/4
Ethernet1/5.11 < Ethernet1/5 =

Ethernet1/5.12 <

Ethernet1/9

Ethernet1/10

Ethernet1/11

Ethernet1/12

Ethernet1/13

Ethernet1/14 &
Ethernet1/15

Ethernet1/16

>>

Port-channel1 <
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@A 6 7S fE o E el disl EAdE dE o]~ E ok gyt 18 x] F oW 17k8-4
ol ZrtEA ZHEekA & FUH

FXO0S CLIol| A A A] 2] A WA
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Secure Firewall 3100°] o3t 045 gl 261~ we |
2 g W7

23 & LEE A8k A o] £5 Yt management center2] AJA] =% A ol A A gE
745 SSHE AH&3te] e Qe o] 2o A2 T % Q54T 1?4]/} He P FARE
WA H9 Ado] FoAFYr}

Z7] AA Al AFEA} o] & admind B U H T 5 ALE-3] 21913y

A IP F4E WA YT 114 [Pvd EE IPv6 542 AHEE 5= g5 U Th

| Pv4:

scope fabric-interconnect

set out-of-band static ip ip_address netmask network _mask gw gateway _ip_address

| Pv6:

scope fabric-interconnect

scope ipv6-config

set out-of-band static ipv6 ipv6_address ipv6-prefix prefix_length ipv6-gw gateway address
o A

| Pv4:

firepower-3110# scope fabric-interconnect

firepower-3110 /fabric-interconnect # set out-of-band static ip 10.5.23.8 netmask
255.255.255.0

gw 10.5.23.1

| Pv6:

firepower-3110# scope fabric-interconnect

firepower-3110 / fabric-interconnect # scope ipvé6-config

firepower-3110 / fabric-interconnect /ipvé6-config # set out-of-band static ipv6 2001:DB8::34
ipvé-prefix 64 ipve-gw 2001:DB8::1

Al 4 management centers ¥ 74§ T},

™ 4] & A management centerol] 4] A A] 9] T =& 3l Al &l ofF gt

enter device-manager manager_name [hostname {hostname | ipv4_address|ipv6_address}] [nat-id nat_id]
£2 72 g stabis WA X7} EAE U

RE 9ol A o] Mg e 4 gl

* hostname {hostname | ipv4_address | ipv6_address}—management center-o/] FQDN == IP 45
A4 g ek stk o] 9] tube] 2 (management center B A Aol = - Tlubo] 2 7 e
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Fx08 cLiol A 14 wre) 24w ]

TLS-1.3 458t A7y Alold Ad S A7 fs A4 7Hss 1P +47t O]OJO]C gt
hostnameS- A g 314 2 & AfAJof] AA 75 3HIP 54 = S E o] Fo] 9lofoF &1 nat-id
& A7l oF gt

nat-id nat_id— §+%0] A A3 FQEP F42 B TAE o] N AsA| & A A
55 v management center®l] A % sk 11 7-3F A 3] -8 T AL S A G g T} o] = hosthameS A]
A 2o AS DAFA N FAE 0|2 EIp FAE XY= A S0 % B4 NAT IDE
AR s = Aol =H U NAT IDE 374HS 238 ¢ Oi—s—u t}. 4 = AHA~Z, a~z, 0~9) 2} 6}01 %—
()= A8 S 95Ut o] IDE management centerdll 5531 UFE tHfo] 2o AL& 4=

<

FHt

Registration Key: reg_key— A1 & 55 & o management centerl] A4t A3 & 55 7|5 ¢

b WA A7 EAH U o] 5% 71 37442 2aba A e ok AU th GRAHAZ e,
0-0)} 8ho] ()& A& 4 2l Tk

o) A

firepower-3110# enter device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z], [A-Z],[0-9],[-]1. Length: [2-36]
Registration Key: Impala67

e v s WA o

scope security

set password
HEUH 5 E 9 994 o}, password
HEH E 5 213t} password

firepower-3110# scope security
firepower-3110 /security # set password
Enter new password: Sw@nsong67

Confirm new password: Sw@nsong67
firepower-3110 /security #

e
oX,

U QA AE A REE

scope system

8hsba1 4] 2281 o] Zebo] ol w2 tha] AT},

set deploymode native
A8 skl WA A 7} ey o
of A

firepower-3110# scope system

firepower-3110 /system # set deploymode native

All configuration and bootable images will be lost and system will reboot.
If there was out of band upgrade, it might reboot with the base version and
need to re-image to get the expected running version.

Do you still want to change deploy mode? (yes/no) :yes
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firepower-3110 /system #

= A v el 2|l A R 2 W7 5 set deploymode container & ¢) 2] 4 t}. show system
detaJI B s ARt A REE gl o sy

AN2EHA FUEH

show portmanager switch forward-rules hardware mac-filter

ol & &zl A Ao AL B A Qg H o] A7 g F ol A8 Ao o sl Lﬂlﬂi—switch-forwarding
TS BolFuth ol 172+ fid1 o] &EH aL o]t Yl e ftdzoﬂ gy

ECMP 1% 15402 fid1ol] @9 % 31 ECMP 18 15412 ftd29] 3=y},

secfw-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC_ID SRC_ID DST_PORT PKT_CNT DMAC

1 17 0 17 19 29164 0:0:0:0:0:0

2 0 19 0 19 17 67588 0:0:0:0:0:0

3 0 1 0 101 1541 0 a2:5b:83:0:0:15

4 0 1 0 101 1541 8181 ff:ff:ff:ff:ff:£ff
5 0 2 0 102 1540 0 a2:5b:83:0:0:18

6 0 2 0 102 1540 431 ff:ff:ff:ff:ff:ff
7 0 17 0 0 0 11133 0:0:0:0:0:0

8 0 17 0 0 0 0 0:0:0:0:0:0

o] gE 2 & %F/lxq °1E15ﬂ°]/\7]' T RIAE 2o S AEE A 7
switch-forwarding 7122 A1 Yt} oYl 1/1<2 ftd1 3} ftd2 {Holl &g YT}

ECMP 1% 15402 fid1ol] @95 3 ECMP 1% 15412 ftd2¢] 3=y}
MCAST 18 40962 fid1 3} fid2 7+e] B2 EFAE EgF & B A5t d AUt

7holl o gk -

2~
o

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC_ID SRC_ID DST PORT PKT CNT DMAC

1 0 17 0 17 19 2268 0:0:0:0:0:0

2 0 19 0 19 17 4844 0:0:0:0:0:0

3 0 1 0 101 1541 0 a2:5b:83:0:0:9

4 0 1 0 101 4096 546 ff:ff:ff:ff:ff:ff
5 0 1 0 101 1540 0 a2:5b:83:0:0:c

6 0 17 0 0 0 1263 0:0:0:0:0:0

7 0 17 0 0 0 0 0:0:0:0:0:0

o L 3 519l el

switch-forwarding 71 %] &

27 QAR A RS EdE ol A’ Ao sk U
. ol eyl 1/1.2452%= ftd1 3} ftd2 7ol &f-g Utk

ECMP 1% 15402 fid1ol] &9 % 31 ECMP 18 15412 ftd29] gy},
MCAST “18 4097 ftd1 7} ftd2 7S] B2 7|2~ E Egu S B A5l o AL Ut}

o]
FEA

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter
VLAN SRC_PORT PC_ID SRC_ID DST_PORT PKT_CNT DMAC
1 0 17 0 17 19 21305 0:0:0:0:0:0
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2 0 19 0 19 17 50976 0:0:0:0:0:0

3 2452 1 0 101 1541 430 a2:5b:83:0:0:f

4 2452 1 0 101 4097 0 ff:ff:ff:ff:ff:ff
5 2452 1 0 101 1540 0 a2:5b:83:0:0:12

6 0 17 0 0 0 11038 0:0:0:0:0:0

7 0 17 0 0 0 0 0:0:0:0:0:0

show portmanager switch ecmp-groups detail

o] S AFE3le] 72} Q1 A~' A Ecmp-Vport-Physical £ E vf3g A5 AW 5 Ao},

4

e}

F3L Physical-Port 18 W5~ A 8k} Q1=¥ 2~ 7ho] Ml Z Q1 & 3 1E #| o] =Y T},

firepower-3140 (local-mgmt) # show portmanager switch ecmp-groups detail

ECMP-GROUP VPORT PHYSICAL-PORT
1 1536 256 18
2 1537 257 18
3 1538 258 18
4 1539 259 18
5 1540 260 18
6 1541 261 18
7 1542 262 18
8 1543 263 18
9 1544 264 18
10 1545 265 18

show portmanager switch mcast-groups detail

MCAST L& WA AT AR E vdatad o] & ARt

firepower-3140 (local-mgmt) # show portmanager switch mcast-groups detail
MCAST-GROUP
1 4096
Member-ports
Ethernet 1/1
ECMP-ID 1541
ECMP-ID 1540

show portmanager counters mcast-group
o] & & AF-&-3Fo] MCAST L& % 7F+H & 134t

firepower-3140 (local-mgmt) # show portmanager counters mcast-group 4096
PKT_CNT: 8106

show portmanager counters ecmp

o] & AHE-3le] ECMP 15 9% 7H&H & &1t

firepower-3140 (local-mgmt) # show portmanager counters ecmp 1541
PKT CNT: 430
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Maagement | Threat

Center |Defense

Secure Firewall 7.4.1 7.4.1 Secure Firewall 31002 ©+ qH}o]/\(o] Zlolod A nE)
31009 vz A= = oy Aoy O] Ej (GF A28 A mE)g 723
[SEIA=N gl = 9l Utl thE Ol AEl A R Eo A= 9bA ] = A
l Hupol s A e 3 t%%l ALl o 2] A o] Q12
HEs 752 F syt us 2l A REd =2
gl o] 1 2~® 2~ (Threat Defense Q 28| o] =) 9} H = &2 &

AA L Ao} E A el =g Al el o] =)
A4 s

» Devices(t] v}-©] =) > Device Management(t] v} o] 2=
2]) > Add(5-7}) > Chassis(*} A])

!

* Devices(t] v}o] 22) > Device Management(t] v}o] 2~ ¥
2]) > Device(t] v ©] 2+) > Chassis Manager (A} A 2]
21

‘_

Devices(t] v}-o] 2) > Platform Settings(Z & A 4) >

New Policy(* 3 &) > Chassis Platform Settings(*H A|
=9E AA)

Devices(t] B} ©] 22) > Chassis Upgrade(*] A] & =12 ©]
=)
A171/5=74 ¥ Threat Defense CLI ™8 & : configure

multi-instance network ipv4, configure multi-instance
network ipv6

At/ ¥l FXOS CLI "8 & : create device-manager, set
deploymode

Z P FE Al gk Secure Firewall 310591 4] 2] 9 5] 2] ¢k<5 1 o}
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