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| 2+3517] 7l e
Z}7} Active Directory A1 H] ¢}-9] 1 of] 3| 3= o & 270 o] B 38k &4 33l oF i th. LDAP
Gl vt J AN A2E AT 5 Sl
=Nex|
-

LDAP % & 3= Active Directory
ot

XE

dA dEE ] A, 19 Aol Ao A th2 dHe A

GAI1 o}F] 31A] 2 UTHH management centerol] = 1913 T}
@Al 2 Integration(E §) > Other Integrations(7] El & %) > Realms(% <) > Realm Sequences(% & A1 d )
9 Ze)dh T}
@713 Add Sequence(AE 2 F7HE FE€ YT
S74  Name(ol &) A=o] o A|A~S A dale o] 5S 9,
A5 (A8 A}, Description(Zd W) Dol od o] Aj @ 2ol thsk AHS ¢ 2 dh o),
SA 6 Realms(% %) ob2f ol A Add(G7H ()2 22 3ok
GA 7 Az FUHE 4 9 ol FS FHF U
AN S F3 e Filter(ZE]) B=o] G o]F9 dA e dF-5 493t
978 OK(Ee)E ZE 3t}
@719 Add Realm Sequence(Q & Al # 2~ F=71) tf s} “dafol| A Al ~8lo] e EA g R oS Fojt} ¥

F4th
o 2= 7 e 9o s FAE G Al A 29 o 7} e} gl F Y T domain.example.com %3
o 1.t} A4 domain-europe.example.com ¢ 9 A A g o},
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Add Realm Sequence
Name*
Americas and Europe

Description

Realms
+

Drag and drop to order your realms

domain-europe.example.com (AD)

domain.example.com (AD)

okl S & 2]

ID QA g e85

an

QELE

HAT L.

Al 2] = £] 3l Management Center 1-%3: 2 7

o] A= T2l 7 A E S AFE3HE F 7FA] 9 9 © 2 management centerS A = A S
sl of B S A

o] A oAl = F 7] E 2]~ E forest.example.com 2 eastforest.example.com”} 38} 5 o] Q)
FUU Ze|2Es 2 2B 54 AREAL B 15o] THE X2 2 E 9] Microsoft ADY 9] &l Q1
sE T AeE AP Y

il o] &2 Microsoft AD 3 & ol 7+ 2 &5 LT}, Microsoft Azure AD 9§ 9ol = A &5 %] gF5U ).
o2 o] ool A A} A7 o dy
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. = Ql 7+ Al #] = 9] 3l Secure Firewall Management Center 73 1 ¢F7]: & & 2 t] g 2] 74

forest.example.com eastforest.example.com

Two-way transitive forest trust

Active Directory server Active Directory server

219] o & AF&3Fo] b5} %] management centerE A ¥ T
« DA 2 Ao AR o7 A o}ste] = AH-E&AH7F E et forest.example.com®] w1 ol] & o <
2 e
. Nx V\ Aol AA o2 A ojsle] = A8/}t E 314 eastforest.example.come] = Q1o o gk
o B o EE g
o] o €] 7} & & of] = management center®l] Y HH 2] 2 A H T Q] AEF 7} b HFH T
o o o] v &Y = v 2ol gy th
« forest.example.com

o AF&A}2] 712 31f- o] 5(DN): ou=UsersWest,dc=forest,dc=example,dc=com

« Z15 2] 7] & DN: ou=EngineringWest,dc=forest,dc=example,dc=com

* eastforest.example.com

« AF-8-2}9] 7] DN: ou=EastUsers,dc=eastforest,dc=example,dc=com

* 7155 %] 7]+ DN: ou=EastEngineering,dc=eastforest,dc=example,dc=com

I
ErQl 7 Al &5 ] 3} Secure Firewall Management Center 743 1 ©HA]: 49 2 o] &g 2] 4
36 #] o] #]
el 7+ Al 2] = 9] 3l Secure Firewall Management Center -4 1 ©H7):
FEEEEEEE
oj= WA dake] A A 2 oz, <l E}\’a} 1= Aol A F4 o Bol AbRH = 74 =gl
ZF 22 Al -4 E Active Directory A H & ¢14] 3} %= % management centerS - 3} WH S A
Wiy AME FA el digk 7 &= T2l 7 212 S 913 Management Center -4 : A2 7, 35 3] 0] %]
o Y& Frarsta Al e
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=9l 7+ Al E] Ao A Microsoft Active Directory Al H & -3 sl oFg Yt} AFA| S | 8- & 2
A E 34 9l ]l 3 Hlo] X o] Ul &S RS AL

LDAP X+ Microsoft Azure ADE AFEA}S Q&3 7 9- o] A= A28 4= g5 U

L 2AIA

management center®] = 1913t}

Integration(&- %) > Other Integrat|0n5(7] B} =3 > Realms(% &) W E& 28 g}
Add Realm(9 &} 71 =5 thE =0 A Aelg ). .

U JHE Y= 8l forest. example comS(2) AT
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31 Secure Firewall Management Center -4 1 ¢H7): & 2 v g 2] +4

Add New Realm

Mame*

Description

| eastforest.example.com

Type

AD Primary Domain

| AD

| | eastforest.example.com |

Directory Username*

Directory Password*

| limited.eastuser@eastforest.example.com

Base DN

Group DN

| ou=EngineeringUsers,dc=eastforest,dc=ex

Directory Server Configuration

| |ou:EastEngineering,dc:eaﬁtfcrest,dc:exa |

»~ eastforest.example.com:389

Hostname/IP Address*

Port*

| eastforest.example.com

| | 289

Encryption

CA Certificate

| MNone

(@) Resolve via route lookup

(0) Choose an interface

Default: Management/Diag

e @ Test connection succeeded

Interface used to connect to Directory server )

jnostic Interface

o

Add another directory

Configure Groups and Users e

231 U] & E 2] AF-8-2} o] 52 Active Directory =W 91 9] 2 & AFEA7F € 4= Q5 Ut 5
HAdo] daskA dEUTh
o2 e 2] Ao AR B A}8E = 1 E H o] 2= Active Directory A ¥ o]l A7 8k 4
= = Qg el s < = sy T

AlE8L7] Aol Test(Hl=E)E S8 sl Bl AEZF o =A Ay

Configure Groups and Users(—L &

T3l A7 A v AR U Fl o)A 7 &

o /\]__Q_X]_ S| z—])g

Al Y Tk
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A 10
AN

e
=

o] #o]A] &

= Ql 7+ Al #] = 9] 3l Secure Firewall Management Center 73 1 ¢F7]: & & 2 t] g 2] 74 .

forest.example.com
Group and User Sync Directory Realm Configuration

AD Primary Domain

forest.example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firepower Management Center should begin searching for user and group data.

Base DN Group DN

ou=UsersiWest,de=forest dc=exa ou=EngineeringWest dc=forest,d

Load Groups

Available Groups

Limit the groups to use in policy by moving them 1o either the Included Groups or Excluded Groups list. Moving one group to the Included Groups list, for example, allows
that group only to be used in policy. Learn more [

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users

All except excluded None
CrossForestTest
AnotherCrosForestTest
Engineers\West
RegularGroup

CrossForestGroup

R AFEA7F o R = E A %2 4 -5- Base DN(7]+% DN) % Groups DN(Z DN) 2
9] 3k <13l ar Load Groups(T1 5 2=)E 83Ut

o Sol Ao A AHg 7h5 g e AE A T4 o] Atk AHAIF WS G B, 23
sol 4 2 4o Tl 2 575 We, 27 o Ao Ul &L FEeAA L

el Hl o] x| = WM 3 749 Save(A = FH Yt

T H
Integration(‘&-3}) > Other Integrations(7] E} &-3}) > Realms(%3 &) HES St

Add Realm(9 & =7
Us AEE 498

hs 83y
o] eastforest.example.com<(Z) -4 g v}
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=
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. L9l 7+ A1 5] & 9] Secure Firewall Management Center 7-43 1 ¢HA: &3 o] 2 T &g 8] 74

Add New Realm @ X

MName* Description

| eastforest.example.com | | |

Type AD Primary Domain

| AD | | eastforest.example.com |
.'..'..'. doman.com

Directory Username™ Directory Password®

|I'|m]ted.eastuser@eastforest.example.com | | ------- |

E.g. user@domain.com

Base DN Group DN

|;Users.dc=eastf0rest,dc=example.dc=ccm | |eeﬂ'ng,dczeasllcrest,dczexample__dczcom |

E.o. ou=group,de=cisco,de=com [ I=ar - =

E.g. ou=group,dc=cisco,dc=com

Directory Server Configuration

~ eastforest.example.com:636

Hostname/IP Address* Port*

| eastforest.example.com | | 636 |
Encryption CA Certificate*

| LDAPS | EastForest |+

Interface used to connect to Directory server
(@ Resolve via route lookup

(0} Choose an interface

Default: Management/Diagnostic Interface w

5 Test @ Test connection succeeded

Add another directory

SAM2 AEsH7] Aol Test(HI~E)E S5t HAEZF =] el
A1 13 Configure Groups and Users(L3& & AF-&2 A A2 Ze gt}
G184 el A E AS o fARE O s o] X7 EAI R Y T
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A3 =l ZF A A 8 2o (X F GeRE)E 2T 3 UL Yes(dl) 2 Z

= Ql 7+ Al 2] = 9] 3l management center -7 27| AL-8- A} L 15 573} .

eastforest.example.com Cancel

Enter description

Group and User Sync Directory Realm Configuration

AD Primary Domain

eastforest. example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firewall Management Center should begin searching for user and group data

Base DN Group DN
ou=EastUsers,dc=eastforest,dc= ou=EastEngineering,du=eastfore
Load Groups

Available Groups

Limit the groups to use in policy by moving them to either the Included Groups or Excluded Groups list. Moving one group to
the Included Groups list, for example, allows that group only to be used in policy. Learn more [4

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users

Search All except excluded None

No groups were found

ol 7+ Al F] & 9] 3t management center 1-4d 2WHAl: AFE-2F 2 15 5713} 41 H o] X

A1 2] E 913l management center -4 2¢HA: AFR A H 5

Tl 7 A1E #AA 7 A= E o2 Active Directory A H S A1 3 Tl = AL AF H IFS oS-
2ok Yty o] LR A AE 33 Active Directory 73 ol @A & -9l &= T A (o L F =
AF-8-2}7} $F Active Directory T=H| 1ol o 3f) T} 2 = % A A 7F T} 2 Active Directory 5=t 210] of &)
M TR E A g7t 2AIE YT

A28}7] Aol

LRl IF 212 & 913 Secure Firewall Management Center 773 1 ©-A: 94 2 o] dlE g] 74, 36 7|
ol Aol A A & 2l & MR A

hud

L 2AIA

Al 1 management centerol] = 1913t}
A 2 Integration(5-$) > Other Integrations(”] E} &) > Realms(% &) M E& 8 )
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Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Realms Realm Sequences Sync Results
Realms Groups Users Users contained in the selected group
P — T VUMY |, forest.cxample.com
3 E.g., Error message: this realm contains references to user or groups in another
eastforest.example.com CrossForestValidGroup domain that have not been synchronized (downloaded with the system.)
Learn more [4

EngineersWest
A CrossForestinvalidGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [4

A EastF mple.com\Easth ingUsers
Check config for Realm and ensure you can Sync user or group
'EastForest.example.com\EastMarketingUsers® from that Realm.

Viewing 1-2 of 2 Viewing 1-3 of 3 Viewing 1-1 of 1

$] o] o ol A = forest.example.comol] management centerol| A th&Z =34 ¢k T E 15&
CrossForestinvalidGroup & ¥ 838l A2 2 =99 215 EastMarketingUsers= X 33U o
eastforest.example.com 4 & S t}A] 57| 8}gk $ol| = @ F{7} 3] 4 = X @F 91 Active Directory &= 1|
ol AEZe 7} EastMarketmgUsers—E— A ke o v g

o] #A & sl At ™, tha& FAFTH
. CrossForestInvalidGroupoﬂ ] EastMarketingUsers= #| 7] 5} 3L forest.example.com & -2 THA|
5713k 5 ohA] gl gy
» eastforest.example.com < & 2] “15 DNl 4] ou=EastEngineering %< Al AU th 1899

management center”} Active Directory A5 73] 9] dlel A 15& AL
eastforest.example.com$- 5 7] 3}¢F = thA] &1 Th

o

A28 0l 4 = Realms(% ) 0] |0l A A= E-G A8 ol )@ 4 B2 441 e S
W AR ohgol folshaiA .
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o} 2] &}#] 2F2kthH management centerol] = 1913t

Integration('s-§}) > Other Integrations(”] E} & &) > Realms(%J &) &S S 3t}

J & 24| 8l Delete(21Al) (W )< 223t}
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Integration(‘5§}) > Other Integrations(”] E} 5 §}) > Realms(% &) Bl &2 &8 gt}

Compare Realms(%3 & ¥ 2)S &2 g}

OK(3HRN)E 28 g,

J

A A S E A o 2 g Alsl T Al S EAE 9] 9] Previous(o] A) & Next(th2)E &8 gt}
2 2¥5te] o vl WA S AT

A9 (*18 AL}, New Comparison(A] H] )& S8 5to] A 4 vl 7] E At

(18 A}3h). Comparison Report(H] i H.314])
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« DNS+ AD Primary Domain(AD 7]+ =] 91)8- LDAP A B 1= Active Directory =1 ¢1 A E =
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