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| 2 2EIQ 165201 12T
2001:db8:: 100 — 208.165.201.1
209.185.200.225 — 2001:db3:D1A5:CBE1
2EID1 dbd:1/86

B Inside client

. 2001.db2::100
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a) Objects(7ll A]) > Object Management(7] Al #H2])Z A &gk},

b) Ak A Network(W E 9] )& A ¥ 8}31 Add Networ k(U1 E- = 371 > Add Object(71 Al F71)
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N
B
E
ot



FECE]

N
B
e
et

NAT64/46 <]: 1) 3 1Pv6 vl = 9121 2 <3 1pva 1l ]

d) Save(AhE ZH 3}t
A 2 % NAT 712 S A 8ol IPve U E AE [Pv4RE W33 3 ThA] 5
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d) Interface Objects(31E 3| o] 2= 7R Al A TS 7+ T T
« Source | nterface Objects(2 2~ ¢1E 3 o] 2 7] A]) = inside.

« Destination Interface Objects(th 7 Q1€ | o] 2~ 7] A) = outside.

e) Trandation(*Agh)ollA o3& 4o}
« Original Source(g ¥ 2~ 22) = inside v6 U E S = 7] A
* Trandated Source(¥ 3+ 4~22) = Destination Interface IP(th 7 Q1] #H o] 2~ | P)
* Original Destination( & th”d) = inside_v6 U E 9 = 7] A
ghe

« Translated Destination(*A A = any-ipv4 Y1 E Y = 71 A
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Add NAT Rule

Insert:
In Category
Type:
Dynamic

Enable
Description

Interface Objects  Translation

Original Packet
Criginal Source:*
inside_v6 -
Original Destination
Address v
inside_vo A
f) OK(&ME
o] 42 A}

w

MAT Rules Before v

PAT Pool Advanced

Translated Packet

Translated Source
Destination Interface P v

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used
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any-ipvd -

=
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Web server
209.165.200.225/27
EJ 1
| =l DNS server
@ . 209165202 129/27
\'—oﬁtside S
IPvd 209.165.201 1/27
é’ DNS: www . example.com
Aho. = A 209.165.200.225 — AAAA 2001:db8:D1ALCEEN
333112282016}22_5’ iugal[]{ilsﬂzt?;&&&c&ﬂ gﬁ 209.165.202.129 — 2001:DB8::D1A5:CAS1
R B . 209.165.201.1 — 2001:db&::100

inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
\ 2001:db8::100
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Tave MR 2 e Yy

*209.165.202.129 ->2001:DB8::D1A5:CA81

* 209.165.201.1 ->2001:db8::100
3. o]A| Ipv6 Zefol A A A IP TA4E X531 2001:db8:D1AS5:C8E12] www.example.com
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« 2001:DB8::1005- 209.156.101.549] L 3 H U THNAT64 Q1 E] 3] o] 2~ PAT 7 2).
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= =gy
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U ES] T NA ] 0] < inside v67} o] A A3}l UIE S T 52 2001:db8::/96 ¢ & 3t}

New Network Object

Name

inside_v6

Description

Network
Host Range ®) Network FQDN

2007:db8::/96

Allow Overrides

d Save(Ad)= SHEU
e) Add Network(F7} U] E<] =) > Add Object(7] A F7hHE S8 3taL 9 F- 1Pv4 MIEQ A5 o3
SR=
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New Network Object

Name

‘ outside_v4_any
Description

Network
Host Range ®) Network ) FQDN

0.0.0.0/0

\ Allow Overrides

f) Save(A)E =¢
Al 2 Y5 IPv6 Y E 9 -8 NAT64 52 PAT 12 S 74 U ok
A 3 Q)5 IPv4 U E Y T8 114 NAT46 7F 2 S A4 gy o
a) Add Rule(713 F7hH<& S8 34t
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» Source I nterface Objects(Z2~ Q1] #| o] 2~ 7} A]) = outside.

« Degtination Interface Objects(t 7 Q1 E] #H o] 2~ 7] Al]) = inside.
d) Trandation(¥3h)ell A 55 4 o

» Original Source(] ¥ A~ 2~) = outside v4 any U] E 9] 3 7] A

» Tranglated Source(¥ 3+ 4~ 2~) > Address(5-42) = inside_v6 W EH = 71 4.
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Add NAT Rule

NAT Rule:
Auto NAT Rule

Type:
Static

Interface Objects
Original Packet

Original Source:*

outside_v4_any

Original Port:
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Translated Packet
Translated Source:
v Address v
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M Translated Port:
f) OK(ENHE S8
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IPvE web server

oﬁtside
IPvE 2001:db8:122:201b::1/96
S 4

2001:db8:122:2091::121 — 2001:db8:122:2399::1

IPvG 2001:db8:122:2091::11/96

Inside client
\ 2001:db8:122:2091::121
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13T}, o] o Ao A= Qe #| o] 2 7| 2| 7} inside 2 outsidez} = o] E¢] .ot ol ghal 7FA F
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a) Objects(7} Al]) > Object Management(7} A #2])S A&l g},

b) Ex}oll A Network(Hl E9] ) E 41 €&} 32 Add Network (Ul E ¢ = 37}) > Add Object(7} 2l 5=71)
=

c) WHIPv6 HEEYAE A3yt
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New Network Object
Name
inside_vb

Description

Network
Host Range (& Network FODN

2001:db8:122:2091::/96

| Allow Overrides

d) Save(AhE =g h
e) Add Network(U|E 9= 37}) > Add Object(7] 2] F7HE 8313l 25 IPv6 NAT W EH I =

Ao g

HE Y A R 9] o] 55 outside nat v6T}F o] XA Y E Y F4 2001:db8:122:2999::/96-S
o] Eﬂz‘sl—qq_

H 1 H .

New Network Object

Mame

outside_nat_v6

Description

MNetwork
Host Range (& MNetwork FQDN

2001:db8:122:2999::/96

Allow Overrides

f) Save(AhE =
@A 2 WH-1Pve M EY A
a) Devices(t]H}o] )
b) Add Rule(:F3%
o) U HA8S AU
* NAT Rulg(NAT 7 2#]) = Auto NAT Rule.
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d) Interface Objects(¢lEl | o] = 7| Aol A t}&-& T4 gt}

« Source I nterface Objects(Z 2~ ¢1E] | o] 2 7§ Al]) = inside.

« Destination Interface Objects(th /g Q1 E =] o] 2= 7)1 A]) = outside.
e) Translation(H gholl Al th3-& -4 ok

« Original Source(¢ ¥ 4~ 2~) = inside v6 U/ E - F 7} 4.

» Translated Source(¥ 8%l 2~ 2~) > Address(5-2) = outside_nat_v6 W E 9] = 714,

Add NAT Rule
MAT Rule

Auto NAT Rule v
Type

Static -

]
el

Interface Objects  Translation  PAT Pool  Advanced

—
Original Packet Translated Packet
Original Source:* Translated Source
inside_vE v Address v
Qriginal Port: gutside_nat_vb ¥
TCP

Translated Port

f) OK(ZFNE

AR) 3= 73 - 21 E #] 0] 22 9] 2001:db8:122:2091::/96 A Bl ol A] 2] 3. o1 E] F] o] ~
2 o] %3lE BE E L 2001:db8:122:2999::/96 U E ) =] FAE 114 NAT66 H 35 Ut}

NAT66 <, 73} IPv6 1 E] 9] o] 2~ PAT

A U T AT 95 IE Aol 2 IPve Tl 7] e R E 54
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IPvG web server
: outside

IPvE 2001:db8:122:201b::1/96

2001:db8:122:2091::121 — 2001:db8:122:201b::1

inside
2001:db8:122:2091::11/96

Inside client
z 2001:db3:122:2091::121
—)

cl ko] 2ol vh gk Q1E o o] 27k 3kl Qlejsl o 2~ A (R F H= QUE A 0] 2 1) glEA
skol gt t}. o] o Aol A = 21 E] | o] 2~ 7§ A 7} inside 2 outsidet} = o] & ¢] Kot of oo g}ar 714 &
Yt} 1 F o] 2= | A& 74 52 ¥ Objects(7H A1) > Object Management (7§ A| #+2])E A & gF v}
Interface(Q1E] 7 0] 2~) & A &3]t}

|PvG
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EXRE

A1 W IPve VIER AL E A ol dh= M EA AL /HA & Bt
a) Objects(7l Al]) > Object Management(7] Al #H2])Z A &gt}
b) EHxFell A Network(U E9] =1)& 4 &5} a2 Add Network (U E9] = 57}) > Add Object(7H A 5=7})
= S8y
c) WHIPv6 MIEYAE Gt
UEY A 7} A) 2] 0] 2 inside v63} o] A A 3FI U E ] A 524 2001:db8:122:2091::/96S ¢ &
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New Network Object

Name

{ inside_v6 1

Description

Network

o,

() Host () Range (® Network |

o

) FQDN

{ 2001:db8:122:2091::/96 }

] Allow Overrides

d) Save(4E Pt
@A 2 HF-IPve WIE I& &4 PAT 7135 78 34 th
a) Devices(t]H}o] 22) > NAT & 41 B 8} 31 threat defense NAT 4 2 & A4 3} A =4 o).
b) Add Rule(31% F7H<S 223t}
¢ & E8E 8
* NAT Rule(NAT 71 %)) = Auto NAT Rule.

#3 =54

d) Interface Objects(21E | o] 2~ 7R Aol A T3-S A gt}
« Source I nterface Objects(Z2~ ¢1E] | o] 2 7§ Al]) = inside.

* Destination Interface Objects(t /4 Q1€ | o] & 7] A))) = outside.
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e) Trandation(H gl A thaS F+A U
« Original Source(Y ¥ 4 2) = inside v6 WIEY = 7} 4.
» Translated Source(¥ 3+ 2~ 2~) = Degtination I nterface | P(th7g 91 5 o] 2~ | P)
f) Advanced(aL3)ol Al thA Q1E] H o] 2 2] IPv6 T2 7} AF-&- 5] o] oF &5 L ER &= IPV6E A 81 3y
=
Add NAT Rule
NAT Rule:
| Auto NAT Rule v
Type:
‘ Dynamic v
v
Interface Objects  Translation PAT Pool Advanced

I
Original Packet Translated Packet
Original Source:* Translated Source:

inside_v6 v ‘ Destination Interface IP v
o The values selected for

Original Port: Destination Interface Objects in

TCP B ‘Interface Objects’ tab will be used

3ol E] ) 0] 2 2] 2001:db8:122:2091::/96 A Bl o] A] @]} @1 E] F o] 2~
Q3 elE| Ho] 20 thal T4 H IPve A 42 AL&3le] NAT66

R=R
=
* show nat NAT 72 5 728 45 S5 AU TH NATS & =
s
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« clear xlate &4 NAT ¥ 3+ A A g
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i
>
oo
_O‘L
N
A

=
T
KR
T
=]

2]
Eay
=]

[o

o

NAT 9] o

)& 3}E-of| A = Threat Defense T B} o] 0| A NATS A 3= o & Al &gy o}
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Y5 9 A B ol of 3l N A 2~ Al F(2 A A5 NAT)
O o= W 4 Ao g8 224 NATE 38U ch A A=A Y EY T glervz &
& Fa7tdedyg. 2BV aAHE Fh0 A F Aol 3
NAT7} 2 @ 3},
19 15 - ) Aol o 3k 314 NAT

E 209.165.201.12

Undo Translation
10.1.2.27 —» 209.165.201.10

Security
Appliance

Al AF3E7] el

9 QI H o] 2= JRA|(HRF 9 Y = Q1 H )
o] 1&)7F A=A ElE ). o] o Aol A= Qe H o] 2~ /| A 7} inside 2 outsidez} = 0] &9 K
ol g Folgtar 7Fg 3ttt QIE H o] 2= 7| A & 43 312 Objects(7ll %) > Object M anagement (7]
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a) Objects(7} ) > Object Management(7] A #2])S A&
b) Aol A Network (U E$ )& 4 € 3}a1 Add Network (U E

& gy
R ELEEL T B EL Rt

Y E Y = /A 9] o] &5 WebServerPrivate™} 720]
Easi=g

MNew Metwork Object
MName
WebServerPrivate

Description

Network
® Host Range Network FODN

10.1.2.27
Allow Overndes
» Override (0)

d) Save(47)E S Pk
e) Add Network(H E<] = 3=7}) > Add Object(7 7l

Y E L F 7l A 9] o] &S WebServerPublic} o] %

et
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23 37} > Add Object(ZH A 571

A ZAEIPF4101.2275 99
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MNew Metwork Object

Mame

WebServerPublic

Description

MNetwiork

=) Host Range Network FODN
209.165.201.10

4 Allow Overrides

» Override (0)

f) Save(Ad)E =4 FUHh
oA 2 MAS A NATS A8}
a) DEVICeS(q H]'O] .}_\_) > NAT'% /?j Fﬁﬂ, —3}1 threat defense NAT F(é 7'5]14 % }\g /Ré —‘o—],7i 1/]_ _/l:;%] 6}:}_1/] q_
b) AddRule(:F3 F=7hH& 83
o T H4E P,
* NAT Rule(NAT 7f2]) = Auto NAT Rule.

o =
7Y =14

d) Interface Objects(31E 3| o] 2= 7R Al A Tha-& 74 T T

« Source I nterface Objects(Z 2~ ¢1E] | o] 2~ 7] A]) = inside.

« Degtination Interface Objects(t/d Q1 E 7 o] 2= 7] A]) = outside.
e) Trandation(A3H)ell A b5 4 ot

o JE 22~ = WebServerPrivate U E ¢ =1 7 A

e H3kE A2 > 4 = WebServerPublic U E 9] =L 7] A
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Add NAT Rule

NAT Rule:
Auto NAT Rule -

Type
Static -

v

Interface Objects  Translation  PAT Pool  Advanced

|
Original Packet Translated Packet
Original Source:* Translated Source:
WebServerPrivate v Address v
Orniginal Port: WebServerPublic v
TCP v

Translated Port:

) Save(A"HE S
A 3 NAT 12 3| o] %] ol A Save(A &) E = Ut

9% 41 A o] | EAE 2 514 NATo o] & 52 215 NAT
TR clli= AL VIE 919 WP AFg AL 91 ol 4] oA 2Bk 92 919 B4 NATE A Y
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1% 16: -8 5% NAT, 93 4 A 1]-8 117 NAT

ﬁ Web Server
= 209.165.201.12
—
g
( Outside )
\‘\_ /—j
209.165.201.1

d
Translation
10.1.2.10 — 209.165.201.20 .
'8N Security
Undo Translation %% Appliance
209.165.201.12 <— 10.1.2.20

248773

AZF5E] Ao

A AW E B5 ek tirto] 2o gk QIE #| o] 27} 3 3H QB s o] 2= 7| A (H.eF & = QUE |
o] 2~ 1&)7} Qd A Bl ). o] o Alof A= QlE] #| o] 2 /A 7} inside @ outsideg} = o] B9 1.
oF od Jolgtar 7F ot Qe s o] 2 7 A & -4 3121 ¥ Objects(7| ) > Object M anagement (7l

A wE)E A g3 th-2 Interface(S B H o] 2~) & A gl gt}

R AA
A1 W FAE A 54 NAT 8 U EL A /A& vHeY

a) Objects(7 A]) > Object Management(7] Al #H2])= A &) gh o},
b) =xFoll A Network (U E9 )& A € 3}al Add Networ k(U E9] 2 57}) > Add Object(71 A 5=7F)

=
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New Network Object

Name
myNATpool

Description

Network
® Host Range Network FQDN

209.165.201.20-209.165.201.30

Allow Overrides

d) Save(18) T 2.
dA 2 R YEYI L UEYH A S w5y

a) Add Network(1|E ¥ = 37} > Add Object(7] 2l F7HE &3t}
b) UIEY I /MAY o] &S MylnsNetd} o] A A&}l I E T F4 10.1.2.0242 4 gt}

MNew Metwork Object

Name
MylnsMet

Description

MNetwork
Host Range (o) Network FODN

10.1.2.0/24

Allow Overndes

¢) Save(AhE SHFYLH
A3 5 ) AL UEYT AAE wEUT
a) Add Network (Wl E9 = 5=7}) > Add Object(7} 2] F7hHE & TQ?EME}
b) HIEY A /A9 o] 523 MyWebServer2} 740] A 43}al 3 2E 4 209.165.201.125 ¢
}.
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New MNetwork Object
Mame
MyWebServer
Description
Metwork
e Host Range Network FODN

209.165.201.12

Allow Overrides

c) Save(AE FEIYT

GA 4 HEHE A AN FALEUEY T NAE ey
a) Add Network(W|E = 37}) > Add Object(7} Al F7HE =234
b) HEY A /A Q] o]&5S TransWebServer®} 0] X A3} T 2E F410.1.2202 42}

New Network Object

Mame

TransWebServer

Description

Network
s Host Range Network FQDN

10.1.2.20

Allow Overrides

¢) Save(A7E SH T
A5 &2 NAT & 7§21 & ARE-3te] W F- U E A8 &4 NATE 74 St
a) Devices(t]H}o] 22) > NAT & 41 B 3} 31 threat defense NAT 4 22 A4 8} A =4 o).
b) Add Rule(:f3 F7hH< =94t
¢ Ua H8E AU
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Add NAT Rule

NAT Rule

Auto NAT Rule

Type
Dynamic

i
v

Interface Objects

Original Packet

Onginal Source:*

Mylnshet

Original Port

7 6

* NAT Rule(NAT 71 2%]) = Auto NAT Rule.

o
« T =4

d) Interface Objects(QlE] | o] 2 7| Ao A th&-S A F Yt
« Source I nterface Objects(Z2~ ¢1E] | o] 2 7§ A]) = inside.

« Destination Interface Objects(th 7 Q1€ =] ] 2= 7] A]) = outside.

e) Trandation(¥ghH o A t}&-& A ).
« Original Source(1+% 422~) = myInsNet Y| E 9] = 7] A.

» Translated Source(*A 3% A 2~) > Address(5-42) = myNATpool U E ¥ A 15 4 Yt}

Translation PAT Pool Advanced

Translated Packet

Translated Source

- Address -

myMNATpool -

) Save(A"hE SHFYTH
A AW S 117G NATE 73 T o
a) Add Rule(1% F7hH& &gy}
b) oS E£4S AR
* NAT Rule(NAT 71 %)) = Auto NAT Rule.

o =
=34

¢) Interface Objects(21E] | o] 2 7R Aol A th2-S A g T}
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« Source I nterface Objects(Z2~ 21 €] 7| o] 2~ 7§ Al]) = outside.

« Destination Interface Objects(th /- Q1 ¥ =] o] 2~ 7] A]) = inside.

d) Trandation(®3hol A oS F+A U
« Original Source( 2 4 22) = myWebServer Ul E-$] = 7] A,

« Trandlated Source(*H 3+ 4~ 2~) > Address(5-4:) = TransWebServer Ul E ¢ = 7| 4]

Add NAT Rule

NAT Rule:
Auto NAT Rule v

Type:
Static -
v

Interface Objects  Translation PAT Pool  Advanced
s——————

Original Packet Translated Packet

Original Source:* Translated Source
MyWebServer r Address v

Original Port: TransWebServer -

TCP v
Translated Port

o) Save(1)E L FuUth
A 7 NAT 12 3| o] A ol A Save(A )& S Ut

ofe] vi=g & vk e Wi 25 BE A2 A5 NAT, At
O ol o8] [P T2 Meks = U 22 Ui S Bofgyn, o 2B sgd P T4
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Undo Translation
209.165.201.5 &> 10.1.2.27

Undo Translation
209.165.201.3 = 10.1.2.27

Undo Translation
209.165.201.4 = 10.1.2.27 <_Ir:side

Web_Servers

A 2Fst7] el

A AW E B3 ek Hupo] 2o theh Q1B H| o] 27}F 3 Q1B 3| o] 2 J A (B & E= Q1 7]
o] 1) 7k A delg ), o] dl Ao A= A E H o] 2 /) A 7} inside E outsidedt = 0] 52 K
ot of HJolgtar 7FA Utk Qe Hl o] 4 A A & 4 312 W Objects(7l A1) > Object M anagement(7H
Al #el)E A= U Interface(Q1E F 0] =) A B g T

EEPNEY

2E WA E e e Fa g E D AAE BEU,
a) Objects(7} Al]) > Object Management(7} A #2])S A&l g},
b) EAoll A Network (] E¢) 21)E 41 €5} 32 Add Networ k(H] =9] =1 5=71) > Add Object(71 2] 5-71)

£ Qo gy,

.}f_
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oy Lq;}
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New Network Object

Name

myPubliclPs

Description

Network
® Host Range Network FQDN

209.165.201.3-209.165.201.5

Allow Overrides

d) Save(A)E ==Yt
9A2 2= UHA S UEY T A E THEUTh

a) Add Network(1E ¥ = 37} > Add Object(7] 2l F7HE &3t}

b) YMEY A /A2 o] & myLBHoste} o] A AL TAE F24210.1.2278 &gk

New Network Object

Name
myLBHost

Description

Metwork
® Host Range MNetwork FQDN

10.1.2.27

Allow Overndes

o) Save(Ad)= FHIU
A 3 2= WA 8 314 (static) NATE T4 o).
a) Devices(t]H}o] 2=) > NAT S A B3} 31 threat defense NAT A 2 S A4 8 A =4 3 o),
b) Add Rule(773 F7hH< g}
o) U HAS g
» NAT Rule(NAT 7 ) = Auto NAT Rule.

c 93 =74

d) Interface Objects(¢lEl | o] = 7| Aol A t}&-& T4 gt}
« Source I nterface Objects(Z2> ¢1E] | o] 2 7§ Al]) = inside.

« Destination Interface Objects(th /g Q1 E =] o] 2= 7] A) = outside.
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e) Trandation(¥ gh)ol| A t}22 A T Th
« Original Source(] ¥ 2~ 2) = myLBHost Y| E % =1 7] ).

» Translated Source(H 3+ 4~ 22) > Address(4x) = myPublicIPs U/ E$] 7 15

Add NAT Rule
MAT Rule:

Auto NAT Rule -
Type:

Static -

.ll.'-l

LW

Interface Objects  Translation  PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Source:
myLBHost v Address v
Original Port: myPubliclPs r
TCP v

Translated Port:

) Save(A"hHE SEFUTH
o7 4 NAT 73 7 o] X o) A Save(H 4) S 23

*

FTP, HTTP 3! SMTP-&- A (2 E H3 314 25 NAT)
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Undo Translation msj
209.165.201.3:21 - 10.1.2.27

Undo Translation
209.165.201.3:25 —>» 10.1.2.29

Undo Translation

209.165.201.3:80 = 10.1.2.28 —

HTTP server
10.1.2.28

A 2ke}7] ol

MW E BE sk tufo] 2ol thak Qe H o] 27} 3k AE H o] 2 A A (R G T QlE]H| o]
22 T15)7F A=A FRIF U o] o Aol A= Qe Hl o] 2 7HA| 7} inside % outsidez}= ©] 9] K.t
g oolgtar 7y th Qe Hl o] 2~ /A & -4 512 ¥ Objects(7ll All) > Object Management (71| 2l
#e)) S A ek tbL- Interface(Q Bl # o] 2) S A Bl gt}

ZE2AA

FTP AW & Y EY A A& THEY

a) Objects(7ll 4]) > Object Management(7] A #2])= A&l gt}

b) ExFell A Network(Ul E9] =) & 4 ® 8} a2 Add Network (U E9] = 57}) > Add Object(7H A 5=7})
£ 2dYh

¢) HIES A WA 9] ©] 55 FTPservers} #o] A/ A8kl FTP A H o] A A IP 542 10.1.2.275 9 ¢
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New Network Object

Name

FTPserver

Description

Network

7 A& NAT)

® Host Range Network FQDN

10.1.2.27

Allow Overrides

d) Save(HhHE =
@A 2 HTTP A& U EH I
a) Add Network(4l E
b) HEL T A9 o

Name
HTTPserver

Description

Network

Easi=g

A MAE B FH
93 371 > Add Object(7h A 7H = &
£S5 HTTPserver®} o] A At T 1AE

® Host Range Network FQDN

10.1.2.28

Allow Overrides

¢) Save(47HE SH T

A 3 SMTP A1 H-& U[ES A

b) HES = 7lA <9

New Network Object

Name
SMTPserver

Description

Network
® Host Range Network

10.1.2.29

Allow Overrides

c) Save(HHE =
A 4 A H 3ol AFE-H =
a) Add Network(4l E

b) UIES = 7|A ¢ o
o},
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B~
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foy
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NAE AT
a) Add Network(U|E] = 57}) > Add Object(7} 2] F7hHE &
o] &S SMTPservere} 7o) A At T AE

FQDN
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EaR=y
F210.1.2.28% =& 3o}

gy,

F2210.1.2.292 ¢} &3t}

gy
SE&IP TG UEYSA NAE A G-
EE! %—7}) > Add Object(7} 2l F=7hE &8 g},

£ ServerPublicIP9} 79|
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New Network Object

Name

ServerPubliclP

Description

Network
® Host Range Network FQDN

209.165.201.3

Allow Overrides

) Save(Ad)E FHHUL
GA 5 FTP L EE 2}7] AH2lo]] w3 6} FTP A Bl & L E W3 114 NATS 74 3ok,
a) Devices(t]u}o] ) > NAT S X1 B3} L threat defense NAT 4 -8 A A &} AL =4 3 o
b) Add Rule(:13 F7hH& 2834k
¢ Ua H4E AU
* NAT Rule(NAT 71 %) = Auto NAT Rule.

r*r

. Oﬁé:l]&;{

d) Interface Objects(31E 3| o] 2 7R Al A -5 74 T T
« Source I nterface Objects(4~ 2~ Q1 E] 7| o] 2= 7] #]]) = inside.

« Destination Interface Objects(t] /g Q1 E] 7 o] 2= 7] A]) = outside.

e) Trandation(A gl A th5S 443yt
« Original Source(‘g) & 2~22) = FTPserver U E9] =1 71 4.
« Translated Source(*H % 4 22) > Address(4:) = ServerPublicIP U] E$] = 7} ).
* Original Port(¥+- £ E) >TCP=21.

* Translated Port(* 3+ XL E)=2].
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Add NAT Rule

MNAT Rule

Aurto MAT Rule
Type

Static
=

Interface Objects
Criginal Packet

Onginal Source:*

FTPsenver

Omginal Port
TCP

a1

A1 6 HTTP 22 E & AH7] A2l e vl sg 8F+= HTTP A ¥ &

B veEs=

Translation  PAT Pool  Advanced
I
Translated Packet
Translated Source
- Address

SenverPubliclP

Translated Port

71

) Save(AHE S FY

a) AddRule(+2 F7H<S F 3
b) T S AT
« NAT Rule(NAT %) = Auto NAT Rule.

o =
=14

¢) Interface Objects(S1E]H| o] 2~ 7| Al]) ol A T}
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X E #3314 NATS 74 Y}

2 YU

« Source I nterface Objects(Z 2~ ¢1E] | o] 2 7§ A]) = inside.

« Destination Interface Objects(th 7 Q1 =] o] 2= 7] A]) = outside.

d) Trandation(¥gh o A t}&-& A g}

* Original Source(] ¥ 4 2) =HTTPserver U E {3 7] .

» Tranglated Source(¥ 3+ 4~ 2) > Address(5=4>) = ServerPublicIP U] E$] = 7 A

* Original Port(+- 32 E) > TCP = 80.

* Trandated Port(*A 3% X E) = 80.
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Add NAT Rule

MNAT Rule
Auto MAT Rule

Type
Static

[
el

Interface Objacts

FTP, HTTP 2 SMTP-&-

PAT Poal Advanced

Oniginal Packet

Original Source:*
HTTPsenver

Original Port
TCP

&0

oA 7 SMTP
a) Add Rule(1F%# F7h& Z= gyt

e) Save( ;q ]o]')’% =

¢) Interface Objects(S1E] 3| o] 2 7| Aol A t}S

« Source I nterface Objects(Z 2~ Q1 Ej #| o] 2 7] A]) =

d) Trandation(*18hol A t}&<

Translated Packet

Translated Source

v Address
ServerPubliclP

Translated Port
80

=g,
FZEE 2}7] 2219 w5l SMTP A H &

_q 5:/\4

er/H 61—14 D}
* NAT Rule(NAT 71 #]) = Auto NAT Rule.

. 02‘551:_—!]_@
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inside.

« Destination Interface Objects(th 7 Q1 E =] ] 2= 7] A]) = outside.

B,

« Original Source(] & A~ 2~) = SMTPserver Ul E ¢ = 7] A

» Translated Source( g}
* Original Port(¢1 & XX E)>TCP =25.
» Translated Port(*H 3k X E) =25,

Z222) > Address(54x) = ServerPublicIP Y E ] 3 7] #].
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Add NAT Rule °
MAT Rule
Auto NAT Rule v
Type
Static =
'

Interface Objects  Translation  PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Source
SMTPserver " Address "
Original Part ServerPubliclP v
TCP ¥
Translated Port
25 25

¢) Save(q e ZHFurh
A1 8 NAT 114 5 0] <ol 4] Save(# )& 22 gtk

® 2=
el whet oh & W s A <=5 PAT)
T T 5 o) A2 thE A u]ol] AA28HE 10.1.2.024 VIES 9] EAES BAFUTL &
2<E7}209.165.201.112] AW o] 9422840 A7) 5227} 209.165.202.129:port 2 A AFH L) 54 E
7}209.165.200.225°] A B ol A 2pH A A 52427} 209.165.202.130:port = H 2 L T
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a9 19: % g8 g F4AE AHRSE 5 NAT

Server 1 Server 2
209.165.201.11 209.165.200.225

[]

—_—

209.165.201.0/27 ‘ = 209.165.200.224/27

Translation : Translation
10.1.2.27—> 209.165.202.129 10.1.2.27—> 209.165.202.130

10.1.2.0/24

Packet
Dest. Address:
209.165.201.11

Packet
|:| < Dest. Address:
—_ 209.165.200.225

A 2a7] Aol

Mg 1 ek kol o) ek Q1E] s o] 227k £ Qe o] 22 AA (AT o = Qe o]
2 )7 A SAF L o] alAle] A= QA o] 2 A A7} inside 3 dmzeh o] § 9] wok o
of o] 23 7H4 G o). QB o] 2= 7 A 2 -4 3 el W Objects(7l A) > Object Management(7) 4] %+
2)E 487 T Interface(S1E] 0] ) & A el o).

L 2AIA

YHE UENIE MEY T AAE HEY .

a) Objects(7ll d]) > Object Management(7} Al #])= A &gk},

b) E-x}oll A Network (W E9) 21) & 41813} 31 Add Network(U E 9] = 5=71) > Add Object(] A 5=71)
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