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=
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9-ofl == NAT 712 &

e ALEEA e 1 B8 el - AE A o] 27k gl
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VRIC| th & t]upo] 2~ i IE Fo] 2~ & -4 .
a) Devices(t]H}o]22) > Device Management(t] Bl 2~ ¥H2]) > Interfaces(Q1 B | o] )& A &gy
=3
b) VRIC| @& A FH o] 25 AT
« Name(©] &) - ©| ¢ o A = vrl-inside ¥ Y Tt}

- 845} Sl gk e

R

mlm

« IPV4l A IP 53 9] -9 Use Static IP(H 4 IP AFE)E A gy},

* IP Address(IP 5+42)-192.168.1.1/245 9 & gt}

¢) Ok(&EM=E =8 &Ytk

d) Save(A7h)E =AY

VR2¢] th & t]upo] 2~ Wi IE F|o] 2~ & -4 .

a) Devices(t]®}o]22) > Device Management(t] Blo] 2~ #H2]) > Interfaces(Q1 B | o] )& A &g
=3

« Name(©] &) - ©| ¢ o A = vr2-inside Y Y Tt}

« IPV4Ol A IP f3 2] 79 Use Static IP(H 2] IP A& S el gy,

P& WO FUT o} 4 ALEA A M BB E AR HoBE BT I
Faol QBT ol 2% TAY & glgiich

c) Ok(Z:)E 8ot

d) Save(AhHE FHFY

Q- QI Hlo] 2o gk A 7] A& 53 VRIS 7 o

a) Device(t]H}o] 22) > Device Management(t] vlo] 2~ ¥#2]) & A €15kl FTD tvfe] 25 47 3y
=3

b) Routing(2}-$-%)>ManageVirtual Router (74 2-$-8 ¥#2])E 41 813+ T} Add Virtual Router (7}
& eH-H F7hE 288k VRIS A Y o

¢) VR12] 7% Virtual Router Properties(7}d 2F-$-8 Z4)0ll A vrl-insideS &d3sFaL A 43t

d) StaticRoute(d 4 A =2)E S 3}

e) AddRoute(7d 2 F7HE &2 34} Add Static Route Configuration(d 2] 4 2 4 71l A

o= AR
* Interface(%1 B #| o] =) - 4 & 2} & 9|7 SIH #H|o] =& A& g}

+ Networks(] & 9] ) — any-ipv4 7} 4 & 2 8l g o} o] W] = 9] 71 VRI Wol A 2912 5
gle e B gk 7] A =7 gk
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B =30 72300 Q09 928 Agshs gy

« Gateway (7| o] E S o)) — o] FE2 1 m Utk & 7MY B HE ARE FES A9l
= Aol ES ol & Al g shA] mh A L.

Add Static Route Configuration ]
Type: ® IPvd () IPv6

Interface*

| outside v |

(Interface starting with this icon [%&signifies it is available for route leak)

Available Network C he Selected Network

| Q, Search | any-ipvd

o

any-ipv4

|
b‘|

IPv4d-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12

-

Ensure that egress virtualrouter has route to that destination

Gateway
| v | %
Metric:
K |
Tunneled: [] (Used only for default Route)
Route Tracking:

v |+

Cancel m

f) Ok(EeHE 4Ty
g) Save(A)E Y FUH
GA 4 S AE o] 2ol ek F A 7 AR FEH VRS AT

a) Device(t]H}o] =) > Device Management(t] Hlo] 2~ #2])E A 8l 5}al FTD t]Hlo] ~ & -4 3y
=3

b) Routing(2}-9-%)>ManageVirtual Router (7} 2+-5-8 #2])E A & § 1 t}. Add Virtual Router (7}
&2 F7hE SEstal VR2E A Y U

¢) VR29] 7% 9- Virtual Router Properties(7} 2-9-E] 4:43)0ll A vr2-insideS &33FaL A gy o},

d) Static Route(H 2 7 2)= &8t}
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e) Add Route(d 2 F7hHE 2234t} Add Static Route Configuration( 4 7 & 4 F71) ol A
o A g

- Interface(31E] 0] =) - 1101 2}-9-8] o] 9] 5 QI €}l o] 222 A El g},

* Networks(Hl E¢] =) — any-ipv4 7| A & A &3t} o] YIEY A7} VR2 Yol A 284 &
S BE EYgd gig 7] A =7 gy

- Gateway(A| o] E9lo]) — o] FEL M9)F U O /M BB R JRE FET 3ol
=l ol Eglo] & A elshA) phA A 9.

Add Static Route Configuration (7]
Type: (@ IPvd () IPvG

Interface*

| outside v |

(Interface starting with this icon [#signifies it is available for route leak)

Awvailable Network C' + Selected Network

| Q, Search | any-ipv4

IPv4-Benchmark-Tests

)

IPv4-Link-Local
IPvd-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12

-

Ensure that egress virtualrouter has route to that destination

Gateway
| v |+
Metric:
L |
Tunneled: [ ] (Used only for default Route)
Route Tracking:

v+

Cancel | m

f) Ok(ZF)E FH Y}
g) Save(HhE = I
A A 29 o] o Qg Ho] oA [Pv4 1A V| E AHZ(F, 172.16.1.2)F AT

Hesd Wl
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t}.
b) Routing(z-$-8)S A 85}
c) Static Route( 4 7 &)
d) Add Route(d = F7hHE 28 34 t}. Add Static Route Configuration(?d 4 74 = -4 F71) ol A]
= AR Y
* Interface(31 B 7| o] =) - 4 2}-9-E &f 9] Q1E #|o] =& M & gt}
< IPv4 Egfj ol T3t 7]

m1m

td

* Networks(Hl E ] &) — any-ipv4 7] A & A &3y}, o] 4 27}
AR H Y

°Gateway(7ﬂ°]E°ﬂ°]) ojn] A E A F =5 tholl A S2E o] 55 A8y A7
op2] A B X] Skt Add(F-7hE 28 & the 2 - Qg H o] 2o U ES T P29 o
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Add Static Route Configuration (]
Type: e IPv4 IPv6
Interface*

outside v |

(Interface starting with this icon [fgsignifies it is available for route leak)

Available Network ' + Selected Network
| @ Search |W| |

| any-ipvd
IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

| IPv4-Private-172.16.0.0-12 -

Gateway*
| outside-gateway v | +
Metric:
1
Tunneled: | {Used only for default Route)

Route Tracking:
v | +

Pp—
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e) Ok(EME = @- t}.
f) Save(44)E FHAU
A6 vr2-inside A EH T o] 2~ T4 & TFA] A T}
a) Devices(t]H}o] 22) > Device Management(t] vlo] 2= #H2]) > Interfaces($1 B ¥l 0] ) & A &)
=
b) vi2-inside $1E] ¥ 0] 2ol th3) Edit(CA 1) S ST IP F22 192.168.1.1/245 A G F T},
o Al Al 2Bl A vrl-inside®] B LT IP T2 2 T = g5 Th dukstd Qe Ho) A F
el Mz ke 7hg ehp-Hol e s EH%?JHE}.
¢) Ok(ZHSNHE ZH I
d) Save(Ad)E I
977 VRIS 9% E#90] 10.100.10.1 & 38} == PAT insideol] o) 3F NAT 7122 A A sk o},
a) Devices(t]H}o] ) > NAT = A &gt}
b) New Policy(A] 8 &) > Threat Defense NAT & 23§t}
c) NAT A A o] &S 2 InsideOutsideNATRule S ¢ 2 8} 3L FTD U] v} o] 25 A &gt} Save(A )
= 99y
d) InsideOutsideNATRule #| o] %] ol 4 Add Rule(7F & F7hH< &8 &} tf2-S 4 o gh o)

* NAT Rule(NAT 7 ) - Manual NAT Rule(5*5 NAT 7 3)S A &g},

o{l

°

* Type(+3]) - Dynamic(5 %)< A &g},

+ Insert(4F4])-5 4 NAT 3t o] 3l 44 1] 18- = guivh.

- Enable(2435h & 28 gtk

« Interface Objects(21 €] 7 ©] 2~ 7] &) ol A vrl-interface object(vr1-$1E] 3 0] 2~ 7 A S A &l 3}
3L Add to Source(zx 2ol 7 & FEHFUTONAE AHE S 8l 4, Object(71 A1) >
Object Management (7] Al T+2]) > Interface() E] 7l o] 22)ol| A 3lutE A AD). outside( 2] )&
Add to Destination(th /ol F=7h = A8l gk},

» Tranglation(¥ £h)oll A Original Source(d - A 22) & any-ipv4S A & g1t} Trandated
Source('H 35 2 2)o A Add(F=7HE 22513 52 E 73] VRI-PAT-PoolS 10.100.10.12
A olgurt. obg) 1 3} o] VRI-PAT-Pool S A &gyt




NAT Rule:
Insert:
In Category v NAT Rules Before v
Type
Static v
Enable
Description:

Interface Objects  Translation  PAT Pool  Advanced

—
Original Packet Translated Packet
Original Source:* Translated Source:
any-ipvd v Address v
Original Destination: VR1-PAT-Pool v
Address v . i
Translated Destination
QOriginal Source Port Translated Source Port:
Original Destination Port; Translated Destination Port:
v -

e) Ok(&EN)E =9yt
f) Save(HhE Y I
VR29] 95 E g9 0] 10.100.10.2 2 &5} %= PAT inside®]] o] 8k NAT 7+ % & F7}3u o}
a) Devices(t]H}o] ) > NAT S A &l gt}
b) InsideOutsideNATRule= <=7 3] VR2 NAT 2 & A 2] gt}
« NAT Rule(NAT %) - Manual NAT Rule(5% NAT 7+ %)< A el gt}
* Type(- ) - Dynamic(-5 % )& A ¥ g o}
 Insert(AF$)-54 NAT 712 o] &= 45 919 W& 48 FUch
* Enable(24 3} = ==yt
* Interface Objects($1 B 7| o] 2~ 7] &) ol 4] vr2-interface object(vr2-S1 B #H| o] 2= 7] A& A & 5}
3L Add to Source(422=of F7hHE FHFUTCONAIE AHEE 781 47, Object(7hAl) >

Object Management(7] 2| #+2]) > Interface(Q1 B 3] 0] )0l A & A AD). outside(&] )&
Add to Destination(t]/g-oll F=7H = A&t}

« Trangation(* 3ol 4] Original Source(Y ¥ A 2) & any-ipv4= A &gt v} Trandated
Source(H 3+ Aol A Add(F7HE £8 8kl 52 E 7] A VR2-PAT-Pool S 10.100.10.2 %
Aot obg 1 3} 7Ho] VR2-PAT-PoolS A &1 gt}
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NAT Rule:

fanual NAT Rule -
Insert:

In Category v NAT Rules Before =
Type:

Static R

Enable
Description:

Interface Objects  Translation  PAT Pool  Advanced

—
Original Packet Translated Packet
Criginal Source:* Translated Source:
any-ipvd v Address -
Original Destination: VR2-PAT-Pool -
Address v .
Translated Destination
- v
Original Source Port: Translated Source Port:
- v
QOriginal Destination Port Translated Destination Port:

) Ok(ZM=E FHFYh

d) Save(Ad)E FH Y

vrl-inside 2 vr2-inside %1 ¥ 7] ]*Oﬂf\ﬂ Q)X o E]Ho]| A% el E TS 3] &8l a2~ Ao]
QA S TSt 1ok o S A3 o 1 th Object(7} A) > Object Management(7} 4l ) >
Inteface($1 61101 )% 418811 1. Add(F-71) > Seurity Zone(2.¢ % 21) & 41913} 32 vrl-inside,
vr2-inside @ €] 5 ¢lE] H o] o] T3+ ol L xg/\q T},

Policies(*d #) > Access Control (2] 4] 2= A 0]) & A B 5} a1, E 2| 2] 9] vrl-inside-zone & vr2- inside-zone
o A outside zonel. = o} == 3] &3l NA A 11101 ﬁ” 2 S A T

QEjH o] 29 o] 55 W S A A E o—?*, REEIo|dHYIoR 525 5§
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Add Rule
Name Insert

AllowinternetTraffic Enabled into Mandatory -
Action Time Range

© Allow - v

Zones Networks VLAN Tags A Users Applications Ports URLs SGT/ISE Attributes

Available Zones C Source Zones (2)

Q, Search by name vl =insade-zone

vr1-inside-zone

vr2-inside-zone

RAVPN A A A5 71 2589 U5 U E9] A9 &]-&5F+= W

7V 2h-" o] 24 3te tinfo] 2ol A= RA VPNO] & 71 2h-5-E] Q1B | o] 2ol A Rt %] 2l H ]
t}. o] ool A = Secure Client A8 A7 AF8-2F A o] 714 298 Y E S 1o A8 4= 9= A&

s gy

2 o ol 4] RA VPN A}-8-ZK(Secure Client)i= 172.16.3.12] threat defense €] - 1 & ] o] 2=¢f] 174 =
192.168.80.0/24 = W oll IP =47} Al DU th AFE A= A 714 2F9-E 9] 5 Y E 9 T A~
4=l HU T AR AF A o] 7FAF 8H-9-E] VR1(192.168.1.024)8] M ES IS 53 EY 585 3
&3t H e B VRIAA 1A A2 E FAste] A2 E &Y
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inside ~——— 172.16.3.1
.- outside S

Secure
192.168.1.1  Threat Client

VF1-inside
Defense

Inside Network

.
|~

192.168.80.0/24

A 2a7] Aol

o] ellol A= RA VPN ol vl g3kt 713 2h-E) 2 ol gl o] 44 7pg ehS-elo Qlelsf o]
2742 F9d Ao AHF

EXRE

SA A A B-EH oA AR A VRIS R FE FE5S ATy
a) Devices(t]H}o] ) > Device Management(t] vlo] 2~ #2])E A B 3} 31 threat defense T H}O] =~ &

AG T
b) Routing(ZH$-9)S 2 YTl 7] 4 2 2 Global routing properties(¥1 9 2h-$-8 £43) 5 o] %] 7}
YERE L U

¢) Static Route( 4| d=)5 S dyth
d) Add Route(ﬁi F7hHE 2834t} Add Static Route Configuration(®d 4 4 =2 -3 F7F)ll A
w2 Ay
« Interface(21 B} #l 0] ) - VR1 W3- Sl g H| o] 25 M &gt}
« Network(WI E9] 1) - VR1 7H 2-9-8 | E9] 2 7} 2] & A 9 gt} Add Object(71 2 571
A S AR AT 4 dssU T
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e)

WA 2 VRI9|A %

a)

b)
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d)

Add Static Route Configuration (-]
Type: e IPv4 IPv6
Interface*

vrl-inside T |

Selected Network

nw-192.168.1.0

Available Network C
Q_ Search
IPv&-Private-T0.U.0.0-8 N

IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918

o)

IPvB-to-IPvd-Relay-Anycast

nw-192.168.1.0

-|
Gateway*

Metric:

Tunneled: || (Used onl
Route Tracking

y for default Route)

e ]

A2 752 A& VPN ol A Secure Client 4 IP 54 = VR1 7 2H-5-E] ol A 192.168.1.0/24

SEOER IR ES Sl
Ok(&H9))& 22§t
Aol 7Pt B SEH R AR 58 A
Devices(t] H}©] 2) > Device Management(t] vl o] 2~ #2])E A El sl
AR g
Routing(2H-+-%8)< 29 8t
Static Route(d 2 4 2)&
Add Route(d = F7h& &
& AAF T
« Interface(Q1 & | o] =) -

threat defense U] H}o] A&

H ool A VRIS A
Pt
%LL] t}. Add Static Route Configuration("d 4 4 2 -4 F7H)ell A

e,
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=
=
=g
=2

Ao g8 o] 5 QI H o] A~ & A e g
« Network(MI E9] 1) - A< 71 gh5-8 MIEY A /A& Ae gy,

« Aol E o] — o] GE-& ulgE T ThE A B9 E = A
SERIEE ENE: RAPNEY
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Add Static Route Configuration Q
Type: e IPvd IPv6
Interface*
outside v
Available Network C' Selected Network
Q, Search vpn-poal ]

s

outside-gateway

| vr1-inside
VR1-PAT-Pool
vr2-inside

VR2-PAT-Pool

Gateway*

Metric
1

Tunneled: (Used only for default Route)
Route Tracking:

]

31 192.168.1.0/24 Y E T (VR1)2] A=F A E 7} VPN Zoll A4 Secure

Client &3 IP F40f o)k A4S A2 = Q5 Ut
F‘J
-
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AAF U E ] A8} 3]AF EAF M| E 9] A Abo]of] Alo] E ZF VPNo| A4 Alue] & & Ao B lE U ok
7He 2F-E 7 = AR AREA S FTDY Y T ©] -, AR E 7F VPN 172.16.3.19] XA} 9] - <1
g g o] 2o ol th Ul Qe Flo] 2~ W 71 gh-9-E o] dFo]B = o] VPNol|= F7F A4
o] WH- Ul EQ = 192.168.2.0/247F £ Ut} 121} VRI 7H4 21-9-E 2] A 521 192.168.1.0/24

Y EQ Fo] Abo] E 2F VPN MU AE Algsted A9 2 VRIo| A4 425 AAsle] 25 /&
3lal VR1 V[ E A5 A}o] E 7F VPN A A of] F7}18l oF o)

inside  — 172.16.3.1 —_—
inside | | ouside -

___________________

192.163.2.0/24
192.1658.1.0/24

19216811
vri-inside FTD

Al &Fs)7] el
o] dlofl A& 192.168.2.0/24 24 W E 9 =9} 172.16.20.0/24 &) Y E Y E 7}9] A}o] E 7} VPNS o]
v Ak 7 BF-EE Aol gl o A -3 7Hg g -Hll QI Ho] A5 7 E sl Ao
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LR AA

A 1A g9l ol A AFg At o] VRIS RS AR 458 A
a) Device(t]u}o] ) > Device Management(t] who] 2= 3h2]) & 41 €1 8al FTD t]ulo] 25 4 3y
=3
b) Routing(ZH-8)S 2834
LR Y T
c) StaticRoute(d 4 4 =2)E =3¢t
d) Add Route(d = F7hE &= ¥4t} Add Static Route Configuration(d 4 4 = 44 F71) ol A
= AdEUT
- Interface(1E1 9] ©] ) - VR1 W - Q1E] ol o] 228 A e ghu et

* Network(U| E9] 21) - VR1 713 2H-9-E] M E 9] A 7| A& A 83t} Add Object(7] Al 571
WS AR s A 5 dF U TR

L AC|ERo] — o FLL VI FULE OhE 7P e SER AR E §2F 5o Ao 4
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k)
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Add Static Route Configuration (-]

Type: e IPv4 IPv6
Interface®

vr1-inside v

Available Network C Selected Network
Q_ Search nw-192.168.1.0
IPv&-Private-T0.U.0.0-8 N

o)

IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4 -Private-All-RFC1918
IPvB-to-IPvd-Relay-Anycast

nw-192.168.1.0

-|
Gateway*

Metric:

Tunneled: [_| (Used only for default Route)

Route Tracking

o] AR fFE2 Aol E 7F VPN 95 (9 4) oA Resls =X JAEE VRI 71 219-H 9
192.168.1.0/24 Y EH] Ao N M| 238 = d] AFES 4= A5t

e) Ok(FNE S Fyrh
@A 2 VRIGA A 7 e -H e A2 55 24Pk
a) Device(t]H}o] ) > Device Management(t] Hlo] 2~ #e])E A &1} FTD tHlo] A5 =4 &

t}.
b) Routing(z}--%)= 83t =5tk A VRIS A= 3yt
¢) Static Route(H 4 4 2)= &g}
e .

d) Add Route(ﬁi F7hHE 28 33Ut} Add Static Route Configuration("d 4 4 2 -3 F7F)ll A
o A gH

* Interface(31 B #| 0] =) - 24 & 2}-9-E &] &7 AH F| o] =& 8 g
» Network(WE ) - A9 71 2198 M EY A A E A& gt
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e)

3 A}o]E 7F VPN

a)
b)
c)

d)

Add Static Route Configuration (-]
Type: ® IPvd () P
Interface*

outside v

Available Network C Selected Network

Q_ Search external-vpn-nw

o)

.anv—ipwl

default-ipvd

inside
IPv4-Benchmark-Tests

IPv4-Link-Local

Gateway*

Metric:
1
(Used on

Tunneled: | y for default Route)

Route Tracking:

o | I

o] A ARZ AFEEH 192.168.1.024 V| E Ji(VRl)A AE=ERIE|A ALO]E VPN H E &
FYel= A4S A =HE = lF YT o] oo A= A= Lol Eo]A 172.16.20.0/24 Y ES] =
= Bashal oyt

23}l 192.168.1.0/24 Y EY A5 F7F5H o}

Devices(t] H}o] 22) > VPN > Site To Site(A} o] E 7h & A 88} VPN EZ 22| & ATt
Endpoints(o‘ﬂ_guq_E)oﬂ/q EE AQEZAEE AT}

Edit Endpoint(21 =221 E 1 1) <] Protected Networks(H. .5 = U E
Network Object(M] MES A /A F=7hHE 283t

192.168.1.0 Y IEY 22 VRI M EY = /A & F7FF U o)

=) D=l A Add New
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Network Objects [+]

Available Networks C'

| @, Search | Selected Networks

L1l

nw-192.168.1.0
IPv&-Private-Unigue-Local..

-192.168.2.0
nw-192.168.2.0 |

outside

o)

(oo | I
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Inside network DVTI Interface

i
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between Virtual Routers without explicit route leak configuration whenever destination translation happens. If you intent to apply this NAT rule
even when destination translation is not happening, create a static route leak explicitly. The rule involves interfaces from [VRG] to [VRB]
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These are the basic details of this virtual router.
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