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AA WA 2 VPN G ol ARE-AF A A2 F=71 U

a) Devices(t]H}o] 22) > Remote Access(] 24 %U] *) = A8y

b) 94 A2 VPN G A o] HF ofo] Z& SHF L

¢) Advanced(aL5F) > Secure Client Customizations(}.¢+ 2 2to] 9 E A8} 2 A) > Localization(3
AshE& =9yt

d) +5 FEsto] W8 dS ety

e) Add(F7hE Z8 gt

f) OK(ZeE S
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Cisco Secure Client APIE A1-8-31o] 258 o ZE]A| o)A 5 .

Al 4 Save(AHE S8
A5 Deploy(7-%) > Deployment(71-5)& A 8| gt &4 tjnfo] 2o S F5FUTh HAASS

%3 w7 B4 8hE A g v,

chgol A% 2]

Secure Client AF-&2F X A &2 Z} Al 81 W] -8 Secure Client AF-&2F 2| A 32, 71 H o] X & Za13}4]
A%

Cisco Secure Client APIS A}-8-3}o] W& o Z ] Alo] A 5

Windows, Linux 5= MacOS A| =28 9] 7 9- Bt ZE}o| A E APIE AFE3LE 25E oA EE
A 5T = JF UL o] EEFo]AE o] R 3 -& AE-3lo] Hel E8to]d E GUI =+ CLI

o)A e AT Aayh.

A 92 ] AE R 7P Zaoju Ao} 2 BE g as RYS SET F AFUTE AL
e A THS A, 2 A el o 3 o] ol E A8 5 v

g ol ThE 29 AA S FeholAE Aal 5ol el ol o] el Eo] g

3 7:RQF FEo| A E A8 vl o] 5 o] F

ol E 08 Zeto] A E GUI 7+ o] A E oLl 7Y

Windows vpnui.exe vpncli.exe

Linux vpnui vpn

MacOS Fa] A FE A= R LE A &5 |vpn

Yt} 12 Altiris o] o] A E &} &
G WS A g ate] TefoldlE
GUIZ A3} macOS 0.2 218
J/]_CJ o :F-_Z—_E]— 2= 01}\]4]:].

Cisco Secure Client APIZ A}8-3Fo] AL-&2} X A o Zg] Al o] & =31+ v

=

(RUBNAU

A 23}7] el
gk} ol 4be] €17 92 VPN A A)S PR o

ZEAA
Cisco Secure Client APTE A}8-3}0] AL8-2} XA o Z] Al o] A& wHEU T}
Al Bt Sefol A E ALE-2F A A A E A T T

a) Objects(7l| A) > Object Management(7 =] #2]) > VPN > Secure Client Customization(}.<tF 22
o] AE AREA}F A )= A8 gt
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(HUBNRU)
)

b) Add Secure Client Customization(2.¢F SFEFo] A E AFE2F A4 7S SE T
c) AHEAF A e o] 3 A S JE T
d) Customization Type(AF-&-2F A1 A #38) =5t 559 A Binary(°] 3)<S A 83t}
e) Platform(Z %) EF T H5ollA ZES AE .
f) Browse(ZtolR 7])E &85t AFEA A A o ZElAlo] S ey
3 97 M2 VPN A Ao AREAL A& 7T
a) Devices(t]H}o] 22) > Remote Access(¢1 2 4 4] 2~)E A elghy ),
b) 92 BA2~ VPN A 2 2] HF olo] S &gt}
c) Advanced(al+) > Secure Client Customizations(Secure Client AF-8-2F %] ) > Binaries(°] )& =
28}
d) +=5 S=sto] Wk vl S A e
e) Add(7hE 84
f) OK(E:MNE ==tk
4 Save(AHE P
5 Deploy(7-%) > Deployment(=-5)& A & s}o] el tynfo] 2o A A8 53} WAL
=8 W 7hA] & shE A sy T

rlo

:rL

Secure Client 2 %] X 2 713 A}-8 2} x| A

A} A G55 = A2 A& A 8] Secure Client GUIE AH8-AF 4]

ZeololE A =R
35 Ay 2 ﬂdﬂi%%%ﬂﬁ%ﬁﬁ%mﬂQWﬂ*ﬂ?éﬁ¢%§HWA§%
= ZeoldE A Teawdg ALdle] AEEAEN o WalS TEHFT,

I

AL o] ARgAF A1 A2 Windowsoll A REARE- S = Q15 T

29 AA 3}
Cisco Secure Client A4 %] X 2 13 0] A8l WA X & H3E 4= o FUt #8] A= AA] 22
O3S FE) BAIEHE WAIAE i3shr] YE My S ARt Y-S A X E HA AR
Hot Ay E MSIE= Ul 2 A YT o]k Mg 2 A x| 2 13 o] sk ¥igksln Z2fod

E GUI 32 W3kstA] Sy}

Cisco Secure Client?] & H 2] ~o = A2 A7 A AZ E 9o] & Cisco Secure Client | 7] A& A =
=% HHU}E]’ ] AH ol dZ =3 = AA stE My o] L3E o] QlFUTh X3 WS A
Sli= 7 9- Al Cisco Secure Client ¥ 7] X & ] 2 =8 wjw}t} Cisco.com 9] H Al D ~= ¢ v o] E 5
oF gt}

29E A A A YA B shahe W

RELMEL

Sht ol agel 912 o4 VPN 33 & 7
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Secure Client A}-8-% %] 7 <1 .

L 2AIA

Apg A} A A = F R shE WES WA T
A BQE FEpol AE AREAF A AN A& A Y T

a) Objects(7lI #ll) > Object Management(7| Al ¥2]) > VPN > Secure Client Customization(}:.3+ =
O] AE AREA}F A )= A8 gt

=2 v 71
b) Add Secure Client Customization(2.QF S eFo] A E AFE2F A4 F7hHS S8
c) AHEAF A e o] 3 A S JEdyTh
d) Customization Type(A}-& 2} X] A F3) =5 U 5S04 Customized Installer Transform(A}-&-

X} A7 A=) 23 HM¥) = Localized Installer Transform(?ﬂ A gtE Ax] 23 HE)
= Ay

e) Platform(Z %)

f) Browse(ztolH 7]

AA HA| 2 VPN A Fof| A2} A A& F7}g

a) Devices(t]H}o] 2) > Remote Access(H 4 A 2~)E A &g o),

b) 974 AA|~ VPN Ao HF ofo] Z& S}

¢) Advanced(2L =) > Secure Client Customizations(Secure Client AF-8-2} %] %) > Custom Installer
Transforms(AF-&-2F A A A ] > = 715 W §) B=+= Localized Installer Transforms(& =] s} A %]
ZRIHHY)E SHFUTH

d) +5 295t WY& e

e) Add(F7hE 934 th

f) OK(}S)E 93t

Save(A )& 28 FH o

Deploy(-=) > Deployment(-+3) & A gl slo shd & tjujo] o) A 28 &3l M gANS

S wj7hA] &4 3tH A EF

Frhe S5 oA

L= 1
— =
)& 2t WP S

Secure Client AF-8-2} #] 4 3ol

%735

T50] ¢+7 = "H Management Center©]| /\i TS A5} Transcript Details(th 3} W8 A4 4
u)E) otol 28 Fe o] ALgA A4S A5 AHE WL BT

o

1. o} ool = GUI B2~ E 2 A X] AL-&A} 2] (A2} XA X FZ E 7} E3HH Secure Client ko

Ax3he] ENAAHE AR GR7F et U

import webvpn translation-table AnyConnect language en-us disk0:/AnyConnect en-us.po

2. o} ool &= AF-8-AF A1 g o}o] & & o] u] X|(Secure Client =31 2 ABC 211 AF-8-2}F 2] )] EH
ZAHE AR AR vl 5y

A7 a4 ven |}



47 A= veN |

Secure Client AF-&- 2} %] 4 &<l

import webvpn AnyConnect-customization type resource platform win name company logo.png
disk0:/company logo.png
3. o} of o = A& A} X1 A OnConnect & OnDisconnect 2T HE 9] EN AT HE A5 G K7} L9}
25 Yt} OnConnect 2 HE = U EQ 3 =g}o| HE nl2 E 3} 3l OnDisconnect 2= H E = 4
E9)3 =ebo| B2 B E S Fu g,
import webvpn AnyConnect-customization type binary platform win name
scripts_OnConnect mount.bat disk0:/mount.bat

import webvpn AnyConnect-customization type binary platform win name
scripts OnDisconnect unmount.bat diskO:/unmount.bat

Threat Defense ™5 & - A}-8-3} o] AF&-#} 2|4 &<l
Threat Defenseol| 4] Th5 8 & & AF&-3Fo] AFEAL A1 & Sl T
« show import webvpn translation-table detailed: A& 7} 3F W ) | o] &8 T A gt}

HQ-FTD# show import webvpn translation-table detailed
Translation Tables' Templates:

AnyConnect 1a4DaAXNSv15pZboQRGIcs IKMXY=
customization

Translation Tables:
fr customization BWWodsOt1PbvDvYOp8hLb3W7a64=
ja customization INvUk1l+gTLNZyNrBcApMQPHNm1M=
ru customization UgyKyUACjR+xTGUtdiIFnoIiWsU=

« show import webvpn AnyConnect-customization detailed: Secure Client AF-8-2F 2] A 2] A5 7 1.
= A g

HQ-FTD# show import webvpn AnyConnect-customization detailed
OEM resources for AnyConnect client:

linux-64/binary/scripts OnConnect conn.sh w6+n7z80D/8AR+ul2f7DvTmcDTw=
linux-64/binary/scripts OnDisconnect discon.sh jx5LJC2XBEmMEkGeww59CAkszvnI=
linux-64/resource/company-1logo.png GsfBDrogGSQEEwWuBDS/3DJINVv88=
win/binary/scripts_OnConnect mount.bat dzjfsLYYft/XM1PlzskK1+Wvlbw=
win/binary/scripts_OnDisconnect unmount.bat k6x1KhF112IRyJu08+sdYXgKNgM=
win/resource/company logo.png cmEvxwgvtaS+Pz/6sb9n3NzZudS4=

Secure Clientol] 4] AF-&2}F x| A &<l
« Secure Clientol] 4] Message History(W A %] 7] =) ®1-& S8 alo] AFR2} 2|4 A}glo] U&7 =5
A=A A3 ok

DART & AR8-3to] Sefo]dE 5 Aeh& 215

ks
=

W 24 A= vPN
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Secure Client A}-8-% %] 7 <1 .

3 8: Secure Cliento] <] A&7 2] 4 ¢

Rl

st AdA Nl

ol

GUI 8] ~E B v A% Ab&2F %] |+ Secure Cliento] A T 9] %ol &% 3} 2o} = AL} 2] 4
3 shelo] QA Hlgh,
* Windows: %ProgramData%\Cisco\Cisco AnyConnect Secure
Mobility
Client\I10n\<language-code>\LC MESSAGES(AnyConnect
4.9 o] s} B 1)

* Windows: %ProgramData%\Cisco\Cisco Secure
Client\l10n\<language-code>\LC MESSAGES(Secure Client
5.0 o1/ H 4)

* Mac OS ¥ Linux2] 7 $-:
Jopt/cisco/anyconnect/110n/<LANGUAGE-CODE>/LC_MESSAGES

c @A A ALeA A G E Thele] &g Selak el
o A&7} A1 = @A 3 B o] Sli=A] ShIgh .
of|: AnyConnect.mo

o|n|A| Bl oo F AL-E-A} A4 « Secure Clientol| A] T} 9] x| o] AF-&-2} %) 5} o] Q== &
MR

* Windows: %PROGRAMFILES%\ Cisco\Cisco AnyConnect
Secure Mobility Client\res\(AnyConnect 4.10 ©] 3} H )

* Windows: %PROGRAMFILES%\ Cisco\Cisco Secure
Client\UI\res(Cisco Secure Client 5.0 ©]*})

* Mac OS and Linux: /opt/cisco/anyconnect/res

R

« 1§ A} )4 ofol i iz o vl A shel o] U g2 Sl gt

A&7+ 2174 OnConnect %! c AL} A A 2T HET}THS 9] o] 9l=+] Bl g ).
i ~O™YE
OnDisconnect <=1 % = * Windows: %ProgramData%\Cisco\Cisco Secure

Client\Script(Cisco Secure Client 5.0 ©])

* Windows: %ProgramData%\Cisco\ Cisco AnyConnect Secure
Mobility Client\Script(AnyConnect versions 4.9 ©] &})

* Mac OS ¥ Linux: /opt/cisco/anyconnect/Script

A7 a4 ven |}
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. Secure Client ¥+2] VPN E] 9 4

Secure Client 2] VPN B 4 4

2] VPN B] 22 VPN A& 27F VPNell A 6FA] arte Sefo] A E A 2810 3 4 vt} 3]
AU ES A tidt A4S AT FUTE o] & &3l 222 AT ES o] s H Ho|EE F3l =
FREE HA HHE AT 7 AdFHT AFEAF A2 VPN B Ho] A w T ] 5 o] Aol
wold Yo

o] A M of| A = threat defense®ll 4] Secure Client #2] VPN B 92 443} Wi ol diaf A3},
management center 9 ¢1E] #| o] =& A}-8-5}¢] threat defense®l| 4 Secure Client 2] B €& -4 3¢
Hohs dAol o

s QlF A 7|k elF 2 TI5F URLY| e 92 22391

s

« Secure Client #2] VPN 2 23}¢] 51, H Q3 49 7145 URL 2 NG AHZ AW E F4A5

Y =]
.
N NELEEREL R ER PEECE L SR EEER P =0

SefolAdE vto] = 22 EF vy §lS

Secure Client ¥2] VPN B €& 4 8}+= A} A 8 %] 2] 2 Threat Defense©ll 4] Secure Client 32| VPN E|
g 54,75 Hlo] A o] Y &-& FE2g AL

A

Secure Client 2] VPN 812 Q- AFsH 2 Abd @A

A3

1H

Edol 24 a7 A

management center ¥ 31 B3| o] ~ 5 53| threat defenseE A}F-8-3}9] Secure Client #2] Y-S A A3}
7] Aol o ALEHS SIS Al 2

« threat defense 3! management center H A 6.7.0 ©]/S AF8-31 31 Q=% &13

» Secure ClientSecure Client VPN Webdeploy | 7] A] 4.7 0] 4}-& t} 2 =3} 9] threat defense <1 2 <
A2~ VPNol| 2 =3k}

AFH 8T G

* Threat Defensel| = A2~ VPNl t 3t -89 ID /154 7F glofof ahH, 24 <15 7] 3
(CA)Q] FE QIFA 7]— threat defense®ll ) ofoF g},

kop

« @] VPN Bl 2ol AZsk= =1 Ed = a5 ID 1S4 7F lofoF Syt

* threat defense2] ID 2154 9 th3l CA 215

= A= ERIEo AX]3|of s, =3 AE o
3+ CA S1ZA] = threat defense®l] A ] &} oF

+ T 2 CACNAM EE D ASAM7F A A

o>4

el glojof gk,
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Secure Client 2] VPN B & 2] A 3 A}&} .

Windows 2] 7-$-oll+= 154 A2 31, macOSe] 7 -F-ol+= A| 2~E 7] A1 Yt}

Secure Client 32] VPN B & 2] A 3} A}3}

* Secure Client #2] VPN B €2 Q154 QIS5 TF A 431 AAA 7|1 Q152 A4 3HA] 54T

« T8 e Tofo|Hl ZFHA| AL XA EA] gFU T

« 78] VPN B do] A2 5 o] 9l oW Secure Client 9 28] ©] = % AnyConnect &5 TF*2 =7} A
LA FEFUTH

Threat Defense©l| 4] Secure Client 2] VPN B ¥ -4

oA 4

L ZAA

S ALE Abgahe] 97 oAl VPN 4 A2 A
)7 o
I A

A2~ VPN A o] o 3k 2FA) 3+ )88 A Remote Access VPN 12 -4, 12 # o] A & F %38}

™, (o
fo 2

=)

7] VPN B o] ) 91 Rubel A A

il Secure Client ¥+2] VPN Bl g o 7k A}-&-3F A A4 2515 WA sh= Zl o] =HUY T

o

a) A AA Al VPN A A S A oY

b) ##2] VPN H ol A}&3 A4 ~ 2515

c) AAA> Authentication Method(8! 5
e Ayt dao wet s 2 AR A

d) 972 Z 23] Aliases('H ) #1& &gyt

e) 94 T 2o el URL A olefoll A Add(+)(F7H+)) 22] 32 URL Alias(URL 2 ) =S &8
P

f) Enabled(ﬁ“é ste)E S=l8to URLS 2433t

g) OK(ZhE =% E}% Save(4d)E =

]

2]
Ad zeatd A g g A W82 Ad Z2abd A, 23 Ho] A o] &S FEEAA Q.

|

Secure Client(E.QF E2to|AE) =01 HY 7 & AH&sto] ¥ HE 2998 AT
a) Cisco 22X E 9o th2- 2= AlE] o) A Secure Client VPN #H2] 3

-

A gz He 49 e reg,
b) VPN ARgAe] thet B Ao vel By LEst e A5 Bha & AT
o 97 Zeshelel A T4 TF URLE AHg-ahe] Au] %50 e e A3t

Z2utd AV E ALES A 229 Aol o g 24 gk -8 Cisco Secure Client (including
AnyConnect) Administrator Guides #3231 Al ..

e BE A A
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. Threat Defense©l| 4 Secure Client ¥+2] VPN E] € 4

a) Secure Firewall Management Center 9 <1E] 3] o] 2ol 4] Object(7] 2]) > Object Management(7l] ]|
#+2]) > VPN > Secure Client File(:2.¢F S0 A E 91 d)= o] 53t

b) Add Secure Client File(®.¢F Felo] A E w1 =71 S F2 3t}

c) Secure Client < 2] Name(¢] &)= A g}

d) Browse(3tolE 7])E F¥ st A4 fi He HE 220 9 dS Aok

e) File Type(¥}¥ #3) =& t}+< 3 3}aL Secure Client Management VPN Profile(.¢F 2 2}9]
A E ] VPN Z2312) S A ed] HD}.

f) Save(4"h=E FY gk
231 3l 13 A A o 3t Secure Client AU e olES u e HY MAE

R ! ]
A4yt 215 A A Secure Client w541 9] W88 33234 Al

#o T2sd s 1§ A0 ddsn 1§ 3 4YS 7A:

=
He] B2 VPN 2o /‘}%QL a4 Eiﬁr%llﬂr A2 15 2“”01] JJFF’/] VPN JEJJr = T7]'°H
)

2ol 4%&55101 J)rﬂl VPN E1 l%% %“éi‘r;“fl E‘r.

9 No Banner(¥i 1] §15): L& 2 A2 g o] v 7} 524 = o] A %24 &1 T} Group
Policy(13& A 2]) > General Settings(¥ ¥ A7) > Banner(v U)ol A] vl A A& gl st
2~ ol X
TR e ]4‘;}‘

a) W2 VPNEY o2 HA3 A2 Z2udS =AY

b) Edit Group Policy(25% “d @ 4=74) > Secure Client > Management Profile(¥2] Z232)S &9

Fu
¢) Management VPN Profile(¥2] VPN Z 2 3}9) =& 1125 Zelst 2 A4 3 #he] T291Y 94

NAE A
i +Z &85} A Secure Client 2] VPN Z 232 /A& =718 == 95Ut}

o

d) Save(A)E STt

I AAeA ~ZE Had 74

a) Edit Group Policy(=2% A # #13) > General(2 5} > Split Tunneling(=2 3 B2 )
Y.

b) IPv4 &= 1Pv6 22538 B E ¥ =35 th&<ll 4] Tunnel networks specified below(oF2l] 2 4 € B4
UESA)E Aesyoh

c) 2=ZH HY U ES A 55 73, 5 Standard Access List(3E
List(3d A M2~ 55)E des of2 #2] VPN HE S &5t
2 E5S A9y

d) ~Z3 8 448 A5 d Save(H ) E FHFU

Secure Client Custom Attribute(A}-82F X 4 $:4)

Secure Client #2] VPN Bl g o & 7| 2& o7 ~Z o) g|d " FAlo] T Eojof gyttt ZRE EHY

B8l =& HEdo] 34 #e] VPNHE g S 5SS 15 A F o A Secure Client 25 ¢

]S 4 3= 73-F- management center 6.7 9 Q1E] ] 0] 2~ 7} Secure Client 25 44 S X 16}A4] o

B & FlexConfigE AH&-3t] ald 74 =+ + AFH T

o

=
=9

L

HN

M A 2~ E-=) B 3= Extended Access
Efg & 5§t o 28 A
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t}8-& Secure Client @& $:A)of] o 3 W& o Yt}

webvpn

anyconnect-custom-attr ManagementTunnelAllAllowed description ManagementTunnelAllAllowed
anyconnect-custom-data ManagementTunnelAllAllowed true true

group-policy MGMT Tunnel attributes

anyconnect-custom ManagementTunnelAllAllowed value true

GA 7 DA A VPN A A -5, Bl B RUE

a) 2 VPN HY T4 < threat defense®ll 7334t}

= FefoldE A AHE whe] Hd VPN 22345 Sl E mile 2 =se
threat defense 12} A2~ VPNel| gk ¥ A2 aff of gt}

o

b) Secure Mobility Client > VPN > Statistics(%& #])°ll 4] Secure Client #2] VPN B Y-S &8 4 9J
}\
Ytk

show vpn-sessiondb anyconnect ™ ¥ - A}-8-3}9] threat defense ™ ¥ X & Z E o A #+2] VPN Al A
AR BERE A T dFUT

c) management center 9 91 E]H| o] 20| A Analysis(i-2])E S5l ¥ HE Al AHE &21%

U,

=

A
SEETERRE BIE 3R

Threat Defense 15 4 2 7] A

ol =

1. O

e Q15 71k Q15 53l threat defensex= AHE-AHe] ID SA S T8k A 9]0l ke Al H=
trtol = JISA S A5, 5 vnkel 27F 719 2 & Ty nho] ~eh= A& Wd8hal SSL 1= IKEv2 EAP
A &<t Secure ClientE AF-&-3Fo] VPN Al ~& 3] -&-3H o}

U A AL ASAE Tl vAF AR A 2] A IS S8 dH T o] S A
aHA o WAl B ARG Al 3 A ASRE AT = glon] F 7hA] Bpel] ti d Q1A

AT Fae = glaynh

. g A AFS S5 A -$-ol & Cisco Secure Client =2 3} A4
o A AutomaticCertSelection?] Zt-2- true= A1 A &l of gt}

cTOT ASA T2 @A A5 270 = Al Y

* Secure Client= U5 Q154 A5 XS FA 8o Uttt 28X &2 -5 Alo|Edlo]+= =l A
Al S5 W O}‘/}E AFEE A Y A Ao A H g ). Secure Client Bl A 4.4.04030 ©] 42 t}
QIS A 71HE Q1 Z& A A3 T},

O{N
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* Secure Client:= RSA 7|5} Q1 S A9k x] g o},
« Secure Client 4 7] €15 Zof = SHA256, SHA384 2 SHAS512 7] 5+ 1= 5k x| Q¥ Ut}

SAML 153} Astet 4= gl o).

== =
° ?_'6‘}\1 S

rlo

A 3F7] Aol Z} threat defense T HFo] 2~ ID <1 ?7\1 Ed= g AEH a5 A
| AU AAS W82 A4 W NAE Faskd Al L.

A1 Devices(t]HFo] 2~) > VPN > Remote Access(d 2] o 4] 22)& A el gt o}
424 AAl 2 VPN A # - A g skal Edit(H )<

(RUBNAU)
Y

A A4 AA 2 VPN AY3HA oF2 44 Add(F7hE Z 3kl A 94 42 VPN A

3 AP

= Agsta #Rste] g5 S S A Y
S &3 3l Authentication Method(o < ) > Client Certificate Only(Z 2] A E A F
A 1F) 3= Client Certificate & AAA(Z o] A E ¢34 2 AAA)S A Elshy o)

B3 2elQE dFA L AAA AT WP AU 49, AT AN E Auhnh

B

ol\

(RUBNR)
)

w

r o

iih)

“

i
J:;

e

olN

Enable multiple certificate authentication(t}h
A6 Zeol AR AFA oA AFHEA o5 v

« First Certificate(3! 17| 215:-4) - VPN 2 2Fo| A Eo| A A5 Al 28l Q15A] Q] AFEA} o] 55
nj=g sk ¥ o] S A8

o
B
[2,]

e ofy
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. Second Certificate(FF HA| 215A) - Zg}o]AE A AL H AL-&A}
sheld o] S-S Mgt

o

FA 9] ALg A} ol &2 1)

AZA A& AZo] BAFA A%, o] Ao A A5 A7} o] Fo] VPN A4 A&
= ALHYT AAA D AFA 1Z0] B4 5HE A VPN AlA ALE A o B& AL 797
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S
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Remote Access VPN AAA 184 14 I}

Zeho]AE QIFA o] AL} o] 55 33k Map specific field(574 2= vig) S4&
1 813HA Primary(7]+) 2 Secondary(}.%) 2 =< CN(Common Name) %
OU(Organisational Unit)2] 7]¥-gko] A1 Y th

e
=

Use entire DN (Distinguished Name) as username(% Al DN A}-8-2} o] & 0.2 A}-8) 54
S A8ete A Al 2w 2 02 AREAFIDE AT T A o] F(DN) 1E 2
EE FAE I1F IDE, FFE AFA A5l AHE = A4 ZE 3 DN 1 o AFE-
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aaa.saml.name.l = "value”
aaa.saml.name.2 = "value"

Active Directory memberOf <-4

Ach
i
4

AD(Active Directory) memberOf -4 2 LDAP # 2| & S5l A 2] ¥ = W4 3 d A 5l= 55
A1y .

Z1F ] 52 DNOJ CN £4 0. & FAF Yt}

Az F-of Aol A 213 £ 9] o

memberOf = "CN=FTD-VPN-Group,OU=Users, OU=TechspotUsers, DC=techspot, DC=us"

memberOf = "CN=Domain Admins,OU=Users,DC=techspot,DC=us”
Dynamic Access Policy /3 :

aaa.saml.memberOf.1 = "FTD-VPN-Group

aaa.saml.memberOf.2 = "Domain Admins"

cisco_group_policy <73 2] 3l 4

15 A HE SAML o] A 4] o & XA e 4= 915U U threat defensel] 4] "cisco_group policy" <5
A& Falehd G ghs Abgste] A aF A AES dEdy
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Al &FsE7] A el
DUO<2} & SSO(Single Sign On) A ¥ = 4 3} 2L F 4= IdP(Identity Provider) 2 SP(Service Provider)
ARS SadeA S oh

AFA 3 W82 SAML 2.02 AF&-3F SSO(Single Sign-On) 215, 97 #| 0] x| & Fa13}4] Al 9.

EXRE

o}z A B A & 7 - SSO(Single Sign-On) A1 8] 7] A S -4 g o},

a) Object(7] #) > Object Management(7ll Al ¥+2]) > AAA Server(AAA 4| H) > Single Sign-on
Server(SSO(Single Sign-On) A H)E A &l gt}

b) Add Single Sign-on Server(SSO(Single Sign-On) A ¥ 7HZ &gt}

¢) SSO(Single Sign-On, T 215 A A5 A HE ] 23} Save(# S =8¢

LA 8+ ]88 SSO(Single Sign-On) AW F71-8 #a1al 4 Al 9.

A Al VPN A 2R upd ol A SAML Q155 79 9

a) Devices(t]H}lo] ) > Remote Access(1 2 A 2)E A .

b) SAML g+ F-oJ & T8 AU A AAS A 474 HA 2 VPN A oA Edit(CAH)E 29
Gyt

o) Zod A4 Z20dS AR AAAS HEg )

d) Authentication Server(215 A H]) =5t} A SSO(Single Sign-On) A B 7§ A = A &l gt}

e) U4 HA2 VPN A4S Ay

DAP A # o] SAML 7] 53} 9 X gt}

a) Devices(t] o] ) > Dynamic Access Policy(Dynamic Access Policy) =S 41 &4 gt o},

b) Al DAPE 4571 71E DAPE T dHth

¢) DAPHZE=E AAdeAY 7IE da=s Ad T

d) AAA Criteria(AAA 7]55) > SAML Criteria(SAML 7] ) > Add SAML Criteria(SAML 7] 37})
= S8y

e) SSO AW ol A uF3kal SAML o] 2 A& 7|Wo 2 SAML 7| &S A gyt

44 AAH 2 VPN & TFHFY
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. a1 Secure Client 773

113 Secure Client 743

Threat Defensel| A Secure Client =5 1%

Secure Clienti= T} %3k Cisco A =¥ 91
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& A8 ahe] kel weke AT S 4 At
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A

t} k3l Secure Client =5

YA = 3 =l = threat defense= AF&3}9] Secure Client 52 A =X Eof| v E5t a8 & 4
5 Yt} A8 2}7} threat defenseol] 12 S uf), I =¥ Q1 E o] Secure Client 2! 2 Q3 X 58 U}5 2

=aho] 214 g,

6.7 ©]7& ¥ A o] A = management center®l] 4] ¥2] 3} = &) = ¢l = threat defense S AF-8-3}¢] Secure Client
HES =X E vjxzsta #E e 5 JFYT) o] g BE-2 3l G 3= Cisco JIEEQIE H QL

6.4~6.6 ¥ A ol] A = threat defense®l| 4| FlexConfigE A}-8-3}o] o] 2|t H &5 % X 23} & A5} 4=
A5 Y T ZFA$F W82 FlexConfigE AF8-319] AnyConnect =5 2 4&4—0‘ TAE st A S

A

Secure Client &5
S gA a5

o« 7} Al = Q1 Eof| A Secure Client 57} 3 231 vl 32 1 3],

o Z} Q= 3 2l E o] A Secure Client § 28| 0] =

Secure Client =5 £-3

AMP Enabler

AdENNE Oﬂ Cisco Secure Endpoint(©] 71 2] AMP for Endpoints) & 75 3}# H o] Z5& AR&-3h
o] ZE JdExelo]= 37 YoM 242 T A8 E = A9 ol =¥ 21 E o Cisco Secure Endpoint
E FAIRYT o] REAA = U ES Zol| A BAE = = A o] 93-S &Xskar Al Ak qlH
axtol = S H G k= 71 Bl dlo] dEE A&yt

Cisco Secure Client 5.0] 4] AMP Enabler= macOS % -2 1 t}. Windows-% Cisco Secure Client= Cisco
Secure Endpointe}¢] 2+ gt -3+ Al gy o

ISE Posture

Cisco Identity Services Engine(ISE)= &3l QFE]vl-o] 2] 2=, QFE] 2~ 3} o] 9o, 2 xﬂ xﬂ 59] d=3x0]

= wol e 391 % - o =T el E o] 3 Eebol el Whee W of R E

= ZHA ] ID B A A 2 Al o] A WS AlF T ISE Posture™ S 2}O|AE = -‘737 % /\E]}\] Fuch =
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Umbrella &%) Xt

Cisco Umbrella 2™ 1.0t A H]| 2~ E A}-8-5}+= DNS g o] o] K. Qo] o] 53 A} T}, Cisco Umbrella
oAM= FRl= Y, vheFe A A, 7F gk B AL 7]5, Active Directory 3 715 &%= Al & FH T

< ®of

Cisco Talos®l| 4] #l|-&-3}+= Cisco WSA(Web Security Appliance)g A 8l o] RES AFE S U}
o] & AFEAFe] MM 2=F §]-§at7] el g Alo] E X}D}O}JA o T = Al EE HAE

Sto] =¥ EES B3t 22 g v WSA = Z89-= 7|9k Cisco Cloud Web Security S 5

a § Hetks ?’:6& FodFYTh o] RE>de 245 Secure Client 5.09] AnyConnect 3| 7] %] o]

= 28] A ZFHEUT

Network Access Manager

o] R E2 HotLayer 2 HHEHAE A T3t 4 2L T4 YEHT AALE § 3 tufo] 2~ J%S
2l & g1 T} Network Access Manager+= AF-8 %29} D]H}O] 2~ ID 2 Bk o /‘ﬂ/\oﬂ 4ot EYA
A2 22 EZS A dyTh

Network Access Manager™ macOS %-+= Linux | A = A 9 & #] &HFYth

_1: mlo

27191 Aof A=t

SBL(Start Before Login, =131 2 A|Zho] &)= 7]5 S AF-8-3FA Windowsol| 2719138} 7] Aol ollEf 2
g}o] = 21 }of )3k VPN A28 A A s 4= 9l5 Yt} SBL & A X 3 Secure Client VPN 3 =2 1}
Aol A SBLS &4 ststar ¥4 A A2 VPN 15 A Aol 7}l of gt}

ﬂ

DART

DART(Diagnostics and Reporting Tool)= A] 28l 271 9 7€} ek A B 5 4=3]3}9] AnyConnect A %]
2 A ZA 2 AT 4 3 AS 98 o] "o Bl S Cisco TACO B9 4= &1 th

71 EAH 0= 6.7 0] ¥ 2] Al RA VPN 15 4 Fof| A &= DART7} &4 8} = #] ek th 6.6 o] 5} ¥
ol A= DARTZ} 7] 24 o 2 g slx] o] Ut

s

CEF(Customer Experience Feedback, 2.7 7 & v =) 252 3170 o] A}-&-3} a1 84 3}
ol gt AR E ATFYT o] AR E vF o R AR} Aol i &
Cisco+= Cisco Secure Client®] 54, o4, 5 D A A& A &4 2
Secure Clientol]| A= = = 55 OﬂEi‘ﬂEoﬂ e 2 =314 ‘39;’{5 c}
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. Secure Client =25 742 93t ALd &

Secure Client =5 = 913 Abd 2.4
cARgetE = EEe) wet A9 AlEs 8 d YT
e Cisco 2ZEY o] g2 A dA 24 T AEZ S Secure Client & #j7| A & t} 2=
Gyt
« I Q 3k &2 Lo 9k= Cisco Secure Client Headend Deployment Package

o] I 7] x| = 31]503 = g o] RE Secure Client 252 E 3311 905 T Windowse] 73
§- 3} o] E-2 cisco-secure-client-win-5.0.03076-webdeploy-k9.pkg Y U t.

Fol AL TRl e A Yo,

o]
ox

rsi‘

Profile Editor(ZZ 23} HX]7]): Z2u}do] HQ

Secure Clientol] &= €5 2 5| )3} Secure Client ZE23}Yo] D3t} Z2uddo= 1
< &g steta g E?} /‘1H]/\°ﬂ AAst7] /st Aol gt o] JHF U T2k

Secure Client 2.5 ZEodE 22 ud g
AMP Enabler o

ISE Posture o
Network Access Manager d
Network Visibility Module o
Umbrella %7 B.QF =& o
= o]

Y HF o
DART ol &
27191 Al A oh 2

. 2ol 417

* T} Secure Client 2}°] A 2~ = 37} & 2 3+t Secure Client Premier, Secure Client
Advantage B=+ Secure Client VPN Only

« management center Essentials 2} ] A 2~= WX U] 7] Ao 7] 5 & &3 oF gt

Management Centerol] 4 ©] 7] 2915} ¥ System(A] 2~ &) > License(2} ] 41 2~) > Smart
License(Z=PHE 2ho] 4 ~)E A egh o),
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Secure Client 2.5 -4 #| &

443

Secure Client =5

« & E Secure Client 52 AnyConnect 4.8 ©]4 % Secure Client 5.0 4] %] Lt}

« mEol ubeh A2 T el $490] E2uelo] A APtk thg Hol WE 9 S s
Qo) A 9= el s o] et g,
F 122 Rad o] A Y= 9o S
BE sl 8413
AMP Enabler * xml, *.asp
iRl * xml
ISE Posture * xml, *.isp

Network Access Manager

* xml, *.nsp

HESH A 74

* xml, *.nvmsp

Umbrella =7 H.ot

* xml, *.json

2 Botk * xml, *.wsp, *.wso

« ZefoldE BT st Nt 274 = Ut Bael tig 35S A st A Y A A S
T AFHH

. Wlndows 0S| A ISE Posture 2! Network Access Manager &5 = A}-&3}2] & 7 - ISE Posture &

5 AFE-317] Aol Network Access ManagerS A %] 3| oF U T},

e Umbrella 2% B ol w58 A slsl= 74
DNS requests over tunnel(3d Bl 2
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Threat Defense = A}-8 3} Secure Client .5 24 X

REEMEL

Secure Client =5 742 93 AFd 2.7, 104 H 0] A ¥ Secure Client &5
S HESIMAAIL
LR A A
A1 B A= 83 4§ 2 Secure Client 250 thsl] Z234U-& A7
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@A 3 AF&A}7} Secure ClientE AF-&319] threat defenseol] ™ 3F VPN A A& A ZHghy o}
7] 4 threat defense7} AF&-AHE 15T T}

A5 Secure Client”} ¢t o] EE &<l T},

WA 6 threat defense’} A= Q1 Eof| A Secure Client =5 2 X & 1} 2w Lt}

chgel S e 2l

Secure Client =85S AF&3F 97 A~ VPN 18 A3 74,106 7 o] 4.

Secure Client ©. 53 A}-83F 924 MM~ VPN 15 A 4

management centerol| 4] 2] ¥ = threat defense & AF-8-3F] Sl =32 1 E ol A4 Secure Client X255 A #|

ol EsfoF §Y

32 A do] E&}#] W Secure Client =5 744 0.2 97 I~ VPN 12 A A&
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N 2a}7] Aol

management center®l] 17 A2~ VPN A H o] A & o] Q=% A4 A Q.

EZEAA

Yol T2 ad S FIH T

o710  Enable module download(5. 5 th 25 84 3}) A 3 vt~ =S A el sle] =¥ 9]

=gy
AN Add(F7HE 28U

o
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o
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GAl2 97 A2 VPN G S AelEtar Edit(ﬁﬂj) S Z93yn

@A13  Connection Profile($1 4 X 23}¢)S- M El3l 1 Edit(H F)S S8 FY Y

@A 4 Edit Group Policy(ZL& 43 A= %’—?4% [BR=4

A5 Secure Client -8 &8 gt
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2. Secure ClientE A 33} 17 VPN

wol AAE YT

3. AL FAFCh AAT

E

Secure Client =5 -4 3¢l

Threat Defense ]| A]
threat defenseol] A tF5 &

Secure Client .5 T4 &<l .

T2 adS HAEd & vpNol| A2 Y o). Secure Clientol] -4 &

2 Secure Client 5 74 &<l 107 #H| o] X & sl Al Q.

S AbEsho] 23 9 Secure Client 25 744 gl o).

« show disk0:- Z =23 9 g A& S0}

« show run webvpn - Secure Client -4 2] Al| -

A s Sl g,
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A% 4R g el
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