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The Cisco implementation of TCP header compression is an adaptation of a program developed by the
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system. All rights reserved. Copyright © 1981, Regents of the University of California.
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IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST
PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE
THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual
addresses and phone numbers. Any examples, command display output, network topology diagrams, and
other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses
or phone numbers in illustrative content is unintentional and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current
online version for the latest version.

Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at
www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and
other countries. To view a list of Cisco trademarks, go to this URL: https://www.cisco.com/c/en/us/about/

legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use
of the word partner does not imply a partnership relationship between Cisco and any other company. (1721R)
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<?xml version="1.0" encoding="utf-8"?>
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FE Q49 configoll & B€ 15 847 XFH YL U3 go] FE Q4o WA $A = F714)
oF it

<?xml version="1.0" encoding="utf-8"?>
<config version="1.0">
</config>
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<Client>
<parameter>value</parameter>

</Client>

<Directory>
<parameter>value</parameter>

</Directory>

<Options>
<parameter>value</parameter>

</Options>

<Phone>
<parameter>value</parameter>

</Phone>

<Policies>
<parameter>value</parameter>

</Policies>

<Presence>
<parameter>value</parameter>

</Presence>

<Voicemail>
<parameter>value</parameter>

</Voicemail>
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<?xml version="1.0" encoding="utf-8"7?>
<config version="1.0">
<Client>
<PrtLogServerUrl>http://server name:port/path/prt script.php</PrtLogServerUrl>
<jabber-plugin-config>
<browser-plugin>
<page refresh="true" preload="true">
<tooltip>Cisco</tooltip>
<icon>http://www.cisco.com/web/fw/i/logo.gif</icon>
<url>www.cisco.com</url>
</page>
</browser-plugin>
</jabber-plugin-config>
</Client>
<Options>
<Set Status_Inactive Timeout>20</Set Status Inactive Timeout>
<StartCallWithVideo>false</StartCallWithvVideo>
</Options>
<Policies>
<Disallowed File Transfer Types>.exe;.msi</Disallowed File Transfer Types>
</Policies>
<Directory>
<PrimaryServerName>dir.example.com</PrimaryServerName>
<SearchBasel>ou=staff,dc=example, dc=com</SearchBasel>
<ConnectionUsername>ad jabber access@eample.com</ConnectionUsername>
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<ConnectionPassword>Jabber</ConnectionPassword>
<PhotoUriSubstitutionEnabled>True</PhotoUriSubstitutionEnabled>
<PhotoUriSubstitutionToken>sAMAccountName</PhotoUriSubstitutionToken>
<PhotoUriWithToken>http://example.com/phto/sAMAccountName. jpg</PhotoUriWithToken>
</Directory>
</config>
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* HideCallControlStrip, 20 ] ©] #]

* IP_Mode, 21 3| ©] #]

* J2JMaxBandwidthKbps, 21 | ©] #]

« jabber-plugin-config, 21 3| ©] #]
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» SaveLogToLocal, 27 ¥| ©] #|
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* EnableProfileProtocol, 80 H| ] #|

* EnablePromoteMobile, 80 | ©] #]

* EnableProvisionProtocol, 81 3] ©] #|

* EnableRecordingTone, 81 ¥ ©] ]

* EnableSaveChatToFile, 81 ¥ ©] #]

» EnableShareProtocol, 82 #] ©] #]

* EnablesSendLogsViaEmail, 82 #| ©] #]

* EnableSIPProtocol, 82 | o] #|

* EnableSIPURIDialling, 82 3| o] #]

* EnableStatusProtocol, 83 | ©] #]

* EnableTelephonyProtocolRateLimit, 83 ] ©] #]
* EnableTelProtocol, 83 | o] #]

* EnableTelProtocolPopupWindow / CiscoTelProtocolPermissionEnabled, 84 ¥ ©] 4]
* EnableVideo, 84 7] ©] ]

* EnableVoicePush, 84 3| ©] 4|

* EnableXMPPProtocol, 85 H| ] #|

« FCM_Push_Notification Enabled, 85 31 ©] ]
* ForceC2XDirectoryResolution, 85 ] ©] A]

s ForceDevicePin , 86 | ©] %]

« ForceFontSmoothing, 86 3] ©] 4]

* ForceUpgradingOnMobile, 86 ¥ ©] #|

* Inactive_Connection_Activation Timer, 87 3| ©] 4]
* InitialPhoneSelection, 87 3] ©] 4]

« InstantMessageLabels, 87 ¥ ©] 4]

* InvalidCredentialsLogout, 88 ¥ ©] %]

* LegacyOAuthLogout, 88 3| ©] %]

* LocalRecordingTone Volume, 89 3| ©] %]

* LogWritingDesktop, 89 | ©] ]

* LogWritingMobile, 89 3] ©] %]
 MaxNumberOfFilesDesktop, 90 3| ©] #|

* MaxNumberOfFilesMobile, 90 3] ©] %]
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* Meetings Enabled, 90 3| ©] %]
 MuteAudioByDefault, 91 3] ©] #|

* NearEndRecordingToneVolume, 91 3| ©] %]

* Prefer BIB Recorder, 91 3| ©] ]

* PresenceProtocolRateLimit, 91 | ©] 4]

* PresenceProtocol TimeLimit, 92 3 ©] 4]

* PreventDeclineOnHuntCall, 92 | ©] #]

» PrintIMEnabled, 92 ¥ o] #|

* ProfileProtocolRateLimit, 92 3] ©] ]|

¢ ProfileProtocol TimeLimit, 93 | ©] #|

* ProvisionProtocolRateLimit, 93 3] ©] #]

* ProvisionProtocol TimeLimit, 93 3] ©] %]

* Push_Notification_Enabled, 93 ¥ ©] %]

* Recent_Chats_Enabled, 94 ] 0] #|

* RecordingTonelnterval, 94 ¥ ©] <]

» Rememberlist, 94 #| o] #|

* RemoteDestinationEditingWithMultipleDevices, 95 3| ©] #|
» RemotePRTServer, 95 1] 0] %]

* SaveLogToLocal, 95 ¥| ©] #|

« ScreenShareAuditMessages, 95 3| ©] 4]

s selfcareURL, 96 3| ©] 4|

* SelfMuteTone, 96 3] ©] 4|

» ServiceDiscoveryExcludedServices, 96 3| ] #]
* ServicesDomainSsoEmailPrompt, 97 3] ©] 4]
» SharePortRangeSize, 97 3| ©] ]

* SharePortRangeStart, 97 3] ©] 4|

* ShareProtocolRateLimit, 98 3] ©] #]

* ShareProtocol TimeLimit, 98 | ©] %]

* ShowSelfCarePortal, 98 3] ©] #|

* SoftPhoneModeWindowBehavior, 98 3] ©] #|
« TelemetryCustomerID, 99 3| ©] %]

* TelemetryEnabled, 99 3] ©] #]

* TelemetryEnabledOverCellularData, 99 ] ©] %]
* Telephony Enabled, 100 ] ] %]

* TelephonyProtocolRateLimit, 100 ] ©] %]

* TelephonyProtocol TimeLimit, 100 ] ©] #]

* UserDefinedRemoteDestinations, 101 | ©] 4]
* UserEnabledDetailedLogging, 101 3] ©] ]

* Voicemail Enabled, 101 ¥| ©] ]

* VoiceServicesDomain, 102 | ©] %]

« WhitelistBot, 102 3] ©] #|
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. AddContactProtocolRateLimit

AddContactProtocolRateLimit

Synergy %] 2] Android-& Cisco Jabberell -8 Yt}

AA =50l th gk URLS AH&sto] A=t & F71e 5 AFEA7E S A ol A d o Qe Sl4E %
Ay} A 2] F7) A Al = URL(¢l: contact=username@cisco.com)S AF-8-3}of AF-8-2}9] g3 &
Zo AFgHE FI15lE U AFREE 4 5 U T o Z 59 AddContactProtocolRateLimit”} 3¢] 2L
AddContactProtocol TimeLimit7} 153 <1 7% A}-&2}+= 152 vt} Cisco Jabberol| 4] A8+ 371 A A
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1ol A 100 Abe] o] k& A e = dFHth 7] 282 3ot

Oﬂ:<Z—\ddContactProtocolRateLimit>lO</AddContactProtocolRateLimit>
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AddContactProtocolTimeLimit

Synergy “d %] 2] Android-& Cisco Jabber®l] 4 -85 1]t}
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tlo

A
oﬂ:<AddContactProtocolTimeLimit>lO</AddContactProtocolTimeLimit>

AlertOnAvailableEnabled

Cisco Jabber "l =717 S| A Eo] A-8FH Yt}

AL AT THEA A o] A E F71E & g,

 true(7| 23) - AHEATE LA A B2o] A & F718 F don
‘ false - AHEA7E 718 ZHA] BZo] A & b S gl

Oﬂ:<Z—\lertOnAvailableEnabled>false</AlertOnAvailableEnabled>

BlockAccessoriesManagerPlugins

Cisco Jabber U] 2235 Zlo] A Eo &g}

Jabra F== Logitech¥} -2 ERAL 5 G A1 & 578 A A g dejat 2 120+ d
191 DLL 3t 9] o] 55 ko= AA s oF Furh of o /9] gk st d 4B E ARSI A L

Microsoft Windows2] 73 -$-:

<BlockAccessoriesManagerPlugins> JabraJabberPlugin.dll, lucpcisco.dll
</BlockAccessoriesManagerPlugins>
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BlockVersi

BlockVersionBelow .
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UpdateUrl "l 7| ¥15=5- A}F-8-3} ¢ Unified Communications Manager TFTP 4] B o] 4| JabberE A& < ]

o] E &}+= 7d-%- Jabber BlockVersionBelow S FA] 311 T}

d:

<BlockVersionBelow>12.9.1</BlockVersionBelow>

ForceUpgradingOnMobile=- A}-8-3}0] Android AF&A}7F Al A o2 g o] =el s a 1= 9]
<14t} BlockVersionBelow™= A& 271 AX] o)l A 245 4 1dlo]| =& v &4 3 g <= J= BYOD ++

ZolAq o & &H AT

CiscoTelProtocolCrossLaunchBackNotificationEnabled

CiscoTelPr

Cisco Jabber =0} Selo] A Eof 22Ut}

%37} %525 A} Jabbero] 79 w] ThE o) Z 2] 7 o] Aol WA o -5 AFEA ol A] B o3
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* true(7] 2 5k) - & FA7F FAIH U
* false - O] 8} A7} 3 A] ¥ 7] EHU T

o

<CiscoTelProtocolCrossLaunchBackNotificationEnabled>false</CiscoTelProtocolCrossLaunchBackNotificationEnabled>

otocolCrossLaunchBackSchema

Cisco Jabber &1} Zlo]AE o & g5}

AP A= URLAI A 9] oz thA] A 85ts g AFE-5 = 7] &
CrossLaunchBackSchema™ & & 5= < ~7|u} o A] t}A] alxz} A w
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. ClickToCallProtocolPermissionEnabled
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* schema_names - 3] 8-5 = of Z2]7l ol 3 o] Avl 2202 d S5 94

Oﬂ:<CiscoTelProtocolCrossLaunchBackSchema>AppSchema1://parameterl;
AppSchema2</CiscoTelProtocolCrossLaunchBackSchema>

ClickToCallProtocolPermissionEnabled

Windows-& Cisco Jabber®l] %] -8 4t}
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oﬂ:<ClickToCallProtocolPermissionEnabled>false</ClickToCallProtocolPermissionEnabled>
ClickToCallWithEditProtocolPermissionEnabled
Windows-& Cisco Jabber®l] %] 8% 4t}
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<ClickToCallWithEditProtocolPermissionEnabled>false</ClickToCallWithEditProtocolPermissionEnabled>

CommonCriteriaEndCallTimeout

Windows-& Cisco Jabber, iPhone 2! iPad-& Cisco Jabber, Android-& Cisco Jabberel %] -8t}

CC_MODE A #] 141} EMM wjj 7]} ' 4=E- 53} %] Common Criteria 5. =0l 4] JabberE- o] 1] 2l 8§ &}
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Oﬂ:<CommonCriteriaEndCallTimeout>60</CommonCriteriaEndCallTimeout>

CTIWindowBehaviour

Mac-& Cisco Jabberol] -8 1t}

AREALZF CTI E(AHFA A 317] Al o] BE)ol A F3tel S5a 749 o8t o] T2-& A4 F )
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* Never - & 3}oll S-53 wf th 3} o] FAH A Fsytt.

o] 7 ¥ A 2] Windows£ Cisco Jabberol] T3l o] w7} M5 FA 5+ 4 9-ol = o] ] 2ol AL
o) By
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&Yt 221} thAl DeskPhoneModeWindowBehavior ] 7] ¥ 45 A}-&3}+= Zl o] &5 YT

ol]: <cTIWindowBehaviour>Never</CTIWindowBehaviour>

DeskPhoneModeWindowBehavior

Windows-& Cisco Jabberoll 2]-& 1t}

ARARZF CTI E(AHFA A 317] Al o] )| A F5}ol| &3 73 -9- th 3t o] &=
* OnVideo — 3} 32 F 7 & 3hol] thafj At EA g Ut
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Oﬂ . <DeskPhoneModeWindowBehavior>Never</DeskPhoneModeWindowBehavior>

DetailedLogDurationDesktop

Cisco Jabber t| =715 S}o| A Eo) A&t}

LogWritingDesktop "l 7]l ¥ <=5 UserCanEnable gt &2 -4 8}i= 74 §- o] v 7| ¥l == 2 nld Zfol ol
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O:ﬂ ! <DetailedLogDurationDesktop>10</DetailedLogDurationDesktop>
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[l DpetailedLogDurationMobile

DetailedLogDurationMobile

Cisco Jabber &1} ZElo]AE] & g5}

LogWritingMobile "} 7]} ¥1 =& UserCanEnable ¢t 0.2 4 8}= 749 o] v/l ¥l = 2uld Sefo|
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Oﬂ:<DetailedLogDurationMobile>lO<DetailedLogDurationMobile>

DiagnosticsToolEnabled

Windows-&- Jabberel| 483 4t}

12.8(2) ©] % W 7 2] Windows-§- Jabber H 2] 2=2] 7% 9-, DIAGNOSTICSTOOLENABLED 4 %] Q14=7}

s
false = A A H Ze}o| A EE A X5} Jabber At T4k H] &4 813k 4= 9l 5t}

2] 2 12.8(2)+= DiagnosticsToolEnabled "l 7l ¥ =& F7}8}¢] jabber-config.xmloll X =&

M2 5 5 QES G
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« false - Jabber X T =77} A8} ol Al A& = A g5 T},

QL <DiagnosticsToolEnabled>false</DiagnosticsToolEnabled>

Disable_MultiDevice_Message

S = 2 xgu) A 5 2] B E Cisco Jabber 2 80| A Eof 4-&FH Ut}
o3 G2 WA 75 S v g sk T
* true - O F X WAl 7]5S v &g skt o)
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<Disable MultiDevice Message>true</Disable MultiDevice Message>
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DisableVoicemailSentBox .

DisableVoicemailSentBox
Sglo]AE A& HLt}

2] 2 12.82 AF-8-217} Visual Voicemaildll A HAEH 54 WdS & 7 & 548 F7H5UHh
ZEtolAE= Aol Fr]H oz g 4sle] Rl AA 3 FAE A2 Y o] 7 E TS A
718l ¥ DisableVoicemailSentBox 2 AF-&38Fe] Bl A X Sk A E v &4 313 4= 95 T

* true - B HA| T FAFE W LA 8 o

1-11

« false(7] - gk) - Boxl A FAHE vl 2 gebA] sy

Oﬂ:<Disable\/oicemailSentBox>true</Disable\/oicemailSentBox>

Disallow File Transfer On_Mobile

Cisco Jabber ®Ht Y Seto] A Eof 4 &t}

AREALZE FrefEoll A L& B AU i = A EA] o -5
s true - AFE AL FlEONA IHL S BUAY RS 5 /5
* false(7] 4L - AHEAZE o ECl A 9D & B AU S

oﬂ:<Disallow7File7TransferioniMobile>true</DisallowiFileiTransferioniMobile>

EnableAccessoriesManager
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Sl o A oMM 2] APIE B4 83T o] APIE AFESHA Al A 2] B AITL 8= A3
e Ao et Bot whel /)5S BYHE F AB U

o true(7] 2 3k) - AAA 2] APIE &4 83 T}
* false - N A A 2] APIE H| &4 3}y o)
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B falso M AF A=A F Alo] W Eo] AEaA 2Lt

0ﬂ:<Enablez—\ccessoriesManager>false</EnableAccessoriesManager>

EnableADLockPrevention
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. EnableBFCPVideoDesktopShare
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Oﬂ:<EnableADLockPrevention>true</EnableADLockPrevention>

EnableBFCPVideoDesktopShare
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oﬂ:<EnableBFCPVideoDesktopShare>false</EnableBFCPVideoDesktopShare>

EnableCallPickup
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dk <EnableCallPickup>true</EnableCallPickup>

EnableCiscoChatProtocol
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EnableCiscolMGroupProtocol .

oﬂ:<EnableciscochatProtocol>false</EnableciscoChatProtocol>

EnableCiscolMGroupProtocol

Windows-8- Cisco Jabberel 28 1t}
Z2}o] A E 7} ciscoimgroup: URIO| T3t T2 E & X 2] 7| 2 555 =4 55 A4}
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QL <EnableCiscoIMGroupProtocol>false</EnableCiscoIMGroupProtocol>

EnableCiscolMProtocol
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oﬂ:<EnableCiscoIMProtocol>false</EnableCiscoIMProtocol>

EnableCiscoTelConfProtocol
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oﬂ:<EnableCiscoTelCoanrotocol>false</EnableciscoTelCoanrotocol>

EnableCiscoTelProtocol

Android, iPhone ! iPad, Windows-§- Cisco Jabberol] 285 1t}

Zetol A E7} ciscotel: URIC thet L2 EZ A g7 &2 5F 5 =4 o -5 A 4Pt
s true(7] - 3k) - Z2Fo] A E 7} ciscotel: URIOY thet L2 B A 2]7| 2 55U}
« false - S 2}0| A E7} ciscotel: URIC| gt T2 EF X 27| &2 555 A gFHh

Cisco Jabber 14.1 v 7} W= 4 A4 [}




. EnableClickToCallProtocol

oﬂ:<EnableciscoTelProtocol>false</EnableCiscoTelProtocol>

EnableClickToCallProtocol
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QL <EnableClickToCallProtocol>false</EnableClickToCallProtocol>

EnableDualConnections
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Oﬂi <EnableDualConnections>True</EnableDualConnections>

EnableForensicsContactData
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":ﬂ . <EnableForensicsContactData>false</EnableForensicsContactData>

EnableGroupCallPickup
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EnableHuntGroup .
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oﬂ:<EnableGroupCallPickup>true</EnableGroupCallPickup>

EnableHuntGroup
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QL <EnableHuntGroup>true</EnableHuntGroup>

EnablelMProtocol
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Oﬂ:<EnableIMProtocol>false</EnableIMProtocol>

EnablelLocalAddressBookSearch
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Oﬂ:<EnableLocalAddressBookSearch>false</EnableLocalAddressBookSearch>
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. EnableLotusNotesCLibrarySupport
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* CalendarIntegrationType

* EnableLocalAddressBookSearch

* EnableLotusNotesContactResolution
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EnableLotusNotesCLibrarySupport
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o] : <EnableLotusNotesCLibrarySupport>true</EnableLotusNotesCLibrarySupport>

EnableLotusNotesContactResolution
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. EnableProfileProtocol
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EnableProvisionProtocol
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CiscoTelProtocolPermissionEnabled

Windows-& Cisco Jabberol] %8 1t}

i3} A7 g st A=A AF-E AZFUTE A AT ciscoteluri G S E S
% Cisco JabberE AF&-3Fe] AslE 2 AAA ERlst= R E A&}

R

« true(7] 2 4) - T3} A7} 24 3 v, K18 Aol Al 8 E 2 A7) 21 ahs ol A1 H 7 A5
et

« false - th 3} A=} 7} v A3 3t E) ) W A Q_o

S,
H5R EE 97 B AE 5

[o
o]l

2%

S

b4 k3L E 87} o] ol gLtk o] 2 213

E} i

4

Y
=

CiscoTelProtocolPermissionEnabled w7 M= EnableTelProtocolPopupWindow ufj 7
ok 7 v WA B Sebol A E o A A E A RF 5 w7 WL B false® A 75‘—‘% o) 3}
A7} v 2 sk Y D}-

Oﬂ:<CiscoTelProtocolPermissionEnabled>false</CiscoTelProtocolPermissionEnabled>

EnableVideo

Cisco Jabber 9 &3} 5ol vt 2 7

o
o
e
oX,
)
gh
X
s
=
e
oX,
)
o
i
v

o true(7] £ 3h) - AFE AL 9 BEE Ao ihg S gl
- false - AHEA7L 9 B3E AAY L 5 glHU T

oﬂ:<Enablevideo>false</Enable\/ideo>

EnableVoicePush

iPhone % iPad-& Cisco Jabberel] % &% t}.

Cisco Jabber7} H]| &4 e Q1 74 9-o| == Cisco Jabber7} 23} 5 WS wvlc} 54 2 Gk FA] &9
HkS-%] o H5 XA g}

The option to set an automatic away timer is not available when push notifications are enabled.
* true(7]28h) - S 3H7F & wivbeh FA] SRl & sg Ut

« false - 4] kglo] 1] g s o,

Oﬂ:<Enable\/oicePush>true</EnableVoicePush>

[l CiscoJabber 14.18 v} /] W= 2= A A



of
offt
o
Jg‘:

EnableXMPPProtocol ]

EnableXMPPProtocol

Android, iPhone & iPad, Windows-& Cisco Jabber®l 28 4T},

Zeho] AE7F xmpp: URIC ek L2 EF A7 2 555 =4 o F-& XA
» true(7] ¥-3k) - F2Fol A E 7} xmpp: URIG i3 T2 &S 2272 SSg )
« false - F2}o] A E 7} xmpp: URIC] 3t TREZF 28] 7] 2 5254 &5

":ﬂ . <EnableXMPPProtocol>false</EnableXMPPProtocol>

FCM_Push_Notification Enabled

Android-§ Jabberol] A -8 1t}

Jabber7} B &/d 8kl 7 -0l &= A 28 F 3} = IMo] 3l& W FEolA B A e A

2 o 55 A4 F o,

C‘ﬂ . <FCM_Push Notification Enabled>false</FCM Push Notification Enabled>

ForceC2XDirectoryResolution

Windows-& Cisco Jabberel] 2 -8 Yt}

ALS A7) click-to-x 241 & -8 8w} Fehol A E} A2t B Helaly] 9a) ol e elo] 2] %
A1 of $-5 A Q3.

* true(7] 2 8k) - AF& A7) click-to-x 2 1S @A Sekol A ETF B HE ol A2t
* false - SOl AEZF B | 2] ol A click-to-x 2t & 7 2l 8h+] k54t

4

Far o] w7l W= AFE- A7 Bul 9 Remote Access8- Expressway S 53l S|AF U E$] T ol AA3}=
Ag-oll= A&H A FEUT o] A5 UDSE AhA 1S Algstal SgoldEV HdH e E
g% sy

Oﬂ ! <ForceC2XDirectoryResolution>false</ForceC2XDirectoryResolution>

Cisco Jabber 14.1 v 7} W= 4 A4 [}



ol
of
2
_I%J:‘

. ForceDevicePin
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Hot o] B )3t jabber-config.xml2] o:

<InstantMessagelLabels>
<item selector="Classified|SECRET">
<securitylabel xmlns='urn:xmpp: sec-label:0'>
<displaymarking fgcolor='black' bgcolor='red'>SECRET </displaymarking>
<label>
<edhAttrs xmlns="https://www.surevine.com/protocol/xmpp/edh">
<specification>2.0.2</specification>
<version>XXXX:1.0.0</version>
<policyRef></policyRef>
<originator>Acme</originator>
<custodian>Acme</custodian>
<classification>A</classification>
<nationalities>Acme</nationalities>
<organisations>Acme</organisations>
</edhAttrs>
</label>
</securitylabel>
</item>
<item'> - </item>
</InstantMessagelLabels>

InvalidCredentialsLogout
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oﬂi<InvalidCredentialsLogout>true</InvalidCredentialsLogout>

LegacyOAuthLogout

5L E Cisco Jabber 2 2}o] A Eof A&t}

75 ¢l OAuth 7]°5-0] &/3 5} 45 Jabbert= 7] 224 0. 2 AREA7F 2 2918 wf whR ¥ A& 3] B
ol g 1S FAF U A2 3] EFo] vRH 49 AFE A THA] )15 ook gt
AREAL7E 211G A B ol A A 2 313 EF o] W B = 4§ Jabber= 3l @ Al o] W E ATk |
Al A o} A 2 Lob- g v

LegacyOAuthLogout " 7]l H =7} o] & 2-& A o] ko). 8] &= = #h& o5 2 32

s true - Jabber’} TR H A2 13 EES &2lsH] oyt

)

=y

« false(7] #-Zk) - Jabber7} WFEE A 2 13 EZS o1}

Oﬂ:<LegacyOAuthLogout>true</LegacyOAuthLogout>
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LocalRecordingToneVolume
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. MaxNumberOfFilesDesktop
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<MaxNumberOfFilesDesktop>15</MaxNumberOfFilesDesktop>

MaxNumberOfFilesMobile
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oﬂ:<MeetingsiEnabled>false</MeetingsiEnabled>
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MuteAudioByDefault
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Oﬂ ! <Prefer BIB Recorder>true</Prefer BIB Recorder>
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. PresenceProtocolTimeLimit
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QL <PresenceProtocolRateLimit>10</PresenceProtocolRateLimit>

PresenceProtocolTimeLimit
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0ﬂ:<PresenceProtocolTimeLimit>5</PresenceProtocolTimeLimit>

PreventDeclineOnHuntCall
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oﬂ:<PreventDeclineOnHuntCall>true</PreventDeclineOnHuntCall>

PrintiMEnabled
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QL <PrintIMEnabled>false</PrintIMEnabled>

ProfileProtocolRateLimit
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Oﬂ:<ProfileProtocolRateLimit>lO</ProfileProtocolRateLimit>
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oﬂ:<ProfileProtocolTimeLimit>lO</ProfileProtocolTimeLimit>

ProvisionProtocolRateLimit

Android-§ Cisco Jabberel 2 -8 4t}
URL Z2H| A T2 EZ& A ZE = 9l &= 348 A
Pr

o & &9 ProvisionProtocolRateLimit”} 33] ©] 1L ProvisionProtocol TimeLimit7} 153 ¢1 73 $-, A}-&-2}+=
15% vt} 33] URL Z2H] 4 © & Cisco JabberS A 2Fek 4= 5 Yt}

=2 T X8
1914 100 Abol ¢] 3t& A3t 4 QgLinh 71 gk 3giuth
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Oﬂ:<ProvisionProtocolTimeLimit>lO</ProvisionProtocolTimeLimit>

Push_Notification _Enabled
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The option to set an automatic away timer is not available when push notifications are enabled.
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« false - 4] <o) w2 S o}

o : <Push_Notification Enabled>false</Push Notification Enabled

Recent_Chats_Enabled
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oﬂ:<RecentichatsiEnabled>false</RecentichatsiEnabled>
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QL <RecordingTonelInterval>true</RecordingToneInterval>
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Rememberlist
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<RememberChatList>on</RememberChatList>
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RemoteDestinationEditingWithMultipleDevices .

RemoteDestinationEditingWithMultipleDevices

Windows-& Cisco Jabberel] -8 Yt}
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<RemoteDestinationEditingWithMultipleDevices>false</RemoteDestinationEditingWithMultipleDevices>

RemotePRTServer
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Oﬂ: <RemotePRTServer>http://A¥ A =E/UploadZIP.php</RemotePRTServer>
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O:ﬂ ! <SaveLogToLocal>True</SaveLogToLocal>

ScreenShareAuditMessages

Windows-& Cisco Jabberel] 4 -&

=]

H
Jabber EetOlAECNAM 714 4 = A FH o2 BEAREA Aol e RS TS5 A
Holl dFd o A5yt

4

3 Aol A A 7L Q= Aol = el S Aujol A o] FRE HETolds M= By

Cisco Jabber 14.1 v 7} W= 4 A4 [}



ol
of

2,
_I%J:‘

. selfcareURL

* true - Jabber:= IM A& 3} I

5
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Oﬂ:<ScreenShareAuditMessages>true</ScreenShareAuditMessages>

selfcareURL
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oﬂ:<selfcareURL>http://server_name/selfcareURL</selfcareURL>

SelfMuteTone
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<SelfMuteTone>false</SelfMuteTone>

ServiceDiscoveryExcludedServices
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ServicesDomainSsoEmailPrompt .

* CUCM - ©] kS A e u Seto]AE= v Ae 7 Fyth
* cisco udsE X354 gHFH
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oﬂ:<ServiceDiscoveryExcludedServices> WEBEX,CUCM </ServiceDiscoveryExcludedServices>

ServicesDomainSsoEmailPrompt
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Oﬂ:<ServicesDomainSsoEmailPrompt>ON</ServicesDomainSsoEmailPrompt>

SharePortRangeSize
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<Policies>
<SharePortRangeStart>45130</SharePortRangeStart>
<SharePortRangeSize>100</SharePortRangeSize>
</Policies>

SharePortRangeStart
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<SharePortRangeStart>45130</SharePortRangeStart>
<SharePortRangeSize>100</SharePortRangeSize>
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Oﬂ:<ShareProtocolTimeLimit>l0</ShareProtocolTimeLimit>

ShowSelfCarePortal
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QL <ShowSelfCarePortal>false</ShowSelfCarePortal>
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TelemetryCustomerlD .
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* OnCall(7] &3k) - &3l S wj o5} o] 4 FAHY
* Never - &3}l o5& off tha} o] A 54 5y

oﬂ:<SoftPhoneModeWindowBehavior>Never</SoftPhoneModeWindowBehavior>

TelemetryCustomerlD
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* Mac OS X - uuidgen

* Linux - uuidgen

* Microsoft Windows - [guid]::NewGuid().ToString() or (from cmd.exe) powershell -command

"[guid]::NewGuid().ToString()"

« 2221 - guid.us
o] 2" 2}= GUIDE A4 3= o] AF8-5 &= Wl o]l 4] flo] M o & el of Ft,
oﬂ:<TelemetryCustomerID>customerl’dentifier</TelemetryCustomerID>

TelemetryEnabled
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QL <TelemetryEnabled>false</TelemetryEnabled>

TelemetryEnabledOverCellularData
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. Telephony_Enabled
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":ﬂ ! <TelemetryEnabledOverCellularData>false</TelemetryEnabledOverCellularData>

Telephony_Enabled
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O:ﬂ ! <TelephonyProtocolRateLimit>10</TelephonyProtocolRateLimit>

TelephonyProtocolTimeLimit

Windows, Mac 2! Android-§& Cisco Jabberol] %] -85 4t}

TelephonyProtocolRateLimit7} 2 &% A} A A4 = 7] Ao AF&A7F A3} §A L2 EF HE]7] &
S (sip, tel, ciscotel)ol| A & 3HE Al 2FE = 9l &= AIZHS A} W BA TR EF A7) F

LML —

. Cisco Jabber 1418 v 7] ¥i4= - A A



of
offt
o
Jg‘:

UserDefinedRemoteDestinations .
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Oﬂ:<TelephonyProtocolTimeLimit>lO</TelephonyProtocolTimeLimit>

UserDefinedRemoteDestinations
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Oﬂi<UserDefinedRemoteDestinations>true</UserDefinedRemoteDestinations>

UserEnabledDetailedLogging
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O:ﬂ ! <UserEnabledDetailedLogging>True</UserEnabledDetailedLogging>

Voicemail Enabled
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Oﬂ:<Voicemail_Enabled>false</Voicemail_Enabled>
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. VoiceServicesDomain

VoiceServicesDomain
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WhitelistBot

W= Cisco Jabber o] A Eof &gt}

WhitelistBotol] L% 2yt 18 AE, d3}3] 9 T3} = A ~HE 1)y S A28} 4= 9l & o)
WhitelistBot 1-/8 w7} W=7} A o] ¥ %] e3-& A5 7]+ 4k AdminConfiguredBot™ ] ¥ JIDY H t}.
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Oﬂ <WhitelistBot>botl@example.com;bot2@example.com;bot3R@example.com</WhitelistBot>
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« CalendarWebExMeetingPresence, 103 3] ©] %]

* DomainsForOutlookPresence, 103 3] ©] %]

« EnableOutlookPresencelntegration, 104 3| ©] A]

« HVDDisconnectSignout, 104 | ©] %]

* LoginResource, 104 3] 0] 4]

* meetingservice supportmultimeeting, 105 3| ©] 4]
* OutlookContactResolveMode, 105 3] ©] #]

* PresenceServerAddress, 105 | ©] %]

* PresenceServerURL, 106 3| ©] 4]

CalendarWebExMeetingPresence
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dﬂ ! <CalendarWebExMeetingPresence>true</CalendarWebExMeetingPresence>

DomainsForOutlookPresence
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. EnableOutlookPresencelntegration
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<DomainsF orOutlookPresence>01sc0.com, cisco.cn</DomainsForOutlookPresence>.
7esl o & Jle X E XY o & , *.cisco.com B+ *cisco.com.

Oﬂ:<DomainsForOutlookPresence>cisco.com</DomainsForOutlookPresence>

EnableOutlookPresencelntegration
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HVDDisconnectSignout

VDI Cisco Jabber Softphone—Windows®ll 4 -85 1T},

o] uj 7} M4+ AL €217 HVDO A 148 ES v Windows-2 Cisco Jabberol| A ZH|&2 AE|E A
Dok S Aol

* True - AH&-A7} 8l G HVDol A 2 10}-2-8FA Y A4S 2 S ™ Cisco Jabberi= A5 2.2 2 710}
£BFIL 105 ol Ze=2 e E ezl ez qlvo] Egh )

* False(7] 3-3h) - AF& A7) 2 210}2-3b AL sl HVDO| A 9142 72 2 W Cisco Jabber7} &= 191
AR Z FA 5 ZYEA AR e o2 A

o

<HVDDisconnectSignout>False</HVDDisconnectSignout>

LoginResource
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Zdto] A E7Fwbxconnect FH|AFE AF&-2L2] JIDOY| F=7F g o} AF&-A}= wbxconnect 5V
AHE AF8-8F= HHE Cisco Jabber S 2ho] 1 Eol 221918 5= gl Ut

[l CiscoJabber 14.18 v} /] W= 2= A A



meetingservice_supportmultimeeting .

* mutualExclusion - AF-&2}7} §F M of] 3hute] Sefo]AE QIARI Ao 2118 4= QlF YT o] &
A2 BETFH FIEZUV S, S22 B stol Bl E)ol] A&g Utk Al 2191 752 2
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05” . <LoginResource>mutualExclusion</LoginResource>

meetingservice_supportmultimeeting
Windows-8 Cisco Jabberol] -8t}
Jabber7} o] 2 7l €] Webex Meetings 4] 25 51-8-8F=#] o] F-& A &t
* true(7] 25k - o2 v g S syt
* false - o] 2] M| Q& B 24 3FF Lt

of: <meetingservice supportmultimeeting>true</meetingservice supportmultimeeting>

OutlookContactResolveMode
Windows 2 Mac& Cisco Jabberol %48t}
Jabber”7} Outlookol| A A&FA] o] &4 of H-& gl shi= W& A A F ok
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C‘ﬂ <OutlookContactResolveMode>°| MY </OutlookContactResolveMode>

PresenceServerAddress
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* TAEOF(ZLE °R)
* IP 524:(123.45.254.1)

* FQDN(hostname.domain.com)

dﬂ . <PresenceServerAddress>3~E 0|E</PresenceServerAddress>
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PresenceServerURL
E.E Cisco Jabber 2 &Fo] A Eof &gt}
Webex Messenger ~] H] 2= o] 3k CAS(F < 915 A H]2~) URLS A4 gy},
o

<PresenceServerURL>https://loginp.webexconnect.com/cas/sso/ex org/orgadmin.app</PresenceServerURL>
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¢ ForwardVoicemail, 107 3| ] %]

* VoicemailBackup1Server, 107 3| ©] 4]
* VoicemailBackup2Server, 108 3 ©] 4]
* VoicemailPrimaryServer, 108 | o] A

* VoiceMailService UseCredentialsFrom, 108 3] ©] 4]

ForwardVoicemail
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* false - &4 M Hdo] &4 shE A 5y

dﬂ . <ForwardVoicemail>false</ForwardVoicemail>

VoicemailBackup1Server
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VoicemailBackup2Server
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of| : <VoicemailBackup2Server>hostname.domain.com</VoicemailBackup2Server>

VoicemailPrimaryServer
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* FQDN(hostname.domain.com)

05” I <VoicemailPrimaryServer>%~E 0]%</VoicemailPrimaryServer>

VoiceMailService UseCredentialsFrom
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VoiceMailService_UseCredentialsFrom .
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e 4 e AHl s A S uo) el o gy o,

<?xml version="1.0" encoding="utf-8"?>
<config version="1.0">
<Voicemail>
<VoicemailService UseCredentialsFrom>phone</VoicemailService UseCredentialsFrom>
</Voicemail>
</config>
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.
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Cisco Unified Communications Manager

* Audio_Start Port Range ¥ Audio End Port Range, 111 3]o]%]

* Fecc_Start Port Range ¥ Fecc_End Port Range, 111 ¥ ©] %]

* Video_Start Port Range ¥ Video End Port Range, 112 3] ©] %]

Audio_Start_Port_Range % Audio_End_Port_Range

Jabber Q.t] Q.o 3 L E WS (AU HE AT v T} f2 o] 1-&F T}
o 3] 85 = 22 2048-655359 U T}

w9le] Ha ¥ E 29U

$] ¥+ FECC(Far-End Camera Control) £ E HH §| o} &&=
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<Audio_ Start Port Range>2068</Audio_ Start Port Range>
<Audio End Port Range>2071</Audio End Port Range>

Fecc_Start_Port_Range 2 Fecc_End_Port_Range

FECC(Far-End Camera Control)°l] tj ¢t X E H | & A G}t HY &
Huyok
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-9l A4 ZE S 294
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. Video_Start_Port_Range ! Video_End_Port_Range

* FECC(Far-End Camera Control) X E &= QU] X E HY E= 0T X E U9} F&54
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T sy
o
<Fecc_Start Port Range>30010</Fecc_ Start Port Range>
<Fecc_End Port Range>30013</Fecc End Port Range>
Video_Start_Port_Range %! Video_End_Port_Range
Fabber ¥ €] S ol @ EE W98 A AT WS Aele o) b 4 o] A EHuTk
« 385 = 2k 2048-655359 Y o).
SIS 4 wE S aghn
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* Video End Port Range®l t]3
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%] B+ FECC(Far-End Camera Control)

l
[

o :
<Video Start Port Range>2048</Video Start Port Range>
<Video End Port Range>2053</Video End Port Range>
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BDI v 7] <= EDI vl 7] = CDI v} 7} ¥ 5

- DirectoryServerType DirectoryServerType
- ConnectionType -
BDILDAPServerType - -
BDIPresenceDomain PresenceDomain PresenceDomain
BDIPrimaryServerName PrimaryServerName PrimaryServerName
- SecondaryServerName SecondaryServerName
BDIServerPort1 ServerPort1 ServerPort1

- ServerPort2 ServerPort2

- UseWindowCredentials -
BDIUseJabberCredentials - -
BDIConnectionUsername ConnectionUsername ConnectionUsername
BDIConnectionPassword ConnectionPassword ConnectionPassword
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BDI j 7} ¥4~ EDI vj 7]} ¥ 4= CDI v 7R <=
BDIEnableTLS UseSSL UseSSL

- UseSecureConnection -

BDIUseANR UseANR UseANR
BDIBaseFilter BaseFilter BaseFilter
BDIGroupBaseFilter GroupBaseFilter GroupBaseFilter
BDIUseANR - -

BDIPredictiveSearchFilter

PredictiveSearchFilter

PredictiveSearchFilter

DisableSecondaryNumberLookups

DisableSecondaryNumberLookups

SearchTimeout

SearchTimeout

UseWildcards

UseWildcards

MinimumCharacterQuery

MinimumCharacterQuery

BDISearchBasel SearchBasel, SearchBase2, SearchBasel, SearchBase2,
SearchBase3, SearchBase4, SearchBase3, SearchBase4,
SearchBase5 SearchBase5

BDIGroupSearchBasel GroupSearchBasel, GroupSearchBasel,
GroupSearchBase2, GroupSearchBase2,
GroupSearchBase3, GroupSearchBase3,
GroupSearchBase4, GroupSearchBase4,
GroupSearchBase5 GroupSearchBase5

BDIUseSipUriToResolveConta
cts

UseSipUriToResolveContacts

UseSipUriToResolveContacts

BDIUriPrefix

UriPrefix

UriPrefix

BDISipUri

SipUri

SipUri

BDIPhotoUriSubstitutionEnab led

PhotoUriSubstitutionEnabled

PhotoUriSubstitutionEnabled

BDIPhotoUriSubstitutionToken

PhotoUriSubstitutionToken

PhotoUriSubstitutionToken

BDIPhotoUriWithToken

PhotoUriWithToken

PhotoUriWithToken

BDIPhotoSource

PhotoSource

PhotoSource

LDAP_UseCredentialsFrom

LDAP_UseCredentialsFrom

LDAP_UseCredentialsFrom

LDAPUserDomain LDAPUserDomain LDAPUserDomain
- - LdapSupportedMechanisms
BDICommonName CommonName CommonName
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CDI Wi/} 5

BDI j 7} ¥4~ EDI vj 7]} ¥ 4= CDI i 7R <=
BDIDisplayName DisplayName DisplayName
BDIFirstname Firstname Firstname
BDILastname Lastname Lastname
BDIEmailAddress EmailAddress EmailAddress
BDISipUri SipUri SipUri
BDIPhotoSource PhotoSource PhotoSource
BDIBusinessPhone BusinessPhone BusinessPhone
BDIMobilePhone MobilePhone MobilePhone
BDIHomePhone HomePhone HomePhone
BDIOtherPhone OtherPhone OtherPhone
BDIDirectoryUri DirectoryUri DirectoryUri
BDITitle Title Title
BDICompanyName CompanyName CompanyName
BDIUserAccountName UserAccountName UserAccountName
BDIDomainName DomainName DomainName
BDICountry =7} =7}
BDILocation 2 X 21X
BDINickname Nickname Nickname
BDIPostalCode PostalCode PostalCode
BDICity City City

BDIState AFE AFE))
BDIStreetAddress StreetAddress StreetAddress
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* FQDN - 7] T g E] 2] AW o] FQDN= A8t

4 : <PrimaryServerName>parent-domain-fqdn</PrimaryServerName>

SecondaryServerName
Wl v e e FA2E A H .
FefolAE7FHHE e MHE AHF o2 AT 5 gl 55 A4S FAFEIES o] Wi/ WFE
T3 3l oF F .
PrimaryServerName 5 7] 18 4ol] o3 4t& A4 el 4§ QM F 918 o] w7 W4 T o
et
< IP T4 - WY T EE Aol gk P FA42E AFEF YT

* FQDN - #1¢] t] & E] 2] A ] oj gk FDQNE A&t
dﬂ ! <SecondaryServerName>www.example.com</SecondaryServerName>

ServerPort1
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ServerPort2 .
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d]|: <serverPort1>123</ServerPortl>

ServerPort2
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ConnectionPassword
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oﬂ:<ConnectionPassword>password</ConnectionPassword>
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Jabber”} OpenLDAP AW ol 1A % = 7 $-ol = ANR©o] H| &4 3} U T}, o] 7] 52 Active Directory
Aol AAst= A 9ol vk &od sk Y ok

H-ANR A 8] o] Ab&5] = 7 2] 9] & 2]-& "PredictiveSearchFilter" v 7] ¥ =2 A}-&-3}o] A4 U},
of|: <Use ANR>false</Use ANR>
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BaseFilter

GroupBaseFilter

Active Directory 7 2]l 7| ZH & A},

deaE g S A vl AFEF A7 obd T2 A E A A et ™ e E e 6k 7] ol #1880
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773 o= FaE I XML £AF IE B Zhxvt 23hE 4= dF Ut AR B Y 7= ZEHE A1
st ™ & Al samp; & AHE-3loF FH

RE ZZo|dEQ 7| E 7L (& (objectCategory=person) ( objectClass=user)) QYT

oﬂi <BaseFilter> (&amp; (objectCategory=person) (memberOf=cn=group-name))</BaseFilter>
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PredictiveSearchFilter [

(& (objectCategory=group) (! (groupType:1.2.840.113556.1.4.803:=2147483648))
(©] k= ARE3H7] Al o gholl Ale TS AA Y=A FRATHA A Q).

C’ﬂ :<GroupBaseFilter> (&amp; (objectCategory=person) (memberOf=cn=group-name))</GroupBaseFilter>

PredictiveSearchFilter

o| 5 A4 LDAP #glo] thet £4 IS AUt AR = 349 oA b= B st A4 H ¢
= 2HP3 T dFHL
o] A7 "UseANR"©] False= 44 ¥ 7§—°r T+ H] Active Directory A]H o] A2 & w7t ¢S 4 )
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* mail

* username

* displayname

* givenname

* surname
* sipURI
ol g HAdol theh Ak Ql visd 2 vh5 3 ZE U T
Jabber v 7| W Active Directory <4 OpenLDAP
mail mail mail
username SAMAccountName uid
displayname displayName cn
givenname givenName givenName
) displayName
sipURI msRTCSIP-PrimaryUserAddress | mail
surname sn sn
e E 2] Aol A ANR G4 A2l & A dshkx] &= A5 oS A4 Al el Agld $4 J9<
AgA Aol shel s A5 ol AL AL F AU
DisableSecondaryNumberLookups
FOE, G EE /I HEs 0] 43 WES ST 81 A AT A QA HEE A

e 7 Q=R RS

A dH

Cisco Jabber 14.1-% vjj 7] ¥




EREERS
. SearchTimeout
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oﬂl<DisableSecondaryNumberLOOkups>l</DisableSecondaryNumberLookups>

SearchTimeout
Aol Ag A 7HZ2)S A A G o
o] w7} M=) k& % FAyt 7] gk 50y
oﬂ:<SearchTimeout>6</SearchTimeout>
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oﬂ:<UseWildcards>l</UseWildcards>

MinimumCharacterQuery

ceE elol A o 52 a7 98] AH8A7t G ok sh ARA ol Bl Ak B FE AYY
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of w7} Wl ek 209 @ Sk AU T 71 ERE AU,

For example, if you set 2 as the value of this parameter, the client searches the directory when users enter at
least two characters in the search field.

oﬂ:<MinimumCharacterQuery>2</MinimumCharacterQuery>

SearchBase1, SearchBase2, SearchBase3, SearchBase4, SearchBaseb
AL AR e e A ) 9138 A4 g,
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UriPrefix
SipUri #j 7]] ®A 5=l A AN A & A FALS A 78 v v
@e A EALYY T,
| 5], Sip:©] msRTCSIP-PrimaryUserAddress U] & E] 2] &7 Skol] 714 = lFU ).
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@L <SipUri>msRTCSIP-PrimaryUserAddress</SipUri>

LdapSupportedMechanisms
wE Zeboldl e 1&gyt
LDAP A B & A}-&3}o 21 = =2 AR}
oheholl A7 | 2 vl AU FE A 4] 29k LDAP A wl o] A 2] 1o of et
ole] 91% Ml AYZES TR W 39S e
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* PLAIN - &= LDAP ¥FI =) vlQIE 2 T vl 319] 7). ConnectionUsername 2
ConnectionPassword ™ 7]} ¥ 4= BT== LDAP UseCredentialsFrom |7} ¥ 47} 9l &= A 7] &

= ALY,

q]l: <LdapSupportedMechanisms>GSSAPI EXTERNAL PLAIN</ LdapSupportedMechanisms>

o] djol| A= GSSAPI7} A ¥ 5] &= 7 -%- Jabberoll A A 8213 th2 Q15 Al =g th. GSSAPIZH
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LDAP_UseCredentialsFrom .

4 : <UseLdapReferral>1</UseLdapReferral>

LDAP_UseCredentialsFrom
L gul A F-Fo) o 3 B E Cisco Jabber F8}o]| A Eof A& Ht}.
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. LdapDNSForestDomain

oﬂ:<LdapUserDomain>example.com</LdapUserDomain>

LdapDNSForestDomain
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. KerberosConfiguration

<Directory><ConnectionType>1</ConnectionType></Directory>

KerberosConfiguration
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<KerberosConfiguration>
[domain realm]
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</KerberosConfiguration>
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<Directory>
<PrimaryServerName>primary-server-name.domain.com</PrimaryServerName>
<ServerPortl>1234</ServerPortl>
<SecondaryServerName>secondary-server-name.domain.com</SecondaryServerName>
<ServerPort2>5678</ServerPort2>
</Directory>
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<Directory>
<DirectoryServerType>UDS</DirectoryServerType>
<UdsServer>11.22.33.444</UdsServer>
<UdsPhotoUriWithToken>http://server-name/%$%uid%%.Jjpg</UdsPhotoUriWithToken>
</Directory>
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<Directory>

<PhotoUriWithToken>http://photo.example.com/sAMAccountName.jpg</PhotoUriWithToken>

<UdsPhotoUriWithToken>http://server-name/%%uid%%.Jjpg</UdsPhotoUriWithToken>
</Directory>
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<ConnectionUsername>username</ConnectionUsername>
<ConnectionPassword> password</ConnectionPassword>
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