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* Linux 2.6.30 P 4%k 5 = A
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* VMware vSphere/ESXi
* QEMU/KVM

* AWS

BT e

A4 SR-IOV 45 I FHEAFAEN o RV IX S8 S HEN I AN 25K, (EAE P ANAT & I LS JU (i
] S B RE B ek RE A

FP— 4 EE SR-IOV HR4S T 32 SR-IOV 1) PCle iR 2SR S5 2% . i TR LU R =
Iﬁ:

o AN[EMIE Y g AT 45 1K) SR-IOV NIC Zhig g Fi A, GG al ) VF $& .
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4. LI ASAv FERIALN AR A ] 5 ) o

Lt o 0 0 PR 7
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| 1M vMware E38 ASAv
fRESE ASAv i3 e12 Day 0 B2t [

* day0.iso - {17 day0-config SCAFA idtoken SCF (AJ#E) HJ 1SO.
* asav-vi.mf - i& T vCenter 3525 [H)5 B3
* asav-esxi.mf - i& ] T-3F vCenter #2135 B304

$IB3 (E44 “dayO-config” K] SCASCAEHH N ASAv 1) CLI Bt 'E o 8 10 =AMz 11 (K4 11 & RN T 75 IO AR A] oA B

AT L ASA ATk day0-config N i% /& A7 441 ASA FL'E . A< dayO-config [ )7 22 MIRAT 1) ASA
8 ASAv Bl MSATECE M Pl sy . dayO-config AT AR %, N 5ILA 1) show running-config iy 24
H R 2 AR AT o

AL T WA dayO-config SCHFIIZR . 28— A7l ol By T- IR LK 4% 11 1#) ASAv I [¥] dayO-confige 2
AR S B A )T IRAL LUK B 1 ) ASAv I [ dayO-config. #5R] LA It dayO-config K& SR-IOV 4%
FI) ASAv; 152 FAENI RIS, 55 31 5L,

Rtk

ASA Version 9.4.1

|

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

il

ASA Version 9.8.1

!

console serial

interface management 0/0
management-only

nameif management

security-level 0

ip address 192.168.0.230 255.255.255.0
!

interface TenGigabitEthernet0/0

nameif inside
security-level 100

| BRAERR S ERIZE (ASA) N5, 913
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Nit

ip address 10.10.10.10 255.255.255.0
ipv6 address 2001:10::1/64
|

interface TenGigabitEthernet0/1
nameif outside

security-level 0

ip address 10.10.20.10 255.255.255.0
ipv6 address 2001:20::1/64

|

route management 0.0.0.0 0.0.0.0 192.168.0.254
|

username cisco password ciscol23 privilege 15
|

aaa authentication ssh console LOCAL

ssh 0.0.0.0 0.0.0.0 management

ssh timeout 60

ssh version 2

|

http 0.0.0.0 0.0.0.0 management
!

logging enable

logging timestamp

logging buffer-size 99999
logging buffered debugging
logging trap debugging

|

dns domain-lookup management
DNS server-group DefaultDNS
name-server 64.102.6.247

|

license smart

feature tier standard
throughput level 10G

|

érypto key generate rsa modulus 2048

CRIIE) A RUBHE e R AH A BLES AT R BV PO UE S 4 A BRSO N 3381 PC.

CAIE) ARSI ID A MO R S ID A4 0 “idtoken” [HSCASCAT.
L AW 3K ASAv FE S REVE ] RS 75 o
TRDRE SCA SO el 1SO A e 8L CD-ROME:

il

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

7£ Linux b5 day0.iso {1357 SHA1 {4

T

openssl dgst -shal day0.iso
SHAI (day0.iso)= ebbee36elebla2bl09311c59e2flec9f731lecbb66 dayO.iso

HIR8 (£ LAEH RN asav-vimf SCOF AP AFEET IACHAT,  JFRE day0.iso SHAT A48 04 i 2E LA

B SHBAERRSERLLE (ASAY) N[5, 913
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{# F VMware vSphere Web % i 28Z ASAv .

T

SHAL (asav-vi.ovf)= de0f1878b8f1260e379e£853db4e790c8e92f2b2
SHAI (diskO.vmdk)= 898b26891cc68fal0c94ebd91532£fc450dad18b02
SHA1 (boot.vmdk)= 6b0000ddebfc38ccc99%ac2d4d5dbfb8abfb3doc4
SHAL (day0O.iso)= ebbee36elebla2bl09311c59%9e2flec9f731lecb66

PYR9 K day0.iso ST T BB A SR I 4 B O AL . JORE2Z 2 BRINA A dayO.iso SCHF.
FEMNZ H sk SRR AN, RGN AT E R day0.iso A TRCE. .

£ F§ VMware vSphere Web & FimERZ& ASAv

AT Ad ] VMware vSphere Web % 7 iiii 58 ASAv. Web % 7 i 5 5 vCenter. UIR A
vCenter, 12 1] VMware vSphere M 7. %% /7 i Al Day 0 Fi & K% ASAv, ffi ] OVF A
Day 0 it &K% ASAv.

* Vjla] vSphere Web % )™ sify J- 224 3 F g A peddi £, 565 21 0T

* {f{ ] VMware vSphere Web &% /" Ui i & ASAv , 55 21 U1

i7718) vSphere Web & P &2 & Fim & BUiE
AT H WA 1) vSphere Web %% /7 St o AN I A 4H W] 2285 5 1 s AR A AF 1248 2 U ) ASAv
A Frb T 1. Macintosh AN 32 #7752 4% Web 2 i D fE (R4G461E) o 15S 0 VMware M3 3R EL
SEREI R ity SEREAE S

L1 IS 5 5) VMware vSphere Web % )7 ¥ :
https://vCenter_server:port/vsphere-client/
BRINKEBL R, 3 1124 9443,

PB2 (NFHE RO g o adft, DUEY ) ASAv #5iil& .
1. 7% %pbt%, i Download the Client Integration Plug-in UL N &1}
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. {# F VMware vSphere Web %= [ &1 Z ASAv

vsername: [ VMware vSphere Web Client
passwors: - |

AT 280

2. RPHMINEAS, SRJG A e fe Iy et i
3. AT, FOBER S vSphere Web %5 F il o

$IB3 WA 4GS, AR5l Login, ik Use Windows session authentication & i%EHE (VIR Windows) .

{$ F§ VMware vSphere Web % F i & Z ASAv

BLERE ASAv, 11 H] VMware vSphere Web %5 J i (B¢ vSphere %5 J %) ARG REEHE X (OVF)
IR SCAF . 7E vSphere Web %/ iiii i | Deploy OVF Template 1] 5 K525 ASAv i ERHR A4 .
%I FRHAENT ASAV OVF S, BIEERHIZAT ASAv IRRERINL, IR0

RZHn) T A B VMware IIbRAED IR . A CHE OVF BRI 25, 152 VMware vSphere
Web 7 7 S ERHLAS B o

FHIa Z Al

TEHRE ASAv Z i, TSUAZIFE vSphere L E /b ML (T HD .

SIE1 M Cisco.com F# ASAv 45 304, ¥ HARAER PC:

http://www.cisco.com/go/asa-software
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TR % Cisco.com &35 SAUERRS & FH o

7E vSphere Web % )7 3ii [ Navigator %%, #.il;i vCenter.
H.it; Hosts and Clusters.

{5 F VMware vSphere Web % i &1 & ASAv .

A B ASAY M dE L BEEECENL, AR5 %P Deploy OVF Template.
Z5:% 57~ Deploy OVF Template 1] 5.

I 1) 3 B ) R A
1E Setup networks Hf 7=, K 99 254 S 21 B4 FH R4S ASAv #2116

W2 ] RESEA F R HEF o W0 AR AR B M4, T LARIJGAE “YndBise i ” WHGHE 4 . 7%
Ja . Ak ASAv SEf, AR JEIEFE Edit Settings ULy ] Edit Settings X[ iGHE. {Hi2, ZhEHAS WoR ASAv 2
T ID (fU27RMEERCHS ID) o 3G S PR I 251G L4 1D A1 ASAv 4211 ID 12 5] -

M L&IEEC 2R ID ASAv 01D
Network Adapter 1 Management 0/0
Network Adapter 2 GigabitEthernet 0/0
Network Adapter 3 GigabitEthernet 0/1
Network Adapter 4 GigabitEthernet 0/2
Network Adapter 5 GigabitEthernet 0/3
Network Adapter 6 GigabitEthernet 0/4
Network Adapter 7 GigabitEthernet 0/5
Network Adapter 8 GigabitEthernet 0/6
Network Adapter 9 GigabitEthernet 0/7
Network Adapter 10 GigabitEthernet 0/8

ATEATHITA ASAv #:11; {HJZ, vSphere Web 7 Ui 23K A BT A $52 LVER /3 L 4 o T REANFT S804 FH ) 42
H, HFGTE ASAv BUE AR RIW . 7633 ASAv 5, #n] LR [HI 2] vSphere Web % /' 3iii, A Edit Settings %1%
HEFP I BR A8 . A RTEAIME B, 1214 vSphere Web 2/ 3 LS ) o

AR ST EERD)R/HA 5, GigabitEthernet 0/8 T THC & b i D) 4tz 1.

Ln S W 2848 FH HTTP ACHER 5 1a) BLIBE, U425 #F Smart Call Home Settings [X 3k 4 it & 2 GEVF vl (AR F Hu btk
HAREE— i H T Smart Call Home.

XTI DI HA 3, AR ¢ B SRR DR AT R O
* TR E B IP Mtk
I E R O, AT [ M 4% R AN 3 TP MR —AN 4 H TP Mkl o 32 B A 304 T M ) i
Bl D et A BRI 1P HIhEAN MAC Ml JFTFIRMLRGR . BAL T4 RS R B & i 26 1 1P

HuhEFI MAC Mkl o T 288 A K MAC 5 1P Bk 784k, W4 b AT A B AN 2 K 2E ARP
% HAR AL B I
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P9

* 7 HA Connection Settings [X 3 - i & i [ D) #0 Bk i 2 '

1% VMware 232 ASAv |

RIS R PR B ek 2 ANBT I I SR R R DA TR, DU B 5 B K2 1IRES . GigabitEthernet

0/8 CLTHIAC BN ik R ) Mt o A N[ — 2% LR BE RS OV S AN 45 TP Mishik.

SERGIZIA T, vSphere Web 27 Bipf Ab# VM 51T LATE Global Information [X 3[¥] Recent Tasks %1% & 2

“WHhtk OVFE #8387 IRA.

;}
= [z] RecentTasks |

I All | Running Failed j

Initialize OVF deployment ’

B DETesting

2

9

seln, #8427 % Deploy OVF Template 5 8R4

* [¢] RecentTasks E{

| Al | Running Failed

+ Deploy OVF template ‘
th -asavl

+ |nitialize OVF deployment

@@ DE-Testing

My Tasks - Mare Tasks ﬁ
st A . P J =
o

Bt RIAES 5P 98 E Bl hoDy 2 7R ASAV VM S
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{8 F3 VMware vSphere Web % Fii &2 ASAv .

vmware* vSphere Web Client # &

«.‘\_-I:i-él-r-‘re |- K | (s S asavd | Adlions =

@, Search: Getting Started | Summary Monitor Manage
(51 virtuzl Machines

. | What is a Virtual Machine?
Virtual Machines | : s

o | Avirtual machine is a software computer that.
i asav2 like a physical computer, funs an operating
e system and applications. An operating
CH asavl system installed on a virual machine is

| |

Because everyvirtual maching is an isolated
computing environment. you can use virtual
machines as deskiop or workstation
amdronments, as tasting environments, or 1
consolidate senver applications.

InwCenter Server, virlual machinas run on

hasts or clusters, The same host can run
many virual machines

Basic Tasks

W Power Off the virtual machine
10 Suspend the virtual machine
{§ Edit virtual machine settings

At s e A B i st bt i

a2

SIE10 414 ASAv VM ¥ Ki21T, 15 H. i Power On the virtual machine.

47 ASAv R, RJAZX Y ASDM BRI G IER . 2 ASAv HIXABINT, R EBGEE OVF AR IS4,
FREEANTRINE] ASAV RERCE T . ARG ASIER I SR, HRIEFET. DA HIKEE ASAVI, A=t
PONE A Bt R HAFAZHE, i Hdi Console IEI- KK Vi ASAv #2165 .

FEN T BRI HA T3, ER R A& e 2 LT R
© BOES LR R A AR .

o EINS FE B A STEAMEIR P MR E . BT H TR G &R B AR E R &S, ST
bootstrap it & AH A

T—F 4

N T ) SR AT LR ASAY, ASAv i ZEH KM T I . 55 2 Jn, Al RERT Zh AT He Al e
B, LRSI ) A S D R AT E .

BREEEE SRR & (ASA) AT TR, 913
|
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. { F| VMware vSphere Jt37 % P i 1 Day 0 B &>k EBE ASAv

{5 F§ VMware vSphere Ji 37 % 7 it #1 Day 0 it & SR8 ASAv

B ASAv, ] VMware vSphere % )7 i FT I ME RS 2L (OVF) BERRSCHE (asav-vi.ovf 1
FF- vCenter %, asav-esxi.ovf i& HT-3F vCenter {5 ) . 7F vSphere % /" Uity il | Deploy OVF
Template [1] 5 K55 ASAv ERHRAL . &1 SRENT ASAv OVF U, BIERHFIZAT ASAv [
L, FFede .

KZHm T BE VMware AR HEL R . 4795 Deploy OVF Template [1] 2 [ 245 5, 152 VMware
vSphere & F i EEALAE B o
FrIGZ 7l

o JEE ASAV 2Ry, MSIAZAE vSphere L E /b — AL (T .

o JEIRMR R 40 ASAV AT IO Day 0 Fe'E SCHF 55 18 TUH AP BRAI 4 Day 0 B .

B 1 33 VMware vSphere & /7 Ui, SR 5L F: File > Deploy OVF Template.
BB I Deploy OVF Template 7] 5.

PR 2 W AN asav-viovl SR 4RI TAE H %, SRIFEF%AT

PR3 MR SR OVF BIRTELNE Ko R8T LU & DiAE . WUREEE SR B € X Day 0 B E S, WAL B AT
(LGN

R4 B AR BOR B WA 2L . i Finish F025 LA

$E/S JH3) ASAv, F1FF VMware il &, ARG 5EREE X E ).

FIR6 i SSH IEHF| ASAvV JEE T T HINL'E . 4R Day 0 BCE XA AN BRAKHER I ARCE, WHTJT VMware 2
B IF 5 R E R

ASAv IUAESE 4 IEHIEAT

{5/ OVF T E %1 Day 0 Fi. E 5k &3Z ASAv

AN H T OVF TH#% ASAv, #7542 Day 0 i & 1.

FHiaZ |l

* i H OVF T35 ASAv I 72 day0.iso SCfF. £ AT LA BRIA 1 day0.iso SCAF CHR4E S
PR, AT DU A A 2R ) B SE X Day 0 fid B0 . A Day 0 o B SO, ES IR IK
%5 ASAv A I G4 Day 0 BB SO, %5 18 1.

 #iff OVF T H 235 4E Linux 8 Windows PC &, 3F H O824 00 H AR ESXi RS 2.
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i asavzsia [l

AF 2R %3 OVF T H
w15l

linuxprompt# which ovftool

A R P (R A2 T A — A .omd SO
T

linuxprompt# cat launch.cmd

ovftool \

--name="asav-941-demo" \

--powerOn \

--deploymentOption=ASAv30 \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup Mgmt" \
--net:GigabitEthernet0-1="Portgroup Inside" \
--net:GigabitEthernet0-0="Portgroup Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@10.1.2.3/

AT1% emd A
w1l

linuxprompt# ./launch.cmd

ASAv JA3l; HRFE S,

L SSHIERH ASAv SE B f AL E . WERT Z B RCE, THITIT VMware #2115, BEA ASAv, JFN N2
fRIHC .

ASAv IAE 584 IEHIEAT

18] ASAv =& &

X T ASDM,  AEREEEAEDL T W] RE 5 24 A CLIEAT #ieba bR . BRIATEOUS, 0T LAVG ) A & VMware
vSphere il &, W n] IBCE M2 T30 &, E AT RIIRE, R HARING.

* fi /| VMware vSphere 1| 5
o PO R 2% ER AT AR A 65 i 1
)
AR WIRAEN Day 0 i E SCAHRE ASAv, AT LIZEIZAC E SCAF L4 console serial BEE, LMEAEE 1R)H3)

T AR R R AT AN 2 B R VGA #5614 IS AR R 45 ASAy A4 017 Day 0 fic & S04
18 T,
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. {&F VMware vSphere 1= &

& F§ VMware vSphere i1Z#| &
KT WA & s HERR, MBI VMware vSphere Web % /7 s $2 {1 KE S8 1) 5 U7 in) CLI. f70] L
)5 M Telnet 5%, SSH fic & CLI ZAE V5 ] o
FFeaZ Bl
X} vSphere Web & F' iy, %625 P um AR G, I AL VT ] ASAv 5 5 BT T

1 VMware vSphere Web % P i, AL ohiig S (1) ASAv 524), SR J51%+E Open Console. 557, fn] Ll
Summary %5~ ] Launch Console.

PB2 kil G, A5 Enter B, 7R 4% Ctrl + Alt Al BEEOGHR
R ASAV BEJA BN, o BRI

4 ASAv RSN, R BUEE OVF SRS L IR ETising] ASAv RERCE T . Rt A E A5
TR, HEFNERIEZIT. DCHE RS ASAV I, A B R 3hid 2.

R LELREVFOIUEZ A, AR A 100 kbps, MBS AT LAHATHI D BRI . 75 2 2238 VP Al e A fE IR
BAT. LA IEZH, BESERLU N EBAEEREG LEEHI:

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

R 2 LU 3R

ciscoasa>
PR R IE AT P EXEC 4% . 1 EXEC RSN AR IR U A 4 .
FE3 YA EXEC 15

-

ciscoasa> enable

ARG R Ll N s

Password:

WIE 4 1% Enter H4A2:. BOMEOLT, #9420 WER LIRSS 8 2, 3% A %S0T AN 2% Enter 8.
PR -
ciscoasa#

TERF EXEC M5, FradERLE ar 23 . 18] WEFAL EXEC -5 3N il & 5.
FUERHAFRUN S, S disable. exit B quit 174

PERS Vil 2R E R

ciscoasa# configure terminal

s O B A

ciscoasa (config) #
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ramasrrsant [l

0] DU JRC B A5 R AR . ASAv. ZLEH A RRCE IS, 1M exit. quit 2 end 7% o

fic & W 48 SR T & im0

AT A AP 5 AR, AT LRI X 245 5 AT i 11 BI04 B g UL AR A T 3 1 A 4% (VSPC) HEAT
WG ViR . A RBRVENTENE R, 7520 VMware vSphere SCR . 7E ASAv I, AUk &
i R AR B A AT I AN PR 6 o SRR ST S T R AT i P 6

HIE1 (£ VMware vSphere H1IC & M 4% Hf 4750 o 1152 [ VMware vSphere A%

S 2 £ ASAv ¥ disk0 AR H 3k N EIEE— 44 “use ttyS0” HISCHF. AT ERTMAE; ERGEEM IS
1FAE:

disk0:/use_ttySO
* 7£ ASDM 1, HJLLffi ] Tools > File Management X 15 HE [ %1% 4 FR 1125 SCACF .
* 7t vSphere ¥ il & /1, 0] LUK SO R G IR SCAE (AR SO A B s k. 49l -

ciscoasa(config)# cd coredumpinfo
ciscoasa(config) # copy coredump.cfg disk0:/use_ttySO

T3 PN ASAv.
* 7£ ASDM K %+ Tools > System Reload.
* {E vSphere il 54, A reload.
ASAv 15 11 R 1% 3 vSphere ¥l &, T2 KIE S BHATIEGIG

IR 4 Telnet B IEAEA DN R AT iy 148 %€ 1) vSphere AL TP Hutik Al 1%, 55 Telnet 2] vSPC IP Huhik Al o

H 4% vCPU s &AL =15 Al uE
ASAv ff I |VF AR, e nl LA vCPU $iiE .

R (b)) ASAv ) vCPU %o, %8 a] DLHIEBriFal e, NHDHFAE, JH/E VMware
AR 5 VML g 1t LA DS e B4

AR I vCPU BRI ASAv REHL CPU ¥ ufiE sl it BV vl IEAH AT . RAM a5 45044 vCPU %
BT IER . THRR BRI, 15 5% 4% IR i B A O 37 BV B8 F i UE AT vCPU . B R A FR 4t
ANULHL, ASAv JCVEIEH TAE.
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B srovizoaE

FE PEHVFANE.
P2 W AHVFRIE. TR DIO0r,  REHVF AT B PN B
PRI PATEUT R —, BARE T A5 AT s e

o fi FH BT V)3 - 7€ vSphere Web % i, JCHI4 H ASAv. #lll, i ASAv, 4RJ5 ¥ Power Off the
virtual machine , U A HE AL ASAv, R)51EFE Shut Down Guest OS.

o ANd ML) 45 - 76 vSphere Web %% i, S ASAv. B, i ASAv, #XJ5 #iili Power Off the virtual
machine, {E T ASAv, #RJ5i£FF Shut Down Guest OS.

$E4 i ASAv, #RJ5 Hdi Edit Virtual machine settings (205 45 8 ¥t ASAv, SRJ5i%F¢ Edit Settings) .

Z 505 o Edit Settings X G AE .
PS5 IES ASAV VF], 55 1 U CPU/W A7 22K U 2 B vCPU ¥ Wl IE (1) IE AR -
$IE6  {F Virtual Hardware £ 0K I, M FH5RSF K CPU EFHIH.
$IET X T Memory, #ii\ RAM [FJH{H .
PIE8 il OK.
SIR9 )53 ASAv. i, il Power On the Virtual Machine.
W0 KT

1. T EHwA RS & 88 3h 3 # E ) ASDM.

2. SHWASTERANG, WbED) ) 4 H

* ASDM: 1K {X#tF$ Monitoring > Properties > Failover > Status, X5 il Make Standby.

* CLI: failover active

3. WIS B EE K3 9.

T—F Mt 4
ARIEAME R, WS MASAV VFA], 51 0L,

SR-10V 3z AL
SR-IOV RFZ A VM = EHLA 5 — PCle 2% i&E AL #s . SR-IOV & X T F4IThfk:

« WP L)HE (PF) - PF 5014 PCle ThAE, 045 SR-IOV TRk, IXLLThaedE THUIRS: 2% b Wom b w 3
# A NIC,

* REFLDIRE (VF) - VF 247 B T 2L it 42 4L PCle Tyfg. VF VS A T PF, JRifiid PF #4748 9.
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AT |

VF 7E B EAE RGHELL T, B il LL 10 Gbps S IER: ASAv JERIHL. AT U £ KVM
B FICE VF. ASAv fll SR-IOV £ IR » 25 9 TWHHA4H T ASAv X SR-IOV B2 i 5 B .

JHE ) 01 PR )

SR-10V £ /N
VMware vSphere 5.1 M 5T i SRAA A BAT R 8 BC B A58 T S 8F SR-IOV. i H SR-IOV I, vSphere
(R LE T e Jok e LA

[ 7 SR-IOV 22 CIAENRTPR S, 26 10 TR BTk K ASAv Al SR-IOV [ R G ER 2 4k, BB N %A H
VMware SCESH I SZ FEAE ] SR-IOV L&, DL T A OCEER . SR NIC. Bhfgn] F M & VMware
F1 SR-IOV TH25 5K J5 T PEAIAE B o

AATAHLE VMware 240 LIRS SR-IOV 2 L 15 F0 3 B FIRCE DR . AT Hh (5 BIE TR e sk
FEINEE B E A, IX ST Y VMware ESXi 6.0 FI1 vSphere Web %% )7 it SR UCS C &
Bk g4 M Intel LK I 55 2 IE FL 45 X520 - DA2.

SR-10V #£ O &Y PR

JA 3 ASAv I, TEVER SR-IOV £ 1 BLN T AT B 5 BESXi A 2 n P A s . IX AT RE S R 3 R
BEAR, SEERER ASAV IG5 iE 8z

IR JFURAE ASAv L SR-IOV W83 2 fi, HoBb b W 950 F 8, 3 ] Af ok 9 285 2% 1 G &
NHE VM ENLEIE# Y3 MAC Hihkdz .

ASAv JHZN G, f&n] DUfIATES MAC Hiutik s 2R~ 1. 7548 H show interface iy 2 2 & 141 1)
FOE R, GFEE O MAC Hulib. ¥f MAC Hutik 5 show kernel ifconfig iy 2> (1) 45 W AT LL LLAFIIA
IEAf 42 153

¥ & ESXi £ 41 BIOS

BHE VMware #8377 SR-IOV #2011 ASAv, T SZRAUSR AL . VMware $E4E T JUFRE6UIERE
LRI 77, ARTHAEL SR-TOV SR 2 PEFR LA S T R 3R CPU 3 S R ORI i
AL T B SRR

JiAh, BIE T LUE R R B ESXi EAHUKAA E 2 15 7E BIOS A I T AL .

$B1 ] N7k — %53 ESXi Shell:
o WTRETTDLE BT ) EHL, E IR A2 FT IR AL B ) S S S TR
o WURGIEAEE R RE ML, E T SSH ml Hofh e 45 bl & R L LR B4

T2 AP 2 A .
PR3 BT i

| BRAERR S ERIZE (ASA) N5, 913
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B =xmmamns e/ shiov

Al
esxcfg-info|grep "\----\HV Support"

HYV Support 774 (1 H H 7 7] B I BN LSRR PR . A7 6 mT e AR 1 W A T
0 - VI/AMD-V KR iR T A AT ]

1 - VI/AMD-V £/r VT 8 AMD-V o[ Ger] A, (HUbEEAASCREEA .

2 - VT/AMD-V %R VT 8¢ AMD-V 1], {HH#i#E BIOS KK .

3 - VT/AMD-V %75 VT 8 AMD-V 7£ BIOS H i I, JEH LM .

T

~ # esxcfg-info|grep "\----\HV Support"
|====HV SUPPOTL ... ittt ittt it 3

B 3 s>y He m AL .

T—5Hit4
o EEHHIE RS A ] SR-IOV ..

FEEHHIRIER EE L /5 F SR-IOV
{511 vSphere Web % /13 Hil SR-IOV,, I F WL L FO A ASH RS R o (EHITILARAE 2 0, 605
AR BRI h A
T8 Z Bl

o B T B A SRAIOV [ M £84% 14 (NIC); 1Z W SR-IOV 32 NIC , 5 11 1.

$IE1 {¥ vSphere Web % F'ifi 1, FHIEIE )T H SR-IOV (1) ESXi E#L.
I 2 /& Manage £~ |, Hif; Networking JfiE+¥ Physical adapters.

Ll SR-IOV g1, DA T R BLGE OS2 75 5 FF SR-IOV.
WK 3 IEFYHIENE, S5 Hili Edit adapter settings.

$ 4 £ SR-IOV F, M Status FH2ZH %+ Enabled.
#IE 5 7t Number of virtual functions SCAHMEH, Bl N BN 120E f 25 E B 1 AT REE H -

ER AT ASAVS0, FRATEUEO RN ) VE SR AR 1A RS 2 A ) e L A
H, AT Reas R BLIERE R R

L6 i OK.
$IB 7 T ESXi THl.
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Bl 3Z vSphere 334/ .

REAULI RELE ) B E A3 T 7 1 NIC g 1 R A s R A o EATT R 757 ML Settings LEI5-K 1) PCI Devices 41
S L

T—5Mit4
o G EE—ANbrvE vSwitch KA FE SR-IOV ThHERITL & .

1] vSphere X3l

B —™ vSphere AT #eH K& # SR-IOV # M.

PR 1 {r vSphere Web % P, ‘FMHia ESXi F4l.
IR 2 7F Manage I, %#% Networking, #RJ51E+¥ Virtual switches.
S 1% 3 i Add host networking E¥r, BI7H NS (+) MR EERD E
18 4 % Virtual Machine Port Group for a Standard Switch #2257, SR )5 #.il; Next.
WIRS ILEFE FEAREZ ML, )5 R Next.
IR 6 K B0 2% 3 ARV I 2B (R B HEAZ 4L
a) TEATLHNERCAS T, Fligk e’y () URIn&EEsE .
b) MFIFF N SR-IOV EFEAN 4% 1. B0 Intel(R) 82599 J5 IKAL XUt 11 194 4% 3% 4% o
c) M Failover order group FH =i, L Active adapters.
d) i OKo
PIRT 1% SR-IOV vSwitch iy A — A FLEHREE, SR)5 Hiifi Next.
I8 8 1 Ready to complete UL F &AL, SR)5 51 Finisho
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1: 2% SR-I0ViEORIF vSwitch
Geting Started  Summary  Mondlor | Manage | Relaled Objects
Semngs | Networking | Siorage | Aarm Defntions | Tags | Permissions

a Virted| swilchs

| vitalswiches [N PPN

Vilerme adaplers

-. . e
Piwsical adaplers £ vawstcho
TCPAP configur ation £ vowilthi
Aibranced
Standand wiich: vSwalch1 [(no e ek ced)
|2 1556-5RION i)
WLAM 10K =

* Virtual Machines (1)

T—¥#ita
© AR AL HR 0N .

TR E P B RS Rl

1% VMware 232 ASAv |

¥ Physical Adapters [
= @ vmnicO 10000 Full i ]l

HEA G Yo vl T AU LR REAURELE, BN 15 L L mT T B AR X N . ASAv KESUAIL A
PRGN T EE R 10 R 0N . XAEA TR SR-IOV B D) AES #2457 ASAv. LU N ERAEFERS W] 37

BIKE ASAv T2 S fe Bt SR (1 RS A RRCAS o

A RN UL AR AR NE N5 S 75214 vSphere REUBLE BEICRY .

S8 1 J\ vSphere Web %% /7 uifi B 5k 2] vCenter IR 55 %%
T2 HEEEU ASAV EHHL.

a) EPEEHE O e, BEE. WP, AR5 Hiili Related Objects 21~ .

b) 7 Virtual Machines, JfMZIZRFESE ASAv HEFUNL.

PR3 KPPTIEREIHL

SR A4 A% ASAY, FFHKIKIEFE Actions > All vCenter Actions > Compatibility > Upgrade VM Compatibility .
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1 sr-tov Nic 5524 Asav ||

LIS Hid5 Yes LUFIIA T2
PR N EAUNLACAVEEFE ESXi 5.5 and later 17
ST (A]ik) %FF Only upgrade after normal guest OS shutdown .

JITIZE R AN LA T 25 O S e 3% AOAR A AR A TR SHE AR PR B, O ELREAUUML R 4 LA 300 moks SEO0T D0 B (K0 A AR

T—5Mt4
o I SR-IOV Hil M4 E I 254 1% ASAv 5 LN RE L,

1% SR-10V NIC 5 Bc 25 ASAv

J3 TR ASAv EFUNUFIAEE NIC W RIAS e, 1802006 ASAv 5 —ANakZ AN HI1E SR-I0V Fil
DR 8% 3T FC g4 1D REPL S AR e . DA AR e U B el £ vSphere Web %5 F 3 SR-IOV NIC 43
fii4s ASAv ERIHL.

1B 1 M vSphere Web % J' i 5 5% 3] vCenter 5545 o

PR 2 HBEE ) ASAV EHUHL.
a) EPFEHHE O e, BEE. PRV ENL, SR)5 HiF Related Objects LT .
b) Hili Virtual Machines, JM\FIF& P IEF: ASAv EHIAL.

IR 3 BN Manage IR |, MKIKEFE Settings > VM Hardware.

LS4 Bk Edit, 2R)51EFF Virtual Hardware 250K,

$IR5 M New device FHEH 1, i%+F Network, SAJ5 .7 Add.

#4954 7~ New Network FLfl
SIE 6 EIT New Network #547, JFEFEn ) SRIOV £ .
$IB T M Adapter Type [ 11k $ SR-IOV passthrough.
1% 8 I Physical function [/ 2 HH, E£E5S 5 IH R SN LG A 83 ARG (14 BELIE B 4% o
LR Pl BN .

BOHREAUNUHEE, ESXi EAURE WIS B a5 g+ DR R Lh g, IFR LU 2] SR-IOV
FLEIERC s . EHURSI0AE E FUAT LA C 25 A2 B2 U 2h RE (M T s 1

= - e WH- &b
125 ESXi Bt B BY % RE
TELL I ESXi EHLA CPU FL'E s, W LA = ESXi MR35 i ASAv VERE. I8 ol ifff B Sk I,

A DL REAUBL CPU {E LA B Z L (FEEAE, R R A YR WA 5. Rt
TR, EnT LR R HE AL 23 O 298 A ST EH H (R AR BE 5%

| BRAERR S ERIZE (ASA) N5, 913



1% VMware 232 ASAv |
B == esximmmna

HREMFE, ESHLLT VMware 3CRY.
* (vSphere T LY I CPU B —5,
* {VMware vSphere [V RERAESZER) -

* vSphere &/ Ui HEHLTE B o
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https://pubs.vmware.com/vsphere-60/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter-server-60-resource-management-guide.pdf
http://www.vmware.com/pdf/Perf_Best_Practices_vSphere5.0.pdf
https://pubs.vmware.com/vsphere-50/index.jsp?topic=%2Fcom.vmware.vsphere.vm_admin.doc_50%2FGUID-3D5F6146-5F9C-46BC-B1D3-DCA856E98137.html

{5 F KVM #3Z ASAv

$& A U A 3L W AZ B ERIPL (KVM) #8% ASAv.

BEER M 9.13(1) JTUA, ASAv KRR ALK A 2GB. U1 924 HT ASAV (IR AE/D T 2GB, B TCVELEAY
In ASAV VM ARSI R, I FSHRRAS T 2081 9.13(1) . 3t v LA 9.13(1) KRAS 537 38 8- 1)
ASAv VM.

o KTAE KVM ) ASAv #2545 37 1L
* ASAv M KVM [PJedledety , 5 38 1L

« ASAv A KVM #E , 5539 0

« % Day 0 il & 1, 5 39 1L

o MER R XML S0, 5541 1

s A5 ASAv, %542

o PGP COEAL , 5 43 1T

« SR-IOV £ AL, %5 45 1T

* & KVM ECE PERE , 2 50 7T

*F{EH KVM B ASAv SR 2

T R TAEH ASAv FI KVM [ 28 30 b ol . ARTEFTIA AR P S0 T e dh o~ 8. ASAV FIAE
BRI 28 2 TR RIS kBl o YAk, IR T e T S B A S R 4%
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B asavikvmesengs

2:EF KVM & ASAv &1 E Rl

10.1.1.2 198.51.100.2
g0/0 g0/
192.168.1.2
mo
Linux Guest Linux Guest Linux Guest
Inside Mgrnit Outside
10.1.4.3 192.163.1.3\ /198.51.100.3
ethD etho ethl
Inside Mgmt Outside
Metwork Metwork Metwork
'-I'l‘ : 1[1 E : III| WM
b 1 N | Linux
virbr2 virbri virbr3
10.1.1.10 1821681 10 198.51.100.10
athd =
Linux Host 1015230 §

ASAv 1 KVM By5e R &1

* M Cisco.com F# ASAv qcow2 SCAFFK HLUAE Linux F#HL

http://www.cisco.com/go/asa-software

A\

R T Cisco.com &35 BAERHRS AT .

o NEARSCRY P ERE SIS, BATMEGE 48 Ubuntu 14.04 LTS K DL R ks £ 22254 Ubuntu
14.04 LTS FHL2 L

* gemu-kvm

* libvirt-bin

* bridge-utils
* virt-manager
* virtinst

* virsh tools

* genisoimage
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http://software.cisco.com/download/navigator.html?mdfid=279513386

| & KM #E ASAv

asav 71 kvmoEn ]

o PEREZ TN HECE R i R TEAL, BT LA KA KVM B ASA 7Rt . A7 5K
M ENHEEIEE, E2 6 (R4 Linux 1 Intel 340 1) RERMET 6 1190 2% D) g R U4 2040 4k
BYERED o

* Ubuntu 14.04 F9A AL BT %

* macvtap - P AE Linux PI#; 48] LU macvtap, 1A /& Linux M. dER, A0 E
K2 WCE A BEM F macvtap, A2 Linux B#r.

* FHR UM - T3 9A7 S0 R/, 7 Ubuntu 14.04 TPERATRIS
AEFRBLRE - ¥ A vCPU J/b B — A .
* txqueuelength - 1 T-KHERIA txqueuelength 11151 4000 AN %d 40 ks> F A%
. % - FHT¥ qemu M1 vhost FEFL [ & FIHF & CPU W H%; fERSURE 0T, B Bt
HE o
o TRAAILT RHEL M3 K H15 B, 2  (Red Hat Enterprise Linux6 R LRI A 15
Fa)
* HX KVM INRFENR, ES AR ASA A PERFE.

ASAv 0 KVM AN

FEHRE ASAV Z T, THEE LU T AENIMIFR .

18T A PR 1R ST & T R

XTI, S ORI B HAT A R VR U s i, Y 6 B 2 B4 2Gbps (I
B

EEEM

16 AS A QRS AT ARSI, o B0 R RO e M 2 VS B AEAS ASAv. 1Ll 55 4t 7
PR MENEA ASAv, (EIRUF AR, ASAvFHIE LT AES BoHit . Wb sl s T fik s 22 51
.

HEZ Day 0 BCE X

FEJR B ASAv 21, EATLAES Day 0 FC B SCIF. BSOS ASAV SR BT ¥ ASAv i
BSOS AR P BRSO SR FR A AT H b 4405 “dayO-config” FISCASICE, FFHANE
R BN 2RI day0.iso SCAF . Day 0 Be & SO0 20 22 /A0 35 T -t o B D AR BEE T T
NS GYIRIE SSH M S5 # (K&, HE bW (5 5e B ASA L .

day0.iso 3CF (& X day0.iso BERIA day0.iso) DAZIFE & IR Bt FeHm] H :
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http://networkbuilders.intel.com/docs/network_builders_RA_NFV.pdf
http://networkbuilders.intel.com/docs/network_builders_RA_NFV.pdf
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Virtualization_Tuning_and_Optimization_Guide/Red_Hat_Enterprise_Linux-6-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Virtualization_Tuning_and_Optimization_Guide/Red_Hat_Enterprise_Linux-6-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html%20#pgfId-132226
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B csoaomzExs

 BHEYIMG B R T A 8058 K ASAY IIVFRTIERE, TR SR REFIE A BE &5 R B R eV T
5y (ID) 2 BT S Day 0 B ESCIFAE TR — Hak HA A “idtoken” [RISCASSIAT:

s WURTE MR RNLIR R P BITHO GNALE VGA #H6) Ui AL E ASAv, N Day
0 Fic & S A3 $5 console serial WCE , A AEAE T R JE st R FRAE A AR AT 00 1

© WEREHEIZEWI RS FEE ASAv, MAAEE NS R CAKe1r ASA i & 3CH 11 Day 0
e S o IXANIE T i Bls K 1) Day 0 FC & ST

\}

IR BAVEA RGP Linux, 8% T Windows 154 RS2 FFEF

P £ “day0-config” [HSCASAF I N ASAv [f) CLI FU'E o V81 =AM IR 2 0 B A0 P 5 (AT e A G 75

FH—ATNLA ASA MUATFSL . dayO-config N iZ & XL ASA BL'E . A2k dayO-config (145 {4 77 20t ML A 1) ASA
5, ASAv 5l ANIEATHCE AR 364y . dayO-config HIATIRFIR 2, I 530471¥) show running-config 744
H e B B AR A o

T

ASA Version 9.4.1

i

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

HI2 (Al K SERHE BB IS A R BEVF T HIE B4 RSO F R 3B 5L

SEI CaTEh) M OIS 1D A RO AL ID AR 4k “idtoken” PRISCA SR

HA ([ AV ASAV FE LR P AT AR, 1R dayO-config ST AL LR A
o ERREE TP Huht

o (AR SEHITREREVFRII HTTP AURE
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semnmm s

« TR HTTP AREE (iR 458D 58X tools.cisco.com I route 4
* # tools.cisco.com fif#Afr 4y TP HihEf¥] DNS 55 %

* TR IE R B9 ASAY VAT UE Y GEVE A B E

o (A[E) HEANET ASAv £E CSSM HhEE T A HR e — M4

SIS W SO A S e ISO S AE R L CD-ROME::

Al

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: O

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@Quser-ubuntu:-/KvmAsas$

543210 A Bl 1) B REVF T IR 55 S ASAv.
PER6 mREUE B 5, AN 1P HuUhk ol SR R ASA G F BRI S B 30T

R FE UM XML 32

8T B ASAV Vi R3] KVM IR U7 2105 0412 1) ki 0L 2%

N

AR WRTASHALE KVM L AMA SNBSS 1442

£ KVM EHL EHES BRINNF XML SCfF. X T#EE Day 0 BUE SCPE 5 25 39 00Tl (19 2 400 9 4% 40 4b
), SR E DL =AM AR vitbrl.xml., virbr2.xml Fll virbr3.xml (252504 X = A S0

Y B, AV virbr0, PUAVECLAFAE) o RSO BA BE AU P 45 B
b AL AR fE 42 FRFIE — K] MAC $Hidike $243% TP ik vl i i)

S Q=BG PIFE XML 3. i, virbrl.xmls virbr2.xml F1 virbr3.xml:

T

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00"' />

<ip address='192.168.1.10"' netmask='255.255.255.0" />
</network>

Al
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<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01" />

<ip address='10.1.1.10' netmask='255.255.255.0" />
</network>

T

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10"' netmask='255.255.255.0" />
</network>

P2 QU TN NERA FEARBIT, FARIA G4 4 virt_network_setup.sh) -

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

PR3 IBATIAA AR E R4 . SEIIACK A SOl Al 4 . L KVM EHLIEAT, Ml R fristT

stack@user-ubuntu:-/KvmAsa$ virt network_setup.sh

bt 4 R PNZL Linux EHL, WAZINEBHET virt_network setup.sh JIAS . BEBHIACHE E ML A IR Bl 12
1T

P4 IR EE S Ot

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0O 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsas$

SIS DoRAHCL vicbrl MR IP Hihik, X248 XML SCAER 4 Be i 1P Hbtil.

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever

Jazh ASAv

f 3L T virt-install B30 A JS 3l ASAv.

S Q44 “virt install asav.sh” HY virt-install A,
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N

B

wimkznng [

ASAv ERINLIKZFRLE ) KVM FHL ERIFTE HoAh VM A DA 202 ME— 1 .

ASAV IR Z P LASCRE 10N W44 . IRl FH = AN k2 . 28 IR iE A IR AR 2. 55— A UG 245 ASAv
HIE B2 11 (Management 0/0), 28 M1 H 12 ASAv [1] GigabitEthernet 0/0, 25 — /M1 Hi[#772& ASAv [1] GigabitEthernet
0/1, LAIBEHE, HAE GlgabltEthernet 0/8. FEF. NIC DA% Virtio.

Al

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \

--network network=default,model=virtio \

--network network=default,model=virtio \

--name=asav \

--cpu host \

--arch=x86 64 \

--machine=pc-1.0 \

--vcpus=1 \

--ram=2048 \

--os-type=linux \

--os-variant=generic26 \

--virt-type=kvm \

-—import \

--disk path=/home/kvmperf/Images/desmo.qcow2, format=qcow2,device=disk,bus=ide,cache=none \
--disk path=/home/kvmperf/asav day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

1247 virt_install JHIA:
w1
stack@user-ubuntu:-/KvmAsa$ . /virt_install_asav. sh

Starting install...
Creating domain...

VRPN 1, R BRI IALA PR & o BT LUE BB INLIEAE R 3. R SEAUNLE 2L Bl Al . 7E
REAUBLE IR Bl )e, T ORI & B & ) CLI fin 2.

AAERAE D EC

FET ASh AR R L 1, I E TS 1 IF 0BT R 3 ASAve AEXS BT 10 8E LS TN 21 ASAv RESUBLIN,
ASAv NAZRER AN %8 1, IF FRE BN TR e R, 0 P A I 1) 7 M B
BT RO, ASAv MR 1% DT RS HAT SRR AR f BE U5 o

JHE U] 0 PR o)

EOMRFSHS
o IR AP N, S 1 g A T A AT A e — MR g S N E 1.
o YR AR D, SRR MR O S, BRAEEIHBR iR DU s — AN .
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o UAEAE AR DG TR R, TR S A AR C R RPN

SRR )3k
o FERE PR D RS D3 R I, A JIAE R 2 N iR R DT e ASAv X IR & e R i Bk
H

o BB N RSP S IR R R LIS R R A 3 ASA, AR JE R AN RS TR EE DR
B BRI R P #4 F ASAv.

* FEEH] ASAv HC EDHH AN IN IS DI 1 5 0B R B T e
o fEE VA bR R e

o MR )BT, e BRI ASAY bR D R
© MHERIHLME R P B 1T ASAv Bk b U146 11
« R, ALEIMRRIIALIR R T A T AS AV IIBRAH N (K14 11

PR il
o BRI I ECPR T Virtio FE9U NIC.
o SCRFIEROCHE DACR S 100 IR SRR I 10 AN, S EAHERTE R
B ICIEFT FFRE DK (media_ethernet/port/id/10).
o PRPREE VL 2 ACPL. 5 ANELFE virt-install AR --noacpi ARic.

PRIR M 2% 3E O

AT LT virsh Ay 2470 DA ER KVM EFUPL IR R e g8 .

FE1 FTIT virsh fr 2474510

T

[rootRasav-kvmterm ~]# wvirsh
Welcome to virsh, the virtualization interactive terminal.

Type: ‘help’ for help with commands
‘quit’ to quit
S22 fifi[f] attach-interface fy ¥R IN— ML,
attach-interface { --domain domain --type type --source source --model model --mac mac --live}
--domain FJ LL¥EE N RIHEAL . A ARERSEHEN) UUID. --type S50 LU network (FRRPIFLM L 2% B bridge (%
INIERR AT o —-source ZEUKRIERRM . —-model ZHERR BRI NIC KA. —-mac S 55 € M 4542 1111
MAC #idik. --live Z R IR 1Z A2 50 IE RIS AT 38
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sr-ovzninE [

Pt 23 o n FET se 3 3, TS0 E A virsh SRS .
w15l

virsh # attach-interface --domain asav-network --type bridge --source br hpi --model virtio --mac
52:55:04:4b:59:2f --1live

iR ] ASAv _F i DS RS e B OFa iz 0, DBt iEoR =, AR R, 1SR (LR
ASA RS IERAE CLI L B e ) AOFEARE Ol S — .

$1E 3 {fi/f] detach-interface iy > MEx—4Mz 0.
detach-interface { --domain domain --type type --mac mac --live}

ER O OO RN S BT, TE S E virsh SCRS

i

virsh # detach-interface --domain asav-network --type bridge --mac 52:55:04:4b:59:2f --live

SR-10V 1z A L
SR-IOV A ZA VM L= EHLA I PCle M IERI 2. SR-IOV & LT F4IL)fE

« W THE (PF) - PF 5T PCle ThAE, 045 SR-IOV TRk, IXLLThAedE THUIRSS 2% b Wom b H
A% NIC,

o ERITHAE (VF) - VF 24 B FE LA PCle ThfE. VF U A T PF, JFiEil PF 3787

VF 7E BRI RGHELE R, Hemnl LL 10 Gbps FOH3 B ZE R ASAv BRIl AT AU E KVM
B FICE VF. ASAv fll SR-IOV $Z AL , 25 9 W4T ASAv X SR-IOV B2 fE B.

SR-10V O BCAY 2= 3K

WERAEAT AN SCRF SR-IOV HEE NIC, 1] LK SCKF SR-IOV 1) VF 8UE 4L NIC (VNIC) #E4#2 E] ASAv
Seffil. BbAh, SR-IOV B T75 23 KF BIOS PLAAELE FIEAT M ERE R LB 8B ML P . sl
H T X KVM SRR IZ 1T ASAv $UAT SR-IOV £ AL — B HAE ] :

o JEFHURSS 2% b T3 B AT I HF SR-IOV PR NIC; 12 [ SR-IOV £ LIHEIFIFR ] , 25 10
s

* B EAE US4 BIOS R FIEIMAL . A7 OGRS IR, TS B LN 7 SOk o

o T AR MRS 2314 BIOS i ] IOMMU Xf SR-IOV 4 52 Fr. 3 XKV EAIME B, iES g
AL 7 SR
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https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
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&/ KVM &3 & AsAv |
B =2 kvm i Bl0s TEdURE RS

&2 KVM £ #1 BIOS FOE#HIRER S
AN HAEKVM RS EIEL SR-IOV #2111 &R 2 BERIEL B AP IR o A i 45 B2 TR s S G % B0
BirP s Gl g, X 02 BR UCS C R4 %5 2% L 1F) Ubuntu 14.04 (FC 44T Intel BLA K
MR 25 #%E E 2% X520 - DA2) &
Fri&Z 8l
o IR C 32 SR-IOV [ 488211 (NIC).
 fifR 2 H Intel ERULEAR (VT-Xx) F1 VT-d DI,

N

AR AUARGHNERBOASIR LY . A B Y R SCR Bk 1%
P, DU AR ) 2R G A P AN TR ) kR ) A EE 2 BIOS BEE .

o WRZEBRAE R e FRrp OV 2235 T Linux KVM BB, BE. B P T HRISC YT 550
ASAv Fl KVM [5G sk, 5 38 1L,

s WORPEE AL T “IF)R T IRE . A ifconfig <ethname> FEATHRIN .

S AR R F bk TS S Sk R4
I 2 IAF Intel VT-d £ &H )8 H.

i

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU
[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (v0l Cisco0 CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled

i —ATHRR VT-d ©a M
FIB3 Wi intel iommu=on ZHIINE] Jetc/default/grub B & A1) GRUB_CMDLINE LINUX 4cH, £ A% s
Intel VT-d,

il
# vi /etc/default/grub

GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel_ iommu=on"

pE s RN 2 AMD ARBESS, WIN SO KE amd_iommu=on Wi MG PS4
P4 ARG A, DML iommu R

T

> shutdown -r now

LIS Gl VF, BT R: ik sysfs 82011 sriov_numvfs Z805 NG4S I0ME, AW R:

#echo n > /sys/class/net/device name/device/sriov_numvfs

B SHBAERRSERLLE (ASAY) N[5, 913



| & KM #E ASAv
wpel g g Es asa [l

AT IR R RS 258 A QU BT s B0CE 1) VE, 358 LA 2 B2 re.local X, UL T Jete/re.d/ H
X Fo Linux BAE RS SAE A St FE G R FAT re.local JHIA .

Bltn, NSRS T RN A VE IR . &S e W E R O ARMIE .

w15l

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/eth6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs

pz LR E) S

T

> shutdown -r now

ST ] Ispei #A LB BRI VF.

il
> lspci | grep -i "Virtual Function"
kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)

ER (] ifeonfig 4, A BT

1% PCl & & 7 L 25 ASAv
EQIEE VF 5, Brl L e ima] ASAv H, WA AR PCT & #&—FE. LA R 79l 15 B dnfef i
HEJE virt-manager T ELR LUK VE #5457 2] ASAv.

S 1 IF ASAv, Hiil; Add Hardware 1240 DU 2008 I8 B I o
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B sroizssmsasa

& 3 Fmigts

whuntul® Vir tual Machine

Ble vinusl Machine View Send Eay
=@ - ue- S
e
= = Harne: |ubuntu1s
D Pro<essor
LURLAD: i - o il a—
-. o Stabus: = Shutoff
!j-“ Boot Options e :
B vt bisk 1
(=) oE comom 1
By toc eialsd
Moute MHD:::!,
Hypansasor;
::: e Architecture: =85_84
u: e Emulator: pjsrbnfoom-spice
3 S Firrrreare: Dafauk
G Serial 1
B eoicochesiog Oparating System
Hostname: unknown
PCI 00084:10.2
' ; ) Praduct nams: unknown
Video Cimus
B cortreler ush » Applications
I Cortroler pei # Machine Settings
! Controler DE g
e Add Hardware xﬁ"‘":"l of Acoly I

S 2 i /5% kS Hardware %13 1 [ PCI Host Device
PCI %443 (5 VE) B HILE RO &R,
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[ 4: EEHATHRET R

wpel g g Es asa [l

ﬂ Storage
B network
Input
Graphics
Sound
=4 Senal
=4 Parallel
=4 Charmal

USE Host Deace

! watchdog
Rlesystem

Smartcard

[~
@ USE Redrection

Add New Virtusl Hardware

PCIl Device

Plaase indicate what physical device
te connect to the virtual machine,

Haost Dewice:

06:00:0 interface athd (WVIC Ethernet NIC)
07:00:0 interface athl (WVIC Ethermat MIC)
0850050 VIC FCoE HEA,

09:00:50 WAC FCoE HiA

0A:00:0 Interface sthd (BXS599ES 10-Gigabd SFIFSFP+ MNetwork Connectan)
0A:00:1 Interface ethS (BXS99ES 10-Gigabit SFIFSFP+ Metwark Connection)
04 10:0 Interface ethi (82599 Ethernet Controber Virtual Functicn)

04:10:1 Interface ethld (82599 Ethemet Controller Virtual Function)
0A:10:2 Interface ethll (82999 Ethemet Controller Virtual Function)
04:10:3 Interface eth1% (82599 Ethernet Controller Virtwal Function)
04:10:4 Interface ethl2 (82999 Ethemmet Controller virtual Function)
QA:10:5 interface ethlé (82999 Ethemet Controller Virtual Function)
QA 108 Interdface athl3 (B399 Ethemat Controller Virtual Function)
0a:10:7 Interface athl? (22599 Ethemat Controdler Wirtual Function)

0C:00:0 MegaRail SAS:3 3108 [Immader)
10:00:0 MGA G200e [Filot] ServerEngines [SEF1)
|

x;:nl:tl| ] Eiresh |

SRR I LSRN EMIIREZ -, S5 Hd7 Finish.
% PCI ¥R MBLAERE T S s 1T i e g Aifiad Dy LUK 1 4 R S D) e
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B == ommsmes

[ 5: R AN E E AT Bk

ubuRtuls Virtual Maching (on kvm-racetrack)

Ele virtual Machire  Yiew Send Key

= cune-a

! Crvariew 7| Physical PCI Device
Parformance Dendice: 0A-10:3 82599 Ethemnet Controller Virtual Function

0 Peocessar

L
@ Bout Optiens
[] virmio pisk 1

) IDE COROM 1
|By rac 87:21:9d
ML

Ingrt

Corplay WG
Sound: ihi
Senal 1

cra

B rooccoossies:
B rooooeaios

Vides Coul
B controller usE

! Controller poi
! Controller IDE

s Add Mardware _I —E-rrmrtl & cance |

T—5Mit 4
o 1§ ASAv 72471 1Y) show interface %y 4-I0E L & 3% 11,

* i) ASAv _E R DR E Y S C BT R A% 0, DS Ao AR E R, 1
Bl R ASA RAIHE MERAE CLI AL EFR M) MEAB O E %,

il
W

2= KVM Be & Y 1EEE

EKVM i, Gl e KVM EHL B3R, TS & ASAv (PR . XU E 5 EHURS 4 -
N E W B K. LTS H T Red Hat Enterprise Linux 7.0 KVM.

MR CPU [E5E, mTLAER M KVM BCE I PERE .

J2F CPU EE T8

TR KVM IR FR 4 5 ASAV IPERE, 7] LU KVM CPU I UK HE ML 20 BC 4545 2 AL PR 2S
B LT, 15 7E KVM ENLERCE CPU [E 2 IhhE.
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| 1%/ KvM £ ASAV

rrcuEzmE ]

P AL KVM ENIAEEH, B ENR b LA A] T 5 1) vCPU Hi -

N

N

3B

3

-

virsh nodeinfo

IS uE AT B vCPU #E::

Al

virsh capabilities

¥ vCPU [d] 2 B AL BEAS W AZ A

i

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

X ASAv _EREAS vCPU, #RAAZIHAT virsh vepupin 174 . LU R 7B 278 ASAv L E L5 VYN vCPU H 4L
A\ W P I KVM iy

virsh vcpupin
virsh vcpupin
virsh vcpupin
virsh vcpupin

asav
asav
asav
asav

w N = O
g W N

THNRZG ST LU 0 21 7 Z MRS R ARFEAEE, 120 KVM 30k,

R ERCE CPU [ @ IhRERT, i INEH B THURSS 25K CPU $R4b. R E T2 NN IRS 2%, iF
NS 22 NS EL B CPU [ € o

fem KVM FCEPERER S, e E L IR G5
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{EF KVM #8 ASAv |
B =5 cruEeme
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£ AWS = £ E3ZE ASAv

& AT LAE Amazon Web Ii55 (AWS) = L ## ASAv.

| A

EEETW )\ 0.13(1) T, I (EFEATZAFF ASAY vOPU/(FRCE AR ASAv VFATIE. & Tk
ASAV % P HE A RER) VM VR ERT. SRS AWS SCBI 0 4R

* KT AWS = ) ASAv #2545 53 7L

* ASAv Fll AWS 545, 56 54 1L

* ASAv FI AWS (145 T[S RIS, 55 55 00
* BUEIERE AN SSH S I0UE , 55 56 1T

* AWS L[ ASAv AR N R, 25 56 1T

* 7E AWS L& ASAv, 5 57 UL

XxF AWS = Y ASAv ZRE

Cisco FE N 24 MU B (ASAV) 5 Cisco Asa IsATAHFI A,  LAREAUSME RS R St 2 30 iE
Mz 2ifE. ASAV /] LIEEEAE A AWS & fe RJA, TR IHHMTRCE, DMRYE—BUR A
Je WA A i T LA L ) R AU ) B O TAR 3

RV LLUT AWS S22,

R 12: AWS SCHEF RIS R R

451 B #O
vCPU N7 (GB)

cS. xlarge 4 8 4

c5.2xlarge 8 16 8

c4.large 2 3.75 3

c4 xlarge 4 7.5 4
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B asavinaws mserzs

7E AWS = E#BE ASAv |

K451 Bt #®0
vCPU M 7F (GB)
c4.2xlarge 8 15 4
c3.large 2 3.75 3
c3.xlarge 4 7.5 4
c3.2xlarge 8 15 4
m4.large 2 4 3
m4.xlarge 4 16 4
m4.2xlarge 8 32 4

AT LA AWS BRI, fHH AWS 25 ASAv, Fi%EFE Amazon HLARBUE (AMI). AMI J2&
PSR, L S IR SE ) T R A

| &

BEERET AMI BMETE AWS B2 AMA TR

ASAv 0 AWS By 5e R &4

* {F aws.amazon.com [ AIZEIK /7 .

* VFA] ASAv. fEIEVFR] ASAv Z i, ASAvV IGTERF S Nig1T, WAV SRR 100 ANEHA
100 Kbps . 1520 ASAv VFR], 55 1 0.

R ARE S

© EELEE

© WEBFIAN R

« (i) HAthv K (DMZ)
© WAFE AR

s B - FHTH ASAv 1E#:3] ASDM; AR T Hl i &

© W (i) - T8 ASAV JERZ S A FE 1AL,

< SN D - FHTR ASAv R

ZAPS

I

* DMZ #: 00 (n]3k) - 7R c3.xlarge #: AW, HT# ASAv EH: 5| DMZ M 45,

* K ASAV (NRGEDK, TSR ASA FeATERLRE .

B SHBAERRSERLLE (ASAY) N[5, 913


https://aws.amazon.com/
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| #AwS = &8 ASAv
asav 71 aws g s EmFRs [

ASAv 1 AWS B45 -5 J& T #0 BR i

XFFRIThAE
AWS L) ASAv SZFE L F I fiE
* %I Amazon EC2 C5 54l (52 %F, F—4% Amazon EC2 THELALIL IR S5 2251
< A = (VPC) PR E
o BRI (SR-IOV) - 76 1] 5 30 K
* J\ Amazon Marketplace ¥
5 3 R MR S
« PEAS (BRYO

T FERIThRE
AWS /) ASAV AN EFLL I fg
o PGV R Cff ] SSH 5 ASDM 3 ik 9 £ 42 11 A T4 BRERAE)
* [Pv6

o AT ORSCRPRIR S I 5B k8D

* ASAv A i ml

o WA HEHIEZ 1 SCHF EtherChannel
* VM A/

* Amazon Cloudwatch

o WAL T AN IR R (1 e

* VMware ESXi

o TR B

IXLEH EANSTE AWS WAL RE, R 200 ) 36/ 2475 1 4% i D SUCIEAE AWS H42 10 T4 .
VXLAN Hfeflt HE S0 S AR0E 1T -

o BB/ RLIEK) ARP
AWS HRFEZIX S ARP, KT 240 9% ARP R 2817 3K 1) ARP [#) NAT Bt & oL 44 i T4 .
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7E AWS = E#BE ASAv |
B ==3nmssh snnir

BCE T FA SSH 5438 iE

{§H SSH A H L Bk I (R T2 - T~ 50587 SSH SH 30 ik, DRI 2034 T 2 A M R TG A e JE H
SSH AHG 8 E; Prid, A A UE R BLAT SSH FCEAE TG HA A . A KRR
J& Amazon Web fili%5 (AWS) (1) ASAv [MERIA B E, Rtk AWS H 7 &8 bk 8. ok T k5 SSH
BT, WA LMETI R TR E . 2, LTI R JE A H] ASDM (Ui #& 5 HI 7 ASDM
Yila)) BERNE .

LR 4 “admin” A6 B 7< 51 -

username admin nopassword privilege 15

username admin attributes

ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
07:80:3a:fc:d9:08:a9:1£:34:76:31:ed:ab:bd:3a:9e:03:14:1e:1b hashed

SR T4 2 Wifdi ] ssh authentication 2, iEHIALL Férd:

aaa authentication ssh console LOCAL
username admin password <password> privilege 15

PATE VO 4 BE A, AR T nopassword JCHE Y (WIERAFAED . nopassword X

RN DU AT, AR R R AR AT %505 7E 9.6(2) Z 0T, SSH A5 3 KriEA

it aaa g, KIHOKARR nopassword K. HifE, HT W% aaadrsd, FULWIR CLH password
() nopassword KT , ‘U4 HB) AVFX usernamedE T 5 B IE 5 A3 5630

et 2 5, username iy 2 AN P15 2L password 5 nopassword JCHE T 0T DLESR FH ARSI
e PRk, ZEAREIAH SO IGUE, W E B\ username iy 4 :

username admin privilege 15

AWS aY ASAv [ 25 3R [N R 151

TRER TR B KBS H S N8BT T ASAv M3 $, 7F AWS F4 ASAv Bt & T PIAF M
CE., N, 4MEF DMZ) .
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| #AwS = &8 ASAv
waws txz asav [l

& 6: AWS L& ASAv ERE =151

AWS VPC

—
"I.'Mg

" >
M ﬁ Inside Qutside
: Subnet Subnet
DMZ
Subnet
4
h"‘ﬂ
F: Management Subnet

{connected to all devices -not
shown)

GEFELY

£ AWS Lt #RZE ASAv

DU AR L2281 Y T 4E ASAV BB AWS (DB I T PRan i i &0 9%,
AT o

1S (AWS

FIB1 B33 aws.amazon.com, EFEIE T LE I X I
R AWS KI5 i BERg B I 2 AN X k. XSS R E BSR4 B — AN IR IR A & A 5 — AN X 3
W 1 SRS A AR CR A AE UM R X 3k Y o

HIE 2 {KIKHdi My Account > AWS Management Console, 4 {f “Networking” .7 VPC > Start VPC Wizard, %A
JaIERERA AL W IR E DU S UCR AR VPC (BRAES A U, &n M EOA R ED -

* WIBRISME T - A VPC M7 K 44 7K
© BIRRIMOR - Tl BB AR G AN TR R A4 FKD o
* ANIER - Wi gk H BUR RTAGE B IR H b i CRF 0.0.0.0/0 # MBI LLERR M) .

HIE 3 (KRl My Account > AWS Management Console > EC2, #RJ#.ili Create an Instance.
< JEFAEN) AMI (5] 41 Ubuntu Server 14.04 LTS)
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https://aws.amazon.com/documentation/gettingstarted/
https://aws.amazon.com/documentation/gettingstarted/
https://aws.amazon.com/

B =aws tsE asa

AT FH 65 T AR A 12 308 1 PP A 1) AMIL
TEFE ASAV SCRFISLEIZRTY (51 c3.large)
e & SE] (CPU AT A7 A E KD o

7E AWS = E#BE ASAv |

* {t Advanced Details ', AR5 27500 Day 0 B'E . A AT E 258 (FIWAReVF AT B E Day 0 FCE IR TE

G5, SIS Day 0 FLE CIF.
Day 0 BC & 7RI

! ASA Version 9.4.1.200

interface management0/0
management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

!

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
!

crypto key generate rsa modulus 2048
ssh 0 0 management

ssh timeout 30

username admin nopassword privilege 15
username admin attributes

service-type admin

! required config end

! example dns configuration

dns domain-lookup management

DNS server-group DefaultDNS

! where this address is the .2 on your public subnet

name-server 172.19.0.2

! example ntp configuration

name 129.6.15.28 time-a.nist.gov
name 129.6.15.29 time-b.nist.gov
name 129.6.15.30 time-c.nist.gov
ntp server time-c.nist.gov

ntp server time-b.nist.gov

ntp server time-a.nist.gov

fifit BRZBRAED o

PREESE] - T LLEIEVF 2 A%, MBI BER AT /0 I WONRREIME T AR A AR
© LAY - QIR A I NI A . AR BB FRERN SUR EAT R S A R O B K g
BOATFOL N, A BT ORI . 5 SO, DA e v AT T U510 ASAv ks i SSH A

KEBHAE, A5 ¥d4 Launch.

T4 QY.

==
=

TN B YD AT AU A4 R, SR ke
TS, WIS B IS B, R OB A

$I%5 il Launch Instance DL ASAv.
SIE6 KA My Account > AWS Management Console > EC2 > Launch an Instance > My AMIs.
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| #AWs = H#52 ASAv
#aws t#2 asav I

SIBT IR ASAv 5 EENSL 0 FR/ H AR 23

AWS BRI BCE A SV SEHEOL TP ik 3, O HAX SR VFSEB AL B 2R 1P i A& . 248 ASAv fig
VER B ks, AR ASAV R (AL MR DMZ)  EAE 5/ H bR 2
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7E AWS = E#BE ASAv |
B =aws tsE asa
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5.

7£ Microsoft Azure = _Z8Z ASAv

#5A] LUAE Microsoft Azure = % ASAv.

| A

BEER M 9.13(1) JFEA, IIAE VT AEATAT 32 SR ASAv vCPU/ P A7 B B b A AR ASAV P A iE. X ik
ASAv JER RIS FER VM B ISAT . IR LN A2 SR Azure SEI2EAY (B .

* T Microsoft Azure 25 1) ASAv #% , 25 61 1T
* ASAv Ml Azure [5G RGP RGBSR , 5 62 1T
o HENFIRRS] , 26 63 UL

o TR B G TEUE , 5F 64 UL

* Azure BH1 , 55 65 UL

o JEFAIN 2% R R AP LI S L . 56 66 1T

* IP Hidil , 2 66 1t

*DNS, 67 il

* {F Microsoft Azure 3 ASAv, % 67 T1

% F Microsoft Azure = _ HYJ ASAv 33 E

EFE Azure FEFINL)ZFI R/ LU A2 ASAV TR o ATLEATAT 52 37 11) ASAv vCPU/ W A7iE & -h A FAT A
ASAv HAE, IXAFEE ] LLAESFT Azure SR I24T ASAv,

R 13: Azure 35 LIZEEY

15 B N
vCPU 77 (GB)
D3,D3_v2,DS3,DS3_v2 |4 14 4
D4,D4 v2,DS4,DS4 v2 |8 28 8
D8 v3 8 32 4
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7E Microsoft Azure = & ASAv |
B asav o Aure e R EHFIRGER

4 B &N
vCPU N7 (GB)

F4, F4s 4 8 4

F8, F8s 8 16 8

1] LLYE Microsoft Azure 411 F 3% ASAv:
* TEFRME Azure AL AT Azure BUNFREE ST, A8 Azure BEUSET FRERIG ASAY F535 Ay A7 s K Kl
* i Azure 240N ASAV S B R A VEIK FEi o )
* TEFRUE Azure A3 25 F1 Azure BURFHA ST, ] Azure PR BEAR K ASA #8284 =il HIPE (HA)
Xt

W AE Azure W EPIES PSS ASAv , 2 67 T. RS, 0] IEARUE Azure AJL=F Azure
BUM ST E ASA HA L

ASAv 0 Azure BISE R KR FE K

* #£ Azure.com i gtmk .

1E Microsoft Azure Gk 7 5, #0] LLE s IFAE Microsoft Azure Marketplace H'iE £ ASAv,
SRJGHE ASAvV.

* YFr] ASAv.
FERSVET] ASAV Z 1T, ASAv K AERE ALV S FigtT, MRS 100 SEREAT 100 Kbps K15
. S EH T ASAV I8 BBV .

N

B A Azure FEBE ASAV I, ASAv ERIAEH 2Gbps # 8. SRV 100Mbps
HMI1Gbps B . (BSEAEIXPIEIL R, DA Z50Ks A B 2 O W A 5 A A
100Mbps 28 1Gbps 28

° TQD?&*
T DUAS W 2% A DU AN 15 ASAv.
< EREEO

N

AR OO TS KRR, R LW E AN R
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| 7 Microsoft Azure = £ 32 ASAv
senisames I}

N

R A Azure P, U HBE IR LR IR . %R R ME— HAF 5 G
PR Azure A 36 TP HbRERO4E D .t FXANEEE, Azure 1T ASAv SRHFE
PRy O B HIE BRI E. Rk, &P O YIaEe & AR

management-only & .

o AR
« HAth-7 4 (DMZ BUIERE KA AT W 45D
© EAE A
« EHAEI - U1 SSH Vil LULCKE ASAv H:4% 3] ASDM.
© WIEBEET (AT - H TH ASAv JEHEE P EHL.
< SMEEED (AT - TR ASAV R B A FL M 2K
* DMZ $:10 (nf3%) - fE4# ] Standard D3 1, JHT-¥ ASAv %] DMZ M4,

* 1K ASAv BN RE P AR 6 MSCRHE R, TSGR ASA Hie .

R U 0 BR il

TR RE
* M Microsoft Azure = #4742
 FEAN s % DU vCPU

A\

IR Azure ANRALAHCE AV 2 2 vSwitch TRE .

BRI R
A\

AR (ER P KRS R, ASAV e LS LS 3 )R IA S IR S Bk A
AN EAT AN 1P itk HHF Azure ANSZHE VLAN Arid 810, PR e s
AHEARRRIC . ARh 4k H ERCE 1P Mt

RZHRIThEE
s PG VIR (] SSH B ASDM il i W 4% 432 40T &7 R )
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B =ssnaozass

* IPv6
« HP s 0 B VLAN Fiid
=L
« BWEAANIIE TP HibE AR EE ARP (M Azure ISR
 ARATH I B ASL 1P Huhl

H A Management 0/0 4% 7] DLEAT RIEM AL 1P Hubik.
RAIS OR SRR EGE WIS B KD

A

7E Microsoft Azure = & ASAv |

AR Azure SEIEFH IR ASAv 7EIBUIBT KA 5 FigdT, BV EA VR DR

S BT,

* ASAv AHh m AT H
s BRSNS H

o AR T, Azure =HI21THI ASAv L& B ] FIPS -5,

A

IR R A H FIPS 4%, N4 Z5iff H ssh key-exchange group dh-group14-shal
fir %4 Diffie-Helman 5§42 4 20 5 5Ok SRR 35 B o A RAEAN B
Diffie-Helman 41, ¥4 Jcikidiit SSH 143 ASAv, TMiiX &Y HE ASAv

(5 2

EEREH 8 | E B TR

TE Azure 5 ASAv I, SAIEELLT %R:

* ASAv AL (VM)
o PRI CBRARREES T IA TR AD
ASAv YA D5 R UL W 285 A7 ke = A5 FH AR [R) 8 4

o JU/NNIC, 435144 vm name-NicO. vm name-Nicl. vm name-Nic2 F1 vm name-Nic3

IXLE NIC 43 75 Mo 2] ASAv 11 Management 0/0+ GigabitEthernet 0/0. GigabitEthernet 0/1 Al

GigabitEthernet 0/2.

o —4 4 vm name-SSH-SecurityGroup %421
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| 7 Microsoft Azure = £ 32 ASAv
Azure % H .

I 2 2 2K B 2 FEAUA LR Nic0, )5 2 Wi 3] ASAv Management 0/0

A AR VK SSH R UDP 35 171 500 A1 UDP 4500 FH-T- VPN [JIERIN) . 480 DLAE 362 5 15 0%
IX LB,

o AFCIP Hudik CRRGE S F8 2B JU0 P64

JH:/A IP Mkt 5 ERIHL NicO AHOCHE, 5 Wb £ Management 0/0. Azure ¥ o 1F— AL 1P
Hitik 5 55—~ NIC AHICIE

N

AR DAUERE AL IP Mkl CHrithbsiIia k)« RS 87 I

o —ANEBFWUATMIKERIMNE (BRAEEk£ T IE KM% )
o BT MR R CInSE OAFAE, WAH Y 58D
K tir 4% N subnet name-ASAv-RouteTable.

AN H R A E AR H A = AR, ASAV IP HBMEAREG T Bk R & 7 22 BA HoAth
TR BRI, ] DL RS INER A

o FTIEATAEIK A ) A B2 W SC
JAEE WSO AE Blobs (BRI ) s
* ik A7k ;47T Blobs FIZR# VHD RIS, 444 vim name-disk.vhd Al v

name-<uuid>.status

C AR RIS T ILA KT
A\

AR AEMBR AL, 0 ZUE IR TR (ORI AT BERER AN

Azure 3&H

Azure REAV R 2% )i b IR AU R0 2% (AT 2808 TR . A R0 i R B I R it d R S T e X
HRA S .

N

FRB BT Azure ZERHIRITET, ASAv LAY EIGRP. OSPF 25502 W ER & sl . o6 REdUL% 7 b
HHCE TATME /&N, A8 bR ESE T —Bk.

T HATTCVE B A A R R R S 3R

T AR MG A T e St . WERA R 2 AR GRS M CRA G T, KA
5‘6&)%@&12!&%&%&3 FFORIRA T St th R AR GEE R AN R 7] Azure H2 AU 25 TLIC Y 9 G
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7E Microsoft Azure = & ASAv |

B =vmssEnmmmmns

(KIER A 1 (0.0.0.0/0).  FRGERS A CARIEAE FAh CoE Ly MR th CF B8 7] Azure (158
P £8 TR R )

H T iERE ASAY B R, ASAv BRI SRS B AR A =AM CEF ASAv
FVER Bk o BrAeis i B in—AN8 1 7ML ASA 42 K BRIA R H (0.0.0.0/0). 40 44T 1
Befl, B ASAY KSR H TN R, XA BET EALATAC B ASAY %, DIACBZR R (AT
AE{fi ] NAT/PAT) .

T R G R TP AR DT I ELAR R, DRI o 200 ELAR (R s In B0 7 e Sk i, LUFR 1A
YER T —BkI) ASAve I, FH P SCR BRI g k28 T R Ges b 3 Bk e, I H.

MRS ASAv.

FE 0L 4% Fp FEHOLHL B9 B R B &

Azure JEFLINZ5Hh 1) bR T O B2, AR i R E M OCIRE . RSN Reiiiid DHCP
H A 4 IS AT IR P um e fE s, BISAS T M _LdgE — ok 1 Rk, XA R, A
T4 B 044326 31 R 0L 0 2% O LR W R AL M O . — BLBR AL B T RN, R A 2k h &
CHHH P SCRIE SO W8P O . A3 R e T —Bk, L& AAREN 11k
J& ASAv HihE 5%,

Azure JEFUHL ARP K54 BT C A0 EALE R AH R MAC Hutik (1234.5678.9abe). X AT A LR FTH 5 TF
Azure ERIHLIEAE AR Bk Azure WG,  Fr G 280k th 20K I -1 e £50d 20 (0 8% 4%

IP bk

a4

T Azure Z B B IFIPE T, ASAv TCHA¥ ] EIGRP. OSPF 25504 N3 EG th il . Toi )l 25 o i i
HHCE TAEME /AN, A8 bRABESmE F—Bk.

LU E BIEH T Azure H 1) 1P Hubik:

* RESN ASAY I —AN NIC (Wt %] Management 0/0) $&AE B in 2 1) 1 B b i FATT TP M
k.

NFE TP HuhERTRE S S AAAT TP M hEAR SIS, Azure FLIC M Y SR AL NAT F4 4,
o HH BRI RS —A NIC A7 LR 24t 1P Hihlk.

- EASH AT P L AE Azure F5 115 B0 PRI T AR/ e LR, IKEHBHEAE Azure T4
SRR ASAv OB AL B A2

BRSSP A KA, BRAFEAE Azure HHEEATEE L.

* ASAv A8 DHCP 4% % 3 1P Hudik. Azure JERE ] 7 {5k ASAv 32 1140t Azure 1%
HIK) 1P Hudil,
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| 7 Microsoft Azure = £ 32 ASAv

ons i

DNS

T Azure BEJULN 24 #F AT DL ) Mok 4 168.63.129.16 (14 & DNS R %-#, #A] DA% LA B fdi FH 1%
A5 2% -

configure terminal

dns domain-lookup management
dns server-group DefaultDNS
name-server 168.63.129.16
end

IR B REVF AT, JF HORBCE A i DNS iRkg5s, AT LLAE AT SR RC .

7E£ Microsoft Azure _=8= ASAv

#5A] UAE Microsoft Azure [ #8 ASAv.
o LERMUHE Azure AL Azure BURFIR SR A, A Azure BURE FE 298 ASAv 35528 M7 By kB .
HS RAE Azure TR LA ASAv.

* 7& Azure WATH Azure %4> 00F ASAY B3 N EE UM A VEAK AR UL T 6o M LA RIRNE
Pt ASAv, 1ENRYY Azure TAE S DT KBRGIE T, M ERANEE Rl 48 i oAl I 3 2 e fis AT
IRMFAH . TGS A Azure 2240 EE ASAv.

o {8 Azure Y5 FEAS B ASAv o] FHYENE . WHBERTCAY, HET LR SR 3 /4 el
PE (HA) BL'E 11 ASAv. A JE2 iy my ] FPESE il RS =R/ & i vor %, fuir 32 H ASAv g
R fuh % 2240 B ShHAT SO e AT e B 5545 ASAvV. 155 M Azure % U5 7 B2 40 ASAy LLIR
T, 56 70 UL,

7£ Azure FEFEEIE S P ERE ASAv
U ERAEFR P R4 T 46 ASAv _E % B Microsoft Azure K15 8. T1FE T fETVELN T Azure 1% B 5 18,
52 (Azure N[7) o

£ Azure FHEE ASAv N, 2x B ASPHBCE, BIUnTEdd. A% 1P MU ATES di . 45T LR %
Jaidt D HX IR . i, AT RER B O N AR <A DRI BRI

LB GER B Azure TP LS (ARM) [1)7
Azure [])7 o 5 ik AT AR OGIR I B AU 2L 2%, B8l h O B G R .
1B 2 7 Marketplace "F R JAF} ASAv, SRJ5 Hili ZHE ) ASAv.
PR3 BLEEARE.
a) AN AFR . ATV AR Azure 1T H HH BLATHE— .
EESW WU IRAEME— 1, Tt R A I ARR, HER M
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https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3d2VY4R804-d5gaK3qdwEwGvGHtudVBe4yovizm-D_Pa0fafLwweakNSpPPgX8lArLs_rsVNmX4YnMZ-NBGAkjry-088n-RVK63S5DomhsQwsZgo1KF8vsFjROAI9MzDj2TktcV2kp6X0HLZ1SR8pHHT2oBD1EjaZ9qteZDdg3JJ0epOqhZo47BkUEUACwrqZ0PjUE2g&nonce=636246850636096080.OWNhNTU2MWEtMmQ0Zi00MDc0LTlkYjItODlhNmE4OWFhNjMyZWJmYWIxMjQtNjM0NC00ZWE5LTgwNDktNjc4NDE5ODRkMzEx&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f%3fsignIn%3d1&site_id=501430
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B = e zmEmsans asa

b)

d)
e)

g)

NI S 44
RS UESSTY . Password B, SSH public key.

T LB Password, 15 i N B I

T 2R AL,
1% #F Resource group.

IZGHURAL N 5 HEAU I 2% (1) BE s A [R]
ERIEIONLE

VA ASH S S e il Al
OK.

S$IE4 i ASAv WHE.

a)

b)

d)

g)

EPE AL 6

ASAv S FFbRvE D3 FlbsvfE D3 v2.

P MK

TnT LU AT A7k o, 0 mT LB AEHT A AR 7 o APt ™ 057 5 I 5 0 2 1 R FEUBTL R 67 A 7] o
R AL P Hukl, 75V AE Name 7 BUh N 1% IP MUl FR%E, 285 i OK.

ERAEOL R, Azure 2 QI —DEIEIAILIP, BN IEIFEF RSN, P A Re A A2 W R
FEMRE E [ TP ik, FTUALET TP AT IR AL 1P, K FABhas ik 5 O i A it

HRHHa i ZLAS I DNS 4126
SE4 R e 344 %5 T DNS #r28 01 Azure URL:  <dnslabel>.<location>.cloupapp.azure.com

PEPEIUAT R REAU RN 2%, s T 1) R R 25
FLE ASAv K& SR PUAS 7K, AR5 L OKG

BEE A DD SERERIME— M
AHOK.

TS ARNENE, AFHP1HOK.
SI6 ALK, A5 R Create.

T—5 it a

o QhSAF A T SSH N1 CLI An 2T E, B H] ASDM. 7 2C1iinl ASDM it H, i
215 3 5)) ASDM.
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£ Azure 22 HLERE ASAV .

1£ Azure &£ 7 1L ERE ASAv

Microsoft Azure %4 H1 00 & Azure [T 4, A5 REME R4 L 2 308 A I RN B ARG I 22 4
R N eruyEilimtd, el E 7K. RISl g a5 24 %M.

LA Azure TEIRIZAIRAS, DABUIEAE 0 2 4l . PR 8 5% S8 L & P
PRI R R, 1K DL ASAv 15 b B KBS AR R JT 517 Azure 257 %

AT B LR BRI DK ASAv #0538 g e 4R W I — NMERUR R TT 22, AR5 AERAN R Il TR Hh s
GAARIBITROCEA . CUN R ER PRI T e a0l ASA P ER. il T f S8 2741
58, 12 Azure Z4H 0.

Y1 ERI Azure [T/,
Azure | ] ] SR 5 0K R ARG BB, HEdE OB LK.
;2 M\ Microsoft Azure S H1, 1EFE Security Center .

WA RV ) 2 Aty, 2FTFF Welcome IUA2IETIR . %+ Yes! I want to Launch Azure Security Center, 17
JT Security Center 11435 1 -~ 5 Jo H £l 4
57 7t Security Center A2 |, L+ Policy f4lf.
I 4  7F Security policy ALK I+, %+ Prevention policy.
HIES5 1L Prevention policy UL R _F, FTIFALEAE Ry 2 A 0 mE 11— 0 2 B 2o
a) #f Next generation firewall %% 4 On. X LIHI{R ASAv /2 22470 LU R T £
b) ARPETEL, B AT I
6 X[ 3] Security Center iF2iET+ I, #R/51%EFF Recommendations ;.
AR E W Azure TR L ARES . AT BIEE R % 20N, 27 Recommendations i

IR E R
HIBT k£ Recommendations i E TN F ) Add a Next Generation Firewall 21X, UI&H VEY(E B/ TSR
),

HIE8  EHF Create New ¥ Use existing solution, &5 5o B35 1) ASAv.
SIE9 MEEARE.
a) FINERNNZIR. AN AERR Azare 1 H LA ME—M,

BEEG WORE N AARAEME 1, it R A B AR, #BER R

b) WABH 4.
c) IEFRFZACER (#iHuk SSH %4 .

LIRS OS e I e AN S TP RN

d) EFET I,
e) IEPFTYIA .

LGP N L R 0L 10 45 1) B8 YR ALAT ]
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https://azure.microsoft.com/en-us/services/security-center/
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7E Microsoft Azure = & ASAv |

B/ rwe zEgmsnE Asa LURESTAY

$IE10

TEN

f)

2

b e SN L VA
AV N A5 1) 1) 4% AR5 5 2H A7 A [
¥ OK.

it & ASAv % H .

a)

b)

d)

2

ERE UM o

ASAv S FbRHE D3 FIARHE D3 v2.

MR

AT LM AT APt s A mT LG R R P o AR PR 7 5 1 K5 0 28 IR SUL AL o7 0 AH 7)o
MR AN AL IP Mk, J727E Name - BUhin AN 1% IP HihERFR%E, AR5 HiidiOK.

FRAHOL T, Azure SXQIEE—DaASM AL TP, MRUNUE I FOF RN, 1% 1P Al Re kB2, WRTE
SRR E I 1P Mk, aF DAET ] R T IFZ AL TP, R LB A bl B 5k i A ik

AR 22NN DNS b
SEA PR E I 4 55T DNS #2801 Azure URL:  <dnslabel>.<location>.cloupapp.azure.com

WEFEHUA AU R 45, BT A R UL 2%
FCE ASAv 58 2RI DU T M, AR5 L OKG

BEEEI AL L LSERERME— M.
HiFOK.

BEMEME, RERLHOK.
TIE12 BEMNHLK, ARG Hd Create.

T—F 4

o MREAF AT SSH #r A1) CLI dn 23 THCE, 5] ASDM. Hx1il ASDM Ui, &
2| )3 3] ASDM.

o IR EAT O s AL A 3 B A OR YT Azure TRURIVVEANE R, WS P N a2
(B E =P

M Azure ZZIRETR R ENE ASAv LIFR1F S AT 14

DL AR P ML 251 T 7 Microsoft Azure b & iy ] HPE (HA) ASAv X BR . N T g e 4i i)
Azure B E LR, WESH (Azure AT]) .

Azure H'[f] ASAv HA 22 /> ASAv #i8 2)n] FHYEEE D, IF A4S FhECE, B, AJLIP
Mo RN R . ] DAAERRE it — DA BRSO
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https://docs.microsoft.com/en-us/azure/security-center/security-center-recommendations
https://azure.microsoft.com/en-us/get-started/
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$E1

M Azure ZiEEERHE AsAv LT AL ]

B Azure 117
Azure |1 B85 AT AT HAHSCEC EIIE 2, S8R PO E Tk
32 Cisco ASAv 137, RJ5 T ASAv 4 NIC HA LLE#5-E & 1)#: ASAv L& .

fic ‘& Basics X & o
a) HiAN ASAv EHINIAFRIEISE . ASAv BN “Ar4:” -A Fl “Fi4%” -B.

BEEW FORA LIRS, AR RN
b) %A Username.
LEITORE & PN HE SO LI 7 B 2 44
EEREH Azure AL 44 admin.
c) AW ERINLLES:—Fh Gy 5E2: Password ZX SSH public key .
R RE Password, 1IN TS IEHIA .

d) EFEIHER,
e) IEFF Resource group.

EFE Create new QB 724, BEHE Use existing ERINA YR . a0 Al IR TRURA, WHZIL 20k
o N, RN AN AT

f) EFEN Location.

AV I 5 11 X 8 8 A 1) 7 A T
g) HiiOK.
B & BRL ASAV IR E
a) EFEREAUBLRN.

ASAv S FFRRvE D3 FlbsvE D3 v2.
b) EFHEEEIEIEE OS BB (A

EEHI ASA HA B S IHAAFHIEE .
Ml & ASAvV-A ¥ H .

a) (A[i%) EHF Create new 153K —NAJL IP Hihl (J7vEJE7E Name BTN IP Huhb bR , AR5 54
OK. UWIRATEAILIP Huhl, 1#i%F¢ None.

AR ORAET, Azure SO —ANENEMAILIP, MBRINUSIEIFERHZIN, X IP RS K AR
D SR AR XK E ) TP Mk, AT AR AT IFZ A IE 1P, R Bh 2 bk B SO e A it
b) R4 27 N DNS #r%5 .
SE4 R e I 44 %5 T DNS #2801 Azure URL:  <dnslabel>.<location>.cloupapp.azure.com

c) MCE ASAv-A JA SIS WAtk )™ B (K e L
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https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554

B 4 Awre mnEsas Asa LGS TAR

L6 EHE LR PRAE ASAv-B ¥ H .
BT RPN, Bl G B 1 R LM 2%

a) HCE ASAv RECE R B, AR5 TOK.

EBEW AL D OERERIME 1T M,
b) HiFOK.

SR8 &FA Summary [0 E, )5 ¥ OK.
LI AEMHLK, AR5l Create.

T—5#tta

o PREAF T IE E SSH #r A CLI #54

Z 7 Jai 5l ASDM.

LRATHE

7E Microsoft Azure = & ASAv |

, B ASDM. HXVjn ASDM M1, &

* HK Azure P ASAv HA BB IS E, TS0 (ASA FCETER) Pl “Eaa il

ey eSOl T A 5
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https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
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145 0] LT Microsoft Hyper-V #5%# ASAv.

BEER M 9.13(1) JTUA, ASAv KRR ALK A 2GB. U1 924 HT ASAV (IR AE/D T 2GB, B TCVELEAY
T ASAY VM WAFITE DL T s M IIRR AR TF 31 9.13(1) . St LT 9.13(1) ARA BT 9 1)
ASAv VM.

o KTl Hyper-V ] ASAv #3 , 2 73 1T

* ASAv Ml Hyper-V 45 S UUATPR S , 26 74 01

* ASAv Fll Hyper-V [5G H4cA , 55 75 1L

« % Day 0 fiL'E L1, 5 76 1L

* {fiJf] Hyper-V & H 4310 1T Day 0 it & SO ASAv , 55 77 7L
« A2 474E Hyper-V L2235 ASAv, 2 78 1L

* {fi[f] Hyper-V & F237F Hyper-V [ %%% ASAv, % 79 1T
* M\ Hyper-V & BLESVS N 6 i B, 2% 86 UL

s BN IERCAS PR . E 88 T

* MAC Hulil- 3w , 25 89 1t

* fid'® SSH, 5 90 1t

% F 15 A Hyper-V £ ASAv 32

$ 0] AAEARST ) Hyper-V k45 %8 Ealid i Hyper-V 45 BE 88328 Hyper-V. 4 {#i ] Powershell CLI
AT 22 MR, 1550 “A 2474 Hyper-V %3 ASAV” , 4546 71, 45 94§ Fl Hyper-V
AR T BB, WS “AE ] Hyper-V & #2875 Hyper-V _F %3¢ ASAV” , %546 1. Hyper-V
KA ATEHIGIET. IR B 0 I8 SSH o, ASDM 5 B Hyper-V. ¥ 'E SSH [
fFE, WS “IE SSH” , & 54 T,

N R TAERS BT KBTS N U T ASAY (254 4h . £ Hyper-V HH ) ASAv BEE T =M1
M- B AR
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B Asav i Hyper-v so3 S EmARS)

[ 7: 7ERR B BA AR EL S TR T ASAv IR 4844

Inside Out5|de

Subnet Subnet

D> D
L T "

Manage ment Subnet

ASAv 70 Hyper-V 8935 5 & I 70 BR 1

« FERE
o B UCS B &7k %%4%

« R} UCS C RFIIRS 2%

* Hewlett Packard Proliant DL160 Gen8

s BERGCFF
* Windows Server 2012

* J5E Hyper-V

)

OFrELY

AR ASAV WAZAE A4 T REAME I B, 64 Az mitERe T & LigdT.

o SO K
Y FF VHDX #% L LI AE Hyper-V 3T ASAv FIHIUEHE
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| 15 Hyper-V 238 ASAv
ASAv F0 Hyper-V B %R &4 .

* Day 0 fit &
TR — A SO, Hoh 0 S T2 ASA CLI L& 4. G RMF, S MES Day 0 fic
B

* Day 0 Jic & {17 K 5iids B 7
BL'EAT “firewall transparent” 204 T Day O Pt B SCAF AT s an S e s BAE SO Hp 16 LA AT o]
P, ARESBEIRE AT A AR, WS Day 0 FLE SIS

o WD)

Hyper-V _E ] ASAv S5 T HI/#8 FIHBE VI . 0T i 25 M0 B2 571 1) 3 /48 ) e )
e, TRUINAE A R 45 TG B0 A8 T H MAC i . 1525 “BlE MAC Hihlb iR~ , 5
53 Jlo A TANL ASAvV KB WIS, A BREE LA A ] MAC HUBESR SR AN SO 3 AL/ 3 Al s
IR/

* Hyper-V 2 S FF )\ 1. Management 0/0 F1 GigabitEthernet 0/0 %% 0/6. 1] LK
GigabitEthernet FH A i b D) i 2%

* VLAN

{i Ff] Set-VMNetworkAdapterVLan Hyper-V Powershell 1y &5 465 R (82 11 L %% VLAN.,
RT LUK 5 B2 11 Native VianID BN HF € ) VLAN, BUIREN “07 (W %EH VLAN) .
HH4R S AE Hyper-V EHLE BTG Sh AR S RREEAFAE . I Z0AE RECE BT 3 3 J5 B8 4k
ﬂ—% o

o NI FALG N4 IE LA -
o RNIFFEE 2 BRI,

* A HF Microsoft Azure.

ASAv F1 Hyper-V 8976 R &4

* 7 MS Windows 2012 _|-%*%% Hyper-V .
* 8% Day 0 At & SCA S CAnSRZAE D S

FEBIRFRE ASAV 2RI, UGN Day 0 BLE SO 50, A2 ASAv $44T write erase,
A BEAITH Day 0 fil'E . XY, 1ES % Day 0 FLE L.

* M Cisco.com #; ASAv VHDX /4.

http://www.cisco.com/go/asa-software

N

IR 5 Cisco.com & sAs BAUER RS A A

o Z/OBCEAA =T M/VLAN ] Hyper-V 2281
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https://software.cisco.com/download/navigator.html?mdfid=279513386
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B csoaomzExs

* 5% Hyper-V R ENK, 1HS AR ASA PRI,

\y A oo )

HEZ Day 0 BCE
TEJE) ASAV 20, ST LAE% Day 0 BUE SCHF . eSOHF AL AL ASAV JE B AT ASA i
BSOSO . MATHE I B BN AR I AR H S 46 0 “day0-config” FOSCASCHE, FEEBNH
YR BN B RIEIUY) day0.iso SCfF. Day O B SR AT 48 6 A M8 A 182 1 LU S E T P 24
PG BAIE ) SSH RSS2 (a2, HEb n] e & 568401 ASA & . day0.iso 3CfF (HiE X day0.iso
ERIA day0.iso) WAL E XA shid FEh aT H

FiaZ /i
FATFEA B A 192 Linux, {HXFT Windows 45 250K 92 AR P

o TAEMIUEAE L FE R A B 7E s ASAY VAT RS, 18 W ERHE GESF 2 FEAS N 8 & Re Vvl
B4y (ID) 2N E Day 0 Ft & SC-b T — H 3 H 44 “idtoken” Y SCASCAY: .

© WEREALE W RS RS ASAv, NAAZIAEIE NI S M CAIKIEAT ASA BC & A HIE Day 0
P B SO o IXANTE I H B K 1K) Day 0 Fo 8 S0P

o BLHE T IR A Bl ASAV Z BTSN Day 0 MU' & S0 AR E BAENIAG 3 5 ASAY Z Jafd ]
Day 0 Fi'&, WIXAZHAT write erase iy, N Day 0 Bt & 30, 2R)5 830 ASAv.

PR {fE4 4 “dayO-config” [SCASCAF TN ASAv 1) CLI Be & o 78 I0 =>4 F IR 1 G A0 5 PR AT Ay HLA P

47 LL ASA FRATT Y. dayO-config W i% 243 241 ASA L 'E . E )k day0O-config 1) fdE: 757 2 MBLA 1) ASA
o, ASAv &l NEATECE TR 7. dayO-config W AT IR PAR B 2L, W 504511 show run @iy 2% & 2111
I AR o

T

ASA Version 9.5.1
!
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level 0
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| 1R Hyper-V #5:8 ASAv
178 HyperV 32l Day 0 e E e tr 258 Asav [

ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

BER2 (AR KRR AR AR P RS A 1R RE VP AT UE B A RSO R BB 5L
FE3 (k) W FESCHFE S ID A IR IR AL S 1D AR SCA S
A (k) HEALENIG ASAv FE R AT BEhVEAT, TR day0-config SCAF RS LU RE -
* EEEE I IP Mk
o (Alik) EEHITRREVFRT Y HTTP AR L
* TR HTTP AR (A sR455E ) 5L tools.cisco.com FRIEEFL route iy 2>
* K tools.cisco.com fi 1y IP Huhik ) DNS Iz 5% &%
 FRE IEIE K ASAv VFRIE 15 fe 1/ ] il
o (iR FINET ASAv 7E CSSM Hk AT AR imE— EHLA

T SO A SO R 1SO SRR U Bl CD-ROM:

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: O

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsas$

B AR B 3 1) B Be VF AT AR 45 28V E T ASAv.
H1E6 FELW RS, AN IP Mol 4 ZH B A ASAy G ZE B BRI B S0

{5 3 Hyper-V & T2 328i% 17 Day 0 it & X 4282 ASAv

{EB T Day 0 BB SCIF (i Day 0 BUESCI) 25, %S0T LA Hyper-V 4 LARIEATHISE

P$IB1 %% Server Manager > Tools > Hyper-V Manager .
IR 2 7F Hyper-V & HE 40 .0 Settings. Settings X iFHERHT T . ZEZEM[K) Hardware |, it IDE Controller 1.
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B =565 Hyperv E322 asav

[& 8: Hyper-V E312 82

] 4 » G

2 smart Paging Fie Location

C: VProgramDiata Miresaft ..

[ASAUS—H}OJD—H-EE—M
& Hardware &4 DVD Drive
¥ Add Hardware
& 5105 Selact the controler and location on the controler to attach the CD/DVD drive.
Boot from CD Controller: ocation:
B Memory [me controter 1 | [otr e |
1024 MB
Media
& Processor
o 1 Virknal proscassor Spedfy the media to use with your virtual CD/TVD drive.
= B IDE Controller & O Nene
o ® noge e
4 DVD Drive |c:msmmmmwwmmm.m ]
ASivypervdayl.iso
= B IDE Controler 1 [ oromse... |
{4 DVD Drive
dayl-vw3liso
B SCSI Controlier
@ § Network Adapter
Mot connected T remave the virtual CDOVD drive from this virtual machine, dick Remave.
¥ com
¥ coM2
Hone
I Diskette Drive
Mone

LerELY

T3 (A G Media F, JEFF Image file FLIEZH], X RN LRAF Day 01SO BUE SCIFIIH %, AR il Apply. 4
KA 5 ASAV It RGUKAET Day 0 Be & SCHF P Y A0 BT O E

1§ FH Ay £ 177 Hyper-V %23 ASAv

& n] LLE R Windows Powershell #4247 7E Hyper-V 1 %¢3% ASAv. WK AEM AT /) Hyper-V 45 4%
b, A gAY H i 44T %€ Hyper-Vo

$SI21 $JT Windows Powershell.
—’IJ%H% 2 %B% ASAV:

T

new-vm -name $fullVMName -MemoryStartupBytes S$memorysize -Generation 1 -vhdpath

C:\Users\jsmith.CISCO\ASAvHyperV\S$ImageName.vhdx -Verbose

PR3 M ASAV 5, BHEGERIAM CPU T4 (1).
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fsE 73 Hyper-V &2 7% Hyper-V %3z AsAv ]

-
set-vm -Name $fullVMName -ProcessorCount 4

WA Ak RpE AL PR B O 0 AT B SR A4
-

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

FES  (TIL) WEREMRSTE, S VLAN ID.
P
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"
SW6 BIHTH, BUE Hyper-V SKIFT T K.
Pl
Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115lmgmtswitch
BT NP
Pl

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

Nit

SIS NN,
w15l

Add-VMNetworkAdapter -VMName S$fullVMName -name "outside" -SwitchName 1151lmgmtswitch
Set-VMNetworkAdapterVlan -VMName S$fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"

{£ F Hyper-V &2 22 7£ Hyper-V %% ASAv

T LIS Hyper-V & BEZS 75 Hyper-V _F223%E ASAv.

L1 ¥ % Server Manager > Tools > Hyper-V Manager .
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. {# A Hyper-V ZI2 227 Hyper-V %2 3E ASAv

9 R B/EBERF

« (=) ] f’

Manage

Bitvise SSH Server Control Panel

Component Services

Computer Management
uT1c01hpv0307 Last installed update Comection WMI mm L
prime.cisco.com Windows Update Defragment and Optimize Drives

Last checked for updq Embedded Lockdown Manager

Event Viewer

Group Policy Management
Domain: Off. Public: Off Windows Error Repa e i
Enabled Customer Experienc m:!: gl &
Enabled IE Enhanced S“U"tﬁ'l Hyper anager E

Internat Infarmation Services ([I5) Manager

S22 LR I Hyper-V 2SS,
[& 10: Hyper-V & 3285
Fie Agicn Veew Help
% zm B
3 Hype-V Manuges A tices
Ja Uiconsvonr Virtual Machines I TICOMHPYO30T :
et | Mamme. gt Seste CPUUnsge  Asgned Memory  Uptime -
B vnconnern i posTMGCR Ruring 0% 2048 8 ™ fhe= f
e VPR § ASASI0IDBted  Rurig 0 124 MG nas |G tnpet Vel Machine
FREASAL JTRLY SN o “ HyperV Settngs.
1 Vemasl Sevitch Manager
aa Virtual SAN Manager
B2 100 14 NAAE - | et Dak
! - B wapetOet
Checkpoints @ | @ sopsenice
That pasctied vt Pt il o CFSCRTTE ¥ Remove o
i Fefresh
WView L]
B Hee
| ASAVS-100-10-14-22-new -
&) Comnacr.
L Semmgn
ASAVS-100-10-14-22-new ©
Covted 22015 102145 PM Chsteredk Mo Ba Checipent
Weruasn 50 i Mo
Conrration: | o Bpont.
e Piore P ——
B Delete
Sy Memory | etwocrg | Plaghcaton IF Cashle Replcation. &
H Hee e
LS - » f
&
P33 AL BN FEES, Ay R i P LR R, SRS New > Virtual Machine.
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{9 Hyper-V Z 1282 7E Hyper-V E %45 ASAv .

11: B BEREE U

File Action Wiew Help

e #E B

25 Hyper-V Manager

i' U71C01H 1 | Mirtinal Raski
II u7ico1 HPVD?.’D| Mlew r Virtual Machine... ]
23 UTICOTHPVO30 Import Virtual Machine... Hard Disk... '
Ii IR Hyper-V Settings... | Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
o W Ot
Edit Disk... pe= ofF
Inspect Disk... fa¥:3
mn
Stop Service
Remowe Server
Refresh
= The selected virtual machine hias r
Wiew 4
‘ Help

EFELY

$E4 R L New Virtual Machine Wizard.
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. &£ Fi Hyper-V =12 23 7€ Hyper-V £ %% ASAv

12: New Virtual Machine Wizard

B a zard

ﬂ Before You Begin

Before You Begn This wizard helps you create a virtual machine. You can wse virtual machines in place of physical
mecysene stioon, (| SRS RSO S A o e RS e o,
Sl e To eate a virtual machine, do one of the folowing:

o dieeinld : » Click Finish to create a virtual machine that is configured with default values.

Configure Networking « Click Mext to areate a virtual machine with a custom configuration,

Connect Virtual Hard Disk

Instalation Options
Summary

["] Do not show this page again

pevos | [ vet> | [ Fnsh | [ conce

GrrEly

PSS  PATZRFHSNLE, HEL T EE:
« $&10 ASAV W2 FRFIQ &
* ASAv IR &
ASAv SCRFIIME A2 1 K.
« 18 ASAv A f£H  (100Mbps 1024 MB, 1Gbps 2048 MB, 2Gbps 8192 MB)
© SGERCH CERRE CORCE R AS )
© RESUREAL R
1% Use an existing virtual hard disk, 2853 %3] VHDX SCHHI4A7E

W6 ik Finish, HCEREEHIL—N 51 ASAv L (1IX TGHE .

B EReERRLELEE (ASAY) NiTiERE, 913



| 1%/ HyperV #3:E ASAv

{5 3 Hyper-V ZI2EE 7£ Hyper-V £ %245 ASAv .

13: i ERIAHE

£
ﬂ Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to areate the
soedfy Naare o Loeation following vir tual machine.

b Description:

Assign Memory Mame: ASAv30-100-14-10-22

Confiours Ne : Gmerat:m. ::;1;1::»n 1

S b Network:  L1SImgmiswitch

Summary' Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<] [ >

To greate the virtual machine and dose the wizard, didk Finish.

FHIBT AR ASAV 47U vCPU, WIAZALE ) ASAV Z W& vCPU {f. fE Hyper-V & BL2% 4 I #1117 Settings.
Settings X EHEKF T IFo 501K Hardware 5250, #.1l; Processor LL1Jj 1] Processor % # . # Number of virtual
processors S UK 4.

100Mbps F11Gbps FZAUEA 4> vCPU, 2Gbps #ZALE A VI Vepu. ERIMEN 1.

BREEEE SRR & (ASA) AT TR, 913
|



. {1 Hyper-V &2 2 7F Hyper-V %= 3E ASAv

{8 Hyper-V #32 ASAv |

14: ERIHALIER R E

™ ASAV30-100-14-10-22 v 4 » G
# Hardware n Processor
4 Add Hardware
(& BIOS You can modify the number of virtual processors based on the number of processors an
Boot from D the physical computer. You can also modify other resource control settings.
- Memory Mumber of virtual processors:
8192 M8
o - Processor Resource control
4 Virtual processors Youw can use resource controls to balance resources among virtual machines.
=l I IDE Controler 0 §
Virtual machine reserve (percentage):
@ @ tord e Lo
asav 100- 14-10-22-430. vhdx Percent of total system resources: [ 0|
= B IDE Controfler 1
€ DV Orive Virtual machine mit (percentage):
None 1
Percent of total system resources: 12
& scsicontroler | |

115 1mgmtswitch
¥ com1
None
¥ com2
None
b Diskette Drive
None
£ Management

\I] Name
ASAYI0-100-14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:\Progr amDataMecrosoftWin...
23 smart Paging Fie Location
C:WProgramDataMicrosoftiivin...

B Anmatic Staer Aetion oL

LPFELF

{E Virtual Machines &1, JER R ASAv, J5ik e A Bt i 728 i) ASAv 2Bk, AR5 Hiihi Connect. #57Hl
HRFIF, BoREE 1R ASAv.
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{# A Hyper-V ZIE 27 Hyper-V %23 ASAv .

15: 3R F BN

é"u'irtual Machines

-

MName State CPU Usage Assigned Memory Uptime -
] - ASAVE-100-14-10-16 Ciff
- ASAVET00-10-14-22new i
: ASAvI0-100-14-10-16-byhand off
;3 eliten i el Connect... i
{5 ASAv3ID-100-14-10-16
2 ASAVI0-100-14-10-16-byhs Settings...
( AC AuAM AAM 44 40 428 Sfnt 8
2 Checkpoint
: Checkpoints =
: Maove...

Export... sckpoints.

Rename...

Delete...

Enable Replication...

Help 5

P9 1t Virtual Machine Connection %1l & & I, FLih il 2R (1) Start #2415 3 ASAv.
16: 3 = E AL

& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH
File Action Media View Help

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off P
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3

P
=
o
+

FIE10 ASAv 113 shid F2 WoR1ES
& 17: BB EhITE

& ASAv30-100-14-10-22 on U71CO1HPVO307 - Virtual Machine Connection .;il X |

phoarc

3 @O ikl
' N : I

ing *
M i ]
nuerting

Status: Running Mg | |E

M Hyper-V & I8 25780 W 2% & B 2%

{73 Hyper-V #38 ASAv |

BB ASAV HA — ARG S . BH 2RO MEEN . ARG, BATsam

PN 8 O 4 P o

FiaZ |l
* ASAv AT IR RS

L1 7E Hyper-V &40 .18 Settings. Settings X UFHERFT IT o 7L M) Hardware 252K, Hiifi Add Hardware,

SR )5 il Network Adapter .
iR ZME “ TR SR AR
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M Hyperv zEimmsERs ]

& 18 M 4% B AR

% _Hardware ~ | ¥ AddHardware
| Add Hardware
ﬁElIOs You can use this setting to add devices to your wirtual machine.,
Boat from CD Select the devices you want to add and dick the Add button.
. vismory 551 Controller
8192MB Metwark: Adapber
B Processor Legacy Metwork Adapter
1Y 0N poocesace Fibre Channed Adapter
= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive

asay 100-14-10-22-v 30, vhdx

= W mE Controber 1
‘, OVD Drive A network adapter requines drivers that are instaled when you install integration
None services in the guest operating system.
SCSI Controlier
# U Metwork Adapter
115 imgmitswitch

£ Management
|I] Mame
ASAV30-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
Automatic Start Action
Restart if previously running L |
I§) Automatic Skop Action =]

8

]

g
i

FRR2 ARG G, W USRI NN AR D RE . WA 2, W] DABEE VLAN ID,
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B cxnszmszn

B 19: & MR EL 3R B

# Hardware

¥ Add Hardware
= BI0S
Boat from CD
. Marmory
a192MB
. Pracessor
1 Virtual processar
= B IDE Controller 0
¥ =3 Hard Drive
asav 100-14-10-22-v 30, whdix
= B IDE Controller 1
{4 DVD Drive
Mone
B scsi Controller
® U Metwork Adapter
115 imgmiswitch
U Wetwork Adapter
1151 mgrtswitch
7 eomy
Mone
¥ comz
None
) Diskette Drive
hone
# Management

ASAv30-100-14-20-22
2 Integration Services

Some services offered
13 Chedkpoint File Location

&4 Smart Paging Fie Lacation
C:\ProgramData Microsoftiiin..
Db Mutomatic Start Action

C:\ProgramDataMicrosoftiin... ||

U Network Adapter
Spedify the configuration of the network adapter or remove: the network adapter,
virtual switch:
[ 125 imamtswitch v

YLANID

[+ Enable virtual LAN identification

“The VLAN identifier spedifies the virtual LAN that this virtual machine will use for al
netwark communications through this network adap ter.

=
Bandwidth Management
[] Enable bandwidth management

Specify how this metwork sdapter utiize= nebwork bandwidth. Both Minimum
Bandwidth and Maximum Bandwidth are measured in Megabits per second.

Minimum bandwidth: 0] Mbps

Maoomum bandwicith: 0] Mbps
o Ta leawe the minimum or mz

To remowe the network adapter from this wirtual machine, dick Remave.

0 use alegacy network adapter instead of this network adapter to perform a
network-basced inctallation of the guest operating system or when integration
services are not installed in the guest operating system.

mum worestricted, spedfy 0 as the value,

TEPELY

fi2 4L W) £ 3 Fic 25 22 R

Hyper-V 45 R FH (19 W 25 452 T A2 0K “ IS TG RCAS 7 o USRI 28 AR AT A IR i 44 0%, ml figssid
IR . AR Hyper-V B HLEHE A FR . L8 L204F H Windows Powershell iy & 24 44 FK o

£18 1 4TI Windows Powershell.
HIR2 R T B SN 4T RS -

T
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SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAVVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[1] -newname outside

MAC it iE HxX U

LAY ASAv DUIZE R SR IR EAR A0, S o] F P 3 P/ PO D4, 002004 B 452 1 I JE MAC
kbR . 45 0T LLYE Hyper-V & BE8% Th 848 H] Powershell iy &P AT HEER1E

{£ F§ Hyper-V &2 23F. & MAC b1k 2i I

0] LS Hyper-V & FLE84E Hyper-V RS MAC %

S 1 # % Server Manager > Tools > Hyper-V Manager .
JERPR B Hyper-V £ #2%
$IB 2 {f Hyper-V & B A B 7 Settings, §1 I B AFIHHE.
FE3 /£ Hardware ST
1. i Inside JFREITE L
2. il Advanced Features ] JF MAC il 55 .

3. ¥.ii Enable MAC address spoofing F.i% 144 .

PB4 XHMBEE O EE IR AR,

£ A <{THCE MAC ik B 3

# 0] LIEH Windows Powershell iy 447 1E Hyper-V Lt & MAC K5 .

FIR1 17T Windows Powershell.
T2 FUE MAC Hubik g «
=l
Set-VMNetworkAdapter -VMName S$Svm name\

-ComputerName S$computer name -MacAddressSpoofing On\
-VMNetworkAdapterName Snetwork adapter\r"
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B ==sse

Bc & SSH

[

N

0] LAE Hyper-V & P2 A Virtual Machine Connection 77, JEIT & F4% 104 ASAv it & SSH Vil .
W R A ] Day 0 B s SCPE, el LY RN SSH Vi) . A % TEANE S, S S Day 0 i &
s

PR WAL T A7(E RSA H X
w5
asav# show crypto key mypubkey rsa

B2 WIRASELE RSA B, W 2E A RSA #9714
R

asav (conf t)# crypto key generate rsa modulus 2048
username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management
ssh version 2

SIE3 BULIE T AT N EAD PC f# 4 SSH 151 ASAv,
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ASAv AT E ASDM Vil %8 A] LIS ] Web P U5 25 M S8 388 1 R 48 52 1K) %% i TP Mk
TERER) ASAv BB IP ik AFIES A ] o vF HoAth % P iUy 1) ASDM LU Gnifer sui/F CLI v
(SSH 5% Telnet) o AT i [ A BERC AT 55 B 45 e VF AT IE AT ASDM. HH ) i) S 4 ARE 1 1 AL
BATS.
* J5%) ASDM , 91 i
* ffi [l ASDM UATHILAILE , 5 92 1T
s FIRBLE , 93 L

A zh ASDM

PR (E4REN ASDM %)) PC 1, fwALL T URL:
https://asa_ip_address/admin
FRGK o~ ASDM JA Bl A 1 FT LU $i4
* Install ASDM Launcher and Run ASDM
* Run ASDM

* Run Startup Wizard

N
g
N

BN AR, AT DL N R

a) il Install ASDM Launcher and Run ASDM.

b) KH P ARES B GEH TR %3 , RFREHOK. WAARR & HTTPS S iil, wLAERAH 4
1 enable Z15 (ERUHZ (HEHL R R30S ASDM U5 AR . W5 H T HTTPS S0y 501, W4 A1)
F P 40 SRR ) 20

o) FLIRETFIRALE] PC, )5 s @iy . wseii)a, #1814 JF ASDM-IDM i Zh 27 .

d) HNEPLIP Hibik, K P A REE R GEH TR 2% , REHRTHOK. WS H T HTTPS S0 5iE,
DV NG IR P 44 B ORI IR 305

SIR3 LI Java Web Start, 1HAT DA N HEAE:
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B =5 asomnmimses

a) i Run ASDM ¥ Run Startup Wizard.

b) IR, RERFET AR RIEENL Eo 8, n] DUEREATHRGET 20, AR R AEPREE T 2.
o) MZtHET7 A 5l Java Web Start.

d) M SR IEEEZ AR . REH Won AR ASDM-IDM A 827 .

e) WP ARELE A GEH TH%%) , ARG HEH0K. WSS H T HTTPS S 4y 50ik, W NG H 44 5%
RIRII o

£ ASDM 1\ 1T#)4nEc &

T LU FH LU ASDM [l 3 AR A TR LA T
* AT H BT
o (A[IE) SUVFUTIR) ASAv Ja TH I FE iR 45 2%
+ (W[i%) iZ4T VPN [ 3
« (A[IE) 7E ASDM izf7 A G

HRCLIFE, ESH (AR ASA £% CLI T EIEFE) .

BITRENRES

1Z4T Startup Wizard, & &G HE 124500

[ﬂ

FHIE1 KK Wizards > Startup Wizard .
PR 2 A SUE AT K 22 A0S o 1T ABRCE BUN %33

- THL4

- fh A

. B PSR

AN

* 1P ik

* FHA K H

* DHCP filR %5 #%

o 0 23 b ik A )

* LIREZBHE...
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| @& AsAv
(i) i asa EEmLESE [

(AJiE) SiFifia) ASAv R H R A AR %25

Configuration > Firewall > Public Servers %123 H 214 % 4 S0 0B 0 A5 P8Ik 25 2% 1T DB IR 9 )
o AEES5 3, AT RE A 5 ZE AN TR A 28 55, Qi Web ATFTP [l g5 48 5w
DR IX BE IR 55 0B A ASAV 5 AR A B E X (DMZ) B 25 v o i oK 2 3 IR 5548 T5CE 7 DMZ
oh R A LR 55 i RS (R AT ART T AN 25 5 Wi 5 1) P 8 1 2%

(A[iE) BE1TVPN @15
] LS LLR [ S LS VPN (Wizards > VPN Wizards):
* i8] VPN [1]5F - 7E ASAv 5 5 —ANSZHF VPN 1545 2 [0 G IPsec st s [A] &

* AnyConnect VPN [r] 5 - fit & Cisco AnyConnect VPN % /7 ufi i) SSL VPN A2V . AnyConnect
FH AT U5 1) Al B Y 58 8¢ VPN RS A e fe - 4k 5 ASA 19224 SSL % Hz . #&8mT LUK ASA
T G R P 1 O O D Y 2 4 T 48 AnyConnect % )7 S 157 H AnyConnect 3.0 &
A, % a] LUz 4T SSL ik IPsec IKEv2 VPN #4i,

« Jo% % SSL VPN [A] 5 - i B i W 2 TG %5 ) i SSL VPN S8 Ry i) o 38 00 6 T30 S 28 (0 B %%
Ji SSL VPN, JH /7 0] LU ] Web 31 525 5 ASA #7224 (R FE 7 i) VPN BFE . 78 5 4 50k
ZJa, HPBUIRITI PO, JF AT DAV R R 052 S RE TR BRI . R 4445 B O3 DA A A g
FURAEB IR ) o AT LN ACL R BRI Bk AR R 5 4 5 Al 8 5 AR 7 ) o

* [Psec (JKEv1 &% IKEv2) ZFEV5 A VPN a5 - Bl & Cisco IPsec %% )7 Ui ) IPsec VPN A2V 7] o

(AJik) 7£ ASDM Fiz{THAth[[S

T LLAE ASDM g AT HoAth i) 3¢, B PTSEL Ry v VR AR Ssse bl e . VPNGHESE B 2808 i A0 s el
Ko
o e i PR AT R ) 5 - O R DI e el VPN S A

 BE ik T - BEMIT SR k. % AR A DR O D0 _Eiatr - RAdE
k. MRz 5, BnT DOk O Al 3R A R ORAF 2 PC, I AE B (0 A0 A A0 AT A
A

=REE

LRSI ASAv, THS DAL ASA RAISCR S
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