Mt iz

7t Google =& L &}E ASAv

T LULE Google =113 (GCP) i3 ASAv.
o WEAR , B 15T
17 S G R
o WEMPFIPRA] . 26 4 50
o MR, 4 0T
* 7 Google =~°F-& Ll ASAv, 5 UL
Vi) GCP _Lff) ASAVEEH] , 55 8 T
* CPU G OUAIHR T 5 25 10 0T

GCP feVFELEY Google AH A (Kl ¥ Ay SB AP REN . Wk KRS

ASAv 1T 5WBE ASA MIFRIERAT, CLERIE CER ARl K 22 2 ThRE . ASAv 1T LB fE /A 3L GCP
o BRI, TTDAXTELHEATACE, VAR BRI N RE . WA B 4 LA 1 R RN ) B A
L TAEf

GCP i+ E LR T

EFE Google FERIHIZETYFIR /N LA 2 ASAv 753K

ASAv SZFFLURI A NIL N2 #5404k C2 GCP 5122

R LRI R RN LR

HEMEHTENER B

vCPU N7 (GB)
c2-standard-4 4 16
c2-standard-8 8 32
c2-standard-16 16 64
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R 2TFEMBRATEN AR
TR Ik
vCPU M%7 (GB)

nl-standard-4 4 15
nl-standard-8 8 30
nl-standard-16 16 60
n2-standard-4 4 16
n2-standard-8 8 32
n2-standard-16 16 64
nl-highcpu-8 8 7.2
nl-highcpu-16 16 14.4
n2-highcpu-8 8 8
n2-highcpu-16 16 16
n2-highmem-4 4 32
n2-highmem-8 8 64

* ASAv B/DE 3 AN
* CRFIBCOR vCPU Skt 16 4
* SRR FALE A
EWTLITE GCP _LAgdk ). 7] GCP s L ASA REfIUBI Kt (ASAV) /iR 5) ASAv 541,
LU HE GCP T SHLEAL
C2 it BRI R HL AL EL R H
WELARAL C2 TSI AL AT LT BRI

o ANRERE DX SR AR T AT R HLR I . A OCTEAE R, 12 0 Google SCRVN Ik
YA X AR A MERESL K /)N (Adding or resizing regional persistent disks).
* 5l AN AT EN LR B R G BE BR . A OCTEAME ., 1214 Google SURHAEAifi TE

fi& (Block storage performance).

o AAEPTE R A X Fh ] . A OCTELNME B, 12 Google SRS T F X A X I3k (Available

regions and zones).

o AL E R CPU & BT AKIEAIME S, 1520 Google XA CPU 1+ f3 (CPU platforms).
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https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/cpu-platforms

| # Google ZF & LEE ASAV
mesd

ASAv Byt EE=
ASAV SCRFPERERVE AT, A% VF AT ] 531 2R PEAS [ A5 L 0N AN VPN 4% R

THRER SEHIEE A2 O/RAMD | R PR RA VPN % iE R
ASAv5 c2-standard-4 100 Mbps 50
4 /16 GB
ASAv10 c2-standard-4 1 Gbps 250
4 1%/16 GB
ASAv30 c2-standard-4 2 Gbps 750
4 /16 GB
ASAv50 c2-standard-8 7.6 Gbps 10,000
8 1%/32 GB
ASAv100 c2-standard-16 16 Gbps 20,000
16 #%/64 GB

HIHE R

* 7E https://cloud.google.com €& —4~ GCP Ji /7 »
* G GCP Wi H . 2[4 Google A4 AT H (Creating Your Project).

© VFRT ASAV. AEMSVFTT ASAVZ il ASAVAS{ERR BB FIZHT, JEREUOL T 100 AR
100 Kbps (750 k. T2 BVFTIE: BIRERCAEVFT,

EANE >
« BHEHEL - JH TR ASAVIERLF] ASDM; ANREH] T~ BB &
© WEBEET - ¥ ASAVIERZ BN F L.
« SN - H T ASAVIEREBI A LM 4.
o WA KA
« TV ASAVIH AL TP,

* 1K ASAV REGLEK, THBH LR ASA Hewtt.
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https://cloud.google.com
https://cloud.google.com/appengine/docs/standard/nodejs/building-app/creating-project
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

7E Google ZF & FEE ASAv |
B evmms

JE U 0 BR il

HFFRIThAE

GCP 1) ASAVZHELL T Ihfie:
* GCP AN = (VPC) HIHHSE
s BB Z 16 A vCPU
 HERBX RO
* VFHJ - fU3CFF BYOL

AXFHFHIThEE
GCP 1) ASAVASZFFLL T Usig:
* IPv6
* GCP _EANSCHF LB 1Pv6 BEE.
o S AT T LU Z 1Pve 3EHE, IR el 1Pv4 AABEE] GCP SE41

SNSRI}
* ASAv A HA
* Autoscale

o EWY/ N IR/ E AR

P 4% 0 F N 7= 451

N SR T AERS (BT KBRS U T ASAY UM Z 44N, 75 GCP oy ASAV iLE T 3 1M
CEBE, PWIBAISNER) .
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£ Google =& LERBE ASAv .

[& 1: GCP L) ASAVERE 715l

) Googh {
Managemani VIPC FW Rulos
VIPC Nalwork e bwrk GCP Route Tabl
192.168.0.0/24 192.168.2.0/24 J—@ RATES 1acre
’ inati 192.168.3. 4
e e otht h | Gigoro (Inside) * Destination | 192.168.3.0/2
[ . —e Mext Hop | IP of ASAv Gig0/o
l-.l'h.-.ulx:lli; e fases
GCP Route Table
192.168.3.0/24 J—e
st Destination | 192.168.2.0/24
Management: | #h2 | L Gig0i [outside]
ASAv can be managed via ASDM. Port 443 1 _e Mext Hop IP of ASAwv GigDf1

needs to be apened for https connection,

7 Google =& L &RE ASAv

Al LAYE Google V-5 (GCP) L% ASAv,

£IIE VPC X 2%

Fr & Z il
ASAVIRE T =AML, BAAEHRE ASAVZ T QUK LU M 2. RIZE IR -
« EHLF M1 E VPC,
© WHET RN VPC.
* SNERT AN VPC,
HEAME R T 6 th A GCP B KBEIN, PAARVIR IR ASAv. i th R A KRS 5 7E ASAv

A By F G K AR KBS AN o AR IR (1 199 48 A1 D) R i 44 GCP e i M KB RN o 35
MRS, 5 4 T,
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| PR

HIE1 7F GCP 5l Eh, Ik FEM 4 (Networking) > VPC M 4& (VPC network) > VPC f#& (VPC networks), #RJ5 i
Hi Bl VPC M & (Create VPC Network).

HIE2 (ERFR (Name) FBh, HAEH) VPC ML IR TELFR, #1T0, vpc-asiasouth-mgmt.

$IE3 - FMEIE#ER (Subnet creation mode) , it BEX (Custom).

FIB A EFFM (New subnet) FIZFR (Name) Z B PN T M4 %, 19140 vpc-asiasouth-mgmt..
P®5 MWXF (Region) FHgIEH, EREAEIE WX Jra =AML T [ — XI5,
U6 11 IP utSEE (1P addressrange) B, A CIDR kK28 — M7 M, 1471 10.10.0.0/24.
BT B2 AR E BN R E, K5 5568 (Create).

FE8 TIPS 1-7, (M VPC Ol gL A~ k44

B2 B A=A

FEFRE ASAVSEGIIN, 135 4 BEEZ 1N HT B KB CRA eV SSH ATHTTPS #4%) , 152 /£ GCP
LI ASAV SE1 B 6 Tl MRIEREHIEENR, BRI AT R A ORI b 1 B A kRS R o

$IB1 EGCPEHIE T, KIRIEFEMLE (Networking) > VPC M 4% (VPC network) > By A& (Firewall), X5 midi 8 2R
LHN (Create Firewall Rule).

FER2 fEAFR (Name) FBUH, B KR A GlATEZ PR, Bl vpe-asiasouth-inside-fwrule.
PR3 MWL (Network) TR, Hefe 2y JAIEE B KRN ) VPC M2 445K, 14 asav-south-inside.

FIRA )BFR (Targets) Ty, wFdE 7B kBN L, Flan. Mg a9prE L) (All instancesin the
network).

WIES {EiR IPSERE (Source P ranges) 7B, L CIDR #% U A6 1P Hubikya [, 5140 0.0.0.0/0,
ISV XL TP Mk [ A Y5 R 3

HIR6 EWHFRIH O (Protocolsand ports) , i+ E BRI FRER O (Specified protocols and ports).
LT Iz AR .
IE8 Uil (Create).

7£ GCP L £1)3Z ASAv 331
SERCCL T AR, Ad ISk [ GCP Marketplace ) Cisco ASA REFL9T K% (ASAv) 7 i #58 ASAVSZ ] o

PR ok GCP =I5
$R2 S M3EE > Wi (Marketplace).
P33 {E Marketplace 1483 “Cisco ASA MEFUPI k% (ASAv)” (Cisco ASA virtual firewall [ASAV])FFIEFEZ ™ .
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https://console.cloud.google.com/

| # Google ZF & LEE ASAV

$I14
WIES
L6
PR

$IE8

TEN

FIR12

i B (Launch).
HAZ SIS e — (AR B AR
Ve ER B ASAVIF XI5 (Zone).

= 6ep Loz asavsehl ]

EPEIE M EHZEE (Machinetype). 17X SCRFNTHENIZRAIIIR, WS RME , 2 1 0

(A% 5 SSH 4% ih ) A L2 AL 2] SSH 2548 (ATIE) Fo

WXt GCP A7 (10— DAL PR AR KL RSP Ak P S R O 2 e e 2 Se il o 305 55

RN ORAF B SR, DA IERE RS 2 5
TEHE SRV Z FHLLEAE T30 H 200 () SSH 2 V5 ] B S8 13§

SSH %8V M) Linux 41

214 Google SCAS SCVFELPH A% I35 H 2531 1) 22 36

(WiE) ERBFMIA (Startup script) ~, #2141t ASAVIT day0 BCE . dayO BCESAE T X513 ASAv IRV A .
DL R 7~ B on T LA R SR (Startup script) 5 B b S BRI 1 dayO Hic & 7o -

HR ASA ARG R, ESH (ASANETEM) 1 (ASA

%) .

EEE NG ISORIN, WAL =7 SCA G R A B 0AIE 5 B h WG UERAIAS,  DUBE Sk sURE R IR TE 24 10

I Unicode F4% -

!ASA Version 9.15.1
interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

|

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 60

ssh version 2

username admin password ciscol23 privilege 15
username admin attributes

service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS

name-server 8.8.8.8

o VAR 2 4 B R RS A B A B K/ (GB).

EM IO NRCE LN .
B

* Hh
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https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html

7E Google ZF & FEE ASAv |

B 55 o Legasavszn

ER QIESCBE, Rk R S AN . W SRA A AN A R L OB S, e 25U B i S A
NRiEARI- v el &L R

a) MM (Network) Rz, w#H—4 VPC M%%, 141 vpc-assoso-mgmit.
b) MSMEB IP (External IP) FHzgi#rr, JEHOE M ML,
ST, K 5MER IP (External |P) 3% 4% 4 I BT (Ephemeral). X1 P B AN B 1 2 T3 1)
c) miiliERX (Done).
HIE3 /e AIE (Firewall) &M H BT KBS o
« B RIFRE Internet (SSH i718]) B9 TCP im0 22 RE L IEHELL S0 1T SSH.
« T RIFRE Internet (ASDM i) By HTTPS i & SEHE DL fuVF HTTPS 4% .

$EB14 SEEZ (More) BITHLE IR IP # % (1P Forwarding) % A4 FF (On).

S5 LdERE (Deploy).
M GCP #E4H] 5 1) VM SEF] U A SEBPEANME S o GOk 82 58 1P bk, AR 1P Hbuhik DA A 455 1B A 2 s
B AF o TG B G S, ) 7 1 5

AV Y A S IT‘-I

18] GCP LAYy ASAvIE{5]
TR A1 7 B0 2 B ) i FH 97 K B R0 DA Ao SSH GEisk 3 11 22 () TCP &8 o AL EME R, 1
ZAE GCP 03 ASAv 5241 , 5 6 1L,
DU KRS Fe 1 U ) ASAVEEH, I SRV Al FH LU 5 kI8 21 5241

* SRR IP
o AT AR SSH & P sl 58 =7 T H
s HATEHIS
* Geloud iy 21T
HREAMFE, S0 Google SAYIER:H 54 (Connecting to instances).

\)

AR T LUEH] dayO BCE R E MR UE BRLE SR Sl 6 A SSH % X R ¥ 55 ASAVSEA .

£ 5B IP 1% E] ASAvL

ASAv 253 e A N BB TP AR TP, # AT LUE F AR IP K7 in) ASAv SE]

[l 7 Google =F & FERE ASAV


https://cloud.google.com/compute/docs/instances/connecting-to-instance#console

| # Google ZF & LEE ASAV
fzF ss izszz) Asmvsl I}

HB1 7F GCP &G, %I+ E 5% (Compute Engine) > VM 3241 (VM instances).
P/ 2 il ASAv SEHI A FRLAFTH VM KB ER (VM instance details) Uil
$IB3 (iFMIER (Details) IR T, £ SSH PRI N Hses.
HIEA N SSH Ny i g £ BT 5 13 0

AT LM LR iR IE 35 ASAv SEf).

o AT Hofth SSH 2% 7 i 8 28 — 7 T H - A CTEANME B, 15 S 14 Google SR I 5 — 5 T 1% 42 (Connecting using
third-party tools).

ER BTLUEA] day0 FCE R E A FEIE SR S8 )R S 301 G ) SSH 88 X R 6 ok ASAVEEH] .

£ F3 SSH 3E3£ 21 ASAvE{3)
B Unix KSR S0% 85 ASAv 521, 15 H SSH & 3% 52431 .

P AT LA R VB SRR, DU A 0T AU

$ chmod 400 <private key>

o

<private key> &I GEEEHARRAARR, & SO 5207 10 (¥ S5 DR AL o
fERI LA SSH i 15 i) S 41

$ ssh -i <private key> <username>@<public-ip-address>

Horpre

<private key> & ATHITEHEHARRIAATR, & SO 207 10 (¥ 5L DR AL o
<username> J& ASAv LI I 4

<public-ip-address> &K MEH G R A SLH] 1P k.

N
>
N

&£ B ITIEH & EZ = ASAvLH

HIE1 7F GCP &G, %+ E 5% (Compute Engine) > VM 3241 (VM instances).
P2 il ASAV SEH A FRLAFTIF VM KA ER (VM instance details) ULl
PR3 EEMIER (Details) LT~ F, sidiZEiER BITIEHI & (Connect to serial console).
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https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools

7E Google ZF & FEE ASAv |
. f#F Geloud iE$%%] ASAv 3£l

HRHAEE, W2 Google SCFS 5 B AT#5 i £ 28 T (Interacting with the serial console).

£ A Geloud %E3% 2! ASAv 32431

HIE1 7F GCP &G, %1+ E 5% (Compute Engine) > VM 3241 (VM instances).

FIE2 A ASAv SLEI A FRLATIF VM EAEHIE R (VM instance details) T .

PR3 EFMIER (Details) IR N, £l SSH PR N,

$IE 4 L EEF gcloud 454 (View geloud command) > # = Shell F13Z1T (Run in Cloud Shell).

I AT TT “ 2 Shell” (Cloud Shell) #3147 R TVEAIME B, 15214 Google A, gcloud i 24T L HAMEIA (gcloud
command-line tool overview) ! gcloud compute ssh.

CPU E IR E

“CPU FIH#” (CPU Utilization) R 57 & T Fe 2 I NAEHI 1 CPU Harth. J8%, FZO7EE R
N BHEAT K21 30% 22 40% [f1s CPU &, 1EmIERBHEITRKZ) 60% £ 70% HIHH .

ASA E#l# &Y vCPU £

ASA [EHL vCPU A % on T H T8l 5428 #26I OFISMBEFR ¥) vCPU H &
GCP #15ff) vCPU A Fl A5 L3R ASA REAUAE ] A<

* ASA FE AR I 1]

* HI T ASA JEHIHLIK %SYS JF4H

* 7t vSwitch, vNIC Fl pNIC Z [AI& 3 EHn 0 1 T8 .  BEIFES vl e < AR K.

CPU {1l

show cpu usage fir % 1] H T 78 CPU FIH Z4801HE .

Gt

Ciscoasa#tshow cpu usage

CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%

FELL R R, R vCPU AT H 2SR AN )

[l 7 Google =F & FERE ASAV


https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh

| # Google ZF & LEE ASAV
cepcru EAtEniRs ]

* ASAv MR 40%

* DP: 35%

* SMERHERE: 5%

* ASA (fE24 ASA REFURE) « 40%
* ASA FWH M 10%

s JFEH: 45%

T T PAT B LR 2hRg,  BLRAEHT vSwitch £ NIC 15 vNIC Z IR s i 4.

GCP CPU A E R &
Fidli GOP #ilfa ESTHIA TR, AU i kS (Monitoring) M . 65 T8) CPU HEFT 7T 0
tt.

TGRS B A AL DA I 50 3 H Dh RERe V15505 AT TG B0 1R 41 1 75 7 H 21 Google Cloud Storage
kA AR IS DU S SR B T B A I A0S B B, SR A I H A 2 DA R AL
G IEAEIBAT n2-standard-4 HLASRAY, DAKAEASSEOI AT I H] o 8554 ) A 7K AVERGAS: 1A

fifi v m),  DARAT RH AT 5 B D RE A5 R

ASA [E11F0 GCP &%

ASA A5 GCP Z [l CPU 1§ K (%) fr1E 2% 7+
* GCP BIRAAIHZ KT ASA EFUME.
* GCP 2N %CPU %K ; ASA BEHIFRZ M %CPU FH %,

KRB “%CPU FHH” F1 “%CPU A" RRARII AV :
* CPU F %424 T3 CPU 285 B
* CPU fif H %424t 7L T CPU L FEIMZ#E CPU Siil s B B2, BT H—4 vCPU,
LR ARFTIT .
GCP 451 FJy G CPU % (%):
AT RESLL CPU W H,  BLEVRTH] CPU I H 73 LR

SRR T MR CPU AR, AR TR EEAE RS, 2RI IrAn HERL CPU 1
Sy CPU A&

B, an RHEA AR CPU M ERINLE — /N A TUAYEE CPU W 4L Fiz T H CPU A FH R4
100%, WhZEMHLC5eEHR—MI# CPU. BRI CPU M F R 70 L MHz 4 547 [ 4
Z/ERL CPU B x O 4R
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https://cloud.google.com/storage

7E Google ZF & FEE ASAv |
B Asammineer mx
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