7£ AWS =32 ASAv Auto Scale 2L A X

& T AWS I FTDv ASAv ] Auto Scale ¥ 5% , %1 1
C AR, Fa4m

* #0235 Auto Scale R F %, 7T

« GEPUTS, B 13T

o Wb HEBR AR 28 16 1T

;& F AWS _ FTDv ASAv B9 Auto Scale iR 5=

PLUR &4 Auto Scale fift vk /7 ZE AN % AWS 1) ASAv K AEAEH]

Cisco $&f!t: CloudFormation BUAR FIEIAS, FHTAEH 2 A~ AWS k55388 ASAv Bl K351 H 3 4l,
f035 Lambda. AZMY L. #4345 (ELB). Amazon S3 fE4i##. SNS Hl CloudWatch.

AWS H1[1] ASAv Auto Scale & 5¢ I TCIRSS #3523 CRILINREM A sk A KA BERIAL » &l
LUK A Zhd R Dh eI E] AWS FREE (1) ASAY 2. MARAS 6.4 R4, H FMC & EE 1) S #F
Auto Scale i 7%

ASAv Auto Scale fi# ¥ 77 Z /2T CloudFormation F5AR (193568, Al ft:
 SEAASNMGECE S AN TR ASAvEH].
o X BB AR AN 2 T PR X SR
o YR HIAIAEH] Auto Scale Zhfg.

Y Auto Scale {& F =3I

A Bl el v 7R Tk ASAV AWS Auto Scale fif g5 AL IS0 BT AWS it & H feivr
NGRS, PRI I SRVFAMB A O i 1 AS AV K g AR N

7E AWS 88 ASAv Auto Scale iR 5% ]



1 AWS E#BE ASAv Auto Scale IR AE |
B Auvto scale R RE T R4S

\)

ERE O WIRTHLSAE SSLOIRS FHIET . 55 6 U iR, 4 758 SSL/TLS iiF-b.

T T 3G P £ 7 885 45 T AR I 2% 97 A B4 1 i 0 2 PR Py SR B e o AEPIAROL R, BITAT AWS
SORMEAFEIE M . ARG PR, BEh Ml ASAVER SE 1) a5 4 il e
X

\)

AR NP AR R R AL ASA.

1: 5 ASAv Auto Scale 13 3 =51 &

i
i i
{ [————rr—s—— 3 i
| Subnetl ' :
BRE ; :
' 1 I
o 5 1
O | Internal i
1 1 1 i
| Abtosoaling NLB i A
Ll Agdps :
Lol App ; :
e ] I Internet Q
"""""""""""" : ! ‘ ~| Facing '
PR AT S S T st ] ) : L ELB
i Availability zone - 2 ] i
=t A 2 :
S Subnet2 | :
o - :'
P [ i ASAVD
i 1 | 'S 1
Lo App — ! Inside Outside
] i | i Non-Autoscaling -
o |1 e :
| | ' | ASAv Autoscale Group
| e - -
_______________________ 1 ‘
E VPC
+
i

Customers”’ Application Cisco ASAv
Infrastructure : Autoscale Solution

HeJdm R > XOR T RERT o X T IE I NAT RUNSEBL. filtn, [ BRI LB DNS. ill: 80
AR T DA th BN AR 15 . 88 S TR i BN AR 2.

Auto Scale R 77 A TIEHLHI

H T W YT RERIAR i ASA 52451, —ANFRCA Auto Scale Manager FIAMBSEAR 2 i F bR A d
H BN AL IS ASAv 52, JFLE ASAv SE4

[l 7 AWS L #BE ASAv Auto Scale FRR T E



| 7 AWS E#3E ASAv Auto Scale fRIR 75 5
Auto Scale fRIR 5 =AM .

Auto Scale Manager i ] AWS RS A4 AT 00, HH5 AWS %5 1 ASAVIE S . FeAT 142 (it
CloudFormation #5453k H Zh#14T Auto Scale Manager ZH /4 HIF 5«  BEAARIE F 135838 se BB 5 Rk
FEAE I e ) oAt 92 95

\}

ER LIRS AE Auto Scale A H (] CloudWatch ST, BRI EATNAE J3 8 S I 4 453847

Auto Scale fR R AF =B
PUFZHAEMI A T Auto Scale i J7 %,

CloudFormation 154
CloudFormation A% I T3 AWS " Auto Scale fifE ek 5 T IR o 1ZARM L5 LT 23
* Auto Scale 2. HEIYHTRS . A AIHAD S FIH A
o BOHR T B PR H e X E
A

AR BRI AR T T PR, DA, N A DA S S R 56 LA
Ao

Lambda £ %4

Auto Scale fifE ¥ 75 & 1E Python H FF & 141 Lambda pA%, 1T LU L A= A HHE 1. SNS.
CloudWatch FF/ 4 F ik . FEA )RR A5

o [a) SEEIAS I/ Gig0/o Al Gig 0/1 #2111,

o ) SR AR I A 1 B ARLLE I Gigo/1 #2:1 .

o ffH ASA Mo & SO E R E BT ASAv.
Lambda &% LA Python fLITE RAATA .
v E AT

o A i JRLYIE 5 T ARG TSI 1 A o S 91 S

o JEJR BN, A BT Tl % Lambda BREL, TR IV N3] ASA S, FEEAMES
B0 IP VMR H Ardl o

o (EZESEBIN, Az S 7 TR Lambda R E, DU HFRZLEBUGH T ASAv SE41.

7E AWS 88 ASAv Auto Scale iR 5% ]



1 AWS E#BE ASAv Auto Scale IR AE |
B oo=se

Simple Notification Service (SNS)
* 5k H AWS K Simple Notification Service (SNS) J T4 g 1F.

© ZWT AWS P R S5 % Lambda BREA A IE & OGS, IRIGIZAR U7 A8 SNS A2 —
Feg2cEE, DUERE T SRS Lambda pR4L

AR

TEERE

MR 3 ASAv AWS Auto Scale fif 95 ST AT RS R8I ASA RRCAS IR 88 BIAS AR AT A GitHub
A IE AR

P

AR UERL Cisco A A B0 R BIA B AR ) TREUR B3R AL, AFER B Cisco TAC CHFH
W €Wk A GitHub LA T i BB B 3R SO

Bt e &

FETCRE/ N3 GitHub A, W LAERAR SCF R 4 5 infrastructureyaml 3Cff. It CFT 7] ]
FHE VPC. M. R ACL. %441, VPC KU MLEA {EAHAR S 10 S3 17l . 7T LUME st
CFT LIFF & 125K

DU R % 4 A7 X I S H A Auto Scale FRIAE IO TE 205 . #T LL T2 8 X 467 T, 11
] LLYE Auto Scale W8 &7,

N

A8 Infrastructureyaml SR {GHE VPC. M. ACL. %44, S3 fEfffifll VPC &Ky, 'E A0
SSL i+, Lambda =5 KMS #8181 .

VPC

T DR N R P 2R QI VPC. TE VPC HAT— NIRRT HL 28 A7 — AN Jdad 21 LI (1
BRI T AR T TSR, TES AN .

A LU it AT 5 W IR R 07 M WAl A S 60 P s, ASAVHLTG 223 4> 1A g AT

[l 7 AWS L #BE ASAv Auto Scale FRR T E


https://github.com/CiscoDevNet/cisco-asav/tree/master/autoscale/aws
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/elb-ug.pdf
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ATLE Linux FAEEH1 4% autoscale layer.zip S0, Wi%¢2% T Python 3.9 [f] Ubuntu 18.04.

#!/bin/bash

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3 install cffi==1.15.1

pip3 install cryptography==2.9.1

pip3 install paramiko==2.7.1

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install jsonschema==3.2.0

pip3 install pycryptodome==3.15.0

echo "Copy from ./layer directory to ./python\n"
cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r autoscale layer.zip ./python
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://developer.amazon.com/docs/custom-skills/configure-web-service-self-signed-certificate.html
https://medium.com/@francisyzy/create-aws-elb-with-self-signed-ssl-cert-cd1c352331f
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kms/encrypt.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kms/encrypt.html
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$ aws kms encrypt --key-id <KMS-ARN> --plaintext 'MyCOmplIc@tedProtectloN'

{

"KeyId": "KMS-ARN",
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"AQICAHgCQFAGtz/hvaxMtJvY/x/rfHnKI3clFPpSXUUTHORNCAFwEXhXHJAHL8tcVmDqurALAAAAajBoBgkghki
GI9w0BBwagWzBZAgEAMFQGCSgGSIb3DQEHATAeBglghkgBZOMEAS4wEQQOM45ATkTq]j SekX2mniAgEQgCcOav6Hhol
+wxpWKtXY4y1Z21d0z1P4£fx0jTdosfCbPNUExmNJ4zdx8="

}
$

CiphertextBlob % £H 1) {E )3 FH 1F 21

Python 3 IRi5

DL EBE A B TR FL 31 ) makepy SCHF. S5 2048 python SCHETRAT) Zip SCHE 3 LRI F
PRSCAEK . T HATIXEEAE S5, Python 3 PRGN % AT o

N2 Auto Scale FIR G ZE
HEE

PRV ] 2 B L R e
MASH
EB LT, DB FRASH

\)

ER X AWS KOG T (GWLB), LoadBalancer Type. LoadBalancer SG. LoadBalancerPort £l
SSL certificate ZHAIE

% 2: Auto Scale i NS

¥ RVFRYE/ERE | i7RR
PodNumber FIEH X2 pod T . IXKAEN Auto Scale ZH 44 Fx

(ASAv-Group-Name) [1)J548. i, @WRAE N
“17, WA N ASAv-Group-Name-1.

BN AN, HAY 3 M. BOAA:
1

FOVFI S
X NdL1L,3LS

AutoscaleGrpNamePrefix | 5245 X Auto Scale H A FRHTER . pod F4-AF A G444 1o
B 18 MR

~l: Cisco-ASAv-1

7E AWS 88 ASAv Auto Scale iR 5% ]



B s su

1 AWS E#BE ASAv Auto Scale IR AE |

SVFRYE/LER

AR

NotifyEmaillD

FIFH

Auto Scale FAFRACAGR B B 7 HEAF bR B2
AT FI L7 IR oK

~l: admin@company.com

Vpcld

LB R VPCID. BN AWS ZRETE .
/. AWS::EC2::VPC::1d

WERAFH “infrastructureyaml” SCAK B SEATEEH
MR ) R ks B AT AR . TS AT A

LambdaSubnets

IES

K338 Lambda BR BT M o
2. List<AWS::EC2::Subnet::1d>

WHRAEH “infrastructureyaml ” SCAFREE JERTZEH
HERR PR A H R o A . T A

LambdaSG

IS

Lambda &% (1) %2441 .
KA List<AWS::EC2::SecurityGroup::1d>

WERAFH “infrastructureyaml” SCAK B ST EEH
HiA )% R ks B AT B . TS AT A

S3BktName

FAFH

ST S3AFAEI A AR AR AWS EERAE RS AR
Hh G

TSRS “infrastructureyaml ” SCPESR R E LR AR,
HE R (0% LR ks FLAT B . 1 A A .

LoadBalancerType

THT 1) LI P ) £ BB BT 262, W LA “application”

¥ “network” .

7~ : application

LoadBalancerSG

P as ) 2. A M il as, WA
e, EENREME N7 e D,

FAL: List<AWS::EC2::SecurityGroup::1d>

WIRAE ] “infrastructureyaml ” SCHe i B LRl 4R A ,
MR % R ks AT B . 1S A A .

[l 7 AWS L #BE ASAv Auto Scale FRR T E




| 7€ AWS #RZ ASAv Auto Scale 2R A E

wrss [

¥ SRVFHIE/EE | AR

LoadBalancerPort K SIS s o i FURE/E LB BL HTTP/HTTPS
8 TCP/TLS AE AN, FFRSHE P 1) $7 i S i s 28 1Y
17T,
fff A 1A R0 TCP i 11, e 16 gt fn e iy
AR ST o
BIME: 80

SSLiE-P5 TR FH T 2240 V& RE ) SSLAE15 ARN. W AR5 E,
e A A8 s B JA i3 1R TCP/HTTP. G
O, WITE BT e 1T s RN
TLS/HTTPS.

TgHealthPort BH e L H AR TIs TR . 76 ASAv EEIik
Wiy 1 IRTIE AT IR LR IIKe 40k 2% £h 21 AWS o ik 25
W, AN TR E. ©NAZEA R TCP i .
WA N A & [ S AR GUER I, mT BLAy
ASAv AH N M NAT SR, FEXFPEOLR,  ay
AR, ASAV K bric IS PRGN IEH, Jfe
H - SE A I8 A TR D0 AN A1 4 %
7~ 8080

AssignPublicIP i /RAH WERERE “true” , WPEBCAZL IP. W& BYOL
HI ASAv, WIFFEEA R 2
https://tools.cisco.com.
~l: TRUE

ASAvInstanceType PR R Amazon Machine Image (AMI) 2 F5AN[A] (1) S5 2,
T AL S A1) A TR e SIAR) PR K/ INFR T 77 B AT
HNAF FSZ 37 ASAv [ AMI SZ4 257
~l: c4.2xlarge

ASAvLicenseType T ASAv VFiIEZEAY, WTLLE BYOL 8 PAYG. ffifaAH
K] AMI ID HATAH R T 2828
~l: BYOL

ASAvAmild TR ASAv AMIID (5% /8F} ASAv AMIID) .

A AWS::EC2:Image::1d
TR AR 3t DI 5 PR R A A I 6 LE A 9 AMILID

7E AWS 88 ASAv Auto Scale iR 5% ]



B s su

1 AWS E#BE ASAv Auto Scale IR AE |

SVFRYE/LER

1L FA

ConfigFileURL

FIFH

ASAv it & A1) HTTP URL. URL A N2 {4 1]
FHIX (IIC &S . Lambda B8 E0CHE £ DT R 1E A 1K1 SC
o

A LRSS HTTP k254 R FCAE le B S0/, onr DAt
H AWS S3 A Web #0485 1T H..

EB &G C Rarsib, RO ECE SO 44K
767 NEFF N URL.
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HE R 105 R ks L AT e . T AT %A .
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G RN BT P ID 13 . BB 5 A MK ]
IR PSP AH [ o

KA. List<AWS::EC2::SecurityGroup::1d>

WIRAE ] “infrastructureyaml ” Sk B Rl 4R HY
M % R ks AT B . 1S A A .

ASAvInsideSubnetld

SCASEI TRIES

L5y B A /Gig0/0 M ID #113. e AR N B
IS P ] FH A DX S A 17

A List<AWS::EC2::SecurityGroup::1d>

WIERAEH “infrastructureyaml” SR E L ATIAEA
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AN SR “aws kms encrypt --key-id <KMS
ARN> -2l SCA <> 15 4% IR T s AT AR i) 3
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s arn:aws:kms:us-east-1:{AWS
Account]:key/7d586a25-5875-43b1-bb68-a452e2f6468¢

B A | NI CPU BIERT PR CPU BIME . fe/MEN 0, K
54 99,

BRIME: 10, 70
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s 30, 70

CpuThresholds 54

E#T ASA LB XX
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! Load Balancer Health probe Configuration

object network aws-metadata-server

host 169.254.169.254

object service aws-health-port

service tcp destination eq 7777

object service aws-metadata-http-port

service tcp destination eqg 80

route inside 169.254.169.254 255.255.255.255 10.0.100.1 1

nat (outside,inside) source static any interface destination static interface

aws-metadata-server service aws-health-port aws-metadata-http-port
|
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1% ASAv R RSO V- ITRCE RO, 2000 F .

! Data Plane Configuration

route inside 10.0.0.0 255.255.0.0 10.0.100.1 1

object network http-server-80

host 10.0.50.40

object network file-server-8000

host 10.0.51.27

object service http-server-80-port

service tcp destination eqg 80

nat (outside,inside) source static any interface destination static interface http-server-80
service http-server-80-port http-server-80-port

object service file-server-8000-port

service tcp destination eqg 8000

nat (outside,inside) source static any interface destination static interface file-server-8000
service file-server-8000-port file-server-8000-port

object service https-server-443-port

service tcp destination eq 443

nat (outside,inside) source static any interface destination static interface http-server-80

service https-server-443-port http-server-80-port
|

B E X
MNAE azl-connfiguration.txt. az2-configuration.txt fil az3-configuration.txt SC {4+ 58T ASAv it & .

)
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A R A R L

e

MNAZAT-4i& 24 deploy_autoscale.yaml i . #5 MW A& X4 LaunchTemplate 1) UserData 7Bt . 7] LLR$E 77
P B UserData.  WAR N S name-server; 141, ‘&7 LA VPCDNSIP. 419 &1/Fv] /& BYOL,
T A AR L Z2VF AT idtokens

|

dns domain-lookup management

DNS server-group DefaultDNS

name-server <VPC DNS IP>

!

! License configuration
call-home
profile License
destination transport-method http
destination address http <url>
license smart
feature tier standard
throughput level <entitlement>
license smart register idtoken <token>
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1% 314 L #£%] Amazon Simple Storage Service (S3) .

1% 324 £ %) Amazon Simple Storage Service (S3)

target H & I FTE SCHHAN A E] Amazon S3 f4fitidm. 2, nT AT A CLI K target H 1
BT St FAE 3] Amazon S3 AE#%HT .

$ cd ./target
$ aws s3 cp . s3://<bucket-name> --recursive

ARE HERR

SER B AT I P45, & n LB AWS CloudFormation HEfk .
% H b5 H 57 1) deploy_autoscale.yaml (1.
i FH Geneve Autoscale ] H b H 3% 1) deploy_ngfw_autoscale with_gwib.yaml SCF.

)

B UERRE

PSS
iR 2

P

7E# deploy_ngfw_autoscale with_gwib.yaml SCEZ i, #0204 AWS GWLB H 3y JEff 7 %
5  Infrastructure_gwlb.yaml SCfF,

T4 05253 1k 3% P AE deploy_autoscale with_gwib.yaml B 25 151 18] 61 6 1) GWLB S 612 b ¢ 41 24544
i 45 2%ty (GWLB-E). {EA%# GWLBe J&, 205 BB NS i1, LMK GWLBe H 15 FH 7 9 FER

N IR .

HRVELNE B, 152 [https://docs.amazonaws.cn/en_us/vpc/latest/privatelink/
create-endpoint-service-gwlbe.html.

RUEMANSE, 57 IR
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KBTI ASAV SEH .
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R SEBR K 5, BT LLIGTEHAT N . i/ NECE I ASAv 5200 a] LAKRAC A 329 AR, DL ik AWS
P s A .

AU . SR)5 KR Auto Scale 11— ANERE AN I FE
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https://docs.amazonaws.cn/en_us/vpc/latest/privatelink/create-endpoint-service-gwlbe.html
https://docs.amazonaws.cn/en_us/vpc/latest/privatelink/create-endpoint-service-gwlbe.html
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ZREITIRR I
AR S IR 2%, 5 LE constant.py BN “True”
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FER TR ESS, 57 constant.py ¥R RN “False”
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#*F Auto Scale &I 28

FAEH] Auto Scale Manager, JWAEHAHN ¥ CloudWatch S “notify-instance-launch” I

“notify-instance-terminate” . ZEH] JXMTAXTEH%?$¢F%E7§ Lambda. {H2&, C/EHATH Lambda
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-suspend-resume-processes.html#choosing-suspend-resume
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-register-targets.html#register-ip-addresses
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-register-targets.html#register-ip-addresses
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-enter-exit-standby.htm
https://aws.amazon.com/blogs/aws/auto-scaling-update-lifecycle-standby-detach/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/detach-instance-asg.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html
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https://docs.aws.amazon.com/lambda/latest/dg/env_variables.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3ExportTasks.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/ts-elb-healthcheck.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/ts-elb-healthcheck.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-troubleshoot.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html
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